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| &0

| BEBLOHKE

I show calendar

FEICRESNTWLHEO B 2R R LET,  (HAMERER)

| zrman

Router#show calendar
14:53:20 JST Wed Feb 12 2003

o< rex

show calender

I INTG A—A

NFA=RFHYFEEA



REDIFH

I%E@N—93>%ﬁ

Ishow version

| zxman

Router>show version

FITELnet-F100 BRI option

MAC Address: 0080.bdf0.0c60

Hardware version: Ver 02.21-101904 (BRI: Ver 1.00 )
Firmware version: V01.17(00) 111504

Boot side: SIDE-A

Router>

I FIEB DA

EHH AR

) B4 2 FoR LET,
FITELRet=F100 gt gt k2 £ F8530013 BRI option ME R SAUET
MAC Address: BEBOVAC 7 R L 2D @MAR T LET,

|Hardware versioni‘/\““ Ry =27 DONRN—VarzRrLET,

|Firmware version ‘@@JDF'@7 7 AT T DNV ERRLET,
SIDE-A  |SIDE-A D7 7 — 2 = 7 CEE L TV ET,
SIDE-B  |SIDE-B D7 7 — 2 =7 THEE L TWET,

Boot side

j—
>
Ji
>

I
iy

INTA=REHYFEEA.



IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I alias ERTEDHER

Ishow alias

RELTTA VT AFRELRRLET,

| zxman

Router#show alias
c configure terminal

a alias
r refresh
e exit
Router#

j—
>
di
%
I
&

INFGA—BFHYFEA



REDIFH

I%E@ﬁﬂﬁt%#é%ﬁ

Ishow reset

reset in X W reset at THEINTZHE#SHO TELZERRLET, TEEZZ VT T585E61%. "reset
cancel”’ <~ REFHITLET,

| zzmmn

Router#show reset
reset scheduled at 19:10 Sep 10 SIDE-A.frm SIDE-A.cfg

| zmeons

. m® B | SRS

Uty FOAT Y 2a—LRHRESNTWAEESIT., FOEREFERLET,
at~ : FHEEIT 5 A2 IR L ET,
in: (REMZICHER T 20 ER R LET,

SIDE-A. frn |HEBFHCERASIND 77— AV =7 77 A LEFRLET,
SIDE-B.cfg  [FREBIFFICEA SNDRIET 7 A M EFRLET,

reset scheguled

show reset

IK%%—Q

INTGA—BFHYFEA
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I:vpp@%ﬁ@@

Ishow history

A~ ROFATRRED, HWIRICERENET,

| zxman

Router#show history

enable

show ip rip

show ip bgp

show ip dhcp binding
show elog

show version

show interface
refresh

show history
Router#

I avy rEAL

show history

I INT A—4H

INFGA—BFHYFEA
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REDIFH

1)) — R IEHR

I show memory

WEOY Y —AFREFTLET,

I FKEEH

Router#show memory
Temporary memory
Route table

Route node

RIB

Link List

Link Node

New List

New Node

Hash

Hash Bucket
Access List

Access List Str
Access Filter
Prefix List

Prefix List Str
Prefix List Entry :
Route map :
Route map name
Route map index
Route map rule
Route map rule str:
Command desc :
Buffer :
Buffer data
Stream

Key chain
Key

VTY

RIP structure
RIP route info
RIP interface
RIP peer

RIP offset list
RIP distance

BGP attribute

BGP aspath

BGP aspath seg
BGP aspath str

cleoNoNoNeoleNoNoNoloNoNol  NoNe]

132
- 30
- 17

- 315
- 331

o4}

11
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BGP as list : 0
BGP as Tfilter -0
BGP as filter str : O
Community : 0
Community val -0
Cluster list : 0
Cluster list val : O
BGP transit attr 0
BGP transit val -0
BGP distance : 0
BGP nexthop cache 0

I:?DF%ﬁ

show memory [RIRxiZ]

~o
di
%
|
Ay

|

INTGA—=5 RERNE R E #E HEREFDIE

VY —2EHE TR S LR ERELET,

BGP £V a2— DY YV —AERERRLE
bgp +
S bgp Ty b= % —t
. i |FTIA ST =m AR T2 DY V=R ] REL 2—NADY Y
ST ERRLET, lib | AfEHE R LE
Ly FEETAT IV O =2 fiERRLE | |rip EE
‘g—o
rip RIPEV 2= ) v =2tz s LET,

12



REDIEHK

CPU B TR D IFH

Ishow processes cpu

CPU D& fii=E (5sec. lmin, bmin OY¥)) #FxL £,

I FKEEH

Router#show processes cpu
CPU LOAD
5sec: 4[%] Imin: 5[%] Smin: --[%]

show processes cpu

I INTG A—A

NFA=RFHYFEEA

13
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77 —L0x7 /REFRBRESIYERE LHEE

I show boot-back

Tr—AhU =T REFREBY R UEREORN MR TSN TEET,

Iﬁ%@ﬁﬂ1 77 —LrT7 /RERREBUVRLEFHMLTVDES

Router#show boot-back

Boot-back scheduled for next boot (10min, SIDE-A.frm, SIDE-A.cfQ).
Boot-back not effective now.

Router#

Ii%@ﬁﬂz 27—LD1T7 /REBHREBUVRLEFHSNLRET, BEBSNEES

Router#show boot-back

Boot-back not scheduled for next boot.

Boot-back effective now (10min, SIDE-A.frm, SIDE-A.cfQ).
Reset scheduled at 13:12 Nov 23 2004 / in 0:09. SIDE-A.frm
SIDE-A.cfg

Router#

show boot-back

Lo

FRINTENEIT. 2007 0 v 7120 ET,

=

7 LS RRSNDHAR

14



REDIEH

Ty =AU x=7 SREERBENTY
B L ORI 5 £ TORH

BUED 7 7 —2av =7/ | TRENTHDIEE WE 7 7 — A = T

= SR B = N
117H giﬁ;$&§@ﬂwﬁb% FOE) 2R S
TR TN Eoot—back not scheduled for next
oot.
Ty =AU SREERBENTY
I R LEREAR
— A S s
e > — 'y 7 et B0
amg |77 TRV =T RER | e s R LOTZDIZHEE Y 5 hFfH
L [REBE0 R LEmE O BET 57 7 — 5 = 7 f, RS
o .
PR if]
T =AU =T SRERR
HEh) VR UMSEENEN/ELL Boot—back not effective now.
NGA
| RS A—4

NG A= EHYFHA,

I77—A®:7/$EE$EQWUEL%%&@00

T =AU xT DT v IT— R, REFERORGEIToI2%, BEBILIZEZA, REORELSRLE
OHBETHE LOICEELRLS o T LE I —REEMET 72010, 77 —2 0T /3ERE R A B
DR LIEEE T,

Ty =AU =T DT v 7T — MNEEHIZ, Ty —2 0T REHRABY R LR L. DI
DWW TR L F77,

BUE, 77—sv=x7, EKHRE S, SIDE-A TlEEHL TR, MEARAEATE TS ELET,
D77 — 2270 SIDE-Bic, #ilnwrr—Lav =T %A & h—A LET,

¥

boot-back =~ REZFEEL F7,

|Router# boot-back in 10

boot-back =~ N TIx, BUEEBILTCWAMH (77 —2v=7 : SIDE-A, &t : SIDE-A) o~
7Ly T EEHERABUIVRLTLHIEEES LET,

“in1071%, EEI L THH 10 0%ICT7 7 —2 0 =7 /REHFRABHEUI R LOLDICHERTLZ L 2K
L E9,

¥

@ [boot a2 K. HEB%ICEBT AEARELET, ZOr—ATHE, SIEBIH LT 7y —Ay =

Sl

15
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TaEALYAP=LVLTNETOT, 77 —2v=7% SIDE-BrolE#hT2L5, HELET,
Router# boot firmware SIDE-B. frm

¥

@DFLNWT 7 — AU =T Z/MNT DD, FERELET,
77— =7 : SIDE-B, #&ieEfs#  SIDE-A cEs# L £,

¥

® [EEcrER B S — FIEO~Ei
B3 Lo c@iELAngES — FIHO~#ED

€l

boot—back confirm ==~ RZIEL E£7,
|R0uter# boot-back confirm

FIEQTHRE L, [100%O 77— v =T /REHEHRAEYIV R LOTDOFEE] 23RS,
EHEMGET 2 2 E N TEET,
FIEQTHRE LIZRENICZ 0 a~ >y RERITLeWE 77— 0 =7 /EEFHRBEYV R LD
WHESHLTLENETOT, EELTEE N,
HAEDIREE -

77 —2usw =7 : SIDE-B, #&% &t - SIDE-A

Sl

FIEQTHE LIRS, 77 —bv =7 /REFHRAEBYIY R LODICHEH SN ET,
FHEEIE, RERREZREL T, <7Z&uy
BEDIKEE

77 —sv=7  SIDE-A, #iEtEd - SIDE-A

16



A28 TT—IDIEH

I A3 TT—ADTER

| LAN £ >4 7 T —RDIEHR

Ishow interface lan

LAN A > 27 = —ZDERAEZ R LET,

| zrmmn

Router#show interface lan 1

LAN is up
Hardware is Fastethernet, address is 0080.bdcf.f100
IP address LAN IS XXX.XXX.XXX.XXX, 255.255.255.252
Encapsulation ARPA, Duplex Auto-duplex, Speed Auto-speed
ARP type: ARPA, ARP Timeout 00:20:00
Statistics:
0 alignment error flames
0 FCS error flames
0 collision count

Router#

I%ﬁﬁ@ﬁﬁ

| H B n B
LN L s ZDAUHE T 2= ADBRENMTIRDITEY , hoXfisd 5%
P YL s up LTWBNE D (up/down) HELET,
Hardware is Fastethernet address| , | . .
e 0080, bd£0. 090F AV BT 2—ADMC 7 FLAZFELET,
IP address is XxxX.XXX.XXX.xxx, [ v Z—F v hT7T RKLA (IP7 RLVRA) LRy bh~RATEFL
255. 255. 255. 0 =S
Encapsulation ARPA, DA BT == 2D A TSR AT LET,
F a2y AT— RPN _H/¥_H (full/half) THDHZ
Duplex auto LHEFRLET, IIWNA UV EZ T 2— AT auto L FERENE
j—ﬂ
Sveed auto BEOA 27 2—AREL WY I DEATEFRLET,
P LAN A > % 7 = — ADEA T auto & RRENET,
ARP type: ARPA, ARP Timeout ARP % A4 L ARP M- L7== > N DX A LT v M 25
00:20:00 7+,
Statistics: DA BT == ADFEHEREE L ET,

17
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0 alignment error frames

TVL—ALENF 7T v TR, FCSF = 7 i2b=T—1L
BT V— LD BER R LET,

0 FCS error frames

T LU= ARIEZA T Ty NEETED FCS =7 — TR SN
T L= Ligie R LET,

|O collision count,

|2V Y a v RARKERRLET,

I avy FEX

show interface lan 1

I INTG A—4A

18

NG A=RFHYFEEA,




A28 TT—IDIEH

I EWAN 4 >4 7 T — A DIER

Ishow interface ewan

EWAN A > % 7 =—A (PPPoE ZfliH L72\) OEFHAF R LET,

| zxman

Router# show interface ewan 1
EWAN 1 is up
Hardware is Fastethernet ,address is 0080.bdf0.090f
IP address IS XXX.XXX.XXX.XXX, 255.255.255.0
Encapsulation ARPA, Duplex auto, Speed auto-speed
ARP type: ARPA, ARP Timeout 00:20:00
Statistics:
0 alignment error frames
0 FCS error frames
0 collision count

Router#
I%ﬁﬁwﬁ%
| = H noE
EWAN 1 is u DA UH T 2 — ADBREDPTRDILTE Y . hokhsT 5 e
b UL 73 up LTWABNE D (up/down) %FELET,

Hardware is Fastethernet address N .
is 0080. bdf0. 090F AU BT =2—ADMC 7 FLRAERLET,

IP address is XxX.XXX.XXX.xxX, |f X —Fv 87T KLA (IP7 RLAR) LRy h~AZ&FKL
255. 255. 255. 0 e

Encapsulation ARPA, ZOA BT == ADH T M TR AR LET,

Ty AE— KN H/ T HE (full/half) THDHZ
CEFRLET, IANAVH 72— ADEAIT auto L FRINE

Duplex auto

7,
Sneed auto BEDOA 2 72— AREL WELY I DX A THRLET,
b LAN A > % 7 = — ZADHA 1T auto L RRENET,
ARP type: ARPA, ARP Timeout ARP Z A 7L ARP ME- LT N DX A LT 7 NRE A 3%
00:20:00 7,
Statistics: |ZDA 8T = —2ADRRMEREE LET,
0 alienment error frames TVUL—LERNE T v PEE TR, FCSTF = Z7IZbx=TF—1L
& TZ G 7 L— O EF TR LET,
|O FCS error frames ‘7 L —AEIA 7 Ty NN FCS =5 — CREIEI N

19
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| 7 L n R RR LET,

|O collision count, ‘:I UYa oREREAERRLET,

show interface ewan <EWAN F=>

I INTG A=A
RS A—4 | BRENE BEE LREOE |
[EWAN %5 |8 L7200 EWAN OB S5 HE LET, [1~2 HMEATT |

20
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I PPPoE £ > & 7 = — A D1EHR

Ishow interface pppoe

PPPoE A > % 7 = — A DIHER AT R LET,

| zxman

Router#show interface pppoe 1 ~1~5 E£TIEEATRE
PPPOE1 is up
PPPOE Server Name is XXXXX
PPPOE Usr Name is XXXX@XXXXX .XXX.XX
PPPOE Primary Dns Address is XXX.XXX.XXX.XXX
PPPOE Secondary Dns Address IS XXX.XXX.XXX.XXX
PPPOE Internet Address is XXX.XXX.XXX.XXX
PPPOE Service Name is not configured
PPPOE Type is host
PPPoE IPv6 Prefix is ::0/0
PPPoE IPv6 Dns Address List ::0
PPPoE Connection Time is 011105.123441
Statistics:
0 connect count
0 connected count
0 connect fail count
Router#

I FIEB DA

| H B | n B
: DA VE T == ADREPTIRIDILTIEY . 77D PPPoE DV
PPPoE1 1is up, . N .
VIS L TN AEME YN ERLET,
|PPPOE Server Name is XXXXX ‘if—~kf;lé§$$%f§%ﬁ%L,jiifo

PPPoE User Nmae is
xXXX@XXXXX. XXX. XX

RE LT —PHERRLET,

PPPoE Primary DNS Address is PPP CHAGL7=7 T A~ UDNSH— D IPT RLAZHRKRLFE
XXX. XXX. XXX. XXX =

PPPoE Secondary DNS Address is [PPP CHUS L= ZF VU DNSH— "D IPT KL A&F /R LE

XXX. XXX, XXX. XXX To

PPPoE Internet Address is
XXX. XXX. XXX. XXX

|PPPOE Service Nmae
IPPPOE Type

PPP THUSE L7-. HEDZu— L IP T RL2A&EFRLET,

ELIEr—e 202 FRLET,
ARIUBE e 2 LAN BifiEe 7 (RRE) 2RRLET,

|

21
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[PPPOE 1Pv6 Prefix B LT VLT 4 s AR LET,

|PPPOE IPv6 DNS Address List \i@ L7ZDNS7 FL & (IPv6 ) T KL AZHERLET,
PPPoE Connection Time is PPPoE 23 ke L 7=HEZ 2 For LE 9, ZOBITiX, 200247 A
020705. 123441 5H 12:34: 41 I L= Z L 2R LTV ET,

[Statistics: |ZOA T = —ADOFRMERE R LET,

|O connect count ‘:0)4’ VBT 2 — AR AEFRR L ET,

|O connected count ‘?ﬁffﬁﬁk%@@(%?&ﬂ? LET,

|O connect fail count ‘%fﬁ:%ﬁ&@?ﬁ%%% LET,

I avy FEX

show interface pppoe <PPPoE &&>

I INTGA—5
ey RENE R EHE [HHEOME
PPPOE %% |5 L 7=\ PPPoE DF A FRE L E T, |1~5 B AR AT ‘

22



A28 TT—IDIEH

BRI £ & 7 1 —XANDIER

Ishow interface bri

BRI A > &% 72— ADEREFE R LET,

Iiﬁ@@ﬂ

Router#show interface bri 1

BRI1 is up
NO DIALER occupies
MP ON
MTU is 1500 bytes
BRI Called Idle-timeout 60
BRI Calling ldle-timeout 60
BRI Lcp Restart 100 (x10ms)
BRI Lcp Maxtimes 10
Statistics:

0 connect count

0 connected count

0 connect fail count

Router#

I%ﬁﬁ@ﬁﬁ

IE H N B
BRIL DA UE T o—ADOYELY U VARREN up N E D »
15 up (up/down/connected) # % L £79°,
NO DIALER occupies %%g;?w7y74ya7iwz%ﬁﬁ%ﬁmwa&w:&%

DIALERI occupies FRENTODHATYNT v T A F 72— AREREFA LT
: B LERLET,

MP BEfsi sk & DIRRE A TR L £97,

MP OFF : MP ik B & L TU 72l

MP SV == SV =3
MP ENABLE : MP £Efia% & 1, MP BEfeld L Tuh7Zguy,
MP ON : MP #f%

MTU is sk bytes MTU £ %7

BRI Called Idle-timeout 60 |#{EHEfEH SIS HAR & 1 ~ {0

23
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BRT Calling Idle-timeout 60 {3 HEe MEMIZHH & 1 < fi

BRI Lep Restart 100 (x10ms) |Lep U A4 — b & A < (A7 10ms)

BRI Lep Maxtimes 10 Lop PRI
connect count : FRIEERIA 7 v A H
Statistics: connected count : B{EEEGEH v L A AH

connect fail count : #EEERAH v o ZAH

I avy FEX

show interface bri 1

I INTG A—4

INTA=HFTHY EH A,

24



A28 TT—IDIEH

BAXNWNTYTA 82T —ADER

Ishow interface dialer

HAXNT v TA BT 2—ADEREFRLET,

Ii%@ﬁﬂ

Router#show interface dialer 1
DIALER1 is up
name is not configurd
interface
dialer map is 1101 1
caller is not configured
contlimiterStatus:normal
maxPeriod:36000(sec) currentPeriod:0(sec)
previousPeriod:0(sec)
calllimiterStatus:normal
maxCalling:25(times) currentCalling:0(times)
previousCalling:0(times)
Statistics:
0 frames input
Received O unicasts
Discards: 0 errors, 0 dropped
0 frames output
Sent O unicasts
Discards: 0 errors, 0 dropped

is bri 1

Router#
I%EE@&%
H A ERE=
ZDOFAXNT v T A BT 2 —ADREEERLET,
DIALERT is up 2 HAYNT v T A BT — ZHME T HE

not use : XA YIT v T A L H T x—ADME AT

interface is

dialer WMEHTHA L H 72— KR LET,

dialer map is

sk - dialer map I~ ROFEE
not configured : dialer map I~ ROBRENH Y THA .

caller is

skkkk - caller 2v 2 ROBENE

not configured : caller =~ ROBEENH Y £H A,

25
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contlimiterStatus:

R Y X v RO AT — X A RN LET,
of f : [EINREEHILEREA —

normal : [EIRREEHE T, JE@EIRAE

alerted-90 : [FIFREMR A, U I v ZfED 90%EE
bombarded : [EI#REEHH, U I v ZfEICE]E
maxPeriod: 36000 (sec) :
currentPeriod:0 (sec)
previousPeriod:0(sec) :

U v ZE

» BUE O ERFH

AT IE] D1 sE e ]

calllimiterStatus:

FEREEH Y X v XHERED AT — X AR R LET,
of f : [EINREEHIEEREA 7

normal : [EIFRESHLH, @ FIRAE

alerted-90 : [EIFRELH A, U I v ZfEHD 90%EE
bombarded : [EIFREEHH, U I v ZfEICE]E
maxCalling:25 (times) :
currentCalling:0 (times) : FAED 1 B O FEMEEH
previousCalling:0(times) : Rij[EI0D 1 FFfE] D FE AL

U3 v HE

|Received2 ‘§§ﬁ§77L/”“lA§ﬁ

Discards

errors (ZERFICZ T —CHEEINTZ 7 L—28K
dropped : ZIFHFIC= T —DIANTEES L2 7 L— 2%k

Sent: %157 L— 1%k

Discards

errors @ IEFEFHIZ T —THEEINT-7 L —2%
dropped @ FEKFIZZ 7 LIS CHEES N7 L— A%

show interface dialer <DIALER &=>

I NG A—5
K5A—5 BENE B
DIALER %4 |Z18 L 7=\ DIALER OF B &2 LE T, [1~20 X

26




A28 TT—IDIEH

W—TNv 4287 x—ADIEHR

Ishow interface loopback

N—T Ny J A BT 2 —ADEREFR L ET,

Iiﬁ@@ﬂ

Router#show interface loopback 1

Loopbackl is up
Hardware is Loopback
IP address LAN IS XXX.XXX.XXX.XXX, 255.255.255.252
Encapsulation ARPA
ARP type: ARPA, ARP Timeout 00:20:00
Statistics:
0 alignment error flames
0 FCS error flames
0 collision count

Router#
I%ﬁﬁ@ﬁw

A BRE

Loopbackl is u IDOA VR T 2 — ADBEMTRDITEY . hoxhisT 2%

0 " U7 up LTWDHE D7) (up/down) KL ET,

Hardware is Loopback SO F T2 m AR N TRy I FT 2 ATHH I L
P ERLTOVET,
IP address is XXX.XXX. XXX. XXX, |f v X —F v ;7 RL A (IPT RV A) txy h~A7%2FLE

255. 255. 255. 0 R
[Encapsulation ARPA, DA BT 2= 2D TR R AT LET

ARP type: ARPA, ARP Timeout ARP Z A 7L ARP MR LTz N DX A LT 7 MR %R

00:20:00 R
ZOA 8T = —2AOEEREE L ET,

|Statisticsl
0 alignment error frames 7L ARBAT Ty MERTCR S FS Ty 7icb 2T — L
¢ FRET L—LOREEF R LET,
0 FCS ertor Fromos T L— LR34 Ty NEBIENFCS =7 —CRIESNT-ZET
L— A E R LET,
0 collision count, ‘:l UYa oEnERRLET,
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I avy FER

show interface |oopback 1

I INTG A—A

NTA=HFHY EHA,
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A28 TT—IDIEH

|IPsec 4 % 7 T —ADNER

Ishow interface ipsecif

IPsec f VX T = —ADEREFZRLET,

I KEEH

Router#show interface ipsecif 1

IPSECIF1 is up
Hardware is ESP Tunnel
IP address IPSECIF1 is not configured
MTU 1390 bytes
Encapsulation ESP
IPsec access list: 10
Last clearing of "show interface™ counters never
Statistics:
4 frames input
Received 4 unicasts
Discards: O errors
113 frames output
Sent 113 unicasts
Discards: O errors

Router#
I KIEB DEREA
" H n =&

, DA ET = —AZADOWELY 7 RBEN up 22 E D M
IPSECIF1

1 up (up/down) 3 L £,
[Hardware is ESP Tunnel 25 72— AN ESP tumnel ZFE LTV 52 LA LET,
1P a(.idress IPSECIF1 is not IPF R L ARBIE S TN L 2E L TIET,
configured
MTU is sk bytes MTU £ 7
|Encapsulation ESP ’:@/f VHET 2= ADN TR E R L ET,
|IPsec access list: 10 ’fﬁﬁﬁ?‘é IPsec 77 AY A NEZRLET,
Last clearing of “show interface” |[F %12 clear interface” a~> R ChH T U Zftiz 7 V7 Li-.
counters never Bg .y % F/A/HEFRRLET,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

Received : Z{E7 L — L%k
Discards : SZ{EWfEIE Y L — 25
Sent : IEfE 7 L — A%k
Discards : EERFBFEIE Y L— L%

Statistics:

I avy FEX

show interface ipsecif <|Psec &S>

I NS A—4
R’5A—5 | BERE BOERE KON
[IPsec 5 [BI L7V Psec 2 7= —ADBEFLIGELETS, [I~4 [BIAT |
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A28 TT—IDIEH

NULL 1 >4 7 = —XIZBET 5 1EH

Ishow interface nul

BEEHA 27 72— ADERERRLET, BEMHA LV EZ 72— RAF AET 4 v I —T 47 (ip
route 2~ K) THRELET,

I KEEH

Router#show in nul O

NullO is up
Hardware is unknown
MTU 32767 bytes
Last clearing of "show interface" counters never
Statistics:
0 frames input
Received 0 unicasts
0 frames output
Sent 0 unicasts
Discards: 0O errors

Router#
I KIEB DEREA
| E B | moR
Null0 is up |ZOA 25T == 2R up HE D B> (up/down) #F L ET,
|Hardware is unknown ‘:@4 VAT 2 —ANRETHDL xR LET,
MTU is sk bytes MTU £ D327
Last clearing of “show interface” [5x4 (Z"clear interface” 2~ N TCh U U Xz 7 U T Lz,
counters never B4y B F/H/HEFERLET,
Received : 7 L — 8%
Statistics: Sent : XE7 L— 23K
Discards : EERFBEIE 7 L— 2%

show interface null 0
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I INT A—A

INTA=HEFHY FHA,
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IPv6 JL—T 1 > T DIEHR

IPv6 IL—T 12T DIEH

| LAN £ >4 7 = — X DIER

Ishow ipv6 interface lan

LAN A v % 7 —ZAD IPv6 ICEAT AIERAEERRLET,

| zrman

Router#show ipv6 interface lan 1

LAN is up

IPv6 is enabled, link-local address is fe80::280:bdff:fef0:8f8
Global unicast address(es):
2001:33::280:bdff:fef0:3333, subnet is 2001:33::/64
Joined group address(es):

f02::2

ff02::d

ff02::9

ff02::1

ff02::1:FFF0:-3333

ff02::1:FfFF0:8F8

MTU is 1500 bytes

ICMP error messages limited to 100 per second

ND reachable time is 44000 milliseconds

ND advertised reachable time is 200 milliseconds

ND advertised retransmit interval is 300 milliseconds
ND router advertisements are sent every 400 seconds
ND router advertisements live for 500 seconds

Hosts use stateless autoconfig for addresses.
Router#
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I%Eﬁwﬁﬁ
| E B | K ow
DA BT 2 —ARFIHFIHEDE D D (up/down) HFKR L
, 9,
LAN is up

B LUT-WA 2T 2 — A FTEETHENTEFET,
FBENRBRWNESIT., 24 v 27— 2ADERYFRLET,

Global unicast address (es)

A UHE T2 —=AZEN B THENTWSE T a— 3L s =%y A
Fe 7 RLRERRLET,

Joined group address(es)

TOAVE T 2 —ANBTHYILT X A~ VL —FEFER
LET,

MTU 1500 bytes

o s Tz2—2p N BEFR LET,

per second ND reachable time

ICMP error messages limited to 100 |Z DA % 7 = —AZEID Y THNTWD R A S H B EER]

RERFRIZ (X U BEALT) ZRLET,

ND advertised reachable time

DA VE T 2—A ETT RAREZ A XZENDFA S H B E
AlRERE A2 (R URVPHNALC) R LT,

ND advertised retransmit interval

ZDA R T 2= A LETT RAZ A ZIND I A R
gz (X UBBALT) RLET,

ND router advertisements

DA BT 2—AETEEENDFAfmHL—% - 7 K
HARXA L MO FHEAL) BIOT RAX A XA NOA
ERE RN L ET,

addresses.

Hosts use stateless autoconfig for | K#EEIX, AT — ML AL —bar 747 1L — a3 TT N

ZRED B THNET,

BRI

show ipv6 interface lan 1

L

~0
NJ|
W
|
oy

T A—=BEFHYFEA
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IPv6 JL—T 1 > T DIEHR

I PPPoE £ > & 7 = — A D1EHR

Ishow ipv6 interface pppoe

PPPoE A # 7 = — A @ IPv6 [IZBAT AR~ L E T,

| zxman

Router#show ipv6 interface pppoe 1

PPPOE1 is up

IPv6 is enabled, link-local address is fe80::280:bdff:fecf:fl0a
Global unicast address is not configured

Joined group address(es):

ff02::1

fFf02::1:Ffcf:f10a

MTU is 1454 bytes

ICMP error messages limited to 100 per second

ND reachable time is 19000 milliseconds

ND advertised reachable time is 0 milliseconds

ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 0 seconds
ND router advertisements live for O seconds

Hosts use stateless autoconfig for addresses.
Router#

35



IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| sm0ms

| E B

| IS

PPPoE1 is up

ZDA BT 2 —ANFIHFHREDE 9 B> (up/down) ZFKR L
F9,

B LUT-WA 2T 2 — A FTEETHENTEFET,
FBENRBRWNESIT., 24 v 27— 2ADERYFRLET,

Global unicast address (es)

A UHE T2 —=AZEN B THENTWSE T a— 3L s =%y A
Fe 7 RLRERRLET,

Joined group address(es)

TOAVE T 2 —ANBTHYILT X A~ VL —FEFER
LET,

MTU 1454 bytes

o s Tz2—2p N BEFR LET,

per second ND reachable time

ICMP error messages limited to 100 |Z DA % 7 = —AZEID Y THNTWD R A S H B EER]

RERFRIZ (X U BEALT) ZRLET,

ND advertised reachable time

DA VE T 2—A ETT RAREZ A XZENDFA S H B E
AlRERE A2 (R URVPHNALC) R LT,

ND advertised retransmit interval

ZDA R T 2= A LETT RAZ A ZIND I A R
gz (X UBBALT) RLET,

ND router advertisements

DA BT 2—AETEEENDFAfmHL—% - 7 K
HARXA L MO FHEAL) BIOT RAX A XA NOA
ERE RN L ET,

addresses.

Hosts use stateless autoconfig for | K#EEIX, AT — ML AL —bar 747 1L — a3 TT N

ZRED B THNET,

| o~ ket

show ipv6 interface pppoe <PPPoE Z&HE=>

I INS A—4
K5 A—4 | BENE BEME ERH O
[PPPOE 7 5 [SHE L 72\ PPPOE DB HAFEE LET, [I~6 AR |

36




IPv6 JL—T 1 > T DIEHR

I EWAN 4 >4 7 T — A DIER

Ishow ipv6 interface ewan

EWAN A > % 7 = —A®D 1IPv6 IZBHT A 1EM AR R LET,

| zxman

Router#show ipv6 interface ewan 1

EWAN is up

IPv6 is enabled, link-local address is fe80::280:bdff:fef0:8f8
Global unicast address(es):
2001:33::280:bdff:fef0:3333, subnet is 2001:33::/64
Joined group address(es):

f02::2

ff02::d

f02::9

ff02::1

ff02::1:FFF0:3333

fF02::1:FFFO:-8F8

MTU is 1500 bytes

ICMP error messages limited to 100 per second

ND reachable time is 44000 milliseconds

ND advertised reachable time is 200 milliseconds

ND advertised retransmit interval is 300 milliseconds
ND router advertisements are sent every 400 seconds
ND router advertisements live for 500 seconds

Hosts use stateless autoconfig for addresses.
Router#
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I%Eﬁwﬁﬁ
| E B | K ow
DA BT 2 —ARFIHFIHEDE D D (up/down) HFKR L
. 9,
EWAN is up

B LUT-WA 2T 2 — A FTEETHENTEFET,
FBENRBRWNESIT., 24 v 27— 2ADERYFRLET,

Global unicast address (es)

A UHE T2 —=AZEN B THENTWSE T a— 3L s =%y A
Fe 7 RLRERRLET,

Joined group address(es)

TOAVE T 2 —ANBTHYILT X A~ VL —FEFER
LET,

MTU 1500 bytes

o s Tz2—2p N BEFR LET,

per second ND reachable time

ICMP error messages limited to 100 |Z DA % 7 = —AZEID Y THNTWD R A S H B EER]

RERFRIZ (X U BEALT) ZRLET,

ND advertised reachable time

DA VE T 2—A ETT RAREZ A XZENDFA S H B E
AlRERE A2 (R URVPHNALC) R LT,

ND advertised retransmit interval

ZDA R T 2= A LETT RAZ A ZIND I A R
gz (X UBBALT) RLET,

ND router advertisements

DA BT 2—AETEEENDFAfmHL—% - 7 K
HARXA L MO FHEAL) BIOT RAX A XA NOA
ERE RN L ET,

addresses.

Hosts use stateless autoconfig for | K#EEIX, AT — ML AL —bar 747 1L — a3 TT N

ZRED B THNET,

BRI

show ipv6 interface ewan <EWAN &FS>

I INTG A=A

185 A —4 | BENE

B

%%ﬁwﬁ‘

BWAN &5 [BHE LT BN OF S AHRELET, [1~2

B A A |
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IPv6 JL—T 1 > T DIEHR

W—TNv 4287 x—ADIEHR

Ishow ipv6 interface l|oopback

N—T Ny 7 A BT 2—AD IPv6 IZBT AR EF T LET,

Ii%@ﬁﬂ

Router#show ipv6 interface loopback 1

LOOP1 is up

IPv6 is enabled, link-local address is fe80::280:bdff:fef0:8F8
Global unicast address(es):
2001:33::280:bdff:fef0:3333, subnet is 2001:33::/64
Joined group address(es):

f02::2

ff02: :d

ff02::9

f02::1

fFf02::1:FFF0:-3333

ff02::1:FfFf0:8F8

MTU is 36780 bytes

ICMP error messages limited to 100 per second

ND reachable time is 44000 milliseconds

ND advertised reachable time is 200 milliseconds

ND advertised retransmit interval is 300 milliseconds
ND router advertisements are sent every 400 seconds
ND router advertisements live for 500 seconds

Hosts use stateless autoconfig for addresses.
Router#

I%ﬁﬁ@ﬁﬁ

H H ZRE:
DA HET 2 —ARFIHFERENE D 2 (up/down) & FIR L
LOOP1 is up =7

BHRLIEWA V2 72— AMRETHZ N TEET,
BENRLRVEAIL, B2 72— 2D REF R LET,

AUVHET2—AZEDETHNTWVWA T a— L s 2 =F ¢ A
ke 7 RLAZFRLET,

TDOAVE T 2 —ANBTHYNLT X A~ VL —FEFER
Lij‘o

MTU 36780 bytes 2T =2— DN EEERLET,

Global unicast address (es)

Joined group address(es)
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

ICMP error messages limited to 100
per second ND reachable time

DA UH T 2 —AZEID B THNTWD R A R ]

RERFH 2 (X U BEALT) RLET,

ND advertised reachable time

ZDA U FZT2—=ALTT RANZA XSNDFA B S
FIRERF 2 (2 UBEHAIT) RLET

ND advertised retransmit interval

DA UHE T 2= A ETT RRZ A XEIND3A %
MRz (L VURHEANT) #RLET,

ND router advertisements

DA BT 2—AETEGEEINDFANRmEHL—% - 7 K
HARXA L PO (BEA) BLOT RANXZ A XX vOf
EEM 2 FoR L E T,

Hosts use stateless autoconfig for

addresses.

RIEFEIZ, AT — N AF—har 747 L—23TF R
ANENY B THNET,

I avy FEX

show ipv6 interface loopback 1

I INS A—4
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IPV6 JL—7T 1 > 0 DIFHR

I 5T % RA DIEH

Ishow ipv6 nd ra

HEET % RA DR EZRRLET,

| zxman

Router# show ipv6 nd ra
LAN
Hops 0, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0O msec, Retransmit time 0 msec
Prefix 2002:901::/64 onlink autoconfig
Valid lifetime 2592000, Preferred lifetime 604800

| zmeons
| == | n &
ILAN RA ZEELTVBL L H T =—2
|Hops 0 (FXEfH : ipv6 hop—limit)
Lifetime 300 sec RA A 7 4% 4 2 (RRFEM : ipv6 nd ra-lifetime)
|AddrF1ag:0 ‘M 777 (FXEfE : ipv6 nd managed-config-flag)
|OtherF1ag:O ‘0 777 (GXEfE : ipv6 nd other—config-flag)

|Reachab1e time 0 msec ’ND A GREME : ipv6 nd reachable—time)

|Retransmit time 0 msec ‘NS EEME GREME : ipvé nd ns—interval)
[Prefix 2002:901::/64
lonlink L7757
|autoconfig ‘A 757

Valid lifetime 2592000  |Valid Lifetime [ (F%7EfH : ipv6 nd prefix-advertisement)

Preferred lifetime 604800 [Preferred Lifetime fif (Rf# : ipv6 nd prefix-advertisement)

| o~ ket

show ipv6 nd ra [ K<IP7 KL XR> ]
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L

X

Z

42

A—4
NS
A— BRERAR A% E $i B HEEFFDIE
5
LN 1 [N A 8 7 = AUSIEE T
% RA DIEHREZFRLET,
IP7 [RADHEHERTT DA F 7 ||EWAN gﬁg &Z)@;Q%?iii BTCOA U H T =—
P |=—AzWES2BACHEEL |l |} ! ’ AW A TR LE
A 7 : ER
gy [FVANHZ o o5 7 2 — RT3k
5 59 % RADIFHZZR L £
—g—o




IPV6 JL—7T 1 > 0 DIFHR

Iﬁﬁw%ﬁ

Ishow ipv6 neighbors

IPv6 DITEEDIEHRZ R R L ET,
FREVTENA E 72— RAEEELET, HELRWERIE, 2TOA U4 72— ADFERNEREN
iTO

IE%EEM

Router#show ipv6 neighbors lan 1
IPv6 Address Age Linklayer Addr State Interface
2001:33::280:bdff:fef0:3333 0 0080.bdf0.08f8 REACH LAN
Te80::280:bdff:fef0:8F8 0O 0080.bdf0.08f8 REACH LAN
fe80::2e0:18FF:fe00:9367 0O 00e0.1800.9367 REACH LAN
Router#

I%EE@%%
B B | n &
IPv6 N .

EHEN—HFTZA 2 T2 —AD IPv6 T KL A,

Address
Age |7 R LA DR\ B FTHENT 72 o T RE L 72 R (43 HLAD)
;ﬁﬁwﬂ MAC 7 KL Z, 7 RLABKMOBAICIE, 10D A 7 ()RR LET,

FAN Xy vy o s T b DOIRKE, IROIRKED FTHE,

- INCMP  (Incomplete ) —7 FLUAfERMN, =2 M UIZH L TFEITENTVET, *
ANEFEERA =T, HBOEREFEERINZ ) —FOVLFFY AR T RLXA
WCIEE SN, HIETDRA N T RARF AL XA b« A=V, FEZESH
TWERA,

REACH (Reachable ) —iTHi/L— X ~DERE S ANEFITHEEL TWAZ EDOETE
WVED, X U RO Reachable Time (BIEEA[HERFM]) WIS E &4UE L7z, REACH R
RROM., "7y MOEBITIL TR T 7 v a iddThbivEtd A,

State © STALE—H#RE S A DEREN IETFE TH A Z L ORBEOEEISEDRZEFE SN TrE, IV
b Reachable Time (ZZERIRERFME]) A2 HEEMIZ2NRGE L% L7z, STALE JRTED R,
NTFy RIMERENDET, MOT 7 arbitbivEdi,

+ DELAY—H#RE /R A DOBERENIEH TH D Z L DREDOHESENZEINL T, 2
F> @ Reachable Time (ZIEFHERFN]) %18 % A W5 DELAY_FIRST_PROBE_TIME FbAIZ %
&N F L7, DELAY YREEBIZ A - TH 5 DELAY_FIRST_PROBE_TIME #WNIZ, FEn[RENE
WERBDZAE INT2 o Te GBI, A NEFERA v —TU%%E L, IREEE PROBE (2
BEzZFET,

+ PROBE—ZI52 Al HEMEMEGR N Z(E S D £ T, 2 URD RetransTimer
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

(FEXA~) NT v T TIHERCHRANRNEBERA v —VEFEETHZLITKY,
Z OMERNREFNIZ R D HIVET,
« MV —RAIRAE,

|Interface ’77 R U ARBRERRES ST A VX T = — A,

show ipv6 neighbors [ GEME® IPV6 7 KLRA> | <4 B2 T —X4%> ]

I INTG A—4A
NS5 A—% | BRENS | BEEEE | LR DIE
WEFED IPv6 FEE L7 IPve 7 KL RZxHT 2 1FHRE S |IPve 7 R L |2 TOIRKOERE K
7 KL A L7=WEAIZ, IPve 7 RLAEEELET, |2 RLET,
A HTx e o s o . . A BTz | BCDOALH T =—R
“—X% j:El/:E Lf_/( /&73: X@rﬁ%&%i@m L/i‘é—o _X%ﬂ%ﬁ @‘r%ii&%%ﬂ——\‘ Li'ﬁ—o
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IPv6 JL—T 1 > T DIEHR

Iﬂibruéjb74v7xuxr®%ﬁ

Ishow ipv6 prefix-Ilist

RELIEZT VT 47 AV A MDIFEREERLET,

| mrmmm ssx—smenL

Router#show ipv6 prefix-list
ipv6 prefix-list 1: 5 entries
seq 5 permit 3ffe:100::/64
seq 10 permit 3ffe:101::/64
seq 15 permit 3ffe:102::/64
seq 20 permit 3ffe:103::/64
seq 25 permit 3ffe:104::/64
Router#

| srmmoe smzs

Router#show ipv6 prefix-list detail
Prefix-list with the last deletion/insertion: 1
ipv6 prefix-list 1

count: 5, range entries: 0, sequences: 5 - 25

Router#

seq 15 permit 3ffe:102::/64 (hit count: 0, refcount:
seq 20 permit 3ffe:103::/64 (hit count: 0, refcount:
seq 25 permit 3ffe:104::/64 (hit count: 0, refcount:

seq 5 permit 3ffe:100::/64 (hit count: 0, refcount: 0)
seq 10 permit 3ffe:101::/64 (hit count: 0, refcount:

0)
0)
0)
0)

| zrmmns mazs

Router#show ipv6 prefix-list summary
Prefix-list with the last deletion/insertion: 1
ipv6e prefix-list 1

count: 5, range entries: 0, sequences: 5 - 25
Router#
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| sm0ms

H H ]

=

SIS

Prefix—list with the last
deletion/insertion: 1

REBIWCEB LT VT 4 v 7 AV A M ERRLET,

|count2 5

[ sn TV BT M) OMEFR LET,

|range entries: 0

[#IZ 0 REBESNET,

sequences 5 — 25

HkInTnwbxzr U DY B/ KD sequence
AR ILET,

seq 5 permit 3ffe:100::/64

gk L= b OWRE R LET,

hit count: 28

|7 4NH ) L RETE v b LiEe R LET,

refcount: 314

|7 4B TR U FoR LE T,

BRI

show ipv6 prefix-list [<FL T4 v O RYRLES> 1 [ detail | summary ]

I INTG A=A
B
REFE ZENE ﬂgﬁ EBEOE
TVI74y s AY BRLEVT VT 4y AV AL | oo [RTOTLT gy 7 ZY 2 M
A N HFEHRELET, TR L ET,
|detail REMERR L E T detail |RERIRR LEHA
|summary ST LET, |summary g FEr L EEA
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IPv6 JL—T 1 > T DIEHR

I»—%4>7Eﬁ

Ishow ipv6 route

N—T 4 TIEREFRRLET,

| zxman

Router#show ipv6 route
Codes: K - kernel route, C - connected, S - static, R - RIPng,

B - BGP, * - FIB route.
S 3ffe:2::/64 [1/0] via 3ffe:1::1 inactive
C>* 3ffe:b80:bf:1::/64 is directly connected, LAN
C>* fe80::/64 is directly connected, LAN

Router#

| zmeons

- = | n A

. selected route ZEMLET, BT o ha/LTH—KRKEEZFE L 55
B INRONTNDHT Y b U BSEIRENET,

. FIB route ZEHRLET, R T7+ TV —F 1 I Eh 2= MU TY,
=T NVBRTTWLREDEHBTON NI L bdH D 7,

[3ffe:2::/64 BEET VT 4 v AEFTELET,

[ 120/3] |22 Z ORKEO Distance & Metric HA &KL ET,

via 3ffeil:il  [RZ R MEy7OT RLATT,

b directly {87 2—AN— FOEAFZORRICHRY T,

connected

o< ks

show ipv6 route [ <IPv6 7 KL ZR> | <BBLE=FE ]
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I/\°

48

S5A—4
/\05 A= Z s e o = s
5 BRERNE =% E & AEEEOE
IPv6 7 |BERLI-WSEE IP T L2 % . = R TOIITNERE R R L
KLz s L IPv6 7 KL A 9
kernel THEICRERESNT
U TR ST
ted BB O
W L s 5 5, BE L [0 | RTORR TR LIk
FIE A LEFRAEELET. | |lipng ;@;@Hbﬁﬁ WA FR LET,
SalEE
i |PETAITHE
Gk U7 R s




IPv6 JL—T 1 > T DIEHR

I RIPng 70 kO ILDIER

Ishow ipv6 protocols

| zzmmn

Router#show ipv6 protocols

Routing Protocol is "ripng"
Sending updates every 5 seconds with +/-50%, next due in 2 seconds
Timerout after 15 seconds, garbage collect 120

Router#

| zzm08m

| H B | n &
|Routing Protocol is “ripng” ‘/I/“—? g 7a halirE R LET,

Sending updates every 5  |[RIPng OEERIRZFR L E 9, EEOEERBIXZREMD 0.5 15
seconds with +/-50%, 1.5 DT U F LBz 0 97,

|next due in 44 seconds ‘YJ’L(IEIOD%E?/I' ST EFERLET,
|Timerout after 180 seconds ‘RIPng DHA LT 7 MR TR L ET,

HANLT T NEIEME A L garbage collection ¥ A ~—MNAHX— KL
F79, ZORITRKBERIZIA FU v 7 16 THREINET,

garbage collect 120

j—
>
di
%
|
Ay

INTGA—BFHYFEA
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

Ishow ipvb ripng

RIPng TRFEFL TV AREEWRE R R LET,
DT CHFE Lok 4sd RiPng CHEAMTA2HAGIE. ZbbFErRInET,

| zzmmn

Router#show ipv6 ripng
Codes: R - RIPng

Network Next Hop IT Met Tag Time
R ::/0 o 100
R 3ffe:1l1::/64 o 100
Ra 3ffe:-100::/32 T 12 0
Router#

| sze08m

‘| B | n A
B L= FBEERLET,
R [RiPng <H(E
c [ —k

Codes -

‘SﬁI‘Show ipv6 route THXE
‘E‘Aggregate L7-1&#
E‘Aggregate SNDHAETOEH, RIPng TIEEFEINEHA,

Network [sifixy FU—2 (KAL) HFRE£RLET,

Next Hop [5ESEICEIET 27 DIC%kET 25— h U2 D IPv6 7 FLAZFRLET,

e BN EIET BT IR A L 8 T 2 —ADA VT v I Ak TR LET,
Metric [safeicBlET 7= bIc@mT 50— 2 DleRRLET,
Tag  |[RIPng TRf& L7z Tag D& F R LE T,

A=V RE T ETOREZ R L ET,
BV RE T DT b JIZ O TIE garbage collection i T % CORFE 277 L £,

Time

show ipv6 ripng
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NS A—=2FHYFEEA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I v FT—9 LD IPv6 IL—B DIEHR

Ishow ipv6 routers

Ii%@ﬁww*whv—biwlwew—&tﬁiéﬁﬁ)

Router#show ipv6 routers
Router fe80::280:bdff:fef0:8Ff8 on lanl, last update 1 min,
Hops 0O, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time O msec
Prefix 2003:101:/64 onlink autoconfig
Valid lifetime 2592000, Preferred lifetime 604800
Router#

I =mmms FieLnet-Fi00 £ =5 38D 1P L—5188)

Router# show ipv6 routers conflicts
Router FE80::203:FDFF:FE34:7039 on Ethernetl, last update 1 min,
CONFLICT
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time O msec, Retransmit time O msec
Prefix 2003::/64 onlink autoconfig
Valid lifetime -1, preferred lifetime -1
Router FEB0::201:42FF:FECA:A5C on Ethernetl, last update O min,
CONFLICT
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time O msec, Retransmit time O msec
Prefix 2001::/764 onlink autoconfig
Valid lifetime -1, preferred lifetime -1
Router#

| sze05m

| E B | m &

fouter N B ERE R LA — 4 (R— B DY v 7 m—HLT FL R
PN BBODATEETIBI oy 2o — s E R LA v 5 7 =%,

|1ast update 1 min ‘%@/D*‘?@%ﬂ%%% LT bk L 7= R (47)

[CONFLICT BENEBRRDN—S ThHDH L EERLET,

[Hops G L — X BAICBRE SN TV DRy 7Y Ty ME
|Lifetime \é%ﬁ%l,f:/v~—57ﬁﬁ%ﬂézé%iﬁk§%17:u\§>Router Lifetime fE (#), 0
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BSROMEE, V=BT 74N bA—2 Thb LR LET,
ZAE LT — X BN ESILTCWD A 7T 7 DOfd,

2S00 DL, V—FNEZE LT b— @I T RL AR AT —
FNZNVHERREA D= AL ZHH L CHRESNTWARNWI EARL

AddrFlag

i‘ﬁ_o

BN 1 DOBEITIE. T RLARAT — F 7 LVHBIREA W= A L%

EHLCRESNET,

AR LIV — 2 BEICRESNTWD L 7 7 7 D,

A5 0 DIFH, N—F BZIET 2V —Z BT AT — b 7 /LA B
OtherFlag EANZALEEHT DL, 7 FLAUSNOFREZTGTE RN

LERLET,

B 1 DBPEITIE, AT — N7 NVHBREA =R L EZHEH L TE

OOTEHEZ BT TE £,

A LT — ZWANCRIE STV 5 ReachableTime i (2 U R),
ITBERERREME OIS, 20V 7 T 4 2 R RE,

0 fEIXREME DS L — Z A ZAT 5 L —FIZ L > THRES LTV
ZEHERLET,

ZAE LT — 2 BHICERE STV 5D Retransmit time (2 U R,
TR EIZ LT, 2o 7 ECHEHIARBET, 7K

Reachable time

Retransmit time L AR & R EA R H T ST,
0l IF/V— X @ENZAT D —F DEFEZ R E L TN 2 & 2R
Lij‘o
ZE LT NA—ZEHICHRESNTWAEH T VT v 7 A,
Prefix AV s By BIZHBEREE v R, L—F@HMA vE—

Tty hENTWAHZEHRLET,

ZE LT —FBAICRESN TWABHM T L7 4 v 7 AICHET 5
Valid lifetime fiE,

Valid lifetime TV IREDTZD, OL—FBHOEGERL N O -T72) 7 L7
4 I ABNATHLRRE B, E-1(&Ey b1, OxFIfFEfff)
IR AR L E T,

AR LIV — 2 AN E STV DT LT v 7 ZZBT 5
Preferred lifetime fH,

Preferred lifetime T RUVZHBRERZFEHRN LT, L7 4 v 7 ANLERSHDLT R
VANENTH D, Ob—FBHOEERRDE - 72) R R
(), -1(&E > b1, OxFEFFrere) | TR AR L ET,

| o~ ket

show ipv6 routers [ <4 2 7x—RA%&> | conflicts ]
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L

X

Z

*A—4

54

K5 A—4 | BERE | B EE ! LB OIS
LANA V2 T = — AR
LAN 1|92 RA D5 A £ R L £
KR
A E7x |[HELEAZ7=—A |[EWAN ﬁgﬁg;é@%;;; BCDOA L HETx2—A
— 24, DOIEREFRLET, 1 tgﬁh . TlloswmeRr LT,
gy [EVANE2 A 25 T = — 0T
5 EET D RA OISR AT
LET,
B DR EERON—H BREDIE/BIZIR 5T,
conflicts DI HFR I DHEAEIT |conflicts ETON—Z DGR A
FBELET, FRLET,




IPv6 JL—T 1 > T DIEHR

I$¥74wawﬁﬁ

Ishow ipv6 stateful-packet

AL, LAN 535 WAN (EWAN & L < 1% PPPoE) ~D#FIZxf LT, 727 € X LIMAFEDT L A&
LTBE, 207 FLRAEROMARN DT — 2 SME, LA ISl LR HiiE 2 o T+, 72,
FELUIMFOT FLAERERRTHZ LB TEET,

I REESH 1

Router#show ipv6 stateful-packet

Session summary (equipment total):
Max sessions: 2048
Active sessions: 4

no Source Address Prot Age Interface
Dest Address
e B —— B —— Fom
1 3ffe:-1111:1111:0:206:5bff:fe73:859F icmpve 4 PPPOE1
3Ffe:2222:2222:2222:280:bdff:fecf:fOf6
2 3ffe:1111:1111:0:206:5bfFF:Fe73:859F icmpve 3 PPPOE1
3TfFe:2222:2222:2222:280:bdff:fect:fOf6
3 3ffe:1111:1111:0:206:5bFfF:fe73:859f icmpve 2 PPPoOE1
3Ffe:2222:2222:2222:280:bdff:fecf:fOf6
4 3ffe:1111:1111:0:206:5bFf:Fe73:859F icmpve 1 PPPOE1
3fFe:-2222:2222:2222:280:bdff:fecf:TOf6
Router#

I REEBH 2

Router#show ipv6 stateful-packet summary

Session summary (equipment total):
Max sessions: 2048
Active sessions: 1

Router#
I KIEB DEREA
- = SIS ‘

Wms%ﬂms‘?%74»5977?%7W@%ﬁ%%%bi¢0 ‘
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Ly ET

I TCHRRT HEL, IPvA/IPve THEHT 258 7 o v ) T —T Ok

Active

sessions

L ET

BT 4NE ) T T=TNOEHAT O ER R LET,
I TRRT LKL, IPva/IPve THH L TWAFEE T 4 V2 U 7T =7 LD

|Source Address ‘?;‘S LB ETLIPVE 7 RL A ZFK R LET,

|Dest Address

B L5 1Pv6 7 R L A& FoR LET,

|Prot

EE LT hargERLET,

|Age

|Z OEBENIEOT — T AMBEIRT D £ TORE (B) 2FRLET,

|Interface

2D IPT RLR %S OBANEET 54 v 8 72— A% TR LET,

I avy FEHX

|

show ipv6 stateful-packet

[4 2% 7 x—R] [summary]
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(5 4—4
KT A—4 | BENE | BEmE LB DIE
A BT = |FERTANZ ) TEITROTNDA Y AV ET2—RA [ RTOFE T NE) T
—2 57— AEHELET, £ D1
R HAHEROH LTS 2 HE, |/EL | FERIANBY T T—T
ToE ! NEFRLET,




IPv6 JL—T 1 > T DIEHR

I IPv6 1=B8 ¥ % a6

Ishow ipv6e traffic

IPv6 (2B T Bt EHRE TR L ET,

| zxman

Router# show ipv6 traffic
IPv6 statistics:
ip6:
0 total packets received
0 with size smaller than minimum
0 with data size < data length
0 with bad options
0 with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0 fragments dropped after timeout
0 fragments that exceeded limit
0 packets reassembled ok
0 packets for this host
0 packets forwarded
0 packets not forwardable
0 redirects sent
0 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams fragmented
0 fragments created
0 datagrams that can®t be fragmented
0 packets that violated scope rules
0 multicast packets which we don"t join
0 one ext mbufs
0 two or more ext mbufs
0 packets whose headers are not continuous
0 packets discarded due to too many headers
icmp6:
0 calls to icmp6_error
0 errors not generated because old message was icmp6 or so
0 errors not generated because of rate limitation
Output packet histogram:
unreach: O
packet too big: O
time exceed: O
parameter problem: O
echo: 0
echo reply: 0O
multicast listener query: O
multicast listener report: 0
multicast listener done: O
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I ‘{BED

udp6:

router solicitation: O
router advertisement: O
neighbor solicitation: 0
neighbor advertisement: 0O
redirect: O
router renumbering: O
node information request: O
node information reply: O
0 messages with bad code fields
0 messages < minimum length
0 bad checksums
0 messages with bad length
Input packet histogram:
unreach: 0O
packet too big: O
time exceed: 0
parameter problem: O
echo: 0
echo reply: 0O
multicast listener query: O
multicast listener report: 0
multicast listener done: 0O
router solicitation: 0O
router advertisement: O
neighbor solicitation: 0O
neighbor advertisement: 0O
redirect: O
router renumbering: O
node information request: 0O
node information reply: O
message responses generated
messages with too many ND options

(oNe)

datagrams received

with incomplete header

with bad data length field

with bad checksum

with no checksum

dropped due to no socket

multicast datagrams dropped due to no socket
dropped due to Full socket buffers

delivered

datagrams output

[eNoNoNoNoNoNoNoNoNe]

Router#

‘E-EI:I

B

58

IHH

Bl

ipv6

0 total packets received |IPV6%§§%ﬁ§/QfT:y E

0 with size smaller than minimum

v Mg

BAKE (IPVv6 ~ v ) &ii72 L TR W E 37

0 with data size < data length

LIFDRAE T v M

SEfE IPv6 /37 MR IPVe ~ v X DT — F KAl




IPV6 JL—7T 1 > 0 DIFHR

0 with bad options REARFT Y 2 VEOZIG v M

|O with incorrect version number |IPJ\“/7‘®/*—“/“5 VN6 TIRWRENRT v MK

0 fragments received 7IT A RSNy FORER (VT T
¢ IVRTDR)

0 fragments dropped (dup or out of HHEOCATY RBICIVEEINIZ T T 7 A B

space) Ny MR

A7y b LIRSV EE CEEINZT7 T
VA
200 LL EIZHENEN TCWATZDREIELI- 7T 7 A

0 fragments dropped after timeout

0 fragments that exceeded limit

AR/ ¢

0 packets reassembled ok /U 7?\/7‘714:52% L7y MR TR T
% o)

|O packets for this host |§%§EE LCAE LIy Mk

|O packets forwarded |7j‘7_ RIZRkB L7z 3 > M

|O packets not forwardable |7ﬂ' U— RTC&ERholzNry M

T I —=RKLERI AL VT M—TFT 47 k7
SNy MR

HIREE D IPve /~ 7 v M (MERI ST » MK

0 redirects sent

0 packets sent from this host

Ete)
0 packets sent with fabricated ip IP ~w Z B A (RAW socket) L7z H RBEE/ N7
header v MK
Ztocutput packets dropped due to no bufs, Ny T R E O T e LT B
0 output packets discarded due to no [fREEEOMNGZRWNTZOREIZHR LT/ N7 > |
route Zriy

T T A NI LTy (7T T A b
0 output datagrams fragmented I

HiTD%)
|O fragments created |7 FT A NEEANT Y MK

|O datagrams that can’t be fragmented |7377< NS By PAT A §
|O packets that violated scope rules |7]:IE71£7<:!‘—7°0)§{§/\°/7*y o
join L TWARWSEED~/ILFF ¥ A MXry b &

0 multicast packets which we don’ t join

=FELE
|O one ext mbufs |Bﬁ%§)ﬁ§)ﬂﬁ%ﬁ'f§§&
|O two or more ext mbufs |5$'?§§)ﬁ§ﬂ§ PNHR G

0 packets whose headers are not AR~ X ERRERZE Y v MK

continuous

0 packets discarded due to too many HEAE~ o 2 DORONRIE 22 AE 5 o MK
P > ] P

headers

icmp6 0 ealls to iem6 error IPv6 DOZEITBNT T — &% L ICMPv6 2347
o R OEHEITE S & Lk
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60

0 errors not generated because old
message was icmp6 or so

=T —HRE Lo T F N RIS ICMPYE D729,
ICMPv6 DA Z 4T 72> 1255

0 errors not generated because of rate
limitation

ICMP /%47 R DOEHIZEBWT rate 1imit 12XV %
(S80I 217 - 7o %k

Output packet histogram:

~ e~~~ ~TCMPVE SE(ED X A TR 7

&r\/r\,r\/r\/r\,r\,r\/

unreach: 0

[TCMPv6 unreach 3%{E/%47 v Mk

packet too big: 0

|ICMPV6 packet too big EE v MK

time exceed: 0

|ICMPV6 time exceed E(E /N7 v MK

parameter problem: 0

|ICMPV6 parameter problem (/37 v FK

echo: 0

[TCMPv6 echo i%3/3%7 v Mk

echo reply: 0

|ICMPV6 echo reply E(E/ N7 v &

multicast listener query: 0O

|ICMPV6 multicast listener query PE{E/37 v MK

multicast listener report: 0

ICMPv6 multicast listener report E{E/347 > b

#

multicast listener done: 0

|ICMPV6 multicast listener done iEfE/ 34 v Mk

router solicitation: 0

[ICMPv6 router solicitation PfE/$4 v b

router advertisement: 0O

|ICMPV6 router advertisement FE(Z/347 v N

neighbor solicitation: 0

|ICMPV6 neighbor solicitation X{E/X%7 v Mk

neighbor advertisement: 0

|ICMPV6 neighbor advertisement 1%{E/34 v M

ICMPv6 redirect 31534 v MK

router renumbering: 0

|ICMPV6 router renumbering X(E/X7 v N

node information request: 0

|ICMPV6 node information request E{E/37 v MK

node information reply: 0

|ICMPV6 node information reply XE{E/ 34 v M

|
|
|
|
|
| redirect: 0
|
|
|
|

0 messages with bad code fields

|2 — FIEASRIER IO 21537 v Mk

0 messages < minimum length

Ay —TUEMNRE (ETX5) 7 IOPv6 223
7y MK

|O bad checksums

|F = v 7 MEDSRIER 10WPVE 1554 v M

0 messages with bad length

ICMPY6 T — % FIZEEND IP ~v X DR INRIE
72 TIOMPv6 ZA5 /37 v MK

|Input packet histogram:

[LCMPVE ZAE D 2 A THIH 7 o 4

unreach: 0

[ICMPV6 unreach Z{F/34 v ML

packet too big: 0

|ICMPV6 packet too big ZIE/ N7 v MK

time exceed: 0

|ICMPV6 time exceed Z{E/N7r v MK

|ICMPV6 parameter problem SZ{Z/34 v R

echo: 0

[IOMPV6 echo A7/ v M

echo reply: 0

[IOMPV6 echo reply Zf5/54 v MK

|
|
|
| parameter problem: 0
|
|
| multicast listener query: 0O

|ICMPV6 multicast listener query SZ{E/34 v MK
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node information request: 0

|ICMPV6 node information request “Z{g/ 37 v MK

node information reply: 0

nulticast 1istener report: 0 ;}(;MPVG multicast listener report {5/ X7 v K
| multicast listener done: 0 |ICMPV6 multicast listener done SZ{5/X%7 v MK
| router solicitation: 0 |ICMPV6 router solicitation ZZ{5/ N7 v MK
| router advertisement: 0 |ICMPV6 router advertisement 5Z{g/3%7 v ML
| neighbor solicitation: 0 |ICMPV6 neighbor solicitation Z{g/347 v ¥
| neighbor advertisement: 0 |ICMPV6 neighbor advertisement =2z
| redirect: 0 [ICMPv6 redirect 515347 v MK
| router renumbering: 0 |ICMPV6 router renumbering {37 v MK
|
|

|ICMPV6 node information reply {34 v Mk

ICMPv6 DY 7 = X MIxf L CSE Z LR Lo/
0 message responses generated o K
0 th t D onti Neighbor Discovery M4 7Y = L Eih e KA (10)
messages wi 00 many options B Ty MK
udp6 . UDP ZAE 7y MM (=T —IC X DB v MK
0 datagrams received PN
ZEde)
0 with incomplete header |UDPAV§§ﬁ§$E@f:&)%$ L7=Z(E7 v MK
o —— = - =
0 with bad data length field IJEP;E/FZ&W@T FRPREDT DRI LT3
0 with bad chockeun UDP ~y X DF = v 7% MENREDT-OFEFE LT
v e TRy M
0 with no checksum |UDP Ny BEDF =y 7Y LMEN 0 DZAG T > MY
BTN 7 - - 2 [Z %
0 dropped due to no socket nf?;;( RPN TN N DBERE LTS AR /57
0 multicast datagrams dropped due to no [i% %A — RPNV TN WZ D FEIE L7z~ /LT %
socket ¥ ARy NGy MK
N - Bf= R - N7 - . <7,
0 dropped due to full socket buffers éi;i?g1n/\/77z} HEALTZ T2 DBESE LT
= .
[0 delivered R LSy MK
0 datagrams output EEEROD T GHERIRL I 7> k&N D)
v FER

o
Jl

NG A=BEHYFEA,
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_IPv4

IW—TF 129 DiEH

|MN4>971—zwﬁﬁ

Ishow ip

interface lan

LAN A v 27 = —AD IPv4 IZAT A5 RAEFE - LET,

| zrman

Router#show ip interface lan 1
LAN 1 is up
IPv4 is enabled

IP address s XXX.XXX.XXX.XXX, subnet mask is 255.255.255.0

Broadcast address s XXX.XXX.XXX.255

MTU is 1500 bytes

Multicast groups joind: 224.0.0.2 224.0.0.13 224.0.0.18
224.0.0.1

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replis are always sent

Directed broadcast forwarding is enabled

Router#
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IPvd Jb—T 1 > T DISHK

I%EE@&%
| H B | n &
_ ZDAUET = —ADOWELY 7 REEN up 2N E D M
LAN 1 is up

(up/down) &2 L £,

IP address is xxx.XxX.XXX. XXX, subnet

mask is 255.255.255.0

DA VH T 2—ADIPT RLALYT Ry h~vAT %
#LET,

Broadcast address is xxx.xXX. xxX. 255

DA VET 2= ADT A — KXy AT RLAZFEL
S

MTU is 1500 bytes

MTU O 4 REHR LET,

Multicast groups joind: 224.0.0.2
224.0.0.13 224.0.0. 18 224.0.0.1

DA VE T 2—A LT join LTWAYILTFy AT
N—T " NT RLAEZELFET,

Proxy ARP is disabled

ZDOR— NF ¥ RV proxy-arp ZEETHNE D)
(enabled / disabled) ZZ L £,

ICMP redirects are always sent

ICMP redirects ZiE(ET 5700 E 9 A (always sent / never
sent) ##« LF T,

ICMP unreachables are always sent

ICMP unreachable Z #2925 75>E 9 A2 (always sent /
never sent) ## L ¥,

ICMP mask-replies are always sent

ICMP mask reply Zi&(E3 50 E 9 ) (always sent /
never sent) ## L ¥,

Directed broadcast forwarding is
enabled

DA VHE T 2—ALETH ALV T r—RK¥¥ A %
1797228 9 Dx(enabled/disabled) % L %4,

o
NJ|
%
|
Ay

NIA=ZRZEHYFEEA,
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I PPPoE £ > & 7 = — A D1EHR

Ishow ip interface pppoe

PPPoE A # 7 = — A D IPv4 |ZBAT A E R L E T,

| zxman

Router#show ip interface pppoe 1
PPPOE1 is up
IPv4 is enabled

MTU is 1454 bytes
Proxy ARP is enabled
ICMP redirects are always sent

Router#

IP address is XXX.XXX.XXX.XXX, subnet mask is 255.255.255.255
Destination address is yyy.Yyy.YyVyy.Yyyy

ICMP unreachables are always sent
ICMP mask-replis are always sent

~1~5 FTEE "I He

| sze08m

64

| EH B

| m &

PPPoEl is up

DA VE T 2—ARFIHFRETH D0 E 5
(up/down)

IP address is xxx. XXX. XXX. XXX, subnet mask
is 255. 255. 255. 255

TDALET2—ADIPT RLAEY T Ry hv %
I EFRLET,

Destination address is yyy.yyy.yyy.yyy

ZDAE T =2—ZADOBEMFMT FLAZERLE
—3—0

MTU is 1454 bytes

MTU D4 RER LET,

Proxy ARP is disabled

DA KT 2 —AT proxy-arp ZiEETHME D
7> (enabled / disabled) % L £,

ICMP redirects are always sent

ICMP redirects ZXETH00E 5 ) (always sent /
never sent) ## L F I,

ICMP unreachables are always sent

ICMP unreachable ZHIZF 252 E 9 »> (always sent
/ never sent) Z# L E£7,

ICMP mask-replies are always sent

ICMP mask reply ZikfE9 20 E 97> (always sent /
never sent) &# L FT,




IPvd Jb—F 1 > O DIgER

show ip interface pppoe <PPPoE &S>

I INTGA—F
rereEry BENE R EHE [ AR O
[PPPOE % 5 [ZHR L7\ PPPOE DE BAHEE LET, [I~6  |[HIEARA |
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I EWAN 4 >4 7 T — A DIER

Ishow ip interface ewan

EWAN A > % 7 = — A IPv4 ICBHT A1 A R R LET,

| zxman

Router#show ip interface ewan 1
EWAN 1 is up
IPv4 is enabled

MTU is 1500 bytes

Proxy ARP is disabled

IP address IS XXX.XXX.XXX.XXX, subnet mask is 255.255.255.0
Broadcast address IS XXX.XXX.XXX.255

Multicast groups joind: 224.0.0.
224.0.

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replis are always sent
Directed broadcast forwarding is enabled

2 224.0.0.13 224.0.0.18
0.1

Router#
I%IEE(DEFEHE
| W H | n &
- N - 17 > \ \_L».E § N > = N
EWAN 1 is up TDAUHE T = —ADOWERY 7 AREEN up E S

66

(up/down) &3 L F7,

IP address is xxx.XxX.XXX. XXX, subnet
mask is 255.255.255.0

TDA VR T 2—ADIPT RLAELY Ty hv A7 %
FLET,

Broadcast address is xxx.xXX.xxX. 255

ZDOAHE T2 —ADTa— KX XY A RT KL AZRL
E

MTU is 1500 bytes

MTU O A Z%F LET,

Multicast groups joind: 224.0.0.2
224.0.0.13 224.0.0. 18 224.0.0.1

DA VE T 2—A LT join LTWASILTFy AT
N—T " NT RLAEZELFET,

Proxy ARP is disabled

ZDOR— NF ¥ RV T proxy-arp ZIEETHNE S M)
(enabled / disabled) ZZ L £,

ICMP redirects are always sent

ICMP redirects Zi&(ET 570 E 9 A (always sent / never
sent) x & LE 7,

ICMP unreachables are always sent

ICMP unreachable #2457 9 H>(always sent /
never sent) ## L ¥,

ICMP mask-replies are always sent

ICMP mask reply Zi&(E3 570 E 9 ) (always sent /
never sent) ## L ¥,




IPvd JL—T 1 > T DIEHR

Directed broadcast forwarding is
enabled

IDAVHE T 2—ALETH ALY T r—RK¥¥ A %
179728 9 M (enabled/disabled) 2 L £,

| o~ ket

show ip interface ewan <EWAN &F=>

I INS A—4

T A—% | BERE

R TE R

HEEFFDIE

EWAN 5 [BRE L7200 BNAN OB B 25 E LE T, |1~2

HMEATT

67



IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I@4¥»7v74>97:—x®%ﬁ

Ishow ip interface dialer

HAYNT T AT 2—AD IPVvAICET A EHER T LET,

I KRB @D

Router#show ip interface dialer 1
DIALER1 is up
pointTopoint

IP address IS XXX.XXX.XXX.XXX, subnet mask is
255.255.255.255

Destination address is yyy.Yyy.YyVyy.Yyyy
Router#

I FIHEE DA

H H SRS

. DA VE T 2—AOWEY 7 AREEN up AL
DIALER1 -

e 5 %> (up/down) &% L ¥,
|pointTopoint F 721, broadcast ‘7 NUAEREZ R R LET,
IP address is XXxX. XXX. XXX. XXX, subnet mask is|Z DA L H 72 —ADIPT RL ALV T Xy bw
255. 255. 255. 0 A7 R LET,

i TF07 LA #FRLET,
broadcast DHFAFRIINEH A,

Destination address is

I:?DF%ﬁ

show ip interface dialer <DIALER 5>

I INTA—=5
REFEYY BERE B GO
[DIALER % [0 LV DIALR OB 52 40E LE T, [1~20  [HIGRW |
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W—TNy o428 —ADIEHR

Ishow ip interface l|oopback

N—T Ny I A BT 2—AD IPvAIZET BIEREFR T LET,

I KEE S

Router#show ip interface loopback 1

LOOP1 is up
IPv4 is enabled

IP address IS XXX.XXX.XXX.XXX, subnet mask is
255.255.255.255

MTU is 36780 bytes

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replis are always sent
Router#

I FIEB DA

H H ZRES

LooP1 s u DA R T 2—ADOWERY V7 IREEN up NE D
p (up/down) 2% L £,

TP address is xxXX.XXX. XXX. XXX, subnet TDAVET2—ADIPT RLAEY T Xy bR

mask is 255.255. 255. 0 PERLET,

MTU is 36780 bytes MTU ¥ A R £ LET,

ZDOAR—FF ¥ X)L T proxy-arp ZEETH0ED
7> (enabled / disabled) Z#F& L £9°,

ICMP redirects 1% T A/ E 9 H>(always sent /
never sent) ## L £,

ICMP unreachable #5524 57028 9 7> (always sent /
never sent) ## L £,

ICMP mask reply ZiX{ET A0 E 9 /> (always sent /
never sent) ##% L £7,

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replies are always sent
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I avy FEX

show ip interface loopback 1

I INS A—4

INTA=HFTHY EH A,
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|IPsec 4 % 7 T —ADNER

Ishow ip interface ipsecif

IPsec A & 7 = —AD IPv4 T A EREERLET,

I FKEEH

Router#show ip interface ipsecif 1
IPSECIF1 is up
IPv4 is enabled

Internet address is not use

MTU is 1390 bytes

Proxy ARP is disabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask-replis are always sent

Router#
I KIEB DEREA
H H SIS
: N — =z > N w.f:é\ N N

IPSECIFL is up ﬁ_@4’ VAT DY U AREEDN up HE D D> (up/down) HF L E
TPv4 is enabled IPv4 7 FLAE— FCEASN TSI L 2R LET,

. DA VET2—ADIPT RLARKRESNTWARNWELZR L
Internet address is not use +
MTU is 1390 bytes MTU ¥ 1 X% LET,
Proxv ARP is disabled ZDOAR—FF v XL T proxy-arp ZEET DH22E 5 D> (enabled /

Y disabled) #5& L £,

ICMP redirects are always |ICMP redirects Zi&{E 9 572 9 D (always sent / never sent) %
sent FZLET,
ICMP unreachables are always |ICMP unreachable Z 29 5 702E 9 A (always sent / never sent)
sent ERLET,
ICMP mask-replies are always |ICMP mask reply Zi&{ET 27/ 9 H(always sent / never sent)
sent ERLET,

"
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I avy FEX

show ip interface ipsecif <|Psec 5>

I INTA—4
"5A—5 BERE WERE KON
[IPsec HH |BIA LT\ IPsec £ V¥ 7 = —ADFEEAIEELET, |1~4 ARG A] \
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NULL 4 > &2 7 = — X D&

Ishow ip interface null

EHEFA X7 = —AD IPv4 1T AR EFRLET,

I FKEEH

Router#show ip interface null 0

NullO is up

IPv4 is enabled
Internet address is not use
MTU is 32767 bytes

Proxy ARP is disabled

ICMP redirects are never sent
ICMP unreachables are never sent
ICMP mask-replis are never sent

Router#
| 2EE 085

| B B | noE
|Nu110 is up ‘:0)/( VAT 2= ADIREEN up M E D H(up/down) HF L FT,
TPv4 is enabled P4 V—F 4 7R THEC D Z L R LET,

. ZDint 7x—AZIPT FLABRF DY THATWWRNZ EE2RL
Interfcet address in not use

ij—o
MTU is 36780 bytes MTU O A R % LET,
Proxy ARP is disabled ZDA VU H T 2—AT proxy-arp ZEETHHE 9 D (enabled /
on o Gisane disabled) #3 L £,

ICMP redirects are always |ICMP redirects Z 559 A& 9 H>(always sent / never sent) %
sent FLET,
ICMP unreachables are always |ICMP unreachable Z 24 5 02E 9 2y (always sent / never sent)
sent ARLET,
ICMP mask-replies are always |[ICMP mask reply Z&{E9 572 9 2 (always sent / never sent)
sent ARLET,
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!:7‘/ FER

show ip interface null 0

|/<3x—9

NG A=RFHYFEEA,

14



IPvd JL—T 1 > T DIEHR

IW—T 4 VT ER

Ishow ip route

N—T 4 TEHREFR R LET,

| zrman

S>*
C>*
R>*
R>*
R>*
R>*
R>*
R>*
R>*
R>*
R>*
R>*
C>*
R>*
R>*

S>*

Router#show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP,

B - BGP, I - IKE, G - RGROUP, U - SA-UP,
D - REDUNDANCY, > - selected route, * - FIB route

0.0.0.0/0 [1/0] via 192.168.38.1, EWAN1

127.0.0.0/8 is directly connected, LOOP

172.31.6.33/32 [120/6] via 192.168.38.1, EWAN1, 05:01:49
192.168.19.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50
192.168.21.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50
192.168.24.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50
192.168.28.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:49
192.168.29.0/24 [120/7] via 192.168.38.1, EWAN1, 05:01:49
192.168.34.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:49
192.168.35.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50
192.168.36.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50
192.168.37.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50
192.168.38.0/24 is directly connected, EWAN1
192.168.71.0/24 [120/14] via 192.168.38.1, EWAN1, 05:01:50
192.168.123.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50

S 192.168.150.0/24 [1/0] via 192.168.10.2, LAN inactive

192.168.201.0/24 [1/0] via 192.168.38.1, EWAN1

| sme0nm

H B | n B

B, ZhonTnsdy U SBIRES N E T,

selected route ZEMHRLE 4, D7 o ha)L CHRI—RKE2FEH L5

=T IRRT TN EOHATON NI EHH Y £97,

FIB route #EMLEd, EBIC 7+ V=T 4 IR ENS = b TT,

[ 120/3] |2 EN 2 OREEO Distance & Metric {4 EM L ET,

\via 192.168.38. 1

KT ARKRYTDT FLATT,

is directly

A BT 2 —A)— NOGFHIT I ORI/ 7,

connected
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105:01:49

RIP, BGP DIFA IR N B Gk ST b ORBIFE 2R R L £,

| o~ ket

I/i’

show ip route [ <IP7Z FLR> | <BREFLI=FE> ]

76

SA—4
i BENE B BB OB
IP7 R |BRLEVGEEIPT RL A% ot ETOIIERH A A T
L A *EH/:ELE?—O IPV47 }‘]/Xﬂ:/ft bij"o

bep BGP CTHUS L 72 #% i
¢ f
ferno] | [EBICHEESNT
W R R
connected |ﬁ?§ﬁﬁ%@‘f§$&
. RIP CHUfS L 7= R
P 5
2 = - S
AL | REEEERO 5 5. B LA ||static ﬁi;%éégﬂ ATOFETRELE
TN (B L FE AR LE T, S WA RRLET,
e ro b L—
Be TR LT 15
rgroup | |VLECIERRECRRER
& L7154
- SA-UP /b— h TH gk
b L= 1Es
redundanc [Psec TLERARHETH
VgLt
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I ARP D&%k

I show ip arp

FHE LI ARP fFAEFR L ET,

| zxman

Router# show ip arp

Timeout configuration:
1200 sec for complete entry, 180 sec for incomplete entry
Check every 60-second

Protocol Address Age(sec) Hardware Address Port Flags
Internet 192.168.138.37 200 0080.bdf0.0905 LAN
Internet 192.168.138.1 600 0800.200f.fbcl EWAN
Internet 192.168.138.45 200 0080 .bdf0.097a EWAN
Router#

| sme0sm
| == | n &
Ti t I
et ARP =2 R U DX A LT MRS 2R ERE LET,
configuration

1200 sec for MAC 7 R L 27~ (complete) = MUKt A XA LT 7 N2 3%

complete entry

LET, 20Tk 1200 ¥ (57 %V M),

180 sec for
incomplete entry

MAC 7 R U ZAHKfAEY: (incomplete) =1 NUIZKIT A% A LT 7 N % 3
LET, ZofITIE 180 B (F74+/1 ME) .

Check every

T MNINZALT YU ML EI T =y 7 T ORMHEREERELET,

60-second ZORITIX 60 B (T 7 AL MH),
[Protocol Zox NV Oxy FU—2 T FLAT B harsRLET,
O RO MC T RLVARIZY T ENDFy NT—I T RLAZFRL
Address
F7,
[Age (sec) (ZOT FLAEYE L Th b ORSRIFIHNSER ShET,

Hardware Address

MAC 7 RLZAZF R LET, MAC 7 R L ARKMUI-OIET 7 (incomplete)” &
FoRENET,

[Port My 8T =2 FR LET,
O NIORMERT I 7 AR LET, BRI (arp 2w RIZLD)
Flags BICRESNT- v MY 23T “static” 7TV DHBNBYR—FERTH

£7,
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BRI

show ip arp [XIPZFKFLAR> | IMMC7 FLRD | <4 BT —R%> ]

I ING A—4

Q_)‘_ == o =L sl

’2 BENE % EREEEDE
IP7 KL HBELZIPT RLAIZKTHMACT RLAZSIRL . L |BETOIPT

S A :

2 VAT, IP7 RLA%HEELET, Pvd 7 FE2BA e %
MAC 7 KL 35 L= MAC 7 RL &Ik % IP 7 R L A A% M L |HHHH. HHHH. HHHH % |42 C @ MAC 7
A WAL, MACT RLAEZRELE T, F2V [NREPS
BT HBELEAVE T 2—ADARP T—TNERRLE A F T 2—RAE |[2TDOA K
= =24 R i 7T r— A

78



IPvd Jb—T 1 > 0 DISER

I RIP 70O kO LDIEHR

Ishow ip protocols

RIP IZET 2 1EHR A X R LET,

| zxman

Router#show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds with +/-50%, next due in 15
seconds
Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update Filter list for all interface is not set
Incoming update filter list for all interface is not set
Default redistribution metric is 10
Redistributing: kernel static
Default version control: send version 2, receive version 2

Interface Send Recv Key-chain
LAN 2 2 keyl
EWAN1 2 1

Routing for Networks:
192.168.138.0/24
192.168.10.0/24
Routing Information Sources:
Gateway BadPackets BadRoutes Distance Last Update
192.168.138.1 0 0 120 00:00:29
Distance: (default is 120)

Router#

| sze08m

| E B | n R

|Routing Protocol is “rip” ‘/V~—5:4’>/5f?fti faaEFRRLET,

Sending updates every 30 seconds [RIP OE(ERIIEAZ /R L E T, EEOERGEHEIZZRTMED 0.5
with +/-50%, NG 1.5 fEDT 2 Z NIREIZIRY) T,

|next due in 6 seconds ‘YJ’LCIEI@%%&% RV T ERRALET,

|Timeout after 180 seconds ‘RIP DEA LT 7 MR ZRRLUET,

garbage collect after 120 seconds

HALT U MEIED L garbage collection # A ~—NAH —
FLET, ZOMITBEKERIZIA MY v 16 THREESNET,

Outgoing update filter list for
all interface is not set

RIP DEET 4 N E ) o T OEREFRLET,

Incoming update filter list for ‘RIP DZAET A NEZ ) TOGHREFERLET,
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|all interface is not set

Redistributing:

RIP CRKIH#®AHEMAT AMMOL—F 77 a harrk
R~RLET,

|Defau1t version control

RIP D#%fF/ZIEA—Y a V& FRLET,

|Interface |RIP IETETAA A T 2 — AL TR L ET,

FDOA LR T2 —AZBITDHRIP DEENA—V g v E2FERLE
Send

R

FDOA LR T 2—RAIRBITHRIP ODZENR—Vg U ERALE
Recv

KR
Kev—chain ZDA L BE T 2= A IBIT HERETH TS Key—chain D4

! BERRLET,

|Routing for Networks

RIP DA—F 4 L 7 %475 % v b T —2 & m LET,

|Routing Information Sources

RIP 315 LT\ 57k 2 b #AFRLET,

|Gateway |RIP FEEFELTWARAMDIPT RLAZFKRLET,

[BadPackets [ZDRA MPBREAY v hERE LR RRLET,

[BadRoutes (2 DA A BT LI RERE RO 2R LET,
FDIRA ~R~D Distance xHF R L E T,

Dt Distance (X, fiD/L—F ¢ > 77 v k2L T [a U258

LTWaHEAIT, Eb 62 E M 20 RET 5 BRI BT
LEJ,

Last Update

BBICRIP Z2ZE LT LR 22~ £,
700:00:05” & R ENTWDHEAIL, HHKRICRIP #5215 L Th
LEREEBLTWAZ EERLET,

|(default is 120)

|?7j”%fﬁ%¢5DB%meﬁ??o

|Distance

|§E§'ﬁﬁ‘§é% T LT E S L7= Distance fE T,

EEDIE =

show ip protocols

L

-0
NJ|
W

|
oy

NS A—=BEFHYFEA
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Imeﬁ%EEﬁ

Ishow ip rip

RIP CTHREFL TV OREEHRE TR LET,
L

o7 a bl

| zzmmn

lZi#tH 2 RIP THEAMT25E81E, ThbobERRINET,

Router#show ip rip
Codes: R - RIP, C - connected, B - BGP
Network Next Hop Metric From Time

S 0.0.0.0/0 192.168.38.1 1
R 172.31.6.33/32 192.168.38. 6 192.168.38.1
02:59
R 192.168.19.0/24 192.168.38. 3 192.168.38.1
02:59
R 192.168.21.0/24 192.168.38. 3 192.168.38.1
02:59
R 192.168.24.0/24 192.168.38. 3 192.168.38.1
02:59
R 192.168.71.0/24 192.168.38. 14 192.168.38.1
02:59
R 192.168.123.0/24 192.168.38 3 192.168.38.1
02:59
S 192.168.201.0/24 192.168.38 1
Router#

| sme0nm
' B | n A

ﬁmRIP“GEi%%W
Codes ’E m‘
B [BoP <HL |

PR LI FBRZERLET,

Network [fifisy hU—2 (KAL) BEREAFERLET,

[Next Hop [ S\ BT 2 7= HICRGT 57— b7 =A D IP 7 FL A& R LET,

Metric [ESEICEIET 27Dk 50— 2 OB TR LET,

Fron  |ZOW#EAMLTOEL—ZDIPT FLAZFRLET,

Time

R—IV RE T ETORMZRLET, "—L ¥ fox s kY IZOWTIE garbage
collection i T £ CORFRIZ/R L E T,
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show ip rip

I INTA—4H

NG A=RFHYFEEA,
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I BGP T4 Y B Y ¥ B RO 153E

Ishow ip bgp

bgp T. Advertise,Receive L CWAIE#HRAZ ZE L ET,
ST VT 4 v I ABRETDHIEICED, ZORKICHTLEME (7T MY Ea—F) OFRELHERT
HTEHLTEET,

! RREEH GEERY FT—V ZHRELLEWNGS)

Router#show ip bgp

BGP table version is 0, local router ID is 192.168.10.1
Status codes: s suppressed, d damped, h history, * valid, > best,
i - internal

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf
Weight Path
*> 172.31.6.33/32 192.168.138.1
32768 ?
*> 192.168.119.0 192.168.138.1
32768 ?
*> 192.168.71.0 192.168.138.1
32768 ?
*> 192.168.111.0 0.0.0.0
32768 i
*> 192.168.123.0 192.168.138.1
32768 ?

Total number of prefixes 5

| sme0sm giery ro—ssmeLELEe)

| E B | I

|1ocal router 1D ’bgp DONV—H 1D EFRRLET,

|Network ‘BGP THE LR EF R LET,

|Next Hop ‘Next_HOP EEERTAILET,

Metric MULTI_EXIT DISC J&#:% #or L £,
LocPrf ILOCAL_PREF % 37 L %7,

Weight [Z omBEICKT 2 AT ERRLET,
[Path AS_PATH % 25 L %7,

|Total number of prefixes [MfREEE AT R L E T,
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| =rmmmiceesy Lo—s smeT 280)

Router#show ip bgp 192.168.123.0
BGP routing table entry for 192.168.123.0/24
Paths: (1 available, best #1, table Default-1P-Routing-Table)
Local
192.168.138.1 from 0.0.0.0 (192.168.10.1)

Origin incomplete, localpref 100, weight 32768, valid,
sourced, best

Last update: Thu Feb 27 13:11:34 2003

Router#

| cmmomm gisry ro—semeTase

84

- U = | n B

|available |:@ﬁ5’ﬁ@:ﬂ'@‘5%§ﬁ:§@fﬁfﬁiﬁ%i§ﬁ< LT

[best lavailable O CHEITRINS LTV HRBOFS#FR LET

Local HHOREETHS 2 L aRFIRLET, Mo BP BT 2558 LIS O 51 AS
FEBFERESNET,

from E /B RN ~‘/7:7 KL R EZORBEAEBA LI RA 73— 7T KL ZAF X OBGP
=5 1D R LET,

lorigin ORIGIN JE 1% 27 L &7,

metric MULTI_EXIT_DISC J&#:% %5 L %9,

llocalpref LOCAL_PREF &% %75 L £,

[weight | = DB S BRI & FR LET,

[valid [BUEAT R T D = L AR LET,

sourced, local

REEDOX A T HRm L ET, ¥A 7121 “internal” “confed-external”
“external” “aggregated, local” “sourced” “sourced, local”&H VD F9,

latomic-aggregate |ATOMIC_AGGREGATE J&H 4 bk L 4,

lbest N2 L= hEERLET,
|Community |:1 Ra=T A DfEER R LET,
S P S 2 =T (Ol RTLET,
Originator ORIGINATOR_ID &% # L %9,
Cluster list  |CLUSTER_LIST Bk& %7 L £,
Last update B E R S AR R LE T,




IPvd JL—T 1 > T DIEHR

I ING A—5B
NS A— e b o e i~
’ 7,)7 BENS 25 5 EREEEDE
ap— BB LTRSS VT 4 v 7 ARIEELE BTORLET V7 4T A
S 7, IPva 7 R |OFE#REFRRLET,
- ZOGRIE, TOTV T 4w 7 AT D, VAR | ZoGAIR. ERERER
BEOERESRI DL ENTEET, DET,
Fvbw BRLEWGET LT 4 v 7 ZAOFy b= |IPVAT K Bk V7 4 v 7 AEIC—
2 JERELET, LA | BT atEH e R LET,

85




IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I:EJ:%4EEK@¢é§ﬁ

Ishow ip bgp community-info

BGP DA I 2 =7 4 BHEZ TR L E T,

| zxman

Router# show ip bgp community-info
Address Refcnt Community
[8114eb8:766] (2) no-export
[8114e58:768] (1) local-AS

| 258055

EE W B
rddross  [ASZSAEMIBLTVBMIMAEY EOT FLX (16 #H) Ly v a0FB%, [AB]
DA TR RLET
DA a=7 4 RMEE DT TEEDHDWITZIE L7 UPDATE A v — L OREE R R L
Refent 4

|Community ‘:l Ra=T a4 @BEERRLET,

o< ks

show ip bgp community-info

I INTG A—4A

NS A—=BEFHYFEA
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IBGP E7IZBEY SR

Ishow ip bgp neighbors

BGP B 7B T A1 HRAE TR LET,
F B ETDOIPT RLAZEEL, 27V a v E2BETHIEICEY, 8E LB BT IZEE L
SBGP BT IND G LRI RE R RTH L TEET,

I =rmmsn veietbors ommiE)

Router#show ip bgp neighbors
BGP neighbor is 192.168.10.2, remote AS 1, external link
BGP version 4, remote router ID 192.168.10.2
BGP state = Established, up for 00:19:11
Last read 00:00:10, hold time is 180, keepalive interval is 60
seconds
Neighbor capabilities:
Route refresh: advertised and received(old and new)
Address family IPv4 Unicast: advertised and received
Received 79 messages, 0 notifications, O in queue
Sent 135 messages, 1 notifications, O in queue
Route refresh request: received 0, sent O
Minimum time between advertisement runs is 0 seconds

For address family: IPv4 Unicast

Inbound soft reconfiguration allowed

Community attribute sent to this neighbor
Outbound path policy configured

Route map for outgoing advertisements is *com-add
0 accepted prefixes

Connections established 3; dropped 2
Local host: 192.168.10.1, Local port: 179
Foreign host: 192.168.10.2, Foreign port: 1032
Nexthop: 192.168.10.1
Read thread: on Write thread: off

I%ﬁﬁ@ﬁ%(%@%ms@ﬁﬁﬁﬁ)

| H B | n B

BGP neighbor FA RO IPT RLAZEFRLET,

|remote AS RANDAS FHEFRLET,

[local AS HEHDAS BEERRLET,

|interna1 link ‘U > 7 OIRHE (internal or external) /KL ET,
IBGP version BGP D= g v A FRLET,
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A RNON—H 1D ZFRLET,

|remote router

BGP state [BOP DikfEE ZR L ET,

lup for v a VAN TR T D ORRBI (FF: 43 )
|Last read ‘:@*4}/{75“5%%&1)‘ v =V EFATIRR] (RF: 5 )
lhold time v v MR DR AR LE T,

|keepalive interval ’keepalive PIRETAHMBEEFR R LET,
KEFTE D neighbor O EZ ST HE51L. 47> 3L L Tneighbor ® IP 7 FL AZFFE L £9,

| =rmmm gu Ui Neighbor I<mA B4E L - @EEiRH)

192. 168. 10. 2 |ZFdAi L 7= R HE 1

Router#show ip bgp neighbors 192.168.10.2 advertised-routes
Network Next Hop Metric LocPrf

Weight Path

*> 172.31.6.33/32 192.168.10.1

32768 100 ?
*> 192.168.19.0 192.168.10.1
32768 100 ?
*> 192.168.21.0 192.168.10.1
32768 100 ?

Total number of prefixes 3

Router#

192.168. 10. 2 7 B 52 AF L 7= fRE& 155
Router#show ip bgp neighbors 192.168.10.2 received-routes

Network Next Hop Metric LocPrf
Weight Path
*> 192.168.50.0 192.168.10.2 0
o017

Total number of prefixes 1
KT 4 NF—REERRL, ZELEERKB 2R RLET,
72720 Z OESRE A 4 A 121X neighbor soft—reconfiguration inbound =T~ RZREL THB L HLE
NHY ET,

I FIEE DA (5% L 1= Neighbor IZFE# 218 L 1= #ZE81EHR) )

| H B | n &

|1oca1 router 1D ‘bgp DN—HF 1D #FKrLET,
|Network ’BGP THFELREERRLET,
|Next Hop ‘Next_HOP BHEER R LUET,
Metric MULTI_EXIT_DISC J&#E% #5 L £,

88



IPvd Jb—T 1 > T DISHK

LocPrf [LOCAL_PREF J& {2 %75 L 7, |
Weight | ORI R BRI 2 FoR LET,
[Path AS_PATH % 25 L £,

|Total number of prefixes

RREEEFR LET,

avy FEX

show ip bgp neighbors [ <BGP E7® IP 7 KL A> [ advertised-route | received-routes
| routes ] ]

A—4
RS A—5 | BENE | BEEmE | ABBOE
BGP 7 D IP 7 R L |BGP ¥ 7 #8ET 55412, BGP BT . L .. |[BTOBP BT DI
L 1P N i
% DIPT KL A B L ET TRVABA g
advertised-routes Advertise L7c UPDATE X » & —0 advertised-routes
WHOH L £ LET, e
e S <g LT v 7
received-routes SR L7 UPDATE A & — L DI O received-routes ;;fi R A 2’*3;119
HrEFALET,

DI

Hh7ptEd & LT T X 7= UPDATE
routes

Ao UOEROLE TR LES, [FOULeS
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I AS /SR 18R

Ishow ip bgp paths

22 CWND AS RAREFRLET

| zxman

Router#show ip bgp paths
Address Refcnt Path
[d58aec:0] (16)
[cf1954:2] (16) 15555
[cf1874:4] (2) 1

| zzm08m
'\ B | n B
address AS NRAZREIN L TWAMEAEY FOT R (16 #) v =a20FE%, [A:BlO
TR RLET

Refent |20 AS /RATHEE LTV DREOBEFRLET,

Path  [AS "R Z&FRLET,

show ip bgp paths

I INTG A—4A

NIA=ZBZEHYEEA,
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I BGP X ¥ ¥ VAT —42 XADIER

Ishow ip bgp scan

BGP AF% ¥ VAT — X ALFRLET

| zxman

Router#show ip bgp scan
BGP scan is running

BGP scan interval is 60
Current BGP nexthop cache:
BGP connected route:
192.168.38.0/24
192.168.10.0/30

| zmeons

| 5 B | SIS

|BGP scan is ‘BGP DAXx o OIREERT

|BGP scan interval ‘X%JV N I

|Current BGP nexthop cache ‘%’V v 2 ST nexthop DU A b
|connected route ‘Tﬁ%ﬁéﬂfh Oy NU—2

BRI

show ip bgp scan

I INTG A—A

NG A—=RFHYFEEA
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I BGP E7 DB R

Ishow ip bgp summary

BGP BT IZBAT e A S E L ET,

| zxman

Router#show ip bgp summary

3 BGP AS-PATH entries
1 BGP community entries

Total number of neighbors 1

BGP router identifier 192.168.10.1, local AS number 100

Neighbor \Y AS MsgRcvd MsgSent  ThblVer InQ OutQ Up/Down
State/PfxRcd

192.168.10.2 4 1 140 197 0 0 0 01:20:01
1

| zmeons
| B B | n &
BGP router identifier |AfE (D BGP L— % 1D
llocal AS number AR O AS F

BGP AS-PATH entries |8 LT % AS /82T | U D%

BGP community entries |7 LT\ % BGP 2 2 2 =F 1 D¥#K

Neighbor BGP A S—0 [P 7 L2

v [BoP D x—a

As [BGP A /3— D AS F 5

|Mngcvd ‘% SL7-BGP A vt —T D%

MsgSent %15 L7 BOP % v E— Y0¥

ITb1Ver (%05 L= BGP 7 — 7 L O N — V= v
1nQ SRAEDZLE LT BP A v — V0¥

0utQ REE(ED BP £ v E— V0K

[Up/Down IBGP & v o =1 > ASHENT ST 7 B ORI

BGP &> v a UAMENL S D £ TILBGP A7

State/Phed SN BEAR LI R E R,

— NE IR, FESLRZIE BGP R A

Total number of
neighbors

BGP %A /S—D¥, BCP & v g VRSO RA N—bEHE T,
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show ip bgp summary

I INTA—4H

NG A=RFHYFEEA,
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I UIPRIZAN ¢

Ishow ip resolver—-cache

BEDX v~ > =t ONS15H) # € R LET,

| zxman

Router#show ip resolver-cache

<resolver dns table>
1th direction

[1] (name to addr)
IPv4 Address

[192.168.100.1]

Hostname = [host.domein.co.jp]
Router#
| 255089
HH—IP T R LA TR S NI @ARDN /TP 7 K L A CIER S N o
direction EALET

(1] OBAITLF—IP 7 KL AT9, FITELnet-F100 TlX. IP 7 RL A LA E M
RTHZLEHY EFFA,

1w S x4 T KL AB R LET
Address

|Hostname |IPV4 T R AR T DARA N EFRRLET,

show ip resolver—cache

I INTG A=A

NIA=FBZEHYEEA,
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I$¥74waupﬁwﬁﬁ

Ishow ip stateful-packet

AREEE L, LAN 725 WAN (EWAN & L < [£ PPPoE) ~DEFICK LT, 778 ALEHTFOT KL A &5H

LTHE, 20T FLAZFEOMEKNLOT —ZUSME, LAN (il LA iEa F > T g9, £70,
FELUIMFOT FLAERERRTHZ LB TEET,

Ii%@ﬁﬂ1

Router#show ip stateful-packet

Session summary (equipment total):
Max sessions: 2048

Active sessions: 1

EWAN1
no Source Address Port Dest Address Port Id Seq Prot Age
e e Fom e S —— R —
1 192.168.10.2 1053 192.168.11.1 23 tcp 231
Router#

IE%EEMZ

Router#show ip stateful-packet summary

Session summary (equipment total):
Max sessions: 2048

Active sessions: 1

Router#
I%EE@%%

| ® B8 SRE:
EBMTYNLY LI T =T NOREEF R LET,

Max sessions |Z Z CHE/RTHEIL, IPv4a/IPv6 THEHTAHFHE 7 4 VX2 ) o 7T —T Ol
L0 ET

Active T ANE Y T —T VOB ORE R LET,

. T TCHERTAEIL. IPvA/IPve T L TWASEE 7 4 L2 Y o 7T —T LDk
sess1ions & fcﬁ D i—g‘
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|Source Address ’i‘?é’ LEEETLIP T FLAZERRLET,

|Dest Address

B Ui P T FL A E s LET,

|Prot

B LT 0 hareRRLET.

|Age

|Z OEBAENEOT — T A BEIRT S £ TORE (1) 2&RLET,

|Interface

2D IPT RUAE b OBRBFIES 51 v 8 7 = — A4 2 FR LET,

I avy RFEK

|

show ip stateful-packet [4 &% 7 x—X] [summary]
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K5 A—% | BRENE | BEEE | LREEE D IE
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BTOFEFE T4 NVZY T

i?—o

summary

— A BT 2 —AERELET, ESi=-v DI
HEHERDHZRAT HGEIC, FHEL T 4N T TF—T
summary

NWEFRLET,
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| pva iy 2 astinss

Ishow ip traffic

IPv4 ([ZBF D FiEHEHREZ TR L E T,

| zrman

Router#show ip traffic
IP statistics:
ip:
494 total packets received
bad header checksums
with size smaller than minimum
with data size < data length
with length > max ip packet size
with header length < data size
with data length < header length
with bad options
with incorrect version number
fragments received
fragments dropped (dup or out of space)
malformed fragments dropped
fragments dropped after timeout
packets reassembled ok
470 packets for this host
0 packets for unknown/unsupported protocol
0 packets forwarded (0 packets fast forwarded)
24 packets not forwardable
0 redirects sent
291 packets sent from this host
packets sent with fabricated ip header
output packets dropped due to no bufs, etc.
output packets discarded due to no route
output datagrams fragmented
fragments created
datagrams that can"t be fragmented

cNoloNoolooooNoNoNoNe)

[cNoNoNoNoNe)

icmp:
0 calls to icmp_error

Output histogram:
echo reply: 3
destination unreachablle: 0O
source quench: 0
routing redirect: O
alternate host address: 0
echo: 18
router advertisement: 0O
router solicitation: O
time exceeded: 0
parameter problem: O
time stamp: O

0 errors not generated because old message was icmp

97



IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

98

igmp:

tep:

time stamp reply: O
information request: 0O
information request reply: 0O
address mask request: 0
address mask reply: 0O
0 messages with bad code fields
0 messages < minimum length
0 bad checksums
0 messages with bad length
Input histogram:
echo reply: 18
destination unreachable: 0O
source quench: 0O
routing redirect: O
alternate host address: 0O
echo: 3
router advertisement: 1
router solicitation: 0
time exceeded: O
parameter problem: 0O
time stamp: O
time stamp reply: O
information request: 0O
information request reply: 0O
address mask request: 0
address mask reply: 0
message responses generated

w

messages received

messages received with too few bytes

messages received with bad checksum

membership queries received

membership queries received with invalid field(s)
membership reports received

membership reports received with invalid field(s)
membership reports received for groups to which we belong
membership reports sent

OQOOOONOON

153 packets sent

119 data packets (7228 bytes)

0 data packets (0 bytes) retransmitted

30 ack-only packets (113 delayed)

0 URG only packets

0 window probe packets

0 window update packets

4 control packets
231 packets received

116 acks (for 7233 bytes)

0 duplicate acks

0 acks for unsent data

122 packets (1726 bytes) received in-sequence
completely duplicate packets (0 bytes)
old duplicate packets
packets with some dup. data (0O bytes duped)
out-of-order packets (0 bytes)
packets (0 bytes) of data after window
window probes

cNoNoNoNoNe]
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udp:

arp:

0 window update packets
0 packets received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 discarded because packet too short
connection requests
connection accepts
connections established (including accepts)
connections closed (including O drops)
embryonic connections dropped
118 segments updated rtt (of 114 attempts)
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts (resulting in O dropped connections)
0 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
85 correct ACK header predictions
104 correct data packet header predictions
10 PCB hash misses
0 dropped due to no socket
0 connections drained due to memory shortage
0 bad connection attempts
5 SYN cache entries added

oo wvwulh

5 completed

0 aborted (no space to build PCB)
0 timed out

0 dropped due to overflow

0 dropped due to bucket overflow
0 dropped due to RST

0 dropped due to ICMP unreachable

0 SYN,ACKs retransmitted

O duplicate SYNs received for entries already in the cache

0 SYNs dropped (nho route or no space)

215 datagrams received

with incomplete header

with bad data length field

with bad checksum

dropped due to no socket

broadcast/multicast datagrams dropped due to no socket
dropped due to full socket buffers

215 delivered

1 PCB hash misses

117 datagrams output

cNoNoNoNoNe]

8 packets sent
1 reply packets
7 request packets
59 packets received
4 reply packets
55 valid request packets
55 broadcast/multicast packets
0 packets with unknown protocol type
0 packets with bad (short) length
0 packets with null target IP address
0 packets with null source IP address
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cNoNoNoNoNe)

could not be mapped to an interface

packets sourced from a local hardware address
packets with a broadcast source hardware address
duplicates for a local
packets received on wrong interface
entrys overwritten

4 packets deferred pending ARP resolution

IP address

4 sent
0 dropped
Router#
I KIEB DEREA
B | 58

100

ip

|O total packets received

|IPvd DIRZ(F A MK

|O bad header checksums

[IPv4 ~ v & F = v 7 MEREDZAE Y v ML

0 with size smaller than minimum

HIEE (0477 v M) &l LT\ sy y b E
DZIE v M

0 with data size < data length

Ry REBNIP A~y ZHOT — & BAELL FO%Z{E /8
T N

0 with length > max ip packet size

U7 v TNARBIC LY IR IP Ny MREzBAT
A58 v MK

0 with header length < data size

IP ~y Z D~y ZRAEN IP ~v X DR L 0 &
WG Ny MR

0 with data length < header length

TP~y XHOIP /N7y NEEN TP~y X R L0 4
WEZAERTr Y MK

0 with bad options

[P~y ZINTREFED IPFT T a v B EE2E
v MK

0 with incorrect version number

[P~y X DR= 5 U4 TROVEE S v M H(ESP
BRRHIE £

0 fragments received

TITA NENTZR Ty bOZER (VTR T L
Aio%%)

0 fragments dropped (dup or out of
space)

FEHSCATVARBICEIVEESNZT T T A "2
Ny MK

0 malformed fragments dropped

F7y bbb LIRSV ERE CHEEINLZT T I A
YTy MK

0 fragments dropped after timeout

VTR TNEFHEDIA LT T MR VEEISNZT
P I AT §

0 packets reassembled ok

V7| T MR LTz Xy N (U 77V
D)

0 packets for this host

|BRFEZIE v MK
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0 packets for unknown/unsupported
protocol

RYHR— FD Layerd v b 3/Lic LV EEL-%E
Ny MK

0 packets forwarded (0 packets fast
forwarded)

74 U — RIZREY L=y Nl 7 + U — RIZ
B Uiz 34 > M

0 packets not forwardable

|7 40— RC&ERpotoyy M

0 redirects sent

T U —RKLIENI XA VT Mv—TFT 4T ol
Ny N

0 packets sent from this host

HRREED IP Ny M CHMERION T v MeE
ie)

0 packets sent with fabricated ip
header

P~y XNBAR LB REREST7 > MIRAW Y 7
v FE(E)

0 output packets dropped due to no

bufs, etc.

Ny 7 7 RIREEIZ X0 REITRI LT3 v MK

0 output packets discarded due to no
route

FREE DS OB RN T2 RFIT R LT~ v MK

0 output datagrams fragmented

TIT A NI LTy (T T 74 MHi
D)

0 fragments created

EEZE DA "CRVAN

0 datagrams that can’ t be fragmented

Don’ t fragment 77 7 D=, 7T 7 AL T
S7eNTy MK

icmp

0 calls to icmp_error

IP X7y hOZETZT —%ME L ICMP /37 > b
EHEITBY & LT

0 errors not generated because old
message was icmp

T —HR Lo T F 8w RIS ICIP D7z b 1CMP
DA EITD 720> 125

Output histogram:

~ro~~ e~~~ TP IEEDF A TR T B~~~

A~ A A A~ A~

|ICMP echo reply &{5/37 v &

| echo reply: 0
|

destination unreachable: 0 |ICMP destination unreachable &{5/3%7 v MK

source quench: 0 I?MP source quenchﬂﬁ%f%fgffty (7 U — FEfIZ
Ny 77 ARIZE Y EE)

routing redirect: 0 |ICMP routing redirect E(E/ N7 v K

alternate host address: 0 |ICMP alernate host address {5/ 37 v Mk

echo: 0 |ICMP echo request EfF/ 37 v Mk

router advertisement: 0

|ICMP router advertisement E(Z/347 v M

router solicitation: 0

[ICMP route solicitation 35,34 v Mk

|ICMP time exceeded E(F/ N7 v MK

parameter problem: 0

|ICMP parameter problem E[E/34 v MK

time stamp: 0

|ICMP time stamp &5/ v K

time stamp reply: 0

|ICMP time stamp reply XE/ N7 v ML

|
|
|
|
|
| time exceeded: 0
|
|
|
| information request: 0

[ICMP information request ¥fF/%% v K
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| information request reply: 0

|ICMP information request reply EE/ X7 v MK

| address mask request: 0

|ICMP address mask request EE/X7 v MK

| address mask reply: 0

|ICMP address mask reply #E/ N7 v MK

|O messages with bad code fields

|:~F@ﬁKE&EW§§A79Fﬁ

|O messages < minimum length

A v E—VENRE (BT E2%) 10PZE 7y MK

|O bad checksums

|%Iy7ﬁAﬁﬁ$E@mw§%N#ybﬁ

0 messages with bad length

LCMP 57— 4 10D TP~ & RISRIE 72 1OWP (5 /347 »
%

Input histogram:

~~~~~~TCMP %4%@54’ 7"%”73 17 UM A~~~ A~
~~~~+(T

echo reply: 0

|echo reply {57 v MK

destination unreachable: 0

|destination unreachable Z{/37 v MK

source quench: 0

|source quench Z{E/37 v Mk

routing redirect: 0

|routing redirect Z{E/ X7 v MK

alternate host address: 0

|alernate host address =Z{E/37 v MK

echo: 0

|echo ZIEr w M

router advertisement: 0

|router advertisement Z{Z/37 v M

|route solicitation /37 v MK

time exceeded: 0

|time exceeded ZE/N7 v MK

parameter problem: 0

|parameter problem {5/ v &

time stamp: 0

|time stamp ZA{E/ 37 v MK

time stamp reply: 0

|time stamp reply =153 v Mk

information request: 0

|information request ZfE/N7 v MK

information request reply: 0

|inf0rmation request reply Z{E/ X7 v ML

|
|
|
|
|
|
|
| router solicitation: 0
|
|
|
|
|
|
|

address mask request: 0O

|address mask request (/37 v MK

| address mask reply: 0

|address mask reply Z{5/37 v MK

|O message responses generated

Bk <4y Most U ORE & AR Lo 3 v MK

igmp|0 messages received

|IGMP (534 » ¥

|O messages received with too few bytes

Ny NEBARIE (BETED) I6MP 2537 v MK

|O messages received with bad checksum |?n: v 7 BMMEDPRIEZ: IGMP 25 /37 v M

|O membership query received

|IGMP membership query D/ v MK

0 membership queries received with
invalid field(s)

INT A —ZPNRIEZR T2 8 FEZEE L7~ IGMP membership
query Z1E /37 v Nk

|O membership reports received

|IGMP membership reports DA /347 v MK

0 membership reports received with
invalid field(s)

INT A= HINARIE2 T2 D FEHE L 7= IGMP membership
reports A5/ v MK

0 membership reports received for
groups to which we belong

T N—712JE L T35 IGMP membership reports (g
Ny MR
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|O membership reports sent

|IGMP membership reports DEE N4 v MK

tep |O packets sent

ITCP 207 /4 v L

0 data packets (0 bytes)

F— 5 b ICP E v NS K OF— S A2 7 v b
%

0 data packets (0 bytes)
retransmitted

BEEATy MBI OEDT =247 7 v MK

0 ack-only packets (0 delayed)

ACK 77 7 DFHD TCPiBENRXT v MBI OFED S H
JIE ACK D

|O URG only packets

URG 7 F 7 DHD TCP %1534 Mk

|O window probe packets

1CP O F 0 — 7% A5 5 Mk

|O window update packets

(05D ¢ v R OEHEE Lo 12255 v MK

|O control packets

|2y bR— A E Sy M

|O packets received

ITCP IZ (534 v ML

|O acks (for 0 bytes)

(%15 ACK /5% > MKB L OACK LA 7 7 Mk

0 duplicate acks

ACK ICZ VS EMRINTWAT—Z 1Tt L COEE
L7255 ACK /347 M

0 acks for unsent data

EE L TW W —r v A I RET 55245 ACK /37
v MK

0 packets (0 bytes) received
in—sequence

EWICZE LTlT =2y MR LT —X 47T
v Mg

0 completely duplicate packets (0
bytes)

77y bR

|O old duplicate packets

|l AF BB IR LIRS  FOR

0 packets with some dup. data (0 bytes
duped)

RFC1323 PAWS M¥|EIZ X W EFEINT- 7 v MK

0 out—of-order packets (0 bytes)

TCP UV 7 v 7 NVAERIZ W T ) 78 v 7 IVEFHS D
ZENT Y VR OFDOT =24 7T v &

0 packets (0 bytes) of data after
window

BV A4 RO BBy N ERROEDE T T
&

0 window probes

[ZEy Ky Tu—T sy hoRER

0 window update packets

ZfEV A4 NUDOHFHOER L 72T Ty FDORAF
"

0 packets received after close

CLOSE & 72 o=t v a st LTE LIZZ(E 4
v M

|O discarded for bad checksums

[F = /Y AREACL D BEEL Ny MK

0 discarded for bad header offset
fields

TCP ~v Z DA 7% v MENRIED =D FEH L 7=/%
7 MK

|O discarded because packet too short

|F— 2 ERARR LTV DT 0FEHE Lz 3 v M

|O connection requests

|B R B TCP DRk 247 - 723K

|O connection accepts

|TCP DB ZR % 21 1 7254

103



IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

104

accepts)

0 connections established (including

TCP #&fe A3 ez L 723K

drops)

0 connections closed (including 0

TCP Ot 24T LT3k L ONEEIE T L7k

|O embryonic connections dropped

ITCP DRGSR KT LRI S AL 5

0 segments updated rtt (of 0 attempts)

FREH A~ OFEEBEREZ A E LB L OwE~ &
B L7-%%

|O retransmit timeouts

[k 4 1 ~ S REE) L7 A%

timeout

0 connections dropped by rexmit

HERFA LT RERD, Uty a ¥

0 persist timeouts (resulting in 0
dropped connections)

TCP persist Z A ~MWEEBL7ZEIEB I OX A LT ¥
Mz X v i U723k

|O keepalive timeouts

|TCP keepalive % A ~ NEHE) L 724K

|O keepalive probes sent

|TCP keepalive /N7 v h DREH K

|O connections dropped by keepalive

|TCP keepalive (Z X D lifilGlr S/t v a K

0 correct ACK header predictions

FEEIE DTz D~ > X OFERIFENTRTIZ ACK LB Z 35 Z 72
<>fi§&

predictions

0 correct data packet header

EHAL DTz~ X OFEAFENT AT A5 L 2 35 = 7
> 7%

0 PCB hash misses

W ST — 7 VBIREEFD N v ¥ 212 X D BRI
EN Ay r='y

0 dropped due to no socket

AR — ARV TN WD FEFE L 722537 » b
%

shortage

0 connections drained due to memory

AEVRBEIZLY TCPOU TR T LF 2 —HlER%E
1T o Tt i

0 bad connection attempts

RIEZR BT ER (SN 27 > B) 232 5 Lo B L
=%

0 SYN cache entries added

ISYN % v o 2 ~iBN L7235

0 completed

SINF ¥y vadFyyvalf@zsllxyyva
i L7k

0 aborted (no

space to build PCB)

SYN % ¢ v > 2 BREHPIZIBWNT AE U REIC L 0
&2 BEFE L= %K

0 timed out

SYN v v ¥ 2 BREICR VT H A AT 7 ML 21T -
U EIE

|Owwmdwewowﬁbw |MN#?yV1@#?yVJIVFUﬁ%ﬂﬁ§
|O dropped due to bucket overflow |SYN FyrvraDX vy v a7y NI E
RST 77 7 ZfZIC LD SINF v v v adDF vy viaT
0d d due to RST o "
ropped que to 2 b U S IR L7 5
AR =2 =i w S
0 dropped due to ICMP unreachable LOMP unreach /357y FEAFIZ LY SINF ¥ » &2 DX

Y vvaxy MU nLHIER LI
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0 SYN, ACKs retransmitted

SYN ¢ v o 2 BEREIZ LW SYN, ACK /N7 kDR
AT o2

0 duplicate SYNs received for entries
already in the cache

SYNZZELENEEICSYN vy v a2DF v v o
I2dH o725

0 SYNs dropped (no route or no space)

AEYVARBEEIZLY SINF v v 22KV InETE R
o 7= SYN 2w MK

udp ) UDP ZfZ /X7 MR (=T I K DBEFE T v ME
0 datagrams received e
=X
0 with incomplete header |UDP~P\3/ﬁff§ﬁ§3<ﬂid)f:&55§§§[/7i§%ﬁ§/<ff17 e
Ty . e - S —
0 with bad data length field UDPA{5’V\?@T A ENRIED T2 FEIE L =% (5 /3
7y MK
. UDP ~ X DF = v 7 P MEPREDT-OFEFE L 7o
0 with bad checksum S "
BTy M
FU AR — BN TNRWZDFEFE L T2ZE3 7 v b
0 dropped due to no socket ¥
0 broadcast/multicast datagrams SR — RN TWAR W= DEEEE L -7 o — Ry
dropped due to no socket AN =T X A NNTy NOZAE T MK
) A= N w N -~ - N =
0 dropped due to full socket buffers T /\!\ DRAFy 7 7 DRI T DR LTSRS
7y MK
0 delivered AR LT M
0 PCB hash micsos WEBE T — 7 VB RRIFD /Ny 2|2 KD @RI
I LT3
|0 datagrams output ERIRO D> 125 GEF KRS 7> |
arp |O packets sent |ARP DIRIEF T v MK

reply packets

IARP reply REfE /3% v ML

request packets

|ARP request {537 v MK

packets received

IARP D534 v K

reply packets

IARP reply ZZ{Z/%47 v Mk

valid request packets

|ARP request Az /37 v N

0 broadcast/multicast packets

Vo @R a—REy 2R LA FF ¥ A b
D ARP ZAF 7w MK

0 packets with unknown protocol type

ARP ~v XNO T 1 ka7 4 —)b RPRRIERZ(ENR
Ty MK

0 packets with bad (short) length

ARP ~ v S BN RIE/RZAZ /34 M

0 packets with null target IP address

ARP ~y ZNDH—47y FIPT FLAJV0.0.0.0 & 72
STV G T v MKk

0 packets with null source IP address

ARP ~ ZNDOFEETLIP T RL-Z230.0.0.0 & 725 T
WG N

0 could not be mapped to an interface

ZAE LICARP /Ny hinb A VB 72— A IPT RLA
Oy B TITRRLT- 3K

105



IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

0 packets sourced from a local
hardware address

ARP ~v XNDIEETL/NN— R =TT RLANHRD
IN= R 2T Lo CWTEZEAR Ty M

0 packets with a broadcast source
hardware address

ARP ~v X NDIEET/N— R =TT RLUANT 1 —
R 2 b &7oTOERE Sy M

0 duplicates for a local IP address

HROIP 7 RV A LR —D%(EN7ry b& (IP T R
VAWNEBE L TS AREMN & 5)

0 packets received on wrong interface

ARP 7 =T WG D DA B T 2= AL BIp DA
VST 2 —A0GARP Z2fE L, Bkl E EES L
s

|O entrys overwritten

BEIZ ARP 7 — 7 M Bk D b B 1 i % 1 & L%k

0 packets deferred pending ARP

=B
ARP B3R 2 HH ) U ARP R B H D= DI E/RH & L

resolution 7oy b
0 sent |ARP RS plcth L 7= 3 M5 5 v M3k
0 dropped |ARP fif T B L CBESE LT M55 v MK

o< res

I

o
NJ|

show ip traffic
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IPvd Jb—T 1 > T DISHK

Imw7347>h®ﬁ¢%ﬁ

Ishow dhcp lease

EWAN A > % 7 = — AT INDDHCP 7 54 7 2 FNEMEDOEH A2 F R LT,

DHCP 7 A 7 > MEHEZ M L2 WERED LA 1X,. “wan type is not dhep. " & FRS I ET,

| zzmmn

Router#show d
status

IP address
subnetmask
DHCP server

lease expires :

hcp lease ewan 1

- BOUND

: 192.168.10.1
: 255.255.255.252
: 192.168.10.2

client ID
host name
primary DNS 0.0.0.0
secondary DNS : 0.0.0.0
default gateway : 192.168.10.2
| zmeons
. ®m B | moR
INIT: | Tk xR LET,
SELECTING | [4— SR 4RI,
REQUESTING | ['J >/ — 2 FI 0 4T ket IRTE,
status
BOUND | TU—xJ IR,
RENEWING  |T1 % < T # > IR ] IRHE,
REBINDING (T2 % it T #%> TEiID 24T fhik,
1P addres DHCP - — B F 0 STz IP 7 FLAZERLET,
|subnetmask  [DHCP %— S B# 0 M THNEY T Fy v A2 2 FRLET,

|DHCP server

DHCP #— 0 1P 7 R L A% Fo5 LET,

|lease expires

DHCP DMIMR (H B4 F) ZFR LET, EHIROHEIT —,

|client 1D

‘Client—identifier Option @ ID(ip dhep =~ R TOD

RIEME) 2FRFLET,

|host name

IDHCP 2 54 7> @R A 14, (ip dhep 2> RCORENM) %27 LET,

|primary DNS

DHCP H— A~/ B B3 L7 T4 < U DNS — D TP 7 FL A& FR LET,

|secondary DNS

IDHCP H— S/ BB L7 H o & U DNS — D TP 7 KL A &R LET,

|default gateway DHCP #— AW BHELI=F 744 b — o= A D IPT7 L AEZFERLET,
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show dhcp-lease <EWAN 4 > %2 7 = —RX %>

I INTG A—4
K5 A4 BEmE B AR
1 EWAN#1 A > % 7 =
EWAN A > % 7 = — |FR LIZWEWAN A ¥ 7 = — R4 18 — A | Prm—
A4 ELET, EWANH2 A > X 7 =
ewan 2 2
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IPvd JL—T 1 > T DIEHR

| =5 —5 < oomaicms st

Ishow multiroute

NI TFN—T 4 THEREICEE T DR ER M TR LET

| zrman

Router#show multiroute

multiroute static rule 1
src any
dst any [0, 65535]
nextif pppoe 2 preference 31

multiroute exclusive rule 1
src 192.168.10.2
dst any [0, 65535]

| sze05m

| E B | noE
multiroute static rule / CIVTFN—T 4 T DRBAIERT — T VI, v VT IN—T 4 T ORI
BT —7 NV OF CHEEREERICED T—T NV RONERLET, &

multiroute exclusive rule|_

T NDOFZFIL, = MNIFESFTT,

[sre B — MG D EETET FLARRRLET,

ldst [ — R 5 5357 R LA, Fide TCP/UDP H— M E & R LET,
nextif |NAFN—TF 4 VT TF—TNDEEA 8 T = — A NEE LET,
|preferencer |:®/V—/V®f§%§%i§ﬁ< LETF,

BRI

show multiroute [ static | exclusive ]

IN5%—9
kS A—5 | BRENE | BERIE | AHEEOME
. FKRTHERE L IANTFN—T 4 T T—T N/~ : .
static | g o R LT — T e gy SRt | I OfEE
exclusive exclusive FRLET,

Gl BELET,
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| IPsec ICEH 9 H1FER

| IKE-SA (Phasel SA) D153k

Ishow crypto isakmp sa

Phasel SA DIfFHAZFXRLET,

I KEEH

Router#show crypto isakmp sa
[ 1] XXX.XXX.XXX.XXX Peer-1D
<--> YYYy.Yyyy.yyy.yyy My-ID
<I> Main Mode UP pre-shared key DES MD5
Lifetime : 1000secs
Current : 726secs,lkbytes
mcfg config-mode: [respond | initiate]
mcfg-addr: 172.16.0.100
mcfg apl-version: FITELnet-F100 VO01.17 101304
IKE Keepalive: off
ICMP Keepalive: off
release on addr-change: on

| sze08m
| E B | SRE
Peer—1D ISAKMP D2y m—3 3 V&7 IP 7 RLARB IO, K40 1D &%
<> yyy. yyy. yyy.yyy [RLET,
My—1D
TS Tnitiator IZ2X % SA 2>, Responder 1215 SAEF R L E£1,
Initiator MFA1E<I>, Responder DFHIIR> E KRS NNE T,
|Main Mode |Phase1 DA — R FRrxLET,
up [SA DIRTER TR LE T
|pre-shared key DES MD5 | ) & — D& & £ LE T,
Lifetime ZDSADTA 784 Mk FET LET,
|Current [SA DSHESE LT ORER - 15 /5o MEFoR LET,
" F1gemod respond : GW 3EE /NS Set ZZ{E4 HEF— K
fete contismmode initiate : HIEE 2 Request ZX(ET HE— R
|mcfg—addr |7FB$75)% NAT ®7 RLAZE Y Y THNLHEE (Mode—config) ZfEM L C
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WAHENE I MERRLET,

mcfg config-mode 7% initiate MEE, GW /S D reply 12 & 0 BfE L7- GW %
B Application—Version DfEZF L E£7,

off : IKE Keepalive Z1T\VFEH A,

TKE Keepalive dpd : dpd |2 L 5 IKE Keepalive Z1T\NE 9,

dpd—prop : dpd—prop (HiAME) 12X % IKE Keepalive Z#47W\FE1,

of f : ICMP Keepalive Z4TW\ EH A,

on : ICMP Keepalive Z4T\ %7,

mcfg apl-version

ICMP Keepalive

release on of f : IKE /N7 DY —AT RUATAVOMERZI TV ER A
addr—change on: IKE X7y FDY—AT R AZBALOMERZITUVNVE T,

o< ke

show crypto isakmp sa

I INT A—4A

NFIA=FBZEHYEEA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I |IPsec—SA (Phase2 SA) DIF#R

Ishow crypto ipsec sa

Phase2 SA DIFH A KR LET,

| zxman

Router#show crypto ipsec sa
IPSEC SA
current insa
current outsa :

o1
1
[ 11

peer:z XXX.XXX.XXX.XXX

XXX o XXX o XXX o XXX 5 XXX - XXX . XXX . XXX ALL ALL
<-==> YYY-YYY-YYY-YYY,YYY-YYY-YYY-YYY ALL ALL

host.xXXxXxx.co.jp

<I> UP ESP DES HMAC-MD5 PFS:off
Lifetime: 600secs
0-SP1: 0x43321f605 Current: 3secs,lkbytes
out packet -5 error packet -0
1-SP1: 0x2a5282fe Current: 3secs,lkbytes
in packet 1 4 auth packet i 4
decrypt packet : 4 discard packet -0
replay packet : O auth error packet : 0O
Router#
Iéﬁﬁwﬁﬁ
| B B | n A

|current insa

=15 SAskE#RT LET,

|current outsa

[%F SA B FR LET,

1]

= ABE R LET.

XXX. XXX. XXX. XXX, XXX. XXX. XXX. XXX
{—>
YYY. YYY. YYY. YYY, YYY. YYY. YYy. ¥Yyy

L7 2 OfFRERRLET,

|peer

VN ETDIP T FLARERLET,

|host.xxxxx.co.jp

Peer-ID % 35k L £,

Tnitiator 12X % SA 2>, Responder |21 25 SA0EFH R LE
—§—O

<> .
Tnitiator ®EE1X<I>. Responder DHFEIIR> L EREN
\32?—0

jup SA DMRIEE FoR LET

|ESP,DES,HMAC*MD5 PFS:off

R —ORNEFEERRLET,
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Lifetime ZOSADTA 744 MEEFRTELET,

0-SP1 OUTB @ SPI fii & 27 L %7,

Current ISA DVHEST LT B DBFR + R/ 3o MIE FoR LET,
|wtmwﬂ ‘:@FV*WKiﬁbt?_&ﬁ%ﬁﬁbiﬁo

error packet

DR URVICEETDEDOREDT — Ry M EFR
Li—a—o

|1-SP1 |INB @ SPI fii &3 L %7,
Current ISA B3HEST LT B OBER « ZESA M FOR LET,
lin packet 2O MU RADBEIE LISy MIEFR LET,

|auth packet

FOREIC RN 2 o T2 A5~ v MIEFRIRLET,

|decrypt packet

ELS A CERZEA Ay MkaERLET,

|discard packet

BEIE L= M58 v MEE R LET,

|rep1ay packet

WAy MR RTRLET,

|auth error packet

WAL T —IC R VR L7y MEEFRRLET,

NS A—4
s
K5 A—% BERE R BB OIS
_ N7 CIE S R
address VPN EE7 @ IP 7 R ANAIZEFE R L ET, address [Psec—SA &z L 72 M8 THRAR

LET,

map <BELZ & |B2RK R LET,

ELET,

HBELEZEL 7 ZLFRO Phase2 SA D5k

4C? Phase?2 SA DIFH A KR

2> Y L7 HXLNL, cryptomap a2~ 2 KTk LE9,
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I IKE DR1) & —I5#HR

Ishow crypto isakmp policy

| zxman

Phasel SA DR Y > — (IKERV > —) OIFHwAEFR < LET,

Router#show crypto isakmp policy

Protection suite priority [1]
authentication method : preshared key
encryption algorithm
Diffie-Hellman Group : #1 (768 bit)
hash algorithm

Default protection suite
authentication method : preshared key
encryption algorithm
hash algorithm
Diffie-Hellman Group : #1 (768 bit)

> AES - Advanced Encryption Standard (128 bit keys)

. Message Digest 5

> DES - Data Encryption Standard (56 bit keys)
- Message Digest 5

lifetime : 1000 seconds, no vollume limit
Router#
| zze05m
| E B | n B
Protection HAE IKE SA DSHENL L CTW DAL, AU > —ID &R L £ 9, Default
Suite[1] protection suite TlL, HESNTWAINEEFKRLET,
authentication SR A ER LT
method
eneryption WEELT AT RN AEER L ET
algorithm
giiiée—Hellman Diffie-Hellman Group T mZ &KL £7,

|hash algorithm

AT L TY A LEERRLET,

llifetime

T4 754 MM FFLET,

BRI
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NG A=RFHYFEEA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I |Psec ##

st

I show vpnstat

IPsec DAFRMEFHEHRZ R L £ T,

I R TEE

Pl
Pl
Pl
Pl
Pl
Pl
Pl

con
con
con

Pl
Pl
PI
PI
PI
Pl
PI

oth
oth

VPN
ESP
ESP
ESP
ESP
ESP
ESP

Router#show vpnstat

send packet

receive packet
discard packet
decrypt error packet
hash error packet
exchange fail
exchange success

fig send packet

fig receive packet

fig discard packet
mcfg send packet
mcfg receive packet
xauth send packet
xauth receive packet
Xauth exchange error
Xauth exchange success

send packet

receive packet
discard packet
decrypt error packet
hash error packet
exchange fail
exchange success

notify send packet
notify receive packet

er ISAKMP send packet
er ISAKMP receive packet

ISAKMP aborted send packet

discard packet

send packet

receive packet
discard packet
replay error packet
auth error packet
send error

IPCOMP send packet
IPCOMP receive packet
IPCOMP send error
IPCOMP compress error

[eNeoNoNoNoNoNoNeoNe [cNeoNoNoNoNoNe]

[eNoNeoNoNoNoNe]

OCoooo

eNololoNoloooNoNoNe)
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Router#

| zmeon

8

H H

)

P1

send packet

|Phase

Bl MK

IPT

receive packet

|Phase

Zla 7 MK

P1

discard packet

|Phase

P1

decrypt error packet

|Phase

"Welbo T =7y MK

IP1

hash error packet

|Phase

I
I
I FEgE ATy M
I
I

NV a T =Ny MR

IPT

exchange fail

[TKE SA Flexr— 7 — %%

P1

exchange success

|IKE SA #ES7HK

|config send packet

|transaction exchange

Bfa/Sry M

|config receive packet

|transaction exchange Z{E/N7 v MK

|COI’1

fig discard packet

|transaction exchange BEHE /o MK

mcfg send packet

v MK

transaction exchange packet @ mode—config (2 DUV TDEF 7

mcfg receive packet

v N

transaction exchange packet @ mode—config (T DWW TDZIE 7

xauth send packet

|transaction exchange packet @ XAUTH (ZDWWTDE[E/ N7 MK

|transaction exchange

packet O XAUTH I DWW T DZ(E N7 v MK

|
|Xauth receive packet
|

xauth exchange error

IXAUTH Kk

|Xauth exchange success

IXAUTH ok

P11

send packet

‘Phase

11 &fE/ 7y M

P11

receive packet

‘Phase

1T Z5/ 87 v MK

PIT

discard packet

’Phase

IT FEEE T v MK

P11

decrypt errorpacket

‘Phase

11 #efbe =37 v MK

P11

hash error packet

‘Phase

II Ny vaxT—rry MK

P11

exchange fail

‘IPsec

SA W~ T —$%

P11

exchange success

‘IPsec

SA HESIER

|not

ify send packet

|Notify A v —FEK

|not

ify receive packet

Notify #vt—U%fEH

|other ISAKMP send packet

|2 DML TSAKWP /3% v b {53

|ISAKMP aborted send packet

|7 R U AZHERHI AR LA o 72 IKE 54 v R O%%

|other ISAKMP receive packet

|2 DM TSAKP /34 v b E2{E%

|VPN discard packet

VPN Bedext < v b & LCHERE LA v K
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|ESP send packet

[ESP 315/ 34 v M

|ESP receive packet

[ESP A5 /34 o R

|ESP discard packet

[ESP BEsE <4 v MK

|ESP replay error packet

ESP U T LA T 5w s Sty MK

|ESP auth error packet

ESP #BGET T — <4 v MK

|ESP send error

[ESP %15 SeBikt

[TPCOMP send packet

R L8 bl

|IPCOMP receive packet

FEAfi L7/ » hREHK

[TPCOMP send error

FEARIC Jeft LT 3615/ 3 v K

‘IPCOMP copress error

JERMES D &y b A XBRREL 2> TLE I AT v MI(EME
BRI L)

|
~
-0
NJ|
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I |Psec IZBE9 % O &%k

I show vpnlog

[Psec iBfZICRET 7 EREFRLET,
vpnlog enable 2~ ROFKEIZL Y . SA DL/ OIERER X T2 b TEET,

| zzmmn

000 0000:00:00.00 2003/02/28 (fri) 17:14:18
#P_ON[VIT.A3-100402]

001 0000:00:02.97 2003/02/28 (fri) 17:46:41
vpn enabled.

002 0000:00:55.35 2003/02/28 (fri) 17:47:34
IKE SA XXX.XXX.XXX.XXX Peer-1D

003 0000:00:55.36 2003/02/28 (fri) 17:47:34
IPSEC SA XXX.XXX.XXX.Xxx e8faba7e ad7c259c

Router#show vpnlog

0 00000000 00000000

16 10000002 00000000

16 10000321 00000000

16 10000221 00000000

show vpnlog [<FRR3 B vpnlog #> | reverse]

I NG A—4
K5 A—% RS R RO IS
FrT D e 72 Ey, mENL DD [Psec 1 7% 1 ~1928 2TO vpnlog [ A F
vpnlog % ZMTHmERTELET, ALET,
reverse B LUV BIRICR T 25812, FEELE T, |reverse gg% presen
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I%%ﬂ%%w%ﬁ

Ishow crypto ca certificate

s L=

DIFRER I LET,

| zzmmn

SERZE O3 L OV, RSA signature C Phasel Z ST CTx 7= VPN 7124 %%

AL E

Cert Name
Subject
Issuer

Validity
Domain Name
IP Address

Key Usage

[ 21 Type

Cert Name
Subject
Issuer

Validity
Key Usage

Router#show crypto ca certificate
[ 1] Type : Other

: 100

I CEjp, O=xxxXX, CN=XXXXXX

: C=FI, 0=SSH Communications Security, OU=Web test, CN=Test CA 1
Serial Number:
1 2003.02.24 00:00:00 [UTC] - 2003.04.01 00:00:00 [UTC]
I XXXXX.CO.Jp

T OOK L XXX - XXX - XXX

CRL DistPoint:

3e59e03e

http://ldap.ssh.fi/cris/cal.crl

: DigitalSignature KeyEncipherment
Email Address:

name@xxxxx.co. jp

: Other

> root

: C=FI, 0=SSH Communications Security, OU=Web test, CN=Test CA 1
: C=FI, 0=SSH Communications Security, OU=Web test, CN=Test CA 1
Serial Number:
: 2003.01.09 16:25:15 [UTC] - 2003.12.31 23:59:59 [UTC]
: DigitalSignature KeyCertSign CRLSign

12d

I:?DF%ﬁ

MEREAZEO AR L T

RKa<y RCERINDAHEZEOFYGHRIZUTC (IHGMT) TT,

FITELnet-F100 Ci, K12 ] ST TEHEHEH L TWAH 728, EBEOFEAEOH IR IE, Fon T+ 9 FFfH )
12720 £,

IN5%—9

show crypto ca certificate
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|IPsec A4 (289 %1%k

Ishow crypto ipsec—log

IPsec n il o~ RONEEFERLET,

I KEE S

Router#show crypto ipsec-log

multi-path range 100 110
nolog-spi-no-match
nolog-block-type-discard
vpnlog-detail eq 1

show crypto ipsec-log

I INTA—4H

NG A—=RFHYFEEA
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I IPsec &5 AL IEH

Ishow crypto multi-path

XHC 725 TN A erypto—map @ SA ODIREEA TR L £ 7,

I KEEH

Router#show crypto multi-path
[2000]
crypto-map_lbalance:9 Alive
crypto-map_2balance:1 Fail

I avy rEAL

show crypto multi-path [£L 49 24&E]

I INT A—4H

5A—5 BENE WERE | GRHOE |

L A B EE LI L A BREORFRLET, [I~64  |[RTERRLET
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|Psec TRIZET 515k

Ishow crypto redundncy

Y LI H =Tkt E 7o TV D erypto—map D SA ODIRAEZ R L £ 97,

I R EE B

Router#show crypto redundncy
[2000]
crypto-map_lbalance:9 Alive
crypto-map_2balance:1 Fail

I avy rEAL

show crypto redundncy [ L4 2 &EE]

I NS A—4
85A—5 | BERE MEWE| ABHOE
v EERELEE LS S BBOFRRLET, [I~61 [RCRRLET
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| NAT meaeIcReT 21

| VAT Z#8 7 — T L D ER

Ishow ip nat translation

NAT ZEHL L TWARNE T — 7 L DI A2F o LET,

| 2rmmn

Router#show ip nat translation

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 2

List of active sessions:

EWAN1
no Local(address port) Global(address port) Remote(address port) prt tm(s)
et Ry e Fom b
1 192.168.10.2 14295 192.168.1.1 14295 192.168.200.2 14295 icmp 3
2 192.168.10.2 14294 192.168.1.1 14294 192.168.200.2 14294 icmp 3
3 192.168.10.2 14293 192.168.1.1 14293 192.168.200.2 14293 icmp 3
4 192.168.10.2 14292 192.168.1.1 14292 192.168.200.2 14292 icmp 3

I FKREEH 2

[Router#show ip nat translation summary

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 2

| zzm08m

0

| H B | 2
|Max sessions |NAT T—TNDOREEFRR L ET, ‘
|Reserved sessions | HREEDOEDIZTFRLTWANAT 7T— 7 aF R LET, ‘
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NAT #5EIZ 55 & 157Kk

|Active sessions |NAT T—TNVOERFP O ERRTLET,

[Local (address port) [LANIORERTE IP 7 KL R, RUS{ETHA— EREERLET,

etc ERRINFET,

Cloval (address  NATBBHDRIATE 1P 7 L AR — MBS EFR LET,

Remote (address L R S, 5 . —

port) SESEIP 7 RL A, RO%EEAR— NEFEZFRRLET,

prt 7a banrfsabLiF7a harFseRmasLET, tep, udp, icmp PIAME

|tm(s) |Z OERENBOT — T ADOEIRT 5% TORM () #%7LET,

BRI =

show ip nat translation [/ >4 7z —X%&] [summary]

I ING A—45
[ KSA—5 | HENE | BEEE | AHEOf
AT x— NATEBMLTNDA L Z T 2= A% A FT7=—AK |, . o
o ELET B S
i AT OZERFTDHA, BE | NAT 7 =7 L& 3o L
! LET, ’ 7.
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| DHCP H—/\#REICRE D 1R 3R

| DHCP — /8 TEIY BT R 7 FLRADIER

Ishow ip dhcp binding

LAN/EWANZ A & 7 = — AT DHCP ¥ — BERe 23 25812, LAN ED IP 7 RL A MACT RLAD
REEZF R LES,

| zrman

Router#show ip dhcp binding
allocate 00:e0:18:00:93:67 192.168.100.3

arp 00:80:bd:f0:0a:46 192.168.100.253
arp 00:80:bd:f0:08:f8 192.168.100.254
Router#

| zmeons

B\ B SIS
COXEICLTIPT RLABRSTF NN E R LET,
arp CARPIZ LV ERER L7 (BRICRIHFAD)IP 7 R LA

status static ¢ GRE (hosttable <2 R)IZ LV EIY FHTFNRD HILTWS IP T KA
allocate : IP¥HANG D IP 7 N L ATAFERIZ%F L C DHCP H-— HEEEDS B BhlAR L
7Z=IP7 FL XA

MAC
address

WROMAC 7 RLARFRLET,

TP addres [siko IP7 FLA%&ZRLET,

show ip dhecp binding [KIP 7 KL &X>]
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DHCP H—/ #4BEIZ B 9 B 153K

BENE

REEH

HESEFDIE

EELEIPT RLARB, FOARA N MACT RLR) (24H
DB TOHNTZNEERT A0, IPT RLAZEELE
kR

IPv4 7 K
L ARA

DHCP #— & 2 43§
STWBHETORF

e
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| DHCP YL —I—Jx U MEREICRE T 2188

| DHCP 1) L—I—L 1 MERETORE/ NNy v MER

Ishow ip dhcp relay discard-packets

DHCP 7 A4 7> R 6HDDHCP V) 7 = A "3y N ODZAEHHIFEIE LT-/347 » k. R TOYDHCP H— 3786
DDHCP U 7' Z A Xy NOZAGHRHZBEIE LTy e EELEEHIONNT Yy "OX TR LE
\/9\«

| zrman

Router#show ip dhcp relay discard-packets

BOOTREQUEST (size 300 byte)

00000000: 01 01 06 01 69 6e eb 57 Oe 00 00 00 00 00 00
ggoobbbitng%'bb'bb'bo 00 00 00 00 cO a8 Ob 01 00 cO 26
00000002+ 65 7100 00 00 00 00 00 00 00 00 00 00 00 00
88003%b52'bb'bb'bb'bo 00 00 00 00 00 00 00 00 00 00 00
880066622'66'66'66'60 00 00 00 00 00 00 00 00 00 00 00
00000005 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
880066662'66'66'66'60 00 00 00 00 00 00 00 00 00 00 00
00000007 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
ggoobbbél'bb'bb'bb'bo 00 00 00 00 00 00 00 00 00 00 00
880066662'66'66'66'60 00 00 00 00 00 00 00 00 00 00 00
00000004 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
8goobbbbl'bb'bb'bb'bo 00 00 00 00 00 00 00 00 00 00 00
0000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
ggoobbbbl'bb'bb'bb'bo 00 00 00 00 00 00 00 00 00 00 00
8goobbbé2'bb'bb'bb'bo 00 00 00 00 00 00 00 00 63 82 53
O000ODOT: 35 L OL 3d 07 01 00 60 26 00 €5 71 0c 07 53 54
géééééié%'éq'éiTsz 31 00 37 07 01 OF 03 2c 2e 2f 06 Ff 00
0L21.7. ooy s .

00000011: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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DHOP 1) L—T —=1 > REIZ BT B1E#R

00

00000012: 000000000000000000000000 L oiicicaaann
BOOTREPLAY (size 0 byte)

show ip dhep relay discard-packets [ bootrequest | bootreply ]

I INTG A—4
e BENE | BRERE | 4RI
bootrequest | DHCP 7 AT > R BODHCP V7 A ko~ y bootrequest
bootreply FOZERCERE Ly FAERLET, T s ot
bootron] DHCP #— I35 D DHCP U 7T A 347y s DZAE bootrenl #rLET,
ootreply IR LTSy R AR LR correpty
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I DHCP J L—I—C 1 ¥ MEBED R IEHETIEER

Ishow ip dhep relay statistics

DHCP V L —x— T = MEREFE RO, KFEMGHEHREZFZ R L ET,

| zxman

Router#show ip dhcp relay statistics

received request : O received reply : 0O
relayed request : O relayed reply : O
discarded request: O discarded reply: 0O

| 258055

- = | SRE

received request |51g L7 BOOTREQUEST # vt — ¥ #om L £,

received reply |53 L7= BOOTREPLY A vt —V8kA #7 L £,

|relayed request | J L — L 72 BOOTREQUEST A wtE—TaFoR L E T,

relayed reply |V L— L7z BOOTREPLY A vt — 4% 205k L £,

|discarded request |BEJE L 7= BOOTREQUEST % v & — P %i& 3om L1,

\discarded reply |BE3E L7 BOOTREPLY # v & — & #m L £ 7,

BRI

show dhcp relay statistics

IK?%—@

NG A—=RFHYFEEA
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B 5 DNS #EREIZBS 7 & 158k

| % DNS #aEICEH 9 DR

| 5 DNS # g (<RI 1E4R

I show proxydns—cache

FY vV aT I RORAZT 4 v VBT —F 2 RRLET,

[FRIFRE ) 28 0 DGHIIAL T 4 v 7128 SNLTWH = MU LI, HFMEREZRLET,

F7-. IPCPILIRICEADNS D IP T RL A B R LET,

| zrman

Router#show proxydns-cache

<proxydns cache table>

proxydns v4-v6 on

dns server:
PPPOE1=[192.168.100.1,192.168.100.2]

proxy =[0.0.0.0,0.0.0.0]

dns cache time=[86400]sec
dns cache data:
( 0)time=[85920]sec
IPv4 addr= [192.168.25.1]

hostname=[www.fitelnet.co.jp]
( Dtime=[86355]sec
IPv4 addr= [192.168.26.1]

hostname=[f100no2.fitelnet.co.jp]
Router#

[3ffe:2222:2222:2222:02c0:26FF:
[3FfFe:2222:2222:2222:02c0:26Ff:
[0000:0000:0000:0000:0000:0000:
[0000:0000:0000:0000:0000:0000:
[0000:0000:0000:0000:0000:0000:

[0000:0000:0000:0000:0000:0000:
[0000:0000:0000:0000:0000:0000:

fe00:
fe00:
0000:
0000:
0000:

0000:
0000:

e877]
e876]
0000]
0000]
0000]

0000]
0000]

IPv6 addr= [0000:0000:0000:0000:0000:0000:0000:0000]

IPv6 addr= [3ffe:2222:2222:2222:0280:bdff:fecf:f0f6]
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| sze0ns

| E H ‘ "N B
iioxydns VATV e o DNS BRE R I B 71 b mL (IPvd or TPV6 or i) B2 LET

PPPoE TH#EH L DNS H— "D IPT7 RLA BELEZINS — "D IPT7 RL 2%
dns server .

FRLET,

_ 5 DNS BEREIC L W H L7 DNS H— "D [P 7 F L A& L T A2 =R

dns cache time

Li—a—o

i 55 DNS BEREIC K 0 #8 L72 IP/IPv6 7 R L R &R A M OMA B OEEERRL
dns cache data .

show proxydns—cache

I INS A—4

NTA=R[EHYFEA.

132




BZ774 704 —/LICET BIEH

| BE 717 9+—IVICEET 5158

| FE7 /£ RICEY 2 1ER

I show remote-access

AIEGEICT 7B AL, NATU = FOANZRERBKLL EfR> B2, TONFELRTHILNTE
i—j_o

| zzmmn

Router#show remote-access

1:ng count:3 time: 2min 48sec src ip:
2002:901::2e0:18FF:Te00:9367

2:ng count:3 time: 2min 48sec src ip: 192.168.100.254

| zzm08m

- EE | RES

Ing count [ /XA T — %o = mH & FoR LET,

time  [FEET 7 &£ AZFFAT 5 E TOMMERFLET,

lsrc ip XA — RV 2 RAESET 7B ADR(ET IP/IPv6 7 LA EFRLET,

|:7>P§ﬁ

show remote-access

IN?%—@

NTA=REHYFEEA.
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I79txuxrﬂiwﬁ%

I show access—Iists

access—list I~ RCHELIZEREZFRLET,

I BERLTHS. TVERAV A MERTESESHEE

Router#show access-lists ~1~3999 = TIEEAIEE

Standard IP access list 10
deny 192.168.1.10
permit 192.168.1.0 0.0.0.255

Extended IP access list 101
deny udp 192.168.1.0 0.0.0.255 eq domain any
deny tcp 192.168.1.0 0.0.0.255 any eq www
permit ip 192.168.1.0 0.0.0.255 any

Router#

I TOERRAVAMDAI VB EZRRSEDEE

Router#show access-lists statistics
Interface number packets bytes
lan 1 100 1234567890 1234567890

110 10 100
ewan 1 100 0 0

110 0 0
ewan 2 100 0 0
pppoe 1 100 0 0
dialer 5 100 10 2048
Router#

I &IHE OHB

| B B | n oA

T7EAUARES 10 (XX 101) OREFHRE T H
Standard IP access list 10/Extended IP |1 kL,

access list 101 TIEAYANESERELESG. &Hfor b
ELIBESETERTLET,
permit 192.168.1.0 0.0.0. 255 BT BT RLARHAT =Y b #FoRLET,

134



BZ774 704 —/LICET BIEH

deny 192.168. 1. 10 ‘%ﬁ%ﬁ“é? RLRAZERT LT P 2FRLET,

M9 57 KL A+IP Protocol (+3R— k) ZFFr[4 5%
TN ERRLET,
deny udp 192. 168. 1.0 0. 0. 0. 255 eq domain |7%44 57 KL ZA+1P Protocol (+HR—bF) ZHELTH
o Ty MY ERFRLET,

permit ip 192.168.1.0 0.0.0. 255 any

BRI

show access-lists [ <access-list FS> ]
show access—|ists statistics

IN%%—@
ere=n BENE | B | HRE OfE
1~99. 1300 |IPv4 =
~1999 WL

100~199, TPv4 ¥i
access-list [FERLIEWT ZE 2 Y 2 ||2000~2699  |5RiXE RESNTWAETOT 7t

i FNOFFEFRELET, pvefE  |[A U A MEREZERLET,
3000~3499 |, 7
YRR E
3500~3099 [ LLV6 7E
HRARE
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| TE#eEmE Y 21

| L3 ERICET 5158

Ishow pathcheck

Layer3 B DRI 2 TR LET,

| =rman -

Router# show pathcheck
[1] pathchkipaddr:192.168.100.1 status Normal

fail 2/74
success 3/10
route : pppoel

PingTrial :3
PathChklInterval 30
RestChklInterval 30
backup network

PathChkcount 4
RestChkcount 10

1: destination: 10.1.1.1 255.255.255.0
1st pppoel 2nd dialer 2
4: destination: 10.1.2.1 255.255.255.0
1st pppoel 2nd dialer 3
| sz

- = n &

(1] Layer3 Bl o — 4 v 2 FHTT,

lpathchkipaddr [Layer3 Bsfilsem IP 7 KL A (REME) &##5LET,

ctatus Layer3 BE RIS ORREZ FoR L £, MIKICRIBEN 20 5813 Normal” | #RE8IC
MR H D551 Error” & FR & ET,
R DIEE & Bded 30y M REM) D5 B, W DDy h & TR

fail Mmolehze R LET,
RS TIX, 4 DOy ATV - T2 EICHE & g L 5%
EWK L, BUE2 5Dy FEZITIRATWRNWI EEZEKRLET,
EEEIBE 2T Ty M REM) OO H, W DDT y R EZIT IR Z)

success %%%Li—g—o - [
FREEEATIE, 10 DTy FEZTEAICGAICEEERIA & AT L ok
WXL, BUE3 DOy MEZTBRNTWD ZE2E®RLET,

|route ‘10) Layer3 Bt N7~ k@ NextHop (FREMH) Z#FRLET,

PingTrial 1 E10 Layer3 B CRET 5 /57 v F O GREM) %25 LET,
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TURHEBEICE T S5

[PathChkInterval [{REREEHL/ <7 o b O E IR M2 205% L £,

bathChieount | 2P LB BB b OISR RPN B AT, REBEOREE LK
T MO EFR LET,

RestChkInterval [RRER S EORISEAL < v F OEHILERMIEE 2R LET,

fostChkoount  [EROEERIC, W< OO LIERL Y v b O5%) 2ZIBASAI, O
WEEDSEIR L7 & I 5 o ks #or L E T,

|backup network ‘N I T w7 BT LT — X DEREF R LET,

|destination ‘5@5‘67 FL A (#H) 22 R~LUFET,

l1st/2nd (AL ARBEDA VB8 T 2= RNy I T v TREDA V5T =— A% Fom LET,

v FEs

o
NJ|

NIA=ZRZEHYFEEA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I IW—A2 5 )L— T BeeE BT 515k

Ishow router—group

=B T N—T(ERED IR IE A FRoR L E T,

Ii%@ﬁﬂ1

Router# show router-group

grouping enable group ip address 192.168.100.1

no. pref. IP addr Mac addr free ch conn IP addr
1 1 192.168.138.20 aabbccddeeff 0 192.168.200.1
| zmeons
. m®m B | n B
N—B T N—TERE R T 20 E 20 ERRLET,
grouping JL—Z T — A SRE A 9 5355 1% enable, /L—& J L —FfbMsEEA A L7
WA T disable & FovSuE9,
SR s =T THRT A& P T FL A FR LET,
address
no = TN =T D Y — v AB T,
ot =% 7 )—TNTD, FITELnet-F100 OMESENEN. 2 £R LE 4, BTN/ EWNEE
bres B IRE < R0 £,
P add N—B T N—T %R LT Ao/ —% (FITELnet-E30) @ IP 7 KL & (E7 K
adar LR) #FRLET,
N—B T N—T %R LT Ao /L—% (FITELnet-E30) MO MAC 7 RL 2 & FE R L
Mac addr
F9,
J—B TN —TFETGE L T Ao /L—% (FITELnet-E30) D28 X B F % R /LE A %
free ch FLET

|conn IP addr

Ny 7T TR T DD, BRSO 1P T KL AZFRRLET,

show router—group
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TURHEBEICE T S5

NIA=FRZEHYEEA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| QoS/CoS HREICRI T SRR

J0oS 1 52 T —RICHT B1ER

Ishow gos interface

AUH T 2—AFED, QS DEE/NHERESHRTHZI ENTEET,

| zrmmm < 57:—zonenzonn

Router#show qos interface lan 1
LAN

QoS is ENABLE
QoS type PRIQ

Ii%@ﬁﬂz &9 3 2ABDIER

Router#show gos interface ewan 1 status ctl
Class status ctl
class is CONTROL CLASS
priority O
nsec_per_byte 312500
queue length 28
limit 30
sent packets
136 packets
103728 bytes
drop packets
16 packets
8240 bytes
over count 13262
delay count 2953
borrow use
count 9947
red use
early drop 114
force drop 56
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QoS/CoS H#EEIZETT B2k

Ii%@ﬁﬂ3 QoS 7 4 LA DEEEIELR

Router#show gos interface ewan 1 filter host

CBQ class
ver. 1Pv4

protocol 0
src addr 1
src mask 2
dst addr 1
dst mask 2
src port e
dst port r

host

92.168.10.1
55.255.255.255
92.168.100.1
55.255.255.255

q [23]

ange [1024] [65535]

FIEB DA
H B " ="

RELIA 27 2—AT, QSKEREZFHTLNE I PERRLET,

QoS is enable  |QoS HEREZFIM T 235513 enable, B E S AL TV R WA S disable, BXE S 41T
WDDBFIHTE RV A T ready & RRSNET,

QoS type QoS ™% A 7 (CBQ or PRIQ) # 7R LET,

Coss St iR a Rt 52 7 24

Class is 20/ FAORMEERFLET,  ((BQOHA)

lpriority 207 I ADEBREE R LET,

|nsecfper7byte

1A FOREEDLEER ) 2#FRELET,  (CBQ OB

|queue length

Fa—RERRLET,

|queue limit

it bh Dy MEEFRRLET,

sent packets

DI TATEELEAT y FOEREFRLET, I,
W7 —ZREFFLET,

Ay N RO

drop packets

DT TADT—HDIBEFE LAy hOBREFRRLET, £RIT, 7
v MERBIUWRT— 22 F R LET,

|over count

A — = LD 7 2 e ER LET,

|de1ay count

MRIEALB T ORI D D 7 o 8 e Fom LET,

|borrow use

‘borrow HBESNTWAHRFZFR R LET,

[count B T AN DR EE Y RO D v 2 a2 FR LET,

red use [red #HIE SN TV BIFICFR LET,

|early drop ‘RED WL RIS SN Ny NOA T B ERRLET,
learly drop IRED 1= . 0 SN BEIE S AT v N DA T v 2 2R LET,

|period count

Py PEERICF 2 — A o T (PRIQ D5A)

|CBQ class host ‘74’/D§70)i¢%%<1:f£5737<% EFRRLET,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

|VeI‘.

T ANBDORGE D TP A=Y s v EERLET,

|src addr/mask

|7 4 N B OXGRE IR DEIETT B L AR A F R LET,

|dst addr/mask

7 A NE DRGR LR BFIRET N r ARIEE R LET,

src port

FRLET,

T ANE DB L IRDFE TR — NEFE

leq : HET HHK— M7 4 L2 5%

gt FEETOHR— FEF LD RKE W
R—=FBENT 4 NVEE

It f{ETL2R— FE TRV /S
N— RNEFNT 4 NV Z 55

dst port

~LET,

T ANHE DG LI DE AR — N ET AR

neq : {HETHHR— FE S LSO R—
FEFNT 4V Z KR

|range: A=

s OFHZFEET D

hm:ﬁ*ﬁ%iﬁb

show qos interface [ </ & J7x—RX%&> ] [ status | filter ] [ <& S5 RXR4>]

I INTG A=A
INSA—A HRENR R e B HBEREOE
A BTz |QSDIRMEBBLIEVWA L Z T 2— R | A BT 2— AL |2 TDA L HZ T 2—R
— A4 2ERELET, F2V DOIEREERLET,
BIEDAR
status ﬁﬂ
status | BIEDWRINZFTRT D0,/ 7 4 VED BEDREERD I %
filter BENBEFFTHIEIEELET, |7 A R
filter |DETEN
%?
_ _ ETDT T ADERE
Y AR S - -
7T AL ST\ T AL ERRELET, SR ET
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UPnP Di%EEIZE 9 & 153

| UPnP BEEICRE 9 515 R

| UPrP D Eh{EKIRISBIS B fE4R

!show upnp

UPnP 7’2 b a L OEMERNZFR R L £7,

Iﬁ%@ﬁﬂ

Router#show upnp
UPnP protocol is enabled,IGD1.0 is enabled.

I:?DF%ﬁ

show upnp

IN?%—@

NFA=REHYFEEA
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

UPnP ot &t 15#R

Ishow upnp statistics

UPnP 7’12 b IV OFEEHE WA F R L £,

I FKEEH

Router#show upnp statistics
UPnP protocol

0 GENA events

is enabled.
0 SSDP announcements
0 description requests
0 SOAP requests
0 SOAP action requests
0 SOAP action rejects
0 SOAP action Tfails
0 GENA subscribe requests
0 GENA subscribe expires
0 GENA current subscribers

I £IEE DA
e ZRES
|UPnP protocol is enabled. ‘UPHP RreE R LET,
|O SSDP announcements ‘Advertise EEREEFRLET,
|O description requests ‘description EEREEERRLUET,
0 SOAP requests SOAP 77 > a7 = A MEEEA R LE T,
|0 SOAP action requests  |SOAP 77 =2 U 7 = A MRENEMk & FoR LET,
0 SOAP action rejects  [SOAP 727 3 2>V /=2 b fE&ESAE #7 LET,
0 SOAP action fails SOAP 77 a ) s mA b KRS EFR LET,
|O GENA subscribe requests ‘GENA FOREGERBEERRLET,
|0 GENA subscribe expires [HEZEMIM expire MI¥& %% L £,
|O GENA current subscribers ‘fﬁ?{@ﬁﬁgﬁ%ﬁ%ﬁﬂ? LET,
0 GENA events o~y R R R E R LET,

I:?DF%ﬁ
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UPnP Di%EEIZE 9 & 153

show upnp statistics

I INTG A—A

NFA=RFHYFEA
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

UPnP DA R F2IEIZEET 5 1EER

Ishow upnp subscribers

UPnP DA X MEZEHF—EERRLET,

summary A7 g VEARET A Z LI  ZEFEHIRA TP — AT LOZEERER R LET,
ZAEFIX. WAL LTHESH IRL B CHERELIIA T FEnET,

WESE L UCHEEO IRL BMEE SN 5E, O RLICE > TRAB LI T P ENET,

Iﬁﬁ@ﬁﬂ

Router#show upnp subscribers

Service Name Remains Events Subscriber
—————————————————————————— o
WANIPConnectionService:1 123 0123456789 192.168.100.100:33333/
WANCommonInterfaceConfig:1 123 0 192.168.100.100:33333/
Layer3ForwardingService:1 122 10 192.168.100.100:33333/
WANIPConnectionService:1 95 22 some.domain.com:222/event:1
WANCommonInterfaceConfig:1 95 0 some.domain.com:222/event
Layer3ForwardingService:1 94 0 some.domain.com:222/event
WANIPConnectionService:1 - 12345 zoo.domain.com:333/event

I%ﬁﬁwﬁ%

H H [ERE=

|Service Name “'7“* A4 AR FR LE T,
Remains |V — =K% 5 LET,
|Events ’/I’ Ny A EEEAERRLET,
Subscriber |WFEH 2 FoR LET,

I:?DF%ﬁ

show upnp subscribers [summary]

INﬁ%—?
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UPnP DEEEIZE T & 158

K545 BERE BEEE | AREBOME
summary  [F—EAZLOZEERERFLET, |sumary [ZEHF-EORER
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

UPnP OR— k< v EVTICET 51EHR

Ishow upnp port-mapping

UPnP #§BEIC L DR —bh~v B 7 —EERRLET,
summary A7 g VAEARETAZLICLY, R—hvv b/ —EL, R— vy U VHERNPFRE
nEJ,

I FKEEH

Router#show upnp port-mapping

Client iPort Prot ePort Remote Remains Status
——————————————— R S
192.168.100.100 33333 TCP 22222 123.234.132.213 999 Enabled
192.168.100.101 22222 UDP 11111 0.0.0.0 0 Enabled
192.168.100.103 3333 UDP 3333 0.0.0.0 - Disabled

I FIEB DA

H OB N A

Client |NEEIP 7 FLA%ZERLET,
Prot  |NEHR— FEBEERRLET,
lexport AR — hEB AR LET,
Remote [$5%E7 FLA&ZRLET,
|Remains ‘ U — AR 2 RN LE T,
RN— b~y 7HREEFRLET,

|Status

I:?DF%ﬁ

show upnp port-mapping [summary]
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UPnP Di%EEIZE 9 & 153

I INS A—4
"5A—5 RENE BERE LRHOfE |
|summary A= IREBEFRILET, ‘Summary R— v T —EDLFER
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| s1vnryTmeecms s

I RADIUS 35% - BhEHEBOE T

Ishow radius

ISDN D FEZ1Z RADIUS Zffi 3 A B> . RADIUS — 3/RADIUS T H 7 v F 4 > T — "OHBEE . &
g mAE £ R LE T,

I KEE S

Router##show radius

Server Auth-port Acct-port
158.202.232.2 1645 1646
192.168.50.1 1812 1813
192.168.50.2 1812 1813

RADIUS retransmit count : 3
RADIUS timeout . 2 seconds

RADIUS statistics

send packet -4
recv packet 4
discard packet : O
auth failure =: O
retry out -0
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S YILT v THEEIZB T B IR

I FIEB DA

w8 moR
[Server Gk STV D RADIUS % — 0 TP 7 R L%
Auth-port IRADIUS COREHE T2 H— F &5

lAcct-port RADIUS TOT A1 7 v 7 1 v il 2 K— &5
L ‘ﬁ%@ﬁ

|timeout JSES A BT TR ()

|send packet  |[RADIUS H—/SIZRRAE/T 7 T 4 7 THAF L1247 v MK
|recv packet ‘RADIUS PN REE/ T T T 4 T TR LTy MK

RADIUS — "N BZE LTy DO b, 74—~y MR BT EN Lo
MRS NIy N

discard packet

|auth failure |[FRFERAR & 72— 7z 1A1%K
[retry out [F%T ¥ b & Ao K

I avy FEX

show radius

I INTG A=A

INTA=HFTHY FHEA
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| m=em, Emmmee < 5

| =50/t

Ishow elog

WROTT—1 7 (BRSO & %7 LT
reverse ZfHE Lo HEIE, 7 2RIRICER R LET, Fo, HFEEETH L, O 7o fEEL
T ETERRLET,

| zrman

Router#show elog

000 0000:00:00.00 2003/02/12 (wed) 14:51:11 0 00000000 00000000
#P_ON[V10.00-100402]

BRI

show elog [K<RTT % elog > | reverse]

I INT A —4
Bl
85 A—4 HENE ﬂ;“ BB OIS
Tt B elog |Ieia 7258, BN DD elog [EHMA SR | ~6d 2T elog 1HH A2 T
% HEIEELET, LET
Feverse L BB FRT B AT, BE LT mwmo§§%@ﬂ%%mé“
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PEEZEH - BAEGEICET SI5H#

Iﬁgﬁ%%ﬁ

Ishow tlog

EEO7 VT 4 an s (BEEREOER) 2R LET,
reverse ZIRE L7203, vV 2BAICE R LET, T2, WTEEBCECTHE, HFOaTNBEEL
T ECchEERLET,

| ESEEL

Router#show tlog
000 0000:00:00.00 2002705709 (wed) 09:38:52 0 00000000 00000000
#P_ON[V01.01-042601]

Router#

show t log [K<RFRT D tlog #> | reverse]

I INT A —4
B
RS A—~ BENE T LELEEDE
FrT D tlog |(Ilcfia 7 &2EH, BENHOD tlog fEHREZRT {~39 TD tlog IHFWA TR
H HNERELET, LET,
reverse LD BIEIZFR T 5510, FEELE T,  |reverse g;%@ﬁl%?&m st
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I@ﬁ-%@%@nﬁﬁﬁ

Ishow slog

REEE, ¥X2U7 4, A F 72— ADERER TR LET,
Flo, BT ERET L L, IO I NOIRE LT ETERRLET,

| zzmmn

TIFfrffef

Router#

Router#show slog
000 0000:00:00.00 2002705709 (wed) 09:38:52

#P_ON[V01.01-042601]

0 00000000 00000000

BRI

show slog [ <RRT B slog £ ]

I INT A —4
SN o e
XS L — s o ax A Hl s
NS A—4H HENE = HIREFDIE
Frt B Hn e En mEN DD slog R E ST 5 519 ATO slog fFHE KRR
slog ¥ NERELET, =
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BEZEH - BAEEEIZBT SI5H

4R 00O ER

!show flog

WEOT 4N EZ ) T a T B RR L ET,

Iﬁﬁ@ﬁﬂ

101
000

000 0000:00:00.00 2003709730 (tue) 21:49:01
#BOOT[V01.05-093003] SIDE-A.frm SIDE-A.cfg

001 0000:00:34.82 2003709730 (tue) 21:49:36 15 00000000 00000000

P EWAN2 in UDP 192.168.0.1:520 192.168.0.255:520

45 00 01 60 64 c6 00 00 3c 11 83 5d cO 99 8a 01

E.. d...<..]-4..

00 .4.

00 ...

00 ...

00 ...

Router#sho flog dump

cO 99 8a ff 02 08 02 08 01 4c 00 00 02 01 0O

0 00000000 00000000

I:?DF%ﬁ

show flog [dump] [KFKRT 5 flog > |reverse]
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I INS A—4
NS A—4 BHALNES HIRBEDIE
. RIS NIy N ORI B S T REL | I D OSSR &
’ 7, P dump R LUE AL
FRT D Bon 7 EEh, MENS OO T 4R T 198 BTO flog ERAEFETL
flog %% TIEME BT 20 ERELET, F9,
reverse FLWDBIEICR AT 25512, f8ELE T, |reverse jb\% pnmEIE
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[EZE A BRI T B 15
I%?%—»K;éﬁ%ﬁﬂ%%t%?é%ﬁ
Ishow mailinfo
B A — )VIBIISEE DB FEMEHE R Z T LET,
I = o B E 5l
Router#show mailinfo
event count o1
send success count - 0
tcp connection error count -0
smtp error count 0
send error count 0
Router#
| zmeons
| B B | n oA
|event count ‘é%ﬁl)"“/V%Eﬁ§ﬁ§?“§)4)f<>/T‘b§§§ﬁil/f:[]§ﬁ
|send success count ‘%3%37(b—lb0)£§ﬁ§ﬁ§EEEﬁl/f:[]§ﬁ
|tcp connection error count ‘%%)‘ —JLIE(EHFIZ SMTP Hh— "L a7 g UNiERLZe o 7=k
|smtp error count ‘%33‘;“—/D£§ﬁ§ﬁ?KZSMTP PR DRV T I B - T2 [F1%K
|wMeHMcwm ‘%%%—W%Eﬁ%%bk@@

|event buffer full count ‘E?'E%f —IVEERETHA R MR A— =T o — L7z [a

show mailinfo

INﬁ%—?

NTA=R[EHYFEA.
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

4

| SSH ¥ —/SHEIEIT H1%3R

EH#H# KRR M) OFERICET 51EH

Ishow crypto key ssh

WEICRESNIZEAE (A M) 2RI DI LNTEET,

I KTEESG 1 BSDNEFESE

Router#show crypto key ssh

Key pair was generated at: Wed Aug 25 16:33:37 2004

Key type: SSH1-RSA key (1024 bits)

Key Data:

1024 37 12772534120769135066289150792309840111648281534514544731686136218951608
43044904213682540536789086520254565572684022004016847398243985350532823236365642
27876860354412087293610505425713690960267198676386325574400038454973935082512455
245314464684014409208693476592049989548538242242663246414887970518807433817189
Fingerprint: 59:0d:9c:a5:87:7a:e3:3c:37:ba:f7:d1:c2:0f:54:02

Router#

Ii%@ﬁﬂZE%@ﬁmmmMﬂ%ﬁ)

Router#show crypto key ssh fingerprint

Key type: SSH1-RSA Key

Key sizes: 1024 bits

Fingerprint: 59:0d:9c:a5:87:7a:e3:3c:37:ba:f7:d1:c2:0f:54:02
Router#
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SSH Y —/ VEEREIC B 9 S 158

I FIEB DA

| E B | n &
|Key pair was generated at ‘ﬂF—@EEﬁE#XIJ%%% LET,

|Key type RA MNROFEFAERRLET,
|key size HA MEOFE AR RLET,

Key Data (AP DT — 2 2 FoR LET,
A A B EAOANBREEOFEL (fingerprint)

|fingerprint

show crypto key ssh [fingerprint]

I INTG A—4A

Rrery BENE  smmom
|fingerprint |key type, key size, key Data ##F/~x L FE T, ‘ﬁéf@IE HEFRRLET, ‘
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

SSH MEXEARRE IR 5 1HHR

Ishow ip ssh

SSH OF%ERRER FR L E T,

Iﬁﬁ@ﬁﬂ

Router#show ip ssh

SSH Enabled-version 1.5
Authentication retries: 3
Response timeout: 120 secs
Exec timeout: 5 minutes
Router#

I%ﬁﬁ@ﬁﬁ

| E B | s

|SSH Enable ISSH H— SOk HEZ R LET,

version 1.5 ISSH 4 — BT 5 SSH 7 0 kI A DA— 2 v &R LET,
Response timeout [SSH 7 1k 2L ORARFHIER (REN) &5 LET,

AR Y b T A ¥ (REE) 2FRLET,

|Authentication retries

I:?VF%ﬂ

show ip ssh

IN5%—9

NIA=FBZEHYEEA,
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SSH Y —/ HEREICT T B 15#

SSHaxo L a DIRREIZEET 158k

!show ssh

SSHa g7 va v OfREEEZFR R L ET,
statistics 7'V a VEIRTE LT2GA1E. MeHEROAZF R LT,

I ForEEHI 1 SSHaRI L3 OER

Router#show ssh

Total Sessions Active sessions Reject sessions
2 1 0
Router#

No. Version Encryption Hash State Remote Host
1 1.5 3DES-CBC None Session started 192.168.100.1

Ii%@ﬁﬂz SSH a4 < 3 v O#HER

Router#show ssh statistics

Total Sessions Active sessions Reject sessions
2 1 0

Router#
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I FIEB DA

&= 8

| "

)

|No.

E

|Version

SSH7 1 kA= g v iR LET,

|Encryption

W BT A=) X goR LET

|Hash

’/\;/i/:L77/D:f1JJ?jx%f§§ﬁ3[/§3ﬂ‘o

State

SSHax7 va OREEZRLET, REETIE, UFTORAT—FRAERLET,
Session initiating [SSH & v 2 L g B — PRI THE £ T
‘Session started ‘:Lh“ifégéi%giji&%0)$kﬁ§

Remote Host

‘2&%%&:77"22 LCWALSSHZ AT MO IPT RLAZFRRLET,

Total
Sessions

SSH Hr— "Bt SN2 SSHE v v g v oke#e m LET, EENHES) L2855 13.
07 VT ENET,

Active
sessions

avy RIATRERCHERF O SSHE v & a v OiEk,
FoREND SSH 2427 2 3 (Session initiating & Session started) D% E —E
LET,

Reject
sessions

B i L= SSHE v a v ooBia R LE7,
SSH B Ca—WRZENRLI Lzt v ¥ g U PIAN RV AR — F SSH/N— 5 12 K B2,
SSHY— DT 7 A Y A MREICL DKM, SSHE v gy ETor 7oA L ERERIK

E) FREELTAT L PLET, EENBES LS. 017V T7SNET,

I avy FEX

show ssh [statistics]

I INT A—4H

msx—9|

wEmE LHEOfE

|statistics [fEEHERERTLET, [SSHE v a v ORELEDTERLET,
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EGRFXIERGEICE T SI5H

& bR R ST IR AEICE T 1R R

I & AR T R RE D IR RE

Ishow remote—maintenance ssh

15 PR PR ST SRR RE O BN ER I 2 MERR T X £ 77,
RIS S EMREIX. remote—maintenance ssh =~ RCRRIG #& T CTx £,

I FoRBEIER 1 EZFRRT R AEBE S

Router#show remote-maintenance ssh
SSH remote-maintenance is enabled,remaining 9:58(mm:ss).

Router#

I FREER 2 EFRRTIEMEESEEL TN

Router#show remote-maintenance ssh

SSH remote-maintenance is disabled

Router#

show remote-maintenance ssh

I INTG A—A

NS A—=2FHYFEEA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| o7—Lryx7IcB89 &R

| o7—49z77

74 ILDIER

Ishow file firmware

Ty =AU 2T ONEEMRT DL ENRTEET,

| zrmmn

SIDE-A: VALID (Active) ID: WAKATO EXTID:XAF4 FIRM VER:V01.00 FILE

VER:112301

SIDE-B: VALID (lInactive) ID: WAKATO EXTID:XAF4 FIRM VER:V01.00
FILE VER:112301

| cz20m0

. EH

| ES

|SIDE-A/SIDE-B

SIDE-A. frm,/SIDE-B. frm % &bk L £,

BN T 77— 02T NEIDEERLET, 77— 02T & L TER TRV
VALTD A%, INVALID & ER ST,
INVALID OYRFETCIE, 2D 77— AT =TS OERIMTITE A,
WOREIFICEHSND 77— LT =T NEIDNEFRLET,
ACTIVE/INACTIVE Active : IROFLENFICHE H XD Tnactive : RO BB v/
1D 77 —Ay =T O IDEERLET,
[EXTID 77— Ly =7 O ID 2 %R LET,
VER 77— AT =T ON—Ya v ERRLET,
IFILE VER 7r—br=TOYEVarEERLET,

BRI

show file firmware [ KT 7—LOxzT7774IL4%> ]
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Z7—ALD T FIZET SIEH

ERE | BEHE L EBEOME

J
Y
|
%y
B
o

SIDE-A. frm DT
Ty7—bL7 20577 —L 0T 774 SIDE-A. frm s WO T7 75— =T
=T 774 DL, ELLEZRT L |7 7 A VOIEH &= For

_ ez
A PiELET, SIDE-B. frm SIDE-B. frm O1{E LES,

WA

I T77—LJTFIZDNT

FITELnet-F100 TlL, 77— LU =T7 L LCEFBTAHAZENTEDE 7 7 A NVE2ORGTHI LN TE

£7,
Z®D 21X, "SIDE-A. frm””SIDE-B. frm” &9 7 7 A /L4 T, FITELnet-F100 ({2 S AL E T,

— DT =T =T ORI T e UTHIF LY . 85D FITELnet-F100 %2, 87 L 7= FEIZ R
NN —=Va T v T T HGEREIC, REAHTT,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| EERBIcET BER

| BEDEDORERR

I show running. cfg

SUEBMEF OBRERME R LET,

| zrmmn

Router#show running.cfg

CLI V00.6x 2001/12/xx

I LAST EDIT 14:55:57 2002/06/19
I LAST REFRESH 00:00:00 0000/00/00
I LAST SAVE 14:55:59 2002/06/19

ip route 0.0.0.0 0.0.0.0 192.168.138.1
1

interface ewan 1

ip rip receive version 1

ip address 192.168.138.64 255.255.255.0
exit

interface lan 1

ip address 192.168.100.1 255.255.255.0
exit

1

router rip

network 192.168.138.0 255.255.255.0
redistribute connected

version 1
exit

1
end
Router#

show running. cfg

I INTA—4H

NG A—=B[FHYFEEA
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RERNEICET BI85

REBHRICOLT

FITELnet-F100 O EFHOMOFITIL, HH SN DREIZI VLT O 3FEIH Y 7,
|running- cfg |ﬁﬁ@ﬂ”ﬁ¢®?&‘i‘%%&
working. cfg [t FORENH |
lboot. cfg  [KIEEBIRFORENTH |
F 7=, FITELnet-F100 Tl%. SIDE-A. ¢ f g /SIDE-B. ¢ f g L E VLT, 2 FHEHOBREB WA IFT 5
CENTEET,
INHOREHFROBBKIL, UTOLII1I2 4, (BFREHFERMOLT ("save ) X, a~
R4 T4, )

oot. cfg

rreeee—m—m—————————= |

| |

: SIDE-A. cfg : save restore
- . < ,

: I working. cfg running. cfg
—_ > -

| SIDE-B. cfg : load refresh

[ ) 5 [

| boot configurationizd YEiR |

_| _____ |

KERLEH

HaATY FOFFIZOWTEL, a~vr R 77 LA (BER) 22RLTI7EE0,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

Iﬁ$$®ﬂiﬁﬁ

I show working. cfg

BEREFOREFREFR TR LET,

| zxman

Router#show working.cfg

CLI VO00.6x 2001/12/xx

I LAST EDIT 14:55:57 2002/06/19
I LAST REFRESH 00:00:00 0000/00/00
I LAST SAVE 14:55:59 2002/06/19

!
ip route 0.0.0.0 0.0.0.0 192.168.138.1
!
i

nterface ewan 1

ip rip receive version 1

ip address 192.168.138.64 255.255.255.0
exit

interface lan 1

ip address 192.168.100.1 255.255.255.0
exit

1

router rip

network 192.168.138.0 255.255.255.0
redistribute connected

version 1
exit

1

end
Router#

j—
~
~o
Ji
>
I
<X

NIA=FBZEHYEEA,
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RERNEICET BI85

REBHRICOLT

FITELnet-F100 O EFHOMOFITIL, HH SN DREIZI VLT O 3FEIH Y 7,
|running- cfg |ﬁﬁ@ﬂ”ﬁ¢®?&‘i‘%%&
working. cfg [t FORENH |
lboot. cfg  [KIEEBIRFORENTH |
F 7=, FITELnet-F100 Tl%. SIDE-A. ¢ f g /SIDE-B. ¢ f g L E VLT, 2 FHEHOBREB WA IFT 5
CENTEET,
INHOREHFROBBKIL, UTOLII1I2 4, (BFREHFERMOLT ("save ) X, a~
R4 T4, )

oot. cfg

rreeee—m—m—————————= |

| |

: SIDE-A. cfg : save restore
- . < ,

: I working. cfg running. cfg
—_ > -

| SIDE-B. cfg : load refresh

[ ) 5 [

| boot configurationizd YEiR |

_| _____ |

KERLEH

HaATY FOFFIZOWTEL, a~vr R 77 LA (BER) 22RLTI7EE0,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

Imﬁﬁﬁﬁiwﬁ%

I show boot. cfg

RN OBEF iz 2~ LE T,

| zxman

Router#show boot.cfg

CLI V00.6x 2001/12/xx

I LAST EDIT 14:55:57 2002/06/19

I LAST REFRESH 00:00:00 0000/00/00
I LAST SAVE 14:55:59 2002/06/19

!
ip route 0.0.0.0 0.0.0.0 192.168.138.1
!
i

nterface ewan 1
ip rip receive version 1
ip address 192.168.138.64 255.255.255.0
exit
interface lan 1
ip address 192.168.100.1 255.255.255.0
exit
1
router rip
network 192.168.138.0 255.255.255.0
redistribute connected
version 1
exit
1

end
Router#

j—
~
~o
Ji
>
I
<X

NIA=FBZEHYEEA,
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RERNEICET BI85

REBHRICOLT

FITELnet-F100 O EFHOMOFITIL, HH SN DREIZI VLT O 3FEIH Y 7,
|running- cfg |ﬁﬁ@ﬂ”ﬁ¢®?&‘i‘%%&
working. cfg [t FORENH |
lboot. cfg  [KIEEBIRFORENTH |
F 7=, FITELnet-F100 Tl%. SIDE-A. ¢ f g /SIDE-B. ¢ f g L E VLT, 2 FHEHOBREB WA IFT 5
CENTEET,
INHOREHFROBBKIL, UTOLII1I2 4, (BFREHFERMOLT ("save ) X, a~
R4 T4, )

oot. cfg

rreeee—m—m—————————= |

| |

: SIDE-A. cfg : save restore
- . < ,

: I working. cfg running. cfg
—_ > -

| SIDE-B. cfg : load refresh

[ ) 5 [

| boot configurationizd YEiR |

_| _____ |

KERLEH

HaATY FOFFIZOWTEL, a~vr R 77 LA (BER) 22RLTI7EE0,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I$E774w®%ﬁ

Ishow file configuration

RET 7 A NVONK LGS T HZ LN TEET,

| zxman

SIDE-A: (Active) LAST SAVE: 14:32:33 2003/03/07
SIDE-B: (Inactive) LAST SAVE: 14:32:33 2003/03/07

I FREOHA1 T7AINBERELGVNEGS

| == | N

SIDE-A/SIDE-B  [SIDE-A. cfg,/SIDE-B. cfg % bk L £,

ROEERFCHEA SN ORET 7 A NP E I PEFRRLET,

ACTIVE/INACTIVE Active : IROEENFICHEH &35 Tnactive : IROECENEF I S vz

[LAST SAVE (Bl A SN A R R LE T,
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RERNEICET BI85

I FRE@EH2 TrAINEEEELESES

Router#show file configuration SIDE-A.cfg

CLI V00.6x 2001/12/xx

I LAST EDIT 14:55:57 2002/06/19
I LAST REFRESH 00:00:00 0000/00/00
I LAST SAVE 14:55:59 2002/06/19

ip route 0.0.0.0 0.0.0.0 192.168.138.1
1

interface ewan 1

ip rip receive version 1

ip address 192.168.138.64 255.255.255.0
exit

interface lan 1

ip address 192.168.100.1 255.255.255.0
exit

1
router rip

network 192.168.138.0 255.255.255.0
redistribute connected

version 1
exit

1
end
Router#

BRI

show file configuration [ KT 7—LDxT7I7A4ILE> ]

I INTG A—4A

kA= BERR | BEHE | EBEOIE

SIDE-A. cfg O ‘

An_‘,—'—»

W5 DREET 74 v
DIFHREFR R LE
./9)—

o

Ty—DbT R2OBDOIRETTANDI B, SIDE-A. cfg A FT
27774 |EBLESZRTLIMNEREELE
VA B SIDE-B. frm

SIDE-B. cfg O
e R
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

| semmeonc

FITELnet-F100 DR E MO PFOHITIE, EH SN OREBICE VU TO 3FERH Y £7,
|running- cfg |ﬁﬁ@ﬂ”ﬁ¢®?&‘i‘%%&
[working. ofe [fdth DRERFH |
lboot. cfg  [KIEEBIRFORENTH |

F 7=, FITELnet-F100 Tl%. SIDE-A. ¢ f g /SIDE-B. ¢ f g L E VLT, 2 FHEHOBREB WA IFT 5

ZEIMTEET,

INEOREHMOBBIL, LLTOL 512720 9, @EEHHREOILT ("save”5F) (T, a~

R4 TF, )

oot. cfg

rrree——_———————— |

I I

| [ SIDE-A. ofg | save restore
- _ - :

: I working. cfg running. cfg
—_— —_— >

| SIDE-B. cfg : load refresh

I . . I

| boot configurationizd YEiR |

- _| _____ —

HEEH

HaATY FOFFIZOWTEL, a~vr R 77 LA (BER) 22RLTI7EE0,
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SRR L—XIZBT B

| ZRIML—XRICEE T 5163

| #EShTB8RY FL—ROBEE

Ishow tasktrace actives

RELEFAZ FL—2ZAONEEFRLET,

| zrman

Router#show tasktrace actives
arp send

arp recv

snmp requests

Router#

show tasktrace actives

IK%%—Q

NIA=FRZEHYEEA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

I@xarv—xn%#%ﬁﬁﬁﬁ

Ishow tasktrace statistics

FAT =R HMEHER e R L ET,

| zxman

Router#show tasktrace statistics

total msg(613), nonblock-dropped msg(0), Filterd msg(576)
console mode(on), level(debug)

telnet mode(on), level(debug), msg(20)

buffer mode(on), msg(30)

syslog mode(on), level(debug), msg(7)

logging mode(on) elog level(warning), slog level(notice), tlog
level(err)

elog set = off, slog set = off, tlog set = off

IF filter(lan set = off,ewanl set = off,ewan2 set = off

pppoel set = off,pppoe2 set = off,pppoe3 set = off,pppoed set =
off

pppoe5 set = off)

I & I8 B DEREA
| H B \ n A
total msg (Z A PL—ACBICEA v E— S HAEFERLET,
|nonblock—dropped msg ‘B"Eﬁéi}/bf:% vE—UEERRLET,
|filterd msg ‘74’/1/5“*KJ: VRIS A =V E2F s LET,
B2 NL—AFRE ) TNZA DAY —)VICERRT DN E D ER
console mode LET,
on DLFEIL, RREITHRNVET,
TELNET Tr 27 A > L CWAHARA NOEEIZ, VT NAVEA LIHX AT FL—
telnet mode AMEREFRTLONE I NERLET,
on OEEIX, BAREITHRVET,
Ny TFIZHEAT N —RAEFREMTTHNE I ERLET,
buffer mode on DFHEITE. K LE 9, show tasktrace buffer =~ KT, WET
ToB AT N —ADEHRESZRTXET,
|syslog mode ‘SYSLOG Y=, v T ERNT HNE I NERLET,
[Tevel & AR~ LSl 205 LT,
Imsg IR A~DHA A v — VR TR LET,
|e10g level « o ¢ ¢ o « ‘%D TOLLVEFRRLET,
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XX FL—XICET BIEH

|elog set o v e e e ‘%\97\75"12y rFAENEIMWERRLET, ‘
TP filter P& A FL—RICBLT, hL—RAT B8 T =—RAEFRLET,

show tasktrace statistics

I INTA—4H

NG A—=RFHYFEEA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

Iﬁv77t&ﬁént9x7hb—x%ﬁ

Ishow tasktrace buffer

Ny 7 I LIEZ AT FL—ADORNEEZERLET,

| zxman

Router#show tasktrace buffer

total msg(613), nonblock-dropped msg(0), Filterd msg(576)
console mode(on), level(debug)

telnet mode(on), level(debug), msg(20)

buffer mode(on), msg(30)

syslog mode(on), level(debug), msg(7)

logging mode(on) elog level(warning), slog level(notice), tlog
level(err)

elog set = off, slog set = off, tlog set = off

IF filter(lan set = off,ewanl set = off,ewan2 set = off

pppoel set = off,pppoe2 set = off,pppoe3 set = off,pppoed set =
off

pppoe5 set = off)

%ttrace[NETWORK:7] (15:36:02 03/03/2003) vif 1, recv

type 00000800 len 114, id 00125800

MAC: 08:00:20:0F:fb:cl -> 00:80:bd:cf:f1:00 type IP

IP: 158.202.232.002 -> 192.052.138.064, tos 00, len 100, ttl
254, prot ICMP

ICMP: type echo reply code O

| sme05m
| H B | n B
|total msg ‘5747 L —RATHRETEIAvE—VHAERRLET,
|nonblock—dropped msg [FEEINIZA v E—UBAERRLET,
filterd msg |7 4 B =i RV B S At — VR RN LE T,

178

console mode =
on DEGEIX, BAREITIRWET,

BAT N —ZEREV T NAEA LAY ) —VICFERTENE I NER

telnet mode AN RMERRT DHMNE I MERLET,
on DLETX, BAREITRNVET,

TELNET T 7 A ' L TCWAKRA FOMEEIZ, VT NVHA DIH AT hL—




ZROFL—RIZET B

Ny Tyl B AT N —RAEFRENITTHNE I DERLET,

buffer mode on OEAIE, W LE9, show tasktrace buffer =~ KT, G T
T-H AT NL—ADERESMCTE £,

|syslog mode ’SYSLOG P—NZ, v BT HENE I D ERLET,

Tevel DR ~D LVl R R L2

msg AR ~D I 2 v — Ot R LET,

|elog level « = ¢« o ‘%\ﬂ TOL)VEFRRLET,

|elog set ¢ e v e e ‘%\D ThYy NTBHNEI»EFRRLET,

TP filter POF A7 PL—RICBLT, hL—RT DAL F 72— AEFRRLET,
THUBEIT, EBC R L—RA LT =22 FRLET,

%ttrace 72770, FoRTEDHDIL, tasktrace—manager buffer tracing 23X iE S
TS5 EDHTT,

BRI

show tasktrace buffer

I

o
NJ|
Y
|
N

NG A= EHYFHA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F100

Ié@xbhu—x%ﬁ

Ishow ttrlog

WEOH AT P L—AEMEFRRLET,
BrafaEd oL, o hotaE L BFaETaRRLET,

| zzmmn

Router#show ttrlog

%ttrace[NETWORK:7] (15:50:42 21/08/2002) vif 2, send
type 00008863 len 30, id 0011e000
MAC: 00:80:bd:cf:f1:0a -> ffF:ff:ff:Fff:ff:ff type PPPOE
PPPOE: code 09, session_ID 0000, len 10
Router#

| o~ ket

show ttrlog [ <RRT S ttrlog #> ]

I INT A —4
Ea— I
NS A — s e B TEE R
INTG A—4H HERNE HIREDE ‘
FrT D %ﬁﬂf%ﬁb\ﬁ£w<o@twbg%ﬁ%§%1Nm0éf@twbg%%%%
ttrlog %% THMNERELET, ~LET,
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REDEIGHIRF

| ¥ B0 2 EHIE

I%E@éﬁﬁmﬁ

Ishow report-al

FITELnet-F100 O£ % BfG L £,
728, 7 report-all 7 o<l RTIEL, WEHD— 27 (more HilfH) 2T/l EHADT, Mz A
I =V TEDLLIIHRET I, FRINDEREVTNAA LT 7 A MURFT DL HITHEL T

BIBERDHY £,

| zrman

Router#show report-all
[line]

[LAN 1 port 1]

Link : down

Xove > MDI (auto)
Auto > on

Speed Io——

Duplex : ---

Router#

EEIEE:

show report-al |
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show access—1lists +-crcerrrrreeennneeen. 132
ShOW AL1IAS * - - rrrrrrrrme i, 3
ShOW OO, CFg «+ v v v v ereremneennennnens 168
show boot—back «««cvvvrrree 12
show calendar «+« - cvrrrrrri 6
show crypto ca certificate ---+--------- 118
show crypto ipsec sa +-:- rerevereerenes 110
show crypto ipsec—log ««crrrvrreeennnnns 119
show crypto isakmp policy +«c-v--vevev-- 112
show crypto isakmp sa ««cccrvrernnns 108
show crypto key ssh «cvvereereeneeeenn. 156
show crypto multi-path «---ccvvereeeeees 120
show crypto redundney «««ccccveeaan s 121
show dhep lease -« «-vrrroremeeamenenn. 105
ShOW @10g « -+ v rrrrrrr e 150
show file configuration - «+-----x-vv--- 170
show file Firmware «--«--ccovvemmeeneen- 162
Show F1og <+ vrrrrrrr e 153
ShOW hiSTOry =« vrrrrrrree e, 10
show interface Dri « -« -vrerrremmeomeenns 21
show interface dialer «------- v vvrnns 23
show interface ewan -« «---c-creeeeomeennns 17
show interface ipsecif - - ccrreoeeenns 27
show interface lan «--c-vvcrrremmeoneennn 15
show interface loopback -+ + -vvveerenn 25
show interface NULL -« -ccrrremmeemeennn 29
show interface pppoe ««««rrrrrrrreennnnns 19
ShOW 0D AT « v v rrrrrrrrr e 75
ShOW ip bgp « v vrrrrrrrr e 81
show ip bgp community—info «««----cccvv-- 84
show ip bgp neighbors <« ccevvvreeeeees 85
show ip bgp paths - - cccvvvreeeneeeenn. 88
ShOW ip bEp SCan - rrermrrerreaaraens 39
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show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show

show

ip bEp SUMMALY - - - «rcrmrrerrennnn 90
ip dhep binding -« 124
ip dhep relay discard-packets ------ 126
ip dhep relay statistics -« ------ 128
ip interface dialer----:++---cccv-- 66
ip interface ewan-----+++ e 64
ip interface ipsecif -« voveeennn 69
ip interface lam«---«ccvvvreeeeennen 60
ip interface loopback -««--«+ v vv-- 67
ip interface pppoe -« wvereereennen 62
ip nat translation--------" - v -o- 122
QD PrOLOCOLS *+« v v rrrrreennmeennne 77
ip resolver—cache -+ -+  rrrreeeees 92
i Tip rrrrrrrrrrror e 79
I TOULE -« v v rrrroe e 73
ip SSherrrrr e 158
ip stateful-packet --««cvvvreeeeennen 93
ip traffic -«ororrrorororaeenn 95
ipv6 interface ewan:-- -+ - e 35
ipv6 interface lan---«--v-reevveenen 31
ipv6 interface loopback «--««---+---- 37
ipv6 interface pppoe - ««-:- s 33
IpVB Nd Ta -« cvrror e 39
ipV6 Neighbors <« «vrorroeoeaeenn 41
ipv6 prefix—list - ccrrrrreereeenes 43
ipV6 PIrOLOCOLS -« -~ - rrermrrrrrennnn- 47
IPVB Tipng -« v vrrror e 48
IPVB TOULE -« + v v v e oeee e 45
IDVB TOULEIS -+« v e rrrreernreennnne 50
ipv6 stateful-packet --«---vrrvvrnen- 53
ipv6 traffic vy 55
T R 155
MUL LI TOULE s s s ror e eeeee e 107
pathcheck =+« o ovre e 134
PTOCESSES CPU -« + v n v s vrveeee e 11
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show
show
show
show
show
show
show
show
show
show
show

show

prOXdeS_CaChe .................... 129
qos interface ..................... 138
radiUS ............................ 148
FOMOLE—ACCESS v rrrreaeeeeeeen 131
remote—maintenance ssh - - 161
report_all ........................ 179
FESEL + v v 9
FOULET—GIOUp <+ c v rrrrrrneeenenns 136
ruﬂning‘cfg ....................... 164
S1Og *+ vt 152
SSh ............................... 159
tasktrace actives « - 173

show
show
show
show
show
show
show
show
show
show
show

show

tasktrace buffer -« - ccvvreeeeeeeenn 176
tasktrace statistics - - v 174
BLOg -+ v 151
BETLOg w v v v 178
UPIP * * # v o e o 141
UPNP POTt—MApPing « -« -« vrrrvonrn- 146
Upnp statistics«crrrrrrrrrreeeeenns 142
upnp subscribers e 144
VETSION ++ o re e 7
VPNLOE -+t v v v 117
VPNSTAL * + t v v v 114
WOTKing. CRg -« rrrrrrormmeeaeenn. 166
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