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| #E01EH

Iﬁﬁﬂﬁﬂwﬂﬁﬁl

I show calendar

HEICRESNTWDIBEOHKEZR R LET,  (HAEARER)

Iﬁ%@ﬁﬂ

Router#show calendar
14:53:20 JST Wed Feb 12 2003

show calendar

I INTA—4H

INTA=HFTHY EFEA



REDIEHK

B0 —va s

Ishow version

Iﬁﬁ@@m

Router>show version

FITELnet-F120

MAC Address: 0080.bdf0.18bb
Hardware version: Ver 01.00-101416
Firmware version: V01.00(00) 102904
Boot side: SIDE-A

Router>

I%ﬁamﬁm

IEHH AR
FITELnet-F120 EEA TR LET,
MAC Address: LEEDOMAC T RLUADEREF R LET,

Hardware version: |/»— R =7 DONR_R— g U E2FLET,
Firmware version [EIF D757 —A T 2T ONN—V g 0 52FEELET,
Boot side Ty —AU T OB

I:?DF%ﬁ

show version

IK%%—Q

INTA=HTHY FHEA.
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I aliasE%E DFER

Ishow alias

RELTTA VT AFRELRLET,

I K RE @D

Router#show alias
c configure terminal

a alias
r refresh
e exit
Router#

I avy RER

show alias

I INTG A—A

INTA=HEFHY FHA,



REDIEHK

| sBomRYIET 158

Ishow reset

reset in X W reset at THEINTZHEHSHO TEELZERRLET, TEEZZ VT T585E61%, “reset
cancel”’ <~ REFHITLET,

I K rE @D

Router#show reset
reset scheduled at 23:00 Oct 12 2004 / in 12:18. SIDE-B.frm SIDE-B.cfg

| czmons

H H " ="

Uty hORT Y a— LRRESIINLTWAHEEIL., TOEREERLET,
reset scheduled lat~ : FHEEITH AR 2R R LE9,
in: fARFEZICHEES T 5202 F R LET,

STDE-A. frm BEIFICERASNSG 77— =2T 77 A VEFRRLET,
SIDE-B. cfg HEIRFCERASNAORET 7 A V2T LET,

I:?DF%ﬁ

show reset

IK%%—Q

INTA=HTDHY FHEA.
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| ERPANOE L

Ishow history

A~y ROFATRRED, HWIRICERENET,

I K RE @D

Router#show history

enable
show ip rip
show ip bgp
show ip dhcp binding
show elog
show version
show interface
refresh
show history
Router#

I avy REHX

show history

I INT A—A

INTA=HFHY EHA,
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B DIEHK

%

) ) — R &R

I show memory

WEOU Y —AFHREeFRLET,

Ii%@ﬁﬂ

Router#show memory

Memory type Alloc cells
Hash : 11
Hash index : 11
Hash bucket : 187
Thread master : 8
Thread : 67
Link list : 1244
Link node : 1253
Buffer : 14
Buffer bucket : 6
Buffer data : 7
Buffer IOV : 0
Prefix : 75
Prefix IPv4 : 10
Prefix IPv6 : 4
Route table : 15
Route node : 8
LS table : 78
LS node : 66
LS prefix : 66
QoS Resource : 0
Command strvec : 20649
Command desc : 20610
Config memory : 0
Config login : 0
Config password : 0
Config handle : 0
Temporary memory : 247
Access list 0
Access list str 0
Access filter 0
Prefix list 0
Prefix list str 0
Prefix list entry 0
Route map 0
Route map name 0
Route map index 0
Route map rule 0
Route map rule str 0
Stream 2

11
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12

Key

Key string

Key chain

Key chain name

VTY

VTY path

Vector

Vector index

Label pool server
Label pool client
Bit map

Bit map block

Bit map block array
Patricia tree
Patricia tree node
MPLS VRF table entry
NSM Route table
NSM Route node

NSM nexthop lookup register
NSM server

NSM server client
NSM server entry
NSM redistribution
NSM RIB

NSM IPv4 static
NSM IPv6 static
NSM RtAdv

NSM RtAdv conf

NSM RtAdv prefix
NSM Home agent

NSM MPLS

NSM MPLS interface
NSM Label space
NSM QoS interface

NSM LSP Dependency Confirm obj :

MPLS Confirm List object
MPLS FTN Entry

MPLS ILM Entry

MPLS XC Entry

MPLS NHLFE Entry

MPLS Mapped Route

IGMP Group

IGMP interface

IGMP interface info




REDIEHK

[RTRHE]

INTG A—%H
INT A=A BENE BREEE | HEREFOE
UV — A FOR S AR LA IRE LT,
bgp BGP EV2—D) Y —AfFREFRLET, ) X hT—7
RS e &b P RE Y
i eli =P A HE T2 —AEFT 22— )LD J— R cli .
RRHR WA doR LET lib Cl
lib  [JHIA 7T VDY I —AliE TR LET, | [rip ALt
rip RIPES 2—AD ) Y —AE#RELRLET,

13
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CPUR IR D 1R

Ishow processes cpu

CPU A (5sec, lmin, bmin OYH)) 2 Fr L FT,

I R TEE

Router#show processes cpu
CPU utilization for five seconds: 1%; one minute: 1%; five minutes: 1%

I:?VF%ﬂ

show processes cpu

IN?%—@

INTA=HFTHY FHEA

14



A28 TT—IDIEH

I A7 —ADER

| LANA > % 7 = — R DIER

Ishow interface lan

AN A v %7 2 —ADERERRLET,

I R TEE)

Router#show interface lan 1

LAN is up
Hardware is Fastethernet, address is 0080.bdcf.f100
IP address LAN is XXX.XXX.XXX.XXx, 255.255.255.252
Encapsulation ARPA
ARP type: ARPA, ARP Timeout 00:20:00
Statistics:
0 alignment error flames
0 FCS error flames
0 collision count

Router#
I%EE@%%
IE H NS
. DA VET 2 —ADREMTRDLILTEY . MORLT 59
LAN is up,

Hardware is Fastethernet address

is 0080.bdf0. 090f A HT2—ADNMAC 7 RL2%HELET,

U7 up LTWENE I D (up/down) =R LET,

IP address is XxX.XXX. XXX. XXX, A HE—FY FT RLVA (IPT RVR) &y h~RATZZHHFL

255. 255. 255. 0 £7

Encapsulation ARPA, DA VET2—ADH T ERERLET,
ARP type: ARPA, ARP Timeout ARP X A "L ARP MR LIz N DX A LT
00:20:00 #27

Statistics: TDOAHE T 2 — ADFEHEREFR L ET,

AN ik

TU—LRNA 7T v MEE TR FSF =y 7I2bxT —

0 alignment error frames

LIeXE7 L — L0 Forn LET,

TL— LRI 7Ty NI ECS =5 — T SN2

0 FCS error frames

T L— A ERoR L ET,
0 collision count o) Vg URERBEERLET,

15
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show interface lan 1

I INTA—4H

INTA=HFTHY EH A,

16



A28 TT—IDIEH

|wm4>971—zwﬁﬁ

Ishow interface ewan

EWAN A > % 7 =—A (PPPoE ZfliH L72\) OFHAF R LET,

Iﬁ%@ﬁﬂ

Router# show interface ewan 1
EWAN1 is up
Hardware 1is Fastethernet ,address is 0080.bdf0.090f
IP address 1is XXX.XXX.XXX.XXx, 255.255.255.0
Encapsulation ARPA
ARP type: ARPA, ARP Timeout 00:20:00
Statistics (EWAN total) :
0 alignment error frames
0 FCS error frames
0 collision count

Router#
I%ﬁﬁmﬁ%
| E B | IS
. DA UE T 2= ADEREMTIDLITEY, D oxfiad 59
EWAN1 is up,

BU T2 up LTWHAENE DD (up/down) ZFELFET,

Hardware is Fastethernet address
is 0080. bdf0. 090f

IP address is XXX.XXX. XXX. XXX, A B —=Fy N T RLA (IP7T RLR) 3y h~AT7HHKL

A BT 2—ADMC 7 RLAZELET,

255. 255. 255. 0 £

[Encapsulation ARPA, DA LS T 2= ADH T ML R AR LET,

ARP type: ARPA, ARP Timeout ARP % A 7L ARP BRI L7c=> MU DX A LT 7 MEEf %
00:20:00 #27,

|Statisticsi ‘:@/I' VH T o= ADREHEREFR L ET,

TV —LENA 7T v NEH TR, FCSTF =y 7T —
LIeZE7 L — 202 R R LET,

TL— LRI F 7Ty NN ECS =T — CHEE SN2
T — b e R L ET,

0 collision count ‘:IU Va AR E SRR LET,

0 alignment error frames

0 FCS error frames

17
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show interface ewan <EWAN F=>

I INTG A—4A

NS A—%H BHANES ERTESIE HRRRFDIE
EWAN &2 BB L7V EWAN OFEE2EELET, |[1~2 BWEAST]

18



A28 TT—IDIEH

| PPPOEA >4 7 T — X D5

Ishow interface pppoe

PPPoE A > % 7 = — ADIHER AT R LET,

Iﬁ%@ﬁﬂ

Router#show interface pppoe 1 ~1~5 £ TIEEAHE
PPPoEl is up
PPPOE Server Name is XXXXX
PPPOE Usr Name 1S XXXX@XXXXX.XXX.XX
PPPOE Primary Dns Address is XXX.XXX.XXX.XXX
PPPoOE Secondary Dns Address is XXX .XXX.XXX.XXX
PPPoOE Internet Address is XxXX.XXX.XXX.XXX
PPPOE Service Name is not configured
PPPoE Type 1s host
PPPoOE IPv6 Prefix is ::0/0
PPPoE IPv6 Primary Dns Address is ::0
PPPoOE IPv6 Secondary Dns Address is ::0
PPPOE IPv6 Lease Duration is 0 00:00:00
Statistics:
0 connect count
0 connected count
0 connect fail count
Router#

I%ﬁaoﬁm

| H B | n &

DA UHE T 2= ADBEENTIRDIVTEY | 5> PPPoE D Y
YIPHELLTWDME I ERLET,

PPPOE Server Name is XXXXX -t R AHEERLET,

PPPoE User Name is
XXXX@XXXXX. XXX. XX

PPPoE1 is up,

RE L=/ 2R RLET,

PPPoE Primary DNS Address is PPP T L7 T A~ DNSH— "D IP T KL AZFEKRL
XXX, XXX, XXX, XXX jﬁjﬂo
PPPoE Secondary DNS Address is PPP CHG L= &Y DNSH— "D IP T RLAZERL
XXX, XXX, XXX, XXX jﬁjﬂo

PPPoE Internet Address is
XXX. XXX. XXX. XXX

|PPPOE Service Name
IPPPoE Type
IPPPOE 1PV6 Prefix

PPP THUE L=, BH DO/ a— L IPT RLAZFRLET,

ELIZY—EAA TR LET,
WATUEEGE A LAN FU sy GRE) 2L ET,
FEHLLET VT 4 v I AR LET,

R

-

e =]

19
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et - LA LA
PPPoE IPv6 Primary DNS Address List o L;;7 7A~ U DNST R (IPv6 ) O7 K ER

PPPoE IPv6 Secondary DNS Address |F=H L7=&H o Z U DS T KL A (IPv6 ) O7F7 KL A& %

List ~LET,

IPPPoE IPv6 Lease Duration IDHCP CHA L7=7 K LR 24T & 2
|Statisticsi |C0)/f VH T 2 — ADFEHERER L ET,
|O connect count |T_0)/f Y H T 2 — AR AT L ET,
|O connected count |ﬁ%ﬁ}ﬁ%@iﬁ%%ﬂ? L%,

|O connect fail count |F§ﬁ5€ﬁ&@iﬁ%?@ﬂ—< L%,

show interface pppoe <PPPoE &&>

I INTA—4H

BRENE B il
PPPoE #4 |%:if L 7=\ > PPPOE D&/ B A HEE L £, [1~5

BWEAR ] \

20



A28 TT—IDIEH

I ENAILA R T T —ADIER

Ishow interface mobile

ENRANAVHE T 2 —ADEREF R LET,

| =zman

Router#show interface mobile 1

MOBILELl is up (packetOne:4 packetWin:4)
Card Type:WO1lK Phone No.:07012345678
NO DIALER occupies
MTU is 1500 bytes
Mobile Send Idle-timeout 60
Mobile Receive Idle-timeout 60
Mobile Lcp Restart 300 (x10ms)
Mobile Lcp Maxtimes 10
Mobile Packet Limiter 280/50,000
Statistics:

1 connect count
0 connected count
0 connect fail count

Router#

Iéﬁﬁwﬁﬁ

| H B | n oA

DA BT =2 —ADWERY U ARREN up N E D )
(up/down/connected) 2 L £,

1x/95B 35 XY EV-DO ORI AT R LET, 1~4 T, HEAK
TWVNTE, BERRUABREFTHL I EEERLET,

MOBILEL is up

packetOne, packetWin WOIK 75 @(E DAL, FrRSnEH AL

MIEA SN TS PC I — K25, WOIK DIAAN DS ITFR R ENEE A
Card Type: HFASN TS PCH— R4 L BRER S &R SN ET,
NO DIALER occupies %%i;?w7y74ya7lwz%ﬁﬁ%ﬁmwa&w:&%

FRENTWABEALYNAVT v T A BT 2 —ANEFRZER LT
HZErFERLET,

MTU is sk bytes MTU £ 7

BET—XICET 2B EE Y A ~HEF R LET, Z ORI
BFF— 2 BN WA, B A VAR A B L E S,

|Mobile Receive Idle—timeout ‘%1%7‘_’7 BT A ARG A ~vEeRr LET, ZOREZ

DIALER1 occupies

Mobile Send Idle—timeout 60

21
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60 (E7— 5 MBI, £ VR A I L £,

Mobile Lep Restart o RV

100 (x10ms) Lep Y A% — b & A ~fiE (AL 10ms)

Mobile Lep Maxtimes 10 Lep BRI
1 H (24 85[#]) ToO, BUEDERZE AT v ML, ERAT Y MK
R LET,

Mobile Packet Limiter

ZDOBITIX BAEDEZAZ 37w RS 280, _EFR 7 » REA3 50000
Lo TWET,
BEDOEZE R N, EBR Ry MO 90%LL 272> T D

280750000 BAE (Aert) L RRSET
BUEDEZE T > M, ERAT » MIUGELTZSGEIE
(Bomberd) & FRENET, ZOWRETIE, B A NVEIRRAZERT S
ZEIFTEERA,
connect count : FIGHEREN ¥ X E

Statistics: connected count : BlEEERH T 7 v X E

connect fail count : Bl v o Z il

KERENDNAT w M, V—FREFTEHL TV EETHY, BLTY,

show interface mobile 1

I INTG A—4A

NTA=HFHY EHA,

22



A28 TT—IDIEH

I PCH— FDIREERR

Ishow card 1 status

EEIRHCESG LI TV E e R~ LET,

I EREAED)

Router>show card 1 status
PC Card slot status: occupied
PC Card tuple information:
FUNCID: 0x200
VERS 1: NTT Communications

EEIFIZ PC 7 — RBFRA SN CWAENE I mEF R LET,

MC-N201P
Router#
Iéﬁﬁwﬁ%
IH B
PC Card slot status occupied : IEFIZEFINTWET,

vacant : HEE I TWEEA,
PC Card tuple information [M3 &I TW5A PC 1 — ROALFRE A FRoR L £97,

show card 1 status

IK%%—Q

INTA=HFTHY EH A,

23
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PCH— FDEFHIER

Ishow card 1 modem-info

FIASNTWAH PCH— FOBHRAFERLET,
F—ZBEHIE, PCH— ROFWPEE TE W= OLRTEE LSy v a2 FRLET,

Ii%@ﬁw

| 2snzmm

Router>show card 1 modem-info

<cached>
ATIO - OK
ATI1 - OK
ATI2 - PHS
OK
ATI3 - NTT Communications Corporation
OK
ATI4 - MC-N201P
OK
ATIS5 - 1.10
OK
ATI6 - 07012345678
OK
ATI7 - OK
ATI8 - OK
ATIO9 - O
OK
Router#

I PC H— EMGIEEMNENMGES

Router>show card 1 modem-info
No Response.
Router#

I PC H— FAREADIGE

Router>show card 1 modem-info
PC Card slot not occupied
Router#

24



A28 TT—IDIEH

I K IEE DEREA
H B AN B
<{cached> T—HEETDOD, Fv v raINTWAIEFREZFRRLTNET,
No Response. T—HBEHLS T, PC— RNDIGERRWIGEICRRTREINE T,

PC Card slot not occupied|PC 71— RN A I TR WGSICERINE T,
Modem card not detected |[PC H— R ETFTLH—RE LGRS N2WEAICERENET,

show card 1 modem-info

IN?%—@

INTA=HEFHY FHA,

25
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I@4¥»7v74>97:—z®%ﬁ

Ishow interface dialer

TAXNT v T A 27 2—ADEREFR T LET,

Ii%@ﬁw

Router#show interface dialer 1

DIALER1 is up
name is not configurd
interface is mobile 1
caller *99**244
Statistics:
0 frames input
Received 0 unicasts
Discards: 0 errors, 0 dropped
0 frames output
Sent 0 unicasts
Discards: 0 errors, 0 dropped

Router#

| cmmons

IH H "N B
CDEAXNT v T A BT 2—ADREEZELET,
DIALER1 is up XA XNT v A BT = — ADME A RE

not use : XA VYNVT v T A BT 2 —ADME AT
interface is dialer WMEHTHA v H T 2 — A% KR LET,

solokiok + caller v 2 RORENE
not configured : caller I~ ROBRENH Y FH A,

Received : ZE7 1L —2%K

errors (ZERFHICZ T —CHEEINTZ 7 L—2%K
dropped : ZAEWFICT T —LANVCIEEE SN 7 L— 28K
Sent : EET L—a%

errors : IEERFICZT —THEES N7 L— 2%
dropped @ FERFIC= T —DIANTHEE SN2 7 L— 23K

caller is

Discards

Discards

26



A28 TT—IDIEH

NS A—%H BRERNSE R EEE HRERFDE
DIALER F& & | BB L7-\ DIALER OB 2 2EELE T, [1~4 B A AT

217



IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

|Psecq/ > % 7 1 —XADIEHR

Ishow interface ipsecif

IPsec f > Z 7 = —ADIEREFRLET,

Iiﬁ@ﬁﬂ

IPSECIF1l is up
Hardware is ESP Tunnel

MTU 1390 bytes
Encapsulation ESP
IPsec access list: N/A

Statistics:
0 frames input

Discards: 0 errors
0 frames output

Sent 0 unicasts

Discards: 0 errors

Router#

Routerf#show interface ipsecif 1

IP address IPSECIF1 is not configured

Last clearing of "show interface" counters never

Received 0 unicasts

I%ﬁﬁwﬁ%

=

N &

IPSECIFlis up

DA BT = —AOWEY 7 HREED up 72 E D D (up/down)
AR LET,

|Hardware is ESP Tunnel

{2 %7 2 —ZAASESP tumnel M LTND 2 &2 FRLET,

IP address IPSECIF1 is not
configured

IPT7 RUARRESN TWARWI E2ERLTWET,

|MTU is sk bytes

MTU £ 0227

|Encapsu1ation ESP

ZDA BT == 2D B TR EFER LET,

|IPsec access list: 10

T 5 IPsec 772U % F & Fom LET,

Last clearing of ”show
interface” packet counters never

%12 clear interface” a2~ RThH U U XfEZE 7 U T Li-,
Wg: B F/H/HEERRLET,

Statistics

Received : 5Z{3 7 L — 25k
Sent : £ 7 L— A%
Discards : PE(ERFHEHE 7 L — L %K

28




A28 TT—IDIEH

INTGA—H REAR

IPsec ‘7= | B L7~ IPsec f v X 72— ADHSHIRELET,

1 —1

ax ;&

1~4

FE | LREOIE
B A

29
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I»—7Av74>971—xwﬁﬁ

Ishow interface |oopback

N—T Ny J A VBT 2 —ADEREFRLET,

Iiﬁ@ﬁﬂ

Loopbackl is up
Hardware is Loopback

Encapsulation ARPA
ARP type:
Statistics:

0 FCS error flames
0 collision count

Router#

Router#show interface loopback 1

IP address LAN is XXX.XXX.XXX.XXX,
ARPA, ARP Timeout 00:20:00

0 alignment error flames

255.255.255.252

I%ﬁamﬁm

=

o

N =

Loopbackl is up,

DA BT 2 —ADFEENTIZOITEY, »oxticd 5
Vo2 up LTWBENE I D (up/down) R LET,

Hardware is Loopback

TDAVE T 2—AN, V=T NN I AL BT 2—ATHDHI &
R L TCWET,

IP address is xxX.XXX.XXX. XXX,

255.255.255. 0

A B —Fy FT RLA (IPT7TRLVR) Ly h~A7%2FLE
ﬂ‘o

[Encapsulation ARPA,

DA VBT 2= ADH T EMETTR AR LET,

ARP type: ARPA, ARP Timeout
00:20:00

ARP Z A 7L ARP MR- LT-= o N DX A LT 7 MR A3
kR

|Statisticsi

‘:@4V&7I~X®%%%$%%Li¢o

0 alignment error frames

TV —LENT T v FEK TR, FCSF =y 7I2bT—1L
ZE7 L — LD E R R L ET,

0 FCS error frames

T —LEIIT T Ty NETE N FCS =5 —CRESNT-ZIEY

L—LhigB ez LET,

0 collision count

2 YV L RERKE R LET,
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A28 TT—IDIEH

show interface |oopback 1

I INTG FA—A

NTA=HEFHY FHA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

NULLA > % 7 = — XA DIER

Ishow interface nul

BEEMA 27 72— ADERER I LET, BEHAA L F T2 — AT AZT 4 v 7 V—FT 47 (ip
route 2= F) THEELET,

I EREAEP)

#show interface null 0

NullO is up
Hardware is unknown
MTU 32767 bytes
Last clearing of "show interface" counters never
Statistics:
0 frames input
Received 0 unicasts
0 frames output
Sent 0 unicasts
Discards: 0 errors

I%EE@%%
' B SIS
Null0 is up DA HE T =2—ADMN up 2E D h(up/down) ZF L E T,
Hardware is unknown DA VBT 2 —ANKRETHDLZ EERLET,
MTU is sk bytes MTU £ D FKoR
Last clearing of “show interface” [5x4 clear interface” 2~ R TChH U U ZfE&E 7 VT L=,
counters never g0 ® . F/A/RERRLET,
Received : &2 7 L — 8K
Statistics: Sent : IXE7 L— 2K

Discards : ISERFEIE Y L — L4

32



A28 TT—IDIEH

show interface null 0

IN?%—@

NTA=HEFHY FHA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

A2 71 —RAEHFRORT

Ishow line

A BT 2 —ADEREFRRLET,

I K RE @D

34

Router#show line

[LAN 1 port 1]

Link
Xover
Auto
Speed
Duplex

down
MDI-X
on

(auto)

[LAN 1 port 2]

Link
Xover
Auto
Speed
Duplex

down
MDI-X
on

(auto)

[LAN 1 port 3]

Link
Xover
Auto
Speed
Duplex

down
MDI
on

(auto)

[LAN 1 port 4]

Link
Xover
Auto
Speed
Duplex

[EWAN 1]
Link
Xover
Auto
Speed
Duplex

[EWAN 2]
Link
Xover
Auto
Speed
Duplex

up
MDI-X
on
10Mbps
half

(auto)

down
MDI
on

(auto)

down
MDI
on

(auto)



A28 TT—IDIEH

I &1EH D
1E H AN B
AV ET2—ADY 7 IREBERLET,
Link wp: Voo 7rv/
down: Voo Xy
=T NOREERRLUET,
MDI : A hL—Fk
Xover

MDI-X : 7 & &
2B, BERSGROLE T auto, EEDLEIE f i x DERITARD 77,
F— I — g ERHLET,
Auto on : HENREET 5
of f : HELEEFL L7220
A BT 2 — ADOYERE AR L FT,
Speed 10Mbps : 10Mbps TH2fi
100Mbps : 100Mbps THik:
F—HWENE_EELIL, FEmENERLET,
Duplex |full : & __HH[E
half : ¥ _Hi@E

I:?)P%ﬁ

show line

IKﬁ%—@

NTA=HFHY £HA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

| IPv6 L—T 12 F DiER

| LANA > % 7 = — R DIER

Ishow ipv6 interface lan

LAN A > %7 = —AD IPv6 IZBAT A A FE R L E7,

I & TEED)

Router#show ipv6 interface lan 1

LAN is up

IPv6 is enabled, link-local address is fe80::280:bdff:fef0:8f8
Global unicast address(es):
1974:729::280:bdff:fef0:18bb, subnet is 1974:729::/64
Joined group address (es) :

f£f02::1

f£f02::1:££00:0

ff02::1:£f££0:18bb

MTU is 1500 bytesRPA

ICMP error messages limited to 100 per second

ND reachable time is 44000 milliseconds

ND advertised reachable time is 200 milliseconds

ND advertised retransmit interval is 300 milliseconds
ND router advertisements are sent every 400 seconds
ND router advertisements live for 500 seconds

Hosts use stateless autoconfig for addresses.

Router#
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IPV6 JL—7T 1 > 0 DIFHR

I%EE@%%
| E B | SIS
DA BT 2 —ARFIHFHENE D B> (up/down) EFRRL
. i—g—o
LAN is up

BRLTENA L Z 72— A RETHENTEET,
BENBROVESIT., 24 v 2 72— 2ADEREYFRLET,

AUHT 2= AZEIN G THENTWNWDH T T — 3L s =% ¢ A
ke 7 RL2ZFRLET,

DA UE T 2= ANFETHVNLT XY AL T)—T % FR

Global unicast address(es)

Joined group address(es)

LET,
MTU 1500 bytes BT == 2D WU BEERLET,
ICMP error messages limited to 100 |Z DA X 7 = —AZEIN B THNTWD R A R
per second ND reachable time e 2 (R URHALT) R LET,

DA UET 2 —ALETT RARF A RENDRA B E
AlRERFE 2 (R UMHALT) BRLET,

DA E T 2— A ETT RREZ A XENDFA %
MRz (I VA T) #RLET,

DA UHE T 2—A ETHESINDRA L —% - 7 K

ND advertised reachable time

ND advertised retransmit interval

ND router advertisements HARXA L FOMKE (BWHEALD) BT RANX A XA NOH
REH R L ET,

Hosts use stateless autoconfig for | AKIEEILZ, AT — ML AA—Fhar 747 1L —> 32 CTT7 KL

addresses. ANRE B THINET,

I avy FEK

show ipv6 interface lan 1

IN5%—9

INTA=HFTHY EH A,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

| PPPOEA >4 7 T — X D5

Ishow ipv6 interface pppoe

PPPoE A % 7 =— A @D IPv6 IZBAT AiEM AT~ LE T,

I K RE @D

Router#show ipv6 interface pppoe 1

PPPoEl is up

IPv6 is enabled, link-local address is fe80::280:bdff:fecf:f10a
Global unicast address is not configured

Joined group address (es) :

ff02::1

ff02::1:ffcf:£f10a

MTU is 1454 bytes

ICMP error messages limited to 100 per second

ND reachable time is 19000 milliseconds

ND advertised reachable time is 0 milliseconds

ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 0 seconds
ND router advertisements live for 0 seconds

Hosts use stateless autoconfig for addresses.
Router#
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IPV6 JL—7T 1 > 0 DIFHR

| ssmous

I avU kR

| 1A

o

| RS

PPPoEl is up

DA HET 2 —ANRFHAFEENE 5 D> (up/down) ZEFKIRL
F9,

BRLTENA L Z 72— A RETHENTEET,
FBENRWERIL, A4 V2 72— ADIEREF R LET,

Global unicast address(es)

AUHT 2= AZEIN G THENTWNWDH T T — 3L s =% ¢ A
ke 7 RL2ZFRLET,

Joined group address(es)

DA UE T 2= ANFETHVNLT XY AL T)—T % FR
Li@‘o

MTU 1454 bytes

o5 72— 2D WU B4 %7 LET,

ICMP error messages limited to 100
per second ND reachable time

DA VR T 2 —AZENY BT HNTND R A SRR
HERE 2 (R UMHANLT) #RLET,

ND advertised reachable time

ZDABET 2= A ETT RAZA ZIND I A B
AIRERfR 2 (R UBHALT) R LET,

ND advertised retransmit interval

DA UET 2 —AETT RARF A RENDFRA %
Mgz (L VRHENT) #rLET,

ND router advertisements

DA UHE T 2—A ETHESINDRA L —% - 7 K
HARXA L FOMKE (BWHEALD) BT RANX A XA NOH
R 2 FRom L £,

Hosts use stateless autoconfig for

addresses.

AREEIT, ATF— A — a7 47— a7 R
ANEID B THENET,

=X

show ipv6 interface pppoe <PPPoE &HE=>

*—%
RS A—% | RERE REHEE LHEOE
[PPPOE 7 5 |BHE L 720> PPPOE DB HAFEE LET, [I~6 AR |
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

|mm4>971—xwﬁﬁ

Ishow ipv6 interface ewan

EWAN A > % 7 = —A®D 1IPv6 IZBHT 1M AR R LET,

I K RE @D

Router#show ipvé6 interface ewan 1

EWAN1 is up

IPv6 is enabled, link-local address is fe80::280:bdff:fef0:8f8
Global unicast address (es) :

2001:33::280:bdff:fef0:3333, subnet is 2001:33::/64

Joined group address (es):

£f£f02::2
£f£f02::d
££f02::9
£f£f02::1

£f£f02::1:£££0:3333

f£f02::1:£££0:8£8

MTU is 1454 bytes

ICMP error messages limited to 100 per second

ND reachable time is 44000 milliseconds

ND advertised reachable time is 200 milliseconds

ND advertised retransmit interval is 300 milliseconds
ND router advertisements are sent every 400 seconds
ND router advertisements live for 500 seconds

Hosts use stateless autoconfig for addresses.
Router#
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IPV6 JL—7T 1 > 0 DIFHR

I%EE@%%
| E B | SIS
DA HET 2 —ANRFHAFEENE 5 D> (up/down) ZEFKIRL
EWANT is up =7

BRLTENA L Z 72— A RETHENTEET,
FBENRLWIEAIL, A v 72— ADIEREFRLET,
A BT 2—AZEN B THEN TS a— 3L e 2 =F ¢ A
ke 7 RLAZFERLET,

DA UE T 2= ANFETHVNLT XY AL T)—T % FR

Global unicast address(es)

Joined group address(es)

Liﬂ‘o
MTU 1454 bytes BT == 2D WU BEERLET,
ICMP error messages limited to 100 |Z DA o H 7 = —AZEY B THNTWAD XA K HE 2
per second ND reachable time RERFZ (R UMHALIT) RARLET,

ZDABET 2= A ETT RAZA ZIND I A B
AIRERfR 2 (R UBHALT) R LET,

DA UET 2 —AETT RARF A RENDFRA %
Mgz (L VRHENT) #rLET,

DA UHE T 2—A ETHESINDRA L —% - 7 K

ND advertised reachable time

ND advertised retransmit interval

ND router advertisements HARXA L FOMKE (BWHEALD) BT RANX A XA NOH
REH R L ET,

Hosts use stateless autoconfig for | AKIEEILZ, AT — ML AA—Fhar 747 1L —> 32 CTT7 KL

addresses. ANRE B THINET,

I avy FEK

show ipv6 interface ewan <EWAN &FE>

IN5}—9

BRERE B
EWAN E 5 [BHE L7200 ENAN OF S A e LET, [1~2
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

W—TNy o425 7 x—ADIEH

Ishow ipv6 interface loopback

I—T Ry BT 2 —AD IPv6 \ZBT A RAF R LET,

I R TEE

Routerf#show ipv6é interface loopback 1

LOOP1 is up

IPv6 is enabled, link-local address is fe80::280:bdff:fef0:8f8
Global unicast address(es):

2001:33::280:bdff:fef0:3333, subnet is 2001:33::/64

Joined group address (es) :

£f£f02::2
£f£f02::d
£f£02::9
£f£f02::1

£f£f02::1:£££0:3333

ff02::1:££f£f0:8£8

MTU is 0 bytes

ICMP error messages limited to 100 per second

ND reachable time is 44000 milliseconds
ND advertised reachable time is 200 milliseconds
ND advertised retransmit interval is 300 milliseconds
ND router advertisements are sent every 400 seconds
ND router advertisements live for 500 seconds

Hosts use stateless autoconfig for addresses.

Router#
I KIEB DEREA
7oA K=
DA E T =2 —ARFIHARENE D B> (up/down) ZFKIR L
LOOP1 is up =75

BRLIEWA LV Z 72— AFRET AN TEET,
FEENRWESIT., B4 v X 72— ADFEREEBERLET,

Global unicast address(es)

A BT 2 =R ZEN B THEN TS B — 3L e =F v A
Fe 7 RLRAZERLET,

Joined group address (es)

IDAVE T 2—ANETHNLTHx A k- T —T % FIR
LFET,

MTU O bytes

BT 2—2DOMU BEERLET,

ICMP error messages limited to 100
per second ND reachable time

DA VR T 2 —AZENY B THNTND R A SRR
REREfZ (R UMHALT) BRLET,
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IPV6 JL—7T 1 > 0 DIFHR

ZDA U Z T 2—=ARTT RAZA XSNDFA K EE
AIRERF 2 (2 UBHAIT) #RLET,

DA VE T 2—AETT RARZ A XEINDFA %
Mgz (L URHEAT) #RLET,

DA BT 2 —AETEGEEIND A NRmEHL—% - 7 R

ND advertised reachable time

ND advertised retransmit interval

ND router advertisements B A XA FOMKE (WHEALD) BT RN A XA NOFH
R E R R L ET,

Hosts use stateless autoconfig for [ REEIX, AT — L A4 —bar 747 L —2 a3 TT R

addresses. ANE B THIET,

I avy RFEX

show ipv6 interface loopback 1

IN5%—9

NTA=HFHY £HA,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

Bl

Ishow ipv6 nd ra

HEET % RA DR EZERRLET,

Iﬁﬁ@@m

Router# show ipv6 nd ra

LAN

Hops 0, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2002:901::/64 onlink autoconfig

Valid lifetime 2592000, Preferred lifetime 604800

I%ﬁawﬁw

H H
LAN
Hops 0O
Lifetime 300 sec
AddrFlag=0
OtherFlag=0
Reachable time 0 msec
Retransmit time 0 msec
Prefix 2002:901::/64
onlink
autoconfig

Valid lifetime 2592000

A
RA ZEELTWDHA U H T = —A
Ay 7V Iy b GREE : ipv6 hop-limit)
RATA 75 AL GRE(E : ipv6 nd ra—lifetime)

i}

M~7Z 7 (GREME : ipv6 nd managed-config-flag)
0777 (REJHE : ipv6 nd other—config-flag)
ND A ZhRE (BXEAH : ipv6 nd reachable—time)
NS =Mk GRXEE : ipv6 nd ns—interval)
TVIT 4w TR

L7777

ATZT

Valid Lifetime {H (BXEfH : ipv6 nd prefix—advertisement)

Preferred lifetime 604800 Preferred Lifetime fE (FXEfH : ipv6 nd prefix—advertisement)

44
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I INSA—4

IPV6 JL—7T 1 > 0 DIFHR

KT A—E | BENE | B  ARREOE
lan 1 IAN A > & 7 = — A|Z3EET
S “ 5RADHBERFLETS. ||
RA D15 IRT DAV . e || BT E T =
IP7 RLA (72— A%ZBETHY |lewan 1 ﬂg#RlA%;%Zg%%XJ&iD — 2 DGR A2 F R
HICEELET, i g > lLET,
0o EWANH2 A > & 7 = — A|TEE
VA S g7 RA OIEHR A FR L E T
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

Enoms

Ishow ipv6 neighbors

Iﬁ%@ﬁﬂ

IPv6 DITEDIFHR AR R L ET,
FRERTNA L E 72— RAEEELET, HELRWVWEAIE, &2TOA 4 72— ZADFERNFREN

Router#show ipv6 neighbors lan 1

IPv6 Address Age Linklayer Addr State Interface
2001:33::280:bdff:fef0:3333 0 0080.pbdf0.08f8 REACH LAN
fe80::280:bdff:fef0:8£8 0 0080.bdf0.08f8 REACH LAN
fe80::2e0:18ff:fe00:9367 0 00e0.1800.9367 REACH LAN
Router#

I%ﬁﬁwﬁ%

46

B B | n &

IPve S A T IA T e AD IPYE T R LA,

Address

Age 7R LA BRI B ATARIC 72 > T I L7 B (5 LA

ﬁﬁ%““ MACT RL A, 7 RLABRKAMOEAICIL., 120 7v (D) 2FRLET,
AN e Xy e m b U OIREE, ROIREED FTHE,
« INCMP  (Incomplete ) —7 RL Afigk2y, =2 F UKL THEITESNTWET, *
ANEFEERA v —VN, HROEEERINZ ) — ROV TFFy A KT RLA
W ESNTN, T ARA N e T RAZAL XA ks A=, £FEZESH
TWEH A,
« REACH (Reachable ) —iT#E/N— X ~DEE/RANIEFICHEEL TWALZEOEHE
VAN, X U RO Reachable Time (BIEEA[HERFM]) WIS E &4UE L7z, REACH ik
FEDOM., 7y FOBEIG Uo7 T 72 a idftbivEd A,
« STALE—H#EE R A DMERENTET Th D Z & DRBEDOHEISENZE IS THEH, 2

State @ Reachable Time (BER[HERFM]) %2 HEFHE N RE L E L7z, STALE JREEDH,

Ny RBRRESNAET, MOT 7 varbitTbilEtdi,

« DELAY—H#nib /R A OEREN IEH ThH D Z &L DRGEDODEEIENZESINThEL, 2V
b Reachable Time (ZIZFEFJRERFE) Z 48 % 2 W5 DELAY_FIRST_PROBE_TIME FPPNIZ 24
{2 &1 F L7-, DELAY ARHEIZ A > TH 5 DELAY_FIRST PROBE_TIME FHPNIZ. B FIHREM:
DZAE SN DS TG E L, RA NEFER A v E— U %%(E L, JRHEZ PROBE I
EZET,

- PROBE—ZIZEFREM BN ZIE S D E T, I YR RetransTimer

(HEX A=) BT v T THINNCHRANBEERA =V EHET DL EI2XY,
T DORERDEBIRICRD HILET,

< VPR EIRHE,

1




IPV6 Jb—F 1 > O DIgER

Interface |7 KLU AMNBERREZ T2 VX T = — A,

I avy FEX

show ipv6 neighbors [ GEME® IPV6 7 KLA> | <4 B T —RX%> ]

I INTG A—4
NS A—AH BRERNBE B il HEEEDIE
WD 1Pve [FEE L7 IPv6e 7 RLRIZKT AIERZSM [IPve 7 R |2 TORBOEREZF*
7 RL A L7V, IPve 7 L AZ2fRELET, [ AEX RLET,
AHET = G - . _ AU H T2 |BTCDAUHET z—A
—a PBELIEA LV EZ T 2 — ADEREF R LET, CaAT O EER L £
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

etz rLor v RUR LS

Ishow ipv6 prefix—Ilist

RELIEZT VT 47 AV A MDIFEREERLET,

Iﬁ%@ﬁﬂ1 INTA—BIEELGL

Router#show ipv6 prefix-list
ipv6 prefix-list 1: 5 entries
seq 5 permit 3ffe:100::/64
seq 10 permit 3ffe:101::/64
seq 15 permit 3ffe:102::/64
seq 20 permit 3ffe:103::/64
seq 25 permit 3ffe:104::/64
Router#

Ii%@ﬁﬂz EMET

Routerf#show ipv6 prefix-list detail

Prefix-1list with the last deletion/insertion: 1

ipv6 prefix-list 1
count: 5, range entries: 0, sequences: 5 - 25
seq 5 permit 3ffe:100::/64 (hit count: 0, refcount: 0
seq 10 permit 3ffe:101::/64 (hit count: 0, refcount:
seq 15 permit 3ffe:102::/64 (hit count: 0, refcount:
seq 20 permit 3ffe:103::/64 (hit count: 0, refcount:
seq 25 permit 3ffe:104::/64 (hit count: 0, refcount:

Router#

Ii%@ﬁﬂs i B &T

Router#show ipv6 prefix-list summary
Prefix-1list with the last deletion/insertion: 1
ipv6 prefix-list 1

count: 5, range entries: 0, sequences: 5 - 25
Router#
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IPV6 JL—7T 1 > 0 DIFHR

| ssmous

| 5 B | n A

Prefix—list with the last
deletion/insertion: 1

|count2 5
|

BiEkESnTnwbz=r D) B/ E KD sequence

range entries: 0 ’
sequences 5 — 25 ‘

EFRIRLET,
seq 5 permit 3ffe:100::/64 BB L= N Y OWNEER TR LET,
bﬁcwmi% ‘74W5UV7QETEVFLK@@%%%L&TO
refcount: 314 (T4 S ) L RETBR L e RoR LET,

I avy FEX

show ipv6 prefix-list [<FL T4 v O RAYRLES> 1 [ detail | summary ]

I INGFA—A
L RSA—4 | BENE BERE HEREE D 1E
‘fv74y7x5%Ltmﬁv74yﬁXUXF%%%% 1~8g ‘éf@7V7iyﬁxU
U A M ELET, A MEHREFRLET,
detail PEMFRR LT, detail [FEMIERLEEA
|summary i FR LET, summary |5 FR L EHA
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

LLv—71 oot

Ishow ipv6 route

N—T 4 TIEREFR LET,

Iﬁ%@ﬁﬂ

Router#show ipvé6 route

Codes: K - kernel route, C - connected, S - static, R - RIPng,
B - BGP, * - FIB route.

S 3ffe:2::/64 [1/0] via 3ffe:1l::1 inactive

C>* 3ffe:b80:bf:1::/64 is directly connected, LAN

C>* fe80::/64 is directly connected, LAN

Router#

I%ﬁawﬁw

H B S
N selected route ZEWLET, o770 ha /L TR—RKEEZFEL T\ 5
B, IO TWnAHT Y U NBIREI N E T,
. FIB route B L ET, BB 74V —T 4 I EIND = Y TF,
=T NBRT TCNDR EOHABATON NI EEH Y 77,
3ffe:2::/64 STV T 4w I AR RORLET,
[ 120/3] FNEFNZ ORED Distance i & Metric fEZ =M L F7,

via 3ffe:l::1 T ARRYTDOT KL ATY,

is directly AV HRT 2—A)— FOBAIL I OFETITARY £9,
connected

I:?)P%ﬁ

show ipv6 route [ <IPv6 7 KL X> | <EEB LF=FE> ]
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IPV6 JL—7T 1 > 0 DIFHR

I INT A—4H
L KT A= BENE | 5% | EREEOIE
. SR LI5S TP T RL &R e BT E
IPv6 7 F L % ELET IPv6 7 R L 2 gy
kernel HEEICREERESNT
VN R R
nnected |EHERRKOE®R |4 1 i
B L | AD 5, BT e |RIP R it
i = 48 - L Y . CHAAr LTSRE — M
E&'fﬁ‘ [/f_iﬁx%j:ﬁ/ﬁ Li‘é‘o ripng E%‘I‘%i& R Li@ao
static AZT 4 v 7 TH
Bk U 7o RIS
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

| RIPng 7’0 kL5

Ishow ipv6 protocols

I K RE @D

Router#show ipvé6 protocols

Routing Protocol is "ripng"
Sending updates every 5 seconds with +/-50%, next due in 2 seconds
Timerout after 15 seconds, garbage collect 120

Router#

I &EEOHB

IE H AN =B
Routing Protocol is “ripng” |/L—FT 4> 77 halLzEH R LET,

Sending updates every 5  |RIPng OEERIEZF R L 9, EEOEERBIXZREMD 0.5 15
seconds with +/-50%, 1.5 5D T X A7l 720 £9,

next due in 44 seconds WEIDREZA I T HERLET,
Timerout after 180 seconds RIPng D% A A7 7 M A TR L £,

HALT U NEIRE D L garbage collection XA ~—NAHX— L

garbage collect 120 E . S ORITEEEHIEA R v 2 16 CRESHE T

I:?VF%ﬂ

show ipv6 protocols

I INTG A—4A

INTA=HFTHY EH A,
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IPV6 Jb—F 1 > O DIgER

| RIPng & Z{E 154K

Ishow ipv6 ripng

RIPng TEREFL TV AREE#RE R R LET,
DO FECTHFE Lok 4sd RiPng CHEAMTA2HAIE. ZbbFErInET,

I K rE @D

Router#show ipv6 ripng
Codes: R - RIPng

Network Next Hop If Met Tag Time
R ::/0 . 10 O
R 3ffe:11::/64 t 10 O
Ra 3ffe:100::/32 s 12 0
Router#

| cmmons

IH H N B
B LIcFERERLET,
R RIPng THf%
C |E#/L—h

Codes

S |show ipv6 route TiERIiE
Ra |Aggregate L 7-{f&F#k
Cs |Aggregate ZAVHHTDONEH, RIPng TIXEEINEH A,

Network [s65C% v hU—2 (A ) FEEFERLET,

Next Hop |564EICBET D72 DICEET A — MU= A D IPv6 7 RLRAZRRLET,
If SESCICRIET AT DICREATAA 2 T2 —ADA VT v 7 AR LET,
Metric |FEJEICEIET H72OITREBT N —ZOHEFRRLET,

Tag RIPng T&A5 L7z Tag Dffi =R R L E T,

R—/V KA ETORMAERLET,
A=V RE T HOx kYT DOV TIX garbage collection Jiii | F TORH AR L E77,

Time

show ipv6 ripng
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

I INT A—A

NTA=HFHY EHA,
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IPv6 JL—T 1 > T DIEHR

| v 7= LD IPv6 L—5 OISR

Ishow ipv6 routers

I FoREEG (ry T—2 ED IPv6 JL—Z IZBHT HIFHR)

Router#show ipvé6 routers
Router £fe80::280:bdff:fef0:8£f8 on lanl, last update 1 min,
Hops 0, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2003:101:/64 onlink autoconfig
Valid lifetime 2592000, Preferred lifetime 604800
Router#

I FEEB (FITELnet-F120 £ E7ZHERTED IPv6 JL—Z 1FHR)

Router# show ipv6 routers conflicts
Router FE80::203:FDFF:FE34:7039 on Ethernetl, last update 1 min, CONFLICT
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2003::/64 onlink autoconfig
Valid lifetime -1, preferred lifetime -1
Router FE80::201:42FF:FECA:A5C on Ethernetl, last update 0 min, CONFLICT
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2001::/64 onlink autoconfig
Valid lifetime -1, preferred lifetime -1
Router#

I &18E O3

IE H N =B
Router _
o . ) N— B @A EEE LI —2 (R— MDY 7 a—LT KL A

I;Ei?"28o'bdff'fefo'8f8 on L. FON—FBHEZRBE LA X T 2 — R,
last update 1 min F DN —Z WG LT Bkl L 7= EEE (49)
CONFLICT WMENBENBRIR DN —H THDHZ EEERLET,
Hops ZE LI — BN ESN TSRy 7Y 2 v ME

S ZAF LT/ — B RRE STV 5D Router Lifetime fE (F)), 0
Lifetime

PSDIEIZ, V= F BT TN V=2 ThHDH I ERLET,

ZAE LT —ZBHICHRESNTWA A 7T 7 Ofd,
AddrFlag 523 0 DIGE, V—HFNE3AE Liz/b—XlaE 7T L AR AT —
FNZNVHBRREA D= AL ZHHL CHRESNNTWARNWI EARL
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i‘g—o
EXN 1 OBEITIE. T RUVANRART— N7 LVHBBREA D= L%
fFHLCRESNET,

OtherFlag

ZAE LTIV —Z AR ESNTWD L 77 7 Off,

A0 DS, V—FNZET D/ —F @I AT— N 7)VHBRE
EAN=ZRLEHATDHE, 7 RUVALANOERERG T2
LHERIRLET,

R 1 OBEITIE, AT —F 7 LVHBREA V= AL ZHHL T
OO ERE TG TEET,

Reachable time

A LT b — Z WANCRIE STV 5 ReachableTime i (2 U R),
ITBEREREME OIS, 20V 7 LT 4 2 R R,

0 fEIZREREE 3 L — 2 B Z AT 9 N—H I K-> THREINL TV N
ZEHERLET,

Retransmit time

ZAF LT/ — Z BN ER E STV 5 Retransmit time fill (2 U D),
IEZEEEICR LT, 2oV 7 ECHEHASNAEMMET, 7R
L AR & T ERIEE AR RERR I T S E T,

0l IF/— X @EN AT D —F DEFMEZ R E L T\ eWn 2 & &R
L7,

Prefix

ZE LT NA—ZEHAICHRESNTWAEH T VT v 7 A,
AV By NIFHEEREE Yy B, —X B A v E—
Ty SN TWBHZ EBRLET,

Valid lifetime

FZAE LTV —HBAICRESN TWABA T L7 4 v 7 AICHET 5
Valid lifetime fE,
IV I REDTD, Ob—FBMOEERLNSF-72) 7T L7
4 I ADBAENTHLRFHE ), E-1(2E > b1, Ox{fFffff)
IR AR L E T,

Preferred lifetime

ZE LI —FBAICRESN TWABM T L7 4 v 7 ACHET 5
Preferred lifetime i,

T RUVAHEBREEZMH LT, V7 4 v 7 ANLERSNDLT N
VANEZITH D, Ob—HFBHAORERREIN G- 72) HifE &

(), -1(2E > b1, OxFFFFrere) TR AR L ET,
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IPV6 JL—7T 1 > 0 DIFHR

I INTG A —AH
KT A—E | BENE | B | LIS D IE
LAN A v X 7 = — R
lan 1 [I2241E9 % RA DI
AR LET,
AV ST = BRELEA ST =—20f || 2”?5@;;2;2% BCDA BT =—A
— A4 TR LFET, HEERLET DIiFREFRRLET,
EWANH2 A > % 7 = —
ewan 2 | AIZiE(ET D RA DIF
TR LFET,
72 DEGENHRD N —F DI FREDIE/ FAZIR 537,
conflicts |ZFRIELLAICHELE |conflicts BT DON—F DTS %
R KR LET,
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| 2301 50%%

Ishow ipv6 stateful-packet

AHERE L, LAN 255 WAN (EWAN % L < 1 PPPoE) ~D%ZICKI LT, 727 B A LEAAFEDOT KL A% %W
LTHE, 207 FLREHEOMANEHOT — 7 LIS, LAN (Chik L OB 2 > TV E T, E7-.
FHELULICHFOT FLAFRER R THZEHTEET,

Iﬁﬁ@@m

Router#show ipvé6 stateful-packet

no Source Address Prot Age Interface
Dest Address
e Rttt e e fom e
1 3ffe:1111:1111:0:206:5bff:£fe73:859f icmpve 4 PPPoOEL
3ffe:2222:2222:2222:280:bdff:fecf:£0£6
2 3ffe:1111:1111:0:206:5bff:£fe73:859f icmpve 3 PPPoE1L
3ffe:2222:2222:2222:280:bdff:fecf:£f0£f6
3 3ffe:1111:1111:0:206:5bff:fe73:859fF icmpve 2 PPPoOE1
3ffe:2222:2222:2222:280:bdff:fecf:£f0£f6
4 3ffe:1111:1111:0:206:5bff:£fe73:859f icmpve 1 PPPoE1L
3ffe:2222:2222:2222:280:bdff:fecf:£f0£f6
Router#

| czmons

IE H N =B
Source Address |"FE L72i8EIC IPv6 7 R AZFI/R L £7,
Dest Address |28 L7=%64E IPv6 7 RL A2 FE R LET,

Prot FELEETe balEyERLET,
Age ZOERENTOT —T A BHIBRT D £ TORE () 2FRLET,
Interface ZDOIPT RV ARELOMRNGFAET DA VX T 2 — A4 TR LET,

I avy FEX

show ipv6 stateful-packet [4 % 71 —X]
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IPV6 Jb—F 1 > O DIgER

I INTG A—A
ING A=A BRENE Bk it | HHEEEDIE
AR T |\FEHTANEY) T et TWAAL BT (Ao BT 2—A|ETOFEET LR
— A T—AEHRELET, Vay 7=V T DIEH
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| |Pv6 [ZBA9 2 f5HiER

I show ipv6 traffic

IPv6 (ZBE 3 D tat e R L ET,

I K RE @D

60

ip6:

icmp6:

eNoNoNoNoloNoNoNooNoloNoNoloNoloNoloNoloNoloNoNoNoNe]

O oo o

Router# show ipve traffic
IPv6 statistics:

total packets received

with size smaller than minimum

with data size < data length

with bad options

with incorrect version number

fragments received

fragments dropped (dup or out of space)
fragments dropped after timeout
fragments that exceeded limit

packets reassembled ok

packets for this host

packets forwarded

packets not forwardable

redirects sent

packets sent from this host

packets sent with fabricated ip header
output packets dropped due to no bufs, etc.
output packets discarded due to no route
output datagrams fragmented

fragments created

datagrams that can't be fragmented
packets that violated scope rules
multicast packets which we don't join
one ext mbufs

two or more ext mbufs

packets whose headers are not continuous
packets discarded due to too many headers

calls to icmp6_ error

errors not generated because old message was icmp6 or so

errors not generated because of rate limitation

utput packet histogram:
unreach: 0
packet too big: 0
time exceed: O
parameter problem: 0
echo: O
echo reply: O
multicast listener query: 0
multicast listener report: 0O
multicast listener done: 0
router solicitation: 0
router advertisement: 0
neighbor solicitation: 0
neighbor advertisement: 0O
redirect: O
router renumbering: O




IPV6 JL—7T 1 > 0 DIFHR

udp6:

node information request: 0
node information reply: O
0 messages with bad code fields
0 messages < minimum length
0 bad checksums
0 messages with bad length
Input packet histogram:
unreach: 0
packet too big: 0
time exceed: O
parameter problem: 0
echo: O
echo reply: 0
multicast listener query: 0
multicast listener report: 0O
multicast listener done: 0
router solicitation: 0
router advertisement: 0
neighbor solicitation: O
neighbor advertisement: O
redirect: O
router renumbering: O
node information request: 0
node information reply: O
message responses generated
messages with too many ND options

[eoNe]

datagrams received

with incomplete header

with bad data length field

with bad checksum

with no checksum

dropped due to no socket

multicast datagrams dropped due to no socket
dropped due to full socket buffers

delivered

datagrams output

cNoNoNolololoNoNoNe]

Router#

Iéﬁﬁwﬁﬁ

IHHE

Bl

total packets received |IPV6ﬁ%§%'§/\thV &

with size smaller than minimum

v N

IEE (IPv6 ~ v X&) 072 L TV 7RV 5347

with data size < data length

DR DAYy MK

ZAZ IPV6 23 RED IPv6~y ZHDOF —Z FE

with bad options

FIERAT Y 3 ABDZE S v Mk

with incorrect version number

hpmyﬁmﬂ—yayﬁGT&wﬁﬁﬂbyFﬁ

fragments received

TITAL RSN T Y FOZEH (VT e T
JVRITDEK)
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62

0 fragments dropped (dup or out of
space)

HHEOCATYARRZICEVFEEINEZT7 T T A
Ny N

0 fragments dropped after timeout

A7ty b LR SINEY CHEEIN-7 T
T A Ry N

0 fragments that exceeded limit

200 L EICHEI SN TCWDIZOBRIELIZT T T A
AV ¢

0 packets reassembled ok

U TS L=y R (U 7B 7L
%)

|O packets for this host

(BRsE L LTRIE LIty MK

|O packets forwarded

|7¢U~FK%%LtﬁﬁyFﬁ

|O packets not forwardable

T U= RTEADoT S y MK

0 redirects sent

THT—=RLENYEAL VLY Mv—TF 4 T L7
STy MR

0 packets sent from this host

BHRZD IPv6 4 v M GEERBU Sy v M
ZEe)

0 packets sent with fabricated ip
header

IP ~v Z B4 (RAW socket) L7z B JREE /7
v MK

0 output packets dropped due to no bufs,
ete.

Ny T 7 RRFIZEL D EEIRE LT M

0 output packets discarded due to no
route

BRI RO RN OREEITRR LT v b
i

0 output datagrams fragmented

TITANIEIAILTA Ty N (T T 7 A b
AT D%

|O fragments created

EETETAN U AN -

|O datagrams that can’t be fragmented

757 Ay MR LT v MK

|O packets that violated scope rules

REARRT—F DG v MK

0 multicast packets which we don’ t join

join LTWARWsEED~ LT F ¥ X b3y &

ZELE

|O one ext mbufs |ﬁ5%§§ﬁ%§ﬁﬁ?ﬁ%ﬂﬁ§$ﬁ
|OWOmmwethﬁs |E%%Eﬁﬁ%%ﬁ

0 packets whose headers are not
continuous

PR~y FENRERZE T v MK

0 packets discarded due to too many
headers

YESRA » ORISR IEIRZAE 7 v MK

icmp6

0 calls to icmpb_error

IPv6 DZFITBNTZ T —% B L ICMPv6 /7
FOFEHEITRS Y & LIz

0 errors not generated because old
message was icmpb or so

=T —HRE Lo 7o F5 N RIS ICMPYE D729,
ICMPv6 DA Z4T 72> 125K

0 errors not generated because of rate

limitation

ICMP 2% > F DEHIZERB W T rate limit (210 2%
B 21T > 723%




IPV6 JL—T v > T DI

~~~~ o~~~ ~TCMPV6 IEEDF A TR 7

B o~

Output packet histogram:

| unreach: 0 |ICMPV6 unreach EE/37 » MK

| packet too big: 0 |ICMPV6 packet too big E(E/ N7 v MK

| time exceed: 0 |ICMPV6 time exceed G/ 7 v MK

| parameter problem: 0 |ICMPV6 parameter problem WE(E/347 v R

| echo: 0 [ICMPV6 echo A7/ v M

| echo reply: 0 |ICMPV6 echo reply EE/ N7 v MK

| multicast listener query: 0 |ICMPV6 multicast listener query E{E/37 v MK
nulticast listener report: 0 }Iﬁ;MP% multicast listener report E{E/34 v b

| multicast listener done: 0 |ICMPV6 multicast listener done EfF/ 37 > Nk

| router solicitation: 0 |ICMPV6 router solicitation PEfF/37 v M

| router advertisement: 0 |ICMPV6 router advertisement 5[5 /37 v MK

| neighbor solicitation: 0 |ICMPV6 neighbor solicitation ¥/ X7 v MK

| neighbor advertisement: 0 |ICMPV6 neighbor advertisement 1%{F/347 » ML

| redirect: 0 |ICMPV6 redirect EFE/NT v MK

| router renumbering: 0 |ICMPV6 router renumbering X[/ N7 v MK

| node information request: 0 |ICMPV6 node information request XE/3%7 v MK

| node information reply: 0 |ICMPV6 node information reply /N7 v N

|O messages with bad code fields |2~‘ RIERARIEZ ICMP 521537 » M

0 messages < minimum length # \y-{z:—“)EﬁS‘IE (RI3732) 72 TCHPv6 AR/

7y MK
0 bad checksums \F = v 7 AMERRIER IOIPY6 Z {554 v Mk

ICMPv6 F— X2 2 & FE N5 [P~y X DE S NARIE
72 TCMPv6 52{5 /N7 MK

~r~~~~~~~~[CMPv6 ZAE D X A TR

&’\4’\4’\.«’\4’\4"\/’\4

0 messages with bad length

Input packet histogram:

| unreach: 0 |ICMPV6 unreach {537~ MK

| packet too big: 0 |ICMPV6 packet too big &5/ v MK

| time exceed: 0 |ICMPV6 time exceed {57 v MK

| parameter problem: 0 |ICMPV6 parameter problem =z /347 v M

| echo: 0 |ICMPV6 echo ZZ1E/\7 v Mk

| echo reply: 0 |ICMPV6 echo reply Z{E/ 37 v &

| multicast listener query: 0 |ICMPV6 multicast listener query Z{E/37 v MK
nulticast listener report: 0 ~I§§MPV6 multicast listener report {5347 > k

| multicast listener done: 0 |ICMPV6 multicast listener done SZ{E/N7 v MK

| router solicitation: 0 |ICMPV6 router solicitation SZ{5/N7 v MK
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router advertisement: 0

|ICMPV6 router advertisement S2{E/347 v MK

neighbor solicitation: 0

|ICMPV6 neighbor solicitation {8/ v &

neighbor advertisement: 0

|ICMPV6 neighbor advertisement 2{Z/34 v R

ICMPV6 redirect 15 3% v MK

router renumbering: 0

|ICMPV6 router renumbering g/ v M

node information request: 0

|ICMPV6 node information request (/347 v R~

|
|
|
| redirect: 0
|
|
| node information reply: 0

|ICMPV6 node information reply %2{Z/347 v &

0 message responses generated

ICMPv6 D U 7 = A MIxf L CRNEE AR Lic /™7
v MK

0 messages with too many ND options

Neighbor Discovery O A7 L a U E3 & KA (10)
TGNy MR

udp6 .
P 0 datagrams received

UDP {5 /3 v M (=T —IZ L BB > MK
Zate)

0 with incomplete header

UDP ~ v & RS RIED 7= 00 BEsE LT= A58 v MK

0 with bad data length field

UDP ~ v ZINDT —H ENRIEDTZOFEE L 2%
Ny MK

0 with bad checksum

UDP ~ X DF = v 7 MENFIED =D FEFE L 1=
EEAY Y MK

0 with no checksum

|UDP N EDF v 7Y LMEN O DZE N MK

0 dropped due to no socket

MR — RPN T W WD EIE L -2 E 3
v MK

0 multicast datagrams dropped due to no
socket

MR — RN T W WD EE L -~ /LFF
¥ A MNTy NZERT Y MK

0 dropped due to full socket buffers

VI NOZAENR Y T 7 BRSO FEEE LT
1530w Mk

|O delivered

B L= M

|O datagrams output

%
EREROH T8 EREREb T band)

I avy FEX

show ipv6 traffic

I INTG A=A

NI A=HZTHY FHEA,
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IPvd Jb—F 1 > O DIgER

| Pv4 L —TF 12 F DiER

| LANA > % 7 = — R DIER

Ishow ip interface lan

LAN A v 27 = — 22D [PvA AT AIEREFRLET,

Ii%@ﬁﬂ

Router#show ip interface lan 1

LAN is up

IPv4 is enabled
IP address 1is xXX.XXX.XXX.XXX, subnet mask is 255.255.255.0
Broadcast address is XxXx.xxX.xxXxX.255
MTU is 1500 bytes

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replis are always sent
Directed broadcast forwarding is enabled

Router#

I%ﬁawﬁw

IE H N =B
) ZDA H T 2= AOWELY 7 IREEN up 2 E D > (up/down) &
LAN is up L

IP address is xxx.XXX.XXX. XXX

ubnot mack is 955 955 955 TDOALHET2—ADIPT RLAEH T Xy h~A 7 52FLET,

Broadcast address is
XXX. XXX. XXX. 2bb

DAV H T 2—ADT 00— REy AT RLAZELET,

MTU is 1500 bytes MTU DY A XEFRLET,
ZDR— FF ¥ R/ T proxy-arp kG950 E D> (enabled /
disabled) & L £,

Proxy ARP is disabled *7-. ip proxy-arp 2~ N T include-default-route 473 3 >

NFRE SN TV DEATE, Proxy ARP is enabled
(include—defaul t-route) & FR I E 7,

ICMP redirects Z#iX[ET D7) 9 D (always sent / never sent) %
FLFET,

ICMP unreachables are always |ICMP unreachable %129 57 E 9 )>(always sent / never sent)

ICMP redirects are always sent
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sent ERLET,

ICMP mask-replies are always ICMP mask reply ZE{E9 503 9 Ax(always sent / never sent) %
sent FLFET,

Directed broadcast forwarding is | 2D A > X7 x2—A FTHEA L7 72— Ry A 19010 E 9
enabled 7> (enabled/disabled) 2 L F 9,

I avy REHX

show ip interface lan 1

I INT A—A

NTA=HFHY EHA,
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IPvd Jb—T 1 > 0 DISER

| PPPOEA >4 7 T — X D5

Ishow ip interface pppoe

PPPoE A # 7 = — A D IPv4 |ZBAT A E R~ L E T,

Iﬁ%@ﬁﬂ

Router#show ip interface pppoe 1 ~1~5 FTIEEAIHE
PPPoEl is up
IPv4 is enabled
IP address is xXX.xXxXX.XXX.xxXX, subnet mask is 255.255.255.255
Destination address 1is yyy.Vyy.VVV.VYyy
MTU is 1454 bytes
Proxy ARP is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask-replis are always sent
Router#

Iéﬁﬁwﬁﬁ

| E B | m &

. DA BT 2= ANFIHARETH D E D
PPPoE1 is up (up/down)
1P address is xxx. XxX. XxxX. Xxx, subnet mask |ZDA L Z T =2—ADIPT KL ALY TRy h<w A
is 255. 255. 255. 255 I EFRLET,

S . DA H T 2= AOBEMTMT FLAZERLE
Destination address is yyy.yyy.yyy.yyy -

MTU is 1454 bytes MTU DY A 2 %% LET,
DA HE T = —AT proxy-arp FEETHMNE D
7> (enabled / disabled) Z#F& L £9°,

LOD reditocts aro al - ICMP redirects ZiFETH00E 90 (always sent /
edirects are always se never sent) A% LT

Proxy ARP is disabled

ICMP unreschabl ‘e al - ICMP unreachable #2927 97y (always sent
eachables are always se / never sent) %% L E4

IOMP mask—renli ‘e al - ICMP mask reply #5335 E 975> (always sent /
ask-replies are always se never sent) &% LET
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show ip interface pppoe <PPPoE &FS>

I INTG A—4A

NS A—%H BHANES ERTE SR HIREFDE
PPPoE &5 BB L7-\ PPPoE OB B2 E LET, [1~5 AMEA ]
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|wm4>971—zwﬁﬁ

Ishow ip interface ewan

EWAN A > % 7 = — A IPv4 IZBHT 1A R R LET,

Iﬁ%@ﬁﬂ

Router#show ip interface ewan 1

EWAN1 is up
IP address is xXX.XXX.XXX.XXX, subnet mask is 255.255.255.0
Broadcast address is Xxx.xxXX.xXx.255
MTU is 1454 bytes

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replis are always sent
Directed broadcast forwarding is enabled

Router#

Iéﬁﬁwﬁﬁ

" H " B
UL DALV E T = —ADYELY 7 REEN up I E D
tsup (up/down) %% L £,

IP address is xxxX.XXX.XXX. XXX,

Z : — S & A .
subnet mask is 255.255. 255. 0 PALH T 2= ADIRT RUAEHTH Y b AT ZRLET,

Broadcast address is DA AT e ADTH— R X A RT FLAEELET,

XXX. XXX. XXX. 25D
MTU is 1454 bytes MTU O A REF LET,

ZDR— ~NF ¥ RV T proxy-arp ZEETHNE I
(enabled / disabled) Z## L ¥4,

Proxy ARP is disabled F7-. ip proxy—arp =~ > KT include—default-route 473
a UPEEINTWAEATL, Proxy ARP is enabled
(include—default-route) & R XN EJ,

ICMP redirects Z g3 502 9 A (always sent / never sent)

ICMP redirects are always sent

ICMP unreachable #3129 A7>E 9 Av(always sent / never
ICMP unreachables are always sent sent) 2 LE4
ICMP mask reply #i&{E9 2575 E 9 H(always sent / never

ICMP mask-replies are always sent

sent) Z#& LET,
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Directed broadcast forwarding is |2 DA X T2 —AFTHEA LY N 72— RKXxv A 2790
enabled & 9 M (enabled/disabled) % L ¥ 9,

I avy FERX

show ip interface ewan <EWAN &F=>

I NG FA—4

ING A—%H BREAR RTEEF HBREFDE
EWAN &5 | ZHR L7ZWVEWAN OB B A2 F5E LFT, |[1~2 AWEAS ]
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IPvd Jb—F 1 > O DIgER

L= 1012871 —201%H

Ishow ip interface dialer

ENRA A BT =2 —AD IPVAIZET AR AR T LUET,

I R TEE)

Router#show ip interface dialer 1

DIALER] is up

pointTopoint
IP address 1is xXX.xXXX.XXX.XXX, subnet mask is 255.255.255.255
Destination address is yyy.yyy.VVyy.VYVyy

Router#

| zseous

H H N =&
. ZDAUE T 2 —ADOWELY U ZAREEN up Y
DIALER1 ~
e 9 7> (up/down) &K L £,
pointTopoint F 721, broadcast T R AEREEFRRLET,
1P address is xxx. XXxX. XXX. XxxX, subnet mask is|Z DA H 72 —ADIPT KL ALV T Xy b~
255. 255. 255. 0 A7 R LET,

B FOT RL A 2R RLET,

Destination address is broadeast MELAZR XL EH A,

show ip interface dialer <DIALER &S>

IK%%—Q

INTGA—=H REAR REEH HEEFRDE

DIALER &5 | B L=V DIALER OF=ZfE LET, [1~20 A L N
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IW—TNv o487 1—ADIER

Ishow ip interface |oopback

N—T Ry A BT 2—AD IPv4 IZEHT AIERE R TR LET,

I R TEE

Router#show ip interface loopback 1

LOOP1 is up
IPv4 is enabled

IP address is xXxX.XXX.xXXX.XXX, subnet mask is 255.255.255.255

MTU is 36780 bytes

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent
ICMP mask-replis are always sent

Router#
I%IEEGJEEEE
" A SRS
= N - 1] HeBE A N N
LOOP1 is up TDA BT =2—AOWEY 7 UREEN up NE DD

IP address is xxx.Xxx.XXX.XXX, subnet
mask is 255.255.255.0

MTU is 36780 bytes

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replies are always sent

72

(up/down) #F L £,

DA ET2—ADIPT RLAEYT Xy h~ A

MTU O A XaF L ET,

ZDOHR— FF ¥ RV T proxy-arp ZiE[ETHMNE D
73 (enabled / disabled) Z#%& L £,

ICMP redirects Z#E(FT 5 E 9 M (always sent /
never sent) ##% L £,

ICMP unreachable Z#FIZ9 A0 E 9 H>(always sent /
never sent) Z#& L F I,

ICMP mask reply ZE[Ed50F 9 Hx(always sent /
never sent) 3% L F 9,



IPvd Jb—F 1 > O DIgER

show ip interface loopback 1

I INTG FA—A

NTA=HEFHY FHA,
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|Psecq/ > % 7 1 —XADIEHR

Ishow ip interface ipsecif

IPsec £ X 7 =—A®D IPv4 |

Ii%@ﬁﬂ

LT ERRLET,

IPSECIF1 is up
IPv4 is enabled

MTU is 1390 bytes

ICMP unreachables

Router#

Router#show ip interface ipsecif 1
Internet address is not use
Proxy ARP 1is disabled

ICMP redirects are always sent

ICMP mask-replis are always sent

are always sent

| zsmous

14

5 H

N B

IPSECIF1 is up

DA UHE T 2 —AD Y U IAREEN up HE D D> (up/down) HFK L FE
—g—O

TPv4 is enabled

TPvd4 7 FLAE— RCHERI SR TE - LR LET,

Internet address is not
use

TDALE T 2—ADIP T RLARRESISN TR NWELZELET,

MTU is 1390 bytes

MTU DY X%F LET,

Proxy ARP is disabled

ZDR— FF ¥ R/ T proxy-arp ZiEETH01E D D (enabled /
disabled) ##& L £,

sent

ICMP redirects are always

ICMP redirects #1X{E59 5 7>E 9 M (always sent / never sent) &3
‘L/\iﬁ—o

ICMP unreachables are
always sent

ICMP unreachable Z 24572 9 H>(always sent / never sent) &
xLET,

ICMP mask-replies are

always sent

ICMP mask reply Z &350 9 M (always sent / never sent) &K
L/i—a—o




IPvd Jb—F 1 > O DIgER

INTGA—H REAR

IPsec ‘= | B L7~ IPsec f v X 72— ADHSEIRELET,

1 —1

ax ;&

1~4

FE LREOIE
B A
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NULLA > % 7 = — XA DIER

Ishow ip interface null

BEFEH A v 2 7 = —AD IPvA ICBT AE#BEE T LET,

Iiﬁ@ﬁﬂ

NullO is up

IPv4 is enabled
Internet address is
MTU is 32767 bytes

Router#show ip interface null O

Proxy ARP is disabled

ICMP redirects are never sent
ICMP unreachables are never sent
ICMP mask-replis are never sent

not use

Router#
I%ﬁawﬁm
| = | moR
Null0 is up ZDA VBT = — ADIREER up H>E 5 A (up/down) 2 F L E T

|IPV4 is enabled

IPVA L —T 4 » 7 AHETH D Z L 2R LET,

Internet address in not use

IO int 7= —AIZIPT RLVANRED B THNTWARNWI EA2FL
i—a—o

MTU is 36780 bytes

MIU DA X %% LET,

Proxy ARP is disabled

DA H T 2— AT proxy-arp ZiE(ETH0E 9 H>(enabled /
disabled) ##& L £,

ICMP redirects are always
sent

ICMP redirects ZiXET B0 E 9 /> (always sent / never sent) &
FLET,

ICMP unreachables are always
sent

ICMP unreachable Z #2957 9 />(always sent / never sent)
ERLET,

ICMP mask-replies are always
sent

ICMP mask reply % iX(E9 50 E 9 H>x(always sent / never sent)
ARLET,
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I avy FERK

show ip interface null 0

I INTG FA—A

NTA=HEFHY FHA,
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IW—T 1 VT 1ER

Ishow ip route

N—=T 4 TR EFR LET,

Iiﬁ@ﬁm

Router#show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP,
B - BGP, I - IKE, U - SA-UP, D - REDUNDANCY,
> - selected route, * - FIB route

S>* 0.0.0.0/0 [1/0] via 192.168.38.1, EWAN1
C>* 127.0.0.0/8 is directly connected, LOOP
R>* 172.31.6.33/32 [120/6] via 192.168.38.1, EWAN1, 05:01:49
R>* 192.168.19.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50
R>* 192.168.21.0/24 EWANI, 05:01:50
R>* 192.168.24.0/24 EWANI, 05:01:50

[ via 192.168.38.
[

R>* 192.168.28.0/24 [120/3 EWAN1, 05:01:49
[
[

1
1
via 192.168.38.1
via 192.168.38.1
1
1
1

~ 0~

R>* 192.168.29.0/24 via 192.168.38.1, EWAN1, 05:01:49
R>* 192.168.34.0/24 via 192.168.38.1, EWAN1, 05:01:49
R>* 192.168.35.0/24 [120/3] wvia 192.168.38.1, EWAN1, 05:01:50
C>* 192.168.38.0/24 is directly connected, EWANI1

R>* 192.168.71.0/24 [120/14] via 192.168.38.1, EWAN1, 05:01:50
R>* 192.168.123.0/24 [120/3] via 192.168.38.1, EWANI1, 05:01:50
S 192.168.150.0/24 [1/0] via 192.168.10.2, LAN inactive

S>* 192.168.201.0/24 [1/0] wvia 192.168.38.1, EWANI

I%Eﬁwﬁ%

. =&’ H | n &

Codes EOXR ) BTETHEE LIERBER M EF R LET,
p IRLERIRETHDL Z LA TRLTVET,

N selected route ZEM L4, O 7 a0 Fa /L TH—REZFEH L WA
B, ZhonTnsdy MU SBIRES N E T,

. FIB route B LEd, BRI 74V —T 4 I END = M) TF,
F—=TIDHRT TN D R EOE R TON RN 8 H Y 97,

[ 120/3] ZNENZ OFREED Distance & Metric BAEKLET,

via 192.168.38.1 |7 % kv 7OT FLATT,

is directly

AV BET 2 —A)— hOBHIXI ORI £,
connected

105:01:49 RIP, BGP OBFAEREENHRER SN TH D ORI & R LET,
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I:?DF%ﬁ

show ip route [ K<IP7Z KLR> | <RBLEFER ]

I INTGA—4
Berel RENE | B | EREOME
. ZRLIZ05E IPT R A% . - LT O HRE
IP7 FL A pot U IPv4d 7 R L A JER SR LET
BGP CTHUfS L 7=#%
bep BT 40
K | EEICBFR ST
erne U IS R
connected |IET§%§E§®T%5$E(
. RIP CTHUS L7-#%
Hp 15 4R
; . ART 47 TE| |2 TOFETHE
B LT | S REERO 5 5. B L0 | [static ﬁbtﬁ%%ﬁﬂ ﬁkﬁ%gﬁ%g
JIE B L=FEE2ETECLET, RS SLEF
) VIV IL— o °
the HEC B L -
TLEALBERE TRk
reroup L 7= 1 #H
B SA-UP /L— h T%
saup Gk L7154
IPsec JLEMRET
redundancy T4 L7 1
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| ARPO> 148

Ishow ip arp

P U7 ARP fEHREZFOR L ET,

Iﬁ%@ﬁﬂ

Router# show ip arp

Protocol Address Age (sec) Hardware Address Port Flags
Internet 192.168.138.37 200 0080.bd£f0.0905 LAN
Internet 192.168.138.1 600 0800.200f.fbcl EWAN
Internet 192.168.138.45 200 0080.bdf0.097a EWAN
Router#

I%ﬁawﬁw

H B n =
Protocol ORI DXy hTU—=Z T RLArya halirRLET,

Address ZOxT YD MAC T RLARIZwy 7T ENDRy NI—7 T RLAEZRLET,

Age (sec) FOT RLAZFEEHLTHLORBRFRNEREINET,

Hardware MAC 7 R AZFIR L ET, MAC 7 R L AR KR DOEET 7 (incomplete)” & FRII

Address F7,
Port AEBET 2 —Af KR LET,

Flags

80

show iparp [KIPZRLR> | IMMCT7 KLR> | <422 T7x—R%> ]

oz N ORMEART T I VR LET, BUEIT (arp a~v I FIZXED) FHEIIC
RESNToZ b EZERT “static” 77 7 DOHBBYR—FIHTWET,



IPvd Jb—T 1 > 0 DISER

I INTGA—7H

XS5 A—4 | BENE | BREEE | AREOE

b7 L [HELEIPT RLRICHT HMACT FLAZBRLE IPvd 7 FLAR (£ TO 1P T
WSS, IPT7T RLAEFRELET, = KL %

MACT KL % FRELIZMACT RLAIZXf9 2% 1P 7 KL A &S L 7= HHHH. HHHH. HHHH |42 C o MAC 7
WIRAIZ, MACT RLAZIREL£7, Tt KL =%

A8 7 HELEAET=—ADARP T —TNVERRLE ¥ T=—A | BTDALH

h—x% _a‘o Zlﬂ:zit 731‘—]
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| RIPZ O FaJLDIER

Ishow ip protocols

RIP IZET B 1EH A X R LET,

I EREE

Router#show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds with +/-50%, next due in 15 seconds
Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update filter list for all interface is not set
Incoming update filter list for all interface is not set
Default redistribution metric is 10
Redistributing: kernel static
Default version control: send version 2, receive version 2
Interface Send Recv Key-chain
LAN 2 2 keyl
Routing for Networks:
192.168.138.0/24
192.168.10.0/24
Routing Information Sources:

Gateway BadPackets BadRoutes Distance Last Update
192.168.138.1 0 0 120 00:00:29
Distance: (default is 120)
Router#
I%ﬁﬁ@ﬁ%
| H B | n &
|Routing Protocol is “rip” ‘/V~—5:4’>/5f?fti fanaFRRLET,
Sending updates every 30 seconds |RIP OE(EMEAZF R L £, EEOERGEMBIZFREHED 0.5
with +/-50%, NS 1.5 fFDT U H AIMEICR Y £97,
|next due in 6 seconds ‘Dﬁlﬁl@%@&/f ST EFRLET,
|Timeout after 180 seconds ‘RIP DEA LT 7 N EFRRLET,

B A LT NEE D & garbage collection Z A < —7/N A X —
FLET, ZORNIREERIZA NY v 7 16 THREFSNLE T,

garbage collect after 120 seconds

Outgoing update filter list for
all interface is not set

RIP DXET7 4 N2 ) o T OEREERLET,

Incoming update filter list for
all interface is not set

RIP DZAZT7 4 N2V v 7 DIEHRAEF R LET,

RIP CHEBSIEHA BRI T A MON—T (7 Fa hank®

Redistributing: FLEF
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|Defau1t version control ‘RIP DFEE/ZER—Vg BRI LET,
Tnterface RIP #EZIET 54 v 2 7 = — AN B R LET,
ZTDALHT 2 —AZBITDHRIP DRER—Va v w2FRRLE
Send +
FDALUET 2 —AZBITHRIP DZ[ENR—Va v E2FRLE
Recv +
. FEDA BT 2 —AZBTHBIETHEMT D Key—chain O£
Key—chain HaERLET
|Routing for Networks ‘RIP DN—TFT 4 TEATIRY NT—T R LET,
|Routing Information Sources ‘RIP PEELTWARA NOFBFHREERLET,
|Gateway ‘RIP EEELTWARAMDIPT RLRAZFRRLET,
|BadPackets ‘%@ZKZ RINBRIEANT y NESE LT BEFRRLET,
|BadRoutes ‘%@ﬂ‘% B E LTEARERBEROKEZFR T LET,
ZF DR A R~D Distance ZFH R L ET,
Dist Distance |%. fiD/L—F 4 > 77 ha /LT E URIE A58
e LTOBHAIS, EH5EEMT 200iET 2B i
l./\ij—o
BRI RIP 2525 LT O RRE L7l 2 KR L E T,
Last Update 700:00:05” & FR STV DI EIEL, WZBICRIP 255 LTh
LOMELTWAZ EEELET,
|(defau1t is 120) ‘“?‘7 /b hCERT % Distance fEH T,
|Distance ‘%%ﬁ%i\kﬁlgﬁﬁéﬂf: Distance fET9,

I:?)F%ﬁ

show ip protocols

I INTGA—A

NTA=HFHY £HA,
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| RIPOEZIEES

Ishow ip rip

RIP CTHREFL TV OREEIEHRE TR L ET,
o7 v b a)CFE LoRkiEs RIP CTHEAT L LA, TAbbErEanEd,

Iﬁ%@ﬁﬂ

Router#show ip rip
Codes: R - RIP, C - connected, S - static, B - BGP, U - SA-UP
Network Next Hop Metric From Time
S 0.0.0.0/0 192.168.38.1 1
R 172.31.6.33/32 192.168.38.1 6 192.168.38.1 02:59
R 192.168.19.0/24 192.168.38.1 3 192.168.38.1 02:59
R 192.168.21.0/24 192.168.38.1 3 192.168.38.1 02:59
R 192.168.24.0/24 192.168.38.1 3 192.168.38.1 02:59
R 192.168.71.0/24 192.168.38.1 14 192.168.38.1 02:59
R 192.168.123.0/24 192.168.38.1 3 192.168.38.1 02:59
S 192.168.201.0/24 192.168.38.1 1
Router#
I%ﬁﬁ@ﬁm

1 B | n A

PG LI-FBEERLET,

R[RIP CHUfH

C [z — I
Codes

e R
B [BOP T Hf%
BWSA—up/L*— Ik
Network 5i%E% v hU—2 (KA b) HEEFRLET,

Next Hop [§i5eic BT 2 72 0IC kR T 57— U =A O IP 7 FL A& FRLET,
Metric [SESEIZEIET 27D CHEHT D — X OREFR LET,

From  |ZOfEHEABLTVWDIL—X D IPT FLAEZFERLET,

A=V RE T FTOEMZRLET, m"— RE¥ o HFox > kU IZDOWTIX garbage
collection i T £ CORFREIZ /R L E T,

Time
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show ip rip

IN?%—@

INTA=HFTHY EH A,
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| BGP T U ER Y 3 2R EDI1ELR

Ishow ip bgp

bgp T. Advertise,Receive L CWAIFHRAZERL E7,
BTV T 4 D ABRBRETH I EICLY, ZORKICHTHEN (7T M) Ea—K) OERELMRET
HZEHLTEET,

I REEEH GEERY FT—V ZHRELLEWNGS)

Router#show ip bgp
BGP table version is 0, local router ID is 192.168.10.1
Status codes: s suppressed, d damped, h history, * valid, > best,

i - internal

Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf

Weight Path

*> 172.31.6.33/32 192.168.138.1

32768 2

*>192.168.119.0 192.168.138.1

32768 2

*> 192.168.71.0 192.168.138.1

32768 2

*> 192.168.111.0 0.0.0.0

32768 1

*> 192.168.123.0 192.168.138.1

32768 2

Total number of prefixes 5

I FEEOHHA GEkry FT—V ZHRELLENGS)

IE B N B
local router ID bgp DL—% 1D ZFERLET,
Network BGP CH#E LR AR LET,
Next Hop Next_HOP J@MEx FKR LE T,
Metric MULTI_EXIT_DISC @& &R L £,
LocPrf LOCAL_PREF @M &2~ L £,
Weight ORI T 2 EAMF T ERRLET,
Path AS_PATH 2R L E T,

Total number of prefixes fARREIAZ R R L ET,
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I RRBEES GELERY NT—V ZHEES H5HE)

Router#show ip bgp 192.168.123.0
BGP routing table entry for 192.168.123.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Local
192.168.138.1 from 0.0.0.0 (192.168.10.1)

Origin incomplete, localpref 100, weight 32768, wvalid,
sourced, best

Last update: Thu Feb 27 13:11:34 2003

Router#

I FHEEDHHA GEERY FT—V EHEET HEE)

. @& B | n B

lavailable |2 DR AR ORI FoR LE T

|best ‘available DR TEFRITBEN SN TV ARBEDOESEZF R LET

Loeal aﬁwﬁ%f%ézt%ﬁ%bifom@&me7m%$ﬁbtﬁ%®%é%
T NFRRINET,

PRI ARKRYTT RUAREZOREEEEA LI RA X—DT KL 2% K OBGP

from V=4 1D BT LET,

Origin ORIGIN JE 2 27 L &7,

metric MULTI_EXIT_DISC J& k% #% L £,
llocalpref LOCAL_PREF &% %7 L £,

weight [Z ORBICKT 2 EAM T ERRLET,
valid BUEE R TH D - L ER LET,

RO A T HRm LET, ¥A 7121 “internal” “confed-external”
“external” “aggregated, local” “sourced” “sourced, local”"&H VD F9,

latomic-aggregate |ATOMIC_AGGREGATE JE 4 50k L %7,

sourced, local

|best ‘&X My—hEEWRLET,
|Community ’:1 Ra=T A DfEER R LET,
S I e I
Originator ORIGINATOR_ID &% # L %9,
Cluster list |CLUSTER_LIST Rk& %7 L £,
Last update I ER S B R R LT,
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I INTGA—4

NS A—%H BREAR SR E g HIREEDE
SRV T VT 4 v 7 AERELE BTDIET VT (v 7 A

w7V |7, IPva 7 R L | OfFEHE £ RLET,

AT A ZOWLEIE, ZOTVT 4y 7 AR B, | A ZOHEIR, —BERERE
BHEEOEREZRT L ENTEET, 20 E9,

S h~wA B LIAEWVSELE TV T 4 T ADFKy b~ |IPvAT RV 7 v 7 v 7 AEIC—

7 A7 EBELET, A BT ofEHRER R LET,
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|osa=7 BT 25T

Ishow ip bgp community-info

BGP DA I 2 =7 4 BMEARIR L LT,

Iﬁﬁ@@m

Router# show ip bgp community-info
Address Refcnt Community

[8114eb8:766] (2) no-export
[8114e58:768] (1) local-AS

I%ﬁamﬁm

B H N =

draee NS SAEBHLTOBHIEAT Y EOT KL (16 50 21y v20®5e, B
DA CHF LET

ZOaa=T 4 @BEEDITTEEDLDHY
Refent F 4

Community |2 X = =7 4 J@EEERLET,

MIEZE LTZ UPDATE A v — VDA Fr L

show ip bgp community-info

I INTG A—A

INTA=HFHY EHA,
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|BGP|:°7(:B§3“%>§§7T<

Ishow ip bgp neighbors

BGP B 7B T A AR LET,
FEOBPETDIPT FLAZREL, A7 v araRETHIEICEY, JBE LB ETIZEE L
SBGP BT INL G LRI RE R RTHZ L TEET,

I FoEEH (Neighbors M EEHMAIEER)

Router#show ip bgp neighbors
BGP neighbor is 192.168.10.2, remote AS 1, external link
BGP version 4, remote router ID 192.168.10.2
BGP state = Established, up for 00:19:11
Last read 00:00:10, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old and new)
Address family IPv4 Unicast: advertised and received
Received 79 messages, 0 notifications, 0 in queue
Sent 135 messages, 1 notifications, 0 in queue
Route refresh request: received 0, sent O
Minimum time between advertisement runs is 0 seconds

For address family: IPv4 Unicast
Community attribute sent to this neighbor
0 accepted prefixes

Connections established 3; dropped 2
Local host: 192.168.10.1, Local port: 179
Foreign host: 192.168.10.2, Foreign port: 1032
Nexthop: 192.168.10.1
Read thread: on Write thread: off

I ZIEBEMERA (Neighbors MEEMIELR)

| H B | n oA

BGP neighbor FANDIPT KL A%EFRLET,

remote AS FA RO AS FHEFRTFLET.

Tocal AS BHO NS FEEFRLET,

|interna1 link ‘U V7 OIRHE (internal or external) #F/RLE7,
BGP version BOP DA—V = A FRLET,

|remote router FANDON—H 1D ZE R LET,

BGP state BGP #RTEE For L £,

up for v OISR T D ORI (FF: 4y )
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Last read [ZOXA D ORBICA v — D EFATIE (5:5:8) |
lhold time v s s v amET A E TR LE T

|keepalive interval ‘keepalive FRETOMEE R LET, |
S E D neighbor DIFMZ BT HA1X, A7 a2 & LTneighbor ® IP 7 KL AZFEEL £7,

I ForEEH (357 L 7= Neighbor [CE2f 245 L -2 HRIFH)

192. 168. 10. 2 [ZFAf L 72 1R B 17 it
Router#show ip bgp neighbors 192.168.10.2 advertised-routes

Network Next Hop Metric LocPrf
Weight Path
*> 172.31.6.33/32 192.168.10.1
32768 100 2
*> 192.168.19.0 192.168.10.1
32768 100 2
*> 192.168.21.0 192.168.10.1
32768 100 2

Total number of prefixes 3

Router#

192.168.10. 2 2 b 315 L 72 R B #t
Router#show ip bgp neighbors 192.168.10.2 received-routes

Network Next Hop Metric LocPrf
Weight Path
*> 192.168.50.0 192.168.10.2 0
017

Total number of prefixes 1
KT 4 NE—RECERRL, ZELEERKEERRLET,
7277 L Z OESRE A 4 5 121X neighbor soft-reconfiguration inbound =T~ RZREL TEB L HLE
N ET,

I KRIBB DA (BEF L1z Neighbor IZEE . 215 L =R RIEHR) )

| EH B | n &

|10ca1 router ID ‘bgp DN—H% 1D #FKxLET,

|Network ’BGP THE LI AR R LET,

|Next Hop ‘Next_HOP BHEER R LET,

Metric MULTI_EXIT_DISC Ja#:% #5 L 7,
LocPrf ILOCAL_PREF J& 1% #7% L £ 7,

Weight [ ORBICKT 2 EAM T ERR LET,
[Path AS_PATH % %5 L £,
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|Tota1 number of prefixes

R AEFR L £,

I:?DF%ﬁ

show ip bgp neighbors [ <BGP E7® IP 7 KL X> [ advertised-route | received-routes

| routes 1 ]

L K44

| BRENE

 BEEE

| EBEOME

A

BGP 7D IP T N

DIPT RLAZBELET

BGP &7 ZFEET HLGIZ, BGP BT

IP 7 R 2R

2 TDBGP BT D
#

advertised-routes

HHROHREFRLET,

Advertise L7z UPDATE A v t&— D

advertised-routes

received-routes

HaFRLET,

215 L7z UPDATE A » & — OO

received-routes

EZELET v
T—hAyE—¥
DI

routes

HRh 7t & LT BT & 7= UPDATE

Aot — U OEROBEFR LEF, OV

92




IPvd Jb—F 1 > O DIgER

| As/ <z 1545

Ishow ip bgp paths

WLCND AS SR EF R LET

Iﬁﬁ@@m

Router#show ip bgp paths
Address Refcnt Path
[d58aec:0] (106)
[cf1954:2] (16) 15555
[cf1874:4] (2) 1

Iéﬁﬁwﬁ%
I noE
address S /SAERMLTODWIAETY LOT KL (16 X)) £y v a0®EESE, [AB]O
TIEATRRALET

Refent |2 D AS RATHEE L TCWARKOBEF R L ET,
Path [AS XA ZFRLET,

B

show ip bgp paths

Imax—a

INTA=HFHY FHA,
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| BGPR % ¥ VR F—4 R DIELR

Ishow ip bgp scan

BGP AF ¥ VAT —HX ALFRLET

I K RE @D

Router#show ip bgp scan

BGP scan is running

BGP scan interval is 60

Current BGP nexthop cache:
192.168.100.1 valid [IGP metric 0]
BGP connected route:
192.168.38.0/24

192.168.10.0/30

| cmmons

7 H N B
BGP scan is BGP D A v DIRREAR IR T
BGP scan interval 2% T HHEIME (D)
Current BGP nexthop cache |F ¥ » ¥ = Z#U72 nexthop DU A |
connected route B Tnbxry hT—7

show ip bgp scan

I INT A —4

INTA=HFTHY EH A,
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IBPrE 7o RT

Ishow ip bgp summary

BGP BT IZBAT e A S E L ET,

Iﬁ%@ﬁﬂ

Router#show ip bgp summary

3 BGP AS-PATH entries
1 BGP community entries

Total number of neighbors 1

BGP router identifier 192.168.10.1, local AS number 100

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd

192.168.10.2 4 1 140 197 0 0 0 01:20:01
1

I%ﬁawﬁm
| 5 B | SIS
BGP router identifier A3L[E D BGP L— % 1D
|10cal AS number ‘ZK%§E§J)AS%§5%

BGP AS-PATH entries |28 LT\\% AS %2 b U 0¥

IBGP community entries %% LT\ % BGP 22 2 2 =7 ¢ OH

Neighbor BGP %A /S— [P 7 K LA

v BGP D N— 3

As BGP A /S—D AS F 5

W%MN \%@Lt&mxyt~y@ﬁ

MsgSent 15 L7 BGP A v — Y0¥

Tb1Ver P15 L7 BOP F— T A DR A— 5
TnQ FRALEROS(Z L7 BP A v & — Y D%

outq RBEIED BOP A vt — VD%

[Up/Down BGP & v & =1 VA8 S LT A B ORI

State/Phdied S B EAR LI R 2R,

BGP & v a VAN SN D F TILBCP AT — F & Fm, MENL%IE BCP %A

Total number of

neighbors

BGP %A N—DH, BCP & v a VRN DRA N—b BB ET,
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show ip bgp summary

I INTG A—4

INTA=HFTHY EH A,
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LU yniEs

Ishow ip resolver—-cache

BHEDOF v v a8 (DNS 158 #FHr~LET,

Iﬁﬁ@@m

Router#show ip resolver-cache

<resolver dns table>

1th direction = [1] (name to addr)
IPv4 Address = [192.168.100.1]
Hostname = [host.domein.co.jp]
Router#
I%ﬁamﬁm
H H SIS
HFF—IP 7 RUATIERR S LT E A2 DD /TP 7 K L A->AFRTIER S L7z 72 o
direction MERLET,
[1] DEAITLAFF—IP 7 KL AT9, FITELnet-F120 TiX, IP 7 RL ANLAHEZR
RITHZEEHY EHA,
IPv4 JOR— R -
FETEIPvA T L AR R LET,
Address

Hostname IPvd 7 RLRIZHKHET HHRA M ERRLET,

I:?)P%ﬁ

show ip resolver—cache

INE%—Q

NTA=HFHY EHA,
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| 287180 Y0k

Ishow ip stateful-packet

AL, LAN 755 WAN (BWAN & L < 1E PPPoE) ~OR[EIZH LT, 727 ¥ A LIMFOT FLA%%EHE
LTHEE, 207 FLAEEWANSDTF— & LSME, LAN I TRk LA HRER - T ET, £70
FEHLEMFOT FLAFEREERERTHZ LB TEET,

Iﬁﬁ@@m

Router#show ip stateful-packet

EWAN1
no Source Address Port Dest Address Port 1Id Seq Prot Age
————t o Fom Fom—— +-——-
1 192.168.10.2 1053 192.168.11.1 23 tcp 231
Routert#

| zseous

IH H N B
Source Address | L7=iAEL IP 7 FLAZERLET,
Dest Address |FH L7258 1P T RLAEZERRLET,
Prot FEL-Ta harvERRLET,
Age ZOIFHRENEOT =7 A HHIRT 5 E TORRF (B)) 2#FRLET,
Interface ZDIPT RV A% b OUWRBIAES DA LV F 72— AN R R LET,

show ip stateful-packet [/ % 7 x—X]

I INTGA—4
INTG A—4H BRENE SR T & B AHREREDE
AHE T |FERTANE) T EITIROTNAAL U HET (A EZT2—A|ETOFET 42
— T —AERTLET, 41 > T DIEHR
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| |Pv4 (ZBA9 A #5HEER

Ishow ip traffic

IPv4 IZBE T DR E R L ET,

I K RE @D

Router#show ip traffic
IP statistics:

ip:

icmp:

494 total packets received

[oNeoNoNololololNolNolNolNolNo)

0

bad header checksums

with size smaller than minimum
with data size < data length
with length > max ip packet size
with header length < data size
with data length < header length
with bad options

with incorrect version number
fragments received

fragments dropped (dup or out of space)
malformed fragments dropped
fragments dropped after timeout
packets reassembled ok

470 packets for this host

0
0

packets for unknown/unsupported protocol
packets forwarded (0 packets fast forwarded)

24 packets not forwardable

0

redirects sent

291 packets sent from this host

0

OO O O o

0
0

packets sent with fabricated ip header
output packets dropped due to no bufs, etc.
output packets discarded due to no route
output datagrams fragmented

fragments created

datagrams that can't be fragmented

calls to icmp_error

errors not generated because old message was icmp

Output histogram:

echo reply: 3

destination unreachable: 0
source quench: 0

routing redirect: O
alternate host address: 0
echo: 18

router advertisement: 0
router solicitation: O
time exceeded: 0
parameter problem: 0

time stamp: O

time stamp reply: O
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100

igmp:

tcp:

information request: 0
information request reply: O
address mask request: 0
address mask reply: O
0 messages with bad code fields
0 messages < minimum length
0 bad checksums
0 messages with bad length
Input histogram:
echo reply: 18
destination unreachable: 0
source quench: 0
routing redirect: O
alternate host address: 0
echo: 3
router advertisement: 1
router solicitation: 0
time exceeded: O
parameter problem: 0
time stamp: O
time stamp reply: O
information request: O
information request reply: O
address mask request: 0
address mask reply: O
message responses generated

w

messages received

messages received with too few bytes

messages received with bad checksum

membership queries received

membership queries received with invalid field(s)
membership reports received

membership reports received with invalid field(s)
membership reports received for groups to which we belong
membership reports sent

O OO OO NOON

153 packets sent
119 data packets (7228 bytes)
0 data packets (0 bytes) retransmitted
30 ack-only packets (113 delayed)
0 URG only packets
0 window probe packets
0 window update packets
4 control packets
231 packets received
116 acks (for 7233 bytes)
0 duplicate acks
0 acks for unsent data
122 packets (1726 bytes) received in-sequence
0 completely duplicate packets (0 bytes)
old duplicate packets
packets with some dup. data (0 bytes duped)
out-of-order packets (0 bytes)
packets (0 bytes) of data after window
window probes
window update packets

O O O O oo
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udp:

arp:

0 packets received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 discarded because packet too short
connection requests
connection accepts
connections established (including accepts)
connections closed (including 0 drops)
embryonic connections dropped
118 segments updated rtt (of 114 attempts)
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts (resulting in 0 dropped connections)
0 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
85 correct ACK header predictions
104 correct data packet header predictions
10 PCB hash misses
0 dropped due to no socket
0 connections drained due to memory shortage
0 bad connection attempts
5 SYN cache entries added
completed
aborted (no space to build PCB)
timed out
dropped due to overflow
dropped due to bucket overflow
dropped due to RST
0 dropped due to ICMP unreachable
0 SYN,ACKs retransmitted

O O W U

O O O O o u

(@}

0 SYNs dropped (no route or no space)

215 datagrams received

with incomplete header

with bad data length field

with bad checksum

dropped due to no socket

broadcast/multicast datagrams dropped due to no socket
0 dropped due to full socket buffers

215 delivered

1 PCB hash misses

117 datagrams output

[oNeoNoNeNe]

8 packets sent

1 reply packets

7 request packets
59 packets received

4 reply packets

55 valid request packets

55 broadcast/multicast packets

0 packets with unknown protocol type
packets with bad (short) length
packets with null target IP address
packets with null source IP address
could not be mapped to an interface

o O O o

duplicate SYNs received for entries already in the cache
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packets sourced fr
packets with a bro
duplicates for a 1
packets received o

0 entrys overwritten
4 packets deferred pending

o O O o

om a local hardware address
adcast source hardware address
ocal IP address

n wrong interface

ARP resolution

4 sent
0 dropped
Router#
I%anﬁ%
HE | 38

102

ip |O total packets received

|IPve DIZ(E/ 34 v M

|O bad header checksums

1PV~ 4 F = o 74 MEFREDZ(E S v MK

0 with size smaller than minimum

WILE Q0 427 7 > M) &z L TWevw sy y b E
DZAENr v MK

0 with data size < data length

PNy RRR IP ~y X OF —Z ElLL T DZ(E /8
7 MK

0 with length > max ip packet size

)7 T B LY BK 1P /Sy N REBAT
ElR o M

0 with header length < data size

[P~y HHONy ZRAEDN 1P~y X DORARERE LV M
WEZAE Ay MK

0 with data length < header length

P~y HZHDIP Ny NEEMN P~y X RAL Y 4
WEfES T Y K

0 with bad options

P~y ZITREFRD IP AT a v &g itzlg /3
v Mk

0 with incorrect version number

P~ HDOR—=2 9 N4 TRWEZAE/N S H(ESP
BERFIXE £

0 fragments received

TITANENT Ty NORZIER (VT2 T IV
ATO%)

0 fragments dropped (dup or out of
space)

HECAETYARRICKVEESNLZTF 7 A MRE
Ty MK

0 malformed fragments dropped

7y b LIRSV RE CHREINTZT T 7 A
VN MK

0 fragments dropped after timeout

VT TNAFELDH A LT 7 MK VEEIN-T
FT A My N

0 packets reassembled ok

U T TS L=y b (U 7' Tt
D)

0 packets for this host

B RSEIE N Y MK

0 packets for unknown/unsupported
protocol

RV HR— FD Layerd 71 b a/Li2 L0 BEHE LT-%1(F
Ny N
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0 packets forwarded (0 packets fast
forwarded)

74 U — RIZREY L=y Nl 7 + U — RIZ
BRI LT84 MK

0 packets not forwardable

7oA T RTE R 2T v MK

0 redirects sent

THT—=RLIERVZA VI M—T 7 Erol
Ny M

0 packets sent from this host

HRREED IP Ty M CHMERION T v M eE
ir)

0 packets sent with fabricated ip
header

IP ~y AR LTZ BJRiEE 7 v MRAW V47
v hk(E)

0 output packets dropped due to no

bufs, etc.

Ny T ARFICI D HEICRE LTy M

0 output packets discarded due to no
route

FREE DS OB RN T2 RF IR LT3 v MK

0 output datagrams fragmented

TR NI LT= Ny W (7 5 7 A v MR
D)

0 fragments created

EEZE AN 1 vy

0 datagrams that can’ t be fragmented

Don’ t fragment 77 7V Di=b, 777 A hTE 7
STy MR

icmp

0 calls to icmp_error

IP X7y FOZETTT—% KA L ICMP /X7 > h D
EHEITRE Y & Lz

0 errors not generated because old
message was icmp

T T —HR Lo E Ny RS ICMP D7z ICMP
DR EATOIRN 2723

Output histogram:

~~~~ e~~~ [P B E DX A TR T B~~~

A~ A A e~

|ICMP echo reply #E/ N7 v Mk

| echo reply: 0
|

destination unreachable: 0 |ICMP destination unreachable &[5 /3%7 v &

source quench: 0 I?MP source quenchﬂf%f%fgffty (7 U — FEfIZ
Ny 77 RARIZE D HE)

routing redirect: 0 |ICMP routing redirect WEF/37 v M

alternate host address: 0 |ICMP alternate host address {5737 v MK

echo: 0 |ICMP echo request ¥{5/3%7 v MK

router advertisement: 0O

|ICMP router advertisement E(E/%47 v M

router solicitation: 0

|ICMP route solicitation FEE /X7 v MK

time exceeded: 0

|ICMP time exceeded E{E/ N7 v MK

parameter problem: 0

|ICMP parameter problem E[E/ /347 v MK

time stamp: 0

TCWP time stamp PEI5/$4 v b4k

time stamp reply: 0

|ICMP time stamp reply EE/ 37 v MK

information request: 0

|ICMP information request X[E/37 v MK

information request reply: 0

|ICMP information request reply E{E /37 v MK

address mask request: 0O

|ICMP address mask request FEE/ N7 v MK
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| address mask reply: 0

|ICMP address mask reply E(E/ 37 v M

|O messages with bad code fields

|2 — REASARIER [P Z{5/37 v M

|O messages < minimum length

A v E—VENRE (T E2) 10PZE37y MK

|O bad checksums

\F = v 7 MEDSRIER 1OWP 2585 v MK

0 messages with bad length

ICMP 7 — Xt D 1P~ X TR ARIEZ ICMP 525 /37
4%

Input histogram:

N~~~ TOMP FAF DS A TRHITI T 2 H

echo reply: 0

|echo reply &5 v MK

destination unreachable: 0

|destination unreachable Z{E/3%7 v MK

source quench: 0

|source quench ZA{E /347 v M

routing redirect: 0

|routing redirect ZA{E/N7r v MK

alternate host address: 0

|alernate host address =ZAE/37 v MK

echo: 0

lecho 15737 v MK

router advertisement: 0O

|router advertisement =Z{Z/37 v MK

|route solicitation ZZ{E /37 v MK

time exceeded: 0

|time exceeded Z{E/ N7 v MK

parameter problem: 0

|parameter problem ZA5 /37 v MK

time stamp: 0

|time stamp Z15/37 v MK

time stamp reply: 0

|time stamp reply =ZA15/37 v M

information request: 0

|inf0rmation request (/N7 v MK

information request reply: 0

|information request reply (/37w M

|
|
|
|
|
|
|
| router solicitation: 0
|
|
|
|
|
|
| address mask request: 0

|address mask request (/37w N

| address mask reply: 0

|address mask reply {37 v MK

|O message responses generated

Bk SY y MEK LTIRERER LTSy o M

igmp|0 messages received

GNP 2234 4k

|O messages received with too few bytes |/\°/7 v hEVRARIE (EHTE5) IGMP ZE 37 > M

|O messages received with bad checksum |7‘:1: v 7 BMMEBPARIEZR IGMP 21537 v

|O membership query received

|IGMP membership query DOZIE/ N7 v MK

0 membership queries received with
invalid field(s)

INT A= HINARIE2 T2 D FEHE L 7= IGMP membership
query 15N v MR

|O membership reports received

|IGMP membership reports DZ{E /47 v M

0 membership reports received with
invalid field(s)

INT A —ZPNRIEZR T2 8 FEEE L7~ IGMP membership
reports A5 /37 v MK

0 membership reports received for
groups to which we belong

T N—712J8 LT 5 IGMP membership reports 52{Z
Ny MK

|O membership reports sent

|IGMP membership reports DE[E/ N7 v MK

|tcp |O packets sent

TCP 247/ v ML
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TS TP EFEAT Y MBS LT =447 7 v b

0 data packets (0 bytes) 5
U data packets (0 bytes) REE(E y MBS L O DF— 2407 5 M
retransmitted

ACK 77 7 DFHD TCP IKFE T v MBI OZED S 6

0 ack-only packets (0 delayed) YRIE ACK DX

0 URG only packets URG 7 7 7/ DAHD TCP #%(7 /54 v MK

|O window probe packets |TCP DT —TZAG 0y N

|O window update packets |%1§‘74’ VRUOEFERN Lo o5 N M
|O control packets |:f NN RIS EVAT/ A §

|O packets received |TCP W57 M

|O acks (for 0 bytes) |§1§ ACK X7y B X ONACK L7247 7 v MK

ACK IZE D ZEHERINTWAT —Z 125 L TCOESE
L7235 ACK 234 > N
EELTWRNW—F U AF BT 555 ACK X7

0 duplicate acks

0 acks for unsent data o MK

0 packets (0 bytes) received EFICZE LT =4y MBI OT =247 7
in—sequence v NE

0 completely duplicate packets (0 |HEHEL CZELEZT—¥ 7y MBI WT —2 4
bytes) 77w Mg

|O old duplicate packets |7_7VX§$%Z)§E%§L7L:§1§/\D/7‘Y INE:s

(;ul;ae(;l;ets with some dup. data (0 bytes RFC1323 PAWS OHIEIZ & 0 BEdE St <4 v L

TCP U 7B U T NALEIZEBWT Y 7 v 7V #FHA O
ZE Ty MR O DT — 2 A0 T v MK

0 packets (0 bytes) of data after |fEV 4V RUZMXI- ATy NMIKOREDF 7T >
window %k

0 out—of-order packets (0 bytes)

0 window probes |§1§‘7/f YR Ta—T7"ry OZEE
. ZE U4 NYOTHOER & 2257237 v h DR
0 window update packets ¥
) CLOSE Lotz v g Tk L TCZIE LTEZE Y
0 packets received after close "
v MK
|O discarded for bad checksums |7‘1 v I ARSI VR LNy MK
0 discarded for bad header offset |TCP~w X DA T7¥ > MENRIEDTZOFEREEL 72X
fields 7 MK
|O discarded because packet too short |'3‘:\‘—&E7\7)§Z:Et LCWAT=DEERE L= v N
|O connection requests |§ JRN G TCP Dkt Bk 217 - 75
|O connection accepts |TCP DG ER 252 1T DU 723
0 connections established (including TCP B ARt v U 7= &
accepts)
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0 connections closed (including 0
drops)

TCP Dt 24 T L7z 8k L OBRMIR T L 7%

|O embryonic connections dropped

ITCP DHERERERITKE L T oI GIE S 7= 5k

0 segments updated rtt (of 0 attempts)

FREH A ~ OFEFERREZ A E L75B L OwHE~ &
B L%

|O retransmit timeouts

% 5 A ~ VB L7 [

0 connections dropped by rexmit
timeout

BENZA LT FERY, Glishicty v a

0 persist timeouts (resulting in 0
dropped connections)

TCP persist # A <WNEHE) L7zEBB I OY A AT 7
MZ &0 Bl U722k

|O keepalive timeouts

|TCP keepalive Z A ~ 23 LHE) L 724

|O keepalive probes sent

|TCP keepalive /N7 h DEH K

|O connections dropped by keepalive

|TCP keepalive (Z X D lifilGIrS 7t v a K

0 correct ACK header predictions

FEIE DT~ X OFERIFENTRIIZ ACK JLBEZ 35 = 72
ST

0 correct data packet header
predictions

FEEIE DTz D~ X OFEMIENTRTICZFABE Z 38 2 72
<)fi§&

0 PCB hash misses

%

WG ST — 7 VBRI O N v 2 212 & 5 @RIz
EN A=y

0 dropped due to no socket

MR — RN TN W OFETE LTS 2y b
%

0 connections drained due to memory
shortage

AEY ARRECEID TCP DY TR TNF 2 —HIER%E
1T - -8 %

0 bad connection attempts

ARIE7R B R (SYN X B) 2 5 LT2T- O BEIEL
=%

0 SYN cache entries added

ISYN % v » o 2 ~JBAN L 73K

0 completed

SINF ¥y vaDFyyvalf@zZllxyyva
i L 7=k

0 aborted (no space to build PCB)

SYNF ¥ v aBBPIcB T AEY REIC XV Hk
% FEFE L7253k

0 timed out

SYN ¥ ¥ v & 2 BERBICIE W T H A AT 7 MLBEZ4T -
EIE~3

|O dropped due to overflow

SIF % v v adDXvyvazy b AN

|O dropped due to bucket overflow

SN F ¥ v 220X v vayy F K

0 dropped due to RST

RST 7T 7Z(ZIC k0 SINF vy v adDFyvyiax
VR UMMBHEIR L%

0 dropped due to ICMP unreachable

ICMP unreach /37 FZfZI2 LD SINF v v 2 dDF
vy vamy MU HHIRR LT

0 SYN, ACKs retransmitted

SYN &% v > 2 BEREIZ L 0 SYN, ACK /347~ kD%
1T 775
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0 duplicate SYNs received for entries
already in the cache

SYNZZELENEEICSYN Ry v a2DF v vy o
IZdH o725

0 SYNs dropped (no route or no space)

AEVRBEEZLY SINF v v 2|l LD IRETE 7
Mo T= SYN N MK

udp . UDP ZAG /™y N (=T = L DB v N %
0 datagrams received e
&)
0 with incomplete header |UDP-”\3/5ff§ﬁ§ﬂiﬂiﬂ)f:&55§§§l/fté%ﬁg/qff17 &
- N »“‘»—‘ » N - )"_fl’ é o
0 with bad data length field UDP/\ffﬁzuﬂa)jr ZRPREO T OFER LIRS
7y MR
) UDP ~» X DF = v 7Y MEPRIED T OFEFE LT
0 with bad checksum — . w
Fr >y MMk
MR — RN TWARWZDBEE LG v b
0 dropped due to no socket ¥
0 broadcast/multicast datagrams U — ROV TW W=D EER L7 o — R v
dropped due to no socket AR N T XX ATy NOZE Ty MK
YN V=Y o . =,
0 dropped due to full socket buffers //7/\!\ DRAF/S 7 7 BT DBER LT RAE
v MK
|O delivered |§%ﬁ§GCﬁE¥tl/7i/ffT:7 e
0 PCB hash miceos WIEREHR T — 7 VS RRIFD /N v 3 212 K 2 EndERsRIc
KR 725k
|O®wymswwm |%%%ﬁ@%okﬁ(%ﬁ%%ﬁ%ﬁﬁym
arp |O packets sent |ARP DIEF T v MK

reply packets

ARP reply 3%(5/47 v MK

request packets

|ARP request IEE/ 37 v MK

packets received

ARP DEZAZ /S v MK

reply packets

ARP reply Z15/3% v M

valid request packets

|ARP request ZZ{E/X7 v MK

0 broadcast/multicast packets

Voz@iR7ao—RExy 2 s LA FFv 2 b
D ARP ZAG /3 v MK

0 packets with unknown protocol type

ARP ~v XD a ka7 4 —L RINRERZ(E N
7y MR

0 packets with bad (short) length

ARP ~ v # ENRIERZ(E v M

0 packets with null target IP address

ARP ~v HNDO X —/7> R IPT KL A230.0.0.0 & 72
STWEAE /N > MK

0 packets with null source IP address

ARP ~ ZNDOFEETLIP T RL-Z2430.0.0.0 & 72> T
W5 N

0 could not be mapped to an interface

AR LIZARP ATy b A U2 7 == A IPT LA
DV Y BT EM LT

0 packets sourced from a local
hardware address

ARP ~v XNDE[ETT/N— R =TT RLANHRD
IN—= R 2T Lo TWESE N M
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ARP ~v X NDIEET/N— R =TT RLUANT 10—
Rt 2 b Lo TORZIEA Y v b

. HRDIP 7 RLREF—DZEN 7y Mg (IP T F
0 duplicates for a local IP address L RS LTV B TSR B )

ARP T —T IR D B DA o B T = — A LRI B A
UHET 2 —AND ARP %5 L, BEkEHRE LEEL
=4

[BEIC ARP 7 — 7 /LIS B D b 5 W A L LT %k
ARP B3R % (177 U ARP IGEFRF L DT DIZEGEFB & L
7oy MK

0 packets with a broadcast source
hardware address

0 packets received on wrong interface

|O entrys overwritten

0 packets deferred pending ARP

resolution
0 sent IARP R D) L= 161554 v K
0 dropped IARP fif 2 SRBR U CBEE L= %M 8 v MK

I avy FEX

show ip traffic

I INTA—4H

INTA=HFTHY EH A,

108



IPvd Jb—T 1 > 0 DISER

Iww7547>h®ﬁ¢ﬁﬁ

Ishow dhcp lease

EWAN A > % 7 = — AT INDDHCP 7 54 7 2 NEMEDOEH A2 F R LT,
DHCP 7 A 7 > MEHEZ M L2 WERED YA 1X,. “wan type is not dhep. " & FRS I ET,

Iﬁ%@ﬁﬂ

Router#show dhcp lease ewan 1

status : BOUND

IP address 0 192.168.10.1
subnetmask : 255.255.255.252
DHCP server : 192.168.10.2
lease expires : —-—-

client ID

host name

primary DNS 0.0.0.0

secondary DNS : 0.0.0.0

default gateway : 192.168.10.2

I%ﬁﬁwﬁ%

. ® B | n R

INIT: | THIME) REEE SRR LET
SELECTING | [+— it ke,

IREQUESTING | U v — A& 4-Cgisker) ik,
BOUND | [V —%) $kEE,

RENEWING T 2 A ~ il T#> [HER ] IRFE,
REBINDING |12 4 A <l T 0> TFHID 4T $hHE,
1P address DHCP 4 —/ 3% BEI D YT IP 7 RLAZFRLET,

subnetmask  [DHCP %— S/ H#I Y U THNES Ty hv A2 2FRLET,

DHCP server  [DHCP #—/S> IP 7 FL A& #7R LT,

lease expires |DHCP OMIFR (H W§:4y:#) Z#ForLET, BYIROHAIT —,

lclient 1D Client-identifier Option ® ID(ip dhep 2> FTORENH) #F7LET,
|mmnme ‘W@7747/F®TXF%QD%W37/%T@ RIEME) ZFRLET,
primary DNS  |DHCP %— B HUfE L7277 A = U DNS $—0 IP 7 KL A% FoR LE T,
secondary DNS  [DHCP #-— /s B L=t B > & ) DNS H— 30 IP 7 FL A& FR LET,
Mﬁwhgmwwme#_AW%ﬁ%bﬁ?7ﬁWF5_F?I4@HP7FVX%ﬁﬁbiﬁo

status
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I INTGA—4
K5 A —4 BERE A EHEO
&
1 EWAN#1 A > & 7 =
EWAN A > %2 7 = — | FIRLTZWEWAN A X 7 = — AKX & f5 —A BT

A ELET,
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| “vF—F 1 o eeIciY 5%

Ishow multiroute

CNTFN—T 4 RIS O RER M E KRR L ET,

I K RE @D

Router#show multiroute

multiroute static rule 1

src any
dst any [0, 65535]
nextif pppoe 2 preference 31

multiroute exclusive rule 1
src 192.168.10.2
dst any [0, 65535]

| zzeon

i
N

H B n =
multiroute static rule / YNTN—T 4 T ORKEERT — TN T IN—T o T DR
) BT —7 NV OF CHEEREERICED T—T N RONERLET, &

multiroute exclusive rule F e LOEEE. T b Y BT

sre BN—ZPED EETTT RLAEZRRLET,

dst FN—VZHED SESET R U A [ 5856 TCP/UDP R — M a2 R L ET,
nextif NNFN—T 4 T T =T NVNDREA T == AERELET,
preferencer ZON—IVOBEEEFRLET,

I avy FER

show multiroute [ static | exclusive ]

I INTA—4
INS A—4H BHANES 5% 7€ & B HBIREFDE
. FRTHERE LT INFA—FT 4 I TF—T N = .
S B - L i S5 o)
Statlc, | IWTFN—TF 4 T EEH LW T —T7 )V ERET DY Statlc. | | Jjj e
exclusive exclusive FRLFET,

B, FELET,
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I IPsecl|ZBH9 5IFH

| IKE-SA (Phasel SA) M15%R

Ishow crypto isakmp sa

Phasel SA DIEHRAEZFRRLET,

Ii%@ﬁﬂ

Routerf#show crypto isakmp sa

[ 1]

I%ﬁaoﬁm

XXX XXX XXX . XXX Peer-1ID

<-=> YYY.YYY.YYY.yyy My-ID
<I> Main Mode UP pre-shared key DES MD5

Lifetime : 1000secs
Current : 726secs,lkbytes
mcfg config-mode: [respond | initiate]

mcfg-addr: 172.16.0.100

mcfg apl-version: FITELnet-F120 VK1.01 030304
IKE Keepalive: off

ICMP Keepalive: off

112
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IH H A

XXX, XXX, XXX, XXX
Peer—1D ISAKMP DR Ay m—3 9 U Z47R o= IP T RLAB LY, %4 D 1D 3%
<==> yyy.yyy.yyy.yyy R LET,

My—1D

0 Initiator 24 % SA %> Responder (245 SA 9 &FR L £,
Initiator OEEEIII>, Responder OEEEIFIR> EFHR SN E T,

Main Mode Phasel OAHaE— REFKRLET,

up SA DIRREZFR L £,

pre—shared key DES MD5 |/R VU o —DORNEEFRLET,

Lifetime ZDSADTATHA MEZFRLET,

Current SA DMESE LT D OFFRE] « E#ENA MEFR R LET,

FHFNSNAT OT KU REEND BT HILHEEE (Mode—config) i LT

mcfg—addr WA D E R LT
off : IKE Keepalive Z1TU\VEH A,
IKE Keepalive dpd : dpd IZ X % IKE Keepalive #{TVNFE 9,

dpd—prop : dpd—prop (I E) 12X % IKE Keepalive #47W\FE9,

ICMP Keepalive off : ICMP Keepalive Z{7TW\FEH A,
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on : ICMP Keepalive Z{TV E 4,

show crypto isakmp sa

I INT A—A

INTA=HEFHY EH A,
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I |IPsec—SA (Phase?2 SA) DiF#R

Ishow crypto ipsec sa

Phase2 SA DIFH A KR LET,

Iﬁ%@ﬁﬂ

Router#show crypto ipsec sa

IPSEC SA
current insa : 1
current outsa : 1

[ 1] XXX.XXX.XXX.XXX,XXX.XXX.XXX.XxxX ALL ALL
<==> YYY.VYY.YYY.YVYY,VVY.VYVY.YYY.YYy ALL ALL
peer: XXX.XXX.XXX.XXX host.xxxxx.co.jp
<I> UP ESP DES HMAC-MD5 PFS:o0ff
Lifetime: 600secs
Anti-Replay: Enable

O-SPI: 0x4332f605 Current: 3secs, lkbytes
out packet : 5 error packet : 0
I-SPI: 0x2ab282fe Current: 3secs, lkbytes

in packet : 4 auth packet : 4

decrypt packet : 4 discard packet : 0

replay packet : 0 auth error packet : 0
Router#

I%Eﬁwﬁﬁ
| E B | n A
|current insa ‘%E SAtERRLET,
|current outsa ‘%E SAEEFRRLET,
I[1] VA G R FoR LET,
XXX. XXX. XXX. XXX, XXX. XXX. XXX. XXX
<> L7 2 OEREFRTLET,
YYY.VYY. VYY. YVY, YYY. VVY. YYY. VYY
peer VINETOIP 7 FLA%ERLET,
|host. XXXXX. CO. Jp ‘Peer*ID R LET,
Initiator (2 J % SA 7>, Responder (2 X% SAEZF L ET,
<> Initiator ®HFA I, Responder DEFA IR E KRS NE
D

up SA DiIkHEE FR LT
|%R%&WMM%P%mH R —OARERRLET,
Lifetime ZOSADTA T HA M EFELET,
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Anti-Replay

Enable : Replay Attack |Z3%44 5347 v | AR EE

Disable : &2 TCDHO/Nr vy N EZIE
0-SP1 OUTB o SPT fli% #7% L 3,
Current ISA AVHEST LT B DR « $F/ 3 M FoR LET,
|wtmwﬂ ‘:@FV*WK%%LK?*&@%%%L&TD

error packet

\jzj_‘o

DR RIVTIEETHEOBEZT — "y NMIAEFERL

1-SPI |INB 0 SPI fii# 37 L £,
Current SA DN LT B DB - IS MR IR LET,
lin packet 2O P RANDRIE LAy M EERLET,

|auth packet

FOREIZ D T2 o T A5 v MERRLET,

|decrypt packet

ELS A CTERZIEA Ay MkEERLET,

|discard packet

BEHE LRy MR E R R LET

|rep1ay packet

ANy MR AR LET,

|auth error packet

WRAET T —IC X VRE LIy MREFRRLET,

I avy FEX

show crypto ipsec sa [ map <EL % R £&F> | peer—identity [ address <IP 7 KL X>| host <

RR R2>]1]
I INTG A=A
INSA—4H BREAR REEHE | ARREOE
FRE L= L7 XL R0 Phase2 SA DIEH & #
RLUET, 16 LFET |,
nap e L7 S RTE, erypto map 2wy KTRGE | 0sckE | T
l./ij—o
%%Ltw57®7va\$x%%%%ibIPTFVX
peer—identity F9, st
Emﬁisf;ZFVx”\mw%SQPTvaAHTaMPTFux‘ AT
t <R A
" host GRAb4>  [E70kA M | BRI
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| IKED K1) S —1IE$R

Ishow crypto isakmp policy

Phasel SA DAY > — (IKEAR U

Iﬁ%@ﬁﬂ

v—) OEWRERTLET,

Router#show crypto isakmp policy

Protection suite priority

authentication

encryption algorithm

Diffie-Hellman
hash algorithm

(1]
method preshared key

DES - Data Encryption Standard
#1 (768 bit)

Message Digest 5

(56 bit keys)
Group

Default protection suite

authentication

encryption algorithm

hash algorithm
Diffie-Hellman
lifetime

Router#

I%ﬁaoﬁm

1000 seconds,

method preshared key

DES - Data Encryption Standard
Message Digest 5

#1 (768 bit)

no volume limit

(56 bit keys)

Group

IE H
Protection Suite[1]

authentication method
encryption algorithm
Diffie-Hellman Group
hash algorithm

lifetime

n =

HLLE TKE SA 23S L CW A AT, RY > —ID 2% LET, Default
protection suite TlX, HRESNTWINEEZFRLET,

AL A LR L ET,

WrEb 7 AT RAEFERLET,
Diffie-Hellman Group H & &K~ L ET,
AT LT R AEFR LET,

TAT A MEEZFRRLET,

show crypto isakmp policy

IN5}—9

INTA=HFTHY EH A,
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| Pscotiitism

I show vpnstat

IPsec DAFRMEFHEHRZ R L E T,

I K rE @D

Router#show vpnstat

PI send packet

PI receive packet

PI discard packet

PI decrypt error packet
PI hash error packet

PI exchange fail

PI exchange success

OO O OO oo

config send packet

config receive packet

config discard packet
mcfg send packet
mcfg receive packet
xauth send packet
xauth receive packet
xauth exchange error
xauth exchange success

OO OO OO o oo

PITI send packet

PII receive packet

PITI discard packet

PITI decrypt error packet
PIT hash error packet
PII exchange fail

PIT exchange success

OO O OO oo

notify send packet

notify receive packet

other ISAKMP send packet
other ISAKMP receive packet

O O O o

VPN discard packet
ESP send packet

ESP receive packet
ESP discard packet
ESP replay error packet
ESP auth error packet
ESP send error

IPCOMP send packet
IPCOMP receive packet
IPCOMP send error
IPCOMP compress error
Router#

ool oloNoNoNoNolNololNe]
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I%EE@%%
| E B | m &
|PI send packet |Phase I FEANT Y MK
|PI receive packet |Phase I ZER7ry M
|PI discard packet |Phase 1 BE3E Ny Mk
|PI decrypt error packet |Phase I B b=T— 7y N
|PI hash error packet |Phase I Ny vaxT—7y MK

|PI exchange fail

IKE SA #ESr— 7 —¥%

|PI exchange success

|IKE SA 23

|config send packet

IR/ ST MK

|transaction exchange

|config receive packet |transaction exchange Z(E X7 v Mk
|config discard packet |transaction exchange FEZE/ N7 > MK

transaction exchange packet ¢ mode—config |2 DUWNTDE[E/ 47
mcfg send packet "

v MK

. transaction exchange packet ¢ mode—config (2 DWW T DEZ(E /347

mcfg receive packet v

v MR
|Xauth send packet |transaction exchange packet @ XAUTH I[Z DWW TOEE 7~ MK
|Xauth receive packet |transaction exchange packet @ XAUTH (Z2OW T DO/ v MK
|xauth exchange error |XAUTH LS ey
|Xauth exchange success |XAUTH IhE
|PII send packet ‘Phase IT H#E 7y Mk

|PII receive packet

Phase 11 {5,347 » Rk

|PII discard packet

‘Phase 1T BEIE/ N7 M

|PII decrypt errorpacket ‘Phase 11 Hefb=7— "7y MK
|PII hash error packet ‘Phase I ~NyvaxzT—2/ry M
|PII exchange fail ’IPsec SA HENTLT T —4%

|PII exchange success

IPsec SA fE 74k

|notify send packet

Notify # vE—%EHK

|notify receive packet

Notify % vE—Z(EHK

|other ISAKMP send packet

(2O TSAKP /34 v b i%{E%%

|other ISAKMP receive packet

2 DD TSAKMP /3% v bEZ{EK

|VPN discard packet

VPN BEdextg v b & LTHERE LIS v K

|ESP send packet

ESP M54 v MK

|ESP receive packet

ESP Z2A5/34 o R

|ESP discard packet

ESP BEHE S v MK

Eﬁ’mphyenorpmkﬂ

ESP U T LA T 5 s Sty Ml
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|ESP auth error packet

ESP RRAET T — S MK

|ESP send error

IESP 32%(5 Jefickt

[TPCOMP send packet

FEAE L2/ $ o Bkl

|IPCOMP receive packet

FEME L7237 o hEZIEHK

[TPCOMP send error

FERRIC Sl LT 36153 v MK

‘IPCOMP compress error

BT 2 &7y b YA XBRREL 2> TLE I ANT v MR

BRI L)

show vpnstat

I INS A—4

INTA=HTHY EFHEA.
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| |Pseci=Bid % O 4 {54R

I show vpnlog

IPsec BIZICRET D u ViEWwA2E R LET,
vpnlog enable =~ ROFXEIZ LY | SA DFESL/fRILDOERE X 7352 L HTEET,

I K rE @D

Router#show vpnlog

000 0000:00:00.00 2003/02/28 (fri) 17:14:18 0 00000000 00000000
#P ON[VIT.A3-100402]

001 0000:00:02.97 2003/02/28 (fri) 17:46:41 16 10000002 00000000
vpn enabled.

002 0000:00:55.35 2003/02/28 (fri) 17:47:34 16 10000321 00000000
IKE SA XXX.XXX.XXX.XXX Peer-1ID

003 0000:00:55.36 2003/02/28 (fri) 17:47:34 16 10000221 00000000
IPSEC SA xXxXX.XxXX.XxX.xXxxX e8faba7e ad7c259c

show vpnlog [<FRRF 5 vpnlog > | reverse]

I INTA—4A
INSA—4H BREAR 5% T #h HBIRFDIE
FrT D a7 &E0, mEN DD IPsec v VE#RE S [ ~198 2T tlog [HH %
vpnlog % W oanzmELET, FRLET,
- - . . AR N YN T~
reverse LN BIAICR T D551, FBELET, reverse gﬂi'@—f S
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| itz

Ishow crypto ca certificate

s L7=%E

SERAEOF RIS L TN, RSA signature T Phasel ZfE 7, CX 7~ VPN © 729 5 EFEFAE

DIFRER R LET,

I K rE @D

Router#show crypto ca certificate private

[

1]

Type: root

Cert Name: rootCA

Subject: C=JP, O=Furukawa Electric Co.¥, Ltd., CN=Test CA
Issuer: C=JP, O=Furukawa Electric Co.¥, Ltd., CN=Test CA
Serial Number: 1

Validity: 2003.11.20 12:00:00 [UTC] - 2010.11.20 12:00:00 [UTC]
CRL DistPoint: http://test.furukawa.co.jp/rootCA/CRL.crl

Key Usage: DigitalSignature KeyCertSign

Email Address: furukawa-ca@test.furukawa.co.jp

Type: other

Cert Name: mycert

Subject: C=jp, O=furukawa, CN=kyoten

Issuer: C=JP, O=Furukawa Electric Co.¥, Ltd., CN=Test CA
Serial Number: 4ABAES2F2

Validity: 2003.01.01 00:00:00 [UTC] - 2006.02.14 23:59:59 [UTC]
Domain Name: furukawa.co.jp

IP Address: 1.1.1.4

CRL DistPoint: http://test.furukawa.co.]jp/ca/CRLl.crl
Key Usage: DigitalSignature KeyEncipherment

Email Address: kyoten@test.furukawa.co.jp

X AAECEDRMICBAL TRa~vy FTRRENDIEHAEOEIHRIZIUTC (IHGMT) TY,
FITELnet-F120 TiZ, Bl J ST TEHEL TWA 720, EBROIEHEOEZERIZ, FR I+
9FFE]) 172V 9,

X private 7 ¥ a U EFMITFTRWIEEIX, Type & Cert Name TR RINERA,

F 7. Type:root &FREINAFEHEIL, Root CA & LTEEZEEINTWVET,

I:?DF

=4

o+

show crypto ca certificate [private]
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I/€

N||
“
|
gy

% 7 1 6H HIEFDIE

N =1 AH e
private  |HIREOEAEHROA LR RLET, |private ;igiﬁﬁrﬁ&%ﬁ

ol

INTGA—H REAR
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I |PsecO 4 IZBEd %153k

Ishow crypto ipsec—log

IPsec n Z{ilffla~> FOWNEEZF R LET,

I K RE @D

Router#show crypto ipsec-log

multi-path range 100 110
nolog-spi-no-match
nolog-block-type-discard
vpnlog-detail eg 1

I avy REHX

show crypto ipsec—log

I INTG A—A

INTA=HFHY EHA,
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I IPsec B far 73 &R IHER

Ishow crypto multi-path

XPZ 72> T A erypto—map @ SA DIRFEA R R L £77,

I K RE @D

Router#show crypto multi-path
[2000]
crypto-map lbalance:9 Alive
crypto-map 2balance:1l Fail

I avy FEX

show crypto multi-path [ZL 4 4&=]

I INTA—4H

INTGA—=H RERE REFE | HEEFFOE

L7 2ESRELLE LV 2B SORFRLET, |1~64 | BETERLET
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I |PsecTTEIZBI I B 153K

Ishow crypto redundncy

YL A=kt E 7o TN D erypto—map D SA DIRAEZ R L F 77,

I K RE @D

Router#show crypto redundncy
[10]
F120 1st Fail
F120-back 2nd Backup

I:?VF%ﬂ

show crypto redundncy [ L4 2 &S]

I INS A—4

INTG A—5 RERE

YL I EABE I EELEE L7 AR EOLERLET,

REHE | AHEEEROfE

1~64

ETHRRLET

125



IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

| NATHSBEICEE S B 148

| WIZsT— T Lo

Ishow ip nat translation

NAT 2 L CW DN T — 7 VDA T~ LET,

Ii%@ﬁﬂ

Router#show ip nat translation
List of active sessions:

EWAN1
no Local (address port) Global (address port) Remote (address port) prt tm

1.1 14295 192.168.200.2 14295icmp
1.1 14294 192.168.200.2 14294icmp
3 192.168.10.2 14293 192.168.1.1 14293 192.168.200.2 14293icmp
1.1 14292 192.168.200.2 14292icmp

I &18E O3

H H N B
Local (address port) LANIOREIE IP 7 R LA, RONEEIEAR— MESEZFRRLET,
Global (address port) NAT+EHL DEETL IP T R AR— hESEZR R LET,
Remote (address port) |65 IP 7 KL A, NMO%EeAR— hEFE2FRRLET,

- v bargt LLiE7 e harESEERLET, tep, udp, icmp LISt
P iTete LRFRESNET,

tm(s) ZDFRENEOT —T A BHIRT S E TORE () #FRRLET,

I INS A—4
INT A —4 HERNR s HREDE
N o N N
BT 2k NAT B LT DA v BT e 2B Lk, || 277 =T A ETCOA A
PN 7 z— A
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DHCP H—/ #4BEIZ B 9 B 153K

| DHCPH—/ eI B 5 B 1 4R

IWW&—N%%?%U%T%TP&X@E%

Ishow ip dhep binding

LAN/EWAN2 A > % 7 = — AT DHCP ¥ — e 2 T 2555812, LAN ED IP 7 RL A MACT RLAD

REEZRRLETS

I ETRE @

Router#show ip dhcp binding

allocate 00:e0:18:00:93:67 192.168.100.3 0 0:8
arp 00:80:bd:£0:0a:46 192.168.100.253

arp 00:80:bd:£f0:08:£8 192.168.100.254
Router#

| zseous

IH B N =B
EDOXHICLTIP T RUARDITF LN ERLET,
arp © ARP T XV #8Gk L7z BEICHIHWE A D) IP 7 R L
status static  : % (hosttable <~ R)IZL VE Y FHF RO HILTWH IP T FLA

allocate : IPUHARNL O IP 7 KL ATGERIT %S L C DHCP H— “EEEE DS H BhlEd AT

L7ZIPT7 LA
MAC address |HEFRDOMAC 7 RL ZA&FRLET,
IP address RO IP T RLA2ZFRKRLET,

B L7 IP 7 RV ZOAFAMIR (B K :53) 2FRLET,

lease MHAR OHA 1L, “infinity”,
ARPIZ X VR L2581, RS ivEt A,

I avy FEX

show ip dhecp binding [KIP 7 KL X>]
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I INT A—A
NS A—4H BREAR Bk it il HBIREFDE
FBELZIPT RUAR, EOFRA N MACT R . NI
. - IPv4 7 KL A [DHCP H— & 2 3 EE >
: e SR HERT B =i, A
IP7 FLA|R) (ZEID B TOENrEMHRT D720, IPT it B AT ol

NLRAZREELET,
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DHOP 1) L—T —=1 > REIZ BT B1E#R

| DHOPYL—T—Ux hiREIC AT 215 R

JOHCPY L—T— x> MEETOBER/ Y Y HMER

Ishow ip dhcp relay discard-packets

DHCP 7 T A 7> R3BDDHCP U 7 A w3 N DSAZHHIFEIE L7~/ v . KTRDHCP — 373850
DHCP U 7" A 3y NOZAGHHIFEIE LTy &b, BEIELREH Oy NOX VT oFzRm LET

I ETRE @

Router#show ip dhcp relay discard-packets

BOOTREQUEST (size 300 byte)

00000000: 01 01 06 01 69 6e eb 57 0e 00 00 00 00 00 00 OO0 ....in.W........
00000001: 00 00 00 OO0 00 OO0 00 00 cO a8 0Ob 01 00 cO0 26 00 ... &.
00000002: e5 71 00 00 00 00 00 00 OO OO0 OO 00 OO0 00 00 00 cQeeeeeeeeeennnn
00000003: 00 00 00 00 00 OO 00 00 OO0 00 OO0 00 00 00 00 00 ...
00000004: 00 00 00 00O 00 OO 00 00 OO0 00 OO0 00 00 00 00 00 ...
00000005: 00 00 00 00O 00 OO 00 00 OO0 00 OO0 00 00 00 00 00 .
00000006: 00 00 00 OO0 00 OO 00 00 OO 00 OO 00 00 00 00 00 ..
00000007: 00 00 00 00O 00 OO 00 00 OO 00 OO0 00 00 00 00 00 ..
00000008: 00 00 00 00 00 OO 00 00 OO0 00 OO0 00 00 00 00 00 ...
00000009: 00 00 00 00 00 OO 00 00 OO0 00 OO0 00 00 00 00 00 ...
0000000a: 00 00 00 00O 00 OO 00 00 OO 00 OO0 00 00 00 00 00 .
0000000b: 00 00 00 00O 00 OO 00 00 OO 00 OO0 00 00 00 00 00 ...
0000000c: 00 00 00 00O 00 OO 00 00 OO 00 OO 00 00 00 00 00 ...
0000000d: 00 00 00 00 00 OO 00 00 OO0 00 OO0 00 00 00 00 00 ...

0000000e: 00 00 00 OO0 00 OO 00 00 OO0 00 OO 00 63 82 53 63 ... c.Sc
0000000f: 35 01 01 3d 07 01 00 cO 26 00 e5 71 Oc 07 53 54 5..=....&..9..S8T
00000010: 4f 4c 32 31 00 37 07 01 0f 03 2c 2e 2f 06 f£ff 00 OL21.7....,./...

00000011: 00 00O OO OO OO OO OO 00 00 00 00 00 00 00 00 00 ..o nnnn.
00000012: 00 00 00 OO 00 00 0O 00 0O 00 OO OO0 ...
BOOTREPLAY (size 0 byte)

show ip dhop relay discard-packets [ bootrequest | bootreply ]
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I INTG A—A
ING A=A BRENE Bk it BB DIE
bootrequest | DHCP 7 AT > hBHDDHCP V7 A "o~ v bootrequest
bootreply N OZAZHCEFE L=y hEE R LET, aues XM DI H %
DHCP H— 25D DHCP VU 7T A X K D523 R LET,
bootreply bootreply

WHZBHE LT Ty FEFRRLET,
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DHOP 1) L—T —=1 > REIZ BT B1E#R

JOHCPY L—T— 1o MgtED B IBHEEHER

Ishow ip dhep relay statistics

DHCP V L —x— T = MEREFE RO, KFEMGHEHREZZ R L ET,

Iﬁﬁ@@m

Router#show ip dhcp relay statistics

received request : 0 received reply : O
relayed request : 0 relayed reply : O
discarded request: O discarded reply: O

I%ﬁamﬁm

IE H N =B
received request |52{Z L7~ BOOTREQUEST A v — A Fnx L £,
received reply  |52{Z L77 BOOTREPLY A vt — A #RR L FT,

relayed request |YJ L-— L 72 BOOTREQUEST A vt — %A FKom LE T,

relayed reply U L— L7z BOOTREPLY A vE&—U AR R L £9,
discarded request [FE3HE L 72 BOOTREQUEST X v — A For L £1,
discarded reply |BEZE L 7= BOOTREPLY # vt — ¥ A For L £,

I:?DP%ﬁ

show dhcp relay statistics

I NG A —4

INTA=HFTHY EH A
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| #5 ZONSHEBEIB 3 215 %R

| i SONSH AL IS o 5 148

Ishow proxydns—cache

Xy aT = NRAKT 4y I BEGT —H TR L ET,
[EEEE] S0 DBERITAT T 4 v 7 I08EESNTWAHZ L MU LI, FmERE2RLET,
F7-. IPCPILIEIC L ADNS D IP 7 KL A B ERLET,

I ERE AP

Router#show proxydns-cache
<proxydns cache table>
proxydns v4-v6 on

dns server:

PPPoE1=[192.168.100.1,192.168.100.2]
[3ffe:2222:2222:2222:02c0:26ff:fe00:e877
[3ffe:2222:2222:2222:02c0:26ff:£fe00:e876
[0000:0000:0000:0000:0000:0000:0000:0000
[0000:0000:0000:0000:0000:0000:0000:0000
[0000:0000:0000:0000:0000:0000:0000:0000

proxy =[0.0.0.0,0.0.0.0]
[0000:0000:0000:0000:0000:0000:0000:00001
[0000:0000:0000:0000:0000:0000:0000:00001

dns cache time=[86400]sec
dns cache data:
( 0)time=[85920]sec
IPv4 addr= [192.168.25.1]
IPv6 addr= [0000:0000:0000:0000:0000:0000:0000:0000]
hostname=[www.fitelnet.co.jp]
(1)time=[86355]sec
IPv4 addr= [192.168.26.1]
IPv6 addr= [3ffe:2222:2222:2222:0280:bdff:fecf:f0f6]
hostname=[f120no2.fitelnet.co.jp]

(AR S S

Router#
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B 5 DNS #EREIZBS 7 & 158k

I &EEOHH

IE B N B
proxydns v4-v6 on |f5 DNS #GEZ 45 71 =)L (IPv4 or IPv6 or i f5) ZF R L E£7,

PPPoE THE L7 DNS — "D [P 7 R L A GRE L7ZDNS H— "D [P 7 R LA
dns server

ERRALET,

dns cache time it 55 DNS #SBEIZ L 0 B L= DNS — "D [P 7 R L A AR L Cl < 4 3
/j—;‘ [/i—j—o

dns cache data fdii 2 DNS BEREIC L 0 58 L7z, IP/IPv6 77 R L A LR A MDA A DE 2 R
Liﬁ—o

I avy REHX

show proxydns—cache

IN?%—@

INTA=HTHY FHEA.
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| BE 77 9+—ILIZEET 5158

| FE7 /£ RIET 5158

IShOW remote—access

RIEEICT 7 AL, NAY—= NOANERERELU LS TZGEI12, TONEEFRRTHIENTE
e

I 3R 7 8 E 451

Routerf#show remote-access

l:ng count:3 time: 2min 48sec src ip:
2002:901::2e0:18£f£:£e00:9367

2:ng count:3 time: 2min 48sec src ip: 192.168.100.254

I &18E O

HE S
ng count |/NA U — R&FRoEHAEFRRLET,
time HET VAT 5ETORMEERRLET,
src ip |[PNAT— R ZREIEZT 7B ADOEEITL IP/IPv6 7 RL 2 E2F R LET,

show remote-access

I INT A —4

INTA=HTDHY FHEA.
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BZ774 704 —/LICET BIEH

| 7022y 2 rBEORER

Ishow access—|ists

access—list I~ RCHELIZEREZFRLET,

I%ﬁbf&é\77tZUZF§§%éﬁ6%é

Router#show access-lists «1~3999 £ TIEERIRE

Standard IP access list 10
deny 192.168.1.10
permit 192.168.1.0 0.0.0.255

Extended IP access list 101
deny udp 192.168.1.0 0.0.0.255 eq domain any
deny tcp 192.168.1.0 0.0.0.255 any eqg www
permit ip 192.168.1.0 0.0.0.255 any

Router#

I77txuzh®ﬁ©>@§$%éﬁé%3

Router#show access-lists statistics

Interface number packets bytes
lan 1 100 1234567890 1234567890

110 10 100
ewan 1 100 0 0

110 0 0
ewan 2 100 0 0
pppoe 1 100 0 0
dialer 5 100 10 2048
Router#

| zseous

5 H NS

TIEAY AR RER 10 (XX 101) OFEFRERT XA ML,

Standard [P access list T LAY R FERAEE LA, REon 2 nbiEE L E

10/Extended IP access list 101

FTETERRLET,
permit 192.168.1.0 0.0.0.255 |#%&Y4 3257 RLAZFATLHZ M) 2R RLET,
deny 192. 168. 1. 10 HUT LT RLAZELRT L N ERRLET,
permit ip 192.168.1.0 0.0.0.255 [i%44 %7 KL A+IP Protocol (+HR—h) ZFFa[4+ 5= b
any VaRRLET,
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deny udp 192.168.1.0 0.0.0.255 [3%49 %57 KL ZA+1IP Protocol (+HR—F) ZHEGT L= b
eq domain any VAEFRRLET,

I avy FERX

show access-lists [ <access-list FS> ]
show access—|ists statistics

I INT A—4H
kS A—% | BENE BEHE | EBEOE
1~99, 1300~ TPv4 12
1999 YERRE
100~169, 2000~ [P Bk || o
vy = N
access—list |FRLIEZWT Z7 AU R FDF ||2699 X IE ;})Lﬂ;&*[zx y Xﬂ}il‘i
=1 =] %f “‘Z"Ebi . gif} . "
& Eaah E 3000~3499 IPZSE WAEFRRLET,
HERR E
IPv6 i
3500~3999 s
AR E
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QoS/CoS tEEIZE5 T B IE#H

| Qos/CosttEI=RE T 1R

I QoS4 A Jx—RIZEAT 15

Ishow gos interface

A BT 2= D, QS DRE/MENESZMT H LN TEET,

I REEEH 1 AVEITTI—RADBEFRNEDFER

Router#show gos interface lan 1
LAN

QoS is ENABLE
QoS type PRIQ

I KonEEGI 2 £ 5ABEDER

Router#show gos interface ewan 1 status ctl
Class status ctl
class is CONTROL CLASS
priority O
nsec_per byte 312500
queue length 28
limit 30
sent packets
136 packets
103728 bytes
drop packets
16 packets
8240 bytes

I ForEEBI3 00S 74 IL2DETEIER

Router#show gos interface ewan 1 filter host
CBQ class host
ver.IPv4
protocol O
src addr 192.168.10.1
src mask 255.255.255.255
dst addr 192.168.100.1
dst mask 255.255.255.255
src port O
dst port O
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I%ﬁﬁw

‘E-EI:I

8

. =& H

| now

QoS is enable

FBELIEA LV H 7 2—AT, QSHWELZFHATLINE I DEERLET,
QoS HERE A FIH 92 85 A1% enable, BRE STV WA disable, BE ST
WA BRI TE 72V AT ready & FRESNET,

|&6tmm

QoS D% A 7 (CBQ or PRIQ) %77 L £,

Class status
ctll

W EeRKRT o7 7 A%

|Class is

Z0/FADRMEERFLET. (CBQOHA

|priority

20 T ADEREERTLET,

|nsec_per_byte

LA FOREICHDLIEH 0 B) 2FRLET.  (CBQ DHA)

|queue length

Fa—REERRLET,

|queue limit

Fa—ltdbh Dy MEERRLET,

sent packets

T TFATEE LA ANy bOfFHREZFIRLET, ZRIE, 7y M B X
BT — 2 RaeFRLET,

drop packets

DT TADT—HDIBEIE Ly hOFHREERLET, TR, 7
v MBI R T — Y EaFrLET,

|period count

Ry PRS2 — BRI/ 5 - (PRIQ DA

|CBQ class host

TANTDMBRLIRD Y T A EFRLET,

|Vel‘.

T ANIDORGLEID 1P A=Y 3 v ERRLET,

|src addr/mask

T A NEDRGE R BEIETT FLARHAE R LET,

|dst addr/mask

T ANEDORGE R BFET Fr ARHEE T LET,

|src port

T A NG DORGL IR DRE TR MERE IR LET,

|dst port

T A NS DR E IR DTSR MRS ERRLET,

I avy FEX
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QoS/CoS H#EEIZETT B2k

I INTG A=A
RS A4 | BENE | B i | HEEOE
, ETDA L HT =
: KA LUTZNA L — - E .
A 77z Qo8 O)bbffﬂ% MLINA 57 =2 A BT 2 —ALEA  |—ADOFEREFR
— 2% AEfEELET, Lo
tatus [BLAE DRI
atus | |[BeosmE R8T a0 | S m%!ﬁﬁwﬁﬁﬁﬁw
Pilter  |[RENEERFTBIEIEE LET, fﬂmréi”&@ﬂm‘a%%ﬁ
b
_ _ ETHU 7 ADNE
SR LT BIE . - . .
7 T AL LW I AL ERELET Ty
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| VRRP#EEIRE S D% R

14237 —XEDOVRRPIKRDF R

Ishow vrrp

Ii%@ﬁﬂ

Router>show vrrp

lan 1 Vrid 1
Priority 254
Preempt mode "on"
Advertisement interval 1
Local ip address is 10.72.225.201
Virtual router ip address is 10.72.225.200
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is "auth-none"
state: Master
uptime (sec): 231084
become master count: 1
advertise receive: 1
error advertise receive: 0
Router>

I%ﬁawﬁw

IHH NE
lan 1 Vrid 1 AFT2—AG L N=Fy)WL—Z 1D ZRKRLET,
Priority Master router (ZEBBET D72 DEILELRRLET,
Preempt mode Preempt mode DOFXTEIREA TR L 77,
Advertisement interval  |Advertisement /N7 v NOEREHEEZEZRLET,
Firmware version EEFOT7 77— AT 2T ONR—Va rERRLET,
Local ip address A HET2—ADIP T RLVAZFRRLET,

VRRP L— & T4 25 IP 7 RLAZERLET,

Virtual router ip address (D7 FLZLFLC IP %55 VRRP L— % 1% owner & 725)

Virtual MAC address VRRP /b— & TR HAEMAC 7 KL A &2 KRR L ET,
Authentication type REF R AR R L ET,

state AIEEN, v AF—N—ENEINERRLET,

uptime (sec) VAL —)L—ZER LT b OB (B) 2FRRLET,
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VRRP #%5EIZ 9 & 18 #

|~ A B — = B LS - “%FR MIB 5H) LET,

|become master count

v RS — L — 2 BB LK B ) & %7 LT,

|advertise receive

‘Advertisement NI N R LTzl (MIB fE#) # 3R~ LE 9,

|error advertise receive ‘31f5*~Advertisement/<fT17]‘%Ef%ﬁ%L/fi[jiﬁ(MIBTﬁiﬁ)%E?%ﬁQLzﬂiifo

NS A—4
INS A—4 HEAR Bl EREEFDIE
A H 7 xz— |VRRP DRIAAESBB L2\, F T = — A4 &+ |lanl BTOA R T 2 —A
AL ELET, ewanl~2 |DEHREERLET,
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| uPnPigREICBE S D15 R

L UPrPo BRIk RIS RIS B 1R

Ishow upnp

UPnP 7’2 b a L OEMERNZFR R L £7,

Ii%@ﬁﬂ

Router#show upnp
UPnP protocol is enabled,IGD1.0 is enabled.

I:?VF%ﬂ

show upnp

I INS A—4

INTA=HFTHY EFHEA
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UPnP DEEEIZE T & 158

UPnP D #5115 ¥

Ishow upnp statistics

UPnP 7' & b 2 VOMEEHFREF R L ET,

Iiﬁ@ﬁm

[oNeoNeNe]

GENA events

Routerf#show upnp statistics
UPnP protocol is enabled.

0 SSDP announcements

0 description requests

0 SOAP requests
0 SOAP action requests
0 SOAP action rejects
0 SOAP action fails
GENA subscribe requests
GENA subscribe expires
GENA current subscribers

I%ﬁﬁ@ﬁ%
H H R
|UPnP protocol is enabled. ‘UPnPiﬁﬁE%ﬁ?ﬁﬁ%L/jiﬁAo

|O SSDP announcements

‘Advertise EEREE R RLET,

|O description requests

‘description EEREAE SRR LUET,

|O SOAP requests

SOAP 77 > = v U 7 =& N EEER R FR LET,

|O SOAP action requests

SOAP 72 ¥ 3 2 U 7 = A MRDIES A TR LE T

|O SOAP action rejects

SOAP 77 >3 U 7= A b HEEERE FR LET,

0 SOAP action fails

SOAP 77 v a2 ) Z = A b RERE RR LET,

|O GENA subscribe requests ‘GENA BOREERIEEF R LET,

|O GENA subscribe expires

‘E%gﬁﬁ}qﬁﬁﬁ expire [EI5 AT~ LET,

|O GENA current subscribers‘ﬂ%fE0)$§§§%§§ﬁ%E§§ﬁ%L/ﬂiﬁfo

|O GENA events

A~y M EEES R R LE T
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show upnp statistics

IN?%—@

INTA=HFTHY FHEA
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UPnP DEEFEIZET T S 158

UPNPD A X2 b Z{EIZRET S 1HHR

Ishow upnp subscribers

UPnP DA N2 MEAREHE —TERRLET,

summary 472 a VERRETHZEICE  ZEE - RIRAT. P—ERXA T LOZEEHER T LET,
ZAEEIL, WAL LTHRESNZ IRL L CFEREIIA Y FERET,

WA & UCHEELD URL MEE SNT256 . O IRLICK > TRRb LLFA v hahvE T,

Ii%@ﬁﬂ

Routerf#show upnp subscribers

Service Name Remains Events Subscriber
—————————————————————————— et e et T T e e
WANIPConnectionService:1 123 0123456789 192.168.100.100:33333/
WANCommonInterfaceConfig:1 123 0 192.168.100.100:33333/
Layer3ForwardingService:1 122 10 192.168.100.100:33333/
WANIPConnectionService:1 95 22 some.domain.com:222/event:1
WANCommonInterfaceConfig:1 95 0 some.domain.com:222/event
Layer3ForwardingService:1 94 0 some.domain.com:222/event
WANIPConnectionService:1 - 12345 zoo.domain.com:333/event

| cmmons

IH H N B
Service Name =AM E TR L ET,
Remains U — AR 2 FoR LET,
Events ANy MEEEHERRTLET,

Subscriber WmiE 2R LET,

show upnp subscribers [summary]
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I INT A—A

NS A—%H BHALNES £ TE 0B HREEDE
summary AT L OZEFEREFR R LET, |summary |[ZEF -BEOLER
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I UPnPDR— k< v EVJICET 1FHR

UPnP Di%EEIZE 9 & 153

Ishow upnp port-mapping

UPnP EREIC L DR — b~ v B 7 a2 TR LE T,

summary A7 a VEETHZLICLY, R—bhvo /&L K-~ ov VU IRE

nE7,

I R TEE

Router#show upnp port-mapping

Client iPort Prot ePort Remote Remains Status

——————————————— s e T e e ettt t e
192.168.100.100 33333 TCP 22222 123.234.132.213 999 Enabled
192.168.100.101 22222 UDP 11111 0.0.0.0 0 Enabled
192.168.100.103 3333 UDP 3333 0.0.0.0 - Disabled

I &18E O3

I’ H N B
Client NEEIP 7 RLAZFRRLET,
Prot WNEAR— hEZ 2R R LET,
export WER— NEZE2FRRLET,
Remote ST LA ZRRLET,
Remains U — AW R LET,
Status N— b~y 7HREERRLET,

I:?DP%ﬁ

show upnp port-mapping [summary]

I INTA—4H

INTGA—H REANE R E #EEH HESEFDIE

summary A= h~wo U IREREZF R LET, sumary |A— vy 7 —EDHER
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| EEER B AIEEI T B1ER

| z5—osiEs

Ishow elog

EEOTT—nr BEREOHEHR) 2R RLET,
reverse ZIEE L72GAIX,. v 7 2IEICERLET, o, BFERETDH &, mIOu I NLEEL
HESECERRLET,

Iﬁ%@ﬁﬂ

Router#show elog

000 0000:00:00.00 2004/10/12 (tue) 13:39:21 0 00000000 00000000
#BOOT [V00.13-101104] SIDE-B.frm SIDE-B.cfg

I avy FEX

show elog [KRTRT B elog %> | reversel

I INS A—4
85 A —A BERE wriE || ABEBOE
o [RE R T ED, BE O clog FRE BT 5| ST elog 158
BT D elog B |, e g P T
reverse L T BT A AT, EELEF,  lreverse |D . POPBR
RENET,
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BEZEH - BAEEEIZBT SI5H

| ExmEms

Ishow tlog

EEOZ VT o hvnr (HEREOFEHR) 2FXRLET,
reverse ZIEE L7=HG13, v 7 2BAICE R LET, T2, WTEEBEETHE. FOu TN BEEL
T ECchEERLET,

| zrmmm

Router#show tlog
027 0000:00:00.00 2004/10/11 (mon) 17:47:48 0 00000000 00000000
#BOOT [V00.13-101104] SIDE-A.frm SIDE-A.cfg

Router#

I avy FER

show t log [<RFRT D tlog # | reverse]

I INTG A—4
RS A—% RERE BwERE | ABEOE
ot 1og e L0 2 7 EADBE 0 Uos WREBHT [y, £ o i
reverse L IRt BB, ELET,  |roverse |14 POMER

149



IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

| B8 - zotho o5 1ER

Ishow slog

BIEEE X2 T 4, HFALEF T2 —ADEREF R LET,
F-. BFEAETDHE, o I hbisE LT E TR R LET,

I K rE @D

Router#show slog
000 0000:00:00.00 2004/10/12 (tue) 13:39:21 0 00000000 00000000
#BOOT [V00.13-101104] SIDE-B.frm SIDE-B.cfg

Router#

I INTGA—4A
NS A—4 BHARES % 7 €06 LBEEFDIE
KT D w72 EG, WMEN DD slog lFMESRT 50 1o 2T D slog T
slog %% ERRELET, EFRALET,
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EtE - BAHIEREICE T S5

W
Uiy
E}

Z40L5 )T 0JER

Ishow flog

EEOT4NEZ ) Tl B RRLET,

IE%EEM

Router#sho flog dump

000 0000:00:00.00 2003/09/30 (tue) 21:49:01 0 00000000 00000000
#BOOT[V01.05-093003] SIDE-A.frm SIDE-A.cfg

001 0000:00:34.82 2003/09/30 (tue) 21:49:36 15 00000000 00000000
101 P EWAN2 in UDP 192.168.0.1:520 192.168.0.255:520
000 45 00 01 60 64 c6 00 00 3c 11 83 5d cO0 99 8a 01 E.. d...<..].4..

010 cO 99 8a ff 02 08 02 08 01 4c 00 00 02 01 00 00 .4....... Lo.....
020 00 02 00 00 cO 99 77 00 00 00 00 00 00 00 00 00 ..... dw.. oo
030 00 00 00 02 00 02 00 00 cO 99 87 00 00 00 00 00 ......... 4......
040 00 00 00 00 0O 00 0O 02 00 02 00 00 cO 99 88 00 ......vuno... 4..

050 00 00 00 00 00 00 00 00 00 00 00 02 00 02 00 00 ...ieviinonn..

I avy FEX

show flog [dump] [KFKRT 5 flog > |reverse]

I INS A—7H
ING A=A BRENE SR TE B HBHREEDE
dum FRER ST Ny N OSCERER Iy e X T RN L E dum X7 N DSEERE Sy
P T, b Z dump Fox LEH A,
KRT B wHia 7 EEdh, wENW< o7 o) Tu s L ~198 BTO flog M A
flog #& a2 ZWMIT 0 ERELET, w~LET,
HTWNHONEERRS

reverse LW BIEICE T 25681, HELET, reverse |l .4
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| EF 4 —Lic s BRI T 5158

Ishow mailinfo

BT A — VIR RE DA TR M E M E R L £

I K RE @D

Router#show mailinfo

event count 1
send success count : 0
tcp connection error count 0
smtp error count : 0
send error count : 0
dns error count : 0
Router#
I KIEE DA
I H SIS
event count B A—INEIRET DA R bAE Lzl
send success count A A —IVOIRE DR LTz a5k
tep connection error count | A — LI EHFIZ SMTP Yr— b ax 7 o g UNiENZR v 7= A3
smtp error count T A — VIEEIRFIC SMTP H— & DRV B0 12 Jn & - 7= 0135
send error count B A — )VIRER R LTz F5
dns error count B A — VIEIFIREIZ SMTP H— 378 A N 44 % DNS ) 5 51T 72 - 7= [ %%

I avy REHX

show mailinfo

I INTG A—A

INTA=HTHY EFHEA.
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| ssHy—/iREI<BI T 1R

EH#H# KRR M) OFERIZET 51EH

Ishow crypto key ssh

WEICHRESNIEARE (KA M) ZHET 2N TEET,

| zrmmn i ssonme

Router#show crypto key ssh

Key pair was generated at: Wed Aug 25 16:33:37 2004

Key type: SSHI1-RSA key (1024 bits)

Key Data:

1024 37 127725341207691350662891507923098401116482815345145447316861362189516084
30449042136825405367890865202545655726840220040168473982439853505328232363656422
78768603544120872936105054257136909602671986763863255744000384549739350825124552
45314464684014409208693476592049989548538242242663246414887970518807433817189
Fingerprint: 59:0d:9c:a5:87:7a:e3:3c:37:ba:£7:d1:c2:0£:54:02

Router#

I RTEEHF 2 BB fingerprint (358D

Router#show crypto key ssh fingerprint

Key type: SSH1-RSA Key

Key sizes: 1024 bits

Fingerprint: 59:0d:9c:a5:87:7a:e3:3c:37:ba:£f7:d1:c2:0£:54:02
Router#

I &18E D38

I’ H N B
Key pair was generated at F—DAERELA Z TR L ET,
Key type RA MREOMIHZ RN LT,
key size RAMEOEHELZFRRLET,
Key Data NRSEDT — X B FoR L ET,
fingerprint A A REA OO IER (fingerprint)
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INTGA—=H REAR HEEEF DB

fingerprint |key type, key size, key Data &K R LE*9, B TCOHEAZERLET,
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SSH Y —/ HEREICT T B 15#

I SSHO S A 1= BT 5 1545

Ishow Ip ssh
SSH D% EIRAEE RR L E T,

Ii%@ﬁﬂ

Router#show ip ssh

SSH Enabled-version 1.5
Authentication retries: 3
Response timeout: 120 secs
Exec timeout: 5 minutes
Router#

I%ﬁamﬁm

I’ H N B
SSH Enable SSH Y— "R EZ TR L E T,
version 1.5 SSHH—"\WMEMT 5 SSHY m haroR—Ta v ERLET,
Response timeout SSHZ7"m h 2 )V DJSERFHERR] BEM) #FRLET,

Authentication retries 2LV b7 A Ml %E GREMH) 2FrRLFET,

show ip ssh

I INT A —4

INTA=HFTHY EH A,
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SSHa Y o 3 VOREICERT 4 1FH

Ishow ssh

SSHaxZ7varORErE£RLET,
statistics 7'V a VEE LTEHAIE. MetEROAEFR L E T,

I FRE@EH 1 SSHaxRy a3 DIiER

Router#show ssh
No. Version Encryption Hash State Remote Host
1 1.5 3DES-CBC None Session started 192.168.100.1

Total Sessions Active sessions Reject sessions

2 1 0
Router#

I ForEEHI2 SSH ARy L3 U OfREHIER

Router#show ssh statistics
Total Sessions Active sessions Reject sessions

2 1 0
Router#
I%EE@&%
IE B N B
No. FH5
Version SSH7m hanR—Ya v aRLET,
Encryption |Ka{b7 /03 XAz RLET,
Hash Ny a7 ARERFLUET,
SSHax7 v arOREERLET, AELETIT, UTFTOAT—FXA2RLET,
State Session initiating |[SSH & v 3 a U #EikeD» H o — PRBGE TR £ T O]

Session started o EREERS T LA DR RE

Remote Host | ARMEREIZT 7 EALTWASSHZ FA T D IPT FLAZRRLET,

Total SSH Hr— N~ SN7- SSHE v v a v OB AE =~ LET, HENHILE) L5455,

Sessions 0lZZ7 U7 ENnET,
Active o~ REFTRRACEAY O SSHE v v a ok,

sessions FRILDH SSH 27 3 2 (Session initiating & Session started) O%rE —F
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SSH Y —/ VEEREIC B 9 S 158

L/ji‘é—o

B A i L= SSHE v a v oEia R LET,

Reject

sessions

SSH B Ca—WGERKR Lzt v g VPSR AR — R SSH A= g 2 & B 2Rk,
SSHY— D7 78 AU X FEREBICEL DKM, SSHE Y a v ETor 7 A U BRERKR
) Tk LT M LET, EEAFHER LEEAI

oA

07 V7 ESNET,

show ssh [statistics]

I INTA—4H

INTGA—=4 RERNE

statistics [fiitEMAE R~ L E T,

HEREFDIE
SSHEvarORELEOTERLET,
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4

| ERETXEMEICEY 215

I & fm R F ERRE D IR RE

Ishow remote—maintenance ssh

i A PR
i A PR

SFXIRSEE DEMER I Z iR CE £,
SFRIEMEEEIT . remote-maintenance ssh I~ RCRME & T TX£4,

I FonBEIER 1 EFRRST R AEBNE S

Routerf#show remote-maintenance ssh
SSH remote-maintenance is enabled, remaining 9:58 (mm:ss) .

Router#

I R BEIER] 2 EZFRRT EMEEAEIEL TLVEW

Router#show remote-maintenance ssh

SSH remote-maintenance is disabled

Router#

show remote-maintenance ssh

I INTG A—4A

NTA=HEFHY FHA,
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Ty R S R BEEICE T BIEER

| /S o8BSy SRS T B1ER

I WED) 2V EZDRR

Ishow packet limiter status

N7y MEY R ZORMEMERT D LN TEET,

Ii%@ﬁﬂ

Router# show limiter packet status
Current:

status: Normal

start factor: clear command
configure: 50,000

counter now:0

start: 2004/10/26 17:32:36
passage: 1:01:30

I%ﬁamﬁm

IE H A
HAEDY I v X ORI AT R LET,
Not active |U I v X DFERIENRITHOIL T2y (N7 FEAHIFE L 720

0

Normal 1R R
status
MEEIRE (BUEDEZE N7 NS, EIRN7w MR 90%LL Bz L
Alert
TW53)
Bombard V2w X1EHE) (BAEDBEZE /N MO, BRSNS » MU L TV D)
Ny N A ORBERE, Ny MY I v XL, 1T H (4K/E) XA ~T, =
DORNCEZE SNy FE T FLTHET,
Boot LEORENC LY, 2 A ~BNEdEh &Sz
start Normal BA~DWTIZED , Bl Z A~ s Sz
factor

U v HfEfra~ 2 K (clear forced disconnect packet mobile 1)
NI = il N % B hY 11 R g Wl

Configuration |V 2 v ZREDEIMICLY ., #H-lcx A ~BNEE ST,
configure |E[RfE (47w M) #FornLET,
counter now [BAEDEZIE /v NIAEF R LET,
start EZENNTry FOH T R R LA A FR L ET,

Clear command
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

passage PR 2 FoR L ET,
RETRIND NNy X, V2N TEHLTWAEETHY, BETT,

I avy FEX

show |imiter packet status

I INS A—4

INTA=HFTHY EH A,
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Ty R S R BEEICE T BIEER

IUEW@W@@EE

Ishow limiter packet history

Ny bREY I v HOBREERRLET,
JEEEIZ, mE TR e, BEORNNAFRRSNET,

Ii%@ﬁﬂ

Router# show limiter packet history
Current:

status:Normal

start factor: clear command
configure: 50,000

counter now:0

start :2004/10/26 17:32:36
passage: 1:01:30

History[1l]:

last status:Normal

start factor: Normal

end factor: clear command
configure: 50,000

counter last: 4,000
start:2004/10/25 20:32:36
end :2004/10/26 17:32:36

Iéﬁﬁwﬁﬁ

1H H N B
BUE/WEDY I vy ZORMEFR R LET,

Not active |U X v ¥ OBEITHI TR (847 FMEHIR L)
itatus ‘Normal ‘ﬂ%ﬁ?iﬁﬁﬁ
t
ot GEARTE (BUEDEZIR b o MBS, LS M 90Wl LIC i L
Alert
Tn5)
Bombard |V X v Z B (BUEDRZE S v NS, BB MKITEL T D)
Ry M AT N~ ORBIERE, A7y MY Iy 2iE, LH Q4R XA~
- T, ZOBICHEZIESNI ATy FEI TV P LTOET,

factor |[Boot BEEORBIC LD, S A ~hRBSh |
Normal B A~ DM TICED . FAC A ~ BB S iz |
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

U wHfffra~ 2 K (clear forced disconnect packet mobile 1)
WXV, Bl A ~nEfh sz

‘Clear command

Configuration|V X v &4 BEDBIMCL Y, Filc s A ~HNEB SN,

end factor

Ny MY N EA =Dl TEIK,

]/

Normal U2y 2 AMEBRETIC, 24 BERTRGE L7

U3 v~ K (clear forced disconnect packet mobile 1)

XD, Flic s A~ nEFH S

‘Clear command

‘Configuration ‘ U3 v HXEENHIBRSI N,

configure

[BIRE (57 o M) 2R LET,

counter
now
counter
last

BUE/ WEDEZE T v MUEFRRLET,

|start

EFAZ Ny FOA T SRR LR A FR L E T

|passage

KRS A #R L E T

KERSNDAT Y M, V—FRETEHL TV HETHY, BLTY,

show |imiter packet history

I INTA—4H

INTA=H LD
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Ty R S R BEEICE T BIEER

IﬁﬁwiﬁﬁﬁﬁﬁUEv9®%ﬁ

Ishow imiter cumulative-time status

Uy z2oREE, U 2y ZERERENIZER, BUEORRRFH & LRI, BRI 2 277 %,

| =zman

Router# show limiter cumulative-time status
Current:

status: Alert

start factor: Normal

configure (min): 1,500

alert percentage: 90%

cumulative-time now(min): 1,400

start : 2005/08/01 00:00:00

passage: 28days 01:01:30

Router#

I%Eﬁwﬁﬁ

1H H AN

BEDOY I v X ORNEFRRLET,

Not active : U X v X DOERENMTOIL TRV (EIREFR] 2 IR L72uv)
tatus Normal : JH#FIRHE

Alert : 4 RAE

Exceeded : {EENIRHE

B I v RO R B EA,

Boot : #EEDEENC LY, XA ~vPNEEH S

Normal : Z A ~®jii TIZLV ., Hiiolo ¥ A ~lEE Sz

Clear command : U X v #fEfr=~ 2 R (clear forced
disconnectcumulative—time mobile 1) 2LV, Bzl XA <~ EEE iz
Configuration: U I v ¥FEDBINCLY | Fizlox A v BEH I
configure | LRRfE A FoR LE T

HIRREIZ 72 5% (BREE) 2R T LET,

warning-only sXED¥A 1%, “warning-only” &t EHRL F 77,

start factor

alert percentage

cumulative—time

BUE D BRI R 2 2o~ L £ 7,

now (min) :
start [BRY 2 v X RO RBIE & For L E T
passage PRI & 2R LE T,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

show limiter cumulative—time status

I INTG FA—A

NTA=HEFHY FHA,
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Ty R S R BEEICE T BIEER

ZIEHRRRY 2 Vv 2 FHORE

Ishow imiter cumulative-time history

W57 By D RIEIFERRY X v X DR FR L ET,

| =zman

Router# show limiter cumulative-time history
Current:

status: Alerm

start factor: Normal

configure (min): 1,500

alert percentage: 90%

cumulative-time now(min): 1,400

start : 2005/08/01 00:00:00

passage: 28days/01:01:30

History([1l]:

last status:Normal

start factor: Clear command

end factor: Normal

configure (min): 1,500
cumulative-time last (min): 1,400
start:2005/08/25 20:32:36

end :2005/09/00 00:00:00

Router#

I%ﬁawﬁm

IE H n =&
HAEDY I v X ORI EFRRLET,
Not active U R HOFRENMTHILTO W (EFRIFRT 2 HIBR L 722 V)

status Normal  : @& IRHE
Alert : LR AE

Exceeded : {EEhILRE
P I v X HEREDEENER,

Boot : FEDEENC LY, A ~EB ST

Normal : Z A <O TIZX V. Bl XA <=BNEE Sz

start factor

disconnectcumulative—time mobile 1) |

Clear command : U X w #figfg =2~ K (clear forced

/IS A e /Y o1 1 R W e

Configuration : U X w ¥FKEDBINZL Y, HizlizX A ~niEZdhs iz
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

configure ERRMEZRRLET,

EREBIC /2 5% GRE) #HRK KL ET, warning-only BEDLA X,
“warning-only” & &R L E 7,

alert percentage

cumulative—time HE D BRI % 2R L E 4

now (min) :
start BV I v X REOE#BEFM A FRR L ET,
passage PR 2 £~ LE T,

I:?VF%ﬂ

show |imiter cumulative-time history

I INT A —4

INTA=HFTHY EH A,
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TJr—ADT FIZET BIEH

| 77—LHz7IcB$ 2R

| o7—svz7o7100%R

Ishow file firmware

Ty =L =27 ONEEMHRTHZENTEET,

Ii%@ﬁﬂ

SIDE-A: VALID (Active) ID: WAKATO EXTID:XAF4 FIRM VER:V01.00 FILE VER:112301
SIDE-B: VALID (Inactive) ID: WAKATO EXTID:XAF4 FIRM VER:V01.00 FILE VER:112301

I%ﬁawﬁm

= =| AE
SIDE-A/SIDE-B  |SIDE-A. frm, SIDE-B. frm % EM L £,

BN 77— 2T MNE IR RLET, 77— 027 & LTHRTRWE
VALID AE. INVALID & E RSN ET,
INVALID OYREETIE, 2D 77— AT =7 nEORENI T EHA,

ROEFRFICEA SND 7 7 =20 =T NEINEFRRLET,

ACTIVE/INACTIVE | 't ive - tk oo @BYHCIEE S5 Tnact ive : Yoo B < AL720
D Tr—ALT7=TOIDEERLET,

EXTID Ty =L =T O ID A FKR L ET,

VER Tr—AT =T DNR—VarEFRRLET,

FILE VER Tr—LU=TOIEVarERRLET,

I:?DP%ﬁ

show file firmware [ KT 7—LOxzT7774IL%> ]
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

I INTG A—A
NG A—4A BHANES RSB HIREFDE
SIDE-A. frm 0
2006577 —h =T 77 AN | |SIDE-Afrm |, . WG D77—hy
T AT T ? . o G A #oR .
A DL ELLESRT LI ERE T =7 77 A NOE
LETS SIDE-B. frm |opor i M7 ERTLET,
T & For

I77—A@17E0mf

FITELnet-F120 CTiX, 77 —A U =7 L L TEBITHZENTEL 7 7 AN E2ORGFETH LN TE
F9, 2D 221, “SIDE-A. frm””SIDE-B. frm” & \\9 7 7 A /L4 T, FITELnet-F120 IZHMI S E T,
— DT 7 =AU =T Oy T v UTHA LY, %0 FITELnet-F120 2, 857 L 7=FERIZ[A]
RRZN—2a T v T 55572 810, REAMTT,
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RERNEICET BI85

| EEmAIcET %R

| BEsrtoRERR

I show running. cfg

BEBEH ORER A TR LET,

I & TEED)

Router#show running.cfg

CLI V00.6x 2001/12/xx

' LAST EDIT 14:55:57 2002/06/19
! LAST REFRESH 00:00:00 0000/00/00
! LAST SAVE 14:55:59 2002/06/19
|

ip route 0.0.0.0 0.0.0.0 192.168.138.1
1

interface ewan 1

ip rip receive version 1

ip address 192.168.138.64 255.255.255.0
exit

interface lan 1

ip address 192.168.100.1 255.255.255.0
exit

|

router rip

network 192.168.138.0 255.255.255.0
redistribute connected

version 1

exit

|

end

Router#

I:?DP%ﬁ

show running. cfg

IN?%—?

INTA=HFTHY EH A
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

I HEBHRIZDOLT

FITELnet-F120 D% EIFHMOMFONHITIE, H SN DREIZEI VU TO 3FELRH Y £7,
running. cfg |BUEBENEH D% E T &
working. cfg |#m#EH O E
boot. cfg YR A 62 B D 3% T 1 R

F 7=, FITELnet-F120 Ti%, SIDE-A. cfg SIDE-B.cfg & 5 9 AT, 2 HEORTEIHTMEIET DL Z L

MWTEET,

INHOREFEROBEGBRIX, LTOL Y17 7, (BREBHRMOLT (Tsave”2) 1T, a~vr
N4 C9, )

oot.cfg ________

| |

: SIDE-A. cfg : save restore

‘ - -

: : working. cfg running. cfg

I SIDE-B. cfg I load - r_>efresh

[ [

| |

boot configurationiz&k Ui#EiR

ZELH

Ka~y ROFEMIZOWTIL, a~> R 77 LA (BfER) #22BL T30,
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RERNEICET BI85

| GERoB TR

I show working. cfg

BERETORTEEHRELZ R LET,

I K RE @D

Router#show working.cfg

CLI Vv00.6x 2001/12/xx

! LAST EDIT 14:55:57 2002/06/19
! LAST REFRESH 00:00:00 0000/00/00
! LAST SAVE 14:55:59 2002/06/19
|

ip route 0.0.0.0 0.0.0.0 192.168.138.1
|

interface ewan 1

ip rip receive version 1

ip address 192.168.138.64 255.255.255.0
exit

interface lan 1

ip address 192.168.100.1 255.255.255.0
exit

|

router rip

network 192.168.138.0 255.255.255.0
redistribute connected

version 1

exit

|

end

Router#

I:?DF%ﬁ

show working. cfg

IK%%—Q

INTA=HFTHY EH A,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

I HEBHRIZDOLT

FITELnet-F120 OFRREFHMOIFOTTIZIE, FEH SN DREIZE VT O 3HENH Y £7,
running. cfg |BUEBENEH D% E T &
working. cfg |8 11 DX E T H
boot. cfg YR A 62 B D 3% T 1 R

¥ 7-. FITELnet-F120 TiX. SIDE-A.cfg,/SIDE-B.cfg L E 94T, 2 HHEOBREHRELIREGATHZ &

MNTEETF,
SR OREWROBIRRIE, BFOL IR0 ET, GRENENOXE (save”$) 13, avy
KATT, )
oot. cfg
|
| |
| SIDE-A. ofg | save restore
‘ -~ -
: : working. cfg running. cfg
- > - >
| SIDE-B. cfg | load refresh
[ [
[ [

boot configurationiz&k Ui&EiR

KEEH

HAY Y FOFEICHOWTIE, a~vr P 77 LR (@R 22U TIZEN,
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RERNEICET BI85

| xEiEsBEOwRR

I show boot. cfg

RN OBEF Rz 2~ LE T,

I K RE @D

Router#show boot.cfg

! CLI V00.6x 2001/12/xx

! LAST EDIT 14:55:57 2002/06/19

! LAST REFRESH 00:00:00 0000/00/00
! LAST SAVE 14:55:59 2002/06/19

|

ip route 0.0.0.0 0.0.0.0 192.168.138.1
|
interface ewan 1
ip rip receive version 1
ip address 192.168.138.64 255.255.255.0
exit
interface lan 1
ip address 192.168.100.1 255.255.255.0
exit
|
router rip
network 192.168.138.0 255.255.255.0
redistribute connected
version 1
exit
|
end
Router#

I:?DF%ﬁ

show boot. cfg

IK%%—Q

INTA=HFTHY EH A,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

I HEBHRIZDOLT

FITELnet-F120 OFRREFHMOIFOTTIZIE, FEH SN DREIZE VT O 3HENH Y £7,
running. cfg |BUEBENEH D% E T &
working. cfg |8 11 DX E T H
boot. cfg YR A 62 B D 3% T 1 R

¥ 7-. FITELnet-F120 TiX. SIDE-A.cfg,/SIDE-B.cfg L E 94T, 2 HHEOBREHRELIREGATHZ &

INTEET,
IS OFREFEROBBRKIL, UTOX 21220 3, (BREFHREOXLT ("save” ) 1, a2~

N4 T9, )

oot. cfg

reEeee—m—m———————— '|

l |

| E SIDE-A. ofg | save restore
- . - _

: I working. cfg running. cfg
_— _—

| SIDE-B. cfg : load refresh

| |

| |

boot configurationiz& V&R

KEEH

HATY ROFFICOWTEL, a~vr R 77 LA (BER) 22RLTI7EE0,
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RERNEICET BI85

| 8eo7 L omE

Ishow file configuration

RET 7 A NVONK LGS T HZ LN TEET,

I K RE @D

SIDE-A: (Active) LAST SAVE: 14:32:33 2003/03/07
SIDE-B: (Inactive) LAST SAVE: 14:32:33 2003/03/07

I%Hﬁwﬁ%1 I7ANBERELLGGS

EHE AE
SIDE-A/SIDE-B |SIDE-A. cfg,/SIDE-B. cfg # & L 7,

WOEBFFICHEHA SNWARE T 7 A NN E I ERRLET,
Active : RO EENRFIC#EH X415 Tnactive : RO ECEIFIZ 8 S 40780

LAST SAVE BBICBRTFEESNT-HR2ERLET,

ACTIVE/INACTIVE
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L

EEFl2 T77A4ILEEHEEL-BE

=<

Router#show file configuration SIDE-A.cfg

CLI V00.6x 2001/12/xx

! LAST EDIT 14:55:57 2002/06/19
! LAST REFRESH 00:00:00 0000/00/00
! LAST SAVE 14:55:59 2002/06/19
|

ip route 0.0.0.0 0.0.0.0 192.168.138.1
!

interface ewan 1

ip rip receive version 1

ip address 192.168.138.64 255.255.255.0
exit

interface lan 1

ip address 192.168.100.1 255.255.255.0
exit

|

router rip

network 192.168.138.0 255.255.255.0
redistribute connected

version 1

exit

|

end

Router#

v FERX

show file configuration [ <77 —L9xT7I774I%E> ]

176
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SIDE-B. frm ., o

[ & £

AHEEEFDE

5 DOFKE T 7
AN DIER % F



RERNEICET BI85

HEBHRIZDOLT

FITELnet-F120 OFFEHHROMFOH 1L, MHINDWREICE VT SFHENH Y £7°,
running. cfg |BUEBENEH D% E T &
working. cfg |fREE 1 D% E 1 H
boot. cfg YR A 62 B D 3% T 1 R
¥ 7-. FITELnet-F120 TiX. SIDE-A.cfg,/SIDE-B.cfg L E 94T, 2 HHEOBREHRELIREGATHZ &
INTEET,
IS OFREFEROBBRKIL, UTOX 21220 3, (BREFHREOXLT ("save” ) 1, a2~
N4 T9, )

oot. cfg

rFrreeeeme—sm—m—m——————— |

I |

| [ SIDE-A. ofg I save restore

| ¢——— . - _

: I working. cfg running. cfg
I SIDE-B. cfg : load refresh

I |

l |

boot configurationiz&k Ui&EiR

FERE

Fa< sy FOFFMICHONWTIE, v P 77 LR (R 22 LTS,

177



IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

| 529 L —RICET 215

|82 hT3429 FL—ROEE

Ishow tasktrace actives

BMELEXAY FL—ADONEA TR LET,

Ii%@ﬁﬂ

Router#show tasktrace actives
arp send

arp recv

snmp requests

Router#

show tasktrace actives

INEX—Q

INTA=HFTHY EH A
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ZROFL—RIZET B

| 522 FL—RicBIT 2#EHER

Ishow tasktrace statistics

H A7 b =R DRGEHERE RN L E T,

Iﬁ%@ﬁﬂ

Router#show tasktrace statistics

total msg(613), nonblock-dropped msg(0), filterd msg(576)

console mode (on), level (debug)

telnet mode (on), level (debug), msg(20)

buffer mode (on), msg(30)

syslog mode (on), level (debug), msg(7)

logging mode (on) elog level (warning), slog level (notice), tlog level (err)

vpnlog level (info), flog level (none)
elog set = off,slog set = off,tlog set = off,vpnlog set = on,flog set = off
IF filter(lan set = off,ewanl set = off,ewan?2 set = off
pppoel set = off,pppoe?2 set = off,pppoel3 set = off,pppoed set = off
pppoeb set = off)
I%ﬁﬁ@ﬁm
| H H | n B
total msg (Z27 PL—ATRETE A v e — VM EFLET,
|nonblock*dropped msg ‘5%?%2§%Lfi)l3/%2*—i)§i55?%ﬁ31,357f0
filterd msg T AT LR RSN A VR ERRLET,
BAY hL—AERE Y TINEA DTy ) —VICFKRT HNE I kR
console mode N I
LE7, on DHAIE. RZ2TRVET,
TELNET Ca 274 > L TCWARA MOBE@EIZ, VTNV A NIZAT N L—
telnet mode AEREFRTHNE I DERLET,
on ODEFEIX, BAREITRVET,
Ny T E AT FL—AFRE TN EIDERLET,
buffer mode on DAL, HJ1LE9, show tasktrace buffer =~ R T, G T
7B A7 ML —ADFRESRTEET,
|syslog mode ‘SYSLOG =2, v T EHNTHNE I NERLET,
Tevel IR~ D LUl R R L ST,
msg DR~ A v — S FR LET,
|elog level « = o ¢ ¢ ‘%\D TDOL~LuEFRLFET,
|elog set ¢ o o o . ‘%Iﬂ Taty NTDHNEIDEFRRLET,
TP filter IPDHAY FL—RIZBLT, hL—RATHA ¥ 72— 2% FRLET,
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

I avy FEX

show tasktrace statistics

I INDA—4H

NTA=HFHY EHA,
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ZROFL—RIZET B

|Av77t&ﬁémt9xbhb—zﬁﬁ

Ishow tasktrace buffer

Ny 7 I LIEZ AT FL—AONEEZERLET,

Ii%@ﬁﬂ

Router#show tasktrace buffer

total msg(613), nonblock-dropped msg(0), filterd msg(576)
console mode (on), level (debug)
telnet mode (on), level (debug), msg(20)
buffer mode (on), msg(30)
syslog mode (on), level (debug), msg(7)
logging mode (on) elog level (warning), slog level (notice)

tlog level (err),vpnlog level (info),flog level (none)
elog set = off, slog set = off, tlog set = off
IF filter(lan set = off,ewanl set = off,ewan?2 set = off

vpnlog set = on, flog set = off

pppoel set = off,pppoe?2 set = off,pppoel3 set = off,pppoed set = off
pppoeb5 set = off)

$ttrace [NETWORK:7] (15:36:02 03/03/2003) vif 1, recv

type 00000800 len 114, id 00125800
MAC: 08:00:20:0f:fb:cl -> 00:80:bd:cf:£f1:00 type IP
IP: 158.202.232.002 ->192.052.138.064, tos 00, len 100, ttl 254, prot ICMP
ICMP: type echo reply code 0

I%ﬁawﬁ%
| 5 B | n &
total msg (ZA FL—ATRBTE A v E—VREFERLET,
|nonblock—dropped msg ‘g%ﬁéﬂf:)‘ vE—UEERLET,
filterd msg T AN H IR EES I A VR RR LET,

HAY NL—RAERZ D) TIE A DAy ) —)VICERTHNE D ER
LET, on DAL, FrRaTRVET,

TELNET T 74 ' L CWAKRA NOWEMEIZ, VT NALA DA AT KL—
telnet mode AERERRTHENE I DERLET,

on DLGEIX, BAREITRNVET,

Wy TyIZB AT N —AEREHTTTHENE I ERLET,

buffer mode on DEEIE. W LET, show tasktrace buffer =~ RT, BB Tx
B AT FL—ADIEREZRTEET,

console mode
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

|syslog mode

SYSLOG —/Ni2, B 7 &HNT 50 E I ERLET,

level DR ~O L LR FOR LT,

msg DB ~DH N A vt — D aFoR LET,

|elog level « « ¢ ¢ « ‘%\El TDOL~)NVEFRRLET,

|elog set ¢ e v e e ‘%\EJ ThYy NTBHNEI»EFRRLET,

TP filter P OF RS PL—RICBLT, hL—RT DA 5T 2—AEFRLET,
THUIEIE, EBRIC =R LT =2 2R LET,

%ttrace 777 L, R TXDLDIL, tasktrace-manager buffer tracing 23R iE S
TWHEHEDHTT,

FER

show tasktrace buffer

I INTA—4H

INTA=HFTHY EH A,
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SRR L—XIZBT B

| 2525 FL—2ME#

Ishow ttrlog

HEEOX AT N —AEREFR R LET,
BrrfaEd s, Fion 7 hbiEE LT rETCEERLET,

I K rE @D

Router#show ttrlog

$ttrace [NETWORK:7] (15:50:42 21/08/2002) vif 2, send

type 00008863 len 30, id 0011e000
MAC: 00:80:bd:cf:fl:0a —-> ff:ff:ff:ff:ff:ff type PPPOE

PPPOE: code 09, session ID 0000, len 10
Router#

I avy FEX

show ttrlog [ <ERRI 5 ttriog %> ]

I INTA—4H
HEAR R EE HBEEEDE
. v [BHTE TGS BENL DD tirlog EH A2 S M £TO ttrlog [f
7N A 1~500 .
FRT D verlog B o see g BaR LET

IND A—4
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IPsec %tiis 70— F/v2 FJL—2% FITELnet-F120

| ¥ B0 2 EHIE

I%E@éﬁﬁm%

Ishow report-al

FITELnet-F120 DLW A BfG L £,

728, 7 report-all 7 @~ RTIE, EHDN— 7 (more FIfH) 2N{T/blEzHADT, HEifHE A
I — )L TEDLLITHRET D0, FRENDEREYV TNEZA LT 7 A IMREAFET DL HIICREL T
BIVLENHY £,

I K RE @D

Router#show report-all
[line]

[LAN 1 port 1]

Link : down

Xove : MDI (auto)
Auto : on

Speed HE
Duplex : ---

Router#
Router#

show report-al |

I INS A—4

INTA=HTHY EH A,
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5/

Ee]

S

ShOW access—lists ...................... 135
ShOW alias ............................... 8
ShOW bOOt.Cfg .......................... 173
ShOW Calendar ............................ 6
show card 1 modem—info «-«-+-cvvvveveenn 24
ShOW Card 1 status =« ccc e 23
show crypto ca certificate -« ----------- 121
ShOW Crypto ipSeC SQ "ttt 114
ShOW Crypto ipSeC_log .................. 123
show crypto isakmp policy - -------vvvv-- 116
show crypto isakmp sa - «-ccceeee s 112
ShOW Crypto key SSh .................... 153
show crypto multi-path «----vvvvveeeeen 124
show crypto redundncy - «-«-ccveeeeeee s 125
ShOW dhcp 1eaSe ........................ 109
ShOW elog .............................. 148
show file configuration ----«--cvvvv-n- 175
ShOW file firmware ..................... 167
ShOW flog .............................. 151
SHOW RISTOTY « v v v v veveeeeee e 10
show interface dialer -------vvvrvereen 26
ShOW interface WA * " * st rr e 17
show interface ipsecif «------cvrrerees 28
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