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FEHEE—F~DHITATUL

Isvirosoz—28EE—"F

I interface bvi

BVIfUADT—REEE—FIZHEBITLET,

V01.09(00) LLFGH-R—k

e iiqosor—zmee—ricBrLEy

Router(config)#interface bvi 1
Router(config-if bvi 1)#

I:l?‘/ FERK

interface bvi <BVI 41 >4 7 =t —RXR&ES>

/545
O k5A—a | BERE B
BVIA47:—R&S BVIA 47— RESEEELES. [1~100 |EEFE |
fEEE—¢
EABEE—R
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I sz —28EE—F

I interface lan

LAN /1 A7 —REBEE—FIZEBITLET,

DEEEh NS>8 —RBEE—FISBETS

Router(config)#interface lan 1

Router(config-if lan 1)#

I:?DP%ﬁ

interface lan 1

I/\°3)‘—’5¢

NTGA=BEHYFEE A,

fEEE—F

EREREE—F
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| PPPoE 1> 58 Jx—2FEE—F

I interface pppoe

PPPoE /A 7x—AREEE—FIZHBITLET,
FITELnet F200/F200 Plus [Z. 24 @ PPPoE /AT —R&EEHDIEMNTEET,
PPPoE A2 71—REBEEE—RIZHITT BFEL. PPPoE A2 A71—ANEE (1~24)%HEELET,

refresh AT REICENICESITURTY,

fEEEhl 1 PPPOE A 22 Tz —RBEE—FICHITTS

Router(config)#interface pppoe 1
Router(config-if pppoe 1)#

I:l?‘/ FERK

interface pppoe <PPPoE &F=>

I/\°5)‘—’5l
[R5 A—45 | BERE | mEEE | ABEBOME
PPPoE &E |PPPoE K—DEEEIEELET. [1~24 B |
| Ree—F
BERFEE—R
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Jenan £ o5 o —2BEE—F

I interface ewan

EWAN 4 VA7 —REEE—RIZBITLET,

refresh AT NI HIATURTY,

I RER1 EWAN A 22 Tz —REBEE— FICBITT S

Router(config)#interface ewan 1

Router(config-if ewan 1)#

I:l?‘/ FER

interface ewan <EWAN &FS>

/3545
RSA—% | BERE BEGE [EREOMH
EWAN &S [EWAN R—FOESEIEELES . [1~2  |[HBFE |

10



BREE—FNDBITIVNF

|%?A4>97:—X$E%—P

I interface modem

ETLAVATI—REBEE—RIZHBITLET,

LEEh1 ETLA V8 7 —ABEE—FIBITD

Router(config)#interface modem 1

Router(config-if modem 1)#

I:?DP%ﬁ

interface modem 1

I INTGA—A
INSA=BEHYFEET A,

fEEE—F

EREREE—F
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| 51¥5—1v87—28FE—F

I interface dialer

dialer 12 A7t —REEE—RIZHBITLET,

L AAVS—A V8T —RBEE—FICBITT D

Router(config)#interface dialer 1

Router(config-if dialer 1)#

I:l?‘/ FE

interface dialer GEFMEF L —7 2V RE S

I/\"%%—’Sl
[ ’5A—s | RENE REHE |HRBOE
EGRTEL s AES [EEETEEITEES i~20  |wmaFT |
fEEE—F
EABEE—R
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%

| USB Ethernet 4 > % 7 = —RBEE—F

I interface usb—ethernet

USB Ethernet {2 71— RSB/ EE—RIZEITLES,
V01.14(00) LABEH-7R—bk

| 3&5EH1USB Ethernet 4 >4 7 T —RBEE— KISKITT D

Router(config)#interface usb-ethernet 1

Router(config-if usb-ethernet 1)#

I:l?‘/ rFER

interface usb-ethernet <USB R— & B>

/354-%
I rEr RENE REHE | EBEOE
USBAR—FEE  USB R—LOBESEIEELET. 1~2  |EEERE |
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b —FnRvs1080—28FE—F

I interface loopback

=TI TI—RAREE—RITBITLET.

sl L—TNRv o4 87— RABEE—FICBITTD

Router(config)#interface loopback 1

Router(config-if loopback 1)#

I:?DP%ﬁ

interface loopback \IL—T/N\wH A4 28T 1 —RE B>

[5x4 —2%
RkS5A—5 | RENE R | ABEOME
NI hq T RBEEEELET. [I~16  |GEFE ‘
JI1—RES
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IRIPy—EzgEE—F

I router rip

RIP H—ERZBEE—FIZBITLET,

LEEh1 RIPY—ERBEE—FIBITTD

Router(config)# router rip

Router(config-rip)#

I:?DP%ﬁ

router rip

I INTGA—A
INTA=BIIHBYFEE A,

|:®$E€ﬁbuu%e
RIP Z#EHTEE A,

EEE—F
ERBREE—H
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JosPFo—ExBEE—F

I router ospf

OSPF H—ERBEE—FAITLET,

refresh AR RRICHRICHDITURTT,

I BBEF 1 OSPFH—ERBEE— RABITTS

Router(config)#router ospf

Router(config-ospf)#

I:l‘?‘/ FER

router ospf

|/\°3x—5«

INTGA=REBYFEE A,

I CDREETHEVGE

OSPF 2T LN TERE A

fEEE—¢

EREREE—F
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IBeP y—ERBEE—F

I router bgp

BGP H—E RFZEE—FIZHITLET ., (ASBSEIETE)

BGP H—E RFHEE—KFTIL.E-BGP/I-BGP DETF7DTF7KL AP, KT RM)E 1 —MEHE
*9,

EMEHRKRKETEHIL. F200 (£100E 7. F200 Plus [£300E7TY,

L

X
filt

DEEh 1 BOP Y —ERBEE— RISBITS D (B AS H5=64512)

Router (config)# router bgp 64512
Router (config-bgp)#

I:l?‘/ FER

router bgp <B AS &>

|/\°3x—5«

ey BENE | BEGE | 4BHOE
BASEE |ARBAOASESEETELET. [1~65535 |ABSRA |

I CDREETHEVGE

BGP #{#FRHTEE A,
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>

| 7rLzxo7sy—BEE—F

I address—family ipv6 unicast

IPv6 7RLARZEITI=ODTRLRI7I) —EHEE—FIZHBITLET,
router bgp <AS BEE> DERTEMNLZGEIL. KEBEEITHO>TH BGP (IFERATEEE A,

refresh AR RZICEMICLESITURTY,

L1 FRLRI7SU—BEE— FIIBITTD

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)#

I:l?‘/ FER

address—family ipv6 unicast

|/\°3x—5«

INTA=REBYFEE A,

I CDREETHEVGE

BGP TIPv6 L1 =F ¥ A DB MEITLEE A\
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fRiPne y—ERBEE—F

I router ripng

RIPng Y —ERBREE—RFAEITLET,
RIPng D& FEHRELXITHEVET,

I XEHFI 1 RIPng y—ERXRBEE— FIZHITT D

Router(config)# router ripng

Router(config-ripng)#

I:l‘?‘/ rFER

router ripng

I INTGA—A
INTGA=RIHYEEA.

|:®%E§ﬁbtu%@
RIPng #{ERATEE A,

fEEE—F

EAREE—N
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I Route-MAP &R E— K

on

I route—map

Route-map FXEE—FIZHITLET .

Route-MAP &1&, L—MEHRDEZIEEHOREZELEZHEMRMELTHENTT,
JL—MEHRDZEFIEEHOEZENRE match "THEL. EFIETBHIL—MEHRE "set "THRE
Li?o

I %EH 1 Route-map £&=mapl1 @ Route-map SXEE— FIZ#1TT %

Router(config)# route-map map1 permit 1

Router(config-rmap map1 permit 1)#

EESAS &

route-map <Route-map &> <B> < —4 U REBE B>

| NS A—4
| K5A—5 | BENE BT | A OE
ZDIIL—RYTHEHR T BB (permit) ED A, |permit _
Rt SFRT LA LNRHE (deny) BOAEIEELET . deny  |EEEFHE
RLIL—rTy T2 T, EHOBEETESEE
S—HURBS I EROBHEEELET, 1~65535 |4 BT A]
ZCITDIFBBEEMN, VU RBE BT,

|:®$E€ﬁbtu%@
HATERBROREHEERTERWNMGELADYET,
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I Route—map E£#H

Route—-map M EFMAIZDULNTERBALET,
Route—map (&, L—T 427 7O D, FIE/INSA—EDRE-BRRIFRD I IILEZI T D=1
FERLES,

[#11 B THEETBBAIE. A LUvYy MEDfE) %5 &Ll

FITELnet F200/F200 Plus Tl AI£$8ELELMEE (X MED D7 RJE 22—, {I0E 312 BGP D
7T T—MEHREBEHLET A, Route-map ZF AT HZEIZKY ., MED ZRJE 2—+%DI+T BGP
DT7YTT— BT HIENTEET,

fEEE—F

EAREE—N
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JoHoP —sgEE—F

I ip dhcp pool

DHCP H—/\FZEE—FIZF#TLET,
AEEZ DHCP H—/N\ELTHERATAIGSICIERENNLETT,

DHCP H—/\##gE& . DHCP JL—I—Lx U MEREISEFETEEFHA. BADERENSINTULVSIS
&1L, DHCP Y L—I—C o MEREMNRASINET,

| s5Ehl LAN A 2% 72— 2T DHOP 4 —/ e AT =012, DHCP H—/\BEE— K
I (27179 %

Router(config)#ip dhcp pool lan 1
Router(config-dhcp-pool)#

I:l?‘/ FE

ip dhcp pool <4 2Tz —R%&>

I INTGA—A
e RENE | RERE |AREOME |
s . o = [lan 1
P, IFDHHCP‘U' INEREZERT 51271 —R %18 ewan 1~2  |GEEFA
ELET, vianif 1~100

| CDREZTITHENES
DHCP Y—/\#EEZFRHTEE A,

I DHCP Hr—/ \HkgE & [ 2

DHCP H—/\##ge& (L. DHCP (Dynamic Host Configuration Protocol) Z{f AL T. LAN L ®Dixxk
(PC)IZIP PRLARIEEDIFHREE|Y L THHEEETT,
FITELnet F200/F200 Plus ) DHCP H—/\#4ge Tl LI FDIEHEBET A ENTEET,

‘IP PRLR /YT RYRIRY

‘DNS H—/\D IP 7KL R

TIHINT—bDADIP PRLR

KA E

FITELnet F200/F200 Plus Tld. DHCP YL —I—S o MR Y R—RLTULVES , DHCP 1JL—
I—JxobEElX. BENY—NIZHESD TIHEEL SHEBD DHCP —/NICRINWVEhELEHE T
BETY, WADHRENINTAIBE DHCP YL—I—S o MEREMNBRIZHYET,

EEE—F
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EREREE—F
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P67 FLRT—LBEE—F

I address—pool ipv6

IPv6 DT7RLRT—ILEIEETBH=0IZ.IPv6 PRLRT— LR FE—RIZBITLET,
BHERENHAEEE. T—ILETsort LT, —BEBEOTRLRAT—ILOAEIHYET,

refresh AR REICERIZESITURTY,

LEEs 1 IPv6 7 FLR T LBEE—RICBTT S

Router(config)#address-pool ipv6 1
Router(config-address-pool-ipve)#

I:l?‘/ FER

address—pool ipv6 <7 FLRAT—ILE&>

|/\°3x—5«
[ R5A—5 | BEAS | BERE | 4BHOE
‘7vaj—w% FRLRT—LAHERELET . ‘Q;gfﬂm@ LB

Looseziibunga

IPv6 FRLAT—ILDBRENITAEE As
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foHcPv6 4547 FTO T A LEEE—F

I ipv6 dhcp client—profile

DHCPV6 V547 hELTEIMET IR DK FIE/ AT A—F DR ELEITI. DHCPV6 Y5470 D7
AIVEREE—RIZBITITHHDIATURTT,

LEEh 1 DHOPVE ¥ 5S4 7Y T 7 A LBEE— RICBITT S

Router(config)#ipv6 dhcp client-profile dhcpv6
Router(config-ipv6-dhcp-client-prof)#

I:l?‘/ rFER

ipv6 dhcp client-profile <O SA 7 TOT7A4ILED

I INT A—A
e RENE | BERE | LEBOE
94Tk RTEE1TD DHCPV6 9547 TO774 )L |16 XFLURD LR
JO774ILE 2HFR/ELET, XF5 -

I CDREETHEVGE

DHCPv6 V547U hEERTHZEMNTEEH A,

fEEE—¢

EREREE—F
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I key—chain E— K

I key chain

RIP2 DEREFZEARNZT B1=6OD key—chain E—RIZFBITLET .
key—chain MEEE L. F—BHZHEELTITELVET  key—chain E—K T, F—DIFEHREHRTEL. &4
DRI —AD RIP2 TS 5% ET. FRTHF—RMEHEELET,

Router (config)# key chain keyl
Router (config—keychaim}#t ~— [_| 2 F

I REM 1 F—BINkeyl" TH S key—chain E— RICHITT S

Router(config)# key chain key1
Router(config-keychain)#

I:l?‘/ FERK

key chain <F—£&#>

I INDA—4
K524 | RENE BEHE | EBEOME |
RIP2 TSI X —(\RT—R)DEMHAHETz—
X—&H |(RBREE—FTSETIELHEOT. bAYLTNE |- HRET
LTS,

IRIP2 DEBEEIZDNT

RIP2 Tl&. FREEF—I KB E TV ERHTEDIL—INLDIL—T AT IERTHHIMNEIIE
HEHTHIENTEET,
COFIF—MNELS RIP2 DERIE. W—T1 T T—TILIZEEZLEE A,

ERED RIP2 [ SN HERIIDFEMICIE. LLTD 2 EIHYET,

-simple password (BXESNT=TFRALDIER)

*MD5 digest (ERESMNT=TFRALHND MD5 TEtEINI=T—%)

AREET,RIP2 DR FERATHHEE RIP2EEATE/03T—ADA VAT —REREE
—R®”ip rip authentication”aI YK T, key—chain TRET AF—LMFIEET A THRELET .

Router (config-if lan 1)#ip rip authentication key-chain keyl

= s —aw

| ®eE—F

ERFREE—F
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L ~oro5z3EE—

.

on

I event—class

ARV SRR EE—RIZRRITLET,

refresh AT NI HATURTY,

D1 ARV FISRBEE—FISBETD

Router(config)#event-class 1

Router(config-event-class 1)

I:l?‘/ FER

event-class <A XY N S RESD

/3545
s BERE B [4BEOE
ARUISAES A RUMISABSERELET . |1~1000% | HBFE |

MERXSEHEF 1~1000 (X, V01.13(00) LI EEH7R—k,, FITELnet F200 Plus TIXREFHALTA
E %), FITELnet F200 TIXE BB F 100 TN DA F .
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.

L ~vr7ovavgeE—

on

I event—action

ARVNT LAV EREE—FITHBITLETS,

IR ARV 7oL a Vv BEE—FISBITT S

Router(config)#event-action 1

Router(config-event-action 1)

I:l?‘/ FE

event-action <ARV N7 3 UFESD

I INT A=A
kS A—4 | BRENE | BREEE | HHEOIE
Invh L asurrovavESEEELET. | ~1000% |&BERET
TOavES

¥ REFEH 1~1000 (X, V01.13(00) LA R—K, FITELnet F200 Plus TIX&EFELTA
A%, FITELnet F200 CIXEEFE G 100 TV MDA FZ.
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>

L ~v ey TdggE—F

I event—map

ARV THREE—RNIZBITLET,

sl ARV b=y TREE—FICBITT D

Router(config)#event-map

Router(config-event-map)#

I:l?‘/ FE

event-map

I/\°3)‘—’5¢
INSA=BEHYFEET A,

fEEE—F

EREREE—F
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Liow s 5z5EE—F

I icmp—class

ICMP 95X B EE—RIZFRITLET .

refresh AR RRICEICHDITURTT,

fEEm oM & SRBFEE—FICBTT

Router(config)#icmp-class 1

Router(config-icmp-class 1)#

I:l?‘/ FER

icmp—class <ICMP & 5 R&ES>

/3545
| RK5A—4 | BERE REHE | LRIEOME
ICMP Y52 &S [ICMP /SR BESEEELET . |1~1000% |EHEFAT |

¥ EREFEE 1~1000 (X, V01.13(00) LA B&EH7R—, FITELnet F200 Plus TlX & TS TH
E %), FITELnet F200 TIXEXEEBEF 100 TN DA F .
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7.

I Watch 7 5 R&ZTFEE—

I watch—class

Watch V5 RAREE—RIZHBITLET .

refresh AR RRICERICHDITURTT,

I EHFI 1 Watch V S REEE— FICHETT D

Router(config)#watch-class 1

Router(config-watch-class 1)#

I:l?‘/ FER

watch-class <Watch ¥ S X&E B>

/3545
[ Rk5x—m | BERE B
Watch #52%S |Watch Y52 BEE&HEELET 1~16  |HEEFE |
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| /5x=yogres—=1

I class—map

DSARYTREET—RIZHBITL. STV IER BT EIIVI7ATEEELET .

D5 ATV THTEE—FTIL. match ip LULIE. match ipv6 ATURIZES> TS T0v o DD EEH
MERESINFET,

BHOEHEIERESNIZHEE . match-any DEHEEICK ST, BEDEHH OR FiHL7%5H . AND
EHLEBMDIEESINET,

IPv4/IPv6 MEWZKYERESNI-OATURMNZELEVWKIHIEE L., EESN-EHIXESHSN
BDTIFTHEL, AR EHIEFSNET,

refresh AX U RRICERNZESaYURTY,

L&Ehl1 US5RATY TREE— R BT

Router(config)#class-map video-class

Router(config-class-map)#

I:?DP%ﬁ

class-map <¥ S AT v T8 >

/3545
e BERE T EREON |
U5RTVTHR |[VIARVTEMERELES. |16 XFUAOXFS |LHFE |

|cogesirbulga

DIATVTRICLBIT T4V DR EEETVER A

fEEE—¢

EAREE—F
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I77>3>7v7$i%—P

I action—map

TRV THREE—RIZHITL. 7090120 T 270 avEEELET,
EITBRICE>THR—,ENGNT L3080, IPV4/IPve DEWZEYERFESNF-OTURAEZY
LEVWKSHIEE . fEESNE=T o av IFEREINET,

refresh AR REICEICESITURTY,

LEEh 7003V v TREE—FABTTS

Router(config)#action-map stream-action

Router(config-action-map)#

I:l?‘/ FERK

action-map <723y IE >

I INTG A—4
= BENS | BERE | ERBOE
‘77937‘\/7’% FoLa YT RERELET ‘;ﬁ;‘; e ‘

|:®$E€ﬁbuu%e
FHOLAVIEEREINER A,

EEE—F
HERBEE—N
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>

| Kus—<vogres—=r

I policy—map

RYD—TVTEEE—RIZBITL, VYFRTYT &S THELINS T4 21T LT, ED K%

HETEOINEEELET .

SCTHRELERYL—VTERENT BT F1U8T—R

input/output” AV R TEEHRLET .

=11

RTEE—FT. "service—policy

Ff-. BRZEEER)—IL—T12 59 B5HE(%. “service—policy local’" IV R T&EERLET,

refresh AT REIZESI-AHBZIATURTT,

sl KU S—< v TREE—F~ABITTD

Router(config)#policy-map stream-service

Router(config-policy-map)#

I:l?‘/ FE

policy-map <policy-map—name>

I INT A=A
B BENE | REEE | HBEOE
. . I 16 XFUA |,
policy-map—name  |policy-map—name ZEXELE T, ‘@K?W BT ‘

|:®%E§ﬁbtu%ﬁ

RO —R VT DREEITICENTEEE Ao

fEEE—F

ERREE—F
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|I%w4>97:—xﬂi%—P

I interface ipsecif

IPsec 1A TT—REBREE—FIZHITLET,

D& 1 IPsec 422 T —REEE— FISBITLETS

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#

I:?DP%ﬁ

interface ipsecif < IPsec 4/ 3 7z —RA&ESF >

I NG A—4
[ 5a—s RENE BEHE | GO |
IPsec 125 71—RES [IPsec (24Tt —ABBEHELES, |1~1000 |HBEFA

ipsecif 1~1000 (&, V01.13(00) LLfEH 78—k, FITELnet F200 Plus CIIREHH L TH A,
FITELnet F200 TIXE&E&HEHH 100 T ) DAF X,

fEEE—¢

EREREE—F
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VAN A28 o —2BEE—F

I interface vlanif

VLAN A B —REZ5 T B1=0IZ. VLAN A AT —RBFEE—FIZBITLET,
VLAN A2 B71—RATIX. BT HTVySHTIL—T O, [FHT S VLAN-TAG [EEDHREEXTLET,

DEEh1 WA 8 7T —RBEE—F~ABTT5

Router(config)#interface vlanif 1

Router(config-if vlanif 1)

I:?DP%ﬁ

interface vlianif <VLAN4 > 42 7z —X&EB>

I/\’E)‘—’}l

| K5 A—% | BRENE

REFEE | LRREEO{E

VLAN A28 71—R &S [VLAN 42871 —RESEIEELES,

1~100

HEE T
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T.

| Forao8o—28EE—

I interface tunnel

b RNAVBTT—RREE—FITHBITLET
o RINAUETI—RE—RTHRETEDIAYURITDONTIE, TELESRBL TS,

|$EM1 oA DR T —RFEE—FICBITT S

Router(config)#interface tunnel 1

Router(config-if tunnel 1)#

I:l?‘/ rFER

interface tunnel <2 RJILL VAT —REBEB>

L s5x=%
| 8528 | BENE | BERE | AREOE
‘I;;)Mygjl_z bR ALBTT—REBERELET, [1~100 B ‘
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| =5 (B0 D) BEE—1F

on

I crypto ca identity

AEBAE DY VI AN T H LT BEDERERET OV ENSHYET .

ARIAYURTI GEBAZB DI T AN EER T 5 LTD. BHDFEHRERET 51=0IC

(BH® D)FREE—RICBITLET.

L oehl 1 EFANE (B50 D) REE— KBTS

. BFEIAE

Router(config)#crypto ca identity

Router(config-ca-identity)#

I:l?‘/ FER

crypto ca identity

|/\°3x—5«

INTGA=REBYFEE A,

|&EE—F
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| 5 — 78 1Psec

T.

REE—

on

I crypto ipsec group—security policy

TILFIRAUS SA H—/\BEBEICRET AR TEZH TEST=DIZ. T IL—T 8 IPsec FREE—RNIZHBIT
LEd,

V01.10(00) LARGH-R—

Lizem on—ostpsec e — E~B7 3

Router(config)#crypto ipsec group-security policy MPSA1

Router(config-gr-sec)#

I:l?‘/ FER

crypto ipsec group-security policy <®ILFHRA > k SAKR O—EZFHD>

|/<3x-—9
L Rk5A—4 | BENE | BEfHE HREOIE
TILFRAUESAR |[RILFRAUE SARYS—LHERTEL |&RK 64 XF LR
) —& T FIo DEHF

Loosezibunge
ILFRAUS SA Y —/ HREEATEE R A,
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LikEv2 Ry s —gEE—¢

I crypto ikev2 policy

Internet Key Exchange R'J—(VPN E7 &M IKE SA DR —) DIV R)EHRTET D=2,
IKEv2 RS —EZEE—FIZHBITLET,

refresh AR REICERICLESITURTY,

VO01.10(00) LAB&HR—Fk

I ERERFI1 IKEV2 R o— GRYS—FS 1) BEE—FICBITLET

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)#

I:l?‘/ FERK

crypto ikev2 policy <policy FE>

I INTG A=A
erere BENE | mEmE | AKREOE
lpolicy BE KEv2 KU —DEEEIRELET, [1~1000%  |&B&FR ‘

¥ policy TS 1~1000 [, V01.13(00) L BEH7R—k, FITELnet F200 Plus TlXERE&EHEETH
A%, FITELnet F200 TIXEXEEEE A 100 TN DA E X

EEE—F

EAREE—N
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LIKERy S —BFE—F

I crypto isakmp policy

Internet Key Exchange i) —(VPNE7ENTT—X 1 RO IT—L a3V FHORY S —)DIURY
HFRETDHIZIKE R —BREE—FIZHEITLET,

refresh AR RZICEMICLESITURTY,

I RERFI1 IKERYS— (RYL—FS: 1) BREE—FICBITTS

Router(config)#crypto isakmp policy 1

Router(config-isakmp)#

I:l?‘/ FERK

crypto isakmp policy <policy &FE>

I/\°5)‘—’5¢
k54 —4 | BENE RERE GBI OE
. o KERUS—DBEEEEELET, PP P
Poliey B |- pggr sty —s@smicgmLEs, |00 [HETT ‘

¥policy TS 1~1000 (. V01.13(00) LLfEH7R—F, FITELnet F200 Plus TlXERE&EHE £ TAHS
A%, FITELnet F200 TIXEXEEEE A 100 TN DA E R

fEEE—F

EAREE—F
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LntLysgre—F

I crypto map

VPN E7EDELIZERDIUN)ERETS D412 VPN ELIZBREE—RIZBITLET,
REDEIE, ELIEEM, O— T ABBERELES,

refresh AR REICERICLESITURTY,

I FHEH 1 VNELIAEREE—F (LU 247% : Tokyo) IZH1TT D

Router(config)#crypto map Tokyo 1
Router(config-crypto-map)#

EESAS &

crypto map <LV A2 EFH> <O—H U REED

|/\°3x—5«

[ K5A—8 | BENE 3

VPN L YADZMERELET,
PPPoE /2371 — A EE—K/EWAN /2301 |l K 16 XF |,,.
BLYSEH | mmrrc. @RI VPN bLosEEE DEgE |
LEFT DT, hMYBFTNEFRIZLTESLY,
O RBEERELET,
—HURAES BRICHERALEY—SURBESELRILEBESEZEHEL  |[1~2000%
THERAITZEUNMBRELEFRNBRE EZELET,
XEE 1~2000 (L. VO01.13(00) LLEEH7R—I, FITELnet F200 Plus CIXEEEEH L THEZ.
FITELnet F200 TIXE&E &S 128 TV M) DA F R,

HEEEFDIE

HEEAA]

fEEE—¢

BEAREE—N
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| Psec sBREE—F

I crypto security—association

IPsec HEREEMRD . FIEIMVEFERTET H1=HIC. IPsec FREREE—FIZBITLET,

| SEhl 1 IPsec HRBREE— FISBAT D

Router(config)#crypto security-association

Router(config-crypto-sa)#

I:l?‘/ FE

crypto security-association

I INT A=A
INSA—BEHYEEA,

fEEE—F

EREREE—F
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I IPsec AT E—F

I crypto ipsec—log

“SPI no match”, “block type discard” A4 tH D HNFlHS KU, vpnlog 3EHIOS H hEHIEHT 516
[Z IPsec O E—KIZEBITLET,

refresh AR REICERICLESITURTY,

LEEh 1 IPsec OJE—RICBITT S

Router(config)#crypto ipsec-log

Router(config-ipsec-log)#

I:l?‘/ FER

crypto ipsec-log

|/\°3x—5«

INGA=BEBYFEEA

| ®eE—F

ERFREE—F
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I Ethernet

I line

Ethernet 122 7T—RIZDWNVT, EE/T 21T LYY X /MDI/MDI-X DR TEF 174D Ethernet 3R €
E—RIZHETITB=HDaATURTT,

Mg
it
|
T

refresh AR REICEICESITURTY,

DEEEf 1 BN R~ b OBEETR S E— FISBTTS

Router(config)# line ewan 1

Router(config line ewan 1)#

EESAS &

line <A 2T —RA>

| N A—A
C Rk5A—4 | BRENE | SBEEE | LREEOE
BREEITEOMEBA AT —REERLET,
7| LAN A2 8T 1—2X | -
M & |(SW-HUB 8 —R) ‘ owan 1 |&ESRE
37— |ewan 1 ‘EWAN#1 R—k ‘ ewan 2
lewan 2 [EWAN#2 K—F |

fEEE—F

EAREE—F
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JLotP-PPP 7o T L—rBEE—F

I [2tp—ppp—template

L2TP-PPP T L —hrREE—FIZFITLET,
refresh AV RBICEIZHDIATURTT,

VO01.17(00) LLBEH 7 R—b

HEH L2TP-PPP 7o 7 L— FREE— RIZEBTT S
(L2TP-PPP +> F L — k4 : ppp-A)

Router(config)#I2tp-ppp-template ppp-A
Router(config-12tp-ppp-tmp)#

I:l?‘/ FeE

| 2tp—ppp-template <L2TP-PPP > J L — +%&>

I/\’E)‘—’}l
[ R’S5A—4 | BEARR | REHE | LBEOE
L2TP-PPP 5 I - K 16 XF | )y
F—pz  |F2TP PPP 7oL —hRERELET, D 2 2 BT ‘

|:®$E€ﬁbuu%e
L2TPv2 ho RILEHEIL TEFEH A,

EEE—F
ERBEE—N
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P Joor ngEs—+F

I [2tp profile

L2TP TAJ7AIILREE—F~ABITLET,

refresh AY R ICEMITHESITURTY,

V01.08(00) L& H7R—

L&Es L2TP Fo o7 AAREE— K~BITD

Router(config)#|2tp profile 1
Router(config-12tp-profile 1)#

I:?DP%ﬁ

[2tp profile <L2TP o774 JL ID>

L KSA—s | BRERE
L2TP Z7AJ7A/ILID ZHELET,
CCTHELE L2TP 7a774)L D . .
N . 1~1 4 S
L2TP TR77 1)L ID L2TP Pseudowire S2EFE—R® tunnel 00 BRAH

mode 12tp THETHBESITHILLET .

REFE | ARFOE

|:®$E€ﬁbuu%e
L2TP HEEFX R TEEH A

EEE—F
HERBEE—N
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I L2TP Pseudowire

.

REE—

on

I [2tp pseudowire

L2TP Pseudowire ¥ EE—RAITLET,
refresh AV RBICEIZHDATURTT,

V01.08(00) L& H7R—

&6 L2TP Pseudowire BEE— KABITY %

Router(config)#|2tp pseudowire 1
Router(config-12tp-pseudowire 1)#

I:l?‘/ FER

[2tp pseudowire <L2TP Pseudowire ID>

o KsA—H | BRERS BEFIE | AR OME
L2TP Pseudowire ID Zi8ELZE T,
CCTHEELT= L2TP Pseudowire ID (. k>
RILABITT—RAFHEFEE—RD tunnel mode
L2TP Pseudowire ID |I2tp TIEE T BHESITELET, 1~100 HBEEAT]
==L . 28D tunnel mode 12tpv3 M51D
? L2TP Pseudowire ID ~D#{F(HIETEE

HA,

48



BREE—FNDBITIVNF

JCLIENT-F— g R—2BEE—F

I aaa local group

FBEE(L2TP/PPP IZKBEREE) 1T T —3AN—RE &8k T BH1-0HI(Z, CLIENT-T—4R—R KX EE
_I\‘ *g Li‘g—o

refresh YU FRICEMMIZEHIATUR T,

VO01.17(00) LABEH-7R—

LEEEh CLIENT- F— 8 A—RBEE— KISHITS 5 GREEY)L—T4% : local-A)

Router(config)#aaa local group local-A

Router(config-lg-user)#

I:l?‘/ FE

aaa local group <EBSf4 IL—T4>

I/\°5)‘—’5¢
|m5x—a | BENE ErT & |
HL-H 7}[/ j . x16 X%
P BT N—TRER/ELFET, D 2 2 HEEAT] ‘
fEEE—F
HEAREE—F
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i o547 riEE—F

I http—client

HTTP 547 VMR EE—RITBTT 5120 DIATURTY,

refresh AXU NI HIATURTY,

LEhl1 HITP 9S4 7 FREE—FISBTTS

Router(config)# http-client 1
Router(http-client 1)#

I:l?‘/ FER

http—client <HTTP 2 54 7> FBE>

/3545
LKk A—5 | BRENE | BERRE | HREOME
HTTP - _
BEE(TAS SATUNEEEE o [1~ HEET
‘7547>|~%% BREZITHEOHTTP USAT U NESTEIRLET, |1~16 BEEFA ‘
B
HEABEEN
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fRadius H—\BEE—F

I aaa group server radius

Radius 4 —/\BEE—RIZBITT B DAY TT,

refresh AXU NI HIATURTY,

V01.16(00) AR H-A—

I BEH 1 Radius H—NBFEE— FIZRTTS

Router(config)#aaa group server radius Radius-A
Router(config-sg-radius)#

I:l?‘/ FER

aaa group server radius <Radius H—/\%)L—T£&>

|/\°3x—5«
L kS A—m | RENE | BERE | HREOE
Radius H—/\% ) N i =K 16 XF |, -
—T%, Radius 4 —/\J IL—T DEHEIEELET DEH= HEEAE ‘
EEE—F
HEARZEE—H
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T.

I sFlow profile &R E€—

on

I sflow profile

sFlow Agent DX TEFT B71=8IZ. sFlow profile ZREE—RIZFEITLET,

refresh AT NI HIATURTY,
VO01.17(00) AR H-R—k

LE&EH 1 sflow profile ¥—\BEE— FISHITT S

Router(config)#sflow profile 1

Router(config-sflow-prof)#

I:l?‘/ FER

sflow profile <sflow profile &>

| N A—A
L kS A—m | RENE | BERE | HREOE
s:Iow profile & sflow profile HESZHEELET . ‘1 ~1 BT ‘
=
EEE—F
HEAZEE—H
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| PPPoE #§E

| PPPoE %#{E T 51-HDHRTE

I pppoe account

TONAEHISIEEINF-A—F ID ENRT—REHELET,

EF 1 —+ ID [T F200@xxxxX. ne. jp, /NA ) — K[Z f200pass #%ET S

Router(config)#interface pppoe 1
Router(config-if pppoe 1)#pppoe account f200@xxxxx.ne.jp f200pass

|oxorax

pppoe account <a1—4 ID> </XRXT— K> [{secret | private} [encrypted]]

|,\°5x—9
k54 —% | BENE | BEHE | AREOE
A—HID  |TOAAEDSIEES N, 1—F D ERELES . ggi;% LR
e | TANEDSIEESNT, SRT—FERELE 32 XFH |,
INRTT—R 5 D =5 HIEAT]
ISRT—REREEL T AIRIC AR EREFEHTS
n BEEGRESREEATINEHEELET, RRT—FE
secret | jsecret [ESILY BRI HBMSMERATS | oo B2 L%
private T private
. %%m?%%t§ﬁﬁﬁﬁ%ﬁ€ﬁﬁ‘ A
private
T3
RNRAD—RERELNETEIMAEINEEZELE ‘
T o CDA T avEMMTBIEIZKY ., INRT— INRT—R%
rog |FHES{EHALHESNET, rog  [ESIET—
eNOrYPed  |secret Et=I. private LA A HETHEEAT S [TV L irN
8. secret, private DIEEINEWNGEIE. FHA
encrypted ZIEE T A EIFHFEFEE AL

X1 ZDXATLavid, RETBETCITHERELY, RRAT—FABES{EESh TR RS
encrypted 77 ar REBINIZMAMShET,
X2 IRAD—FHBEICHESEFADBEX. COF T a vz ETIVENRHBYET,

|conzsmbuigs
TSRS BTN TEE A

fEEE—F

PPPoE /A JT—RAEFEE—F
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I pppoe auth—accept

PPP MEREF7ORJL (CHAP or PAP)Z$EELE T,

BEE. TONAFEDRT VI —LaVICEYRELET, TANAFLEDORTLT—2 a0 D
BIZHSB AL auto" ZHEELET .

TanAZhs, BIATORILOERAHLIEE L. BT ORIILEIBEL TS,

I&Epl1 PPPOREITOFILEEY (RTVI—vavISiES) £F5

Router(config)#interface pppoe 1 ‘

Router(config-if pppoe 1)#pppoe auth-accept auto

EHI2 PPPOFEEETO FILEPAPEEET D

Router(config-if pppoe 1)#pppoe auth-accept pap

Router(config)#interface pppoe 1 ‘

I:l‘\?‘/ FEH

pppoe auth-accept <ZREEF 70 kLD

| INS A—4
T A—F | BRENS %
SBEFJBAR3)JL (CHAP or PAP) #E2ELE T,
] lauto |CHAP %% PAP £ BB GZIRLE T, | jauto
ZETOkalL ‘chap ‘CHAP EELLES ‘ chap BT
| |1Pap
‘pap ‘PAP BEEELET, ‘

Loogssibulga

auto CTENIMELZET,

| ®eE—F

PPPoE /A TJT—RAEBEE—K
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I pppoe interface

PPPoE f A7 T—AM/INTYMNEZETHERT IMBA U7 —RERELET,
FITELnet F200/F200 Plus [£. 24 0) PPPoE /3 71— RAEFDTEMNTEET,

| &5 1 PPPoE 6 % EWAN 2 THERY %

Router(config)#interface pppoe 6

Router(config-if pppoe 1)#pppoe interface ewan 2

I:l?‘/ FEHX

pppoe interface <A X T —R>

| INSA—4
XS5 A—45 | BRERE | BEHE | ARBEORE
PPPoE A A7 —RAMMERTHYWEA 2T |lan 1
Y38 —AFHEELET, ewan 1~2 SR
AR TT—R |none FIETELT= PPPoE /A7 —XIEFEA  |vlanif 1~100 -
TEFEE A none
¥I852A—4 [an 1, vlanif 1~100 [ V01.07(00)LL[&HHR—~

LcoResithiulgs

pppoe 1~4 [ ewan 1, pppoe 5 |& ewan 2 BNIEESNET,
pppoe 6~24 [FEATEE A,

fEEE—F

PPPoE /AT —REEFEE—K
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I pppo€ ncp

PPPoE 14t Z{# AT 2D NCP 2R ELE T, ipcp MEEI(X IPCP %, ipvbcp D EE(F IPVECP %,
both D EEEZFDMAZFERALET,

L EE5 1 NCP IS IPCP & £ 18T 5

Router(config)#interface pppoe 1

Router(config-if pppoe 1)#pppoe ncp ipcp

I:l?‘/ FEHX

pppoe ncp <TI0 kaL>

I INT A—4

T BERE B HE fig
PPP L#h#i 9570l (IPv4, IPV6) Z1ETE
LEY, :
- " Ipcp

hik 7Okl ‘lpcp |IPV4 ZHRMLES, iov6cp BERAT]
‘ipv60p |IPV6 Fh#LET, both
both [IPv4, IPv6 DA% H#ELET .

I EXEE{T*)&L\%A
IPCP ZfEALE T,

INCP ElE?

NCP (Network Control Protocol) &l&. PPP DA T3> T, PPP Z#iE#id A& TRIET 570D
IWEHRETREHIZRTSIT—2309 570 TY,

PPP [&. &9 LCP(Link Control Protocol) IZ&Y . 20 PPP ZEDKSIZFERAT AN DRILT—

AVEITV LCP DAT Y I—au MR T L=, EQLSHTOraLEBTHADARITLIT— 30
(NCP)Z1T/RLVET .

IPv4 89 1=8(Z17%25 NCP % IPCP, IPv6 @9 1=8[Z17%:5 NCP % IPv6CP &£LMNET,
BIZ (X, PPP Z#ESL 9 HHEFIRL T, IPCP MU TANEEIEL . HEILRTRED L AR X (ACK) %52
EL-BEI1Z. PPP L TIPVA DBIEMNTIREIZAZYET,

CZTRDERFEIL.PPP ETIPVA/IPV6 DEBL (HAWLNIMA) DBEZEITHEWN LN ERELET,

fEEE—F

PPPoE /A JT—RAEFEE—F
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I pppoe server

PPPoE BTN BIMERTELET . COHRTEIL. LAY OTNRTREHRTEL TEELY,
PPPoE (#3315 &1L COHZENKAEICEYET,

DEEEh 1 ST SMFELME AProvider ISBET 5

Router(config)#interface pppoe 1

Router(config-if pppoe 1)#pppoe server A-Provider

I:l?‘/ FEHX

pppoe server <¥EGEMEFHIR>

/354 —%
erer BENS | BEmE  [EREOE
AT AT PPPoE BT OAMERELET . 20 XFUNOXFII [GBFT |

| CD/REZEITHIEWNGS
PPPoE AMERTEEE A,

I:w%i@ﬁtﬁbh%wb?

BEEEFORTEEZRRITEE00FTT, TANASTHEHET H-OD/INSA—ETIEHYE
+ As, FITELnet F200/F200 Plus TlX. FIEIZ 24 2R ETEFTIT DT HhMYDPTWESIZE&HE
DIFHEHDERETT,

EEE—F

PPPoE /27T —REZFEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I pppoe service

Y—EREMERELEFS . BEFIREDLEREIHYFEA.
TAONAT LY, H—ERBERESNIBEDAHRESDETY,

I REH 1 H—EXBMHE LT xxxxx.ne. jp #HRET 5

Router(config)#interface pppoe 1

Router(config-if pppoe 1)#pppoe service xxxxx.ne.jp

I:l?‘/ FEHX

pppoe service <H—E XZ>

/354 —%
kS5 | BERE T BHEHOE |
H—EREH | —EREHERELET. 20 XFLAOXFY [HBFA |

Loogssibulga

REGLELGYFET,

| ®eE—F

PPPoE /AT —REEFEE—K
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PPPoE t#5E

I pppoe type

PPP D IP HIIHTORIITIP FRLADYITANET BN LELNEERELET,
IF RENEGE DB S IL host EERTEL. IP8/IP16 D &SIZ LAN BUEESE DI S (X lan EERTELET .

&5 1 PPPoE % LAN R THMET B

Router(config)#interface pppoe 1
Router(config-if pppoe 1)#pppoe type lan

I:l?‘/ FEHX

pppoe type <¥EfE2 A T

|/\°5x—9
e BERS | BERE | AREOE
‘%ﬁ947 PPPoE D IS TEIEELET . gf LR ‘

|cogEzabilngs
host ELTEIMELE T,

| oromkA TLANEY &(&?

MIHERE L. IP PRLAMNTIDEFEIY L TONAREE, TLAN B (X, IP FRLADEHEY LT
LNAMEEZRLET,

EEE—F

PPPoE /27T —REZFEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ip address

PPPoE /A TJT—AD IP PRLAREH TRV T RO ZIEELET,
PPP T, 7RLRZE|YHTOHNET—ATIE. REDDEEIHYFERFA, TONAF XY RET
BT RLRAERESNT-IGEITHRELTZELY,

I X7 1 PPPOE1 M IP 7 KL X% 158. xxx. xxx. 1 ICERET B

Router(config)#interface pppoe 1

Router(config-if pppoe 1)#ip address 158.xxx.xxx.1

EESAS &

ip address <IP7 KLR> <HTHRy kTR

I/G%-’SI
k5A—5 | BENE EEEREEERE
. AUBIT—RIZEIYETSH P PRLRER [IPvA N
"P [ade ELET, FRLRRR |SEH ‘
fEEE—F

PPPoE /A JT1—RAEFEE—F
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PPPoE t#5E

Ip hame—server

TONAEPLEFTCRMENTNAESIZ, TONS S A LBEIESNT- DNS H—/ D IP 7KL
2 ADLET . EETOBRMMGZWNESIE. FELEKTHOHENER AL

HZEFM1 TANAEILASDINSH—DIPF7FFRLRELT., 5471 DNSH—/\:
158, xxx. xxx. 1. 7251 DNS H—/3 : 158, xxx. xxx. 2 hS@EEn s =

Router(config)#interface pppoe 1

Router(config-if pppoe 1)#ip name-server 158.xxx.xxx.1 158.xxx.xxx.2

!:l'?“/ =5y

ip name-server <DNS 7 KL X>

I INTA—4H
KT A—% | BEARR | REHE | LBEOE |
. TANAEHISBEENT- DNS H—/\DFKL X |IPv4 "
‘M$7“”x EELET, FRLRBR  |[ETH ‘

¥ DNS ZRLADBEE(X. AALEIBIZ2DFETHRIAYET, TS, 20AhSNTIND
RETIDHLUBEAALTLRE LESELYET,

I CDEREETHREWNGES
PPP CRETEAWMEEE. UYL/ -5 DNS #eaFHTEE A, =L RSB TEET—
K ® ip name-server, proxydns default name-server AY VR MEREESNTWDEE(X. FHLDIH

WEFEALET,
F1-.PPP CEETELHEIE. FEL-DNS H—/ D IP PRLRAZFIHLET,

IDNS H—NEE?

DNS [& Domain Name System DBE T, ;RARE ML IP PRL R (FIFZZD#) #ELH TR T
LDZETT,

CDVATLDEDIZ, KRR EIP FRLADMABHET—ERN—ANEEL, TOT—ER
—RXEHDRAMD I EZE DNS —/NELWVET,

DNS H—/\[&, AP DHRALE P PRLRADMEAEHE T —EIN—REH>TLSDITTIEA
{.BRDETEIRA VDA EDLEDHEREBL. DOLLEVWRAMN D)V IANEZI(T5E
[X. 10 DNS H—NICEWEHE D EVWS A ZFF->TLET,

EEE—F

PPPoE /AT —REBEFEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ip mtu

PPPoE A2 A71—XMD MTU EFIEELET,

T ADSL E£7=1E B IL v YE N LT PPPoE ZH#i 9 515 &1L, MTU £% 1454byte &Y
RECT DL BIETELREBIGELHYET DTEEL TS,

iRty a s (BROBERRNEMELGYET,

Ff=. LCP TH#ELI= MRU AT 3 fBELERTE MTU [EED LEERICKY  NEULMEZ YTV
MTU{EELTERLET,

refresh AT RZICERIZLESITURTY,

I E%7Ef 1 PPPoE1 ® MTU &% 1400byte IZ9 %

Router(config)#interface pppoe 1
Router(config-if pppoe 1)#ip mtu 1400

I:l?‘/ FEHX

ip mtu <MTU &>

/354 —%
RSA—5] mERE REHE |EBEHOME
MTUE  [MTURZE{EELES. [578~1492 | BBERAT |

Loogssibulga

PPPoE A2 71 —X Tl 1454byte ERYET . BEFEEOLEFIHYEEF A,

IMTUE&(i’?

MTU &l (Max Transfer Unit) DEE T, MTU R&lE. BE .1 N YETEARIENTES IP 1\
YR (P AYS +IP RAO—F) DESFLWVET,

LY ADSL, B 7Ly e 5156 . T RHT 5 IP RybT—o 0 MTU fEA 1454byte
24> TULVET, LI=A>T PPPoE 7Ly ADSL ¥ B Ly WA N LT B158 1. CDE
EZ 1454 LITFIZEREL TIZELY,

EEE—F

PPPoE /A2 J1—REEFEE—F
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ipv6 mtu

PPPoE /2471 —AMD MTU EZEELET .
JLwY ADSL F1=1% B JLwYENL T PPPoE Zifd 5154 4. MTU £% 1454byte LUK
ET BE BIETEURLAGELHYFETDTEELTLEEL,

refresh AT REIZHRIZABATURTT,

I E% 7€M 1 PPPoE1 @ MTU &% 1400byte IZ9 %

Router(config)#interface pppoe 1
Router(config-if pppoe 1)#ipv6 mtu 1400

I:?DF%ﬁ

ipv6 mtu <MTU £>

/354-%
KSA—5|  BENE | BERE [AREOME
MTUE  [MTUREIRELES. [1280~1492 [KBEFA |

|:®%E§ﬁbtm%@
PPPoE /227 —A Tl 1454byte EHYFET , BEIIZEEOLEIHYFEE A,

|WUE&@?

MTU &l (Max Transfer Unit) DEE T, MTU &I BE .1 /NI TESRTEMTESL IP /3
YR (P ANyS +IP RAA—F) DESEFLWVET,

Tl ADSL, B Ly iR T 5156 T RRET 5 IP RykT—oD MTU fEAS 1454byte
[ZH>TUWVET, LT=HM>T PPPoE 7L ADSL ¥ B JL VAN LTI T A5 E (L. CDE
EZ 1454 LITIZEREL TS,

I EEE—F

PPPoE /A 7x—REBFE—KR
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I mss

AR ITT—AD MSS [EFIEELET,

FITELnet F200/F200 Plus Tl&, TCP AYA AT avIiz&FEn S MSS EZEYIEICEE#HZ
BIENTEET,

INTYMIENMMTNSELEREBEE LLEL TNEWADEIZLET,

refresh A RRICHZNIZARHITURTT,

I EH 1 LAN 0 NSS fE% 1300byte 129 %

‘ Router(config)#mss lan 1 1300

!:l'?“/ =5y

mss {{<4 >R Tx—R%>|ipsec} <MSS fE>

I INTA—A
NSA—m | BENE | BEEE LIRS ODIE
lan 1
ewan 1~2
pppoe 1~24
AVRITI—RE | MUBITT—REHRELET, ipsecif 1~1000"° | &REFAT
vlanif 1~100
tunnel 1~100
usb—ethernet 1~2%4
; i’l S, AN B A - {(=1—]
ipsec —LI:;;O =R Psec DHEIHEE ipsec EBIEAH]
MSS EZ$EELFET
off I ELI-IHGEIL. MSS EZE R 91675~ 146072
MSS {& LEEA, off HIRAT
ipseif Mi5E (L. VPN £LS5 D MSS
EFHEELET ™

¥1 IPsec interface LISMZiRtEN S VPN £LH4D MSS {EDFEEELYET .

X2 ROBEMED LRIZL. ipsec 1420, tunnel 1440, usb—ethernet 1440, pppoe 1452 &£1iYET,

%3 ipsecif 1~1000 [&, V01.13(00)LAp&H7R—F, FITELnetF200 Plus TlX £ THEFATTEE,
FITELnet F200 TIXE&EEFE P, 100 T ) Hi{EATRE, <BR>

¥4 usb-ethemet 1~2 (& V01.14(00) L& HAR—k

X5 BREEDTERD 216 (X V01.19(00) LAEEH-+HR—k
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PPPoE t#5E

|:®%i€ﬁb@u%ﬁ
BAVATI—AMB/IN b E T BIRIZ, FREDEENTYNMIENNTWSEZELLELT
INEWEDEIZLET . BEFIZEEOVHEIHYEE AW

LAN interface :MTU & -40

EWAN interface :MTU & -40

PPPoE interface: MTU £ -40

IPsec interface:MTU & —40

IPsec VPN selector: GE{E IF D MTU )-113
Tunnel interface : MTU & -40

VLANIF interface:MTU & —40

USB Ethernet interface:MTU & —40

frss e
MSS (Maximum Segment Size)&ld. TCP T—EIEZETEAT—ANDRKE,
BREIT ALK,
fEEE—F
HARZEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

| DHCP V547 i gE

JOHCP 454 7o FELTHERT 2 -0DEE

I dhcp—client retries infinitely

AREREIZEKY . DHCP 9547 U b EMEIZEWWT 7 RL AL RG TESET7ZRL RIS ENMEZ#E
wmLES,

refresh AT RZICENIZESITURTY,

REFI1T T ELANRIGTESETMIBEEZMET S

Router(config)#interface ewan 1

Router(config-if ewan 1)#dhcp-client retries infinitely

|:|7> FEH

dhcp—client retries infinitely

Ls52=%
INSA=BEBYFEE A,

LoogesitbuLga

DHCPDISCOVER % 2 [|A]!J ;54 L T4H DHCPOFFER A ELMNEMES . PRLAREEEEITE
PYET,

| ®eE—F

EWAN /81— RBFE—NK
USB Ethernet /1 27T —AHKEE—F
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DHCP 254 7> F#FE

I ip address dhcp

EWAN, USB Ethernet 122271 —AT.DHCP 9547 MeEEEZERATAIEAICIEELET,

ADSL 5 LT PPP Z#i%L EWAN {82 DHCP TZRLREBHT B L5 —AX5, CATV 1>
A—f Y% DHCP TPZRLRZFE|Y L TATANAAIZ2HLTNSISESZIL. COE—KRTHEH
FTHIENHBYET . MALTLNS A A—F Y —E RITHEFEL TN,

ZDE—FDIFE.DHCP H—\MS[ 9547 IDIB LI KRR MR IDIEEZIE TSN DS
ERBYET . COBAIK. ATURDA T av ELTHEREIN-NBEEZHREL TS,

HEB1 EWANA VB Tx—XTDHP V547 2 hEREZFERAT S

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip address dhcp

I:l‘\?‘/ FEH

ip address dhep { client—id [{ ascii | hex} < 254 7>k ID >] [[type < &

4 7 >] [hostname < kX k& >] | [hostname < KRR +£& >] ]
|hostname< wX k£ >}

I INTDA—A
| KkFA—m BEARS | BE@mE | HKEOME
54Tk ID % ASCI 7= (4. hex
{ ascii | hex} CHRELET | |ascii 94T 61D Z4F1+
HSL TR ID ‘ascii |HE'§j( 63 X (ASCID ‘ hex AR
hex Bk 126 Hi(16 50 |
HS54FURID B E
- . . ASCIl Di5&
g 947D DSATEEELE ||, 58 \
EE OIATURD B |
hex DiGHE
RANE RAMEERRELET, ]BK 63 XF |[RAREZEFIFALY

|:®$E€ﬁbﬁu%é

DHCP 954 7 U MREZFRTEE A,
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

IDHCP7547‘/ MREL X2

DHCP Z7Ora/LZFIALT.IP PRLRAEDFEREZVE TTHILL., TORAEICLEZASTIP
BIEZF1THOMHEESR . DHCP U547 U MEREELNNET,

FITELnet F200/F200 Plus I&. LAN 42221 —X T DHCP H—/\##fE&E - DHCP )L —IT—
DU MERENME A TE, EWAN, USB Ethernet 12271 —X T DHCP 547V MEREE[FRATE
EX P

EEE—F

EWAN /81— RBFE—NK
USB Ethernet /1 VA7 T —AHREE—F
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DHCP 254 7> F#FE

I ip mtu

EWAN. USB Ethernet 122 71—AMD MTU EZ{EELET,

refresh AU RZICHERNIZESITURTY,

I E%EMH 1 EWAN o MTU % 1400byte I29 %

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip mtu 1400

EESAS &

ip mtu <MTU £>

I INT A—4
KSA—5| BENE | RERE [GREOE )
MTUR  [MTU B#IEELET, [256~1500 ABEFAT |

|cogEzabilngs

BEAVETI—RIZEYLUTOEIRYFES  BEFEEOLEFIHYFEE A

EWAN: 1454
USB Ethernet: 1500 37 7+ JLME 1500byte (& V01.16(00) A& HR—F

|WUE&@?

MTU &(& (Max Transfer Unit) DEE T MTU B &IE. BE .1 NI TERIENTES IP /57
YR (P AYH +IP RAO—R) DRSZVVET,
ZAE A7 Ethernet Tl&k. MTU & (& 1500byte T9 o

fEEE—F

EWAN A A1 —RBREE—K
USB Ethernet 1271 —RXEZFEE—F

69



IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

ipv6 mtu

EWAN A2 8271—XMD MTU EFIEELET,

refresh AU RZICHERNIZESITURTY,

I E%EMH 1 EWAN o MTU % 1400byte I29 %

Router(config)#interface ewan 1

Router(config-if ewan 1)#ipv6 mtu 1400

EESAS &

ipv6 mtu <MTU £>

I INT A—4
KSA—5| BENE | RERE |[AREOHE
MTUR  [MTU B#EELET ., [1280~1500 [EBEFA |

|cogEzabilngs

1454byte LY ET , BEIITEOMLEFZHYEH A\

|mu§t@?

MTU &l (Max Transfer Unit) DEET. MTU B&IZ. BE .1 /NI TERTENTES IP /357
V(AP ANyS +IP RAO—R) DREIZFZWVWET,
T A H75 Ethernet T, MTU £ (& 1500byte TY,

EEE—F

EWAN /AT —XEEEFEE—N
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DHCPv6 254 72 M#EE

I DHCPv6 #4g8E

| DHCPV6 H—/\#EEZ E AT B =D DE

=L
ax JE

I address—pool

TRURT—ILDBFREETVET,

refresh AU REICHRIZEAHOTURTY,

V01.02(00) LLFGH-—k

I%EM1 7 ELRT—ILVERHIZT S

Router(config)#address-pool ipv6 1

Router(config-address-pool-ipv6)# address-pool enable

I:?yF%ﬁ

address—pool <7 FLRA T—ILE&ZE>

REANE

TRURT—ILEBRT HHNEMIZT B
#HRELET,

R E R

HIEFDIE

B enable |[PRLART—ILEEFHET S,
PrLRT—naE | : eneble

. EBEFT
FRLRT—ILEENET B, disable 3
FRELZDIUH LIFITHELA,
T— LD BERITAEETT .

¥ enable M5 disable ICEBL=IG &L, 3 TISIWLWHLTWS7ZRFLRZEWRLET,

disable

|:®%E§ﬁbtu%@

FRURT—LIEERATR T ERYET,

fEEE—F

IPv6 PRLRAT—I)LEBEFEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I allocate address

HWWVHLZRFLRTAvOEERELET .
refresh AT REICHERNIZESITURTY,

V01.02(00) AR H-—

IEQEWH IWHL7Z FLRTB Yy % 3ffe:200::1/60 &9 5

Router(config)#address-pool ipv6 1

Router(config-address-pool-ipv6)# allocate address 3ffe:200::1/60

I:l?‘/ FEHX

allocate address <7 FLAXJAOwv%>

/354 —%
e BRENE | BEwE | 4BEOfE |
FRLZTOYY [IOELTRLRTOYOEEELES . [IPv6 PRUARR [EBFA |

LoogssibuLga
BRI LT O RBYEE A,

| ®eE—F

IPv6 PRLAT—ILEEEE—K
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DHCPv6 254 72 M#EE

I allocate prefix—length

FRELAZHWETEOTL I v IRAEEZHZELET,
refresh AR ZICHERNIZESITURTY,

V01.02(00) AR H-—

lasn suocvvzszacss

Router(config)#address-pool ipv6 1

Router(config-address-pool-ipv6)# allocate prefix-length 64

EESAS &

allocate prefix-length <L 74 v o RE>

I IND A—A
eren BERS | BERE | AREOE |
‘7"&74“}71& LZEE;/‘_;_HAL‘Hﬂ#’[ﬁ@?"b?»ﬂwxﬁﬂa (~128  |l&EEE ‘

|:®%i€ﬁb@u%ﬁ

TELADIWELZETWEE A,
f=t2L. T—ILDEFRITATRETY

EEE—F

IPv6 PRLRAT—I)LEBEEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I allocate retention—time

TELRADINHLE T2, ZDTFLADNMLWNRENIIBZED . FETL T4y IR0
L&A ZEELE T,

refresh AT REIZHRI-ABZATURTT,

V01.02(00) AR H-—

I REB 1 T FLRIWE LI #IREZ 2400 &9 5

Router(config)#address-pool ipv6 1

Router(config-address-pool-ipv6)# allocate retention-time

I:l?‘/ FEHX

allocate retention—time <H|HARE>

I INTG A—4H
Erery BRENE | BEfHE | AREOE
TRLURADILWHLE Tz, TDOTFLR
NI A RE NIWRSNIEED ., ZBUTL I vIRD (0~2147483647 |EREAT]
U UHDHIEARS (B # EHRELET

|:®%E§ﬁbtm%@
TREU RO E LUINEHIEAR (&, 3600 #2iEYET,

fEEE—F

IPv6 PRLARAT—I)LEBEEE—F
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I description

T7RELAT—IL® Description ZXELET .

refresh AT RZICHERNIZESITURTY,

I%QE{&IJ 1 Description & prefix-list_ipv6 &9 3%

Router(config)#address-pool ipv6 1

Router(config-if dialer 1)#description prefix-list_ipv6

EESAS &

description <3X=F35>

I/i’%)‘—@
Reres BERE | mEnE BHHEOE |
‘x¢w SAUREASLES . iéggfﬂﬁ% LT ‘

fEEE—F

IPv6 PRLARAT—I)LEEFEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I dns—server

ORO [ZT OPTION_DNS_SERVERS #ZE KN T=15E(Z@%NT 5 DNS H—/\T7RLRAFHRELFET,
:0/0 Z38E LT=15 & (%, DHCPV6 X ETBHA AT —AD) o yO—hIL7RLRZEHLET,

refresh AT REIZHRI-ABZATURTT,

V01.02(00) AR H-—

I EREHI 1 DNS H—/\7 KL X 2001:db8::1 #&§kd 5

Router(config)#ipv6 dhcp server-profile sprof

Router(config-ipv6-dhcp-server-prof)#dns-server 2001:db8::1

I:l?‘/ FEHX

dns-server <754 <) DNS 7 KLR> [EAUEYDNS 7 KLZR]

I INTA—A
Erery BENE | BEHE | AREOMHE
754 DHCP T#%019 57541 DNS H—/\®D |[IPv6 7RL R SRR
DNS 7KL R [IP 7KL R =
twHhoH) DHCP TREXN19 5tHh 41 DNS H—/ D |IPv6 PRL X |[AH>41) DNS
DNS 7KL X [IP 7KL X i FFERALGZL

|:®%E§ﬁbtm%@

OPTION_DNS_SERVERS Z@1LFEE A

EEE—F

DHCPv6 H—/\TOJ7AJ)LEZFE—F
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I dns—server forward dhcp—client

DHCPv6 7547 TEUELT= DNS H—/\DIFHRE) L —F 2B SITHELET,
refresh AR RICE#NZHEAHaTURTY,

V01.02(00) AR H-—

I EXEFI 1 EWAN 1 THRG L= DNS H—/\DIEHE) L—9 5

Router(config)#ipv6 dhcp server-profile sprof

Router(config-ipv6-dhcp-server-prof)#dns-server forward dhcp-client ewan 1

EESAS &

dns—server forward dhcp—client <4 % Jx—X%&>

/354 —%
| K5 A—5 | BRERE | BEHEE | LB OIE
lan 1
. . DHCPv6 V5 A 7 hEMEA VBT —REIBE |ewan 1~2 |,
157228 | e, pppoe 1~ 24 AEAE
vlanif 1~100

€735 A—4 pppoe 1~24 (&, V01.06(00) LG 7R—k

|cogEzabings

DNS H—/\D1EHZEIL—TETEH A,

fEEE—F

DHCPv6 H—/\TOJ7A)LEREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I domain—search-list fixed

OPTION_DOMAIN_LIST [CTE T HRAMREHRELET,

DHCPV6 9547 UMD ERMNELTH, KATURMNERESN TSI S,
OPTION_DOMAIN LIST #&@41LEY,

refresh AR RRICE#NIZHEHaT VR T,

V01.02(00) LAFgH-R—k

I E%7EfI 1 OPTION_DOMAIN_LIST [CT@EET S KA A &% fitelnet.co. jp £ 5

Router(config)#ipv6 dhcp server-profile sprof

Router(config-ipv6-dhcp-server-prof)#domain-search-list fixed fitelnet.co.jp

I:l'?“/ reE=

domain-search-list fixed <FKAA &> [FAA 4]

I INTG A—4H
[5x4 | RENE | BERE | ARBOE
OPTION_DOMAIN_LIST IZTEEIT AR AU —
KA EEELET. g;ggf“ LR

RASV&IE, 2DFETEEFARETT .
X 2DRIFEMARETY .

|cogEzabings

OPTION_DOMAIN_LIST #@&LEE A

fEEE—F

DHCPv6 H—/\T7O77(JLEEEE—K
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DHCPv6 254 72 M#EE

I domain—search-list forward dhcp—client

DHCPv6 254 7>, TEEL 7= OPTION DOMAIN_LIST DEHRE) L —F HIESIZH/ELET,
JL—TEBEHRIE. mK 128 /N MIEYET,

refresh AU REICH®NIZESITURTY,
V01.02(00) BLEEHH:— b
DEEh 1 HIMERSGLIZDHOPVE Y SA T hBIfEA V4 T —REEIAN 1 &35

Router(config)#ipv6 dhcp server-profile sprof

Router(config-ipv6-dhcp-server-prof)#domain-search-list forward dhcp-client ewan 1

I:l?‘/ FEHX

domain-search-list forward dhcp—client <4 2 Jx—X%&>

L K5A—5 | BENE | BEEE
OPTION_DOMAIN_LIST D'1&E#H%E'JL—F 5 |[lan 1~1

ABITT—RE IBED. [EHEMBLT- DHCPV6 V547> |ewan 1~2 |HBEFTA]
RENMEA BT —RERELET, vlanif 1~100

AHEEEFDE

|:®%i€ﬁb@u%ﬁ

OPTION_DOMAIN_LIST #@&LFEH Ao

EEE—F

DHCPv6 H—/\TJOJ7AJ)LEZEFE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ipv6 dhcp server

DHCPv6 H—/N\ZEIES DA B TT—AT, DHCPV6 H—/\TAIJ7A(ILERELET,
DHCPv6 H—/A7 0774 JLIZEAL TIX. ipv6 dhcp server—profile TERELET .

refresh AT REIZHRI-ABATURTT,

L5261 DHCPVG $—/XF O T 7 AL : Profilel %7 5

Router(config)#interface ewan 1

Router(config-if ewan 1)#ipv6 dhcp server Profile1

!:l'?“/ =5y

ipv6 dhcp server <H—/ATO T 7 A ILED

I/i’%)‘—@
kS A—a | BRENE | BEEE | LREOE |
N DHCPv6 H—/\TRI7MILRZEHE |16 XFLUAD |,
‘h‘ NTOI774)L4 LEd. ‘5{57?—5” HEEAT] ‘

|conzsmbuigs

DHCPv6 H—/\#gExERATEEH A,

fEEE—F

LAN /2371 —RABEE—NK
EWAN /27T —RAEREE—K
VLAN /2B TJ1—RBEE—F
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I ipv6 dhcp server—profile

DHCPv6 H—/\EL TEMET DD EFE/INTA—FDHREE TS . DHCPV6 H—/\TOT7 A/ ILE%

EE—RICBITTH=HDIATUETY,

L2261 DHOPVE H—3 T 0T 7 A LBEE— FISBITT %

Router(config)#ipv6 dhcp server-profile sprof

Router(config-ipv6-dhcp-server-prof)#

I:l?‘/ FEHX

ipv6 dhcp server-profile <H-—/NTO 774 L4

/354 —%
[ Rk5x—a | BENS | R | &EBEOfE |
e REZEFTI DHCPVE —/\TRT74 |16 XFLUA |, 00
‘ﬁ NTRITANE | e LT ‘@K?EJ HERE

| cosmeabuusa

DHCPV6 H—/N\ZERTHENTEEE A,

| ®eE—F

EXREE—F
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I logging enable

DHCPv6 7547 MDD EREZELIZIRIC. OU (slog) #H NTHEIMNESIIERELET
refresh AR RRICERNIZHEHAT VR T,

V01.02(00) AR H-—

IEQEWJ 1 DHCPV6 ¥ 5A 7V b BEREZELEKRICslogZHAT S

Router(config)#ipv6 dhcp server-profile sprof

Router(config-ipv6-dhcp-server-prof)#logging enable

EESAS &

logging enable

|/\°5x—9

INTGA=RIEHYFEE Ao

LoogssibuLga

BEREZELTHLRTZHALFEE A,

EEE—F

DHCPv6 H—/\T7O77(JLEEEE—K
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I option hex
EEDO DHCP AT avx BT BHEITRELET .

refresh AT REICHERNIZHESITURTY,

V01.02(00) AR H-—

IEQTEWJ 1 AT232a—KR# 100, #7723 2/\5 A—45% 0x1234567890 &9 %

Router(config)#ipv6 dhcp server-profile sprof
Router(config-ipv6-dhcp-server-prof)#option 100 hex 0x1234567890

EESAS &

option <A T2 a>a—FK> hex <A T aRSA—4>

/354 —%
I BERS | BEwE | 4BEOfE |
ATFara—K  |DHOP AT ara—REigELEd. |1~254 LT |
o o=y o [ ATLAVINTGA—E% 16 EHTHREL [RXK 127byte |,
‘71'7 AV INGA—H £ S0 16 BT ‘

X 4 IVMLLEBELGEF, T3 a—FO/MSWNEIC 4 TN BFRITHYETS,

|:®%i€ﬁb@u%ﬁ
tav R TRELEA T av st T B LEE Ao

EEE—F

DHCPv6 H—/\7OJ7(J)LETEFE—F

83
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I option forward dhcp—client

DHCPv6 954 7, THUE L= DHCP A7 a iElz) L —d 2B EIZEELET,
refresh AR RICE#NZHEAHaTURTY,

V01.02(00) AR H-—

I HEF1 AT ara—FZE2100&LT, EWANI TREBLEA TS 3 ViEHREY L—F 5

Router(config)#ipv6 dhcp server-profile sprof

Router(config-ipv6-dhcp-server-prof)#option 100 forward dhcp-client ewan1

EESAS &

option <A 7> 3>a— K> forward dhep—client <4 2 T —RX%&>

/354 —%
L K5A—5 | BENE | BEEE | ABEOME
ATFara—K |DHOP #T7vava—REigRLET . |1~254 LT
lan 1
. o DHCPV6 V54 7 U REIMEA A TT—AREETE |ewan 1~2 "
AUBTT—R% LEe oppoe 1~24% AR
vianif 1~100

X A4TUMN U EIRELES S AT ava—FOMmEWEIZ 4 T M) BREDICLEYET,
I35 A—4 pppoe 1~24 (&, V01.06(00) LLEEH7R—k

|cogEzabings

DHCP A7 aviEHEIL—LFEE A,

fEEE—F

DHCPv6 H—/\TOJ7A)LEREE—F
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I pooled-route

TRURT—LICEMB S UVEIMICERIN-TL 71y RIEREH T LT R RIEHRE E 5
Lij—o

refresh AT REIZHRI-ABZATURTT,

V01.02(00) AR H-—

IEQTEWH K TL T4 vy A% 2001:db8::1 £ %

Router(config)#address-pool ipv6 1

Router(config-address-pool-ipv6)# pooled-route 2001:db8::1

I:l?‘/ FEHX

pooled-route {KFBEXETL T4 v I R> | <4 BTT—RELXD|
connected <A > 2 7T —REZ¥D}[A k1) v {E]

I INTG A=A
kS A—E | BRENE | BREEE | LRREO{E
SEATLI1vIR (BT I RERELET $§7*”X SRR
lan 1~1
| R~ T B D AT —2EEEL [PV T2
AR ITT—REGH 4 - pppoe 1~24 |&BEFH]
° tunnel 1~100
vlanif 1~100
ipsecif 1~
. o s |FBFEE IPseclF, Null /287 T—RMD peeet -
AVFT1—R% connected EL THSIBAITIEELET, :ﬁﬁ% A
AR fE AN OIEEIEELET |1~255 1210

¥ ipsecif 1~1000 (%, V01.13(00) LLB&H7R—Fb, FITELnet F200 Plus TIXRXEHHA S THE
#h. FITELnet F200 TIXEXEHES 100 TR DHEZD,

|:®%E€ﬁb@m%ﬁ
BRIEREHZFEITLEE A,

| ee—+r

IPv6 PRLRAT—ILEEEE—K
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I prefix—delegation address—pool

IAPD A7 avDERNHH-1BEIZ. TL I« IR EREBHNITIEEITHELET,
refresh AR RICE#NZHEAHaTURTY,

V01.02(00) AR H-—

Iﬂiw1 7 RLRAT=ILE XS BEBLET L7499 AEHREBEHNT S

Router(config)#ipv6 dhcp server-profile sprof

Router(config-ipv6-dhcp-server-prof)#prefix-delegation address-pool XX

EESAS &

prefix-delegation address—pool <7 KL A F—)L£&> [T1 {&] [T2 {&]

| INS A—4
| KNS5 A—5 | BENE | BEHE | AWM
. - BHT DTV IV YRAEHERBT S |16 XFLURD |00
TRLATTNE Sl g nasmelEs.  xEm DRl
IL 24y REZZLNIY —\I=F Preferred Lifetime
T1 {E BT DE TORE (BAL: 7)) E48TE |1~4294967295 -
B 05 fZ
Li‘g_o
FEEOY—N\I_BEHITLAETOH Preferred Lifetime
I ~
T2 {8 R (B4 B B IR LT 1~4294967295 e 13 0.8 fi5

|:®$E§ﬁbtm%@
IAPD A7 avEBHLER AL

fEEE—F

DHCPv6 H—/\TAJ7AJLEEEE—K
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IDHCPVE 2 S A 7o MgtE £ ERT - DRE

I address—pool

FRLRAT—ILDEREZITVET,

refresh AT RZIZERNIZESITURTY,

V01.02(00) LA & 4K —

I HEH 1T T ELRT—ILEBEMTH

Router(config)#address-pool ipv6 1

Router(config-address-pool-ipv6)# address-pool enable

I:?DF%ﬁ

address—pool <7 FL A T—)L&EE>

Ls52=%
L k5 A—a | BRENE SREFEE | LRSEEO{E
FRLRT—ILEBRITT BOEHIZT B

EHRELET.

ble |[FRLRT—ILEBHET S,
FRLRT— LB ‘ena € | x enable

[ HREAR ]
FRLRT—ILEEHET B, disable
TRLURDIWELIEITHRLAY,
T—ILDEERIEATRETT

3 enable M5 disable ICEBL=IE &L, 3 TISIWWHLTWSFZRFLRZEWRLET,

disable

|cogEzabings

FRURT—LIEERATR AT ERYET,

fEEE—F

IPv6 PRLARAT—ILEEFEE—F
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I allocate address

HWWVHLZRFLRTAvOEERELET .
refresh AT REICHERNIZESITURTY,

V01.02(00) AR H-—

IEQTEWH IWHL7Z FLRTB Yy % 2001:db8::1/32 £33

Router(config)#address-pool ipv6 1

Router(config-address-pool-ipv6)# allocate address 2001:db8::1/32

I:l?‘/ FEHX

allocate address <7 FLAXJAOwv%>

/354 —%
[ R"5x—5 | RENE | BEwE | 4BEOfE |
FRLRTOvY [ HOHLZFLRI Oy EEELET.  [IPv6 PRLR T LB \

LoogssibuLga
BRI LT O RBYEE A,

EEE—F

IPv6 PRLAT—ILEEEE—K
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I allocate prefix—length

TRUREIWHTEOTL I v I RRERELET

refresh AR ZICHERNIZESITURTY,

laen Lo vozmesers

V01.02(00) LA H-7R—

Router(config)#address-pool ipv6 1

Router(config-address-pool-ipv6)# allocate prefix-length 64

EESAS &

allocate prefix-length <L 74 v o RE>

I/\°5)‘—’5'
| 85A—5 | HERE ]&Eﬁﬂ
‘jbjmwxﬁ F{;@?%D&Tﬁwjbjmwxﬁéh os

LcogEsithbulgs

TELADIWELZETWEE A,
f=t2L. T—ILDEFRITATRETY

EEE—F

IPv6 PRLRAT—I)LEBEEE—F
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I allocate retention—time

TELRADINHLE T2, ZDTFLADNMLWNRENIIBZED . FETL T4y IR0
L&A ZEELE T,

refresh AT REIZHRI-ABZATURTT,

V01.02(00) AR H-—

I REB 1 T FLRIWE LI #IREZ 2400 &9 5

Router(config)#address-pool ipv6 1

Router(config-address-pool-ipv6)# allocate retention-time

I:l?‘/ FEHX

allocate retention—time <H|HARE>

I INTG A—4H
Erery BRENE | BEfHE | AREOE
TRLURADILWHLE Tz, TDOTFLR
NI A RE NIWRSNIEED ., ZBUTL I vIRD (0~2147483647 |EREAT]
U UHDHIEARS (B # EHRELET

|:®%E§ﬁbtm%@
TREU RO E LUINEHIEAR (&, 3600 #2iEYET,

fEEE—F

IPv6 PRLARAT—I)LEBEEE—F
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I description

T7RELAT—IL® Description ZXELET .

refresh AT RZICHERNIZESITURTY,

I%QE{&IJ 1 Description & prefix-list_ipv6 &9 3%

Router(config)#address-pool ipv6 1

Router(config-if dialer 1)#description prefix-list_ipv6

EESAS &

description <3X=F35>

I/i’%)‘—@
Reres BERE | mEnE BHHEOE |
‘x¢w SAUREASLES . iéggfﬂﬁ% LT ‘
fEEE—F

IPv6 PRLARAT—I)LEEFEE—F
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I address—pool ipv6

IPv6 DT7RLAT—)LEIEET B=0IZ.IPv6 PRLRAT—ILBZEE—FIZRRITLET,
BHRENDHAEEIE. T—ILEBTsort LT, —BEBEOTRLRAT—ILOAEIIZHYET,

refresh AT REIZHRI-ABATURTT,

LEEm 1 IPv6 7 FLR T LBEE— RISBTY S

Router(config)#address-pool ipv6 1
Router(config-address-pool-ipv6)#

!:7>P§ﬁ

address—pool ipv6 <7 FLRT—)LE&>

I/i’%)‘—@
= BENE S B |
FRLRT—E  |[FRLRT— LB ERELET, 16 TP
NDIXF5

LcogEsiibulgs
IPv6 PRLRAT—ILDEEMNTAFEE Ao

fEEE—F
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I ipv6 address address—pool

FRLRAT—ILh5, /64 EYHLT, /U8 T7—ADTRLRELTEIY HTET,

FRLRT—ILICEIY HTAlREA/64 DEWLMGE L, BIYSTERA(RTITHEALELY),

TRLADEY BTHABEICHE =212 5 T, PRLRZEIY B TET,

Fr  EFRALTWASTRLANMERZ L &G ST35E (5] : DHCP 547 kM RENEW TR S
TLI4vORADENY B TON=F) (L. TRLREBBLET,

RA IZEKYBFLTWBTL T4y AN FE AL I 24 -1=15 A (X, Valid/Preferred Lifetime & 0 &
THRAZEELET,

refresh A RRICERNIZHEHAT VR T,

fEEh 1 ZELRT—LE DHPVG) M7 KLREHIYMTS

Router(config)#interface lan 1

Router(config-if lan 1)# ipv6 address address-pool DHCPV6 prefix-length 64

I:l?‘/ FEHX

ipv6 address address—pool <7 KL A F—JL£&> prefix-length <FL T4 v O RE>
[interface-id <4 >4 7 zxz—X ID>]

I NG A—4
L Rk5A—H | BRENE | EERIE | AMEEOIE
s _ /64 EYYHLTEYETEITRLRAT—IL (16 XFLUR |00
TRLATTLE s, oxEs (AR
FLIvIRE  [FLIrvsREERELET. 64 HRTA
LT T—Z D B L EDAUEZTIT—ADTRLRAEREL IFjvg TELA | s e
FY, iz

| cogEEabings

AVBRITTI—ADTRLRELT, PRLAT—ILEFIBALEE AL

EEE—F

LAN /2R DT—RABEE—NR
WAN /A7 —RABEE—NK
VLAN /R DT —RABREE—K
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ipv6 dhcp client

DHCPV6 54 7> MiREZIETELT- DHCPV6 V547 TOJ7 A LR ETEESEE T,
DHCPv6 ZE{ES B BA R TT—RI L A 1B TT—RDIAHIZIRYET,

refresh AT RBIZESZHEATURTYT,

IEEH 1 DHCPV6 547> h T T 7 A LEHZ DHOPVE 1 &5 %

Router(config)#interface lan 1
Router(config-if lan 1)# ipv6 dhcp client DHCPv6_1

!:7>P§ﬁ

ipv6 dhep client <A77 A IL£&>

I INTG A—4H
RksA—5 | BENE | BERE | EBEOE
FEELT=A/>2 T —AT DHCPv6 H4EEZ ENE 16 =0
TA77AILE [SEBGED. VSATUNTAT7AILEER % =5 BT

ELEY .

|cogEzabings

EFELTWAAP2T7T—RXTlL. DHCPVE 954 7RO BIELEH A

fEEE—F

LAN A A7 —REBFE—F
WAN A B TJ1—RBEE—F
PPPoE A2 A7 —RABEE—NK
VLAN /22T —RABEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ipv6 dhcp client—profile

DHCPV6 7547 hELTEMET AR D EFE/NTA—FDREETTD. DHCPV6 V54770
T7AIVEREE—RIZHEITITH=HDITURTT,

LEEH 1 DHCPVE 45472 h IO T 7 A LBEE— RIBITT %

Router(config)#ipv6 dhcp client-profile dhcpv6

Router(config-ipv6-dhcp-client-prof)#

I:l?‘/ FEHX

ipv6 dhep client-—profile <OV A7 TR T7AILE>

| IS5 A—4
= BERS | RERE |GEBEOfE |
9547k RTEETTD DHCPVE 54 7T OT7/ )L |16 XFLL SRR
JOoorAILE  |[EEELET. ROXFF| |~

|:®%i€ﬁb@u%ﬁ
DHCPV6 V547 U T 5 EMTEE A,

| ®eE—F

EXREE—F
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option—request dns—servers

OPTION_DNS_SERVERS #E K9 5158 EL. BFL7T= DNS H—/\DF7FL R E$H (T
ProxyDNS TERLZET,

ARITURAEERFEINTLNSIES L. OPTION.ORO [Z OPTION_DNS_SERVERS 21T
SOLICIT Ay+t— 4 L< %, INFORMATION-REQUEST Ayt—C%#ELET .

option-request prefix-delegation AV FMETEINTLVDIHEE (X, SOLICIT Ayt—I%EEL.
HFEINTLVELMSE S L, INFORMATION-REQUEST Avt—S#%FEELET,

refresh AU RRICHRICARDIATURTT,

fEEhl 1 ATV INSH—REERT D

Router(config)#ipv6 dhcp client-profile dhcpv6

Router(config-ipv6-dhcp-client-prof)# option-request dns-servers

I:l?‘/ FEHX

option-request dns—servers

|/\°5x—9
IRSA—RIEHYEE Ao

| CD/REZITHIEWNGS
DNS H—/N\F7RLRZERLEEF A,

| ®eE—F

DHCPv6 4547 TATJ7AILEEEE—R
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IPsec ¥ty FHEw,—HFwkrIL—5 FITELnet F200/F200 Plus

I option—request prefix—delegation

Prefix Delegation Z &K 3 HIGHIZIEELET .

Y B THNI=1E$R(L. address—pool TIEET DR FD T—ILIZ prefix-length/offset THIYHL
F=D%FEEL. B (b IF TO DHCP H—/\#RE%) ICRIB TSR ENTEET,

AOATURABEFEINTLVSIEEIL. OPTIONIA PD 2214 T SOLICIT Ayt—C%#{ELET,

refresh AU REICE®IZEAaTURTY,
V01.02(00) LA H-AR—k

Iatem1 BamEshi-TL 74 vy REERET S address—pool &Fi% DHCPV6_1 &4 %

Router(config)#ipv6 dhcp client-profile dhcpv6
Router(config-ipv6-dhcp-client-prof)# option-request prefix-delegation delegates address-pool
DHCPv6_1 prefix-length 64

I:l?‘/ FEHX

option-request prefix-delegation delegates address—-pool <7 KL X J—)L%&>
prefix-length <L 74 w4 R{E> offset <7ty MBE>

I INTG A=A
L KkSA—E | BRENE | BT | AREOE
s _ BHSNI=TL 40 REZRES DT |16 XFURAD | 0y
‘7“”‘7 M L xT—LamERELES. ‘xwu B
FLoqvsRiE [ FLoqvoREERIEELETS, [1~128 B
Aty E Y TEOA Ty MEEIRELET . (0~2147483647 GBI

I prefix-length & offset IC&BYIYH LA

51 1)
prefix-length 52 offset 1 £EXRTEL TLNDY —X T, 3ffe:1:1:/51 %= I(T1-15&

‘ 3ffe:1:1::/51
| 3ffe:1:1:/52 | 3ffe:1:1:10:/52
1 offset 0 1 offset 1
15 2)
prefix—length 52 offset 1 £LERTFEL TLNDS —X T, 3ffe:1:1:/50 =2 (T1-15 &
‘ 3ffe:1:1::/50 ‘
‘ 3ffe:1:1::/52 l 3ffe:1:1:10::/52 ’ 3ffe:1:1:20::/52 ’ 3ffe:1:1:30::/52 ‘
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1 offset 0 1 offset 1 1 offset 2 1 offset 3
| cogEEabings
Prefix Delegation #ERLFEH A,

| ®eE—F

DHCPv6 547 TO77(ILEEEE—F
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I pooled-route

TRURT—LICEMB S UVEIMICERIN-TL 71y RIEREH T LT R RIEHRE E 5
Lij—o

refresh AT REIZHRI-ABZATURTT,

=1 1
I axX &

1 1

K TL T4 vy A% 2001:db8::1 £ %

V01.02(00) AR H-—

Router(config)#address-pool ipv6 1
Router(config-address-pool-ipv6)# pooled-route 2001:db8::1

I:l?‘/ FEHX

pooled-route {KFBEXETL T4 v I R> | <4 BTT—RELXD|
connected <A > 2 7T —REZ¥D}[A k1) v {E]

I INTG A=A
kS A—E | BRENE | BREEE | LRREO{E
SEATLI1vIR (BT I RERELET $§7*”X SRR
lan 1~1
| R~ T B D AT —2EEEL [PV T2
AR ITT—REGH 4 - pppoe 1~24 |&BEFH]
° tunnel 1~100
vlanif 1~100
ipsecif 1~
. o s |FBFEE IPseclF, Null /287 T—RMD peeet -
AVFT1—R% connected EL THSIBAITIEELET, :ﬁﬁ% A
AR fE AN OIEEIEELET |1~255 1210

| cogEEabiLngs

¥ ipsecif 1~1000 (%, V01.13(00) LLB&H7R—Fb, FITELnet F200 Plus TIXRXEHHA S THE
#h. FITELnet F200 TIXEXEHES 100 TR DHEZD,

RIRBREITVEE A

| ee—+r

IPv6 PRLRAT—ILEEEE—K
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

IPv6 JL—T 42T DEE

Lire 7 KLzEE

I ipv6 address

ABITT—RAD IPv6 FRLAR(FA—/N)L-)ooa—h)L) EEELE T,

Yo oR—hILTRLRAZERELLEM 215 E &, EU-64 TR D) o0—HILTRLUANBEEIT
HRESNET,

FITELnet F200/F200 Plus Tl&. 12DAVAT7T—RI[Z4DD S A—/NLPRLRFIEET AL
MTEET,

I8oef1 JL o4 vH R 2002:1004::/64 EUI-64 Est THET %

Router(config-if lan 1)#ipv6 address 2002:1004::/64 eui-64

Router(config)#interface lan 1 ‘

f&Epl2 U oo—hLF KLRE, fe80: 1 SBRET D

Router(config)#interface lan 1 ‘

Router(config-if lan 1)#ipv6 address fe80::1 link-local

I:?DF%ﬁ

ipv6 address { <IPv6 7 KL X> link-local | <IPv6 FL 7 4 v % RX> [eui-64] }

|/\°5x—9
K5 A—% | BENE | BEEE | LEREF DI
IPv6 IPv6 ) ZA—HILTRLRE  [IPv6 "
FELR  ERLET. FRLRF (B
. Yooa—hILTFRLRATHD | P
link—local N T link—local A& AT\]
IPv6 LD« |IPv6 TL 4w OREIEELE |IPv6 TL 74y |,
9B ¥, H2F3 EHAE
- T
P B HA[—ie=o i o
eui—64 ;;’Enxmj'%)iﬁm(-?‘amb eui—64 CEETBTL I D RI=D
° AMEARALET,

BAIUM#:30 TUR) (EEBELK)
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IPV6 —T 120 DRE

|:®%i%ﬁb@u%ﬁ
AR ITT—RIZIPvE PRLANE Y B TONEE As

aes—-F

LAN /2271 —RABFEE—K

EWAN /AT —RAEEEE—K
PPPoE /2471 — AR EE—K
VLAN /2271 —RABEE—K
IW—T NI AL BT —RBREE—FR
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ipv6 address autoconfig

AR T —RX T Stateless Address Autoconfiguration Z{EHL.IPv6 PRLRAZHE#HZELET,
REBEFEXITOE AL, ipv6 nd receive-ra AY K DEENLETT,

DEEEp 1 RAZERIETRA V2T —REEINI £33

Router(config)#interface ewan 1

Router(config-if ewan 1)# ipv6 address autoconfig

I:l?‘/ FEHX

ipv6 address autoconfig [interface-id <4 >&2 7 x—X ID>]

L Rk5A—% | BENE | BEEE
Stateless Address Autoconfiguration [Z |64 Ewk

A2371—XID |[BWTHERTARAUPTI—AIDEETE |/ xxcexxxxxxxxixxxx  |[EUI-64 F4 3
LET, =

AHEEEFDE

|:®%i€ﬁb@u%ﬁ
Stateless Address Autoconfiguration [IZ&A 7KL ABEENEIY Y THEITLVEE A,

EEE—F
LAN /23D —RBEE—NK
EWAN /27T —RAREE—FK
VLAN /BT —RAEREE—K
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IPV6 —T 1> DRE

ipv6 enable

AR TT—R[ZHA—NILTRFLRZEE|Y B TH (ipvb address AT RZEFEALALY) . Uoo0
—AITRURADHTIPv6 BIEZITES (R—) 2 IRDAHDREE) HGEITIEELET,

DEhl1 INAY2Tx—R%, UL IO—ALT KLADHTHAYT S

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 enable

I:l?‘/ FEHX

ipv6 enable

|/\°5x—9
IRSA—RIEHYEE Ao

LoogssibuLga

ipv6 address AV KT, IPv6 7RL RAFBATRMIZHRELLZWNMGS . UooO0—hILT7RLANEY
LToONFERA.

| ®eE—F

LAN /AT —RAEREE—FR
EWAN /4801 —REEEFEE—F
VLAN /BT —RAEREE—K
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| icupve 1<BS T B

I ipv6 address autoconfig

AR T —X T Stateless Address Autoconfiguration Z{EHL.IPv6 PRLRAZHE#EZELET,
KREFEZITOEE L. ipvb nd receive-ra AX U FDHBENDETY,

D 55Eh1 RAERIETRA AT —REEIMNI EF B

Router(config)#interface ewan 1

Router(config-if ewan 1)# ipv6 address autoconfig

I:?yF%ﬁ

ipv6 address autoconfig [interface-id <4 >42 7 x—X ID>]

Ls52=%
L KSA—% | BRENT | BEEE | AREOME
64 Ewh
. Stateless Address Autoconfiguration [Z#5L VT o g FU=E
A3 I7—A D Y2 ATT—2 D FEELET . ;)I(J);xtx.xxxx.xxxx.xxxx EUI-64 2=
=

Loogssibulga

Stateless Address Autoconfiguration IZ&AT7RLABEENEIY Y TEITLVEE A,

| ®eE—F

LAN /37— RBEFE—FK
EWAN /2271 —RABEE—K
VLAN /BT —RAEREE—K
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I ipv6 hop—limit

Hop limit &(&. ZD /N4y BZERBEARRY TE T, HlZ L. Hop limit [Z7100" A ERESNT
WB/857 9k E EIETD/—FM 5, 100Hop DIEFEETIHEZETEEIT A, TNEYEDRYED
—JIZIFEETERNCEEFERLET,

REBETIE. BENSEIET S IPv6 /7 b0D Hop limit B, SLUAREEH RA 221525
&I1Z.RA M “current hop limit" ICANSEZFZRETEET . RA ZZ{ELT/—FIL. “current hop
limit” D{EZ . EIET S IPv6 /3D IPv6 ANyA (28BS Hop limit [CANET .

IEEEW'H RA @ current hop limitfEZ%. 100 &35

‘ Router(config)#ipv6 hop-limit 100

!:7>P§ﬁ

ipv6 hop-limit <g&XKtv T#>

I/i’%)‘—@

HIEFDIE

e BENE BEwHE |
HRFE |

(B TH |BSEIE RA TBAIT S hop-limit [EEZRELES ., |1~255

| cogEEabiLngs

AEBEBBHEHIIEET D/ YD Hop limit {E(X 64, RA TEIET S current hop limit [£ 0(JL—
RFBEELGLY) ERYFET,

fEEE—F
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I ipv6 hoplimit—-receive—enable

Z{EL1= RA T EESN TULVS CurHopLimit [EZAET HBAIHEELET,

BahEL-1BE . ZIELT- RA [THRESHN TULVS CurHopLimit xRy I vMEELTHERALE
ERR

KEFEZITOE S, ipvb nd receive-ra ATX U RFDHBENDETY,

REF T EWANT A o2 7z —AMBZEL=RAICIHRESINTLVS CurHopLimit {EZ 7R
vy hEELT S

Router(config)#interface ewan 1

Router(config config-if ewan 1)# ipv6 hoplimit-receive-enable

I:?yF%ﬁ

ipv6 hoplimit-receive—enable

Ls52—%

INTGA=REHBYFEE Ao

|:®%E§ﬁbtu%@

ipv6 hop—limit AV KDEREIZHELNET .

fEEE—F

LAN /37— RBEE—FK
EWAN A3 J1—RBEE—F
VLAN /2B JT—RBEE—F
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I ipv6 icmp error—ratelimit

AREEMN.ICMP #F-TIS—%EETAED. 1 WEIEETIHRREE/ Ty EHREL
F9 .1 EICEET /TN INREREEBBLI-GEIC. RO 1 RETEEEMLELES,
0#i8ELI-IGE ICMP IS5—Ayt—UB KU REDIRECT Avt—UIEE ESNEE A

I5—/N7Ib&Y | T—RREDEOHDFHFEARBMOTLEIDZEHCHEETY .

refresh AU REICH®NICESaTURTY,

DEhl1 TS5—1ry bE BR300y M/BBETD

‘ Router(config)#ipv6 icmp error-ratelimit 300

!:l'?“/ =5y

ipv6 icmp error-ratelimit {/345w F&/F | unlimit}

I/G%-@
L k5A—5 | BRENS | B EdEE
INTINRR I{Z‘%?_g:;;fj\figtéwm TP 2:17483647 A

|cogxsibulgs

100 NI/ D ERESNET

| IPv6 TOD ICMP TS5 —/845 v ~DIELE

IPv6 T® ICMP T5—/84 bz, LTDEENAHYET,

Type | AFS

H |BELEATILDOREADFHATELL

2 IR IREA MTU REYXE =0, Bt TEHL
3 [RyTHAHIBEMR f- 1=, BRETEAL

4 [IPv6 AUH (RN VS ESE) BRE. BLIERA
137 |tk £BIOIL—BRIEB LI LA B

EEE—F
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I ipv6 nd managed—config—flag

AL EMD RA(Router Advertisement) ZiX{ET AMEIC. M IS5 &1 LT HNEINFHRELE
T, DAV URERELEBEIE. M 755 1"ELTRAZREIELET,

M 7545 N 17127 >TLVS RA £32{ELT1=/—FI&. Stateless Auto Configuration Tld7i<.
DHCPV6 % E DT KL R B E)ERE (Stateful Auto Configuration) #{THIMHENHYET,

[2Em1 ND55%23%

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 nd managed-config-flag

!:7>P§ﬁ

ipvé nd managed-config-flag

I/i’%)‘—@

INTA=BEHYFEE A,

| cogEEabiLngs

M 755 %"0"ELT RAZEELTLET,

EEE—F

LAN /23D —RBEE—NK
EWAN /A1 —REEEFEE—F
VLAN /BT —RAEREE—K
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I ipv6 nd ns—interval

RIEBEMN, RA ZFEIET BHEIZ. Retrans Timer [BEEL CTRANT BEEZHRTELET .
Z M RA Z2{ELT1=/—FIZ. NS(Neighbor Solicitation) ZFH% 9 5. CCTIEEL-RIRTEE
LEY,

T AEENNS ZBEI DL COEZEALES,

IEEE@H NS DF XM Z 10 # (10000m#) &F 5

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 nd ns-interval 10000

I:?DF%ﬁ

ipv6 nd ns—interval <RA T:@%19 % NS DE XM

| NS A—4
e BENE BEME | RO
RA TE%19% |RA TEEN1T 2 NS ODEHXEERRBS LU, K& (1000~ LR
NS DB [ENBEETAEDOEERREA:m#) 3600000 -

|cogEzabings
RA TIX 0(R¥ETE

YZ@EENL . F200/F200 Plus (& 1 #(1000m #)TEMELE T,

BEE—FK

LAN /2R D1—REEEE—F
EWAN /81— RBEFE—NK
VLAN /28D —RAEEEE—K
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I ipv6 nd other—config—flag

ARZEE NS RA(Router Advertisement) X5 AMFIZ. 0 75T E"1"ETHNEINERELFE
T CODATUREIEFELEBAIE. 0 9545 %"1"ELTRAZEELET .

0 75 M 11215 TVB RAEZELT-/—FIE. PRLRALS DIEHREE SR TET H1=-0IZ.
AT—hINETOr LN EFERTILELAHYET,

[Em1 0955%245%

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 nd other-config-flag

!:7>P§ﬁ

ipvé nd other-config-flag

I/i’%)‘—@

INTA=BEHYFEE A,

| cogEEabiLngs

07545 %"0"ELTRAZEELTVET,

EEE—F

LAN /23D —RBEE—NK
EWAN /A1 —REEEFEE—F
VLAN /BT —RAEREE—K
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I ipv6 nd prefix—advertisement

RA CEMTEIL IV IREHRELET . CORENHEVGEIE. LAN 12271 —X(ZEIV Y
Tonf=TL IO REBHMLET,

COARURTRHMTETL I VI RERET HEE (. TLIT1vIXEDIEFMIZ, MValid
Lifetime Il Prefferd Lifetime 1M onlink 5% 1T Autoconfig 754 1L EELET,

Valid Lifetime COTLTavIRE/—FHMERT HIBE (<, 1 AT BEARESRT (F))
- COTLT4vyR%E/—ROMERT HI5 A2, E LSRRI
Prefferd Lifetime
BERE ()
fonlink 75% F—Us LIS 2o EERT IS

ZDTLI1v9R%E/—RKHZELI=IHEIZ. Stateless Auto

Autoconfig I57 |\ | teuration TFRLREEALTENAESHEET TS5

REMF 1 RATEMTSTL T4 9o A%E"2003:114::/647(25%%E (Valid Lifetime:500
Fb. Prefferd Lifetime:400 #. Autoconfig 7545 HY) 33

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 nd prefix-advertisement 2003:114::/64 500 400 autoconfig

I:?)P%ﬁ

ipv6 nd prefix—advertisement <IPv6 7L 7 4 v ZX> <Valid Lifetime> <{Prefferd
Lifetime> [onlink] [autoconfig]

I NG A—4
e BEANS | BEmE | AREOE
IPv6 L7494 |RA TEEIT S IPv6 TL 74O REHRTE |IPv6 TL T4y LR
3 LEY, AR
id | ifeti (B ERTE
Valid Lifetime \;"d Lifetime 8 (RAL BN ERELE | 4994967205 |48 R AT
. . E e ?L: s E}'I.I'"!
Plrefflerd Prefferd Lifetime {E (B : #) #EREL 0~4294967295 |4 BE &
Lifetime *7,

. Onlink 75U %M TAGEICHEELE . Onlink 7545'%
onlink 3_ onlink 1"L’C7:‘;L\
autoconfig Autoconfig 757 %I THGEIZIEEL autoconfig Autoconfig 75

FJ, 5EITHL
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| cogEEabiLngs

ipv6 address AV R TEEL=T L4V oA {EE RA TERALET,

BREE—F

LAN /2R JT—RABEE—NK
EWAN /201 —REEFEE—F
VLAN /3D —RAEEREE—K
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I ipv6 nd ra—interval

AREEMN S RAZTEHEIET DD . EERRER

ZEH 1 RAZIOMEEICEETD

L/i_d—o

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 nd ra-interval 30

I:l‘\?‘/ FEH

ipv6 nd ra-interval <RA ®E{EREFE>

!/\"5;4—9

kA —H | BENE

_}'I..l-‘-|

R E &

IRA D% (SRR |RA % HIE 15 T B MR D415 IR (B #)

|:®$E€ﬁbﬁu%é

200 FYRSIFRTT RA &£ {ELE T,

fEEE—F

LAN A28 7 1—RBEE—K
EWAN /81— RBEFE—NK
VLAN /37T —RBEE—F
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I ipv6 nd ra—lifetime

AREEBENEIETDRADIL—ERSATEIALEEZRELET, lifetime fEIL. RAZZ{ELI-/—F
M. RA DFEETIL—EETIHILNL—RELTHERATEAHERE (#) T,

L3251 RAD lifetime & 3000 & ¥ %

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 nd ra-lifetime 3000

I:l?‘/ FEHX

ipv6 nd ra-lifetime IL—2 5S4 T4 A L{E>

I/\°5)‘—’5'
= BENS | BERE | 4REOE
‘»—954794.&1@ TR LRE ‘0~9000 HEET ‘

|cogEzabilngs

1800 #hEHYET,

| ®eE—F

LAN /AT —RAEREE—F
EWAN /4801 —REEEFEE—F
VLAN /BT —RAREE—K
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ipv6 nd reachable—time

REBENIEIET S RA D reachable time [EXERELE T,

EHI 1 reachable time {E% 15000 [(ZERET 5

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 nd reachable-time 15000

I:l‘\?‘/ FEH

ipv6 nd reachable-time <Reachable Time {E>

| <52—4%
L oRNsA—5 | BRENE | BEFE BB OIE
. s =} B 4 -
Reachable Time {8 ;lt\a)achable Time [EZEELE T (BEAL:m ‘0—3600000 ERETE ‘
4

| CD/REZEITHIEWNGS
30000m #&iEYUFET,

EEE—F
LAN /37— RBEFE—FK
EWAN /A1 —XEEFEE—KR
VLAN /BT —RAREE—K
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I ipv6 nd receive—ra

AROATUREIETETAIELICEY RAZZIETBAUETI—RELFET,
BLA2A2TT—X T, ipv6 nd send-ra NERESNTWBIEEIFOTEH AL, RA DEIE/ZIE
DE}EZITHRNEE A,

DEEEf1 RAZERIETRA L2 T —REEINI £F 5

Router(config)#interface ewan 1

Router(config-if ewan 1)# ipv6 nd receive-ra

EESAS &

ipv6 nd receive-ra [prefix—delegation < >R T T —RX4%>]

I NG HA—4H
| 8545 BENE | mERE | 4BSOE
SIELITLI1v o AEREAD A ffg;ﬁ;i;ﬁg
prefix-delegation 247t —RXCHIFAT HIHAIZHTEL |prefix-delegation |J o o i
=4 LB 71— R THIF
i LET,

lan 1
oo [PLIAHRIEEERIAT BT B -
A3 TT—RE AR T ewan 1~2 BEEAT]

vlanif 1~100
135 A—4 prefix—delegation [ V01.02(00) LLE§H7R—k

LoogssibuLga
RA EZELTHRALET.

EEE—F

LAN /2R DT—RBFEE—FK
EWAN /A JT—RBEFE—F
VLAN /BT —RAREE—K
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I ipv6 nd rs—delay

AURTT—RAH UP LTEHAID RS EIEFETOHEERREEREILMBOZERREEERELED,
ipv6 nd rs—times AV R THEELI=EI#ET., BHEL-XEMRTRS Z#XELET .
AT UFRIX, ipv6 nd receive—ra AV MERESNTWDEEDHENELYET,

I RERFI 1 RHICRS ZEETHETORERHEZLF, TORIOHEEITEET S

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 nd rs-delay 5 30

EESAS &

ipv6 nd rs-delay <RS #][EI:X{SEERERD <RS EiSFEMR>

I INTA—A
O Rk5A—5 | BENE | BERE | LR OIS
rs g | oo 0 B L CRAID RO SRR Jo~e00 | gmir
SIS IR M =EER= 3§
— ggﬁ;fhmasgmmmﬂiux>é i~3600  |GBETT

|:®$E§ﬁbtm%@

EAIZ RS ZEETHETOREERRHE 0 F) . REILIZFIT 4 BEEITEELET,

fEEE—F
LAN /23D —RBEE—NK
EWAN /201 — RSB EE—K
VLAN /23T — AR EE—K
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I ipv6 nd rs—times

RS Z{ERIAE . RA DNZEHELZGZED RS EERIKEHRELET .
ipv6 nd rs—delay AY R THEEL-RIRET. I8EL-1EERED RS ZXELET .
AT URIE, ipv6 nd receive-ra AX VKRR ESNTWAEEDAENELYET,

IEh 1 RSOBEEHE 0EICET D

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 nd rs-times 10

EESAS &

ipv6 nd rs-times <RS F{ESEIFED>

I/G%-’SI
ey BENE | mEwE | GBEOE |
e s |RS EEMME. RADNBEHEGVEED | . -
%Sﬁ“@ﬂ %S%E@ﬁ%ﬁibiio 0%~65535 | A Bl

X RS EEEI¥ZE 0 HITHRELI-EE (T, RANRBETESETRS ZEELHITET,

|:®%E§ﬁbtm%@
RS MEEEEIL 3 EIZAYET,

fEEE—F
LAN /2371 —RABEE—NK
EWAN /27T —RAEREE—K
VLAN /2B TJ1—RBEE—F
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I ipv6 nd send-ra

RKEBEMNS RAZEETOINEIMNERELFET,

ipv6 nd prefix-advertisement DERENHDIGE T, FEESN=TL Iy I RIEHREBERLET,

ipv6 nd prefix—advertisement M EXTEMNEULME S (X, ipv6 address AV KR TERELI=A4 01—
RIZEYETONBZTL IO REBHMLET

Dsem1 RAZRET 2

Router(config)#interface lan 1

Router(config-if lan 1)#ipv6 nd send-ra

!:7>P§ﬁ

ipvé nd send-ra

I INTA—A
INSA=RIEHYFEE A,

| cogEEabiLngs
RAZREIELEE A

EEE—F

LAN /23D —RBEE—NK
EWAN /A1 —REEEFEE—F
VLAN /BT —RAEREE—K
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I ipv6 ns—interval-receive—enable

Z{ELT- RA TIEESMNTL D RetransTimer [EZXEZIET HIEERICIEELET .

Z{EL71= RA THRESNTULVA RetransTimer {E&, AV AT —RIZERESNTULNS
RetransTimer {& (ipv6 nd ns—interval A< F) ZLEEIL , /NSLMEZ AR TT—RA D RetransTimer
BELTHERALEY,

REFEFITOE AL, ipv6 nd receive-ra AY R DEERENKETY,

HEFH 1T EWANI A 2 01 —RXRTZ{EL-RATHEEESNTL S RetransTimer EE B
bl I

Router(config)#interface ewan 1

Router(config-if ewan 1)# ipv6 reachable-time-receive-enable

I:l?‘/ FEH

ipv6 ns—interval-receive—enable

Ls52=%
INSA=BEBYFEE A,

|:®$E€ﬁbﬁu%é

ipv6 nd ns—interval AV R DEREIZHELNET,

fEEE—F

LAN /2371 —RBEFE—FK
EWAN /23 J1—RBEE—F
VLAN /2871 —RAEEEE—NR
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ipv6 reachable—time—-receive—enable

Z{EL7= RA TIEESNLTLVS Reachable Time [EEZHZNET HIEEITIEELET,
Z{ELT= RA THRESIN TLVS ReachableTime fEE, 122 T7T—RITHRESNTINS
ReachableTime {E (ipv6 nd reachable—time A< K)Z L., INSLMEZ A2 TT—RAD

BaseReachableTime {EEL TERLEY,
KEFEZITOE S L. ipvb nd receive-ra AX U RFDHBENDETY,

EREMF 1 OEWANT 4 2 D1 —ATZ{ELT-RA TIEE SN TLVS Reachable Time fEZH
MmET S

Router(config)#interface ewan 1

Router(config-if ewan 1)# ipv6 reachable-time-receive-enable

I:l?‘/ FEH

ipv6 reachable-time-receive—-enable

|/\°5x—9
INSA—BEHYER A

|:®$E€ﬁbﬁu%é

ipv6 nd reachable-time A<Y KD EREIZHLNET,

fEEE—F

LAN /2371 —RBEFE—FK
EWAN /23 J1—RBEE—F
VLAN /2871 —RAEEEE—NR
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| RiPng

I aggregate—address

RIRERZENL. TDEHZ RIPng TRMLET . BT DEL. ENROBRIEHROA%
BHRIL. ERShETOFERITBRMSNEE A,

CODWEEIZEY . RIPng TBHT 2T LTI RADEE RS T ENTE RULT—IZFHIZH
AT H5IENTEDLIITRYET,

BIZIE LT DESG7rT—ATHEMTY,

EWAN {8]1Z. 3ffe:1:/64 Ry —2 3ffe:2:/64 oy bT—2 3ffe:3:/64 oy T—4 ==+ -5 1
INM BB 3ffe THARYNT—IDMELEFET S,
LUl
3ffe:/8 &L T. LAN f8lIZ RIPng T 40N

refresh AU REICHERNIZESITURTY,

I FXEHI 1 3ffe:100::/32 [CEKL TRIPng Z@HMLET,

Router(config)#router ripng

Router(config-ripng)# aggregate-address 2001:db8::/32

I:?DF%ﬁ

aggregate-address <&E#E®D IPv6 TL 74 v o RX>

L$52—%
NS A—5 | BERE e HEFHONE |
E£H1% D IPv6 ., . _— IPv6 L7499 | .
‘7’[/74“},77\ ‘%%@1&0} IPv6 TL 74y REHRELET 2Rt LR

|cogEzabings

Aggregate LEH A,

fEEE—F

RIPng 4—E XHBHEE—F
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I default—information originate

BE%T74I/LL—RELT. RIPng CEHTANESIMIEIEELET,

refresh AT REICHERNIZHESITURTY,

LEh 1 Fo4L - FOERERIP THIET D

Router(config)#router ripng

Router(config-ripng)#default-information originate

EESAS &

default-information originate

I INTA—A
NSGA=REHYFEE A,

| CD/REZEITHIEWNGS
BEZTI4ILML—RELTIRBHILEE AL

==
/I =
N

COHRFEX, TIHILMIL—FDEHREF > TULVEWNESE(Z, RIPng TT 74 ILNL—EER TS
MEIHDHRETT,

RABTAVIEETT IAILML—FEEREL T Y, IL—T42 0 TarILIZEYTIAILEL
—;EZEEF LTV IGEIE. COREICEST T IHILNL—D1E#RE RIPng TILELET,

EEE—F

RIPng —E XZBEE—F
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I distribute—list

RIPng X 2R L TIAIINA) T DEREEZITHEVET,

ipv6 prefix-list AV R TIEELETLI4vIADIEHRD A EZITAND . Z T AN, F=
[TEET B ZELLEWNEWNST-FHITHEITESIENTEET,

Ft=. T4NR) T HIEEITESIODAU BT —RERETHELTEET,

refresh AX U REICE®NIZEAaTURTY,

I EREFI 1 3ffe:101:220:: /64 DT LT 4 v RERDAEZ T T3

Router(config)#prefix-list 1 permit 3ffe:101:220::/64

Router(config)#router ripng

Router(config-ripng)# distribute-list prefix 1 in

LsEhia_ 3ffe101:220::/64 DT LT 4 v o AEHOB E-IE LB

Router(config)#prefix-list 1 deny 3ffe:101:220::/64

Router(config)#router ripng

Router(config-ripng)# distribute-list prefix 1 out

LE&Eh 3 3ffei101:2200 /64 DT LT 4 v o RIERE. LINA BIFBRIELHL

Router(config)#prefix-list 1 deny 3ffe:101:220::/64

Router(config)#router ripng

Router(config-ripng)# distribute-list prefix 1 in lan 1

I:?DF%ﬁ

distribute-list prefix <prefix&®E> { in | out } [41 27 x—R%E]

/354-%
 RkSA—4 | BRENE | BEEHE | AREBOHE
refix B ;éi;t;:;;—j?‘/F'GhELT:UXI‘%F’& {~99 LR
. in(Z{8) /outGEE) DEBLLTIAILAE i "
in | out THNERELET. out HEARE

(2571—R% [BRATEIVETI—RADAVETI—RE [{VET1—R |42 8T1—
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EHRELET. EX % 2 TiEA
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|:®%i€ﬁbmu%é

ETDILI Y IREEZELET,

BREE—F

RIPng —E XEZEE—F
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I ipv6 prefix—list

IPv6 DTLT4vO R AMEREZRTELET,

TL 749D R) AR RIPng TILET 2/ ThELEWTL Iy I REHIHT 5=ICFERALET,

AOAYURT, TL T4 R B, FFaITHMESIHEIEL. RIPng H—E RREE—FD.
distribute-list AYUR T, G5 T 5/ ZITANDTL IV I RERET H1=HIZ. KOYUFTHRE
LETL Iy IRYRA B EEIEELET,

refresh AR ZICENIZESITURTY,

D21 2001:db8:: /32 #H AT BT LIAVvIRYR L (YR FEE1) 246RT S

‘ Router(config)#ipv6 prefix-list 1 permit 2001:db8::/32

I:?DF%ﬁ

ipv6 prefix-list <1) R ;& B> <permit | deny > <IPv6 TL T 4 v x>

/354-%
e BENE | REEE | SKEOE
UZrEE  [FLoqvHRURNES [1~99 LT
£, B A [T TLVES
permit | deny ig;%%igymmﬁﬂme%nm vt or dory BET T
IPv6 TLT199 R EMHED IPVE TL IV IRERELE  |IPv6 TLT1y LR
x ER VIS

|:®$E€ﬁbﬁu%é

2T IPv6 R IRIEFEHRE RIPng TEZ{ELET,

fEEE—F

EARBFEE—R
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I network

RIPng H—ERFIRBET BAUFTI—REAVFT—RBELLUIIPV6 TRLARK TRELE
ERS

refresh AT REIZHRI-ABATURTT,

IEEm 1 LAN A > 5 T 2 —RTRIPng EAT 5

Router(config)#router ripng

Router(config-ripng)# network lan 1

!:7>P§ﬁ

network { </ 2 J7x—X%&> | <IPV6 7 KL R> }

I/i’%)‘—@

X5 A—% | BERR | EERE
{2871—2R RIPng &8RS A8 TT—RBEHEELE (42471 —R
% R &=

. RIPng #: 8T 51371 —R% . AV37x |IPv6 7RL R
PVe TRLA | 20 16 PRLR THRELET . =

HIEFDIE

HEEA A

|:®%E§ﬁbtm%@

ETHDABIT—ATRIPng ZERALFHF A

fEEE—F

RIPng —E XHBEE—F
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I redistribute

RIPng LIS DF R THRGLIZRIRIEHRD S5, RIPng THEM I A FRERELET .

refresh AR RRICERNIZHEHAT VR T,

LEEEp1 247490 TERL-BHIERE RIPe THRAY S

Router(config)#router ripng
Router(config-ripng)#redistribute static

| oehl2  EEL— FORBERE RIPng THETY 5.

Router(config)#router ripng
Router(config-ripng)#redistribute connected

I:?DF%ﬁ

redistribute <BEH T DZWIFH>

| INS A—4

REEErN BERE BEHE | OE
RIPng LIS D FEX THFLI-BRIBERD S5,
RIPng TEEH T HLDEHEELET .

& % . connected "

2%2; lconnected  |ELHEEHS ‘ kernel B
‘kernel ‘kernel [Ztyben-EHRiEHR ‘ statie
Istatic RET Ay IN—T 1 ER ‘

| cogEEabiLngs

RIPng TRELI-IEHRODAELELET .

EEE—F

RIPng 4 —E XFBEE—F
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I route

RIPng TVR) &< =27 ILTEHELET,

CCTHRELERBIERIE. RIPng THETA=-OEFIZERINET . EBEDRETv7I)L—

FELTIFBRINFRADTIELTZSEL,

refresh AT REIZHRI-ABATURTT,

| 5sEhl 1 3ffei11::/64 DIERIERE RIPng THEY B

Router(config)#router ripng

Router(config-ripng)#route 3ffe:11::/64

I:?DF%ﬁ

route <RIPng TIE& 9 % Prefix>

| NS A—4
L KkSx—a | BENE | BREEE | HEEOE
RIPng TILht59 % |RIPng CIAET BT L IT4vIREHREL |IPv6 TL Iy LR
Prefix F9, AR

|cogEzabings

AATAIVRRIEIHBYFEE Ao
redistribute AV RDIEEH KVFEE LT RIPng 1ERD A% . RIPng TIL&ELET,

fEEE—F

RIPng H—E REBEE—F
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router ripng

RIPng 4 —ERBREE—F~BITLET, RIPng DEEREZTHEVET,

ZEH 1 RIPng —ERBEE— FIZHITT S

Router(config)# router ripng

Router(config-ripng)#

|:7>F§ﬁ

router ripng

I /s5+—%
NFGA=BREHYFEE A,

|cogEzabings
RIPng #{#FFTEE A,

fEEE—F

EXBREE—F
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I timers basic

I%EM1

RIPng [ZBIT LT DRATEERELETY .

refresh AT REICHERNIZHESITURTY,

EHEERER Q0R) . BBIEREHIIRT 2T TORME (180F) . EHIE
HE—RIETREICTDETORM (1208) £95

Router(config)#router ripng

Router(config-ripng)#timers basic 30 180 120

I:?DF%ﬁ

timers basic <EHIEEMIR> <BERRIFHRZHIRT 5 EF TORMED ERIEFHEZ—FR
ELREEIZT D E TORERED

|/\°5x—9
| KS5A—% | BRENE | BREEEE | LRREEO{E
E SRR RIP O E SRR (AL ) EIEELET, 2;7483647 HBEEAT]
RIREHREH " . -

| RERIEREEIRRT AE CORRM (B ) ERE |5~ P

FR9 % TO LEY, 2147483647 HEAH
B ]
RRIERE—
BrRERREIC |(RIRIERE —BRETREICTHETORM (B 5~ LR
THETOE M)ZEHRELES. 2147483647
5

|cogEsithbulvgs

\ 24 TOHE FIAIME
| s (S R 30
RIEEREHIRT 5 TORRS 180

BEREIRE — R BIE LT HE TORR [120

EEE—F

RIPng 4 —E X&BEE—F
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R DPYIk

I access—list

BED/Nrybé, ZD/7 b DEME (FP#R or BEZE or 2B IRV EHRELET .
BELLN TN LT OMEETEALEY,

« 4R 2% (ip access—group AV UR)
T4 ILARY) Y (ip access—group A< K)

ATty k) Xk (offset-list AT K)

RIP/BGP THEIET AN VI EDIETE (distance AT UK)

‘BGP THEIET BRI DIETE (neighbor <IP-address> distribute—list A< K)
R RIEHRDIEFE (match ip address AT R)

*NextHop M #E7E (match ip nexthop A< /K)

“NAT ZHETD 7KL RE5E (ip nat inside AT K)

RS —)L—TF 124 (match ip access—group A<V K)

HERAEE. ETARITURT/NrYMERELR, LEEHEEFERTHE—FT.

HELET7IERANESEHEELE

-g-o

access-list (&, BEEIBISEHAINET,

F1-. AILE S D access-list [THEEITD

=1 —]

ax &

refresh AU REICEZNICHESITURTY,

FIERYRMERIZONT
REBOTIVERJALESIZ. UTOHRENHYET
FoERURMEE & BRENE
1~99. 1300~1999 T s .
10000~ 11200% IPv4 ZHELE IPv4 EETTFLRIEE
IPv4 EET SEETFLRIETE
Yooos et 00 P4 R | TRMILESEE
RIETT SR ERIEE
3000~ 3499 T N S—
30000~ 31499% IPv6 1RZEERTE (IPv6 E{E T FEETFLRIETE
IPv6 EETTTFLRIETE
s reasg IPv6 Ji3ESRE | JORILESHEE
#IET AR EEEE

¥ ZOEMRDON-EREERIE, V01.13(00) LIEEHR—F

EBEENTYFDOBERREICONT

ZLESRIE. LOTALERSNET .

BELE/N\TYNEh#ERETEIN, BEXNRETINFIRELE T, PR ETHIEEIE
permit, REXNRETHIHEIL deny FIEELET S
CDR/EDDBELEDIEL, T4 T /BIRIERDIEE NextHop DIFEDT=HIZT IR

PEtEET DIERDHTY  MDARTHET HIHE L permit ZHEL TS,
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IP 7PRLAEHEEE
TORR)APATURTIPvA PRLURFIEET HHE . YAV (Wildcard YR V) #fERALT1 TV

FITT7RLREBEZIEE T HIENTEET,

Wildcard R RAV(E, U TR YRR RV EFERNELRYFET D TEELTLIEEUY, Wildcard TR &

HITRYRTRIE, “17E70" DB AN FEIZLEYET,

f5l) 24bit T X% . Wildecard TRV TRIRT HHE L. YT RVNIRITREATHIHFEDEL
Wildcard ¥ XY D154 :0.0.0.255
HIRYEIRIDIGE :255.255.255.0

f512) RA L% Wildcard TRV TRIRT HIGE L. YT RIYMNIRITRIAT HIHEDEL
Wildcard ¥ A9 D154 :0.0.0.0
YITRIRIRAIDIHE :255.255.255.255

R—FEEDIEE
IPv4/1Pv6 YiaRE% TE TlX. TCP/UDP LA R—hBBEIEE T HENTEET , COIEEIE. 7
AILB)T B ITLIR) T DIREDE=OIZT IR AR ET RIS EICHRAHYET .
HORETIEET SEE L. ZERETTIERYRMEEELTEZEL,

lzzo 05020

A= DEFER CTHERATHIEE. tXa) T4LLTEBRGKEIZEIZES S TLE

j—o
FEIILA) T HEBETIL, LAN BIMS DA A—Ry MERISH T R E T —2UNET(ILE
YT (RE)THENTEET,

FEILILA) T HEEEERT A5 A SN LDTIER (Web &) (X TELLKLBYET , (74
TREHAITABTRLRERET HEEFTEEY)
f=1=L. VPN oD ZEIZEL TIX 4L R U T EITVWER A, UL—FR—Z®M VPN Z[<)

KEET,. ZE IR EERATBHIHEE L., access—list AV RDEET. “dynamic” %15
ELET,

IEEEWH IPVAREET R 1) R M, 192.168.100.0/24 2B FT 5 (FaAEMH)

‘ Router(config)# access-list 1 permit 192.168.100.0 0.0.0.255

REMF 2 IPVAYRERT VX 1) X BT, src=192.168. 100. 0/24 dst=192. 168. 200. 0/24
ERET D (FEFAIEM)

Router(config)# access-list 100 deny ip 192.168.100.0 0.0.0.255 192.168.200.0
0.0.0.255

HEHIS IPVEEET IR R NI, src=3ffe:110::/64 & dst=3ffe:111::/64 %%
E9 5 (FralEi)

‘ Router(config)# access-list 3000 permit 3ffe:110::/64 3ffe:111::/64 ‘
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EFI 4 IPV6HEREET 2R 1) R RIZ. src=any srcport=any dst=any dstport=80 %%
Ed D (RHFAEMN)

‘ Router(config)# access-list 3500 deny tcp any gt 0 any eq 80 ‘

lasns zmonsvovemers arw

‘ Router(config)# access-list 100 dynamic permit ip any any ‘

I HEHI6 FEEM fnsc.co. jpIBDRY —IL—TF 1 >4 (ipsecifl M) ZHRET S

Router(config)#fqdn-list 1 www.fnsc.co.jp
Router(config)#access-list 100 permit ip any fqdn-list 1

Router(config)#class-map FNSC
Router(config-class-map)#match ip access-group 100

Router(config-class-map)#exit

Router(config)#action-map ipsecif1
Router(config-action-map)#set ip next-hop connected ipsecif 1

Router(config-action-map)#exit

Router(config)#policy-map FNSC
Router(config-policy-map)#class FNSC action ipsecif1

Router(config-policy-map)#exit

Router(config)#interface lan 1
Router(config-if lan 1)#service-policy input FNSC

Router(config-if lan 1)#exit

o= rex

IPVAEBET7THOERERAYR M (BES : 1~99, 1300~1999, 10000-11200)
access—|ist <access—list &FFE> { permit | deny } {any | GE{EETIP 7K
LR> GEETWildeard <24 > } [log] [count]

IPVATEEE 7 O ERA U X ¢ (FES : 100~199, 2000~2699, 20000~21199)
access—|ist <access-list &5> { [dynamic] permit | deny } <ZF@o koL
BE> [any | host GEEFTIP7RFLAR> | GREFTIP7RLR> GEETXT
Wildcard ¥« X49> } [KiR— hEMW> <TCP 7/R— +FEB>] [KiR— FEH> <UDP 7R
—+&ES>] {any | host <BBZIP7 KLRAR> | <BB% IP7 KL R> <FE%E
Wildcard <X %> | fadn-list <fadn-list&EE>} [ ICMP 24 T 1 [Kik—
B> <TCP R— rFEB>] [KFR— rEMD> <UDP ;R— +&FEB>] [[precedence
{<precedence-value>|<precedence-named-value>}] [tos {<tos-value>|<tos-
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named-value>}]| [dscp {<dscp-value>|<dscp—named-value>}1] [ip—flag
{<ip-flag-value>|<ip-flag-value:wildcard mask>}]1[log] [count]

IPV6 I ZEET O LAY R+ (BFE : 3000~3499, 30000~31499)
access—|ist <access—list FE> { permit | deny } { any | <3&{E3t IPv6
L74vyo x>} {any | <5B% IPv6 LT 4 v42 X> } [count]

IPv6 HEsR 7 V2 AU R b (BE : 3500~3999, 35000~36499)

access—| ist <access—|ist &FE> { [dynamic] permit | deny } <ZO koL
EB> {any | GERIET IPV6 TL T4 v o R> | [KBR— FEMD> <TCP R— +&H
B>] KR—FrEM> <UDPR—+ES>] {any | GEEIPV6E TL T4 v R>

| fadn-1ist <fadn-list &S>} [ ICMPv6 24 T 1 [KiR— FEM> <TCP 7R—
FESD] [KiR— FEM> <UDP R— +&ES>] [tep-flag {<tcp-flag-
value>|<tcpflag-value:wildcard—-mask>}] [traffic-class <traffic-class-
value>|dscp {<dscp-level>|<dscp—-name>}] [flow-label <flow-label-

value>] [count]
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filt

0

R E #EE

HEEFFDIE

access—list &
=

=

TNENDORMEDESZEEEL

ij—o

1~99, 1300
~1999
10000~
11200%

IPv4 1Z#
7oER)
Rk

100~199,
2000~2699
20000~
21199%?

IPv4 {i3E
7R
Ak

3000~3499
30000~
31499%?

IPv6 1Z#E
T7otrR)
A+

3500~3999
35000~
36499%?

IPv6 #53E
THOtER)
2k

LB

dynamic

BEIIILA) T EFERT S5

BITEELEY,

dynamic

2EI/ILA
yogmnxTy
R TIEARLY

{ permit | deny }

FFRIEMED . FEFAIBIE N EE

RLZFET,

|permit

AR

|deny

AR

LB

JOra)LBE

JoraLgiLLFTaoraLE

SERRLFET,

|esp |ESP

gre

Cisco’s GRE
tunneling

HEEAA]
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ICMP (IPv4 ¥53E
icmp |7OtRJRK
B¥)
ICMPv6 (IPv6 $i
icmpv6 [BR 7 7t A1) RX L
RF)
i fIP
lipinip I kR IL
|tcp |TCP
ludp  |UDP
0~ Jara)LBE
255  |FIEE
BINTGA—B(TRLRPOR—FE
any FSHE)T. [2TIHFEETSHE |any -
Bl any"® AHLET,
‘; % JT > . = — > == > 5 ~
’;; TPTE sEmrrLxemelEs.  [Pvd7RLRBR HRATT
- BETTFLAEREIEET 51
== HIZ, Wildcard TRIFIEELE [IPv4 PRL A LIEAT]
Wildcard ¥ X% +
REPTRY lagrrLzemmles, [P 7RLRRR LR
. EETRURAZEREIEET -0
PRSE Widoard | ="\ doard T RUEIEELE  [IPvé FRLRR LR
TR +
[fadn-list™ |fqdn-list #HEELET . |1 ~507% LR
IPv4 R 7 O R AT, #(E
host TT/BETRFLAELTHRARZE  |host -
LAFIEETHIGEIZDITET,
EIETTIPv6 7 EIETT IPV6 TL Iy I REIRTE . S |
PP gy Pv6 TL 74w AR | BEEFA
E% IPv6 L [EF IPv6 LIy REIEEL i s |as
e iy Pv6 TLOqv AR |EBARA
[{gETESICMP 247
administratively—
prohibited
TArLES T icmp EHREL |a|ternate—address
]CMP 947} T:i,z_ﬁ(:‘ ﬂ%&j-é ICMP 94 |conversion—error ?’}qu) ICMP
THEHEELET,
|dod-host-prohibited
|dod—net—prohibited
|echo
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|echo—rep|y

general—-parameter—
problem

|host—iso|ated

host—precedence—
unreachable

|host—redirect

|host—tos—redirect

|host—tos—unreachable

|host—unknown

|host—unreachable

|information—rep|y

|information—request

|mask—rep|y

|mask—request

|mobi|e—redirect

|net—redirect

net—tos—redirect

net—unreachable

|net—tos—unreachable

network—unknown

|no—room—for—option

|option—missing

|packet—too—big

|parameter—prob|em

|port—unreachab|e

|precedence—unreachab|e

|protoco|—unreachab|e

|reassemb|y—timeout

redirect

router—solicitation

|router—adver'tisement

source—quench

|source—route—fai|ed

|time—exceeded

|timestamp—rep|y

|timestamp—request
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|traceroute

|tt|—exceeded

|unreachab|e

ICMP 41 7 {i (0~255)

ICMPv6 54~
(IPv6)

JORILE ST icmpv6 " FIETE
L& &I1Z. R ET S ICMPv6
AALTERELET,

| ICMPv6 #4F

|address—unreachab|e

administratively—
prohibited

|dest—unreachab|e

|echo—reply

|echo—request

|erroneous—header—fie|d

hop—limit—exceeded—-in—
transit

|multicast—listener—done

|multicast—listener—query

multicast-listener—
report

|neighbor—advertisement

neighbor—solicitation

|no—route—to—destination

|packet—too—big

|parameter—prob|em

|port—unreachab|e

reassembly—time—
exceeded

redirect

router—solicitation

|router—adver'tisement
|time—exceeded

unrecoghized—next—
header

|unrecognized—option

ICMPV6 #4 J{E (0~
255)

£TOH
ICMPv6 24
7

R—rEH

R—rESEHETIEEY 5=
BIZ R—MEMHEEELETT .

teE T BHHE—IA
W

st R TR—IE

E£THOHR—F
(KARRER E 7R
L)
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BEYKRENKR—
FESNER
BETHR—+E
It S &YIhSR—
FEENXR
BETHR—E
neq |BLSNDR—FE
ENER

I R—tDEFEEE

#less

| TCPHK—MEE

|bgp

|chargen

|cmd

|daytime

|discard

|domain

|echo

|exec

|ﬁnger
fep
|1°tp—data

|gopher

|hostname £7TO TCP
R—rES

. TabaL T tep EHRELISA
TOPR—FE |- wged2TCP K—1ERE ||
N EELET . dent

|irc

|klogin
lkshell

|Iogin
lIpd
|nntp

|pim—auto—rp

|pop2

|pop3

|smtp

|sunrpc

|sys|og

|tacacs
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|tacacs—ds

talk

|te|net

|time

|uucp

|whois

|WWW

TCP /R—+FES (0~
65535)

UDP /R—+ &
=

JOrIL T udp " ZIEELI-1E
BlZ. xtHET S UDP R—hE
SEHRELET,

| UDPK—+BE

Ibiff

|bootpc

|bootps

|discard

|dnsix

|domain

|echo

|isakmp

|mobi|e—ip

|nameserver

|netbios—dgm

|netbios—ns

|netbios—ss

|ntp

|pim—auto—rp

|rip

|snmp

|snmptrap

|sunrpc

|syslog

|tacacs

|tacacs—ds

talk

|tftp

|time

|who

£7T®m UDP
R—hES
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144

|xdmcp

UDP R—+FE (0~
65535)

precedence—
value™’

precedence-value ZEXELET .

0~7

LH A

precedence—
named-value™'

Ko
filt

precedence—named-value &

Li-g-o

|routine(0)

|priority(1 )

|immediate(2)
|ﬂash(3)
|ﬂash—override(4)
|critica|(5)

|internet(6)

|network(7)

HBERE

tos—value™'

tos—value ZEXELET .

0~15

HEEA AT

tos—nhamed—
value™!

tos—named—value ZERELET,

|min—momentary—cost(1 )

|max—re|iabi|ity(2)

|max—throughput(4)

|min—de|ay(8)

|norma|(0)

LA

dscp-value™'

dscp-value #EZXELET,

0~63

HEEA A

dscp—named-
value™!

dscp—named-value & ELE
9,

ef(101110b)
bf(000000b)
af11(001010b)
af12(001100b)
af13(001110b)
af21(010010b)
af22(010100b)
£23(010110b)
af31(011010b)
af32(011100b)
af33(011110b)
af41(100010b)
af42(1001000)
af43(1001100)

HBERE

%1

ip—flag—value

ip—flag-value X ELET,

0~3. %<&, 0~3:0~3

(TAIRH—F<TRY)

HEEA A
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top—flag- ) 0~63. -'BL((?:L O~\63:0
o tcp—flag-value ZERXELET ~63(TAILEH—FTR |EBEFA
value )
. . E—] 0~255, %L([Et\ 0~
t;a:jf;c—class— g-afﬁc—class—value HRELE 955:0~255(F LEH— | GBS
° F<X%2)

flow-label [flow-label #FZELET . |0~1048575 B
INTYRTAILR) DT REREIZE LY
TERAEEMHGTEA) ICEYRLE
INTYRDS, D4R ag 2 TR

log RHFREINFET, log Bk {0
dynamic I8 EDIHZE . FEHLI=F FH A,
B4Ry LIz Ny k&
REERLEE AL
HEHERELTILZICEYRL
=Ny A ERRLE

count 7o count NI ULEAT
dynamic {§ EDNHZE . FELIF WEFA,
B4 ARIZE YLz Yk K
SELEEA.

BRI M)H:V1.03(00)LLRT X ERK 1024 T M), V01.03(00) LLRE (3 485 R
X1 INBDINTA—=EETLINA) T TCHERTHIEIXTETF A,

%2 ZOMADUERET(E. V1.13(00) LU EHYR—F

%3 /8T A—A fqdn-list [, V1.16(00) LIEEHR—k

X4 /85 A—4 fadn-list FE DX TEFE 1~50 (L. V01.18(00)ABEHHR—k

|comzsanugs
access—list ZFERALI-#EEZERATEEF AL

I%E%—F
BEAREE—F
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I ipv6 access—group

access—list ANV R THRELI=74IWA) T T—8% KA AT—ATHEALET,
AN T T—RIE AV RTI—RTRIELIZ/ NV YNMITERT 500/ KA 3 T1—RIZ
BEIETHN\TYNIERTIOMNERRETIVLENHYET,

refresh AT REIZHRI-ABZATURTT,

I BEHI 1 access—list 3001 THEE L= F—5 %, PPPEI £{EREICEAY %

Router(config)#interface pppoe 1
Router(config-if lan 1)#ipv6 access-group 3001 out

| &EpI 2 access-list 3002 TIEE L1z T—42 %, PPPoEl h\ > DRIEHISEAT

Router(config-if lan 1)# ipv6 access-group 3002 in

Router(config)#interface pppoe 1 ‘

I:l'?“/ reE=

ipv6 access—group <access-list Z5> {in | out }

| NS A—4
K5 A—% | BENE | BEHE | EREOE
3000~ 3499
access—list & |T4ILA) T DT —REHRELI=-THEXR [3500~3999 SRR
= ALDEBESHEEELET, 30000~ 314993% .
35000~ 364993%
AR ITT—ATHDRIER(in) /1371 — -
{in]out} AMEDEER (out) DEBLTIAILAY Y out HEEA ]
TN ERELET,

¥ COEMRDWERSEERX. V01.13(00) LY R—~

|:®%E§ﬁbtm%@

FBUAVEBTI—RTIK IP TR IR T EFERLEE A,

IIP T4 UTIZDNT

BREL/ Ny SHE R LIE N EWN TR, EFa) TARIED-OERT HHEETT .
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BEE—F

PPPoE /871 —AREE—F
LAN A 2Tt —REEEE—F
EWAN A U871 —RREE—F
VLAN /U871 —REEE—F
FoRIABTT—RAREE—NR
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I ip stateful max—sessions

ZBIANA) T T—TILDRBERELET .

CCTERET HHL8UE. IPv4a/IPv6 TERTAFE I T T—TIL DB ERYET,
NAT ZHFHLTULBIEE  NAT ZT—T )LDy arHb 6 8 THHIEL TLESLY,

LEEh $EI 08U T T—T%E 20000 £y av5E

NEET S

‘ Router(config)#ip stateful max-sessions 20000
EEPIE £

ip stateful max-sessions <tzvwv < 3> %>
Ls52=%

85 A—4 | BRENE B | HREOME |

s - NN e = 2048~ "
‘tjza‘/éﬁl ‘?—E?»{M/SI'JD’JT-?)bd)aﬁﬁﬁ’éaﬁ?ﬁbiﬂ'o 90000 HEEAT] ‘

LoogssibuLga

FEINWA) T T—=TIILDOBRKREIL., 2048 (ZHYFET,

EEE—F

EAREE—R
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VX574 v 1—F1v508%E

I ipv6 route

AEBD, IPV6 REITAvIIL—bERELET,

PPPoE 4> EWAN {# T 515 & &, Nexthop @D IP PEL AR A MSLENT—IANHYET D T,
Nexthop ELTA A TI—REIEETHELTEET .

Nexthop [ZIPv6 PRL R (A A7z —ATIEHL) EHEL-EE L. TDIFEEAND ANV I{E
FIEETHIENTEET,

TIAILNIIL—REIRET HI5E . FBEICIE” :0/07 ZHEELET,

refresh AXURZICHERNIZEAOTURTY,

IE&EWM 3ffe:2::/64 58D Nexthop % 3ffe:3::1 £FBBE (A MY vIIXIEELALY)

‘ Router(config)#ipv6 route 3ffe:2::/64 3ffe:3::1 ‘

LE&Eh 2 3ffe:2::/64 5300 Nexthop %, PPPoEl £ 22 T —R L F BI5A

‘ Router(config)#ipv6 route 3ffe:2::/64 pppoe 1 ‘

IEEH3 T4 ML—FEPPPEI AL AT T—RETHIBA

‘ Router(config)#ipv6 route ::0/0 pppoe 1 ‘

LEEh 4 RA£EES BIL—F % nexthop ISIEES 5158

‘ Router(config)#ipv6 route 0::/0 ewan 1 ‘

RA Z2ETDN—EDNERFELIES. TNOEIRA REL—FVAMELTEELEYS,
RA EEIN—FVAREF AVBTI—RABHT-YIKFETERTHENTEET,

IEH5 Nexthop £y O—ALT KLATHEES 558

‘ Router(config)#ipv6 route 0::/0 fe80:3::1 ewan 1

I:l'?“/ reE=

ipv6 route <FESEE T L T 1 v Ao {NextHop> [{4 B2 T 1 —REZFD] <A 2B T —RAE%)
[<distance>]
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I NG A—4
Ck5A—% | BRENE | BEfHE | ABREOE
SR TL T DR 7\\97-4“/7)1/—7-4/7 MD3E5E IPv6 TLT IFiv6~ FRLA BRERT
VIR fe=k
FEEANEIET D= D NextHop D IPv6 7 |IPv6 PRL R |,
NextHop KL% Rt HBREAT]
lan 1
NextHop 1229 0—hHIL7RL XAZF$EEL |ewan 1~2
AVBITT—REH |[FIBEIZ. FD GW DRED A2 AT —AIZ |pppoe 1~24 |-
FETLHIIDIEELLYET, vlanif 1~100
dialer 1~20
FEHAEET 512D A2HT—RELT |lan 1
BELET, ewan 1~2
AR ITT—RE*? |PPPoE M&LSIZ, NextHop @D IP PRLAHS |pppoe 1~24 |BREFA]
BRFEICHODDIELMEE O, B RA ZE(E  |vianif 1~100
THIL—INGFETDIHEEITHEELET,  |tunnel 1~100
distance i9?4‘771b—7_'43/7 M distance {EZ 15 9 D55 ’
ELET,

BRIV M)E:5000 TR UL—F42 57— LB HIL 10000 TUHY))
X distance {EIC 255 ZRTELI-IES .. TORRERIIEDIRELZYET,

I CD/REZITHIEWNGS
RBTAVIIN—T4V T LB ESNFTE A,

fEEE—F

EABZEE—R
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i EoswE

! ipv6 mtu

ABTT—RD MTU EZFEELE T,

refresh AT RZICHERNIZESITURTY,

&5 1 LAN @ NTU £ £ 1400byte 23 %

Router(config)#interface lan 1
Router(config-if lan 1)#ipv6 mtu 1400

I:l‘\?‘/ FEH

ipv6 mtu <MTU £>

I INDA—A
K5 A—4 | BENE 5% E HEE HRREE D 1E
lan 1280~1500
pppoe 1280~1492
MTU £ MTU RZHEELET, ewan 1280~1500 |&REAFH]

vlan 1280~1500
tunnel 1280~1500

|conzsmbuigs

BEAVEITI—RIZEYLUTORIRYES  BERFEEOLETHYFEE A

LAN: 1500
PPPoE: 1454
EWAN: 1454
VLAN: 1500
Tunnel: 1460

IMTU k&EEG?

MTU &(& (Max Transfer Unit) DEE T MTU B&IE. BE .1 T INTERIENTES IP /4

YR(AP ANy S +IP RAO—R) DREIZWLWVET,
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fEEE—F

LAN A A7 —RBFE—F
PPPoE A2 37T —RBEE—NK
EWAN /271 —ABEE—K
VLAN /BT —RABEE—F
o RILA B TT—REBEFEE—F
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I ipv6 mtu—receive—enable

HELTNAAUETI—RAT. Z{ELF-RAD MTUA T3V THEESN TS MTU [EZ BT
LT BESICEELET,

BHELIBA . ZIELE-MTU REL RESNT- MTU RZLEEL., INESLMEZEBROD A 4T
—2Z2MO MTU £&LET,

KEFEEZITOEEIZL. ipvb nd receive—ra AY U RDHBENNETT,

ZEF T EWANI A2 T7x—XT, ZEELERADNUA T3 o THRESATWLS
NMUBZAEXET S

Router(config)#interface ewan 1

Router(config-if ewan 1)# ipv6 mtu-receive-enable

I:l?‘/ FEH

ipv6 mtu-receive-enable

Ls52=%
INSA=BEBYFEE A,

|:®$E€ﬁbﬁu%é

ipv6 mtu AX VR DEREIZRWNET,

fEEE—F

LAN /2371 —RBEFE—FK
EWAN /23 J1—RBEE—F
VLAN /2871 —RAEEEE—NR

153



IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

| &us—n—5424

! DSAIVTDESE

I class—map

ISRV TE—RIZBITL. NS T1v0ERET DIV I7ATEEELET,
9S5ATYTE—RTIL. match ip HLLIE. match ipv6 AT RIZEHO TS T4 v DD EEHEMNE
ESNFET,

BHOEEINRESINTHEE. match-any DEEIZK>T. BEDEHEH OR FHELLH.,
AND & ELBMDIEESNET,

IPv4/IPv6 MDEWZKYERESNTI-OTURNZELEVWESIHIEE L., BESN-FHIXESRS
NBEDTIFEL, FREILEHESNET,

refresh AU REICE®ICEAaTURTY,

e USRIy TREE—F~ABITTD

Router(config)#class-map video-class

Router(config-class-map)#

I:l?‘/ FEH

class-map <V S RT v T& >

/354 =%
| Kk5A—a | BEANE | BEEE HIFHOIE |
9527y TE IRV EHERELET. |16 XFLUAOXT [LBRE

LcoResithiulgs

DSAIYVTRBIZKBNST4vIDREEEITLEE A

fEEE—F

EAREE—R
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match—any

Bl— class—map N CHEED match FTAERIBEN-HZEDIEEIEELE T,
WFNh 1 DD match FTIZTYFLIZIEE I class—map [SEELI-EHIBLET,

refresh AT REIZHRI-ABATURTT,

I%im1 P7oERYRRDI0ELLIZI01BIIVFTE L5714 v EHR
EY D

Router(config)# class-map video-class

Router(config-class-map)# match-any

Router(config-class-map)# match ip access-group 100

Router(config-class-map)# match ip access-group 101
( )

Router(config-class-map)# exit

I:?DF%ﬁ

match-any

Ls52=%
INTGA=BEHYFEA

| cogEzabilngs
2T match fTIZRYFLIGEIZ. VATV T IZEE L LHIBLET,

BIELT, BREHI 1 T match-any ZHEELGA OB EEUTOLIITBYES,

Router(config)# class-map video-class

(
Router(config-class-map)# match ip access-group 100
Router(config-class-map)# match ip access-group 101
Router(config-class-map)# exit

DBE.IPT7IERA)RARD 100 BIZTYF . N2 101 BIZIYFTES5T090% 0 RELE
9,

fEEE—F

VIARYTREE—F
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I match ip/ipv6 access—group

ISRV TATIVFTBNST490% P 7OERJRMZKYERELET,

RS T499 IPva 184y bDIHE . match ipv6 AR URIERRILEBYET  HICRS T oM

IPv6 /X4y b DB E . match ip ARURIEFRRILELYET,

BHOD match NEBEINHE . EESNTIBIZFE@ESNET,

[B— class—map 2LV T match—any BMEESNTLSIZEIZ(X, LT D match {TIZHRS T4

YONBEELEMNST=IEE . 528 T B class—map [ZIXBEE LGNt DESNET,

match—any BMEE SN TLVELMEEIZIE, WT N OD match TICRS T4y EE LGN o1
S8, %89 B class—map [CITBEE LMD ESNFET,

TIEA)ALD log & count [FEHREINET,

refresh AU RZICHEZNIZESATURTY

e IPFOERUR D N0EEIVFTR STV ELTRES D

Router(config)#class-map video-class
Router(config-class-map)#match-any

Router(config-class-map)#match ip access-group 2000

(
(
(
(

Router(config-class-map)#exit

I:l?‘/ FEHX

match ip access—group <ext-ipv4d 79U X 1) X +&FES > [input-interface (<1 >
27T —R%E> [port <R— FEED] ]

match ipv6 access—group <ext-ipv6 72 X 1) X &FES > [input-interface {<A
VR I71x—R%> [port <R— F&EE>]}
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~o
N

A —4
154 —5 BEWE mERE
[}
extoipvd T4 SRR YTHRTIYYFSHNIT499% 100~199
R ext-ipvd 77 RUAMES TIHELE  [2000~2699 HEETE
= 4, 20000~ 21199%"
ext—ipv6 HDSRATYTRNTIYFT BN T190% 3500~3999
THOERYRALE |ext-ipv6 7UERJAMESTHELE s |BEEATE]
2 35000~ 36499
5 9,
lan 1
ewan 1~2
. H5RTYTRTIVFEBRS T wm%  [PPPoe 1724 LTOAY
AURTT—RH . . dialer 1~20
ANAATT—RTHELET claler v [57T—2
ipsecif 1~1000
tunnel 1~100
vlanif 1~100
. LAN 124
. ~ - i R— = =
H—pEE I_EALlil;;’)'l?I ADYER— ESEE bort 1~8 ST 2D
° R—+EE

1 ZOMMNDOL=EREHHIL, V01.13(00)LLEHR—k,
¥2 ipsecif 1~1000 (&, V01.13(00) LA f&EH7R—k, FITELnet F200 Plus T3 E&H £ TH
A%h, FITELnet F200 TIXEE &S 100 TV M) DA F%h

|:®%E€ﬁb@m%ﬁ

FZYISATYTITNS T4 DTy FLEREA

REE—F

DIARYTHEE—F
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I match ip/ipv6 input—interface

ISARYTATIYYF T B T499% . ANAAT—RIZKYRELET .
rSD4998 IPv4 134y DIBE . match ipv6 ATV RIEFFRRILELRYET WIS T v om
IPv6 /34y DIBE . match ip AT RIEREILELRYET,

FEHD match NEZ SN T

5E . EESNEIRISFHESNET

[E— class—map [ZHLVT match—any DEESNTULBESIZIE, WF D match {TICERSD
AVIDNBEELEMNOT-5E . %Y T B class—map IZIEZBEE LGNS0 DESNET,
match-any BMEE SN TLVELMEEIZIE. LWFRD D match TIZS T4y I EE LG o1z
G55 . %89 S class—map ICIXBEE LGNz DESNFET,

refresh AT REIZHRI-ABIATURTT,

I%EM1

S O4 9D EREITHAFZTT—RAEZEWN 1 ELTEET S

Router(config)#class-map video-class

Router

Router

(
(
(
(

config-class-map)#match-any

config-class-map)#match ip input-interface ewan 1

Router(config-class-map)#exit

I:l'?“/ reE=

match ip input-interface <4 >4 7z —R%> [port <FR— FHESD]
match ipv6 input-interface </ >4 7 x—RX%&> [port (R— F&HEE>]

I INTG A—4H
| RS A—4 BENE | BREEE | ABEOE
lan 1
ewan 1~2
(o 9r—z g [JIRTITATIIFT BT DA% Zf;ﬁ’;’re 11:2204 LTOA(57T
ANABTT—ATHRELET, S % |—A
ipsecif 1~1000
tunnel 1~100
vlanif 1~100
. = LAN /237 1—ADYBR—ES% LAN /23 7x—
T~ rt 1~8 o
R—hES EELET, po ZADR—+ES

% ipsecif 1~1000 [, V01.13(00) LLB&H7R—F, FITELnetF200 Plus Tl £ T{E A TTRE,
FITELnet F200 TIXE¢E&EE P, 100 T M) H3ME AR HE,

|conzsabsiss

FZYISATYTITNS T4 Ty FLERA
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VIARYTREE—F
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I match policy—flag

QoS ZEAD IS MNtEvrEn TS, LLLIEEYFENTWVEWMEE D class ELTEIMELE

j—o

ARVNT IV OEHA 1 ELHLEUVVRETIX, /RYS—D545 % OFF ELTHRULVET,

refresh AU REICHERNICESITURTY,

L)
I axX &

1 1

QSEETR TS5 D class # POLIT-FLAG &9 5,

Router(config)# class-map video-class

Router(config-class-map)# match policy-flag POLI1-FLAG set

Router(config-class-map)# exit

I:?DF%ﬁ

match policy-flag <7R1) > —2T545 &> {set|unset}

L/354-%
kS A—5 | BRENE | BEHE | AREOE
RUS—D55%  |QoS ZERTISH D class #EELET . |BA 64 XF |HEEFA
QoS ZEATSY MityhSnTLEHLL
[, SR TOVENMSEERRELET,
RIS —T5T BeybEh TS
set|unset set PN ‘ szre:;et HIRAT

| cogEEabiLngs

unset

R)—=IZT BtyhEh TV

WNEEICEF

e

ax ;&

EEE—F

ZI2TUWVEWNMEEIE, COT37 DERIEISADITOFERELTEALEE A,

DIARYTHEE—F
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I TR TDEE

I action—map

action—-map E—RIZFITL. b T749 2109 570 avEEEZLET,
ETBFRICE>THR—RENGNT L3280, IPVvA/IPve DEWVDIZKYSERFEIN-OTURAEZ

BLBWEIGIBE  EBESNET IV [FEHRSNET,

f2Eh1 70030y TREE—FABATS

Router(config)#action-map stream-action

Router(config-action-map)#

I:l?‘/ FEHX

action-map <72 arvyv74 >

I/i’%)‘—@
k54— | BENE | BERE | 4BBOE |
N ~ W < - w B 16 K?l/j\m /g <
‘77/3/7 v T4 TRV TRBERELET ‘@X?ﬁﬂ HBREA ] ‘

|:®%i§ﬁb@u%ﬁ

TOAVEERSNFE A,

EEE—F
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I set ipv6 next—hop

ToavELT Ny EERELET (RUS—IL—T12),

BE#Eh#EEDSE, distance [EAB2EB/INSWFIFENERIZHYET,

BMEh#EEDSE ., oL distance EH/NSUVFHESEMNE — distance [E TEBETET 55
&.config RIRCRLLDHRENEHEINET,

distance [EMNERESNTIGE DT IAILMEI 1"ELET,

PR ENEETRELSE . TORKREIBHRINFET,

B2 DOp#fENETREFTRELES. DLLUIIETEINTULVEWES. set {iplipvblnext—hop
default ANFEESNTLBGEIZIE. BEDIL—TA40 TN THEOAET  FEESN TLEWNMEEIC
[E. Ny I RRE/ Ny R ELTRESNED .

INTYRDYIPVA DIBA | set ipvb [FERSNET . BT/ N7 ybA PV DIFE | set ip [FERE
nxd,

AOATURX V/F ZEROY—ERRYL—ELLTHRESN-GEL BREEERKROY—EXRR
Jo—ELTERESN=SBIZOAENELY  IV/F ZEFHOY—ERRYL—ELTEHRESNI=S
BICIFESFINET,

refresh AX U RZICHERNIZESHITURTY,

I SEF 1 /8y Roh#ESE A 2002:1004::1 (2 distance 10 THRET S

Router(config)#action-map stream-action

Router(config-action-map)#set ipv6 next-hop 2002:1004::1 distance 10

I:l'?“/ reE=

set ipv6 next—hop <IP 7 FLR> [4 & 7 x—R*¥][distance (1-255)]
set ipv6 next—hop <A % 7 x—RX*2 [distance (1-255)]
set ipv6 next-hop default

/354-%
CR5A—% | BENS | BEHE | EREOE
P PELR BHESED P PRLRERELET BOTIUAR e
e o
ABTT—R* |NextHop [Z)YA—hHILTRLRERELI-HE oe 1~24 |~
£, A28 TT—RADIEEN DALY ET o 1100
PPPoE A STT—RADEIIZ, BBEANIGES S | o,
AVETT—R | Nexttop O P PRLADBIREIZAMSHL |00~ 5 (BT
BRITRELET,
[distance |ER#5E0D distance E%ERELET [1~255 k
RI—I—TAVTETHOTI BEDIL—T4 .
, 7% LT
default ©HERTHNES L HREA ]
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| coszeabuusa
AT L E A

| % to7oraiodistance fE
fthadZ7OraJL®D distance fE(X, LTDEKSIZHEL>TLET,

| Joran [ForabE| #E
R5TAvY [ EEAE
EEL— - EEE
‘BGP(externaI) ‘20

‘BGP(internal) ‘200 ZHEAHE
IBGP (local) 1200

RIP 120 EEAAE
|OSPF (external) (110

‘OSPF(inter—area) ’110 EHEAHE
‘OSPF(intra—area) ’1 10

IKE JL—F 0 EERA
[SA-up JL—F 0 EEAE
[REDUNDANCY JL—F [0 EEAE
‘EventAction JL—b ‘1 ‘&":EEI?I‘E
‘AutoConfig ‘0 ‘&":E;Fﬂ

EEE—F

T AR TEHREE—F
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| ®uv—<vioxs

I class

DSRARYTET IV EEREATT. 95V D45 —SarvEant=b5749 010 T 57 av %

E&ELET,

BHDUSADNEEINIGE . FRIBICKRESh ., RAIZIYFLEISRIZHT 5T 03>
DHMETINET,

B—92AIYTEZIZHLTIE, =2 D7 I a3y DHEERTEFT (RA—ITATYTLZIZHLT
X, BBRBLBYET),

refresh AU RRICHRICARHIATURTT,

IE&EWM 95 ATy (video—class) &7 a>r<w T (stream-action) % xfi
St5

Router(config)# policy-map stream-service

Router(config-policy-map)# class audio-class action stream-action

(
Router(config-policy-map)# class video-class action stream-action
(
Router(config-policy-map)# exit

I:l?‘/ FEHX

class <HSARAT Y TEL> action <7H 3wy T4

| IRTA—4
| KA —8 | BENE | BEHE | LHEOE
952275 (HESHBITRTIEERELET. ¢ TP g
ToarvyT | DFBTIaIvTRERELE 16 XFLIAD SRR
% ¥, pa

| cogEEabiLngs
HSATYTET LAV EDRGEEESNEL A,

EEE—F

R)—TyTEEE—F
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I policy—map

policy-map E—KRIZFEITL. VTAIYTIZE>THELI-FS 7491/ LT, ED K54 H| %
TS EEELET,
CCTHRELER)—yTE2E/HICT BIZF, R4V FTT—RAREE—FR T, “service—policy
input/output’ AV K TEEELET,
Fi=. BRREEER)—IL—T42TF 55 &1L, “service—policy local’aAY R TEEZLET .

e RUS—Ty TREE—F~BITTD

Router(config)#policy-map stream-service

Router(config-policy-map)#

I:?DF%ﬁ

policy—-map <R!) —< v TEL>

/354-%
= BENE | BE@E | 4BEBOE |
Ro—2uT8 RS —ToTRERELET, ‘§;§Taww T

|cogEzabings

R —I VT DREEITICENTEEE Ao

fEEE—F

ERREE—F
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I statistics update

MEHBERMD DIV REITOINEIDERELFT T,

refresh AT REICHERNIZHESITURTY,

L&Es 1 sEtEgRon YL FETS

Router(config)# policy-map stream-service
Router(config-policy-map)# statistics update enable

Router(config-policy-map)# exit

I:?DF%ﬁ

statistics update <A™ > FERTED

L/354-%
| Rk5A—% | BRENE | BEFIE | AREOE
FEHERONIUNETINEIDERELET .
. LS | enable e
PILRERE  lenable [GEHERO NI NERTS | disable DA

[disable [#EHEHRO NI ETHEL |

Loogssibulga

HEHBWRODIUPEITVEE A,

| ®eE—F

RYO—2ITHREE—F
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| Uy — L —F 42 UB D NextHop 818

I ipv6 polling—interval

R —I—T4 T BICH TR BRENE SN EHIT S0, FEESN =k LT
BEWR/NTr b E R IET BIED Ipve BSR4 M (Neighbor Solicit) DX EMIfREIEELET .

ARP =[x A /DX ¥ aT—TILDSEEITLN, IPv6 TIHIREEMN
ND6_LLINFO_REACHABLE, ND6_LLINFO_STALE, ND6_LLINFO_DELAY, % U ND6_LLINFO_PROBE
THIGEICEMNTHAEHESNET,

FRLSMET B THONEHIESET,

AN THAGE . RUS—IL—TAV T HEETIE, IBESN =M E~NDEZEENHDHEHIEL.
ZTOHRBEEEDNTRBERBLET ., B THENMEE L., set ip next hop AY UK TEHREINT=
ROFEHDHEEFITLET,

EEREZED)ILYATIIERRDER/ N\ yhEER. ERESNIEENEMELRVET,

refresh AU RRICHZNICARHITURTT,

LEEn B85y FOREMBE 0BIST S

‘ Router(config)#ipv6 polling-interval 10

I:l'?“/ reE=

ipv6 polling—interval [EEtR/\4w iE{EREIME]

I NG A—4
e RENE | mEwE | ABEOE |
B/ 7ok lové B/ V7 MNeighbor Solicit) DIEMER | SiskfRE 5 B
HIERE  RERELET. IBELET.

|:®$E§ﬁbtm%@

BB/ Yy b DEERRA 5 ISRESNFET,

fEEE—F
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| Frqo—F4vs08E

| fadn-iist

access-list MoSHET S fadn-list FERELE T,
fadn-list Tl&, Z7RL RfRRLT-L) FQDN 25 ELET,

refresh AT REIZHRI-ABATURTT,
V01.16(00) LABEHR—b

I REHI 1 www. fnsc. co. jp Z& fadn-list [ZERET S

‘ Router(config)#fqdn-list 1 www.fnsc.co.jp

I:l?‘/ FEHX

fadn-list <fgdn-list &F5> <FQDN>

I INTG A=A
erers BENE | REwE | 4BEOE
fadn-list ZF S5 |access—list £ 1{TFIT5 fadn—list DHE B EIE |1 ~50% BEAT
ELET,
FQDN FELURBALIL FODN EHEELES . [BA 254 XF |[4BFA |

¥ I\5A—4 fqdn-list FEE DR EEHE 1~50 (&, V01.18(00) LUFEHHR—

LoogssibuLga

access—list TIRTE SN T= fadn-list DEBRENZITNIL, 54 access—list DERTEMNEIZHYE

-g—o
fEEE—F
ERFEE—K
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I fadn-list lifetime

fadn—list [2BERSNT= FQDN DT RLADMRRLTH L, ZHBTRLRAF T vyl ab LT

REFT ORREELA: ZERELFET,

refresh AT REIZHRI-ABZIATURTT,

DEEh 1 Fr v 2 REFERME 3600 BISRES D

V01.16(00) LLBEH7R—

‘ Router(config)# fqdn-list lifetime 3600

EESAS &

fadn-list lifetime <{R3FBFR>

I INTG A=A
erers BERE | REwE | 4BEOE
R R FRRLIZTRFLRZERETHEMEA )  120~3600 180
EHEELEYT,

Loogssibulga

180 FhEHYFET,

| ®eE—F

EXREE—F
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I fqdn—list query—interval

fadn-list [CE SN 7= FQDN D7 L R RREITOMMREAL: #HZHRELF T,
AET L RRRREFICIRY . RERTE ICBFRGARIRT HFET 10 BUMSAZ 10 BERTITLET,

refresh AT REIZHRI-ABATURTT,
V01.16(00) LABEHR—~

L&E6 1 FONO7 FLRBRETSMRE 0 BICHET

‘ Router(config)# fqdn-list query-interval 90

EESAS &

fadn-1ist query-interval <7 KL X#Z:REm>

I/i’%)‘—@
= RENE | REwE | 4BEOE

‘TFI/;(%E;‘J&FEEIBE

FQDN D f#RZE1ToMIMEELL: #)%EE  |60~90 60
ELET,

| CHD/REZITHIEWNGS
60 FREIfRELTYET,

| ®eE—F

EXREE—F
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| sxr2 romE

I ipv6 mld fast—done
BAURTT—RXT, Fast Done ZHMZTHMNEINDEEEZLFET,

refresh AT RZIZERNIZESITURTY,

V01.02(00) LA & 4K —

I%EM1 Fast Done ZE#IZT 3

Router(config)#interface ewan 1

Router(config-if ewan 1)#ipv6 mid fast-done

I:?yF%ﬁ

ipvé mld fast-done

|/\°5x—9
INSA—BEHYER Ao

|cogEzabings

Query [ZxfLT. Report 2y t—UMEAL LT IRLTHS, EFRIZF LT Done Ayt—U % BN
LFET,

fEEE—F

LAN /23D —RBEFE—FK
EWAN A B J1—RBEE—F
VLAN A B D1—RABEFE—FK
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I ipv6 mld group—membership—timeout

TIFENXY AN I —TIZEMT 2427 —RAEROREEBEEELED,
refresh AR RIZE#NZHAHaTURTY,

V01.02(00) AR H-—

I REH 1 REFEREZ 1500 ET D

Router(config)#interface ewan 1

Router(config-if ewan 1)#ipv6 mld group-membership-timeout 1500

EESAS &

ipv6 mld group-membership-timeout <{RiFRFRI>

/354 —%
Rerea BENE | BERE | GRBOE
TUNFXNYAN N—TIZBMT B3 71— .
‘ﬁﬁﬁﬁ RIEHDRIFER (24 1) 2R ELET h’ﬁﬁ% B

|:®%i€ﬁb@u%ﬁ
RIFrERE 260 R ELET,

EEE—F
LAN /AT —RAEREE—F
EWAN /27T —RAREE—FK
VLAN /R DT — AR EE—K
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I ipv6 mld last—listener—query—interval

AR TT—AT. Done Z{E#% D Group Specific Query [ZXtiz 93 5 MLD Report #=Z{59 571-
HOFHEEEHRELET,

refresh AT REIZHRI-ABZATURTT,

V01.02(00) AR H-—

lzen gremzoners

Router(config)#interface ewan 1
Router(config-if ewan 1)#ipv6 mid last-listener-query-interval 10

e 2 REBMZES0IUBETD

Router(config-if ewan 1)#ipv6 mld last-listener-query-interval dsec 5

Router(config)#interface ewan 1 ‘

I:?DF%ﬁ

ipv6 mld last-listener—query-interval [dsec] <{fFimFrE>

/354-%

K5 A—4 | BRENT SREHEE | AREOME
Done Z{£# ® Group Specific Query [ZX T S

IR R MLD Report {29 51O DIFHEERI (B AL:  |1~25 BT

MZEBRELET,
dsec FHERZ 100N BRTHRETIEEICIETE 1 ~255 FELMDHRTE
LFET (YET,

LoogssibuLga
RIFEME | BISRELES

EEE—F
LAN /37— RBEFE—FK
EWAN /A JT—RBEFE—F
VLAN /R DT — AR EE—FK
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I ipv6 mid limit

TINFFY AN —TAVTDERELTNBAETI—AT, VILFXF XA IL—TI12BMT S

A—HHDOELRERELES

refresh AT REIZHRI-ABZATURTT,

V01.02(00) AR H-—

IEQEWJ 1 TLLFXYRRIL—TIZBEMT 51— HE10L9 D

Router(config)#interface ewan 1

Router(config-if ewan 1)#ipv6 mld limit 10

I:l?‘/ FEHX

ipv6 mld limit <EFR{E>

I/i’%)‘—@
Reres BENE RERE | GBEOE |
TILFEYAN IIL—TI2S8MT51—HHD L P
‘LBEﬂE ‘Bﬁﬁﬁilﬁ@“o ‘1 128  |&HBEART ‘

| cogEEabiLngs

TIFXYAN IL—T(ZEMTHL—FHOEBRERELEFE A,

EEE—F

LAN /23D —RBEE—NK
EWAN /27T —RAREE—FK
VLAN /R — AR EE—K
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I ipv6 mld mode

INFXXY AN —TATETIBEDITAINFE—RDHREELET,

refresh AT REICHERNIZHESITURTY,

V01.02(00) AR H-—

I FXEHI 1 RFC3810 #EHLD MLDV2 ENfEZEEHS 42 5

Router(config)#ipv6 mld mode normal

Router(config)#

EESAS &

ipv6 mld mode <7 4 JLZE— K>

| IRTA—4

L K5A—% | BENE | BEEE | ABEOE
TAIVFE—FEERLET,
exclude— |downstream HVi5 D Exclude Join ]

SALBE—R |[filter EEEALES, excludle—ﬁlter BT

norma
RFC3810 ##L0) MLDv2 Bi#E%L ‘

normal 4

|:®$E€ﬁbﬁu%é
exclude—filter E—FCEIMELE T,

fEEE—F

ERREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ipv6 mld proxy upstream—forwarding

TIFEXYAMNL—T AT EITIRIZ, ERAVBTTI—AAD STy 7P EHRTEMNES
NERELET .

refresh AT REIZHRI-ABZATURTT,

V01.02(00) AR H-—

IE&E@J 1 ERAVETI—AND S T4 v I HBEHAT S

Router(config)#ipv6 mld proxy upstream-forwarding

Router(config)#

I:l?‘/ FEHX

ipv6 mld proxy upstream-forwarding

I/G%-’SI

INTGA=BIEHYFEE Ao

LoogssibuLga

ERABITI—AANDISTavOERBLEE A,

EEE—+F

EXREE—F
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I ipv6 mld proxy—group

BAVRTI—RIZEVWTYILF XY AMNL—T AT H#FTI5HD . MLD Proxy DE{EEEZET
BYIN—TFRLRET7IER) AN BEETEELET,

BEHBEINEIESIZIE. POERYANEEIBIZY—FESNET,

refresh A RRICERNIZHHAT VR T,

V01.02(00) LAFgH-R—k

I EG1 FUOERVRALES3B00ZETIL—T7FLRELTIEET S

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip mld proxy-group 3300

I:l'?“/ reE=

ipv6 mld proxy-group <72 X J R +EZ>

I INTG A=A
L K5A—5 | BENE | REHE  EBEOE |
o [JIV—TF7RLR%Z IPv6 RET7 X! (3000~3499 |,
‘77txuxh§s-zHD¢#6§mL$¢o ‘wmmNMMWGé%Tﬂ'

¥ COMMNDOUL=FHEREHAL., v01.13(00) LAY R—F

|cogEzabings

MLD Proxy IZ&BTILFXF VYRR —T4 0 Eh#LEE A,

fEEE—F

LAN /37— RBEE—NK
EWAN A3 J1—RBEE—F
VLAN AR 71—RABEFE—FK
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I ipv6 mld proxy—group—upstream

HELEALLTILFXIVYRAMN—TA2TETIMED . MLD Proxy DENEEE$ET BT IL—T
TFRLRZETOEAYRANEESTIRELET,

BHBEINEBEIZE. 7R ANESIEICY—,ENET,

F AV TI— AR EE—RERERREE—RTTIERRANEENEE T HER(E. 104
TI—RABRTEE—FRIEBEEINET,

refresh AT RZICERNIZLESITURTY,

V01.02(00) LLFGH—k

HEH1 FHOEAYRMBEEI0EZSIL—TF7RLR, ewan 1 ZEHRA 2T —2R
ELTHEET S

Router(config)#ipv6 mld proxy-group-upstream ewan 1 3300

Router(config)#

I:l?‘/ FEHX

ipv6 mld proxy-group-upstream <4 2 7z —R&> <FHU LR R +ES>

| INSA—4
K5 A—% mENE S éﬁfw
lan 1
. _ ERABTI—RIHEES 51057 ~ PR
A3 TT—REG CxERRLET. ewa|.’1 1~2 HBREAFT
vlanif 1~100
o |TIV—TT7RLR% IPv6 1Z2E TS+t X1) (3000~3499 ”
TIRRIRNES L pmhsERLET, 30000~31499% | S EET

¥ M DL =EREEEHIL. V01.13(00) LY R—~

|:®%E§ﬁbtm%@

MLD Proxy IZ&BRILF XY AML—T4o T LER A,

fEEE—F
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ipv6 mld querier—timeout

KA B ITT—RX T, MLD Querier DEFRAIEBZERELET,
refresh AR RIZE#NZHAHaTURTY,

V01.02(00) AR H-—

IEQTEWJ 1 HEFEZAIEHEZE10HET D

Router(config)#interface ewan 1

Router(config-if ewan 1)#ipv6 mld querier-timeout 100

EESAS &

ipv6 mld querier-timeout <&£7F4% 4 <ERED

/354 —%
ren BENE RERE | 4BHOE |
‘$ﬁ947ﬁﬁ gagymw®$ﬁ947ﬁﬁﬁﬂﬁﬁ»€$ kw“m -

|:®%i€ﬁb@u%ﬁ
H A/ TEERE 255 FMCRELET,

EEE—F
LAN /AT —RAEREE—F
EWAN /27T —RAREE—FK
VLAN /R DT — AR EE—K

179



IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ipv6 mld query—interval

BABITT—RX T, MLD Query *vt—C DEERRERELET,
refresh AR RIZE#NZHAHaTURTY,

V01.02(00) AR H-—

I REH 1 EEMRZE 100HET D

Router(config)#interface ewan 1

Router(config-if ewan 1)#ipv6 mld query-interval 100

EESAS &

ipv6 mld query-interval <E{ERIR>

|/\°5x—9
Rerea BENS | BERE | 4BBOE |
TS S T
S ZRA ZIILEQuerler)‘Jt CDEEMRE(BEA )% 30~31744 |SEEFT
EQIEL/QE_‘;_O

|cogEzabilngs
EIERIRE 125 IZHRELET,

EEE—F
LAN /AT —RAEREE—F
EWAN /27T —RAREE—FK
VLAN /R DT — AR EE—K
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I ipv6 mld query—max—response—time

‘A A TT—AT, MLD Querier HIZERE T 2R ALEFLHEZHRELET,
refresh AR RIZE#NZHAHaTURTY,

V01.02(00) AR H-—

laen sxmzmmzoness

Router(config)#interface ewan 1
Router(config-if ewan 1)#ipv6 mld query-max-response-time 10

|62 BAGERBMESNSUBLETD

Router(config)#interface ewan 1 ‘

Router(config-if ewan 1)#ipv6 mld query-max-response-time dsec 5

I:l'?“/ reE=

ipv6 mld query-max-response-time [dsec] <R KZEHFLERED

| INT A—4A
L Rk A—m | BENR BEHE | HREOE
, MLD Query RIZERET 2R RLEFLR .
> :‘\% S S ver e e ~ % N
BAGERSHE o s ) ameLes, 1~25 | EERTE
feos BAGEHLHME 00 SUBBEHTRE | | HELORE
THESITEELET, ZHYFET,

|:®$E€ﬁbﬁu%é

RRILERREZE 10 ISRELES

fEEE—F

LAN /37— RBEE—NK
EWAN A 2B J1—RBEE—F
VLAN /2B TJ1—RBEE—F
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I ipv6 mld static—group

BAVERITI—RAT, FIZE R T EVILFEIVY AN IL—TE2EELET,
refresh AR RIZE#NZHAHaTURTY,

V01.02(00) AR H-—

IE&EWH 3ffe:200::1 Z<ILFX v R T IL—T(ZBMT S

Router(config)#interface ewan 1

Router(config-if ewan 1)# ipv6 mld static-group 3ffe:200::1

EESAS &

ipv6 mld static—group <4 IL—T7 KL A>

/354 —%
= BERE | BERGE | AREOE
PRI HAICERITOVILTIVYAM L—T% [PV TRLR | 0
‘7)1/ T7RLR ‘E&El—/ij—o Ayt HREA ] ‘

|:®%i€ﬁb@u%ﬁ
TIFXr AN IL—TEFHMIZEEFLEE A,

EEE—F
LAN /AT —RAEREE—F
EWAN /27T —RAREE—FK
VLAN /R DT — AR EE—K
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I ipv6 mld version

AR ITT—R T, MLD Querier DEMEN—D3 2B ELET,
refresh AR RRICERNIZHEHAT VR T,

V01.02(00) AR H-—

I REHI 1 MLD Querier EMEN— a3 0 F MDV2 &9 5

Router(config)#interface ewan 1

Router(config-if ewan 1)#ipv6 mld version 2

EESAS &

ipv6 mld version <Ejff/N— 32>

|,\°5x—9

| R A—E | BENE
MLD Querier DENE/N—a 0 FRTELE T,

, [MLDv1 THEELFEY,
Z{SL71= MLDv2 Report [IBEELZET, 1

MLDv2 35 LET . 2
2  |MLDv1 Report #2{ELT1=35E . MLDv1-
Compatible TEIELE Y,

R E g

HEEEFDE

e/ N—Tay HEEAA]

|:®$E€ﬁbﬁu%é

MLD Querier DENE/NA— 31k MLDVT EREYET .

fEEE—F

LAN /23D —RBEFE—FK
EWAN /2B J1—RBEE—F
VLAN /87T —RBEE—F
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I ipv6 multicast—routing proxy

MLD Proxy IZ&BVILF XY AN —TAU T T ENEIDDHRELET,
refresh AR RIZE#NZHAHaTURTY,

V01.02(00) AR H-—

IEQEWH MLD Proxy IZ&kBTILFHXY R ML—T 4 T 50T 5

Router(config)#ipv6 multicast-routing proxy

Router(config)#

EESAS &

ipv6 multicast-routing proxy

|/\°5x—9

INTGA=RIEHYFEE Ao

LoogssibuLga

MLD Proxy IZ&BARILF XX RAML—TF 4T Zh#LEE A,

EEE—F

EAREE—R
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| Ecp oz

I ip multi—-path max—paths
ECMP TEHR TEARKNEBRBERTELFT .

refresh AT RZIZHERNIZESITURTY,

V01.02(00) LA & 4K —

laem corcesczsprmnusaicrs

‘ Router(config)#ip multi-path max-paths 2

I:?)P%ﬁ

ip multi-path max—paths <ZXE#H>

I/i’%)‘—@
e BENE | mEwE | ABEOE |
BBy [BAEBHERELET. [1~2 LB A

|:®%i%ﬁb@u%ﬁ
ECMP TEHF T ARHEMIL1TY,

EEE—F
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IPv4 )L—T 42T DETE

liP7rLzo8E

I ip address
AVBTT—AD P PRLAR, YT RYNIRIEHRELET,

refresh YU RRIZE#NIZAHSAYURTY , (IPsec 12271 —ADH5Fhs)

I&EH 1 PPPOE1 D IP 7 KLR%E 158, x x x. x x x. 1IZHFET %

Router(config)#interface pppoe 1
Router(config-if pppoe 1)#ip address 158.xxx.xxx.1

HEF?2 EWAN1TDIP7ZRFLRZ158. x x x. x xx. 1, YITRY FIRI &
255.255.255. 0 IZERE9 5

Router(config)#interface ewan 1
Router(config-if ewan 1)#ip address 158.xxx.xxx.1 255.255.255.0

I:?DF%ﬁ

ip address <IP7 FLA> <HTHRy kTR

/354-%
| k5A—5 | BENE | EEHE | SEEOE
P FELZ L{;;?I—Zl:§|ll')é'lfé IP 7RLRZRE I;;g?lfl/x SRR
P ;‘g/;ijbzi—élzﬁw%Téﬂj‘*‘yhvx’ﬂ ;}F;VSETH/Z SRR

¥PPPoE BEUIN—T N\ I L B8T—RATlE, HTRYMNRRAIDIREIXTEE A,
FoRILABTTI—RB KLY IPsec 12 TT—XTld. unnumbered 73> DERH
AIRETY, EEMI ip address unnumbered Z8 L TTF &Y,

I%E%—P

LAN /2271 —RABEFEE—K

EWAN /201 —RAHEE—NK
PPPoE /A JT—RAEZFEE—F
VLAN /371 —RFEE—NF
IPsec AR TT—AEHTEE—NK
W—T N\ IAL B3 D—REEE—F
oI ABRTT—RAEFEE—K
BVIAUAIT—RABFEE—N
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USB Ethernet /27T —RXEREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ip address dhcp

EWAN, USB Ethernet 1227 —X T, DHCP 547 MEREE AT S5 EITEELE T,

ADSL T LT PPP ##&imL EWAN f]IZ DHCP TFZRLRAZBH T B L5547 —RX 10, CATV A
UA—FhE DHCP T7ZRLRFEY L TATONAFIZZ2HLTLRIEEEIL. COE—KTE
B3 a2 HYET MALTWSA U A—Ry I —E RIZHEZRLTESLY,

ZDE—FDIFE.DHCP H—\MS[ 9547 IDIB LI KRR MR IDIEEZIE TSN DS
ERBYET . COBAIK. ATURDA T av ELTHEREIN-NBEEZHREL TS,

DEEhl1 EWAN A5 T —RTDHP 4 5472 lRERERAT

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip address dhcp

I:l‘\?‘/ FEH

ip address dhep { client-id [{ascii | hex} <S4 7> k ID>] [[type <B4 T D]
[hostname <7RRX F£&>]1| [hostname <A k#£>] ]|hostname<srk R k4>}

Ls52=%
K5 A—5 | BRENE | BEEE | ABEOE
5547 M D % ASCH 1= [£,
{ ascii | hex} hex THRELFT ascii I5AT b ID ZfHT7+

HSALFRID ‘ascii ‘EEEXGS SCF(ASCID) ‘hex LY
hex Bk 126 Hi(16 #£5) |

HSA4FRID B ’07'

= D =1 ASCIl Di5E
. OFATURID DRATERELE || 5 \ |
9o OAFURD B |
hex DHE
R RRANBEIRELET, 'BK 63 XF [RRRREM T

|comzsanugs

DHCP 54 7 U MaEZFRTEEH A,

|DHCP/7547> MREL (X2

DHCP ZOha/LEF|IALT.IP PRLREDBEHREZY L TTELL, TOARICLI=A-TIP
BIEZITIEOHAEE . DHCP U547 hMsBELLNNET,
FITELnet F200/F200 Plus [&. LAN 42427 1x—X T DHCP H—/\#%gE%E/-(X DHCP )L —T—

DU MEEENNME A TE, EWAN, USB Ethernet 12471 —X T DHCP V347U MERER A TE
E3 B
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BEE—F

EWAN /4801 —REEEE—F
USB Ethernet 12271 —REREE—F
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I ip address secondary

ABITI—RADIP EHhUFYFTRLREHRELET .

100)4’/5!71 RIZEHDEHUF)TRURERETHENTEFITA, EHVFUTRLA
AHBEEINFAVEZTI—RIFFERTEEE A

V01.02(00) LAR§H-7R—

FEHI1 EWANT1DIPEAUHY T FLR%E 192.168.100. 1 255. 255.255.0 (2R E T %

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip address secondary 192.168.100.1 255.255.255.0

I:l‘\?‘/ FEH

ip address secondary <IP7 KLR> <HTHy bIRY>

Ls52=%
| R5A—5 | BENE | BEEE
. ARAT—RIZENYETHIP PRLRZEEE  [IPv4 PRLXR |,
P7FLA ELET. ozt A
~ J— — L) L j A\ >
FIryhwry (12F7TRISENATEYIRVETAY IPvd FELR
%EXELQE-;_O

e BIEA T
=k
XKEAVFYPRLADHREIN-AE37z—R X FEATEEE A,

Lcogezabungs

THUF)FTRLRAZERTEFEE A,

EEE—F

LAN /2 ATDT—RERFEE—F
EWAN /27T —RAREE—FK
VLAN /3T — AR EE—K
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NRiP BT 25

I default—information originate

BEZTIAIMIL—RELT. RIP TEMITINESHEIRELET .

refresh AT RZIZERNIZESITURTY,

BEG 1T TIAILRIL— EDIEHRERIP THEIET D

Router(config)#router rip

Router(config-rip)#default-information originate

I:l?‘/ FEH

default-information originate

Ls52=%
INSA=BEBYFEE A,

|cogEzabings

BEFETIAILML—RELTIEBHILEE AW

L=

COHREF. TIHILMIL—FDEREF>TULVEWNEEIZ,RIP TT74IILNL—FEEBHT 5,
ESMDHRETY .

ABATAIIEETT IHILMIL—FEERTELTUL Y, L—T12 0 TaraLIZEY T I4ILEIL
—rEEBLTCWVEEEX. COBRTEICEST TI4IILMNL—LD1EHE RIP TIHELET,

EEE—F

RIP 4 —ERREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I default—metric

AREBE TERL-BHRIER (static DIEIR) Z RIP TILETAEDAN )V IEFERELET, =12
L. TIA4ILRIL—FDAR)YD[ZDNTIL, static BEL TNV =ELTE 1" THEELES,

refresh AT REIZHRI-ABATURTT,

TI5HFRFHDLME no default-metric ZIEELIIHE &, 1 BEESNFET,

E9 D

Iﬁﬁﬂ1 BELERETAYYIL— FDIEHRERIP TAET L. A R wofEED

Router(config)#router rip

Router(config-rip)#default-metric 5

EESAS &

default-metric <A ~1) v & {E>

/354 —%
| kT A—E | BRENE HREEE O
RAT497IL—b%E RIP TILETHIGED ANy .
w1 1 z N
‘xuuom ‘oﬁ%ﬂiuito HHAE

|cogEzabilngs

AU DIEIE, 1 TEMELET .

| BRI %

IP /Xy DEB T BIL—E2DEEAN) YT ENNET,

RIP TIA&THARN)vIEEIL, ZDRIRICEHET BH1=HIZ, EDLLLDIL—2EFERLELT

[FELENNERELTLEY,

IPv4 Tl ARV EIZ 1~15 TTEROHONTEY., 16 (FRNZEFEELZELKRLET,

BE . IIL—RLIP /Iy rE R LEEIZ P AYSRIZH B AN I TI4—)LEDEE1INEL

FY . CDEIILT, ANV VENMESN, 16 [TEo-bREESNET,

fEEE—F

RIP H—E RFZBEE—K
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I distance

FILSEAENDREBIERVERFELZE . EQBREANICTINERET D-ODEBEE
ERELET

BIZIE RETAv I —T12J THRELI-E]RE, RIP TRIEL-ERIFRT. ALELDIER
BHOIFRIC. ELLEBELTIMNEINDREICERLET,

HREDIELICK LT, distance B (BEE) ZULLDITTEINDIEELTEFT . SIS EDIL—
ANDRIELIZRIP ZHRETHINDIBELTEET UL—FDRE(F access—list ZEALET) o

distance fE(&, ELV/NEWNEEBEENSLBYET,

refresh AX U RRICERIZHEHAT R T,

&5 1 RIP 0 distance fE% 10 ISE5ET %

Router(config)#router rip
Router(config-rip)#distance 10

I EREMH 2 192.168.0.0/24 O#FKIEHR % RIP TRIE L 1=FED distance {E% 30 IZERET D

Router(config)#router rip
Router(config-rip)#distance 30 192.168.0.0 255.255.255.0

HEMFSI 192.168.100.0/24 EDIIL—2 M 5Z2{E LT-192.168.0.0/24 OFIRIFRIE
distance fE% 100 &9 5

Router(config)#access-list 1 permit 192.168.100.0 255.255.255.0

Router(config)#router rip
Router(config-rip)#distance 100 192.168.0.0 255.255.255.0 1

EESAS &

distance <distance > [ K<IP 7 KL R> <%y k<X %> <access—|ist S ]
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I INTDA—A
nerers BRENE | BEmE | ABREOME
‘distance & ‘RIP M distance EFEELE T, ‘1 ~255 LT
. distance {[EZ SR E I D EDIEIL TR IPvd TRL AT

PTRLA | 2 immLET 2t
RyhTRY distance ﬁE’;\:’EfiET%)7":(3?')0)s ESVI I?v4 TRLUL R 4205 = L) distance
access—list |distance {EZ4EE T 5. RIP E{ETIL 1~99
&5 —nEiEELES 19001999

= ° 10000~ 11200%

=

¥ COMA DL =EREEEHIX. V01.13(00) LU EYR—k

DEREETHENEE

distance fEl&. 110 TEMELET .

I (%) 70O F3)LD distance {E

| Joran [ForubE| EE
RETAvY K EEALE
EEL— - EEE
‘BGP(external) ‘20

IBGP (internal) 1200 LEAAE
IBGP (local) 1200

RIP 120 EEA A
‘OSPF(externaI) ‘1 10

‘OSPF(inter—area) ‘110 EHEAHE
|OSPF (intra—area) (110

IKE JL—H 0 EERA
SA-up JL—F 0 EEAE
[REDUNDANCY JL—F [0 EEAE
‘EventAction JL—b ’1 ‘QEE”%‘E
‘AutoConfig ‘0 ‘&":E;Fﬂ

EEE—F

7 oka/Ld distance fElE. LTDESIZHE-TNET,
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I distribute—list

RIP EZ{EITHLTIAILRI T DEREETHEVNET,

TLIAYIADTRLRERS DY access—list AT R T permit IZRYF T RIEHRDAEZITAND
S RITFANIED, TR ET D FELRNEWNSTHIEETESIZENTEET,

Ff=. TR T EIEETES=ODA 3T —RAE_ET A ELTEET,

refresh AR ZICHERNIZLESITURTY,

DszsEm 1 192.168.100.0/24 12 v F$BTL T 1 v ADHERITHT S

Router(config)#access-list 1 permit 192.168.100.0 0.0.0.255

Router(config)#router rip

Router(config-rip)# distribute-list 1 in

IE&Epi2 192168100024 ISR v FF B TL T4 v 9 ADBERIEL AL

Router(config)#access-list 1 deny 192.168.100.0 0.0.0.255
Router(config)#access-list 1 permit any
Router(config)#router rip
Router(config-rip)# distribute-list 1 out
KERDBREFITIESIL. 1T access-list AV R T permit any ZEBMTIDELHYFE
ED
permit any ZBMLAENE, ETDTIERYRMDEEZTAILALTLENET,

IEXEf 3 192.168.100.0/24 1SR v FF BT LI 4 v Y RADHE, LANABIFBIELALY

Router(config)#access-list 1 deny 192.168.100.0 0.0.0.255
Router(config)#access-list 1 permit any

Router(config)#router rip

(
(
(
(

Router(config-rip)# distribute-list 1 in lan 1

[EH4 FIAL L=k (0.0.0.0/0) ISXYFIETILIA v I RDBERHHTS

Router(config)#access-list 1 permit 0.0.0.0 0.0.0.0
Router(config)#router rip

Router(config-rip)# distribute-list 1 in

EESAS &

distribute-list <access—list&EE> { in | out } [41 82 71 —R4]
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I INT A—4

| RK5A—4 | BENE | BERE | AREOE
1~99

access-list B2 ;g(;is;[;:c OYURTHEELLANESE :(3)88;:999 LR
11200%

. Z1E (in) /EIE (out) DEBBHTIAILET  in R

n [ out BhERELES ", out A

(BT T— 2R, BRATEAVATI—ADAVETI—RE AVHT1— |[&AVHTz—

ZHEELEY. A&RH ATHEMA

rip distribute-list in,out £IZ
* access list (permit) CIEESN-BBIFHROAEEXZEDOARELET,
» permit EEHLEVERBRIETTRTIILELET,
X COMADL-EREHEIL. V01.13(00) LR H7R—k

|:®$E§ﬁbtu%ﬁ

ETOIVLI4vIREEZIELET,

EEE—F

RIP H—E XBZEE—K
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I ip rip authentication key—chain

key chain %% TEXXE L7z key—chain BZIEFEL. 1A TT—XD RIP2 M/ AT —RHllfE%1T7%
WE9,

key chain %7€ Tl&. key TL—X “key—chain BN E GRS EZIEETAIENTEET,

CDHREMNELBIL—HEE, RIP2 TORBRILETHEICENTEEE Ao

refresh AV RRICHZNICARHITURTT,

I 5E6 1 RIP2 ORI CTHEATY 5 key [T, “key-rip2 &MY %

Router(config)#interface pppoe 1
Router(config-if pppoe 1)#ip rip authentication key-chain key-rip2

I:?DF%ﬁ

ip rip authentication key—-chain <key-chain & %>

Ls52—%

| $5A—8 | BERE
‘key—chain &5 |key chain A< KR TIEE LTz key—chain &5 |-

&

|cogrzabanga

RIP2 DB ZETEICEIETEFEH Ao

|Rw2am?

RIP version 2 (&, JEBEN VA7 LI X L%EED, BREFIETORLTT,
RIP version 1 &lE, UITORAERGYET,
EETBEDFEAETRLAMNTILFFr R+ (224.009)
BT RN RYEREEINT HIENTED
*NextHop Z BT HEMNTES
R T —AEEM T AIENTE, BT —INELGDIL—AANLDBRBIFERIEIEHELLEL,

EEE—F

LAN /2R 71—RABEE—FK
EWAN A A1 —REFEE—FK
PPPoE /2471 —RAETEE—NK
VLAN /A7 — AR EE—K
BANST—A R TT—RAEEE—K
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I ip rip authentication mode

AR ITT—RIZRIP2 ZEIET DB A, key chain SRETEZLIz key IL—XEFDFEFE
(Simple Text) TIEIET HH ./ md5 T/ 15HELT=#% DT —4 (Unrecognized Authentication
Type) CEETHANEHRELET,

ZTOFEFEETHEE T text” . Ny ELZEDT—2(MD5 i) TEETHHE(E
”md5”E# ELET,

CDHRENELDIL—EEIL. RIP2 TORBRB|EITHEIENTEE R A,

refresh AT RZICERIZESITURTY,

| &Eh 1 RIP2 ORIET—2ZE M5 BXETD

Router(config)#interface pppoe 1
Router(config-if pppoe 1)#ip rip authentication mode md5

I:l?‘/ FEHX

ip rip authentication mode <EBEFAH=>

I NG HA—4B
K5 A—4 | BENE EXd =
RIP2 T, /RART—F£&E5AREERLET,
=3 = . | text i~
I ‘text ‘Simple Text TEET S | md5 BEAH
md5 |MD5 AR T-IES S |

| cogEzabilngs
Simple Text TE{ELET,

|Rw2am?

RIP version 2 &, JEBEN VA7 )ILOY X L%EEHD, BEFIETORLTT,
RIP version 1 &1, LTDEARGYET,
SEETAEDIEETFLANTILF X v A (224.0.0.9)
IRV RVERE BT HIENTED
*NextHop ZBH T H_EMTES
R T —AEBEMTAENTE, BT —ANELDIL—IN OB BIBERITEIELLEL,

199



IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

laee—+

LAN /A0 —RBEEE—K
EWAN /AT —RAEEEE—K
PPPoE /271 —REEEE—F
VLAN /2B TT—RBEFE—F
BANS—ABITT—RABEE—F
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Ip rip receive version

ABTT—RAD RIP Z{E/8—3> (1 or 2)FIEELET,

refresh AT REICHERNIZESITURTY,

I EHI 1 PPPoEl TZ{ET B RIPM/N—2 3% Version2 £33

Router(config)#interface pppoe 1

Router(config-if pppoe 1)#ip rip receive version 2

EESAS &

ip rip receive version <Z{E/N— 30

ELET,

I INTGA—A
RS A—4 | BERE BT
= ZIETBHRP D/\—a R ELET,
/"(_E':)Hp VI/V2 DEAERIETHEEF. 12 DL 20&. HRET ]

| cozzenbuusa

version AX R TIRELI=/N\—2ar iU ET,

IRIP2 ElFx

RIP version 2 &, BEBER VA7 LT X LEED BREFIETOMIILTT,
RIP version 1 &1, LTOEARGYET,
GEIETAEDIEETRLANTILF XX (224.0.0.9)
IRV RVERE BT HIENTED
*NextHop ZBH T H_EMTES
BT —AEREMTHIENTE, BT —ANELIIL—AHLDRBERITIEELEL,

I%E%—P

LAN /R 71— RBEE—FK
EWAN A A1 —RBEE—F
PPPoE /47T —RABEFE—K
BANS—ABITT—ABEE—K
VLAN /A7 — AR EE—K
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I ip rip send version

ABTI—RAD RIP FEE/N—T30 (1 or 2)FIEFELET,

refresh AT REICHERNIZESITURTY,

| 2511 PPPoET T-IET B RIP /38— 3 % Version2 &9 %

Router(config)#interface pppoe 1

Router(config-if pppoe 1)#ip rip send version 2

EESAS &

ip rip send version GE{E/N—2 3D

I INTA—A
KT A—% | BERE B
" EETDHRP DNA—TavEHEELET
PR VIV OmEAERET B 12 D3I 20#.5. LREA T
IN— 3
ELET,

|cogxsibulgs

version AX R TIRELI=/N\—2ar iU ET,

IRIP2 ElE?

RIP version 2 &, BEBER VA7 LT X LEED BREFIETOMIILTT,
RIP version 1 &1, LTOEARGYET,
GEIETAEDIEETRLANTILF XX (224.0.0.9)
IRV RVERE BT HIENTED
*NextHop ZBH T H_EMTES
BT —AEREMTHIENTE, BT —ANELIIL—AHLDRBERITIEELEL,

| ®eE—F

LAN /R 71— RBEE—FK
EWAN A A1 —RBEE—F
PPPoE /47T —RABEFE—K
BANS—ABITT—ABEE—K
VLAN /A7 — AR EE—K
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I ip split—horizon

AR 7 T—RT Split-Horizon HlfHIZITHEOIMEINEERELET

refresh AT REICHERNIZHESITURTY,

5 1 PPPOE A > 7 x —R T Split-Horizon I £ 571 5

Router(config)#interface pppoe 1

Router(config-if pppoe 1)#ip split-horizon enable

EESAS &

ip split-horizon <Split-Horizon >

I INTG A=A
L RTA—E | RERE REEH %%ﬁwﬁ\
. . Lo |Split—Horizon |1 Z 4T/ 335 & (X enable”. T |enable .
— | 4 N
Split-Horizon &l MBS A [+ disable” E15E LET disable HAEAT]

|:®%i€ﬁb@u%ﬁ

Split-Horizon il fH1Z4TLVET .
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I Split-horizon &lfE & 1% ?

RIP E{EHIEHD A ETT

ZIELT= RIP DFELIERE. RIP FZELI-AU AT —RICHLTEETEINEINERELE
9, Split-Horizon il {#H1Z 174515 & (X, RIP #Z{EL=-A 27— RIZITEELFEFE A,

Split-Horizon fl| {1 Z 1T/ TLVEWIIL—ED RV T — EICHEET H5E . RIP TiEELT-1E
WERLA VB ITT—ANDRIET B0, TDAU27—RAIZELRENELE T S EHEESh, £
BRISEET DA RATI—ANMERARAELS>TH, FELAIDA 2T —RIZRENFEET HE
EBAbohn, T—AEEELTLENET,

COHEENLZWMEE X BN EBADINENBGRRERELZYET,

Split-Horizon MDY 5EHEEE T . Split—-Horizon with Poison Reverse EWNDHEBEMBYET . CDHEHEE
[&. Split-Horizon M&KIIZ, RIP #Z{ELI=A 271 —RIZELIEEDEHRE LD RIP ZEELL
WD T, ZDIREDIFEBRD AR V0% 16 (RETEE) ELTRIP ZiX 5T DHEETT . CDHE
BEICKY., SHICEREMEMBALLTEET,

FITELnet F200/F200 Plus (. Split—-Horizon with Poison Reverse #gE%H7R—hLTLVEE A,

fEEE—F

LAN /2271 —RABEFEE—K
EWAN /AT —REEEE—K
PPPoE /271 —REEEE—F
BANSG—ARITT—ABREE—F
VLAN /12371 —RABEE—K
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I key <number> accept-lifetime

F—ORERAEUIHRERELET .

CCTCHRELE-FBEMATHNIL, RIP2 DRIEF—2FMELET , <number> (&, key <number>
key—string A< K, key <number> send-lifetime AV K EEET HENDE ST .

refresh AT REIZHRI-ABATURTT,

EREMHI 1 number=1 D ZEFRANEABR%72008.9. 1 12:00:00 - 2008. 12.30 11:59:59" &

ER)

Router(config)#key chain key-chain-1
Router(config-keychain)# key 1 accept-lifetime 12:00:00 1 Sep 2008 11:59:59 30 Dec 2008

IEEf 2 number=1 ORERAHIMIRE 2008 9. 1 12:00:00 - | LT3

Router(config)#key chain key-chain-1
Router(config-keychain)# key 1 accept-lifetime 12:00:00 1 1 Sep 2008 infinity

I2CE6I3  nunber=1 DZEBAMMMRE"2008. 9. 1 12:00:00 - 100 B L4 5

Router(config)#key chain key-chain-1
Router(config-keychain)# key 1 accept-lifetime 12:00:00 1 1 Sep 2008 duration 100

I:l‘\?‘/ FEH

key <key T E> accept-lifetime <H®IEAIAEEZD> { <SR THEZD | duration
<EZERD> | infinity }

Ls52=%
| K5A—% | BRENE e
key <number> key-string A< K . key O~
key &&& <number> send-lifetime AT RN EEET B 2147483647 BT
DEESEHEELES,
o REL X —DEMITHDEIBREZ%E hhmm:ss  |hhimm:ss B .
% L k3 % NG
AR (o g omicgELET . A % AR
SREEF—DVESN LS8 T BEZI% . hh:mm:ss
BT EZ cELET, hh:mm:ss 3BEDSL
Enh1iESE
H] b e ~
AR ;L_mlEi\‘— DEEAME (B ERELE ;147483646 SR B0
2 EZHY
linfinity DA —OENRE, BRELET, finfinity
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|:®%i€ﬁbmu%é

EICEAREETY,

BREE—F

key—chain X EFE—F
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I key chain

RIP2 DERFIZEEXNI=T H1=8H D key—chain E—KRIZHBITLET,
key—chain MEXRTE (L. F—BMEIBTEL TITHRLVET , key—chain E—F T, F—DEHZEETFEL.
BAATT—RAD RIP2 [T 5 ET. FRTHF—RHEHEELES,

Router (config)# key chain keyl
Router (config-keychain)# ~— [_| F—2F

LEEEhl 1 %4 key"THB key-chain T— FISBITS 2

Router(config)# key chain key1
Router(config-keychain)#

I:l?‘/ FEHX

key chain <*—%&#>

/354 —%
erer BENE BEHE | EHEOME |
RIP2 TSI 5F—(/\RT—F) DA
F—8BH | ATI—RBEE—FTEETEEHLEOT. b |- LA
MYBFNERITL TGS,
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IRIP2 DBEEZ DT

RIP2 Tld., X —IC KB BAEITV. ERATERIL—AEANLDIL—TAV T BERTHEINES
WEFIHT HIEMTEET,
COFIAF—MELS RIP2 DERIE. W—T1 T T—TIIZEFGLEE A,

ERD RIP2 [T MEN SR DFERICIE. LTD 2 FEEAHYET

*simple password (ERXFESNI=TFXLDIER)

*MD5 digest (BRESNT=TFALHS MD5 TEHESN=T—%)

AEET.RIP2 DREFEATEHEE RIP2EERAT (2T —ADA U ATT—RERTE
E—KF®”ip rip authentication”aI <K T, key—chain TR E T AF—RZIEET A TEHEELE
9,

Router (config-if lan 1)#ip rip authentication key-chain keyl
— %%
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I key <number> key—string

F—O—ROXFIEIEELET,
<number>ld . key <number> accept-lifetime <YK key <number> send-lifetime AT K &E#E
THENDE ST,

refresh AT REIZHRI-ABATURTT,

I ZEFI 1 number=1 MF—"7J— K[Z"secret-secret”"ZxTET 5

Router(config)#key chain key-chain-1

Router(config-keychain)# key 1 key-string secret-secret

I:?DF%ﬁ

key <key &FE> key-string <F—7— K>

/354-%
K5 A—4 | BRENE | BREEE | AREOE
key <number> key-string A< K. key <number> O~
key Z®S  |accept-lifetime AV REEETIENDESEIETE 9147483647 BT
LFET
F——F [F—o—rEfEELET. - LR

LcoREsithiulgs

RIP2 DEREIEITIHOICEIETEFE A,

fEEE—F

key—chain X EFE—F
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I key <number> send-lifetime

F—DEEREDHRERELFET,
::—GEQELT'E#F&W—C%*LII RIP2 @un.. nIE# éOH-TL{:l L/gsj—o

<number>ld. key <number> key—string A< K. key <number> accept-lifetime AV KN EEHET
HENDESTY .

refresh AX U REICH®ICEAaTURTY,

IEQEWH number=1 ME{ERFHE NHARRE % "2008.9. 1 12:00:00 - 2008.9.30 11:59:59" &
ER)

Router(config)#key chain key-chain-1
Router(config-keychain)# key 1 send-lifetime 12:00:00 1 Sep 2008 11:59:59 30 Dec 2008

IEQE@JZ number=1 MXERFHZNHIBR Z72008.9. 1 12:00:00 - ER"&£F D

Router(config-keychain)# key 1 send-lifetime 12:00:00 1 Sep 2008 infinity

Router(config)#key chain key-chain-1 ‘

I2CE6I8  number=1 % fEBFASMMR %2008 9. 1 12:00:00 - 100 "L 4 %

Router(config)#key chain key-chain-1
Router(config-keychain)# key 1 send-lifetime 12:00:00 1 Sep 2008 duration 100

I avy FER
key <key &5> send-lifetime <HZNBABEEZD { <& THZ> | duration <HZHEARD

| infinity }
I INTDA—A
| K5 A—% | BRENS e fi&
key <number> key—string A< >F . key O~
key &5 <number> accept-lifetime AV K& EHET S 9147483647 HBREART]
W@%%’é?‘ibi"?—o
o X —AE L BEIBEZIE hhimmiss  |hh:mm:ss B .
5 Ly : kA Z ~
Py Ty ey I
FREREF—DV BN 54 TEEZIZ . hhmm:ss
BT g% hh:mm:ss 3FEHEDSL
Enn 1 iEsE
#] Iy s ~
Fﬁi‘)],ﬁﬂFaﬁ ;l:\l:.l.TZ# o);ﬁ)‘j] 1 ] (ﬂ{.L # )%*EEL?E ;147483646 j‘é*ﬁiﬂé?—éﬂ‘
2 EZHY
infinity BIF—OEMHIRE, BRELET, ininity
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| coszeabuusa

EICEAREETY,

aes—-F

key—chain X EFE—F
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I neighbor

RIP D3EHETRLRERELET,

BED RIP (&, Version! TIEHY T RybTO—FF X (192.168.0.255 %) 58 Version2 TIET
JILFXw A (224009 FEIEELET M. RIP ZLETHHEFEREL-LMEEIC, FBETRFLR
=H/ELET,

4+ T unicastrip DERENDELELYET,

refresh AT RZICERIZLESITURTY,

XEMFI 1 RIP D5EFLZE 192.168.100. 1 [(CPRET B

Router(config)#router rip
Router(config-rip)# neighbor 192.168.100.1

Router(config-rip)# unicastrip

I:l?‘/ FEHX

neighbor <IP 7 KL X> [source-interface </ >&% 7 T —R%>]

I INTA—4H
L k5A—5 | BRENE | BERmE | AREOMHE
P7ELZ  RIP MIgkEEELET . §”7*”X%:g%$m
RIP 12 ET AEDEIETTFLAIZERT
BAVBIT—ATRLAZIRELET,
RETALHTT—AOEEF BA 2T | S
AVBTT—R  |UR)ERYES 38 TUMLLE EIETA PR el
% Ve —REHERLETI BB EE, | Y 700
33HEELUBOIVRICONTIE. EET | 00PP2C
TN DIEEAENIY  EREITEET
BAVBITT—ADTRLAD, EETTFL
REGYET,

|:®$E€ﬁbﬁu%é

Version! TIEZH TRy, T B—F v X (192.168.0.255 %) 58 Version2 TIXTILFE ¥ Xk
(224.0.09)FEIZEELET,

fEEE—F

RIP 4 —ERXREE—F
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network

RIP —ERZIRIMTHAET—RE IP PRLARAE(F AV B TT—RATRELET .

refresh AR RRICERNIZHEHAT VR T,

B
I axX &

1 1

192.168.0.0/24 DA 22 71 —ATRIP ZERT S

Router(config)#router rip
Router(config-rip)# network 192.168.0.0 255.255.255.0

| 355E512 popoel DA » 4 7z —RTRIP £BAT S

Router(config)#router rip

Router(config-rip)# network pppoe 1

I:?DF%ﬁ

network {[KIP7 KLR> <%y bR | 1 28Tz —R4E]}

| NS A—4
| K5A—5 | BENE | BEEE | AREOE
. RIP %ERTAA3T—R%E . A3 |IPvd PRLRR |,
PTELR 0P PRLRCHEELET = LR
RIP 29 54871 —R% . IP PRLR IPvs 7RL R
FYRTRY ERIRNIRIDHEHETIETHE = 7 | A AT
HTEFES .
lan 1
ewan 1~2
pppoe 1~24
A2B3T71—RE |RIP 2 8RHT 5/ —AZEELE T, |dialer 1~20 |EEEFTA]
ipsecif 1~1000
vlanif 1~100

% ipsecif 1~1000 (&, V01.13(00) LABEH7R—F, FITELnet F200 Plus TIE £ T RAATHE,
FITELnet F200 TIXEEEFEH. 100 T M)A EAATRE,

|conzsmbuigs

ETDAUETT—ATELRP ZERALFEE A,

fEEE—F
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RIP H—E RFZEE—K
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offset—list

access—list CHEELE-RBRRIEFERDEZ(E RIP TR LT FEDAN)YOEEZMELET,
LIzAR) v OEZMERIZ RIP Z3#{EL. RIP Z2{ERFIXERE L= AN VB
EMERICREBERETOET,

RIP iX{EBFIL.

=1 —]

axX &

refresh AT REIZHRI-ABATURTT,

SR EH 1

192.168.100.0/24 27 v F9 H#FIRIEHM®D RIP ZERFIC, A M) v I EIZ3
ZMELTRIPT—JIILIZEHET S

Router(config)#access-list 10 permit 192.168.100.0 0.0.0.255

Router(config)#router rip

Router(config-rip)# offset-list 10 in 3

EESAS &

offset-list <access—list&EB> { in | out } <ARYYHIE [41203T71—R4E]

I INTG A—4H
NS A—5 | BENE | BEmE | AREOME
1~99
—i » E Q
gc::ss list :g%g{gﬁjﬂ%;f&?677tx')7\ 1300~1999 SRR
= TETRE ° 10000~ 112007
in(Z{EE) £l out GEEFR) DELDS -
{in | out} TAN)YIEEZNME T DO EIRELE out BT
ERR
AN ofE BT AN v EEIEELET . 0~16 LS
lan 1
ewan 1~2
1~24
oo BT B ETT—ADALETT—R  P0P08 2412487z
AR TT—RE o htemEd . dlale?r1 20 X TEE
vlanif 1~100
ipsecif 1~1000%
2

31 10000~11200 MDEXE&HHIL, V01.13(00) LAY HR—F,
2 ipsecif 1~1000 (&, V01.13(00) LA [&EH7R—k, FITELnet F200 Plus CIX £ THEARTRE
FITELnet F200 TIXEREEEH. 100 T M)A MER T RE,

|:®$E€ﬁbﬁu%é

RIP Z{EBFCARN) Y IEA 1 IIEINFET,

lae=—r
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RIP H—E RFZEE—K

217



IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I passive—interface

RIP DZEDHEITL, EEIELENA 2T —REHRELET,
=L, 2OaTURZEEFELTEH unicastRIP DEEIXITTHNET .
unicastRIP MEEEITHIELMGEIZIE. neighbor AT FZEHIBRL TLIEELY,

refresh AT REIZHRI-ABATURTT,

DEm 1 ENANI A28 T 1 —RiE. RIPOREOAHETLES GHELAELY) BE

Router(config)#router rip

Router(config-rip)#passive-interface ewan 1
| EXPIN &

passive interface </ >4 7z —X&¥>
/354-%

RS A—5 | BRENE | BEEA | AREOHE
lan 1
== f=FeS A o ewan 1~2
RIP DREDHEITEIAVFTT—R%E oppoe 1~24 | GEETFH

RELET . dialer 1~20

vlanif 1~100

|:®%i€ﬁb@u%ﬁ

RIP Z#lfH1J 242 TT—RATldk EZEETTHELET,

EEE—F

RIP —EREEE—KF
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I redistribute

RIP LIS D FEETRELE-RBIERDS>E . RIP THEA T ABRREBIRLLEIZIGELTAN Y
IEEFHRELET,
AU OEEEBRLIZEEIE. 1" CTRALET,

2L, BBRBERICEIEABMGES ITBEEAISITHONGEL O, EBML-BREREBEMT
A1=8I1Z1%. clear ip rip redistribute AT RZETLTLEELY,

refresh AU RRICHRICARHIATURTT,

Ehl1 R854 v/ TERLABRERERIP TEREATL ALYy D)

Router(config)#router rip
Router(config-rip)#redistribute static

I%ﬁwz BGP THNE L =R k15 % RIP THERTT 5. COEEARYYIEILELT
RT3

Router(config)#router rip
Router(config-rip)#redistribute bgp metric 3

I:l?‘/ FEH

redistribute <BEEH T HBHIEH (metric <A +1) w2 {E>] [route-map <Route-map £&>]

Ls52=%
KSA—5 | BRERE REEE | AKBEOE
RIP LN DF B TIFLI-ZRIERDSS. RIP TEA
ITHEDHEIEELET,
lbep BGP THRGL1- 1% 1545 bep
‘connected ‘E?&ﬁﬁ% connected
o o~ S s _ = event—action
EERAT B ‘event action ‘4’\/|~77/3/'C357]DLT_$:YEE§TH$E kernel -
BRIE LR ‘kernel ‘kernel [CtEybEh R IER local-prot1 AE]
‘Iocal—proﬂ local—-prot2
SA-UP JL—ME#R ospf
local-prot2 static
lospf OSPF THRGLI-1Z 5154
‘static ‘X@?{“J?)b—%{)ﬁ'fﬁ*ﬁ
ANYwoiE  |RIP TIEET BBOAN v EERELET, 0~16 AR 1E 1
Route-map & |BEITISLT, BATS Rovte-map FHHELET, |- fovemen
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| coszeabuusa

RIP TRZEL-IEHME LU SA-UP JL—MEHRELELET,

BREE—F

RIP H—E RBZEE—FK
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I route

RIP TR JHRA T4 TEERLET,
CITHRELE-EBRIERIL.RIP TLETA=OFFICEREINET . BBEDRET1vIIL—rE
LTIEBHEINFFADTEEL TS,

refresh AT REIZHRI-ABATURTT,

| &7 1 192.168.200.0/24 DEBERE RIP THET B

Router(config)#router rip

Router(config-rip)#route 192.168.200.0 255.255.255.0

I:?DF%ﬁ

route KIP7 KL RA> <%y FTRI>

I INTGA—5
185 A—4 | BERS | BEEHE | EREOE
IP7KLAR  RIP TILEY S IP PRLRAZERELET . 1;4 TRVAR | g
I 2 P s A
RyhTRY ;IZ_(RIPZ D#H)THRET DRIV RIEREL IEPtv4 TRLVAT | g e

|:®$E€ﬁbﬁu%é

AATAIVRRIEIHYFEE Ao
redistribute AX R DIBES LVFE L= RIP [FHDH#% . RIP TILELET,

EEE—r

RIP H—E RFZBEE—K
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I router rip

RIP —E REBEE—RIZHEITLET . RIP OREREEITHLVETD,

BeEEh 1 RIPYH—ERBEE—RICBTT S

Router(config)# router rip

Router(config-rip)#

I:l?‘/ FEH

router rip

/$52—%

INTGA=RIEHYFEE Ao

|cogEzabings

RIP A TEF A,

fEEE—F

EXBREE—F
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timers basic

RIP [CEAT AU TDRAATIEEZRELET .

refresh AT REICHERNIZHESITURTY,

I%EM1

EHEERRZ 20 7, BREREB/NET OETORREZE 120 B, FHFER
ZRIP T—JILILHEIRT 2 ETOREZ 80 ET D

Router(config)#router rip
Router (config-rip)#timers basic 20 120 80

o= rex

timers basic <EEIEERIRE> BHRIEHRZEE T ST TORRD

EBRIFHREHIRT 5 F TORRED

I INTA—4H
| KS5A—% | BENE | BERIE | AMEEOE
AL ERINE [RIP O ML S RAMR (B B £ ELES . ;L%%M LR
RIP DL AR REZIELELIE>TH L, RIRI1E
45 J 1 B A ¢\ =3
—— ﬁémmatéirmﬁﬁuauﬁ>éthﬁ .
g;;fif BEL-FERICLARRAZZELLNEZY (2147483647 BRAH
e REEREENLLY . L—TFTF—T L
SIXEIBREINET,

e s [BEIEREENELTRIP FT—ILALEIRT
g?giﬁﬁ]6$f®ﬁﬁ@ﬂﬁﬁméﬁibiio . -
E'—*;F'ﬁ ZDIREETIL.  RIP F—TJJLIZARY) WS 16 TR |2147483647
e BN TRBAEN -85 EELET,

|comzsanugs

BALTDAHE

T4 ME

|E 5 =R

130

RBEREENET HETORR 180

RBERELIRT AETORRM 120

loee—+

RIP —E REZEEE—K
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version

HEELTIEATSHRP DN—U3vFBELET . /27— RAEDIEE(L ip rip
{send/receive} version ZFALVET .

refresh AT REIZHRI-ABATURTT,

I EEH 1 RIP version 2 /MY %

Router(config)#router rip

Router (config-rip)# version 2

=< rest

version </N\— 300>

I/i’%)‘—@
rere RENE REEE | AREOE
RIP D/ \—2avFieELET,
S AN T 1 =
N=rav | Rp A—Tay i ‘ 2 HEAE
2 [RIP/N—Tar 2 ‘

|cogEzabings

IN—23y 2 ERYET,

fEEE—F

RIP H—E RZEE—K
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I unicastrip

unicastRIP DX ZIEEFFAIT AN EINDREEITLET

refresh AU RZICHERNIZESITURTY,

LA 1 unicastRIP DEREEHALES

Router(config-rip)# unicastrip

Router(config-rip)#

EESAS &

unicastrip

I INTA—A
NSGA=REHYFEE A,

I CD/REZEITHIEWNGS
unicastRIP MEZEFHRAILE LA,

I unicastRIP ME{ESEH
unicastRIP Z#(E. RIET D AICHELEHE,

lunicastrip BEN S T2,

|network a2 RTCRIP P —ERZENESHEDA X —T7 = —RfFEIN TN,

) %{% L7z unicastrip @ RIP /83— 3 o (RIP1, RIP2) &, HE O RIP R—
AR PIRESME |5 o3 (ip rip receive version(#4E) & L < 1% router rip @
version) 23 —EH L T3,

unicastrip EFILT KL ASORERIN—T 4 > 7T —T M HRNAFE
LTCW5,

unicastrip EEN STV D,

network =~ > KCRIP $—EAZTES T DA v 57— 7 = — AFE SN TS,
AR ATRESRA |neighbor < R TP unicastrip #ZE7 FLRAZHREISINLTWD,

unicastrip EFHET RV A~ORERN—T 4 > 7T —T M HFRNAFE
LTCTWab, RIPX— 3 Uf87E (ip rip send version f&4E) )

fEEE—F

RIP —E REZEEE—K
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| osPF IcEET B8 E

| ospraxss

I router—id

OSPF DJ)L—42 D #/BELET,

refresh AT RZIZHENIZESITURTY,

2B 1 OSPF DJL—% 1D Z 192.168.10.1 129 %

Router(config)#router ospf
Router(config-ospf)#router-id 192.168.10.1

I:l?‘/ FEH

router—id <)L—#% ID>

Ls52=%
K5 A—4 | BRENE | BREfE HHEHOIE
JL—BID |OSPF DL —%5ID £RELET . [IPv4 FFLRIR |[HBEFA |

|:®$E€ﬁbﬁu%é

EAUVRTI—AD P FTRLADIBRADEDHFIL—RID ELET,

fEEE—F

OSPF H—ERXEBEE—KN
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I network

OSPF TYTZIZEFENA YN T—VEHEEHRELET,
IYF7IE.IP PRLRABLLIE (0-4294967295) DIETIEELET,

refresh AT REIZHRI-ABATURTT,

IEQEWH OSPF Y 7IZEFhDRy hT—V&EEZE, 192.168.10.0/24 £ LFEY

Router(config)#router ospf
Router(config-ospf)#network 192.168.10.0 0.0.0.255 area 0

!:l'?“/ =5y

network <y bk —49 7 KL R> ¥R >area <T)7>

I INTA—4H
| K5 A—5 | BENE | BEHE | LBEOE
FyRT—DFK |OSPF [Z&8FEND R VNI —VEFEZEIEEL [IPv4 PRL R SRR
LR £, =
<24 TANRA—REEELET . 2”7*”Zm N
. w IPv4a 7RL AR
| - —E =1
Ty7 ;J?% IP7RLVAEIE, BETHEELE | SRR
° 0~4294967295

|:®$E€ﬁbﬁu%é

OSPF TYTZIZE&FENA VNI —O&EHEERELETE A,

fEEE—F

OSPF H—EREFEE—F
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| ospr zmsimaEE

I default—information originate

W—T 4T T—TILIZT 74 ILNEER0.000/0HNIX., ZDIEHRE AS 4 LSA ELTEMRT
BEIITHRELET,

refresh AT REIZHRI-ABATURTT,

LEh 1 FIANRL—FEASHLSA L LTERHET B,

Router(config)#router ospf

Router(config-ospf)#default-information originate

!:7>P§ﬁ

default-information originate [ always] [ metric <0-16777214>] [ metric-
type {type-1|type-2}1 [ route-map <Route-map £>]

I NG A—4
NS5 A—% | BENE | BREmE | AREOE
W—T AT T=DIVIZT IHILMEBEA BHBERET I4
always FELGLTH. B BEETI74ILME |always JLNERRELTT T
BELTTFIVALET, HURLER A
Imetric AN HEEERELET . 0~16777214
- BABEETF T4
metric-type | ARV IRALTEIRELET, ty e JLMERRELTT T
el HURLET,
[Route-map % [Route-map &% HEELET . B

|:®$E§ﬁbtm%@

AR OB 10
AR DB AT type-2
f=12L. always 7L 3o NERIGZEIEAN) Y IED T IAILNE 1 EHYET,

EEE—F

OSPF H—ERFEEE—F
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I default—metric

DI —T42 7 TOrINTEEL-#FHE% OSPF THEMT HBEDAN) Y IELZHRELET,

refresh AT REICHERNIZESITURTY,

e AUy oEE0ICRET D

Router(config)#router ospf

Router(config-ospf)#default-metric 30

EESAS &

default-metric <A ~1) v & {E>

I INTA—4H
kS A—45 | BRENE | BERE | ARBEOE
MDII—F42FTOraILTEEL-BKE
ANYyHfE  |OSPF CHEMITAEDAN) Y IEEFRELE 0~16777214 |HABEAA]
ERS

|:®%E§ﬁbtm%@
AR O{EZ 20 IZERELET .

fEEE—F

OSPF H—ERFKEE—F
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distance

OSPF O distance [EZEXELET .
RILSEAENDRBEZERGHFERTEEL-GAIC. EDBREZRATEIND/INTA—RELGYF
TO

refresh AT REIZHRI-ABATURTT,

I Eh 1 distance fB% 120 & LET

Router(config)#router ospf

Router(config-ospf)#distance 120

I:?DF%ﬁ

distance <distance f&>

/354-%
IRTA—4 | BERE BEHE | HEEEOE |
distance fB |OSPF ) distance fEZSRELET . [1~255 |HBAHE |

|:®%E§ﬁbtm%@

distance {EZ 110 [ZEZELE T,
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I (%) 70O F3)LD distance {E

D FOra/LD distance L. LTDESIZHLTLNET,

| Joran [FOALME| #E

ZETAvY K EEALE

EEIL— - EERA

‘BGP(external) ’20

IBGP (internal) 1200 LEAAE

BGP (local) 1200

RIP 120 EEA A

‘OSPF(externaI) ‘110

‘OSPF(inter—area) ‘110 EHEAHE

|OSPF (intra—area) (110

IKE JL—H 0 EERA

[SA-up JL—F 0 EEAEE

[REDUNDANCY JL—F [0 EEAE

‘EventAction JL—b ’1 ’gﬁﬂﬁﬁ

‘AutoConfig ’0 ‘QEZ:H
EEE—F

OSPF H—EREZEE—F
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I distance ospf

external JL—LI . inter-areal JL—F . intra—area JL—F D% distance [EZERELET .
BICEAENDRREERLGTLIFERTEE LGS, EDBREIZEATIHDINTA—FELGEYE
ERS

refresh AT REIZHRI-ABATURTT,

I LZEMH 1 external L— kD distance {[EZF 150 & LFET

Router(config)#router ospf

Router(config-ospf)#distance ospf external 150

I:?DF%ﬁ

distance ospf {external <distance {&>| inter-areal <distance {E>|intra-
area <distance fE>}

|/\°5x—9
‘N?%—@‘ BREARNE Bt il %%ﬁ@ﬁ‘
| JL—F. inter-area JL—LI. intra—area JL—
. & externa » INte . ~ S PN
distance | ()& distance EEBELET 1~255  \EREAE

|cogEzabings

distance AV KR CERELEBIZHYET,
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I (%) 70O F3)LD distance {E

D FOra/LD distance L. LTDESIZHLTLNET,

| Joran [FOALME| #E

ZETAvY K EEALE

EEIL— - EERA

‘BGP(external) ’20

IBGP (internal) 1200 LEAAE

BGP (local) 1200

RIP 120 EEA A

‘OSPF(externaI) ‘110

‘OSPF(inter—area) ‘110 EHEAHE

|OSPF (intra—area) (110

IKE JL—H 0 EERA

[SA-up JL—F 0 EEAEE

[REDUNDANCY JL—F [0 EEAE

‘EventAction JL—b ’1 ’gﬁﬂﬁﬁ

‘AutoConfig ’0 ‘QEZ:H
EEE—F

OSPF H—EREZEE—F
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I neighbor

FANEEHELES,
priority Tl&. RA/\DEFE . poll-interval TIER A/ I~ADR—) T BREERELE T,

refresh AT REIZHRI-ABATURTT,

DEEm 1 192.168.0.1 (S 9 HBEEE 16129 %

Router(config)#router ospf

Router(config-ospf)#neighbor 192.168.0.1 priority 16

!:l'?“/ =5y

neighbor <IP 7 KL Z>[ priority <%E>] [ poll-interval <R—1 S REE>]

I ING A—A
C NSA—5 | BENE | BEHE | ABEOfE
P F7RLZ ;;/\%’éﬁ*fé IP 7RLRZEREL IEFév4 VANZS SRR
B AANDBEEEEELET. 0~255 ‘ffg’“ﬁb*
I Z%gtgijuyﬁﬁﬁﬁﬂr@)1~%%5 géﬁggﬁﬁi

|:®$E€ﬁbﬁu%é

FANDEEE: 0. R—) TR 60 ELYET,

fEEE—F

OSPF H—EREEE—K
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I redistribute

OSPF LIS D FEETEEL-RKIERDSE . OSPF THEA T ARKREEIRLBHEICHELETA
FIvIEEFHRELET .
AN EEERRLI-IGEIX. 1" TRALET,

EEL. BRIERICEEAENSEREIBEANTONEN O EMLEBEREBEHRT

BH1=HIZIF.

clear ip ospf redistribute AV FEETLTLEELY,

refresh AU RRICHRICARHIATURTT,

B3N

RIP THR1G L 7=15#Rk & OSPF THEHY S

Router(config)#router ospf

Router(config-ospf)# redistribute rip

I:l?‘/ FEHX

redistribute <BEHT DIFHRIEH> (metric<A +1) v~ {E>] [route-map <Route-map %

>1[ metric-type <1]|2>]

| INTA—4

K5 A—% | BRENE | BERE | AREOE

OSPF SN DFEE CTHIBLI-BRERIFHMDSE. OSPF TH

BT HLDEEELET,

lbep BGP THRSLT- 1 154R bep

‘connected ‘E%ﬁﬁﬁ connected

. o o~ oas ~ = event—action

BT 5 ‘event action ‘4’\/F77/3/'CJE7JDLT_$§E§IH$E kernel -
RRIER ‘kernel ‘kernel [CEvhshi-REIFHR local—prot1 8

‘Iocal—proﬂ local-prot2

SA-UP JL—ME#R rip
local-prot2 .
static

i RIP THUSL -2 E51% 4R

Istatic RETFAVIIN—T 127 1EHR
AJYSTE  |OSPF TIE&d BHEMD metric #18ELET 0~16777214 |[&BEF T
Route—map N o B - B Route—map
P WEIZIHECTEAT S Route-map ZHEELET, SERALAL

OSPF MAER 84T ASBR B ERIL—RE TR/ %A

AT BEEIC,. EEoNERELET,
1 . [BAsmensshamcaimETsBAE. || 2

metric-typel ZIELET,
2 |BAS NCHEESNAICORMNIELALMES
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‘ ‘ ‘li\ metric—type2 ZELET , ‘ ‘ ‘ ‘

|:®$E§ﬁbtv%ﬁ
OSPF TRELI-EHRDABEMLET .

fEEE—F

OSPF H—EREEE—K
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I summary—address

B IRERZE Aggregate LET . CDRFIE OSPF TILE LALLM S X not-advertise ZHELE
ERR

Flo tag EZHKET HELTEET

refresh AT REIZHRI-ABATURTT,

I REMF 1 192.168.0.0/16 M#XFRIER % Tag 0 T Aggregate 375,

Router(config)#router ospf

Router(config-ospf)#summary-address 192.168.0.0 255.255.0.0 tag 0

I:?DF%ﬁ

summary-address <IP 7 KL R> {<xw k< RX%> [not-advertise] [tag <& %

fE>]
L/354-%
L KS5A—% | BRENE | BEEE | ABEOE
P 7RLZ %EE%F%#&’& Aggregate I IP TRLREE (IPv4 7RL A SRR
ELFEY, =X
. RIRIEHR%E Aggregate THIP FRLAD R |IPvd TRLARE |, -
FURRAT L hzbEELET. % e
not-advertise T OSPF TREL BV HEISIEELE not-advertise #EERE OSPF
ED TIEET 3
541 tag fEEBELET. l0~4294967295 [0

|:®$E€ﬁbﬁu%é

B IRIEEHRZE Aggregate LEH A,

fEEE—F

OSPF H—EREEE—K
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| OSPF T 71545

I area default—cost

ARBTTYTPIZT IAINMNERET T OV RTBHEDIRMEEZHRELET,

refresh AT RZICHERNIZHESITURTY,

DEEf1 FIALMEBRETFIVRTHIBOIR MEE 100123 5

Router(config)#router ospf

Router(config-ospf)#area 192.168.10.1 default-cost 100

I:l?‘/ FEHX

area <T.!)7 ID> default-cost <X ~E>

I/i’%)‘—@

RS A—%5 | BRENE |

HEEEFDE

Banck il
B — > i=th= ~
TU7 D ;QTID ERYFIE P TRLATEEEL (0~4294967295

IP 7RLARER A

JRME Z;gt;%ﬂ%&7+byx¢é[€%®:x#ﬁ 0~16777215 | HERFTA

|:®%E§ﬁbtm%@

aXMEZ 1 ICEELET,

EEE—F

OSPF H—ERFKEE—F
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I area export—list

DTV TIZTF IR HEBETAIVZIVILETS
TOERYAMIZyFLGWERBIET IOV ALER A,

refresh AT REIZHRI-ABZATURTT,

LEEf JLBU VIS BRBET VR YR MES 1 THEET S

Router(config)#router ospf

Router(config-ospf)#area 1 export-list 1

!:l'?“/ =5y

area <T!)7 ID> export-list <7 R R +FEE>

L$5x=%
KSA—H | BRENE | BEEE | ARBOME
I Y7 ID ZBEEIX.IP FRLAT |0~4294967295 N
I Z N
U7 b BELET, IPv4 7RL Az HEAE
. 1~99
o AV 23 Z ! .
TOERYREE f%”;.if%‘;ﬁ? ETTCRUZ 1300~ 1999 KB
= ° 10000~ 11200

¥ COMMNDOL-EREEER(, V01.13(00) LIEHR—k

|cogEzabings

T4 R) T LER A,

fEEE—F

OSPF H—EREEE—KF
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I area import—list

MOTYTHSTFIVRSNE=RBE IR VT LET,
TOERYAMITYFLEWMERIEIZTANEE A,

refresh AT REIZHRI-ABZATURTT,

LEEf JLBU VIS BRBET VR YR MES 1 THEET S

Router(config)#router ospf

Router(config-ospf)#area 1 import-list 1

!:l'?“/ =5y

area <T!)7 ID> import-list <7HU R X +FEE>

I INTG A—4H
CNSA—m | BENE | BEEE LIRS ODIE
T Y7 IDZEBHFEIEX.IP PRLA |0~4294967295 -
TU7 D CiEELET. Pva PRLRRgE (B H
- 1~99

Z/thuxhg ;ﬁ%itéﬂ%%iﬂfi?ﬁwjtxu 1300~1999 LR

= = ° 10000~ 11200*
¥ COMMBDOWERESERIE, V01.13(00)LLEHR—k

|cogEzabings

T4 R) T LER A,

fEEE—F

OSPF H—EREEE—KF
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I area nssa

OSPF T!1)J7% NSSA(Not So Stub Area) IZEEFELET,

refresh AU RZICHERNIZESITURTY,

DR 1 SRR % NSSA IR LA L

Router(config)#router ospf

Router(config-ospf)#area 1 nssa no-redistribution

EESAS &

area <T!)7 ID> nssa [ translate-always|translate-never][ no-redistribution]

default-information—originate|no—summary]

I INTA—A
L KsA—m | BRENE | BEEEE | AEEOIE
IY7 IDH#BHEIX.IPT |0~4294967295 R
I Z N
TU7 1D FLRTHRELET, Pua 7RLR RSt (B
AL TTLSA R T5IZEH
LTHh#ET N EINFHRTEL
EX I
translate—always | translate— BATTILSA % translate—always ?r;zz_l;;?@%i
translate—never always BAT5I K translate—never qﬂﬂibtﬁ?’
LTHh#td S &
translate— ZEHELAE L
never
HLER#Z R E NSSA [ZHBEEfL
o BNEAIHRELET ., o
no—redistribution SASBR A% NSSA ABR %3575 no—redistribution S FELA B
LTWBIEEDH [T ANL7ZELY IGRP
default-information— |24 T7DT 74+ ILRL—hE4E .default—. REETUTAIS
o . o information— BAT7ELTER
originate K9 BIGEICIEELET, originate HLET

NSSA TEERATIYTEEHRTE
FTHGEICHEELET,

no—summary

no—summary

|:®%E€ﬁb@m%ﬁ

OSPF I!1J7% NSSA [ZERELEH A
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| NSSA & (% ?

INYOR—UTIWNTYT7E NSSA ELTHRETAIENTEET,

TYTHR—=FII—HFIL NSSA ELTEELIETUTAEZADIYTHDZEE LI AS NMEREL
ELFEE A N ’

NSSA #E&E 9 DL T, NSSA ATIERIRIBERZFESL. L—FDFHRO TR OFIERDOE
FEEbToEMNTEET,

EEE—F

OSPF H—ERXBEEE—KN
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area range

HMOIT)T7ITREET T IOURTEEICEHDORRE 1 DOBKICEHLET,

refresh AT RZICHERNIZESITURTY,

B3N

£ LH58BKROIP7 FLX% 192.168.10.0/16 IZ9 5

Router(config)#router ospf
Router(config-ospf)#area 1 range 192.168.0.0 255.255.0.0

EESAS &

area <IT!) 7 ID> range <summary-address><summary-address—
mask>[ substitute <{substitute-address><{substitute-address-mask>|not-

advertise]
I INTA—A
| K5A—% | BRENE | BEEE | AREBOE
. 0~4294967295
i _ R <t
U7 D Z;_')';’ID ERBFE P TRVATIRELE | ) Skl 2w [gmrm
° =X
SUMMAYT e s 2EB0 P FRLRERELET, |t YA g
address =
summary- EHNTEIBRBORINT—IIRIEHRELE IPy4 VA28 SRR
address—mask |97, =
substitute— EHNTEIRBEMNDTRLUATTFTOURT S |[IPvd TRLAR LR
address BEDIP PRLRZEHRELET, =
substitute— E HNTHARBRBENDTRLUATTFTOURY |IPvd PRLAR LR
address—mask |BIGEDRYFT—IIRIFHRELET, =®

ERLERBET T IOVALGWEEITERE
LET,

not—advertise

not—advertise

LoogssibuLga

BBROEHNIFITVEEA,

EEE—F

OSPF H—ERFEEE—F
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I area shortcut

ITY7Da—rbhybE—FZEHRELET,
$¢ospf abr-type shortcut AY 2 RERBFZEREL T ABR 24 7% shortcut E—RIZLTHIBHE
BHYET,

refresh AT REIZHRI-ABZATURTT,

L&Ep1 va—thy FE—FEEMICT D

Router(config)#router ospf

Router(config-ospf)#area 1 shortcut enable

I:?DF%ﬁ

area <T!)7 ID> shortcut <> 3—rhHY FE—F>

| NS A—4
| Kk5A—m | BEARS | BE®HE | EREOE
. 0~4294967295
| T H - N ==
TU7 D ;;_7 D #B#FE-IL. IP PRLATIEEL IPva PELAR |48
° =
S a—hhyRE—RDIREZHZELET,
default < a—hhAYRE—REFIA4ILRC
S a— Ry E— RYHAIEELET, jzf:;': J—
N disable < a—hhyRE—RZEMIZTS enable
BEICEELET,
enable < 3—rhYRE—FZBMIZTS
BEICEELET,

|:®$E€ﬁbﬁu%é

Ya—thvhE—FEFERALEEA,

fEEE—F

OSPF H—EREEE—KF
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I area stub

OSPF LY F7ZHRRTTYTIZERELET .

refresh AT REICHERNIZESITURTY,

DEEEf1 Y= ULSAERETIVTFISTFIVALEL

Router(config)#router ospf

Router(config-ospf)#area 1 stub no-summary

EESAS &

area <T!)7 ID> stub [no-summary]

I INSA—4
EEEE] HERE [ BERE | 4msofl
y 0~4294967295
o - R e
Tyrp |[FUTDERHEEE.P FRLZTHE

ELEYT,

=

IPv4 7RL AR |EBEATA]

no—summary

Y LSAERBZTITYTFIZTF IV AL

BWMSEIHEELET

no—summary

<) LSA R4
JIYFIZTF oV
ALFET,

LcoREsithiulgs

OSPF TYF7ZHARBTITTIZRELEFE A®

|x971U7tm?

RBTITY T2, HERIBEILAD LSADTENFE B AU, D=, ZOITTIZ(F ASBR %%
BIAEETEFREA, T=. S ERBRBEIEHLEN=OH. RZTIYF7D ABR . ZOTYTH
2T IHIVNIIL—FET T IOV RTBRHERHYET,

fEEE—F

OSPF H—ERXBEEE—KN
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ospf abr-type

TYTERIL—EDEIATEERELET,
AToaviz&yY,. TUTFBIIL—FDHEOHENERLZYET,

refresh AT REIZHRI-ABATURTT,

L& TUFBRIL—SND2A T% standard (24 %

Router(config)#router ospf

Router(config-ospf)#ospf abr-type standard

!:l'?“/ =5y

ospf abr-type <\JL—H %A >

I/i’%)‘—@

REHH | HREFOE

K5 A—% | BERE
TUTERIL—EDEATERELET,

INYOR—UTYTITHELTOT, Mo
YOR—2IYTD 1 BULEDIIL—5E
full AT—RREEH>TWNSIGEIZ/\YY
e i) by BN ON S APV e i) by )
summary lsa Z&tH ., TSt EL£T) 7
D summary lsa ZEtELET,

Ny R—U I PICHEELTLT DN
YIR—UI)TD 1 BULEDIL—2E

_ full AT —RREEH>TNBIGEIZ/NYY .
ibm .. LSl —a s cisco
R—=VITEIUVRSOOYRIYT D
summary Isa 5t 8. TN TET) T
L—73 D summary lsa ZEtELET,

547 Ry yR—o TYFIZELTIE AR~ ||shortout
DINTD 1 EUEDIL—EE full T
—RREIEHTINSIHFEIT summary LSA | |standard
FEE, N\VIOR—IUTUSNNDIYT
[ZBAL TR ULTOIYF7IZELT
shortcut  |summary LSA ZEt &,

cSUUYRTT
L—EDNYOR—UIZB L TUVEL
T,shortcut E—RA' disable L1} (default
or enable) D I!) 7

*shortcut E—K A\ enable D T!)7

ITYT7RIIL—FDEEIE /Ny oR—2 1)
FHELEURNSU Sy RTY TP (Virtual Link) T

cisco

ibm

standard
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‘ ‘ ‘@H summary LSA Z&5t &,

|:®%E§ﬁbtm%@

ABR DA A% standard [ZERELET,

fEEE—F

OSPF H—EREEE—K
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|0$¢%H®$E

I area authentication

OSPF EREI#REZANICLET,
EHEEX—I&. ip ospf authentication—key,ip ospf message—digest-key AV FTHRELET .

refresh AT REIZHRI-ABATURTT,

D& T U7 ID | OBIEARIC NS ZEAT S

Router(config)#router ospf

Router(config-ospf)#area 1 authentication message-digest

!:7>P§ﬁ

area <T!) 7 ID> authentication [message-digest]

I INTG A=A
RS x—5 | BRENE | BREHE | AREOE
. 0~4294967295
| EL 8 - R A=)
ELFEY, .
=
- csamodizast  |OSPF FREEIC MD5 2T 4I58ICHE essase—dizost F2EEIZ MD5
gerdigest e Lo, SRS e ALy
|cogEsmbtungs
OSPF BBREZITLVEE Ao
|&EE—F

OSPF H—EREEE—KF
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I ip ospf authentication

RELTWDA VBT —ATREAMERREERAT AN EINEEELET

refresh AT RZICHERNIZESITURTY,

| sEEh 1 EWANI OEREEE MD5 THT S

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf authentication message-digest

EESAS &

ip ospf authentication [EREFE%7E]

I INTA—A

k5 A—%5 | BENE | BEHE | AREOME

REEAETRELET

_ ' message— simple—password
o message em=r o e >
snsrenoe digest MD5 CEREEZEITLNET . ‘ digest TEREEZE TSN
— null *9,
. simple-password TEREL%F
TLET,

|LoogssirbuLga

RALEITVEE A,

EEE—F

LAN /A0 —REBEEE—K

EWAN /A TJ1—RBEE—F
PPPoE /A JT—RAHZFEE—F
BANSG—ABITT—ABEE—K
IPsec {2 A DT—REBETFE—N

VLAN /2271 —RABEE—K
W—T NI AL BT —RBEE—F
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I ip ospf authentication—key
OSPF —CHIL. I'-IIE*% é{ﬁ%?éiﬁAo)UIh nIE# énxibia—o

refresh AT RZICHERNIZESITURTY,

| &Ep 1 BIEF—% Tospfpaswd) 123 %

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf authentication-key ospfpswd

EESAS &

ip ospf authentication-key <EBSf+— >

I/G%-’SI
354 —4 | BENE | mE®E B |
spepa OSPF TREGLHAEZ (AT 5B DT —% 8 XFLUAD
e HELFEY, RHF

|:®%i€ﬁb@u%ﬁ
OSPF BRI RECER T AR F—%RELF AL

EEE—F

LAN /2271 —RABEFEE—K
EWAN /201 —RAHEE—NK
PPPoE /AT —RABEEE—NK
BANSG—AVRITT—ABRTEE—K
IPsec {2 A TT—ARTEE—K
VLAN AR D1—RABEE—FK
W—T NN IA BT —RAHEE—F
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I ip ospf message—digest—key

OSPF T MD5 SREI#EEZ{F 9 5/ E D MD5

refresh AU RZICHERNIZESITURTY,

&5 1 W5 BBEEFX—% ImdSpswd) . ¥—ID & 1129 %

aits nE:’b\’ t$_[D énxibia—o

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf message-digest-key 1 md5 md5pswd

EESAS &

ip ospf message—digest-key <F—ID> md5 <FREEF+—>

I ING A—A
RENE | B
s ] AN —
£ FC;;FE—LCEM;S RAAEEEATHBEOXF—ID | SRR
spsrsa_ |OSPF T MD5 REEMALEHAT 5B ADRIESY |16 XFLL |,
BT | _smwlEs. RO sy BT

| cogEzabings

OSPF MR EH4H!

fEEE—F

EICMDs ZERALE A,

LAN /AT —RBFE—F
EWAN /201 — RSB EE—K
PPPoE /AT —RABETEE—NK
BAXNSG—AVRITT—ABRTEE—F
IPsec 12371 —REEE—F
VLAN A VA1 — AR EE—F
IW—T NI L B ITT—REEFE—F
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|cmPF4>97:—x

I ip ospf cost

OSPF 29 2B NA A7 —RIZEY Y THaARMEFSRELET,

refresh AT RZICHERNIZHESITURTY,

D1 EWANTISEIY S TH IR MEE 100123 5

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf cost 100

I:l?‘/ FEHX

ip ospf cost <O X ~E>

I/i’%)‘—@
k54 —4 | BENE B [GREOE
QRME AU BTT—ROIARMEEBELES . [1~65535 | EBERA ‘

|:®%i§ﬁb@u%ﬁ

OSPF aXAMEE 1 H TERLET,

fEEE—F

LAN /2R 71—RABEE—FK

EWAN /AT — AR EE—K
PPPoE /A8 J1—RAEZFEE—F
BANS—ABITT—ABEE—K
IPsec 1A TT—AEBEE—NR

VLAN /2271 —RABEE—K
W—T NI AL 37 —RREE—F
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I ip ospf database—filter all out

CDAATT—RIZHLLY LSA DIFEREZ (HTTHEWKIIZT HIEHGEIZEELET,

refresh AT RZICHERNIZESITURTY,

DEhl 1 #HLLLSADBEREZIMHLNESIST S

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf database-filter all out

EESAS &

ip ospf database-filter all out

I/i’%)‘—@

INGA=BEHYFEEA

Loogssibulga

#HLULLSA DEHREZITHITES,

| ®eE—F

LAN /R 71— RABEE—NK

EWAN /201 —RAHEE—NK
PPPoE /AT —RABZFEE—F
BANSG—ARATT—AEBEE—NR
IPsec /2B T —AEBEE—NR

VLAN /2271 —RABEE—K
=TI\ LB T —RBEE—F
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I ip ospf dead-interval

OSPF O dead interval & FLFET,

CCCERTELI=EEME. OSPF M Hello Z21ELIEMo1=15E . ZD Neighbor ZT7—T LS HEIFEL

iTO

refresh AT REIZHRI-ABATURTT,

| 32E5 1 OSPF 00 dead interval % 100 #4129 %

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf dead-interval 100

I:?DF%ﬁ

ip ospf dead-interval <dead-interval>

/354-%
Nerere BERE RO |
. Neighbor Z7—7 LM BHIBR Y HFE TORFHE (B Py
dead-interval ) AR LET HEBARF ‘

|cogEzabings

40 2/ Hello ZRELEMNOTIGEICT—T L GHEIBRLET,

fEEE—F

LAN /BT —RBEEE—K

EWAN /2271 — X EE—NK
PPPoE /2371 —REREE—F
BANS—AVBTT—RABEE—F
IPsec 1A TT—RARTEE—K
VLAN /371 —RBEE—NF
=TI L BT —RBREE—FR
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I ip ospf disable all

CDARATT—ATOSPFEFRALEGEWNMGEIZIEELET,

refresh AT RZICHERNIZESITURTY,

[ 1 CoA 8T —RTOSPF AEALELESIST S

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf disable all

EESAS &

ip ospf disable all

I/i’%)‘—@

INGA=BEHYFEEA

Loogssibulga

OSPF #ERAL%EY,

| ®eE—F

LAN /R 71— RABEE—NK

EWAN /201 —RAHEE—NK
PPPoE /AT —RABZFEE—F
BANSG—ARATT—AEBEE—NR
IPsec /2B T —AEBEE—NR

VLAN /2271 —RABEE—K
=TI\ LB T —RBEE—F
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I ip ospf hello—interval

OSPF M Hello interval Z5%ELET,

refresh AT RZICHERNIZESITURTY,

I E&E5 1 OSPF 0 Hello interval % 20 B9 %

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf hello-interval 20

EESAS &

ip ospf hello-interval <E%fEE>

I/i’%)‘—@
rerer BENE | mERE | AREOMHE |
‘ﬁ%ﬁﬁ $Mth—9®ﬁ%ﬁﬁ@ﬂﬁﬁwéﬁibi %~%%5 - ‘

|:®%i€ﬁb@u%ﬁ

Hello »yt—T% 10 ERTEMAMICEELET T,

EEE—F

LAN /2271 —RABEFEE—K

EWAN /201 —RAHEE—NK
PPPoE /AT —RABEEE—NK
BANSG—AVRITT—ABRTEE—K
IPsec 1A TT—AEBEE—NR

VLAN /1871 —RBEE—F
W—T NI4T —RAZEE—F
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I ip ospf network

OSPF AR 7x—AD XY I — DB ZRARMIZIEELI-WMEEIZCOaATUREFEALET,

refresh AT RZICHERNIZESITURTY,

B3N

*w kI —%4 % 4 T% non-broadcast multiple access # 4 FIZ{EET %

Router(config)#interface ewan 1

Router(config-if ewan 1)# ip ospf network non-broadcast

EESAS &

ip ospf network <%wv kT —H 524 TF>

I ING A—A
NS A—5 | BRENE | BERE | AREOE
OSPF TERT A R VNI —V 214 TEIEEL
EX P
broadcast 44 JIZE&EL
broadcast 4
° broadcast
non—broadcast multiple non—broadcast
j;b'?—@’;‘l non—broadcast access A4 TIZERELFE  |point—to- BIEAT]
ER multipoint
point—to— point—to—multipoint &4 = [point—to—point
multipoint [ZERELET,

point—to—point

point—to—point 44 J1Z5%
ELET,

| cogEEabiLngs

broadcast #4 FIZERELET .

EEE—F

LAN /2201 —RABFEE—K

EWAN /201 —RAHEE—NK
PPPoE /AT —RABETEE—NK
BAXNSG—AVRITT—ABRTEE—FK
IPsec 12271 —REBETEE—F

VLAN /87T —RBEE—F
W—T N IA BT —RAHEE—F
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ip ospf priority
OSPF #EHd HEBAELZHRELET,

refresh AT REICHERNIZHESITURTY,

| &EH 1 OSPF £MAY 54 V8 Tz —AD priority 20123 %

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf priority 20

EESAS &

ip ospf priority <BsE>

I/i’%)‘—@
Berer BENE | BERE |AREOE |
‘%ﬁg Eqw%ﬁm¢%4>avr—xmﬁﬁ§§$mui k~%5 J—

|:®%i€ﬁb@u%ﬁ

priority Z 1 [ZERELET,

EEE—F

LAN /2271 —RABEFEE—K

EWAN /201 —RAHEE—NK
PPPoE /AT —RABEEE—NK
BANSG—AVRITT—ABRTEE—K
IPsec 1A TT—AEBEE—NR

VLAN /1871 —RBEE—F
W—T NI4T —RAZEE—F
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I ip ospf retransmit—interval

=1 —]

OSPF (Database Description. Link State Request. Link State Update) DEBEEBfREHRELET,

refresh AT RZICHERNIZESITURTY,

| 55551 1 OSPF OERIRE 100 B %

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf retransmit-interval 100

EESAS &

ip ospf retransmit-interval <E:EfEE>

I INTG A=A
Brez BERE | BERE |AREOE |
. - Database Description, Link State Request, Link State N
3 LlE o . o s g e 3~65535 |3 ~
‘ﬁLﬁ% Update / $4r (OB 22 RIRR (4t 1) £RRE L £, ‘ B ‘

|:®%i€ﬁb@u%ﬁ

5 R TERELEY .

EEE—F

LAN /2271 —RABEFEE—K

EWAN /201 —RAHEE—NK
PPPoE /AT —RABEEE—NK
BANSG—AVRITT—ABRTEE—K
IPsec 1A TT—AEBEE—NR

VLAN /1871 —RBEE—F
W—T NI4T —RAZEE—F
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ip ospf transmit—delay

FHELTWNBA A TT—RAIZT. LinkStateUpdate =t 3 5=-OCh M BHEBEZERELET,
CCTEHRFELIEN. LSA D Age [TMEESHhZET,

refresh AT REIZHRI-ABATURTT,

| EH 1 OSPF o) transnit delay & 10129 %

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip ospf transmit-delay 10

=< rest
ip ospf transmit—delay <ehikEZERFR>

I ING A—4
K5 A= RENE B |
uQEL'CL\%)’fJ’)"7I—ZI—‘C LinkStateUpdate %
# i N ~
‘¢%Eiﬁﬁ S Bl inm BB (B e LES, || 00

| cogEzabilngs
thHBIERSRA(E | BISHYES

fEEE—F

LAN /2201 —RABFEE—K
EWAN A2 271 —RBEE—F
PPPoE /A 71— REREE—F
BANSG—AV BT —ABRTEE—FK
IPsec 12371 —REEE—F
VLAN /U371 —RBEE—NF
W—T NN IA BT —RAHEE—F
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passive—interface

CCTEEELEAVE2TT—XRIZIE HELLO Ny kD EZEEXTUVER AW
JIL—E2 D REDEDEFEDORENMSLIRNSNET,

refresh AT REIZHRI-ABATURTT,

LE&Esl 1 EWANI THELLO /85 v FORBRIEETHBLESIST D

Router(config)#router ospf

Router(config-ospf)#passive-interface ewan1

!:l'?“/ =5y

passive-interface <4 >4 7t —X%&>

I INTA—A
CNSA—m | BENE | BEEHE | AREOE
lan 1
. o HELLO /X7y DEREZITHIELNAET [ewan 1~2 ”
(o8I T=R% I—REHEELET, pppoe 1~24 ol
vlanif 1~100

|cogEzabings

HELLO /Ny DEZEEITI.

fEEE—F

OSPF H—ERXBEEE—KN
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| osPr 2moEE

I auto—cost reference—bandwidth

AR TT—RMD OSPF ARAMEZBEFE T ABEDAR—RELGDHEERELET
auto—cost reference—bandwidth M EZTEHELIL, Mbps EHEYET,
HEKXFIUTOIIIZHYFET,

AR TT—AD cost {E = <auto—cost reference—bandwidth B> /<[El#FEE>

refresh AXUREICHRNIZEAOTURTY,

I E6 1 OSPFaR MEZEBEHET SBOA—REZB0 L LET

Router(config)#router ospf

Router(config-ospf)#auto-cost reference-bandwidth 80

I:?yF%ﬁ

auto—cost reference-bandwidth <X—X{&>

|/\°5x—9
e RENE BENE | GHHOE
. OSPF JRMEZ BB ETABMDR—RELDEE |1~ P
"\ AfB HELET, ‘4294967 B ‘

LcogEsithiulgs

100Mbps [ZERELFET,

fEEE—F

OSPF H—ERXBEEE—KN
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| compatible rfc1583

AS S DEIKIZDULNT. RFC1583 EIATEIMET ALIBZELET,

refresh AT RZICHERNIZESITURTY,

LEEEh 1 AS SN OEBICDOLNT, RFCIS83 EMTEAT 5E 519 %

Router(config)#router ospf

Router(config-ospf)#compatible rfc1583

EESAS &

compatible rfc1583

I/i’%)‘—@

INGA=BEHYFEEA

Loogssibulga

RFC 1583 JEE#A CENMELZET .

| ®eE—F

OSPF H—EREZREE—F
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log—adjacency—changes

OSPF RA/\DIKEEBIEF ttrlog ITHILET,
HORBIXKREEBIEDAT IS LVIREBBRESISHEILI-ARUIDIEETT,
FULL RT—k&E FULL RT—FUNDRT—FDRBID BN REL-BOAHALET

refresh AT REIZHRI-ABZATURTT,

IE&EHI 1 OSPF R A /SDREEB % ttrlog ISHANT S

Router(config)#router ospf

Router(config-ospf)#log-adjacency-changes

I:?yF%ﬁ

|og-adjacency-changes

/354-%
INTA—REHYEEA

|:®%E§ﬁbtu%@
OSPF A/ \MDIKREBFEH ttrlog ICH ALFEH A,

fEEE—F

OSPF 4 —ERFZEE—F
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I refresh timer

LSAY Iy 1 DREIRERELET . MRITHY T LSA(BL1T 34 ) ASH LSA ,

refresh AT REICHERNIZESITURTY,

DEEp1 LSAUTL YL ORIFE 0BITT S

Router(config)#router ospf

Router(config-ospf)#refresh timer 30

EESAS &

refresh timer <) 2 Lw < afEi@>

I/i’%)‘—@
rere BENE REHE [HHEOE
ws = (B4 - F o
bjby&lﬁﬁ §MU7bJ/1®ﬁhm$u%ﬂ€th$ %wq&m - ‘

|:®%i§ﬁb@u%ﬁ
LSA )7Ly aDfElaz 10 #IZERELET .

EEE—F

OSPF H—EREZEE—F
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I timers spf

LSA DE#HZEZELTH D, EREIC SPF ST EZRIR T 52F TOEIERE &, SPFEHEZEIT>T
MNORDHAEIZABDETCDR—ILFEA LEERELET,

refresh AT REIZHRI-ABATURTT,

RERFI 1 SPFEEZRET SFTOERBERMZ 100 %, SPFAEZIToOTHrLRDFR
[CABDETDHR—ILEZALZESORICLET,

Router(config)#router ospf

Router(config-ospf)#timers spf 100 50

I:?yF%ﬁ

timers spf <{spf-delay> <spf-holdtime>

Ls52—%
K5 A—4 | BRENS | BREEIE | ARREEOIE
cof-delay | -SA PEHFERIELTNS. KEXIC SPF &t HZR 0~ SRR
Praedy g 2o BERMERELET. 4294967295 | =™
spf- SPF St EZITo>THLRDEEIZADETHDHR—IL |0~ SRR
holdtime  |K&4A LEBZELET, 4294967295 |~

Loosrzabauga

spf-delay:5
spf-holdtime: 10 #

EEE—F

OSPF H—ERFREE—F
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I virtual-link D& E

I area virtual—link

Virtual-link ZHIXL§ 5HFDIL—2 ID #EELET,

refresh AT REICHERNIZESITURTY,

IEQEWJ‘I R OKEDIP7 FLRX%192.168.10. 1129 %

Router(config)#router ospf

Router(config-ospf)#area 1 virtual-link 192.168.10.1

I:l?‘/ FEHX

area <T )7 ID> virtual-link <\ E&— kJL—% ID>

I INTG A—4H
Berers BENE | BEmE | ABEOME
T)7 ID ZBEE-(X. IPvd PREL AR |0~4294967295
I sl N
TUTI | remlEd Pva FRLRFst [BRT
JE—k Virtual-link Zf3L ¢ 5HEFDIL—2 D % . L |
—B 1D seoe o Pv4 PEL AR |BEEAE]
|:®%E§ﬁbtu%@
REBIVOERELERE Ao
EEE—F
OSPF H—EREZEE—F
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I area virtual-link authentication

=1 —]

BRELTNSM AT —ATRAKAEZERTINEINERELFTT .

refresh AT RZICHERNIZESITURTY,

| EEhl 1 WD-5 SREEHAE % A L CEREL Y .

Router(config)#router ospf

Router(config-ospf)#area 10.0.0.1 virtual-link 10.0.0.2 authentication message-digest

EESAS &

area <T!)7 ID> virtual-link <!)®E&— kJL—4 ID> authentication [E23

&)
I INTG A—4H
X5 A —4 | BRENE | BEGE | AREOE
. _ |0~4294967295
I K - N A <
TU7 D ;}g/ifm&itm1Pv47|~l/xﬁ,itr v PELRFY | EERT
=] o :_I'_t
JE—k Virtual-link ZFE3I 3 5EFDIL—2 D ¥ IPv4 PRL AR |,
L—aD  |ELET. = HEAE
EREEAEEERLET,
o message—digest IMD5 TiREFZF{TLNET, —di sirr_1p|_e—password
WL | _ - message-digest CRHEAVE
Ll simple—password TiR5f% | |null 4.
1TUWET,

Loogssibulga
BIEE(TLE A

EEE—F

OSPF H—EREFEE—F
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I area virtual-link authentication—key

Virtual-link —Cun.. I:I.[E*% §1§Fﬁ3—éiﬁ'&0)mb nE:‘b\’ EE&EE

refresh AT REICHERNIZESITURTY,

s

axX &

1 1

FRRE T —

% ospfpswd [ZERET S,

Lid—o

Router(config)#router ospf

Router(config-ospf)#area 10.0.0.1 virtual-link 10.0.0.2 authentication-key ospfpswd

EESAS &

area <T 1) 7 ID> virtual-link <!JE&— kJL—4 ID> authentication-key <

INAT)— K>
I INTA—4H
K545 | BENS | BREHE
. . 0~4294967295
A K o N < S
T7ID ;Z{gfmﬂit@JRMTFbxhﬂf]RATPM”E LR
B E o Et

JE—k Virtual-link ZF8319 2 BFDIL—42 ID %35 [IPvd PRL AR |,
L—aD  [ELET. - HEARE
KRT—F  |[BEART—FEHEELES. g;gx FOR | pera

|:®$E€ﬁbﬁu%é

Simple—password FREFD/N\RAT—REHRELFEE Ao

| eE—

K

OSPF H—EREBEE—
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I area virtual-link dead—-interval

OSPF ) dead interval ZE%ELE T,
ZCTERFEL-EREIAIZ OSPF O Hello Z2{ELHEM-T-

55 . Z®D Neighbor T —7 LAV HI R
LEY,

refresh AT REIZHRI-ABATURTT,

I Esi 1 20 R Hello #BEL LA S BT — TN SEIRT 5.

Router(config)#router ospf

Router(config-ospf)#area 10.0.0.1 virtual-link 10.0.0.2 dead-interval 20

I:?DF%ﬁ

area <T )7 ID> virtual-link <\ &— kJL—% ID> dead-interval <Z{EME=>

/354-%
K5 A—% | BENE | BEEE | ABEOE
rypp  [E)7REREEEE PaTRABRT UL
=
I)JLTC—;FID Yériu;l;l_mk ZHELTHHEFDIL—ZID %15 IiPtv4 TRELRF SRR

|LoogssirbuLga

40 FDFE Hello 22 {ELE M2 1=0T—T LM SHIBRLET,

EEE—F

OSPF H—ERXBEEE—KN
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I area virtual-link hello—interval

Hello /X7y b DEERRERELE T .

refresh A RRICERNIZHEHAT R T,

LEEEsl 1 Hello/$y v ORIERIEE 20 BISEET .

Router(config)#router ospf

Router(config-ospf)#area 10.0.0.1 virtual-link 10.0.0.2 20 hello-interval 20

EESAS &

area <T')7 ID> virtual-link <\)E— kJL—4 ID> hello-interval <E{ERFE>

I INTA—A
K5 A—%5 | BENE | BERmE | AREOMHE
. . 0~4294967295
B’ - § s

wrp [FY7D ERUFIE P TRLVARRATIE | Skl 20 |amrm

ELET, .

=
JE—k Virtual-link 3L 92HEFDIL—E2ID ZI8E |IPvd PRLRR | ..
L—s1D  |LET, - HEARE
o " . = =8 ;l. ,J\ {(=1—]

e Zfllo Ny EERRR (BEA: ) ZEELE | ~GE535 SRR

|:®$E€ﬁbﬁu%é

Hello *vt—L M EERIFRE 10 #IZHRELET,

fEEE—F

OSPF #—E X
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I area virtual-link message—digest—key

Virtual-link T MD5 EREEHEREZ T S5 D MD5 BRI+ —% R ELFET,

refresh AT REICHERNIZESITURTY,

| &1 192.168.0.0/16 DIZEEIERE Tag 0 T Aggresate 3 5.,

Router(config)#router ospf

Router(config-ospf)#area 10.0.0.1 virtual-link 10.0.0.2 message-digest-key 1 md5 md5pswd

EESAS &

area <T 1) 7 ID> virtual-link <!)E&— kJL—74 ID> message-digest-key <F—ID>
md5 <ERFEF—>

I INTA—4H
BENE | e
. . 0~4294967295
B’ - § £

U7 D Ib'f? ID #B#HFE-L. IPvd PRLAEKT Pvs PRURTS | GBRE

*E;Ein-g_o _t

I

JE—k Virtual-link #FE3L92HFDIL—E2ID 6  [IPvd PRLRRZ | ..
I - HEARE
*—D  [*—D#EEELET, |1~255
nu.. nIE;F_ urL. n.l._tq: i* ng-g_o ;;IJC%UWOJX %Hﬁ*ﬂ'

|:®$E§ﬁbtv%ﬁ
B —FBTELEE A,

BEE— K

OSPF H—ERZEE—K
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I area virtual-link retransmit—interval

Virtual-Link @ OSPF (Database Description & & U} Link State Request) DB EBIEEERTELE
ERR

refresh AT REIZHRI-ABZATURTT,

| 355551 1 OSPF OERIMGE 100 BISERET

Router(config)#router ospf

Router(config-ospf)#area 10.0.0.1 virtual-link 10.0.0.2 retransmit-interval 100

!:7>P§ﬁ

area <T!)7 ID> virtual-link <\ E&— kJL—% ID> retransmit-interval <EXfEkm>

I INTA—A
k5 A—% | BRENS | BEHE | AREOE
. R 0~4294967295
Fo ey . R A =]
ELET, =
I
JE—F Virtual-link ZF&3L 3 2HBFDIL—2 ID Z8E |IPvd TRL AR |,
JL—A 1D LET, = LR
Database Description & & T, Link State
BiEfER Request /N4y D BX MR (BAL: ) ZFERE |1~65535 o N
LEY,

|LoogssirbuLga
BEMFE 5 BISRELES,

EEE—F

OSPF H—ERXBEEE—KN
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I area virtual-link transmit—delay

Virtual-Link @ LinkStateUpdate ZH##t9 51=-HDIZHMNBEERERELE T,
CCTERTELMEN. LSA D Age ITIIESNET,

refresh AT REIZHRI-ABATURTT,

|5 1 LinkStateUpdate /3% v FOF#HBIEERIZE 10 BT 5

Router(config)#router ospf

Router(config-ospf)#area 10.0.0.1 virtual-link 10.0.0.2 transmit-delay 10

!:l'?“/ =5y

area <T )7 ID> virtual-link <UJE&— kJL—% ID> transmit-delay <FR#¥;EZERFRED>

I INTA—4H
k5 A—5 | BERR | BEEE | EREOE
. . 0~4294967295
I . S

TU7 D Ib'i? ID Z&E-(L. IPv4d PRLAEER T Pvd PRURFS |&BERT

*E;Ein-g_o _t
I

JE—k Virtual-link #FEL9 2HEFDIL—E2ID 6  |IPvd TRLAR |,

L—2D  |ELES. = HHAE
BRELTWWAAVETI—RIZT,

P EIERR] |LinkStateUpdate 4§ 2112 M B [1~65535 BT
i (B #0) & ERELE T,

|LoogssirbuLga
R REBIERIRIE 1 DI ET

EEE—F

OSPF H—ERFEEE—F
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R DPYIk

I access—list

BED/Nrybé, ZD/7 b DEME (FP#R or BEZE or 2B IRV EHRELET .
BELLN TN LT OMEETEALEY,

« 4R 2% (ip access—group AV UR)

T4 ILARY) Y (ip access—group A< K)

Tt yb) X+ (offset-list AT R)

RIP/BGP THEIET AN VI EDIETE (distance AT UK)

‘BGP THEIET BRI DIETE (neighbor <IP-address> distribute—list A< K)
IR RIEERDIEE (match ip address AT R)

*NextHop M $E7E (match ip nexthop A< /K)

“NAT ZHETD 7KL R$E5E (ip nat inside AT K)

R —JL—F 4% (match ip access—group AT K)

FERAEE. FTARITURT/N UM EIEE Lz, LiEHEEEFEHAIH5E—FT.
EBELE7IER)RNESEIRELEY,

access-list [, BEIBISEHAINET,

Fr=. RILES D access-list ITEHITOHRTEZLI-HZE L. LOITHhLERINET,

refresh AU REICHE®NICHESITURTY,
TORRAYAREEIZDOLNT
AEBOT7IVERA)ALES X UTORENHYET,

ToERUANES & BN

1~99, 1300~1999
10000~ 11200*

IPv4 1BAEERTE |IPv4 2 IETTFRL RIETE

IPv4 EETT/ FBETRLURIEE

100~199, 2000~ 2699 . -
IPv4 HRARERE oo BSHEE

20000~21199 JonERER

3000~ 3499 . o 0

30000~ 31499* IPv6 AZHER5E IPv6 3E{E T, L T RL RIEE
IPv6 :EETTT7FLRIERE

3500~ 3999 ) 2

35000~ 36499* IPv6 EARERE |  TORILEBESHERE

EET/RBER—IESIEE
¥ ZOEMRDON-EREERIE, V01.13(00) LIEEHR—F

EENTYrOBIERREIZDOLNT
BELI/\T bR RET I REMRETINERELET . TR ETRIHE
permit, BEXRET HIFE L deny ZIEELE T,
CORENBELDIE. T4IL2)0T /R RIERDIEE NextHop DIFEDT=HIZT VLX) R
FEIEE T DIEAEDAHTY D RERTIEET DIHEE S permit ZEE L TZALY,
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IP 7PRLAEHEEE
TORR)APATURTIPvA PRLURFIEET HHE . YAV (Wildcard YR V) #fERALT1 TV

FITT7RLREBEZIEE T HIENTEET,

Wildcard R RAV(E, HTRYRI RV EFERNELRYFET D TEELTLIEEUY, Wildcard TR &

HITRYRTRIE, “17E70" DB AN FEIZLEYET,

f5l) 24bit T X% . Wildecard TRV TRIRT HHE L. YT RVNIRITREATHIHFEDEL
Wildcard ¥ XY D154 :0.0.0.255
HIRYEIRIDIGE :255.255.255.0

f512) RA L% Wildcard TRV TRIRT HIGE L. YT RIYMNIRITRIAT HIHEDEL
Wildcard ¥ A9 D154 :0.0.0.0
YITRIRIRAIDIHE :255.255.255.255

R—FEEDIEE
IPv4/1Pv6 YiaRE% TE TlX. TCP/UDP LA R—hBBEIEE T HENTEET , COIEEIE. 7
AILB)T B ITLIR) T DIREDE=OIZT IR AR ET RIS EICHRAHYET .
HORETIEET SEE L. ZERETTIERYRMEEELTEZEL,

lzzo 05020

A R—2 D EBEECHEEATEE. EX1)T(ELTIEBRAREICEIZESINTLVE
ER
FEIAILA)THEETIL. LAN BINS DA 23—y MERICR T A E T —2 LU ET1 LA
YT (RE)THENTEET,
FEIILE) TR EERT DB A X SIS D TR (Web ) X TEAKARYET, (72
TREHATHTRLRERET HIEIETEET)
1=12L. VPN B oD ZEIZBEL TIE 74U RV TEITVEE Ao UL—RR—Z M VPN <)

KEET,. ZE IR EERATBHIHEE L., access—list AV RDEET. “dynamic” %15
ELET,

IEEEWH IPVAREET R 1) R M, 192.168.100.0/24 2B FT 5 (FaAEH)

‘ Router(config)# access-list 1 permit 192.168.100.0 0.0.0.255

REMF 2 IPVAYRERT VX 1) X BT, src=192.168. 100. 0/24 dst=192. 168. 200. 0/24
ERET D (FEFAIEM)

Router(config)# access-list 100 deny ip 192.168.100.0 0.0.0.255 192.168.200.0
0.0.0.255

HEHIS IPVEEET IR R NI, src=3ffe:110::/64 & dst=3ffe:111::/64 %%
E9 5 (FralEi)

‘ Router(config)# access-list 3000 permit 3ffe:110::/64 3ffe:111::/64 ‘
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EFI 4 IPV6HEREET 2R 1) R RIZ. src=any srcport=any dst=any dstport=80 %%
Ed D (RHFAEMN)

‘ Router(config)# access-list 3500 deny tcp any gt 0 any eq 80 ‘

lasns zmonsvovemers arw

‘ Router(config)# access-list 100 dynamic permit ip any any ‘

I HEHI6 FEEM fnsc.co. jpIBDRY —IL—TF 1 >4 (ipsecifl M) ZHRET S

Router(config)#fqdn-list 1 www.fnsc.co.jp

Router(config)#access-list 100 permit ip any fqdn-list 1

Router(config)#class-map FNSC
Router(config-class-map)#match ip access-group 100

Router(config-class-map)#exit

Router(config)#action-map ipsecif1
Router(config-action-map)#set ip next-hop connected ipsecif 1

Router(config-action-map)#exit

Router(config)#policy-map FNSC
Router(config-policy-map)#class FNSC action ipsecif1

Router(config-policy-map)#exit

Router(config)#interface lan 1

Router(config-if lan 1)#service-policy input FNSC

Router(config-if lan 1)#exit

o= rex

IPVAEBET7THOERERAYR M (BES : 1~99, 1300~1999, 10000-11200)
access—|ist <access—list &FFE> { permit | deny } {any | GE{EETIP 7K
LR> GEETWildeard <24 > } [log] [count]

IPVATEEE 7 O ERA U X ¢ (FES : 100~199, 2000~2699, 20000~21199)
access—|ist <access-list &5> { [dynamic] permit | deny } <ZF@o koL
BE> [any | host GEEFTIP7RFLAR> | GREFTIP7RLR> GEETXT
Wildcard ¥« X49> } [KiR— hEMW> <TCP 7/R— +FEB>] [KiR— FEH> <UDP 7R
—+&ES>] {any | host <BBZIP7 KLRAR> | <BB% IP7 KL R> <FE%E
Wildcard <X %> | fadn-list <fadn-list&EE>} [ ICMP 24 T 1 [Kik—
B> <TCP R— rFEB>] [KFR— rEMD> <UDP ;R— +&FEB>] [[precedence
{<precedence-value>|<precedence-named-value>}] [tos {<tos-value>|<tos-
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named-value>}]| [dscp {<dscp-value>|<dscp—named-value>}1] [ip—flag
{<ip-flag-value>|<ip-flag-value:wildcard mask>}]1[log] [count]

IPV6 I ZEET O LAY R+ (BFE : 3000~3499, 30000~31499)
access—|ist <access—list HE> { permit | deny } { any | <3&{E3t IPv6 7
L74vyo x>} {any | <% IPv6 L T4 v4o X> } [count]

IPv6 HEsR 7 V2 AU R b (BE : 3500~3999, 35000~36499)

access—| ist <access—|ist &FE> { [dynamic] permit | deny } <ZO koL
EB> {any | GERIET IPV6 TL T4 v o R> | [KBR— FEMD> <TCP R— +&H
B>] [KIR— FEM> KUDP7R— +&HEB>] {any | <BGEE IPV6 TL T4 v o R>
| fadn-1ist <fadn-list &S>} [ ICMPv6 24 T 1 [Kik— FEM> <TCP 7/R—
FESD] [KiR— FEM> <UDP R— +&ES>] [tep-flag {<tcp-flag-
value>|<tcpflag-value:wildcard—-mask>}] [traffic-class <traffic-class-
value>|dscp {<dscp-level>|<dscp—name>}] [flow-label <flow-label-
value>] [count]

R E #EE HEREFDE

Ji
'S
|
N
B
H
3
S

1~99, 1300
~1999
10000~
11200%

100~199.
IPv4 {i3E

2000~2699
: FHER
access-list B |ZNENOBMENESEEEL |[20000~ |77

=1 F£4. 211997
3000~3499 [IPv6 1EHE
30000~ 7oER)
31499%2 Ak

3500~3999 |[IPv6 Hi3E
35000~ 7oA
36499%? Xk

IPv4 1Z#
7oER)
Rk

LB

FEI4ILA
dynamic yogmnxTy
)T

BEIIILA) T EFERT S5
BIZEELET,

dynamic

LT
FHARE

HEIEHA ., RHARUAEE | pormit

*RL/?ETO |deny %%Z:EI

{ permit | deny }

|esp |ESP
Cisco’s GRE HEEF A

tunneling

JoraLgiLLFTaoraLE
BEERLET,

JOra)LBE
gre
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280

ICMP (IPv4 ¥53E
icmp |7OtRJRK
B¥)
ICMPv6 (IPv6 $i
icmpv6 [BR 7 7t A1) RX L
RF)
i fIP
lipinip I kR IL
|tcp |TCP
ludp  |UDP
0~ Jara)LBE
255  |FIEE
BINTGA—B(TRLRPOR—FE
any FSHE)T. [2TIHFEETSHE |any -
Bl any"® AHLET,
‘; % JT > . = — > == > 5 ~
’;; TPTE sEmrrLxemelEs.  [Pvd7RLRBR HRATT
- BETTFLAEREIEET 51
== HIZ, Wildcard TRIFIEELE [IPv4 PRL A LIEAT]
Wildcard ¥ X% +
REPTRY lagrrLzemmles, [P 7RLRRR LR
. EETRURAZEREIEET -0
PRSE Widoard | ="\ doard T RUEIEELE  [IPvé FRLRR LR
TR +
[fadn-list™ |fqdn-list #HEELET . |1 ~507% LR
IPv4 R 7 O R AT, #(E
host TT/BETRFLAELTHRARZE  |host -
LAFIEETHIGEIZDITET,
EIETTIPv6 7 EIETT IPV6 TL Iy I REIRTE . S |
PP gy Pv6 TL 74w AR | BEEFA
E% IPv6 L [EF IPv6 LIy REIEEL i s |as
e iy Pv6 TLOqv AR |EBARA
[{gETESICMP 247
administratively—
prohibited
TArLES T icmp EHREL |a|ternate—address
]CMP 947} T:i,z_ﬁ(:‘ ﬂ%&j-é ICMP 94 |conversion—error ?’}qu) ICMP
THEHEELET,
|dod-host-prohibited
|dod—net—prohibited
|echo
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|echo—rep|y

general—-parameter—
problem

|host—iso|ated

host—precedence—
unreachable

|host—redirect

|host—tos—redirect

|host—tos—unreachable

|host—unknown

|host—unreachab|e

|information—rep|y

|information—request

|mask—rep|y

|mask—request

|mobi|e—redirect

|net—redirect

net—tos—redirect

net—unreachable

|net—tos—unreachable

network—unknown

|no—room—for—option

|option—missing

|packet—too—big

|parameter—prob|em

|port—unreachab|e

|precedence—unreachable

|protoco|—unreachab|e

|reassemb|y—timeout

redirect

router—solicitation

|router—adver'tisement

source—quench

|source—route—fai|ed

|time—exceeded

|timestamp—rep|y

|timestamp—request
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282

|traceroute

|tt|—exceeded

|unreachab|e

ICMP 41 7 {i (0~255)

ICMPv6 54~
(IPv6)

JORILE ST icmpv6 " FIETE
L& &I1Z. R ET S ICMPv6
AALTERELET,

| ICMPv6 #4F

|address—unreachab|e

administratively—
prohibited

|dest—unreachab|e

|echo—reply

|echo—request

|erroneous—header—fie|d

hop—limit—exceeded—-in—
transit

|multicast—listener—done

|multicast—listener—query

multicast-listener—
report

|neighbor—advertisement

neighbor—solicitation

|no—route—to—destination

|packet—too—big

|parameter—prob|em

|port—unreachab|e

reassembly—time—
exceeded

redirect

router—solicitation

|router—adver'tisement

time—exceeded

unrecoghized—next—
header

|unrecognized—option

ICMPV6 #4 J{E (0~
255)

£TOH
ICMPv6 24
7

R—rEH

R—rESEHETIEEY 5=
BIZ R—MEMHEEELETT .

teE T BHHE—IA
W

st R TR—IE

E£THOHR—F
(KARRER E 7R
L)
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BEYKRENKR—
FESNER
BETHR—+E
It B &YIhELR—
FEENXR
BETHR—E
neq |[SLSNDR—FE
SRR
R—tDEFEEE
o B

range

| ToPH—+BE

|bgp

|chargen

|cmd

|daythne

|discard

homam

|echo

|exec

|ﬁnger
o
|1°tp—data

|gopher

|hostname £7TO TCP
R—rES

| TORILT o EHEELIBE
TOPR—FE |- wged2TCP K—1ERE ||
N EELET . dent

|kc

|Hogm
lkshell

hogn
lIpd
|nntp

|phn—auto—rp

|pop2

|pop3

|sn¢p

|sunrpc

|syﬁog

hacacs
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|tacacs—ds
talk
|te|net

|time

|uucp

|whois

|WWW

TCP /R—+FES (0~
65535)

| UDPA—+ES
Ibiff

|bootpc

|bootps

|discard

|dnsix

|domain

|echo

|isakmp

|mobi|e—ip

|nameserver

|netbios—dgm

. JORALT udp BRI | netbioss
LiIDP h—hE &Iz, xR ET S UDP R—hE |netbios—ss
- EEEELET,

£To UDP
R—h&ES

|ntp

|pim—auto—rp

|rip

|snmp

|snmptrap

|sunrpc

|syslog

|tacacs

|tacacs—ds
talk
|tftp

|time

|who
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|xdmcp

UDP R—+FE (0~
65535)

precedence—
value™’

precedence-value X TELET .

0~7

LH A

precedence—
named-value™'

Ko
filt

precedence—named-value &

Li-g-o

|routine(0)

|priority(1 )

|immediate(2)
|ﬂash(3)
|ﬂash—override(4)
|critica|(5)

|internet(6)

|network(7)

HBERE

tos—value™'

tos—value ZEXELET .

0~15

HEEA AT

tos—nhamed—
value™!

tos—named—value ZERELET,

|min—momentary—cost(1 )

|max—re|iabi|ity(2)

|max—throughput(4)

|min—de|ay(8)

|norma|(0)

LA

dscp-value™'

dscp-value #EZXELET,

0~63

HEEA A

dscp—named-
value™!

dscp—named-value & ELE
9,

ef(101110b)
bf(000000b)
af11(001010b)
af12(001100b)
af13(001110b)
af21(010010b)
af22(010100b)
£23(010110b)
af31(011010b)
af32(011100b)
af33(011110b)
af41(100010b)
af42(1001000)
af43(1001100)

HBERE

ip—flag-value™"

ip—flag-value X ELET,

0~3. %<&, 0~3:0~3

(TAIRH—F<TRY)

HEEA A
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Ih

top—fing ] 0~63, <[, 0~63:0
o tcp—flag-value ZERXELET ~63(TAILEH—FTR |EBEFA
value )
o o _— 0~255, £ L<IE, 0~
::/raaIZF;c class g-afﬁc class—value ZEXFELE 2?5:0~255('7’f)l/|:73— LR
° K< 2%9)

flow-label [flow-label #FZELET . |0~1048575 B
INTYR T ILAY T HEBEIZEH LY
TEREEH ATHAD ITEYRLE
INTYRDY, 403 Rg | P2z U

log RSN ET, log ek -t
dynamic {8 EDNHE . FELI-F FH A,
B4 AIZEYR LIz Nk X
RRLEEA,
HEHEREL T ILAIZEYVRL
TNy A ERTRLE

count kK count NIUhES
dynamic IEEDIZE . FEL-F WEEA,
B4 ARIZE YLz Yk K
SELEEA.

BRI M)H:V1.03(00)LLRT X ERK 1024 T M), V01.03(00) LLRE (3 485 R
X1 INBDINTA—=EETLINA) T TCHERTHIEIXTETF A,
%2 ZOMADUERET(E. V1.13(00) LU EHYR—F

%3 /85 A—4 fqdn-list (&, V1.16(00) LABEH7R—k

X4 /13T A—A fadn—list HBEDERTEEF 1~50 (L. V01.18(00)LLEEHR—b

DREZEITHEWER

access—list ZFERALI-#EEZERATEEF AL

I%E%—F
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I ip access—group

access—list AN R THRELI=74IWA) T T—8% KA AT —ATHEALET,
TANR) T T—RIE BALEZTT—ATRELI/ VY MIBERAT 500, EET 5/ Vv IE
BTN EEETINELHYET,

refresh AT RRICEIZHEDATURTY , (B A4V 5—I(E&<)
I REHI 1 access-list 1 THRELI=T—4% %, PPPoE1 X {ERFICERT 5

Router(config)#interface pppoe 1 ‘

Router(config-if pppoe 1)#ip access-group 1 out

| E&Ehl 2 access-list 2 TIRE L1 T—4 %, PPPoEl /> DRIEHICHEATY 2

Router(config)#interface pppoe 1

Router(config-if pppoe 1)#ip access-group 2 in

I:l‘\?‘/ FEH

ip access—group <access—list ZE> { in [interface | vpn]| out }

I IND A—A
K525 BEWE mEgE
1~99
100~199
i smm [ 2NV T DT —RERELIZTIERUZ [1300~1999 "
access—list B S FOEE AT LET, 9000~ 2699 £ N
10000~ 11200
20000~21199*
AR ITT—RTHDRIEF (in) /M3 T—R
MEDEER (out) DELLTIAILA) T T
BOPEHEELET .
{inlinterface | ZIERIL. SOHICUTORIICHRENTEE in von
ER - EEAT
vpn]| out } in interface
invon  |EBFE VPN R/ ST EHIE ||out
in BE%EIE VPN Xt &/ 4y A
interface |

LAN /2321 —AB LU IPsec 127x—A T, von BRI A LI TEF A,
in von & in interface ZBIRNLT-1HE . AT S access—list DIESE(X, any ETBUEHLHY
*7,

¥ TOEADLEE L. V01.13(00) LUEHR—k
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|:®%i§ﬁb@u%ﬁ
BELTNBAUETI—RATIE P IS Ib IR U EERLER A

biro sy osizont
LT/ Sy R RUSHE R LAV E W T= 512, £ X2 TARIE DT ERT HHEETT .

| ®eE—F

LAN /A0 —REBEEE—K

EWAN A A1 —RBEE—F

PPPoE /A JT1—RAEZFEE—F
BANSG—ARITTI—ABEE—NK
IPsec {2 A DT—REBETFE—N

VLAN /2371 —RABEE—K

o RILA R TI—REEEE—F

BVIA AT —REBEFEE—NR

USB Ethernet 1271 —REREE—F
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I ip stateful max—sessions

ZBIANA) T T—TILDRBERELET .

CCTERET HHL8E. IPv4a/IPv6 TERTAFE I4IWLA) T T—TIL DR ERTYET,
NAT ZHFHLTULBIEE  NAT ZT—T )LDy arHb 6 8 THHIEL TLESLY,

LEEh $EI 08U T T—T%E 20000 £y av5E

NEET S

‘ Router(config)#ip stateful max-sessions 20000
EEPIE £

ip stateful max-sessions <tzvwv < 3> %>
Ls52=%

85 A—4 | BRENE B | HREOME |

s - NN e = 2048~ "
‘tjza‘/éﬁl ‘?—E?»{M/SI'JD’JT-?)bd)aﬁﬁﬁ’éaﬁ?ﬁbiﬂ'o 90000 HEEAT] ‘

LoogssibuLga

FEINWA) T T—=TIILDOBRKREIL., 2048 (ZHYFET,

EEE—F

EAREE—R
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VX574 v 1—F1v508%E

! ip route

REBED. IPv4 AT IL— b EEELET,

PPPoE *> EWAN {# 9 %15 4A &, Nexthop D IP FRL A HO MWV —IDHYET DT,
Nexthop ELTA AT —REZIETH_ELTEET,

Nexthop &L T EWAN-USB Ethernet /2371 —REIBE T=AD (L. WAN BIDERFEMN
DHCP 547U hDIFEDHTT,

ZDIHA . "nexthop” & DHCP H—/\Mi5ER#F L 1= " default gateway D IP FRL R"EHYFET,

refresh AU RRICHZNICARHITURTT,

I EXEMHI 1 192.168.1.0/24 580 Nexthop Z 192.168.2. 254 £ %158

‘ Router(config)#ip route 192.168.1.0 255.255.255.0 192.168.2.254 |

|s&Ehl 2 192.168.1.0/24 5800 Nexthop %, PPPoEI 4 © 2 Tz —R £ HIBA

‘ Router(config)#ip route 192.168.1.0 255.255.255.0 pppoe 1 ‘

IEEH3 T4 ML—FEPPPEI AL AT T—RETHIBA

‘ Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1 ‘

I:?DF%ﬁ

ip route BEEHR Y kT—4> < RX4> { NextHop> | <4 B2 T —RAE>|
connected { ipsecif <1-1000> | null O | lan <1-1> | ewan <1-2> | vlan
<1-100> | usb—ethernet <1-2> } } [<distance>]

L$52=%
XS A—m | BENE | BEEE HBREE DB
suptoho—y o7 PN T CIORER oy piuapst s
EZT, BEAVRT—SISHTHIRY  [IPvATRELABR  |[HEETE
NextHop %?ﬁ“ﬁj’f/j BIOD NextHor 1o ) 2L 2zt ;/&?;g;g
BENBYES
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BENEET BN TT—
A% PPPoE M &SI, NextHop D
IP 7LD BAHEIZH A D7EL i
BITHEELEY,

ABITT—RE

ewan 1~2

pppoe 1~24

tunnel 1~100

dialer 1~20
usb—ethernet 1~2%°

connected ipsecif |[FEFHEANDEIEL T, IPsec 14
<1-100> TI—RERELFT,

ipsecif 1~1000%?

connected null 0 ‘@ﬁﬁ@ﬁﬁﬁ%'rﬁ*ﬁ&ti‘d’

|nu|| 0

connected lan <1- |38%E%& LAN /28T —RAD lan 1~1

1> connected EL THULVET . an
connected ewan  |3EFE EWAN /2 TT—AD 1~
a-2> connected EL THLVET . ewan
connected vlan SEHE%E VLAN /AT —RAD lan 1~100
<1-100> connected ELTHRLVET . vian

connected usb—  |FE5E% USB Ethernet 1471 —
ethernet <1-2> AD connected ELTI/WLVET,

usb—ethernet 1~2%3

NextHop @ IP

TRLRERTE
TELENHY
*9,

distance ARBTAVIIN—T42T D
distance [EZIEELET,

2~255%!

BRIV M)E:5000 TR UL—F42 57— LB HIL 10000 TUHY))

%1 distance fHIC 255 R ELI-IEE . TOERIERSEMIFVELYFET,

%2 ipsecif 1~1000 (&, V01.13(00) LABEYH7R—F, FITELnet F200 Plus TIXEREEHALTAHS
A%h. FITELnet F200 TIXEREEEHF 100 T DA EZ,

$%3 usb-ethernet 1~2 (. V01.14(00) LAR&EH7R—

|:®$E€ﬁb@u%é
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I (%) 70O F3)LD distance {E

D FOra/LD distance L. LTDESIZH-TLNET,

| Joran [FOALME| #E

ZETAvY K EEALE

EEIL— - EERA

‘BGP(external) ’20

IBGP (internal) 1200 LEAAE

BGP (local) 1200

RIP 120 EEA A

(OSPF (external) |10

(OSPF (inter-area) |10 EEARE

|OSPF (intra—area) (110

IKE JL—H 0 EERA

[SA-up JL—F 0 EEAEE

[REDUNDANCY JL—F [0 EEAE

‘EventAction JL—b ’1 ’gﬁﬂﬁﬁ

‘AutoConfig ’0 ‘QEZ:H
EEE—F

ERBREE—F
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I»—h?vﬁ@%i

I match interface

RORMRYTADEEAEZTT—AN—HT EBRIERETRELET .

CDERFEIL. RIP, OSPF [T LTHMELRYET .

CDERTE% OSPF THEATAIHA . IBEL-A1027—XIZxtL OSPF MEREMNSNTUVALE,
A7 —RENEILTHE—BDHELELZYFEE A

refresh AT REIZHRI-ABATURTT,

BEF1 RETA4YTIL—FZDWTEWANT A SEETEIEDDHARIPLEE (JL—
< w74 :mapl)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#match interface ewan 1

Router(config-rmap map1 permit 1)#exit

Router(config)#router rip
Router(config-rip)#redistribute static route-map map1

Router(config-rip)#exit

I:l'?“/ reE=

match interface <4 >3 7z —X%&>

I/i’%)‘—@
Rk5A—5 | BENE | mERE | AREOME
4>971—X%Lﬁi?é4>97r—x%iﬁibiio el

|:®%E§ﬁbtm%@
INTYRNEEAATI—ADEBEEFTULER A,

fEEE—F

Route—map FRXEE—F
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match ip address

access—list(standard)| 2—E 3 AR IREHRENRELET .
CMERTEIL. RIP, BGP, OSPF IZRLTHAMELRYET .

refresh AT REIZHRI-ABATURTT,

I HEH 1 BGP EF7(10.0.0.1) [Z1X, “192.168. 1. 0" DIFHDAEET S Ub— kv T
4 : mapl)

Router(config)#access-list 1 permit 192.168.1.0 0.0.0.255

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#match ip address 1

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100
Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

I:?DF%ﬁ

match ip address <access-list 5S>

|/\°5x—9
K5 A—% BERE gm0
&
IP 7RLRIZ—%T 3 -list BEEIEE 1~99
access—list S LEd - accessTist JmrT IR 1300~1999 HIEAT]
10000~ 11200%

¥ COMMNDL=EREHEL., V01.13(00) LUFEHR—k

fEEE—F

Route—map FRXEE—F
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I match ip next—hop

next-hop M—E T SR HIFHRETNRELET
CDERFEIL.RIP, BGP. OSPF [T®LTHEZIELRYES,

refresh AT REIZHRI-ABATURTT,

SEH 1 BGP 7 (10.0.0.1) 21, Next-Hop 27192, 168.10. 1" DIERDAEET 2
(JL—k<v 74 : mapl)

Router(config)#access-list 1 permit 192.168.10.1 0.0.0.0
Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#match ip next-hop 1

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100

Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

I:?DF%ﬁ

match ip next-hop <access-|ist HFS>

L3524-%

185 4—4 | BENE | BEmE |ABEOfE
1~99
1300~1999

access—list |Next—hop IZ—E9 5 access—list HF&., Ff=IL s |

= . s 10000~11200% |&B&EASTA]

%_’7 IP 7["[/Z§*EU-EL/$§—O IPv4 7Pl/1ﬁ2

=

¥ COEHN DL =EREEEHIL. V01.13(00) LY R—k

fEEE—F

Route-map FZEE—F
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match metric

metric/med/cost BN —H T HRRIFHRERNZRELFET,
CMERTEIL. RIP, BGP, OSPF IZRLTAMELRYET .

refresh AT REIZHRI-ABATURTT,

REMF 1 BGP E7(10.0.0.1) 21X, A k1) v Y {E=3 THREFL TLIRBFEHRDAEE
35 (Jb—FrTy T4 :mapl)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#match metric 3

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100

Router(config-bgp)#redistribute connected route-map map1

I:l'?“/ reE=

match metric <A k1) w7 {E>

I/i’%)‘—@
RS A—4 | RENE | BERE |4BEOE
AR oME (AR OIBIT— BT SRBERELET , [0~4294967295 [HBFA |

fEEE—F

Route-map FZEE—F
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I route—map

Route-map EHEE—RIZFRBITLET,
Route-MAP &3, IL—MEHRDEZEFHEPLCERELZHMIEELTEINTT,

IL—MERDEZEFHOERZIEFRE "match "THEL. ERIET DI —MEHRE "set " TR
£LFT,

no route—map I ELT=15 & (L. Route—map CTHRELHNEEZITATIIYT7LET,

I %EHI 1 Route-map £&=map1 @ Route—map SREE— FIZ#1TT 5

Router(config)# route-map map1 permit 1

Router(config-rmap map1 permit 1)#

I:?DF%ﬁ

route-map <Route-map &> <EB&> < —4 UV REE>

/354-%
| KSA—5 | BERR | REE | AR OE
Bt CDI—bTyTHEFE T BB (permit) ED A, |permit

SR LAV BE (deny) EOMEIEELET deny B

S R E BLIL—hIvT AT EHOREETLESEE
= 2. BHDORMEIRELET, 1~65535 |HEEAT]
= ZIITDHFBRBEN, —HURBEETT,

|LoogssirbuLga

HHCREROFHEEATERNGEENHYFT,

298



Pv4 N—T 120 DRE

I Route-map A

Route—map D EEHMAIZDULNTERBALE T,
Route-map (X, L—T 425 7ORILD , FIE/INSA—EDRME - BRERIFHRD IIILEZI T D=0
IZERLEYT,

#I1 BGP TIL&ET 31mA (X, AM)v (MED {E) % 5 &£L1=LY
FITELnet F200/F200 Plus Tl&. fIH35ELAELMEE (X MED D7 RJE 2—krZ{FNE 912 BGP
D7 VT T—MERZBELET A, Route—map ZFIFT BT &ITLY . MED PRUE1—REDIFT
BGP D7y T—hE@MTHENTEET,

fEEE—F
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I set aggregator

BGP TRIRENEIToI-IL—EMD AS B S LIL—4 ID % Aggregator BIEIZERELFET,

refresh AT RZICHERNIZESITURTY,

HREMF 1 BGP E7 (10.0.0.1) (=&, Aggregator @i % D17 T UPDATE 1§k Z&£1EF S
(AggregatorAS=100. Aggregator Origin=192.168.100. 1)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set aggregator as 100 192.168.100.1

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100

Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

I:l‘\?‘/ FEH

set aggregator as KAS&HES> <IP7 FLX>

Ls52=%
IS5 A—% | BRENE | BT BB ONE |
‘AS &= ‘AggregatorAS DASEBEEERELET, ‘1 ~65535 BBEAT] ‘
‘IP 7KL X |Aggregator Origin D IP 7RL RZHTELFET, I_FéV4 TELAR HIRATE ‘
I

I CD/REZITHIEWNGS
Aggregator B ZFIRI1ELEH A,

fEEE—F

11—

Route-map X EE—K
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set as—path prepend
BGP TRBIEHRE LS TARITEMT D AS BELETELET,

refresh AT REICHERNIZESITURTY,

HEHF 1 BGP E7(10.0.0.1) IZIX. AS-PATHEMEE LT, 300 DI+ TEET S (JL—
k< 74 : mapl)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set as-path prepend 300

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100

Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

I:l‘\?‘/ FEH

set as—path prepend <AS FS>

Ls52=%
K5 A—% | BRENE R HREOME
AS &S |AS-PATH BIEISFINT 5 AS BSERELET , [1~65535 HBERE |

|:®$E€ﬁbﬁu%é
AS-PATH B ZIEIELFEE A,

fEEE—F

Route-map X EE—K
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I set atomic—aggregate

BGP TRIREMN L= L% T atomic—aggregate BIEZERELE T,

refresh AT REICHERNIZHESITURTY,

ZEMF 1 BGP E7(10.0.0.1) [ZI1k. ATOMIC-AGGREGATE = DITTEET S (UL— bk
< 74 : mapl)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set atomic-aggregate

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100
Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

I:l?‘/ FEH

set atomic-aggregate

Ls52=%

INTGA=RIEHYFEE Ao

|cogEzabings

ATOMIC-AGGREGATE B4 #EMLEE AW

fEEE—F

ja IP
&l
i
-

Route—-map %
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set community

BGP T COMMUNITY B ELET,

refresh AU RZICHERNIZESITURTY,

EMF 1 BGP E7(10.0.0.1) [Z(&. COMMUNITY Eit&E & LT no—export”Zs%E9 5 (L
— +< v 74 : mapl)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set community no-export

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100

Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

I:l‘\?‘/ FEH

set community <3 I 2 =F7 1 BHEE>

|,\°5x—9

| R5A—% | RERE | BERE | SKEOHE

S =TABRMEERELET,
NO-EXPORT-SUBCONFED 3=

local-AS — 54 SUBC - local-AS

O3a=7 — ~adverti 3

ﬁﬁ T(E - no_a vertise %E%Z:EI

B _ |NO-ADVERTISE Ef% no~export

advertise A:B
|no—export ‘NO—EXPORT B
IAB DSa=FoEERE

|:®$E§ﬁbtv%ﬁ
A= TABRHERELEEA.

fEEE—F

B

Route—map FRXEE—F
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I set community—additive

BGP T BGP COMMUNITIES B4 %% FELFE T, set community A, BGP COMMUNITIES B4 D
BERETHADIZR L. set community—additive [(Z1BIIT B ENTEET,

refresh AT REIZHRIZABATURTT,

SZEHF 1 BGP E7(10.0.0.1) [ZI1%. COMMUNITY B4 & L T no-advertise” Z#BiIN9 %
(JL—k<v 74 : mapl)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set community-addtive no-advertise

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100
Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

EESAS &

set community-addtive <3 X a2 =FT 41 B&E>

I IND A—A

X5 A—5 | BEANE | BEHE |ABEOE

BT 3322 =TABHEEERELET,
- RT- as

local-AS l\_le__iXPO T-SUBCONFED - local-AS

,I‘:i?_;:j-,(ﬁ - no:adve:ttlse ERRE

B _ NO-ADVERTISE B4 no-expo

advertise AB
Ino-export [NO-EXPORT 1%
AB 231 TfEERE

|:®$E€ﬁbﬁu%é
QA =TFAEHEEMLER A

fEEE—F

Route-map FZEE—F
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set ip next—hop

RIP, BGP THIRIEERD nexthop ZHXELET,

refresh AT RZICHERNIZESITURTY,

ZEMF 1 BGP E7(10.0.0.1) IZIk. NEXT-HOP Bt & LT, 192.168.100.1 DI+ TiE
1§95 Jb— k< v T4 :mapl)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set ip next-hop 192.168.100.1

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100

Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

I:l‘\?‘/ FEH

set ip next-hop <IP 7 KL &>

Ls52=%
kS5 A—% | BRERE | B HREOE
P7ELZ ‘zc;;gc;;—mp BHICHRETSIP TRLR 1;4 TRUAR | s ‘

Loogssibulga
Next-Hop FRIEEIRIELEH Ar,

| ®eE—F

Route-map X EE—K
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I set local-preference

BGP T local-preference [EZ X ELE T,

TI4ILME 100 T EAKEVANEBEEENSLLBYET,

RER AS DRA/N—)L—RIZFL T, 5488 AS ~DEBIH/\RETTEHET. B—DO AS D JL—
A THARBEINET,

refresh AU RRICHRNICAHITURTT,

IEQEW'H BGP £7(10.0.0. 1) IZ(&, LOCAL_PREF (300) < UPDATE ¥R %%1E9 %

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set local-preference 300

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100

Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

I:l?‘/ FEHX

set | ocal-preference <LOCAL-PRE &>

| INSA—4
ere=e BENS | mEmE | EREOE |
LOCAL-PREF |95 BGP MO—AHILTYI7L R {EE |0~ SRR
E BRELET, 4294967295

|:®%i€ﬁb@u%ﬁ
O—AILT)I7LUREFRIELEE AW

EEE—F

Route-map % EE—F
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I set metric

RIP 0 metric fE. BGP ® MED fE. OSPF @ cost fEZEXELFET
WIFhDBELENNSVANBEENEEYET,

BGP MIHE.2 DD AS I THDAEMIEREMET. BID AS ITEMINSZLIEHYFEE A,

refresh AT REIZHRI-ABATURTT,

I 3E5 1 BGP E7 (10.0.0. 1) (I, MED i (300) T UPDATE iR %5%154 %

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set metric 300

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100

Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

I:l‘\?‘/ FEH

set metric <* kU wH B>

/554

| 5 | BERE B L‘
RIP 4> BGP TERT 5 AN)vyV{E/MED {EZFIE |1~ »
"‘ M)voiE ‘ELE#O ‘4294967295 A ‘

Loogssibulga

AU OEEEELFEE A

EEE—F

11—

Route-map X EE—K
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I set origin

BGP T ORIGIN B %R ELET .

refresh AU RZICHERNIZESITURTY,

ZEF 1 BGP E7(10.0.0.1) 1Z1%. ORIGINEME LTEGP 28895 (UL— kT v
74 : mapl)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set origin egp

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100

Router(config-bgp)#neighbor 10.0.0.1 route-map map1 out

I:l‘\?‘/ FEH

set origin <ORIGIN E14E>

Ls52=%

k5 A—4 | BRENE | REEIE | AEEEO{E
BGP ® ORIGIN 7 kJE 12—k Z+tvhk3 3 ORIGIN B
MEEELET.

. egp

ORIGIN B 1% |[egp EGP 2% %ET5 | igp BRETRE
|igp ‘IGP £BETE ‘ incomplete
lincomplete INCOMPLETE %3 ¥ 5 |

|:®%E§ﬁbtm%@
ORIGIN E%#ZELFE A,

EEE—F

Route—map FRXEE—F
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I set originator—id

BGP T Originator-ID =t ykLZET,
Originator-ID &, TL T4y I RIEHRELERLI-IL—ED IP FRLAZEKRLET,

refresh AT REIZHRI-ABATURTT,

| EEH 1 Originator—ID (=, 192.168.1. 1%+ v k95

Router(config)#route-map map1 permit 1

Router(config-rmap map1 permit 1)#set originator-id 192.168.1.1

!:l'?“/ =5y

set originator-id <IP 7 KL &X>

|35 4—
\ 4 | BENE | BEHE |
BGP O Originator-ID [CtYrT 3 IP PRLRZEERE |IPvd 7RL A SRR
LET, =

LcogEsiibulgs
Originator-ID 2Z B LFEH A,

fEEE—F

Route—map FRXEE—F
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I set tag

OSPF T AS A ERRER DAV EZRELET,

refresh AT RZICHERNIZESITURTY,

D EoEh 1 ASOMEBRD S JfEE 150 L LET

Router(config)#route-map tag150 permit 1

Router(config-rmap tag150 permit 1)#set tag 150

EESAS &

set tag <4 J{E>

I/i’%)‘—@
Berez BENE | mEnE HHEOE |
551 AS SMEMEBR DAY ERIRELET .  [0~4204067295 | AREFA

|cogEzabilngs

External Route Tag [Z[X .0 AR ESNET,

| ®eE—F

=

Route-map % E E—F
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I set weight

BGP TRIEL-RIRIFR®D weight [EFZRELFET,
BEBATDAENCLEIEMET., Weight [BIZREVANEBEEEE<LGYET,

refresh AT REIZHRI-AZATURTT,

| &EH 1 BGP E7 (10.0.0.1) o Weight fE% 65535 (BEE%) 129 %

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set weight 65535

Router(config-rmap map1 permit 1)#exit

Router(config)#router bgp 100

Router(config-bgp)#neighbor 10.0.0.1 route-map map1 in

I:?DF%ﬁ

set weight <weight {&>

REFH | HEEFROfE

K5A—5 | BERE
BGP M Weight {EIZ v BEZEZRELET,
weight {E  |WEIGHT fE®KXELYBGP E7 NS DIEHRMNEBESN (0~65535 |HEEAT
EX I

I CDEREETHREWNGES
weight {EIZ 0 &Y ET,

EEE—F

Route-map X EE—K
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| vyinossE

I ip name—server

AEBET.DNS UV ILNEEMESEBHIHZAIC.DNS H—/\D IP PRLARAEHRELET,

SREH T4 <1 DNS H—/ 2 xxx. xxx. xxx. 1. €A >4 1) DNS H—/8\([Z
XXX. XXX. XXX. 2 ZERET B

Router(config)#ip name-server xxx.xxx.xxx.1

Router(config)#ip name-server Xxx.xxx.xXxx.2

I:l?‘/ FEHX

ip name-server <DNS 7 KL X>

I/i’%)‘—@
1854 —% | BENE | REEE | HKEOE |
DNS DHCP TEfNTHTS54/4<!)DNS H—/SD P  |IPv4d PRLAH LR
TRLR 7ELR =

BRITMN)E:3 TR (ipvd,ipvé §HETITUMN))
X DNS PRLADEBEE L. ANLEIEIZ3DFETHEMICLYET, TTIC.3D2AHSh
TWARETIODBLUBEA DL THLERELENELYET,
I CHD/REZITHIEWNGS

DNS YUY ILINEERT B EIXTEFEF A, =1L, PPPoE %5 DHCP 954 7 MERET. DNS D
IP 7RLRZEZELTLAEAIX.DNS UV )L/ \HReHEHATEES,
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IDNS YNl -

AREEMNDEE (FRTIIAN)THT—RIEL T AR IMEESN TSI S, 270
5 IP 7RLRAZERT H1=0HIZDNS H—NIZHWEDLEETHIMEETT .
REBEMOEEFETHT—RICE. LTOEENHYVET,

*ping

~traceroute

-SMTP

-SNMP

*syslog

telnet 75147k
nHYET,
ping / traceroute ZE 1T AIBEHIFITURDA T 32T, SMTP/SNMP DB S (FH—/\DEETE
[SRAMBZEELTH.DNS VL \EREZFERALTIP PRLRZMERL BIEZ{THEIIENT
=ET,
DNS YV JL/NTEFLI=IP PRL AD1ERIL. “show ip resolver—cache" AV R THER T HEM
TEFEY,

| =16

Router#ping www
Sending 5, 100-byte ICMP Echos to xxx.xxx.xxx.xxx, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/4/10 ms

Router#show ip resolver-cache

<resolver dns table>
1th direction = [1] (name to addr)
IPv4 Address = [XXX.XXX.XXX.XXX]

Hostname = [www.xxxxxx.ne.jp]

Router#

ip name—server [Z xxx.xxx.xxx.1.”ip domain—name |Z xxxxxx.nejp NEXFE =N TLVBIBEIZ. KA
£ (www) FED ping ZZE1TT BDE . DNS H—7\ (xxxxxx.xxx. 1) IZE LV E HEZEITL. RRME
(www.xxxxxx.nejp) M id IP 7RL R (xxx.xxx.xxx.xxx) 2R L . ping ZEELET,
show ip resolver-cache A<Y R T, RARE (www.xxxxxx.nejp) H IP 7R L &R (xxx.xxx.xxx.xxx) T
HIENERTEET,

EEE—F

EXREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ip name—server source—interface

DNS UV ILN\EFFHTBIEE D . DNS H—/IAEHTEEETIP PRLRELTHERAT 3404
TJr—RBEE/ELET .

REBI1T DNS H—NAEETHREDEETT FLRIZIWNA V2T —ADIP7 FL
AZEHERT D

‘ Router(config)#ip name-server source-interface lan 1

I:l?‘/ FEHX

ip name-server source—interface </ 2 Jx—R%& >

| IS5 A—4
| XA —4 | BEARR BEHE LR
lan 1
. B DNS H—/\~NEETHEDZEETTFLR [ewan 1~2 ”
(o8I =R% IZERT M3 T—ATRLA loopback 1~16 BEAE
vlanif 1~100

|:®%E§ﬁbtm%@
DNS —/N\~ERIZEEFETHM 27— RITHYET,

fEEE—F
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I ip domain—name

AEBET.DNS UV IILNEEMESE DG AIC. FAMVRBEHRELET .
DNS YV L/ E(F, BMS IP FRLREER T A1=HIZ. DNS H—/\[CUH TR AT BHHEEET
ERS

CIT . FAUBEIEELI-SEE . DNSIZTIP PRLRZMRR T BHE. AN DEICCZTHRTE
LI=KAL&ZZEDIFT.DNS H—NNIZYHTARLET,

1)

ip domain—name xxxxx.nejp EEXTFEL T, “ping www” ELT=1HE . DNS H—/\[Z1d. www.xxxxx.ne jp
DIPFRLRZERRRT HEIVITAMNFET,

I HEF DNS Y VILINTHERAT B KA A DB ZE " xxxxxx.ne. jp”IZERET 5

‘ Router(config)#ip domain-name xxxxxx.ne.jp

I:l‘\?‘/ FEH

ip domain-name < KA A &>

Ls52=%
K5 A—4 | BEAS T T EREON|
KAS>%  |DHCP TEMY BF AL & H 254 XFUNDXFFI | LBAA |

|cogEzabings

DNS UV JL/NERBEIZ, KAV ZF AT A LI TEEEA,
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IDNS YNl -

AREBENSHEE (R TIEEN) T—2TEL T RRMIEESN TLVSIZEIT. DNS H—/3
ICEWEHLEZEITEIMAETT .
AEBMSEETDIT—RIZIE. LTOEENAHYVET,

*ping

~traceroute

-SMTP

*SNMP

*syslog

“telnet 7547k
BHYET,
ping / traceroute #1793 AIHE(XOATURDA T3> T, SMTP/SNMP DIFE (X H—/\DERE
ITRAMEZEIEELTH.DNS UV IL/\EREZF AL TIP 7RLURZRRIRL . BIEZITHITEMNT

EET,
DNS YV JLNTEELE= IP PRLADTEER (L. “show ip resolver—cache " AV R TRHERT B EN
TEET,

S

Router#ping www
Sending 5, 100-byte ICMP Echos to xxx.xxx.xxx.xxx, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/4/10 ms
Router#show ip resolver-cache

<resolver dns table>

1th direction = [1] (name to addr)

IPv4 Address = [XXX.XXX.XXX.XXX]

Hostname = [www.xxxxxx.ne.jp]

Router#

ip name—server [Z xxx.xxx.xxx.1.”ip domain—name |Z xxxxxx.nejp NEXFE =N TLBIBEIZ. 7RA
k4 (www) FED ping #3179 5 &, DNS H—/ 1\ (oowoooox ) ISRV E HEZETL. RN
(www.xxxxxx.nejp) M id IP 7RL R (xxx.xxx.xxx.xxx) 2R L . ping ZEELET,
show ip resolver—-cache AR T, RARE (www.xxxxxx.ne jp) B IP 7R L &R (xxx.xxx.xxx.xxx) T
HIENFERTEET,

EEE—F

EXBREE—F
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I ip resolver—cache—time

AEBETDNS YV ILNZEMESEDHEIZ. FELT- DNS HHRZRiIEFLTH<EBZERELE
_d—o

D Eh 1 DNSIEHERIE L TH<HME O MICEET D

‘ Router(config)#ip resolver-cache-time 30

I:?DF%ﬁ

ip resolver—cache-time <timeout FFfE>

/354 =%
Bre BERE BEE LR O
timeout B [DNS 1 #R&RIFL TH<BM () 0~3600 |4BEFA |

|:®$E€ﬁbﬁu%é
DNS [E#ZEREFELEEA.

IDNS YNl -

AREEMNGEE (FHTIEEL) T—2(CEAL T, KA AIEESINTULVSIHEIZ, DNS H—/N
IZREWEHhEEITAEIHEETT,
AREBMNSEETEIT—RIZIL. LTORELAHYETS,

*ping

~traceroute

-SMTP

-SNMP

*syslog

“telnet 7547k
nHYET,
ping / traceroute #1739 AIHE(XATURDA T a2 T, SMTP/SNMP DIFE [EH—/\DKRE
[SRAMBZEELTH.DNS VL \HEEEZFEALTIP PRLRZMERL . BIEE{THEIIENT
=ET,
DNS UV JLNTHEBLIZ IP 7RLADIEHR (L. “show ip resolver—cache” A< K THEZRT B EM
TEEY,
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

| =60

Router#ping www
Sending 5, 100-byte ICMP Echos to xxx.xxx.xxx.xxx, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/4/10 ms
Router#show ip resolver-cache

<resolver dns table>

1th direction = [1] (name to addr)

IPv4 Address = [XXX.XXX.XXX.XXX]

Hostname = [www.xxxxxx.ne.jp]

Router#

ip name—server [Z xxx.xxx.xxx.1.”ip domain—name |Z xxxxxx.nejp NEXFE =N TLBIBEIZ. 7RA
2 (www) FED ping ZE21T79 B & DNS H—/ 3 (xxxxxxxxx. ) IS HEEITL., RARE
(www.xxxxxx.nejp) M id IP 7RL R (xxx.xxx.xxx.xxx) 2R L . ping ZEELET,
show ip resolver—-cache AR T, RARE (www.xxxxxx.nejp) H IP 7R L &R (xxx.xxx.xxx.xxx) T
HIENFERTEET,

fEEE—F

EXBREE—F
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ip resolver—retries

ARELET.DNS DVILNEFESEDZED, VI ILABEEEDINSA B, SRR F) .
DOTZAREALT IR BALT IR (B ZHRELET

JEBFI1T DNS UYVLADEWEDEZE, U NSAEHKSE, Y S ER2H. U/ T
AREALT IR0, ZALT D20 ICERES D

‘ Router(config)#ip resolver-retries 5 interval 2 request-timeout 10 timeout 20

EESAS &

ip resolver-retries <\) kS A4 E%> interval <) b5 4 [Ef@> request-timeout <
JOITRMEA LT EERD timeout <2 4 L7 FEFRD

/354 —%
| RkSA—m BEARR BEHE | AREOE
S AEH YU LARLDEHEEHERELES . o~5 LR
SRR DU LABNE b ERERERELES . 1 ~5 LA
request—timeout YV IL/NEIWVEDHOEUIIZANA LT I EEE P
B4R ELET, ~60  |GRAH
timeout BRI |UVLNRIWNADESSLTIMERELET. [1~60  |4IEFRT

LoogssibuLga

JESAEE 3B, ISR 1 (VI TRAMALT IS B BALT I 10 IZERELE
-a_o

EEE—F

EXREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

LIRS

!ipmw

ABTT—RD MTU EZFEELE T,

PPPoE & U Dialer 18— 7x—AMD MTU IZDWTIL. FriiE v a(BE D B EEZ)MN D

AMELYET,
F1=. LCP THELT= MRU A T 3 fBEERTE MTU [BEEDLEERICKY . INSULMEZ YTy
MTU {EELTERLETD,

refresh AXURZICERNIZEAHOTURTY,

I %7 1 PPPoE1 M MTU &% 1400byte [Z9 %

Router(config)#interface pppoe 1
Router(config-if pppoe 1)#ip mtu 1400

I:?DF%ﬁ

ip mtu <MTU £>

/354 =%
| KSA—m | BERE | B | EEEOE

lan 256~ 1500
pppoe 578~1492
ewan 256~ 1500
modem 256~ 1500
MTU & MTU RZHEELFES . |vlan 256~ 1500 BIRFA
ipsec 576~ 1500

tunnel 256~1500

bvi*' 256~ 1500

USB Ethernet™? 256~ 1500

¥1 /85 A—4 bvi 256~1500 [Z. V01.09(00) LLFEHR—k
2 785 A—4 USB Ethernet 256~ 1500 [%. V01.14(00) LA B HHR—k
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|:®%i€ﬁb@u%ﬁ
BAUATI—RIZEYLUTOLSICHYET, BEETEEOMLEEHYEER A

LAN: 1500

PPPoE: 1454

EWAN: 1454

MOCEM: 1500

VLAN: 1500

[Psec:1390

Tunnel: 1480

BVI: 1500

USB Ethernet: 1500 %7 77 JLIME 1500byte (& V01.16(00) L R&HHR—k

!MTU kEEF?

MTU &(& (Max Transfer Unit) DEE T MTU B&IE BE 1 NS INTERIENTES IP /4
YR(AP ANYS +IP RAO—R) DREIZWVWVET,

| ee—+

LAN /2R TT—RABEE—NK

PPPoE /AT —RHZFEE—F

EWAN /A0 —RAHEE—K
ETFLARII—RAEEE—NR

VLAN /2271 — R EE—K

IPsec /2B TT—AEHEE—K

o RILA B TT—REBEFEE—F

BVI/ AT —ABFEE—K

USB Ethernet /27T —RREE—NF
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

| 1cP mss

I mss

AR ITT—RD MSS [BEIEELET,

FITELnet F200/F200 Plus Tl, TCP ANYAZF T avIc&FE NS MSS [EE BT EICEEH R
BIENTEET,

INTYRMIENMM TWSELEREEE LEL T/ MWV EDIEICLET,

refresh AT REIZHRI-ABATURTT,

I EE5 1 LAN @ NSS fE% 1300byte 129 %

‘ Router(config)#mss lan 1 1300

I:l?‘/ FEHX

mss {{<4 >R Tx—R%&>|ipsec} <MSS fE>

I ING A—A
| K5A—5 | BRENE 5% 2 HiE HREEE O
lan 1
ewan 1~2
pppoe 1~24
AVRTI—RE (AVRAT—REEELET, ipsecif 1~1000%° | HBEFTA]
vlanif 1~100
tunnel 1~100
usb—ethernet 1~2%4
R)—~R— SEITIEE
ipsec I;_;_o N—2R IPsec DIFEITEE ipsec B
MSS [EZHEELE T,
off 38 ELI-I5E L. MSS EZEE 91675~ 146072
MSS {& LEEA, off HBREA T
ipseif MIZFE (X, VPN ELI32D MSS
EEEELET ™

¥1 IPsec interface LISM iRt 3 VPN £LY4D MSS [EDIEEELHYET .

X2 RDEZTEMED EPRIZL. ipsec 1420, tunnel 1440, usb—ethernet 1440, pppoe 1452 £%YFET,

%3 ipsecif 1~1000 [, V01.13(00)LAB&H7R—h, FITELnetF200 Plus TIZ £ THEATIE,
FITELnet F200 TIXE&EHF . 100 TV M)A ERAATEE, <BR>

34 usb—ethemet 1~2 (& V01.14(00)LLBEHR—

%5 SEED TR®D 216 (X, V01.19(00) LIBEHR—F
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|:®%i€ﬁb@u%ﬁ
BAVATI—AMB/IN b E T BIRIZ, FREDEENTYNMIENNTWSEZELLELT
INEWEDEIZLET . BEFIZEEOVHEIHYEE AW

LAN interface :MTU & -40

EWAN interface :MTU & -40

PPPoE interface: MTU £ -40

IPsec interface:MTU & —40

IPsec VPN selector: GE{E IF D MTU )-113
Tunnel interface : MTU & -40

VLANIF interface:MTU & —40

USB Ethernet interface:MTU & —40

! MSS R &I1E?
MSS (Maximum Segment Size)&ld, TCP T—EImETEST —2NHERKE.
RRETAUFAX,
| ee—+
BEREEE—F

323
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I ProxyARP M5 5E

I ip proxy—arp
AR TT—RT ProxyARP ZE){FSE I BICIEELET .

refresh AU RRICERNIZEDSIATUR T, VLAN AT —REBEE—FDH)

HEBI1 LANA >4 71 —RTProxyARP #REZ ENES & 5

Router(config)#interface lan 1
Router(config-if lan 1)#ip proxy-arp

I av v rERX
ip proxy-arp [include-default-route]

/354 =%
erere BERE BEHE | EKREBEOE
FIA LR —FZE R BEHT TN D%

| : | e BB TR

include— Fo M ARP Request [ZxL T, include— @ ARP Request [Z%f
B = =18 A -t _ =

default-route ZroxyARP ZITOHEICIEELE  |default-route LCIZ ProxyARP L7z
o L\o

| cogEzabings
ProxyARP #EEMENELEE A

| ProxyARP ke & (%2
BEMNPHBITREEFED IP PRLRIZXT S ARP 2Z{ELT-EIZ. RIBIZFD ARP 225

H8E% ProxyARP #EEELMWNET,

I%E%—P
LAN /37— RBEFE—FK
EWAN /2B J1—RBEFE—F
VLAN AR D1—RABEFE—FK

324




Pv4 N—T 120 DRE

| ARP S DB

I ip arp 802.1p—priority
ARP /Ny (WOTRN/)TZ54) D HABD 802.1p EXHELET

refresh AT RZIZHERNIZESITURTY,

FXEH] ARP /Ny MHAKFD 802. 1pfEZE 6 £ B

Router(config)#interface lan 1
Router(config-if lan 1)#ip arp 802.1p 6

I avy FER
ip arp 802. 1p—priority <802. 1p {&>

|/\°5x—9
K5 A—5 | BENE RERE | ABEHOE
B021p 1 [ARP /T oNHAEED 802.1p BERELES, [0~7  |EEFH

|:®$E€ﬁbﬁu%é
ARP /4y B 802.1p fEE 0 ELET,

fEEE—F

LAN /37— RBEFE—FK
EWAN /81— RBEFEE—NK
VLAN /AT —RAEEEEE—NR
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ip arp learning

ZIELI= ARP [CKY ARP T—TJ L EEFETIMEINDEREZLET

refresh AT REICHERNIZESITURTY,

L6 ARP F— DL DBHREFTDAEL

Router(config)#interface lan 1

Router(config-if lan 1)#ip arp learning disable

EESAS &

ip arp learning <Z$F%E>
I INTA—A

(X5 A—4 | BRENE BEHE AR
ZIELT= ARP [Z&Y,ARP T—T ILEZHFTHMNE
SHDIEEELET,

enable

iR ’enable ’ARP DEFZEFIT disable LT
disable  |ARP DEERE(THAL reqlueSt
‘request ‘ARP JOTRARTDHZEREITD oy
‘reply ‘ARP TSATHHEFETD

|:®$E€ﬁbﬁu%é

ARP YOI RLE LW TSAIZ&Y ., ARP T—T LD EHFEITVET,

fEEE—F

LAN /37— RBEE—NR
EWAN /AT —REEFEE—F
VLAN /2B J1—RBEE—F
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Pv4 N—T 120 DRE

I ip arp reply

ARP YU T AMIISET HMNEINERELET .

ARP T—TJ L TEEINTLAHEFILDAMET HHEETICLICLY ., EENDIRRMN D
DT —RhiEE T Hi I EA T gEICYE T,

refresh AT REIZHRI-ABATURTT,

L2EH AP F—DLISEREShTLS IPF RLAA LD AP U Y IR MNIDHHET S

Router(config)#interface lan 1

Router(config-if lan 1)#ip arp reply authorized

I:?DF%ﬁ

ip arp reply <EEHRED

/354-%
k5 A—% | BENE | BEEE | EREOE
ARP YU IRAMISETOMEIMNERELES
lenable  |ARP Reply %159 % enable

IBERE  ||disable  |ARP Reply Z{ELAL disable  |HEETRE

ARP F—J JLIZTE#E T 5 IP PRL R | [authorized
authorized |MB®MD ARP YOI AMNIDAHIHET
)

|:®%i€ﬁb@u%ﬁ

£TOARP VIITRMIBELET,

EEE—F

LAN /AT —REBEFEE—K
EWAN /AT —RAEREE—F
VLAN /23T —RAEREE—K
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I ip arp request

ARP YOI R EREETHEINEIMIDEREFLET,
2TDIHEKRERZT(YY ARP TEBTHEILIGEE (X, ARP UV T ALDEEFTHRLVERD
MEMTT,

refresh AT REIZERZABATURTE,

I5Eh ARP US IR FERIELAL

Router(config)#interface lan 1

Router(config-if lan 1)#ip arp request disable

I:?DF%ﬁ

ip arp request EEERED

/354-%
KA —4 | BENE | BEHE | LB
ARP YOI RMEEETEMEINDIEEEZLFT
RIERE

. enable e
‘enable ‘ARP JOTAMEZEET D ‘ disable HEEA ]
[disable [ARP )/ TR MR IELALY ‘

|LoogssirbuLga

ARP YOI R E1EIET D,

EEE—F

LAN {371 —REBEE—FK
EWAN /271 — AR FEE—K
VLAN /BT —RAEREE—FK
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I ip arp static

RBT4949 ARP TERTA.IP PRLAE MAC PRLADMAEHEZEZRELET,

refresh AR EICHERNICESITURTY,

HEF IPFZFLR (192.168.10.1) EMACT KLRX (XXXX. XXXX. XXXX) ZRA T 4
24 ARP [Z&$39 5

‘ Router(config)#ip arp static 192.168.10.1 XXXX.XXXX.XXXX

I:l?‘/ FEHX

ip arp static <IP7 FLRX> <MAC7 FLR>

I ING A—A
K5 x—% | BENE | mEEmE | 4BEOE
P7FLR  [255¢97 ARP TR 2. P PRLRE [P TRLARR  [4BFA |
MAC 7FLZ MAC 7RLREIEELET MAC FRLAT |&BAFA |

BRIVMIE:EZEFEIOMNERIT4YIIVNHHET 2048 TV,

|:®%i€ﬁb@u%ﬁ
ABAT497 ARP &8 LEE A

EEE—F
EARZEE—N
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I ip arp timeout

ARP T—J LD I—L T hREMZERELET,

ARP 24 L7 MEZZEFE 1% refresh LTI, ARP TR )ZETHHEIELET,

refresh AT REIZHRI-ABATURTT,

[0 ARPOI—UT7IENHET S

Router(config)#ip arp timeout 30
Router(config)#

!:7>P§ﬁ

ip arp timeout <ARP % A L7y >

EEHRELFT .

I/i’%)‘—@
T 5A—5 | RENE BT | BB |
- = 3 =28ty A
‘ARP@MT@HE ARP T—J )LD IT—7 o MRS (B4 : 5 ‘1~60 LR ‘

|:®%E§ﬁbtm%@

ARP 34 L7 IMEZ 20 5ELET,

fEEE—F

ERREE—F

330



Pv4 N—T 120 DRE

|51 Jo—Fxrx toRE

I ip directed—broadcast

AVBRITI—ADF YT —HTO—FEF Y AFPRL RO S/ M yhE, TO—K 3w/
FeLTH#ETHIEEICRELET .

refresh AU RZICHERNIZESITURTY,

DEEf1 NS>8 TT—RISHLT, ALY FTO—F¥r X hEFS.

Router(config)#interface lan 1

Router(config-if lan 1)#ip directed-broadcast

I:l?‘/ FEHX

ip directed-broadcast

|/\°5x—9
INSA—AEHYEE Ao

LoogssirbuLga

ABTI—RAD YR T—HTO—REX v XFPRLRFEO BHE/ Sy, BELET,

5Ly b Ta—RFErR hiltREL (S 7

P/ T YMIBNT A7 —AD RV I =0T AO—F XY RANTRLRED/ VT ybE, ED
AUBTI—ZADETDIHRITH LTI A—FFrv AP HHEEE . (LI T O—FF v R E
WET,

EEE—F

LAN /AT —RERFEE—F
EWAN /2271 — RSB EE—K
VLAN /R DT — AR EE—FK
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| lowp s E

I ip icmp error—ratelimit

REEMN.ICMP #F-TIS—%EETHED . 1 WEIEET IHRRKEE/ 7y EREL
F9 1 EISEET /NI REREEBALIZEEIC. RO 1 RETEEEMLELET,
0 ZEELHE . ICMP T5—*Ayt—U B KU REDIRECT Avt—UIEEESNFEEA
IS5—/XYMZ&Y . T—2EEDEOHDOHEEN B> TLEIDEHCEEETY .

refresh AT REIZHRI-ABATURTT,

LEEf1 TS5y bE BR300y M/BBETD

‘ Router(config)#ip icmp error-ratelimit 300

I:l?‘/ FEHX

ip icmp error-ratelimit {784 RE/F | unlimit}

| INS A—4
(X5 A—4 | BRENE | BERmE | AREOHE
IP ICMP TIS—%: 259 AMEM 1 #REIEE
TERKEE T ESRELET,
SR lunlimit BHEE T BCET., IOMP TS5— Ayt— gn“i‘it‘”‘mw BB

T H LU REDIRECT Ayt— DL —MIRE
TOWEEA,

|:®$E€ﬁbﬁu%é

100 NI/ D ERESNET

| IP ICNP TS5 —/84 v FDIELE

IPICMP T5—/\7 kIl L TFTOEELHYFET,
Type | ANE
3 |BELEATILDOREAD R TELL
4 [BEFROLD. KrurEREE
5 |P#EEROIL—FISEELICLEBA
11 Ry T BIREMZ f1- ., 8k TEAL
12 [IPva A& (X TLavE&0) KRS, BLIERA

XEE—F

|
oul
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I ip source—quench

ICMPv4 £ L<IZ. SourceQuench Z=Z{ELT=IRIZ. TCP D4 RO &I RIET EMESINERTE

L/i_d—o

refresh AT REIZHRI-ABZATURTT,

I %1 SourceQuench #=2{EL1=/m&. TCP U« > FOKIEIZKRMT S

‘ Router(config)#ip source-quench enable

I:l?‘/ FEHX

ip source-quench < 1 > Kro&I{H>

| IRTA—4
‘ ING A—4 BREANE REEFE | AREFOE
SourceQuench Z5{EL1=[&IZ, TCP Do R
FEIC BT o2MEIMEIRELET,
AR e
isable

lenable [TCP 4V Ry RIS B, |
|disable [TCP ¢~/ Ry il = RBAL ALY,

|:®$E€ﬁbﬁu%é

SourceQuench #52{ELTH TCP I« ROFIEICRBLEE A

fEEE—F

ERREE—F
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| &us—n—5424

! DSAIVTDESE

I class—map

ISAIYTE—RIZBITL. N STV IERET DIV I7ATEEELET,
HS5ATYTE—RTIL. match ip LELLIE. match ipv6 AT RIZED TS T4 v DD EEHEMNE
ESNFET,

BHOEUENBZRTEINT-BE . match-any DEEIZEST, EHDEHN OR £H-L1i5h\,
AND & ELBEMDIEESNET,

IPv4/IPv6 DB KYERESN O URAZULEVWESIBIEE (X IBESN-FHIEESRS
NBDTIFEL, FREILEFHIESNET,

refresh AT RRICHRICARDHITURTT,

s 1 VS5RTy TREE— R ABITLET.

Router(config)#class-map video-class

Router(config-class-map)#

I:l?‘/ FEH

class-map <V S AT Y T& >

/354 =%
RS A—m | BERE e EREOM |
032V THE |[UIATVTEMERELES. |16 XFLUROXF [GBFE |

|:®$E€ﬁbﬁu%é

DIARVTRBIZLBIT T4V I DR EETVEE A
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I match—any

Bl— class—map N CHEED match FTAERIBEN-HZEDIEEIEELE T,
WFNh 1 DD match FTIZTYFLIZIEE I class—map [SEELI-EHIBLET,

refresh AT REIZHRI-ABATURTT,

I%iﬂ1 IP7HERYRFDI0FELLLIEZ101 BIZTYFTBRTI T4 v 520K
&9 5,

Router(config)# class-map video-class

Router(config-class-map)# match-any

(

(

Router(config-class-map)# match ip access-group 100

Router(config-class-map)# match ip access-group 101
( )

Router(config-class-map)# exit

I:?DF%ﬁ

match-any

Ls52=%

NFGA=BEHYEEA

|:®%E§ﬁbtm%@

2T match fTIZRYFLIGEIZ. VATV T IZEE L LHIBLET,

BIELT, BREHI 1 T match-any ZHEELGA OB EEUTOLIITBYES,

Router(config)# class-map video-class

(
Router(config-class-map)# match ip access-group 100
Router(config-class-map)# match ip access-group 101
Router(config-class-map)# exit

DBE.IPT7IERA)RARD 100 BIZTYF . N2 101 BIZIYFTES5T090% 0 RELE
9,

fEEE—F

VIARYTREE—F
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I match ip/ipv6 access—group

ISRV TATIVFTBNST490% P 7OERJRMZKYERELET,

rST4090D IPv4 15y h DB A . match ipv6 AXURIERBILELBYET , HIThSTouoh
IPv6 /X4y DB E . match ip AXURIEFRILELRYET .

BHOD match NEBEINHE . EESNTIBIZFE@ESNET,

[E— class—map [ZELVT match-any BIEESNTLBIEEIZIX, LT D match {TIZHRZT0
ONEELEN OB E . 5589 5 class—map [ZIZBEE LGN =3 DESNFET,

match—-any BEESNTULVELMEEIZIEL, LWFAMND match FTICRS Ty hEE LN ST
BE. %Y T B class—map IZIZBEE LGN >T=b D EENFET,

TOHERAYZXRD log & count [FEMENET,

refresh AU RRICHZNIZARHITURTT,

L&EH1 IPFOERUR D00 EEIVFTH 5T v 0 ELTRES B,

Router(config)#class-map video-class
Router(config-class-map)#match-any

Router(config-class-map)#match ip access-group 2000

(
(
(
(

Router(config-class-map)#exit

I:?DF%ﬁ

match ip access—group <ext—ipv4d 72 AR &S > [input-interface {41 >
271 —R%> [port <R— &S} ]

match ipv6 access-group <ext-ipv6 72 X 1) X +&FES > [input-interface {<A
BT —RE> [port <IR— FEB>])
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I NG A—4
L Rks5A—5 | BRENE | BEEE | AREBOE
. DSRAIVTATIVFTBHRST1y  [100~199, 2000
— I
TR TIEA 0% ext-ipu ToEAURNERTHE | ~2699 HBET
- FLET, 20000~ 21199%"
. ISRATYTATIVFTERST1y
ext—ipv6 = o e [3900~3999 e
7R R EE Z"E ext-ipv6 7V RJRA+EF THa 35000~ 36499 HEEAE
ELET,
lan 1
ewan 1~2
_ . e _ ., |pppoe 1~24 .
(BT DZRT J?OWTV ﬁ'—?‘il:zjfrj dialer 1~20 ETDIUA
DEANAEATI—RATHRELET. | . s |[FI—R
ipsecif 1~1000
tunnel 1~100
vlanif 1~100
. o LAN /227 1—ZADYPER—+ES LAN "”/’?
R"—rEE e port 1~8 I—ADR
%*EIEL/gE_d_o _l‘ﬁ%

X1 ZOMM DUV =EREEHIL. V01.13(00)LLEEYR—F,
2 ipsecif 1~1000 [&. V01.13(00) LA[#EH7R—, FITELnet F200 Plus TlXE&k EEHAE TH
A%h. FITELnet F200 TIXER &t 100 T ) DA FXI.

| cogEzabilngs
BBITAIVTITNS T4 IERVFLER A

fEEE—F

H5ATYIREE—K
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I match ip/ipv6 input—interface

ISRV TATIVF T BT T490%  ANWAVBTT—RIZKYERELET,

RS T499 IPva 184y bDIHE . match ipv6 AR URIERRILEBYET  HICRS T oM
IPv6 /X4y b DB E . match ip ARURIEFRRILELYET,
BHOD match NEBEINHE . EESNTIBIZFE@ESNET,

[E— class—map [ZHLVT match—any DEESNTULNBIESIZIE. WF D match {TIZCERSD
AVIDNBEELEMN TGS %Y T B class—map IZIEZBEE LGN D ESNET,
match-any BMEE SN TLVELMEEZIE. LD D match TIZS Ty I EE LIEh o1z
55 . %8 T S class—map ICIXBEE LAz DESNFET,

refresh AT REIZHII-ABIATURTT,

IEEEWH S O4 9D EREITHAFZTT—RAEZEWN 1 ELTEET S

Router(config)#class-map video-class
Router(config-class-map)#match-any

Router(config-class-map)#match ip input-interface ewan 1

(
(
(
(

Router(config-class-map)#exit

I:l'?“/ reE=

match ip input-interface <4 >4 7z —R%> [port <FR— FHESD]
match ipv6 input-interface </ >4 7 x—RX%&> [port (R— F&HEE>]

I INTA—A

L KSA—5 | BENE | BREEE | ABEOE
lan 1
ewan 1~2

(oo [PIRTITRTIIFTBRSD0y0% [P0 11:2204 LTOIU4TT

ANABTT—ATHRELET, S % |—A
ipsecif 1~1000
tunnel 1~100
vlanif 1~100
. = LAN /237 1—ADYBR—ES% LAN /23 7x—
R T port 1~8 ZDH—ES

% ipsecif 1~1000 [, V01.13(00) LLB&H7R—F, FITELnetF200 Plus Tld£ T{E A TTHE,
FITELnet F200 TIXE¢E&EE P, 100 T M) H3ME AR HE,

|conzsabsiss
FUITATYTITRI T4V Iy FLER A
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DRIV THEE—F
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I TR TDEE

I action—map

TRV TEREET—RIZBITL. FSI49 I3 370 a0 EEEZLET,
EABIZE>THR—FENENT I35 IPvA/IPv6 DEWVNZKYERESNI=aTURA
ZULEWKSILEE ., BESN=T I av(FERINET,

B3N

THOavy TEREE— F~BITT D,

Router(config)#action-map stream-action

Router(config-action-map)#

I:l?‘/ FEHX

action-map <72 arvyv74 >

|/\°5x—9
K544 | BENS [ mEnE HHHOME |
33;3’7kﬂne>7ngéﬁiuit 16 XELADXEF] [EIERHE ‘

| cogEEabiLngs

TOAVEFERSNEE A,

| ee—+

EXREE—F
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I set ip next—hop

ToavELT Ny EERELET (RUS—IL—T12),

BE#Eh#EEDSE, distance [EAB2EB/INSWFIFENERIZHYET,

BMEh#EEDSE ., oL distance EH/NSUVFHESEMNE — distance [E TEBETET 55
&.config RIRCRLLDHRENEHEINET,

distance [EMNERESNTIGE DT IAILMEI 1"ELET,

PR ENEETRELSE . TORKREIBHRINFET,

B2 Dh#FENSTEEREEDTIEE . HLLUIIEESNTULVELMES. set {iplipvb} next—hop
default BEESNTVBIZEICIE. EBEDIL—T142 T BTHEHONET,

BESNTLVEWNEEIZIE, /M yMIh#BREENNT Y ELTERESNET,

1IN IR IPVA DI5E | set ipvb [FEHSNES . I/ V7V PV DIFE | set ip [FERE
nxd,

AOATURIX VF ZEROY—ERRYL—ELLTHRESN-GEL BREEEROY—ERR
Jo—ELTERESN=SBIZOAEIELY  IV/F ZERHOY—ERRYL—ELTEHRESNI-S
BICIFESFRINET,

refresh AU RZICERIZESHITURTY,

LEEm1 /%%y kehikse % 192.168.100. 11 distance 10 THET .

Router(config)#action-map stream-action
Router(config-action-map)#set ip next-hop 192.168.100.1 distance 10

o< ks

set ip next-hop <IP 7 KL R> [distance (1-255)]

set ip next-hop <4 &2 7 x—X> [distance (1-255)]

set ip next—hop connected {ipsecif <1-1000> | null <0-0>} [distance (1-255)]
set ip next-hop default

I NG A—4
L Rk5A—5 | RENE | REEE | AREOE
P 7RLR A P FRLAERELET . P TR emra
PPPOE 4257 1—AM&3I=. sas~Fz TV 172
A2572—R  ([$B10 Nextop O IP PRLASHRE [ro° |2 gms

:/\ \\7"‘ \EA:EJ-LFH )
[ZHDBEMEEICERELET tunnel 1~100

EEANDBIEELT IPsec 1R TT—R% |ipsecif 1~ LT

connected ipsecif femm o 1000
B o
‘connected null ‘%ﬁm@ﬁiﬁﬂ%‘%#ﬁkbi@'o ‘null 0 HEEAT]
‘distance ‘43%[%5'60) distance fBZEXELE T, ‘1 ~255 HEEA AT
RS —IL—T4o 0 ETHTIC. BE .
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X ipsecif 1~1000 (&, V01.13(00) L [&EH7R—k, FITELnet F200 Plus CIX R EHEA L TH

A%, FITELnet F200 TIXE&E BT 100 TN DA EZ.

|comzsanugs

P ERE ZITEONEE A,

I (%) 70O F3)LD distance {E

D FOra/LD distance L. LTDESIZHLTLET,

. Joran [FosLME| #E

ZETAvY K EEALE
EEL—~ - EESA
‘BGP(externaI) ‘20

IBGP (internal) 1200 LEAAE
BGP (local) 1200

RIP 120 EEA R
‘OSPF(externaI) ‘1 10

‘OSPF(inter—area) ‘1 10 EHEAHE
‘OSPF(intra—area) ‘1 10

IKE JL—H 0 EERA
|SA-up JL—F 0 EEAAE
[REDUNDANCY JL—F [0 EEAE
‘EventAction JL—bk ’1 ‘QEE”%‘E
‘AutoConfig ’0 ‘QEZ:H

fEEE—F

T IR TEREE—NK
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| Kv—=viors

ch$

DIARRYTET I AV EERIGAT . VTV T4r—2av N bS5 T09 0 178 5TV avE

EELET,

BHEODUSANEEINGE . FRIBICRESN., RIIIYFLEZISRIZHT BT 03>

DHDRITSNET .

B—95AIYTEIZHLTIE. —2 DT I3 DHEERTEET (R—IFATYTEIZRLT

(T, BMBELQYFES),

refresh AR RRICHRNICARHITURTT,

DIt5

HEH1 HUS5AT YT (video—class) &7 a>r<ww T (streamaction) Zxiht

Router(config)# policy-map stream-service

Router

Router(config-policy-map)# exit

(

Router(config-policy-map)# class video-class action stream-action
(config-policy-map)# class audio-class action stream-action
(

I:?DF%ﬁ

class <SS ATw TEL> action <F7H 3>y TE>

| INT A—4A
L KkSA—H | BENE | BEmE | AREBEOE
b52TYTE RS BIIRTYTRERELET, ;ﬁ;;f HAD | s
THoavwyT (WSO FBETHL IV TRERTELE (16 XFLAD SRR

% EE

XF5

|cogEzabings

DSRARYTET O v EDRIGITEHZSNEE A

fEEE—F

RYO—2ITHREE—F
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I policy—map

policy-map E—KRIZFEITL. VTAIYTIZE>THELI-FS 7491/ LT, ED K54 H| %
TE>hEEELET .

CCTCHRELERYS—IyTE# BT BICIE, KA FTT—RERTEE—F T, “service—policy
input/output’ AV K TEEELET,

Ft=. BRREEERI—IL—T125FBH5EIL. “service—policy local " aAY R TEEXLET,

Isem1 RyUs—< v IBEE— P BT 3,

Router(config)#policy-map stream-service

Router(config-policy-map)#

I:?DF%ﬁ

policy—-map <R!) —< v TEL>

|/\°5x—9
T R5A—& | BENE | BERE | 4BBOE
KUo—TyTE Ry —wyTRERELET, ‘§;§Taww LR

|cogEzabings

R —I VT DREEITICENTEEE Ao

fEEE—F

ERREE—F
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I statistics update

MEHBERMD DIV REITOINEIDERELFT T,

refresh AT REICHERNIZHESITURTY,

L&Es 1 sEtEgRon YL FETS

Router(config)# policy-map stream-service

Router(config-policy-map)# statistics update enable
Router(config-policy-map)# exit

I:?DF%ﬁ

statistics update <hH™H > FERTED

L/354-%
L k5A—5 | BENE | BEFIE | AREOE
HEHBERD DI IEITOINEINEIRELE
ER
. LS | enable e
NIV hETE |enable HEHERDO DI NELTS | disable B A

disable [#EFHEBRD A M ETHE |

Loogssibulga
HEHEBO DI EFNE L A

| ®eE—F

RYO—2ITHREE—F
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| Uy — L —F 42 UB D NextHop 818

I ip polling—interval

R —I—T4 T BICE N BRENESINEHIET 5102, FEESN =TT
BER /Ny EIRIET BIED Ipvad B2 1R/ Sy MARP)D X ERIREIEELE T .

ARP £z [ERA /D F v aT—TIILDSEEITLN, IPv4 TIL MAC FRLADRIREZEAHTH-
FEZEICBEMTHAEHESNET,

FNLSMET, B THONEHIESNET,

BN THDGE . RS —IL—TAV T BEETIE IBESN=H M E~NDEIZEENHDHEHIEL.
ZTOHBEEBNTRBERBLET . BMTHUMEE L. set ip next hop AV R TERESNTZ
ROBEHDHEEITLET,

EEBED)ILYDATIIERFDER/NNTYNEER. EESN-HBENEMELYET,

refresh AU REICHERNIZESITURTY,

DEEn 88y FOREMRE 0BIST S

‘ Router(config)#ip polling-interval 10

I:l?‘/ FEHX

ip polling-interval < B5tR/\4 v FEIEREIR >

/354 —%
eres BENS RERE | AREOE |
B/ Sk [Py B/ ST INARPIDRERIREREL | [REMFES Y
%1% FEﬁ KE i_d_o l:gﬁfé L/i_d_o

| cogEEabiLngs
B/ Uy b DA R 5 BICERESNFT .

| ee—+
HAREEN
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| Frqo—F4vs08E

| fadn-iist

access-list MoSHET S fadn-list FERELE T,
fadn-list Tl&, Z7RL RfRRLT-L) FQDN 25 ELET,

refresh AT REIZHRI-ABATURTT,
V01.16(00) LABEHR—b

I REHI 1 www. fnsc. co. jp Z& fadn-list [ZERET S

‘ Router(config)#fqdn-list 1 www.fnsc.co.jp

I:l?‘/ FEHX

fadn-list <fgdn-list &F5> <FQDN>

I INTG A=A
erers BENE | REwE | 4BEOE
fadn-list ZF S5 |access—list £ 1{TFIT5 fadn—list DHE B EIE |1 ~50% BEAT
ELET,
FQDN FELURBALIL FODN EHEELES . [BA 254 XF |[4BFA |

¥ IN5A—4 fqdn-list FEDEREEHEH 1~50 (&, V01.18(00) LIBEHYHR—F

Loosrzabauga

access—list THESNT= fadn—list DEETELZITIL., 55 access—list DBEMNEIZHYE

¥,
EEE—F
HEABEE—F
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I fadn-list lifetime

fadn—list [2BERSNT= FQDN DT RLADMRRLTH L, ZHBTRLRAF T vyl ab LT

REFT ORREELA: ZERELFET,

refresh AT REIZHRI-ABZIATURTT,

DEEh 1 Fr v 2 REFERME 3600 BISRES D

V01.16(00) LLBEH7R—

‘ Router(config)# fqdn-list lifetime 3600

EESAS &

fadn-list lifetime <{R3FBFR>

I INTG A=A
erers BERE | REwE | 4BEOE
R R FRRLIZTRFLRZERETHEMEA )  120~3600 180
EHEELEYT,

Loogssibulga

180 FhEHYFET,

| ®eE—F

EXREE—F
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I fqdn—list query—interval

fadn-list [CE SN 7= FQDN D7 L R RREITOMMREAL: #HZHRELF T,
AET L RRRREFICIRY . RERTE ICBFRGARIRT HFET 10 BUMSAZ 10 BERTITLET,

refresh AT REIZHRI-ABATURTT,
V01.16(00) LABEHR—~

L&E6 1 FONO7 FLRBRETSMRE 0 BICHET

‘ Router(config)# fqdn-list query-interval 90

EESAS &

fadn-1ist query-interval <7 KL X#Z:REm>

I/i’%)‘—@
= RENE | REwE | 4BEOE

‘TFI/;(%E;‘J&FEEIBE

FQDN D f#RZE1ToMIMEELL: #)%EE  |60~90 60
ELET,

| CHD/REZITHIEWNGS
60 FREIfRELTYET,

| ®eE—F

EXREE—F
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| =15 vzroBE

I ip igmp access—group

BAVEBII—AT  IINFXXYRMN—TAUTEHAT BT IV—TFRLRET7T IR R NES
THRELEY,

refresh AT RZICHERNIZESITURTY,

[EEh 1 HAIRIL—T7FLRETI LAY MEE10ETD

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp access-group 10

I:l?‘/ FEHX

ip igmp access—group <7V R X B>

| INS A—4
K5 A—5 LERE gm0
B
_ . . . 1~99
o |HFEITARTI—TFTRLARZ IPV4 1EH#TH -
TIRRIAER AR OEmsRRLET 13001990 [T

¥ COMADULN=EREEEHIX. V01.13(00) LU EYR—k

|cogEzabings
FTRTOTIL—TF7RLREEHRLETD,

fEEE—F

LAN /AT —REBEEE—K

EWAN /2271 — X EE—NK
IPsec 1B T —AEBEE—KR
VLAN /2R TDT—RABEE—F
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I ip igmp fast—leave

AR TT—RAT, Fast Leave ZEMZTHEMNEINDEREELET .
BHOZEENBFETIAUETI—ATIE, ZOXREZEDICLENTESLY,

refresh AT REIZHRI-ABZATURTT,

I EEMH 1 Fast Leave ZB#IZT S

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp fast-leave

!:7>P§ﬁ

ip igmp fast-leave

I/G%-’SI
INSA—BEHYEEA,

|:®%i§ﬁb@u%ﬁ

Query IZXFLT. Report Ayt—UMAAL LT IRLTHL, EFRIZHLT Leave Ayt—2% @Al
LEY,

fEEE—F

LAN /2271 —RABEFEE—K

EWAN /201 — RSB EE—NK
IPsec 1B T —AEBEE—KR
VLAN /2271 —RABEE—K
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I ip igmp group—membership—timeout

TIFENXY AN I —TIZEMT 2427 —RAEROREEBEEELED,

refresh AT REICHERNIZHESITURTY,

DEoEh 1 RERME 1500BET D

‘ Router(config)#ip igmp group-membership-timeout 1500

I:l‘\?‘/ FEH

ip igmp group-membership-timeout <{R}FRFR>

Ls52=%
K5 4—4 | BEAE BERE RO
TILF XA IW—TIZBMT A2 T—XEHR (30~ -
‘ﬁﬁﬁﬁ ‘@ﬁ%ﬁﬁﬂ%ﬁﬁﬂ&%iuito ‘%%5 R ‘

LoogssibuLga
RIFHAIE 260 BISRELET

EEE—F

LAN /A0 —REBEEE—K

EWAN AR TJ1—RBEE—F
IPsec 1B ITT—RAETEE—K
VLAN /371 —RBEE—NF
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I ip igmp last-membership—query—interval

LA R TT—AT. Leave Z{E% D Group Specific Query [Zxf 9 5 IGMP Report {23 5
=D FHRFMERELET,

refresh AT REIZHRI-ABATURTT,

Doeh 1 BEBMZI0OBETD

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp last-membership-query-interval 10

RERFI 2 REFFREIZ 500 2 URET D

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp last-membership-query-interval dsec 5

I:l‘\?‘/ FEH

ip igmp last-membership—query-interval [dsec] <{FH&REfs>

185 A—4 | BERE HHEDIE

Leave Z{E1% M Group Specific Query IZXfI53 5
HHE5R]  IGMP Report 259 A= DEMRER (B ) |[1~25  |HBEFTE

EERELET
dsec FFEEFREZ 100 UM BRI TRE S DERICHEEL { ~955 FPEGIDRTE
EXR [CRYFET,

|:®%i€ﬁb@u%ﬁ

REFEFEZ 1 ISERELFET .

EEE—F

LAN /AT —REBEE—K

EWAN /201 —RAHEE—NK
IPsec 1A 7T —AEZEE—K
VLAN /371 —RBEE—NK
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ip igmp proxy

AR TT—RT.IGMP Proxy [ZKB I FF v AN —T42 T T ENESIHDEREL
9,
Snooping &, PIM-SM [ZEEL TAEE TIEHR—FLTUWEE AW

refresh AT REIZHRI-ABATURTT,

SR EH 1 ipsec 41 2 7T —XTIGMP Proxy IZKBTILFFr R MIL—T 1 T %H
b W)

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp proxy

I:l?‘/ FEH

ip igmp proxy

Ls52=%
INSA=BEBYFEE A,

|cogEzabings

IWNFXY AN —TAo TR LER A,

fEEE—F

LAN /AT —REBEEE—K

EWAN /2271 — X EE—NK
IPsec 1B T —ABZEE—KR
VLAN /371 —RBEE—NF
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I Ip igmp proxy—group

BAVATI—RIZBVWTIIILFEY AN —T AT EITIBED . IGMP Proxy DEMEEZFHNET
BUIN—TFRLRET7IER) AL EETHRELET,

BHERTEINEIGEICIE. TOERRYANESIBIZY—FESNFET,

Fl AV I AR EE—RERKREREE—RTTIERJRANEENEETHEEIE. 104
TI—REREE—FNEBEINET,

refresh AT RZICERNIZLESITURTY,

bi6l1 7o0HRURMES10ETL—TFELRE LTHEET S

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp proxy-group 10

I:l‘\?‘/ FEH

ip igmp proxy-group <77 X)X F&ES> [upstream < >3 7 T —X%£>]
[seq EFRE]

I INTDA—A
L Rk5A—5 | BRERE | BEHE | AREOME
. . = 1~99
TIER)RANES fo))l/:p 757\27‘;2;{?2?/4 RRTIERIR L1300~ 1999 EREAR AT
= ° 10000~ 11200%"

lan 1 oy 2]

P ERAVEZTI—RIHEET D137 |ewan 1~2 JI1—R%
—REERLET, ipsecif 1~1000%? |$§ELFEHE

vlanif 1~100 Ao

ERA B ITT—RIZIEELI=ABTT—
seq BEE RAZHLTC. BEEEZRELET, 0~255 255
BIENPNSWNADNBEENSRYET,

31 10000~11200 D& E &M (L. V01.13(00) LG Y HR—F
¥2 ipsecif 1~1000 [&. V01.13(00) LL[&EH7R—k, FITELnet F200 Plus Tl £ THERARTHE,
FITELnet F200 TIXE&EFEH ., 100 T ) H3E AT EE,

| CDREETHENGE
IGMP Proxy [Z& AT ILFHFY RN —T4o T &b #LER A,

EEE—F

LAN /37T —RBFE—FK
EWAN /27T —RAREE—FK
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IPsec 1A T —AEBEE—KR
VLAN /B D1—RABEE—FK
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I Ip igmp proxy—group—upstream

HEEBLARELTILNFIYAMN—T AT ETIBED . IGMP Proxy DEMEEZENET ST )IL—
T7RLRET7HEA)ANBETIRELEY,

BHEBRESN-HEIZIEX. TOERANESIRIZY—FENET,
Fr AT —ABREE—FEERREE N TTIERVANESHEETHEEE. 104
TI—RAREE—FDEBESNFT,

refresh AU RRICHRIICARDHITURTT,

HEFI1T FTOEAYRMEBE10ZSIL—TF7KLRA, ipsecif 1 ZLEFEA 2T —
AELTEET S

‘ Router(config)#ip igmp proxy-group-upstream ipsecif 1 10

I:l‘\?‘/ FEH

ip igmp proxy-group-upstream < 2 7z —RE> <FHUO LR R +EE>

[seq EEE]

Ls52=%
L Rk5A—4 | BRENE | BEEIE | EKEOME
lan 1
. . ERAVETI—RIIEET HABTT— |ewan 1~2 P
AVF71=2% | empLEd, ipsecif 1~1000% | B EH
vlanif 1~100
o |TIV—TTF7RLRE IPVAIBETHHER)R |1~99 ”
TORAUVANES | o @RS . 1300~ 1999 BRATHE
ERABT—RIZEEELI2AET7—
seq BEE RAITHLT. BEEEXRELET, 0~255 255
HENNSWNALPBEENSLEYET,

¥ ipsecif 1~1000 [, V01.13(00) A& H7R—b, FITELnet F200 Plus Tl3 £ TR &E,
FITELnet F200 Tl EEH T, 100 T ) HEERATTEE,

|:®$E€ﬁbﬁu%é

IGMP Proxy IZ&BTILF XV RAML—T 4T Eh#LEE A,

fEEE—F
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I ip igmp proxy non—querier—behavior

Non—querier FFDENEFERTELET .

2 BDIL—ETREEREITIGAIZ. AB—EI AV LD RIIL—45% Querier IREEEL AR E (X
Non—Querier IREEE T BB A (XK. reject-report T3V EBMTEHIETEREBE D/ g
#hIEgAHIENTEET,

refresh AU REICH®IZEAaTURTY,

LB 1 Non—querier BEIS ESRIS join 52 £ </ y bOR#E LA

‘ Router(config)#ip igmp proxy non-querier-behavior reject-report

!:l'?“/ =5y

ip igmp proxy non—querier-behavior <Non-querier

kg
filt
%4

I ING A—A
k5 A—4 | BENE | BEEE | HEEFOIE
Non—querier BFDENEZEERELET
LRI join L, FiRIL report Z4FLFE
default |[§™A% TN TEMSEVIFBERELS || orun
Non—querier BLEEA, reject— default
®/E reiect— THRMBD report ZEEEL. LiTIC | |report .
! join B LFHMSEYVYIEFENE | [no—join
report
A,
no—ioin TRMDLD report [FZAF DA LRI
! (& join LEH A,

|:®$E§ﬁbtv%ﬁ

EFRIZjoin L, Fifitld report ZAFLEYT M. N TENSEVIIXERELHBLEE A

fEEE—F

ERREE—F
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I ip igmp querier—timeout

KA R ITT—RT.IGMP Querier DEFAATHEMEZSHRELET,

refresh AT REICHERNIZHESITURTY,

DEEEh1 4B BEEI0RET D

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp querier-timeout 100

EESAS &

ip igmp querier-timeout <&£7F4% A <ERD

I/G%-’SI
erere BENE REHE | GO |
‘zm J— ‘Iﬁgg?erier@iﬁwvﬁmﬁ(%m:mﬁﬁ ‘60%00 - ‘

|:®%i€ﬁb@u%ﬁ
EESATEREE 255 IR ELET,

EEE—F

LAN /2271 —RABEFEE—K

EWAN /201 —RAHEE—NK
IPsec A A TT—AEHEE—K
VLAN /2271 —RABEE—K
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I ip igmp query—interval

BARTT—R T, IGMP Query 2y t—CDEEBRERELET,

refresh AT REICERNICESITURTY,

DEEEn1 XEMRE 10BET D

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp query-interval 100

EESAS &

ip igmp query-interval <E{ERED>

I/i’%)‘—@
K5 4—4 | BENE | BERE |AREOE |
. “ 33 s = = / ‘L 'l\ B
‘%Efﬁﬁﬁ% ‘II%IZI,F;E(;—uener)‘Jt oM EEMRER (BAL: 7)) 5% ‘30’*’65535 B ‘

| cogEEabiLngs
EIERIMRE 125 BICRELET,

EEE—F

LAN /2271 —RABEFEE—K

EWAN /201 —RAHEE—NK
IPsec A A TT—AEHEE—K
VLAN /2271 —RABEE—K
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I ip igmp query—max-response—time

HALBTT—AT,IGMP Query RIZERET dRANEFLRMEERELFET .

refresh AT REICHERNIZHESITURTY,

| Ehl1  BAREBMZ0BETD

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp query-max-response-time 10

IEh 2 BRBERMES0 S UBLT D

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp query-max-response-time dsec 5

I:?DF%ﬁ

ip igmp query-max-response-time [dsec] <®KIHZFHHEED

|/\°5x—9
K5 A—% | BRENE | BEEE | AREOE
BAGES [IGMP Query RIS T T B8 KM Z 45 B (8 s
BESE ) ERELET. 1~25 |G
feoe BRGEHLHME 100 SUBBHTRET S |, |(HELORE
BIIRELET. (<HYET,

|cogEzabings

RAILERREZE 10 ISRELES .

I EEE—F

LAN /A0 —REBEEE—K

EWAN /A TJ1—RBEE—F
IPsec 1A TT—AEBZEE—KR
VLAN /371 —RBEE—F
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I ip igmp static—group
BAVATI—AT, BHIZEFETEIILFIv AN IIL—TERELET,

refresh AT REICHERNIZHESITURTY,

DeEEm 1 2383.0.01 #TAFF R FTL—TISEMT B

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp static-group 233.0.0.1

EESAS &

ip igmp static-group </ IL—FF7 KLR>

I INTG A=A
k5 4—4 | BERE | R | &EBEOfE |
TIW—T7 |[BHICERTEIILFIVYAN IL—TE2ERELFE IPv4 TELR SRR
KL el EHE

|:®%i€ﬁb@u%ﬁ
TILFER AN L —TEEHRNICEFELEE A,

EEE—F

LAN /2271 —RABEFEE—K

EWAN /201 —RAHEE—NK
IPsec A A TT—AEHEE—K
VLAN /2271 —RABEE—K
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I ip igmp source—interface

BAVAIT—RATIGMP /Ay —RTRLRZERELET,

refresh AT REICHERNIZHESITURTY,

DEEEm 1 EWAN 1ISIGWP /Sy FY—RT KLRAEBRET B

Router(config)#interface ipsecif 1

Router(config-ipsecif 1)#ip igmp source-interface ewan 1

EESAS &

ip igmp source—interface <4 >4 7zt —X%&>

I INTA—A
erere BRENE | BEHE | LREOE
lan 1
N B IGMP /85y —RT7RLAKRTET B3 lewan 1~2 ”
1B RE | EtEELET, danif 1~100 | 2R AT

loopback 1~16

|cogEzabings

A BTT—ZAD IP FRLRAZBERELET .
loopback 1-16 => lan => vlan 1-100 -> ewan 1 => ewan 2 DJBIZHEZEL . FHATEA7RFL AN
RO o=15E8. FDA 37— RADTRLAZEFERLET,

EEE—F

IPsec 12271 —RAREE—F
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I ip igmp version

KB AR TT—ART.IGMP Querier DEIE/N—2a 2R ELE T,

refresh AT REICHERNIZHESITURTY,

IEEEH 1 IGHP Querier PEBMEN—C 3% 1 ET D

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip igmp version 1

EESAS &

ip igmp version <IGMP Querier /N\—2 3 2>

I INTG A—4H
| K5A—% | BRENE BEHE | AREOE
IGMP Querier DEI{E/N\—2a FR/ELET,
]GM‘P Querier I\ ‘1 ‘/{_:/“axj 1 | 1 %E%Z:EJ-
—<ay — 2
2 —vava |

|:®%E§ﬁbtm%@

IGMP Querier QENE/N—2av(E 2 ERYETS,

fEEE—F

LAN /2201 —RABFEE—K

EWAN /201 — RSB EE—NK
IPsec 1A TT—AEHZEE—KR
VLAN /2271 —RABEE—K
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I ip multicast ttl-threshold

TILF T ANPHBED TTL OFREZSRELET,

refresh AT REICHERNIZESITURTY,

DEEp T oREZE 10 £3 5

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#ip multicast ttl-threshold 10

I:l?‘/ FEHX

ip multicast ttl-threshold <TTL>

I NG HA—4H
K5 x—% | BRENE REHE | GO |
TTL RLFFCRARREED TTL OBMEERELES,  |1~255 |GBEFA ‘

|:®%i§ﬁb@u%ﬁ

TTL OBEEE 1 ITRELET,

fEEE—F

BEREEE—F

LAN /2371 —RABEE—K
EWAN /201 —RAFHEE—NK
IPsec A A TT—AEZEE—K
VLAN /2271 —RABEE—K
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I ip multicast—routing proxy

INFHEXRMN—T AT ETIIHFEDHR—ITOrILERELET,
Snooping B KU, PIM-SM [CEAL TAREE TIEHR—FLTLVEE AL

refresh AT REIZHRI-ABATURTT,

IEm 1 Y=+ F 0 kauLIc I6WP Proxy EERY %

‘ Router(config)#ip multicast-routing proxy

I:l?‘/ FEHX

ip multicast-routing proxy

|/\°5x—9
IRSA—RIEHYEE Ao

| CD/REZITHIEWNGS
INFXXY AN —TATETVER A

| ®eE—F

EABEE—R
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I set security—association selector bypass

IPsecSA DELIARRETH T ICHBTHIESICRELET,

meast A TLAVEIRTETHEIZKY ., TILFF AT YDA ELIZRFEITHT (Sl
LFET,

JL—hAR—ZX (ipsecif) #{FALT= IPsec TDHEAR. RV —_R—XTIHREHFRLET,

IPsec #BEZFRALTIILF XY RAMNL—T AU # T8 BITREL TS,

refresh AY U RRICEIZHHaAT VR T,
IKEv1/IKEv2 #Bav R

LEEf RAFEYR STy b OB ELY SRRETDTIST#T

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set security-association selector bypass mcast

I:l?‘/ FEHX

set security—association selector bypass [mcast]

I ING A—A
K5 A4—% | BRENE BERmE | ABEOE
mcast V)L}:\:"\"ZF/\O}T“JF@J%"ZL/79@§§ mcast f;gé}?;;—fﬁq:l/é
AhT I 2B AT ELET. g -

|:®%E§ﬁbtm%@
LRIy F LA YNEESNET,

fEEE—F

VPN LA EE—F
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/sy Fyo—Fxrx toiE

I ip limited—broadcast ttl

JETFyRTO—F XX (255.255.255.255) 58D IP /N4y bD TTL{EZ R ELET,

refresh AT RZIZHERNIZESITURTY,

DEh1 USTYRIO—FX¥v R b0 TILEE 641235

Router(config)#interface lan 1

Router(config-if lan1)#ip limited-broadcast ttl 64

I:l?‘/ FEH

ip limited-broadcast ttl < TTL1{& >

Ls52=%
perery BENE | BERE LR
TTLIE  [USTYRTO—FE0RLO TTLERIEELES. [1~255 [MBFA |

|:®$E€ﬁbﬁu%é

YISFyRITO—KRXv X0 TTL B 1 EBYET,

fEEE—F

LAN /37— REBEE—NR
EWAN /AT —REEFEE—F
VLAN /B D1—RABFEE—K
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| Ecp oz

ip multi—-path max—paths

ECMP TER CTETARAKBERMZETELET,
refresh AX U RRRICERIZHEHAT VR T,

V01.02(00) L & 4K —

I REHI 1 ECNP TEEFRTEDIRABHREZE 229D

’ Router(config)#ip multi-path max-paths 2

I:l?‘/ FEH

ip multi-path max-paths <#RFR#p

|/\°5x—9
ey BENE B
RS BARBHERELES . [1~2 EREAE

|:®$E€ﬁbﬁu%é

ECMP TE R TEA2RARBHIL1TY,

fEEE—F

EAREE—R
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IPsec #BEDRE

BGP IZBH9 5% E
|BGP4®;&E

I aggregate—address

BIREHREENL., ZTDIEHRE BGP TEALET B9 HF(X. PATH E4IZ, ATOMIC-
AGGREGATE /1. AGGREGATOR B4 DI+ TEALET . summary-only ZHEELI-E &L, &
HEOBRBRBEROAZEML. FHSN-OBERITBEMINEE A,

refresh AT RZICERIZESITURTY,

I sxEHI 1 192.168.0.0~192. 168. 255. 0 MIFFRIFE % 192.168.0.0/16 [CEHT B

Router(config)#router bgp 100
Router(config-bgp)#aggregate-address 192.168.0.0 255.255.0.0

DsoEhl2  BoEhl LR (1 LERBRDOT FLADH % BP THEAT 2)

Router(config)#router bgp 100
Router(config-bgp)#aggregate-address 192.168.0.0 255.255.0.0 summary-only

I:?DF%ﬁ
aggregate—address <IP 7 KL R> <%y < X%> [summary-only]

/354-%
| KS5A—% | BRENS | BEHE \ LR OIE
PF7RLR  |[E#%0 P TRLR IPv4 7RL o3t
FYPIRY | EHEOTIIIRY 1Pv4 ZRL R RSt

EHRTDORKRIE

ENRORBEROHTBHNTES |
VO st e TBAIT S

BITHEELFEY .

summary—only

|cogxsibugs
Aggregate LEH A,

fEEE—F

BGP H—ERFBEE—K
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I bgp always—compare—med

BELHEBEVATLIZETREHD BGP ET7HLZ TS0 MED D ELEREZTLET,

refresh AT REICHERNIZHESITURTY,

LE&Ef1 NED ISk A BERBOLBETL S

Router(config)#router bgp 100

Router(config-bgp)# bgp always-compare-med

EESAS &

bgp always—compare-med

I/i’%)‘—@

INTGA=BIEHYFEE Ao

Loogssibulga

MED D L& FITHELVEE As

| ®eE—F

BGP H—ERFBHEE—F
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I bgp bestpath med missing—as—worst

BGP D& EIZKRODEZRIZHLNT. MED {E (MULTI-EXIT-DESCRIMINATOR) & &34 5154215
TELFE T, missing—as—worst ZIFELI=EE L. MED BHEDLGWVEEREZEEEL TUOVELVEREAL
LET (MED {EZ JE{E 5 (4294967295) EL THRS) »

refresh AT REIZHRI-ABATURTT,

L& WD BHOmERE . FRERKLT D

Router(config)#router bgp 100
Router(config-bgp)# bgp bestpath med missing-as-worst

I:?yF%ﬁ

bgp bestpath med missing-as—worst

/354-%
INTGA=RIHYFEEA.

|:®%E§ﬁbtu%@
MED B D4R &I, MED {EZ 0 ELTHRULVET,

373



IPsec ¥ty FHEw,—HFwkrIL—5 FITELnet F200/F200 Plus

| FITELnet F200/F200 Plus 0D BGP S @i B &R

FITELnet F200/F200 Plus O BGP Tl&, LT DB CHREZEDERFITHELET,

Bk N .
B | B R
1 NEXT HOP J& |NEXT_HOP &1 CTHEE SNz NEXT HOP ~DIRBEMNELVGE (L ES)
i3 BRigED
BGP E7IZE%FE L= WEIGHT fEIZ&Y . WEIGHT {EDAKZLVBGP E7
2 |WEIGHTHE | hssmaEssns
3 g,[ZAL-PREF LOCAL PREF {ED KELMRIEMNBESIND
4 |LocAL [FITELnet F200/F200 Plus A4 KL 7= BGP 2B AMBE SIS
w |ASPATH BRAELVEEAMEB ST EN S, 1=7ZL. bep bestpath as—path
5 AS_PATH Bt ignore AX U RDERESNTIVSIBE L. ASPATH REEELAEL
/6 |ORIGIN B |ORIGIN Bt % (% IGP>EGP>incomplete
7 |mEDf&E IMED fED/INELMEBE A BRSNS
8 E;;GP ol eGP MEFAATDELEIE. E-BGP > 1-BGP
9 |IGP ARYwH ;&E;(\TEH;Z E;iﬁamént NEXT_HOP ~NMD ARy Z{BAVINEL VR
10 lrouterid E7 D router—id ED /NSLVRERAMBF SN D, T=7=L bgp bestpath
urertt compare—-routerid MEESNTLNSIHEIZBRYET,
| ®eE—F
BGP H—ERXHZHFEE—F
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I bgp bestpath as—path ignore

BGP DR ODBRIZBLNT . AS NADESEZEELLEVVMESICIEELEY,

refresh AU REICENICESITURTY,

|1 BERKEOERIC. ASPATHREZEELAL

Router(config)#router bgp 100

Router(config-bgp)# bgp bestpath as-path ignore

EESAS &

bgp bestpath as-path ignore

I INTA—A
NSGA=REHYFEE A,

| CDHREZEITHEWNES
AS-PATH R&#ZELET
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IPsec ¥ty FHEw,—HFwkrIL—5 FITELnet F200/F200 Plus

| FITELnet F200/F200 Plus 0D BGP S @i B &R

FITELnet F200/F200 Plus O BGP Tl&, LT DB CHREZEDERFITHELET,

Bk N .
B | B R
1 NEXT HOP J& |NEXT_HOP &1 CTHEE SNz NEXT HOP ~DIRBEMNELVGE (L ES)
i3 BRigED
BGP E7IZE%FE L= WEIGHT fEIZ&Y . WEIGHT {EDAKZLVBGP E7
2 |WEIGHTHE | hssmaEssns
3 g,[ZAL-PREF LOCAL PREF {ED KELMRIEMNBESIND
4 |LocAL [FITELnet F200/F200 Plus A4 KL 7= BGP 2B AMBE SIS
w |ASPATH BRAELVEEAMEB ST EN S, 1=7ZL. bep bestpath as—path
5 AS_PATH Bt ignore AX U RDERESNTIVSIBE L. ASPATH REEELAEL
/6 |ORIGIN B |ORIGIN Bt % (% IGP>EGP>incomplete
7 |mEDf&E IMED fED/INELMEBE A BRSNS
8 E;;GP ol eGP MEFAATDELEIE. E-BGP > 1-BGP
9 |IGP ARYwH ;&E;(\TEH;Z E;iﬁamént NEXT_HOP ~NMD ARy Z{BAVINEL VR
10 lrouterid E7 D router—id ED /NSLVRERAMBF SN D, T=7=L bgp bestpath
urertt compare—-routerid MEESNTLNSIHEIZBRYET,
| ®eE—F
BGP H—ERXHZHFEE—F
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I bgp bestpath compare—routerid

BGP MR EFREDBIRIZBNT. IL—2ID 2EEITHESITHEELET.

refresh AR EICHERNIZESITURTY,

s 1 BEEBRORRIC, L—2 1D EEET D

Router(config)#router bgp 100

Router(config-bgp)# bgp bestpath compare-routerid

EESAS &

bgp bestpath compare-routerid

I/i’%)‘—@

INTGA=BIEHYFEE Ao

Loogssibulga

IL—32DDEEELEFA
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IPsec ¥ty FHEw,—HFwkrIL—5 FITELnet F200/F200 Plus

| FITELnet F200/F200 Plus 0D BGP S @i B &R

FITELnet F200/F200 Plus O BGP Tl&, LT DB CHREZEDERFITHELET,

Bk N .
B | B R
1 NEXT HOP J& |NEXT_HOP &1 CTHEE SNz NEXT HOP ~DIRBEMNELVGE (L ES)
i3 BRigED
BGP E7IZE%FE L= WEIGHT fEIZ&Y . WEIGHT {EDAKZLVBGP E7
2 |WEIGHTHE | hssmaEssns
3 g,[ZAL-PREF LOCAL PREF {ED KELMRIEMNBESIND
4 |LocAL [FITELnet F200/F200 Plus A4 KL 7= BGP 2B AMBE SIS
w |ASPATH BRAELVEEAMEB ST EN S, 1=7ZL. bep bestpath as—path
5 AS_PATH Bt ignore AX U RDERESNTIVSIBE L. ASPATH REEELAEL
/6 |ORIGIN B |ORIGIN Bt % (% IGP>EGP>incomplete
7 |mEDf&E IMED fED/INELMEBE A BRSNS
8 E;;GP ol eGP MEFAATDELEIE. E-BGP > 1-BGP
9 |IGP ARYwH ;&E;(\TEH;Z E;iﬁamént NEXT_HOP ~NMD ARy Z{BAVINEL VR
10 lrouterid E7 D router—id ED /NSLVRERAMBF SN D, T=7=L bgp bestpath
urertt compare—-routerid MEESNTLNSIHEIZBRYET,
| ®eE—F
BGP H—ERXHZHFEE—F
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I bgp default ipv4—unicast

BGP E7EXRMT BT RLRI7IN—DTIAHILEE IPva ELET IPVv6 T 74 ILEET DIHE (.
disable #EXELFET

disable [ZEREL -5 S T. IPv4 OB ERRILEITIEIHEE L. neighbor activate enable YR T
BGP ET7ZIEE T ARENHYET,

refresh AU RRICHZNICARHITYURTT,

| 55Eh 1 B E7 L DEBRIMT IANREIPGE LT D

Router(config)#router bgp 100
Router(config-bgp)#bgp default ipv4-unicast disable

I:?DF%ﬁ

bgp default ipv4-unicast <7 KLRA 731>

| INSA—4
(R5A—% | BENE | BEEE | HKEOE
BGP ET7EXRMT 27 RLRI7I)—DT I+ ILEE
FRLZ IPv4 (23 o EHELET . | enable .
731 ‘enable “7:77}'}“*”& IPvd 9% ‘ disable Ly
[gisable [7*754 )LME 1Pv6 £33 |

|:®%i€ﬁb@u%ﬁ
IPv4 A =F v RAMNIZBTEET,

EEE—F

BGP Y —ERZEE—F

379
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I bgp encap nexthop ipv4

REMOTE-NEXT-HOP atribute [<5#B 1= Tunnel Endpoint SEDEHERA L —hELTHERL
F9,
refresh AT REIZHRI-ABZATURTT,

V01.15(00) LA H7R—p

IEEE{?IH Tunnel Endpoint SEDBFEDT — oA % ewan 1 [ZERTET S

Router(config)# router bgp 65000
Router(config-bgp)# bgp encap nexthop ipv4 ewan 1

I:?DF%ﬁ

bgp encap nexthop ipvd {KIPv4 7 KL R> | <4 %2 7 x—RX%>} [distance {&]

Ls52—%
C Rk5A—4 | BENT | BREEmE | AEBEOE
IPv4 PELR  [IPv4 Nexthop address Z18ELFT. [IPv4 PRLRT  |GBEFA
dialer <1-20>
Next-IF #3EELE T, ewan <1-2>
ARATT—R%E  |ewan ZEE L5 S . DHCP router pppoe <1-24> LT
option T nexthop Zf#RLET . connected null 0
tunnel <1-100>
‘distance & ‘distance EEEELES. |1—255 ‘200

|:®%i€ﬁb@u%ﬁ

Tunnel Endpoint SEDFIREZFLEE A,

| ®eE—F

BGP Y —ERZEE—F
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I bgp log—neighbor-changes

RO ESIFIBEIZ, slog ITHAMNLEENET,

‘BGP E7 LD TRy IV LS5 E
‘BGP E7 LD TEY Y av TS hi-15&
*BGP NOTIFICATION Ayt—U%EEL-SE
*BGP NOTIFICATION Ayt —C%Z{EL-HE

refresh AR ZICERIZESITURTY,

w1 L4305 c0s%8 AT 5

Router(config)#router bgp 100
Router(config-bgp)# bgp log-neighbor-changes

I:l?‘/ FEH

bgp log-neighbor—changes

Ls52=%
INSA=BEBYFEE A,

|cogEzabings

EREA(SVTTORTHAZTVER A,

fEEE—F

BGP H—EXFZEEE—F
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I bgp router—id

BGP JL—42 ID 2/ ELET,

refresh AT REICHERNIZESITURTY,

[EEh1 BePOL—2IDE10.1.11ICHRES D

Router(config)#router bgp 100

Router(config-bgp)# bgp router-id 10.1.1.1

EESAS &

bgp router—id <IP7 KL X>

I INT A—4
k54 —4 | BENE | BERE  |ERBOME
IP7RLR [BGP MJL—%ID EEELET, IPv4 TRLAT [4BEFA |

|cogEzabilngs

IW—BDEARATT—ATRLATRANDEHLNE BGP JL—4F ID £LFET,

lLr—seE?

BGP TS . ZEEBED ID T . BEIX. FDIL—EDEZN 1 DDAETT—AD IP PRLRAEE|

PRGN

| ®eE—F

BGP 4—ERREE—F
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I bgp default local-preference

LOCAL-PREF BT 74+ ILMEZFERELE T,
UPDATE Ayt—UCEAT AL TORKIFERICEAL T, ZZTERELT= LOCAL-PREF {EZDIT
TEMLET,

refresh AT REIZHRI-ABATURTT,

| SE5 1 LOCAL-PREF fE% 200 5% T %

Router(config)#router bgp 100
Router(config-bgp)# bgp default local-preference 200

I:?DF%ﬁ

bgp default local-preference <LOCAL-PREFERENCE {&>

| NS A—4
| R5A—% | BENE | REHE | HEEOE |
LOCAL- UPDATE Ayt—U TIAEd HFEM LOCAL- |0~ LR
PREFERENCE { |PREF {EZ&ELEY, 4294967295

|cogEzabings

LOCAL-PREFERENCE fiI& 100 (25U E T,

| LOCAL-PREF & (%2

BLIEETL T4 v I RIS BEHLETT , LOCAL-PREF {EMNKEVEIRIEHRM. BhshEd,

EEE—F

BGP H—ERFBEE—K
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I bgp scan—time

% BGP RO RV ARYTICET HEETREME D EHAMBRF v 2T IMIRERELET .

refresh AT REICHERNIZESITURTY,

LEEp1 ¥ v UmMRES BISRES D

Router(config)#router bgp 100

Router(config-bgp)# bgp scan-time 5

I:l?‘/ FEHX

bgp scan-time <X+ EkE>

I/i’%)‘—@
5= | RERE REHE | AHEOE |
RECUBR [REF v EAEOME A ERELET,  [5~60  |[EEFE |

|:®%i§ﬁb@u%ﬁ

AXvURERRIE 60 BIZERESNFET

fEEE—F

BGP Y —ERZEE—F
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I distance

HEDBGP E7H DT T I RENT-RIED distance [EZHRELET,
distance El1&. EMNNENFEEBEENSLGYET,

refresh AT REIZHRI-ABATURTT,

HEFI 1 192.168.100. 1 DETHMLZIELE=TIERY X FIZAT HBHRIEFHRD
distance f[EZ 1 &9 %

Router(config)#router bgp 100
Router(config-bgp)# distance 1 192.168.100.1 255.255.255.255 1

I:?DF%ﬁ

distance <distance > <IP7 FLA> <%xw < RY> [TH LR X FE]

Ls52—%

L KSA—H | BRENE | BEEE | ABEOE
‘distance E FHELTLSHIEIRD distance [BEZERELET ‘1 ~255 HEEA AT

. distance [EZ X E T HBHFEHRDIAELIP 7R [IPvd FRLR |,
P7ELA | smLEe it BT

: AL % = e s
RyhTRY ;J&ls*’faagi;l_fnxmﬁ'éﬁﬁﬁ ERDRYNTRY IHIZVE‘ItTH/Z SRR
BET7IELRA)AESICTEHLIZBGP E7H

TIRRUALE |55 s iy RSN BB FA R AV RS - LR
- ERAT 5. :

LoogssibuLga

BGP DT 4 RAA A{E (distance bgp AV K TIEE) [CHELVET,

EEE—F

BGP Y —ERZEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I distance bgp

EBGP./IBGP.” O—/JLZIKIZDUVT distance [EZERELE T, distance fE[Z., [EA/NSNITEE
KENELHYET,

refresh AT REIZHRI-ABATURTT,

Iﬂiﬂ1 F-BGP.~ I-BGP.” O —# JLIZIED distance lEx. 2 EN30.210./250
SBETD

Router(config)#router bgp 100
Router(config-bgp)#distance bgp 30 210 250

I:?DF%ﬁ

distance bgp <distance {&>

Ls52—%
K5 A—4 | BRENS 5 BRI
) = external(EBGP), int_ernaI(IBGP), local FNFNIZD - LT
distance {& AT distance [EA R ELET 1~255 |EBRAH]

|:®$E€ﬁbﬁu%é

‘ gy ‘d istance {&
E-BGP 120

1-BGP 1200
IO—HJL#ER 200
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I (%) 70O F3)LD distance {E

D FOra/LD distance L. LTDESIZHLTLNET,

| Joran [FOALME| #E
ZETAvY K EEALE
EEIL— - EERA
‘BGP(external) ’20

IBGP (internal) 1200 LEAAE
BGP (local) 1200

RIP 120 EEA A
‘OSPF(externaI) ‘110

‘OSPF(inter—area) ‘110 EHEAHE
|OSPF (intra—area) (110

IKE JL—H 0 EERA
[SA-up JL—F 0 EEALE
[REDUNDANCY JL—F [0 EEAE
‘EventAction JL—b ’1 ’gﬁﬂﬁﬁ
‘AutoConfig ’0 ‘QEZ:H

EEE—F

BGP 4 —ERFEFE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ip as—path access—list

AS IRADYALEERELET .

AS IXAD' AMEBRTRIEEF ISR EMELNE, REFRTELTIRODNET DT, FFaILizLMEEIC
(49 permit DERTEFITo>TLESLY,

BEHD AS ZHREITHEAIF AR—ATRY>TERLET,

AS INADIBEAREIE. RELE=XFINNEEFNZLDOLARRELYET,

Bl Z 1L 100" B ELIBEE (X, “1007 12+ T%<"10017, 10027, “10010” - =D K5I, “100” D

XEINEFENDEONATRELYFET,

Fl. ERRBECTOEEEFTESIIENTEET,

refresh AT R IZHIZHE AT VR TT,

V01.01(00) LA H-7R—p

IEQEWH as—pathl DAS 7 XY R ~& LT, ASES (100 101 102) ZEFFRIT S

‘ Router(config)# ip as-path access-list as-path1 permit 100 101 102

I:l‘\?‘/ FEH

ip as-path access—list <AS 7o X1 R +&> [deny|permit} <AS B S>

| NS A—4
K5 A—5 | BRENE | BERE | LREOE
AS FHury (A8 TIRAUAMCEMEDTET COBMIL, 1254 STFLL
e BGP $ & U address—family 2% E—KF®D. neighbor |[NDFEEK |EEEAT
filter-list AT R THELET . ¥
g , SralE M (permit) Ay, NEFAIEE(deny)MZEFERL  |deny
eny|perm|t .
EX I8 permit
= AS ISREHRTELFT . BED AS /SREHEET S P
ASES  gars AR R TR TRALET 1~65535 [ ERAA
| EfERIcOLT

BHOEZ. 1 DOEXTRRE T HHEEE. ERRIKT (ERX) EMFATHET,

BIZIE. T1£2L3L4 1FELIVMERIZ. 4 DDA UKREANTEOTIELEL 1 DOANTA
DERIVTAHIENTE, CCTHATHERDNERRETY,

FITELnet F200/F200 Plus M IEfFR R CHEAMBELEXFETRICEFEDNHFET,

BHE. ERRBIEARITURTOAMERTEETT,
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ERERHTHERT -
PXFRENE Bk e F
EUSR HEED 1 XFERRLET . (R |, 10,11, 12,7+ +19 F=(&
R—REEL) ’ 1a, 1b, === A EZHLFET,
ERTDXFEE 0 [@LL E#RYIRT 1,12, 122, 1222, 12222, ==+ 15E71”
x |TRAJRY |[ZEEBRLET, (RR—RIE [12% DRIZ"2"% 0 [EILLEAEYRLT=%
EFELY) DHIZELET,
BERIDXF% 1 B LEEYRY 12,122, 1222, 12222, =12 E"1° D
+ [F5R CEEERLET , (RR—R(E |12+ RIZ"27% 1 ELALEYIRLI=2D
EFHLY) MNEEELET,
o 1,10, 11,100, 1a=-%:& . 1 XFH
N1 DEOMNZELET,
T FwLwbk XEFEMDIEE LEY,
7 FORRERLET i 11,111,112, 1123+ 132E . |ZHID 2
XEN " DEDOMNZLELET,
" 1,11, 21,321 %L . REDOXFE
N1 DEOMNZELET,
$ KL XFENREERLET,
FORBER ” 11,111,211, 3211+ 15E . |12 D 2
XEN 1" DBEDOHZULET,
ROBPD 1 XFEEKRLET,
Hho<
U |PeEmRK
s ) |REIELS Lo 1} 10 DBEKUT, 11,21,
i Z;T O |rEImEAC 1 321 15E  BEOXFEN 1" DL
) |#EamEACa DHEZEELET .
EEXF (CLR%)
BEXFGEAZ)
|ZR—2
1 ks [1234] [1,2,3 4 B\BBLET,
03l [1 3 pmuLES,
XFOHEERLET [1-41 12,3 4 BBBLET,
B A lab, A B AELET.
2 1 XFEEN1"FEFX2°7OEOMN
ZuLET,
kel r -
| /47 FTERLET, s | X=BA R AREOXE
N2 DEDOMNZELET,
ol 11,111,211, 11222 12E . "17% 2
ElfgYIRITEDOMZULET,
{} |$E BURLERLET, 1,111,211, 1112, 11112 %5, 717
1{2,} 2B U LEBYRTEDAZEL
E3x I8

389




IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

11,111, 211, 1112 72 E . “1"% 2 7]
12,3} [LAE3EIUTRYIRTEDHZY

LFET,
y | ERRBAOXTORBLE P [ EVSXFIINHLLET.
ASvyva  RERYBREET, la-z¥-] |ab,c =rrz &, "~ HEHELET,

| ERRB @RS
AS Z&S 1000, 1001, 1002, 1003 Z@BLI=TL T4y AERIEFHFRIEL. TR DTL T4
9 RIERIEEFRIT B,

Router(config)# ip as-path access-list 1 deny #100[0-3]

Router(config)# ip as-path access-list 1 permit .*

I CDRFEZIT o> TLEMGEDEE
AS INRYANMZE BT RFITVEE A,

|z—vE—F

BRBEE—F
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I match as—path

BPG T ip as—path access—list AV KR THEEL- AS NABMZE. L—byTELTHEBASE S,
refresh AU RZICHERNIZESITURTY,

V01.01(00) LA H-7R—p

Iﬂiﬂ1 ASSATHHERAURA L (AS-1) TRy FEER

Router(config)#route-map map1 permit 1

Router(config-rmap map1 permit 1)#match as-path as-1

EESAS &

match as-path <AS 75X R &>

| IS5 A—4
K5 4—4 | BENS | BEHE |aREOE |
AS TR |ASTORARAJRRREIEELE T, AS 7UERYRL (254 XFD LR
4 [&. ip as—path access—list Aa¥ K TCERELET . T "

|:®%E€ﬁormtu%é®ﬁ¢
AS NRATOERA)ARD LR EITULVEE A,

l=—vE—¢

Route-map % E E—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor activate

BELIP7RLRZEDBGP E7EANETAINESIMEFIRELET,

refresh AT REICHERNIZHESITURTY,

B
I axX &

1 1

BGP E7 (10.0.0.1) ZF®ET S

Router(config)#router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 activate enable

EESAS &

neighbor <BGP E7 M7 KL RX> activate <BGP E7

RE>
I INTA—A
Erern BRENE | BERE | AREOHE
BGPET7®D |BGPEF7®DF7KRLA%E IPv4 =1, IPv6 7K |[IPv4d 7RL AR
7ELXA

LARKTEELET .

IPv6 7RLARER A

o * 4 7
BGP EPHE BGP E7Z B %l (enable) &3 B M ES)

(disable) £ BMNEHRELET,

enable
disable

HEEA T

I ZDBE

DRSS

BGP ET7IZEMIZHYET,

fEEE—F

BGP H—EX
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I neighbor default—originate

BEB&#RIALRYTIZLIE=FIA4ILEIL—F 0000 % BGP E7IZIEE T AESICHELET,
DEREEITHO>TLSEE L BGP B RICEFZFIN TS T IAILML—MIEELEE A,

refresh AT REIZHRI-ABATURTT,

IE&Epl1 B E7 (10.0.0.1) ISHLT, T4 FL— FOIERE®D

Router(config)# router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 default-originate

!:7>P§ﬁ

neighbor <BGP E7 M7 KL R> default-originate

Lszs=

d

\ SA—% | BENE | BEEH
BGPEF7® BGPET7NDTKLR%Z IPv4 E£i=IL . IPv6 7 [IPvd PRL ATz
TRLR FURABKTEELET . IPv6 7RL AR

| cogEzabilngs

BGP IR RICT IAILNL— D EFINTWBRE S, TOTIAINL— ERELET,
BGP IR RICT IAILML—M D EFEINTOEWNES (XK. TIHILMNL—FELRELEE A

fEEE—F

BGP H—EREBEE—K
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor description

BGP E7ICRRTCHAD-ODXFINEEELES

A —]

DEREFBEFERLCTRINIENFTLEONENIREYEIHYEE A, DAY POTVRFTZHREL
'C(T:él,\o

refresh AT REIZHRI-ABATURTT,

IEm 1 B ET (10.0.0.1) OEHEIPVPNI"ET S

Router(config)# router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 description IP-VPN1

I:?DF%ﬁ

neighbor <BGP E7 M7 KL X> description <BGP E 7 & F>

| NS A—4
K5 A—5 | BERE | BT
BGPE7®D [BGPEF7DF7RKL A% IPv4 £1=I&. IPv6 [IPv4 7RL A= SRR
TKELR TRUAEATIERELET . IPv6 7RL RS
BGP E7 47 BGP 7 D AHERELET. gg%ummx LRAH

|cogesibsuga

BEBLLBYET . BGP ORBHIMISHEEHYFE A,
fEEE—F

BGP H—EREBEE—K
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IPsec #BEDRE

I neighbor distribute—list

BGP MEZEITH LTI IR VT DEREETHEVNET,

TLI4YDADT KL RER D D access-list AT KT permit IZ9YF T BIFHD A%
ZITAND 2T ANG, FIEEETDH ZELLGEWNEWNST-FHIHZEITESENTEET,
refresh AY R RICE#ICASHITURTY,

I REHI1 BGP E7 (10.0.0.1) M 5IE, 192.168.110.0/24 DIREIFHRD A &= T4+ 5

Router(config)# access-list 1 permit 192.168.110. 0.0.0.255

Router(config)# router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 distribute-list 1 in

%EFI2 BGP E7 (10.0.0.1) IZI&. 192.168.110.0/24 TRV FFBHTL T4 VI AD
H BB LR

Router(config)# access-list 1 deny 192.168.110. 0.0.0.255

Router(config)#access-list 1 permit any

Router(config)# router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 distribute-list 1 out

o= rex

neighbor <BGP E7 D7 KL R> distribute-list <7PO LAY A REBE> T ILR 25D

I NS A—4H
XS5 A—% | BENE | BEHE | 4REOE
BGPET7®D [BGPETFNDTF7RLR%EIPvA £i=IE. IPv6 7 |IPvd PRL ARz SRR
TKELR FLRABKTIEELEY, IPv6 7RLATS R
EELTWABGP E7ZIZH LT, #EETB/ [1~99
I
;th””'gﬁumuﬁ%%ﬁéﬁivétwn 1300~ 1999 HBE R
= access—list BEEIEELET . 10000~ 11200%
EELTLVS BPG E7 MWD Z{ER (in) /35 .
T4IILR)S |ELTULVS BPG E7ZADEEE (out) DE out BT
BoTIINA) T THONEEELET

¥ COEMNDL-HREREIL., v01.13(00) LLREHR—F
I:@ﬂi%ﬁbﬁm%ﬁ
E2THDTLIIVIREEZIELET,
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fEEE—F

BGP H—ERXFZEEE—F
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I neighbor dont—capability—negotiate

OPEN Ayt— DA T av LT A/ E ) TAK S DTN TIEIETRHAITIETE

REBNTANEYTARBETHEIRITEINT 574/ E)T41F. LTFTY,
*Multi Protocol Extension Capability (address—family ipv4 unicast /multicast)
*Route Refresh(old & new)

refresh AR RICE#ICAESHITURTY,

IEEE@H BGP E7 (10.0.0.1) 121X, A4 /NE) T4 RiFEETHEHEL

Router(config)# router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 dont-capability-negotiate

o= rex

neighbor <BGP E7 M7 KL X> dont-capability-negotiate

I/(% —

\Nax g | BENE | BEEE B
BGPET7®D |BGPET7DFTRLR%ZIPv4 £1=IE.IPv6 [IPv4 PRL AT
TKELR TRUAEATIERELET . IPv6 7RL AT

|cogrzabanga

BREICZISC T ANEYTARSETVNET,

LrasEusaxBLE?

BGP MBIEDFZAIZITHS OPEN Ayt— T, BENYR—I T 24T 3 #EE

EUTOERFISBRLES .

CHIE FHLLMEREOTILF T ORI BEELRE DRENEBHLESICETHFORENZES

BR7E UPDATE Ayt —U % EZETABENGRIRDIAYIRDHYET,

BES TN

iy, &=

AR

FAINRET AR SETEDEWVG A X, 2 TOA T aV e NG (FD K57% UPDATE Ay

t—UIEELNTIRL) ELTHRDNET,

EEE—F

BGP Y —ERZEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor ebgp—multihop

BGP E7 MY, E-BGP v 3> THY. EEEHRSINTUOVENLRYEN I —JICHEETHEEIZIEEL
9,

refresh AT REIZHRI-AZATURTT,

BGP E7 (10.0.0.1) A, EFEERIhTWVELRY FT—S EIZHY . E-BGP

EREHI
THd

Router(config)#router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 ebgp-multihop

I:?DF%ﬁ

neighbor <BGP E7 M7 KL RX> ebgp-multihop [FK7=w %]

| INT A—4A
| XFA— | BERE | BEEE | HKEOMHE
BGPET7®D7 BGPE7DF7KLA%E IPv4 F1=1E. IPv6 [IPvd PRL AR LR
KL TRLRABRTIEELET . IPv6 7RL Afis = B
o BGPET7ELTEYIIVEMEILT B8
S ONGES . — 1~255 255
BRRYTR | ook T MERE LT,

Loosrzabauga

E-BGP DIFH . BEEFEEH{EINTLDEFIBLET .

L=

ebgp—multihop ZHEFE LS TIZLMFAEL BGP E7 DB A L. DR IRIEHFEE (RIP PR 2Ty
II—T42T )T, FD BGP E7ADRBEIMBLTHMLELHYET,
WMELTLVELMES L. BGP Dty a i I T2k TEEE AW

EEE—F

BGP H—EXFEEE—F
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I neighbor filter—list

ip as—path access—list AV K THEELT= AS NRAEMZ. 8§ T B neighbor DX IR E
(4L LET,

refresh AT REIZHRI-ABATURTT,

V01.01(00) LA H-7R—p

IEQF'EWIJ 1 192.168.1. 1 ~MDIEIERFIC, as-pathl DT 1 ILZ ZEAT S

Router(config)# router bgp 100

Router(config-bgp)# neighbor 192.168.1.1 filter-list as-path1 out

I:l?‘/ FEHX

neighbor < BGP E7 D7 KL A> filter-list KAS7HO AR F&XXT 1 LA

I INTA—A
NS A—a | BRENE | BREfHE | ABEOE
. . BGPE7 D 7KL A% IPv4 F1=[L.IPv6 |IPv4 PRL AR |,,.
BGPETDTELA o 2 st cieeLEd . Pv6 PRLRJst | DR

AS 7 ERYANBERELE T AST o)
AS 7Ot R) R+ |VERAME. ip as-path access-list 254 SUFUNDR HEEAT]

CURTHELES . o
ZERMIZTILIZEITOON . EERF |in "
T3 AT >DIEEIRELET out BT

|CoEEEToTLELEADEIE
AS XA AMZEBDTAIRIFITVEE A,

|z—vE—F

BGP H—ERBZREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor maximum-—prefix

BGP E7Ao2(HF112 T 710V EROBRRBEIRELET

refresh AT REICHERNIZHESITURTY,

LE&Eh 1 B EF (10.0.0.1) AEDTL T4 vy RIEBOBARE 10 ISBES S

~axX &

Router(config)#router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 maximum-prefix 10

EESAS &

neighbor <BGP E7Z D7 KL X> maximum-prefix <@ KTL T4 v RED>

I/G%-’SI
 RKsA—5a | BRENE | OBEEE | AREOME

|:®%E§ﬁbtm%@

BEDRANIHTETVI4v I RBDHIRIELELE A

fEEE—F

BGP H—EREBEE—K
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I neighbor next—hop—self

ZDOBGP ETZIZRLTRBZILE T 2I5E . NextHop ZBEEBICESHMZI TLAELET.

refresh AT REICHERNIZESITURTY,

I%iﬂ1 BGP E7 (10.0.0.1) ~NEET ARIBIEIRD NextHop # HEBICE =2 TKA
£43

‘ Router(config-bgp)# neighbor 10.0.0.1 next-hop-self

I:l?‘/ FEHX

neighbor <BGP E7 M7 K L X> next-hop-self

I INTG A—4H
K5A—% | BENE | mEwE | 4BEBOE
BGPEF7® [BGP E7D 7KL A% IPv4 £1=IE.IPv6 7KL [IPvd PRL A= LR
7ELR AKX TIEELET, IPv6 7RLRAFZ R

|:®%i§ﬁb@u%ﬁ
NextHop ZBEB(CESHMIFE A,

EEE—F

BGP H—ERFBEE—K
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor override—capability

OPEN Aytz—U DA TLav(ckdTANETARSDEREBEDTA(/N\ET4TLEELFE
ERR
neighbor strict—capability-match EEIBICERE T A EIETEEE A,

refresh AT REIZHRI-ABATURTT,

FJEH 1 BGP EF (10.0.0.1) B7A/RE) T4 1EHZE. AEEBHDT A/ \EY T4
FHRICESAD

Router(config)#router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 override-capability

I:l?‘/ FEH

neighbor <BGP E7 M7 KL X> override-capability

Lz

\ SA—% | BENE | B
BGPE7® |BGPET7®DF7KLR%E IPv4 =1, IPv6 7K [IPvd PRL ARz
7RLR LABEATHEELET, IPv6 7RL AR

HEEAT] ‘

Loogssibulga

TANREY T4 LEZLER A,

| ®eE—F

BGP H—ERBHEE—NF
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I neighbor passive

BEMLIEBGP DtyiarzRRLAENLESILET,
L BFENORRERNHH1=15E(Z(X. BGP Dty avEHILET,

refresh AT REIZHRI-ABZATURTT,

V01.07(00) LA H-7R—p

REFI1 BGP ETF (10.0.0.1) N oFBERNH -=HEICBP £y a v EHEILIT S
(f8F AS &3 100)

Router(config)#router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 passive

I:l?‘/ FEHX

neighbor <BGP E7 M7 K LX) passive

/354 —%
ren BENE | BEwE | 4BEOE
BGP E7D7E |BGP E7DT7RL A% IPv4 E1=[E. IPv6 7RL |IPv4 TRL R LR
LR AMATHEELET, i :

|:®%i€ﬁb@u%ﬁ
BEFEIX. BFEHISHBERNHSI=HEIZBGP Dty a EEILET,

EEE—F

BGP Y —ERZEE—F
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IPsec ¥ty FHEw,—HFwkrIL—5 FITELnet F200/F200 Plus

I neighbor password

Option) B HIZLET,

ESSiN

T NRAT—FXFHNELTHERAT OXFINEHRELET .

refresh AT REIZHRI-ABATURTT,

TCP MD5 E8EFA 7S 3> (RFC2385: Protection of BGP Sessions via the TCP MD5 Signature

INATJ— K% secret-bgpl & LT, TCP MD5 BEFA T 3 o5 HRIZT S

Router(config)#router bgp 100

Router(config-bgp)# neighbor 192.168.1.1 password secret-bgp1

I:?)F%ﬁ

neighbor <BGP E7 D7 KL &A>

password </SZJ— K> [{secret | private} [encrypted]]

| NS A—4
K5 A—4 | BERE | BE®E | 4BEOE
BGPE7® [BGPET7DT7KL A% IPv4 1=l IPv6 7KL X [IPv4 7KL A= LR
TRLR EATEELET, IPv6 7RL AR
o0 1o |TCP MD5 RBEEA T avTHEATH/XRT—F |25 XFLUADX |,

D 3| A

NRAT—RZEEEILT AR AR SHREER

Toh, EREHESREEAT H0EHEEL

1
| 7. | IRRT—F%E

searet ES LT ARICHAESRERAT |00 B2 LY
private secret z private A

rivate BB 1ET SRR HBEHIE S REL ‘

BY3

IR —RZERESLNEBT ENESIIERELE

¥, L

COFT A EMMTBEIEY . SSRT—F oy _\,*_i
encrypted |[XEEEILFAEHITESNFET, 2 encrypted &E:'C?EZ;‘i

secret E£T=lZ. private LA EHETHEAT S HA

1=8 . secret. private DIFEMNES S L.

encrypted I8 ET A EITHEF T AL

404

¥1 ZDFA T avid, ®ETBETCICHEDELY, SRT—REHHES{ESh TR RSN
encrypted 727 ar RBEBIMIZMIMEhFET,
22 NAT—FHBEICESIEFEADBEX. COF T a iR ETIDENBYET,




IPsec #BEDRE

|comeznbusa
TCP MD5 FREEA T avaERALER A

|86 S UEBEARSRISONT

secret A T aVERELIHAX. F U —AHBOREFE->THESIETHDIZHL T, private
ATLavERELEEEIE. EEREOREFE>THREIELET,

FD1=8. private 7T avld secret AT avisw L TEFal)TsL BRETHRERSFLEICEK
VEBDANBZADNDELGSIIGEIZ. REAREZMOEEISEATHIZENHEF A,

fEEE—F

BGP H—EREBEE—K
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor port

BGP E7MFEART HMD TCP R— B BEIEELET,
REBEMN, BGP Dty ara LT 5=012%ET 5 BGP /I yhld, ZOR—IEIZIEELE
ERS

refresh AT REIZHRI-ABATURTT,

[&Em 1 BPG E7 (10.0.0.1) @ TCPR— rEES X 179 BISHET 5

Router(config)#router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 port 179

I:?DF%ﬁ

neighbor <BGP E7 D7 KL X> port <TCP R— F &S

| NS A—4
S A—E | BENE | BEEE | EREOE
. . BGP E7D 7KL R%E IPv4 £1=IL. IPv6 [IPvd PRL A |,
BGPEF DT FLA TREUARATEELED . IPv6 7RL RS HEA
ToP H—hEE _;.E'L:;%\é BGP E7HMEATH.BCP || orac SRR

|:®$E€ﬁbﬁu%é
179 BZXFEALET,

fEEE—F

BGP H—ERXFZEEE—F
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I neighbor remote—as

BGP E7NDETHASHELIETELEFT . BED AS EBEESLRILB AL I-BGP, B4 55 A (X E-
BGP &Y ET,

refresh AT REIZHR-ABATURTT,

J&Em 1 BGP E7 (10.0.0.1) EBEP v a kI d % (AFAS ESIE 100)

Router(config)#router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 remote-as 100

!:l'?“/ =5y

neighbor <BGP E7 M7 KL X> remote-as <AS {HE>

I/i’%)‘—@

K5 A—4 | BRENT | BEEE | AREOME

BGPE7® [BGPETF7NDT7KLAR%E IPv4 E£1-=1d.IPv6 7K [IPv4 PRL A=

TRLR LABATIEELET . IPv6 7RL AR
=1 —1 o = Ea—]

AS B2 f;mt,'cu%) BGPET D AS ESEHELE || oroc SRR

X HRAKITUMN):16 TR

KRS

|:®$E§ﬁbtm%@
BGP M@EIEZITIHEOICEMNTEE A,

fEEE—F

BGP H—ERBZREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor route—map

BGP E7ZIZIL—rwyTEEALET,

refresh AR RRICERNIZHEHAT VR T,

ZEMF1 BGP EF7 (10.0.0.1) T, ZIEDKEIZ Route-map (JL— k< v T4 : mapl) %
BWHY 5

Router(config)# router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 route-map map1 in

I:?DF%ﬁ

neighbor <BGP E7 M7 KL R> route-map <Route-map &> <7 4 JILA ) 25>

| NS A—4
L Rk5A—% | BRENE | BREEE  ARBEOME
. . BGPET7DT7KL A% IPv4 F1=1L. IPv6 |IPvd FRL AR |,
BGPETDTELR o1l 2t ciaLET. Pv6 7RL R Fszt | B o
i — k7 -
Route-map % E;ﬁﬁ;@; k<Y 7D Route—map &% - SRR
EEELTLVS BPGE7ZMSZ{ER(in) ~
e FEELTLVS BPG E7ADEERF (out) |in "
JINFIZT B e TN BOMEIEEL |out HEAE
*F9,

|:®%i€ﬁb@u%ﬁ

Route—map HllfEIZF{THALVEE Ao

EEE—F

BGP Y —ERZEE—F

408




IPsec #BEDRE

I neighbor route—reflector—client

ARATYURERET D EITEY . RREFZERA/NHLTIL—MITLIRELTEMELE T,

refresh AT REIZESIZABZIATURTT,

V01.10(00) LLE§HR—k

I REFI1T BZRERANHLTEREEZIL—L)ILY2ELTEHESES

Router(config)#router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 route-reflector-client

I:l?‘/ FEHX

neighbor <BGP E7 M7 KL X> route-reflector-client

I INTG A—4H

| RS A—4 | BREAT | B HIEBEODE |
BGPET7D7T BGPETFDFTKLR%E IPv4 E£1-(L.IPv6 7KL |IPv4 PRL A= LR

KL X AR TIRELET, IPv6 7RL A= -

| cogEEabings

IW—RI)ILYZELTEMELEE A,

| ee—+

BGP 4 —ERFZEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor shutdown

BRESN TS BGP E7Z#—BRIIZEMIZLET,

refresh AU RZICHERNIZESITURTY,

I 3E/ 1 BGP E7 (10.0.0.1) Z—BHISEMITT B

Router(config)#router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 shutdown

EESAS &

neighbor <BGP E7 M7 K L X> shutdown

I ING A—A
K5 4—4 | BENE | mERE | 4BEOE
BGPE7® BGPET7DT7KRLR% IPv4 E£f=Id.IPv6 7RL R |IPv4 PRL AR LR
TRLR BRXTHEELET. IPv6 PRLRE | &=

| cogEEabiLngs
IEELTLS BCGP ETIXEMITHYET,

EEE—F

BGP H—EREBEE—K
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IPsec #BEDRE

I neighbor soft—-reconfiguration inbound

FANDLZELRBRBERE I —T120 7 T—TIILEFRIZREBELTEGGEICEELET,

WEED BGP TlX. BGP E7IZ® LT, UPDATE Ayt —CFBEREMLTELIAN=XALEEHYE
Bh, COATUREIRET HLITEY . BGP E7HSM UPDATE Ayt—IIC & YEIGLI- IR IEIE
BERELTHLIENTEET,

758 . Route—Refresh 7/ /\E) T4ZEAT 5L, UPDATE Avt—C DBEEZTERTHIENTE
F7,

refresh AR ZICERIZLESITURTY,

L& BGP E7 (10.0.0.1) A >0 UPDATE * v t—SORBERET S

Router(config)# router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 soft-reconfiguration inbound

I:l?‘/ FEHX

neighbor <BGP E7 M7 KL X> soft-reconfiguration inbound

/354 —%
=rea BERS | mEmE | 4BEOE |
BGPEF7® |BGP E7D7RLR% IPv4 F1=[E. IPv6 7K |IPv4 TRL AT LR
7KL R LARKTIEELET . Pv6 PRL AT |-

|cogEzabilngs
TANBI LT ENI BRI RELES A

EEE—F

BGP 4 —ERREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor strict—capability—match

OPEN Ayt—U DA TLav(CkdT A NEYTARBDRIZ, FA1\MERYKR—bDF T3>
ZIEL-BAW®, BEDIRET DA T avadrA/\RZITANGN -5 AL, BGP a9 a3y
M LEWESRELET,

neighbor override—capability EEFFIZERET D EIETEFE A,

refresh AU RRICHZNICASHITURTT,

BEHF 1 BGP ETF (10.0.0.1) EDTA/RNE) T4 RSEN—HB LGN >T=1HFE(E. BGP O
93 EHEIL LG

Router(config)# router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 strict-capability-match

EESAS &

neighbor <BGP E7 M7 KL RX> strict-capability-match

| INS A—4
recs BENS | BEEmE | 4REOE |
BGPE7®D BGPET7DF7KLRA%E IPv4 E£1=1%.1Pv6 7KL [IPvd 7RL A= LR
TRLR AKX THEELES, IPv6 PRL A=t .

|:®%i€ﬁb@u%ﬁ
KXY R—FDTANE)T4EZIELTH.BGP ORI IVERHEILET,

EEE—F

BGP Y —ERZEE—F

412



IPsec #BEDRE

I neighbor timers

¥EDBGP E7DEIEA(Y—EYNFT,

KeepAlive 2 {EEIIRE R RIEHREZHIBRTAETORBDHRELE. ARITNIATDEREIZHITTITL
EX I

refresh AR RRICHZNICARHITURTT,

FREH 1 BGP EF (10.0.0.1) IZRET % KeepAlive Mm% 10 ¥, BGP E7 ALV
{IE2 THLREIRIEHREHIRT HAETORMZE N ET D

Router(config)# router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 timers 10 30

IEQTEWJZ BGP E7 (10.0.0.1) IZXiEd S RT b2 A< % 100 FHZERES S

Router(config)# router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 timers connect 100

EESAS &

neighbor <BGP EF7 D7 KL R> timers { <KeepAlive Z{EMIE> <BRHRIEHMELIBRT 5
ETOBRD | connect <aAR4y k247> }

I INTA—4
| RS A—H | BENE | BEEE | AREOE
BGPE7® BGP E7D 7KL A% IPv4 F1=[F.IPv6 PRL R |IPvd PRL A LR
T7ELR EATEELET, IPv6 7R AR
KeepAlive KeepAlive i& 15 RIE (BAL: ) FHEELET,
il 0 BEEELIIHE 1L, [RBIERELIRT 5F (0~65535 HRERH

= IRIPE TORM I TEELEERBD 1/3 [2HYET,

RIRIEFIREHIPR (RIREREHIR T DETORRE (B #NEER | P
FHECORN ELET, 0~65535 AT
ARIMEAT  [BGP aARIMIA T (B #)ZRELET, 0~65535 LR

| cogEEabiLngs

| 24 TDAE T4 ME
KeepAlive F3 Rl 160 £
RREMEEIRT AL TORRM 180 7
|connect |1 20 7

EEE—F

BGP H—ERFBEE—K
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor transparent—as

AS PATH EICEE®D AS BEEZAMLANWKIIZERELET,

refresh AT REICHERNICHESITURTY,

|E&Epl 1 BP E7 (10.0.0.1) ISld, HHDASESEDHAL

Router(config)#router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 transparent-as

EESAS &

neighbor <BGP E7®M7 KL X> transparent-as

I ING A—A
recs BENE | mEmE | ARBOE |
BGPE7®D |BGPET7NDTKLR%Z IPv4 E£i=Ild. IPv6 7K |[IPvd PRL AR LR
TRLR LA TRELET, IPv6 7RL A=t -

| cogEEabiLngs
BE®D AS ESMNDIToNFET,

EEE—F

BGP H—EREBEE—K
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IPsec #BEDRE

neighbor transparent—nexthop

NEXTHOP BHMZRA/IN\DTFRLATLEEZZLEWNESIZHEELET,

refresh AT REICHERNIZHESITURTY,

REHI1 BGP EF (10.0.0.1) 21X, BEF % NextHop & L TEEL LY (BHDIL—T
4 25 T—TILIZEH B NextHop Z@%N)

Router(config)#router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 transparent-nexthop

I:?DF%ﬁ
neighbor <BGP E7 M7 KL X> transparent-nexthop

I INT A —
\/ 5 | BRENE | e E|
BGPEF7®MD |BGPETFTDFTRL A% IPvA £f=l%. IPv6 7K |IPv4a PRL A
TRLR LA TEELET, IPv6 7RL AT

|coszsmbuuga
B &% NextHop EL TEAILET,

fEEE—F

BGP H—EREBEE—K
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor update—source

BGP v 3> MHFEIL (OPEN Ayt—2) DR, BGP MFETTRLAIZEIYLETSIP PRLR%E
BETREDIZ. AVEATI—REEELET,

refresh AT REIZHRI-ABATURTT,

BGP E7 (10.0.0.1) &®MBGP /N7y bDZEETT FLRIZ, PPPOE1 DT KL

=R EH 1
AEHMAT S

Router(config)# router bgp 100

Router(config-bgp)#neighbor A.B.C.D update-source pppoe 1

I:?yF%ﬁ

neighbor <BGP E7 M7 KL R> update-source < &% 7 1 —R%&>

Ls52—%
L Rk5A—4 | BRENT | OBREmE | AREOE
. . BGP E7 D 7KL A% IPv4 E£1=IX. IPv6 |IPv4d PRL AR | ..
BGPE7OTFLA TRURABATEELEY, IPv6 7RL AR R Ll

. o BGP DEETXTFLARICERT 103 AV FTI—RE | e
137328 5 _27RLZ, fiy = A

Loosrzabauga

BGP /Ay hERIRITEET 21271 —RIZBYET,

fEEE—F

BGP H—EXFEEE—F
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IPsec #BEDRE

I neighbor version

BGP E7 LM THEAT S BGP OJOraL/N—2a B ELET,

refresh AU RZICHERNIZESITURTY,

|&Eh 1 BAP E7 (10.0.0.1) LB TEHEMIZN—SavELETD

Router(config)# router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 version 4

I:l?‘/ FEHX

neighbor <BGP E7 M7 KL RX> version </s— 320

I INTA—A
k5 A—%5 | BENE | BEHE | ARBOME
BGPEF7® |[BGPET7NDT7KL A% IPv4 £1=1&.IPv6 PFL  [IPv4 PRL AR LR
TKELA AKX THEELES . IPv6 7RL A=
EELTLSBGP E7D BGP D/A\—>av %
BELET,
o s 4 i~
N—3Y0 ’4 |BGP N—=230 A FBELET, ‘ draft BT
draft BGP /N\—>3> 4 2 )LFFOraILEEE
FSIMRERELET .

LoogssibuLga

N—av 4 ERYET,

| ®eE—F

BGP 4—ERREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor weight

BGP ET7ICE#

FIFERELET

RILSEEANDEHEREFE LIS AT, EQFER(ED BGP ETMLD) EHZET S DiEH

ELTHEALEY,

refresh AT REIZHRI-ABATURTT,

e/ BGP E7 (10.0.0.1) @ WEIGHT 52765535 (BRERS) "ISBET 5

Router(config)#router bgp 100
Router(config-bgp)# neighbor 10.0.0.1 weight 65535

I:?DF%ﬁ

neighbor <BGP E7 M7 KL RX> weightWeight &>

| NS A—4

K5 A—% | BEARR | BEEE | AKEOE

BGPEF7® BGPEF7®DT7KLA%E IPv4A =1L, IPv6 PRL R [IPv4 PRL AR LR

TRLR EATEELET, IPv6 7RLATS R
EELTL\S BGP E7 AL DRRIFHRDEBELEE

. =HRELET, e

weieht 18 st 1k 0 (BE) ~ 65505 (B8 s TEE |0 000 HEARH

TEET,

LoogssibuLga

M BGP E7Z@E>TEE LIRS TIET I4ILED weight & 0, A—HJLIL—RIZE>TERS
NH=RBTIET I4ILED weight [E 32768 IZ55YET,

418




IPsec #BEDRE

| FITELnet F200/F200 Plus 0D BGP S @i B &R

FITELnet F200/F200 Plus O BGP Tl&. LT DB CREZ B DERFITHELET,

Bk .
Iz R R
NEXT HOP B THEFE &M 1= NEXT_ HOP ~DB A LMS B (HE
1 NEXT_HOP EE R 12,
BGP E7IZE%E L= WEIGHT fEIZ&Y . WEIGHT {ED KELBGP E
& -
2 WEIGHTHE s pissRAEEENS
3 'l‘; CALPREF /& LOCAL PREF {ED KELMEEMNBESND
4 |LocAL IFITELnet F200/F200 Plus A4 R L1- BGP ZEEAMBESNS
AS PATH EAELVRIRHIMB LRI D, 7=1ZL. bgp bestpath as—path
5 AS_PATH 1t ignore AV RMERESNTINSIZE A (L. ASPATH REZZELAEL

6 |ORIGINE#  |ORIGIN M %R (% IGP>EGP>incomplete
7 |mEDfE IMED fED/INELVEEE A BRSNS
8 EE;BPGP ol BGp OEF AT DB EL. E-BGP > -BGP
NEXT_HOP B4 THE &M= NEXT_HOP AD ARy {EHINELY
9 IGP AR1)w% BB INS
10 router—id E7 D router—-id ED/NEWNRERAMEB SN D, 7=72L bgp bestpath
yter compare-routerid MEESNTULSIHEEIRYET,
EEE—F

BGP H—ERXHZHFEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I network

BGP DEIRIEHMEL TRIMT DT T4V I RERITAVITERELET,

refresh AT RZICHERNIZESITURTY,

EEEH 1 192.168.0.0/24 DREBEIER £ BGP TEMT B

Router(config)#router bgp 100
Router(config-bgp)# network 192.168.0.0 255.255.255.0

EESAS &

network <IP 7 KL R> <x*w k<R %> [backdoor]

I ING A—A
e BENE | BEEE | AREOE
. BGP #BR 9 51371 —R%E. 1> |[IPvda PRLARS |,

PT7ELA o 20 P PRLATIERLES . |t B
BGP B9 5137 —R%& . IP 7 . »

*ohery  FLREFUNTROOBHEDETE LTIV e
ETHILLTEES B
backdoor A7 3 EDIHBEL. External #25%. £L<
NFHWE=O—AHIL BGP FHEL THL (& Internal #RE&ELT

backdoor 9, backdoor 5.
O—7AJL BGP #&# M distance fEI[&. (External/Internal
distance bgp AV KR TCHRELET [Z.BGP E7IZ&LB)

|:®%E€ﬁb@m%ﬁ

BN ORBRIGHREBELET (redistribute AT RKORBIZHELNET )

EEE—F

BGP Y —ERZEE—F
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redistribute

BGP LIS DF R THEL-BRIRIEHROMDSS . BGP THEMIT AR REERLLEIZNCTGERY
% Route-map ZIEELET,

L. BBRBERICEIEABIMGS ITBEEAINITHOAGEL O EBML-RREREBEMT S
T=8IZ[X. clear ip bgp redistribute AV FEZEITLTLESLY,

refresh AXUREICHRIZIEAHOTURTY,

D Ehl 1 227+ v ) TERLLERERE B THEMYL S

Router(config)#router bgp 100
Router(config-bgp)# redistribute static

I REFI2  RIP THIG L =#2EX1E#HR & BGP THECMI S

Router(config)#router bgp 100
Router(config-bgp)#redistribute rip

o= ras

redistribute <BEH T SIFHIEFHR> [route-map <Route-map % >]

I ING A—A
K5 A—4 | BENE | REHE | SKEOE
BGP LINNDFEE TIFLI-IFIKIEHRDSE.BGP TH
BHmIHLDEIEELET,
‘connected |E?§ﬁﬁ§ connected
‘event—action |4’<>F77°/3>'C“JE7]I] L7-#2 & 1F#R |event-action
T — = kernel
EE T B ‘kernel |kerne| [ZEyhEn =R ERIER local-prot N
B 4p llocal-prot1 ocal-protz | IR B
[SA-UP JL—MEER
local-prot2 o.spf
lospf OSPF TEELI-BBIER w
static
Irip RIP CERSLI-#2R5 15 4R
‘static |Z@7_'4‘77)l/—7_'4.‘/7~'|%|$&
B DAEE (=[S s : S a Route—map
Route-map & |[WEIZIEL T, BT % Route-map #IEELET EEALAL
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| coszeabuusa

BGP TRELI-BEHRODAZELELET,

aes—-F

BGP H—EREBEE—K
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router bgp

BGP H—E RBREE—RFIZFITLET ., (ASBEZHETE)

BGP —E RHZHFEE—KRTIL. E-BGP/I-BGP DEF7DT7KRL AP, FETFTH)E1—MEHZE
LET,

BB BEAE 7L, F200 1% 100 E7. F200 Plus [ 300 E 7 T9,

Ka
filt

I&Eh 1 BOPY—ERBEE—FISBTS S (B AS HE=64512)

Router (config)# router bgp 64512
Router (config-bgp)#

!:l'?“/ =5y

router bgp <B AS FE>

I/i’%)‘—@
5 4—4 | BENE R EHE [REOE
BASES HEBRIOAS BEEEELET, [1~65535 LR |

| cogEEabiLngs
BGP A TEEE A,

EEE—F
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| BoP4 iz

I address—family ipv6 unicast

IPv6 PRLARARBEEITOIOHDTRLAT7I—E{ZEET—RIZRBITLET,
router bgp <AS H 5> DRENEWMGE X, REEEFITH->TH BGP [IFEATEE A

&Ep1 FRLRI7SU—BEE—RICBETS

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)#

I:?yF%ﬁ

address—family ipv6 unicast

Ls52=%

NFA=ZRZEHYEEA,

| coszenpuusea

BGP TIPv6 1 =F v RO BRIBEITULVEE A,
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I aggregate—address

BIREREENL., ZDOIEHRET BGP TEALET  BANT B (L. PATH B%IZ, ATOMIC-
AGGREGATE E1. AGGREGATOR Bl&# DI+ TEHILET,

summary-only Z{EELHE L. ENEZOBRREFEROAZEIHL. EHNINtOFERITELIS
nFEztA,

refresh AX U REICHRIZEAHOTURTY,
V01.01(00) AR H7R—F

Bsamm1 3ffe2::/64 DRBEREENT S

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)#aggregate-address 3ffe:2::/64

I:l‘\?‘/ FEH

aggregate-address <IPv6 7 K L X> [summary-only]

Ls52=%
kS A—5 | BRENE | BEEE | ARBEOE
IPv6 7RL X %fﬁ*ﬁé%ﬁ?élpﬂ%xﬁai IPv6 7EL AR | EBEAT]
cummary-only NHEDRBEROAEBMTSEE | [REFIOREEH
[<HEELET . LETBMLET

LoogssibuLga
BHEREROLEY A,

EEE—F

TRULRI7I—EEE—F
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I match ipv6 address

BPG T access-list(standard)|Z3gELT= IP PRL RZEHEELET .
refresh AR RRICERNIZHEHAT VR T,

V01.01(00) LA H-7R—p

IE&LEWH BGP E7 (3ffe:400::1) [ZIE, "3ffe:200::/48" DIFHRDAEET S Ub— by T
% : mapl)

Router(config)#access-list 3000 permit 3ffe:200::/48 3ffe:200::/48

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#match ipv6 address 3000
Router(config-rmap map1 permit 1)#exit

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)#neighbor 3ffe:400::1 route-map map1 out

I:l'?“/ reE=

match ipv6 address <access—|ist 5S>

I INTA—A
K5 A —4 BENE 5 56 éﬁfw‘
, o [IP 7PRLRIZ—E9 % access—list HEE5%+E |3000~3499 e
access-list S =LEd 30000~ 31499* HBREA T ‘

¥ COMMADL=ERESEMAE. V01.13(00) LIEHR—k

fEEE—F

Route—map ZEE—F
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I match ipv6 next—hop

BPG T Next-Hop Z5EL . BHREHFELET,
refresh AR RRICERNIZHEHAT VR T,

V01.01(00) LA H-7R—p

EMFI 1 BGP E7 (3ffe:400::1) (1. Next—Hop M "3ffe:200:: 1" DIFEFRDAEET S
(JL— <y T4 : mapl)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#match ipv6 next-hop 3ffe:200::/48
Router(config-rmap map1 permit 1)#exit

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)#neighbor 3ffe:400::1 route-map map1 out

I:?DF%ﬁ

match ipv6 next—-hop <IPv6 7 KL X>

L3524-%
K5 A—4 | BENE | BERE  HREBOE
IPv6 7RL R [Next-hop [<—513 5 IPv6 FRLREIEELES . [IPv6 FRLRTT |MBFH |

EEE—F

11—

Route-map EXEE—F
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I neighbor activate

IPv6 1 =F v R DRBRIFERR|EITHESIBGP ETEHRELET,
refresh AT RZICHERNIZESITURTY,

V01.01(00) LA H-7R—p

I%QF'E{&IH BGP E7 (3ffe:200::1) %EZxEd 5

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)# neighbor 3ffe:200::1 activate

I:l?‘/ FEHX

neighbor <BGP E7 M7 KL RX> activate

| INS A—4
= BENE | REmE | 4EBOE
. R BGP E7 D 7KL R%E IPv4 =&, IPv6 7 |IPvd 7RL AR |,
BGPETDTELA | 2ot cigeLEd Pv6 PRL st | Do ol ‘

|:®%i€ﬁb@u%ﬁ
BGP TIPv6 L =F v A DB MEITATE A,

| ®eE—F

TRLRT7I—REE—F
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I neighbor default—originate

BEERIAMRYTIZLI=T I4ILMIL—r:/0E BGP EFICIAETAEBEEICHELET,
CDHREEITO>TLSIGEE L BGP BERICEFIN TS T IAILMNL—MIEELEE A,

refresh AT REIZHRI-ABATURTT,

V01.01(00) LA H-7R—p

I%QTEWH BGP E7 (3ffe:200::1) [ZX LT, T 74/ FIL—DEREED

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)# neighbor 3ffe:200::1 default-originate

I:l?‘/ FEHX

neighbor <BGP E7 M7 KL X> default-originate

I INTA—A
T Rk5A—4 | BENE | BEmE | AREOE
. . BGP E7DT7KRL A% IPv4 £1=(L.IPv6 |IPv4 PRL AR |,
‘mwt7®7*“z7pux%ﬁfﬁiuito Pv6 7RLZRp s |5 ‘

| cogEEabiLngs

BGP IR RICT IAILML— D EFINTWBREE(X. TOTIAIMNL— ERELET,
BGP B RICT IAILML—FDEFINTOWEWNES XK. TIHILML—ELRELEE A

fEEE—F

TRLRI7R)—REE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor distribute—list

BGP MEZEITHLTIAINAILT DHREEITHENET,
TLIAIIADTRLRERS DY access—list AT R T permit IZRYF T RIFHDAEZITAND
S RITFANIED, TR ET D FELLRNEWNSHIEETESIZENTEET,
refresh AU REICHERNIZESITURTY,
V01.01(00) A& H-7R—Fk

I%QTEWH BGP E7 (3ffe:200::1) M i5l&k, 3ffe:111:: /64D TL T 4 v I RDHZZIT
1115

Router(config)# access-list 3000 permit any 3ffe:111::/64

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)# neighbor 3ffe:200::1 distribute-list 3000 in

I:l'?“/ reE=

neighbor <BGP E7 M7 KL X> distribute-list <ZFUERAY R FE B> T4 IR Y

>
I INTA—4H

| k5A—% | BERE | BEEE | ABEOfE

BGPE7®M |BGPETFNDT7RL A% IPv4 £i=I&.IPv6 PRL X |IPv4 PRL A= SR

FRL A BRATEELET. IPv6 7L AR
EELTLASBGP E7ICRL T, EETH/5E(E

I ~

TIRRURN | NS REIRE T BI-0I= access list B | o000~ 3490 | pera

= i 30000~ 31499
BEEELET,
IEELTLVS BPG E7MSZ2{ER(in) ~f8EL -

T4ILR)Y |TWVSBPG ET7AMZEER (out) DELLTIa out HIRAT]
W)U T T HONERRELET,

¥ COMMNDL=EREHBEIL., V01.13(00) LUFEHR—

LoogssibuLga
£TOTL IV AERRELET,

EEE—F

FRLRI73)—HZEE—K
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I neighbor interface

Pv6 )2 O0—AILTRLUREEFE LT BGP yiav &1/ 471 —RERELET

neighbor [Z. IPv4 PRLAB LU IPv6 ' O—/\)LA=F v ARFRLAZIEEL-BEIE. REFE (X
mIBINET,

refresh AT REIZHRI-ABATURTT,

V01.01(00) L& H-7R—

IEEEWH LIN1A2272—ZAD7 FLA%Z 3ffe:200::1 &L, BBP vy 3 %17

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)# neighbor 3ffe:200::1 interface lan 1

I:l'?“/ reE=

neighbor <BGP E7 D7 KL R> interface </ VA2 Jx1—RE>

I INTG A=A
L Rk5A—% | BRENE | BREEHE | AREOE
. . BGP E7DT7KL A% IPv4 Ef=(X.IPv6 |IPv4d PRL AR |,
BGPETYDTFLA |1 2t cige L. Pv6 7KL R st |5 o
S e 2 e (AN T
4o491—=% |BGP TYLAVETIM(VETI—RERE |, BRERT
LEY, .
vlanif 1~100

|:®$E€ﬁbﬁu%é

IPv6 ) o0—hILTRLRZEELI- BGP Y av [FHIITEFEH A,

BEE—FK

BGP H—ERBZREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I neighbor maximum-—prefix

BGP E7 M5 3ZI(H{F1T5 IPve T 74 EBRDRABEIEELET,
refresh A RRICERNIZHEHAT VR T,
V01.01(00) LB H7R—k

I%&Tﬂﬁlﬂ BGP E7 (3ffe:200::1) MDD T LT 4 v RIEHRMODBEKREZE 1000129 3

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)# neighbor 3ffe:200::1 maximum-prefix 1000

I:l?‘/ FEHX

neighbor <BGP E7 M7 KL X> maximum-prefix <G RXKTL T 1 v RED

/354 —%
L ksx—a | BENS | BREEE | HKREOE

|:®%i€ﬁb@u%ﬁ

TV ZRBDFIRITILEE Ao

EEE—F

FRLRT7I—BEE—R
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I neighbor next—hop—self

ZDOBGP ETZIZRLTRBZILE T 2I5E . NextHop ZBEEBICESHMZI TLAELET.
refresh AR RIZE#NZHEAHaT R T,

V01.01(00) LA H-7R—p

RERFI1 BGP ET7 (3ffe:200::1) ~NEET HIEERIFHD NextHop ZBEREICEEHA T
NS

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)# neighbor 3ffe:200::1 next-hop-self

I:l'?“/ reE=

neighbor <BGP E7 M7 KL X> next-hop-self

I INTG A—4H
K5 A—% | BERR | BEHE | AKEOHE |
BGPET7®D BGPETFTDF7RLR%E IPv4 £T=[%.IPv6 7KL |IPvd PRL AR BRERT
FRLR AR THEELET, IPv6 7RL AR

|:®%E§ﬁbtm%@
NextHop Z BB EL TELAILEL Ao

fEEE—F

TRLRI7R)—REE—F
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I neighbor route—map

BGP E7IZ Route-map i HLET .

refresh AR RRICERNIZHEHAT VR T,

V01.01(00) LA H-7R—p

IE&EWM BGP E'7 (3ffe:200::1) fET. Z{EDKEIZ Route-map (JL— k< TE : mapl) %i#
B9 5.

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)# neighbor 3ffe:200::1 route-map map1 in

I:l'?“/ reE=

neighbor <BGP E7 M7 KL R> route-map <Route-map &> <7 4 JILA ) 25>

I ING A—A
L Rk5A—% | BRENE | BEEE | ABEOME
Route-map % Egﬁ’;;jute—map @ Route-map &% |_ SRR
EELTLVS BPG E7 M 52ERF (in) ~
LFEY,

Loogssibulga

Route—map HllfE & {TALVER Ao

| ®eE—F

TRULRD72)—EREE—F
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neighbor soft—-reconfiguration inbound

RANDSZIEL-RBBRIEREIL—T1 T T—IILEFRII R L THUEAIZEELET .
BE® BGP Tld.BGP E7IZx{LT. UPDATE Ayt—CHBHEEMFLTELSI AN X LITHYEE

Ao

CDaATUREIETET ALY . BGP E7 A S0 UPDATE Ayt—UC KU LR RIEHRERE

LTELCENTEET,

178 Route—Refresh A /\E ) T4Z&{FE AT 5L, UPDATE Avt—CDBEEEERTHIENTEET,

refresh AU RRICHRICARHIATURTT,

V01.01(00) LR H7R—p

! XEHI 1 BGP EF (3ffe:200::1) A 5D UPDATE X v +—CDABZREFT S

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)# neighbor 3ffe:200::1 soft-reconfiguration inbound

I:l‘\?‘/ FEH

neighbor <BGP E7 M7 KL RX> soft-reconfiguration inbound

Ls52=%
L KSA—4 | BRENE | BT BB O
. . BGP E7DT7RLR%E IPv4 F1=I1L.IPv6 [IPv4 TRL AR |,
BOPETOTRLA 2oL 2yt Tl LT Pve PRLR st | SR ‘

Loogssibulga

BREREIL—T0 T T—TILERBIIZRELERE A,

ZDIREET clear bgp soft in Y REZFEIELI-HE L. route-refresh ZEELIEFNLEBE

UPDATE #1ELZEY,

EEE—F

TELRD7I)—REE—F
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I network

BGP DR HIBEHREL TEMT HTL IV IRERITAvITERLET .

refresh AR RRICERNIZHEHaT R T,
V01.01(00) LB H7R—k

Liem srre2/oi ommmsmeianyt 3

Router(config)# address-family ipv6 unicast

Router(config-af ipv6 unicast)# network 3ffe:2::/64

EESAS &

network <IPv6 7 L R> [backdoor]

| INSA—4
k5 A—% | BENE | BEREE | AREOE
. BGP Z BB T AMUETI—RE AR TI—R . e |
IPv6 7KL R D PFRLRATIEELET IPv6 7RLU RS R |ABEAA]
backd backdoor A7 3 EDIFT-15E L. CDRKE backd distance {E%
ackdoor O—AJL BGP BIEELTIRVET, ackdoor 200 ELET,

|:®%i€ﬁb@u%ﬁ

BN ORBRIGHREBELET (redistribute AT RKORBIZHELNET )

EEE—F

FRLRI7IY—BEE—R
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I redistribute

BGP N DFETHELE-REBEHRODSS . BGP THEM T ARBEERLLEIZIGCUTERT
% Route-map ZF1EELET .

refresh AT REIZHRI-ABATURTT,

Iﬂiﬂ1

AR T4 v TEEL-ERIEHZ BGP THEHAT S

V01.01(00) LA H-7R—p

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)# redistribute static

I:l?‘/ FEHX

redistribute <BEHT SZFHIFH> [route-map <Route-map £>]

I ING A—A
(XS5 A—5 | BENE | BERmE | ABEOE
BGP LN DFEX THFLI-BRIFHRNSH . BGP
THEBEMIILDEEELET,
|connected ‘E?ﬁﬁﬂ% connected
S N -~ 32 — 5 t— t
ﬁﬁﬂ’l‘ﬁ?’é event-action ’IL;E/ f*77 3 /TJE’]D L/T~ﬁﬂ§ E:::el action _é‘HXZ:EI
BBl g o i
kernel ‘kernel [ZtEybEh =R IEHR sfatigc
|ripng ‘RIP THEL=RBIEHR
|static ‘Z97_'4‘77)l/—7_'4>7“’|%$ﬁ
Route—map N TN . B - B Route—map
P WEIZHL T, AT 5 Route-map #IEELFET S £EEALAL

|:®$E€ﬁbﬁu%é

BGP TREZEBMLEE A,

fEEE—F

TRULRAI7I—REE—F
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I set ipv6 next—hop

BPG THIKIEIRD nexthop ZERTELET .
refresh A RRICERNIZHHAT VR T,
V01.01(00) AR H7R—F

EMHI 1 BGP E7 (3ffe:400::1) [ZIk. NEXT-HOP B & LT, 3ffe:200::1 #DI(+TxE
95 Ub—bvwv T4 :mapl)

Router(config)#route-map map1 permit 1
Router(config-rmap map1 permit 1)#set ipv6 next-hop local 3ffe:200::1
Router(config-rmap map1 permit 1)#exit

Router(config)#address-family ipv6 unicast

Router(config-af ipv6 unicast)#neighbor 3ffe:400::1 route-map map1 out

I:?DF%ﬁ

set ipv6 next-hop {global]|local} <IP 7 FLX>

Ls52—%
X5 A—% | BENT | BEGE  EBEOE
» 3 > . > =

globalllocal S 0—/NILFRLR, O—hAILTRLRZIEEL  |global SRR

*9, local
- i —Enes > > 2

P 7RLZ EBEE ® Next-Hop BHIZERETHIP PRL A% IPyG TRL AR SRR

ZELET, 2o

Loosrzabauga
Next-Hop FRIEZRIELEH As,

fEEE—F

11—

Route-map X EE—K
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| vP-B6P Dz

I neighbor encap type

TR BRERIAAT ST A RILTRIEA—LDEATERELET,
refresh AT RZIZHERNIZESITURTY,
V01.15(00) LR H7R—k

I BEHI1 A TEIMERBRIERIAAETDERORIILT R Ea— DR A T% IPvA TIEET
&

Router(config)#router bgp 65000
Router(config-bgp)# neighbor 192.0.2.1 encap type ipsec-tunnel

I:?DF%ﬁ

neighbor <BGP E7 M7 KL RX> encap type <k RIJILEA T

/354-%
L RS A—a | BRERS | BEE | AREOME
IPv4 7RL R
. . BGP E7DF7KLR% IPv4 E£1=(E. IPv6 7 |zt "
BGPETDTFLAR o 2 st el LET Pug FRLR |5 E
iy ¢

IPv6 F1=1% IPv4 DA T ILLRIRIERIC
ko RILBAT FEFT B RILTRIEA—bDEATHIE
ELET,

ipsec—tunnel |EEEAT

| cogEEabiLngs

AT RBBRIERICET S RV TR EA—FDBHIEITVEE A

EEE—F

BGP H—ERFBEE—K
FRLRI7I)EHEREE—F
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I neighbor encap endpoint

HTIALRBRIERE LS5 T DI Nexthop ELTHEAT AP RILIVRRAUMEIEELET
AVBTI—RABNEESNTVDIBEICE, BB ATI—ADTRFLANRAS, F55h
BTRLAMNERLIZIGEIZIERA /N L TUPDATEA B AISNET

refresh AT REIZHRI-ABATURTT,

V01.10(00) L& H-7R—

I HEH 1 HTEIEERIERD Nexthop 7 LA ELTENAN 1 IZEBRELE-7 KLAEE
=2 fe st

Router(config)#router bgp 100

Router(config-bgp)# neighbor 10.0.0.1 encap endpoint ipv6 interface ewan 1

I:l‘\?‘/ FEH

neighbor <BGP E7 M7 KL X> encap endpoint <k RILT Y KR4V R 7 FLA>

neighbor <BGP E7®M7 KL RX> encap endpoint ipv6 interface <f A2 TJx1—R%
(IPv6) >

neighbor <BGP E7 M7 KL X> encap endpoint ipv4d interface <4 271 —R%
(IPv4)>
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IPsec #BEDRE

I IND A—A
NS A— | BENE | BERE | AREOE
IPvd 7RL X
. . BGP E7DT7FLR% IPv4 E1=(E. IPv6 7 o= R
BGPEYD7FLA FLURBEATEELET, IPv6 7RL R BERAH
i
IPv6 7KL R
FoRILIZURIRAUN (RO RILIURIRA R ELES NexHop TR e LR
7ELA LA (IPv6 E1=I% IPv4) TIEELET, IPv4 7RL R
e
o RILIURIRA b ELD NexHop A
VBRI —RZTHRELET,
A BITT—REGZEIREL-EEE. F/O  |lan 1
(AT T—R % — N\ AZF N ANTRLR (5 IPv6 7 |ewan 1~2
(IPv) RLUADMT ESINTWAIGEIZIERZREELIC |vianif 1~16  |EREARA]
TEEINF=TRLR)DNMERINET, loopback 1~
FZUTRLANGWMGES . REREXESE (16
1Y) %9 52 (Encap NLRI) (&
withdraw LN ERYET,
dialer 1~20
R RV TR Ak NexHop 4 ”m”:i4
VAIT—RETHRELET, 1
AUBIT—REERELESEF, 104 1"00()%2
(A TT—2 4 JT—AD PV FELATSARUTEL |
A)DMEREINET , EHhUFUTRLRIE BT
(IPv4) EEEnEEA loopback 1~
BATFLRAAS A, RRRERSE |
#3Y., %24 F B (Encap NLRD) (% o
withdraw RN ET 1%?)”6
bvi 1~100

X1 FRILIVRRLURD IPv4 3BE L. VO1.13(00) LGS R—

¥2 ipsecif 1~1000 [, V01.13(00) LLEEH7R—Fb, FITELnet F200 Plus TIZREFHE L TH
A%, FITELnet F200 TIXE&E &S 100 TV MDA ER,

LoogssibuLga

AT IIERBIERELEESNEE Ao

EEE—F

BGP H—ERXHEFE—F

FRELRI7I)EREE—F %V01.15(00) LGS R—k
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I neighbor encap default interface

hT IR RIERICZ U T B/ e h BT 24037 —REBEMIHRELET,
refresh AR RIZE#NZHAHaTURTY,
VO01.15(00) LARE B/ R—b

REF 1 HTEIIERRERICZLET S/ y hEhi#fd 54204 72 —RX% [PseclF
1IZEEYT %

Router(config)#router bgp 65000

Router(config-bgp)# neighbor 192.0.2.1 encap default interface ipsecif 1

I:l‘\?‘/ FEH

neighbor <BGP E7 M7 KL X> encap default interface <f % Jx—X%&>

| NS A—4
O oRksA—5 | BRENE | REEGE | ABEOE
IPv4 7RL R
. . BGP E7DT7KL A% IPv4 -1, X e
BGP E7O7FLA IPv6 7RLUAB K THEELET IPv6 7RL X A
i
. - INTIRNETBT DA RATT—REIERE ipsecif 1~ "
AR TI—R% LEe. 1000% - Lag !

¥ ipsecif 1~1000 [&. V01.13(00) LAf&H7R—k, FITELnet F200 Plus TlXE&EEHLTHE
#h. FITELnet F200 TIXE&EFEF 100 TV M) DHEZD,

| cogEEabiLngs

AT I BBRIERICEZ L T B/ IMME UA—L T ICRBHBRLHERICE SV THBENE
_d—o

fEEE—F

BGP H—ERFBEE—K
FRLRI7IEREE—F
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IPsec H#£RED X TE
I IPsec Ko< K

I ipsec dynamic—session limit

BAFIVI)ELIAMBEICKYERT B IPsec Tyl av D ERFIRELET,

crypto isakmp policy DERE & ERIED A 5T crypto isakmp policy @ policy &5 D _ERELL
TIZEAHEKIITERELTLZELY,

LRZE#BZ =154 . crypto isakmp policy D&Y policy BEEDEHREMNSEXLTEENEELY
F9,

refresh AT REZIZHIIZHEAATURTT,

IKEvi EHaTUR
VO01.17(00) LA H-7R—p

lasn sirsvrbLssormeiness

‘ Router(config)#ipsec dynamic-session limit 100

I:l?‘/ FEHX

ipsec dynamic—session |imit <IPsec < 3> LR

I INTG A=A
Erey BENE | RERE | 4BEOE |
Psec viay |FAFIVIELIAEREICKYERT 5 Psec 17 x RR T
LIRY S B LREEELES i ‘

XFITELnet F200 Plus CIX3 &2 TH AL, FITELnet F200 TIZHHR—rF 3 IPsec 7y
23 ¥ 100 LT, BREEF 100~1000 [ 100 ELTEIELET,

|:®%E§ﬁbtu%@
FAFIvoEL O aRREIRERTEE A,

| REFRESH B 0 &4

AREETEDHIBR. HLLIE Psec yiavd LREZFRHVSELHRELEE refresh THAT HE. 41
FTIVIELIZIZEBETD IPsec BV a ZFHIBRLET,

EEE—F
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vpn enable

IPsec #EEZHIICLET .

refresh AT RZICHERNIZESITURTY,

I EBI 1 IPsec HEEZ AT S

IKEv1/IKEv2 #@Ea< R

| Router(config)#vpn enable

I:l?‘/ FEHX

vpn enable [ewan <A >3 7 = —X>[modem] ]

I INTG A—4H
L NS A—5 | BENE | BEE | ABEOE
TLIAREBEDHNRET DA FTI—R%E
BELET, .
o ARETDEWANK—MERRTS ||, oo R A
49971—7\ PPPoE 4)97I—ZIZ%5EFE$*L§7O all *ﬁid)ﬂ%&fcﬁui
|1 ~2 ‘?E’ELT: ewan DAHBALET, C
|a|| ’ewan1 2 OmAISERLET, ‘
ELIBBRRDOHRES A FTT—R e _
2. ETFLAVATT—REEFELET, ET LA
modem R - e = A modem 1 EELIAREDORR
ABITT—RIZ all ZIEEL-BE X, FLERA
modem ZFEE CEFEH A, °

|:®$E§ﬁbtv%ﬁ

IPsec #EEIXFERTEE A,
EEE—F
HEAREEN
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I vpnlog enable

IPsec #REZEFALT- VPN BIEBIES (SA OFEIL /RN O VPN O 25K T A ERIELOI AR
ELET,

refresh AT REIZHRI-ABATURTT,

IKEv1/IKEv2 #@Ea< R

Lizem 1 shome mie ven osicmy

‘ Router(config)#vpnlog enable

I:l?‘/ FEHX

vpnlog enable

|/\°5x—9
IRSA—RIEHYEE Ao

Loogssibulga
SA BEIL IR OERA DT ITEENEE A,

vanlog sl

IPsec #4BEICBE3 5045 TY,

SA ZHEN TERM--IGEDRARA P, RZABYTELEEZRALIIGEIC. AT EHTL
F9,

a2y —I)LELLIE TELNET TAS A4 LT, vpnlog DI1EHERRT HEHE L. show vpnlog AT KR
#=FERALET,

EEE—F
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I Phasel 7R 1) —MDE&RTE

nll

I authentication

Phasel MBI ARZHRTELET . FBAEAXIZIX. EFEEHZE (RSA) A Pre—shared key3<® 2

AXLDBY . TNENILRZBIAEZITOINEINERRELET,
¥ Pre-shared key- - —fREUICT BRI AR I T X EWMER I LIFIENFET,

refresh AR RRICE#IZHEHAT VR T,

IKEvl Effa<TUR

IEQEWH FREEAX % . Pre-shared key (#LAREBEEZAL) &9 5

Router(config)# crypto isakmp policy 1

Router(config-isakmp)# authentication prekey

I:?DF%ﬁ

authentication <ZREFAD

I ING A—A

BEEET N BENE | BERE
Pre-Shared Key [C&5 AR ET HH ., RSA
signature D AR ET S, BIOHLIREREIZ1THED
MEIDEERLET, prekey

e . ErH FREEE .

mEp ot |prekey ‘Pre Shared Key F2EF - ¥LRaREDEI AL prek.eyxauth SRR
|prekeyxauth ‘Pre Shared Key S2EE-#L3REREEHY | 5358

rsasigxauth

|rsa3|g ‘RSA signature FBEL - HRAREREEAEL
|rsasigxauth ‘RSA signature SREE - PLaREDEEHY

| cogEEabiLngs

Pre—shared key (J53REREELG L) AKX ZEFRHLET,

EEE—F

IKE R —EREE—F
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I encryption

Phasel MIEE7ILIY X LEHZRTFLET , FITELnet F200/F200 Plus DREE 7 )L X LIZ[E.
DES (56bit DES-CBC) &, 3DES (168bit DES) & AES (128bit, 192bit, 256bit) MW&HYET ,

BEEETILTURLIFERERET D ENTE, EHERELIIHE S Initiator FFIZEBDIREE
TUWET  IREDBEAEIRELEIEFIZEYET,

Fr- BRI ESNTWAESIETIIL TV X LEAALEZGE . ANDFIETEREXEDYERA,

CDERTEIL. SAEEILTHHEFLRILRETHILELAHYFET,

refresh AX U RRICERIZHEHAT VR T,
IKEvi EAHaTUR

I EEHFI 1 Phasel MEEEIE7ILT Y X LE AES(128bit) AskEd 5

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#encryption aes 128

I3l 2 Phasel DEESIE7 LT Y XL EHEHERE (AES(128bit) Ak & DES /) T3

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#encryption aes 128

Router(config-isakmp)#encryption des

I:l?‘/ FEHX

encryption <EEEibE7ILT ) XL>

I INGA—5

RS A—5 | BRENE | BEE | AHEEOIE
Phasel DEESLTILT) A LEFBELET,
\des IDES A3t des

- 3des

ST LAY L | 306 jsDES = aes 128  |HBEFT
laes 128 |AES 128bit aes 192
laes 192 |AES 192bit aes 256
laes 256 |AES 256bit

MESETIITYXLOBEEIREL, V01.12(00) LIBEHR—~

447



IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

|:®%i€ﬁbmu%é

DES ARZEHEALEY,

B

IKE R —E&EE—F
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I group
Phasel M3 T—3 3 B(Z, Diffie-Hellman 232324 E FIL 1= Oakley EFE (XN BEES1E BT
#FHALES .

Z M<K Diffie-Hellman Group 38 ELET .
Diffie—Hellman Group [Z[&. 1(768-bit) . 2(1024-bit). 5(1536-bit). 14(2048-bit)) 4 FEEAHYET,

refresh AR RICHZNICARHITURTT,
IKEvi Efla< R

I HEF 1 Phasel ORI T— 3 UBEM Diffie-Hel Iman ' JL—TF%” Group2” &3 %

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#group 2

I avy FER
group <DH ' )L—T&E>

|/\°5x—9
L RkSA—H | BENE BEHE LREOE
1
DHﬁw—jﬁ%Dﬁ@ﬂmmnﬁw—jﬁ%éﬁibi¢oé LR
14

| cogEzabilngs
“Group 1"Z&FHLETY .

fEEE—F

IKE R —EZEE—F
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I hash

Phasel M/\y> a7 ) TdYRXLEHELET,

FITELnet F200/F200 Plus M /\w> a7 LT X LIZ[E, MD5 & SHA-1 & SHA-2 BHUYUET,

Ny2aT TN LIFERERTET HIENTE, EHRELBE X nitiator FFIZEHDIRES
TUWET  REDBEAEIIRELLIEFIZRYET,

Fr BICERESNA TSNy a7 T X LEAALEZGE . ANDRIERTREFXEDYELEA,

CDERTEIL. SAEEILTHHEFLRILRETHILELHYFET,

refresh AR ZICERIZLESITURTY,
IKEvl YR

Iﬂiﬂ1 Phasel /vy <27 )L T XLk SHA-1 &9 %

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#hash sha

IEM 2 Phasel O\ a7 LT Y RLEERIEET S

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#hash sha

Router(config-isakmp)#hash md5

I:l‘\?‘/ FEH

hash </\w < a7)LT1) XL

| IRTA—4
| RTA—% ] BRENE | BEEE | LREOIE
mdb5
. v . |Phasel M\ aF7)La) XLEIETE sha .
Ny AT ILTN) R LK LEd sha—256%? |&HBEF |l
¢ sha—384%*?
sha—512%?

¥1 \ya7IIT) X LOERIEEL., V01.12(00)LLEYR—k
¥2 sha—256, sha384, sha—512 [, V01.16(00) LLE&H R—~

| CD/REZITHIEWNGS
MD5 ARZEFEALEYT .

| ®eE—F

IKE RYS—EREE—F
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I idtype—pre
Aggressive E—R T, BT H5ID DX EEELET .

refresh AT REICHERNIZHESITURTY,

IKEvl Effa<TUR

I REHI 1 Aggressive E— FTHEMT S ID%E. FADNEEKXET 5

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#idtype-pre fqdn

I:?DF%ﬁ

idtype-pre <ID & A 7>

/354-%
K544 | BENE BT | ARHOME |
Aggressive E—F CEHE D ID # @I BEDHZAT% [fqdn o
‘]D 747 BELEY userfqdn AR ‘

|:®$E€ﬁbﬁu%é

userfqdn(UserFQDN)Z{EFRALE T,

| FQDN/User-FQDN & [ ?

FQDN &lZ. Fully-qualified domain names MI&ETY , RALE MO ETDIEHREZLDORAMBD
EEENET,

User-FQDN 6 &lE. BFA—IILT7RFLRADERELTHEASN S I —HFROR AV Z I DERX
TY,

Aggressive E—F Tl BT ID DHEAERRAEE TRZITANARELZLDETINELHYFE
9,

| ee—+

IKE RS —EREE—F
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I idtype-rsa

RSA signatures SREEDIGEIZ. EHAFICTRIALTESIBHD D 21 TEEBELET .

ID ZAT(2IE BAA . FAMD B BFA—ITRLRIP PRLADHYET,

H AL DB E L. peer—identity distinguished—name TERELI=HNA . FAMV G EEBFA—ILTRL
AMDIFE L. peer-identity host TERFELIZHNE.IP 7RLAMDIFE L. peer-identity address TEXTE
LE-ARBEERBEFOMAZICEMTOINBTELLERL TRAETVET,

refresh AT RZICERIZESITURTY,

IKEvi EFHavYVR

I E%7EH 1 RSA signatures ZREIFERAFED D 24( TICEFA—ILEFEHT S

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#idtype-rsa email

EESAS &

idtype-rsa <ID & A 7>

I INTG A—4H

X5 A—% | BENE | BE#HE | AREBEOME
RSA signatures SREEDIHZE . EHHEHEFICFREIL
THEL5B8 0 ID 21 T5IEE,
distinguished- distinguished™
nameg Edl e name

IDARAT domain—name |HR&EAFH]
‘Domain—name ‘F)"f‘/% email
lemail BEFA—ILTRLR ip
lip P 7RLR

|:®$E€ﬁbﬁu%é

RALU &% ID 34 TEL THEBEFICEMLET .

fEEE—F

IKE R —R/EE—F
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I ip vpn—nat pool

VPN-NAT £ 9 50, THRED IP PRLRGEHEFIEELE T . NAT T (NAT+TIHEL) TS
BEICEETILENHYFETS,

ZNATURTIE, VPN-NAT FT—)LZFR-EH#E D IP 7RLREEH (7KL X /Wildcard Mask) 15
TE L. ip vpn—nat inside source/destination AY R T, 35 VPN-NAT T— LB ZEHELEFT,

VPN-NAT &, IPsec 123 T7T—ATH NAT*D, TN EFNBRFEICFRBEHALGIMES (L,
IPsec 122 T7T—RATHD NAT BNEZIELEY , VPN-NAT [TEELYET,

¥IPsec /A7 —ATO NAT [E V01.17(00) LAFE YR —k

refresh A RRICE#NIZHHAT VR T,

IKEvl Effa<TUR

I ERER EHMBEOT RLRELT, 192.168.100.0/24 #1595 (F—IL4 : vpn—pooll)

Router(config)# crypto isakmp policy 1
Router(config-isakmp)# ip vpn-nat pool vpn-pool1 192.168.100.0 0.0.0.255

I:?DF%ﬁ

ip vpn-nat pool <VPN 77— )L &> <ZE##EDT7 FLR> Nildcard ¥ X 9>

Ls52—%

K5 A—4 | BRENE | BERE | EREOE
VPN-NAT T—ILDEHERELET,

VPN-NAT |ip vpn—nat inside source / destination MAY K% B EIRE

T—I8 |REITDEEICIEET S VPN-NAT T—ILEELT .
FERALET DT, hhYPTNRFRIZL TS0,

e EHMEDIP TRLRERELET, .

ERED mmgoriLERETRETACLNTEE |1 T Y G
T, LSRR E A EESBL TSN, -

. EMEDOTRLUAFEHEIBEE T 51012, Wildcard .
Wildeard | v taeLET, BT aEEEAEEsEL |2 7PV lupore
TRy TR AR

BAIVR)#:2 T2 M) (isakmp policy B)EEBLAET64 TUMN)

|:®$E€ﬁbﬁu%é

VPN-NAT AMERTEE A,
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

| iy

ip von—nat pool ATV RTIP PRLRAZIEE T HI5E . Y XY (Wildcard TRV Z#{FEALT1 Tk
YTTPRLAGEEEIEET HENTEET,

Wildcard R AV1E, TRV IRV EFERNELYFT D TEELTLZELY, Wildeard YR &
HITRYMTRIIE. "17E70" DHIBIAFEIZEYET,
B11)  24bit YRY% . Wildcard YRV TRITT HI5EE. YT RYMNIRITRIET S5 DEL

Wildcard ¥ X9 D154 :0.0.0.255
HIT YT RIDIBE :255.255.255.0

f512)  RRR%E, Wildcard YR TR 556 L. TRV RITRET HHEDEL

Wildcard ¥ R D154 :0.0.0.0
YT RYRRRIDI5E :255.255.255.255

LamiErs

NAT Z#J)L—ILITLLTDIEF CEBASNET,

1) static Z£#1)L—)L
2)list ITKBEHRIL—IL

BLCIEFED JL—ILINTIL, Prefix RARWIIL—ILAEBEL CGEESNET,
[Bl— Prefix RDBENEMHHT-1BEIZ(E. config L THIZEFBINE-EONEBEINET,
E. config (21, L TDIEICZEFIN ., RICIELEIZCDOWTITIAAIBIZESFZKSNET,

1) static Z#IL—IL (BEFEDRAMTFLRIEE)

2) static—subnet Z#i/)L—)L
3)list [CKBHEHIL—IL

EEE—F

IKE RYS—EREE—F
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I ip vpn—nat inside source

BETED Ry kT —% (LAN) Bl L% IPsec IZT VPN ZEE T 3. EL\O RV T—IFRKLANE
BLTWSIEELHYET,

IPsec TIXRLERYRT—IFRLAD LAN 23653 22 ENHEFEE AL

ZDT1=8H . VPN-NAT EEITIETEMNT LOEERZEEL. EFEORVET—OD IP BEY
LTHEITITEL IPsec ZERELET,

LAN {8[A 5 WAN I~ VPN-NAT Z#)L—)LE R ELE T,

NAT E—FDIFEENATHE—R (P R RAL—R) DIFE T, REDLHI-HAELZYET O TIE
LTLEEELY,

INFA—4"static-subnet ZE S H&IZ&Y VPN-NAT DEHIL—)LE, RybT—J B TH
ETHIELTEFT KA—AILTFRLR-HITRYMIRID>THRELIZA—AILTRL AN A—
NILTRLRHTRINIRDO>TIELEY A—NILTZRLAADERE S TRINI RO TIEE
LI-BAT—HERELET,

VPN-NAT & IPsec 1B TI—RATH NATED , FNENBRFEIZRBEEHALZVES L.
IPsec 1227 —RXTO NAT BNEZNELEY ., VPN-NAT (XENELGVET,

¥IPsec /1A TT—RXTO NAT (& VO1.17(00) LG H R — K~

refresh AR ZIZERIZESITURTY,

IKEvi EFHavYVR

I ERFEHI 1 NAT ZE#: (192.168.0.0/24 — 192.168.100. 0/24)

Router(config)# crypto isakmp policy 1
Router(config-isakmp)# ip vpn-nat inside source list 1 pool vpn-pool1

Router(config-isakmp)# ip vpn-nat pool vpn-pool1 192.168.100..0 0.0.0.255

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255 list 1 M ZB7 D& E
[#&&R]
ip vpn—nat inside source <LAN BID 7KL X &> <WAN /IO 7 FL X &>
EIRYET,
LAN IO 7RL REEBD 1L, access-list ARV R THRELET .
<WAN BlD 7KL AEEE D> (. ip-vpn nat pool <pool &>AT UK THELET,
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[cem2 NAT+Z#R (192.168.0.0/24 — A 2B T1—RF FLRA)

Router(config)# crypto isakmp policy 1

Router(config-isakmp)# ip vpn-nat inside source list 1 interface

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255 list 1 M &7 D E&LE

[#5x]
ip vpn—nat inside source <LAN BID 7KL X &xFE> <WAN BID 7KL XEFE>
ERYET,

<LAN BID 7KL REEED> (X, access—list AV R TIRELE T,

<WAN IO 7RL REED (X, 122372 —RXT7RLRIZE#T 5155 1L interface” . Mode—config
BEREICRYREBLI-TRLRIZEHT BB A (X "modeconfig” . I8ELI-TRLRIZEHT BES
[d"peer <ip—address>” EHEELET,

I mEM3 NAT T (—3EZHE) 158 xxx. Xxx. xxx. 0/24——192. 168. 100. 0/24 2L g 5

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#ip vpn-nat inside source static-subnet 158.xxx.xxx.0 192.168.100.0
255.255.255.0

(#255%]
ip vpn—nat inside source static—subnet KA—AJLHFTRYr> <G O—/NILHTRyk> <HTHR

yhIRT>
ERYET,
JA—NILIP PRLRETSAR—FIP PRLADEBMDEH B O EERITAYIIZROBEH
EZFITLET,
NAT RAT AP EEBITEIBERICIE. RRIVFEEL. 1 DOIUNITIEET HIEMNTEE
I (BHEREFER)

151) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 LI ELI-1H&
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxx.255

I:l?‘/ FEH

[NAT B%] ip—vpn nat inside source list <access-list HE> [EHRAIFIBR— MBS [EBRAE TR
—M&21] pool <T—ILA> [ overload | [ZHBBIER—ES [EMEETH—MER]]

[NAT+BE] ip—vpn nat inside source list <access-list HE> [FIAR—FEE R THR—FEE]]
NAT+ZEHE DT RL X overload | [ E B R—FEE [EREKRTHR—FEEN]

[REF1y9ZEHR] ip vpn—nat inside source static KA—AJLFRKLRA> < O—/LTPRLA>

[NAT RBF 099 (—3EZH) ] ip vpn—nat inside source static—subnet <A—AJLHTRyk> <50
— NIV TR <HTRYRI R
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|/\°3x—9
| k5 A—% BRENE | 5% HiE | ARREOE
EHFI(O—AHILFTELR) [1~99
access-list HE HEEIEEL-7YtEX) [1300~1399 EBREAT]
ALERELET, 10000~ 11200%*
[ HFTRASRR— | H#2RTD TCP/UDP 7/R—
BE THMAMRTAR MBS (BE)ZEELE  [1~65535 HER—r i
—+EE] 7,
Tk (P O—/NILTFEL
- R)EHZEIRELT= VPN- B NAT DHEIFE
TonE NAT T— g EtEELE A 7B BT
ER
EEA
. RIT—R
interface DFELZR
25
HEMS
NAT+EHEZED TR |INAT+EHBREBZDTRLR%E FYLT |INAT+DIBEIEE
LA BELEY, modeconfig |Hi=FFK | |[R&F Al
LAIZZE
#
Eals
peer <IP 7 anE'g:é
YN IP 7KL
RIZZ
local DR—+F
SEEKRMICIE
92 napt
local DR—ESELT CHABET
o = - I TIZZEDHR—F
ADR—FESICEHRT =
B A [— {2 %Fb\ﬁﬁﬁéh
overload BEEITIEE overload TNBEA <R
MEBRBOR—IESE . -
1024~65535 ). BON—H&
SIZEBLETS,
Tk OR— E
1% 1024~
65535,
[k BRARAR—~ |£#2#% D TCP/UDP 7/R—
BE THMBERTNR |MES (BEE)ZEELE  [1~65535 HER—r i
_Fg%] -g-o
- . TH|FTOO—HILTRLR . - "
O—AJILFTRLAR SEELET, IPv4 7RL AR HBIEART]
‘o LRz |RREOTO—/NLTEL o2 st "
SABa—nNI)LFRLA [Eeasray IPv4 7RL AR HIRATE
[D—ALyTRob [ZRAOO—HLTFELR [IPvd FRLR TR BB
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#HEELET,

K static—subnet ZfEEL
=15 &%, host BRIC 1 %
EBELAZLTES0LY,

pud Ve J0LAn By Ay iy d NV

. . ., | REEELET,
ED A *static—subnet ZEFEL [IPv4 TRLARER BRI
=15 & (&, host BRIZ 1 &
EBELLZELTEELY,
EMEHITRIMNIRYT
YIXYEIRY  |FRELELTERE |Pv4 7RLARRR HREA A
LEY,

BAIVRIB: YRR 1 TR (isakmp policy )% B £&T 200 TkRJ
ARET 494 512 T M) (B LK) ¥ isakmp policy EDFHRIZHYEETA
X COMMNDOL=EREFERHE. V01.13(00) LIEEYR—F

|:®$E§ﬁbtu%ﬁ

VPN-NAT WMERTEE A,

Lamiers

NAT Z#J)L—ILITLLTDIEF CEBASNET,

1) static £#a)L—IL
2)list ITKBEHRIL—IL

BICIEEE®D IL—ILINTIE, Prefix RARWIL—ILAEBELTGEBESINET,
[Bl— Prefix RDBENEHMHHT-1BEIZ(E. config L THIZEFBINE-EONEBESNET,
E. config (21, L TDIEICZEFIN ., RICELREIZCDOWTIIAAIBIZEFZKSNET,

1) static Z#IL—IL (BEFEDRAMPFLRIEE)

2) static—subnet Z#i/)L—)L
3)list [CLAHEHIL—IL

EEE—F

IKE RYS—EREE—F
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I ip vpn—nat inside destination

BETED Ry kT —% (LAN) Bl L% IPsec IZT VPN ZEE T 3. EL\O RV T—IFRKLANE
BLTWSIEELHYET,

IPsec TIXRLERYFT—IF7RLAD LAN 2383 2 ENHEFE A,

ZDT1=8H . VPN-NAT EEITIETEMNT LOEERZEEL. EFEORVET—OD IP BEY
LTHEITITEL IPsec ZERELET,

WAN {8155 LAN I~ VPN-NAT Z#i)L—I)LEHFELET,

NAT E—FDIFEE . NATHE—F (IP RRAAL—F) DIGFET. EEDLM=AELZYET O TEEL
TLI=Eby,

INFGA—4"static-subnet ZE T H&IZkY VPN-NAT DEHIL—)LE, RybT—J B TH
BT BHIEHLTEFT I O—NILTRLRHTRYMNRADTIRELIZY O—/\LT7RL AN B0
—HILTFRLR-HTRYMNRADTIRELEO—HILTZRLAADERE  <HTRIYMIRAI>TIRE
LI-BAT—HERELET,

VPN-NAT & IPsec 1B TI—RATH NATED , FNENBRFEIZREEHALZVES L.
IPsec 1227 —RXTO NAT BNEZNELEY ., VPN-NAT (XENELGVET,

¥IPsec /1A TT—RXTO NAT (& VO1.17(00) LG H R — K~

refresh AR ZIZERIZESITURTY,

IKEvi EFHavYVR

EEMF 1 NATE# (RE T4 vV &%) 192.168.100. 1 58 TR{E L 1= 192.168.0.1 1
ZiT D

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#ip vpn-nat inside destination static 192.168.100.1 192.168.0.1
(f2Er)
ip vpn—nat inside destination static <\WAN I 7KL X> <LAN | 7KL >
EIRYET,
LS DNy E NAT ZHLF=ULME A L. ip vpn—nat inside source AYRZEALT. &
EFLEY,

LEBl2 NAT+EHE (RA T4 v PB4 192.168.100. 1:7K— FHES 1500 TRE L=,
192.168.0. 1:7/K— F&E 80 IZEHRT

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#ip vpn-nat inside destination static 192.168.100.1 1500 192.168.0.1 80
(AZ:R]

ip vpn—nat inside destination static (WAN Bl 7KL 2 WAN {Bl7R—F&ES> <LAN HI7FL X
LAN I R—F&ES>
ERYEY,
LSOy hE NATHERILF-LMB & (E. ip vpn—nat inside source AU REFEAL T, &%
ELET,
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I SEFI3  NAT T (—3FZE#) 192.168. 100. 0/24——158. xxx. xxx. xxx. 0/24 (ZZ#d 3

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#ip vpn-nat inside destination static-subnet 158.xxx.xxx.xxx.0
192.168.100.0 255.255.255.0
(##25)
ip vpn—nat inside destination static—subnet <Z' A—/\JLYTRYr> KA—HILHTRyb> <H
THRYEI RIS
ERYET,
A=V IP FRLRETFAR—FIP PRLRADE B DA EHEERET(IIIZRO DR
EEITVET,
NAT RBT A DG BRATIEIGRICIE,. YRVZEHEEL. 1 DOIU NI THEET HENTER
T (EHRREZR

151) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 Li§ELI-15 &
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxx.255

I:l?‘/ FEH

[NAT RATF10990 (EHIEE)EE]  ip vpn—nat inside destination list <access—list HE> [BIA
—r&EE [ THR—FEE] pool <T—)LB> [(R—FEE]

[NAT ZEF 099 (1 1t 1 ZE#1)  NAT+RET 098] ip vpn—nat inside destination static <4 A—
NILTRLRS [BAtaR—hES (B TR—FES] <B—AILTFLR> [R—rES]

[NAT RET 0y (—3EZH2)] ip vpn—nat inside destination static—subnet <#'O—/\)LH TRk
> KA—HILHT LRI <HTRYNIRID>

| INS A—4
"5 2—4 | BENE | B BB OIE
. . . 1~99
access-list |ZHET(V O—/NL7RLR)EEZIEE .
1 ~1 = a1
ES LT OuRURMEEELES, 01 HEAE
TOER)A
list <access— |FTHEELT:
list &FHES> IP 7RL XA
il
. . VRN . . . . fEELIIP
S0—/\)L |[ZTH\Eins O—/NIILFZRLAFEELE |[KIP PRLR> FRLR SRR
7KL R ERS
HEMNSE
modeconfig | TbNT=
TRLR
peer <IP 7K VPN E7H
Lz> LIRS
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TE&RELT-
IP7RLR
LS

BB | smarod ToP/UDP H— MBS (5E) £ e
EE KT - 1~65535 LA
R—r&E] 7 ° ¢

» THH% (O—NILTELR) EEEEEL B -
TTVE AT T LR EEELET . NAT 7L % A
D_jj)l/‘? < ’ - iy < ) — U~
KLZ EMBEOO—AITRFLRZHEELET . [IPv4 PRLARH BT

o em | RHED TCP/UDP R—IESEEEL | R—h
r"—rES . 1~65535 LAy

TSI O—/N\ILTRLRAZIEELE
ga—nL 3§, . P "
HIJxwk  |¥static-subnet ZIEFE L5 S 1%, host IPv4 7RL AR BEEAA
BRI 1 ZIRELGLTEELY,
O—h L4 EMEOO—HILTRLAFIEELET,
Sk ¥ static-subnet Z5ELT=H &L, host [IPv4 7RL A= BEEAT]
4 B2 1 LN TGEE,

ST Ry [ EE T ITRYNTRAYITIEELENT . o "
25 izl s, IPv4 7L AR HEEAT]

mARIUN)B: )RR 1 T2 M) (isakmp policy B)EEBE 24T 200 T
R8T 499 512 TN JEEE 2 F)¥isakmp policy EDFIRIZHYEEA
¥ COMMONERESERE, V01.13(00)LLEHR—k

|cogezabrungs

VPN-NAT WMERTEE A,

LamiErs

NAT Z#J)L—ILITLLTDIEF CEBASNET,

1) static Z£#1)L—)L
2)list ITKBEHRIL—IL

BLCIEFED L—ILINTIL, Prefix RARWIIL—ILAEBEL CGEESNET,
[Bl— Prefix RDBENEMHHT-1BEIZ(E. config L THIZEFBINE-ELONEBEINET,

B8, config [ZIF, UTDIRICEEFESN ., RLEBICOVWTIXANIRIZEFEINET

1) static Z#IL— )L (BEFEDRAMPFLRIEE)
2) static—subnet Z#a)L—)L
3)list [CKBHEHIL—IL

| ®eE—F

IKE RYS—EREE—F
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I keepalive

SA BN SN TLNAEIMNEIIDIEREITHIT=0(Z KeepAlive Z1TIHEOIMEIMNEEHRTELET,
AREEE TlE. IKE (Internet Key Exchange security association) 7O r3)L M KeepAlive H4RE. B &
U ICMP [2& 5 KeepAlive HéREZEHR—rLTULVET,

AEBTIL, AEHRTELLELMES. IKE @ KeepAlive Z1TLVET , IKE 0 KeepAlive [, SA #E
39 % VPN E7% IKE D KeepAlive #£EZHR— L TWWALENRHYET,

SXIKE T KeepAlive [, DPD (Dead Peer Detection) 8 KU BB D AXEFHR—LTULET,
SEDEENELLEHEYR—ILTVS154 (%, DPD TEI{ELET,
MADEENELLDARBL Y R—FLTULVEWG AL, ICMP 2FERL=AETIToTESLY,
ICMP [2&% KeepAlive Z1T15 A&, T3V icmp 238 ELE T . ICMP [2&% KeepAlive %

1T1515 B L. keepalive—icmp peer—address <K keepalive—icmp source—interface A< K %5

ETIBHELNHDIT—RIHYET,

KeepAlive 1T TGS X, “disable”ZIEELE T,
KeepAlive [Z&Y ., SA BNMERTELRULVKEICG>T-15E (L. SAZ@BBLET,
refresh AU RRICHZNICARHITURTT,
IKEvi Efla< R

I B5EH 1 Keephlive £{THHHLY

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#keepalive disable

LB 2 ICWP 0 KeepAlive %1745

Router(config-isakmp)#keepalive icmp

Router(config)# crypto isakmp policy 1 ‘

I:?DF%ﬁ

keepalive { always—send | response-only | icmp [always—send|traffic-based
[always-send]]| disable}

462



IPsec #BEDRE

I IND A—A

[ k5A—%5 | BRENE | BERE | AREOME
ICEEMEDH TN, BH B Tl KeepAlive E3R/N\ ~

response—only |7 yhEEELEE A, :;slponse
5DPD $L<I%. FiAME DPD ToadgE e [0

icmp ‘1CMP #FIFALT= KeepAlive Z1TULVET, ‘icmp

- VPN T—AMEIESNELTH, EIZ KeepAlive  |always— o

always—send SEELET. cond BIEAH]
ZEIERIRRPIZEZ LY SA D Inbound FS T4y H traffic

traffic—based |FTET BB EZIZ. ICMP-KeepAlive D74 vk bra 'g
EFEELEE A ase

|disable KeepAlive HAEZEERILE & Ass disable

|cogezabrungs

IKE @ keepalive TRILIT—LavETL0VET,
A DEEESE TEEIZ, EFERIEFIZ Phase2 SA T Inbound DS T4 IMEL,
Outbound DS T4 VI M BHBIEEZ keepalive D/ ybEEELET,

fEEE—F

IKE RYS—EREE—F
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I keepalive—icmp multi—path

IPsec BT B BEE IR ICMP D keepalive SR EZF1TLVNET,

keepalive—icmp AV F T, #§EL7T= ICMP O keepalive (£, REBEDH OFREFRICHK O TEES
NFET . keepalive—icpm multi-path Z{FFHT 5 &, ICMP D keepalive /Xy kM NextHop ZF187E 9
BHIEMTEET,

IPsec BRDEMEEETIX, 12D VPN EZIZX L TELZFIRD SA LT 5=, ICMP D
keepalive /Ny HEHMDRIRICIEETIDHELHYET,

refresh AX U RRICERNIZHEHAT VR T,
IKEvi ERavTUR

I HEH 1 ICMP @ KeepAlive @ Next Hop . 192.168.0.1123 3

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#keepalive-icmp multi-path address 192.168.0.1

| 55512 ICWP o KeepAlive E£fEF 54 v 4 7z —R % EWANI ISERET 5

Router(config)# crypto isakmp policy 1
Router(config-isakmp)# keepalive-icmp multi-path interface ewan 1

I:l‘\?‘/ FEH

keepalive—icmp multi-path { address <IP 7 FLR>| <4 22711 —R£>}

| IRTA—4
| R5A—m | BENS | BRE®RE | ABEOE
P 7ELZ fg;jd;bﬁip:ﬁi;;ai next hop [T B IP 7 1;4 TRLAR VPN EF

|:®%i€ﬁb@u%ﬁ

IPsec BRI HMEELZFERT HLEATEEE A,

| ee—+

IKE RYL—EREE—F
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I keepalive—icmp peer—address

SA MERINTLEINESIHDIEREITHIT=H D KeepAlive Z ICMP TITESIHFEIZ.
KeepAlive DFEF IP PRLRZHRELET .

JBHEE VPNET EETIP FRLREFZEET DA FTT—AD IP FRLALET HHEIE. 2D
YURERETIVLEFIHYEEA,

KeepAlive [Z&Y ., SA BMERTELLVIREEIZH>T-15E (X, SA ZEMLET .

refresh AT RZICERIZESITURTY,

IKEvi EFHavYVR

I xEHI 1 ICMP 0 KeepAlive M3ES %, 192.168.0.1129 %

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#keepalive-icmp peer-address 192.168.0.1

I:l?‘/ FEHX

keepal ive—icmp peer—address <%E% IP 7 KL X>

I INTA—A
e BENE | mEwE | 4BEBOE |
535 IP 7RL R ‘ICMP D KeepAlive ETHSHEED IP PRL R ;2;‘%7“’;‘ BT ‘

|:®%i€ﬁb@u%ﬁ
keepalive icmp MERESNTWSIHE . FEE IP PRLRIXVPNET7®D IP PRLRIZHYET,

EEE—F

IKE RYS—EREE—R
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I keepalive—icmp redundancy

IPsec TLRMEBELHRFE D ICMP M Keepalive ZREZF1TLVET,

crypto map TILEMNERESN TLERWNEE(E, IL—MERICHE > TEIELEET . keepalive KET
SA NE(GS=5EEEZPOHET,

EHAREFZFELLT. redundancy interface IR E [T RESNEITNILBEYER A,

Fi-. ewan IEEBTH D, AV F—Tx1—RXTRFLRAEKE D manual B D H . redundancy address
BRENBELELGYFET,

refresh AX U REICE®ICHEAITURTY,
IKEvi EAHaTUR

I EEHI 1 ICMP @ KeepAlive @ next hop Z. 192.168.50.3 129 %

Router(config)# crypto isakmp policy 1

Router(config-isakmp)# keepalive-icmp redundancy address 192.168.50.3

| &5E612  ICWP o KeepAlive E3£4ES 54 >4 7z —R % EWANI ISERET 5

Router(config)# crypto isakmp policy 1 ‘

Router(config-isakmp)# keepalive-icmp redundancy interface ewan 1

I:l‘\?‘/ FEH

keepalive—icmp redundancy {address <IP 7 KL &X>| interface <4 >4 7 x—A%&>}

Ls52=%
L KSA—H | BRERS | BEGE | AREOfE
R ICMP @ KeepAlive M next hop [Z3 B IP 7K [IPvd 7RL A2 .
IP7ELA LREEELET, -+ VENEF
_ 1~2
ICMP O KeepAlive £34{ET 24 871—R |0 A
: —2 X o 1~24 |&BEFR
TATETAE FruzemRLET. e e |

|:®%i€ﬁb@u%ﬁ
IPsec TRIEEEFFERATHENTEEF A

| ee—+

IKE RYL—EREE—F
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I keepalive—icmp source—interface

SA MERINTLEINESIHDIEREITHIT=H D KeepAlive Z ICMP TITESIHFEIZ.
KeepAlive /Ny EDEETIP PRLREEZRELET,

BEE VPNET EETIP PRLREFZEETHAUFTT—AD IP FRLAETHHEIE. 2D
YURERETIVLEFIHYEEA,

KeepAlive [Z&Y ., SA BMERTELLVIREEIZH>T-15E (X, SA ZfERLET .

refresh AR ZICERNIZLESITURTY,
IKEvl YR

REH 1 ICMP @ KeepAlive /N7y FDZEETT FLRIZLANA 27 —ADIPF7 KL
AEFERT D

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#keepalive-icmp source-interface lan 1

I:?DF%ﬁ

keepalive—icmp source—interface </ 27 x—XR%& >

| INT A—4A
| Rk5A—% | BENS | BEEE | AREOE
mMP@K%MMe%ETé%®~%Ei71$;1
AR TT—RE |[FLARIZERT A2 T7—RATRLA%IE HEEART]
. loopback 1~16
ELET, .
vlanif 1~100

Loogssibulga

keepalive icmp MEEESNTULDIGEE . EETT IP PRLRIEEBIT/NT YN EEET 5271 —
AD P 7PRLRIZHEYET,

| ®eE—F

IKE RYL—EREE—F
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I key

Pre-Shared Key' %R ELE T,

XFHTIEET SIEE (L asci"ZFI57E. 16 HEETIEET 555 (L binary"ZIEELTR. Pre-
Shared Key ZERXELE T,

refresh AT RRICHRNICAHITURTY,

$¢Pre-Shared Key---—fiR[CIBRTH AR IT X EMER 1 EEEEINET,

IKEv1/IKEv2 $Eav R

I HEWH 1 Pre-Shared Key [Z3XFFIMD " secretF200" 5% €3 5

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#key ascii secretF200

E&7Ef 2 Pre-Shared Key [T 16 #£3"123456789%abcdef” #E&E T 5

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#ke y binary 123456789abcdef

I:?DF%ﬁ

key {ascii|binary} <Pre-shared Ke> [{secret | private} [encrypted]]
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I ING A—A
k5 A—% | BRENE | BERE | LB
N Pre—shared Key & X F3F| (ascii) ELTHSH . 16  |ascii P
asci [ INary | uy (binary) ELTHESMEIEELET binary | SR
_ _ =K 64 .
E: e Ipre—shared Key £RELET . E;Z()E%zj; BT
Pre—shared Key ZlE 5L I AR ICH BB S HEE
Addh. EEBRARSREFERTINFIEEL
F9, 4 INRT—F%
secret | secret %
private ’secret ‘ ’El"%’lb"?’%ﬁ%li;j\:;ﬁ %%ﬁi’éﬁﬁﬁ?‘é ‘ private _;-’Z
. EELTSRICEER AR S HREER
private
ERA)
Pre-shared Key #IE S LB F 5N ESIMNEERTE
Lij_o el —_— ~,
COAT A EMMT BEIZEY. SR —RIE Q§i§£?
encrypted |[BES{LFAEHIEINET ™ encrypted ;ft,ﬁ&u
secret E£T=IZ. private LA EHLETHERT 57= s
8. secret, private DIFEMNEWNGZE(X.
encrypted 5T T H_EITHFFE AL

X1 COATLaviE, BETBRETCIZHERELY ., Pre—shared Key IS {EEh TRRESh
encrypted A7 7 av REEBIMIZFINShET,
%2 Pre—shared Key DEEICEE S ILEADIFEIX. COA T avERETILENHYET,

| COBREETHEWNGS
SA ZREILTEFEH A,

fEEE—F

IKE R —EREE—F
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I lifetime

Phasel SA DEEARRZRELET,
refresh AR RRICERNIZHEHAT VR T,

IKEvl Effa<TUR

I FR7EfI 1 Phasel SA DEZNHARZE 1200 #IZKET S

Router(config)#crypto isakmp policy 1
Router(config-isakmp)# lifetime 1200

I:?DF%ﬁ

lifetime <HZHHEAR>

/354-%
K5A—% | BERE | mEEE  |AREBOE)
BB |Phasel SA DAMMIR (1) EWELES . [60~4294967295 | KBETT

|:®%E§ﬁbtm%@

1000 #MZiEYET,

| VPN E7 EBENEL LI5S

SAZHEILESELTLS VPN ET L AMBIRDBRENELGHEE L. RDKSIZHYETS,

initiator D52 [BEEOREEERALET, |
responder D& HEENLORESNEERALET.
fEEE—F

IKE R —EZEE—F
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I my—identity
Aggressive E—FCHEHATHIEENDBED ID #HTELET,

refresh AT REICHERNIZESITURTY,

IKEvl Effa<TUR

lasn ssomeic rozeers

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#my-identity F200

I:?DF%ﬁ

my—identity <B&® ID>

| NS A—4
e RENE | RERE | &mBEOfE |
Aggressive E—FTHERATHIEENDEHDID |&ZRK64XF |,
‘EE@D ERELES. oxys [BEAHE ‘

|:®$E€ﬁbﬁu%é
AZFIEHYFELA.

RPN

PPPoE M &3IZ.IP PRLRAZEHHTEIVE TONDLIBR YN T—IFNLTLVSIHEE. VPNE
TDIP 7PRLRAMBRREIZERETELREWL=H. D ZFBALTCHFERET IBENHYET, LIzH >
T.BE/#F DO ID #R#T 5 Main E—RDBEFITEIEILTET ., Aggressive E—FTDEIE
ETRSTEICRYET,

| KRB

HFRIDFRETIL. VPNETEHA TS ID OFREIC. CCTHRET HE (BREH1TIE"F2007) &
FICIEFEHRELAELE., IPsec DBIEFITHOIZEIITEE A,
FITELnet-F 1) —XESLMDIFE X, peer-identity AV R TR ET AHIELRIL THIDENHYFE
ERS

EEE—F

IKE RYL—EREE—F
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I nat—traversal

NAT-Traversal #¢REZFE AT HIZEICIEELE T, VPN E7ED@EREEFIZ NAT BEE1TIS
IL—ENFEET BEE L NAT-Traversal #EENEZI T,

NAT-Traversal #EEZ#{F AT BEE (L. VPN E7IZ KeepAlive /N YA EETIHENHYZET,
CNITRIE ED NAT JL—E2 LD NAT T —JILIERE R D-OICEHMIEBIET —2ZHES
B3=HTY,

Ft=. ZOOATUKR T, KeepAlive DEERIRLIEETEET,

IKEvi EFHavYVR

I %EHI 1 NAT-Traversal #aEZ T 5, KeepAlive DEERRE 207 &9 5

Router(config)# crypto isakmp policy 1 ‘

Router(config-isakmp)#nat-traversal enable alivefreq 20

| 55Ehl 2 NAT-Traversal A% EMAY 5 (RFCEHE—K)

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#nat-traversal enable rfc3948-also

I:l'?“/ reE=

nat-traversal enable [rfc3948-also [spoofed]][ alivefreq <NAT KeepAlive :%£{E[EFE>]

/354 =%

| X5A—5 | BENE | REHE | LBEOE

rfc3948-also FEE T D LIZLY. Initiator & RFC
ERPE—RE draft EWE—FD2DD VID &
Responder [Z1IRZELET .

Responder [FIRESMNT= VID LB EDRELY.
NAT-Traversal EI{EE—F %R EL (RFC FEHE—
REE) . RELT= VID % Initiator ~3BRILED .
RFC #HE—RTIE, NAT BET 5ER— % rfc3948-also
UDP/4500 ~#$ &1t . LIFED&E{SI% UDP/4500 |spoofed
TITWET,

draft ZEHLE
—RTEME
LET,

rfc3948-also™

spoofed ZFEE T H&ITHY. FHIZNAT THEE
HEWNGE TEHRBIAIIZ NAT-Traversal EN{EEH
CHSTENTRETY . T DRI, RFC EHE—RT
EELET,

NAT KeepAlive D& SRR (B #) EEELE
NAT KeepAlive |9, 1~300
E{E R off I ELT=35E . NAT-Traversal #8EIXHINT  |off
9 HY KeepAlive HEREIZEICIEYET,

5#
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¥ I\S5A—4 rfc3948-also. spoofed [, V01.10(00) LLfEH7R—b

|:®%i€ﬁb@u%ﬁ

NAT-Traversal ¥EEEZF{FRLEE A,

RPN

NAT-Traversal #EEXEHTHEE (X LTOHIBRAHYET .

Pre—shared key T VPN E#DIHE . Aggressive mode TODHR—KIHYET,
Main mode [EH7R—rLTULVEE A,
*set peer isakmp—policy T crypto map & IKEvl 7R —Z DT TLBEE (.
Main mode. Aggressive mode DM A THR—FLTLVET,
-RSA Signature T?D VPN D IHE | Main mode TODHR—MILZYFET,
Phase | ICHFHID AATELTIP PRLR"ZERTHILIETEEH A,
IDAATELTHERATEDDIELUTELRYET,
Distinguished name
*Domain name
*E-Mail address
*FITELnet-F 1) —X% responder | &L THERESE H15 A . VPN peer D IP 7RL ADHETE
(NAT RATAYIIZKYEIZ—E)LTLTHZD IP TRLREFRTE LAV TS,
center(config-isakmp)#peer—identity address 158.202.x.x —> X
center(config—isakmp)#peer—identity host f200no1 —> O

- WAN I 7RLADTRE (TLwY ADSL 7RLRAEMEI L) DIBE(Z(E VPN NAT (XEHATE
FH A

LeFosE

tHFE NAT-Traversal #FeEFRHTOIVLELAHYET,

fEEE—F

IKE RS —E&EE—F
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I negotiation—mode

IKE (Internet Key Exchange security association) Phasel DRI T—L 3 EF—REEELET,
Phasel DRI IT—3 F—R(ZI&. Main E—K & Aggressive E—RAHYET,

refresh AR RRICHZNICARHITURTY,

IKEvi EFHavYVR

e wainz—rcmmss

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#negotiation-mode main

I:l?‘/ FEHX

negotiation—-mode

FIoT—23VFE—

I ING A—A
L ks5A—5 | BRERE | BEEE | EBEOE
Phasel ORI IT—a 0 E—REHEELET .
FIdT—2av ‘main ‘Main EF—K ‘ main EBEEART

E—K

aggressive

‘aggressive ‘Aggressive E—F ‘

|:®$E€ﬁbﬁu%é

ARATT—RIZIP TRLUADFZREMNEITNIL, aggressivemode TEIMELET

IMain E— F & Aggressive E— F

Main E—K . Aggressive E—F DML LTDESYTT,

Main E—F

BESIUVHFD ID #REMEEIL) THIENTEET, =1L ID HEF
BEESNTLESDT. D IZKDBFDEEETHIENTEE A,
BEVVDOHEFOBTEFIEBD IP PRLRIZEYETOT . WANEID IP 7
RLRABTREDHETIE. FRTHIENTEEE A

$CPPPoE T4 IP BEIE RS BHTEE IP” AEYHBTONET

Aggressive E—F

BESIUVHEFOD IZKY. HFEFHELET ., LI=A>T. WAN Bl IP
TREULABRTEDHRETEH. VPN BIEFITHEIZEMTEET (EbLh—
HIZEED IP FRLAHDRKE),

*IPsec [X PPTP EBIEY” H—/N\-U5ATF7 L8 TIEHYFEEFA

fEEE—F

IKE R —R/EE—F
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I peer—identity

VPNET7®D IP PRLAELLIFK, RRMNEERELET .
RARE (X, Aggressive E—R D Responder DIFE1Z, HHFABFHL TS ID ELTERLET,

refresh AT REIZHRI-ABATURTT,

IKEvl Effa<TUR

IEQEWJ 1 WNE7Z®DIP7KFLXIZ, 192.168.100.2 #E&E 9 %

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#peer-identity address 192.168.100.2

LEEpl2 VPN E7DRR A& LT, “center EHRET D

Router(config-isakmp)#peer-identity host center

Router(config)# crypto isakmp policy 1 ‘

I:l?‘/ FEHX

peer—identity address { WANE7Z®DIP 7 KLRA | KAAL VR |}
peer—identity host <VPN E7 DR &>

I INTG A—4H
[ R5A—4 | BRENE | BEEmE | RO
IPv4 7RL AR
VPNET7®D . . i = o~
P PELZ VPNET7®DIP PRLAZRELET, IPv6 7RL 2 HBEEART]
=
VPNETEEABTRELES. | oo | CESCL
RASUBIvE [RAVBTIRELEBA I, KAVE | . " .
Bl o u - |v4 v, v6 ZEIRLT-15
| V6] 0)% ﬁUﬁﬁF;k& v4, v6 0)&"5'0?3"(“179 6><2 &% ﬁ ¢% --'—ﬁn
INEET B ENTEET, v 19wy R
RETWET,
VPNET7® |Aggressive E—FTERTREED %K 64 3XFD LT
RARE VPNE7Z®D ID #/ELET, EHTFIEE

M1 RAVBELTRETEDINFIX, 121 XFFEFTOARNXEFE A~ 2), IMXFE (a~ 2). ]
FO0~9. NIV ) FIFODAHMNEETEET,

32 vpn enable ELEDTWNBLUATT—AT vh & ve BNERNZHE->TNRIESIE. va &Ev6 )
EELICRRIMBREIEIMEETIVHELDBYET,
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|comeznbusa
VPNET7 DT AT T4TA1EHYFEL A

| EFossE

Aggressive E—F TIE#i 9 5156 . HFAIDZRETIL. VPN ETZH AT S ID DREIC. T
RET HIEGREH 2 Tl "center”) ERICIEZEERTELLELVE, IPsec DBIEZITHEOIZLIITEE A,
FITELnet-F 2 1)—XESLNDIBE L. my-identity IV KR TERETHELRILTHINLENHYET,

IRz 212D T

CDRARE L. Aggressive E—K T Responder DIZE(Z. HFEHIEHML TS ID ELTEASH
*9,

EEE—F

IKE RS —EREE—F
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I peer—identity distinguished—name

FEF DIEBAZE® DN (distinguished name) ZEXELE T .
refresh AR RRICERNIZHEHAT VR T,

IKEvl Effa<TUR

I%EM1 tBFE®D DN & LT, C=JP, 0=furukawa, CN=honsya ZE&E 3 %

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#peer-identity distinguished-name C=JP,O=furukawa,CN=honsya

I:?DF%ﬁ

peer—identity distinguished—-name <DN>

/354-%
K5 A—5 | BENE T | amEOE |
DN BED DN EIEELET ., B 128 XFOEKT |[LIEFH |
¥ peer-identity distinguished—name #&§& 9 SR, XFIDMICAR—REAN X TEER

TREIFTHEFREA AR—RZE V- TEEL TS,

|cogEzabings

tH5F% DN TEREL T S LETEEH AL

fEEE—F

IKE RO —ZEE—F
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I re—establish—sa rekey

Phasel @ SA @ Rekey BI{EZITLVET,

refresh AR ZICHERNIZESITURTY,

I SR 1 Phasel @ SA @ Rekey IEF 4TS

IKEvl Effa<TUR

Router(config)#crypto isakmp policy 1

Router(config-isakmp)#re-establish-sa rekey

I:?yF%ﬁ

re-establish-sa rekey

/354-%

INTA=BEHYFEE A,

|:®%E§ﬁbtu%@

Phasel @ SA D Rekey BI{EZ{TLVEE Ao

EEE—F

IKE R —EZEE—F
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I release security—association

WAN [EI#R LIETESE(Z, SA(Security Association) & d oM., TDEEFHRITHEFHRELET,
refresh A RRICERNIZHEHAT R T,

IKEvl Effa<TUR

lem wanmsmsmce. sazmmss

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#release security-association

I:?yF%ﬁ

release security-association

/354-%
INTGA=RIHYFEEA.

|:®%E§ﬁbtu%@
SAERMET . TOFFHLET,

EEE—F

IKE R —EZEE—F
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I release session addr—changed

IKE N9 DY—RAFRLAEILDHERZITL., Byl a A RICERAL TNV -EETTRLRE,
INDBHEEFELLIELTILVS IKE NTYRDEEFETTRLANELGS>TULVI5E . BET S SA
(Phase 1. Phase 2 #I2)Z 3 X THIBRLET .
EBRPIZCEETTRLANELT AR (MERICEYBIRIEEHRAETIL T 2B/ OBIZERLEY,
refresh AR RRICHZNICADHITURTT,

IKEvi EFHavYVR

lasn 79 bov—27 FLREROBRESRS

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#release session addr-changed

EESAS &

release session addr—-changed

|/\°5x—9
IRSA—RIEHYEE Ao

LoogssibuLga

IKE /13 YrDY—ATRLARAZEILDHERZTLVEE A
=, L TH SA ILBIBREShEE A

| ®eE—F

IKE RYL—EREE—F
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I source—interface

IPsec hYRIVEHEILT D IP FTRLRAMNBRESN TSIV AT—RABESEHBELET, ZIELI-
IKE /37y hDFEFE IP FRLAN—HLEWMESIEEZY IKE R —EFRALEE AL
source—interface I EXEAT AL, ETHORYI—IZERELTLEELY,

VRID 2§E 95 &IZ&Y . VRID [2ZvF T 5 VRRP PRLAZFEALET . COEF, VRRP X 7—
ZZHY Master LISLTl&, IKE /3 YR DREEEITHEWVER A, £, SA FRH>TLVDIRET VRRP
A T—HRAN, Master LISV EFELT-15 S . Phaselll SA DHIRZEITLVET,

refresh AX U RRICERNIZHEHAT R T,
IKEvi EAHaTUR

IEQTEWH EEXT RLRAZEWN 1 A V3 —D 1 —ADT7 KLRIZEELTHEIET D

Router(config)# crypto isakmp policy 1

Router(config-isakmp)# source-interface ewan 1

EESAS &

source—interface <4 % 27z —X%&> [ VRID ]

I IND A—A

XS5 A—45 | BRERE | OBEEmE | ABEOE

LB TI—R IPsec FRILEFEILTBHIP PRL R |ewan 1~2

£ ELT.BELI-AVATT—RAD P |vlanif 1~100 HBREART]
TRLARZEHERALET, loopback 1~16*
IPsec R ILEREML T D IP PRL R

VRID ELT RELIAVETI—AD 054 VRRP 7KL 2%
<VRID>IZYYF 9% VRRP 7KL X% FRLEEA.
FEARALEY,

X1 E&SE&GER loopback 1~16 [% V01.17(00)LL[&HHR—k

|:®$E€ﬁbﬁu%é
VPNETF7ELBIETBAUETI—AD IP PRLREZEETTRFLRAELET,

fEEE—F

IKE R —R/EE—F
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tunnel-route

IPsec BIEICHE VT, AIEE M Aggressive E—F D Responder E7E2T=HB &2, VPN ET7ADE
BIERET—IIVICEHFETHIGEICHEELET .
ZDIBE.VPNEFZAD NextHop HEEDHETHEELET,

tunnel-route MEZRTFEZLT-2EE T crypto isakmp policy @ peer—identity distinguished—name ZE% €
3B & tunnel-route NEMELEHE AW

crypto security—association E—RF T, X E 9 5 tunnel-route AV RIFEE(CHLIDLAKRET
ERVDIZHLT, KOYURIX, peer BHAITHRET HENTEFET,

ROTURMNEFETFESINBE. crypto security—association E—F TERTE SN TLVS tunnel-route %
UREYEBEMIZHAINET,
refresh AU REICHERNICHESITURTY,

IKEvl Efa<UR

REH 1 PN ET~DREWIFEHREEHRT S (NextHop 1F 192.168.100. 1 &9 %)

Router(config)#crypto isakmp policy 1
Router(config-isakmp)#tunnel-route address 192.168.100.1

I REH2 VPN E7~ADRHRIEHRZEZEEXT S (NextHop (& PPPoE#1 &3 5)

Router(config)#crypto isakmp policy 1
Router(config-isakmp)#tunnel-route interface pppoe 1

I:l‘\?‘/ FEH

tunnel-route { address <IP 7 KL X> | interface </ >2 27 —XEZ#}

I INTGA—A
| K5A—4 | BRENE | REEEE | AREEEO{E
P PELZ VPN E7 ~ DR EHRE Z KL . NextHop @ |[IPv4 7RLRAF
TRLREBELET . =
LR
1L572—=2 VPN EF~ORBEREBRL Nexthop @ " |
& 18I 1—REBELET . S
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| courznbuuga
Aggressive E—R M Responder DIHE TH, VPN E7ADRKIFMREEZFZLEE A,

L An-0n8sE 2

Aggressive E—RTIL, IP 7RL X TIE#HK ID THRIETES7-8. Responder Tl IPsec DI
I—2aVMRESTHLHEFD IP FRLABROLMNBEWNSI T —ABHYET,
CODHEE.HF(PNET)D IP FRLANDERIL. (ZLDIHZHE) T I+ ILML—KILizA>TL
FOEITHYFET,

COATURIZT, FEHH LA VPN E7 A DREERIEIRD NextHop ZHEEL THE. TIAILML
—hEITESRETEREZTHISENTEDLIILRYET,

fEEE—F

IKE RO —ZEE—F
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I Phase2 7R!) o —MDExRE

anti-replay

IPsec J@IEWFD . Replay Attack BHEMEREICDWNVTEHRELE T, KOTURALELME S (L Replay

Attack EATEEIND/INT YN EBRELFET . disable FERETHLIZKYENLD /M ybERES
hij—o

FERATHERICK>TIE, NV DEIFEFEIEFHRIER T DLITIRENFKEAL . Replay Attack &5
BLTHNYIMNERELTLEWN. RIL—TYMDEBETHARET LI EAHYET,

show vpnlog AY U REEFTL T, B4 (Z Replay Attack AR RENDEITHNIE, AaAYUKRT
disable ZETREIZLY ., AIL—TYFDHENHNBEENHYET,

X 11)T14%EEL T Replay Attack [HEINFETHNIL. BIEKRICH LT disable [CERELT
Q- AN

refresh AU REICHERNIZESITURTY,

IKEv1/IKEv2 o< R

Iéﬁiﬂﬂh Replay Attack BhfiIi#REZ(EIL LT, £TO/NT7 Y FERIET S

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#anti-replay disable

I:?DF%ﬁ

anti-replay < Replay Attack %%E>

| NS A—4
[ k5A—m | BENE | BEEE | AREOE
Replay Attack |25 29 D/ N\ yhEIREST HME
INDEEELET,
Replay Attack £% | |lenable "
E enable Replay Attack IZE2 29 5/ YEHE | |disable LLn
ELFET,
disable |£ T/ ybERIELET, |
| cogEzabilngs
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I Replay Attack BhfEHIEEEE & (£ 2

Replay Attack BAfHI#REE (L. ZIELIz/ T YD —T U RBENDHRKEEZREL. TDEERE—
HLLEZEDEIYINSG— T RBEEZELILEEIC. NI EBRET HHMEETT,

=1L, *yb D —OEEDORZR L. ESP JL—LANBEDOYDRIREMEN H D=6, ZIELT-
Sequence Number DE KEMNH—EDH (KREETIL 32) (IZEF-KZEZEEL. TOEED
FF N TERZIEDISZ AL Replay Attack error ELTOREIIITHICEEDZENEEZTLNET,

EEE—F

VPN ZL Y 2% EE—F
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I crypto map (KRR TEE—K)

VPNET7EDELIRAERDIUN)ERET H5IZ. VPN ELIFREE—FIZBRITLET,
BREDEIL. ELYEEH,. O — U RABEEEELET,

refresh AT REIZHRI-ABATURTT,

IKEv1/IKEv2 #@Ea< R

IEEE@H WNELIFBEEE—F (ZLY 2%&%: Tokyo) ISBITLFET.

Router(config)#crypto map Tokyo 1
Router(config-crypto-map)#

I:?DF%ﬁ

crypto map <LV 2 &> <O—H VREE>

|,\°5x—9

L RTA—H | BENE | BEEE | AREOE
VPN £L o8N ZHERELET .
PPPoE A2 A7 —REREE—R/EWAN 1237 [l K 16 XF |,

CUOSER | BmEE_KT.EATA VPN LLOSEE OxgE (DT
ELET DT, hHUPTVEIRIL TR,
S—HURBEERELET.

—lroRES BICERALE T URABSLRILESZEEL |1~2000% (HEEFT
THEATHEURIREL-NEE L EBELET,

XK= AES 1~2000 (&, V01.13(00) LU EH7R—k, FITELnet F200 Plus TIX R EFEH L
THEZ. FITELnet F200 TIXERE&HE G 128 TN DA EH.

fEEE—F

EABZEE—R
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| crypto map (B4 5T1—RBEE—F)

AR —RIZREATT5 VPN ELOSD MAP 25 E&LET,
VPN L2 %1%. crypto map AY KT, VPN ELISZHREE—FRIZBRITLT.EZELET,

refresh AT REIZHRI-ABATURTT,

IKEv1/IKEv2 #@Ea< R

I%EM1 EWAN1 4 >4 2 —XIZ, MAP 4 (Tokyo) D VPN £ L 4 4 3t isft+E 9

Router(config)#interface ewan 1

Router(config-if ewan 1)#crypto map Tokyo

I:?DF%ﬁ

crypto map <t L4 2 LF>

Ls52=%
Rerery BENE BEME | RO
‘tl/7’5¢%$7‘]'\ ;ry;_to map AY R TIRELI=ELI2EMEEEL ‘_ LT ‘

|cogEzabings

CDABTT—ATIL. VPN(IPsec) ZFRLEE A

fEEE—F

EWAN /81— RBFE—NK
PPPoE /A7t —RAREE—F
BAXNS—A B ITI—ABEE—K
IPsec {2 B IT—REFEE—F
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I ipsec access—list

IPsec DELIAEHREEELET .

refresh AT REICHERNIZESITURTY,

I HEHI1 2TO/NT Y FEESIET S

IKEv1/IKEv2 #@Ea< R

‘ Router(config)#ipsec access-list 1 ipsec ip any any

IEQEWJZ 192.168.100.0/24 — 192.168.200.0/24 3ED/N7v hZEHEEIELT B

‘ Router(config)#ipsec access-list 1 ipsec ip 192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255

LEEh 3 TP /iy y FOHEELT S

‘ Router(config)#ipsec access-list 1 ipsec tcp any any

LE&EEhla 2oy y FERSELZL (bypass)

‘ Router(config)#ipsec access-list 64 bypass ip any any

|&Ehis BRREY Y FERSELAL (bypass)

bypass T local 8 €9 %15 & . FEED K3 crypto map ZERFEL T, BTRMIZA AT — A EDRT

FEITODENHYFT

B8, local IEEDIZE . 1 DD crypto map ZEHD A AT —RITHF(FHIEIETET (ipsec.
bypass fEEEDELLY) , AR TT—AMNELDIHEIZIL. BlD ipsec access-list & crypto map (295

DELBYET,
Router(config)#ipsec access-list 61 bypass ip local any
Router(config)#ipsec access-list 62 bypass ip local any
Router(config)#
Router(config)#interface ewan 1

Router(config-if ewan 1)# crypto map bypass-1

Router(config-if ewan 1)# ip address 192.168.1.254 255.255.255.0
Router(config-if ewan 1)#exit

Router(config)#

Router(config)#interface ewan 2

Router(config-if ewan 2)# crypto map bypass-2
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Router(config-if ewan 2)# ip address 192.168.2.254 255.255.255.0
Router(config-if ewan 2)#exit

Router(config)#

Router(config)#crypto map bypass-1 61
Router(config-crypto-map)# match address 61
Router(config-crypto-map)#exit

Router(config)#

Router(config)#crypto map bypass-2 62
Router(config-crypto-map)# match address 62

Router(config-crypto-map)#exit

I:l?‘/ rFEH

I

ipsec access—|ist <ipsec—access—list ZE> { ipsec | bypass | discard } <7A ~
a)LESE> {any | local | host GEETT IP 7 FLR> | GEIEFTIP 7 FLRY GE{E
st Wildcard ¥ X2 > } [eq <TCP 7/R— +&EB>] [eq <UDP ;R— +&FES>] { any | peer |
host <GB IP 7 FLRA> | BB IP 7 FLA> <3E%k Wildcard ¥ X%> } [eq <TCP 7R

— F&E>] [eq <UDP iR— F&BEBD]

\TA—4
| Rk5A—m | BENE | RE#EE | 4REOE
TNTNOREDEBEZEELET . F
ipsec-access—list  |fz. COEZIL, VPN ELOZDEEEEL |, P
%5 ThHEREhES s anEemE |20 G
EhAELY)
EEEXR. BBEXR. BEXRDOLVG
nhEEELET, .
psec | bypass | |[ipsec [IBIENRET S s P
discard ‘bypass |iﬁi@ﬂ%c‘:'¢%> discard
‘discard |J§ﬁﬂ%c‘:'¢é
JoraLgBLLE, TOraLBEEE
RLET,
liomp  [ICMP iemp
: ip
Joranms (P[P top HIEAT
‘tcp |TCP udp
udo  [uDP 0~255
0~255|7OraLBESEETE
BNGA—R(FRLRAROR—IEBLLE)
- T.[2TIEEETSHHE I any"Z AT an -
v LET. Y
L OAERELTHFISRANT 5158
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[%. IPaddr=0.0.0.0 Mask=0.0.00 CiB&IL %
9,

local

BRREN\TYNIETETH5E1E.
“local"Z§ELET . EWAN TFRLRA%[EH
EHRELTWDIEEDAERTRETT .

local

EET/IBETRLRELTRANPRLRE

&9 % UDP R—ESEEELFET

~65535)

fost T AIBAICOITET, fost )
BIETIPFRLR [RIETTFLRAEEELET, IPva PRL AT |&BERTT
1E{ETT Wildcard ¥ i EETT 7 RL AZEFIEET H1=0IZ. . SO
29 Wildcard T RZEEFELET, P TEL RS | ERAE
BEEIPFRLR  |[FEETFLRERELET, IPva PRL AT |&BERTT
SE5E Wildcard ¥R |SESETRL RAZEFHIEET 51=0HI. . S
7 Wildcard T RZEEFELET, P TEL RS | ERAE
o VPN ET73EZIEE T DIGA L. “peer %15 cor

: ELET, .

o sem | ZARILT tep ERELISAIC. MR [TCPR—FES O |,
TOPR—tES | 47 ToP K—tBEEEIERLES. | ~65535) EHRA T

=7 ” =1 o =N Fe— =

UDP A— B2 TObIL T udp " EHEELIZIH AT, R UDP R—FES (0 SRR

XES 1~2000 (. VO1.13(00)LLEEHAHR—I, FITELnet F200 Plus ClXBEHE L THER.
FITELnet F200 TIXEXEEE S 128 TV DHEHZ,

|:®%E€ﬁb@m%ﬁ

EEE—F

IPsec HEREE AT D LT TEF A,
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ipsec transform—set

IPSEC SA/CHILD SA MR —ELT BEAETILTY XL, BIEET7ILIAYALEERELET,
BTV X L, BT LTV X LIFERIEETHENTE EHIEELZGAERTL T

—*/EIJH%IJFE*M)? EEITVET,

BHOIREET BB payload ADESIE AL, IKEVI, IKEV2 TENZNLUTOHRIZHEYET,

IKEvl DIE&EFFRELIBICIRELET,

EEAETINTUR L, BT ITYVXLNEICEHREINTOSIGEIEX. BESETILTIRLE
BELTRELET,

IKEv2 DIBEEIL. BE1E7 /LT X Lk AES,3DES,DESNULL DIEIZIRZEL. B 7ILTY X L%
sha—256,sha—384,sha-512,shal,md5 DEIZIZRELE T,

CBQ &> THEFHIEEITIHSE . ipsecif TOFHFAETHEAT S ICV ROMIEMBIZTI74/LE
T12 3 REHEHTVVET,

LA L. sha256,sha384,sha512 @ ICV Kl 12 /NA+FTHULND T, LEIZIGE LT qos frame—length-
offset THHIEEZIEEL TSN,

FNENDOTILTIXLTOICV RIESTEDEYTT,

*HMAC-MD5: 12 /NA

*HMAC-SHA: 12 /A (k

*HMAC-SHA2-256: 16 /\A k

*HMAC-SHA2-384: 24 /\A ~

*HMAC-SHA2-512: 32 /N Ak

FITELnet F200/F200 Plus &, #82{® Phase2 /R —% R ETEE T DT, & Phase2 R1JT—I(Z
[&. Phase2 RS — & MEZRTELET,

Z @ Phase2 /R —Z &, EEICEDELIAERICHLTHERTHHDIEEICFEALET D
T. hhYDOTNEZIREL TS,

refresh AU RRICHZNIZARHITURTT,

IKEv1/IKEv2 #@Ea< R

FREHFI 1 IKEVI DR — (R &—2BFF - P2-POLICY) & LT, BESIEAX :
AES (256bit) . FREE7 /LT ') XL : HMAC-SHA-1 &% 9 5

‘ Router(config)#ipsec transform-set P2-POLICY esp-aes-256 esp-sha-hmac

FEFI 2 IKEV2 DR — (RY S—ZFR - P2V2-POLICY) & L T. BEESIEA : AES,
FRRE7 /L3 ') X L : HMAC-SHA-1 = &% 9 %

‘ Router(config)#ipsec transform-set P2V2-POLICY ikev2 esp-aes esp-sha-hmac

I:l‘\?‘/ FEH

ipsec transform-set <m!') >—4£&> {KIKEVI BEEL7I/LT 1 X L> [IKEVI EBEE7I)LTY)
X L] | ikev2 <IKEv2 BEBS4t 7)) X L> [IKEv2 ZBEE7 /L3
) X L]}
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I ING A—A

INT A S . N3 10))

Ry — | .. 16 XFLIRDE i~

BT U B LT bDYRT DB HERELET, |y [
IPSEC-SA DIEBL7IL TV X LERELET
|esp—des |DES A=K esp—des

IKEv1 BS |esp—3des |3DES AR esp—3des

ST e : esp—aes—128 .

27 ||esp—aes—128 |AES 128bit 4 <
L)X | | esp—aes—192 A
L |esp—aes—192 |AES 192bit esp—aes—256

|esp-aes—256 |AES 256bit esp—nul

|esp—nu|l |H§|‘1=?1BL73?L‘

IPSEC-SA MR 7TV A LERELET,

|esp—md5—hmac ‘HMAC—MD5 TILTYX Ls
- |esp—sha—hmac ‘HMAC—SHA—1 TILAYX L esp-md5-hmac VG
o s [HMAC-SHA2-2 =)y -sha-h
SE7JL  ||esp—sha256—hmac™® L oS 6 7NLAUAR :zp—zh:%gjfmac MD5 T
SUZ L e [ BfELE
w2 s [HMAC-SHA2-384 7)LT1JX | (SP7sha mac |-

esp—sha384—hmac™ I esp—sha512—-hmac

. _ _ \\I o~
esp-sha512-hmac’® HMAC-SHA2-512 7JL3a1)X
N

CHILD SA DEESE7IL TR LEEELET,
IKEV2 B5 |esp—des |DES AR esp—des
%HE'T N |esp—3des |3DES A= esp-3des BEEAT
JLaYX - esp—aes
IR |esp—aes |AES AR esp-null

|esp—nu|l |H’é‘%1|§b@?b‘

CHILD SA MFEEE7 LTV X LERELET,

lesp-md5-hmac  |HMAC-MD5 7 LT X Ly
e lesp-sha-hmac  |HMAC-SHA-1 PLTURL || e e
. Rty ) - - = cha—
ST |fesp-shazsb-hmac? ||| o e co0 FIVIUR lesprsa tnac gy
YR L e e | THIEL
#1 s [HMAC-SHA2-384 7)LJ X ||®SP7sha Mac g4

esp—sha3d84—hmac”™ L esp—shab12-hmac

) - - Jyx
esp—sha512—hmac™® HJ_\MAC SHAZ-512 7 LU R

¥1 /854—4 IKEv2 BEE{L7ILT1) X L IKEV2

k

¥2 INSA—AR IKEVI lES{EF7ITUX L, IKEVT §

VO01.12(00) LAREHR—k
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X3 FREE7I)LT1) X L sha—256,sha—384,sha-512 [%. V01.16(00) L&Y 7R—
BRKIVMN):64 TR
LoogrsiibaLiga

IKEv1 TIXREE1E7 /LT X L :DES, FBEE7 /L3 X L : HMAC-MD5 TEI{ELET,
IKEv2 TIIRESE7I)ILT 1) X L :3DES, $25F 7 /LT X Ls :HMAC-SHA-1 TEIELE T,
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I map—type—dynamic

VPN L Y3 R A F3y oLy ELTHERALEY,

BAFIVIELIAEIE. FUHERECTHENLODREIZH > TREFTSIEOHDELIEELY
Ex I

1 DDELIEATERD Y 3V Z A TEET,

BAFIvoeLIEERNSREES . LTO#MEEEDFRIEER Y R—rREYET,

-IKEv2

‘IPsec DIRIHFTRLAM IPv6 FRL X

- Aggressive mode

BAFIVIRLIATERTER)—IFEBT—DEFELYET,
BAFIvoEL IR EYERRIREAR Yy aV ER K TlMPsec Lyl ar D UNE AT EER 1 &
BE—&EYET,

refresh AU REICERICE ST VR TY,

IKEvi EFa<T R
V01.17(00) LB AR—

I REHF 1 RELTLVDcryptomap ZF A4 FIv o tLI B ELTHERAYTS

E

Router(config)#crypto map Tokyo 1
Router(config-crypto-map)# map-type-dynamic

< REHK

map-type—dynamic

I/i’%)‘—@

INTGA=RIEHYFEE Ao

DREZTOEVNGE

VPN ELJAZBEDELIZELTHEALET,

BREE—F
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I match address

BBt TH/ N yrERELET .
INTYRDIEET-BHETRFL R, ipsec access—list AV KR TIEEL. match address AT KT
[&. R 5 ipsec access—list ®EEHELET .

IPsec TEZITIDTHNIE1st/2nd 1A T IV ITTALY VPN £y T7 YT VPN 2B EEZLE
ERS

1st/2nd D 2 DD crypto map Z1HAKREL. LLIABS(FXR—DBESEFIRELET,
Fr= . TETERT 5 crypto map [Fih T . 13— T1—AE—FIZTEE TZTHEHE T EL
UEEA.

IPsec BRI EITID THNIE multi-path 1A T avEHRTETELET,

(DEAEDHRTE(ZIEbalance IA T3V HFERALET)

multi-path @ 2 DM crypto map Z1HERXEL., LL VB SIEIR—DESEIEELET,

F-. AR OB TERT S crypto map [FihT, 10 F3—T7 1 —RAE—RIZTEER (TZ{THEDRET
NIERYELA,

1$ . IKEv2 Tld IPsec TR AU IPsec BRIAEEYR—FLTLVEE A,

refresh AU RRICHZNICARHITURTT,

IKEv1/IKEv2 $Eav R

I EREHI1 192.168.100.0/24 <-> 192.168.200.0/24 #K§E1Ld H/\7rv & LTHEET S

Router(config)#ipsec access-list 1ipsec ip 192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#match address 1 1st

I:l‘\?‘/ FEH

match address <IPsec access—list &8> [1st | 2nd | multi-path [balance 0-10]]]
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I ING A—A
L NS A—5 | BENE | BEEE | AREOE
IPsec access-list |RFS1LT %/ V7 ybEL T, IPsec accessist &S |, | Py
&= EHEELET, (~20007 A
IPsec LREITOGE X, 1st F£=IE. 2nd Z5ERL
EX 8
IPsec BN EZEITIEE . multipath balance
0-10&RLFES,
et IPsec TLRIEBRED A/ U EIFFFIEELE 1t Psec TTEA
1st | 2nd | multi— ER ond BexEAELL
?gﬁh [balance{ g 2nd IPsec EE*%-QEO)/ §‘777‘y7@$7§§$5 multi—path L\tl/b’;'l[:fd:
ELET, balance {0-10} |YUZET,
gﬁr Psec B BEITIHEEELES .
balance | B1TRI B Z. 2O SA [/ V4 y bR
010} (YR IT5EI5%RELET,

¥IPsec access-list &S 1~2000 (. V01.13(00) L&Y 7R—I, FITELnet F200 Plus Tl&£
TR L. FITELnet F200 TIXEREHE D, 128 T M) AMEAREE,

Loogzzabnugs
IPsec ZFHTEEE A,

fEEE—F

VPN L IARFZEE—F
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I mode

IPsec BIEZXITOBEDAEE—FEZHRELET .

FSURAR—FE—RDIGE . LT OHEEEDHAERYR—

-IKEv2
*sa—up route

IPsec DIRIHT KL RHYIPv6 7RL R

refresh AR RZICENIZLESITURTY,

I EHI 1 @IEE— K% transport ITERET S

bEGYFET

IKEvi Efa<wUR
V01.16(00) LB AR—

Router(config)#crypto map Tokyo 1

Router(config-crypto-map) #mode transport

I:l?‘/ FEHX

mode < I[Psec MBEE—F >

| IRTA—4
NS A—4H BHANES EREEH | HEREFDE
IPsec MBEEE—FZHRELET,
Psec DEISE—F ||tunnel LE—F | e e [EETA
|transport ‘I~5‘/ZTI'3—I~:E—F ‘

| coszeabuusa

P RILE—FTEMELET,

EEE—F

VPN LA EE—F
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I set peer

EHTELTULVS crypto map M SAZFEILT B VPNETFDTRLRAEIGHRANESRELET,

refresh AR RRICERNIZHEHAT VR T,
IKEvi EAHaTUR

I HEF 1 BELTLScryptomap D VPN E7%#7192.168. 1. 17IZERET S

Router(config)#crypto map Tokyo 1
Router(config-crypto-map)#set peer address 192.168.1.1

! HmEF 2 FHELTULS crypto map @ VPN E 7 % "vpnpeer1”IZERET 5

Router(config)#crypto map Tokyo 1
Router(config-crypto-map)#set peer host VPN1

IEQTEWB BELTULS crypto map &£+ 5 IKEVI K1) o —% " isakmp policy 17129
%)

Router(config)#crypto map Tokyo 1
Router(config-crypto-map)#set peer isakmp-policy 1

I:?DF%ﬁ

set peer address { WWEZDIP7ZKLR | KASLE }
set peer host <V\PN E7 DR +&>
set peer isakmp—policy <policy HFE>
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RS A—5 | BRENE | BERmE | AREOE
VPNEZ®DIP 7RLR, FllER AV & ¥ %
BELEY, IPv4, v6 7KL
KERYS—REE—FTHRELIZVPNET R HEEAA]
DIPFRLR, FFRAV B ERLTHD |FASUE*
DEAHYET

VPNET7DEMEEBELET,
IKE RS —BEE—RTHRELI-VPNET
DD ELRELCTHAIDELHYET

FRATSIKEVI RS —DBEESEIBELE

ER

policy BB FEBNT 1 DEFERIERY,

EE D crypto map [ZT. NAT Main E—F

BREZEIToII5A . crypto map HEEH—F

INSWIEZIT DN ERY , ZDMIEESE

BYET,

NAT Main E—RFEREZTO>TLVELMEE.

crypto map HEE N —BRXEVWEZFHES

LBYET,

M1 RFAMVRELTRETEDXFIE, 121 XFETDRXF (A ~ 2), INXF (a ~ 2). B
FO~NNMI72 ) FYNMODHNRETEET .

%2 /1N5A—43 policy B S, V01.16(00)LLEHR—F

VPNET7DIP 7
KLR | KA 4

VPN E7 DHRR
B

BK64XFD

yrme |DETH

policy HH*?

1~1000 HEEAT]

| coszeabuusa
IPsec Z{ERATEEF A

I/-kx FZIZDNT

CDRARE L. Aggressive E—R T Responder DIZE 2. HBFIBEIL TS D ELTERAESNET,

EEE—F

VPN EL IR/ EE—F
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I set pfs

PFS (Perfect Forward Security) Z1T7% 5812 Diffie—Hellman #8233 #1 & {#E AL 1= Oakley EFE(Xh
SEEE L MiEFERLEY,
Z DT KRIE Oakley Group Z¥§ELE T,
Diffie-Hellman Group [Z[&. 1(768-bit) ., 2(1024-bit), 5(1536-bit), 14(2048-bit)(D 4 FEEEMNHYE
95,
IKEv2 THEHEDIRELE T 5154 payload A TIX. groupl14, groupb, group2, groupl DIETIRELET .
refresh AT RZICHERNIZESITURTY,

IKEv1/IKEv2 #@Ea< R

I SREWH 1 PFS {EFREFD Oakley Group IZ. Group2 Z{FEAT %

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set pfs group2

I:?DF%ﬁ

set pfs <DHZ)L—

| NS A—4
K5 A—4 | BERE BT HREOE
groupl
N . N e group?2 e
DH %' )L—7 |Diffie-Hellman ¥ JL— & EZIEELET, aroup5 HBEEAFTA]
group14

Loogssibulga

IKEv1 Tl Initiator &75 5154 . PFS #{E AL EH A, Responder £75 A5 & (L. Initiator MBS DR
EAH Group 1. 2.5, 14 THNIE. TNEZITANE T,
IKEv2 Tl PFS Z{FALEH As

IPFS ElE?

Quick Mode F—MERENB-ULIZF—DBERXHEER T B Internet Key Exchange (IKE)D F|IE
TY, Ff=. TORIZF—DKEX(Groupl or Group2) #EELET .
X2 T DETIEIREEGYFET A, F—DOXKBICERAMNDIRALHYET,

EEE—F

VPN LA EE—F
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I set redundancy

AR TRIEMNE FELLEST=IB AT nexthop PRLAZFERAL T, /Yo7y T7lIZ crypto
map CEED TN S-tLI2EETIZRLTIL—MEREEBMLET , 1=12L. crypto map & ewan
A-DIZRELTHEAL. PRLRAEY =TI THRELTLAD THMNIL, redundancy address 5% 7E
[E T HETI M. dhep/pppoe/dialer DG EITHFICEREDHEIIHYEE A,

F 7=, delete message ZERTE T A EITKYN\YITYTRIEMNOAN U EFRIZEIRT HEEIZ, /Ny
H7 9T DETIZxLT. Phasel,Phase2(In/Out)?) delete message ZEELET,

Z{EM@E 7L FITELnet-F V) —XRETT,

IKEvi EFHavYVR

I REF 1 NV Ty THICEERT HRBEIEHRD next hop 7 KL X% 192.168.50.3 123 %

Router(config)# crypto map 1

Router(config-crypto-map)# set redundancy address 192.168.50.3

EESAS &

set redundancy {address <A.B.C.D> | delete-message-send}

I INTA—A
e BRENE | BERmE | EBEOE
address INYITITETIESMFD IP PRLREFRE [IPv4 TRL AR SR
<AB.CD> LET, =
delete delete-message ZiE{ELFET delete” BT
message—send message—send

|:®$E§ﬁbtm%@
IPsec TRIEEEHAERATHENTEEEH A,

EEE—F

VPN L IAZREE—F
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I set redundancy distance

A SABERIZ, 1\ 7y SA [THIBDLBED /NI 7y TIRIBD distance EZZRELET .

IKEvi EFHavYVR

I REGI 1 Ny Ty TEICEFT HREBIFROD distance EZ 10129 5

Router(config)# crypto map 1

Router(config-crypto-map)# set redundancy distance 10

EESAS &

set redundancy distance <distance {E>

I INGA—H
[ R5A—4 | BENE | BERE |AREOE |
‘distance & ‘/(‘777‘775@%0) distance fEZERELEY o ‘1 ~255 HBREA ] ‘

|:®%i€ﬁb@u%ﬁ

NI TYTRBDBEENRBKRLELEOTLESH. unicastRIP LRET AV IL— L EHEL
VET,
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I (%) 70O F3)LD distance {E

D FOra/LD distance L. LTDESIZHLTLNET,

| Joran [FOALME| #E
ZETAvY K EEALE
EEIL— - EERA
‘BGP(external) ’20

IBGP (internal) 1200 LEAAE
BGP (local) 1200

RIP 120 EEA A
‘OSPF(externaI) ‘110

‘OSPF(inter—area) ‘110 EHEAHE
|OSPF (intra—area) (110

IKE JL—H 0 EERA
[SA-up JL—F 0 EEAEE
[REDUNDANCY JL—F [0 EEAE
‘EventAction JL—b ’1 ’gﬁﬂﬁﬁ
‘AutoConfig ’0 ‘QEZ:H

EEE—F

VPN L IAZREE—F

503



IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I set security—association always—up

SA DFEMIRREEFHF T AN ESIIFIEELE T,
CDARURERTELIGE . —EHM LT SA (XFEIILGITET . H—. SA BUIELI-5 & (XFEL
THETIMSALEITET .
always—up D EStRREIFEIL. always—up check-interval A¥ K T EETAHCENTEET .

IPsec M Aggressive E—RTIER Y %A (. Initiator I[ZEXEL THLESRM T,
+> %48 FITELnet-F 1)—X (BEE IP)—— #0 S48 FITELnet-F 1) —X (Eh# IP)
LTERDIRETILEE U 2BIZ2# O VPN (FERNGEWN 0. 51724 LET SA DEXZITEV S
BIMNSBEENITAEE A

CDATUREFEATACETHA R LY ER SA NELISINET-0 . Eo2AINSDBIENTEEIC
BAHZEIEHYEE A

ARERTEFE (L. if-state sync—sa DELLN—ADEZRENEITHNIL, UP/DOWN EMELET .
F-  MADBRENGEWMGEXEIZ IPsec 12T —R[T UP DIREEELYE T,

refresh AT REICHERNIZHESITURTY,

IKEv1/IKEv2 #@Ea< R

losn szumumera

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set security-association always-up

I:?DF%ﬁ

set security-association always-up

Ls52=%
INFA=BEBYEE A,

|:®%E§ﬁbtm%@
FESTL7- SA (. Lifetime DR EICHELVERLET .

fEEE—F

VPN L IARFZEE—F
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I set security—association ipsec—src—id

Phase2 ID RAO—K®D IP PRLABEUVT7RLATYRYEZEEZLET,

NAT BIEE—RAD nat” (1 ¥ 1 ) DIHET. EREDTRLRANERFET SEEI1C. 7
DEHDOTRLRA(BE)ZZDaAYURTIEELET,

refresh A RRICERNIZHHAT VR T,

IKEvl Efa<UR

! BRI 1 NAT ZEH D7 F L RA192. 168.100.0/29 (=7 B 158

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set security-association ipsec-src-id 192.168.100.0 0.0.0.7

I:l‘\?‘/ FEH

set security-association ipsec-src—id <IP 7 KL R> [Wildcard v X %]

|,\°5x—9
XS A—4 | BENE | BREHE | AKEOME
PTFLR  |NAT ZBEDFo—s7RLRERELES, 0077 s
. THRBEOTRLRAZEHBEIEE T 570, Wildcard . Wildcard ¥ X%
Wit RROEBELET. BEEREEEARESE |1 [£,0000 &%
LTLEEL, i WET.

| cogEEabings

1 DOT7RLRAERTEL P EREEELET,
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| iy

set security—association ipsec—src—id AYRTIP PRLRZIBEET HEE . ¥ A (Wildcard ¥ X
NEFEALTI TN TTRLRASEHEIRET HENTEET,

Wildcard Y RV&E, HTRYM IRV EFERXDNERLGYFET D TEELTZELY, Wildecard TR &
HITRYRTRIIE. “17E" 0" DR BIAEIZHYET,

511) 24bit Y X% Wildcard YTRUTRIRT D5 L. I RVMNIRITRIRT HIH5E5DEL
Wildcard ¥ A9 D155 :0.0.0.255
HIT YT RIDIZE :255.255.255.0

512) 7R A%, Wildcard YRYTRIRT HIHE L. T RIYMRRAITRIET HIH5EDEL

Wildcard ¥ X7 MD15%4:0.0.0.0
YT RIRIRIDI5E :255.255.255.255

EEE—F

VPN L2 EE—R
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I set security—association lifetime

IPSEC-SA/CHILD SA D4 EFRBEHTELET,

IPSEC-SA MAEFERERIEX. LLTD 2 FBEED/INTA—FTIRETHENTEET,

CHILD SA [ZBREID/SSA—ED AR ERHETT ,

IPsec Tl&. £7FFFM D T HFIZ SA Z#RBLET,

L, BIL SAZEENDDITEHLEEILDEERBONDAEEENEEY ., RELBEMNTE
gD DFEELTOREEETT,

refresh AY U RRIZHE®IZHAHATURTY,

IKEv1/IKEv2 #@Ea< R

IEEE@J 1 Phase2 SA DATERR % 3600 #ZERET S

Router(config)#crypto map Tokyo 1
Router(config-crypto-map)#set security-association lifetime seconds 3600

&2 Phase2 SA D7t T— 2 8% 1000byte (SERES B

Router(config)#crypto map Tokyo 1
Router(config-crypto-map)#set security-association lifetime kilobytes 1000

I:l‘\?‘/ FEH

set security-association lifetime { seconds <&£7FHfE> | kilobytes <EfFH#kT

—58> |
I INTG A=A

L RK5A—E | BEARS | BEE | LmREOIE
IPSEC-SA/CHILD SA 04 775 a1 % B5RE (B
L) THRELEY . 60~ P

EfFEH CCTHREL-FR#Z@R. IPSEC- 4294967295 AT
SA/CHILD SA Zf#iLFE7
SA L TEETAHT—FE (B FO/(/k

v = BOEHEELFET, 1000~ D

EEPRT IR | et F— B EBEL I, PSEC- 4204967205 |5 T T

SA/CHILD SA ZMLET .

X BRET—20OMAERELIGE T, BREAEBLI-LLJUIBELE-T—42EDEEM
ThEbh-HBE (KISETLI=4/M439 T)IZ, IPSEC-SA 28 IRLE T,

3% IKEv2 CHILD SA M4 72 H[EZ 946080000 # (30 ) LY KELEMNBRESNAI-F A,
946080000 FELTENMELE T,
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|comeznbusa

£ 7FFRE X, 600 T,
NAMITOEERBIIFEELEEA.

| VPN E7 EBRENRLDER
SAZREILESIELTLS VPN ETE, £EEBBIORENELDIESIE. ROLS(ZHEYET,
fnitiator DIBE  |BEBROBREEERALET. |

BEEDREELEFNODRESNIIELZLEL T, NSWVAZER
ﬁ Li’g-o

Keve |BEEOREEERS |

‘]KEV1 ‘

responder NIHE

EEE—F

VPN LA/ EE—F
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set transform—set

ipsec transform-set AV K TRE TS IPSEC-SA/CHILD SA DEESALR) S —E R ATITET,
refresh AR RRICERNIZHEHAT VR T,

IKEv1/IKEv2 #@Ea< R

HEF1 ZDELIZAIZEWNTIL. ipsec transform-set TIEE L7T="policyl”" DR
—%EAT 5

Router(config)#ipsec transform-set policy1 esp-des esp-md5-hmac

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set transform-set policy1

I:?DF%ﬁ

set transform-set <R L —&ZH>

/354-%
("5 A—% | BENE | REHE | SKEOHE |
e ipsec transform-set TERELI=RUL—LZMEIE (16 XFLA |, -
RIZ =B o e, orMp (AR

|cogEzabings

IKEvl TIXEEB{E7I)LT) X L :DES, $25E7 /L3 X L :HMAC-MD5 TEIELE T,
IKEV2 TIEXRES L 7I/LT1) X L:3DES, i 7/)LT") X L :HMAC-SHA-1 TEIMELET,

fEEE—F

VPN ZL Y 2% EE—F
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I Mode-config MEETE

I configuration mode (isakmp policy)

mode—config DRI T— 3 [ZHLVT, REQUEST/REPLY #I{EITEI{ES A SET/ACK &IfHIT
METEMERELET,

refresh A RRICERIZHEHAT VR T,

IKEvl EFa<TUR

I E% 741 1 REQUEST/REPLY Hll#1 CTENES 5

Router(config)#crypto isakmp policy 1

Router(config-isakmp)#configuration mode initiate

I:l'?“/ reE=

configuration mode <#lfHlE— K> [skip]

I/i’%)‘—@

HEEFFDIE

k52 —% | BRENE B

REQUEST/REPLY &1 CE&1¥E9 % h SET/ACK il
EHTEHETEINEHRELET .

) N REQUEST/REPLY #IHIE—FTEIMEL. | |initiate .
&|EHE—K |[initiate EEEAD req EEELET . ‘ respond HEEAFT]
cvond SET/ACK #I#HIE—F CEEL . set &5
PN = meELET,
ki skip Z38E 9§ A ET. mode—config #EIEIT S & oki mode—config
P MWTEET, . E#FOES,

|:®%E€ﬁb@m%ﬁ

set—ack E—F TEI{EL. set DZEFLEHFLET,
Mode Config Z{# T 51HZ & (L. ip vpn—nat inside source A2/ K T modeconfig TE|YLEToHN 1=

NATEHT DEREEITODENHYFT
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|=—Favo voFs
E—Fa T451&. VPN BIEZEITIMRIC Peer RITDERERILT HFEATHY. [FRIBA X
[E2/89—2BYET,
1) configuration mode initiate ZIFEL-15H

REBFE—FIVTT DA T—2ELTEELET,
REBNS, E—FAVTT DLRARUF IR LT, B3R (Request) £ EL T, IR

Z (Reply) ZRFHE Y,
|Psec
FITELnetfl H i 2 T RN
[©O) Request
Reply @
initiate

2) configuration mode respond ZIEELT=15H

AREBIZE—FRIVIT«(TDLARUAE ELTEELET,
AEEX,. TRV 74T DAL T 5@ (Set) #3217 T., & (Ack) ZIRL

9,
IPsec
FITELnetfRl fR U EEE A
Set [©)

<

@ Ack

\

respond

I BEE—F

IKE RS —EREE—F
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I configuration mode (security—association)

mode-config DRI T— 32 LVT, REQUEST/REPLY Kl TEIES %A SET/ACK KT
BETOMERELET .

refresh AT REIZHRI-ABATURTT,

IKEvl Effa<TUR

I E% %41 1 REQUEST/REPLY Fll#1 CENMES 5

Router(config)#crypto security-association

Router(config-crypto-sa)#configuration mode initiate

I:?DF%ﬁ

configuration mode <#lEHE— K>

Ls52=%

HEEFFDIE

XS5 A—% | BRENE e HE

REQUEST/REPLY i CEI{E 9 % H SET/ACK il

EHTEETEINERELET,

| REQUEST/REPLY #Il{H1E—FTEIEL.

EE—E NN @ req £%ELET.

respond S_ET/ACK HIEE—F CEIEL. set %
EBELELET,

initiate LR

respond

|:®$E§ﬁbtv%ﬁ

set—ack E—RF CE){EL. set DZEFHLELET .
Mode Config Z{E 9 B15 & [&. ip vpn—nat inside source <> KT modeconfig TEIY ZHTHnT=

NAT EHT DEREEITOLENHYFT
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|=—Favo voFs
E—Fa T451&. VPN BIEZEITIMRIC Peer RITDERERILT HFEATHY. [FRIBA X
[E2/89—2BYET,
1) configuration mode initiate ZIFEL-15H

REBFE—FIVTT DA T—2ELTEELET,
REBNS, E—FAVTT DLRARUF IR LT, B3R (Request) £ EL T, IR

Z (Reply) ZRFHE Y,
|Psec
FITELnetfl H i 2 T RN
[©O) Request
Reply @
initiate

2) configuration mode respond ZIEELT=15H

AREBIZE—FRIVIT«(TDLARUAE ELTEELET,
AEEX,. TRV 74T DAL T 5@ (Set) #3217 T., & (Ack) ZIRL

9,
IPsec
FITELnetfRl fR U EEE A
Set [©)

<

@ Ack

\

respond

I BEE—F

IPsec BIERTEE—F
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I configuration mode application—version message

configuration mode A< KT initiate Z:#INL =5 & (. TIVr—Savn—Sav Bl yhd
HIEEREELET,

respond Z3ERLIZIGZE (F. FIALFEH A,

refresh AT RRICERNICAZSHITURTY,

IKEvl Efa<UR

!%EM1 FINr—avnR—UavnEEEyY FT B

Router(config)#crypto security-association

Router(config-crypto-sa)#configuration mode application-version message fitel

I:l‘\?‘/ FEH

configuration mode application-version message <Word>

Ls52=%
RS A—% | BRENE | BEE | HREBOME
Word ‘Z;";’T—ya‘//\—ya‘/lﬁ'l‘ﬂ:t‘%ﬁ’éﬂﬁéhm ‘m T - ‘

M AR—ALXEHELTHY U RENET,
Hl:ABC DIFE.5 XFELTHIVIENFET,

|cogEsithbulgs
BERBEEYILET

EEE—F

IPsec HIERFEE—F
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I configuration mode application—version push

configuration mode application—version message AYFDEZEFENHY . HD. configuration mode
O KT initiate A ERE SN TULVAIE B IZ. configuration mode application—version message 7>/
FOAyt—2% YL T req /N b EEELET,

configuration mode application—version message AV KD FFE M 7ELVE S (. configuration mode
application—-version message AY VR DT IAILMEZFERAL T req /N yhEEELET,

refresh AT RZICHERIZESITURTY,

IKEvi EFHavYVR

I BEF1 TITUHS—23nN—30(ZfEEEY LT request #3%(E9 5

Router(config)#crypto security-association

Router(config-crypto-sa)#configuration mode application-version push

EESAS &

configuration mode application-version push

I INTA—A
INTA=BIIHYFEEA

|conzsmbuigs

request /N YD T T r—2a0 I\ —2a % null TEELET,

EEE—F

IPsec HIERFEE—F
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I ip vpn—nat inside source

BETED Ry kT —% (LAN) Bl L% IPsec IZT VPN ZEE T 3. EL\O RV T—IFRKLANE
BLTWSIEELHYET,

IPsec TIXRLERYRT—IFRLAD LAN 23653 22 ENHEFEE AL

ZDT1=8H . VPN-NAT EEITIETEMNT LOEERZEEL. EFEORVET—OD IP BEY
LTHEITITEL IPsec ZERELET,

LAN {8[A 5 WAN I~ VPN-NAT Z#)L—)LE R ELE T,

NAT E—FDIFEENATHE—R (P R RAL—R) DIFE T, REDLHI-HAELZYET O TIE
LTLEEELY,

INFGA—4"static-subnet ZHE S H&IZ&Y VPN-NAT DEHIL—)LE, RybT—J B TH
ETHIELTEFT KA—AILTFRLR B ITRYMIRID>THRELIZA—AILTRL AN B A—
NILTRLRHTRINIRDO>TIELEY A—NILTZRLAADERE S TRINI RO TIEE
LI-BAT—HERELET,

VPN-NAT & IPsec 1B TI—RATH NATED , FNENBRFEIZRBEEHALZVES L.
IPsec 1227 —RXTO NAT BNEZNELEY ., VPN-NAT (XENELGVET,

¥IPsec /1A TT—RXTO NAT (& VO1.17(00) LG H R — K~

refresh AR ZIZERIZESITURTY,

IKEvi EFHavYVR

I ERFEHI 1 NAT ZE#: (192.168.0.0/24 — 192.168.100. 0/24)

Router(config)# crypto isakmp policy 1
Router(config-isakmp)# ip vpn-nat inside source list 1 pool vpn-pool1

Router(config-isakmp)# ip vpn-nat pool vpn-pool1 192.168.100..0 0.0.0.255

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255 list 1 M ZB7 D& E
[#&&R]
ip vpn—nat inside source <LAN BID 7KL X &> <WAN /IO 7 FL X &>
EIRYET,
LAN IO 7RL REEBD 1L, access-list ARV R THRELET .
<WAN BlD 7KL AEEE D> (. ip-vpn nat pool <pool &>AT UK THELET,
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[cem2 NAT+Z#R (192.168.0.0/24 — A 2B T1—RF FLRA)

Router(config)# crypto isakmp policy 1

Router(config-isakmp)# ip vpn-nat inside source list 1 interface

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255 list 1 M &7 D E&LE

[#5x]
ip vpn—nat inside source <LAN BID 7KL X &xFE> <WAN BID 7KL XEFE>
ERYET,

<LAN BID 7KL REEED> (X, access—list AV R TIRELE T,

<WAN IO 7RL REED (X, 122372 —RXT7RLRIZE#T 5155 1L interface” . Mode—config
BEREICRYREBLI-TRLRIZEHT BB A (X "modeconfig” . I8ELI-TRLRIZEHT BES
[d"peer <ip—address>” EHEELET,

I mEM3 NAT T (—3EZHE) 158 xxx. Xxx. xxx. 0/24——192. 168. 100. 0/24 2L g 5

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#ip vpn-nat inside source static-subnet 158.xxx.xxx.0 192.168.100.0
255.255.255.0

(#255%]
ip vpn—nat inside source static—subnet KA—AJLHFTRYr> <G O—/NILHTRyk> <HTHR

yhIRT>
ERYET,
JA—NILIP PRLRETSAR—FIP PRLADEBMDEH B O EERITAYIIZROBEH
EZFITLET,
NAT RAT AP EEBITEIBERICIE. RRIVFEEL. 1 DOIUNITIEET HIEMNTEE
I (BHEREFER)

151) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 LI ELI-1H&
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxx.255
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o= rex

[NAT BF]

ip—vpn nat inside source list <access—list HE> [EHAIFHIBHR— TS [THATKR TR

—k& S]] pool <T—JLE> [overload | [ EFIAR—INES [EREKRTHR—IES]]
[NAT+B%] ip—vpn nat inside source list <access-list HE> [FIAR—FEE R THR—FEE]]

NAT+ZEHEDTRL R overload | [ &BAAR—IES [EBREBERTHR—FES]]
[RBTF4v9ZEH#1] ip vpn—nat inside source static SKA—AJLTZRLR> <HB—/NJLFRLR>
[NAT REF 1949 (—3EZH) ] ip vpn—nat inside source static—subnet <A—AJLHTRybk> <450

— NIV TR <HTRYRI R

I INSGA—AH
| K5 A—4 BRENE | 5 HE | ARREOE
EHFI(O—AHILTELR) [1~99
access-list {H= SHEZEIEEL=7Y1EX) [1300~1399 HBIEART]
AEEELET, 10000~ 11200%*
[(Z#ATFAIRR—F | ZEH#ATD TCP/UDP ;R—
BE ETHRARTAR MBS (EE)FEELE  |1~65535 BEiR—rE#R
_Fg%] -g-o
ik (T O—nNILTFRL
B R)EFEZEHEE LT VPN- B NAT DIHEEE
ToLE NAT T— g EtEELE N 0B BT
ERR
EEA
. RIT—R
interface OFELR
IZZEH#
HFEHID
NAT+ZEHREBED TR |NAT+EHEDTRL X% HYLT |INAT+DEBEEIEE
LR BELEY, modeconfig |HTI=FF | |[R&F AT
LRIZZ
#r
peer <IP 7 Eﬁij‘jé
N IP 7KL
RIZZ i
local DR—rZ
SEEXRMIZIZ
ZEHLE 92 napt
local DAIR—+BEESEWT ERAFET,
AOR—BESIZE#RT FTIZZEDHR—k
overload BHIBEIZIETE overload EEMNFERSIN
MREBMBOR—ES L TWAI5EIZR
1024 ~65535 Y. BlOR—rE
BITEBLETS,
TFHEOR—IE
Sld 1024~
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| 165535,
(& BAIRR—F | E#% D TCP/UDP R—
EBES THMBERTHR |MEBS (EE)EEELE  [1~65535 BEjIR—FEH
—+ES] ERR
o . FHEIOO—HILTELR . L -
A—AILTRLR SiE IPv4 7RLABR HEEAE
e L | EBEOTO—LTRL S .
78—/ LT7RLR 2EEELET, IPv4 7RL A HEEAR A
EHFIOO—AILTRLR
=HRELET,
O—A)LY TRk |[¥static-subnet ZIETEL  |IPv4 PRL A= £ N
=15 & (1%, host EIZ1 &
IEELLZLTLESLY,
THEOIO—/N\ILTRL
NN . |[REEELET,
ED PRIV T Fy *static—subnet ZIgTEL |IPv4 TRLAF HEEAT]
=15 & (& host BRIZ 1 %
BELELTLEELY,
EMEHITRINIRYT
HYIRYEIRY FEEL-BMAT—HEERE |[IPv4 TRLRRK HBIEART]
LET.

BERIVMIEYRM1 TR (isakmp policy H)2EBESAT 200 TR

RBT4YY 512 T M)(EEB £)Xisakmp policy D HIRIXHYEEA
¥ COHIHADUL=EREEE L. VO01.13(00) L EEHHR—F

|:®$E€ﬁb@u%é

VPN-NAT AMERTEE A,

LamEs

NAT ZHIL—ILIZLTDIEF CHEHAINET,

1) static Z=H#2)L—JL

2)list [ICKBEHRIL—IL

BILIEEED IL—ILINTIL. Prefix EARWIL—ILAEBELTEBEAINET,

[El— Prefix EDRTEMNERMH -5 S (2L, config L THRIZEBEINT=-LDOMNEXLINET,
BE. config [ZIX, LT DIEICEFIN ., BLEEICTDOWLWTIIANIBIZESFZKINET,

1) static Z#L— )L (BEFDHRANTRLRIETE)
2) static—subnet Z#a)L—)L

3)list [CKBEHIL—IL
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fEEE—F

IKE RS —E&EE—F
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| Foroun—rigaeosgE

! tunnel-route (ZEHAFI DR ILIL—B)

IPsec BIEIZH VT, KEE D Aggressive E—FR D Responder E%2T=HEIZ. VPN E7ZAD
HRIEHRET—IIVICERT BRI ELET,
ZDBAE. VPN ETAD NextHop LEEHETIEELET,

tunnel-route MEZTFEZLT-EEE T crypto isakmp policy O peer—identity distinguished—name %7€
F A& tunnel-route MEIELEH Ao

IKEvl Effa<TUR

REH 1 PN ET~DREBIFEHREZFHRT S (NextHop 1F 192.168.100. 1 &£ ¥ %)

Router(config)#crypto security-association

Router(config-crypto-sa)#tunnel-route address 192.168.100.1 ‘

I REH2 VPN E7~ADRHRIEHREZEEXT S (NextHop (& PPPoE#1 &3 5)

Router(config)#crypto security-association
Router(config-crypto-sa)#tunnel-route interface pppoe 1

I:l?‘/ FEHX

tunnel-route { address <IP 7 KL RX> | interface </ >4 7 —XR&#> }

/354 —%
L RkSA—E | BENE | BEHE | EREOE
P 7ELZ VPN E7 A~ DR HIEHREZ$%XL . NextHop [IPv4 7RL A
DT7ELARAZERELET E2 ERRAT
a“M A
4osor—2ai VPN E7 ~DREEIEHRZEZ Z L NextHop |/2FTT—2R
DAVEITT—RERELET, AT

| cogEEabiLngs

Aggressive E—R () Responder DIF A TH, VPN E7 DR BIFHEFZFRLEE A,
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Lant-snksE?

Aggressive E—F Tl&. IP 7RL X TI3%< ID THRIETES7=8. Responder Tl IPsec DRI
I—2avMRELOTHLHEFED IP FRLRABROLMNBEWNS T —ABHYET, ZDHE . #HHF (VPN
E7)DIP PRLAANDRERRIE. (BLDIFE) T IAIML—MILIzA>TLESZEITHRYET,

COATURITT, FZHM B VPN E7 DR RIEFRD NextHop ZIEELTHE. TI4ILE
IW—hREIEESBER CRIEZITHISENTEDLLIITHYET,

EEE—F

IPsec BIEHRTEE—F

K
filt
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I tunnel-route VPN E 7B LD R JLIL—B)

IPsec BIEICHE VT, AIEE M Aggressive E—F D Responder E7E2T=HB &2, VPN ET7ADE
BIERET—IIVICEHFETHIGEICHEELET .
ZDIBE.VPNEFZAD NextHop HEEDHETHEELET,

tunnel-route MEZRTFEZLT-2EEZ crypto isakmp policy @ peer—identity distinguished—-name ZE% €
9B & tunnel-route NEMELEE AW

crypto security—association E—F T, SZ8FE 9 5 tunnel-route AT RIFEEIZR LI DLMNEZRET
SHODIIRL T, RaAY UKL, peer BEITHRETHENTEET,

AROATURMNEBEESNDE. crypto security—association E—R TERTE M TULVS tunnel-route <
URKYEEMICRIASNET,

refresh AR RRICHRICAHITURTT,

IKEvi EFHavYVR

FREH 1 VPN ET~DRIRIE|HZ BT S (NextHop [F 192.168.100.1 £ § )

Router(config)#crypto isakmp policy 1
Router(config-isakmp)#tunnel-route address 192.168.100.1

I REf2 VPN ET~DRBIEREBRS 5 (NextHop 13 PPPoE#T &5 )

Router(config)#crypto isakmp policy 1
Router(config-isakmp)#tunnel-route interface pppoe 1

I:?)P%ﬁ

tunnel-route { address <IP 7 KL R> | interface </ >%2 71 —XEF>
{ewan <1-2> | pppoe <1-24>}}

/354-%
L KksA—5 | BENE | BEEA | AREOE
P 7ELZ VPN E7 ~D#EB1EHRZ Z XL . NextHop [IPv4 7RL X
DTRLREBRELET, =
~ HEEAT]
ez VPN ET A DBBEBEERL NextHop o |2
DAVETT—RERELET . S
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|comeznbusa

Aggressive E—R M Responder DIHE TH, VPN E7ADRKIFMREEZFZLEE A,

L An-0n8sE 2

Aggressive E—RTIL, IP 7RL X TIE#HK ID THRIETES7-8. Responder Tl IPsec DI
I—2aVMRESTHLHEFD IP FRLABROLMNBEWNSI T —ABHYET,
CODHEE.HF(PNET)D IP FRLANDERIL. (ZLDIHZHE) T I+ ILML—KILizA>TL
FOEITHYFET,

COATURIZT, FEHH LA VPN E7 A DREERIEIRD NextHop ZHEEL THE. TIAILML
—hEITESRETEREZTHISENTEDLIILRYET,

fEEE—F

IKE RO —ZEE—F
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| sA-UPL— riEED BT

I sa—up route

SA-up JL—F® nexthop ZZELET ,

ZhIZ&Y. IPsec SA A ELINT=FE . F D ipsec access-list MIBFE IP TRL A DIFIHIFEHRE )L —
TATT—TILEIZEMUET . (SA ASEELIZIRIE. ZORBERIEIIL—T120TT—T LD
HIfrENFET)

BFIZ, 2o 2AIGE T2 BREBOBETRELTIES . LA TREHIEZITIIL—2 (XL L3 XMy
FIZHL RIP EDFEAFIVIIN—T10 P TAPILERAEHOERBEROLED=OIZFEAL
i-d-o

refresh AT REIZH - AT UR T,
IKEvl EFRaTUR

I E%EMH 1 SA-up JL— kD nexthop [2192.168.3.8 #EE L F T,

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#sa-up route address 192.168.3.8

R

sa-up route <nexthop> [Z’A kaJL] [distance]

I ING A—A

1854 —% | BRENE | BEEE BB IE
SA-up JL—F® nexthop & IP 7RL R FE 1= .
. AR TT—RATHRELET, I;zth

N SA_up )L_Fo) neXthOp %7 ewan 1~2 i~

nexthop IP7ELA FURTEELEY . ‘ pppoe 1~24 eLu
AR 71— [SA-up JL—h® nexthop 4 ||dialer 1~20 '
2% URIT—RTHRELET,  |[ipsecif 1~1000%

SakaL BRIRIEHRELE T A-H0OTOMILEEIRL |local-protl rip T metric 1
*9, local—prot2 TEELFET .
2 4 A = . (.

distance ;ﬁ?éﬁﬂ%fﬁiﬁ@ distance [EFIEELFE { 955 0

¥ipsecif 1~1000 (&, V01.13(00) LL&EH7R—F, FITELnet F200 Plus Tl £ T AR HE,
FITELnet F200 TIXE&ESEHE . 100 T ) A3 AT EE,

|coszznbuuga
SA-up JL— MR EFIT T EATEE LA,

I%E%—P

VPN LA/ EE—F
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| EREoRE

I aaa enable

BEGEAATFEOREEIC. YisREREE Xautu) ZITOMEIMNERELET,

YEEREFREE (Xautu) #1155 & L. BFDI—H B - /N XAT—F% aaa peer-name AV R CHRELE
ERR

refresh AX U RRICE#IZHEHAT VR T,

IKEvl Effa<TUR

laem smmpmens

Router(config)#crypto isakmp policy 1

Router(config-isakmp)#aaa enable

I:?yF%ﬁ

aaa enable

L/354-%

INTGA=REHBYFEE Ao

| cogEzabilngs

YREREREIZITULVEE A

iR L (52

IPsec Tld. BFEBAZEE =L Pre—shared key TOERIDIEMNIZ, 21— L -/\RT—KDFEE
’éﬁ’}:&?ﬁ‘f%s hh%*ﬁaﬁnb n].—ttl:\l/\gs_d—

EEE—F

IKE RS —EEZEE—F
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aaa my—name

EGHFENSHRIRERE (Xauth) SNABIEED . BEDA—H L E/NRT—REHRELET,

refresh A< K%

SR EH 1

[ZEMZEBHaAYURTY,

WLERERSI CHEAT 2E5ND 11— 4 %= "FITELnet F200”,
pass" &9 B

IKEvl Effa<TUR

INRT— K% "F200-

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#aaa my-name FITELnet F200 password F200-pass

I:l?‘/ FEH

aaa my-name <1—H%E> </NRXTJT— K> [{secret | private} [encrypted]]

| NS A—4
Berers BENE | BEEE
e FBF M OHRREDEE (Xauth) SNABEDHEF DL (&K 64 XF |, -
TR yesmelEd. oxmr DR
o e *H%ﬁ‘b*ﬁzgﬁuu nIE(XaUth) éhéiﬁA0)$E$0)/\ Eijq 64 K? AR T
AR o FERELET. oxgr ST
NRA)—REEEL T AT BEREEREFERT
Hh . HEEEREEREFERTINEIEELE
g, INRAT—KR%
secret | = secret =(LE
private ‘secret ‘H’é‘%ﬁ"?’é@‘»nﬁﬂ SHEMERAT D | |private .;Z
Fuate ST AR K EREAREESREE
. A3
NRT—RERBESILNETEINEINERELE
ER o
COATL AV EMMT BIEIZEY  SRT—FI oy FE
encrypted EEbBEAEHIESNET, encrypted ;E,'C%L‘
secret E£7=IZ. private LA EHETHERAT 57= s
8. secret, private DIFEMNEWNZE(X.
encrypted ZIEE T HIEITHEFH A

X1 ZOFA T avid, RETHETCICHEELGY, RRT—FAESEShTRTSHh
encrypted 77 ar REBINIZMAMShET,
%2 IRV —FHERICHEBEFADBEE. COF T avEzRETIVLENRBYET,
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|comeznbusa
IRRATCIERT 3 5 B OBIE AT —KEBYEE A,

| iR L (52

IPsec Tld. BFEBAZEE =L Pre—shared key TOERIDIFMNZ, 21— L - /\RT—KDFEE
FITOTEMNTE, CNEIREBILELWVET,

Loo®a b
MHFELERIIATIAEES . HFOIL—FHZ-/SAT—FI&, “aaa peer-name" AV K THRELET .

| ®EE—F

IKE RYS—]EE—R
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I aaa peer—name

HWFEIRREL Xauth) THHZED . HFDI—HF L ENRT—FEERELET,
refresh AT REICHERNIZHESITURTY,

IKEvl Effa<TUR

HREB 1 VLR THERAT AHEFOI—FELF"VPN-Peer1”, /XX — K%"VPN-Peer1-
pass" &9 B

Router(config)# crypto isakmp policy 1

Router(config-isakmp)#aaa peer-name VPN-Peer1 password VPN-Peer1-pass

I:l‘\?‘/ FEH

aaa peer—name <1—H%E> UXRART—FK>

Ls52=%
k5 A—% | BENE | BEEE
1% ?ig;?mitéﬁ‘g‘(’):aUth)éhéiﬁAo}Eﬁwl igg;c? SRR
SRR ;Ejﬁ\:gﬁﬁéti(;iuth)éhéiﬁ‘“@5%0)/\ igg;cﬁ? LR

Loostzitbunga
HF BRI 5o LETEE R A,

| iR L (32

IPsec Tlk. BEFEEBAZEE =& Pre—shared key TOFREED FMNIZ. 1 —H & -/S\RT—F D3R5
FIIOTEMTE, INFNRIBIIEL\WLET,

Loo®a b

BOMRERBAEIENDZEE . B D1—H £ - /SRT—K(E, “aaa my-name " IYURTRELE
ERS

fEEE—F

IKE RYS—]EE—R
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B FLBAEICET ST

I crypto ca identity

SIRZEDUIIANEERT A LT. BEEDEREZRETILENHYET,
AROAVURTIE SEFAZED) VTR NEERT A ETHD . BEDIEHMEEZTE T H1-HIZ, EFLHA
Z2(BEDID)EZREE—FIZBITLED .

IKEv1/IKEv2 @< R

IEQEWIH BEFIAE (B5D ID) REE— NITHBITT D

Router(config)#crypto ca identity

Router(config-ca-identity)#

EESAS &

crypto ca identity

I/i’%)‘—@

INTGA=BIEHYFEE Ao

EEE—F
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I crl-optional

EAZEDAEMIEE CRL THRIT M LEVDNERELET

I REH 1 FEAEDOEMIEZL T ORL THRI S

IKEv1/IKEv2 $Eav R

Router(config)#crypto ca identity

Router(config-ca-identity)#crl-optional must

EESAS &

crl-optional <CRL E&%E>

I INTA—A
k5 A—%5 | BENE | SBEFE | LB OIE
COEBAZICELT.CRLEFERTHNESIMERTE
LET,
CRL BE AHEOHMEELS CRUTRELES, | g
notuse

ij—o

must |CRL AERIGTEHAULMES (. EIEFHIEESH

SIBAZN AR CRL THERELEH A,

‘notuse

| cogEEabiLngs

CRL ZH1F (20 B LUR) TENSFEAED AN EHRBLET M RETERTNITHRZITWL

FE A,

EEE—F

EFIHE (B D) BEE—K
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I email

SERAZEYITIRRNIZAIVIZEDBEFA—ITRLRAEERELET , EFA—ITRLADIEHRE
EHHENGEL. REDLERFIHYEEA,

IKEv1/IKEv2 @< R

BREF 1 FEBAEUIIR I TANICEHEIBEFA—LT FLRELT,
F200@0xxxxx. ne. jp =% ET 5

Router(config)#crypto ca identity

Router(config-ca-identity)#email F200@xxxxx.ne.jp

I:?yF%ﬁ

emai|l <EFA—ILT7 KLARD>

L3524-%
L K5A—m | BENE | BERE | ABEOME
= . SEBAEYIIRNIFZFAIVIZEDDEFA— | = |
‘@%x WTRLR [ it o Rk 64 XF |EBETA

|cogEzabings

SERAZEYHITRARNI7ZAILIZ E-Mail PRLRAZEHD LT TEEH AL

fEEE—F

EFIIBAE(BHD D) ZEE—FR
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I ip address

SIBRZEVIIRLIFZFAIVIZEDDIP PRLARAZRELET L IP PRLADERES OGS L.
EFEDODLEEIHYEEA.

IKEv1/IKEv2 @< R

IEQEWJ 1 FEBAEV OV IR NI 7AIICEDHDHIP7FLARELT, 192.168.1.1 ZERET 5

Router(config)#crypto ca identity
Router(config-ca-identity)#ip address 192.168.1.1

!:l'?“/ =5y

ip address <IP7 KL X>

I INTG A=A
K5 A—% | BENE | EREEE | HHEOIE |
‘1P7I~“|/7\ ‘%maﬂ%ualxw?wu:amé1P7m/x T e ‘

|:®%E§ﬁbtm%@

SERREYIIRRNIZAIVIZ IP TRLRZEHBHZEIFZTEEE AL

fEEE—F

EFERE(HHO D) BEE—K
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I ip domain—name

SERREUITIRRNIZFAIVICED DR A VB HERTELE T FA VB TRDERESOEGE
. REDLEIHYFEREA,

IKEv1/IKEv2 @< R

IEQEW'H SERAZE YO IR FI7AILIZEDD FAALVEFRE LT, xxxxx. ne. jp #/RTET S

Router(config)#crypto ca identity

Router(config-ca-identity)#ip domain-name xxxxx.ne.jp

!:7>P§ﬁ

ip domain-name < KA A &>

I/i’%)‘—@
K5A—4 | RENE | REwE | GmBEOE
FAqv& [ERBUITREI7ALISEHBEA BT [BK 64 XF [GBTA |

|:®%i§ﬁb@u%ﬁ
SEBAZY TR IZAILIZ, RAMUREEHBIEIETEE A

EEE—F

EFAHE(HHD D) REE—F
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I ipv6 address

SEBAZEY IR I7AILIZE DD IPv6 PRLAZEZRELET,
IPv6 PELADIERESOHEMGEIE. REDDLEIHYFEE A,

IKEv1/IKEv2 Ea< R
V01.10(00) L& H-7R—

IEQTEWJ 1 FEBREVUV IR LT 7AIVICESHSDIP6 7 LR ELT, 3ffei200::1 ZET S

Router(config)#crypto ca identity

Router(config-ca-identity)#ipv6 address 3ffe:200::1

I:l?‘/ FEHX

ipv6 address <IPv6 7 KL X>

I/i’%)‘—@
e BENE | mEwmE | EREOE
IPv6 7REL R [FEBAZVUOIIRARI7ZAILIZEDH B IPv6 TRL R I;VE%TWX HBREART] ‘

|:®%i€ﬁb@u%ﬁ
SEBAZEY T AR I 7AILIZ IPv6 PRLRZEHBEIETEE AN

EEE—F

EFHBE(BHO D) BEE—F
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I name server

CRL Z& HTTP H—/N\IZRYIZIT<GE DB RIRRIZERT A R—LY—/I\—D IP PRLRAFRTE
LET.

IKEvl EFa<TUR

I FREF 1 Rr—LY—/\DIPT7TRLZAZ, 192.168.100. 1 IZERET S

Router(config)#crypto ca identity

Router(config-ca-identity)#¥name server 192.168.100.1

!:l'?“/ =5y

name server {R—LH—/ D IP7 KL X>

I NG HA—4H
RS x—m | BENE | BEHE | LBEOE |
st em |CRLZEHTTP H—NIZEYIZITKIHEE DA N
l"‘;ﬂf}fx NP eI AT B — Lt — i~ IP T I;V“ TRVAR | gm
LAZBRELET .
IEEE_—r

EFIIBAE(BHD D) ZEE—FR
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I query—ip
CRL % LDAP H—/N[ZHRYIZITISEE D LDAP H—/SD IP PRLRAFEHRELE T,

IKEvi EFHavYVR

I BEGI1 LDAPH—D IP7 KLR%E 192.168.100. 2 IZBET 5

Router(config)#crypto ca identity
Router(config-ca-identity)#query-ip 192.168.100.2

EESAS &

query—ip <LDAP H—/\® IP 7 KL X>

I NS A
\ $5A—45 | BENE BEHE | EREBOME |
LDAP H—/\ |CRL % LDAP H—/\[ZHY(Z1T<IHEE D LDAP 4 [IPv4 7K
DIPTFRLR |[—\DIP PRLREERELET, LARR

fEEE—F

BFHAE(BHD D)REE—F
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JL ==
X JE

on

| iPsec oo iEHIZET B

I nolog—block-type—discard

vpnlog M “block type discard ~“Zi#| 3 5HEEITLNET
ZELIN\TYLERESIET AN EINEIETT =N L IERET AR, TERDIIG5E
ICEEERTDEREHINFET,
1)< yFL71= ipsec access—list Y discard F2o1=158&,
2)F/TEENT= ipsec access-list [ZYyF LGN =155,
CDOXURTHRYTHOTENHFTHEICKY, DO TESHBLLIITEENTEET,

refresh AR RRICHRNICAHITURTT,

IKEv1/IKEv2 $Eav R

IEQEWH block type discard &4 2% ET S

Router(config)#crypto ipsec-log

Router(config-ipsec-log)#nolog-block-type-discard

I:l?‘/ FEHX

nolog-block-type-discard

|/\°5x—9
INSA—BIEHYEEA

EEE—F

IPsec A4S E—K
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I nolog—spi—no—match

“SPI no match ~” @ vpnlog ZHMl T 5 EZITLVET

ZIELTZESP N7y BEERIZENDHLT /AT yMIBMEIN TS SANBEEEET
1235 SA [Ty FLEMN =B EICHASN SO0 #EHILET,

ZDIARURTHRYTHO07FMETEHIEI2EY ., DO ESELOITEHIENTEET,

refresh AR RRICHZNICADHITURTT,

IKEv1/IKEv2 $Eav R

IEQEWIH “SPI no match ~"® vpnlog ZHN&|T BEEEITS

Router(config)#crypto ipsec-log

Router(config-ipsec-log)#nolog-spi-no-match

EESAS &

nolog-spi—no—-match

|/\°5x—9
INSA—BIEHYEEA

EEE—F

IPsec A4S E—K
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I vpnlog—detail

IKE. IPSEC 3@ vpnlog &. keepalivefail @ vpnlog HHZEE7 No.Z &IZEHRELET,
Fl=. RKOTURERTET HE. vpnlog enable AV R TCHRELE=RENEDIZLZYEE A,

refresh AT REIZHRI-ABATURTT,

I%EM1

keepal ivefail ® vpnlog HAHEETRET S

IKEvl Effa<TUR

Router(config)#crypto ipsec-log

Router(config-ipsec-log)#vpnlog-detail all

I:?DF%ﬁ

crypto ipsec—log vpnlog-detail <FME>

| NS A—4
Berery BENE | BEHE | HBEOE
E7E&2+HETIETT 5012, R—rEKZE
EELET,
all 2 TOETEENHRERYET
eql~ |[HEETIETEEERED/NZAR
1000 REHYET, all
gy |EETEETEBLIRELESE |0 10007
BONRABHRERYET, gt1~99
Bt — - — ——| [t 2~1000% HBEEAT]
It 2~1000 *Elﬂz_j—%)t 7%"?*")’]‘3‘1‘%?% neq -|~1000><
BONRABRRELGYET, range 1~1000
neq i~ [EETAETEELNDEEEE ||1~1000%
1000 DINADBFERELRYET,
range ° = .
o0 [E7ESOREEEEELEERD
1000 ESERDRDHRELYES

SCERTESER 1~1000 (%, V01.13(00) LLIBEH7R—F, FITELnet F200 Plus TIZREHELTHE
#h, FITELnet F200 TIXEXEFE S 100 T M) DHEH,

| ee—+r

IPsec A4S E—K
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L iPsec & iERE

I alive

ICMP-KeepAlive #REZ AT DIHEA DA/ < E/EIERMELZEZELET,

IKEv1/IKEv2 o< R

I RERFI 1 1[ED KeepAlive T4 DD ICNP ZiX{ET 5. £ED S5 3 D2DNEZRITENEG
1 Mo 1-IHEIC SA DIEE E AT

Router(config)#crypto security-association
Router(config-crypto-sa)#alive count 4 3

HREF2 1[ED KeepAlive T4 DD ICMP ZZEEL. ZD 55 3 DULRBEHNEREN
SEILULEHEWNEBESICSADEELAET

Router(config)#crypto security-association ‘

Router(config-crypto-sa)#alive count 4 3 fail 3

JE2EHI3  ICWP 0 KeepAlive DS A L7 FESRIE S ET B

Router(config-crypto-sa)#alive timeout 3

Router(config)#crypto security-association ‘

552514 ICHP O KeepAlive % 60 BRI TXIES %

Router(config)#crypto security-association ‘

Router(config-crypto-sa)#alive freq 60

I:l‘\?‘/ FEH

alive count <ICMP X{E%0> <ICMP %kBx%k> [fail <ICMP ') k<A =]
alive freq GE{ERRR> [degraded-freq <E{EREIED]
alive timeout <timeout H¥fE>
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| IR A—4
| K5 A—% y BENE BEHE | AREEEOIE
. 1 [E O KeepAlive TEET S ICMP D% | e
ICMP %153 S e 1~15 HBREA A
1 El®D KeepAlive Ti2{EL71= ICMP (D>
ICMP % Bx# 5 AR EEZ TR SN fFFIZE [1~15 HREART]
BERBEHET INERELET
. o {AT[EEREL T ICMP BE8IZBRLT=5 SA
4 4 1 t ~
OWPEBABER  ommruzvasemELEy. | |
NV— EE D ICMP KeepAlive D% {EREE - P
EEERE () LT 5~1000 |&REASH]
s r=par=y |/ NTAHED ICMP KeepAlive MiX{ERINE |
degraded-freq GE{EREIME> B ERELET 5~1000 (60
ftimeout R ICMP KeepAlive DISERHESRI(F))  [3~60 | &BEFA

|:®$E€ﬁb@u%é

ICMP 3152 4 @

ICMP % B2k 3E

IOMP E#EABEY |1 E

% {ERI 160 #

|degraded—freq e Sl ’60 f’)

|timeout =3 ’3 (s
fEEE—F

IPsec HIERTEE—F
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I always—up check-interval

SA DIENIREEFHE T HIEE D . always—up DESEHEIREIEELET,
AROTRIE. set security—association always—up AV KT, SA DIEILIREEZHEIF T B EICL
EEDHEHTY,

IKEv1/IKEv2 #@Ea< R

I REMF 1 always-up DEHRBERZE 10 ET S

Router(config)#crypto security-association

Router(config-crypto-sa)# always-up check-interval 10

I:?DF%ﬁ

always-up check-interval <EffRRSfm>

/354-%
=rea BENE BEHE | ERBOE |
BREA  aweyoup OEMMM MR FRELET,  [1~20  |HBFT |

| cogEzabilngs
always—up M EZfRMEMEIL 20 #ERUET,

fEEE—F

IPsec HIERFEE—F
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I am—3—encr

Aggressive E—F[ZXBRILIT—230 D 3 BB D ISAKMP /v hEiEESL T HI5RIZIREL
9,
VPN E7 A CISC03030 DiH& L. IEENBLETY,

IKEvl Effa<TUR

I HEMF 1 Aggressive E— FD I BB D/ v FEESLT S

Router(config)#crypto security-association

Router(config-crypto-sa)#am-3-encr

I:?yF%ﬁ

am-3-encr

/354-%

INTA=BEHYFEE A,

|:®%E§ﬁbtu%@

Aggressive E—FDRITLT—30M 3 FEH D ISAKMP /3N ybld, BEEELEE Ao

EEE—F

IPsec HIERFEE—F
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I am—3-initcont

Aggressive E—RIZ&HRTLIT—32 M 3 FB D ISAKMP /37y 2, INITIAL-CONTACT %1%
HLEY,

IKEvl EFa<TUR

I HEMF 1 3FZEED Aggressive /84y M INITIAL-CONTACT % H 9 %

Router(config)#crypto security-association

Router(config-crypto-sa)#am-3-initcont

!:VQPEﬁ

am-3-initcont

I INTA—A
INSA=RIEHYFEE A,

| cogEEabiLngs

Aggressive M5E T 212 informational /X4y~ INITIAL-CONTACT ZixHHLFET .

EEE—F

IPsec BIEHRTEE—F
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I configuration mode

mode-config DRI T— 32 LVT, REQUEST/REPLY Kl TEIES %A SET/ACK KT
BETOMERELET .

refresh AT REIZHRI-ABATURTT,

IKEvl Effa<TUR

I E% %41 1 REQUEST/REPLY Fll#1 CENMES 5

Router(config)#crypto security-association

Router(config-crypto-sa)#configuration mode initiate

I:?DF%ﬁ

configuration mode <HlEHE— K>

Ls52=%

HEEFFDIE

XS5 A—% | BRENE e HE

REQUEST/REPLY i CEI{E 9 % H SET/ACK il

EHTEETEINERELET,

| REQUEST/REPLY #Il{H1E—FTEIEL.

EE—E NN @ req £%ELET.

respond S_ET/ACK HIEE—F CEIEL. set %
EBELELET,

initiate LR

respond

|:®$E§ﬁbtv%ﬁ

set—ack E—RF CE){EL. set DZEFHLELET .
Mode Config Z{E 9 B15 & [&. ip vpn—nat inside source <> KT modeconfig TEIY ZHTHn =

NAT EHT DEREEITOLENHYFT
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|=—Favo voFs
E—Fa T451&. VPN BIEZEITIMRIC Peer RITDERERILT HFEATHY. [FRIBA X
[E2/89—2BYET,
1) configuration mode initiate ZIFEL-15H

REBFE—FIVTT DA T—2ELTEELET,
REBNS, E—FAVTT DLRARUF IR LT, B3R (Request) £ EL T, IR

Z (Reply) ZRFHE Y,
|Psec
FITELnetfl H i 2 T RN
[©O) Request
Reply @
initiate

2) configuration mode respond ZIEELT=15H

AREBIZE—FRIVIT«(TDLARUAE ELTEELET,
AEEX,. TRV 74T DAL T 5@ (Set) #3217 T., & (Ack) ZIRL

9,
IPsec
FITELnetfRl fR U EEE A
Set [©)

<

@ Ack

\

respond

I BEE—F

IPsec BIERTEE—F
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I configuration mode application—version message

configuration mode A< KT initiate Z:#INL =5 & (. TIVr—Savn—Sav Bl yhd
HIEEREELET,

respond Z3ERLIZIGZE (F. FIALFEH A,

refresh AT RRICERNICAZSHITURTY,

IKEvl Efa<UR

!%EM1 FINr—avnR—UavnEEEyY FT B

Router(config)#crypto security-association

Router(config-crypto-sa)#configuration application-version message fitel

I:l‘\?‘/ FEH

configuration mode application-version message <Word>

|/\°5x—9
k54 —4 | BERE | BEE |4REOE
TV r—avn—TavEEICey g AlERIEEL (1271 XFE |,
Word ‘35_3_0 ‘lfllﬂ HBEEART] ‘

X AR—RAHEXFHELTHIVIENET,
ffl:AB C DIFH .5 XFELTHIUIENET,

|:®%E§ﬁbtm%@

EB L LESEEINLET .,
fEEE—F

IPsec BIERTEE—F
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configuration mode application—version push

configuration application—version message AV RFDEREMNHY . HD. configuration mode A<
KT initiate DNEETFE SN TULVBIHZEIZ. configuration application—version message A</ KD Ayt—
CxEtYRLTreq /N yhEEELET,

configuration application—version message AV K DR TE ME VS A (K. configuration application—
version message ANV RDT I+ IILMEZFERAL T req /A ybEEELET .

refresh AR ZICERIZESITURTY,

IKEvi EFHavYVR

I BEF1 TITUHS—23nN—30(ZfEEEY LT request #3%(E9 5

Router(config)#crypto security-association

Router(config-crypto-sa)#configuration application-version push

EESAS &

configuration application-version push

I/G%-’SI
INTA=BIIHYFEEA

|conzsmbuigs
request /N YD T T r—2a0 I\ —2a % null TEELET,

EEE—F

IPsec HIERFEE—F
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I crypto security—association

IPsec HEEEMRD . BIEIAVEFERET H1=ODIZ, Psec HEREFREE—FIBITLET,

IKEv1/IKEv2 $Eav R

I REH 1 [Psec HIEREE— FITBITLET,

Router(config)#crypto security-association

Router(config-crypto-sa)#

EESAS &

crypto security-association

I/i’%)‘—@

INTGA=RIEHYFEE Ao

EEE—F
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I if—state sync—sa

IPsec 1227x—R M UP/DOWN % SA HEIEETHIHHICHRELET .

REETEFT=1L. crypto map M set security—association always—up DELLM—HDHBEENEY T
HnlE. UP/DOWN BIELE T,

F=. ADEZRENEVMGEILEIZ IPsec 102 T7T—RIL UP DREEEHRYET,

refresh AXUREICHRIZEAHOTURTY,

IKEv1/IKEv2 387 R
V01.05(00) L& H-7R—

I XEFI 1 IPsec 4 2 7 = —ZD UP/DOWN #FllfEI & SA HEIEHE S D

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#if-state sync-sa

I:l?‘/ FEH

if-state sync-sa

|/\°5x—9
INSA—RIEHYERA

|:®$E€ﬁbﬁu%é

IPsec 12427 —RIE, EIZUP EHYET,

fEEE—F

IPsec 1A TT—AREZEE—N
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ikealive freq

IKE KeepAlive #8:E L T{#EF T % DPD (Dead Peer Detection) D /3T A—2%EH/ELET,

I REFI 1 DOP A v t—TDEEMRE 30 IZHKRES S

IKEv1/IKEv2 $Eav R

Router(config)#crypto security-association

Router(config-crypto-sa)# ikealive freq 30

EESAS &

ikealive freq GEIERIR>

I/i’%)‘—@
K5 A—4 | BERE EEGG R
E(ERI  [IDPD Ayt—T DX IERI(E L BIERELET . [10~3600 ¥ [HBETA |

|:®%i§ﬁb@u%ﬁ

E{EMRRIL 60 FTI,

EEE—F

IPsec BIEHRTEE—F
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I ikealive retry max

IKE KeepAlive DS A E#ZEFHRELET,

Iﬂiﬂ1 IKE KeepAlive @Y b5 4 E#% SEISRET 5

IKEvi EFHavYVR

Router(config)#crypto security-association

Router(config-crypto-sa)# ikealive retry max 3

EESAS &

ikealive retry max <) k54 B

I/G%—’SI
K5 A% BENE B ERE O |
RS A B IKE KeepAlive DUSAEIMERELFET, [1~5  |GBFA |

|:®%i§ﬁb@u%ﬁ

DS/ EEE 1 =TS,

EEE—F

IPsec BIEHRTEE—F
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I ikealive retry timer

IKE KeepAlive DA REIfREERELET

IKEvi EFHavYVR

I %EHI 1 IKE KeepAlive ') b5 A fElf@& 10 #IZERET S

Router(config)#crypto security-association

Router(config-crypto-sa)# ikealive retry timer 10

EESAS &

ikealive retry timer <) b5« Rl@>

I/i’%)‘—@
k54 —4 | BENE B ERE O |
[R5 AR [IKE KeepAlive DUSARIRERELET . [2~60 1 [BBAFA |

|:®%i%ﬁb@u%ﬁ

S ARl 20 # T,

EEE—F

IPsec BIEHRTEE—F
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I isakmp—negotiation

ISAKMP-SA DS54 754 Lh i T BRI, FLULY SA ZFEIL T B1=6(Z Phasel DRI IT—
aVERBLET .
ARATURTIE SATEALDE T T HAFBNHLL SA D= DRI T—a xBtad 5
MNEERELES .
IKEvi Efa< R

REFI 1 AREEMN Initiator DIFEIX, 54734 LmTD 100 FIcRITIT—2 3
VERBT S

Router(config)#crypto security-association

Router(config-crypto-sa)#isakmp-negotiation initiate 100

I:l‘\?‘/ FEH

i sakmp—-negotiation <initiate| respond> <ZEENRFRED>

Ls52=%
L KkSA—m | RENE | RERE | EBEOE
L ZDERTEZ . Initiator M SA [TEAT HH, initiate P
initiate] respond Responder M SA [Z#E T 50 %EIRLET, |respond R
FATRALDET I HRFENZFHTLL SA D
= B)RERE DRI T—1a EFRTHMNEHRTEL [1~86400 |HEEAT]
EX I8

| cogEEabings

Initiator BF (DR TS T— 2 BASABRER: 90 F0A
Responder B§ D 3 T— a3 BSAF £ 30 FORT

fEEE—F

IPsec HIEREE—F
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I negotiation

AL ETIL, IPSEC-SA/CHILD M SA DA 734 LHE T I 5RIZ, FHLLY SA FFELT 5168
|2 IKE-SA/CREATE CHILD SA DRI T—S 3 wMtBLEd,

ARARURTIE. SATEALNET THABBIHLL SA DE=HDORITL T -3 /BT 5
MNERELET,

DL, AEE BB Initiator DIHEE Responder DIZFE T, BEMELEETAHENTEET,

IKEv1/IKEv2 o< R

REH 1 AEEA Initiator DIFEE. S T2 LBTO O BFIRIST—30
ZRET S

Router(config)#crypto security-association

Router(config-crypto-sa)#negotiation initiate 90

REH 2 KEEM Responder DIFEX. SA TEALBTHO IO MEIZRITIST— 3
B9 %

Router(config)#crypto security-association

Router(config-crypto-sa)#negotiation respond 30 ‘

I:l‘\?‘/ FEH

negotiation <initiate| respond> <{E&hRFRE>

I INTG A=A
KNS A—5 | RENE | BERE | LKEOE
L ZDERTEZ . Initiator M SA [ZEAT 5D, initiate -
initiate] respond Responder M SA IZHE AT 5 EEIRLET . respond ERA

Rekey D&, Lifetime i T BFfE AV E NS VET

(B P12, HTLLY SA ZHEI T AMERTELE |1~65535% | HEEAT]
-g-o

X BEHHEOSKAHE 65535 (L. V01.19(01) LA YHR—Fk

YEENFF

|:®$E§ﬁbtm%@

initiator [ 90 #D I, responder [& 30 #HIIZ rekey ZFAIRLET ,

EEE—F

IPsec HIERTEE—F
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I re—establish—sa rekey

Phasel @ SA D Rekey BI{EE{TLVET,
refresh AR RRIZE#NZHEAHaTURTY,

IKEvl Effa<TUR

I SR 1 Phasel @ SA @ Rekey IEF 4TS

Router(config)#crypto isakmp policy 1

Router(config-isakmp)#re-establish-sa rekey

I:?yF%ﬁ

re-establish-sa rekey

/354-%
INTGA=RIHYFEEA.

|:®%E§ﬁbtu%@
Phasel @ SA D Rekey BI{EZ{TLVEE Ao

EEE—F

IKE R —EZEE—F
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I retry

ISAKMP [2& 5 BB D B IERIE (/3T A—2 :timer) &, RAFEBIE (/NFA—2 :max) 5%
ELET,

IKEv1/IKEv2 @< R

I FRIEI 1 ISAKMP IZ & 2 BHEERBOBEERREE 20T 5

Router(config)#crypto security-association

Router(config-crypto-sa)#retry timer 20

RIEFI2 ISAKNP IZL 2 HERRXBORRXBEEARZ 1 EHET D

Router(config)#crypto security-association

Router(config-crypto-sa)#retry max 1

I:l‘\?‘/ FEH

retry timer <E:i:fEE>
retry max <&XXEEZ>

Ls52=%
e BENE R |4
ISAKMP [2& 5 B EERH D B (BAL: 7)) %
= 1ERkE RELEY, 1~30 BIEAT]

HEZTO58ICHEBE 2 fE2iEmLTunExEd,

B rEEEY ZQE(MPI ~FLEMRTBOBRBIEHEREL | SRR

EZTOREWVER

n||||

|co

EERR 208
BxzEEHIE |

EEE—F

IPsec HIERFEE—F
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I retry guard—time

IKE 2T /N7y b DREZEITENT, BENEELTHIORAOEE/N\TYNEZITANTREE S
SETORMEERELFTY

IKEv1/IKEv2 @< R

I HEH 1 WEOBEE/NTY COZIFANAREREZ b ICERET S

Router(config)#crypto security-association

Router(config-crypto-sa)#retry guard-time 5

!:l'?“/ =5y

retry guard-time<s%{ERIRERFTED

I/i’%)‘—@

HHFHOIE |

| kFA—4 | BENE EEEE
IKE RI/VrybDEZEIZBENT, BENEEFLTH

SIS FTRERSRT |DHEDER/ Sy ERF ANAREET SETORM [1~30 | EKFH
(B ERELET

|:®$E€?bﬁu%é

ZISFTRERFREZE 1 FICERELE T,

IPsec HEZEE—N

X
it
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I retry rekey—ipsec

IPsec—SA D Rekey DYL AR (/NTA—HR timer) & YR SABIE (/NTA—H max) TR ELE
ERR

IKEvl EFa<TUR

I E%7EHI 1 IPsec-SA M Rekey D) b S A RIfRE 20 T 5

Router(config)#crypto security-association

Router(config-crypto-sa)#retry rekey-ipsec timer 20

HEHI2 IPsec-SAMDRekey DY FSAEIEZI@MET S

Router(config)#crypto security-association

Router(config-crypto-sa)#retry rekey-ipsec max 3

I:l‘\?‘/ FEH

retry rekey—ipsec timer <!) > A [El[E>
retry rekey—ipsec max <!) 54 [E%>

| INSA—4
NS A—5 | BRENE | BERE | AREOE
RS (BER IIC;e;_—SA M Rekey D) S A [elbm (B4 #) %R TE 1~30 LR
IPsec—SA M Rekey D rSABI#EHRELET . {~20
JrSAEIER |lifetime Z3ETE T S & Rekey D S5 % lifetime i T . BT

FTRYERLET,

|:®$E§ﬁbtm%@

£ ASFERR |retry timer AT RTRELARISAYETS
‘E{E@ﬁ ’retry max AY R CHREL=R#IZLGEYETS, ‘

fEEE—F

IPsec &F&3

E—FK

K
it
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I retry rekey—ipsec negotiation

IPsec—SA D Rekey DY SA A —/\—1% . BHJE Rekey HEEZ1TOIBE D Rekey B (/N\TA—4:
max) &R ELET

IKEvl EFa<TUR

I EHI 1 IPsec-SA M Rekey DY) bS5 A4 A —/\—1ZIZEE Rekey 217 5EBI%Z 3@ &ET S

Router(config)#crypto security-association

Router(config-crypto-sa)#retry rekey-ipsec negotiation 3

!:7>P§ﬁ

retry rekey—ipsec negotiation {<Rekey [E%>||ifetime}

I INT A—4
185 4—4 | BENE | BEEE | AEEOE
lifetime I;%?E?&ffl};yﬁg%: j%ﬁ;_ﬁ_fﬁ‘“fetime lifetime  |&BEF A

|:®%E§ﬁbtm%@
Rekey Z1TWVEH A,

fEEE—F

IPsec BIERTEE—F
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| 1Psec A7 F(IKEV2)

I vpn enable
IPsec HEEZHBRICLET

refresh AT RZIZHERNIZESITURTY,

IKEv1/IKEv2 @< R

I REWH 1 IPsec #EEZHINIZT S

| Router(config)#vpn enable

I:l‘\?‘/ FEH

vpn enable [ewan <A >% 7 £ —X>[modem]]

Ls52=%

| k5 A—4 | BRERE | BREEE | AREOE
TLYSBRBEDHRET DA A T—RE LAN Zg<£Th 1>

P BELET, 1 BIT—AMELIE
Ff-. WRET B EWAN R—FEFIET S all BREORRELGYE
PPPoE /A1 —RIZHEAINET, ER
ELOABRRDHRET DAV ETTI—R I
2. EF A AT I REEELES, S e

modem . - e o modem 1 EELUARERDIR
A3z —RIZ al ZIEELEEA (. FLERA
modem FIEE TEEH Ao °

LcoResithiulgs

IPsec HBEIXERATEE A

| eE—+F

EARBFEE—R
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vpnlog enable

IPsec #ReZ{FEALT= VPN BIEEN{Eh (SA DFEL /M) D VPN OJ &% M ERSHLHEER
ELET,

refresh AT REIZHRI-ABATURTT,

IKEv1/IKEv2 #@Ea< R

I REWH 1 SADHESLfEMZE VPN O T 125% T

‘ Router(config)#vpnlog enable

!:VQPEﬁ

vpnlog enable

I INTA—A
INSA=RIEHYFEE A,

| cogEEabings
SA HEIL /R DIEBART RSN FE A,

vanlog ElE?

IPsec ##EICBE 95045 T,

SA ZHEIL TEEMSIGEDEREEP, MEA-BYTELEEZRMLIEEIC. 0T EHTL
i’d—o

a2y —ILELLIE TELNET TAS A4 LT, vpnlog DIFEHRER T HIEE (L. show vpnlog AR
=EALET,
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| IKE-SA D3BE (IKEV2)

I authentication

IKE SA MBI ARERELET .

refresh AT RZICERIZESITURTY,

I EH 1 IKE SA DEREEA X Z RSA signatures AR ET B

IKEv2 EFHa<YVR
V01.10(00) L& H-7R—

Router(config)#crypto ikev2 policy 1
Router(config-ikev2)#authentication rsa-sig

I:l?‘/ FEHX

authentication <EBEI A

| IRTA—4
| RFA—% BENE BREHE | ABEOE
IKE SA DRI AREFHELET,
T A ‘pre—share ‘Preshared key A= pre—s.hare B ¥ N
- rsa—sig
‘rsa—sig ‘RSA signatures A=

| cogEEabings

SEEARIL Pre—shared key AR TEMELET,

EEE—F

IKEv2 /R —REE—R
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I configuration mode

CP Payload ZFWLM=7RL ALV HELEI{E% REQUEST/REPLY &I CEI{ES B AEIZHRELE T,
refresh AR RRIZE#NZHAHaTURTY,

IKEv2 Effav R
V01.10(00) LA H7R—pF

I F%7EHI 1 CP Payload ZFA =7 K L XU i L Eh4E % REQUEST/REPLY HIfEI CTEIVES & B

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)#configuration mode initiate

!:l'?“/ =5y

configuration mode <#l{HE— K>

I INTA—4H
e BERE | BERE | AREOE
FRURILWVHLSEEZRELET .
HIEE—F . REQUEST/REPLY #llff1 E—K TE)E | |initiate BRI
AT 1L BEBAD req £EELET

| CHD/REZITHIEWNGS
CP Payload #L\=7RL AL WLV HLEMEZITLVEE AL

fEEE—F

IKEv2 R —EREE—F
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I encryption

IKE SA DIEE 7)Y X LEERFLET, FITELnet F200/F200 Plus DIEE7)LI Y X LIZIE.
DES(56bit DES-CBC). 3DES(168bit DES). AES M#HUYUET .

AES T{ERT 5 KX, encryption—keysize aes AV FTEHRELET,

EEETILT)ALITEBIEETHENTE, EHIEEL-BE A I Initiator FFIZEDIRE
TWET L IBEDELEIL. AES, 3DES. DES DJEIZHYET,

FE1=. BEIZ encryption A ERE SN TLVDIKEE THT=IZ encrypiton ZERTET HELEETINFET,
CDRTEIL. SA ZHEIL T HEFELERALRETHAILELAHYFET .

refresh AT REIZHRI-ABATURTT,

IKEv2 EFav R
V01.10(00) L& H-7R—

I xEHI 1 IKE SADRESIE7ILT ) XLFEBDES AR ET D

Router(config)#crypto ikev2 policy 1
Router(config-ikev2)#encryption 3des
LE&Eh 2 IKE SAQBESIE 7L S U RLEHEH (BDES Ak & AES A1) BET D

Router(config)#crypto ikev2 policy 1
Router(config-ikev2)#encryption 3des aes

I:?DF%ﬁ

encryption <EESt7ILT 1) XL>

L3524-%

L RTA—E BENE | ERE | LBESOIE
IKE SA DEESILTILTUXLERELET
EEAET VT XLEEHEHRES HRIE. +
ﬁxl\o_x-(;gt)]")kj] L—C<T£éL\o des

BESIE 7L TR L ||[des  |DES(56bit DES-CBC) = ‘ 3des EHIEART]
|3des  [3DES(168bit DES)A e
‘aes ‘AES AR ‘

|:®$E€ﬁbﬁu%é

g5 7I/LT) X Lld 3DES TEMELET .
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IKEv2 R —EREE—F
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I encryption—keysize aes

IKE SA @*j&l—&a)f{ﬁﬁﬁd—é AES DEEERELET,

&/$TA—EDEEREDTRID = <E%TIRE> = BEQ LRI EHZEITHELT
{F2&Ly,

refresh AT REIZHRI-ABATURTT,

IKEv2 EFa<v R
V01.10(00) LA H-7R—p

IEEEW'H BREOTRIE (128) . BEITHHEE (192) . BROLRIE (256) £95

| Router(config)#encryption-keysize aes 128 192 256

!:l'?“/ =5y

encryption-keysize aes <B#ER®D TIRIE> <BRDLREE> EBXTIHIHRE

I/i’i;‘—@

L R5A—% | BRENS | BREEE | LRSEEOIE
128

BROTRE BREOB/MEEZELET., 192 KBS E
256
128

BEOLEE REOBAEERELET. 192 LR
256
128

BETHRE  |hitiator DEEDIRETRELADRBREIEELES, [192 HRETA
256

|:®%i€ﬁb@u%ﬁ

UTDIETEELET,
-RERDTRE: 128
-BED LRIE: 256
BT AHEK 128

fEEE—F

IKEv2 /R —REE—F
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I group

Diffie-Hellman ' JL— &S %% ELET .

Diffie-Hellman ' JL—F &S (Z1&. 1(768-bit). 2(1024-bit), 5(1536-bit), 14(2048—bit)(D 4 FELEA
HYET,

Diffie—Hellman ' )L —J &S (XERIETE T HENTE EHIEELIIHE L Initiator BFIZIEHD
REZITVET IREDESELE(X. groupl. group2. group5. group14 DIBIZHEYET,

F1=. BRIZ group D ERESN TWVDIKRETHIf=IZ group FERTE T HELEZINFET,
refresh AT RZICHERNIZESITURTY,

IKEv2 Effav R
V01.10(00) LA H7R—pF

I EH 1 O IKESADRTLT—S 3 VB Diffie-Hel Iman F)L—THEZ 14 L9 5

Router(config)#crypto ikev2 policy 1 ‘

Router(config-ikev2)#group 14

I HEHR 2 IKESADRITLIT—> 3 UBE® Diffie-Hel Iman J')L—THEEEEH (14, 5)
RET D

Router(config)#crypto ikev2 policy 1
Router(config-ikev2)#group 14 5

EESAS &

group <DH ¥')L—T&S>

/354 —%
CkSA—% | BENE | BERE | ABEOE
Diffie-Hellman ¥ JL—TBEZIEELET, |1
. sz Diffie-Hellman L —T BB EHEMRET |2 P
PHIL=TES |2mis. #HRX—ZATEROYAALTIE |5 AR
=AW 14

|:®%E§ﬁbtm%@
DH 4 IL—FBSIE. 2 TEIfELET .

fEEE—F

IKEv2 /R —REE—F
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I hash

)

DX}E[J?ETD
FITELnet F200/F200 Plus M /\y a7 )L X LIZIE. MD5, SHA-1 & SHA-2 A% YET,

Ny AT TV X LIIEBIEET HENTE, EEIEELIBE X Initiator B ICEHDIRES
TUWET IBEZEDELEIL SHA-256, SHA-384, SHA-512, SHA-1. MD5 DJBEIZHEYET,

F71-. BEIZ hash A"

BESNTVDIREETHIZIZ hash ERTET DL LEZINFET,
CORTEIL. SAZHEILTHEFLRALRETHOIDENHYET .

refresh AT RZICERNIZLESITURTY,

IKE SA D/\y2a7I)LTYVRA L%

IKEv2 EFHa<YVR
V01.10(00) L& H-7R—

I EH 1 IKESAD/NY S aF7)LTY) XLEMSIZT S

Router(config)#crypto ikev2 policy 1
Router(config-ikev2)#hash md5

|§EE19112 IKE SAD/Ny L a7)LT) XLEHESH (M5, SHA-1) SRET S

Router(config)#crypto ikev2 policy 1
Router(config-ikev2)#hash md5 sha

I:?DF%ﬁ

hash </\w < a7)LT ) XL

onl

REANE

SR E g

mdb
IKE SA D/ a7 )T)ALERELET, |sha
N AT ITYR L 1Ny aTILTY X LEEBETT HEE. F

sha—256% |HERAA]
AAR—ZATRYIY A DL TSN, sha-384*

sha-512*%
¥ sha—256, sha384, sha—512 [&. V01.16 (00) LLE&HR—

HIEFFDIE

| cogEEabiLngs

Ny T I)LTY X LIE SHA-1 TEIMELET,

EEE—F
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IKEv2 R —EREE—F
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lifetime

IKE SA DESHAIRZETELET . CCTHEEL-HEMNEZEBELI=. CHILD SA NEETSEE
[Z IKE SA O Rekey ZBtEL . EELAWMSEAZ(X IKE SA ZfELET .
refresh AT RRIZE#NZHEAHaTURTY,

IKEv2 Effav R
V01.10(00) LA H7R—pF

I REHI 1 IKE SA DEMEAR Z 1200 BT S

Router(config)#crypto ikev2 policy 1
Router(config-ikev2)#lifetime 1200

!:l'?“/ =5y

lifetime <HZHHEAR>

I/i’%)‘—@
T R5A—% | BENE | mERE |EBEOE |
‘ﬁ@%m %@SA@%%%E@%L@%%EL$¢O Eﬁ&mw ERETA ‘

|:®%E§ﬁbtm%@
EZEARR (% 86400 F(cEYET,

fEEE—F

IKEv2 /R —REE—R
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I keepalive

SA DIEGIERZ TSI KeepAlive ZITHEOIMEINEHZTELET,

AREEE TlE. IKEv2 (Internet Key Exchange version 2) 7O k3)L D KeepAlive #8E. LU ICMP
I2& % KeepAlive #gEFEHR—FLTULVET,

REBETIE, MLHREZLEMEE . IKEv2 D KeepAlive(DPD)ETLVET

ICMP [Z&% KeepAlive Z1T215& &, 77T 23V icmp " E4E8ELFET . ICMP [Z& % KeepAlive &
11755358 1. keepalive-icmp peer—-address I /K keepalive—icmp source-interface AV R %15
ETDRENHDT—ALHYFET,

KeepAlive Z{THAHIELMER X, “disable”Z4EELET

KeepAlive [Z&Y), SA BMERATEGVREITG S5 E (L. SA EBBLET

refresh AU RICEMIZGHITURTY,

IKEv2 EFav R
V01.10(00) L& H-7R—

I HREH1 VPN TFT—EDNEESNTULELMEETEHEIZ KeepAlive Z%ET S

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)#keepalive always-send

I:l?‘/ FEH

keepalive {always—send|icmp[always—-send|traffic-based]|disable}

Ls52=%
(K5 A—4 | BERE | BERmE | AREBOHE
i o o —EHRBEL L
always—send \K/eP(:l Zl_ive?i\z%;t_c;*;_fd‘(—cb‘ ml= always—send [o7=15&(Z DPD Ay
P i —UERELET,
—EHIEBIE N H
icmp ICMP ZF|FLT= KeepAlive Z{TLVET, |icmp >71-12 &2 DPD Av
t—U%FEELET,
—SEHARSY INBOUND SPI [Z&ZBEENFK OUTBOUND T—5&

4£+9 . OUTBOUND SPI [IZ&BBIENF HEEEIEH T

traffiezbased e | 1188 1= HELLO ZAELET |70 *2%%0 g ai= IoMP Ayt

(ICMP-Keepalive D& X)), —UHEELET,
disable KeepAlive #ige2FRALEE A disable KeepAlive #REZ {5
P & ° HALEY,
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|:®%i%ﬁb@u%é

IKEv2 M keepalive(DPD)ZF1TLVNET ,

f&EE—F

IKEv2 R —EREE—R
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I keepalive—icmp peer—address

SA BNEHREINTULENESIHDIHEREITHSIT=HD KeepAlive & ICMP TITHSIHEIZ.
KeepAlive DFEF IP PRLRZHRELET .

JBHEE VPNET EETIP FRLREFZEET DA FTT—AD IP FRLALET HHEIE. 2D
IURERETIVLEIHYFELA,

KeepAlive [Z&Y, SA BNMERTERULVKRE(CE>T-15E (X, SAZ@BBLET,

refresh AT RZICERIZESITURTY,

IKEv2 EFav R
V01.10(00) L& H-7R—

I xEHI 1 ICMP 0 KeepAlive M3ES %, 192.168.0.1129 %

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)#keepalive-icmp peer-address 192.168.0.1

I:l?‘/ FEHX

keepal ive—icmp peer—address <34 IP 7 KL &>

| IRTA—4
L RS A— | BENE | B
IPv4d 7RL R
. ICMP @ KeepAlive Z{TH5MF D IP 7L BB .
SESE IP PRLR eyt IPv6 PRLZ HBREF T
i

| cogEzabilngs

keepalive icmp MERESNTULSIHA . FEE IP FRLRIX VPNET7®D IP PRLRIZHYET,

fEEE—F

IKEv2 /R —REE—R
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I keepalive—icmp source—interface

SA MERINTLEINESIHDIEREITHIT=H D KeepAlive Z ICMP TITESIHFEIZ.
KeepAlive /N YRDIEETARZTTI—ADIP PRLRZHZELET,

BHEE VPNET EETIP PRLRFZEETHAUFTT—AD IP FRLALETBHEIE. 2D
YURERETIVLE>IHYERA,

KeepAlive [Z&Y ., SA BMERTELLVIREEIZH>T-15E (X, SA ZfEMLET .

refresh AR ZICERNIZLESITURTY,

IKEv2 EFav R
V01.10(00) L& H-7R—

FREHI 1 ICMP @ KeepAlive /347y FDEETT FLRIZIANA V27 —XDIPT7 FL
AEHERT S

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)#keepalive-icmp source-interface lan 1

I:l'?“/ reE=

keepalive—icmp source—interface </ 27 x—XR%& >

I INTG A—4H
L k5A—5 | BENE | BEEE | EREOE
ICMP ) KeepAlive {8 T B0, #IEXT o0
ARTT—RE FLRIZERT 510 2T—RT7RLR%ELR | HBREAT]
= oopback 1~16
ELET vlanif 1~100

LcoResithiulgs

keepalive icmp MEEESNTULDIGEE . FEIETT IP PRLRIEEBIT/NT YN EEET /27—
AD P PRLRIZHYET,

EEE—F

IKEv2 R —EREE—F
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I key

Pre-Shared Key' %R ELE T,

XFHTIEET SIEE (L asci"ZFI57E. 16 HEETIEET 555 (L binary"ZIEELTR. Pre-
Shared Key ZERXELE T,

refresh AT RRICHRNICAHITURTY,

$¢Pre-Shared Key---—fiR[CIBRTH AR IT X EMER 1 EEEEINET,

IKEv1/IKEv2 $Eav R

I HEWH 1 Pre-Shared Key [Z3XFFIMD " secretF200" 5% €3 5

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#key ascii secretF200

E&7Ef 2 Pre-Shared Key [T 16 #£3"123456789%abcdef” #E&E T 5

Router(config)# crypto isakmp policy 1
Router(config-isakmp)#ke y binary 123456789abcdef

I:?DF%ﬁ

key {ascii|binary} <Pre-shared Ke> [{secret | private} [encrypted]]
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I ING A—A
k5 A—% | BRENE | BERE | LB
N Pre—shared Key & X F3F| (ascii) ELTHSH . 16  |ascii P
asci [ INary | uy (binary) ELTHESMEIEELET binary | SR
_ _ =K 64 .
E: e Ipre—shared Key £RELET . E;Z()E%zj; BT
Pre—shared Key ZlE 5L I AR ICH BB S HEE
Addh. EEBRARSREFERTINFIEEL
F9, 4 INRT—F%
secret | secret %
private ’secret ‘ ’El"%’lb"?’%ﬁ%li;j\:;ﬁ %%ﬁi’éﬁﬁﬁ?‘é ‘ private _;-’Z
. EELTSRICEER AR S HREER
private
ERA)
Pre-shared Key #IE S LB F 5N ESIMNEERTE
Lij_o el —_— ~,
COAT A EMMT BEIZEY. SR —RIE Q§i§£?
encrypted |[BES{LFAEHIEINET ™ encrypted ;ft,ﬁ&u
secret E£T=IZ. private LA EHLETHERT 57= s
8. secret, private DIFEMNEWNGZE(X.
encrypted 5T T H_EITHFFE AL

X1 COATLaviE, BETBRETCIZHERELY ., Pre—shared Key IS {EEh TRRESh
encrypted A7 7 av REEBIMIZFINShET,
%2 Pre—shared Key DEEICEE S ILEADIFEIX. COA T avERETILENHYET,

| COBREETHEWNGS
SA ZREILTEFEH A,

fEEE—F

IKE R —EREE—F
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I self-identity

VPN E7Z#E AT 51=6(2@ 519 5 Identity ZERELET

refresh AR RRICERNIZHEHAT VR T,

EREHIA
G ER)

VPN E7 Z#A1T 5= @ET 5 ldentity ICEE

IKEv2 EHaT VR
V01.10(00) L& 5 7R —

BED7 FLX (192.168.1.1)

Router(config)#crypto ikev2 policy 1
Router(config-ikev2)#self-identity address 192.168.1.1

I:?DF%ﬁ

self-identity {address <KREB®D T KL A>|fadn <FRA %> |user-fadn <1 —H4>}

| NS A—4
| SA—4 | BENS | BmE#E
IPv4 7RL R
AREBED identity Z IP PRLAEKT (X .
A+ % N
REEDIP 7RLR teoe | IPv6 7EL X HREA ]
=
AIEED identity Z# FODN IS X TIEE [RK 64 XF |,
KA LET, oxmE [GENH
e AIEE D Identity # User-FQDN XX |l K 64 XF |, -
1= cHEELET, ormE [GENH

|:®%i€ﬁb@u%ﬁ

VPNETFERBIETAAUETI—ADIP PRLREFBLES,

EEE—F

IKEv2 RY—ERFEE—F
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| CHILD SA e (IKEv2)

I anti-replay

IPsec J@IEWFD . Replay Attack BHEMEREICDWNVTEHRELE T, KOTURALELME S (L Replay

Attack EATEEIND/INT YN EBRELFET . disable FERETHLIZKYENLD /M ybERES
hij—o

FERTHERICEOTIE, Ny DEFEIRFAEIER T DEITIRENFAEL | Replay Attack &ER
RBLTNATYMEEELTLEN, RIL—TYrDETHIRETHIENHYET .

show vpnlog AY U RZEFTL T, B4 (Z Replay Attack NRRENDEITHNIE, AaAYUKRT
disable Z3EE T HEIZLY . RIL—TYFDRENRNZGENHYET,

X 11)T14%EEL T Replay Attack [HEINFETHNIL. BIEKRICH LT disable [CERELT
Q- AN

refresh AR RIZE#NZHEAHaTURTY,
IKEv1/IKEv2 o< R

Iéﬁiﬂﬂh Replay Attack BhfiIi#REZ(EIL LT, £TO/NT7 Y FERIET S

Router(config)#crypto map Tokyo 1
Router(config-crypto-map)#anti-replay disable

I:?DF%ﬁ

anti-replay < Replay Attack %%E>

/354 =%

[ k5A—m | BENE | BEEE | AREOE
Replay Attack |25 259 D/ N\ yhEIREST LHME
INDEEELET,

Replay Attack £% | |lenable "

E enable Replay Attack IZE2 29 5/ YEHE | |disable LLn

ELFET,

disable |£ T/ ybERIELET, |

|:®$E§ﬁbtv%ﬁ

Replay Attack [ZE2 &9 /N YNERZELE T,
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I Replay Attack BhfEHIEEEE & (£ 2

Replay Attack BAfHI#REE (X, ZIELIz/ T YD —T U RBENDHRKEEZREL. TDEERE—
HLLEZEDEIYINSG— T RBEEZELILEEIC. NI EBRET HHMEETT,

=1L, *yb D —OEEDORZR L. ESP JL—LANBEDOYDRIREMEN H D=6, ZIELT-
Sequence Number DE KEMNH—EDH (KREETIL 32) (IZEF-KZEZEEL. TOEED
FF N TERZIEDISZ AL Replay Attack error ELTOREIIITHICEEDZENEEZTLNET,

EEE—F

VPN ZL Y 2% EE—F
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ICWWHMM%KEE%—H

VPNET7EDELIRAERDIUN)ERET H5IZ. VPN ELIFREE—FIZBRITLET,
BREDEIL. ELYEEH,. O — U RABEEEELET,

refresh AT REIZHRI-ABATURTT,

IKEv1/IKEv2 #@Ea< R

IEEE@H WNELIFBEEE—F (ZLY 2%&%: Tokyo) ISBITLFET.

Router(config)#crypto map Tokyo 1
Router(config-crypto-map)#

I:?DF%ﬁ

crypto map <LV 2 &> <O—H VREE>

Ls52=%

nmRr=n HERE B

VPN ZLYAD B MEIRELET,
PPPoE /2371 —REZETFE—F/EWAN /257 B2 K 16 XF
BLOSER | mer KT BT VPN HLOREE (DEM
EFELET DT, bhHYPFTNRFRICL TS,
=l RBBERELET,

BECERLI-— U RABBLRILESEZEEL (1~2000%
THERATHEURRELE-ARE LEELET,

XKo—H U ZER 1~2000 [E, V01.13(00) LLBEH7R—I, FITELnet F200 Plus Tl
£ T{HEATHEE, FITELnet F200 TILEREEE . 128 T M) H3ERATTHE,

HIEFDIE

HEEA A

= UREE

HEEAT]

EEE—+F

EXBREE—F
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| crvpto map (B4 5T —RREE—F)

AR —RIZREATT5 VPN ELOSD MAP 25 E&LET,
VPN L2 %1%. crypto map AY KT, VPN ELISZHREE—FRIZBRITLT.EZELET,

refresh AT REIZHRI-ABATURTT,

IKEv1/IKEv2 #@Ea< R

I%EM1 EWAN1 4 >4 2 —XIZ, MAP 4 (Tokyo) D VPN £ L 4 4 3t isft+E 9

Router(config)#interface ewan 1

Router(config-if ewan 1)#crypto map mymap

I:?yF%ﬁ

crypto map <t L4 2 LF>

Ls52=%
Rerery BENE BEME | RO
‘tl/7’5¢%$7‘]'\ ;ry;_to map AY R TIRELI=ELI2EMEEEL ‘_ LT ‘

|cogEzabings

CDABTT—ATIL. VPN(IPsec) ZFRLEE A

fEEE—F

EWAN /27T —RABEE—K
PPPoE /271 —REEEE—F
BANS—A B ITT—RABEE—F
IPsec 1A TT—RARTEE—K
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ipsec access—list

IPsec DELIAEHREEELET .
refresh AT REICHERNIZESITURTY,

IKEv1/IKEv2 #@Ea< R

IEEEWH ETONT7 Y FEESIET D

‘ Router(config)#ipsec access-list 1 ipsec ip any any ‘

IEQEWJZ 192.168.100.0/24 — 192.168.200.0/24 3ED/N7v hZEHEEIELT B

‘ Router(config)#ipsec access-list 1 ipsec ip 192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255 ‘

LEEh 3 TP /iy y FOHEELT S

‘ Router(config)#ipsec access-list 1 ipsec tcp any any ‘

LE&EEhla 2oy y FERSELZL (bypass)

‘ Router(config)#ipsec access-list 64 bypass ip any any ‘

|&Ehis BRREY Y FERSELAL (bypass)

bypass T local 8 £ %5 & . FEED K3 crypto map ZERFEL T, BTRMIZA AT — A EDHRAT
[FTEITIVELIHYET .

158, local FEEDIHZE. 1 DD crypto map ZEEBD A AT —RIZHRF TS EIETET (ipsec.
bypass fEEEDELLY) , AR TT—AMNELDIHEIZIL. BlD ipsec access-list & crypto map (295
WHENHYET,

Router(config)#ipsec access-list 61 bypass ip local any
Router(config)#ipsec access-list 62 bypass ip local any
Router(config)#

Router(config)#interface ewan 1

Router(config-if ewan 1)# crypto map bypass-1

Router(config-if ewan 1)# ip address 192.168.1.254 255.255.255.0
Router(config-if ewan 1)#exit

Router(config)#

Router(config)#interface ewan 2

Router(config-if ewan 2)# crypto map bypass-2
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Router(config-if ewan 2)# ip address 192.168.2.254 255.255.255.0
Router(config-if ewan 2)#exit

Router(config)#

Router(config)#crypto map bypass-1 61
Router(config-crypto-map)# match address 61
Router(config-crypto-map)#exit

Router(config)#

Router(config)#crypto map bypass-2 62
Router(config-crypto-map)# match address 62

Router(config-crypto-map)#exit

I:l?‘/ FER

ipsec access—|ist <ipsec—access—list ZE> { ipsec | bypass | discard } <7A ~
a)LESE> {any | local | host GEETT IP 7 FLR> | GEIEFTIP 7 FLRY GE{E
st Wildcard ¥ X2 > } [eq <TCP 7/R— +&EB>] [eq <UDP ;R— +&FES>] { any | peer |
host <GB IP 7 FLRA> | BB IP 7 FLA> <3E%k Wildcard ¥ X%> } [eq <TCP 7R

— F&E>] [eq <UDP iR— F&BEBD]

I INTG A—4H
| Rk5A—m | BENE | RE#EE | 4REOE
TNTNOREEDESFI/ELEFT .
ipsec—access—list |[f=. CDBEF (L. VPN ELI2DEFLREEL . s P
&= CHEASNET HEp N ESEr | 200 LlOL]
ENELY)
BRI R, ERXR, BERREDOLNG
nhzxEieELET, .
iplsec | bypass | ‘ipsec |H’é‘%1tﬁ%&'§"§) Ik?;::ss LS
discard ‘bypass |iﬁi@ﬂ%c‘:'¢%> discard
‘discard |J§ﬁﬂ%c‘:'¢é
JaraLgiLF,. FOoralLBEEEE
RLET,
liomp  [ICMP iemp
: ip
JOraLBEE o P tep BT
‘tcp |TCP udp
udo  [uDP 0~255
0~255|7OraLBESEETE
BINGA—BR(FRLRAPR—,ESHRE)
- T E&TIFEETREEIE any" A S an -
v LET. Y
L OAERELTHRFIEINT 5158
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c HEEDRE

[&. IPaddr=0.0.0.0 Mask=0.0.0.0 T:EHILE
ERS
BREEN\TINMIEETHEHEE.
local “local"Z#$8ELE T . EWAN TFZRLAZ[E |local -
ERELTLDIGEDAHERTFIRETY ,
host. RET/FBETFLAELTRRAMTRLAZ | - _
EBEIHHEEIDTES,
BIETIPFRLR [RIETTFLRAEEELET, IPva PRL AT |&BERTT
EIETT Wildcard ¥ | E{ETTT FLRZHEIRE T H1=HI, N P
2% Wildcard TR VZHEELET Pud FELARS | GBEAH
BEEIPFRLR  [JEETFLREELET. IPva PRL AT |&BERTT
5E5E Wildcard ¥R |5EET FLAZHERIEE S S80I, S PR
% Wildcard Y RZEELET o Pub FELAR |GRAT
o VPN E7SEEIETE T HIHH L. “peer &t cor
° ELET. °
em  [FOMILT e EEELIBAIS, WE [TCP R—FES (0 [,
TOPR—ES |5z 0P -t BEEREELES, | ~65535) B
o o |[ZARILT udp " EHEELIZIHEIC, MR |UDP R—FES (0 |,
UDPR—MES | g5 uop -t EEEIEELES, | ~65535) G

XES 1~2000 (. VO1.13(00)LLEEHAHR—I, FITELnet F200 Plus TClXBEHE L THER.
FITELnet F200 TIXEXEEE S 128 TV DHEHZ,

|:®%E€ﬁb@m%ﬁ
IPsec #REZF R S &IETEE A,

BREE—F
EXREE—F
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I ipsec transform—keysize

CHILD SADRILI—1avTERAT S AES DBEZEELET,
BIRSA—ADEEREOTRIE> = BETIRE> = EEDLBIE>ELBESITHELT
{FZ&LY,
refresh A RRICE#NIZHHaT VR T,
IKEv2 Effav R
V01.10(00) LA H7R—pF

JEH 1 BRE (v2key) . BROTRIE (128) . REIT HHE (192) |
BEOLRE (256) £95

Router(config)#ipsec transform-keysize v2key esp-aes-cbc 128 256 192

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set transform-keysize v2key

I:?DF%ﬁ

ipsec transform-keysize <##K4£> esp-aes—cbhc <BEEDTIRE> <BEEDLIE(E>
Initiator BFIZIRET 3R>

I INDA—A
| K5A—4 | BENS | BEHE | AREBOME
REZ Bt I RERMOEHEEELES . g;ggm LR
Responder B2, (T AND AES DHERD = 128
IMEZIEELFEYT . ChiWELERTORT LR
REOTRE o1 _sosmirsan. 15—chyx | L)
¥,
Responder B2, Z (T ANS AES DERD&H 128
KEEEELET. ChEYEVNRETORT R
REOLRR |1 s smirsan. 15—omyx | AR
?0
128
Initiator BFIZ  |Initiator FFDIRETREISLD AES BEZIETE S BR T
ETHME |LET, I HERAH

|:®$E€ﬁbﬁu%é

UTDIETEMELET
-RRDTRE: 128
-BBEO LRIE: 256
BRI HBER 128

fEEE—F

EARBFEE—R
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ipsec transform—set

IPSEC SA/CHILD SA MR —ELT BEAETILTY XL, BIEET7ILIAYALEERELET,
BTV X L, BT LTV X LIFERIEETHENTE EHIEELZGAERTL T

—yazlﬁl-%ﬁ*ﬂd)i‘ EEITVET,

BHOIREET BB payload ADESIE AL, IKEVI, IKEV2 TENZNLUTOHRIZHEYET,

IKEvl DIE&EFFRELIBICIRELET,

EEAETINTUR L, BT ITVXLNEICEHREINTOSIGEIL. BESETILTIRLE
BELTRELET,

IKEv2 DIBEEIL. BE167 /LT X Lk AES,3DES,DESNULL DIEIZIRZEL. B 7ILTYX L%
sha—256,sha—384,sha-512,shal,md5 DEIZIZRELE T,

CBQ &> THEFHIEEITIHSE . ipsecif TOFHFAETHEAT S ICV ROMIEMBIZTI74/LE
T12 3 REHEHTVVET,

LA L. sha256,sha384,sha512 @ ICV Kl 12 /NA+FTHULND T, LEIZIHE LT qos frame—length-
offset THHIEEZIEEL TSN,

FNENDOTITIXLTHICV RIETTEDEYTT,

*HMAC-MD5: 12 /NA

*HMAC-SHA: 12 /A(k

*HMAC-SHA2-256: 16 /\{ |k

*HMAC-SHA2-384: 24 /\A |k

*HMAC-SHA2-512: 32 /\A |k

FITELnet F200/F200 Plus [&. #23{® Phase2 /R —% R E TEE T DT, & Phase2 /R —I(Z
[&. Phase2 R — B MEZRTELET,

ZD Phase2 R —EB ML, ERICEDELIAERICHLTHERTAIIDIEEICHERLETD
T, HMYOFTNEFREL TS,

refresh AX U RRICEIZHHaAY VR T,

IKEv1/IKEv2 #@Ea< R

FREHFI 1 IKEVI DR — (R &—2BFF - P2-POLICY) & LT, BESIEAX :
AES (256bit) . FREE7 /LT ') XL : HMAC-SHA-1 &% 9 5

‘ Router(config)#ipsec transform-set P2-POLICY esp-aes-256 esp-sha-hmac ‘

FEFI 2 IKEV2 DR — (RY S—ZFR - P2V2-POLICY) & L T. BEESIEA : AES,
FRRE7 /L3 ') X L : HMAC-SHA-1 = &% 9 %

‘ Router(config)#ipsec transform-set P2V2-POLICY ikev2 esp-aes esp-sha-hmac ‘
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I:l?‘/ rE=

ipsec transform-set <R\ o—4£&> KIKEVI BEE{L7ILT") X L> [IKEV]
X L] | ikev2 <IKEV2 EEE1E7 /LT X L>

BREE7ILTY
[IKEv2 EBEE7 )L T

)X L]}
I INTG A —4H
INT A - . e e AIREFD
i/ BENE SEgE | D
high i

— | 16 XFLUHNDE |,
BT RIS BT DRI OBRERELET, [ on o R

IPSEC-SA DIEE LTI TVRLEBELET .

|esp—des |DES AR esp—des
IKEvi B ||esp-3des  |3DES Az esp-3des
}%LLBZZ lesp-aes—128 |AES 128bit Z:E:::jgg BT
L2 |lesp-aes—192 |AES 192bit osp-a05-256

|esp—aes—256 |AES 256bit esp—null

|esp-null | ER=g (AR

IPSEC-SA MBI 7TV X LERELET,
KEvt 22 |esp—md5—hmac ‘HMAC—MDS FILTY X L esp-md5-hmac HMAG-
s17) |[eso-sha—hmac  |HMAG-SHA-1 FLTYRL | [espshahmac || o
S1JZ L ||esp-sha256-hmac™® [HMAG-SHA2-256 7 )L=1) X s :zs:z:zgi::::z BELE
%2 . N N

[esp-sha384-hmac™ [HMAG-SHA2-384 7 LT XL | |esp-shas12-hmac |° °

lesp-sha512-hmac™® [HMAC-SHA2-512 7 )L X L

CHILD SA DRESLTIIL TR LERELET .
IKEV2 B5 |esp—des |DES AR esp—des
ELB'J?Z lesp-3des [3DES 73t :g::::s BIETT
LK |esp—aes |AES AR esp—null

lespnull |BESELAZLY

CHILD SA MEFBEE7 IOV RLEBELET,
KEvp 5 |esp—md5—hmac |HMAC—MD5 7L X L esp-md5—hmac HMAG-
s |[esp-sha—hmac  |HMAG-SHA-1 FTYXL | |esp-shahmac | =
1) X L ||esp-sha256-hmac™® |HMAC-SHA2-256 7 L") X s :zg:z::igi::::z THEL
¥ 5 N >

[esp-sha384-hmac™® [HMAG-SHA2-384 7 LT X Ls | |esp-shas12-hmac |2 ° °

lesp-sha512-hmac™® [HMAC-SHA2-512 7 L1 X L

X1 /85 A—4 IKEv2 BEE{E7ILT ) XL IKEv2 BEF7ILTY) X L. VO1.10(00) ARG HR—

k
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¥2 INGA—R IKEVI BB 7IILTYX L, IKEVI BREZ LTV X LOEHRIEEE.
V01.12(00) LA HHR—k

%3 BEF7)LT") X Ls sha—256,sha—384,sha-512 (&, V01.16(00)LLEEHHR—k

BAXIVMNJ:64 T

|cogEzabings

IKEvl TIXEES L 7I/LT1) X L:DES, FBF7 /L") X L :HMAC-MD5 TEIMELET .
IKEV2 TIXRES L 7I/LT1) X L:3DES, i 7/)LT") X L :HMAC-SHA-1 TENMELET,

EEE—r

EAREE—R
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I match address

BBt TH/ N yrERELET .
INTYRDIEET-BHETRFL R, ipsec access—list AV KR TIEEL. match address AT KT
[&. R 5 ipsec access—list ®EEHELET .

IPsec TEZITIDTHNIE1st/2nd 1A T IV ITTALY VPN £y T7 YT VPN 2B EEZLE
ERS

1st/2nd M 2 DD crypto map Z1HAREL. LLIABSIR—DBESEFIRELEFT,
Fr=. TR TERT 5 crypto map [Fh T . 13— T —AE—FIZTEE (TE2TEHETEL
UEEA.

IPsec BRDEZEITOIDTHNIE multi-path 1A T avEBEEZLET,

(DEAEDHRTE(C X balance IA T3 dERALED)

multi-path @ 2 DM crypto map Z1#REL. LL VB SIER—DESEEELET .

F-. AR OBTERT S crypto map [Fihd, 10 F—D—RXE—RIZTELER (T&E1THEHET
nNIERYELA,

8. IKEv2 Tld IPsec TR AU IPsec BRIAEEYR—FLTLVEE A,

refresh AU RRICHZNICARHITURTT,

IKEv1/IKEv2 $Eav R

I EREHI1 192.168.100.0/24 <-> 192.168.200.0/24 #K§E1Ld /N7y & LTHEET S

Router(config)#ipsec access-list 1ipsec ip 192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#match address 1 1st

I:l‘\?‘/ FEH

match address <IPsec access—list &8> [1st | 2nd | multi-path [balance 0-10]]]
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I ING A—A
L NS A—5 | BENE | BEEE | AREOE
IPsec access-list |RFS1LT %/ V7 ybEL T, IPsec accessist &S |, | Py
&= EHEELET, (~20007 A
IPsec LREITOGE X, 1st F£=IE. 2nd Z5ERL
EX 8
IPsec BN EZEITIEE . multipath balance
0-10&RLFES,
et IPsec TLRIEBRED A/ U EIFFFIEELE 1t Psec TTEA
1st | 2nd | multi— ER ond BexEAELL
?gﬁh [balance{ g 2nd IPsec EE*%-QEO)/ §‘777‘y7@$7§§$5 multi—path L\tl/b’;'l[:fd:
ELET, balance {0-10} |YUZET,
gﬁr Psec B BEITIHEEELES .
balance | B1TRI B Z. 2O SA [/ V4 y bR
010} (YR IT5EI5%RELET,

¥IPsec access-list &S 1~2000 (. V01.13(00) L&Y 7R—I, FITELnet F200 Plus Tl&£
TR L. FITELnet F200 TIXEREHE D, 128 T M) AMEAREE,

|:®$E€ﬁbﬁu%é

BEE—FK

IPsec ZFHTEEE A,

VPN L Y4535 E

:E_

K
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I match identity

VPN E7 D#E R A EEHRELET S

VPN E7ZE A9 5= I@E SN S Identity (£, IP PRL AR /FQDN #2 = /User-FQDN 2=
DWLWTFhHhTEHMSNhET,

refresh AR RRICE#NIZHEHaT VR T,

IKEv2 EFa<v R
V01.10(00) LA H-7R—p

IEQE@H VPN E7 D&#RIZE IP7 FLX (192.168.1.1) THIHS

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)#match identity address 192.168.1.1

I:?DF%ﬁ

match identity {address <VPN E77 KL &X>|host <;RR k&> |user <1—H &>}

| NS A—4
| K5A—8 | BENE | BEEE | ABEOE
VPN EFPELZ \éil;;:;)ji—(ientity 1P 7RLARER ;Ezg ;I:t;(;:;t SRR
. VEPL\J;ZG) identity  FQDN F =X TH§ szx 64 XLFDEH LR
1% 1 EEELET. ERUXTFORE ymra

Loogssibulga

VPN E7D#EANAEEZSHRLEE A,

EEE—F

IKEv2 R —EREE—F
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set ikev2—policy

FATBIKEV2 R —DESERELET,
refresh A RRICERNIZHEHAT R T,

IKEv2 Effav R
V01.10(00) LA H7R—pF

I FREG 1 IKEV2 R O—FS 1 ZFERT S

Router(config)#crypto map SELECTOR1
Router(config-crypto-map)#set ikev2-policy 1

!:l'?“/ =5y

set ikev2-policy <policy HEE>

I INGA—5
[ "5a—5 | BENE | BEEE | AREOE
policy B2 [T KE2 KUS—DBSERELET. [1~1000% |[LBEFA |

NS 1~1000 (L. VO1.13(00)LLFEH #—F ., FITELnet F200 Plus ClX% EEHELTA AL
FITELnet F200 TIXE& &+ 100 TV F) DA EZ,

|:®%i€ﬁb@u%ﬁ
ZD VPN ELYVAEERTHIENTEE A

EEE—F

VPN L2 EE—R
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I set peer

SAZHEMLTAED VPNET7Z®D IP PRLRAFEIFIHRAMNEEHRELET .

refresh AU RZICHERNIZESITURTY,

IKEv2 Effav R
V01.10(00) LA H7R—pF

I EF 1 VPNETZ#7192.168. 1. 1"IZERET S

Router(config)#crypto ikev2 policy 1
Router(config-ikev2)#set peer 192.168.1.1

!E{,{Eﬂﬂ]z VPN E 7 % “vpnpeer1” 2R E T %

Router(config)#crypto ikev2 policy 1
Router(config-ikev2)#set peer vpnpeer1

I:l‘\?‘/ FEH

set peer KWPNEFZD IP 7 FLARDIKKAAL 24> [v4|v6]}

| NS A—4
L oKsA—5 BENS | BEEE | AREOE
VPNET7®D IP 7RL VPN E7% IP 7RLRAFEIE, FA U4 E\;#,Vft?'; LR
2| RA % CHEELET . o ew [T
KA 2
VPN E7ITR AV BEEELIIGE . < st
valve FALS B DERRRE vi 6 DEBDS |2 Ay
MTISMEET B ENTEETS, e

M RAMVBELTRETEDINFIE, 64 LFETDAXFE A~ 2, MXFE @~ 2. HF O
~ 9. N2 () FYFODHNRETEET,

3¢ vpn enable £SO TR ATT—A T vh Ev6 DEALRERIZG-TWAEEIK. v &
v6 DELLIZARIRREEIIMMEETIDENHYET,

|:®%i€ﬁb@u%ﬁ
Initiator EL TEIELEE A

| ee—+

IKEv2 R —EREE—R
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I set pfs

PFS (Perfect Forward Security) Z1T7% 3R (Z . Diffie—Hellman $233#a%{# FHL 1= Oakley EME(EN D
e M EERALET,

Z DT KRIE Oakley Group Zi§ELE T,

Diffie—Hellman Group [Z[&. 1(768-bit) . 2(1024-bit), 5(1536-bit), 14(2048-bit)(D 4 FEFEAHYET .

IKEv2 CHEHDIREZ T S5 S payload N TIL. group14, groupb, group?, groupl DIETIRELET,

refresh AX U REICE®ICHEAITURTY,

IKEv1/IKEv2 @< R

IEQEWJ 1 PFS {EARFD Oakley Group [Z. Group2 ={FEAT %

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set pfs group2

I:l'?“/ reE=

set pfs <DHZIL—

I INTG A—4H
Berers BERE BEHE LHREOE
group
N o N [ group?2 e
DH 4 JL—7 |Diffie-Hellman ' IL— &S %#EELE T, aroup5 HBIEART]
group14

|:®$E€ﬁbﬁu%é

IKEv1 Tl Initiator &7 5155, PFS AL EH A, Responder E4BI5E (X, Initiator A5 DR
=N Group 1, 2.5, 14 THNIE, ThEZITANET,
IKEv2 Tl PFS Z#{#ALEH As

|Wsa@?

Quick Mode F—MAERIND-UIZTF—DEREE KT 5 Internet Key Exchange (IKE)D F|IE
TY, Tz, TDERIZF—DKEE(Groupl. Group2, Groupb. Group14) Z#EELET
X1 T DETIEBREELGYFET A, F—OXBRICEHERAMNDIREALHYET,

| ee—+

VPN L2 EE—R
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I set session release ipsec—lost—time

CHILD SA M7EULVREEA kS L1-15 &2, IKE SA 224 AECHBRIZHRTELET,

NTELEEICFEILSNT- CHILD SA hoBEMIZHRYET,

refresh AT REIZHRI-ABATURTT,

IKEv2 Effa<T R
V01.10(00) LA H-7R—p

295

FRFEHI 1 CHILD SA AVZLVREEAMEKT L 1=15 & (2. IKE SA 2R Y 5 ETORMZ 30 7

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)#set session release ipsec-lost-time 30

I:l‘\?‘/ FEH

set session release ipsec—lost-time <HE#EREFRE>

ERMTHETORMEM: B ZHEELES.

Ls52=%
| k5 A—4 | BRERE | B EE HHEEOIE |
HILD SA AZLVIREEA SR L =15 & (2. IKE SA .
‘ﬁﬁﬁﬁ F SA AELVREED B LTI A S %~m0 - ‘

Loogssibulga

IKE SA DA 72 LIZHEST, SAZHEBRLET .

EEE—F

IKEv2 R —EREE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I set security—association always—up

SA DFEMIRREEFHF T AN ESIIFIEELE T,

CHDARURERELI-HGE. —EMEILL - SA (FFEILLEITET . F—. SA DI LI-I5 & 13
MTHETUNSALEETET,
always—up D EStRREIFEIL. always—up check-interval AX K T EET A ENTEET .

IPsec M Aggressive E—RTIER Y 515 E (. Initiator I[ZEXEL THLLESRM T,
+> %48 FITELnet-F 1)—X (BEE IP)—— #0 S48 FITELnet-F 1) —X (Eh# IP)
LTERDIRETILEE U 2BIZ2# O VPN (FERNGEWN 0. 51724 LET SA DEXZITEV S
BIMNSBEENITAEE A

CDATUREFEATACETHA R LY ER SA NELIINET-0 . Eo2AINSDBIENTEEIC
BAHZEIEHYEE A

ARERTEF (L. if-state sync—sa DELLN—AHDEZRENEITHNIL, UP/DOWN EELET .
F-  MADBRENGEWMGEXEIZ IPsec 12T —R[T UP DIREEELYE T,

refresh AT REICHERNIZESITURTY,

IKEv1/IKEv2 #@Ea< R

losn szumumera

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set security-association always-up

I:?DF%ﬁ

set security-association always-up

Ls52=%
INFA=BEBYEE A,

|:®%E§ﬁbtm%@
FESTL7- SA (. Lifetime DR EICHELVERLET .

fEEE—F

VPN L IARFZEE—F
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IPsec #BEDRE

I set security—association lifetime

IPSEC-SA/CHILD SA D4 EFRBEHTELET,

IPSEC-SA MAEFERERIEX. LLTD 2 FBEED/INTA—FTIRETHENTEET,

CHILD SA [ZBREID/SSA—ED AR ERHETT ,

IPsec Tl&. £7FFFM D T HFIZ SA Z#RBLET,

L, BIL SAZEENDDITEHLEEILDEERBONDAEEENEEY ., RELBEMNTE
gD DFEELTOREEETT,

refresh AY U RRIZHE®IZHAHATURTY,

IKEv1/IKEv2 #@Ea< R

Lt 1 Phases sh oz so00 iy 5

Router(config)#crypto map Tokyo 1 ‘

Router(config-crypto-map)#set security-association lifetime seconds 3600

55552 Phase2 SA DA S#T— 4 8% 1000byte ISHET D

Router(config)#crypto map Tokyo 1 ‘

Router(config-crypto-map)#set security-association lifetime kilobytes 1000

I:?DF%ﬁ

set security-association lifetime { seconds <A7FBfE> | kilobytes <AEfFHikT

—48> }
| IS A—4

L KkSA—E | BENE | BEEEE | EWEOIE
IPSEC-SA/CHILD SA MDA 772 MR (B
- #) TEELEY, 60~ "

EFEH CCTIEELI-BRI#2@1%. IPSEC- 4294967295 HERAE
SA/CHILD SA L ZET,
SA L CEIETHT—2E (BAL:FO/(k

w=_ g BEEELFT, 1000~ LR T

EFPRT 58 CCTHRELET—2E%BIELT-%. IPSEC- (4294967295 BEAH

SA/CHILD SA Z#iLET,

X BHEET—20OMAEREL-BAE., BRARBLEBLIEEEL-T—2EDEEL
Thbhl-Ba (EICE T L2435 T) I, IPSEC-SA 2B HBLET,

3% IKEv2 CHILD SA M4 7 H:[E (= 946080000 # (30 ££) KUY KELEMNRESNAI-ES (.
946080000 #& L TEMELET .
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

|:®%E€ﬁb@m%ﬁ

£ 7FFE X, 600 T,
NAMITOEERBIIEELETA.

!WNE?&%EﬁE@é%@
SAZREILESIELTLS VPN ETE, £EEBBIORENELDIESIE. ROLSZHEYET,
fnitiator DIBA  |BEBROBREEERALET. |

BEBOREELMENDDIRESNF-EELELT. NSNHER
ALET.

Keve |BEEORFEERS |

‘]KEV1 ‘

responder NiFHE

fEEE—F

VPN L AR EE—F
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IPsec #BEDRE

I set security—association selector bypass

IPSEC-SA/CHILD SA Dt L V4 RRETHT TP T HERICHRELET,

meast 7T AVEIRET DI LITKY . TILF XY AT IEDHELIARFBETHT IChM#L
iil+&—x0mmm5ﬁmbtchfwaﬁﬁnﬁu>—&—xv@%ﬁbi¢o

IPsec #REZFRAL TIILF XY RN —T AT ETGEITHREL TS,

refresh AX VR RICHERNCHHIATURTT,

IKEv1/IKEv2 @< R

I%EM1 TILFXXYRA NNy FOAELIABREZITHT(Zh#T S

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set security-association selector bypass mcast

I:l'?“/ reE=

set security—association selector bypass [mcast]

I/i’%)‘—@
RSA—5 | RENE RERE|  ABBEOE |
. [RAFEvRNSTIrOA L SREE | §g£;%;;;i§;§
FhTITh#T HBEIIEELET, s -

|cogEzabings

L OBIZTYF LRV Sy MEBESNE T,

fEEE—F

VPN L IARFZEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I set transform—keysize

ipsec transform—keysize AY R TR ET DFERBHEZ XS TITET,
refresh A RRICERNIZHEHAT R T,

IKEv2 Effav R
V01.10(00) LA H7R—pF

J/EH 1 BRE (v2key) . BROTRIE (128) . REIT HHEK (192) |
BEOLRE (256) £95

Router(config)#ipsec transform-keysize v2key esp-aes-cbc 128 256 192

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set transform-keysize v2key

I:l'?“/ reE=

set transform—keysize <fEE%&>

I INTG A=A
= BENE | REwE | 4BEOE
COULOSTHRAT RIS TATIRL [ o
RES OREBUEIEETBLDIC RERE | s | [ EEFE
o DEHF
?EEL?E-;_O

|:®$E€ﬁbﬁu%é

AES DIZALUTDIETHELET,
-BRDOTHRIE: 128
-RED LR{E: 256
BRI HHERK 128

| ®eE—F

VPN L2 EE—R
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IPsec #BEDRE

set transform—set

ipsec transform-set AV K TERE T 5 IPSEC-SA/CHILD SA DEEE LR —EX Gt HET .
refresh A RRICERNIZHHAT VR T,

IKEv1/IKEv2 #@Ea< R

HEF1 ZDELIZAIZEWNTIL. ipsec transform-set TIEE L7T="policyl”" DR
—%EAT 5

Router(config)#ipsec transform-set policy1 esp-des esp-md5-hmac

Router(config)#crypto map Tokyo 1

Router(config-crypto-map)#set transform-set policy1

I:?DF%ﬁ

set transform-set <R L —&ZH>

/354-%
("5 A—% | BENE | REHE | SKEOHE |
e ipsec transform-set TERELI=RUL—LZMEIE (16 XFLA |, -
RIZ =B o e, orMp (AR

|cogEzabings

IKEvl TIXEEB{E7I)LT) X L :DES, $25E7 /L3 X L :HMAC-MD5 TEIELE T,
IKEV2 TIEXRES L 7I/LT1) X L:3DES, i 7/)LT") X L :HMAC-SHA-1 TEIMELET,

fEEE—F

VPN ZL Y 2% EE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

| RSB OEE (IKEV2)

I client authentication password

VhaRERELD UV SA T UL TERIMET AIED/INRT—RERELFET,
refresh AT RZIZERNIZESITURTY,

IKEv2 EFHa<YVR
V01.10(00) L& H-7R—

I REFI 1 MEREREED IV SAT U bE L TEMET BIED/NRAT— K%E"F200-pass”" &9 %

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)#client authentication password F200-pass

I:l?‘/ FEHX

client authentication password </XX7J— K>

/354 —%
ren BENE | RERE | 4BEOE |
o2 1 BEEF O OIRRBEASNOBD/ART—F |&RK 1283 |00
NRITE smmLEy. soxgs (BP0 ‘

|:®%i§ﬁb@u%ﬁ
TEERTE D IS/ TURELTEIMELE R Ao

| ee—+

IKEv2 R —EREE—F
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IPsec #BEDRE

I client authentication peer—password

HFEURZBALT HIHEED. HFDNART—FEHFELFET,
refresh AT REICHERNIZHESITURTY,

IKEv2 EHaT VR
V01.10(00) L& 5 7R —

I HEF 1 HRREREETHERAT AHEFD/NR T — KE"VPN-Peer1-pass” &9 5

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)# client authentication peer-password VPN-Peer1-pass

!:7>P§ﬁ

client authentication peer-password </SX 77— k>

I/i’%)‘—@
REren RENE | B B
Nxo_p  [EREFEIERIET ABOBIORT— [BK 128 XF [,
FERELES, DHRUF

|cogxsibulgs
BFEIRRI T 2L TEFH A,

fEEE—F

IKEv2 /R —REE—R
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

B FEBAEICET HRTE (IKEv2)

I crl-optional

SEAEDAERIEE CRL THERR T A LBV ERELET,

IKEv1/IKEv2 o< R

REH 1 FEAZEDOAEMEEL T CRL THRI S

Router(config)#crypto ca identity

Router(config-ca-identity)#crl-optional must

I:l‘\?‘/ FEH

crl-optional <CRL E%%E>

/354 =%
Berers BENE BEHE | LR OIE
COIIBAEIEIL T, CRLEFEAT AN ESINEEE
LET
CRL &%

CRL AERETEL WSS (L. B LLIMrEH | Notuse
=7,

notuse [[EAEB QAL ORL THEBLEEA, |

must

SMAEQAMMEERS ORL THRELEY, ||must BHAHE

|:®$E€ﬁbﬁu%é

CRL ZH15 (20 B LAM) TENITFEAZ DA EHZELET A, G TELHNITHERZTL
FtA

| ®eE—F

EFIIBAE(BHD D) ZEE—FR
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IPsec #BEDRE

I email

SERAZEYITIRRNIZAIVIZEDBEFA—ITRLRAEERELET , EFA—ITRLADIEHRE
EHHENGEL. REDLERFIHYEEA,

IKEv1/IKEv2 @< R

REF 1 GAEUI IR R I FAINICEDIZIEFA—ILT FLRELT,
F200@0xxxxx. ne. jp #&HET 5

Router(config)#crypto ca identity

Router(config-ca-identity)#email F200@xxxxx.ne.jp

I:?DF%ﬁ

emai|l <EFA—ILT7 KLARD>

L3524-%
L K5A—m | BENE | BERE | ABEOME
= . SEBAEYIIRNIFZFAIVIZEDDEFA— | = |
‘@%x WTRLR [ it o Rk 64 XF |EBETA

|cogEzabings

SERAZEYHITRARNI7ZAILIZ E-Mail PRLRAZEHD LT TEEH AL

fEEE—F

EFIIBAE(BHD D) ZEE—FR
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ip address

SIBRZEVIIRLIFZFAIVIZEDDIP PRLARAZRELET L IP PRLADERES OGS L.

BREDVEFHYFEEA,

IKEv1/IKEv2 @< R

IEQEWJ 1 FEBAEV OV IR NI 7AIICEDHDHIP7FLARELT, 192.168.1.1 ZERET 5

Router(config)#crypto ca identity
Router(config-ca-identity)#ip address 192.168.1.1

!:l'?“/ =5y

ip address <IP7 KL X>

I INTG A=A
K5 A—% | BENE | EREEE | HHEOIE |
‘1P7I~“|/7\ ‘%maﬂ%ualxw?wu:amé1P7m/x T e ‘

|:®%E§ﬁbtm%@

SERREYIIRRNIZAIVIZ IP TRLRZEHBHZEIFZTEEE AL

fEEE—F

EFERE(HHO D) BEE—K
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IPsec #BEDRE

I ip domain—name

SERREUITIRRNIZFAIVICED DR A VB HERTELE T FA VB TRDERESOEGE
. REDLEIHYFEREA,

IKEv1/IKEv2 @< R

IEQEW'H SERAZE YO IR FI7AILIZEDD FAALVEFRE LT, xxxxx. ne. jp #/RTET S

Router(config)#crypto ca identity

Router(config-ca-identity)#ip domain-name xxxxx.ne.jp

!:l'?“/ =5y

ip domain-name < KA A &>

I/i’%)‘—@
K5A—4 | RENE | REwE | GmBEOE
FAqv& [ERBUITREI7ALISEHBEA BT [BK 64 XF [GBTA |

|:®%i€ﬁb@u%ﬁ
SEBAZY TR IZAILIZ, RAMUREEHBIEIETEE A

EEE—F

EFERE(HHO D) BEE—K
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ipv6 address

SEBAZEY IR I7AILIZE DD IPv6 PRLAZEZRELET,
IPv6 PELADIERESOHEMGEIE. REDDLEIHYFEE A,

IKEv1/IKEv2 Ea< R
V01.10(00) L& H-7R—

IEQEWH AEREV VIR T 7ANICEDD IPV6 7 RLRE LT, 3ffe:200::11 ZHFET D

Router(config)#crypto ca identity

Router(config-ca-identity)#ipv6 address 3ffe:200::1

I:l?‘/ FEHX

ipv6 address <IPv6 7 KL X>

I/i’%)‘—@
e BERE | mE@mE | ARBOE |
STRR=E -4 S S 5
s PR ‘Lrtf;w:xw?wu_améIpvew IEF%v67H/Zﬁ/ - ‘

|:®%i§ﬁb@u%ﬁ
SEBAZEY T AR I 7AILIZ IPv6 PRLRZEHBEIETEE AN

EEE—F

EFHBE(BHO D) BEE—F
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IPsec #BEDRE

| Psec 0O U iERICEIT BEE (IKEV2)

I nolog—block-type—discard

vpnlog M “block type discard ~“Zi#| 3 5HEEITLNET
ZELIN\TYLERESIET AN EINEIETT =N L IERET AR, TERDIIG5E
ICEEERTDEREHINFET,
1)< yFL71= ipsec access—list Y discard F2o1=158&,
2)F/TEENT= ipsec access-list [ZYyF LGN =155,
CDOXURTHRYTHOTENHFTHEICKY, DO TESHBLLIITEENTEET,

refresh AR RRICHRNICAHITURTT,

IKEv1/IKEv2 $Eav R

I EREH 1 block type discard @ vpnlog ZHlH T 5 EEXLET

Router(config)#crypto ipsec-log

Router(config-ipsec-log)#nolog-block-type-discard

I:l?‘/ FEHX

nolog-block-type-discard

|/\°5x—9
INSA—BIEHYEEA

EEE—F

IPsec O4Y E—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I nolog—spi—no—match

“SPI no match ~” @ vpnlog ZHM#l I R EZITLVET

ZIELTZESP N7y BEERIZENDHLT /AT yMIBMEIN TS SANBEEEET
1235 SA [Ty FLEMN =B EICHASN SO0 #EHILET,

ZDIARURTHRYTHO07FMETEHIEI2EY ., DO ESELOITEHIENTEET,

refresh AR RRICHZNICADHITURTT,

IKEv1/IKEv2 $Eav R

IEQEWIH “SPI no match ~"® vpnlog ZHN&|T BEEEITS

Router(config)#crypto ipsec-log

Router(config-ipsec-log)#nolog-spi-no-match

EESAS &

nolog-spi—no—-match

|/\°5x—9
INSA—BIEHYEEA

EEE—F

IPsec A4S E—K
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IPsec #BEDRE

I IPsec M&TEERTE (IKEv2)

I alive

ICMP-KeepAlive #REZ AT DIHEA DA/ < E/EIERMELZEZELET,

IKEv1/IKEv2 o< R

I RERFI 1 1[ED KeepAlive T4 DD ICNP ZiX{ET 5. £ED S5 3 D2DNEZRITENEG
1 Mo 1-IHEIC SA DIEE E AT

Router(config)#crypto security-association
Router(config-crypto-sa)#alive count 4 3

HREF2 1[ED KeepAlive T4 DD ICMP ZZEEL. ZD 55 3 DULRBEHNEREN
SEILULEHEWNEBESICSADEELAET

Router(config)#crypto security-association ‘

Router(config-crypto-sa)#alive count 4 3 fail 3

JE2EHI3  ICWP 0 KeepAlive DS A L7 FESRIE S ET B

Router(config-crypto-sa)#alive timeout 3

Router(config)#crypto security-association ‘

552514 ICHP O KeepAlive % 60 BRI TXIES %

Router(config)#crypto security-association ‘

Router(config-crypto-sa)#alive freq 60

I:l‘\?‘/ FEH

alive count <ICMP X{E%0> <ICMP %kBx%k> [fail <ICMP ') k<A =]
alive freq GE{ERRR> [degraded-freq <E{EREIED]
alive timeout <timeout H¥fE>
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IPsec ¥ty FHEw,—HFwkrIL—5 FITELnet F200/F200 Plus

| IR A—4
| K5 A—% y BENE BEHE | AREEEOIE
. 1 [E O KeepAlive TEET S ICMP D% | e
ICMP %153 S e 1~15 HBREA A
1 El®D KeepAlive Ti2{EL71= ICMP (D>
ICMP % Bx# 5 AR EEZ TR SN fFFIZE [1~15 HREART]
BERBEHET INERELET
. o {AT[EEREL T ICMP BE8IZBRLT=5 SA
4 4 1 t ~
OWPEBABER  ommruzvasemELEy. | |
NV— EE D ICMP KeepAlive D% {EREE - P
EEERE () LT 5~1000 |&REASH]
s r=par=y |/ NTAHED ICMP KeepAlive MiX{ERINE |
degraded-freq GE{EREIME> B ERELET 5~1000 (60
ftimeout R ICMP KeepAlive DISERHESRI(F))  [3~60 | &BEFA

|:®$E€ﬁb@u%é

ICMP 3152 4 @

ICMP % B2k 3E

IOMP E#EABEY |1 E

% {ERI 160 #

|degraded—freq e Sl ’60 f’)

|timeout =3 ’3 (s
fEEE—F

IPsec HIERTEE—F
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IPsec #BEDRE

I always—up check-interval

SA DIENIREEFHE T HIEE D . always—up DESEHEIREIEELET,
AROTRIE. set security—association always—up AV KT, SA DIEILIREEZHEIF T B EICL
EEDHEHTY,

IKEv1/IKEv2 #@Ea< R

I REMF 1 always-up DEHRBERZE 10 ET S

Router(config)#crypto security-association

Router(config-crypto-sa)# always-up check-interval 10

I:?DF%ﬁ

always-up check-interval <EffRRSfm>

/354-%
=rea BENE BEHE | ERBOE |
BREA  aweyoup OEMMM MR FRELET,  [1~20  |HBFT |

| cogEzabilngs
always—up M EZfRMEMEIL 20 #ERUET,

fEEE—F

IPsec HIERFEE—F
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I crypto security—association

IPsec HEEEMRD . BIEIAVEFERET H1=ODIZ, Psec HEREFREE—FIBITLET,

IKEv1/IKEv2 $Eav R

I REH 1 [Psec HIEREE— FITBITLET,

Router(config)#crypto security-association

Router(config-crypto-sa)#

EESAS &

crypto security-association

I/i’%)‘—@

INTGA=RIEHYFEE Ao

EEE—F
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IPsec #BEDRE

I if—state sync—sa

IPsec 1227x—R M UP/DOWN % SA HEIEETHIHHICHRELET .

REETEFT=1L. crypto map M set security—association always—up DELLM—HDHBEENEY T
HnlE. UP/DOWN BIELE T,

F=. ADEZRENEVMGEILEIZ IPsec 102 T7T—RIL UP DREEEHRYET,

refresh AXUREICHRIZEAHOTURTY,

IKEv1/IKEv2 387 R
V01.05(00) L& H-7R—

I XEFI 1 IPsec 4 2 7 = —ZD UP/DOWN #FllfEI & SA HEIEHE S D

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#if-state sync-sa

I:l?‘/ FEH

if-state sync-sa

|/\°5x—9
INSA—RIEHYERA

|:®$E€ﬁbﬁu%é

IPsec 12427 —RIE, EIZUP EHYET,

fEEE—F

IPsec 1A TT—AREZEE—N
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ikealive freq

IKE KeepAlive #8:E L T{#EF T % DPD (Dead Peer Detection) D /3T A—2%EH/ELET,

IKEv1/IKEv2 $Eav R

I RFEHFI 1 DPD A v t—TDEEMRE 30 IZHRES S

Router(config)#crypto security-association

Router(config-crypto-sa)# ikealive freq 30

EESAS &

ikealive freq GEIERIR>

I/i’%)‘—@
K5 A—4 | BERE | mERE EBEOE
EERIE  [DPD Avt—U O ERREE BERELET . [10~3600 B [T |

|:®%i§ﬁb@u%ﬁ

E{EMRRIL 60 FTI,

EEE—F

IPsec BIEHRTEE—F
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IPsec #BEDRE

I negotiation

AL E TIL. IPSEC-SA/CHILD M SA D543 LHiE T I HHIZ, FLLY SA #FEL T 57
|Z IKE-SA/CREATE CHILD SA A3 IT—S 3 %FBLET .

AATYURTIE SATEALDNE T T HAHFNZH LD SA DF=HDRILT—a EFRT 5
MNEERELET .

CDEIX., RIEE B B Initiator DIZE & Responder NDIZE T, R EEEZLEETAHENTEET,

IKEv1/IKEv2 o< R

HEH 1 KEEMD Initiator DIFEIF. T4 TEALBETO IO MEIIRILT—2aY
ZEeY
Router(config)#crypto security-association
Router(config-crypto-sa)#negotiation initiate 90

REH 2 KEEM Responder DIFEX. SA TEALBTHO IO MEIZRITIST— 3
B9 %

Router(config)#crypto security-association

Router(config-crypto-sa)#negotiation respond 30 ‘

I:l‘\?‘/ FEH

negotiation <initiate| respond> <{E&hRFRE>

I INTDA—A
EZEr BENR | REHE
o CDERTEZ. Initiator M SA [ZE AT 50\, initiate A RR T
initiate] respond Responder M SA IZHE AT 5 EEIRLET . respond ERA
Rekey DR, Lifetime jifi T B M D E NS UVE]
E EnBF (BARL:F) I FLLY SAZFHESL T DMERTELE |1~65535% | ABRAT
ERS

BEHEORKIE 65535 (X, V01.19(01) LU &Y R—

|cogxsibulgs

initiator [ 90 #HI. responder (& 30 FHIIZ rekey ZRAIELET .

fEEE—F

IPsec £IERTEE—NF
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I negotiation expire—time

ISAKMP 2T IT—33 DIV RNATHERBICDONWTODHREEITLET,
IKEv2 O responder il TO A BRI ELY . IKE_SAINIT A5 IKE_ AUTH 58 T £ TO request 7V yhk
EZIEEEFRIOLTHLDRIL T —ava( LTI EREIEELES,

IKEv2 Effav R
V01.10(00) LA H7R—pF

I HEH 1T ISP AT T—S 3 DT R/INATHEZE 180T D

Router(config)#crypto security-association

Router(config-crypto-sa)#negotiation expire-time 180

!:l'?“/ =5y

negotiation expire-time <T& R/\A 7HERED

I INTA—4H
e RENE | BERE | GREOME
. ISAKMP RIS T—3 3 M ITHR/NA T e
‘171“47ﬁﬁ<$mﬁnéﬁiuivo ‘m 600 \EEFHE ‘

|:®%E§ﬁbtm%@
60 P TENMELE T,

fEEE—F
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I retry

ISAKMP [Z& % B #E O BIEMEIE (/AT A—% timer) &, R RBEIERIE (/ST A—H :max) &%
ELET,

IKEv1/IKEv2 @< R

I FRIEI 1 ISAKMP IZ & 2 BHEERBOBEERREE 20T 5

Router(config)#crypto security-association
Router(config-crypto-sa)#retry timer 20

RIEFI2 ISAKNP IZL 2 HERRXBORRXBEEARZ 1 EHET D

Router(config)#crypto security-association
Router(config-crypto-sa)#retry max 1

I:l‘\?‘/ FEH

retry timer <E:i:fEE>
retry max <&XXEE%>

|,\°5x—9
| K5A—% | BENE BEFE | ABEEOE
ISAKMP [Z&5E BN FEMME (B 7)) %
= 1ERkE RELEY, 1~30 BIEAT]
BEETOEICRERE 2 fSIcEmLTunExd,
- s = > 2 E—l
B EE S i,;t(MP [C& 2 BERIBOBAFERBEREL | SR

|:®%i€?%@u%ﬁ
kMR 208
‘ =

BXEEEH I E |

EEE—F

IPsec HIERTEE—F
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I retry guard—time

IKE 2T/ YrDEZEICEWNT,. BEENEELTHOXBOEE/ NN\ YEZ T ANTREET
DETORMEHRELET,

IKEv1/IKEv2 @< R

I HEH 1 WEOBEE/NTY COZIFANAREREZ b ICERET S

Router(config)#crypto security-association

Router(config-crypto-sa)#retry guard-time 5

!:l'?“/ =5y

retry guard-time<s%{ERIRERFTED

I/i’%)‘—@
[ $5A—% | RENE BT | AEEOE
IKE 2T/ b DEZEITENT, BEMNFELTH
BEAHIEN | DHAOBEL o ERFANTHET SETORM 1~30 | 4T
(1) ERELET

|:®$E€?bﬁu%é

ZISFTRERFREZE 1 FICERELE T,

IPsec HEZEE—N

X
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JL r==
X JE

][}

I JIL— T8 [Psec #EED

I crypto group—security map

TILFRAUE SAYZATUMIENT, TILFRAU SAEZIETSH VPN ET7IZHIET % VPN
TLIARERELET,

IKEv2 EFav R
V01.10(00) L& H-7R—

!E&Em 1 WILFRAUENSAZZETDHNETIZZAT DL 24T% WPSAT L5 5

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)#crypto group-security map MPSA1

I:l?‘/ FEH

crypto group-security map <t L% 2 &¥>

Ls52=%
Rz RENE | OBEHE | AREOE
TILFRAUESAEZIETHVPNET =% 16 =0
BLOBEH  |IZHET B VPN ELOAEHEEELE zﬁg: TP |l grgra
¥,

|:®%i§ﬁb@u%ﬁ
TILFRAUL SA ITBERASNEE Ao

| ee—+

IPsec /AT —RARTEE—NR
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I group—security client

TILFRAUE SAISATURZEBNT. VPN ET7ELEBTILFRAUL SA H—3H5
TILFRAU SAEZIETHIGEITHELET .

SPI-AND Y R4(& 1 #3REL-Ewr%E 16 LI L, SPIFORYRV(E 1 ZREL-EVEA
SPI-AND Y RI Tl 0 EBEKSIZEREL TS,

ELEEELTLVENMES . SBT3 crypto map MNEXIELGYET O TITEELLELY,
REFEIITILFRAE SA —/NMAITEHET S spi mask ERICEREICLTLLEELY,

IKEv2 EFHa<YVR
V01.10(00) L& H-7R—

I HEF1 TILFRADESAH—IDETILFRA U CSAZZIET S

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)#group-security client

EESAS &

group—security client [spi mask hex <SPI-AND ¥ X %> <SPI-0R ¥ X 7 >]

I INTA—4H

Rk5A—5 | BRENE | BEHE | AREOME
TILFRA SA D SPIEDEFEZ . E.3K =% 8 170D IPsec SA 0 SPI

SPI-AND YR%  |&1BEwkE1, SPFOR RROTIEREEND ?z 15 ™ EomEsEE
EwkE0&L T, HEX THEELET, = ERYETS,
TILFRA SA D SPHEDEBEZ . SPI-
OR YAV TOEESNI=EVMIBIHiEND |4 * 8 HD IPsec SA @ SPI

SPFORYRY  |[EEIEELET, COTILFRAU SAD ?§ gy [EQHEAEE
SPHED &S DIET. BED Psec SA | EYET,
D SPHEZA.ERLET .

| CD/REZITHIEWNGS
TILFRAVFSAEZELFE AW

EEE—F

IKEv2 R —EREE—F
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I group—security server

TILFRAUE SA H—/NIZEWNWT, VPN ETEEBTILFRAUE SA USAT U NMIB M T %R
—AMEERTELET .

refresh AT REIZHRI-ABZATURTT,

IKEv2 Effa<T R
V01.10(00) LA H-7R—p

IEEEW'H TIWFRAVNSAYSAT U MIERAT R —£#HZEMPSAI £F 5

Router(config)#crypto ikev2 policy 1

Router(config-ikev2)#group-security server MPSA1

I:?DF%ﬁ

group-security server <R —ZFR>

/354-%
[ K5A—5 | RENE | mERE | 4BEBOE |
P15, VPN E7 ERDRILFIRAUE SAUSATUL |BRR 64 XF |0y
RIZ=BH | ey aus—ameRELES, Y I ‘

|cogEzabings
TILFRAUE SA FEAEINFEE A,

fEEE—F

IKEv2 /R —REE—R
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I ipsec group—security server ha ack—-msg—timeout

TILFIRAUE SA H—/I\TED ack Ay tE—CDEEFIA LT IMERZERTELET,
COEBLLETILFRAUE SA H—/NTTED ack Ayt—UIZ&BREEZELENSEES.
stEH—/ &M TCP a1k LE T,

refresh AT REIZHRI-ABATURTT,
IKEv2 a7~
V01.10(00) AR Y R—bF

BEF1 TILFRAUESAH—NTED ack A vy E—CDIEEZ A LT MEREZE 120
wEgd

‘ Router(config)#ipsec group-security server ha ack-msg-timeout 120

I:?DF%ﬁ

ipsec group-security server ha ack-msg-timeout <2 A L7 D>

/354-%
= BENE | BERE | 4BEOE |
TILFRAUE SA H— /T ED ack Ayt
BALTHMER |—S OB LT O (B4 )2 [1~3600 | HBEFE
ELET,

|cogEzabings

A LTI 30 B TEMELEY,

fEEE—F

EABEE—R
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I ipsec group—security server ha init—timeout

TILFRAE SA DY —/VREEIZEWNVT, Init RRENSIRITHIT ZA LT I MREHZRELET,
COBBULETILFRAUS SA DY —/VREEM Init IREEICEFE o115 5 . & FIAY(Z Backup—
synced JREEABHLET,

refresh AT REIZHRI-ABATURTT,

IKEv2 Effa<T R
V01.10(00) LA H-7R—p

IEEEW] 1 InitKENGIRITHT 24 LTH FERZE 120 ET 5

| Router(config)#ipsec group-security server ha init-timeout 120

I:l?‘/ FEHX

ipsec group—-security server ha init-timeout <4 A L7 FEED

I ING A—A
Rk5A—5 | BENE | BEFE | LIS
TILFRAUS SA H—/INTTED Init JKREMD
BALTHOMER HRIFH T2 LT MR (B4 ) &3 LE [1~3600  |HBETA
-g—o

|:®%E§ﬁbtm%@
SREIAIZ Init PREEM DIRITH T EEHYEE Ao

fEEE—F
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I ipsec group—security server ha keepalive—interval

TILFIRAE SA H—/\TLED Keepalive Avt—C D EERIREEELET,
refresh AR RRICERNIZHEHAT VR T,

IKEv2 EFHa<YVR
V01.10(00) LB R—

I HEF 1 TILFRA b SAH—/NTTRD Keepal ive A v—CDEEMRE 12080 &9 5

’ Router(config)#ipsec group-security server ha keepalive-interval 120

I:l?‘/ FEH

ipsec group-security server ha keepalive-interval <E{EMERE>

Ls52=%
e BENE e
VR TILFIRA L SA H—/\TLED Keepalive *v
{5 fifm e mmre s e o ~ 23
‘L‘ﬁh L—y@%ﬁﬁ%ﬂ%hﬁ%&thiio 1~3600  \EEERE ‘

LoogssibuLga
B {ERIFE 30 HTIELET.
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I ipsec group—security server ha keepalive—timeout

TILFRAE SA H—/I\TTED Keepalive Avyt—SDRA LT ORERIZEELET,
COEBLULETILFRAUE SA H—/\TTRD Keepalive Ay t—UFZELLENSTGE . EY
—/\&ED TCP #EfatIELET,

refresh AT REIZHRI-ABATURTT,

IKEv2 Effa<T R
V01.10(00) LA H-7R—p

I HEF 1 TILFHRA R SAH—/INTED Keepal ive A vE—MDiEERRE 1207069 5

| Router(config)#ipsec group-security server ha keepalive-timeout 120

I:l?‘/ FEHX

ipsec group—security server ha keepalive-timeout <& A L7 FERED>

| K5A—5 | BENE | BERE
TILFIRA bk SA H—/\TLE D Keepalive Ay

AL LT ORER | 2= DRA LTI NERM (BAL:#)ZIEEL  |1~3600 HREA ]
EX I

HEEEFDIE

|:®%E§ﬁbtm%@
BA LT RERE L 90 M CTEMELET .

fEEE—F
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I ipsec group—security server ha local-address

TILFRAUE SA H—/I\DRRBEEFE T HEEICRELET,

refresh AR RIZE#NZHAHaTURTY,
IKEv2 EFHa<YVR
V01.10(00) L& H-7R—

BREF1 IILFRAESAY—NREZTSEOO—HILT FLR (192.168.10.1) &
JE—F7RKLR (192.168.100.1) %%ET S

Router(config)#ipsec group-security server ha local-address 192.168.10.1 remote-address
192.168.100.1

I:?DF%ﬁ

ipsec group—-security server ha local-address <A—#HJLF7 KL X> remote-address
KJE—FT7FLR>

L/354-%
L R5A—% | BRENS | BEEIE | AREOE
IPv4 7RL X
_ . TILFRAUE SA H—N\TRETIEOO— | e
A=HILTELA HILIP PRLRZEIEELET . IPv6 7L R A
ot
IPv4a 7RL R
T TILFRAUE SA H—N\RRETIBEDOVE |BHX "
VETRTELA R EEELET. Pv6 FRLZ | DA
=X
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TILFRAUE SA H—NIZBIF DT EMEE X EMIHYET,

EEE—F
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ipsec group—security server ha next—key—sync

TILFRAUE SA —/ DT RHEEEICE T, H—/\BITRKBIZ 2 DOTILFRA U+ SA DE
HETWET,

TILFRAUE SA DY —/N\BCRENTELLESHEIC1 EF—ARELTHLRIZERT
BYILFIRAUE SALRIEATHZET SA DA—HEHCTEMNTRETY,

SHITF—NHETDHESA DT —BNEELEFTDTITFELESLY,

IKEv2 EHaYVR
VO01.17(00) LA H-7R—p

I BEF 1 Y—/\ETREFIC2 DDTILFRA 2 L SADRAEITS

‘ Router(config)#ipsec group-security server ha next-key-sync

!:7>P§ﬁ

ipsec group-security server ha next-key-sync

I INTA—A
INSA=RIEHYFEE A,

I COBREETHEWNGS
TILFHRAE SA DH—/\ETIE 1 DDOTILFRA SA DREAEITLET,
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IPsec ks FAHEw—Y5FwF)L—2 FITELnet F200/F200 Plus

I ipsec group—security server ha rekey—delay—time

TILFRAU SA H—/\TLR ReKey 22245 D:EERRBZEHRELET .
TILFRAE SA H—/ TR D soft lifetime & T NSO TR B L= . ReKey Z1TLVE
ERS

refresh AT REIZHRI-ABZATURTT,

IKEv2 Effa<T R
V01.10(00) LA H-7R—p

I BEF 1 TILFRAL b SAH—/INTTREDReKey 24 = U DBERHZ 120f0E9 5

‘ Router(config)#ipsec group-security server ha rekey-delay-time 120

I:l?‘/ FEHX

ipsec group—security server ha rekey—delay-time <Re-Key :EZERFE>

R Zer BENE | BEHE | AKEOE

TILFRAE SA H—/NTTED ReKey 4
ReKey :[ZIERFR (/32 DBIERERE (BAL:F)ZFIEELE  0~3600 BT
ERS

|:®%E§ﬁbtm%@

BIERRE L 0 R TEIMELE T

fEEE—F
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I ipsec group—security server ha request—-msg—timeout

TILFRAUE SA H—N\REDBERAYVE—JIEEIA LT IMEREHRELET,
COBEBULTILFRAUE SA U —N\TRREDERAYVE—VITH T IIED BN oT-HE . XM
H—/\&D TCP G LIBLET

refresh AT REIZHRI-ABATURTT,
IKEv2 a7~
V01.10(00) AR Y R—bF

IEQEWJ 1 RILFRADESA B—NRARODERA Vv E—DRRES A LTI FEREZ 120
wEgd

| Router(config)#ipsec group-security server ha request-msg-timeout 120

I:?DF%ﬁ

ipsec group-security server ha request-msg-timeout <% 4 L7 MERED

/354-%
= BENS | mEwE |4BBOE |
TILFRAU SA G—/IN\TRDERAyt—
BALTONER [SOSERALTYREME G ) £HEELE [1~3600  |[ERFT
7,

|cogEzabings
B4 LTI NEER 1 30 BHTEIELET

fEEE—F

EABEE—R
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I ipsec group—security server ha send—timeout

TILFRAU SA H—IN\TTREBEED T — /B AV E—UFEFM LT I MEBZERELED,
COBBU LY — N\ AV = NREETELIS-HE. METILFRAUE SA H—NED
TCP E#EEYIELET T,

refresh AT REIZHRI-ABATURTT,
IKEv2 a7~
V01.10(00) AR Y R—bF

REB 1 TILFRA D b SA H—N\TNRHEED Y —/\EA v E—DFXEF A LT M
MZxE1207 &35

‘ Router(config)#ipsec group-security server ha send-timeout 120

I:l?‘/ FEHX

ipsec group—-security server ha send-timeout <4 A L7 FEfED

I INTG A=A
 Rk5A—5 | BENE | BEEE | AREOE
TILFRAUE SA —N\TTRHEEEDH—
BALTHMERE | NEAVE—UEESA LT MR (B [1~3600 | HBER
W ERELET.

|:®%E§ﬁbtm%@

BA LTI RERE L 30 M CTEMELET .

fEEE—F
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Ipsec group—security server priority

TILFRAUE SA Y — /DU RERETERT S —/\BEEEZRELFET,
MRY DY — /B TERLHEITREDFIFEL TS,

refresh AT REIZHRI-ABATURTT,

IKEv2 Effav R
V01.10(00) LA H7R—pF

Lem wnsmos b sav—omemoss e 15

| Router(config)#ipsec group-security server priority 255

I:l?‘/ FEHX

ipsec group-security server priority <{BJE>

| IS5 A—4
| RkA—s | BENE | REHE | AHEOHE
TILFRAUESA H—N\DEBEEFHRTELE
BrE ERS 1~255 BT
REVHFIFEBREETSHRVET,

|:®%i€ﬁb@u%ﬁ
TILFRAU SA H—/\BELEIL 100 TEMELET,

fEEE—F
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I ipsec group—security vendor-id

TILFRAb SA ZERAT SHED IKE_ SAINIT (2585 Vendor ID RAO—F DD XFHNEEETE
LEJ.

refresh AT REIZHRI-ABATURTT,

IKEv2 Effa<T R
V01.10(00) LA H-7R—p

I FXEHI 1 F200 MPSA A~ A2 —ID & LTHERYT S

‘ Router(config)#ipsec group-security vendor-id F200 MPSA

I:l?‘/ FEHX

ipsec group-security vendor-id <X > & —ID>

I INTGA—A
ey BENE | mERE | 4BBOE
oo IKE_SA INIT [Z& 8% Vendor ID XA O—F® &KX 20 XFLL |, 00
‘“’QID F@X$wﬁiuito mozHE |Tr 0

|:®%i§ﬁb@u%ﬁ
FITELnet GSA Z~_R A —ID ELTEALET,

fEEE—F
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lifetime

TILFRAUE SADTATEIALEHRELET,

refresh AR RIZE#NZHEAHaTURTY,
IKEv2 EFHa<YVR
V01.10(00) L& H-7R—

> b~ SA HIFREFE (60 ) £ 9%

Router(config)#crypto ipsec group-security policy MPSA1

I REH1 TILFRAESADTA TH A L% ReKey BisREER] (1200 7)) . < ILFHRA

Router(config-gr-sec)#lifetime 1200 60

I:?DF%ﬁ

lifetime <ReKey BHtREFRE> << ILFHRA > b SA HIBRERRED

I NS A—4

L Rks5A—5 | BRENE | BEEEE | AMEEOIE
TILFRA b SA [FRECME . R[EID ReKey (60~ ”

ReKey BISSHSH |« payn 2 penn (it 1) B3R LES 046070040 | BHET AT
DSAT UMM TILFRA Uk SA ZHIBRT 58
5] (BAfL: 7)) % . ReKey FIR T EREIMNOLDE

TILFRAU SA [THRELET . Y54 T7UMIRILFRA2L SA |60~ P

RS FHREZIELTH 5. <ReKey BRIREFREI>+<<JL |946079940 .
FRAE SA HIRRBERDHRICHIBRESZVE
-g-o
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|:®%E€ﬁb@m%ﬁ

I5ATUME RILFRAUL SA 1EHREZIELTH D 3600 HEICHIRZSCHNLVET,
ReKey BB : 3300 7
TILF A~ SA HiBRERRT : 300 #

RETNDIEEE

TILFRAUE SA H—/\DORRIEREFE T BHHE. TILFRAk SA H—/\TT &K Keepalive
Ayt—U DEEBRRY & TILFRAU SA H—I/N\TTE Keepalive v t—2MDAA LT MRS
LOEFHERKIVERVEBZTILFRAUL SA BIBREMELTHRELIKIESLY,

BEERKLYETILFRAUL SA BIRREEREIZEERELTLES L. TR D Master BT 2 LT-[E
DYV EZDFKAETBENZTILFHRA L SA D ReKey SNT . SATRA L T B IZ— BB 2@ (S
MNTELLLEBIERHYET,

$¢1 ipsec group—security server ha keepalive—interval AY 2 FZS L TLEELY,
$¢2 ipsec group—security server ha keepalive—timeout AV FZS LTSN,

TEED 2 DDEREA. ReKey BFAIARFRE > (B Outbound T ILFHRA b SA BEkEH + IB
Inbound % JLFRA 2k SA HlIBREfE)
ERBDEIITHEL TS,

lifetime <ReKey BIRBERE> << JLFRA b SA HIFRER>
rollover <#1 Outbound T JLFARA 2k SA ZERFFRED <IH Inbound T JLFHRA >~ SA HIBREFRED

BEE—FK

S IL—T 8 IPsec BREE—K
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reverse—path—check enable

uRPF ¥REZXEIIICLET,
MPSA ZFERALTWSAU2TT—ADHEELYET,

HWELEAVE7T—RITT/ Ny e RELRRIC, LT DR

2Ny NERRELET,

TWFRETHHEHMLEE

cZELT/NT YR DIEIETT Inner IP PRLREE LB DIRENRBRICHELETHIE
BBBRORIASRYTFRLRAEZEIETT Outer IP ZRLR(ESP NN DTRLAN—T BT E

refresh AV RZICERZHHIYURTY,

e wormezamcts

IKEv2 Effa<v R
V01.17(00) LR H7R—p

Router(config)#interface ipsecif 1

Router(config-if ipsecif 1)# reverse-path-check enable

I:?)P%ﬁ

reverse—path—check enable

I/i’%)‘—@

INTA=BEHYFEE A,

| cogEEabiLngs

uRPF #EEITENERYET,

fEEE—F

IPsec 1A TT—RARTEE—NR
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I rollover

TILFRAUh SA DEFEEBBERELET,

refresh AR RIZE#NZHEAHaTURTY,
IKEv2 EFHa<YVR
V01.10(00) L& H-7R—

REMF 1 #FHOutbound < JLFRA > b SA ZE%FRE (180 #) . 1B Inbound Y IJLFHRA >
b SA HIBREFRS (180 F0) &35

Router(config)#crypto ipsec group-security policy MPSA1

Router(config-gr-sec)#rollover 180 180

I:?DF%ﬁ

rol lover <3 Outbound % JLF R4 > b SA ZEkEERED> <IB Inbound < JLF7RA > b SA

Il BR B R
| NS A—4
L KA | BENE | BEEHE | ABEOME
. , |ReKey 1. #7 Outbound W JLFRA >k

#1 Outbound < JLFRA ] Y TIEN 5~ IR TS

b SA BRERS Sﬁﬁﬁﬁiéhéi’co)ﬁfﬁ(ﬁﬁLL)E 946080000 BT
*EELE?’O
# Outbound TJLFRA >k SA B}

|8 Inbound % JLFRAY |#. IH Inbound T JLFHRAk SA HVEI [5~ SRR

k SA HllBREERE RSN DETORRR (B4 #)) ZHEEL [946080000 .
9,

|:®%i€ﬁb@u%ﬁ

#7 Outbound W JILF7RA b SA Z 8% : 60 #
I8 Inbound ¥ JLFAHRA 2 SA BlFRE:E: 60

|EEcoxssn

TED 2 DDOEREN. ReKey BtaEFRE > (37 Outbound Y ILFRA b SA ZEREFRE +