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| £BEDEH

| Bumaora

I show calendar

ERICRESNTOIRED BBERTLET, (A REER)

|§ﬁ@ﬁm

Router#show calendar
14:53:20 JST Wed Feb 12 2010

I:?DP%ﬁ

show calendar

I/\°5)‘—9

INTGA=BEHBYFEE A,



EEDIFH

EEASPED L

I show version

KEAM. MACTRLRA N—FIIT7ELVT7— LT ERFERTLET,

|§ﬁ@ﬁm

Router>show version

FITELnet F60

SER NO.: FGCD1234

MAC Address: 0080.abcd.1234

Hardware version: Ver AOO01A/W

ROM version: Ver 01.01-071212

Firmware version: V01.00(00) 063008
WLAN Firmware version: V01.01(00) 081512
Boot side: SIDE-A

Router>
| EEEREL
| E B | m &
[FITELnet F60 EEBLERTLET,
[SER NO: EBOIYTILFUN—ERRLET.
IMAC Address: EED MAC PRLADERERTLET
‘Hardware version: ‘/ \—ROz7DN—D3 ERTLES,
|ROM version |ROM DN—2avERRLET,
‘Firmware version ‘E§ﬂ$®77—lﬁ7170)/ \—UaVERRLET,
‘WLAN Firmware version: ™ ‘#E-’f‘;? LAN 7R RAV M ED A—ILDIT7— LT IN—2avERRLET,
| _ SIDE-A  [SIDE-A IO 77— L7 TRBLTVET,
\BOOt side SIDE-B  [SIDE-B D 77— L7 TREBLTVET,

¥ R LAN 7HOERARAUMED 2—ILIZEET HIE B (WLAN Firmware version) &, fE#& LAN 79t XRA
VARSI AT DA RTSNET,

I:l?‘/ ==

show version

I/\°5)‘—9

INGA=BFHYEE A,
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| eommorz

I show uptime

ZENESHLTHOoDRBRMERTLET,

|§ﬁ@ﬁm

Router#show uptime
System has been running for 1 day(s), 13:09:00

I:?DP%ﬁ

show uptime

I/\°5)‘—9

NTA=BEHYFEEA

10
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|aliasiE R

I show alias

BRELE-TA)T7 RAEHRERTLES

|§ﬁ@ﬁm

Router#show alias
c configure termina

a alias
r refresh
e exit
Router#

I:?DP%ﬁ

show alias

I INGA—H

INGA=BEHYFEEA,

11
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| sBomERe-ET 158

I show reset

resetin R reset at CIRESN-BEEBDFEEZRRLET . TEZVIT7T BB AL, “reset cancel’a<T
FEETLET,

|§ﬁ@ﬁm

Router#show reset
reset scheduled at 19:10 Sep 10 SIDE-A.frm SIDE-B.cfg

| EEEREL

. m®m B | n &

JEYRDRTDa—ILARESNTNDIEE(E. TOBEBRERTLET,
at~ BEFITHIARERTLET,
in: AR FERICHES T INERTLET .

BRBECEAINGIT— LT T IF(LERTLET,
BESEICEASWARETITALERRLET.

reset scheduled

|SIDE-A frm
|SIDE-B.cfg

|:|7> ==

show reset

I/\°5)‘—’5!

INGA=BEHYFEEA,
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| =~ roxrERE

I show history

ARVRDRTEEN. TVIBEICRTESNETS,

|§ﬁ@ﬁm

Router#show history

enable
show ip rip
show ip bgp
show ip dhcp binding
show elog
show version
show interface
refresh
show history
Router#

I:l?‘/ rE

show history

I/\°5)‘—9

INGA=BEHYFEEA,

13



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

| crus R

I show processes cpu

CPU M &1 (5sec. 1min. 5min DFEH) ERRTLET,

|§ﬁ@ﬁm

Router#show processes cpu
CPU utilization for five seconds: 1%; one minute: 1%; five minutes: 1%

I:?DP%ﬁ

show processes cpu

I/\°5)‘—9

INGA=BEHYFEEA,

14
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| *EURROER

I show memory system

KENPMIATEHERT DBROATVRRERTLET .

|§ﬁ@ﬁm

Router#show memory system

Memory utilization Used 6182424bytes / Total 34384896 bytes
Peak: 6182424bytes

I:A?‘/ rE

show memory system

I NS A—4
. ® B | m &
|Used (R AE (bytes) ERTLET,
‘Total |é)‘:E'J(bytes) ZRELET,
[Peak [ EAEY DBERSAY 1 X(Kbytes) ZRRLET .

15
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B

I show environment

RERNDEDRRERTLET,

|§ﬁ@ﬁﬂ1

Router#show environment

#1 Temperature (centigrade): Current 43

Router#

Peak 44 (10/01/13 11:16:15)

|§ﬁ@ﬁ@lz

Router#

10/01/13 11:08:10 40
10/01/13 11:09:55 41
10/01/13 11:11:55 42

Router#show environment detail
#1 Temperature (centigrade): Current 43

Peak 44 (10/01/13 11:16:15)

| EEEREL

| B B

N

i}

#1 Temperature

RENEELRMLI-BBERRLED,
Current: IRTEDEE
Peak: KERHEDREEE

10/01/13 11:08:10 40

KENEBEZYRAMRTLES,
BEZLERMLE-AE, KENEBEDIRICRRLET

16
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I:A?‘/ rE

show environment [detail]

I INTG A—A
kS5 A—4 | BRENE REHE | AREOME
EEEEEREYRNETTHBAICIEELET, b o e e
detail 1 CULDEEEEZRUMLI-BORBEEES  |detail ;?’L‘Lﬂ?&ﬁjﬁux'\
256 ETHRRLET . & °

17
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| TELNETH —/ St

I show telnet-server

TELNET —/\BgEDIRED KR ERTLET,

|§ﬁ@ﬁm

Router#show telnet—server
*110:50:00 2009/02/14 connected 192.168.1.1
2 10:50:00 2009/03/14 logged in XXXX:XXXX:XXXX:XXXX:XXXXXXXXXXXXXXXX

Router#
| EEEREL
| B B | n &
. TELNET a2V — /Lo DIEEDISFEIZ. Byl arvhEntyiarvhzErLET,
F AN DVWTWWSIVRIMN, By arTHHIEERLET,
{1 2 tyiarBEESERLET,

Ty aLBESE, Byl a IS NAETERSNEE A,

. TELNET vl ar AR LI-KZIZRTLET
10:00:00 2009/02/14 | 7 (v as TIRBY E Ao

A4 ENTWWS ey avhEINETRLET,
connected F7=1% e a
connected: 04 A Rl
logged in: A4S 4Dty 3y

192.168.1.1 (95ATURD 1P E1=(%. IPv6 TRLRERRLET,

logged in

I:A?‘/ rE

show telnet-server

I/\°5)‘—9

INGA=BFHYEE A,

18
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| 75 EERRORERT

I show usb status

USB R—tD1EHRE, BESN TS T —HREHRKRDFERERTLET

Iﬁﬁ@ﬁﬂ1 FIFTIEEL T— 2 BIEHENEE SN TV 2184

Router#show usb 1 status
USB1 slot status: occupied
USBT1 device status: active
USBT1 information:
BUS type: USB
Vendor ID: 0x1004
ProductlD: 0x6124
LG Electronics Inc.
FOMA LO5A
Router#

|§ﬁ@ﬁﬂz F— A EIEIERAKIERE. £1-Id detach AT Y FARTEATINSIES

Router>show usb 1 status
USB1 slot status: vacant

Router#
| EEEREL
| E B | noE

BRI T —AREHRIDERINTOEINESIMERRLET,
USBH1 slot status occupied: IEEIZEHINTOET,

vacant: RSN TULVELY, FF(EBEIC detach SN TWVET,
BEHSNTWST—2EERRLFIATENEINERRLET,
USB1 device status |active: F|FARIBETT ,

inactive: M| CEE A,

USB1 information  [#HESN TS T —SBEEHKRDEHEERRLET,

19
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I:A?‘/ rE

show usb <;KR— +FFE B> status

I/\°5)‘—9
e RENE | mEwRE | 4mBOE |
HERT

R—rES  [{EHERTT S USB R—FOESEHEELET. i

20
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| 72 BEHXOE T LES

I show usb modem—info

KESNTWST—RBEWRNET LHEEROTVSSE. ETLBRERTLET.
TABRERFTHBEEHRDEREIRGETELE O BECRFLEER (FrvaER) ERTLE
-g_o

| ZrEES 1 EARTED

Router#show usb 1 modem-info
INFOO — NTT DoCoMo

OK
INFO1 — FOMA LO5A
OK
INFO2 — LO5A-01-V10b-440-10
OK
INFO3 - OK
INFO4 - 4
OK

Signal level 3 for 0000:00:08:27

Router#

|§ﬁ@ﬁﬂz F— A BIERENRERDEE

Router#show usb 1 modem-info
Modem not detected

Router#

21
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SRR
. & H | n A
[<cached> F—AEERDID, FryiaEsh TOBIERERRLTVET .

[Modem not detected | F—%BEHFRAEHSN TOALMERICRTENET,

not supported

ET LBERANERKEBRAFISL TULELMESIZRTEN
EX I

ET LBERANERKEBRIFEL TLSNEEERIKEL

Signal level no information LTHEELTLVELMESIZREShET,
BRLALETRENILALIZZAEL TH D DIEERR (BB 5
:01:23: e
3 for 0000:01:23:00 W) RERINET,
ET LBEWREKHIHCSQ ATURITHREL TUVELMERIZR RS
not supported
nFEY,
I not known or not  |ET LIEEIHERA+CSQ AT URITHRIEL TS A, EDEEH
'gnal quality detectable TERVGHICRTSNET
~97dBm for ERESRELERINREICEIELTH SO RBIR (B
0000:00:07:28 D) BRTENES,

I:l?‘/ rE

show usb <;R— ~&S> modem-info

I/\°5)‘—9

kT A—4

BENS | BREEEE | AREOE

R—hES  [EHERTT S USB RA—FOBESEHEELET. [

HEEA T

22
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| USB Ethernet:K— k7/31 X DiEER

I show usb ethernet-info

usb—ethernet IR—M RSN DT /NA ADIEHRERRLET .

Iﬁﬁ@ﬁﬂ1Hmmﬂ%%éhtué%%

V01.08(00) LA B+ —F

Router#show usb 1 ethernet-info
USB-ETHERNET 1
USB class: CDC-ECM
Device name: USB STICK LTE HWD12
Serial NUMDEer: *xxxx* %%k kkkkkk*
Phone number: 080skkssiekeksisk
Software version: 12.231.13.22.824
Hardware version: CD1E3276UM
Network mode: LTE
Signal Strength:
Signal Level: 2

WAN [P address: sk, solk, stk solok
WAN IPv6 address: 2001:0268:d003:skkstek shekstek sieskotek Hiokeskek
DNS address: sk, sekok, sk, sk skekok, stk stk skeokok
DNS IPv6 address:
2001:268:1d09:a002: sk skstosksk : sisfeskok - skefeskeok
2001:268:1d09:a001: sk skstoskok  sisfeskok - sksfoskeok

Router#

Ii?ﬁ@ﬁﬁﬂz TN ADNEFESNTVEWNES

Router#show usb 1 ethernet=info
USB-ETHERNET 1
USB Ethernet not detected

Router#

Ii%@ﬁ%3 HR— FAD TN ADEE IR TN DIES

Router# show usb 1 ethernet-info
USB-ETHERNET 1
USB class: CDC-ECM
Unsupported device

Router#

23
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SRR
. & H | n A
|USB class [T IARD USB U5 A EHERRLTLET,

‘Device name

[TFRARBDETRENET,

‘Serial number

FRAZDIT L EBERRLTVET,

‘Phone number

TFIARADEEESERTLTVET,

‘Software version

[FALRDYIFD T N—Sav e RRLTVETS,

‘Hardware version

[FRARDN—RH 7 R—SavERFLTVET,

‘Network mode

[{ERLTLBE#R (LTE or COMA) 1E#RERRLTLET .

‘Signal Strength

EBREHRERTLTOETS,

Signal Level

ERERERRLTVNET,
BUENES CTEBRIIHIEERTRL. TN LN D FUELIS DO XEFEF) A ERIG TE1-15
El&. “Error” ERRLET,

WAN IP address

WAN {al IPv4 7 KL 2 1§#R% RRLTLET

WAN IPv6 address

WAN {8l IPv6 7 KL R 1§#R% FRLTLET

‘DNS address

IDNS 7RLZ (IPvd) &AL TLET

IDNS IPv6 addres

IDNS 7RL R (IPv6) &AL TLET

I:l?‘/ ==

show usb <;R— +&FES> ethernet-info

|/$54—%
kA —8 | BENE | BEHE | KRB0
K—1EE  [RBERTT L USBR—LOBSEREELET, | BT

24
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JUSBD 7 1 LS X T LDHKIERR

I show

usb fs—info

USB IR—M RSN TS USB AN IT7AILV AT LIEHRERTLET .

Iﬁﬁ@ﬁﬂ1 FIFTIEEL: USB X £ 1) AR I TN SI8E

Router#show usb 1 fs—info
FILE SYSTEM INFORMATION
STATUS  MOUNT
DEVICE NAME . Jusb1
FILE SYSTEM TYPE : FAT32
FORMAT INFORMATION
TOTAL SECTOR : 3936256
BYTES / SECTOR :512
CAPACITY INFORMATION

TOTAL SIZE 2015363072 bytes

USED SIZE 3969024 bytes

FREE SIZE 2011394048 Bytes
Router#

Iﬁﬁ@ﬁﬂz FIFTIEE%: USB X 1) AR I TULENES

Router>show usb 1 fs—info
FILE SYSTEM INFORMATION

STATUS : UNMOUNT
Router#
| EEEREL

| H B | noE
SN TS USB A EYDIREEEZRRLET,

STATUS MOUNT : | FA AT §E7% USB AEU NS TLVET,
UMOUNT: FIRTELL., EXERICT7UIO SR TOET,
TNNAREERRLET,

DEVICE NAME Jusb1:USB H—h1 ISR TOET

IFILE SYSTEM TYPE

7ML RT LBAT(FATI2, FATI6, FAT32) #%RLET,

'TOTAL SECTOR

WEIIBERTLES

IBYTES / SECTOR

2 5DY DA Mhbyte) ERTLET .

TOTAL SIZE W byte)E RRLET
|USED SIzE G FsEE byte)E RRLET
[FREE SIZE & byte)E RRLET

25
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|:|7> ==

show usb <R— +&EB> fs—info

I INTG A—A
e BENE RE@E | AREOE |
R— &S &% RRT S USB R—OESEIRELET, i HRTA

26
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liEoy v—xmEH

I show memory

BED))—REHRERTLES .

| 2rE@Es)

Router#show memory

Memory type Alloc cells

Hash : 11
Hash index : 11
Hash bucket : 187
Thread master : 8
Thread : 67
Link list : 1244
Link node : 1253
Buffer : 14
Buffer bucket : 6
Buffer data : 7
Buffer IOV : 0
Prefix : 75
Prefix IPv4 : 10
Prefix IPv6 : 4
Route table : 15
Route node : 8
LS table : 78
LS node : 66
LS prefix : 66
QoS Resource : 0
Command strvec : 20649
Command desc : 20610
Config memory : 0
Config login : 0
Config password : 0
Config handle : 0
Temporary memory : 247
Access list : 0
Access list str 0
Access filter 0
Prefix list 0
Prefix list str 0
Prefix list entry 0
Route map 0
Route map name 0
Route map index 0
Route map rule 0
Route map rule str 0
Stream 2
Key 0
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Key string

Key chain

Key chain name :

VTY : 1
VTY path :

Vector : 20347
Vector index : 20347
Label pool server :

Label pool client

Bit map

Bit map block

Bit map block array

Patricia tree

Patricia tree node

MPLS VRF table entry

NSM Route table

NSM Route node

NSM nexthop lookup register
NSM server

NSM server client

NSM server entry

NSM redistribution :
NSM RIB : 1
NSM IPv4 static :

NSM IPv6 static

NSM RtAdv

NSM RtAdv conf

NSM RtAdv prefix

NSM Home agent

NSM MPLS :

NSM MPLS interface : 170
NSM Label space :
NSM QoS interface

NSM LSP Dependency Confirm obj
MPLS Confirm List object

MPLS FTN Entry

MPLS ILM Entry

MPLS XC Entry

MPLS NHLFE Entry

MPLS Mapped Route

IGMP Group

IGMP interface

IGMP interface info

oOrN O OO

~ OO WWwWwwoo

N
©

— O OO OO —~ 0O 0o — O

O O OO OO0 OO —
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I:A?‘/ rE

show memory [FRxt&]

I INT A=A

k5 A—4 | BRERS REEE | AREOME
DY—RIERERTSEDOIRNEREIRELET,
bep  [BGP EZa—LOUY—RIEHERTLET,
L A RESa—Louu-AERER || KBTI E

~ ~LET, ov6 7:‘yl~'7w—7"j'—

RTAR love  [Pv6 EC1—LOUY—RIEBERTLES, lib F AEZAILD
lib HET1I5YD))—REHERTLET ospf ;ﬁ;@fiﬁ%i
ospf  [OSPF EVa—LOUY—REHERTLEST. ||
Irip RIP E22— L0 Y—IERERTLET .
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1 —

|77—A®17/am

THEERE B Y R LHLEE

I show boot-back

=1 —]

TJ7—LOxIT7 /BE

|=rE@EH 1 Jr—LvzT

= —]

ax ;&

FHREBUVRLEREDIRRERER T HENTEEY,

BFHREBNYRLEFHLTNDES

Router#show boot—back

Boot—back not effective now.

Router#

Boot-back scheduled for next boot (10min, SIDE-A.frm, SIDE-A.cfg).

|§ﬁ@ﬁﬂz J7—LY9TT S

=
ax

EEBMEFUYRLEFHINIKET, BEBSNFE

Router#show boot—back

Router#

Boot—back not scheduled for next boot.
Boot—back effective now (10min, SIDE-A.frm, SIDE-A.cfg).
Reset scheduled at 13:12 Aug 9 2008 / in 0:09. SIDE-A.frm SIDE-A.cfg

I:A?‘/ rE

show boot-back

|§ﬁ®ﬁﬁ
FRENERER. 220 TOvs=phnET,
N Bk | ZTRENIAE
Jr—LY17  BEEHREEYYEL
_ D=0 BAEET 5= TOR
. BEDI7F—LYTT  BE PRSI TWSEE T, __L\.S)j P& )
= I — s 7 T
'rﬁ#& 5 EJ]t)]U EL%*«‘]'{*;R EEJEQEE'I?#EE
‘%%’\Jéhfh VIV S ‘Boot—back not scheduled for next boot.
Jr—LY17  BEEHREEYYEL
_ ) ) BENE
2 B [T7—LY1T  BEERE [D7—LY17 . REEREE [T N _
— S I
B BUVRLEEENERR | DURLSRESET s |77 BEERERIIRL
RET A T7— AT T E. REIERE
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Boot—back not effective now.

J7—Lx7 /RERREE
P RLESRED ENE LIRS &

I/\°5>‘—’5'

INTGA=REHBYFEE A,

|77—A#I7/$EﬁﬁEQWUEL%%tMO

T7—LIIT7DTYTT—hO, ZEBROREEIT R BiEBIL-EIA REDFEELHENDERT
BSESICEELLGLGSTLEIY —RERB T A-0I2. I7— L7 / BEEREHVIYVRELIEEETT,

T7—LIITDTYITT—rEERIZ. 77— LD1T7 / HEHEREBEBVIVELEGEE, ZOAEICDOLNTE
HLEYT,

WE. 77— L9z 7. BEEHREE. SIDE-A ci28ILTthY . BELGERATETWAELET,

© 77—L5z7® SIDE-B 2. #ilLWV\o7— LYz 7 EAVA—IILLET,

¥

boot-back AT REIEELET
Router# boot-back in 10

boot-back IV R TIE, WERBLTLSE (Z7—Lx7 :SIDE-A. 5%F15#% : SIDE-A)I1z77—L%9z
T/ REBRBEBUIVELT HZEEEELET,

“in 107 1&. EBEIL THB 10 R RICT7—LDz7 / BEFEREBUIVRLO-OICEEETHIIELFEKRLE
—;-0

¥

boot AYUR T, BEHERICEBTIEEEELEFT . SO —XTIX. SIDE-B [THLWI7—LIITEAUR
F—LLTWET DT, 77—Lx7% SIDE-B noiggd5&5. 5ELET,
‘Router# boot firmware SIDE-B.frm

¥

@ FHLWI7—LITEEDT =012, BEBLET,
J7—L7x7:SIDE-B, %155k SIDE-A TiggLEd .

¥

BEICRENGWMES - FIROANED
BORSCEMELLEWMES — FIROANED

O]

Q|

9|

€l

boot-back confirm A< KFZIEELET,
‘Router# boot—back confirm

FIEQTHRELE. [10 RO IT7—LDz7 /REFERBEBUVELD=ODHREE I ERRSN  ERE#H
I BIENTEET,
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FIEQOTIEELE-HEBRNIZZOAT U RERITLANE, 77—LDz7 /R EFERBEFTIVELO=HIZEHIR
BHLTLEWVWET DT, TELTLESLY,
WAEDIREE:
77—L™mx7:SIDE-B. &%k : SIDE-A

Sl

FIEOTIEEL-BRERIZ. 77—LDOz7 /RERHREHUVYRLO-OIZBEEISNET,
BEHE. ZEFEREREL T, {FZ0LY,
IREDIKEE:
77—1L9x7:SIDE-A. s%wigik: SIDE-A
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| BRLANT SRRV BT 2 1E8R
I EthernetiEf D#ETIFEER

I show wlan |ine statistics

F60 A{K&ED Ethernet DM ERERTLES .

V01.02(00) LLR& H-7R—
I =R EmEH

Router#show wlan line statistics
rx_mac_stats
13717  : Rx byte cntr
128 * Rx pkt cntr
* Rx fcs err cntr
: Rx mcast pkt cntr
* Rx bcast pkt cntr
: Rx ctrl frame cntr
. Rx pause frame pkt cntr
: Rx unknown opcode cntr
: Rx alignment err cntr
. Rx frame length err cntr
: Rx code err cntr
: Rx carrier sense err cntr
: Rx under sz pkt cntr
: Rx over sz pkt cntr
: Rx fragment cntr
: Rx jabber cntr
: Rx drop cntr

F\DOOOOI’\)OOOOOO—*%O

tx_mac_stats

108 : Tx pkt cntr
50446 © Tx byte cntr

16 : Tx mcast pkt cntr
2 : Tx bcast pkt cntr

: Tx pause frame pkt cntr

. Tx deferal pkt cntr

: Tx excessive deferal pkt cntr
: Tx single collision pkt cntr

: Tx multiple collision pkt cntr
: Tx late collision pkt cntr

. Tx excessive collison pkt cntr
: Tx total collison pkt cntr

. Tx drop frame cntr

. Tx jabber frame cntr

: Tx fcs err cntr

: Tx control frame cntr

: Tx oversize frame cntr

: Tx undersize frame cntr

: Tx fragments frame cntr

ocNeoNoNoNeoNoNoNeoNoNolNolNoNolNolNo]

33



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

| sma08s

34

| B B

| %

i}

‘rx_mac_stats

REZERRERRLET,

‘Rx byte cntr

|ZOR—PTRIELI (M ERRLET,

‘Rx pkt cntr

|COR—FTRIELI /Ay bERTRLET .

‘Rx fcs err entr

ICRCGKAITT BRECTF— L=/ Sy ERRLET .

‘Rx mcast pkt cntr

[ZELLILFEr RO o SERTLET,

‘Rx bcast pkt cntr

|ZIELETO—RE LM T iERRLET,

‘Rx ctrl frame cntr

[Z{EL1- MAC I hA—LIL—LBIERRLET,

‘Rx pause frame pkt cntr

|§1§L,7":7~ Pause 7L—L#ERTLET,

Rx unknown opcode cntr

[FBA7: opcode &4 MAC OV FO— LI —LEZEL-EHE
=RLET,

‘Rx alignment err cntr

|a|ignment IS—Li=n\ryr#ERRLET,

‘Rx frame length err cntr

[ZAELI-FRIEZ ether len D/ oM ERRLET .

‘Rx code err cntr

[#ELEa—FIS—JL—LEERRLET.

‘Rx carrier sense err cntr

|§1§L7‘: False Carrier 7L—L#ERRLET,

‘Rx under sz pkt cntr

[TL—LEA 64 SAREYINELN STy EERRLES

‘Rx over sz pkt cntr

TL—LEA 1522 RAREYREL Ty ERRLETS,

‘Rx fragment cntr

ICRC T5—# Mot NSy MR RRLET

‘Rx jabber cntr

SxN—TF5—Lf R ERRLET,

‘Rx drop cntr

|ZIETHEELL/ ST IMERTLETS,

‘tx_mac_stats

&ERERRERRLET,

‘Tx pkt cntr

BIELI b BERRLET,

‘Tx byte cntr

BRELINA P EERRLET,

‘Tx mcast pkt cntr

[EELEILFECRAD Ty ERRLET .

‘Tx bcast pkt cntr

BRELITO—RErR b urERRLET,

‘Tx pause frame pkt cntr

(15 L1T= pause /ST ubERRLET,

‘Tx deferal pkt cntr

EISBE SyNERTLET,

Tx excessive deferal pkt
cntr

LEWMBEUEDEEEBE NI IERTLET

‘Tx single collision pkt cntr

1EOBENEEL-ERERRLET .

Tx multiple collision pkt
cntr

BEHEIOEHERAREL-BHERTLET,

‘Tx late collision pkt cntr

BEEEARELERERRLET,

Tx excessive collison pkt
cntr

SEHEENRELRRZERTLES,

‘Tx total collison pkt cntr

BRARELEEHERTLETS,

‘Tx drop frame cntr

RIETHEELL/ AT YMEERRLES,




EEDIFH

‘Tx jabber frame cntr |5§1§LT: jabber JL—LEERRLET,
‘Tx fcs err cntr |5§1§L,T: FCS T5—JL—LH#ERRLET,
‘Tx control frame cntr |i§1§bf: MAC > bA—)LIL—L#ERRLET,
EELTZ, TU—LRMN 1522 NAPEYREVWNN T IMIERTRLE

Tx oversize frame cntr

ERR
‘Tx undersize frame cntr |5§1§L,T:\ TL—LEMR A NAREYINSWNN TR IFERRLET,

EELz. TL—LEN 64 N\ARKYNE MDFCSITF5—/ vk
Tx fragments frame cntr MERT
LFET,

I:l?‘/ ==

show wlan line statistics

I/\°5%—9

INSGA—BEHYFEEA
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LRGN 2 RS FES2— DA 25 T 1 —RIER

I show wlan wlan-bridge

L LAN ED2— )LD bridge 1371 —ADEHRERTLET,
AROATURIE, EIE LAN 7O RKRAVNABAATERELGYET,

I K EE

V01.02(00) LL& H-7R—

Router#show wlan wlan—bridge 1
WLAN-BRIDGE 1 is UP
Hardware is Fastethernet, address is XXxX.XXXX.XXXX
|P address wlan—bridge 1 is 192.168.5.2, 255.255.255.0
Statistics:
154 packets input
16482 bytes input, 154 errors
4 dropped, 4 overruns, O frame
163 packet output
52999 bytes output, 0 errors
0 dropped, 0 overruns
0 carrier, 0 collisions

I%Eﬁwﬁ%

36

| EH B

| n &

WLAN-BRIDGE 1 is UP

|w|an—bridge HME AR EE (DOWN : {E FAAT])

address is

Hardware is Fastethernet,

Ty M MAC PRLRAZRRLET,

IP address wlan-bridge 1 is

wian-bridge @ IP PRL R, 4T R yhvRIERTLET,

‘1 54 packets input

|w|an—bridge DRENTINERTLETS,

‘1 6482 bytes input

|wlan-bridge DEENAEERTLET,

‘154 errors |§Elﬁ—7l/—-f-\§5{§§ﬁ<bi'§"o
‘4dropped |§‘EE§¥/ Vryk#iERRLET,
‘4 overruns |overrun RERBERTLET,

‘1 63 packet output

wlan-bridge DS/ 7N BERRLETS,

‘52999 bytes output

|w|an—bridge DEENAMLERTLET,

‘0 errors |E1§I5—7D—A§QE§7§L$TO
0 dropped EERE TUNIERTLET,
‘0 overruns |overrun RERBERTLET,

‘0 carrier |carrier BAEHERRLET,

‘0 collisions |co||isions RERBERTLET,




EEDIFH

I:l?‘/ ==

show wlan wlan-bridge [WLAN J'1) v S&HEE]

WLAN Ty &S LEd. N

I/\"%;‘—’SI
L KkSA—s | BENE BEEE |00 AREOME
y — o S S L b i 2T bridge /257
ERERREE D WAN TYvSBSEEE | ‘_wﬁﬁﬁﬂi
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| WpE R

I show wlan wlan-vap

48 LAN ED1—)LD VAP B0 EHRERRTLED .
AROATURIE, EBIE LAN 7O RKRAVNABAATERELGYET,

I K EE

V01.02(00) LL& H-7R—

Router#show wlan vap
WLAN-VAP 1 is UP, , Current channel: 13 (2.472 GHz)

Hardware is Fastethernet, address is XXxXX.XXXX.XXXX
Radio—mode:IEEE 802.11bgn, ESSID:"test”
Bit Rate:72.2 Mb/s, Tx—Power=15 dbm
Statistics:
494 packets input

34266 bytes input, 0 errors

0 dropped, 0 overruns, 0 frame
2104 packet output

510160 bytes output, O errors

0 dropped, 8 overruns

0 carrier, 0 collisions

I%Eﬁwﬁ%

38
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WLAN-VAP 1 is UP

WLAN-VAP %8 F A  (DOWN : & FI R )

‘Current channel™®

AT R ER R ERERTLET .

Hardware is Fastethernet,

address is

WLAN-VAP @ MAC 7KL REZRRELET,

IP address wlan-bridge 1 is

WLAN-VAP O IP 7RL R, #THRuhvRIERRLET,

‘Radio—mode:

R LAN OFEE—FZRTLES,

ESSID: ESSID & RET,
Bit Rate: Eyh—L—bERRLET .

‘Tx—Power

AR LAN DX EHNDERTLET

‘494 packets input

WLAN-VAP D218/ v ERRLET .

‘34266 bytes input

WLAN-VAP D15/ 3 MIERTLET

‘0 errors |§EI§—7D—L\§Q€§H—<L3§'§_O
[0 dropped [ BERE/ I ERTLET .
‘0 overruns |overrun RAERBERRLET,

‘21 04 packet output

WLAN-VAP D318/ Sy ERRLET .
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‘510160 bytes output |WLAN—VAP DEENAHERTLET,
‘0 errors |5§1515—7 L—L#ERTLET,

0 dropped REREE UM EERTLES,

‘8 overruns |overrun RERBERTLET,

‘0 carrier |carrier BRAEHERRLET,

‘0 collisions |co||isions RERBERTLET,

¥ Current channel [XE#E LAN 7O ERARA VN EDS A—IILBI7—L9TF V01.03(00)LLEHHR—K

I:l?‘/ ==

show wlan wlan-vap [VAP &E]

I/\°5;‘—’5!
= BEAR | BEEE | 4REOE
VAP &S
‘VAP &S HEHERER TS S VAP BB EIEELET. ‘1 ~t6 LD ERO
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| x7—varom®

I show wlan station

LR LAN ED2—)LD VAP [TEHELTOWART—2av DIERERRLET,
AROATURIE, EBIE LAN 7O RKRAVNABAATERELGYET,

V01.02(00) LL& H-7R—

I K EE

Router#show wlan station
Total Stations: 3

[wlan-vap 1]

Address CH Rate RSSI
XXXX.XXXX.XXXX 13 63Mbps -61dBm
XXXX.XXXX.XXXX 13 63Mbps -61dBm

[wlan-vap 2]

Address CH Rate RSSI
XXXX.XXXX.XXXX 13 63Mbps -61dBm
I%ﬁﬁ@ﬁ%
. ®E H | m &
‘Total Stations: H&ﬁbrméx-?——&a)w%ﬂl&ﬁ%LiTo
Address EHELTOBRT—2av ) MAC PRLRERRLET .
lcH* BHELTOART—2av AL TS FrRLESERLET,
[Rate™ EHLTLBRT—2 v DEEL—MERLET,
RS EHELTVOERT— v D REES®REERLET,

¥ CH, Rate, RSSI [Z4E#3 LAN 72 ARSI ESAa—ILAT7—L™YTT V01.03(00)LLEHHR—K

I:A?‘/ rE

show wlan station [wlan-vap <VAP F5>]

I/\°5)‘—’5'
[ K5x—5 | BENE | mERE | 4BEOE
hmp%% EEEERAES VAP BEAELES, %~m ifg;“P@%ﬁgﬁ‘
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| Webs iR

I show wlan web—configuration

Web SR EBEMNORESMNT-REFBRERRLET,
AROATURIE, EBIE LAN 7O RKRAVNABAATERELYET,

I K EE

V01.03(00) L& H-7R—

Router#show wlan web—-configuration

/// FITELnet F60 WLAN

/// MAC Address: 0080.bdf0.39bb

///  Firmware version: V01.03(00) 112212

///  This configuration is set by WEB: Don 't edit

AP_VLAN=1
AP_BRNAME=br1
VP_VLAN_2=1

ENCKEY_SEC_AP_AUTH_SECRET=XXXXXXXXXXXXXXX

|:|7> ==

show wlan web-configuration

I/\°5)‘—’5!

INFGA=BEHYFEEA
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| (257 —20tE#H

L LANA 25 T 1 —2 0t

I show interface lan

LAN /2371 —ADIEHERTLET,

|§ﬁ@ﬁm

Router#show interface lan 1

LAN is up
Hardware is Fastethernet, address is 0080.abcd.f100
I[P address LAN is xXX.Xxx.xxx.xxX, 255.255.255.0
Encapsulation ARPA
ARP type: ARPA, ARP Timeout 00:20:00
Internal bridge 1 transparent
Last clearing of "show interface" packet counters never
Statistics:
125 packets input
8000 bytes input, 2 errors
0 unicasts, 0 broadcasts, 123 multicasts
0 discards, 0 unknown protocol
16 packets output
736 bytes output, 0 errors
0 unicasts, 16 broadcasts, 0 multicasts

0 discards
Router#
| EEEREL
| % H |
LAN is up ZDAVBITT—RADEREMNTEHONTEY . hOXIET HME) D up

42

LTWLBEMEID (up/down) ZRRLET,

Hardware is Fastethernet
address is

AVBTI—AD MAC PRLRZERRLET,

IP address LAN is

P 7RLRERYRIRIERTRLET,

‘Encapsulation ARPA,

CDABTI—ADHT LI RERRLET .

et ARPA, ARP Timeott |ajp 5147 & ARP ASBBIRLI-TL M) DSS LT I NERIERRLET.
, Internal bridge MR TE SN TLVBIZEE (. Internal bridge DR EIFHRER <L
Internal bridge
*9,
Statistics ‘CO)4997I—Z®$}E§‘|"|%$E€§L¥To
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- L

packets |nput BRIE/NTYMNL

bytes input: #8Z{E/NM+E

errors: ZIERFICTS—CREINT=/\ 7YKL

unicasts: Z{EL=F v AL\ b8

broadcasts: Z{ETA—KRF v A /4y k3

multicasts: 2IEVILFFv X/ 5y 8

discards: Z{EFFICTI— LISV CRESNI=/\r v

unknown protocol : IP LIS DR R—r DT BRI )L (ethertype) £

EAE A

packets output: #21X{5 /v
bytes output: #EE/NMFE
UTZEMESE

I:A?‘/ rE

show interface lan [LAN &H&]

I INT A=A
(R5A— BENE mEwE | EREOE |
_ . e BEINTNBALATI—R
‘ NES |[BRLEVLDLANAUEII—ADESETHRELET, |1 ‘@:ﬁin‘:bi% ‘
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|mm4>97:—x®%ﬁ

I show interface ewan

EWAN A > 27x—R (PPPoE Z{E ALK DIFHERRLET .

|§ﬁ@ﬁm

Router# show interface ewan 1

EWANT1 is up
Hardware is Fastethernet ,address is 0080.abcd.f100
IP address EWANT is XXX.XXX.xxX.xxxX, 255.255.255.0
Encapsulation ARPA
ARP type: ARPA, ARP Timeout 00:20:00
Last clearing of "show interface" packet counters never
Statistics:
14 packets input
899 bytes input, 0 errors
14 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
14 packets output
558 bytes output, 0 errors
14 unicasts, 0 broadcasts, 0 multicasts

0 discards
Router#
| EEEREL
| H B | n B
. CDAVRTT—ADFEEMNTEOLONTEY . M ORIGT HME D
EWANT is up,

M up LTWLBMEID (up/down) ZRRELET,

Hardware is Fastethernet address is

0080.bdf0.090f AUBTT—AD MAC FRLRERTRLET,

IP address is XXX.XXX.XXX.XXX,

IP 7RLRERYMNIRIERTLET,

255.255.255.0
Encapsulation ARPA, ‘CO)*(D@?:—ZO)#Jj’t)MI:?‘J‘EﬁEﬁ?RLi?'o
et ARPA, ARP Timeolt |aRp 547& ARP BBBRLI-TUNIDSA LTI MERERLET .

Last clearing of “show interface” &I clear interface” AR R THOURAEZ VYT L - B 57
packet counters F/RA/BERRLET,

DA TT—ADREHERERLET .

Statistics - =
S

packets input: #82{E /Ny Mk
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bytes input: 8 {E/\M+=

errors: Z{ERFICTIS—CHRESNI=/ VR

unicasts: Z{EL=F v AL\ b8

broadcasts: Z{ETA—K v A~/ 4y

multicasts: ZIEVILF X AN\ yb 8

discards: Z{ERFICT T — LIS THREEIN /vy

unknown protocol : IP LIS DR R—r DT AR )L (ethertype)

=R

packets output: #1E(E/ Ny ML
bytes output: #EE/NMFE
UTZEMESE

I:A?‘/ rE

show interface ewan [EWAN Z&&]

I NS A—4
(K54 —4 | BENE B EREDIE |
- RESN TS/ AT —R
‘EWAN FE |BBLILEWAN (47— RO BESEIEELET. |1 ‘ 0)255&&70 e ‘
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| PPPoEA » 4 7 = — 2 DOiEHR

I show interface pppoe

PPPoE AR 71— ADIEHERTLET,

|§ﬁ@ﬁm

Router#show interface pppoe 1

PPPOET is up
PPPoE lower interface is EWAN 1
PPPoE Server Name is XXXXX
PPPOE Usr Name is XXXX@XXXXX.XXX.XX
PPPOE Primary Dns Address is XXx.XXX.XXX.XXX
PPPoOE Secondary Dns Address is XxX.XXX.XXX.XXX
PPPOE Internet Address is XXX.XXX.XXX.XXX
PPPoE Service Name is not configured
PPPoE Type is host
PPPoE IPv6 Link-Local
PPPoE Connection Time is 080705.123441
Last clearing of "show interface" packet counters never
Statistics:
1 connect count
1 connected count
0 connect fail count
14 packets input
899 bytes input, O errors
14 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
14 packets output
558 bytes output, O errors
14 unicasts, 0 broadcasts, 0 multicasts

0 discards
Router#
| EEEREL
| H B | M
N—— ZDAVBITT—RADHREIITEHNTEY . D PPPoE DU IM
. BILTLNBMESAERLET,
‘PPPOE lower interface is ‘ﬁﬁﬁ LTWBAHEBA AT —RERTLET,
IPPPOE Server Name is XXXXX H—EREHERTLET,

PPPoE User Name is
XXXX@XXXXX. XXX.XX

RELE-A—HRERTLES

IPPPOE Primary DNS Address is PPP THR{EL1=F54 <) DNS #—/3D IP PRLRERRLET
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XXX XXX XXX XXX ‘

PPPoE Secondary DNS Address is
XXX XXX XXX XXX

PPPoE Internet Address is

XXX XXX XXX XXX

PPP TERELI=tEAHUHY DNS H—/ D IP PRLRAERTRLET,

PPP CTERELI-. BEBEDS O—/N\)LIP PRLRERRLET,

‘PPPoE Service Name ‘EQELT:'U'—I:“Z% =RRLET,

IPPPoE Type BHRE D LAN BB D (BB ERRLET

IPPPOE IPv6 Link-Local B IO—HLTRLRERTLET,

PPPoE Connection Time is PPPoE M\ &L I-BZIZRRLET, CDHITIX. 2008 £ 7 A 5 H
080705.123441 12:34:41 |THEf L= 2 &ZFRLTULVET,

Last clearing of “show interface” 1% clear interface” AR R THOURAEZ VYT L - B0 8
packet counters F/R/BEXRRLET,

DA TT—ADREHERERLET .

ZEA

packets input: ¥852{5/ V7w L

bytes input: #AZ{E/NA+E

errors: ZIERFICTS—TCTRESINT=/\V 7T UK

unicasts: ZI{E1=F v AN YR

broadcasts: Z{ETA—KF v A /4y

multicasts : ZIEVILFF v X/ b8

discards: Z{EFFICTS— LISV TREESN =/ iy b

unknown protocol: IP LLAA DR Y R—k DT Ok /L (ethertype) £8

Statistics:

EEA

packets output: #AE{E /YL
bytes output: 8 1EE/NM =
UTZEAESE
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I:A?‘/ rE

show interface pppoe [PPPoE &S]

I/\°5)‘—9
k54 —4 | BEAS B EREEOIE |
2 =B L-1LY S _ = = ~ Eﬁﬁéhflﬂé’f‘/@jl—x
‘PPPoE BE |BHBLIL\PPPoE /271 —ANEEXI/ELET, |1~24 ‘@Jﬂ%ﬁ:bi#o
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| =744 8 71— 20EH

I show interface modem

ETLAVEII—ADEHRERTLET,

|§ﬁ@ﬁm

Modem1 is up

Router#show interface modem 1

DIALER1T occupies
Physical-layer usb 1
Auto connect mode is on
MTU is 1500 bytes
Modem Send Idle—timeout 60
Modem Receive Idle—timeout 60
Modem Lcp Restart 300 (x10ms)
Modem Lcp Maxtimes 10
Modem Packet Limiter (Not active)
Modem Cumulative—time Limiter (Not active)
Modem signal-level monitoring interval 60 no average
Modem signal-level logging interval 300
Modem signal—quality monitoring interval 60 no average
Modem signal—quality logging interval 300
Modem initial string:
Modem special-initial string:
Disables modem-reset and system-reset
Statistics:

0 connect count

0 connected count

0 connect fail count

Router#
| EEEREL
| H H | ES
M . ZDAVBITT—RADPEYIREED up HES DM up/down/connected)Z R
odem1 is up

LFEY,

IDIALERT occupies

[RRENTVNBF AV ST— (AT — AN EREHEAL TN B EERLET,

physical-layer

ETLAVRATI—RDEFITEN TS USB R—hERLET,
Physical-layer usb 1:E|Y{F+5NTULV\SIHEE
No physical-layer: |V {F I+ 5N TGS

Auto connect mode

EBREERT—FORERIERLET,

Auto connect mode is on: FERHEHIE—FE%)

Auto connect mode is off: T EHEFE—NES)

Auto connect mode is on continuous / delay xxx sec: FHFRHERE—FNE N
D, BEMECOMMRERELTLSIGA. 121ZL delay A0 DIFE L delay
DERTRIILEEA,
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MTU is sk bytes IMTU D&

FEET—HICEY A EBEERIMVIEERTLEY . CORREET—44

Modem Send Idle—timeout 60 HONMSE L. AL EREYRLES,

Vodem Receive Ido—timeout 60 | EET —2I<EIT SMBERRIABERTLET . C ORHRET 41
FOBAL, T/ LEREIRLET

|Modem Lcp Restart 100(x10ms) |ch JRA—FR A E(EEAL 10ms)

|Modem Lcp Maxtimes 10 |ch BE A

1 B (24 B5ff) TO ., BEDERZE/ Ty E. LR\ IMIERTRLET
COHITIX, IBEDZEZE/ Ny 280, LR/ 4y A 50000 &> T
Modem Packet Limiter WET IREDEZE/ NI . LR/ SR ED 90%LL L (275> TULNEIS
280/50,000 BlX(Alert) ERIREINFET

WEDEZE/ TN, LR/ Ay ITEL 12358 (X (Bomberd) & R RE
NET, CORETIE, ENAIILEREFESTHEIETEE AL

17 B RBHAEBFREEED REFREZRRLET,

COHITIL, IRTED BFERFREIH 1400 4. LR EFEFABERIAY 1500 H&75>T
Modem Cumulative—time Limiter |[LNET , IRTED BIEFREIAY. LIE REHFREREID 90%LL EIZE->TWBIES
1,400/1,500(Alert) [E(Alert) EFTRRENFET S

IR7ED RIEHEMAY. LR RIEFAEEIEL-15 A [X(Exceeded)E RSN
FY, COIRETIL, BE/NAMIVEIREER T A EIETEE A,

. — EFLFAMROERREOEERRERSLET .
Modem signal-level monitoring e 4a sy %17 > TLVRLMB B off ERRSNET .

Modern <iamal-level losain EFLTNAADERREOOF T REEZRTLET,
€ eeine TRREDOOX LT HEIWIHE (L. off ERTRENET .

IModem signal-quality monitoring |ER{ES REZERT SHRHE). FRIERFELIERM (B ERTLES .

Modem signal-quality logging |ERIESREE slog [ZRFT IERENERTLET

|Modem initial string: |modem out-strings init AYFDEREIFEHRERTLET .
|Modem special-initial string™' |modem out—strings special-init AaY R DR EFHREFRRLET .
Disables modem-reset and disables AV R CERELI=ABERRLET , disables AT FFERTEL TLVA
system-reset WMEEX. COEBERRSNEETA.
connect count: F{EEHTHI LB
Statistics: connected count: E{E RNV AE
connect fail count: FERE LA 2B

X RERSNBNTYMUE, L—2RBTEHLTLSEETHY . BRTY,
¥1 F’RIE B Modem special-initial string:(&. V01.04(00) L 7R—k

I:l?‘/ ==

show interface modem [MODEM &S]

I INT A=A
K5 A—% | BRERS SREgEE | HEEEE D E
E >
= %EHE N RN ~ . = (= —] ExEéh’CL‘é{/ng_x
‘MODEM 5 |BHBLILY MODEM /371 —RADEBEI/ELET, |1 ‘ DHERLES.
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| 51 v5—1287—201E4

I show interface dialer

BANT—AVRATI—ADERERTLET

|§ﬁ@ﬁm

Router#show interface dialer 1

DIALERT is up
name is not configured
interface is not configured
dialer map is not configured
caller is not configured
contlimiterStatus:off
maxPeriod:0(sec) currentPeriod:0(sec) previousPeriod:0(sec)
calllimiterStatus:off
maxCalling:0(times) currentCalling:0(times) previousCalling:0(times)
lcpKeepalive:off
period:0(sec) retryCount:0(times)
Last clearing of "show interface" packet counters never
Statistics:
0 packets input
0 bytes input, O errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts

0 discards
Router#
| EEEREL
| E M | n =
CDFANT— AR TI—ADREEZRTLET,
DIALERT is up: ANV S—A A TT—RAHEFH A EE
not use : A ANVT—A AT —ANERTT
interface is |dia|er MERTEIAETT—RAERRTLET,

sk : dialer map AV RDERTE

not configured: dialer map AV RDEELBHYFEEFA .
sokokokk: caller AV RDRERNE

not configured:caller AYRDHZRENHYEE A,
BRIV ABRED R T —2RXERRLET,
off: B ¥R EE Rk BEA

dialer map is

caller is

contlimiterStatus:
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52

normal : BI#REE R, BEIKEE

alerted-90: [BI#REE MR H . USVRED 90%EE B
bombarded: BI#REEfR S, Sy A BIZE|E
maxPeriod:36000(sec): ) S VA {E
currentPeriod:0(sec) : I3 7E O #E45 B
previousPeriod:0(sec) : il [F] O $5& 5t i

calllimiterStatus:

HIFEEE) I VRAEBED AT —ARERTRLET .
off: B4R EE Rk EEA D

normal : BI#REE 1R, BEIKEE

alerted-90: BIFRET R, VIV ED 90%iE:#
bombarded : BIfREE R, )2 {EIZE|E
maxCalling:25(times): ') 3w A 1{E
currentCalling:0(times) : IR 7E 0D 1 B [ D F 0 F [B] 21
previousCalling:0(times) : B [E 0D 1 B[] D FE M [A] £

IcpKeepalive

LCP Echo [Z&% KeepAlive DAT—RRFEHRRLET .

on:LCP Echo I2&% KeepAlive #{E 3%

off: LCP Echo [Z& % KeepAlive Z{#HLZELY

period(sec): LCP Echo 7L —LA®Mx (SR (B4 7))
retryCount(times): LCP Echo D SEMNHE WG E(ZITS5BEEEH

Last clearing of “show interface”
packet counters

&I clear interface” AR THOUAEZ VT LT-. B 50
. F£/B/BEXRRLET,

Statistics

ZDAATT—RADIEHERERTLET

S

packets input: #8Z{E /Ny

bytes input: 8 {E/\M+=

errors : ZERICIS—TREINT=/\Tvb

unicasts: Z{E1=F v A/

broadcasts: Z{ETA—K v A~/ 4y

multicasts: ZIEVILFF v X/ 4y b8

discards: Z{EFFICT S — LISV CRESN =/ Vv

unknown protocol : IP LA DR HR—kDFARI)L (ethertype) #

EEA

packets output: #81E(E /Ny L
bytes output: #EE/NMFE
UTZEMESE
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I:A?‘/ rE

show interface dialer [DIALER &F&]

I INTG A—A
eres BENE =N EREOIE |
SHLI=L\DIALER /U471 —ANEE4E BRESN TS A TI—RD
= 1~ _
‘D‘ALER B sy, 20 AEFLES, ‘
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| USB-Ethernet £ >4 T 1 — R DiE

I show interface usb—-ethernet

USB-Ethernet f 27T —ADIFHRERTLET,

| zrEmEs

V01.08(00) LA B+ —F

USB-ETHERNET1 is up

Encapsulation ARPA

Statistics:
0 packets input
0 bytes input, 0 errors

0 packets output
0 bytes output, 0 errors

Router#show interface usb—ethernet 1

Hardware is ETHERNET, address is XXXX.XXXX.XXXX
IP address USB-ETHERNET1 is XXX.XXX.XXX.XXX, XXX.XXX.XXX.XXX

ARP type: ARPA, ARP Timeout 00:20:00
Last clearing of "show interface" packet counters never

0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol

0 unicasts, 0 broadcasts, 0 multicasts

0 discards
Router#
| EEEEL
| H B | n oA

‘USB—ETHERNET1 is up

ZDAVBITT—RADBREMNTEHONTEY . hOXIET HHE) Y
M up LTLBEMESID (up/down) F#FRRLET,

Hardware is ETHERNET, address is |{>471—A®D MAC 7RLRERRLET .

‘IP address USB-ETHERNETT is

P 7RLRERYRIROERTRLET,

‘Encapsulation ARPA,

CDAUBTI—ADAT LML ERERRLET .

ARP type: ARPA, ARP Timeout
00:20:00

ARP #A4T7& ARP BMRRLIZIUNI DA LTI NREERLET

Last clearing of “show interface”
packet counters never

&I clear interface” AR UK THOURAEZ VYT L - B 58
F/RA/BERRLET,

Statistics

DA R TT—ADREHERERLET .

ZAE

packets input: #8521 /4y MK

bytes input: #AZ{E/NA+E
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errors: ZERICTIS—TREIN-/\T YR
unicasts: Z{EL=F v AL\

broadcasts: Z{ET A—K v A~/ 4y
multicasts: ZIEVILFF v X b/ 4y

discards: Z{ERFICTS— LISV THREEINT=/ v

=R

packets output: #21X{E/\ w8
bytes output: #X{E/ N\ +E
UTZEMESE

I:A?‘/ ==

show interface usb—ethernet [USB-Ethernet &&]

I NS A—4
Berera BENE B LHEOIE |
USB-Ethernet | SBBL =L YUSB-Ethernet {2 7T — AN EEEIETE ’ BESN TR PTT—R
&= LET, DHEFRLET,

55



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

LL—Fnvs1o80 201

I show interface l|oopback

W—TN9IAL 3 T—ADEHRERRLET .

|§ﬁ@ﬁm

LOOP1 is up
Hardware is Loopback

Encapsulation ARPA
Statistics:

0 packets input
0 bytes input, O errors

0 packets output
0 bytes output, 0 errors

Router#show interface loopback 1

[P address LOOPT is XxX.XXX.XXX.XxX, 255.255.255.252

ARP type: ARPA, ARP Timeout 00:20:00
Last clearing of "show interface" packet counters never

0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol

0 unicasts, 0 broadcasts, 0 multicasts

0 discards
Router#
| EEEREL
| B B | n &
LOOP i CDAVEATI—RADHFRELTHEONTEY . HhORIGT MBI IH
IS up

up LTWWBMESH (up/down) ERRLET .

Hardware is Loopback

CDAVEITT—RAMN IW—T NI GAL BT —RATHHIEFRRLT
WE9,

‘IP address is

42 8—%YhFRLR (P PRLR) EXVMIRIERTLET,

‘Encapsulation ARPA,

COABTI— AN T LML ERERRLET .

ARP type: ARPA, ARP Timeout
00:20:00

ARP 24 7& ARP BEERLI=-TUM)DAA LT IMERERRLET,

Last clearing of “show interface”
packet counters

&I clear interface” AV R THO U REZ V) TLI-. B 28 &
/B/BERRLET,

Statistics

DA TI—ADREHFHRERLET

ZIE/

packets input: $#8521{E /Ny Bk

bytes input: #8Z{E/N( b=
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errors: ZIERFICTS—CREIN/N\ 7YKL

unicasts: SPEA X v R /3y

broadcasts: Z{ETA—KFF v A /4y

multicasts: Z{EVILFF v A/ Ny bh g

discards: ZERFIZTS— LIS CREI N/ vk

unknown protocol : IP LIt DR R—rDFARI)L (ethertype) £k

EEA

packets output: 21X {E /Ny
bytes output: fIX{E/ NI+ =
UTZERMESR

I:A?‘/ rE

show interface loopback [LOOPBACK &5 ]

I NS5 A—4
= BENE B LHEDIE |
= [BEBLT=L) LOOPBACK />4 71—ANDEE% BESNTLNSA2T—X
‘LOOPBACK ES st “ 16 ‘o)aﬁeﬂﬁo ‘
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II%%4>971—Z®%$

I show interface ipsecif

IPsec 123 7x—ADIEHRERTLET,

|§ﬁ@ﬁm

Router#show interface ipsecif 1

IPSECIF1 is up
Hardware is ESP Tunnel
[P address IPSECIF1 is not configured
MTU 1390 bytes
Encapsulation ESP
IPsec access list: 10
Last clearing of "show interface" packet counters never
Statistics:
0 packets input
0 bytes input, O errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts

0 discards
Router#
| EEEREL
| H B | BE:
. CDAEATT—RADYE) U IKEED up HESH\(up/down)ZE KR
IPSECIF1is up
LEY,
‘Hardware is ESP Tunnel |4‘/971—th ESP tunnel ZERAL TSI EFRRLET,
‘IP address IPSECIF1 is not configured |IP TFRELRAMNERESNTLVENWZEERTLTLET,
IMTU is skt bytes IMTU ED& R
‘Encapsulation ESP |CG)’(‘/97I—X0)737°'E)MB7?E€€’§EH_Tbi'd—o
‘IPsec access list: 10 |1§Fﬁ'§”%) IPsec 7Vt R RMERRLET,
Last clearing of “show interface” %2 clear interface” AV R THO U AEZ D) T L= B 5o 7
packet counters never F/A/BERRLET,
CDAVETT—ADREHEHRERLES
. SZAEA
Statistics packets input: #8Z2{E /4y Bk
bytes input: #8Z{E/\( =
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errors: ZAERFICTS—CEREIN/N\ 7Y

unicasts: SP{EA X v R/

broadcasts: Z{ETA—KFF v A /4y k3

multicasts: Z{EVILFF v A/ Ny b g

discards: ZERFIZTS— LIS CREINT-/ vk

unknown protocol : IP LAt DR R—kDFARI)L (ethertype) Bk

EEA

packets output: 21X {E /Ny L
bytes output: fRIX{E/ NI+ =
UTZERMESER

I:A?‘/ rE

show interface ipsecif [IPsec &FF]

I/\°5%—9
(K54 —4 | BENE mEmE | LHEDIE |
EHESNTWNASAFTT—R
IPsec S |[SEBLI=\NPsecA 4T —ADESEIRELET, [1~32 g:‘;&bi?o ~57z ‘
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Ltodng a7 —20fEH

I show interface tunnel

FoRIARTT—RADIEHRERTLET,

| =REmEH 1 IPinlP fEFmEs

Router# show interface tunnel 1
TUNNELT is up
Hardware is Tunnel
Internet address is 192.168.0.1 (EWAN1)
Encapsulation TUNNEL, point-to—point link
Tunnel source Xxx.XxXx.XxXX.XxX,
Tunnel destination yyy.yyy.yyy.yyy
Tunnel protocol/transport IPIP
Last clearing of "show interface" packet counters never
Statistics:
0 packets input
0 bytes input, O errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards

Router#

| S REEG| 2 Ether IP {5

Router# show interface tunnel 1
TUNNELT is up
Hardware is Tunnel
Internet address is 192.168.0.1 (EWAN1)
Encapsulation TUNNEL, point—to—point link
Tunnel source Xxx.xXx.XxX.xXxx,
Tunnel destination yyy.yyy.yyy.yyy
Tunnel protocol/transport EtherlP
Internal bridge 1 transparent, pw—type etherport
Last clearing of "show interface" packet counters never
Statistics:
0 packets input
0 bytes input, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards

Router#
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| =REmEH 3 L2TPv3 fifEs

Router# show interface tunnel 1
TUNNELT is up
Hardware is Tunnel
[P address TUNNEL1 is not configured.
Encapsulation TUNNEL, point-to—point link
Tunnel source Xxx.Xxx.XXX.xXXx
Tunnel destination yyy.yyy.yyy.yyy
Tunnel protocol/transport L2TPv3
Internal bridge 1 transparent, pw-type etherport
Last clearing of "show interface" packet counters never
Statistics:
0 packets input
0 bytes input, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards

Router#

| =REmEp 4 L2TP/PPP {5 /8S

Router# show interface tunnel 1
TUNNELT is up
Hardware is Tunnel
IP address TUNNEL1 is 192.168.0.1
Encapsulation TUNNEL, point—to—point link
Tunnel source is 172.16.0.1
Tunnel destination is 172.20.0.1
Tunnel protocol/transport PPP/L2TPv2 over ipsecif 33
Last clearing of "show interface" packet counters never
Statistics:
0 packets input
0 bytes input, O errors
0 unicasts, 0 broadcasts, 0 multicasts
v0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards

Router#
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| EEEREL
| B H | n B
o RINADEZTI—ADE S L. UP/DOWN ZRRLET,
type/source/destination [CREBEMNHDHIHEE H LU shutdown FRENH DG E L
TUNNELX is DOWN., ZN LS K UP ERRLET,

62

L2TP/PPP () interface [Etviar NG S (X DOWN RKEEELEY , v ar N TE
T:E#ﬁ-e UpP tiﬁtbito

Internet address is

IP7RLRZERRLET,
IP 7RLADEZFEINGZULME S L. Internet address is not configured. ERRLET,
unnumbered 1 3 TT—RADFEEDHZE L. A1 FZTT—RBERRLET,

Tunnel source

tunnel source AY KR THRELZIP/IPv6 PRL R 412371 —REHBELGE (X,
EETIVRRAFTRLAERRELET,
EEFTIVRRAURELTRAT A 7RLANE NG A 1L, Tunnel source is not
assined.&ERRLET .

EBEMNEUME A (L. Tunnel source is not configured.&ERRLET .

Tunnel destination

tunnel destination AY R THEELT - IP PRLRF=IX.IPv6 PRLRAFRRLET,
L2TPv2 TIXE7 D#IFFRLRERRLET,
EHEMIELS S L. destination is not configured.ERRLET,

Tunnel protocol

roRIABZTT—RADHTEILIEE—FK (IPIP, EtherlP, L2TPv2, L2TPv3) &R RLE
ERR

Internal bridge

Internal bridge AMEFARIEELIISE A .| internal bridge AV K DR EIFEHRE pw-type AT
FOEERHMERRLET,

Last clearing= ==+

[BRIZ clear interface ZEITLI-BRIZRRLET,

Statistics

Z{EA

packets input: $#8521{E /Ny bk

bytes input: 8 {E/N( =

errors: ZIERFIC IS —TCTEEINT=/\VT VML

unicasts : F{E1=F v AR/ Ny

broadcasts: Z{ET7O—F X ¥ A/ 4y

multicasts : Z{EVILFF v AL/ Ny 8

discards: ZIERFICTS— LISV TRESN =/ v

unknown protocol :IP ASA D RH7R—r DT O JL (ethertype) £

=R

packets output: 81515/ v 8

bytes output: f#AXE /NI +E

errors IEERFIC IS —TCEREINT=/\VT VML
unicasts: EEL=F v AL/ yhE

broadcasts: iZ{ETO—F X v AL/ v
multicasts  IXIE T ILFF v AL/ Ny 8

discards X ERFICTS—UNTEREINT/ Ty
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I:A?‘/ rE

show interface tunnel [TUNNEL ZF&]

I INTG A—A
eres BENE EXT =0 EREOIE |
o [BEBLEWWTUNNELA VA7 —RADESEIEEL RESNTLNDAATT—R
‘TUNNEL ES gy, “ 2 pamELET. ‘
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J VLS > % Tz —2 BT 2158

I show interface null

BERAVATIT—ADEHRERTLET . RERAAUZTI—RIE RET 1997 IL—TF1>% (ip route AT

F)THEELFEY .

|§ﬁ@ﬁm

#show interface null O

NullO is up
Hardware is unknown
MTU 32767 bytes

Statistics:
0 packets input
0 bytes input, O errors

0 packets output
0 bytes output, 0 errors

Last clearing of "show interface" packet counters never

0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol

0 unicasts, 0 broadcasts, 0 multicasts

0 discards
Router#
| EEEREL
| E B | BE:
INUIIO is up ZDAUETI—ZDOH up MESD\up/down)ERTLET .

64

‘Hardware is unknown

SO T AN ETHHEERTLETS,

IMTU is k% bytes

MTU EDQ &R

Last clearing of “show interface”
packet counters never

A/BERRLEY,

& #%I[Z clear interface”aAY R THOUAEEIY T L= B 458

%/

Statistics

DA TI—ADREHFHRERLET .

ZAEA

packets input: #8525/ v 8k

bytes input: #8Z{E/N(+E

errors : ZRIERICTS—TCTREINT=/\ TV
unicasts: ZIEL=F v AL/ b2

broadcasts: Z{ETAO—KF ¥ A/ 4y
multicasts: ZIEVILF X X b/ \ vy b8

discards: Z{ERFICTo— LN TRESNT /TR

unknown protocol :IP ASA D RH7R—r DT O IL (ethertype) $8
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EE A

packets output: ¥81E{E /Ny b3
bytes output: #EE/NMFE
UTREAEZSE

I:l?‘/ ==

show interface null [NULL &5

I NS A—4
(K54 —4 | BENE R | LHEDIE |
N BEINTVBAATI—R
‘NULL EES |BELEONULLAVAT7I—ADESHFIBELET, [0 ‘gﬁﬁﬁbito ‘
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VNS o5 0z —2 BT 3158

I show interface vlanif

VLAN /27— ADFEHRERTLET,

|§ﬁ@ﬁm

Router# show interface vlanif 1
VLANIF1 is up
Hardware is VLAN interface
VLAN-ID is ——
IP address VLANIF1 is 192.52.168.144, 255.255.255.0
Encapsulation ARPA
ARP type: ARPA, ARP Timeout 00:20:00
Internal bridge 1 transparent
Last clearing of "show interface" packet counters never
Statistics:
0 packets input
0 bytes input, O errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts

0 discards
Router#
|%ﬁawﬁm
| R B | IS
‘WAMH. CDAETI—ADBENTEDNTEY . M ORIET HWIE S ok
is up,

up LTWLWBMESH (up/down) ERRLET .

‘Hardware is VLAN interface ‘CG)’(‘/’)"?I—Xﬁ\ VLAN /2T —ATHAHIEEZRRLTULET,

VLAN-ID is VLAN-ID Z&RLET
IP address VLANIF1 COAUETI—RD P TRLAREHTFRLRERRLET,
[Encapsulation ARPA, CDAUBTI— AN T LML ERERTLET .
et ARPA, ARP Timeolt AP 8175 ARP HEERLI=TU M) D54 L7 S M EHERRLET .

, Internal bridge AN ERTE SN TLVDIHFE (T, Internal bridge MR EFHE R
Internal bridge sLET
Last clearing of “show interface” |Ex#(Z"clear interface”AY R THO VA EEI) T L= B 98 &/
packet counters R/BE&RRLET,
Statistics \:0)4)971—?(0)%%’%#&%%Li?‘o
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g =1

packets input: #8525/ v b8k

bytes input: #8Z{E/\(F =

errors : ZRIERICTS—TCTREINT=/\ TV
unicasts: ZIEL=F v AL/ b2

broadcasts: Z{ET7O—KF X ¥ A/ 4y
multicasts: Z{EVILF XV AL\ Y

discards: Z{ERFICTI— LSV CTRESNI=/N Ty

EE A

packets output: ¥EX{E /v
bytes output: ¥21E{E/NM b=
UTZEMEZSE

unknown protocol : IP LA D KRB R—rDTERTIL (ethertype) £

I:A?‘/ rE

show interface vlanif [VLAN &% ]

I INT A=A
erery BENE E= 0 BB OB |
- . T BESNTVB(ETI—R
‘VLAN EFS |BBLEVVLAN /U8 71—ADESEIRELET, (1~16 ‘ DHERLET, ‘
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IBViq o5 020tk

I show interface bvi

BVIAUADI—ADIEHRERRLET .
V01.03(00) L& H7R—

| =rman

Router#sh interface bvi 1
BVI1 is up
Hardware is BVI, address is 0001.2345.6789
Internal bridge is 1
VLAN-ID is 1
IP address BVI1 is 10.10.10.10, 255.255.255.0
Encapsulation ARPA
ARP type: ARPA, ARP Timeout 00:20:00
Last clearing of "show interface" packet counters never
Statistics:
0 packets input
0 bytes input, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts

0 discards
Router#
| EEEREL
| E B | K-
BV is up CDAVBIT—RADBREINTEOHONTEY . M OXIETHYMEYIH up L

TWWBEMNESH (up/down) ZFRRLET,
CDAVBITT—AM BVI A A TT—RATHBHIEEMAC PRLRERRLT

Hardware is BVI,address is

WE9,
VLAN-ID is VLAN-ID #RRLET
1P address BVI1 DA TI—ZAD P FRLREH T TRLRERTRLET,
‘Encapsulation ARPA, |CO)4>’5‘7I—Z0)7]7’+_’)M|37‘J'E€€§7T<L_a'f'g-o
ARP type: ARPA AR |ARP 44T & ARP DBRLIZTUMIDAS LTHMEMERTLES .
Timeout 00:20:00

Last clearing of “show %2 clear interface”" AV R THOUAEZ I TLI-. B 7% &£/8/
interface” packet counters |HZRRLET .

Statistics DA BT —ROHEERERLET,
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S

packets input: 8525 /v M

bytes input: 82 {E/\M+=

errors: ZERICTI S —CTREIN=/N\ T UMK

unicasts: Z{EL=F v AL\ Ty

broadcasts: Z{ETA—KRF v A /4y k3

multicasts: ZIETILF X ALy

discards: Z{EFFICT I — LISV CRESN =/ \7r v

unknown protocol : IP LIS DR R—r DT AR )L (ethertype)

=R

packets output: #1E(E /Ny ML
bytes output: #IX{E/ N+ E
UTZEMESE

I:A?‘/ rE

show interface bvi [BVI &F&]

I/\°5)‘—9
[K5x—4 | RENE B EHREOE |
=5 SRLIVBVIAVETI—ROESER/EL || _ RESN TSIV ETT—R
PVIES gy, DHERLET .
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| A— r s

I show |ine

R—rDFEHERTLEY

I K EE

10

Router#show line

[line lan]

Classification threshold
802.1p priority threshold is 4
LAG mode enable
LAG-group 1:1,2,3,4
LAG—-group 2:

Tx watchdog is disable

Host port is always up
Ingress classification is disabled
Egress priority gueuing is enabled

Port 1 is up
Auto—negotiation is on
Speed is 1000Mbps, duplex is full
Flow control capability is incapable
Xover is MDI (auto)
Bridge—group is 0
port=VLAN is disabled
Port priority is enabled. Priority is 4
Ingress 802.1p classification is disabled
Egress priority gueuing is enabled

Port 2 is administratively down
Auto—negotiation is on
Speed is ———, duplex is ——-—
Flow control capability is incapable
Xover is MDI-X (auto)
Bridge—group is 0
port—VLAN is enabled, tagging is never
Port Priority is disabled
Ingress 802.1p classification is disabled
Eqgress priority gueuing is enabled
a
a
[line ewan 1]
Classification threshold
802.1p priority threshold is 4
Tx watchdog is enable
Expiration time is 2sec




12871 —XDIEH

Port 1 is up
Auto—negotiation is on
Speed is 1000Mbps, duplex is full
Flow control capability is incapable
Xover is MDI (auto)
default—classfication is high
Ingress 802.1p classification is disabled

| EEEREL
. & B | m =
802.1p priority BHET—2ELTIRS 802.1p EERRLET,
threshold (BEE R ~TBEE: &)

Yo o7 T)F =30 DIREERRLET .
LAG mode enable |enable: ) O F7 )7 — a0 DRENSNTLNS
disable: Y U7 )75 —2 30 DFREMNIN TV

ILAG-group 1 N OTFTIF—av I L—T BT A R— EEERRLET.
ILAG-group 2 N OTT)F—av g L —T 21 BT A R— EEERRLET.

Ethernet A FA—S MDA EERAMEEDIKEEZRRLET .

Tx watchdog is™'  |enable : ZE{EESIRMAEN BN EL-TLND

disable : JEE B R RENEMELH>TINVD

Expiration time is™"’ |Ethernet AVPA—SOEEEREREICTEERLELYIMT SRMERTLET .
R—bDUUIIREEFRLET,

Port up: YTV

down: Yoo & 5

F—bRrILT—avFRLET,

Auto—negotiation  |on: B BRI B

off: HENFRHLZLY

R—bOYEREEZRLET,

Speed 10Mbps : 10Mbps THE#E

100Mbps : 100Mbps THE#E

T—ARENEZEF X FENERLET,

duplex ful . £ —F&IE

half: £ ZE &S

IEEE802.3x O PAUSE JL— LZEFEALI=7A—H#H/7—/ EYT1D AUTO RI#ER%E
Flow-Control KRLET,

Capability capable : 7O—#l|{HT %

incapable : 70— fEIL 7L LY

=TI DREERTLET,

MDI: AkL—k

MDI-X: 20X

THE. BEREDZEIL auto, BIEDIZEIL fix DRRIZHEYET,

‘Bridge—Group |VLAN AVRII—RATHEATS. TSI IL—TEEERRLET,
Port-VLAN VLAN 2871 — 2% AL TL\ 535 & (4, enable DFTE VLAN-D HERFENET,

Xover

"
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BT DM/ IREERTLES

Tagging always: 25 &I MLT-IKEETE(E
never: : 3 ZRELIKETHEIE
Port-Priority BEEHERMEERRLES,

BEREEREDIKEEZRTLET,
enable: B EHERELX(F TS
disable : 2 S BEZERALAELY

Ingress 802.1p
classification

EEIL—LDELNBOREERRLET,
enable : 2 L ALIBH1TS
disable : {2 5L LB ZEITH ALY

Egress priority
queuing

%1 IEHE Tx watchdog is & Expiration time is (&, V01.10 (00) L&Y HR—~

I:l?‘/ rE

show line [{lan <LAN7/R— >} | {ewan <EWAN 7R— k>}]

| R5A—4 | BRENE BEEE |0 EBEOE

BHERTESE S LAN R—EHEELET .
LAN R—h [1~4 [mEKR—EHRET 5.
lhost [ERR—IEHEET B,

EWANR—F  [{EHERRSE S EWAN R—MEIRELES . |1

et [ETOR—MEBRER
ﬁ:LiTo

12
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| & rsattEs

I show |ine statistics

LAN FE7=I&. EWAN 7R—k D EMAC O#ETIEHRERRTLET .

|§ﬁ@ﬁﬂ1

Router#show line statistics lan 1.1

[LAN 1 port 1]
Transmitted 0 packets, 0 bytes
0 no buffer
0 high priority, O low priority bytes
0 unicasts, 0 broadcasts
0 multicasts, 0 pauses
0 discards, 0 pauses
0 deferred, 0 collisions
0 late, 0 excessive collisions
0 single, 0 multiple collision
Received 0 packets, 3 bytes
2 no buffer
0 unicasts, 0 broadcasts
0 multicasts
0 in range errors
0 out of range errors
0 discards, 0 pauses
1 undersized, 1 fragments
0 oversized
0 jabbers, 0 symbol errors
0 CRC errors, 0 alignment errors
64 octets :
65-127 octets
128-255 octets
256-511 octets
512-10283 octets
1024-1522 octets

cNoNoNoNoN]

Ii%@ﬁﬁ]z

Router#show line statistics ewan 1

[EWAN 1]
Transmitted 0 packets, 64 bytes
0 deferred
0 late, 0 excessive collisions
0 single, 0 multiple collisions
Received 0 packets, 0 bytes
0 pauses, 0 oversized
0 CRC errors, 0 alignment errors

13
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I KTEEG 3

[LAN port WLAN]

0 no buffer

2 multicasts

0 no buffer

0 multicasts
0 in range errors

0 oversized

256-511 octets

Router#show line statistics lan wlan

Transmitted 4980 packets, 468793 bytes

0 high priority, 4980 low priority bytes
4961 unicasts, 17 broadcasts

0 discards, 0 pauses

0 deferred, 0 collisions

0 late, O excessive collisions

0 single, 0 multiple collisions
Received 4981 packets, 433041 bytes

4957 unicasts, 24 broadcasts

0 out of range errors
0 discards, 0 pauses
0 undersized, 0 fragments

0 jabbers, 0 symbol errors

0 CRC errors, 0 alignment errors
64 octets 124
65-127 octets : 4944
128-255 octets : 10

512-10283 octets : 0
1024-1522 octets : 0

| EEEREL

74

| H A

| n B

‘Transmitted 0 packets

COR—FTHEIELE TN ERTRLET,

‘0 bytes

COR—FTEIELET—2BERTLET,

‘0 no buffer

(RyTFPRRICEDRIETERM ST/ M ERTLET

10 high priority

lhigh priority /Sy kDR ERERTLET .

‘0 low priority bytes

‘low priority /S YR DEEMERRLET,

‘0 unicasts

BELEI=F R T IERRLET,

‘0 broadcasts

EELETO—REr Ry IERRLET .

‘0 multicasts

BELEILFF RO IERRLET .

0 discards EETREEL AT IMIERRLET,
‘0 pauses ‘EELT: pause /\TYNERTTLET,
0 deferred BEREERERRLET,

0 collisions WRAFELLERERTLES .
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0 late BEGRARELEERERTLET,

‘0 excessive collisions \%%ﬁi%@h“%ibf:@%&%iﬁ:bito

0 single EOEHRAEELERERRLET .

0 muttiple collision EREOEENRELEMERTLES,

‘Received 0 packets ‘C@ﬂ{—l*(“‘%{%bf:/f'?"‘/l‘%li’iﬁ‘bi'g_o

‘0 bytes ‘C@ﬂ{—FT§1§LT:7_:—9§§§7T<L35'§_O

‘0 no buffer ‘(/ VWIFPRRBIZKWNZETEGI 2T/ b ERRLET,
0 unicasts BELEA=F v Ry M ERTLET

0 broadcasts [ZELETO—RE L RM Ty M ERTRLET .

‘0 multicasts ‘%ELT:?)L?":\’“‘(’ZI*(D/Q’T“Jl“éﬁl"éiﬁbi'g-o

‘0 in range errors ‘%ELT: ether len EEBEDT—ERNFEL/N\T I IERTLET .
‘0 out of range errors ‘%ELT:Z:IEH ether len D\ EERRLET,

‘0 discards, 0 pauses ‘%E'@f%ﬁbf:/\"’rvb%{éﬁﬁ:bﬁfd’o

0 undersized [TL—LEA 64 NAREY NSO UM EERRLES

‘0 fragments ‘CRC I5—% oINS YR IERRLET,

‘0 oversized ‘7[/—.L\Ef3§ 1522 INA R LY REVAN TR IERRILET,
10 jabbers SHN—T5—Lt b ERRLET

‘0 symbol errors DURIIZ—LI=\ Ty ERRLET,

‘0 CRC errors ‘CRC(J@@J’T‘LE@E)I:Iﬁ—Lf:/VT“JI‘%ZE’%%L??%

‘0 alignment errors ‘alignment I5—LI=\TyrEHERRLET,

‘64 octets : 0 ‘64byte DZENTINERTLET,

165-127 octets : 0 65~127byte DRI/ VM HERRLET .

1128-255 octets : 0 128~ 255byte DRZAE/ Sy HERRLET

1256-511 octets : 0 [256~511byte DZ{E/ STy IERTLETS

15121023 octets : 0 512~1023byte DR/ v ERRLET

11024-1522 octets : 0 1024~1522byte D RS/ ST v IERTLETS,

I:l?‘/ rE

show line statistics [{lan <LAN7AR— k>} | {ewan <EWAN 7k— k>}]

I INT A=A
K5 A—4 | BENT | REHE | HHEBOE
. EMAC D#istEHRE R RSE S LANR—h 1~4 £z, [1~4 )
LAN 7h—F wlan ZHELFET . wlan @’C(D:‘k:l*@
o - — EMAG #3548
EWAN H—h _Eg_MAC DIREHFHRER TS E D EWAN R—hFIEELE 1 EERLET,
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= rxon—sy Tt

I show port-membership

AB—F LTS D R—k A NR—y TIERERTLET,

|§ﬁ@ﬁﬂ1

Router#show port-membership
[internal-bridge 1]
address—learning: disable
Tx VID interface
* 0 lan 1
0 tunnel 1 [100/250]

*» 0 tunnel 100 [200/200]
* 1000 vlan 1

1000 tunnel 1 [100/250]
* 1000 tunnel 100 [200/200]

[internal-bridge 2]
address—learning: enable
Tx VID interface

* 1 vlan 10

* 1 tunnel 2 [200/200]
* 1 tunnel 3 [100/200]

* 1000 vlan 1
Router#
| EEEREL
. =® B | n B
T RENFTINEA LTI —RIHKERTLETS,
vid VLAN-ID #&RLET,
linterface AU B—F LTS EEHLTW B I8 TT—RERTLET,

I:l?‘/ ==

show port-membership [internal-bridge <4 >4 —73 LT v T&E> [vlan-id <VLAN ID>]]

16
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o
N||

A=A
kS5 A—4 | BENT | HEEEE | HEEEE D E
A8 —FIT |BBLEWAVA—FILT )y OB EEIEEL 1~16 BRESNTWWASM 32—
OB E 9, IWDOHRRLET,
% SEE( - o o 4 ~ HESNTULVSVLANID D
VLAN ID SHELT-L) VLANID BEEZHEELET, 0~4094 BERLET,
¥ /85 A—% VLAN ID (%, V01.02(00) LAREHR—k

71



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

L1o5—71ovu ook

I show internal-bridge

AVA—F LTV DREFBRERTLET

|§ﬁ@ﬁﬂ1

Router#show internal-bridge 1

[internal-bridge 1]
address—learning: disabled
aging—time: 300sec
relay inter—tunnel-interface: disabled
redundancy default indicate—selected: enable
redundancy default receive—unselected: disable(60sec)

Bridge statistics:

Last clearing of "show internal-bridge" packet counters never

0 total packets received

0 input packets dropped due to receive pkt from unselected interface.
0 input packets discarded due to invalid value.

0 total packets forwarded

0 output packets dropped due to network is unreachable.

0 output packets discarded due to invalid value.

Router#
| EEEREL

| E B | BE:

. AB—FIWT YYD TMAC FRLRZENERIZHEH> TSN ESHER
address—learning —

~LET
‘aging—time |MAC FRLRAT—TILDI—CTorERERRLET,
rolay inter—tunnel—interface |- 2T IVTIITTOR S RNAL BT AR O RBHEHITESTL
Y BEMESNERTLET,

redundancy default Circuit Status AVP Z#Hllfil T 2R ENEMELH>TNVEIMESIHERRLE
indicate—selected 9,
redundancy default BEIEAZTT—RELTEIRLTUOEWNRY RILIZE T H YD ZET
receive—unselected EDHRENBEMELE>TLNEIMNEINERRLET,
Bridge statistics M8 —F LTS DEEEHERERTLET,

18
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I:A?‘/ rE

show internal-bridge [K4 &2 —F LT v &S]

I INTA—A
| K5 A—% | BRENE BEGEE|  ABEOME
= . . — TR A= o Eﬁiéhflﬂéér’@
L A—F LTS EE Cf‘;m‘“g FVITVIDBRERE | 16 | (oh—FLIwsE
° KRLET,
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|4>9—+ijv9®ma7Fuz%—j»Eﬁ

I show bridge filtering—-database

AB—F LTy D MAC FTRLARAT—TILIEHRERRLET .

| ZTEm@EH 1
Router#show bridge filtering—database
[internal-bridge 1]
vid address interface age
0 XXXX . XXXX XXXX lan 1 XXXX
0 YYYY.YYYY.YYYy tunnel 1 yyy
1 7777.2277.2727 tunnel 2 permanent
Router#
| EEEREL
== n &
vid VLAN-ID & RLET

‘address ‘MAC TRELRZRRLET,

interface |42 A—F LT U SERHEL TS AL ATT—RERFLET,
aee RERISTIL—LZEZBELTHLDORME (BAL: ) ZRELET .
& ABTAITEEL TSI UM, permanent ERRLET .

I:l?‘/ ==

show bridge filtering—database [internal-bridge <4 &2 —FJLT) v OHE>]

| KNS A—4% | BENE | BEfEE | LB D E
o IMAC PRLRT—TIIVESRBLIZWLV2—F )L BRESNTWNSA2—F
T DUy EEEEELET, LI ySERRLES .

AVR—FIIT)vDFE

‘1~16
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| IPv6 L—T 1 J DIEER

L LANA 25 T 1 —2 0t

I show ipv6 interface lan

Ii%@ﬁ%

Router#show ipv6 interface lan 1
LAN is up

Global unicast address(es):
2001:33::280:bdff:fef0:3333, subnet is 2001:33::/64

Joined group address(es):

ffo2::
ffo2::
ffo2::
ffo2::
ff02::1:fff0:3333

ff02::1:1ff0:8f8

MTU is 1500 bytes

ICMP error messages limited to 100 per second

ND reachable time is 44000 milliseconds

ND advertised reachable time is 200 milliseconds

ND advertised retransmit interval is 300 milliseconds
ND router advertisements are sent every 400 seconds
ND router advertisements live for 500 seconds

Hosts use stateless autoconfig for addresses.
Current Hop Limit:64

reachable time 24000ms (base 30000ms)
retransmission interval 1000ms

Router#

— O o N

IPv6 is enabled, link—local address is fe80::280:bdff:fef0:8f8

| EEEREL

| = |

ZDAVRAITT—ADF A RENE S D (up/down) ERRLET ,
LAN is up SHBLEWUE T —RITBETHIENTEET,
BENEWMERIE. 21371 —ADFEHRERRLET,

Global unicast address(es)

AVRTI—RIZEYHETENTNAST O—/N\)L A =X AN TRLRER

T~LET,
‘Joined group address(es) |CO)’(‘/97I-X7§Q§T%7}I¢7‘#\"ZF'7}[«—70"&%5?[,?70
MTU 1500 bytes 12871 —2D MTU B2RRLET .,

ICMP error messages limited to
100 per second

1 EISEIETBICMP IS5—AvtE—CDHRAFBERTLET,

IND reachable time DA AT —RIZEIY BTHRTUNDHA 7\ H I AT BERS A% (S
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MELT)RRLET,

ND advertised reachable time

CDAVATI—RAETTRNZLXEND R A/ R FE A RERREE (3
MEMT)RRLET,

ND advertised retransmit
interval

CDAVBTI—RETTRNFLAXENE I A/ BREBEEMRE (UM E
T RRLES,

ND router advertisements

CDAVETI—RALETEEINDRA /I ERHIL—F-TRNEL XA D
fEFR (R EAD) BV TRNZA XAV D BEHEBERRLET,

Hosts use stateless autoconfig
for addresses.

REBX. AT—FLRA—Fa2 T4 L—30 TTRLANEY LTS
nEd,

Current Hop Limit

ZDAVBITT—ADLT—E%EET DHEED CurretHopLimit B (R K7y
TV ERRLET,

reachable time

DA R TT—AT, Neighbor [IZRLT/N YD EIZEZFERLTH S,
ERRETHAHEALTTHRE SUREBEMT)ZRRLET,

‘retransmission interval

|Neighbor Discovery DX ERIfRERRLET .

I:l?‘/ ==

show ipv6 interface lan [LAN &S]

I INTG A—A
K5 A—% | BENE | SEEEE | LB OE
Ea—l ~
= i - - _ = o ax;Eéh'CL\é'f/’)'l?I—Z
‘LAN &5 SHL-L LAN /ORI —ADEEFIEELET, 1 ‘@ﬂia‘:bi%
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| PPPoEA » 4 7 = — 2 DOiEHR

I show ipv6 interface pppoe

PPPoE A2 71—RM IPv6 IZEHT B1EHRERTLET .

|§ﬁ@ﬁm

PPPOET is up

Joined group address(es):
ff02::1
ff02::1:ffcf:f10a

MTU is 1454 bytes

Current Hop Limit:64

Router#show ipv6 interface pppoe 1

IPv6 is enabled, link—local address is fe80::280:bdff:fecf:f10a
Global unicast address is not configured

ICMP error messages limited to 100 per second
Hosts use stateless autoconfig for addresses.

reachable time 24000ms (base 30000ms)
retransmission interval 1000ms

Router#
| EEEREL
| E B | n =
ZDAVETT—ADF A REMNE I H(up/down) ZRRLET,
PPPoET is up SBLE-WNAUATI—RIFIBETHIENTEET,

BEMNEIWGEIE, 210371 —ADEHRERTLET,

Global unicast address(es)

AVATI—R(ZE|YHTHA TSRS O—/N\L-A=F v A TRLRAE
=rLET,

‘Joined group address(es)

DAV BTI—ZABBTBYILFELRN T L—TERRLET,

IMTU 1454 bytes

42571—20 MTU BEERRLET .

ICMP error messages limited to
100 per second

1 EISEIETBICMP IS5—AvtE—CDHERAFBERTLET,

Hosts use stateless autoconfig
for addresses.

REBX. AT—FLRA—Fa2T4TL—30 TTRLANEY LTS
nEd,

Current Hop Limit

ZDAVBITT—AD LT —R%EET HBED CurretHopLimit B (R K7y
TH)ERRLET,

reachable time

DA R TT—AT, Neighbor IZRLT/N YD EIZEZFERLTH S,
ERRETHAHEALTTHRE SUNEBEMAT)ZRRLET,

retransmission interval

|Neighbor Discovery DX ERIfRERRLET .
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I:A?‘/ ==

show ipv6 interface pppoe [PPPoE &= ]

I INTA—A
nerey BENE B0 BB OB |
BESN TSI 27—
= %HE . N — = (=3 ~
‘PPPOE ES |BHBLI=LNPPPoE /12271 —ADEBSEIRELEFT, [1~24 OHERLET, ‘
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|mm4>97:—x®%ﬁ

I show ipv6 interface ewan

EWAN 424271 —X M IPv6 IZEAT BiEHERTLET,

|§ﬁ@ﬁm

Router#show ipv6 interface ewan 1
EWANT1 is up
IPv6 is enabled, link—local address is fe80::280:bdff:fef0:8f8
Global unicast address(es):
2001:33::280:bdff:fef0:3333, subnet is 2001:33::/64
Joined group address(es):
ffo2::
ffo2::
ff02::
ff02::
ff02::1:fff0:3333
ff02::1:fff0:8f8
MTU is 1500 bytes
ICMP error messages limited to 100 per second
ND reachable time is 44000 milliseconds
ND advertised reachable time is 200 milliseconds
ND advertised retransmit interval is 300 milliseconds
ND router advertisements are sent every 400 seconds
ND router advertisements live for 500 seconds
Hosts use stateless autoconfig for addresses.
Current Hop Limit:64
reachable time 24000ms (base 30000ms)
retransmission interval 1000ms

— O a N

Router#
| EEEREL
| E M | m A
ZDAVETT—ADF A RENE S H (up/down) ZRRLET,
EWANT is up SHELEWAUATI—R(IIEETHIENTEET,

BENLGWMESIE. 21T —RDERERTLET,
AVRTI—RIZEYLETHN TS O—/N)L- A ZX v X TRLRER

Global unicast address(es)

RLET,
‘Joined group address(es) |C0)4>97I—X75§J§'§'67)b:)‘:\='\71|"7“)[/—7’5%7?'.,?3'0
IMTU 1500 bytes 42572—20 MTU BEERRLET .

ICMP error messages limited to
100 per second

IND reachable time [ZDAL BT —RIZEY HTHN TSR A/ R HEIE AT RERSRT £ (3

1 EISEIETBICMP T5—AvtE—CDHRAFBERTLET,
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MEAT)RRLES,
ND advertised hable time ZDABITT—ALETTRNBAXEINB A/ \BHEETERRZ (1)
advertised reachiable HEET)RRLES,
ND advertised retransmit ZDAVBIT—RETTRNIAXEND A\ BRHBERREZ (SUME
interval fITC)RRLET,

CDAVETI—RALETEEINDRA /I ERHIL—F-TRNEL XA D
fEFR (R EAD) BV TRNZA XAV D BEHEBERRLET,

Hosts use stateless autoconfig |[AREE(X, AT—FLRAA—baVT45L—30 TPRLANEIY HTS
for addresses. nEzJ,

ZDAVBITT—ADLT—E%EET DHEED CurretHopLimit B (R K7y
TV ERRLET,

DA R TT—AT, Neighbor [IZRLT/N YD EIZEZFERLTH S,
ERRETHAHEALTTHRE SUREBEMT)ZRRLET,

‘retransmission interval |Neighbor Discovery DX EMRERRLET,

ND router advertisements

Current Hop Limit

reachable time

I:l?‘/ ==

show ipv6 interface ewan [EWAN &5 ]

I INT A=A
85 4—4% | BERNE | BEEE | LB DIE
== ~
=2 (BEE - N . = e ax;Eéh'CL\é'f/’)'l?I—Z
‘EWAN BE |BHBLIZVLEWAN /37— RADBESERELET, ‘1 ‘ PHERLET .
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| Eoddg 57— 20tk

I show ipv6 interface tunnel

FORILABZTT—RD IPV6 [EHREFRRLET,

| =rman

Router# show ipv6 interface tunnel 1

TUNNELT is up

IPv6 is enabled
link—local address is not configured
Global unicast address is not configured
MTU is 1460 bytes

Router#

| sma08s

B B | n &

TUNNELX is type/source/destination [ZA~Z&
[ DOWN, ZHLLISME UP ERTRLET,

RN ARTI—ADE S L. UP/DOWN EZRRLET
ELHEEBEH LY shutdown

RENHDEHS

o yO—hILTRLRERRLET .

‘Iink—local address is

Global unicast address is
F9,

AVRA—TIARICEY B TEN TS B—/\)L- A =F v X TRLRERRL

IMTU liov6 mtu DI EEERRLET .

I:A?‘/ FE

show ipv6 interface tunnel [TUNNEL Z&F5]

[ 352—%
8545 | HENE SERE ||| ARBOE
%HE - -~ —_ = { = —] ) N .
‘TUNNEL #s|® SHELI=L) TUNNEL 124 71— 2D E % EL¥‘1~32 ‘ Zfiif%fﬁ? o X‘

0
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LL—Fnvs1o80 201

I show ipv6 interface |oopback

IW—TINIALBTT—RD IPv6 IZEAT BI5REFRRLET,

|§ﬁ@ﬁm

Router#show ipv6 interface loopback 1
LOOP1 is up
IPv6 is enabled, link—local address is fe80::280:bdff:fef0:8f8
Global unicast address(es):
2001:33::280:bdff:fef0:3333, subnet is 2001:33::/64
Joined group address(es):
ffo2::
ffo2::
ff02::
ff02::
ff02::1:fff0:3333
ff02::1:fff0:8f8
MTU is 36780 bytes
ICMP error messages limited to 100 per second
Hosts use stateless autoconfig for addresses.
Current Hop Limit:64
reachable time 24000ms (base 30000ms)
retransmission interval 1000ms

— O a N

Router#
| EEEREL
| E B | n =
ZDAVEZTT—ADF A RENE S D (up/down) ZRRLET,
LOOPT1 is up SHELEWAUATI—R(IIEETHIENTEET,

BEMNIWGEIE, 210371 —ADEHRERTLET,

AVATI—RIZE|YHTEA TS O—/N\L-A=F v A TRLRAE

Global unicast address(es)

=rLET,
‘Joined group address(es) |C0)4>97I—X75§J§'§'67)b:)‘:\='\71|"7“)[/—7’5%7?'.,?3'0
IMTU 36780 bytes 12571—20 MTU B£ERLET .

ICMP error messages limited to
100 per second

Hosts use stateless autoconfig |[KREZEE(X, AT —FLRAA—ba2 T4 L—30 TPRLANEIY H TS

1 EISEIETBICMP IS5—AvtE—CDHRERAFBERTLET,

for addresses. nxExd,

Current Hop Limit ZDAVBITT—AD LT —R%EET HBED CurretHopLimit B (R K7y
TH)ERRLET,

reachable time |C0)4>’)"7I—Z'G\ Neighbor [ LT/ vy D EIZEZFEZELTH S, F
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| ETETHEEALT M (SUBEM T ERRLET. |
‘retransmission interval |Neighbor Discovery DX EMRERRLET, |

I:l?‘/ ==

show ipv6 interface loopback [LOOPBACK &= ]

|/$54—%
L KSA—H | BRENE | BEEE | HIEEEDIE |
SML71=L) LOOPBACK A>3 71—ANHEE% HRESN TSI TI—R
= ‘ 1~16 —
‘LOOPBACK BFS e 5o ‘ DHERFLET . ‘
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|wm4>97:—x®%ﬁ

I show ipv6 interface vlanif

VLAN 42271 —X M IPv6 IZEAT 2iEHERTLET,

|§ﬁ@ﬁm

Router#show ipv6 interface vlanif 1
VLANIF1 is up
IPv6 is enabled, link—local address is fe80::280:bdff:fef0:37f8
Global unicast address(es):

3ffe:f160:0:100::250, subnet is 3ffe:f160:0:100::/64
Joined group address(es):

ff02::1:ff00:0

ff02::1:f00:250

ff02::1:fff0:3718

ff02::1
MTU is 1500 bytes
|ICMP error messages limited to 100 per second
ND reachable time is 36000 milliseconds
ND advertised reachable time is 30000 milliseconds
ND advertised retransmit interval is 1000 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND router solicit transmission first delay time is 0 seconds
ND router solicit transmission interval is 4 seconds
ND router solicit transmission times is 3
Hosts use stateless autoconfig for addresses.
Current Hop Limit:64
reachable time 36000ms (base 30000ms)
retransmission interval 1000ms

Router#
| EEEREL
| H B | n B
CDAVEITT—ADFAREEMNE S D (up/down) ZRRLET,
VLANIF1 is up SHELEWAUATI—RITIEETHIENTEET,

EEMNGZVNE S E1U2T7—ADFRERRLET,

AVRTI—RIZEYYETHN TS O—/NL-AZF v X TFRLRER

Global unicast address(es)

~LET,
‘Joined group address(es) |CO)4‘/’5‘71—ZfJ‘\J§T%>7)L:F$‘VZI“7‘)lz—705§7j_<bi'§'o
IMTU 1500 bytes 128 T71—20 MTU BE&RRLET .

ICMP limited . = _ e —
error messages IMed |y sppg (=359 3 ICMP IF5—AvtE—CDHERBERTLET,
to 100 per second
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CDAVZTT—RIZEY B TONTWS R A/ R H BLERTRER 2 (U

ND reachable time

BMET)RRLES,
ND advertised reachable ZDABITT—ALETTRNEAXENB A/ \BHEZE T sERR % (YR
time BMET)RRLES,
ND advertised retransmit CDAVBRITT—ARAETTRNFAXEINZ A\ RHEBEEERE (SUMBEAL
interval T)&RRLET,

CDAVBIT—RETEESNBIRANBREIL—2-TRINEAL XA D
IR (EAL) BLUTRNZA XAV D BB ERRLES,

ND router advertisements

ND router solicit CDAVRATI—RETTRNZA X EINBE A/ \RH B ZE T REREZE (U
transmission delay time B{T)RRLET,
ND router solicit ABTT—IAMNUP LTHRHD RS EFELUIBED EEMHIRE (R ELAT)EZRT

transmission first delay time |LE9,

ND router solicit RS (SR . RA HBIEHRLMEE O RS REBRERTLET.

transmission times

Hosts use stateless AEEIF. AT—FRA—FIVTATL—230 TPRLANEIYHTOHN
autoconfig for addresses. 9,

ZDAVBITT—AMNDT—REEIET DD CurretHopLimit B (RKHv T

Current Hop Limit M EERLES,

ZDARTT—ART, Neighbor [T LT/ YD ELEEZFERLTMH S, BIIE
AIRECTH A EA LT (SUMNBEMT)ZRRLET,

reachable time

‘retransmission interval |Neighbor Discovery D= {EfEfRERT<LET,

I:l?‘/ rE

show ipv6 interface vlianif [VLANA >3 7 1 —R&EE]

| /354—%
L Rk5A—% | BENE BEHE | ABEOE
VLAN A2 57z —2R | BELIZL VAN 12801 —ADESEEE || _ .. RESN TSI 5T
%E LES, I—RADHRFLET,
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|t 2RAD1ES

I show ipv6 nd ra

#5795 RA DIEHRERTLET

|§ﬁ@ﬁm

Router# show ipv6 nd ra
LAN
Hops 0, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2002:901::/64 onlink autoconfig
Valid lifetime 2592000, Preferred lifetime 604800

| EEEREL
| H B | BE:
ILAN RA ZH-IELTVS I —RERFLET,
‘Hops 0 Ry T2 Yh (B EME :ipv6 hop-limit) #RRLET
‘Lifetime 300 sec |RA 4754 L (BRENE :ipv6 nd ra-lifetime) ZRRLET
‘AddrFIagZO |M 75% (% 7E{E :ipv6 nd managed-config-flag) R RLET
|OtherFlag=0 |0 75% (8% 1&:ipv6 nd other—config—flag) £ FRLET .

‘Reachable time 0 msec |ND B (GXFE{E ipv6 nd reachable—time) #RRxLET .

‘Retransmit time 0 msec |NS EEMIMR (GREE  ipv6 nd ns—interval) ZRrLET,

|Prefix 2002:901::/64 TLI4vIRERTLET,

‘onlink |L 750 %KRRLET,

‘autoconfig |A 750 %RRLET,

‘Valid lifetime 2592000 |Va|id Lifetime {E (X 3E{E : ipv6 nd prefix—advertisement) #R~xLET .
n

‘Preferred lifetime 604800 |Preferred Lifetime {B (% E & : ipv6 nd prefix—advertisement) #&RxLET .

I:l?‘/ ==
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I INTG A—A

L KA —E | BENE | BEEE | 4RO

RA DIEHRERTT DAVETI—RERET 554

[ZHRELET,

| LAN /128 71—RI[Z#EET S RA

o DiEREERLET, lan 1 2THLUETT—R
AUBITT—R%E : —— ewan 1 DIERERTLE

ewan 1 EWAN ;4/97_1 AISEET S vlanif 1~16 |97,

RA DIEHERRLET

vlanif 1T~16

VLAN1~16 /287 T—R(TEET
% RA DIEHERTLES,
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|sEno s

I show ipv6 neighbors

IPv6 DiAEDIEREZRTLET .

|§ﬁ@ﬁm

Router#show ipv6 neighbors lan 1

Max entry: 2048
Active entry:3 Peak:10

[Pv6 Address Age Linklayer Addr State Interface
2001:383::280:bdff:fef0:3333 0 0080.bdf0.08f8 REACH LAN
fe80::280:bdff:fef0:8f8 0 0080.bdf0.08f8 REACH LAN
fe80::2e0:18ff:fe00:9367 0 00e0.1800.9367 REACH LAN
Router#

| EEEREL
= n s
Max entry IRABBRHERTLET.

94

Active entry BEBDERA/NEREEBERKRA/\IERS (Peak) ZRTRLET .

IPv6 Address  [\EHEIL—BFIFA2BTT—AD IPv6 TRL R,

Age [7RLAD R EAREICH S TH DB IBLF-BERA(5 B i)

Link-layer Addr  [MAC 7KL R, 7RLADKHMDIHEIZ[E 1 DDNATUOERTFLET

FAIN Ty - TN DIREE, RODIREEHSATRE,

‘INCMP (Incomplete )—F7RLREERM, TR ISR L TETINTVVET , RA/VEEE
RAVE—UH, RWROEEERSNT=/—FDTILFE YA TRLRIZEESN A,
FIETBRAINTRINFAL XAV R Ayt—D(F, FERESNATOER A,

*REACH (Reachable )T/l —FNDELE/ NAMNIEFEIZHEEL TS EDBEED.
S FD EwHE Reachable Time (ZIZERTRERFH) NIZ2{ESFEL =, REACH JKEEDFE. /347
YRDEEICIECEFNET I av diThhER A,

+ STALE—E5E/ N\ ADEEENEETHAENFEDBEERENZESNTHS, U
Reachable Time (EI3ZR] #ERRE) X D BN IBELEL =, STALE IKREEDFE. /X4y

State MNEESNIET. A7V avdiThhFEE A,

- DELAY—E5E/ SADMEEN E R THAC LD REDEERENZEINTHDL., YR
Reachable Time (EI:ZRJRERFRE) Z#B 2 SR DELAY_FIRST PROBE_TIME #AIZEESH
EL71=, DELAY IKEBEIZ A>TH 5 DELAY FIRST PROBE_TIME Iz, BISE Rl g f4RERAN
ZESNLEINSIGE (X RA/NEEBRAYVE—U%EIEL. 1KEEZE PROBE [CEXFE
ER

+ PROBE—ZIERREMHEEMNZIESN S E T, YR D RetransTimer (BEZA ) N7V T T
BI=NICRANREEERAVE—UFBRETHEITKY . TORERHEEEIRIROONE
ER

2277 —RENIKAE,

Interface |7FDZﬁfgngj’ﬁETfOT:’f?/’)"?I—Zo




IPV6 L—T1> 0 DIFER

I:A?‘/ FE

show ipv6 neighbors [ IPv6 7 KL X]
show ipv6 neighbors [ f 2 71 —R% ]

I INTG A—A
C K5A—4 | BENE | OBEEmE | ARBOME
. Pv6 PRL RZIEET HET PV PRL AR . L | BT OO ERE
PVB7ELA  y ptssmasmY HoepTEES . PVB7RL AR | LT
lan 1
. _ Conl b e _ ETD(VET—R
ABTT—RE BBELEAVEATI—ADERERRELET, 3;/;/:;11~16 DEHEERLES.
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et rLor v RUR LS

I show ipv6 prefix—Ilist

BELITL I IR RANDIERERRLET

|=rEms 1 S5 A—sEEEL

Router#show ipv6 prefix—list
ipvb prefix—list 1: 5 entries
seq 5 permit 3ffe:100::/64
seq 10 permit 3ffe:101::/64
seq 15 permit 3ffe:102::/64
seq 20 permit 3ffe:103::/64
seq 25 permit 3ffe:104::/64
Router#

| =rE@Esl2  #aRT

Router#show ipv6 prefix—list detail

Prefix—list with the last deletion/insertion: 1

ipvb prefix—list 1
count: 5, range entries: 0, sequences: 5 — 25
seq 5 permit 3ffe:100::/64 (hit count: 0, refcount: 0)
seq 10 permit 3ffe:101::/64 (hit count: 0, refcount: 0)
seq 15 permit 3ffe:102::/64 (hit count: 0, refcount: 0)
seq 20 permit 3ffe:103::/64 (hit count: 0, refcount: 0)
seq 25 permit 3ffe:104::/64 (hit count: 0, refcount: 0)

Router#

O O O O

| =rE@Efs MExT

Router#show ipv6 prefix—list summary
Prefix—list with the last deletion/insertion: 1
ipvb prefix—list 1

count: 5, range entries: 0, sequences: 5 — 25
Router#
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| EEEREL
| E B | noE
[re s with the st BRISEELETL I v RURNERRLET
[count: 5 BRENTVBIVNOBERTRLET,
‘range entries: 0 "‘.J%"l: 0 ARTRSINET,
‘sequences 5-25 ‘%fﬁéhfb‘él‘/l")0)5"5%']‘&%7(0) sequence FXRRLET,
[seq 5 permit 3ffe:100:/64 BRLEIVNORBERRLET.
lhit count: 28 TS METEYRLEERERRLET,
‘refcount: 314 ‘74)[/’5“)Dﬁ‘miif%fﬂﬁbf:lﬁlﬁgiﬁbfﬁ-o

I:l?‘/ ==

show ipv6 prefix-list [ FLT74 v R R FEE ]
show ipv6 prefix-list <RFEZA > [ TLITA VI RA)RAREE ]

I IS A—4
[ "5 4—% | BENE | BEEE | BB
e 2THTILIT1vY
FLIpwHRYREE fﬁ'ﬁ”‘“jw‘ VIRVAMESERELE || g | ZyxiEmEES
° Li-d—o
RS EEEELET.
ERAAT detail  [MEMEEERTLES, | detail G
summary
|summary BHHERERRILET, ‘
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Lv—7 1 oot

I show ipv6 route

W—T4V T ERERTLET .

|§ﬁ@ﬁﬂ1

Router#show ipv6 route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:2 (IPv4), 5 (IPv6) Peak:100

Codes: K = kernel route, C — connected, S - static, R — RIPng,
B - BGP, P - Pooled, D - Dhcppd,
> — selected route, * — FIB route, p — stale info.

S 3ffe:r2::/64 [1/0] via 3ffe:1::1 inactive

C>x* 3ffe:b80:bf:1::/64 is directly connected, LAN
C>* fe80::/64 is directly connected, LAN
Router#

|§ﬁ@ﬁ@|z

Router#show ipv6 route summary
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:2 (IPv4), 5 (IPv6) Peak:100

| EEEREL
. @ 8 | K=
‘Max entry |Hsijtﬁfiﬁﬁr§§ﬁ€§ﬁ?bi7o

[Active entry BEAVSERERHEBERREBRERY (Peak) ERELET,

S selected route ZEKKLET . EHOTOR I TR—BBEZFEELTLAES. N
DWTWWAIVR)AHEIRESNET,

. FIB route 2BMKLET . ERICT+T—T AV T ERASNEZIUNITT  y—TILN
RIFTTWALEEDERTOMIWLWIELHYET,

|3ffe:2:/64 BEETL IV RERTLET,

[120/3] [ZNENCOEBOD Distance fEE Metric EEBHRLET .

‘via 3ffe:1::1 ROARRYTDTRLATY,

's directly LB TT—Z L — DB EECDRRIHYET.

connected
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I:l?‘/ rE

show ipv6 route [ IPv6 7 KL X[ active ]]

show ipv6 route [ BB L1-FE ]
show ipv6 route [ summary ]

I INGA—4R
kT A—H | BENE | OBEEE | AREOME
Pv6 FRLR  [BEBLEWGESEIP PRLREELES.  [Pv6 PRL RS
active HRELT P PRLRISHL T AREHOTLY |
HRBOHMERERRLET
ERBREBRDI>5. SBLEVIREGL-FEE
BELEY,
kemel  [HBICBHRINTOEBER ||
‘connected |E?§ﬁﬁf’§@¢§$ﬁ connected éfd)?ﬁﬁ'@ﬂ_&%bf:
EELI-EEE ||rip RIP THUSL - #RER1E 4R ritp . RERSERmLET
static
static  [(RATAVUTERLEBER || geq
FPRURT—)LCEELI#ZRIE | |dheppd
pooled
#
dhcppd  |DHCPVE #—/ M 1&#R
summary EEROAERTLET, |summary
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v —F+«>9ForarotEs

I show ipv6 protocols

IW—T4> 7 7Ora)IBET RIEHRERTLET,

|§ﬁ@ﬁm

Router#show ipv6 protocols

Routing Protocol is "ripng"
Sending updates every 5 seconds with +/-50%, next due in 2 seconds
Timerout after 15 seconds, garbage collect 120

Router#

| EEEREL
| E B | BE:
‘Routing Protocol is “ripng” ‘)l/—7_'»f:/7“7ol:| FaLERTRLET,

Sending updates every 5 seconds
with +/-50%,

RIPng DEEMRERTLET . EEOXEREBIEHREMED 05 Hi
15 EDOSU5 LIGEIZEYET,

‘next due in 44 seconds

REDEEZAIVTERTLET

‘Timerout after 180 seconds ‘RIPng DEALTOIERERRLET .

BALTINEBEBLE garbage collection AL T—HRRAA—KLET, 2D

garbage collect 120 DB AR v 16 TREBSNET,

I:A?‘/ rE

show ipv6 protocols

I/\°5)‘—9

INGA=BFHYEE A,
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L RiPneoi 2SR

I show ipv6 ripng

RIPng TREFLTVSEBIERERTLET .
thDFERTFELI-RZIE RIPng THEMIDHEEEL. ENOIRTFSINFT,

Ii%@ﬁﬂ
Router#show ipv6 ripng
Codes: R — RIPng

Network Next Hop If Met Tag Time

R ::/0 :: 10 O
R 3ffe:11::/64 B 10 0
Ra 3ffe:100::/32 n 12 0
Router#

|%ﬁawﬁm
'E®E B | n &

WMFL-FERERLEY,

R [RiPng THLE

c [EL—+

’S—.‘show ipv6 route TEXTE

’E.‘Aggregate L=

’a.‘Aggregate SNDHTDIEHR, RIPng TIXEESINEEA.

Codes

Network  |JEE#wkT—Y (RRN BEERRLET .

Next Hop  |SE5EICEIET B1=0IT-IET B —FITAD IPv6 FRLRERRLET,

if BEEICEIET B1-0IRBT HMUETI—AD AL TIIRERTLET
Metric  [BE2EICEIET H1-0IRETHIL—2OEERTLET,
‘Tag ‘RIPng TZELI Tag DEEZRRLET,

R—ILFE U ETOREERLET,

Time

R—ILRE DO R)IZDULNTIE garbage collection ity T E COBEEZERLET,

|:7>F%ﬁ

show ipv6 ripng

I/\°5)‘—9

INGA=BIFHYEE A,
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| BaPo 1Pv6 s RE 4R

I show ipv6 bgp

BGP O IPv6 #Z IR IEHERRLET,

| ZREEH GEETL T 1 v ) REHELBLISE)

Router#show ipv6 bgp
BGP table version is 0, local router ID is 192.168.7.1

Origin codes: i — IGP, e — EGP, ? — incomplete
Network Metric LocPrf Weight Path
*> 3ffe:f200:f200::/48 32768 i

Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i — internal

| ZTE@EH Gikr v FT— ) EIEET 215E)

Router#show ipv6 bgp 3ffe:f2000:f200::/48
BGP routing table entry for 3ffe:f160:f160::/48
Paths: (1 available, best #1, table Default-IP-Routing—Table)
Not advertised to any peer
Local
2 from @2 (192.168.7.1)
Origin IGP, localpref 100, weight 32768, valid, sourced, local, best
Last update: Fri Feb 12 19:55:42 2010

|2EEO8H Gikty FT—0 EEELANEE)

| E B | BE:

‘Iocal router ID ‘bgp DIL—E 1D #XRRLET,

‘Network ‘BGP THEEL-REBRERTLET,

‘Next Hop ‘Next_HOP BHERERLET,

Metric IMULTLEXIT DISC Bit%&RLET,
LocPrf LOCAL PREF B2 &RRLET,

Weight CORBITHTEBA M TERRLET,
IPath IAS PATH #&RLET,

MRBBERTLES,

‘Total number of prefixes
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| 2EEO8H Gikty FD—0 EHEET 55E)

. ® B | m &
lavailable CoFEkIcHT HRBROBEERTLET
‘best |avai|ab|e DHTERIERESN TSGR ROFZSERRLET
BEDRBTHAZLEZERLET . 1D BGP ETMOFEL-BRBDIZE AS HESH
Local —
RIRSNFT
RYOANKRYTTRLRE, CORBERBLIRA/NDTRLAB LU BGP L—2 D &R
from —
T~LET,
Origin ORIGIN B2 ERLET .
Imetric IMULTLEXIT DISC Bt &RLET .
llocalpref LOCAL PREF Bt &RRLET .
weight CORBISHTEEATERELET,
[valid BREEWLEEBRTHIEERLET .,
4 local BBEDALTERLET , 24 TIZIE “internal” “confed-external” “external”
sourced, foca “aggregated, local” “sourced” “sourced, local”AHYET ,
latomic-aggregate |ATOMIC_ AGGREGATE B £ &KL ET .
‘best |’§Z|~)l/—|*§,:§ﬂ$b$'§_o
‘Last update |EE§T§IZE¥E§*LT: HEEZRRLET,

I:l?‘/ ==

show ipv6 bgp [3BETL T4 v R]

I INTG A—A
C RKSA—4 | BRENE | OBEEE | ABEOE
ETORETLI1v9
o |BBETL Do REIRRT HIET. BHIER o me | ROERERRLET,
TATVIIR | s s BmL 5 POTRLARE comas. —kxsn
LHYET,
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IBePE7Imd 2 %R

I show ipv6 bgp neighbors

BGP E7IZBET 3IEHERRTLET
FI=.BGPET7®DIP PRLRZIREL. AT avEEE TS EICKY, $8ELT= BGP ET7IZ:2{ELT-/BGP
E7MoZELEREBDOEREZRRTHELETEET,

| FREEH (Neighbors M EEHRIELR)

Router#show ipv6 bgp neighbors
BGP neighbor is 192.168.10.2, remote AS 1, external link
BGP version 4, remote router ID 192.168.10.2
BGP state = Established, up for 00:19:11
Last read 00:00:10, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old and new)
Address family IPv4 Unicast: advertised and received
Received 79 messages, 0 notifications, 0 in queue
Sent 135 messages, 1 notifications, 0 in queue
Route refresh request: received 0, sent O
Minimum time between advertisement runs is 0 seconds

For address family: IPv4 Unicast

Inbound soft reconfiguration allowed

Community attribute sent to this neighbor

Outbound path policy configured

Route map for outgoing advertisements is *com-add
0 accepted prefixes

Connections established 3; dropped 2
Local host: 192.168.10.1, Local port: 179
Foreign host: 192.168.10.2, Foreign port: 1032
Nexthop: 192.168.10.1
Read thread: on Write thread: off

| FoREEA (355 L7= Neighbor [ZER7. 215 L1- 12 IR 154R)

Router#show ipv6 bgp neighbors 192.168.10.2 received-routes
BGP table version is 0, local router ID is 192.168.7.1

Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i — internal
Origin codes: i — IGP, e — EGP, ? — incomplete

Network Metric LocPrf Weight Path
* |3ffe:f200:f200::/48 100 100 i

::Total number of prefixes 1
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| ZIEE DB (Neighbors D EEHIESR)

| E M | n =

IBGP neighbor FAND P FRLRAERTELET

‘remote AS FAND AS BEBSERTLET,

llocal AS BH0AS ESERTLES,

‘internal link 1) MDIKEE (internal or external) ZRRLET
IBGP version BGP D/A—JavERELET,

‘remote router

RAINDIIL—E D ZRRLET .

‘BGP state ‘BGP DREERTLET .

lup for YL ar BE RIS TH D DRRBER (B:4-5))
Last read [CDRA DRI —SFFA TR (B5H)
lhold time v avEMET AEMERRLET,

‘keepalive interval

‘keepalive #EIETHHRERTLET,

X TE D neighbor DIEHRAES BT BIEE X, AFL 32 ELT neighbor D IP PRLAZIELET .

| ZEE OB (5 L f Neighbor 27 215 L A #EEEIEH) )

| 5 M

| noE

‘Iocal router ID

bep DIL—2 D ERRLET

‘Network ‘BGP THEEL-EBERRLES,
Metric IMULTLEXIT DISC Bt & RLET,
LocPrf LOCAL PREF B Z&RRLET,

Weight CORBISHTEEATERELET,
IPath IAS PATH 2R RLET,

‘Total number of prefixes

WREBBERTLEYS,

I:l?‘/ rE

show ipv6 bgp neighbors [ <BGP EF7® IP 7 KL X> [ advertised-route | received-routes |

routes ] ]
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I INTG A—A
L Rk5A—s | BRENS | BEEE | AREOE
. . BGP E7HIEET HIBEIC.BGPETFD IP 7K [IPvda PRLRAER |2 THBGPET
BOPETDIPTEVA | o giew 4 Pv6 PRL R | D15R

106

advertised—routes

Advertise LT= UPDATE Avt— DIEHROD A%
F£RLET,

advertised—routes

received—routes

ZA{ELTz UPDATE Avt—C DERDOAERT
LET

received—routes

BERELIT VT
T—hAvt—o

routes

A EREL TZETES- UPDATE Ayt —o
DIERDHBERTLET

routes

D1EHR
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IBePEromsER

I show ipv6 bgp summary

BGP E7ICBT AIEHEE R R RLET .

| 2rEEs

Router#show ipv6 bgp summary
BGP router identifier 192.168.7.1, local AS number 100
0 BGP AS-PATH entries

0 BGP community entri

es

Neighbor v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down  State/PfxRcd
192.168.144.101 4 100 0 1 0] 0 0 00:00:20 Active
3ffe:200::1111:2222:3333:4444
4 4 0 0 0 0 0 never Connect
SRR
| B B | n &

‘BGP router identifier

[ALEOD BGP L—5 D #RRLET,

‘Iocal AS number

REEDAS BEERTLET,

IBGP AS-PATH entries

[#BLCULVB AS KA ORERTLET .

‘BGP community entries

[#ELTLV5 BGP 31 =T/ DHERTLET,

Neighbor BGP A /3D IP PRLAERRLET .

v IBGP D/A—SavERRLET .

AS BGP /30 AS BEEEERFLET .

MsgRovd [#{EL1- BGP Avt—SOMERTRLET,

MsgSent #IELT- BGP Avt—C OBERTLET,

TbIVer E{EL1= BGP T—I L OBHN—CavERFLET,

inQ RMEORIELT BGP Ay t—SOHERRLET,

loutq REIED BGP Avt—SOHERRLET,

‘Up/Down |BGP tylarv NI SN THLDRBREEERTLET .
State/PfxRod BGP v ar ML ENSHETIE BGP RT—FERRLET,

FESL (X BGP RA/\DZEL-RBRERHERTLET,

‘Total number of neighbors

IBGP A/ \D¥ERTRLET . BGP £v av REL DR NEEHET,
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I:?DP%ﬁ

show ipv6 bgp summary

I INGA—H

INTGA=BEHYFEE A,
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| #v F7—5 LOIP6 L— 5 DR

I show ipv6 routers

vk —4 LD IPv6 JL—2IZEET B1EER

I ForEEH (Y hT—4 LD IPV6 JL—R B89 B1EHR)

Router#show ipv6 routers
Router fe80::280:bdff:fef0:8f8 on lant, last update 1 min,
Hops 0, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2003:101:/64 onlink autoconfig
Valid lifetime 2592000, Preferred lifetime 604800
Prefixes Delegate to ewan 1

Router#

| = REEH] (FITELnet F60 & B4 2/ FED IPv6 JL— 42 (ER)

Router# show ipv6 routers conflicts
Router FE80::203:FDFF:FE34:7039 on Ethernetl, last update 1 min, CONFLICT
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2003::/64 onlink autoconfig
Valid lifetime —1, preferred lifetime —1
Router FE80::201:42FF:FECA:A5C on Ethernetl, last update 0 min, CONFLICT
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2001::/64 onlink autoconfig
Valid lifetime —1, preferred lifetime —1
Router#

|%ﬁawﬁm

| E H | m s

Router FE80::280:bdfffef0:8f8 on lan1

FZELI=A5T—A,

IL—BBREEELTZIL—EER—RDY) o oO0—hILT7RL R E FDIL—5845N

llast update 1 min 2D IL—HEAEHHEL THSIBBLI-ERIS)
|CONFLICT BENBHBLDIL—ITHH_EEERLET .
[Hops | SHMELIL— B SRS N TSRy TSV ME
Lifetime ZAELF=)L—RBAN ZFEEN TL VS Router Lifetime B, 0 LISNDIEI, JL—
BHT IHINIL—ETHHEERLET .
AddrFla ZHELIL—2ERIERESN TS A 757 DfE,
¢ B0 DIHE. L—EDRHMELIL—HERTTFLAB AT —R )L B8R
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EANZZALEFRALTERESN TULVENIEERLET .
BAY 1 DIZBEIZIE, FRLUADRT—RIILEBREAN=X LEFRAL TEHES
nFEy,

OtherFlag

PAELIZL—2EHIZERESN TS L 755 DI,

BN 0 DIFE., L—EANRET HIL—EREAT— 7L BEEREAN=X L
EATHE. TRLRLSN D IERE RS CTELRNLIEERLET,

EM 1 DIFEIZIE, RT—F2ILEFEREAN=—X LEFAL TE DD EHRE
S TEET,

Reachable time

ZELTIL—2BENZERTEESN TLVSD ReachableTime {BEEFY), STlEEET AR
HD=HIZ, 2Dy ECERT HEERHIE,

0 {EIXFEHEN ) L—2BEEITOIIL— R L THRESN TLVENWEFRLE
EP

SHELT=IL—@EHNZERFESN TLVS Retransmit time {B(SUFY), AREEE:E(EIC
LT, 2D L CHERASNDRBRHET., 7L AEEREABELERFEREHT

Retransmit time EESNET.
0 {BILIL—BEZEITOIL—A D BFEHEEFEEL TLVEWLZEFRLET,
RELT=IL—EBHIRESN TLDEETL T190 R,
Prefix F)9-EVhRIFEFEREE YA, IL—EH Ay E—DTEyRSN TS
ZEERLET,
ZELTzIL—2BHI RSN TUWDEITL F19D XIZBET 5 Valid lifetime
Valid lifetime fE,

AUV DREDT=H . OL—2BHDEERLINSET DT T L T19 I D EZ
THDHEFERED, [B-1(2E vk 1. O T HEEZ RLES .

Preferred lifetime

ZELTZL—2BHI RSN TULSENTL 719D R IZEEF 5 Preferred
lifetime &,

TRLURABEEEEEFEAL T, TL I ANSEBIN DS TRL AN B TH
. UL—2BEDEEFEN DET>TREER®Y, E-1(2E vk 1., Ox)IL &
RERLET,

‘Preﬁxes Delegate to ewan 1

LI H RIERE R AT —RATHEAL TV HIBAI SRR ET .

I:l?‘/ rE
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show ipv6 routers [ 41 27 —X% [ conflicts 1]
show ipv6 routers [ conflicts ]
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I INTG A—A
| K5A—s | BERNE | BEEE | LB DIE
BELIEAVEATI—REIZHDBIPVE IL—EDTE
WERTLES,
LAN A2 871—RX L(Z$H D
lan 1 IPv6 JL—ADIEHRERRTLE
ik lan | LT ATT—ADIER
A8 TT—R% EWAN /2471 —2R EIZ$H%  |lewan 1 Ei‘bé@“ E
ewan 1 IPv6 JL—2DIEHRERRLE vlanif 1~16 T\ °
ER
VLANIF1~16 {4871 —X L
vianif 1~16 [I2H 2 IPv6 IL—EDEHRE TR
LET,
R ——— _ _ = BEDE/RIZRST . £
conflicts ijfﬁé&ﬂﬁiﬁww F0AERRSLENE conflicts TOIL—EDIEHRERRL
[\*E}:Elzgz—d—o i—d—
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| 2201 5088

I show ipv6 stateful-packet

AREEIL, LAN ™D WAN ADEEIZRL T, PO EALEHFEOTFRLRAEZEZELTHE. TFOTFRLRAEED
HERMNSDT—RLLSM L, LAN [CHHELEVDVEREZE>TUWET . £ FELERFO7RFLRAERERTIT S
& TEET,

|§ﬁ@ﬁﬂ1

Router#show ipv6 stateful-packet

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 4 (IPv6) Peak:100

no Source Address Prot Age Interface
Dest Address
e e e e
1 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 4 PPPOET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
2 3ffe:1111:1111:0:206:5bff:fe73:859f icmpvé 3 PPPOET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
3 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 2 PPPoET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
4 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 1 PPPoET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
Router#

|§ﬁ@ﬁmz

Router#show ipv6 stateful-packet summary

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 4 (IPv6) Peak:100

Router#
| EEEREL
. m B | n s

BRI T T—TILORBERTLET,

CITRTRT DL, IPva/IPve TEAT 2FE IR T T—TIILDBREELRVET
BRIANBI) T T—TILDFERFOEy avHEBERKE Y I (Peak) ZRTL
9,

Max sessions

Active sessions

112



IPV6 L—T1> 0 DIFER

ICCTRRT BT, PVA/IPV6 THEALTVSEE IRV T—ILORERYET

‘Source Address ‘?E‘LT:%ET_E IPv6 PRLRERRLET,

‘Dest Address

[#BLI-505% Pv6 FRLRERRLET,

[Prot #ELETOrLERRLET .
Age COERERBOT—ILASHIRT HETORME) ERRLET .
‘Inter‘Face ‘CG) IP 7RLRZE DIGERNFET AP TT—RBERTLET,

I:l?‘/ ==

show ipv6 stateful-packet [/ >4 7 —X]

I INTG A—A
| K5A—% | BERNE | BEEE | ABBOE
lan 1
2431 s, 5 A fr . . e lewan 1
i FEILILRA) T ETHEOTNDA AT —REIREL oppoe 1~24 |2 THET (LA
Av371—R |FT. ; _ vlanif 1~16 2T DIEER
summary #§E T HET, HEHERDAERRLET .
tunnel 1~32
summary
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| IPv6 ISBET B#EEHESR

I show ipv6 traffic

IPv6 [CEET #EHERERTLET .

|§ﬁ@ﬁm

114

Router# show ipv6 traffic
IPv6 statistics:
ip6:
0 total packets received
0 with size smaller than minimum
0 with data size < data length
0 with bad options
0 with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0 fragments dropped after timeout
0 fragments that exceeded limit
0 packets reassembled ok
0 packets for this host
0 packets forwarded
0 packets not forwardable
0 redirects sent
0 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams fragmented
0 fragments created
0 datagrams that can't be fragmented
0 packets that violated scope rules
0 multicast packets which we don't join
0 one ext mbufs
0 two or more ext mbufs
0 packets whose headers are not continuous
0 packets discarded due to too many headers
icmp6:
0 calls to icmp6_error
0 errors not generated because old message was icmp6 or so
0 errors not generated because of rate limitation
Output packet histogram:
unreach: 0
packet too big: 0
time exceed: 0
parameter problem: 0
echo: 0
echo reply: 0
multicast listener query: 0
multicast listener report: 0
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multicast listener done: 0
router solicitation: 0
router advertisement: 0
neighbor solicitation: 0
neighbor advertisement: 0
redirect: 0
router renumbering: 0
node information request: 0
node information reply: 0

0 messages with bad code fields

0 messages < minimum length

0 bad checksums

0 messages with bad length

Input packet histogram:
unreach: 0
packet too big: 0
time exceed: 0
parameter problem: 0
echo: 0
echo reply: 0
multicast listener query: 0
multicast listener report: 0
multicast listener done: 0
router solicitation: 0
router advertisement: 0
neighbor solicitation: 0
neighbor advertisement: 0
redirect: 0
router renumbering: 0
node information request: 0
node information reply: O

0 message responses generated

0 messages with too many ND options

udp6:

0 datagrams received

0 with incomplete header

0 with bad data length field

0 with bad checksum

0 with no checksum

0 dropped due to no socket

0 multicast datagrams dropped due to no socket

0 dropped due to full socket buffers

0 delivered

0 datagrams output

Router#
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SRR

116

IHE B

| S ;

ipv6

‘0 total packets received

1Pv6 #3245/ S8

0 with size smaller than minimum

RIERIPV6 ANy F R)EFET-LTLRWNRZE/ vk
8

0 with data size < data length

ZE IPV6 /YR EMN IPv6 AvA DT —4EELL
TORE/NTY

‘0 with bad options

RELF T BORIE v

‘0 with incorrect version number

1P Ay DIR—Tavht 6 TROERIE/ Sy

0 fragments received

TS A RSN =YD ZIESR )7 TILET
nE)

0 fragments dropped (dup or out of space)

BEROARIFRIZKYERESNI=TST ANy
~k

0 fragments dropped after timeout

TR LKEREVEETRRESNZTZT AL
INT IR

0 fragments that exceeded limit

200 L EICHEI SN TS EORELI-755 AN
el

0 packets reassembled ok

U7 TILIZERTILE=/ b () 72T ILED
#)

‘0 packets for this host

|BRFELTRIELI/ Sy

‘0 packets forwarded

T T RIS I/ Sy 8

‘0 packets not forwardable

TAT—RTEEA D Ay

0 redirects sent

I+ T =R E AL IR —T 42T L1312\
v

0 packets sent from this host

BEEED IPv6 /b (R ERB N T ES
)

0 packets sent with fabricated ip header

IP ~yS S A B (RAW socket) L= B REE/ Nk
4

‘0 output packets dropped due to no bufs, etc.

N TF R R EIEYRIEITRBR LIz v

‘0 output packets discarded due to no route

EBAR DAL= DRI IR/ Sy

‘0 output datagrams fragmented

[T55 AN L=/ 4y NI 55 A MR B

‘0 fragments created

755 ARSI

‘0 datagrams that can’t be fragmented

TS AN RBLT=s vk

‘0 packets that violated scope rules

FELZLRA—TDRE/NTyb

0 multicast packets which we don't join

join LTLVRLBED TILF T v AR yhEZ{EL
1=

‘0 one ext mbufs

= A A R SRS R

‘0 two or more ext mbufs

= 2 P BB 4R

‘0 packets whose headers are not continuous |?E§EA‘V§E75§Z:IE@§1§/ Ny L
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‘0 packets discarded due to too many headers |?E§E’\“J’5¢°0)§5U§§Z:IE7Q?§ VAR

icmp6

0 calls to icmp6_error

IPv6 MZEICHELNTIZ—ZHREL ICMPV6 /X7 yk
DEHEITEIEL=H

0 errors not generated because old message
was icmp6 or so

IS—EBRELS-ZE/ YA ICMPVE D=8,
ICMPv6 D& R EITH M >T-31

0 errors not generated because of rate
limitation

ICMP /84y kD ZEHIZHE T rate limit [ZLYEEHD
HEITo=8

’Output packet histogram:

ICMPv6 S£{ED S A TRIND 4

unreach: 0

|ICMPV6 unreach E{E/ Vv

packet too big: 0

|ICMPV6 packet too big EIE/ Ny

time exceed: 0

ICMPV6 time exceed %15/ S48t

parameter problem: 0

|ICMPv6 parameter problem E{E/\7 vk

echo: 0 |ICMPV6 echo EIE/ NNy EL
echo reply: 0 |ICMPV6 echo reply =5/ vk

multicast listener query: 0

|ICMPV6 multicast listener query E{S/5 v

multicast listener report: 0

|ICMPv6 multicast listener report FE{S/ Vv 3K

multicast listener done: 0

|ICMPv6 multicast listener done =E{S/\ V8K

|ICMPV6 router solicitation E{E/\7 V2L

router advertisement: 0

|ICMPV6 router advertisement E{S/ 3y

neighbor solicitation: 0

[ICMPV6 neighbor solicitation 315734k

neighbor advertisement: 0

|ICMPv6 neighbor advertisement E{E/\ v hE

redirect: 0

ICMPV6 redirect 318/ $47

router renumbering: 0

|ICMPV6 router renumbering XS/ N7y T

node information request: 0

|ICMPV6 node information request E{S/\4 w3

node information reply: O

|ICMPv6 node information reply ZE{E/ v hEk

|
|

|

|

|

|

|

|

‘ |
|

|

|

|

|

|

|

0 messages with bad code fields

[I—R{EATRIEL ICMP Z{5/ vk

0 messages < minimum length

Ayt —U RATIE (BT E D) ICMPVE A5/ 7y
%

‘0 bad checksums

FIyH LEMNTREL ICMPv6 215/ v

0 messages with bad length

ICMPV6 T—AHIZEFEND IP AYE DRINVFIEL
ICMPv6 Z{E/\4y K

‘Input packet histogram:

ICMPv6 Z{EDRATRIAY 42

unreach: 0

ICMPV6 unreach Z{5/$4 v

packet too big: 0

|ICMPV6 packet too big Z{E/\ v

time exceed: 0

|ICMPV6 time exceed 25/ v

|ICMPV6 parameter problem Z{E/\4vhk3

echo: 0

ICMPV6 echo S5/ S48k

|
|
|
‘ parameter problem: 0
|
|

echo reply: 0

IGMPV6 echo reply SS/%4 vk
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multicast listener query: 0

|ICMPV6 multicast listener query {5/ v

multicast listener report: 0

|ICMPV6 multicast listener report Z{E /v

multicast listener done: 0

ICMPV6 multicast listener done S/ w4k

router solicitation: 0

[ICMPV6 router solicitation S2{5/%4 M4k

router advertisement: 0

|ICMPV6 router advertisement =Z{S/\4 vk

|ICMPV6 neighbor solicitation Z{E/\ v

neighbor advertisement: 0

|ICMPV6 neighbor advertisement {5/ vk$

redirect: 0

ICMPV6 redirect 218/

router renumbering: 0

|ICMPV6 router renumbering 215/ \ Y

node information request: 0

|ICMPV6 node information request {5 /\4 w3

|
|
|
|
|
‘ neighbor solicitation: 0
|
|
|
|
‘ node information reply: 0

|ICMPV6 node information reply =Z{E/\ v

0 message responses generated

ICMPv6 MY T AL TREEER L=/ \ vk
#

0 messages with too many ND options

Neighbor Discovery DA T a3 MR KIE(10)Z R
AT=2E/NTYRNR

udp6
P 0 datagrams received

UDP ZE/ N7 (TS —ICRDEENTVNES
)

0 with incomplete header

|UDP ANYEENFED=ORELEZEN\T YN

0 with bad data length field

UDP AYARADT—EENTIEN-OERELI-ZE
AL

0 with bad checksum

UDP AYE DF v I H LENREDN-ORELI-Z
(ETAYAVLE -

0 with no checksum

UDP Ay DF zui4 LMENODZIE/ 4y

0 dropped due to no socket

éﬁ%TR_Fb{ﬁﬁl'\fl'\@l'\f:&brﬁ_ﬁbf:§1§/(b‘\yb
4

0 multicast datagrams dropped due to no
socket

ZUR—FABEN TR =OERELETILFErR
AL S AR -

0 dropped due to full socket buffers

VirykDRENYTTHI RN F-HBRELI-ZEN
el

‘0 delivered

[ZEICRILI=/ Sy

‘0 datagrams output

EIEERDBHI- M GEERBENYUFEND)

I:l?‘/ FE

show ipv6 traffic

I/ﬁ%)‘—@
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| 2872 R —RO#HEHER
I show ipv6 polling

RS —IL—T 12T ETSHEE D nexthop Bl FEMHREROMEIBERERTLET,

| TEm@Es

Router# show ipv6 polling

ip polling interval (5sec)
Address send succeed fail
3ffe:b80:bf:4::1 988 0 987

* 3ffe:b80:bf:4::3 988 986 1

* 3ffe:b80:bf:4::2 988 986 1
3ffe:b80:bf:4::4 988 0 988
3ffe:b80:bf:4::5 987 0 986

* 3ffe:b80:bf:3::2 988 987 1
3ffe:b80:bf:3::3 988 0 987

Router#

| EEEREL

. m B | n A

* EHDBELRERESNET,

‘ip polling interval |ipv6 polling=interval AY R TCIEE SN X ERRERLE T,

[Address |[BE48%E IPv6 TRLRERLET,

[send BEIRSTUNEERERLET .

lsucceed B S EERBRRERLET,

fail BN EERRERMERLET,

I:A?‘/ rE

show ipv6 polling

I/\°5)‘—’5!

INTGA=REHYFEE A,
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| 7 LT oREES

I show address—pool status ipv6

TRELRT—ILDREERRLET .

|§ﬁ@ﬁm

Router#show address—pool status ipv6

Pool: pooll (allocate enabled)
Description : AP-1

Allocate policy : weighted
Blocks (allocatable / holding) :1/0
Leased / Retained :1/0
Max lease blocks : 50
Lease prefix length 1 64
Retention time 100

A-Active, R—Retained

2001:db8:1::/52 (static)
Preferred Lifetime 4294967295sec / Valid Lifetime 4294967295sec
Priority:255

A 2001:db8:1::/64 (lant)

Router#
| EEEREL
| E M | n =
Pool T BET—LOREERTLET .
‘Description |$7°—)LIZF=§'§'%):I)“/FE§7T<L35'§_O
‘Allocate policy |:H\L\ﬁ LOBRAKXEZRTRLET, Xweighted EIETY,
Blocks (allocatable / holding) Z;;Z? Ay (FWELATRET Oy /W E LRI T 0y o 8) R R
. IOWHL7ZRFL R GLAWELEATRLRB/ILWELRETRELRH) %
Leased / Retained —
=RLET,
‘Max lease blocks |HE§j(?L\L\H:.'L70|/74‘97X§QE§H_TL¥TO
‘Lease prefix length |:H\L\ﬁ LILIavOREEZRTRLET,
‘Retention time |:H\L\ﬁ LINHIEERERRTLET,
12001:db8:1::/52 (static) [T—ILTRLRILIqvH R (FL Iy I RBEF B R TLET,
‘Preferred Lifetime |IE%@ﬁﬁqﬁﬁﬁﬁgﬁb\ﬁ#ﬁéﬁﬁ?bf'ﬁ—o
[Valid Lifetime A E AR RLET .
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[Priority BOHUEREERRLET. |
A 2001:b8:1:/64 (an)  [HALHLTL T IR GALNELE) ERRLET . |

I:l?‘/ ==

show address—pool status ipv6 [7 KL R T—JL4]

I/\°5;‘—’5!
K5 A—5 | BENE | BEmE | emmoE
‘7%;«7"—»& FRLRT— L& %EEESHIET, 8L ‘163{—7—1&%}0) ‘é’C(DTFij—)L ‘

TRLRT—ILDHRRLET X735 DIFEH/ERTLET
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| 7 FLR T osEtiEs

I show address—pool statistics ipv6

TELRT—ILOffEHREERRLET

| TEm@Es
#show address—pool statistics ipv6 pooll
Pool: pooll
allocated success count :0
allocated failure count (same prefix) 00
allocated stop count 20
allocation success count 1
allocation failure count (max prefix over) 00
allocation failure count (no more prefix) 00
allocation failure count (no permission) 10
allocation back count 20
allocation discontinuous count :0
release prefix count 20
Router#
| EEEREL
| B B | n &
‘allocated success count |7°—)l/\0)7Fl/;{jﬂ‘y7ﬁﬁi@§ﬁ€§ﬁ?b$'¢o
. . T—=IUADTRLRTOVIEF TLIvIREBE#HER
allocated failure count (same prefix) —
RLET,
‘allocated stop count |7°—)l/75‘l:_>0)7FL/Z7‘E|‘V7%|]|3?@§QE§7J—<L$TO
‘allocation success count |7°l/74“J7Z?LL‘HjL@§iE§7T<L¥To
. . . TLI49ORINVE LA (L H LR KREIEB) B HERTL
allocation failure count (max prefix over) 4
S o [FUT I RO LA (FL I v o 2458 EHERTL
allocation failure count (no more prefix) 4
‘allocation failure count (no permission) |7°l/7»f“/7Z:H\L\H:'.L%E&(j—)lx&ﬁi‘ﬂ) E#ERTLET,
‘allocation back count |7°l/74‘y’7x$LELIEI§Sz€§7T<L$TO
‘allocation discontinuous count |7°—)bﬁﬂ|ﬁi§fﬂ@§i€§ﬁb35'§'o
‘release prefix count |7°|/74‘77Zﬁ|”3#\@§i’&§ﬂ_?bi70
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$5 4 —4
L KSA—% | BRENS | BEHE | ABEOfE
FRLRT— L& TRULRT—IVEEIRETHET HEEL: |16 XFURD |2 TOFRLRAT—ILD
TRLRT—ILDHRTLET XF 5 REtERERTLET .
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| sipnEsIL o0 vy 15

I show address—pool deleting—prefix

HIBRLIEB R D TL 70y ) RERERRLET

| TEm@Es
Router#show address—pool deleting—prefix
prefix used
____________________________ +_________________________
2001:1234:5678::/50 isakmp—policy 1
2001:1234:5678:8000::/50 isakmp—policy 2
Router#

I:?DP%ﬁ

show address—pool deleting-prefix

I/\°5)‘—9

INGA=BEHYFEEA,
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| /L —F7 FLz 0t

I show ipv6 mld group

IPv6 IZHTBTILFENY AN IL—T DS MEERERTLET,

|§ﬁ@ﬁm

Interface
Uptime
Expires

Last Reporter

Interface
Uptime
Expires

Last Reporter

Router#show ipv6 mld group
[Pv6 MLD Connected Group Membership
[Pv6 Group Address : ffOe::1:1:1:4

Clant

: 01:55:06

2 00:04:16

. 3ffer:2c0:4fff:feb6:593a

[Pv6 Group Address : ffOe::1:1:1:3

D lant

: 01:55:07

:00:04:13

. 3ffer:2c0:4fff:feb6:593a

Router#
| EEEREL
= | n &

‘Group Address

TL—TFTFRLRERRLET .

‘Inter‘Face ‘§1§4>Q7I—X%€§ﬁ<bi'§_o
‘Uptime REFMERRLES,
[Expires EPPRERRLET,

‘Last Reporter

‘Repor‘ter DIP 7RLARERRLET,

I:A?‘/ ==

show ipv6 mld group [4 >4 7 —RLZI[FTI—TF7 KL R ][statistics | detail]
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I INTG A—A
| RK5A—4 | BRENE | BEHE | ABEOE
TR T A AT —REEEELET .,
FERRERIZ LAN A2 D1—RE$EE
lan 1
Ak en | ETOAATT—RONE
A8 TT—R% FTHHERIZ EWAN A28 71— %S | [ewan 1 1 A
ewan 1 - . wERTLET,
ELES, vianif 1~16
, FTRIRIZ VLAN A 2T 1—R %S
vlanif 1~16 FLET.
HI—TTRLR | RRREET BT I —TTRLREEELET.  PeFRLRRE S R7 VT TRV
ERTLET,
|statistics sHiERE R~ AIHAICIRELET |statistics FHERERRLEE A,
[detail B R SIS HEELES . detail FEHERERRLE A
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| 125 7—2B0NDES

I show ipv6 mld interface

IPv6 [ZHETBA2T—RAED MLD 1E#RERRLET .

|§ﬁ@ﬁm

Router# show ipv6 mld interface lan 1

lan 1 is up
IPv6 Address fe80::280:bdff:fef0:ce4/64 scopeid 0x1
2000:1::1/64
MLD querier is this interface
Next MLD query message in 79 seconds
MLD query interval is 125 seconds
MLD querier timeout is 255 seconds
MLD max query response time is 10.0 seconds
Last listener query interval 1.0 seconds
MLD group membership timeout is 260 seconds
MLD fast done is disabled on interface
[Pv6 Multicast routing is enabled on interface
[Pv6 Multicast groups joined:
ffoe::1:1:1:1
ff0e::1:1:1:2
ff0e::1:1:1:3
Interface MLD state limit: 3 active, no limit

ewan 1 is up
IPv6 Address fe80::280:bdff:fef0:ce4/64 scopeid 0x2
2000:10::1/64
MLD querier is fe80::280:bdff:fef0:ce4 expire 0 seconds
MLD query interval is 125 seconds
MLD querier timeout is 255 seconds
MLD max query response time is 10.0 seconds
Last listener query interval 1.0 seconds
MLD group membership timeout is 260 seconds
MLD fast done is disabled on interface
IPv6 Multicast routing is enabled on interface
IPv6 Multicast groups joined:
Interface MLD state limit: 0 active, no limit
Router#
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SRR
| E B | BE:
llan 1 is up up ERTENBALATT—RIFEMELTVAHEETLET,
‘IPVG Address ARITT—RADTRLRERRLET,

MLD querier is this interface
Next MLD query message

mld query MIFEFE TOEHEERTRLET,

‘MLD query interval

‘MLD uerier MEERIfRERTRLET,

‘MLD querier timeout

IMLD uerier D34 L7 NESRIERRLET

‘MLD max query response time ‘MLD uerier DI KNSEFEEEZERRLET,

Last listener query interval

group—specific query Z=2{EL TH SHEE group—specific query #1553 AE TR
MERRLET,

MLD group membership
timeout

TILF XX AN I—TIZBMNT 514087 1—RAEROREFFMERTLES

MLD fast done

fast done DEREEHERTLET .

IPv4 Multicast routing is
enabled on interface

TILFEXYANIL—T AT, 2D LAN L TEMZE->TWAIEERRLE
ERS

Multicast TTL threshold is 1

TILF XX ANy EhigEd 3 TTL O R/IMEDS ., F/IME+H [TH- TSI EE
=ELET,

‘IPVG Multicast routing

COAUBTI—R T, RLFENRM—T AT BEINESHERTLES,

‘IPVG Multicast groups joined:

IF Ajoin LTWBRILFFv RN L—FFRLRERRLET,

Interface MLD state limit:

CDAVBITTI—RATIILFEY AN IL—TIZS ML TSI —H e LIREE
=ERLET,

I:l?‘/ ==

show ipv6 mld interface [4 2 7z —X4]

I IND A—A
L K5A—E | BENE | BEEE | ABEOE
RTNRET BHA AT —RBEIRELET
lan 1 TR LAN A AT —REHERLET
lan 1
N B FRRIRIZ EWAN A2 01—RE4EELF LTDAFTT—R
A2BTT—R%E  |lewan 1 % ewa.n 1 ST
vianif 1~16
. FERRIRIZ VLAN /271 —R%EHEELE
vilanif 1~16 +
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| MLD/S4 v ket

I show ipv6 mld statistics
IPv6 128115 MLD /X4y DEZIEDH

FHEHMERTLET

|§ﬁ@ﬁm

Router# show ipv6 mld statistics
Current Statistics
Group Entry Information
valid (»,G)
valid (S,G)
valid Outgoing interface

entry count: 3
entry count: 12
count: 3

Router#

| EEEREL

| R
[BHEESNTLBOIV M BERTLET.,
[ BHINTLAGS QT NBERTLES .,

IHE B

valid (*,G) entry count

‘valid (S,G) entry count
‘valid Outgoing interface count |Outgoing interface DFHERRLET,

|:|7> ==

show ipv6 mld statistics

I IND A—A
INTA=BEHYEEA
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| pe7—oofss

I show ipv6 mroute

IPV6 [CEBFATILF XY AN IL—T O #T—JILIERERTLET,

|§ﬁ@ﬁm

Router#show ipv6 mroute

(2001:a7ff:ffff:1::50, ff3e::9c00:100)
Expires 0 00:03:48
Upstream Interface s ewan 1
Outgoing Interface List

lan 1, expires 00:03:48
Blocked Interface List
Multicast Routing Cache

ewan 1 ->lan 1 . b4 packets input

Router#

| EEEREL
| E B | noE
[Expires IMRT(Multicast Routing Table) DR HIRIE R RLET .
‘Upstream Interface |J:5ﬁ’f‘/’5‘71—15§ﬁ<bi'§'o
‘Outgoing interface list ||‘574“J7n‘i’: HH/BA AT —RERTRLET,
‘Ian 1, expires 00:03:48 |Hﬂﬁ§ﬁﬁ'f‘/’5‘71—xt‘ ZFDRA LT IMEBZERTLET,
‘Blocked Interface List ||‘574‘77§Hﬂ ALLEWHREBA 2T —RAFRRLET,
Multicast Routing Cache | RILFF ¥ RAN—RHT7 TR EHRERTLET .,
‘packets input |)\jJ/€’7"‘JF§Sl§§7T<L$To

I:l?‘/ ==
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I/\°5)‘—9
| Rk5A—H | BENE | BT LB DI
N . > B = N 2% AL
S gLz [P I TFLRERELT, IV MO BRI RE
®RLET, ‘ | BRKRES
S IPv6 7KL A= v
sEryrLz  BEETFLRERELT, TV OBRRRE TERRLET .
= FRLET,
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| fodn-listoF+ v 258

I show fgdn-1|ist

fqdn-list [ZERESNTLYS FAQDN D F vy a1EHRERRTLET,

Ii%@ﬁ%

V01.10(00) LLB&EH7R—k

Router#show fgdn-list

fgdn-list 1

www.fnsc.co.jp
IPv4 Address: 192.168.0.1, 192.168.0.2, 192.168.0.3, 192.168.0.4
IPv6 Address: unknown
last update: 2015/01/30 13:00:00
lifetime: 3000sec, interval: 90sec
query: 100, reply: 100

inf.fnsc.co.jp
IPv4 Address: unknown
IPv6 Address: 2001:abcd::1
last update: 2015/01/30 13:00:00
lifetime: 3000sec, interval: 90sec
query: 100, reply: 100

fadn-list 2
test.fnsc.co.jp
IPv4 Address: 192.168.1.1
|IPv6 Address: 2001:1234::1
last update: 2015/01/30 13:00:00
lifetime: 3000sec, interval: 90sec
query: 100, reply: 100

| EEEREL
- mo®
‘fqdn—list ‘fqdn—list DEESETRTLET,

‘www.fnsc.co.jp ‘FQDN #=RRLET,

IPv4 Address: | BRTARIRLT= IPv4 PRLRERTRLET,

IPv6 Address: | & BIAERLT= IPv6 PRLRERRLET,

‘Iast update: ‘7PL/Z€E¥ELT:E|H§E§7T<L¥TO

lifetime: [ 7RURBRRLT- FADN £R 9 2EMERTLET,

Interval TRLRBRETSERERTLET,
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I:A?‘/ FE

show fadn-list [fogdn-list &E]

I INTG A—A
C K5A—4 | BRENE REGE | AREOME
fqdn—list HFES FEELT= fadn-list B DA RIERLIZZFL X |1~50% 2T O fqdn-list ZF
=RRLET, SEDF vy lER
NREREINFET,

X INTA—A fqdn-list HEEDRFEEE 1~50 (. V1.12(00) LA EHR—

133



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

| IPv4 L—F1J DiEER

L LANA 25 T 1 —2 0t

I show ip interface lan

LAN /2271 —ZD IPv4 [T BIEHERTLET,

|§ﬁ@ﬁm

Router#show ip interface lan 1
LAN is up
IPv4 is enabled
IP address is 172.16.0.1, subnet mask is 255.255.255.0
Broadcast address is 172.16.0.255
Secondary address is 192.168.0.1, subnet mask is 255.255.255.0
Broadcast address is 192.168.0.255
MTU is 1500 bytes
Multicast groups joind: 224.0.0.2 224.0.0.13 224.0.0.18
224.0.0.1
Proxy ARP is disabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask- replies are always sent
Directed broadcast forwarding is enabled
|[EEEB02.1p priority value of ARP is O

Router#
| SRR
| A A | 2B
ILAN is up ICOALETT— RO IKEED up D ESDNup/down/ERLET
IP address is 172.16.0.1, subnet _ . o . L
mask is 255.255.255.0 CDAVRTT—AD P FTRLREY TR RYERLET,

‘Broadcast address is 172.16.0.255 ‘CO)*{)’)"?I—ZO)jD—F:\:"\"XI*'?Pl/XéﬁbiTo

Secondary address is 192.168.0.1, |_ . . Ny . .
cUbnet mask ie 255 955 2550 CDAEITTI—ADEAVF) P TRLREY TRIMIRVERLES

S — ~ . . T N
Broadeast address is 192.168.0255 ZDAVBIT—ADEHAVE) IP PRLARIZHTHTA—RFvXEF7RLR

=RLFET,
IMTU is 1500 bytes MTU O A RERLET
Multicast groups joind: 224.0.0.2 ZDABIT—RALET join LTWBTILFHFNYRATIL—TFF7RLRERL
2240.0.13 224.0.0.18 224.0.0.1 9,
‘Proxy ARP is disabled ‘CO)?I'(’—F?’-—\"*)VG proxy—arp ZiE(ET BN E I D\ enabled / disabled)Z
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=LET,
F71-. ip proxy—arp A< K Tinclude—default-route =7 a> N EESN TLY
515 E & Proxy ARP is enabled (include—default—route)E TRRESNFE T,

‘ICMP redirects are always sent ‘ICMP redirects Z1E{EF DM ES DV always sent / never sent)E=RLET ,

ICMP unreachables are always ICMP unreachable Z&I[Z9 A ESh\always sent / never sent)EFRLE
sent 9,

‘ICMP mask-replies are always sent ‘ICMP mask reply ZE(ET HME DD\ (always sent / never sent)ZFRLET,
Directed broadcast forwardingis (DA ATT—ALETHE AL O T O—F XY RAMEITINEIH

enabled (enabled/disabled)Z&RLET,
IEEE802.1p priority value of ARP is |ZDA AT —AMBEIESND ARP N yk(YHOTANYTSA) D H
0 HEFD 802.1p BERTRLET

I:l?‘/ ==

show ip interface lan [LAN &5 ]

I NS A—4
K5 A—% | BRENE EfZ N HEREE O
= P - N - = == EQEé*L'CL‘%)'f‘/’)"?I—Z
‘LAN BB5 SHEL-L LAN A7 —ADE B EIEELET, |1 ‘O)ﬂﬁa‘wlﬁ—gm
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| PPPoEA » 4 7 = — 2 DOiEHR

I show ip interface pppoe

PPPoE A3 7x—AM IPv4 IZB8T B1EHRERRTLET .

|§ﬁ@ﬁm

Router#show ip interface pppoe 1
PPPOET is up
IPv4 is enabled
IP address is xxx.xxX.XXX.Xxx, subnet mask is 255.255.255.255
Destination address is yyy.yyy.yyy.yyy
MTU is 1454 bytes
Proxy ARP is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask- replies are always sent

Router#
| EEEREL
| E B | noE
IPPPoE1 is up IZDA AT A FIFARETHEHDESH (up/down)
IP address is xxx.xxx.xxx.xxx, subnet mask is |_ . . . .
‘255.255_255.255 ZDARTI—AD P FRLAES TRYNRRIERLET,
‘Destination address is yyy.yyy.yyy.yyy |CO)49971—10)5§1§$ﬁ$1ﬂ|]7PDXEibiTo
IMTU is 1454 bytes IMTU DY A XERLET
= > —_ s — =5 AN
Proxy ARP is disabled difa)bl:);;t i;;*—c proxy-arp 3R HHNESD enabled /
ICMP redirects are always sent ICMP redirects Z1X{E9 M EDNH (always sent / never sent)
=xkLEY,
ICMP unreachables are always sent ICMP unreachable ZFIZ3 BMEDH (always sent / never sent)
=xkLEY,
ICMP mask-replies are always sent ICMP mask reply Z1E{ETHMEID (always sent / never sent)
=xkLET,
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I:A?‘/ rE

show ip interface pppoe [PPPoE &5 ]

I NS A—4F
e BENE [ mEeE | EREEDIE |
o |[BELIZLNPPPOE /U AT71—RXDESEIEEL BESNTLNSAHT—R
PPPoE & & +4 1~24 DHERLES
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|mm4>97:—x®%ﬁ

I show ip interface ewan

EWAN A4 71—R M IPv4 IZBAT BiEHRERTLET,

|§ﬁ@ﬁm

EWANT is up
IPv4 is enabled

MTU is 1500 bytes

Proxy ARP is disabled

Router#show ip interface ewan 1

IP address is 172.16.0.1, subnet mask is 255.255.255.0
Broadcast address is 172.16.0.255

Secondary address is 192.168.0.1, subnet mask is 255.255.255.0
Broadcast address is 192.168.0.255

Multicast groups joind: 224.0.0.2 224.0.0.13 224.0.0.18

ICMP redirects are always sent

ICMP unreachables are always sent
ICMP mask- replies are always sent
Directed broadcast forwarding is enabled
|[EEEB02.1p priority value of ARP is O

224.0.0.1

Router#
| EEEREL
| H B | BE:
[EWANT is up [CDAETT—ZDYIE L PIREDS up HESD\up/down)ERLET

IP address is 172.16.0.1, subnet
mask is 255.255.255.0

ZDAVBIT—ADIP FRLREY T RYNIRIERLET,

‘Broadcast address is 172.16.0.255

DAL HTT—ZDTA—FF v RRFRLRERLET,

Secondary address is 192.168.0.1,
subnet mask is 255.255.255.0

ZDAVEITT—ADEHUE) IP FRLRES T RN IRIERLET .

Broadcast address is 192.168.0.255

ZDAVBITT—ADEAVF)IPFTRLRIZHTHIO—RF Y AL7TRLR
=RLET,

MTU is 1500 bytes

MTU O A XERLET

Multicast groups joind: 224.0.0.2
2240.0.13 224.0.0.18 224.0.0.1

ZDAEITT—ALET join LTWBTILFFNYRIIL—TT7RLREZR
LEY,

Proxy ARP is disabled

ZDR—FF LT proxy-arp ZE{ET M E 3D (enabled / disabled)Z
=LFET,

F7=. ip proxy—arp A< KT include—default-route 7773 AEESNT
LV\515E (&, Proxy ARP is enabled (include—default-route)E TR FE T,
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‘ICMP redirects are always sent

|ICMP redirects Z1E{E9 M ES DV always sent / never sent)E=RLET ,

ICMP unreachable Z&IZ9 %M ES D\ always sent / never sent)EFRLE
ICMP unreachables are always sent +

|ICMP mask reply ZiX{ET DM E DM \(always sent / never sent)FRLET
Directed broadcast forwarding is ZDAVBITT—RAETHE AL I TO—F XY RANEITOINESI M

‘ICMP mask-replies are always sent

enabled (enabled/disabled)Z 3R LET,
IEEE802.1p priority value of ARP is [ZDA ATt —AMBEESNS ARP /Ny (YOTARN)TSA4) D, H
0 HEED 802.1p EEFRRLET,

I:l?‘/ rE

show ip interface ewan [EWAN &S]

[ 352—%
| 145245 | RENE | BEGE | ARBOME |
‘EWAN 2 ifLT:L‘EWAN 128 7T—ADESEHREL ‘1 BESHTLAIUHTT—2 ‘

DHRTLET
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| 51 v5—1287—201E4

I show ip interface dialer

BAXS—AVBT—AD IPv4 IZBT B 1EHRERTLET .

I K EE

Router#show ip interface dialer 1

DIALERT is up

pointTopoint
IP address is xxx.xxX.XXX.Xxx, subnet mask is 255.255.255.255
Destination address is yyy.yyy.yyy.yyy

Router#
| EEEREL
| E B | m A
DIALERY is up CDAVZTT—ADYE) D 7AREEM up HESH\(up/down)EFRL
EX I8
‘pointTopoint F71=[Z. broadcast |7PbZ SREEFRRLET,

IP address is xxx.xxx.xxx.xxx, subnet

ek ie 255,955 955 0 CDABITT—ADIP PRLREH T RN T RIERLET,

EHEHEFOTRFLR 2R RLET,
broadcast DIFERRSNEH A,

Destination address is

I:A?‘/ ==

show ip interface dialer [DIALER &&]

I INTG A—A
eres BENE EXT =0 EREEOIE |
SHBLI=L\DIALER /U471 —ADESEIEEL RESNTNDA AT —R
RZES 1~ _
‘m“j BS oy, ‘ 20 ‘@ﬁimbiTo ‘
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| USB-Ethernet £ >4 T 1 — R DiE

I show ip interface usb-ethernet

USB-Ethernet 4?971—7&0) IPv4 [:Eﬁ?énl?#&éiﬁ( ngz—d—o
V01.08(00) A&+ 7K —F

| zrEmEs

Router#show ip interface usb—ethernet 1
USB-ETHERNET is up
IPv4 is enabled
IP address is 172.16.0.1, subnet mask is 255.255.255.0
Broadcast address is 172.16.0.255
MTU is 1500 bytes

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent
ICMP mask- replies are always sent
Directed broadcast forwarding is enabled
IEEEB02.1p priority value of ARP is 0

Router#
I%EE@%%
| E B | moR
[USB-ETHERNETT is up [CDAETT—ZDYIR L PIREDS up HESD\up/down)EERLET

IP address is 172.16.0.1, subnet
mask is 255.255.255.0

‘Broadcast address is 172.16.0.255 |C0)4>97I—Z0)7‘D—F‘:\='\"1F7PDX€§L35'§_O

ZDAVBIT—ADIP FRLREY T RYNIRIERLET,

IMTU is 1500 bytes IMTU DY 1 RERLET
CDR—FFrHRILT proxy-arp F1E{ET BMEIDMenabled / disabled)Z
=LET,

Proxy ARP is disabled F71-. ip proxy-arp AV K T include—default-route 7773 MIEESH
TWWB15E L. Proxy ARP is enabled (include—default-route) e R R
9,

‘ICMP redirects are always sent |ICMP redirects Z1X{EF DM ESHMalways sent / never sent)EFRLET ,

ICMP unreachable Z&IZ9 %M ES D\ always sent / never sent)xFRLE
9,

‘ICMP mask-replies are always sent |ICMP mask reply ZiE{ET DM ESh\(always sent / never sent)ZRLET
Directed broadcast forwarding is ZDAVBITT—RETH AL O TO—RF Y ANEITOINE S,

ICMP unreachables are always sent

enabled (enabled/disabled)ZRLET .
IEEE802.1p priority value of ARP is [ZDA AT —AMBEIESNS ARP /Ny (YOTARN TS D, H
0 HEED 802.1p EEFRRLET,
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I:A?‘/ rE

show ip interface usb-ethernet [USB-Ethernet &&]

I INTG A—A
k5 A—% | BERNE BEHE | LB DIE
USB-Ethernet |SBBL-L) USB-Ethernet {2271 —ANDES ’ HESNTNDAETT—R
&= #=HRELET, DHFRRLET,
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LL—Fnvs1o80 201

I show ip interface loopback

IW—TINIALBTT—ROD IPv4 28T 515

|§ﬁ@ﬁm

HERTLET.

Router#show ip interface loopback 1

LOOP1 is up
IPv4 is enabled

MTU is 36780 bytes

Proxy ARP is disabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask- replies are always sent

IP address is xxx.xXx.xxX.xxx, subnet mask is 255.255.255.255

Router#
| EEEREL
| R _E | IS
LOOP1 is up CDAETT—ADYIEY D JIREED up MESH (up/down)

ERLFEYS,

IP address is xxx.Xxx.Xxxx.xxxX, subnet mask is
255.255.255.0

CDAVERTT—ADIP FRLAREH TRYNTRIERLET .

MTU is 36780 bytes

IMTU DA XEERLET,

Proxy ARP is disabled

ZDR—FFrRILT proxy-arp ZEETBMES D\ enabled
/ disabled)x&RLFEY

ICMP redirects are always sent

ICMP redirects ZX{ET M ESHMalways sent / never sent)
=RLET,

ICMP unreachables are always sent

ICMP unreachable Z&E(Z29 &M E DD \(always sent / never
sent)ZxXLFET,

ICMP mask-replies are always sent

ICMP mask reply ZiX{E9 dH E I H(always sent / never
sent)ZxXLFET,
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I:A?‘/ rE

show ip interface loopback [LOOPBACK &5 ]

I/\"%;‘—’SI
e BENE E=1 EREDIE |
SHELT-L) LOOPBACK 1271 —ANES XN TNBA A TT—R
‘LOOPBACK Y irghah T AREEE ‘1“"6 P ‘
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II%%4>971—Z®%$

I show ip interface ipsecif

IPsec /2B T7T—AD IPv4 IZAT BiEHERTLET,

I FEE

Router#show ip interface ipsecif 1
IPSECIF1 is up
IPv4 is enabled
Internet address is not use
MTU is 1390 bytes

Proxy ARP is disabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask- replies are always sent

Router#
I £ IEB DA
| E B | now
IPSECIF1 is up IZDAHTT—ADYLTAREED up HVESHNup/downVERLET
[IPv4 is enabled IPv4 PRLRE—R CERSM TSI EERLET,
‘Intemet address is not use ‘CO)’( UEITI—AD P FRUADNEESNTULVENEERLET
IMTU is 1390 bytes IMTU DA RERLET
|Proxy ARP is disabled [COR—FFHRILT prowy-am Z3EET HHVEShNenabled / disablecd&RLFET
‘ICMP redirects are always sent ‘ICMP redirects Z1E(EF S M E DD\ always sent / never sent)ERLET,
‘ICMP unreachables are always sent ‘ICMP unreachable ZFIZ9 BN E DD\ always sent / never sent)ZRLET
‘ICMP mask-replies are always sent ‘ICMP mask reply Z1E(E9 BN E DD\ always sent / never sent)ZRLET

I:A?‘/ FE

show ip interface ipsecif [IPsec &F]

I INT A=A
K5 A—% | BENS | SRR | LB D E |
B .~
‘IPsec EFE |BBEBLI=WIPsec /U2 TI—ADBESEIETELET, |[1~32 ‘@ﬂiﬁ?bi'ﬁ’o
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| Eoddg 57— 20tk

I show ip interface tunnel

FrORILABZTT—RD IPVA [EREFRRLET,

|§ﬁ@ﬁm

Router# show ip interface tunnel 1

TUNNELT is up

IPv4 is enabled

Internet address is 192.168.0.1 (EWAN1)
MTU is 1480 bytes

Proxy ARP is disabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask- replies are always sent

Router#
| EEEREL

| H B | now
P RIILABTT—ADEFE.UP/DOWN ZRRFLET

TUNNELX is type/source/destination [CFRBEMNH BB AEH LU shutdown ERENHZBE (E
DOWN, ZH LIS L UP ERRLET,
IP 7RLARZERRLET,

Internet address is IP 7PRL AN EZFEIELMSE S L. Internet address is not configured.&ERRLET,
unnumbered I 3T —RADBREDNHZE L. AVFTT—REBERRLET,

IMTU lip mtu DFEEERRLET,
‘Proxy ARP is |CO)4‘/’5I7I—Z'C° proxy—arp ZiE{ET BN ESH(enabled / disabled)ZFRLET .

‘ICMP redirects are |ICMP redirects Z1E{E 9T S M E I D \(always sent / never sent)ZRLET,

‘ICMP unreachables |ICMP unreachable Z& 23 B ME S D (always sent / never sent)ZFRLET,

ICMP mask= replies ICMP mask-reply Z1E{E9 A M ESH\(always sent / never sent)ZFRLET .

are
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I:A?‘/ ==

show ip interface tunnel [TUNNEL &F&]

I/\°5)‘—9
[ k5A—% | BENE RERE | BB OB |
= [BELEOTUNNELAU 27— RADBESEIREL BESN TS ETT—R
‘TUNNEL%F iy “ 32 ‘o)aﬁﬂﬁo ‘

147



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

|wu4>97:—x®%ﬁ

I show ip interface null

BERAVITI—AD IPv4 ICEHT AEHRERTLET .

|§ﬁ@ﬁm

NullO is up

IPv4 is enabled
Internet address is not use
MTU is 32767 bytes

Proxy ARP is disabled

Router#show ip interface null 0

ICMP redirects are never sent
ICMP unreachables are never sent
ICMP mask- replies are never sent

Router#
| EEEREL
| H B | noE
‘NuIIO is up |CO)’(‘/97I—Z0)1{*%7§§ up MEIMup/down)ZEERLET .

‘IPV4 is enabled

IPv4 L—F 42T BB THHEERLET,

‘Internet address in not use

20 int ZT—RIZIP FRLAAEIY B TR TVRENIEERLET

IMTU is 36780 bytes

IMTU DY A RXEELET .

Proxy ARP is disabled

ZDARATT—AT proxy—arp ZTiXEIETHHESH(enabled / disabled)Z
x®LET.

‘ICMP redirects are always sent

|ICMP redirects Z1EX{E9 A M E DD \(always sent / never sent)Z=FRLET,

ICMP unreachables are always
sent

ICMP unreachable ZE&EIZ9 5ME 3D (always sent / never sent)ZFRLE
9,

ICMP mask-replies are always
sent

ICMP mask reply ZiX{EF M E DD\ (always sent / never sent)ZFRLE

ER
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I:A?‘/ ==

show ip interface null [NULL &% ]

I INTA—A
(k5 4—% | BENE B0 BB OB |
- . . BESNTVB(ETI—R
‘NULL HS |[BRLEVDNULLAVAII—RADOBESEEELET, |0 DHERLET, ‘
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|wm4>97:—x®%ﬁ

I show ip interface vlanif

VLAN 42271 —R D IPv4 IZEAT 2IEHERTLET,

|§ﬁ@ﬁm

Router#show ip interface vlanif 1
VLANIF1 is up
IPv4 is enabled

Broadcast address is 172.16.0.255

MTU is 1500 bytes

Proxy ARP is disabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask- replies are always sent

I[P address is 172.16.0.1, subnet mask is 255.255.255.0

Secondary address is 192.168.0.1, subnet mask is 255.255.255.0
Broadcast address is 192.168.0.255

Directed broadcast forwarding is disabled
|[EEE802.1p priority value of ARP is O

Router#
| EEEREL
| B B | n &
. DAV ZITT—ADYEY D ZIKEED up MESHMup/down)EFL
VLAN 1 is up

35—3-0

IP address is 172.16.0.1, subnet mask is
255.255.255.0

ZDABITT—AD P FRLAREH T RYNIRIERLET,

Broadcast address is 172.16.0.255

DAL HTT—ZDTA—FF v RFFRLRERLET,

Secondary address is 192.168.0.1, subnet
mask is 255.255.255.0

ZDAEITT—ADEHUE) IP PRLAEH T RINTRIERLE
ER

Broadcast address is 192.168.0.255

ZDABZITT—ADEAVE) IP PRLRIZHT BTA—RF v AT
RLRERLET,

MTU is 1500 bytes

MTU O A XERLET .

Proxy ARP is disabled

CDR—RFrRILT proxy-arp ZEET HME 5D enabled /
disabled)Z&RLET .

F1-. ip proxy-arp A< KT include—default-route 77> 3 MIEES
NTULVSIHEE (L. Proxy ARP is enabled (include—default—route) & RS
nEzY,

ICMP redirects are always sent

|ICMP redirects Z1E{EF M ES DM always sent / never sent)EFRLE
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.
ICMP unreachable ZE&IZ9 %M ES DN always sent / never sent)E 3
ICMP unreachables are always sent
LFET,
. ICMP mask reply ZiX{E3 %M ESHNalways sent / never sent)ZFFL
ICMP mask-replies are always sent 4

Directod broadeast forwardine is onabled CDAVRZTT—RETHAL IR T O—RER Y RMETINESI D
rected broadeast Torwarding 15 enabiee |(enabled/ disabled) & L EY o

. . DA BTT—RAMBIEIEEND ARP /N yb (WOTRN)TS5A)
[EEE802.1p priority value of ARP is 0 . A 802.1p EEERLET,

I:l?‘/ rE

show ip interface vlanif [VLAN &%&]

I RS A—4
Berea BENE e | EREEDIE |
BESNTLNSAETT—R
= %QEE . N . = = =i ~
‘VLAN S BHBLEWVLANAUADI—ADESEIRELET, (1~16 ‘(Dﬁiﬂlﬁho ‘
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IBViq o5 020tk

I show ip interface bvi

| =rman

BVIALADT—AM IPv4 IZBAT B1EHRERTLET,

V01.03(00) L& H7R—

BVI1 is up
IPv4 is enabled

Broadcast address is 172.
MTU is 1500 bytes

Proxy ARP is disabled
ICMP redirects are always

Router#show ip interface bvi 1

|IP address is 172.16.0.1, subnet mask is 255.255.255.0

ICMP unreachables are always sent
ICMP mask-replies are always sent

16.0.255

sent

Router#
| EEEREL
| E B | K=
BVI is up IZDAUBTT—ZAOWEYL VRIS up HESHNup/down)ERLET .

152

IP address is 172.16.0.1,
subnet mask is 255.255.255.0

ZDAVEITT—ADIP PRLAREY T RYMNIRIERLET,

Broadcast address is
172.16.0.255

ZDAVERITT—ADTA—KRF Y RANFRLRAZRLET,

MTU is 1500 bytes

MTU O A XERLET,

Proxy ARP is disabled

ZDR—FFrRILT proxy-arp ZEET HH E 3D \(enabled / disabled)Z
=LFET,

Z1=. ip proxy—arp YK T include—default-route 7773 MEESN T
L3155 E& &, Proxy ARP is enabled (include—default-route) R RENFET ,

ICMP redirects are always
sent

ICMP redirects ZiX{E3 DM ESH\always sent / never sent)ZRLET,

ICMP unreachables are
always sent

ICMP unreachable Z&EIZ9 M E 3D (always sent / never sent)ZFRLE
9,

ICMP mask-replies are always

sent

ICMP mask reply Zi£{E93 BMES D (always sent / never sent)ZFRLE
ERS
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I:A?‘/ rE

show ip interface bvi [BV] &&]

I/\"%;‘—’SI
e BENE E= LREEDIE |
= %Eﬁ?aiu:t\Bv14>971—7\®§%—'€¢'ﬁib1 16 BEINTNEAETI—R
BUIES g, DHERLET.
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Lv—7 1 oot

I show ip route

W—T4V T ERERTLET .

|§ﬁ@ﬁﬂ1

Router#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:19 (IPv4), 5 (IPv6) Peak:100

Codes: K - kernel route, C — connected, S - static, R — RIP, O — OSPF
B - BGP, | - IKE, U - SA-UP, E - EventAction
A — AutoConfig,P —I2tp—ppp
> — selected route, * — FIB route, p — stale info.

S>% 0.0.0.0/0 [1/0] via 192.168.38.1, EWANT

C>* 1.1.1.0/24 is directly connected, LAN

C>* 127.0.0.0/8 is directly connected, LOOP

R>x 172.31.6.33/32 [120/6] via 192.168.38.1, EWANT, 05:01:49
R>x 192.168.19.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
R>x 192.168.21.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
R>x 192.168.24.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
R>x 192.168.28.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:49
R>x 192.168.29.0/24 [120/7] via 192.168.38.1, EWANT, 05:01:49
R>x 192.168.34.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:49
R>x 192.168.35.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
R>x 192.168.36.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
R>x 192.168.37.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
O>* 12.0.0.0/24 [110/20] via 100.0.0.5, LAN, 05:01:50

C>* 192.168.38.0/24 is directly connected, EWAN1

R>* 192.168.71.0/24 [120/14] via 192.168.38.1, EWANT, 05:01:50
R>* 192.168.123.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
S 192.168.150.0/24 [1/0] via 192.168.10.2, LAN inactive

P>+ 192.168.0.2/32 [0/0] is directly connected, TUNNELT

S>* 192.168.201.0/24 [1/0] via 192.168.38.1, EWANT

|§ﬁ@ﬁ@lz
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Max entry: 512 (Commonness in IPv4 and IPv6)
Active entry:2 (IPv4), 19 (IPv6) Peak:100




IPvd L—T1> 0 DIFER

| EEEREL
| E H | K=
Max entry BABREBEHERTLES.

‘Active entry

BAEANLRBERREBERARRIERE (Peak) ERRLET,

Codes EDEHIBFETEEL-BRERINERRLET .
Xp [IFRRETIRETHD_EERLTLET,

N selected route ZEKLET MO TOR I TRI—BREFELTWSES. C
NMDNWTWBIVRIEIRSWET,

N FIB route ZEMKLET , ERICT+T—T1V T IERASNZIUNTT  4—TIL
MRITTWBLEEDEBRTOMNENZ ELHYET,

[ 120/3] [ZNENCOREED Distance {EE Metric EEBEHRLET

lvia 192.168.38.1

FORNRYTDTRLUATY

‘is directly connected

AVBTI—AN—rDFEXZOREITHYET,

105:01:49

RIP, BGP DIHE [EEBABHINTHODORBEMERTLET,

I:?yF%ﬁ

show ip route [ IP7 KL X[ active 1]
show ip route [ BRFL=FE& ]
show ip route [ summary ]

I INT A=A
L Rk5A—4 | BENE | BRE®EE | ABBEOME
P7RLR  |[BEBLELMESR P TRLRERELET, 1Pv4 7RL Rt
active Eﬁkgﬁggtt;;ﬁbf BNEGS>TLDBED sctive
B2 R o
LRBIFHRO>5. SRLEVEGLI-FEREEEL
Y9,
‘bgp ‘BGP THEFL-ZRIER bep
‘kernel ‘%E(:ﬁﬁéﬂf“f:ﬁmﬁﬁ kernel
‘connected ‘E?ﬁﬁﬂ%@%ﬂi connected LTOFETH
= [RIP CRUBLI-1ZEIE " LI
BELIFE |[ospf |OSPF THUSL - 1R B %R stati ERRLET
|static RET Ay U TEELI-RIIER tke
ke b AL L —MERE TR IR e dumdancy
‘sa—up ‘SA—UP JL—FTEERLI-1EHR event—action
‘redundancy ‘IPsec TLRIEEETERRLI-1EHR
‘event—action "f RUNT I a3 Re TR LTI 1ER

summary

HEHEROHERRLET,

‘summary
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| ARP o> 1545

I show ip arp

2ELI- ARP [FHERRLET,

| 2rEEs

Router# show ip arp

Max valid entry: 2048
Active entry:4 Peak:100

Timeout configuration:
min.20 — max.25 min for complete entry
min.0 — max.5 min for incomplete entry

Protocol Address Age(sec) Hardware Address Port Flags
Internet 192.168.138.37 200  0080.bdf0.0905 LAN
Internet  192.168.138.1 600  0800.200f.fbc1 EWAN
Internet 192.168.138.45 200  0080.bdf0.097a EWAN
Internet 192.168.144.38 1199  0080.bd07.6741 VLANIF1
Router#
|%ﬁawﬁm
| B B | n s

‘Max valid entry

BREBHTUNIHERRLET,

‘Active entry

RGN ARP B EBERK ARP TE8RE (Peak) ERRLET,

‘Timeout configuration

ARP TURUDEA LTI T 5B EERLES,

min.20 — max.25 min for
complete entry

MAC 7KL RRRFH (complete) TURJIZXT BEA LT IRFEZRLET,
ZOFITIE 1200 ¥ (FI7AILME),

min.0 — max.5 min for
incomplete entry

MAC 7KL AEKfER (incomplete) TR T B4 LT I MEREZERLET .
COFITIX 180 ' (TIAILME) o

Check every 60-second

IVNIMEA LTI ESIHOEF VYT LERBERERLET . COHITIE
60 ¥ (T74/LHMBE),

‘Protocol |C0)I‘/|*')0)*“J|*'7—77|:l/17°|3 FLERLFET,
Address IZOIUR)D MAC FRLRIZTYTENZRYNT—ITRLREELET,
Age(sec) ZOTFLRESELTHLORBEMMSERSNET .

Hardware Address

MAC PRLRZRRLET, MAC FRLAMNKREERDEFIL “(incomplete)” &RR
NFEJ,

Port ABTT—RBERTLET,
Flags COIVN)DBRUERT ISV ERLET BE (ap ITURIZEY) BMIC

RESNI=IUMERT “static” I5T DAHMNHR—FSNTNETS,
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I:A?‘/ rE

I/

\

5

show ip arp [ KIPZ7FKFLR> | (MACT7 KLRD | <4 B2 Tx—R4%&> ]
A—4
L KSA—4 | BENT | OBREEmE | ABEOfE
. BELIZIPFRLRIZHT HMACTRLRESER . e .
IP7RLZR LA (<. P PRLREEELET IPva PELAREKX |2 TOIP7FLR
MAC 7EL R EELI=MAC7RLRIZHT HIPFRL A%E S M |[HHHHHHHHHHHH |2 T® MAC 7KL

L=LMBAIZ. MAC PRLRZHEELE T, = A
lan 1
ewan 1
pppoe 1~24

. BELIAVPT—AD ARP T—JILERTRL (A8 T7x—REH  |dialer 1~20
ARTI—R%E . .

*9, = vlanif 1~16
ipsecif 1~32
tunnel 1~32
usb—ethernet 1%

¥ usb-ethernet 1 [& V01.08(00)LLEH7R—k
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LNz 4 v F 0BT — T LS

I show |ine filtering—database lan

LAN-SW TZELI=IHERD MAC PRLREZRRLET,

I K EE

V01.08(00)LABEH7R—

Router#show line filtering—database lan

[lan]
Max entry:4096
Active entry:3

port vid address
port 1 100 XXXX.XXXX.XXXX
host 0 YYYY.YYYY.YYYY
host 100 YYYY.YYYY.YYYY
Router#
| EEEREL
| E B | n =
‘port mERNEET S HR—rERRLET,
vid IHRAEFFET D VLAN O VLAN-ID 2R RLET
‘address mARD MAC PRLAZRRLET,
‘ref state |MAC TELADSBIKEZRRLET,

I:A?‘/ ==

show line filtering—database lan [ vid [ without ] < VLAN-ID > ] [ port [ without ]{ host

| wlan | <?IR— +&S>}] [ verbose ]

I NG A=A
[ R5A—5 | BENE =1 EREDIE
thout BREN T vid/port OWBERAL RS | [BRENIBRERANET . 2T
TFI, TRRLFET,
VLAN-ID SHELEL VLAN-D BEEEELET,  0~4004 |DecTLBVIAND OAF
~LET,
host HEDMAC TRLADAHERTLET,  |host FELI-2TOHEKD MAC 7F
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| | | LRERTLET .

wlan L AN ICTTEHELTLSIHERD MAC 7R wlan ZEL-2TOIHERD MAC 7R
LRZERTRLET, LRAZRTRLET,
A hEE FEFE LTz LAN R—RZEEL TLDEERD s HBLF-2TOEHERD MAC 7R
= MAC 7RLREFRRLET, LREFRRLET .
. o MAC 7KL ADSEBIKEE
SRIKEE . _
verbose MAC ZPRLADSIBIREEEZRLET verbose ERLEE A,
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v —7+<>4Foraroiks

I show ip protocols

=T FOrVICET BIERERRLET

|§ﬁ@ﬁﬂ1 RIP DIES

Router#show ip protocols rip
Routing Protocol is "rip"

Redistributing: kernel static

Routing for Networks:
192.168.138.0/24
192.168.10.0/24

Routing Information Sources:

Sending updates every 30 seconds with +/-50%, next due in 15 seconds
Timeout after 180 seconds, garbage collect after 120 seconds

Outgoing update filter list for all interface is not set

Incoming update filter list for all interface is not set

Default redistribution metric is 10

Default version control: send version 2, receive version 2

Interface Send Recv Key-chain
LAN 2 2 key1
EWANT 2 1

Gateway BadPackets BadRoutes Distance Last Update
192.168.138.1 0 0 120 00:00:29
Distance: (default is 120)
Router#
|£#EE0%H 1 RIP 0BE
| B B | n &
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‘Routing Protocol is “rip”

=T G TOraLERRLET .

with +/-50%,

Sending updates every 30 seconds |RIP DX EfMEIfRERRLET . RO EEMERIZHREMED 05 M

15 EDOSU5 LIGEIZEYET,

‘next due in 6 seconds

REDEEZAIVTERTLET

‘Timeout after 180 seconds

RIP D44 L7 ERIERRLET,

garbage collect after 120 seconds

BA LT IMEBE B E garbage collection BAY—MNAA—KLET, 2D
M AR RIEIR T AR 16 THRFSNET,

Outgoing update filter list for all
interface is not set

RIP DEETAILR) T DIEHRERTLET,

Incoming update filter list for all
interface is not set

RIP DEZETAILZ)T DERERTLET,

Redistributing:

RIP CREIEHREBRATHMDOIL—T 05 TOrILERRLET .




IPvd L—T1> 0 DIFER

‘Default version control

RIP %1/ ZEA—Cav g RRLET,

‘Inter‘Face |RIP FEZIETHDAUFT—REERTRLET,

Send (202871 —RIZHFS RP DEEN—CavERFLET.

Recv (202872 —RIZHF5 RP DREN—CaERRLET .
Koy—chain [ED125TT—RIZHB BB THERT S Key-chain DEHERRL

EEE

‘Routing for Networks

RIP DI —TF 42T &R T—0ERTLET,

‘Routing Information Sources

RIP £#{ELTLARRDIERERTLET .

|Gateway RIP #%{ELTVBHRRD IP FRLRAERRLET,

BadPackets ZDARRMSRE/ STy ERELEBERTLET,

BadRoutes ZDARRDSRELEFERBEROLERTLET.
FDHRARAD Distance R RLET,

Distance Distance (&, 1D IL—T 1> TOLILTHRILBEREFZE LTS5

BIZ. ELLEERTAMRES HMRICHLERICERALET .

Last Update

BRIZRIPZZELTHOFBEL-EBREERRLET,
“00:00:05" ERTREINTLBIGEE L, RRICRIPEZZIELTH L 5 FHRE
LTWAIEFRLET,

(default is 120)

|FI#INTHERET S Distance T,

‘Distance

BESEARERC LISEESh Iz Distance ETT,

| STE@EF 2 BGP DIBE

Router#show ip protocols bgp

Routing Protocol is "bgp 65500"
Outgoing update filter list for all interfaces is
Incoming update filter list for all interfaces is
IGP synchronization is disabled
Automatic route summarization is disabled
BGP Endpoint IPv4 nexthop rule:

EWAN1, distance 255 (Global)
Neighbor(s):
Address
192.168.0.1
192.168.0.2

Filtin FiltOut Distln DistOut Weight RouteMap

Router#

| L£IBEEDEBA2 BGP DiFE

| E B | BE:
‘Routing Protocol is “bgp 65500” |)l/—7_'*f‘/7‘7’|:| FaJLEBEED AS BESERTRLET,

Outgoing update filter list for all
interfaces is

BGP DEETANAI T IRRERTLEY
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Fncomlng update filter list for all BGP MEET LAY S EEEERLES .
interfaces is

|IGP synchronization BEEENEMNTHDHEEXRTLET,

IGP synchronization is disabled

Aut ti t izati i I _ —

ﬁg@m““ewm“““mm BB RN B THILERRLET .
BGP Endpoint IPv4 nexthop rule:™ |Remote—Next-Hop 2R ZEFEIZt Y35 Nexthop BLU distance
EWANT1, distance 255 (Global) EERRLET,

EHEINTLVS BGP Neighbor xR LET,

‘Neighbor(s):
3% BGP Endpoint IPv4 nexthop rule:[%. V01.09(00) A& H#R—k

I:l?‘/ ==

show ip protocols <ZO k)LD

I NS A—4
Berers BRENE | BEEEE | HREES DD {IE
bgp
JakajL SBLE-WVJOraLEEELET, ospf eTo7oralLiERERRLET,
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LRiPo:x 2=
I show ip rip

RIP TREFLTLDEBIFEBRERTLET,
toTOrLTEELERE RIP THEMTIEE. TNOLRTENET,

Ii%@ﬁﬂ
Router#show ip rip
Codes: R — RIP, C — connected, B - BGP
Network Next Hop Metric From Time
S 0.0.0.0/0 192.168.38.1 1
R 172.31.6.33/32 192.168.38.1 6 192.168.38.1 02:59
R 192.168.21.0/24 192.168.38.1 3192.168.38.1 02:59
R 192.168.24.0/24 192.168.38.1 3192.168.38.1 02:59
R 192.168.71.0/24 192.168.38.1 14 192.168.38.1 02:59
S 192.168.201.0/24 192.168.38.1 1
Router#
I%ﬁﬁwﬁ%
. ®E B mE

WELEFRERLTES.
R [RIP THg
Codes clE#L—+ |
B[BGP THIE

Network  [JEEFYRT—4 (KRN BEERRLET .
Next Hop  [SESEICEIET B1=0ITRIET S —FITAD IP FRLRAERRLET,

Metric BEEIEIET -0 IERT HL—ADHERTLET,

[From COBHEEABRLTVSIL—ED P FRLRERRLET,

Time R E OV ETOREERLET  F—ILEF IV RDIUR)IZDNTIE garbage
collection jifi T £ TORMEZRLET .

|:7>F%ﬁ

show ip rip

I/\°5)‘—9

INTGA=BEHBYFEE A,
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| osPrE AR

I show ip ospf

|§ﬁ@ﬁm

OSPF MERIKRICDWTHERT B ENTEET,

Router#show ip ospf

Refresh timer 10 secs
Number of external LSA 0

Area |D: 192.168.138.81

Area has no authentication

Number of LSA 1

OSPF Routing Process, Router ID: 192.168.138.81

Supports only single TOS (TOSO0) routes

This implementation conforms to RFC2328

RFC1583Compatibility flag is disabled

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs

Number of areas attached to this router: 1

Shortcutting mode: Default, S—bit consensus: ok
Number of interfaces in this area: Total: 1, Active: 1
Number of fully adjacent neighbors in this area: 0

Number of full virtual adjacencies going through this area: 0
SPF algorithm executed 2 times

| EEEREL
| E B | m A
[Router ID KB D OSPF L—4 D £FRLET,
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‘RFC1 583Compatibility

AREFED OSPF MEZE(L RFC2328 [ZEDLVTHY.
RFC1583Compatibility 754 DIREEFRRLET,

‘SPF schedule delay

SPF S E%BAT2ETORERMOBEEERRLET,

‘Hold time between two SPFs

E#ELT- SPF HHEOMOMMMROREEERTLES.

‘Refresh timer

ILSA JTLwS 1 T5RRIRmO R EEEZRTLET .

This router is an ABR,ABR type is

AEBEN ABR THAHZEERL. ABR 441 T% Unknown,Standard
(RFC2328),Alternative IBM,AlternativeCisco,Alternative Shortcut D
hhsRRLET,

This router is an ASBR (injecting
external routing information)

AREENIN ASBR THH_EFRLET,

Number of external LSA

|'J‘/7Z7_'—|*7_'\\—’5"<—Zl7<]0) external LSA D#EERRLET,

Number of areas attached to this
router

AEENFFEITOTIVTDHERTLET,




IPvd L—T1> 0 DIFER

IY7ID (TUVTDRATHRNYIR—2 AT DG EIETNIRT
LEYT,

ABR BTN a—brAvrDIGEEDT) 7RI —FDFHEREDEK
E % Default,Enabled,Disabled MHMNSRRLET,
AREBEMNZOIYFZRHNIZFFIEFT S OSPF A4 —AD#HERTL
EX I8

Area ID

Shortcutting mode

Number of interfaces in this area

Number of fully adjacent neighbors in
this area:1

FAINRAT—FNFULL [TELTORRANIL—EDEERELET,

o DI T THHILDFELEEA no,simple password,messagedigest D
Area has no authentication

MoRERLET,
Number of full virtual adjacencies INVIIR—2 LS DIT)TDIBE . LA/ NAT—RAFULL [ZTELTLY
going through this area BIRBERANIL—E2DHERRTLET,
SPF algorithm executed |SPF HEORBRRHERRLES,
ZDIYTDIVUYRT—,T—ER—XAD LSA D ERRLE
Number of LSA +

I:?DF%ﬁ

show ip ospf

I/\°5)‘—9

NFA—BREHYFEEA
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| 2% 72— 2ED0SPFHEHR

I show ip ospf interface

OSPF #ERAL TS AU AT7I—RIZDNWTHDERERTLETS . AV P T—REHEETHEITKY. FEEL
AT —RADIREEFRRLET,

I K EE

Router#tshow ip ospf interface
port—channel? is up, line protocol is up
Internet Address 192.168.100.254/24, Area 0.0.0.0
Router ID 192.168.100.254, Network Type BROADCAST, Cost: 10, TE Metric 0
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.100.254, Interface Address 192.168.100.254
Backup Designated Router (ID) 192.168.1.1, Interface Address 192.168.100.253
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08
Neighbor Count is 1, Adjacent neighbor count is 1show ip ospf interface

SRR
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. & H

| moR

Port—channel2 is up

ZDAUBTT—AD shutdown FRERRERTLET . A1VEFTT—ADEREMNEINT
LVERULME S A0 shutdown ERELTULNVAIEAI(L” administratively down ” 3 THLVS
Bl up” ERTFREINFET,

line protocol is up

gigaethernet/fastethernet MIFE (L. CDAFT—ADYEKREZRRLET (I
Ty T up S)IE Y down ),

loopback MIHFE (L. ZDABFTT—AD shutdown HRTEIRRERRLET (shutdown
JEERE B :up /shutdown E%TEHF:down )

‘Internet Address

AUBTI—RIZEIYSTONI= P PRLRERFRLET,

‘Area

BYaTUT7ERRLES.

‘Router ID

L—2 D DEERFLET,

‘Network Type

OSPF w0 —5847 (REMB) #RFLET,

Cost M2 BTT—ZOIARME (BEE) ERTLET .
‘TE Metric |Trafﬁc Engineering BFDIAMEZRRLET .

‘Transmit Delay

ftransmit delay fE (FEfE)£&TLET,

State |OSPF kT —sTOREERRLET .
‘Priority |OSPF FYNT—UTHREE REMWERRLET,
SPF #YkJ—%TO Designated Router MJL—4AID ZRRLET,
Priority Backup Designated Router ..OSPF k™ —% T Backup Designated Router 0D JL—

ZID ERRLFET,

Timer intervals

|§'*§’)"47(Hello interval, dead interval,wait interval Retransmit interval ) D{E (FXEE)




IPvd L—T1> 0 DIFER

‘conﬁgured

ERRLET,

‘Hello due

RIZ Hello Z1X{ETHETHERERRLET .

‘Neighbor Count |iﬁﬂ§0)§ﬁ€§7§b$'§'o

count

Adjacent neighbor

Adjacency ZHEIL Y DIEEBEDHERTLES .

I:l?‘/ ==

show ip ospf interface[4 >4 7 z—X]

| /354—%
k5 A—45 | BENE | BEEmE | ARBOME
lan 1
ewan 1
. - = pppoe 1~24 .
. OSPF #ERAL TS A ATz—RIZTDWLVTODIER |, ETDAVFTT—R
ABTT—R _ dialer 1~20 - _
TRRLFET | DIEHRERTLET .
oopback 1~16
vlanif 1~16
ipsecif 1~32
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Voo 25— b F—8R—201E#H

I show ip ospf database

VYR T—bT—BR—ADEHRERTLES . COIAYVRTREYTIRTLET
HMRRICOVWTIE AT Lav LT RRESEDIVIDEHEERELET .

|§ﬁ@ﬁm

Router#tshow ip ospf database
OSPF Router with ID (192.168.30.1)
Router Link States (Area 0.0.0.1)
Link ID ADV Router Age Seqi# CkSum Link count
192.168.30.1 192.168.30.1 101 0x80000063 Oxbcfd 1
192.168.30.2 192.168.30.2 108 0x80000001 Oxeee7 2

Net Link States (Area 0.0.0.1)

Link ID ADV Router  Age Seqg# CkSum
10.1.1.1 192.168.30.1 101 0x80000002 0x948d
20.1.1.1 192.168.30.2 108 0x80000001 0x1e89

Summary Link States (Area 0.0.0.1)

Link ID ADV Router  Age Seg# CkSum Route
40.1.1.0 192.168.30.4 108 0x80000001 0x7138 40.1.1.0/24

ASBR-Summary Link States (Area 0.0.0.1)

Link ID ADV Router  Age Seg# CkSum
192.168.30.4 192.168.30.4 108 0x80000001 Ox5fe7

AS External Link States
Link ID ADV Router  Age Seag# CkSum Route
50.1.1.0 192.168.30.4 108 0x80000001 0x4744 E1 50.1.1.0/24 [0x0]
192.168.30.0 192.168.30.1 499 0x8000005¢ 0x1340 E2 192.168.3.0/24 [0x0]

| EEEREL
| E B | BE:
[Link ID UoHRF—FID ERRLET,
/ADV Router |20 LSA Z&RLIZL—4D ID £FR7LET,
‘Internet Address |4>’)"7I—X(Z§U"J ZTonhtzIP PRLRERERLET,
‘Age |LSA DFBEFEERTLET,
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ISeqt U URAEE ERFLET,

|CkSum FIvsY LERRLET,

‘Link count (Router LSA M &) |)l/—’5‘75§*ﬁ%ﬂbf:’f‘/97l—;<0)§ﬁ Route (Summary,External D& )IFE&
AVIDEATEL [FAN)UTIZIE AS ADBEBIRSESEBIARMAE

‘E‘/ = ENFET.E2 £ AS MOBBIRMNIEFNEL A,
‘[ 0x0] |route—tag ZRRLET,

I:l?‘/ ==

show ip ospf database

I/\°5%—9

INTGA=BEHYFEE A,
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I ASBR (AS-Boundary Router) @' > XA F7— MER

I show ip ospf database asbr—summary

OSPF F—AAR—ZX KD . ASBR-summary [ZBT 5I5HREFRRTLET,

|§ﬁ@ﬁm

Router#show ip ospf database asbr—summary

OSPF Router with 1D (192.168.30.1)

ASBR-Summary Link States (Area 0.0.0.1)

LS age: 119

Options: 0

LS Type: summary—LSA

Link State ID: 192.168.30.4 (AS Boundary Router address)
Advertising Router: 192.168.30.4

LS Seqg Number: 80000001

Checksum: 0x3al18

Length: 28

Network Mask: /32

TOS: 0 Metric: 10

| EEEREL
. @& B | m A
LS age LSA £2ELTH LB (41 B ERRLET .
Options SO LSA ff‘iﬁiu:)b—'st@?}-?“vayﬁ%ﬁaéﬁi:Li?s
FTLavIZBL TR, AT 230 74— LR ESRLTE S,
‘LS Type ‘LSA DEATE=RRLET,
Link State ID IASBR DULHRT—RID 2ERFLET,

170

‘Advertising Router

2D LSA ZERLIZL—EDL—F D ERFLET,

‘LS Seq Number

VT ABBERTLET

‘Checksum ‘9‘1‘77'&1—\E§7T<L¥'§_o
Length LSA OAAMEERRLES .

‘Network Mask

FYRNT—HOTRIERELET,

oS

‘Type of Service {BEZRRLET,

‘Metric

LS ArUwHEERRLES,




IPvd L—T1> 0 DIFER

IOptions J4—ILK

show ip ospf database {asbr—summary |external |network |router |[summary }. show ip

ospf neighbor detail [ZI&, Options 74— ILEMBHYLUTDLIHBEKREFLET,

Options (.8 EVrDTA—ILETT, T 4 EWFT Type of Service ZRTET S, LI 4 EhIKRERT.
0 NEHLN TS, LTFIZEYFDEKRERLET,

M

N E T ‘

T:TOS

ESNEIL—T42 T8RN

MC Y ILFF v AMEEN

N :NSSA &t

Options DIEH 0 DIFAH . Type of Service |& TOS0 DHAHELY .2 DIBE . HWEBIL—T14 T BEHELD,
O0OOONMCET

I:A?‘/ rE

show ip ospf database asbr-summary

I/\°5)‘—9

INGA=BEHYFEEA,
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I AS-External @) 9 X T— FER

I show ip ospf database external

DODRT—bT—ER—ZD AS W)U ORT—rDFEMERTLET .

|§ﬁ@ﬁm

Router#show ip ospf database external
OSPF Router with ID (192.168.30.1)
AS External Link States

LS age: 133
Options: 0
LS Type: AS—external-LSA
Link State ID: 50.1.1.0 (External Network Number)
Advertising Router: 192.168.30.4
LS Seqg Number: 80000001
Checksum: 0x4744
Length: 36
Network Mask: /24
Metric Type: type—1
TOS: 0
Metric: 10
Forward Address: 0.0.0.0
External Route Tag: 0

|%ﬁawﬁm
. =& B | m A
LS age LSA £2IELTHLDRIBIER (BT : B ERRLET,
Ootions “DLSA EEFLIL—8DA Tt r R mLET,
P AFLavIZBLTIE. T30 T4—ILRESBLTLEEEL,

‘LS Type ‘LSA DEATHERRLET,

Link State ID YoHRT—hID #RELET,

Advertising Router |Z0) LSA Z4£RLIZIL—2DIL—4 D £RRLET .

LS Seq Number | —~ U REBERFLET,

‘Checksum ‘9"1“}7"5‘-1-\557?[.»?70
Length LSA DASREERRLET .
INetwork Mask FYRT =R ROERTLET
‘Metric Type ‘}F'J‘J7G‘47€§7T?L$To
TOS I Type of Service BERRLET
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Metric ‘)‘I"J“J7ﬁ§§§7ﬁbi'§_o

nexthop o ZMD74—JLEHY0.0.00 DIFEIX. ZDOLSA FERL-IL—F2BE & D next
hop IZIEYET,

ENERIRICEY B TOHNT= 32 EvhTIs—ILRERRLET,

OSPF ORI BHRTIXERSNAZWNERTY,

Forward Address

External Route Tag

IOptions J4—ILK

show ip ospf database {asbr-summary |external [network |router [summary }. show ip

ospf neighbor detail [Z1&, Options 74— ILEMBHYLUTDLIHBEKEFLET,
Options (.8 EVrDTA—ILETY, T 4 EWFT Type of Service ZRTET S, LI 4 EhIKREHET.
0 MEDHLNTULS, UTFICEVEDEKRERLET .

M
0,0 /|0 |N E | T

T:TOS

ENERIL—TAVTEER

MC :TIILFFwREER

N :NSSA &EH

Options DIEAY 0 DIBE . Type of Service & TOS0 DHELEY . 2 DBEE . NWEIIL—T1T8EHELD,
0O00ONMCET

I:l?‘/ ==

show ip ospf database external

I/\°5)‘—9

INGA=BFHYEE A,
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| 51 L7% F LELSADIES

I show ip ospf database max-age

YU DRTF—hT—HBR—XHFD MaxAge [ZELT- LSA DEMERTLET,

|§ﬁ@ﬁm

Router#show ip ospf database max—age
OSPF Router with 1D (192.168.30.1)
MaxAge Link States:

Link type: 1

Link State ID: 10.1.1.2
Advertising Router: 10.1.1.2
LSA lock count: 3

Link type: 5

Link State 1D: 20.1.1.0
Advertising Router: 10.1.1.2
LSA lock count: 4

| EREEREE
| 1 B | m &
‘Link type |LSA DAL TERRLET,
Link State ID YU HRF—hRID EFRRLET,
Advertising Router |20 LSA £ERBLIZL—4DIL—2 1D FRRLET,
‘LSA lock count |LSA Ay ERRILET,

I:l?‘/ ==

show ip ospf database max-age

I/\°5)‘—9

INGA=BEHYFEEA,
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ER e PYION

I show ip ospf database network

VODAT—hT—BR—ZBDFYLT—Y LSA DFMERTLET .

|§ﬁ@ﬁm

Router#show ip ospf database network
OSPF Router with ID (192.168.30.1)
Net Link States (Area 0.0.0.1)

LS age: 185

Options: 2

LS Type: network—LSA

Link State 1D: 10.1.1.1 (address of Designated Router)

Advertising Router: 192.168.30.1

LS Seqg Number: 80000002

Checksum: 0x948d

Length: 36

Network Mask: /24
Attached Router: 192.168.30.1
Attached Router: 192.168.30.2
Attached Router: 192.168.30.4

LS age: 191
Options: 0
LS Type: network—LSA
Link State 1D: 20.1.1.1 (address of Designated Router)
Advertising Router: 192.168.30.2
LS Seag Number: 80000001
Checksum: 0x1e89
Length: 32
Network Mask: /24
Attached Router: 192.168.30.2
Attached Router: 192.168.30.3

| EREEREE
| E B | n =
LS age LSA D#FBEMZERRLET,
Options SO LSA ff‘ﬁﬁiu:)b—q@?r?"&apﬁ%ﬁ%ﬁi:Li?s
AT aVITEL TR, AT 230 70— LR ESRL TS,
‘LS Type ‘LSA DEATERRLET,
[Link State ID JoHRF—F D ERRLET,
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‘Advertising Router ‘CO) LSA ZHEMLI=IL—2DIL—F D #XRRLET,

‘LS Seq Number D= RABBERRLET,

Length LSA DAAFEERTRLET,

‘Network Mask TYNT—DRRIERRLET,

FYRT =V IZHEHEN TS EIL—EDIL—F D ZRTRLET,

‘Attached Router

IOptions J4—IL K

show ip ospf database {asbr—summary |external [network |router |[summary }. show ip

ospf neighbor detail [ZI&. Options Z4—IILEMBHBYLL FDLIGEH®REFELHET,
Options [&. 8 EYbDT4—ILETY, FfL 4 EFT Type of Service ZRTET S, LI 4 EWhEIRFHAT.
0 NMEHLNTND, ULTFICEVRDEKREZRLET,

o oo w B[]

M
E
C ‘

T:TOS

E:SMERIL—T 4T RED

MC Y ILFF v AMEEN

N :NSSA &E

Options M{EH 0 DIHBE. Type of Service [& TOS 0 DHELEY .2 DIBE . A EIL—TFT142TReHhEls5b,
OOOONMCET

I:A?‘/ rE

show ip ospf database network

I/\°5%—9

INTGA=REHBYFEE A,

176



IPvd L—T1> 0 DIFER

L v—5ussomks

I show ip ospf database router

VODAT—hT—BR—ZBDFYLT—Y LSA DFMERTLET .

|§ﬁ@ﬁm

Router#show ip ospf database router
OSPF Router with ID (192.168.30.1)
Router Link States (Area 0.0.0.1)

LS age: 193

Options: 2

Flags: Ox2 : ASBR

LS Type: router—LSA

Link State 1D: 192.168.30.1
Advertising Router: 192.168.30.1
LS Seqg Number: 80000063
Checksum: Oxbcfd

Length: 36

Number of Links: 1

Link connected to: a Transit Network

(Link ID) Designated Router address: 10.1.1.1
(Link Data) Router Interface address: 10.1.1.1
Number of TOS metrics: 0

TOS 0 Metric: 10

| EEEREL
| E B | BE:
LS age LS ORBEMERTLET,
Options SO LSA ff‘iﬁiu:)b—'st@?}-?“vayﬁ%ﬁaéﬁi:Li?s
AT LaVITEL TR, AT 230 70— LR ESRL TS,
Flags ICO LSA ZERLIZL—S0EEERRLET,
‘LS Type ‘LSA DEATERRLET,
Link State ID YUHRTF—hID ERELET,
|Advertising Router 2D LSA ZERLIZL—2DL—FID ERFLET,
‘LS Seq Number D= RABBERRLET,
‘Checksum ‘9‘1‘77'&1—\E§7T<L¥'§_o
Length LSA OAAFRERTLET,
INumber of Links [CDIL—BD OSPF AU AT71—AD#ERTLET,
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‘Link connected to ‘T&ﬁbft‘é*“}l*'7-7@’5‘47’%555%»??3
(Link ID) HBEIL—BD P FRLRERTLET,

(Link Data) =802 57—Z P FRLAERTLET,
‘Number of TOS metrics ‘TOS metric DERTLET

‘Tos 0 Metric ‘Tos 0 MAM)YIZERTLET

IOptions J4—IL K

show ip ospf database {asbr—summary |external [network |router |[summary }. show ip

ospf neighbor detail [ZI&. Options Z4—IILEMBHBYLL FDLIGEH®REFELHET,
Options [&. 8 EYbDT4—ILETY, FfL 4 EFT Type of Service ZRTET S, LI 4 EWhEIRFHAT.
0 NMEHLNTND, ULTFICEVRDEKREZRLET,

M
N
E

T:TOS

E:SMERIL—T 4T RED

MC Y ILFF v AMEEN

N :NSSA &E

Options M{EH 0 DIHBE. Type of Service [& TOS 0 DHELEY .2 DIBE . A EIL—TFT142TReHhEls5b,
OOOONMCET

I:A?‘/ rE

show ip ospf database router

I/\°5)‘—’5'

INTGA=REHBYFEE A,
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| BB EAER L LSRR

I show ip ospf database self-originate

YO ORT—bT—EAR—XBDZDIL—EFNERLT- LSA OHYTYERRLET,

|§ﬁ@ﬁm

Router#show ip ospf database self-originate
OSPF Router with ID (192.168.30.1)
Router Link States (Area 0.0.0.1)

Link ID ADV Router Age Seqg#
192.168.30.1 192.168.30.1 204 0x80000063

Net Link States (Area 0.0.0.1)

Link ID ADV Router Age Seq#
10.1.1.1 192.168.30.1 204 0x80000002

AS External Link States

Link 1D ADV Router Age Seq#
10.3.1.0 192.168.30.1 600 0x8000003e
[0x0]

192.168.30.0 192.168.30.1 602 0x8000005¢
[0x0]

CkSum Link count
Oxbcfd 1

CkSum
0x948d

CkSum Route
0x9a50 E2 10.3.1.0/24

0x1340 E2 192.168.30.0/24

| EEEREL
. @ B | m &
Link 1D YUHRTF—hID ERELET,
/ADV Router |20 LSA ZHERLIL—4DIL—4ID ERFLET.
‘Age |LSA DFBEEFEERRLET,
Seq# V= ABBERTLET .
CkSum FIvoY LERTLET,
‘Link count DoOBERTLET
[Route REERTLET,

b |

ANV DRATERTLET E1 (AN YDIZ[E AS HDEEIRARENEBAR NS
FN.E2 [E AS OB BAIRNMIEFENFEA,

‘[ 0x0]. |route—tag
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I:?DP%ﬁ

show ip ospf database self-originate

I INGA—H

INTGA=BEHYFEE A,
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 ERODPZIN::

I show ip ospf database summary

YO DRAT—hT—ER—AFNH ) LSA OFMHERTLET,

|§ﬁ@ﬁm

LS age: 217
Options: 0

Length: 28

TOS: 0 Metric: 0

Router#show ip ospf database summary
OSPF Router with ID (192.168.30.1)

Summary Link States (Area 0.0.0.1)

LS Type: summary—-LSA

Link State ID: 40.1.1.0 (summary Network Number)
Advertising Router: 192.168.30.4

LS Seg Number: 80000001

Checksum: 0x7138

Network Mask: /24

| EEEREL
. @& B | n =
LS age LSA £2ELTH LB (41 B ERRLET .
Options SO LSA ff‘iﬁibfz)b—g@?}-ﬁvayﬁ%ﬁaéﬁﬁLi?s
FTLavIZBL TR, AT 230 74— LR ESRLTE S,
‘LS Type ‘LSA DEATE=RRLET,
Link State ID YUHRTF—hID #RELET,

‘Advertising Router

2D LSA ZERLIZL—EDL—F D ERFLET,

LS Seq Number

VT ABBERTLET

‘Checksum

FryoH LERTLET,

‘Network Mask

PYRT—ORRIERTLET

'TOS

‘Type of Service {BEZ&RRLET,

‘Metric

AMJuOEERRLET,

181



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

IOptions J4—ILK

show ip ospf database {asbr—summary |external |network |router |[summary }. show ip

ospf neighbor detail [ZI&, Options 74— ILEMHYUT DEOILBEREFLET,
Options (.8 EVrDTA—ILETT, T 4 EWFT Type of Service ZRTET S, LI 4 EhIKREHET.
0 NEHLN TS, LTFIZEYFDEKRERLET,

T ‘

M
E
C ‘

T:TOS

ESNEIL—T42 T8RN

MC X ILFF v AFEEN

N :NSSA &t

Options D{EN 0 DIZFH . Type of Service |[& TOS0 DHAHELY .2 DBE . NEBIL—T12 T BEHEL D,
O0OOONMCET

I:A?‘/ rE

show ip ospf database summary

I/\°5)‘—9

INGA=BEHYFEEA,
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| NSsA-External U >4 DER

I show ip ospf database nssa-external

NSSA-External LSA DIE#HRZERTLET .

|§ﬁ@ﬁm

# show ip ospf database nssa—external

LS age: 78

Length: 36
Network Mask: /0

TOS: 0
Metric: 1

OSPF Router process 0 with ID (172.16.2.1)

NSSA-external Link States (Area 0.0.0.0)
NSSA-external Link States (Area 0.0.0.1 [NSSA])

Options: 0x0 (x|=|=[-1-1-1-1-)

LS Type: AS-NSSA-LSA

Link State ID: 0.0.0.0 (External Network Number For NSSA)
Advertising Router: 10.10.11.50

LS Seqg Number: 80000001

Checksum: 0xc9b6

Metric Type: 2 (Larger than any link state path)

NSSA: Forward Address: 0.0.0.0
External Route Tag: 0

| EEEREL
| E B | m A
LS age LSA ZZIELTHHDIEBIE (B ) ERRLET
Options SO LSA ?Eﬁiu:)b—g@?}-?“vayﬁ%ﬁa%i%Li?s
FTLavITBEL TR AT ar 70— LR ESRLTEESLY,
‘LS Type ‘LSA DEATERRLET,
Link State ID YUHRTF—hID £RELET,

‘Advertising Router

2D LSA ZERLIZL—EDL—F D ERFLET,

LS Seq Number

VT ABBERTLET

‘Checksum ‘9‘1‘77'&1—\E§7T<L35'§_o
|Length LSA DNAAEERTLET,

‘Network Mask

FYRNT—HOTRIERELET,

oS

‘Type of Service {BEZ&RRLET .

‘Metric

AMJuOEERRLET,
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IOptions J4—ILK

show ip ospf database {asbr—summary |external |network |router |[summary }. show ip

ospf neighbor detail [ZI&, Options 74— ILEMHYUT DEOILBEREFLET,
Options (.8 EVrDTA—ILETT, T 4 EWFT Type of Service ZRTET S, LI 4 EhIKREHET.
0 NEHLN TS, LTFIZEYFDEKRERLET,

T ‘

M
E
C ‘

T:TOS

ESNEIL—T42 T8RN

MC X ILFF v AFEEN

N :NSSA &t

Options D{EN 0 DIZFH . Type of Service |[& TOS0 DHAHELY .2 DBE . NEBIL—T12 T BEHEL D,
O0OOONMCET

I:A?‘/ rE

show ip ospf database nssa-external

I/\°5)‘—9

INGA=BEHYFEEA
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T— 3 N—XDFREHIER

I show ip ospf database database—summary

FNEFNDEATD LSA . LDEELTLANERTRLET,

|§ﬁ@ﬁm

Router#show ip ospf database database—summary
OSPF Routing Process 0 with 1D (0.0.0.0)

Area 1D: 0.0.0.0
LSA Type Count
Router
Network
Summary Net
Summary ASBR
Total
external LSA: 0

O O O oo

| EEEREL

B

= 2
LSA Type
Count Router

Network FNFNDT—EAN—REALTTEEL LSA O#ERTRLTLET,

Summary Net
Summary ASBR

I:A?‘/ rE

show ip ospf database database-summary

I/\°5)‘—9

INTGA=REHBYFEE A,
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| 0sPF 1 /3D iE#R

I show ip ospf neighbor

OSPF A/ \DREEZHTURTLET,

|§ﬁ@ﬁm

Router#tshow ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface RXmtL RastL DBsmL
192.168.30.2 0 Full/DR 00:00:32 10.1.1.2 port—channell 0 0 0
192.168.30.4 0 Full/DR 00:00:33 10.1.1.3 port—channell 0 0 0

| EEEEREL
. m®m B8 | &
Neighbor D [)L—% D
Pri =BT S54H4 T4
State FAINRTF—F
‘Dead Time A 7 \HE FERF R
Address AVBTI—ZD P FRLR
Interface [COFRARDEFESNTNDRINT—I D, KEBED (V4T —R%
IRXmtL U HRAT—FBEREYRDRS
RastL YU HRTF—RJHTAM ZEDRS
IDBsmL [T—AR—2H TR DEES

I:A?‘/ ==

show ip ospf neighbor

I/\°5)‘—9

INGA=BFEHYEE A,
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| OSPF A /SEROEBR R

I show ip ospf neighbor detail

OSPF A /NDIREZFHMRTLET

Iﬁﬁ@ﬁﬂ

Router#show ip ospf neighbor detail
Neighbor 192.168.30.2, interface address 10.1.1.2

In the area 0.0.0.1 via interface port—channel0
Neighbor priority is 0, State is Full, 5 state changes
DRis 10.1.1.1, BDR is 0.0.0.0
Options 2 *|*|=[=|=|-|E|*
Dead timer due in 00:00:36
Minimum dead time remains 29 sec
Database Summary List 0
Link State Request List O
Link State Retransmission List 0
Thread Inactivity Timer on
Thread Database Description Retransmision off
Thread Link State Request Retransmission on
Thread Link State Update Retransmission on

| EEEREL
| E B | m &
Neighbor L—21DD #RFLET,

‘inter‘Face address

MUBTI—AD P FRLRERRLET,

BT aTUTERRLET,

‘In the area

CORANBERIN TS RINT—I~D . REBDALHTT—R %

interface port—channelO

ERELET,

Neighbor priority N—BTSAFT1ERRLET,

Neighbor priority W—BTSAFT1ERRLET,

State RANDKEERTLET,

‘state changes

FANNREEBL-ERERTLET,

IDR/BDR IDR/BDR D IP 7RLREHRLET,
Ontions AT aveEERRLET,

P AT avIZBLTIE. AT a T —ILRESBLTESES,
‘Dead timer AN (P R RLET,

‘Minimum dead time remains

FANBIRETORY R/NEFEERTLES

‘Database Summary List

[F—HR—ZHIYYRFDEEERRLET,

Link State Request List

Vo ODRT—M)OTANIAFDRSERTLET

187



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

‘Link State Retransmission List

DODRT—FBREVAMDREERRLET,

‘Thread Inactivity Timer |Z¢5E‘1§947—Zb‘7p0);ﬁ%€§7ﬁLi'@'o
Thread D:lzlt‘abase Description DD BEERLYRDEEEERLET.
Retransmision

Thread Link State Request ).y semmsp @t Ly R D EEERRLET .
Retransmision

fhread Link State Update y)» p ik e mgT @R IEAL VK OB BERRLET
Retransmision

IOptions J4—ILF

show ip ospf database {asbr—summary |external [network |router |[summary }. show ip

ospf neighbor detail [Z1&, Options 74— ILEMBHYLUTDLIBEKREFLET,
Options (.8 EVrDTA—ILETT, T 4 EWFT Type of Service ZRTET S, LI 4 EhIKREHET.
0 MEDHLNTLS, UTFICEVEDEKRERLET .

M

N E T ‘

T:TOS

ESMERIL—T4 T RED

MC Y ILFF v AMEEN

N :NSSA #H

Options D{EH 0 DIHEE. Type of Service [£ TOS 0 DHELEY .2 DIBE. A EIL—TFT12TRehElsb,
OOOONMCET

I:A?‘/ rE

show ip ospf neighbor detail

I/\°5%—9

INTGA=REHBYFEE A,
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| £ CD0SPF* 1 /31K

I show ip ospf neighbor all

BIULTVNBIIL—EELEOTRA/VREBERTRLET,

|§ﬁ@ﬁm

Router#show ip ospf neighbor all

Neighbor ID  Pri State Dead Time Address Interface RXmtL RagstL DBsmL
192.168.30.2 0 Full/DR 00:00:38 10.1.1.2 port—channel0 0 0 0
192.168.30.4 0 Full/DR 00:00:39 10.1.1.3 port—channel0 0 0 0

| EEEEREL
. =® 8 | n =
Neighbor D |)L—4 ID #&FLET,
Pri IW—BTSAH T4 RTLET,
State FANRTF—FERTLES .
‘Dead Time FANHEFREERTLES,
Address LB IT—AD IP TRLRERRLET,
‘Interface AR ITT—REBERRLET,
IRXmtL O RTF—FBRURORIERTLET .
RastL OHRTF—RJHTAN RO RESERTLETS,
DBsmL . [F—AR—ZHTYYRFDEEERRLET,

I:A?‘/ ==

show ip ospf neighbor all

I/\°5)‘—9

INGA=BFEHYEE A,
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OSPFTE L -1 Reih R

I show ip ospf route

OSPF TEELI=L—TFT4F9T—TINERTLET,

|§ﬁ@ﬁm

Router#show ip ospf route

==== OSPF network routing table ============

N 10.1.1.0/24 [10] area: 0.0.0.1

directly attached to port—channelO
N 20.1.1.0/24 [20] area: 0.0.0.1

via 10.1.1.2, port—channel0
N 30.1.1.0/24 [20] area: 0.0.0.1

NIA 40.1.1.0/24

NIA 40.1.2.0/24

==== OSPF router
R 192.168.30.4

==== OSPF external routing table ===========

via 10.1.1.2, port—channel0
[10] area: 0.0.0.1
via 10.1.1.3, port—channel0
[10] area: 0.0.0.1
via 10.1.1.3, port—channel0

rout“’]g table E—————————
[10] area: 0.0.0.1, ABR, ASBR
via 10.1.1.3, port—channel0

NET 50.1.1.0/24 [20] tag: 0
via 10.1.1.3, port—channel0
| EEEREL
|\ B | m A
[10] PARNEERRLET .
‘via RORARRYTERRLET,
‘tag ‘route—tag =RRLET,
‘area BERNETDIIVTERRLET .
N FURT—OBBERTLES,
R /ABR . ASBR ~D#REEERTFLET,
1A Area HIDRBERT IA QILBAHIMES . Area NORBERRLET
E1 . E2  |[ANUwHBAT 1 2 ERFLET,
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I:?DP%ﬁ

show ip ospf route

I INGA—H

INTGA=BEHYFEE A,
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RPN

I show ip ospf virtual-Ilinks

REVIDIFHRERTLET .

|§ﬁ@ﬁm

# show ip ospf virtual-links

Virtual Link VLINK1 to router 10.0.0.1 is up
Transit area 0.0.0.
Transmit Delay is 1 sec, State Point—-To—Point,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

1 via interface LAN

Adjacency state Full
I%ﬁﬁ@ﬁ%
| = B | "

)

Virtual Link VLINKT

HRBUL I DEHERRLET .

‘Transit area

R DBBIYTERRLET,

‘via interface

‘Transit area "NDAVFITT—RERRLET,

‘Transmit Delay

[ Transmit delay fB (HEME) £RFLET,

State

OSPF /A T7x—RRT—rERRLET , (Down, Loopback, Waiting,
Point-To—Point, DROther, Backup, DR DU\ M TT . )

Timer intervals
configured

Z58H A< (Hello interval, dead interval, wait interval,Retransmit interval) D& (% E
E)Z&RRLET,

Hello due

RIZHELLO /N7 yhEEET HETORFMZERTLET,

Adjacency state

OSPF RA/N—RAT—FrZRRLET . (Down, Attempt, Init, 2-Way, ExStart,

Exchange, Loading, Full DL\ M TT . )

show ip ospf virtual-Iinks

I/\°5)‘—’5'

INSGA=BEHYFEEA
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| BaPo> 1Pv4 R 4R

I show ip bgp

BGP T. Advertise.”Receive LTWL\AIEHERTLET
SBETL IV IREIRTETHEIZEY, TORBICHITIEME(FTRIEL—F) DIFHREEHERT HEHTE
i—g—o

| =rEES G+ Y b7—s EEELELEE)

Router#show ip bgp

BGP table version is 0, local router ID is 192.168.10.1

Status codes: s suppressed, d damped, h history, * valid, > best, i — internal
Origin codes: i — IGP, e = EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
*>172.31.6.33/32 192.168.138.1 32768 7
*>192.168.119.0 192.168.138.1 32768 7
*> 192.168.71.0 192.168.138.1 32768 7
*>192.168.111.0 0.0.0.0 32768 i
*> 192.168.123.0 192.168.138.1 32768 7

Total number of prefixes 5

|2EEO8H Gikty FT—0 EEELANEE)

| E B | BE:

‘Iocal router ID |bgp DIL—EIDERRLET,

‘Network |BGP TEBELEBBERRLET,

‘Next Hop |Next_HOP BHERRLET,

Metric IMULTLEXIT DISC Bit£&RLET .
LocPrf |LOCAL PREF Bt &RRLET

Weight COBBICHT BEHTTERTLET,
IPath IAS PATH &R RLET,

‘Total number of prefixes R ERRLED,

193



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

|§ﬁ

EEH (FEErY FT—Y EEET HIHE)

Router#show ip bgp 192.168.123.0
BGP routing table entry for 192.168.123.0/24
Paths: (1 available, best #1, table Default—IP-Routing—Table)
Local
192.168.138.1 from 0.0.0.0 (192.168.10.1)
Origin incomplete, localpref 100, weight 32768, valid, sourced, best
Last update: Thu Feb 27 13:11:34 2003

Router#

| 2EEO8H Gikty FD—0 EHEET 55E)

194

| E M | 2B
lavailable COFELICHT BRBROBEERTLET
‘best |avai|ab|e NP TERIGERSN TOSBRBOEETERRLET

Local BEDRBTHILEEKRLET, D BGP E7HLZFEBL-BRBDIHE AS BES
ARTRENFET,

FROAMRYTTRLRECDBRERGLI=RA/N\—DTFRLAE LU BGP JL—4E ID

from ERRLET.

|Origin ORIGIN Bi#tERRLET,

Imetric IMULTLEXIT DISC Bt &RLET .
llocalpref LOCAL PREF Bt &RRLET

[weight CORBINT ZEHNTERTLES.
valid BEAPHEETHHEETLET .,

7%&%0)’5"(70’87? LET, 2L T2l “internal” “confed—external” “external”

sourced, local p "o "o P
aggregated, local” “sourced” “sourced, local”"MBHYET,

latomic-aggregate  |ATOMIC_AGGREGATE B4 ZEKLET .

lbest IRRML—FEBKLET,
‘Community |:IE:L:7_'40)1_I§§§7T<L35'§_0
[Extended Community [fi3EI31=T DIEEERTFLET.
|Originator |ORIGINATOR ID B RRLET .
(Cluster list ICLUSTER LIST Bt &RLET,
‘Last update |E%T£(:E¥J—T$1’LT:E|H§E§7T<L35'§-O




IPvd L—T1> 0 DIFER

I:?DF%K

show ip bgp [KBBETL T4 v I R> [ Yy b<RY 1]

I/\°5)‘—9

XS5 A—% | BRENS BEEmE | HEREE D E
BREUEVFIETL T4 RERELET . . |ETORETLI49HAD

5a5%E e 2 _ o [Pv4A 7RLR IEHRERTLET,
EDIERESBTHENTEET, 7 ;ﬁ SlSy TR AR
SHBLEWREETL I VIRADRYNIRI%ES IPvd TRLR BEETL T4 I R EIZ—H

YR | e
ELET, =

I ROEHMERTLET
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losa=7BHIcHY 2%F

I show ip bgp community-info

BGP RN 2 =—TsBHEZRRLET,

|§ﬁ@ﬁm

Router# show ip bgp community—info
Address Refcnt Community
[8114eb8:766] (2) no—export
[8114e58:768] (1) local-AS

| EEEREL
E®E B | n &
AS NREEILTLSYIEAE) EOTRLR (16 #EH) /i aDESZE.[ABIOFKT
Address _
FRLET
Refent CO3Z21=FABHEED T TRIEH HLNEBIELT UPDATE A t— U DBRBERTLET,

‘Community |351:7_'4J§;'|'$§§7TTL¥'§'0

|:|7> ==

show ip bgp community-info

I/\°5)‘—’5!

INGA=BEHYFEEA,
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IBePE7Imd 2 %R

I show ip bgp neighbors

BGP E7IZBET 3IEHERRTLET

FI=.BGPET7®DIP PRLRZIREL. AT avEieE TS EICKY, $EELI=BGP ET7IZE{ELT-/BGPE

THhoZELEEBORHRERTIHELTEETY .

| FREEH (Neighbors M EEHRIELR)

Router#show ip bgp neighbors
BGP neighbor is 192.168.10.2, remote AS 1, external link
BGP version 4, remote router ID 192.168.10.2
BGP state = Established, up for 00:19:11
Last read 00:00:10, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old and new)
Address family IPv4 Unicast: advertised and received
Received 79 messages, 0 notifications, 0 in queue
Sent 135 messages, 1 notifications, 0 in queue
Route refresh request: received 0, sent O
Minimum time between advertisement runs is 0 seconds

For address family: IPv4 Unicast

Inbound soft reconfiguration allowed

Community attribute sent to this neighbor

Outbound path policy configured

Route map for outgoing advertisements is *com-add
0 accepted prefixes

Connections established 3; dropped 2
Local host: 192.168.10.1, Local port: 179
Foreign host: 192.168.10.2, Foreign port: 1032
Nexthop: 192.168.10.1
Read thread: on Write thread: off

| ZIEE DB (Neighbors D EEHIESR)

. ® B | m A

IBGP neighbor | RA/3D IP PRLRERRLET .

‘remote AS FAND AS BEBEERRLET,

llocal AS BHDAS ESERRLES,

‘internal link "J)?U)ﬁ%\(internal or external) # R RLET
IBGP version BGP d/A—PavE&RRLET,

‘remote router FANDIIL—E D ERRLET,

‘BGP state ‘BGP DIRBEERTLET
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[up for [y A BRI S TAS DR () |
‘Last read ‘CO)**{/V)‘E)E%Tﬁ(:)“‘Jt—ﬁ’égﬁ/\lffﬁfﬂﬁ (B 7) ‘
lhold time v avEMET REMERTLET.

‘keepalive interval ‘keepalive ZEETHEREERRLEDT,
XHETE D neighbor DIFHRES BT HIHEEE. T3> EL T neighbor D IP PRLRAZIBELET .

Iﬁﬁ@ﬁﬂ(%ELEM@MmEEﬁ/%ELE%%Eﬁ)

192.168.10.2 [CERf L - 1R ER 1B R
Router#show ip bgp neighbors 192.168.10.2 advertised-routes

Network Next Hop Metric LocPrf Weight Path
*> 172.31.6.33/32 192.168.10.1 32768 100 ?
*> 192.168.19.0 192.168.10.1 32768 100 ?
*> 192.168.21.0 192.168.10.1 32768 100 ?

Total number of prefixes 3

Router#
192.168.10.2 A 52 EL-#2 IR EHR

Router#show ip bgp neighbors 192.168.10.2 received-routes
Network Next Hop Metric LocPrf Weight Path
*> 192.168.50.0 192.168.10.2 0 017

Total number of prefixes 1

MKINWA—BEICEAREL, ZELL-2BRERTLET,
=L O# e A3 BI1ZIE neighbor soft-reconfiguration inbound AT FEETEL THEMHELHY
EX P

| Z#EE 038 (55 L1 Neighbor B~ 1S L #EHEHR) )

| E B | m &

‘Iocal router ID ‘bgp DIL—2ID ZRRLET,

‘Network ‘BGP TEEL-BBZRRLET,

‘Next Hop ‘Next_HOP BHERERLET,

Metric IMULTLEXIT DISC BitE&RLET,
LocPrf LOCAL PREF BHZERRLET .,

Weight CORBITHTBBA M TERRLET,
IPath IAS PATH #&RLET,

‘Total number of prefixes R ERRLET,
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I:?‘JF‘

==

show ip bgp neighbors [ <BGP E7® IP 7 KL A [ advertised-route | received-routes | routes ] ]

A—4
o Rk5A—a | BRENS | OBEEE | AREOME

. . BGP E7%IEET HIHAIC.BGPET®D IP £THBGPET7®
BGP E P b - P A ‘

TOPTELR oo 2tz LEd TRUABE  leep

advertised—routes

HERTLET

Advertise L1z UPDATE Ayt— DIEHRD

advertised—routes

received—-routes

Z{EL1= UPDATE Ayt—C DIERD A%
RRLET,

received—routes

ERELIZT YT
T—hAvE—CD
(EE:

routes

—VDEBRODAHERTLET

B E#HRELTRETET- UPDATE Ayt

routes
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| As/ <2 f54R

I show ip bgp paths

FELTLVS AS /SRERRLET

|§ﬁ@ﬁm

Router#show ip bgp paths
Address Refcnt Path
[d58aec:0] (16)
[cf1954:2] (16) 15555
[cf1874:4] (2) 1

| EEEREL

‘' B | n A

AS NRZEHMLTWAYIEAE) EOTRLR(16 #E) £yl 2D BESE . [ABIOBAKXTE
RLET

Refent |20 AS SR THEL TS REOHERTLET,
Path  |AS /SRERTRLET,

address

|:|7> ==

show ip bgp paths

I/\°5)‘—’5!

INGA=BEHYFEEA,
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I BGP REMOTE-NEXT-HOP7 k') E 2 — KF#R

I show ip bgp remote—-nexthop—-info

BGP REMOTE-NEXT-HOP 7hJEa1—bk EHRERRLET,

I K EE

Router#show ip bgp remote—nexthop—info

[0x2b95df0:131551548] (11) Encap Type:IPsec Tunnel, Tunnel Endpoint:10.3.0.2, AS:65500 (Received
192.168.0.2)

[0x2b96320:131640978] (22) Encap Type:IPsec Tunnel, Tunnel Endpoint:10.1.0.2, AS:65500 (Received
Local)

[0x2b95fb0:131621860] (11) Encap Type:IPsec Tunnel, Tunnel Endpoint:10.3.0.2, AS:65500 (Received
192.168.0.1)

| EEEREL

E B ‘ RS

[0x2b95df0:131551548] |7 NJE 21— &AM B/ \ v aF—ERRLET .

an FRIEA—FDSBEEERTLET .
Encap Type: |ﬁ7t)bﬁiﬁ€§ﬁ<bi'§'o

Tunnel Endpoint o RILIVRRAVNTRLRZRRLET .
AS: FoRILIZVRRAUL AS #RRLET,
Received |7|\')|Z°:L-|~€J‘E%LT: BGP peer 7RLRAZERRLET .

I:?DF%K

show ip bgp remote-nexthop-info

I/\°5)‘—9

INTGA=BEHBYFEE A,

Iﬁﬁ%—F
HiEL—YE—F
A—HE-F
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| BPR* ¥ VR T — & XDIEH

I show ip bgp scan

BGP R¥X v U RAT—RRERRLET,

|§ﬁ@ﬁm

Router#show ip bgp scan
BGP scan is running
BGP scan interval is 60

BGP connected route:
192.168.38.0/24

Current BGP nexthop cache:

192.168.10.0/30

| 2EE S
| E B | n =
IBGP scan is BGP DR F v DREERRLET

‘BGP scan interval

RErU T HME 7)) ERRLET,

‘Current BGP nexthop cache

‘#“‘("‘J’/léﬂf: nexthop M) ALERRLET,

‘connected route

EHENTLS RV T —oERRLET,

|:|7> ==

show ip bgp scan

I/\°5)‘—9

INGA=BEHYFEEA,
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IBePEromsER

I show ip bgp summary

BGP E7ICBT AIEHEE R R RLET .

| 2rEEs

Router#show ip bgp summary

BGP router identifier 192.168.10.1, local AS number 100
3 BGP AS-PATH entries

1 BGP community entries

Neighbor v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down  State/PfxRcd
192.168.10.2 4 1 140 197 0 0 0 01:20:01 1

Total number of neighbors 1

SRR

| H B | now
IBGP router identifier  |[A%EM BGP L—% ID #&RLET,
KEBED AS BEEERRLET .

IBGP AS-PATH entries [$#BLTL\% AS /SRIVRID#ERTRLET,
‘BGP community entries "‘?“'—'E' LTS BGP aZa=T/D#HERTLET,

‘Iocal AS number

Neighbor BGP A /30 IP PRLRAEERLET,

v BGP D/A—SavEERRLET .

AS BGP A /30 AS BEEERTLET,

MsgRovd [Z{ELT=BGP Ay t—SOHERTLET,

MsgSent B{ELT- BGP Avt—S O¥ERTLET,

TbIVer #1EL1=BGP T—ILOBHA—DavERFLET,

InQ RWBDZIELT- BGP Avt— S OBERTLET .

loutq REIED BGP AvE—SOHERRLET,

‘Up/Down ‘BGP tylarvNEILISNTHLDRBREEERTLET .

State/PfxRod BGP tvav AL ENHETIE BGP AT — MR R, FEIL &L BGP RA /35

ZIELREBHBERTLET,

Total number of
neighbors

BGP RA/N\DHMERIRILET . BGP Ly aVv REILDRA/NELEHAHFT,
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I:?DP%ﬁ

show ip bgp summary

I INDA—A

INTGA=BEHYFEE A,
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LUy

I show ip resolver-cache

WEDFrv 1785 (DNS FH) R RLET,

|§ﬁ@ﬁm

Router#show ip resolver—cache

<resolver dns table>
1th direction = [1] (name to addr)
IPv4 Address = [192.168.100.1]

Hostname [host.domein.co.jp]
Router#
| 2EE S
- B
ZH—IP PRLRATHER SN -IEREOMN /P FTRLA-E TR SN =B RLZO M
direction ERLET,
[1] DBEILBF—IP PRLRATY, FITELnet F60 TIX. IP PRLANLEHERET S
ZEEHYFEE A
1Pv4 Address  |$ETEI- IPv4 PRLRERTRLET .,
‘Hostname |IPv4 TRLRIZHET B HRANEERRLET .

I:l?‘/ ==

show ip resolver—cache

I/\°5)‘—’5!

INGA=BEHYFEEA,
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| fodn-listoF+ v 258

I show fgdn-1|ist

fqdn-list [ZERESNTLYS FAQDN D F vy a1EHRERRTLET,

Ii%@ﬁ%

V01.10(00) LLB&EH7R—k

Router#show fgdn-list

fgdn-list 1

www.fnsc.co.jp
IPv4 Address: 192.168.0.1, 192.168.0.2, 192.168.0.3, 192.168.0.4
IPv6 Address: unknown
last update: 2015/01/30 13:00:00
lifetime: 3000sec, interval: 90sec
query: 100, reply: 100

inf.fnsc.co.jp
IPv4 Address: unknown
IPv6 Address: 2001:abcd::1
last update: 2015/01/30 13:00:00
lifetime: 3000sec, interval: 90sec
query: 100, reply: 100

fadn-list 2
test.fnsc.co.jp
IPv4 Address: 192.168.1.1
|IPv6 Address: 2001:1234::1
last update: 2015/01/30 13:00:00
lifetime: 3000sec, interval: 90sec
query: 100, reply: 100

| EEEREL
- mo®
‘fqdn—list ‘fqdn—list DEESETRTLET,

‘www.fnsc.co.jp ‘FQDN #=RRLET,

IPv4 Address: | BRTARIRLT= IPv4 PRLRERTRLET,

IPv6 Address: | & BIERLT= IPv6 PRLRERRLET,

‘Iast update: ‘7PL/Z€E¥ELT:E|H§E§7T<L¥TO

lifetime: [ 7RURBRRLT- FADN £R 9 2EMERTLET,

Interval TRLRBRETSERERTLET,
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I:A?‘/ FE

show fadn-list [fogdn-list &E]

I INTG A—A
C K5A—4 | BRENE REGE | AREOME
fqdn—list HFES FEELT= fadn-list B DA RIERLIZZFL X |1~50% 2T O fqdn-list ZF
=RRLET, SEDF vy lER
NREREINFET,

X INTA—A fqdn-list HEEDRFEEE 1~50 (. V1.12(00) LA EHR—
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1230080 50l

I show ip stateful-packet

AREEIL, LAN ™D WAN ADEEIZRL T, PO EALEHFEOTFRLRAEZEZELTHE. TFOTFRLRAEED

HRARMNSDT—FLUS K, LAN [CHLEVDEREZ > TWVET - FELEEFOT7RFLRAERERTTS
& TEET,

|§ﬁ@ﬁﬂ1

Router#show ip stateful-packet

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 5 (IPv6) Peak:100

EWANT
no Source Address Port Dest Address Port Id Seq Prot Age
——— e e Fe———————— e +———=
1192.168.10.2 10563 192.168.11.1 23 tcp 231
Router#
| ZTEmEs 2

Router#show ip stateful-packet summary

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 5 (IPv6) Peak:100

Router#
| EEEREL
. m B | n s

BEIAINA)TT=TIDBEERTLET,

Max sessions CoTRTRT UL, IPv4/IPve TEEATAIZE IRV T T—=TJILOBEBELYE
—q—

BEIANA) T T=TIILOFERP Oy avHEBERRK Y (Peak) &R R
Active sessions |LET,

CCTRTRTDHIL. IPvA/IPv6 TEALTWDREE IRV T T—TILDEEBYET
‘Source Address ‘?E‘LT:EEJTE IP 7RLRZERRLET,

‘Dest Address ‘?gbf:gﬁf‘ﬁ IP 7RLRERRLET,

[Prot FELTArLERRLET,
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[Age ComEERBOT—TLHSHEIRT HETORMB) ERRLET. |
[interface O P FRLRELDHANEES 51287 T—RBERRLET . |

I:l?‘/ ==

show ip stateful-packet [/ % 7 —X]

4

NE REGE | AREOE

lan 1

>
J
s
I
phy
ul
Xa
flt

ewan 1
pppoe 1~24
BB IINA) T ETHEO>TNSAUZTT—X |dialer 1~20
#HEELET, usb—ethernet 172 |2 THHEEI(ILA
summary ZEE YT H_ET, MEHFWMDAZER  |ipsecif 1~32 Yo DiEHR
RLET tunnel 1~32
bvi 1~16*"
vlanif 1~16
summary

AR TT—R%E

¥1 INSA—4 bvi 1~16 [, V01.03(00) LLEEHR—
¥2 /NS5A—A usb—ethernet 1 [, V01.08(00) LI H HR—~
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| IPv4 IcEET B#EEHESR

I show ip traffic

Pv4 [CEET HIEHERERTLET .

| TEm@Es
Router#show ip traffic
IP statistics:
ip:

494 total packets received
0 bad header checksums
0 with size smaller than minimum
0 with data size < data length
0 with length > max ip packet size
0 with header length < data size
0 with data length < header length
0 with bad options
0 with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0 malformed fragments dropped
0 fragments dropped after timeout
0 packets reassembled ok
470 packets for this host
0 packets for unknown/unsupported protocol
0 packets forwarded (0 packets fast forwarded)
24 packets not forwardable
0 redirects sent
0 packets no matching tunnel found
291 packets sent from this host
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams fragmented
0 fragments created
0 datagrams that can't be fragmented
icmp:
0 calls to icmp_error
0 errors not generated because old message was icmp
Output histogram:
echo reply: 3
destination unreachable: 0
source quench: 0
routing redirect: 0
alternate host address: 0
echo: 18
router advertisement: 0
router solicitation: 0
time exceeded: 0
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igmp:

tep:

parameter problem: 0
time stamp: 0
time stamp reply: 0
information request: 0
information request reply: 0
address mask request: 0
address mask reply: 0

0 messages with bad code fields

0 messages < minimum length

0 bad checksums

0 messages with bad length

Input histogram:
echo reply: 18
destination unreachable: 0
source quench: 0
routing redirect: 0
alternate host address: 0
echo: 3
router advertisement: 1
router solicitation: 0
time exceeded: 0
parameter problem: 0
time stamp: 0
time stamp reply: 0
information request: 0
information request reply: 0
address mask request: 0
address mask reply: 0

3 message responses generated

2 messages received

0 messages received with too few bytes

0 messages received with bad checksum

2 membership queries received

0 membership queries received with invalid field(s)

0 membership reports received

0 membership reports received with invalid field(s)

0 membership reports received for groups to which we belong
0 membership reports sent

153 packets sent
119 data packets (7228 bytes)
0 data packets (0 bytes) retransmitted
30 ack-only packets (113 delayed)
0 URG only packets
0 window probe packets
0 window update packets
4 control packets
231 packets received
116 acks (for 7233 bytes)
0 duplicate acks
0 acks for unsent data
122 packets (1726 bytes) received in—sequence
0 completely duplicate packets (0 bytes)
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udp:

arp:

0 old duplicate packets
0 packets with some dup. data (0 bytes duped)
0 out-of-order packets (0 bytes)
0 packets (0 bytes) of data after window
0 window probes
0 window update packets
0 packets received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 discarded because packet too short
4 connection requests
5 connection accepts
9 connections established (including accepts)
0 connections closed (including 0 drops)
0 embryonic connections dropped
118 segments updated rtt (of 114 attempts)
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts (resulting in 0 dropped connections)
0 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
85 correct ACK header predictions
104 correct data packet header predictions
10 PCB hash misses
0 dropped due to no socket
0 connections drained due to memory shortage
0 bad connection attempts
5 SYN cache entries added
5 completed
0 aborted (no space to build PCB)
0 timed out
0 dropped due to overflow
0 dropped due to bucket overflow
0 dropped due to RST
0 dropped due to ICMP unreachable
0 SYN,ACKs retransmitted
0 duplicate SYNs received for entries already in the cache
0 SYNs dropped (no route or no space)

215 datagrams received

0 with incomplete header

0 with bad data length field

0 with bad checksum

0 dropped due to no socket

0 broadcast/multicast datagrams dropped due to no socket
0 dropped due to full socket buffers

215 delivered

1 PCB hash misses

117 datagrams output

8 packets sent
1 reply packets
7 request packets
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59 packets received

4 reply packets

55 valid request packets

55 broadcast/multicast packets

0 packets with unknown protocol type

0 packets with bad (short) length

0 packets with null target IP address

0 packets with null source IP address

0 could not be mapped to an interface

0 packets sourced from a local hardware address
0 packets with a broadcast source hardware address
0 duplicates for a local IP address

0 packets received on wrong interface

0 entries overwritten

4 packets deferred pending ARP resolution

4 sent
0 dropped
Router#
| EEEREL
| H B | 5B
ip |0 total packets received ‘IPV4 DIZENN TN ERTLET,

0 bad header checksums

IPv4 ANYE FTvOH LMERIEDZIE/ N Ty %
=rLET,

0 with size smaller than minimum

HERQO A I7TYMEEEZLTOEL/ YR
RENTINEERTLES .

0 with data size < data length

NTIREDIP AYTHDT—ARIEUT D]
Ny ERILET,

i

0 with length > max ip packet size

Y7 T IVREBIZKYRKIP /T ybREBZ T
ZENTYMNIERRLET,

0 with header length < data size

IPAYEHDAYE RIENIP AV DRIERKY
BOZENNTYMNERTRLET,

0 with data length < header length

IPAYSE® IP /Iy RIED IP AVST RIEXY
HOZENNTYMNIERTRLET,

0 with bad options

P AYRISRERD P AT 5B ALRE/N
ryrERRLET,

0 with incorrect version number

IP AYA DIN—230 M 4 THRINVZE/ NNV
(ESP EEHIIEFHL) #RERLET,

0 fragments received

TSTARENTF b DRER ()T EVTIL
HIDB)ERTLET

0 fragments dropped (dup or out of space)

BEROAEIFRICKYERSNI=TST AU MRIE

Ny ERTLEY
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0 malformed fragments dropped

A7V bE LI RENBETREENTFT A
NI ERTLET

0 fragments dropped after timeout

D72 TIEFEDIA LT IMIKYEEINTZT
ST AN INIERRLETS

0 packets reassembled ok

U7 TIVIZETILE=/ b () 7o T IV
DE)ERTLET,

0 packets for this host

ERRERE/ TUMNERRLET,

0 packets for unknown/unsupported protocol

EKHHR—brD Layerd TORIJLIZKYREREL-Z(E
INTYRERRLET,

0 packets forwarded (0 packets fast forwarded)

T —RICERILIz/ 7y b8 BRI+ T—FIZ
RIILf= b #ERTLET,

0 packets not forwardable

T+ TR TERD STy EERRLET

0 redirects sent

T+IT—KLE=DIE AL IRIL—T 4T ElgoT=
TybERTLET,

0 packets no matching tunnel found

b RIVICBEDIZVEETT/FEE T RL ADHH
BHED/NNTYrERTLET,

0 packets sent from this host

BREEED P NI GEERB/N\T YN EE
DIERTRLET,

0 packets sent with fabricated ip header

IP AYE N ERLI-BBEE/ Y I(RAW YV
TybhiElE) #RELET,

0 output packets dropped due to no bufs, etc.

INVTFRRBEHFICKYEEICKRLIz/ Ty EZE
FRLET,

0 output packets discarded due to no route

BN R OGN =OEEITKBL=/\ Ty
ERTLET,

0 output datagrams fragmented

TS AN L =/ Ny b (TS5 AU MRITD
) #RRLET,

0 fragments created

DTG AUNEERTYNEERRLET .

0 datagrams that can’t be fragmented

Don't fragment 2545 M1=8, 755 AU TELM
oty b I ERRLET,

icmp

0 calls to icmp_error

P/ YRDZIETIS—EKRELICMP /YD
EHETESIELEHERRLET,

icmp

0 errors not generated because old message was

IS—ERELST=ZIE/NT YA ICMP D=8,
ICMP QAR ZEIThEh>T=#ERRLET .

|Output histogram:

ICMP 3{EDEATRIAY L 2ERRLES,

| echo reply: 0

\ICMP echo reply EE/N\TYMNIERRLET,

destination unreachable: 0

ICMP destination unreachable FE{E/ N\ vh#ER
RLET,

source quench: 0

ICMP source quench E{E/ N\ YT+ T —REF
IZ\YT7RRIZKYEE) #RRLET,

routing redirect: 0

ICMP routing redirect E{E/\ 7 ybERTTLE
ER
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alternate host address: 0

ICMP alternate host address FE{E/\ 7y EiZER R
LFET,

echo: 0

‘ICMP echo request EE/ N\ Y IZERRLET,

router advertisement: 0

ICMP router advertisement E{E/\r Yy IERT
LFEY,

router solicitation: 0

ICMP route solicitation EF{E/ Ny ERRLE
ERS

time exceeded: 0

ICMP time exceeded E{E/ N yhHiERRLE
ERR

parameter problem: 0

ICMP parameter problem #E{E/8yh#ER L
F9,

time stamp: 0

ICMP time stamp {5787 v iR RLET .,

time stamp reply: 0

ICMP time stamp reply EE/ NV #EZRTLE
ElR

information request: 0

ICMP information request ZE{S/ N\ vy ERRL
*9,

information request reply: 0

ICMP information request reply ZE{E/\vhEi%
®RLET,

address mask request: 0

ICMP address mask request ZE{E/\ 7 yhEiE R
LFET,

address mask reply: 0

ICMP address mask reply E{E/ 7y EiERRL
*F9,

0 messages with bad code fields

A—KR{ENTIEL ICMP Z{E/NTIMIERTLE
ERR

0 messages < minimum length

Ayt —URARIE (FETES)ICMP Z{E/\7 vk
BERTLET,

0 bad checksums

FIvoH LIENATRIEL ICMP Z{E/\rybh#iER
RLET,

0 messages with bad length

ICMP T—4H®D IP Ay KA FRIEL ICMP Z{E/\
TyrBERTLET,

|Input histogram:

IOMP ZEDAATRIAY L 2ERRLET,

echo reply: 0

lecho reply 25/ BERTRLET,

destination unreachable: 0

destination unreachable Z{E/\ Y ERRLE
ER

source quench: 0

’source quench Z{E/\ryhEiERRLET .

routing redirect: 0

’routing redirect ZIE/ Ny ERRLET,

alternate host address: 0

alternate host address Z{E/ N\ Y ERT<LE
ElR

echo: 0

‘echo ZENTYMNIERTLET,

router advertisement: 0

router advertisement /N yhHERRLE
ElR
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router solicitation: 0

‘route solicitation Z{E/ N Y ERRTLET .

time exceeded: 0

‘time exceeded ZIE/NTYNIERTLET,

parameter problem: 0

‘parameter problem Z{ENTYFIERRLET,

time stamp SE/ VN EERTLES,

time stamp reply: 0

‘time stamp reply Z{E/\NTYMIERTLET,

|
|
|
| time stamp: 0
|
|

information request: 0

‘information request ZE/NNT Y ERTLET .

information request reply: 0

information request reply Z{E/\rvhERTL
F£9,

address mask request: 0

address mask request Z{E/\TYrHERRLE
ER

| address mask reply: 0

\address mask reply SFE/ Ny EIERRLET,

0 message responses generated

BRI YMIHLTREEZER L=/ Ny 8%
FRLET,

igmp |0 messages received

IGMP 245/ vk BERRLET

0 messages received with too few bytes

NTYRRDRIE FETES)IGMP 2Z{E/37 v
ERELET,

0 messages received with bad checksum

FIvoH LIEMATRIEL IGMP Z{E/\ryh it R
RLET,

0 membership query received

IGMP membership query DZIE/ NV IER T
LFEY,

field(s)

0 membership queries received with invalid

INTGA—BNRIER-HFEZEL = IGMP membership
query ZIE/N\TYMIERRFLET .

0 membership reports received

IGMP membership reports MZ{E/ Ny iER TR
LFET,

field(s)

0 membership reports received with invalid

INGA—B N IELE T8 BEZE L 1= IGMP membership
reports Z{F/ NV yhIERRLET

which we belong

0 membership reports received for groups to

' IL—TIZELTULV3 IGMP membership reports =
B\ rybERRLET,

0 membership reports sent

IGMP membership reports M EIE/ Ny ER TR
LFET,

tcp 0 packets sent

TCP {8/ y M IERRLET

0 data packets (0 bytes)

T34 TCP EE/N\TYE B L UVT—2F 0Ty
FgERRLET,

0 data packets (0 bytes) retransmitted

BEENTIYMBIVZDT 24TV %E
FKRLET,

0 ack—only packets (0 delayed)

ACK IS DHDTCPEE/NTIYMIE IUVZEDS
5 ACK D¥ERRLET,

0 URG only packets

URG 7545 MHD TCP F=E/NTr Y EiERRLE
ERR

0 window probe packets

TCP DTO—J SER N EERTLET,
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0 window update packets

EEVAVRVDEHEREGH=RIE/ TV
ERELET,

|0 control packets

aAVrA—)LZENNTIMNIERTLET,

|0 packets received

TCP 25\ ERRLET .

0 acks (for 0 bytes)

Z{E ACK /IS I B KU ACK LT=A 0Ty 8%
=rLET,

0 duplicate acks

ACK [ZKYZEERINTNAT—RIZHLTOE
HULE=Z{E ACK Ny iz RRLET,

0 acks for unsent data

EELTOGELS—7  ABBISHT 5 R(E ACK
RO ERTLET

0 packets (0 bytes) received in—sequence

EBCRELET—4/ Ty BB EUT—417
FUMEERTLET.

0 completely duplicate packets (0 bytes)

BEHELTRELET 2\ EB U T—4
FTOTIPRERRLET

0 old duplicate packets

U RABENEELE-Z ENTINDEERT
LEd,

0 packets with some dup. data (0 bytes duped)

RFC1323 PAWS D HIFEICKYBERESINT=/\ybEh
#=RrLET,

0 out—of-order packets (0 bytes)

TCP Y72 TIILABEBIZEWNWTY 72T ILEES
DRENTINIBRUVZDT—EAIOTINEER
RLET,

0 packets (0 bytes) of data after window

FEYAVRYEBAZ =N IYNER UV EFD ATy
FgERRLET,

0 window probes

ZEDAVRYTO—T Ry yrDZIEHERTRL
FY,

0 window update packets

ZIEVAVEVDBHOEREREG S/ DF
BEHERTLET,

0 packets received after close

CLOSE &fiof=tyiavIcstL TREL-ZE/N
TybEERIILET,

0 discarded for bad checksums

FIvI S LREEICKYEREL-/ Ny EiER
RLET,

0 discarded for bad header offset fields

TCP ANy DA T YMENTIED-HEELT-
NTYRERTRLET .

0 discarded because packet too short

T—ARNTRRBLTWS-BEREL-/\ Ty %
KRRLET,

0 connection requests

BREMD TCP DEMERET>LHERTLE
ER

|0 connection accepts

TCP DEMEREZ (T D(H-HERTLET,

|0 connections established (including accepts)

TCP M HEIL-BERRLET,

0 connections closed (including 0 drops)

TCP OHEMZER T LI-MB L VRHR T L#E
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0 embryonic connections dropped

TCP M#EMERICHL THRFIVIMSh - HERT
LET,

0 segments updated rtt (of O attempts)

BEIMROBEMBELEREL-HEIVDHAE
~NERLEBERTLET,

0 retransmit timeouts

BEAATAEHLIEHRERRLET,

0 connections dropped by rexmit timeout

BENZALTIRRY Y-ty ar$
ERELES,

0 persist timeouts (resulting in 0 dropped
connections)

TCP persist 34 YMFEEIL =AM B LUV EFA LT
MZ&YSIBRL=8ERRLET,

|0 keepalive timeouts

ITCP keepalive 84 T AEBILI-HERTLET .

|0 keepalive probes sent

ITOP keepalive /3y DA HBERTLES

0 connections dropped by keepalive

TCP keepalive [Z&Ysg@HltIEiEsn -yl ar#%E
iﬁtbi—d—o

0 correct ACK header predictions

BERIEDI=OANVT DEMAEMNANZACKLIEEH
o= #ERRLET,

0 correct data packet header predictions

ERIEDF=OAYE DFBETAICZENEES
SO HERTLEY

0 PCB hash misses

RNEERT—ITLSRED/ VP allLbEERR
RICKBL-#ERTLES,

0 dropped due to no socket

FZER—IARANTOVEN-ORELI-ZE/ Ty
PEERTLES,

0 connections drained due to memory shortage

AEYRBEIZKY TCP DYT7EVTIILF1—HIE
(T o EHRBERTLET,

0 bad connection attempts

RIEGERERSYN N 7ryMERELI-T-HEE
LE#ERTLET,

0 SYN cache entries added

ISYN vy anBmLE-BERRLET,

0 completed

SYN FruiadFryralflESRLFvya
ERLEBERRLES,

0 aborted (no space to build PCB)

SYN oyl aSBhICENWTAERYFRBIZKYE
RIEREREL-HERRLET,

0 timed out

SYN ¥y atdBeCE TR LT O MLEZLT
SBIHERTLEYS,

0 dropped due to overflow

SYN F¥uiadFyyiaIrN)iahi-8ER
RLET,

0 dropped due to bucket overflow

SYN F¥uiadFrydan\rybhiant-$%
®RLET,

0 dropped due to RST

RSTI7S54 Z{EIZ&Y SYNF vy adFvyaT
URUMSHIBRLE=#ERRLET,

0 dropped due to ICMP unreachable

ICMP unreach /N4y bR Z{EIZ&LY SYN Frysad
FryiaT M)A LHIBRLI-EERRLET,

0 SYN,ACKs retransmitted

SYN F v 1B LY SYNACK /34y DB &
BxITo-#ERTLET,
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0 duplicate SYNs received for entries already in
the cache

SYN ZZ{ELT=ABEIZ SYN FyvsadFvryia
RZHoI=#HERTLET,

0 SYNs dropped (no route or no space)

AEYFRBEHIZKY SYNF vy alZKYIRETER
Motz SYN b #iERRLET,

udp |t erams received UDP ZE/N\TYMN(T5—IC&KDREE/ Ty %
. a0 ERRLET,
0 with incomplete header UDP Ay A EMFRED O BEEL-ZE/N\Tvk
. HERRLET .,
. . UDP Ay A AN T—ARMPFIED-OBEELI-F
0 with bad data length field By AR RLET .
0 with bad checkeum UDP ANYA DF IS LENFIEDT=HEELS-
RENTINERRLET,
0 dropped due to no socket BAR—EARNTOG DR RL IR 1R/ 7y
P MERRLET
. ZUR—FABEVTUWVELN=ORELI-DO—KF
0 broadcast/multicast datagrams dropped due to PR TILFE ORI DB Sy EE
no socket —_
~LET,
VrybDREN T BNT--ORELI-ZE
0 dropped due to full socket buffers SR MEERLES,
0 delivered [BIECRULI b BERRLET,
0 PCB hash misses NEEHRT—TILSEBED /v a2l LbERR
RICKBLI=#ERTLET,
0 datagrams outout EEEROH-HMEFERBBFLAVUNER
. . RLET.
arp |0 packets sent ‘ARP DEEENT VM ERTRLETS

|0 reply packets

ARP reply 15/ SR RLET,

|0 request packets

ARP request 315/ 8y BERRLET .

|0 packets received

IARP DS/ v ERTRLET,

|0 reply packets

ARP reply 25/ 87 yNIERTELET,

|0 valid request packets

ARP request 25/ Sy IERRLET,

0 broadcast/multicast packets

BN ITO—KRX v ARELLETILF XY XD
ARP Z{ENTYMIERRLET,

0 packets with unknown protocol type

ARP AYA RO TARIINT4—IILENTRELZE
Ny ERTLET,

0 packets with bad (short) length

ARP AU RN RIEERZIE/N\TYMNIERRLE
ERR

0 packets with null target IP address

ARP NyA D A—4 Yk IP 7RLAH 0.0.0.0 &73
DTW=ZENNTYLERRLET,

0 packets with null source IP address

ARP AR RMDZEET IP PRL XA 0.0.0.0 &4
TW=Z2ENTYrERRLET,

0 could not be mapped to an interface

ZELI=ARP AT Y MEA VA TI—RIPTRL A
ADIVEUTIZKBLI-HERRLET,
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0 packets sourced from a local hardware address

ARP AyARDEIET/N—KIT7FPRLANE R
DN—R 7 EL>TWEZENT Y ERTL
E I

0 packets with a broadcast source hardware
address

ARP AYA R DZEET/N—KHT77RLAATO
—REF v RAMELGOTWVRENN Ty ERRLE
ER

0 duplicates for a local IP address

BRE®DIP PRLREB—DZE/NTrIIP 7R
LANEEL TS EEEAH D) ERRLET,

0 packets received on wrong interface

ARP T—JLIZB D H A3 T7—AERKD
AVBTT—ANS ARP 22 {EL., BiF1EHREZ LE
ELBHERTLET,

0 entries overwritten

BEIZ ARP T—JLIZE D HA1EHRE LEZLT-
HMERTLET,

0 packets deferred pending ARP resolution

ARP ERAZH L. ARP B EFLD-=-0OIEEH
BELI=N\T YN ERRLET,

0 sent ARP BRI LI5S N E R RLET
ARPZRIZKBL TREEL 115/ S v N R R
0 dropped

LET,

I:l?‘/ ==

show ip traffic

I/\°5)‘—9

INGA=BFHYEE A,
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IPvd L—T1> 0 DIFER

I DHCPY 54 7 & F DBIEHKIR

I show dhcp lease

EWAN /271 —XATEREN S DHCP Y547 U RBIHEDIEHERTLET,
DHCP U547 U M kaeZE ALV REDIZ S (X, “wan type is not dhep.” ERRSNET .

| 2rE@Es)
Router#show dhcp lease ewan 1
status : BOUND
IP address ©192.168.10.1
subnetmask 1 255.255.255.252
DHCP server ©192.168.10.2
lease expires e
client 1D :
host name :
primary DNS 2 0.0.0.0
secondary DNS 2 0.0.0.0
default gateway :192.168.10.2

| EEEEREL
. ® B 2
INIT: T IREEERRLET,
SELECTING  |[+F—/ ;4R h 4R &,
IREQUESTING )Y —RDEIY 2 TER e IR HE,
status BOUND  [[J—Z ikt
IRENEWING  |T1 2473 T % DI EE IKEE,
IREBINDING  [T2 24 73% T % DI BEIY 4T IHREE,
IP address DHCP H—/\mEIY M THhf= P FRLRERRLET .
‘subnetmask ‘DHCP H—n\DoEYBTONYITRINTRIERRLET,
IDHCP server ~ [DHCP #—/3() IP PRL R &R RLET
‘Iease expires ‘DHCP DHIR (B B2 ERRLET ., BEHRDIGESEX—7,
lclient ID (Client-identifier Option 0 ID(ip dhep AY R TOHRENE) EFRFLET.
‘host name ‘DHCP D2ATrDHRANE(p dhep ATV R TOEREE) R TLET,
|primary DNS IDHCP H— /B> ER#ELI=T 517! DNS 4—/3D IP FRLRERRLET .
‘secondary DNS ‘DHCP H—N\HSEEFLIzEAVF DNS H—/\D IP PRLRERRLET,
default gateway  |DHCP #—/AM\SEELI=T T4 —RHTAD P FRLAERTRLET
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I:A?‘/ FE

show dhcp-lease </ 2 7 T —X %>

I IND A—A
e BENE e RO |
ABTT—R% ‘iﬁ:?’%ﬁ‘z@?:—xﬂﬁﬁibiﬁ‘o ewan | “ HBE A ‘
usb—ethernet1

¥ usb—ethernet 1 [&. V01.08(00)LLfEHHR—~
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| B8k 7— 2 R —RDHEHES

I show ip polling

RS —IL—T 12T ETSHEE D nexthop Bl FEMHREROMEIBERERTLET,

| TEm@Es
Router# show ip polling
ip polling interval (5sec)
Address send succeed fail
* 192.168.1.252 709 708 1
* 192.168.1.251 709 708 1
* 192.168.0.254 709 708 1
192.168.1.240 709 0 709
192.168.1.241 709 0 709
192.168.1.242 709 0 709
192.168.1.243 709 0 709
192.168.1.244 709 0 709
Router#
| EEEREL
| B B | n A
* ENOBENRRINET,
‘ip polling interval |ip polling—interval AY R THEESN-EERREERLET .
‘Address BERAE IP FRLAZRLET,
‘send BN yMEEHERLET,
‘succeed BIfR/N\ TR REERHERLET,
fail BRI BERRERRERLET,

I:A?‘/ rE

show ip polling

I/\°5)‘—’5!

INTGA=REHYFEE A,
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| /- 77 FLafsoss

I show ip igmp group

igmp group membership report #Z{EL ., BEREIN TSI IIL—TF7RLRERRLET,

|§ﬁ@ﬁm

Router# show ip igmp group
[Pv4 IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
224.1.1.5 lan 1 00:00:02 00:04:20 192.168.144.110
Router#
| EEEEREL

| E B | BE:

‘Group Address ‘7‘)1/—707“/;{7&%7?[,?70

Interface BEAETI—REERRLET,

‘Uptime BEFEERRLES .

‘Expires "ﬁ&ﬂﬁﬁﬂﬂ&ﬁﬁbfﬁ_o

‘Last Reporter ‘Reporter DIP7RLRERRLET,

I:A?‘/ rE

show ip igmp group [ <4 BT —R%&> | <HWL—TFTF7ELR> ]

I INTG A—A
L KSA—4 | BRERS | BEEE | ARBOE
RIERNRET DA A TI—RBEEELET,
RIRFRIZLAN /22T —REIREL
lan 1
E
o FTRHRIZEWAN (2271 —R%EHEE |[an ] 1
ABTT—R% LFES, ?pvzzzif s LR
ipsecif 1~32 f;;ﬁ%': IPsec A FTT—REHERE ||\ janif 1~16
vanif ~16 |FRTRRICVLAN (2501 —2ERE
LET,
IP 7RLR BRRRET BT IL—TFRLREEELET, 1Pv4 PRLRTS R GBS AT
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| /—Jzo rugoEs

I show ip igmp group statistics

BRI TWAT IL—TIUMERERTLET,

|§ﬁ@ﬁm

Router# show ip igmp group statistics
Current Statistics
Group Entry Information

valid (x,G) entry count: 0
valid (S,G) entry count: 0
valid Outgoing interface count: 0
Router#
| EEEREL
| B B | n A
‘valid (%,G) entry count ‘ﬁ‘ﬁ‘éhfb\é(*ﬁ)l‘/h')%ﬂl’&ﬁﬁ?biﬁ'o
‘valid (S,G) entry count ‘ﬁﬁ%éﬂfb‘%)(S,G)I‘/l") #HERTLET,

valid Outgoing interface count ‘Outgoing interface DEERRLET,

I:l?‘/ ==

show ip igmp group statistics [/ >R T —R4]

I NS A—4

EZEr BENE | BEEE | LREOIE
REMRET DAV PT—RBERELET
llan 1 FRRRIZLAN 12 8TT—REEELES. | |lan | 1 STDAs

AR TT—R % |ewan 1 ‘ﬁﬁvﬁ%(: EWAN /371 —REHRELET . ?Wan,f {~32 TI—R%&xt

Ipseci ~

|ipsechc 1~32 ‘ﬁﬁ??“f%(: IPsec /23 71—AEEELET, \:anii 1~16 RELFET,
Vanif 1~16  |[FRHRIZ VLAN 428 71—REFRELET .
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|57 x—x0lawrtEs

I show ip igmp interface

AR TT—AD IGMP & E#HRERRTLET .

| FOREEH 1 EES querier KEEDES

Router#

Router# show ip igmp interface lan 1

Internet address is 192.2.0.11, subnet mask is 255.255.255.0
IGMP querier is this interface

Next IGMP query message in 5 seconds
Current IGMP version 2
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 0.10 seconds
Last membership query interval 3.0 seconds
IGMP group membership timeout is 1000 seconds
IGMP fast leave is disabled on interface
IPv4 Multicast routing is enabled on interface
Multicast TTL threshold is 1
IPv4 Multicast DR is 0.0.0.0
IPv4 Multicast groups joined:
No multicast groups joined

I FREMEH 2 EEAD non-querier IREEDIZE

Router#

Router# show ip igmp interface lan 1

Internet address is 192.2.0.11, subnet mask is 255.255.255.0
IGMP querier is 100.0.0.12 expire 151 seconds
Current IGMP version 2

IGMP query interval is 125 seconds

IGMP querier timeout is 255 seconds

IGMP max query response time is 0.10 seconds
Last membership query interval 3.0 seconds
IGMP group membership timeout is 1000 seconds
IGMP fast leave is disabled on interface

IPv4 Multicast routing is enabled on interface
Multicast TTL threshold is 1

IPv4 Multicast DR is 0.0.0.0

IPv4 Multicast groups joined:

No multicast groups joined
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SRR
| H B | BE:
llan 1 is up up ERTRENBALHTT—REBEL TSI EERLET,

‘Internet address

AUBTI—RDTRLAREY TRYMIRIERTLET,

IGMP querier is this interface
Next IGMP query message in 5
seconds

igmp query MEEFTTOREMERRLET,

IGMP querier is 100.0.0.12 expire 151
seconds

querier DT7RL R EZF D RERBZERRLET,

Current IGMP version 2

425872 —ZTEELTLS IGMP O version #RRLET .

IGMP query interval is 125 seconds

128 TT—RIZBEENS igmp query DEERRERTLET .

IGMP querier timeout is 255 seconds

ZDAURATT—RD LAN EIZRID querier BN FEET DIEEDEA L
TIrFREZERRLET,

seconds

IGMP max query response time is 0.10

igmp v2 T® max query response time &K -KLET ,

Last listener query interval 3.0
seconds

group—specific query ZZ{ELTHNSHEE group-specific query Zi%X{E
T AHETHEMERERLET,

IGMP group membership timeout is
1000 seconds

igmp group membership report #Z{EL THNBAA LT IRTHETDHD
BEERRLET,

IGMP fast leave is disabled on
interface

fast leave DERE B HRERRLET

[Pv4 Multicast routing is enabled on
interface

TILF XV ANIL—T42T M. 20O LAN L TEMIZGE->TWNRILEE
=RLET,

Multicast TTL threshold is 1

TILF XX AN\ yhEdi#T 5 TTL OFR/IMED ., F&/IME+H (255
TWAIEERRLET,

IPv4 Multicast DR is 0.0.0.0

[RLFFvRRT IL—TD DR D IP FRLRERFLET

P4 Multicast groups joined:

IF A join LTWBRILFEX RN L—TFRLRERRLET .
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I:A?‘/ rE

show ip igmp interface [/ >4 Jx—XR4]

228

KNS A—4% BENT RERHE | ABEEOE
REAMRETBDA BT —RBEERELET,
lan 1 REFMRIZLAN U271 —R%H
ELET,
v FRARIZEWAN (2 8T7T—R% || ] 2THAET
i ewan 1
V71— R% EELET ipsecif 1~32 I—AERRE
ipsecif 1~32 %H_TW%[: IPsec ’r:/ng_X%*EI‘ vlanif 1~16 L’i-d-o
ELET,
anif 1~16 | BTARISVLAN AL BTz —R %45
ELET,




IPvd L—T1> 0 DIFER

| REIACPRNOT faait:
I show ip igmp statistics

IGMP N4y DffistEHRERRLET,

| 2rE@Es)
Router# show ip igmp statistics
IGMP statistics:
Valid IGMP packet received 117288
Invalid IGMP packet received : 0
General Query received 116449
Group—Specific Query received : 36
Report received 1722
Leave received 195
General Query sent 118127
Group—Specific Query sent : 120
Report sent : 99
Leave sent 129
Router#
| EEEREL
| B B n &

‘Val id IGMP packet received : L7z IGMP /35y MR ERTLET,

—
i

‘lnval id IGMP packet received: ELEEEXD IGMP /X7y FiERTRLET,
‘General Query received: 15 L71= IGMP Query /N7y FIZERRELET,

Z{E L71= IGMP Group-Specific Query /845y FEiZRRLE

i

Group-Specific Query received:

o

‘Report received: Z{E L1= IGMP Report /45w FA#ARTLET,
‘Leave received Z{E L7= IGMP Leave /N4y MR ZRTTLET S
‘General Query sent £ L7- IGMP Query /84w FiERRTLET,

L 7= IGMP Group-Specific Query /84w R ZERTLZE

—
i

Group-Specific Query sent

o

L7 IGMP Report /84w FiERTLET .
L7- IGMP Leave /84y hEIZRTRLET,

—
i

‘Report sent

B | B | ok Bie | B | KB | M *°H4]d M| ME|

—
i

‘Leave sent
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I NS A—4
L k5A—4 | BENE | BERE | AREOME
‘all—interface |éf0)4>97I—XﬁIZIGMPN’T“JI‘@%EE‘["I%*E%%%L?TO all-interface
HEELIAVETT—A0 IGMP /N7 b ORFEEHERERRLET . EELHD
lan 1 BRRRICLAN A2 8TT—REHEELET . | [lan 1 IGMP /¥4
{8TT—R4% | |ewan 1 RRHRIT EWAN A2 ZTT—REHRELET, | [V ] FO%iEHR

ipsecif 1~32 |[HERTL

‘ipsecif1~32 ‘iﬁ‘ﬁ%l: IPsec {37 —AEEELET . vianif 1~16 |9

Vianif 1~16  [FRRAKIZ VLAN 124 T1—REHELET,
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| 5.0 > ryospiEs

I show ip mroute

Layer3 Dx,G). RUS,GQIURN)DEFIRRERTLET,

|§ﬁ@ﬁm

Router# show ip mroute

Router#

(*, 224.1.1.5), upstream is ewan 1, expires 00:02:48
(10.200.200.6, 224.1.1.5)

ewan 1 ->lan 1

| EEEREL

| B B

| n &

expires HH:MM:mm

IGMP P IR CER XX Zx L., IGMP @D P i
(%, 224.1.1.5), upstream is ewanXX, roxy DITFJELT, £ifi ewan =L ® Proxying &

EETAIUMN)EFRRLET,
BA LT IME HHMM:mm 2% R~LET,

(10.200.200.6, 224.1.1.5)
<if-type><LP> => { NULL |
<if-type><LP>}

10.200.200.6 MM 224.1.1.5 BD T ILF X AT —42(L EWAN#T M5
LAN#1 [ZHH#fEN B EFERLET,

I:A?‘/ rE

show ip mroute [ GE{ETTIP7 KL R> [ KFIL—TIP7 KL ZA>]]
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I INTG A—A

L K5A—a | BRENS BEEE | AR
Y—RFRLRZHEELTIVMN) D& FIRRERTL
E3 B
Ff- . ATLavEEBMTAIEICKYIEELEY IL—T
TRURZRTTHELTEET,

- - > N 7‘}[/_7,7FL/X§*5EL/§7]—<L$TO IPV4 7"'/ ﬁﬁi'{k;ﬂ%é

LN 7FL2 ) 2Bk [ TERELET,
EETIPT
KLA Y—RATP7RLR T IL—TF7RLR%4E
GIL—TIP |[ELT,BHFRREFRTLET
TRLR
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I IPsec|ZBE9 5 1EHR

| Phasel SADIER

I show crypto isakmp sa

Phasel SA DIEHERTLET

|§ﬁ@ﬁm

Router#show crypto isakmp sa
ISAKMP SA
current sa : 1

[ 1] xxx.xxx.xxx.xxx/4500  Peer—ID
<==> yyy.yyy.yyy.yyy/4500 (vlanif 1 vrid 1) My-ID
<|> Main Mode UP pre-shared key DES MD5
Lifetime : 1000secs
Current : 726secs, 1kbytes
mcfg config-mode: [respond | initiate]
mcfg—addr: 172.16.0.100
mcfg apl-version: FITELnet FE0 V01.00_101307
IKE Keepalive: off
ICMP Keepalive: off
release on addr—change: on

| EEEREL
| 1 B | m &
‘current sa ‘iﬁ?ﬂ'ﬁﬁﬁ SA #xRRLET,

XXX XXX XXX XXX/ XXXX
Peer-ID

<=2 YVY.YYY.VYY.YYY/YYyy
(vlanif 1 vrid 1) My-ID

ISAKMP DI IT—3 %7421z IP FRLABLU . £L2DID #RRL
F9 ., R—FH 500 DIFEIEHR—FES" /xoxx” 7 Jyyyy” [FRRLEE A,
source-interface $§EEL TLV\BI5E (L. BAIZTRL R (R—k) O&AIZA247
I—RE& +vrid BRRSNET,

Initiator [Z& % SA H\, Responder [Z&5 SA MERRLET,

< Initiator MIFE (<D Responder DIFE[FKROERREINET,
‘Main Mode ‘Phase1 DRBE—FRERTLET,
P SA DIREEERTLET .

lpre-shared key DES MD5

RIO—DABRERTLET

Lifetime 20 SA DT84 LiBERRLET,
‘Current ‘SA MHEIILTHL DM - EE/NAMERTLET,

mcfg config-mode

respond: GW EE M5 Set ZZIETHE—F
initiate : B2 E A Request ZXET HE—F
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mcfg—addr

HFEHIS NAT DTRLRZEY B THNSHEEE (Mode—config) AL TS
NEIHLERRLET,

mcfg apl-version

mcfg config-mode 7' initiate MEF, GW MM reply [CKYEIFLT- GW EE D
Application-Version DIEZRRLET .

IKE Keepalive

off:IKE Keepalive Z{TLVEE Ao
dpd:dpd [Z& 3 IKE Keepalive Z1TLVET,
dpd—prop: dod—prop (E3AI I B ) 2k D IKE Keepalive Z1TLVET,

ICMP Keepalive

off: ICMP Keepalive Z{TLVEH Ao
on:ICMP Keepalive Z{TULVET,

release on addr—change

off:IKE /N7y DY —RATRFLAE L DFHEREITVEE A
on:IKE /X7 ybDY—RAT L AE L DHERZTLET

I:A?‘/ ==

show crypto isakmp sa

[RY—&S]

BENE BEHE | ARBOME

RV —&S

BEEIETET HIET. isakmp policy HEEE—HT S
ISAKMP SA B8 ERTLET . 1+ v o LI 42X D
BEFEENBTEYIR - SABANFERELET.

27T D ISAKMP SA

1~64 s nlxd,

1 FA4FSvoEL IS ER)—FEE 1~64 [ V01.11(00) LLEEHR—F,
33~64 FTEXA1T3IvotL Y3 ELTHALET,
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| Phase? SADIER

I show crypto ipsec sa

Phase2 SA DIEHRERRLET,

|=rE@Ef L RLE—F

Router#show crypto ipsec sa
IPSEC SA
currentinsa 1
current outsa : 1

[ 1] XXX XXX XXX XXX, XXX XXX XXX Xxx ALL ALL
<=2 yYYLYYY.YYY.YYYLYYY.LYYY.YYY.yYy ALL ALL
PEEr: XXX . XXX.XXX.XXX/XXX  ipsecif : 1
host.xxxxx.co.jp
<I> UP Tunnel ESP DES HMAC-MD5 PFS:off
Lifetime: 600secs

O-SPI: 0x4332f605 Current: 3secs, 1kbytes
out packet :5 error packet 00
[=SPI: 0x2a5282fe Current: 3secs, 1kbytes
in packet 14 auth packet 4
decrypt packet 14 discard packet 00
replay packet 10 auth error packet 00
Router#
| ZzE@EH 2 bS5 RR—FE—F
Router#show crypto ipsec sa
IPSEC SA
currentinsa 1
current outsa : 1
[ 1] XXX XXX XXX XXX, XXX XXX XXX Xxx ALL ALL
<=2 YYYLYYY.YYY.YYYLYYY.YYY.YYY.YYy ALL ALL
PEEr: XXX.XXX.XXX.XXX/XxX ipsecif : 1
host.xxxxx.co.jp
<|> UP Transport ESP DES HMAC-MD5 PFS:off
Lifetime: 600secs
O-SPI: 0x4332f605 Current: 3secs, 1kbytes
out packet :5 error packet 00
[=SPI: 0x2a5282fe Current: 3secs, 1kbytes
in packet 14 auth packet 4
decrypt packet 4 discard packet 00
replay packet 10 auth error packet 00
Router#
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| sma08s

236

7 H

| %

i}

212 SA BERTRLET.

current outsa

15 SA BERFELET,

‘current insa

VU ABBERTLET,

XXX XXX XXX, XXX XXX XXX XXX
<=2 YYY.YYY.VVY.VVY.VYY.VVY.VVY.VYY

LOADERERRTLET
MRREEHITIE. oo xxxxxx (JBFE) « yyy.yyy.yyy.yyy GEE
T IZHYET,

‘peer

VPNET D IP PRLRER—FEBERRLET,

‘ipsech‘">:<l

HABSERRLES

‘host.xxxxx.co.jp

‘Peer—ID =R RLET,

. Initiator [Z& % SA H\, Responder [Z&5 SA MWERRLET,
Initiator MIFE (L. Responder DIFE IFROERTREINTET .
uP SA DREERRLET .
IPsec MBIEE—FEZRRLET,
Tunnel® FoRILE—FDIZBEL Tunnel ERRLET,
o AR—FE—FDHZE X Transport ERRLET,

‘ESP, DES, HMAC-MD5 PFS:off

RIO—DABRERTLET

Lifetime 20 SA D474 LiBERRLET,

|0-SPI IOUTBOUND 0 SPI fEZ&RRLET

Current ISA BYREIZL TH\DS DR - 245/ A NIERTRLETS
lout packet ORISR IEL T —ARERTLET .

‘error packet

[CORRILISEIET BRORIETI— /N ERTLET .

1-SPI INBOUND O SPI fE%£&RLET .
‘Current ‘SA MHEILLTHoDEE-ZENMMERTLET,
‘in packet ‘Cd)l\“/*)lxb\bx SL=/\TryriERRLET,

‘auth packet

EREEIZ Fﬁmﬁ?ﬁ‘ﬁ?ﬁ\of_xﬁ:/ \r JF@E%TLi—d—

‘decrypt packet

ELEE TERRE T IMIERRLET,

‘discard packet

BEELZETUMNERRLET,

‘replay packet

\ﬁ$/€7‘yF§&EE%L¥3‘O

‘auth error packet

Fn nIEI7_' J:UF%?LT_/ \,7- JI‘;&E%T LﬂET

1188 ipsecif & Tunnel D E/RIL, V01.10(00) LLEEHR—k
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I:?DF%K

show crypto ipsec sa [ map <tLo 2L | map-seq <&S> | peer—identity [ address <IP 7 KL

Z>| host <FRR +4>]]

I INTG A—A

kS5 A—4 | BRENE | BEEEE | AEEEO{E
EEELEELIRLZFROD Phase? SA DIEHERTLET . 16 XEECHR

L4534 LB GFRE. crypto map AV KR TCEREL-EMEIETE e HREAT]
LET,

z2 ?EI”_E&"#’LT: crypto map &5 &—E 9 5 IPSEC SA [FEHRD A 64 SRR
KELET,

. RERLEVWETZD IP PFRLAFIBELE Y, . KRN ERTE [IPvd PRLRAER | .
P7ELA | e, IPv6 7RL R Jzt | BT o]
RZRE  |RRLENETORRNBEEELES . g;*im* LRRE
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I Phasel MR 1) o —IF#R

I show crypto isakmp policy

Phasel SA MR —(IKE /RS —) DIFHRERTLET .

|§ﬁ@ﬁm

Lifetime

Default protection suite
authentication method : preshared key
encryption algorithm : DES - Data Encryption Standard (56 bit keys)
hash algorithm
Diffie-Hellman Group : #1 (768 bit)

Router#show crypto isakmp policy
Protection suite priority [1]
authentication method : preshared key
encryption algorithm  : AES - Advanced Encryption Standard (256 bit keys)

: AES - Advanced Encryption Standard (128 bit keys)

Diffie—Hellman Group : #1 (768 bit)
hash algorithm

* Message Digest 5
. Secure Hash Standard
1 86400 seconds, no volume limit

Disabled frequency 10

: Message Digest 5

Lifetime : 1000 seconds, no volume limit
Routert#
| EEEREL
| E B | BE:

238

Protection Suite[1]

BRESINTLVS Phasel SA DR —ID #RRLET,
Default protection suite Tl&, BERENDT I+ I MEEZRRLET,
RUS—DEHIESNTLSIHEEIL. RS —ID D&IC Disabled ERREINFET S

‘authentication method

RALARERTLES

encryption algorithm

BT ILTIVXLERRLET,
ESILTILTIXLEERRELTVDES X BEEOSVIRIZRTSNET .

‘Difﬁe-HeIIman Group

|Difﬁe—HeIIman Group BZEEZRRLET,

hash algorithm

EEEET}[/:[‘IJ X.l-\%iﬁbgs_d_o
BT VT X LEEHREL TV DS B BRAEDOBVIEICRRINFT,

‘Iifetime

AT LEERFLET .
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I:?DP%ﬁ

show crypto isakmp policy

I INGA—H

INTGA=BEHYFEE A,
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| IKE-SAD i8R

I show crypto ikev2 ike-sa

| =rman

IKE SA DE#HERRLET

V01.04(00) LLf& H7R—

[1]

Router#show crypto ikev2 ike—sa

XXX XXX.XXX. XXX Peer—ID
<==> yyy.yyy.yyy.yyy My-ID
<[> 3des shat
Authentication method for Local : Pre—shared key
Authentication method for Remote: Pre—shared key
Diffie—=Hellman group : 2 (1024 bits)
Initiator Cookie : c2e022db 0d7ca47a
Responder Cookie : dc66334f 9bc84bb6
DPD: off
ICMP Keepalive: off
Lifetime : 30000secs
Current : 6secs

Total number of ISAKMP SA 1

| EEEREL
| H H | =
‘current sa |§7J_<E.|'ﬁ572£ SA #iExRRLET,
XXX XXX.XXX.XxX Peer—ID

240

<> yyy.yyy.yyy.yyy My-ID

ROV I—PET>EEFEBEEDTRLA /D ERLEY,

Responder £ L<[& Initiator ELTERL = EZFBEBRLE T,

<> <R>:Responder
<D :Initiator
3des shal e RIETLTUXLERTLET,

Local

Authentication method for

Local IDFRFEARXZERLET

Remote

Authentication method for

Remote D FREEARERLET,

Diffie—Hellman group

[ FF % Diffie-Hellman DY IL—TEEEELET,

DPD

DPD MDiKEEERLET .

off:DPD |24 % Keepalive Z{TLVEH Ao
on:DPD [Z& 3 keepalive Z1TLVNET .

ICMP Keepalive

ICMP keepalive DIKEEERLET
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off :ICMP Keepalive Z{TLNEH A,
on:ICMP Keepalive ZfTULVET,

[Lifetime IKESA DEMmMEE: HERTLET, |
[Current [ IKE_SA HEEILTHD DB RIS I ERRLET |

I:?DF%K

show crypto ikev2 ike-sa [R!) L —&E]

I/\°5)‘—9

kS5 A—4 | 2ES | BERE | 4REOE
BE4IETETHLET. isakmp policy BEE—HT ‘érw IKE SA 158R% ‘

5 IKE SA B#HERTRLET, =rRLET,

RS —ES ‘ “'”32
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| CHILD SADIESR

I show crypto ikev2 child-sa

CHILD SA DIFHRFERRLET,

| =rman

V01.04(00) LLf& H7R—

Routershow crypto ikev2 child-sa

CHILD_SA <R> [1]
Selector :
0.0.0.0/0 ALL ALL <==->192.168.0.1/32 ALL ALL
Interface : ipsecif 19
Peer IP : 1.1.1.1/500
Local IP : 2.2.2.2/500
Encryption algorithm : 3DES-CBC/192
Authentication algorithm : HMAC-SHA1-96/160
Lifetime : 600secs
PFS : off
ouT
O-SPI : 0x2cf977ac
Current : 232 secs, 1kbytes
out packet |
IN
[-SPI : Oxfcf1713f
Current : 232 secs, 1kbytes
in packet 20
dcrypto packet : 0
replay packet :0

error packet 00

auth packet
discard packet
auth error packet : 0

Total number of IPSEC SA 1

00
00

| EEEREL
| IE H N B
Responder %L <[ Initiator ELTERIL = EFEBRLET,
<R> <R>:Responder
<I>:Initiator
X S—r U 2AEBERTLET,
‘Selector \tbb@@’f%#&%%%biﬁ“o
Interface interface ipsecif DA TFEFTZERRLET .
policy N—RZEFATHIGFEIERTINERA,
Peer IP D SA EREILTIVA VPNETDFRLRB LU port BEERRLET .
Local IP C0 SAEREILTVSEEDTFLABEY port HEEEERFLET,
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‘Encryption algorithm ‘H’é‘%1t7)bj\'JX°-L\§§7TTL35'§_o

‘Authentication algorithm |ERSE7 LTV X LERRLET,

Lifetime CHILD_SA MAENHARR (i - FERTLET,

PFS IPFS (Perfect Forward Security) D{E PRk EERRLET .
INOUT INBOUND, OUTBOUND SA Df&#&&TRLET,

ISPI SPI fEERRLET

Current ;0) CHILD_SA AMHEIZL THD DEFMEI(B AL : 7)., RIE/NAMEERTRLE
lin packet RIS yrBERRLET,

lauth packet ZEEICRAREA At N IERTRLET .

‘decrypt packet ‘IEL(TE%'C“%T:/{@"‘JI“%I%%?RL?E?_O

‘discard packet ‘Fﬁ%bf:lﬁb"yl“?ﬁ%ﬁﬁbi'd'o

‘replay packet ‘ﬁibé/ Vb ERRLET,

‘auth error packet BTSN REL, BMEL-/\TYMIERTRLET,
lout packet EEL b ERRLET,

lerror packet BT ABITEE R A N ERRLET .

I:l?‘/ ==

show crypto ikev2 child-sa {peer <\PN E7 7 KL R> |[map <L % ZLF> |map-seq <&FE>)

I NS A—4
| Rk5A—s | b= | BERE | EREOE
IPvd 7RL R
. . $5ELT= VPN E7 D Phase2 SA DIEHERTLET, [k ”
VENETTELZ <R>:Responder. <> :Initiator IPv6 7KL R BRI
=
=TI 7 = = = 16 =
HLAS, ?mu_twa%ﬁw Phase2 SA DIEHEFRRLE Zigﬁg% SR
o . =y =
=2 gi‘;t%ft_/;r;?to map H5E—E9 S IPSEC SA 1E#R {64 LR
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L IKE-SADR Y~ — 18R

I show crypto ikev2 policy

IKE SA MR —(KEv2 RS —) DIEHRERTLET,

| =rman

V01.04(00) LLf& H7R—

Protection suite priority [1]
authentication method
encryption algorithm

encryption aes keysize
Diffie—Hellman Group
hash algorithm

lifetime

Disabled frequency

Router#

Router#show crypto ikev2 policy

: preshared key
: DES - Data Encryption Standard (56 bit keys)

1128, 192, 192

D #1(768 bit)  #2(1024 bit) #5(1536 bit) #14(2048 bit)
. Message Digest 5 / Secure Hash Standard

1 28800 seconds, no volume limit

10

3DES - Triple Data Encryption Standard (168 bit keys)
AES - Advanced Encryption Standard

| EEEREL

| B B

| m &

Protection suite priority [1]

RESIN TS IKE SA DRI —ID ZFRKLET

Default protection suite Tld, ZEREDNDT I+ ILMEEZRRLET .
RYS—MEHIESNTLSIHZEIL. R —ID D#KIC Disabled ERRSN
EX I8

authentication method

AR ERTLET,

encryption algorithm

BT ILTIXLERRLET,
ERETILTIXLEBHRELTVDISEICRRENDIERIT. BEEE
ERHYFEEA.

encryption aes keysize

(AES DREREERRLET.

Diffie—Hellman Group

Diffie—Hellman Group F &% &R ~LET .
Diffie-Hellman Group HE BB HBZEL TSGR BEEDZVIEICE
RENFET .

hash algorithm

BEFIILTYALERTLET,
REE7 VT X LEEHMEBRELTVDISRICRRSNDIRE L. BEELHS
BRHOYEEA,

llifetime

A 784 LIEERTLET,

‘Disabled frequency

‘discard DEFERRLET,
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I:?DP%ﬁ

show crypto ikev2 policy

I INGA—H

INGA=BEHYFEEA
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LPNE Ly 5 ok

I show crypto map

VPN L2 DB FEIEEHR S KLU, IPSEC-SA/CHILD SA Dt Fa!) T4 RS —1EHRERRTLET .

Ii%@ﬁﬂ1 IKEvl P RIL—FE— FTEIMELTULBIES

Router#show crypto map

Crypto Map: map1
Destination interface: EWAN 1
Peer: XXX.XXX.XXX. XXX

IPSec access list: 1

protocol: ipsec all (255)

SOUMCE & XXX.XXX.XXX.XXX / XXX.XXX.XXX.XXX

dest DYYY.YYY.YYY.YYY O YYY.YYY.YYY.YYY
Security—association lifetime: 0 kilobytes/ 28800 seconds
PFS: group1 (768-bit)
Transform set: tranform—center {esp-aes—256, esp—-md5—-hmac}
Encapsulation mode: Tunnel

Iiﬁ?@ﬁﬁw IKEVl RS RR—FE—RTEELTLZ18E

Router#show crypto map

Crypto Map: map1
Destination interface: EWAN 1
Peer: XXX.XXX.XXX. XXX

IPSec access list: 1

protocol: ipsec all (255)

SOUMCE & XXX.XXX.XXX.XXX / XXX.XXX.XXX.XXX

dest DYYY.YYY.YYY.LYYY O YYY.YYY.YYY.YYY
Security—association lifetime: 0 kilobytes/ 28800 seconds
PFS: group1 (768-bit)
Transform set: tranform—center {esp-aes—256, esp—-md5—-hmac}
Encapsulation mode: Transport
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| =rEaEs3 K2 £EAL TV 58

Router#show crypto map ikev2

Crypto Map : Test
Destination interface: ALL
Peer identity: Xxx.XXX.XXX.XXX
Peer address  XXX.XXX.XXX. XXX
[PSec selecor entry: 1
SOUICe @ XXX.XXX.XXX.XXX/24 ip any
. 3ffe::0/64 ip any
dest LXXX. XXX XXX XXX/ 24 ip any
. 4ffe::0/64 ip any
Security—association lifetime: 0 kilobytes/ 180000 seconds
PFS: group1(768-bit) group2(1024-bit)
Transform set: test {esp—aes, esp—sha—hmac esp—md5-hmac}
Transform keysize: testAES {128, 256, 192}

| EEEREL
| B B | n &
L IR ERRLET, LLIFETREIL, EREZEFEE—FD crypto map I
URTEELZAMDILETT,
Crypto Map

BAFIvoEL I ERNTVSE S Map DEAIZ dynamic”’ MRTRSNE
ERS

Destination interace ‘Ca)tl/7’5‘0) VPN ZHEML T AN A 3T —RERRLET,
ZDELYAD VPN #FELTHVPNET D IP PTRLAELLIE IPv6 PRLRER

Poer RLET,
BETFLADREICF AR EHRELLE AL TORERABRNRTINE
ER

‘IPsec access list ‘Ca)tl/7’5‘fﬁ§§i£!'§_é IPsec 77 RRVAREFTERRLET,
‘protocol, source, dest ‘IPsec TOEAJACDHRERNBTERRLET,
Security=association |Phase2 SA DSA T2 LEEZRRLET . T4 73 LIEIX. P/ A R

lifetime FOEANRIINET,
PFS PFS OBENBERTLET .

ZDELYAMFERT D Phase2 /R —D R TEE (Phase2 R —BF5) &, RE
Transform set

RBZERTLET.

IPsec DEEE—RZRTRLET,

Encapsulation mode™' |[FoRJILE—FDIBEIE " Tunnel” . PSSV AR—FE—F DB E L  Transport” &R
R~LET,

31 IE B Encapsulation mode [ V01.10(00) LLEEH7R—k

¥2 A4Syt o451F v01.11(00) LLEY R—k

247



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

I:A?‘/ FER

show crypto map[ikev2][ interface <f 2 7z —X£&> | tag <LV 44> ]

[ 352-%
I P | BERE | 4RSOE
RESh TS
ey 22 IKEv2 D VPN LSO RHROAERTLE | IKEvi D2TD+L
¥ vatEBERRLE
ER

VPN £ T B4 8Tt —REEEL. 204> O]

{UBTI—RE |8TI—REERTHELIAOEROHERRL P 13 e BT
- dialer 1~20 [#%

pppoe 1~24 DELIREHREFR
HIE = P ~LET,
wLYE% LY BTEIREL. TDELIZDIFHRD A% (16 XFLA
*~RLET, D=

¥2 IN5HA—4 ikev2 [E., V01.04(00) LLREHR—k
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| Ly 2 osrmEsE

I show crypto ipsec selector

HLOADRERERERRTLET .
V01.04(00) LLf& H7R—

| =rman

Router#show crypto selector ipv4
IPsec Selector : 1
192.168.10.0/24 ip any
<--->192.168.100.0/24 ip any
Selector type : ipsec
Destination interface: all

| EEEREL
| E H | m &
‘IPsec Selector |tb7719[*')§%€§7ﬁb$70
‘Selector type |tl/7’5‘0)’5"fj°€a=ﬁbi'§"o
‘Destination interface |C0)t LYURTSAZMHENTBAEDA AT —RERERTLET,

I:A?‘/ ==

show crypto ipsec selector {ipv4|ipv6}

I/\°5)‘—9
[ Rk5x—m | RE | mEwmE | 4BEOE |
iov4|ipv6 ‘E%Tétbb@@jhh:wE%EbiTo Eﬁ LREFT
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I [Psec#fEtiaHR

I show vpnstat

IPsec DEEMETERERTLET

|§ﬁ@ﬁﬂ1

250

Router#show vpnstat
Pl send packet

Pl receive packet

Pl discard packet

Pl decrypt error packet
Pl hash error packet

Pl exchange fail

Pl exchange success

config send packet

config receive packet

config discard packet
mcfg send packet
mcfg receive packet
xauth send packet
xauth receive packet
xauth exchange error
xauth exchange success

Pll send packet

Pll receive packet

PIl discard packet

PIl decrypt error packet
Pll hash error packet
Pll exchange falil

Pll exchange success

notify send packet

notify receive packet

other ISAKMP send packet
other ISAKMP receive packet
NAT-T port error packet
ISAKMP aborted send packet
ISAKMP socket bind error

VPN discard packet
ESP send packet

ESP receive packet
ESP discard packet
ESP replay error packet
ESP auth error packet
ESP send error

ESP send PDR error

O O O O O oo O O OO O oo O O OO OO O oo [cNeoNeoNoNoNoNe]

O O OO OO oo
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ESP receive PDR error 0
ESP uRPF error packet 0
IPCOMP send packet 0
IPCOMP receive packet 0
IPCOMP send error 0
IPCOMP compress error 0
used dynamic sessions 1/1
Router#
| &REmES 2
Router#show vpnstat ikev2
VPN Statistics:
Last clearing of "show vpnstat" counters never
IKE SA
Active SA 2
Total SA 2
Total rekeys 0
IPSEC/CHILD SA
Active SA 2
Total SA 2
Total rekeys 0
IKE_SA_INIT
send 0
receive 0
retry request/reply 0/0
succeeded/failed 0/0
EAP
succeeded/failed 0/0
IKE_AUTH
send 0
receive 0
retry request/reply 0/0
succeeded/failed 0/0
CREATE_CHILD_SA
IKE SA
send 0
receive 0
retry request/reply 0/0
succeeded/failed 0/0
CHILD SA
send 0
receive 0
retry request/reply 0/0
succeeded/failed 0/0

INFORMATIONAL
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send
receive
DPD
send
receive
retry request/reply
succeeded/failed
DELETE
send
receive
retry request/reply
succeeded/failed

OTHER
receive

VPN discard packet
ESP send packet

ESP receive packet
ESP discard packet

ESP auth error packet
ESP send error

ESP send PDR error
ESP receive PDR error
I[PCOMP send packet
IPCOMP send error

Router#

ESP replay error packet

ESP uRPF error packet

I[PCOMP receive packet

I[PCOMP compress error

0/0
0/0

0/0
0/0

N eNeNel o eReoNeoNoRoNoNe)

|%ﬁawﬁm

| 5 B

| A

|PI send packet

|Phase I EENTYMERTLET,

|PI receive packet

|Phase | 2EN\TYMIFERTLET,

|PI discard packet

|Phase | BENTYMIFERTLET,

|PI decrypt error packet

|Phase | 1§85 —/\rybiERTLET,

|PI hash error packet

Phase I /\y¥aT5—/ My BERRLES .

|PI exchange fail

IKE SA REIITS—H$ZERTLET,

|PI exchange success

IKE SA HEIHERTLET .

|conﬁg send packet

|transaction exchange EE/N\TYMIERTLET .

|conﬁg receive packet

|transaction exchange ZE/N\TYFERTLET .

|config discard packet

|transaction exchange BRE/NTYMIERTLET .

mcfg send packet

transaction exchange packet D mode—config [ZDWNTDEIE/ Ty
#x~LFET,

|mcfg receive packet

|transaction exchange packet D mode—config I[ZDWWTDZIE/ N YL
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ERRLET.

xauth send packet

transaction exchange packet @ XAUTH [CDWTOEE/N T YNIER
R~LET,

xauth receive packet

transaction exchange packet @ XAUTH [CDWTOZE/NN Y IER
~LET,

|xauth exchange error

IXAUTH %kB#iz&RRLES,

|xauth exchange success

IXAUTH BSh#iz&RRLES .

|PII send packet

|Phase I FENT YL EERRLET .

|PII receive packet

|Phase I ZE/NT YL ERRLET .

|PII discard packet

|Phase I BRENTYNIERTLET,

|PII decrypt errorpacket

|Phase Il EBILTS—/ M IERRLET

|PII hash error packet

Phase Il /\y¥aTS5—/ v BERELES,

|PII exchange fail

|IPsec SA BN IS—HERTLET,

|PII exchange success

|IPsec SA FEMHERTLET,

|notify send packet

INotify Ay t—URIE#ERTLES .

|notify receive packet

INotify Ay t—CZIEHERTLES .

|other ISAKMP send packet

[ZDHD ISAKMP /Sy EHERTLET,

|ISAKMP aborted send packet™’

[7RLRAEALBRIZEIEL A o1 IKE /A v DEERTLET

ISAKMP socket bind error

ISAKMP Fi socket @ bind T5—$& & RxLET .

|NAT—T port error packet

|UDP4500 ~ZEE #1Z UDP500 TS L1= ISAKMP /4w b 258

|other ISAKMP receive packet

[ZDHaD ISAKMP /7y ZIESERRLET .

\VPN discard packet

VPN BEERR/ T ybELTREL/ ATy ERTLET,

|ESP send packet

[ESP EfE/ A7y BERRLETS .

|ESP receive packet

[ESP 25/ v ERRLET,

[ESP discard packet

[ESP BEE/\obBERTLETS

|ESP replay error packet

[ESP UTLAT Ay oSNtz b ERRLET .

|ESP auth error packet

[ESP BEFTS—/\rybERTLET .

|ESP send error

[ESP BIERBMBERTLET .

ESP send PDR error*?

ESP EERICTA RV T AN ERET > TEELRBRLI=HERRLE
95,
F1=. ZDOH92%1E ESP send error DA AEEELTLVET,

ESP receive PDR error®?

ESP ZERFICT ARV TN EMEL>TRIELRMLI-HERRLE
ERR
Ff=. ZOHHI 3L ESP discard packet DA AEEEELTLVET,

|ESP uRPF error packet™®

[ESP Z{SBFIC uRPF HEEICEYBRELT=/ Ay NIERTRLET,

|IPCOM P send packet

|EfELI=/ Ayt ERERTLES,

IPCOMP receive packet

|EfLIz/ ryhZERERTLES,

|IPCOM P send error

|EMBICRBLUI%E Ay ERRLETS .

IPCOMP compress error

EMET BENTIMFA XD REDGSTLEIN T YMU(ERHREL) E
KRLFET,

used dynamic sessions™®

BAFIvoeLIaeEEFERLTWS Y a8 R U, Eyiav DR
KRB ERTLET , FAFIVIELIEXAIGEICRTENET,)
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254

ISAKMP/IKE SA. IPSEG/CHILD SA

|Active SA:

[BESILTLVS SA %

Total SA: (S ETICHEIILT: SA

|Tota| rekeys: |’9i$'(3(: rekey LT=#8
IKE_SA_INIT |

|send: IKE_SAINIT Avt— DS E %
|receive: |IKE_SA_INIT Ayt—2DZIEREH

|retry request/

IKE_SA_REQ *vt—C D E%E %

|rep|y:

IKE_SA_REP Ayt —C D E % E %

|succeeded: |IKE_SA_INIT FIL T -3 pThEH
(failed: IKE_SAINIT 33 T—> 3 kKEHK
IKE_AUTH |

|send: IKEAUTH Ay t—S O EEHK
receive: IKEAUTH Ay t—S D Z{E@EH

|retry request/

IKE AUTHREQ Avt— OEXEE

|rep|y:

IKE AUTH REP X*vt— D% E %%

succeeded: IKEAUTH %33 T—3ay IEH
failed: IKEAUTH 233 T—2 3 kBEH
[EAP |

succeeded: [EAP ERIEH R IILI-E%

failed: [EAP EREEMRBRLI-[E%

CREATE_CHILD_SA (IKE SA/CHILD
SA)

|send: ICREATE_CHILD_SA *yt—L D% {EE%

ICREATE_CHILD_SA Ay t—C D ZEEHK

|receive:

retry request/ ICREATE_CHILD_SA REQ *vt—C OB B

reply: ICREATE_CHILD_SA _REP *vyt—L D% A%
|succeeded: ICREATE_CHILD_SA X3 ¥ T—av RE
failed: ICREATE_CHILD_SA &3 ¥ T—av kKEH
INFORMATIONAL (DPD/DELETE) |

|send: INFOMATIONAL vt —L DS E %

receive: INFOMATIONAL Ayt — D Z{EE $K

retry request/ INFOMATIONAL REQ *vt— DE%E %

Ireply: INFOMATIONAL REP *yt— DEXEH

|succeeded: INFOMATIONAL +3¥ T—>av i IE
failed: INFOMATIONAL #33 T—3ay kB E%
|OTHER |

receive: ZDMDAvE—S D/ RIES

Y1 IH B ISAKMP aborted send packet [&. V01.04(00) L& H HR—~
32 IH B :ESP send PDR error & ESP receive PDR error (&, V01.10(00) LLEEH R—k
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33 IE B :ESP uRPF error packet & used dynamic sessions [, V01.11(00) LLEEH7R—

I:A?‘/ FE

show vpnstat [ikev2]

| /354—%
e BENE | mEwmE | 4BmEOE |
- . _ . IKEv1 (2B Y BHfETE
ikev2 IKEv2 [CE9 A#EHIEEmD AL RRLET, ikev2 BOHEERLES .

¥ INTA—% ikev2 [&. V01.04(00) LLEEHR—
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I IPsecIZB9 % O J &R

I show vpnlog

Psec BISICEY 50V EHRERTLET .

vpnlog enable AV R DERTEIZLY . SA DFEL /RO IEHREFOX T THELTEET,

|§ﬁ@ﬁm

Router#show vpnlog

#P_ON[VIT.A3-100402]
vpn enabled.

IKE SA XXX.XXX.XXX.XxXX Peer—|D

IPSEC SA xxx.xxx.xxx.xxx e8fabare ad7c259c

00000 0000:00:00.00 2003/02/28 (fri) 17:14:18 0 00000000 00000000
00001 0000:00:02.97 2003/02/28 (fri) 17:46:41 16 10000002 00000000
00002 0000:00:55.35 2003/02/28 (fri) 17:47:34 16 10000321 00000000

00003 0000:00:55.36 2003/02/28 (fri) 17:47:34 16 10000221 00000000

I:A?‘/ ==

show vpnlog [A 4 Fx#]

I INGA—4H
(185 4—4 | BENE BEHE | AREOIE
= > s B N e 5’/:;
Eﬁ%ﬁ?ﬂ? M5, BEVKDIED IPsec OV IEHESET S 2T O tlog 5%
nysRy | ERELET. \ : \ 14096 g R R
reverse ZHEHE T & O DRTRIBFNREFDOT M LI |reverse LEd

VEI,
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| [Psecafis ittsm

I show crypto multi-path

%A 2 TULVS crypto—-map D SA DIRREERTRLET .

| =rman

Router#show crypto multi-path
[2000]
crypto—map_1balance : 9 Alive
crypto—map_2balance : 1 Falil

|:7>P§ﬁ

show crypto multi-path [£L % 4&E]

I/\°5)‘—’5!
e BENE | mERE | smBOE |
wLrsEE [fEELEELISESOHRTLET. [1~64 ecERLET |
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I IPsecO 4 |29 B 1E#HR

I show crypto ipsec-log

IPsec AT #HIHATURORABRERRLET,

I R EE B

Router#show crypto ipsec—-log

nolog—spi—no—match
nolog—block—type—discard
vpnlog—detail eq 1

I:l?‘/ ==

show crypto ipsec-log

I/\°5)‘-’5¢

INTGA=REHBYFEE A,
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| IPseciEICEAT B1%4

I show crypto redundncy

L OF—EIZx EMEHTUNS crypto—map @) SA DIREEFZRRLET .

| =rman

Router#show crypto redundncy
[2000]
crypto—map_1balance : 9 Alive
crypto—map_2balance : 1 Falil

|:7>P§ﬁ

show crypto redundncy [ L4 4 &S]

I/\°5)‘—’5!
e BENE | mERE | AmBOE |
LosEE  [BELEELISEESOARRLET. [1~64 ecERLET |
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B FLEHE DIEH

I show crypto ca certificate

MELEEFIIPEDFHRE KLU, RSA signature T Phasel ZFEIL TE1= VPN ET7ICET A2EFIIAZEN(E
WERRLET,

| =rman

Router#show crypto ca certificate private

[ 1] Type: root
Cert Name: rootCA
Subject: C=JP, O=Furukawa Electric Co.W, Ltd., CN=Test CA
Issuer: C=JP, O=Furukawa Electric Co.W, Ltd., CN=Test CA
Serial Number: 1
Validity: 2003.11.20 12:00:00 [UTC] - 2010.11.20 12:00:00 [UTC]
CRL DistPoint: http://test.furukawa.co.jp/rootCA/CRL.crl
Key Usage: DigitalSignature KeyCertSign
Email Address: furukawa—-ca@test.furukawa.co.jp
Signature Algorithm: sha512WithRSAEncryption

[2]  Type: other
Cert Name: mycert
Subject: C=jp, O=furukawa, CN=kyoten
Issuer: C=JP, O=Furukawa Electric Co.W, Ltd., CN=Test CA
Serial Number: 4ABAE92F2
Validity: 2003.01.01 00:00:00 [UTC] - 2006.02.14 23:59:59 [UTC]
Domain Name: furukawa.co.jp
IP Address: 1.1.1.4
CRL DistPoint: http://test.furukawa.co.jp/ca/CRL1.crl
Key Usage: DigitalSignature KeyEncipherment
Email Address: kyoten@test.furukawa.co.jp
Signature Algorithm: sha512WithRSAEncryption

XAEAEOAMRMICEAL THRIAT VR TRRSWSEAZTOADHRIFUTC(IHGMT) T,

FITELnet F60 (&, FIZJSTTEEL TL\51=8% . REROIAZOARFHE L, RRM+ORMIICHRYET,
Xprivate 7273 E M FHELMEE (L. Type & Cert Name [EFRFREShEFA

F1=. Typeroot ERRESNDEIFAEIL. Root CA ELTEBFE SN TUNVET,
¥ Signature Algorithm &R, V01.10(00) L& 7R—k

I:A?‘/ ==

show crypto ca certificate [private]

I/\°5)‘—’5‘
k5A—% | RENE E=E] EBEOIE |
[private BEBOEFEROHERTLET,  |private |2 TORBHBEHRERFLES.
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| RsAzx B %S

I show crypto key mypubkey rsa

ZED RSA NHABIFHRERTLES .

| =rman

Router#show crypto key mypubkey rsa

Key type: RSA public key

Modulus n (513 bits):
15052594829392528702370592497661835651912929518401716506353316690591429055733689
468913285789445537133155262120156180459438359966531681688467493963902804761
Exponent e (6 bits):

37

| EEEREL

- n &

Key type |ABIBOEHEERRLET,
‘Modulus n ‘ﬁﬁf@(n)@f@ﬁ(bit)%ﬁﬁ?biﬁ_o
‘Exponent e ‘ﬁﬁf@(e)@f@ﬁ(bit)%ﬁﬁ?biﬁ_o

I:A?‘/ ==

show crypto key mypubkey rsa

I/\°5)‘—’5!

INTGA=REHBYFEE A,
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| 2L 584 o rsAiEs

I show crypto group-security client sa

TILFRAUE SA D—EERRLET,

I R EEH 1

V01.04(00) LLf& H7R—

Router#show crypto group—security client sa

Interface ipsecif : 3
Parent IKEv2_SA policy : 1
Server Address : abcl.co.jp (2001::1111)
SPI : 0x07a7a909
Priority  : 0x0000000100ff00fa
Enc alg - 3DES-CBC/192
Auth alg  : HMAC-SHA1-96/160
Life time : 3010/3600 sec
Rollover  : ActOut(300) Inactin(120)

ouT

1000bytes

out packet 1 error packet 00
IN

12000bytes

in packet 240 auth packet

decrypt packet : 0 discard packet

replay packet :0 auth error packet : 0

uRPF error packet : 0

Total number of Active Group SA 1

Router#

:0
10

|§%@ﬁmz

Router#show crypto group—security client sa redundancy
Interface ipsecif : 3
Active Group SA
Parent IKEv2_SA policy : 1
Server Address : abci.co.jp (2001::1111)
SPI 1 0x07a7a909
Priority 1 0x0000000100ff00fa
Enc alg : 3DES-CBC/192
Auth alg : HMAC-SHA1-96/160
Life time : 3010/3600 sec
Rollover  : ActOut(300) Inactin(120)
ouT
1000bytes
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out packet 1 error packet 10
IN
12000bytes
in packet 140 auth packet :0
decrypt packet : 0 discard packet :0

replay packet :0 auth error packet : 0

uRPF error packet : 0

Inactive Group SA
Parent IKEv2_SA policy : 2
Server Address : abc3.co.jp (2001::1112)
SPI 1 0x07a73232
Priority  : 0x0000000100ff00f9
Life time : 3010/3600 sec

Parent IKEv2_SA policy : 3

Server Address : abc4.co.jp (2001::1113)
SPI 1 0x07a771a2

Priority ~ : 0x0000000100ff00f8

Life time : 3010/3600 sec

Total number of Active Group SA

Router#

| EEEREL

| E B | m oA
[RLFRAUE SA DAUBTT—RERFLET .
Parent IKEv2_SA policy [IKEv2 7K1)$— ID #&RLET .
H—N—OFFLREERLET,

‘Interface ipsecif

‘Server Address

ISPI SPIEERRELET,

‘Priority ‘7)[/7‘7|'\°'f‘/|~ SADEBEEERTLET,

‘Enc alg ‘Eﬁﬁ LTWARE7IIT)XLERRLET,

Auth Alg EALTLA/ A\ aT LT X LERTRLET .
Lifetime [RLFRAUE SADSA TR LERTLET .
‘Rollover ‘7)[/7‘7|'\°'f‘/|* SA DA—)LA—N—BEfZERTLET,
‘out packet ‘CO) RORILIZEELET—28ERRLET,

‘error packet

ICOrRILISEIET BB TT—/ b ERRLET

‘Current

ISA HSHEIIL T D R - 15/ A MIERRLET .

‘out packet

[CORU RIS IEL T —ARERRLET .

error packet

‘:0) P RIVISEET DEDEE LS —/ Ty MIERTLEY

CORRDDRIELI Sy ERTRLET,

|
‘in packet
‘auth packet

REEICREN AR IEN T ERTLES
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‘decrypt packet ‘IEL(TE%'G%T:%E/ Vb #iERRLET,
‘discard packet ‘B‘%%LT:%E/ VI ERTLES .
replay packet BEATINIERTLET .

RIS —ICKYBRELI/ Ty IERTLET,
‘uRPF error packet™ ‘uRPF BEREICKYBREL=N\T Y ERRLET,
¥ IEB uRPF error packet [%. V01.11(00) LLBE Y AR—k

‘auth error packet

I:l?‘/ ==

show crypto group-security client sa [redundancy]

I NS5 A—4
k5 A—4 | BENE | BREEE | AREOE
TILFIRAUE SA TRY—/N\DBZELETILFRA ETOIIILFRA
redundancy |k SA M55, Active HE,MD & Inactive B D E R KL |redundancy |k SAZRTRLE
EX I8 ERS
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| Laver2 shiltiaEI—RA S B1H%R

LL2TP/PPPIC & U LNETIP 7 K L A OD1ESR

I show ip local pool

L2TP/PPP [Z&YUEALNHT IP PRLRADIEHREFRELET,

Iﬁ%@@%

V01.11(00) L& H-7R—

#show ip local pool
Max/Limit  : 768/67108864

[Pool name : pooll]

Start Avail/Max
End

1.1.1.0 256/256
1.1.1.255

2.1.1.0 256/256
2.1.1.255

Configured Pool Addresses : Avail/Max

512/512
[Pool name : pool?]
Start Avail/Max
End
3.1.1.0 256/256
3.1.1.255

Configured Pool Addresses : Avail/Max
256/256
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| EEEREL
| H B | n B
Max EBTHELTVIRABDHLTFLABMERRLET,
[Limit EBECRETRELTFLARBERTLET,
‘Pool name |7|:l/Z7’—)l/1’% ZRNLET,
[Start YL TR TRLRERRLET .
[End B S TRETFLRERRLET .
[Avail BRIV HLAREATRLRBERTLET .
[Max [BRILVHLZRLAMERRLET,
‘Configured Pool Address |Iﬁ—7—)bl7q0)7FL/Z7’—)I/T§$E§§7J—<L$TO
[Avail [F—F— LA TRV LA 7 FL AR SR RLET,
[Max F—T—LAQBRILVDHLT L ABEERRLET,

I:l?‘/ rE

show ip local [K7 KLRT—IL&>]

I/\°5>‘—’5'
L KSA—s | BENE | BEEE | HEREEO{E
‘7%;7’—»@ FRLRT— L& EIEELET . f;gg‘* ‘émv"—»ﬁ%ﬂﬁo
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| 2P ikiERR
I show [2tp info

L2TP MiREEERRLET,

V01.02(00) LLR& H-7R—

| =rman

Router#show |12tp info

Global Statistics (MsgType:Send/Recv)
SCCRQ:100/50 SCCRP:50/100 SCCCN:100/50 StopCCN:30/10
HELLO: 10000/20000 ACK:20000/10000
OCRQ:0/0 OCRP:0/0 OCCN:0/0
ICRQ:100/50 ICRP:50/100 ICCN:100/50 CDN:30/10
WEN:0/0 SLI:100/50

Control Connection 1 (Connected)
Local/Remote 1D: [12345678/abcddcbal
Local/Remote IP: [1.2.3.4/4.3.2.1]
Remote Hostname: [HostNAME]
HELLO: [12345/12345]

Tunnel 1 (Connected)
Local/Remote 1D: [23456789/aabbccdd]
Local/Remote Cookie: [1122334455667788/aabbccddeeffaabb]
Sequencing: disable

| EEEREL

| E B | BE-

Global Statistics & Ay+— (SCCRQ. SCCRP. SCCCN. StopCCN., HELLO. ACK. OCRQ. OCRP.
(MsgType:Send/Recv) |[OCCN. ICRQ. ICRP. ICCN, CCN. WEN, SLI) D& EH/ ZEHEFRTLET,

Local/Remote ID: A rO—/L AR 3 FHANT 5= D BEE/ FEEED ID

TRLET,
. Local/Remote IP: A hO—)L ORI a % #AT H-OD BEE/MREED IP 7
Control Connection 1 |, _
(Connected) FLAZRRLES .
Remote Hostname: A bA—)L ARSI a3 AT H-O DR REB DAL F
®~RLET,

HELLO: > kA—)L 249320 HELLO Avt— DA ER/ SEMERRLET,

Local/Remote ID: v 3L ZBAld 51D BEE/MMEED ID #XRRLET,
Local/Remote Cookie: 7y ar%#ild 51-6H D BEE/MMEBED I YF—5K TR
Tunnel 1 (Connected) |[LET,

Sequencing: : enabled M1F & (L. L2-Specific Sublayer Z1BIMLTL—5 U A E S
tybLET, disable DIFE & sequencing ZFEALEE A
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I:l?‘/ ==

show 12tp info [tunnel <TUNNEL FE>]

I NG A—4
[R5 Ax—% | BENE BEHH | LI OE |
= |L2TP OIRREZS I 5 TUNNEL 1271 —X BESATNEAETI—R
TUNNEL 1~32 —
‘ S pmesmelid. ‘ ‘@H%mbi?o ‘
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fL2rPv2 koL sk

I show [2tpv2 |2tp-tunnel

L2TPv2 bR LIEHRERTLET .

I KTEEH BERT

V01.11(00) L& H-7R—

#show 12tpv2 12tp—tunnel

L2TP Tunnel Information Total tunnels 2 sessions 2

Loc Rem Remote Name State Remote Address Sessions Profile

TunlID TunlD Name

1 164983 lac-A est XXX XXX XXX XXX 1 Ins—A

2 16494 lac-B est XXX XXX XXX XXX 1 Ins—B
Ii%@ﬁﬂ BHRT

#show [2tpv2 12tp—tunnel detalil
L2TP Tunnel Information Total tunnels 2 sessions 2

Tunnel id 1 is up, remote id is 16493, 1 active sessions
Remotely initiated tunnel
Tunnel state is established, time since change 00:08:47
Remote host name is lac—A
Address xxx.Xxx.xxx.xxx, port 1701
Local host name is Ins—A
Address xxx.Xxx.xxx.xxx, port 1701
L2TP tunnel-profile is Ins—A
Control Ns 12, Nr 5

| EEEREL
| E B | m A
tunnels |L2TPv2 ForILD#EHERRLET,
‘sessions |L2TPv2 tyiar D iide KEELISY) ERRELET,
LocTunID EEBOLRILID ERRLET,
[RemTunID SHEZEBOL RILID ERRLET.

HEEBORANEERTLET,

‘Remote Name
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WED L2TPV2 hoRILDIKEERTLET,
idle :idle 4KEE
State w-reply : wait—ctl-reply JKHE
w-conn :wait—ctl-connect JK&E
est :established JK&E
‘Remote Address |§"\Tﬁﬂ§|§0) IP 7RLRZRRLET,
FoRIL EDEYa Hlidle IREELSN) ERRLET,

RRILD L2TP F7OT74IL ID ZRELET,

‘Sessions

|Sessions Profile

Tunnel id EEBOMNARILD FRRLET.
[remote id is SHEEBOr R D 2RRLET,

b RIL EDEY 3 #ldle IRELS) ZRRLET,

ELoMLIEMI LI RILIERRLET .
initiated tunnel Remotely : ¥f [FI2E & M AL
Locally : BEEMNSHEL

WED L2TPv2 b RIILDIKEERRLET,
idle :idle JKAE

Tunnel state is w-reply : wait—ctl-reply JKHE

w—conn :wait—ctl-conn JK#E

est :established JK#E

‘active sessions

time since change  |BikDIKEEBH>ORBIMERTLET .

‘Remote host name is |§'\]‘ﬁ%l§0)ﬂ'\xl~%€§ﬁtbi'§'o

[Address SHF%ED P 7RLRERRLET,
lport XiHED UDP R—EEERTELET,
‘Local host name is |El§|5§0)7|'\7(|~% xnLFET,

Address BEEO P FRLRERRLET,

lport |BXE®D UDP R—EEERRLET,

roRILD L2TP FOTJ7AILID ZRELET .

‘LZTP tunnel—profile is

PRIV EDERET—4HERTLET .

‘Statistics

INs [EBREFDEEATIRDL—rURFon— Nr [(FRICSETEIEEHET

Control Ns 12, Nr 5 : Rl
OMrot NS & Tz by 2F o Nn—%RLET .

I:l?‘/ rE

show [2tpv2 |2tp-tunnel [detaill

I INT A=A
KT A—% | BENE R | BB DIE
[detail BHEEHRERTT HBBITEELET, - EEERRLLYET.
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| L21Pv2 £y o 3 Uik

I show |2tpv2 session

L2TPv2 vyl a igiaERRLET,
VO01.11(00) LAY R—p

I KTEEH BERT

#show [12tpv2 session

L2TP Session Information Total tunnels 2 sessions 2

LoclD RemlID Loc Username Tunnel IPsec State  Last Chg
TunlD [/F Num I/F Num
5 46292 1388 user-A@furukawa.co.jp 1 33 est 00:08:16
6 46293 1389  user-B@furukawa.co.jp 2 34 est 00:08:16
I ForEmEF FFHRT
#show [2tp session detail
L2TP Session Information Total tunnels 2 sessions 2
Session id 5 is up, tunnel id 1388
Remote session id is 46292, remote tunnel id 16493
Remotely initiated session
Call serial number is 2397200004
Remote host name is lac-A
Address xxx.Xxx.xxx.xxx, port 1701
Local host name is Ins—A
Address Xxx.xxx.xxx.xxx, port 1701
Session state is established, time since change 00:08:37
Session username is user-A@furukawa.co.jp
Interface is tunnel 1
| EEEREL
| B B | n A
tunnels |L2TPv2 FoRILDEHERRLET,
‘sessions |L2TPv2 tyiarDiEGde KELIS) ZRRLET,
[LocID BEBOEYIav D ERRLET.
RemID MAEEDO YAy D ERALET,
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2172

LocTunID EEBOM RILD ERFLET.
Y avDA—HEERRLES, A—FEEZELLGEISBEE —"2R R
Username LT,

A—H & EIE L2TPv2 M L2TP Proxy Authen Name AVP T fleshb1—H r—
LTI,

‘Tunnel I/F Num

RO RIIAVBTTI—REEERTLET,

1Psec I/F Num

IPsec TL2TP #HTEIAELTVSIEA  IPsec 124 T1—RAEBERFLET,

State

WED L2TPv2 b RIILDIREEZRRLET,
idle :idle JKAE

w—tun :wait—tunnel JKEE

w-reply : wait—ctl-reply JKHE

w—conn :wait—ctl-connect IX#E

w-ans :wait-cs—answer IKEE

est :established JKAE

‘Last Chg

REEA RIS E L TH DB BEMERRLET .

‘Session id

EEBEOEYIar D #RRLET,

‘tunnel id

EEBOMRILD ERRLET.

‘Remote session id is

SALEBOEY I D 2RRLET,

‘remote tunnel id

SHEEBEO R D ERRLET,

initiated session

(EbomLREIL-tysarhERTLET,
Remotely : 3t [ 2 & H 5 FEIL
Locally : HEE M OHEIL

‘Call serial number is

|Ca|| Serial Number AVP TR{ET5FEEERRLET,

‘Remote host name is

HFEEORANEERTLET,

‘Address

MALED P PRLRERTLET,

‘port

tEEED UDP R—FESEXRTLET,

‘Local host name is

EEBORINERTLET,

‘Address

EEEDIP PRLRERRLET,

‘port

|E£EBO UDP R—EEERRLET.

Session state is

WAED L2TPv2 EyiavDREFRRLET,
idle :idle JKAE

w—tun :wait—tunnel JKEE

w-reply : wait-reply JKHE

w—conn :wait—connect JKHE

w-ans :wait-cs—answer JkHE

est :established JKAE

time since change

BHEOREEBNLORBEMERTLET,

Session username is

Yl avDA—HEZERRLET . A—HREZELLELISEEGEIE 2K~
LEY,
A—HLZ &L, L2TPv2 M L2TP Proxy Authen Name AVP TiBflahbd1—Hr—
LTY,

Interface is

yviavIcEER TR TWA R R TT—REERRLET .




Layer? i EEICET 7 S 15#F

|:|7> ==

show [2tpv2 session [detail]

I NG A—4
k54 —% | RENE R | EREDE |
[detail HMERERTT HBAICEELET, - BERRREBVET . |

273



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

| L21Pv2 4 v £ — S o#kEtHESR

I show |2tpv2 statistics global

L2TPv2 Ayvt—L DffistEHRERRLET,

| =rman

V01.11(00) L& H-7R—

214

#show [2tpv2 statistics global all

L2TP Statistics send|
ZLB : 0

SCCRQ : 0l

SCCRP : 0l

SCCCN : 0l
STOPCCN : 0l
HELLO : 0l

OCRQ : 0l

OCRP : 0l

OCCN : 0l

ICRQ : 0l

ICRP : 0l

ICCN : 0l

CDN : 0l

WEN : 0l

S : 0

OTHER : o]

TOTAL o]

LCP Statistics : send|
Configure-Request 0l
Configure=Ack 0l
Configure=Nak 0l
Configure-Reject 0l
Terminate—Request 0l
Terminate—Ack o]
Code-Reject o]
Protocol-Reject 0l
Echo-Request 0l
Echo-Replay : o]
Discard—Request 0l
Other 0l

TOTAL o]

IPCP Statistics send|
Configure-Request 0l
Configure=Ack 0l
Configure=Nak 0l

recv|
0]
0]
0]
0l
0]
0l
0l
0l
0l
0l
0l
0l
0]
0]
0]
0l

recv|
0l
0]
0l
0l
0]
0l
0]
0l
0l
0]
0l
0]

recv|
0]
0l
0]

0l
0l
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Configure—Reject 0l 0l 0l
Terminate—Request o] 0l 0l
Terminate—Ack 0l 0l 0l
Code-Reject o] 0l 0l
Other o] 0l 0l
TOTAL 0] 0] 0]
PAP Statistics send]| recv| drop|
Authenticate—Request  : o] 0l 0l
Authenticate—Ack o] 0l 0l
Authenticate—Nak o] 0l 0l
OTHER : 0l 0] 0]
TOTAL 0] 0] 0]
CHAP Statistics send]| recv| drop|
Challenge 0l 0l 0l
Response o] 0l 0l
Success  : 0l 0l 0l
Failure o] o] o]
OTHER : 0l 0l 0l
TOTAL 0l 0l 0l
I LIEEDERHA
] E M ] n =
[L2TP Statistics]
send BELE A E—SMERTLET .
recv [BIELIAvE—SHERTLES,
‘drop ‘Fﬂ‘yjbfzi‘yt—gﬁ’éiﬁ?biﬁ—o
IOTHER PID OFRBA/ Sy b ERRLET
TOTAL BEERTLETS
‘[LCP Statistics])
send BELE A E—SMERTLET
recv RIELEAYVE—SHERRLET,
’drop ’FD‘ijT:}‘yt—gﬁiiﬁ?Li?o
IOTHER PID ORBZ/ Sy hEERRLET
TOTAL BHERTLET,
[IPCP Statistics]
send BELE AL —UHERTLET.
recv [BIELIAvE—SHERTLES,
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‘drop ‘PD‘yjbfz)“yt—ﬁ?iEﬁﬁtbiTo
IOTHER PID OB Ay b ERRLET
TOTAL BRERTLETS,

[PAP Statistics]

send BELE A E—SMERTLET
recv [BIELIAvE—SHERTLES,
‘drop ‘Fﬂ‘yjbf:}‘yt—gﬁiiﬁ?biﬁpo
IOTHER PID OFRBL/ Sy h B ERRLET
TOTAL BEERTLETS,

‘[CHAP Statistics]

send BELE AL —UHERTLET.
recv [BELIAVE—SHERTLES,
‘drop ‘Fﬂ‘yjbf:}‘yt—gﬁiiﬁ?biﬁpo
IOTHER PID ORBZ/ Sy hEERRLET
TOTAL BHERTLET,

I:l?‘/ ==

show |2tpv2 statistics global <ZA k)LD

I NS A—4
k5 A4 | BENE BEE | LEEESOD B
KRTHIORILEEELET,
lall [L2TPv2, PPP FOR2LLT all
e T PV =Ty 2te BRETERIET
ppp

216

lppp [PPP FOR2L D
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LL21Pv2 2 5 & a3 Ll A v & — D DgEEHESR
I show |2tpv2 statistics |2tp—tunnel

L2TPv2 a3 ElEAyvtt—S D#EHERER TLET,

V01.11(00) L& H-7R—

I =R EmEH
#show [2tpv2 statistics 12tp—tunnel id 20613
Local Tunnel ID 20613
L2TP Statistics send| recv| drop|
SCCRQ : 0] 1] 0]
SCCRP : 1] 0] 0]
SCCCN : 0l 0l 0
STOPCCN : 0] 0] 0]
HELLO : 0l 0l 0l
TOTAL 1] 1] 0]
I &LIEE DA
| E M | n =
Local Tunnel ID ﬂﬂnmjhh:wwhp*wu)&ﬁibiTo
L2TP Statistics L2TPv2 Oy as bty —S OfEHERERRLET .
lsend BIELI At —OHERTLET,
recv BIELEAVE—SHERTLET,
‘drop ‘Fﬂ‘yjbf:}‘y‘b—yﬁ’&_%ﬁ?bi?o
TOTAL BEHERRLET.

I:A?‘/ rE

show 12tp statistics 12tp-tunnel { id <k RJLID> | all }

I/\°5)‘—9
=rea RENE | mEwE | EHEOIE |
FoLID  |FURILID EEELET . 1 ~ 65535 |&BEAE |
all £ TOP R ID EHRELET, all EHREAT |
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LL21Pv2 v o 3 VI A v £ — S O#EHESR

I show |2tpv2 statistics session

L2TPv2 yiav &l Ayt — D#EHEHRERRTLET .

I FEE

V01.11(00) L& H-7R—

#show [2tpv2 statistics session tunnel 1
Tunnel IF num 1

L2TP Statistics send]| recv| drop|

OCRQ 0l o] 0l

OCRP 0l 0l 0l

OCCN o] 0l o]

ICRQ o] 1] 0l

ICRP 1] 0l 0l

ICCN 0l 1] 0l

CDN 0l 0l 0l

TOTAL 1] 2| 0l

I%ﬁﬁwﬁ%

| H B | 2

‘Tunnel IF num

L2TPv2 TR DR RILA VBT —REBERTLET .

L2TP Statistics

L2TPv2 v av il Ayt —S OfEHERERTLES,

lsend BIELI At —OHERTLET,
recv BIELEAVE—SHERTLET,
‘drop ‘Fﬂ‘yjbf:}‘y‘b—yﬁ’&_%ﬁ?bi?o
TOTAL BEERTLETS,
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I:A?‘/ rE

show |2tp statistics session { tunnel <k HRJLL B2 T —RES> | username <1

—H4%£> | all }

I INTG A—A
| K5 A—% | BRENE | BEEE | AREOE
PRI ALETI—RBEE (PRI FTI—RBESEEELES.  |1~32 HIEFA
‘1—% 1 FRERELET. e T lamrn
all & TOr R ILERELET, all BRI
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| L21Pv2-PPPO) 1 — 4148

I show |2tpv2-ppp

EZHIZAT B L2TPV2 2y av EPPP Y avERRLET,

V01.11(00) L& H-7R—

Ii%@ﬁﬂ
#show [2tpv2-ppp
TunnellF IPseclF RemotelP Username Uptime
1 33 192.168.222.155 user!@furukawa.co.jp 1:00:11
3 35 192.168.0.5 user2@furukawa.co.jp 2:54:22
54 34 192.168.0.2 userb@furukawa.co.jp 100:52:11
60 ——= 192.168.0.1 user3@fnsc.co.jp 5:23:33
I BIBEE DR
| B B | n &
TunnellF L2TPv2 TR DR RILA VBT —RESERRLET .
PecclF IPsec 1B T71—RBEBSERRLET,
RRTDEONETNIE —"F2FRRLET,
RemotelP PPP @ IPCP [ZKYILWMELI=7RLRAZERRLET,
IDHLTULVELRETHNIE —"Z2RKRLET,
‘Username ‘PPP NA—HEZERRLET,
Uptime PPP ARSI THL DI BERIERRLET,
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I:A?‘/ rE

show |2tpv2-ppp [interface {tunnel <k RILA 2B T —RESD|ipsecif <IPsec 1 >
271 —RAEBD}| username <1 —H4£>]

I INTG A—A

| KT A—45 | BENE | BEEE | AREOE

R RIAVETI—RES RN AEZTI—REEEEBELET . 1 ~32 AT
IPsec {371 —ANEEEZIEELET,

IPsec 12371 —RAEE  |FREEEHEIZ(L dynamic ipsecif DBESEEZFE |1~64 HEEAT]
nNTWED,
PPP DA—HRZEHRELET .

e 1—HZ(X L2TPv2 @D L2TP Proxy Authen |z K 128 XF®D |,,. -

YA Name AVP CEHEND1I—HR—LTIE |[EHF A

X PPP D1 —HLZTY,
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| NATHEREICBE S B1ER

| Wizms—J L otks

I show ip nat translation

NAT ZHL TWARAT—TILDIEREZRTLET .

|§ﬁ@ﬁﬂ1

Router#show ip nat translation

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 4 Peak:4

List of active sessions:

EWAN1
Local(address  port) Global(address port) Remote(address port) prt  tm(s)

e e o e
192.168.10.2 14295 192.168.1.1 14295 192.168.200.2 14295 icmp 3
192.168.10.2 14294 192.168.1.1 14294 192.168.200.2 14294 icmp 3
192.168.10.2 14293 192.168.1.1 14293 192.168.200.2 14293 icmp 3
192.168.10.2 14292 192.168.1.1 14292 192.168.200.2 14292 icmp 3

| ZTEmEs 2

Router#show ip nat translation summary

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 4 Peak:4

| EEEREL
| H B | m &
‘Max sessions |NAT T—TILDBREERTLET,

‘Reserved sessions |E BEEDEOIZTFHLTLNAS NAT T—J ILEERRLET,
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‘Active sessions |NAT T—IILDOERAGT DLy avBEBERRKEY VB (Peak) TRRLET,
Local(address port)  [LAN BID%{ETE IP PRL A, RUBRIETHK—BEEERTLET,

(Global(address port) [NAT+ZEH % DEIET IP 7FLAKR—EEERRLET,

‘Remote(address port) |§E§’E‘. IP7RLR, RUEBER—IESERRLET,

JOraLZELLIFITOr LN BEESERRLET , top. udp. icmp LLoH T etc ERR
ENFEY,

[tm(s) COERERBOT—ILNLEIRT 2ETORM ) ERRLET,

prt

I:l?‘/ ==

show ip nat translation [/ % 7z —X 4]

L Rk5A—% | BRENE | OBRTEEE | ARREOME

lan 1

ewan 1
pppoe 1~24
NAT L TWB AU ATT—REIEELET .  |dialer 1~20 ETOAVFTT—R
AUBRITT—RL |summary ZIEET B LT, HEHERDAHRTT |usb-ethernet 1% | NAT T—TILER
BHTEMHEET vlanif 1~16 ~LET,

ipsecif 1~32
tunnel 1~32
summary

¥ usb-ethernet 1 [& V01.08(00) L& R—k
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| DHCPH —/ \# eI 2R3 515 4R

| DHOP4 —/SiRETHI Y M T 57 KL A 1R

I show ip dhcp binding

AREED DHCP 4 —/\HREZEHEAT HZEIZ. P TRLADEMIRRERTLET,

|§ﬁ@ﬁﬂ1

Router#show ip dhcp binding
LAN: 2 entry

LAN:
static 00:00:00:00:00:01 192.168.10.200 infinity
allocate 00:00:00:00:00:02  192.168.10.201 infinity

Router#

| 2rmmn 2 mess

#show ip dhcp binding summary

LAN: 2 entry
Router#
I LIEEDERHA
. m®m 8 | n R
‘entry ABT—REDIVVHLIP PRLRERHEZERRLET,
EDELSZLTIP PRLANERESNTLWSNERRLET,
arp :ARP [CKYEHLI=BEIZFIRFEHD)IP TRL R
status static : &7 E(hosttable AT R)IZKYE|YFIHARO SN TLNSIP PEL R

allocate : IP IEERMNSM IP PRL RAEVEERIZX LT DHCP H—/\#EEEN B EER AL IP

TrLR

‘MAC address IHERD MAC PRLAZRRLET,

|IP address |ﬁﬁuﬁ5|50) IP7RLRERRLET,

AL P 7PRLRAOEMER (A BF:MERRLET,
IR DIHZE (L. “infinity”,
ARP [CKYERHELI-EZSIE. RIRSNFEH A

lease

|:7>F%ﬁ

show ip dhep binding [IP 7 KL X]
show ip dhep binding [41 42 7 = —X]

284



DHCP ¥ —/ H8BEI- 5 9 158

show ip dhcp binding [summary]

I INTG A—A
RS A% | BENE | BEEE | AREOE
ELIP 7PRLARA, EMRANMAC 7RLR)
IP 7FL X [CEY Y TON=DIEFHERT BH=HIZ.IP PRLR [IPvd TRL AR
#EELET, DHCP H—E X h\#F-
o lan 1 TWAETHEHE
. L MBI —RERET ALY FEELI=1Y . - _
TR S RO EROHBEERLET . ewan | 2459z —RRI=
vlanif 1~16 b
summarv ABTI—RABDIVHLIP PRLRIEHRIME R I
v RLUET, v

¥ /8T A—4 summary (. V01.13(00) LLEE 5 7R—F
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| DHCPYL—T—Ux MEREIC RS 2 158R

[oHCPY L—T—S x> MiRETOBER/ T v HER

I show ip dhcp relay discard-packets

DHCP 9547 M5 M DHCP YO T AR Ny DZERIZEELI=/ vk, BT DHCP H—/\Hi5®M
DHCP )T SA 1\ yrDZIERFIZEEL=/\r Y et BELERFO/AT VDT U TE#RRLET

| EEESS

Router#show ip dhcp relay discard—packets

BOOTREQUEST (size 300 byte)

00000000: 01 01 06 01 69 6e eb 57 0e 00 00 00 00 00 00 00 ....In.W........
00000001: 00 00 00 00 00 00 00 00 cO a8 0b 01 00 cO 26 00 .............. &.
00000002: e5 71 00 00 00 00 00 00 00 00 00 00 00O 000000 .g...ceven.....
00000003: 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 ..oeveveenen..
00000004: 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 ..ceveveenennn.
00000005: 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 ..cevevenenn..
00000006: 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 ..cevevennennn.
00000007: 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 ...evevennenn..
00000008: 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 ...eeevennennn.
00000009: 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 ..cevevennenn..
0000000a: 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 ...ceevenenn.n.
0000000b: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 ...vvvvenenne.
0000000c: 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 ..cevevennenn..
0000000d: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 ..evvvenennn.
0000000e: 00 00 00 00 00 00 00 00 00 00 00 00 63 82 5363 ............ c.Sc
0000000f: 35 01 01 3d 07 01 00 cO 26 00 e5 71 Oc 07 583 54 5..=....&..9..ST
00000010: 4f 4c 32 31 00 37 07 01 0f 03 2c 2e 2f 06 ff 00 OL21.7....,. /...
00000011: 00 00 00 00 00 00 00 00 00 00 00 00 00 000000 ...evevenennn.
00000012: 00 00 00 00 00 00 00 OO OO0OOOOOO ...
BOOTREPLAY (size 0 byte)

#

I:A?‘/ rE

show ip dhep relay discard-packets [RE/ N4 v k]
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I INTG A—A

kS5 A—% | BENT | BEEE | AREOE
DHCP YO IRy D Z{ERFICEZELIz/N Y DHCP 1)
TSANRTIrDZERICEEL/ Ay BRELE-RHD
NTYRDE U TERRLET,

o bootrequest |[WA DIEHZE
R/ ok ootrequest PHCP ZFAF VMDD DHOP USRI/ | lpootreply  |RRLET .
W DB IERICEE LI/ v ERRLET,

bootren| DHCP H—/\M5M DHCP Y ITS5A4 /345 9ybD
TPV R R LI S U MERRLET
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JDHCPY L—T—S 1 Mg DR IBHE R

I show ip dhcp relay statistics

DHCP L —I—U U MERERAKR D . FEMAIFHRERTLET .

|§ﬁ@ﬁm

Router#show ip dhcp relay statistics

received request : 0 received reply : 0

relayed request : 0 relayed reply : 0

discarded request: 0 discarded reply: O

| EEEREL

. & H | n &
‘received request |§1§L'f: BOOTREQUEST Ayt—U#HFRRLET,
‘received reply EEL,T: BOOTREPLY *vt—U#ERRLET,
‘relayed request |'J L—L7= BOOTREQUEST Avt—U#HERTLET,
relayed reply )L —L#= BOOTREPLY Ay t—S#E&RRLET .

‘discarded request |l§‘.§b'f: BOOTREQUEST Ayt—U#HFRRLET,

discarded reply  |E3EL 1= BOOTREPLY Avt—SH#ERRLET,

I:A?‘/ rE

show ip dhcp relay statistics

I/\°5)‘—’5!

INTGA=REHBYFEE A,
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| DHCPv6 H—/\#8E(ZfH 3 15 R

| DHOPVE —/ Sk ER R

I show ipv6 dhcp server status

DHCPv6 H—/\HERED IR RERRLET .

I FEEH 1

Router#show ipv6 dhcp server status

Interface status
LAN1
[Server information]
Server identifier: 00:03:00:01:00:80:bd:f0:0b:32
Prefix Delegation
address—pool:POOL-A
T1:10m30s T2: 25m10s
DNS Servers
XXXXEXXXK XKXX EXXXK EXXKK XXX EXXKK XXX
ARBITRARY OPTION
10:0xabcdefg
11:forward dhcp—client ewan 1
100:0x1234567890
[Client information]
Client identifier: 00:01:00:01:00:a5:af:11:00:0d:00:00:00:00
Client address: fe80:zzzz:zzzz:2222:72722:2222:7272
Prefix Delegation
IAID: 3
YYYYIYYYYIYYYYIYYYYIYYYYIYYYYiYYYYyyyy /128
lifetime: 300s/600s
statistics:
0 solicits, 0 requests, 0 renews, 0 rebinds, 0 inf-reqgs
0 replys
Last Update: 2010/01/10 10:00:00

Client identifier: 00:01:00:01:00:a5:af:11:00:0d:11:11:11:11
Client address: fe80:zzzz:zzzz:2222:722z2:222Zyyyy
Prefix Delegation
IAID: 3
YYYYYYYYYYYYIYYYYYYYYYYYYyYYYiyyyy/128
lifetime: 300s/600s
DNS Servers
XXXX EXXXK XKXX XXX EXXKK XXX EXXKK XXX
ARBITRARY OPTION
10:0xabcdefg
100:0x1234567890
statistics:
0 solicits, 0 requests, 0 renews, 0 rebinds, 0 inf-reqgs
0 replys
Last Update: 2010/01/10 10:00:00

Router#
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Iiﬁ@ﬁﬂz

Router#show ipv6 dhcp server status summary

lan 1

Client address UPdate
fe80:zzzz:22272:22272:2227:7777°7777:7zzz 2010/01/10 10:00:00
fe80:zzzz:2zzz:2z2zz 2227 7zzZ:yyyy:yyyy 2010/01/10 10:00:00

Router#
SRR
| H H | n B
‘Server identifier |2'K3§|5§0)‘U'—/< IDZRRLET,
‘address—pool |iﬁfﬂ'@’é7’[/74“/71’%#&5@%767I:I/Zj—)l/% #RRLET,
T TLI4vIREEZ DN — NCHEGT 2 ETOBMERRLET .
T2 EEOY—/NICHEGT S ETORMERRLET,
IDNS Servers IDNS #—/ SO F7RLREERFLET,
/ARBITRARY OPTION  [DHOP M7 7 ava—R, #73av /54— & RLET,
(Client identifier IDHCPV6 4517V rDHISATURID #RTFLET,
‘Client address |DHCPV6 DIATRDTRLRERRLET,
1AID |Prefix-Delegation O IAID fEZ & RLET
yvyyyyyssee/128 [HADHLETL 0w o RIEHRERRLES .
fetime i%fﬂbf:%’f?@’f-&%ﬁﬂ?bf'@'o BN Preferred lifetime, &5 4% Valid lifetime %
R~LET,
|Last Update [®#I< DHCPv6 THEHREBALIBRIERRLET,

I:l?‘/ ==

show ipv6 dhcp server status [ 1 27z —X4 ]

I INTG A—A
L K5A—4 | BENE | BREEIE | AREOIE
lan 1
DHCPV6 H—/ \HEREDIRREF [FIRE KRS S22 TT— |ewan 1 ETODAEZTI—AD
ABTT—R | REEELET, pppoe 1~24 |DHCPv6 H—/ \#EE
Ff=, summary T3 EIEE T AIETHERRLET . [vianif 1~16 [IREEFRRLET,
summary
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| oHceve ¥ — s oErEER

I show ipv6 dhcp server statistics

DHCPv6 H—/\HERED A EHRERTLES .

|§ﬁ@ﬁm

Router#show ipv6 dhcp server statistics

Interface statistics
lan 1

Packet counter Solicit: 0 receive, 0 error
Advertise: 0 send, 0 error
Request: O receive, 0 error
Renew: O receive, 0 error
Rebind: 0 receive, 0 error
Reply: 0 send, O error
Information—Request: 0 receive, 0 error

Router#

| EEEREL
| H B | n B
llan 1 1871 —REERFLET,
Solicit Solicit ZEEH. TS—EHERFLET,
‘Advertise ‘Advertise EERK., T5—EHERTLET .
‘Request ‘Request ZERH. TS—EHERTLET,
Renew Renew ZAEEH. T5—EHERFLET .
Rebind Rebind ZISEH. T5—EHERTRLET .
|Reply Reply #EEM. T5—EHERTRLET,

‘Information—Request

‘Information—Request ZERH. TS—EHERTLET,

I:l?‘/ ==

show ipv6 dhcp server statistics [ 1 2 71 —RXR4 ]
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I IND A—A
e BENE | BEEE | AREOE
S L Sl £ — |an 1 @’C@’f:/’)"jl_xo)
AR TT—R %?P;67i:gz§?ffﬁégﬁiﬁérﬁ#ﬁ;&%mét} ewan 1 DHCPv6 H—/ \#HE
- AL ST Vianif 1~16 |#EHERERRLET,
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| DHCPVE 9547 MiREICBE S 215 4R
L DHCPVE &7 5 4 7 HiREDIRSR

I show ipv6 dhcp client status

DHCPV6 7547 U MEREDIRRERRLET .

I FEE

Router#show ipv6 dhcp client status

Interface status
LAN1
Client identifier: 00:03:00:01:00:80:bd:f0:0b:32

Server identifier:00:01:00:01:00:a5:af:11:00:0d:02:33:e6:64
Server Address: fe80::20d:2ff:fe33:e664
Prefix Delegation
IAID: 3
T1(RENEW): 10m30s T2(REBIND): 25m:10s
2001:1234:5678::/48 lifetime: 1h23m45s/34m565s
Last Update: 2008/08/10 10:00:00

I%ﬁﬁ@ﬁ%

)

- =
Client identifier | AZEBDYFA7UID ERRLET,
Server identifier |DHCPv6 #—/3D#—/\ID £&RRLET
‘Server Address ‘DHCPVG Y—INDTRLRERTRLET,

‘IAID ‘Prefix—DeIegation D IAD {EZRRLET,

IT1(RENEW) IRENEW § 2 £ COBMERRLET .

T2(REBIND) IREBIND § 2 E TOBRIERRLET .
BYSTONITL IV IRE, ZEDFATEA LERTLET,

lifetime lifetime MATH Preferred lifetime., &AM Valid lifetime T, 54 724 LDFERYBEfE R
RLET,

Last Update | &1 DHCPv6 DO IEH & BMES NI BRIERRLET .
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I:A?‘/ rE

show ipv6 dhcp client status [41 >4 7 = —X]

I INT A=A
kS5 A—4 | BENE | BEEE | LIS E
lan 1 . .
5oe—z [DHOPYS 547U MEREDRIRERRE L BA  |owan | S g
VRIT—RERELET, pppoe 1~ 24 =

e e |PRRERRLES,
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| DHCPV6 & 5 4 7 > e D EHE SR

I show ipv6 dhcp client statistics

DHCPv6 7547 MERED e IBESHRERTLET .

| =rman

Router#show ipv6 dhcp client statistics

Interface statistics
LAN1
Status counter
Initial operation: 0 success, 0 failure
Renew operation: 0 success, 0 failure
Rebind operation: 0 success, 0 failure
Packet counter
Solicit: 0 send,
Advertise: 0 receive, 0 error, 0 ignore, 0 Unselected
Request: 0 send
Renew: 0 send
Rebind: 0 send
Reply: 0 receive, Oerror, 0 ignore

| EEEREL

| E H | " B
AVATT—RIEENED . DHCPvE BIEFDHEHERERRLET
‘Renew operation ‘Renew HIEBOHMETIREHRERTLET,

‘Rebind operation ‘Rebind HIEBFOMEITERERTLES,

|Solicit [Solicit £ {EEHERRLET .

‘Initial operation

Advertice EMD Advertise ZIFEIH . T7—ZERHK. ZELEHERETRY AN o7-H
. U—NEERLG > EHERRLET,
‘Request ‘Request EEEHERTLET,
‘Renew ‘Renew EER#HERTLET .
Rebind Rebind £ {EEHERTLET.
R EMD Reply ZIERIH. T5—ZER. ZELARBREIRY ANLGM-I-EIHE XK
eply RLET
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I:A?‘/ rE

show ipv6 dhcp client statistics [41 >4 7 —X]

I INT A=A
K544 | BERNE | BEEE | BB DIE
lan 1
_ , _ LTDAFTT—RAD
~ = ===
ABTT—2R %Ffs ;%’ii’i_?é:%i‘ff”'F’*&Eﬁméﬁ ewa:; 14 [PHCPVE £54 7> M
: ° S 1org | PEEHEHRERRLET .
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| /i ZONSHEAEI<BI T D15 4R

| sSONSHEEI<RE T 2154

I show proxydns—cache

FruoaT—ERUVRETAVIBRT —3ERTLET,

MR DY 0 DIFEERET AV IICBFE SN TWAIUMNBLLE, FHRERZRLET,

F7-.IPCP {L3EIZKD DNS D IP PRLRAHFRLET,

|§ﬁ@ﬁm

Router#show proxydns—cache
<proxydns cache table>

proxydns v4-v6 on
dns server:
proxy : 192.168.100.2,0.0.0.0

dns cache time: 86400sec
dns cache data:
(1) hosts time: Osec
Question: 1
furukawa.co.jp  A,AAAA IN
Answer: 1
furukawa.co.jp  A,AAAA IN 60
IPv4 Address: 1.1.1.1
IPv6 Address: 3ffe:2020::1
(2) QUERY time: 84212sec
Question: 1
fnsc.co.jp A IN
Answer: 1
fnsc.co.jp A IN 60
IPv4 Address: 192.168.200.1
Authority: 1
mydomain NS IN 60
Name: myname.mydomain
Additional: 1
myname.mydomain A IN 60
IPv4 Address: 0.0.0.0

Router#
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| EEEREL

. & H | n A

55 DNS #ge2FE AT 57Ora/L(IPv4 or IPV6 or Tl A)ERRLET,

‘proxydns v4—-v6 on

PPPoE T & L1=DNS H—/ D IP 7RL X, FRELT=DNS H—/ D IP PRLREX
dns server _
RLET,
. 55 DNS #4EEIC LY E L= DNS H—/\D IP PRLRAZ R EH L TH<EmMEERRLE
dns cache time +

55 DNS #EEIZKYEE L=, IP/IPv6 PRLRERAME DA EHLEERTLET,

‘dns cache data

I:l?‘/ ==

show proxydns-cache

I/\°5)‘—9

INGA=BFHYEE A,

298



F1F3v0 DNS BEEICE 7 8158

| ¥4 F3v/DNSHBEICRIT B 1B

L 5153995172 SR

I show ddns—client

interface E—RIZERE SN 1= ddns—client FREBEHREZRTLET,

|§ﬁ@ﬁm

Router#show ddns—client
interface lan 1 :
ddns—client address ipv4 action http—client 1 delay 10 interval 60
Event Request : 99999999, State change : 99999999
Last Request :11:11:11 2008/09/22 Time : 186400 sec
ddns—client address ipv6 action http—client 1 interval 60
Event Request : 99999999, State change : 99999999
Last Request :11:11:11 2008/09/22 Time : 186400 sec
ddns—client linkstate action http—client 1
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2008/09/22  Time : 186400 sec
ddns—client statistics
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2008/09/22  Time : 186400 sec
interface ewan 1 :
ddns—client address ipv4 action http—client 2 delay 10 interval 60
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2008/09/22  Time : 186400 sec
ddns—client address ipv6 action http—client 3 interval 60
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2008/09/22  Time : 186400 sec
ddns—client linkstate action http—client 4
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2008/09/22  Time : 186400 sec
ddns—client statistics
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2008/09/22  Time : 186400 sec

Router#

| EREEREE
T m o8 | I |
linterface: IREEIEERT S UF ERRLET, |
‘ddns-client: ‘ddns—client HERBERRTLET, |
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I:?DP%ﬁ

show ddns—client

I INGA—H

INTGA=BEHYFEE A,
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| 2REx4 v £— SR
I show http-client

http—client E—FIZERE St 1= method FRTEEICIRIRDZFER AV E—DEREFRRLET,

|§ﬁ@ﬁm

Router#show http—client
http—client[1] :
Description: HTTP-CLIENT1
Logging level : none
Reference interfacelnterface : ewan 1
IP-Address IPv4 : 192.168.1.1, IPv6 : fe80::2
Timeout : 60, Retry : 5, Source—interface : lan 1
Host : dnsi.furukawa.co.jp [fe80::1]
Request message : GET /ddns.cgi/?dns2=$i6::1&passwd=secret
Request Sent : 99999999, Timeout : 9999999, Retry—error : 999999
Last Request Sent : 11:11:11 2008/09/22 Time : 186400 sec
Host : dns3.furukawa.co.jp [fe80::3]
Request message : GET /ddns.cgi/?dns2=$i4&passwd=secret HTTP/1.0
Request Sent : 99999999, Timeout : 9999999, Retry—error : 999999
Last Request Sent : 11:11:11 2008/09/22  Time : 186400 sec
Http—client Statistics
Request Event : 999999, Sent : 999999, Timeout : 999999, Retry—error : 999999
Last Request Event : 11:11:11 2008/09/22  Time : 186400 sec
http—client[2] :
Description: HTTP-CLIENT2
Logging level : none
Reference interface : ewan 1
|P-Address IPv4 : 192.168.1.1, IPv6 : fe80::2
Timeout : 60, Retry : 5, Source—interface : lan 1
Host : dns100.furukawa.co.jp [fe80::2]
Request—-message: GET /ddns.cgi/?dns2=$i6&passwd=secret HTTP/1.0
Request Sent : 99999999, Timeout : 9999999, Retry—error : 999999
Last Request Sent : 11:11:11 2008/09/22  Time : 186400 sec
Http—client Statistics
Request Event : 999999, Sent : 999999, Timeout : 999999, Retry—error : 999999
Last Request Event : 11:11:11 2008/09/22  Time : 186400 sec

Router#
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SRR
| E B | BE:
‘Description: ‘http—client DTARD)TavEwRRELET,
‘Logging level: HESNTWAOTHALRILERELET,

‘Reference interfacelnterface:

FRLAEMESZBIRT S IF RRLET,

‘Timeout:

request-timeout BEENI4A LT I FEMERRLET .

‘Retry:

retry BEESNI-UNSA LREMERRLET .

‘Source—interface:

‘source—interface BESN-EETI/FERRLET,

‘Host:

BRERAVE—DEERRRNERTLET

‘Request message:

ERICEETIRX(FRLRABRAFE) ONEFERTLET .

‘Request Sent:

BRERERELLARERTLET.

‘Timeout:

[BRERERELIALTINEHERLES,

‘Retry-error:

URSA LIRISEL. UMS1EThREMEHRRLET,

‘Last Request Sent:

BREREEIEL-REBLIERTLET,

‘Time:

BRERERELREBLNLOBBHMERTLET.

I:l?‘/ ==

show http-client

I/\°5)‘—9
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BEo717o1—/ILIZET 31585

| B8 774794 —ILIcEET B1EHR
| FE7 /£ RIcET 315

I show remote-access

AEEIZT VAL NRAT—FDANERERHULROHZRIZ, TORBERTT HENTEET,

|§ﬁ@ﬁm

Router#show remote—access
1:ng count:3 time: 2min 48sec src ip: 2002:901::2e0:18ff:fe00:9367
2:ng count:3 time: 2min 48sec src ip: 192.168.100.254

| EEEEREL
|\ 8 | BE:
‘ng count \/QXU—FEEﬁotﬁlﬁ%%ﬁxbiio
[time BE7OLREHATIETOBMERRLET .
lsrc ip SZRD—RBYERESE-TILADEET IP/IPV6 FRLRAEERRLET,

|:|7> ==

show remote-access

I/\°5)‘—9

INGA=BEHYFEEA,
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| 7o exux rgRORR

I show access—|ists

access—list AV R TEERLIZBEHRERTLET .

| ZTE@EH 1 BRLTHD, FIELRAURMERTSHIBE

Router#show access-lists

Standard IP access list 10
deny 192.168.1.10
permit 192.168.1.0 0.0.0.255

Extended IP access list 100
permit ip any fgdn-list 1

Extended IP access list 101
deny udp 192.168.1.0 0.0.0.255 eq domain any
deny tcp 192.168.1.0 0.0.0.255 any eq www
permit ip 192.168.1.0 0.0.0.255 any

Router#

| ZREEH2 FOELRUR DAY EERTSEHHE

Router#show access-lists statistics

Interface number packets bytes

lan 1 100 1234567890 1234567890
110 10 100

ewan 1 100 0 0
110 0 0

pppoe 1 100 0 0

dialer 5 100 10 2048

Router#
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I%ﬁﬁwﬁ%
| E B | n =
. THOERYALES 10(XIE 101) DR EHEHRERT 2L,
Standard 1P ccess fot 10/Bxtended 1y h ) AMEBEMELLBE. BIORT HHHELL
BESFTERTRLET .

lpermit 192.168.1.0 0.0.0.255

ZETHTFLRZHATHIUMIERTLES,
ZEY B fadn-list ZEF RIS ST MJERTLET.
FZUTDHTFLREEEI DI NIERTRLEYS

‘permit ip any fqdn—list 1%
\deny 192.168.1.10

= sus S Fe— = .

permit ip 192.168.1.0 0.0.0.255 any ;igi’;""XHP Protocol (+7R—M) Z&F AT 5T hUZ
BT S A— = .

deny udp 192.168.1.0 0.0.0.255 eq domain any %‘iﬁi’;""XHP Protocol (+7R—M ZiEE T ST HUZE

¥1 IEH permit ip any fadn-list [, V01.10(00) L& HR—~

I:A?‘/ rE

show access—lists [7Y R X FEE]
show access—lists [statistics]

I NS A—4
RS A—a | BENE | OBEEE | ABEOME
1~99. 1300~1999
'—\ - 1 = =1 —1 ~ N
?-rl,tb\wytx JAMDBEEEHRELE ;ggolgzég o TNBET
= o ==
TIRRUANES | istios EHEY HILT, HaHEHRZRT |3000~3499 Zc_); Zﬁ;g’f’"*ﬁ #
LET, 3500~3999 & °
statistics
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PIAC7 522U 2 FREDRR

I show mac access—|ists

mac access-list AV R CEZFLI-FEHRERRLET,

|§ﬁ@ﬁﬂ1mm7atxuxréﬁﬁ¢é

Router#show mac access—lists
MAC access list 10
permit 1111.2233.4455 count

MAC access list 15
permit 1111.2233.6677 log

MAC access list 30000
permit any host ffff.ffff.ffff

Router#
| EEEREL
- = | n &

IMAC access list | BE#EN TS MAC 72 RYRNEEEERRLET .

‘permit 2495 MAC PRLREHRITHIVMNIZRRLET,

|deny BUT D MAC FRLREEFTHIUNERTLES

‘count ‘MAC TORRJRNEERTET DRI count AT a B ELIIGEICRRLET,
llog IMAC 772 RUANERES BIRI log £ TS av EHEELIBBICRRLET,

I:A?‘/ rE

show mac access—|ists [ mac access—|ist &= ]

R BENE | mE®HE | LB DI

1~10240%? RESNTLNSETOD MAC
20000~20199 |7HERYAMERERTLE
30000~30199%" |4,

FTRLIZLYMAC 7R RMDBE S
BELET,

mac access—list H5&

%1 mac access—list &S 30000~30199 [%. V01.08(00)LLE&EHR—k
%2 mac access—list S 1~10240 [&. V01.10(00)LLf&EHHR—k
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LIACT & 2 2 F ogiEHER

I show mac access—|ists statistics

MAC 77t R XD EtESHRERRTLET,

| ZZEEH 1 ICTHER YR FOMEHERERTT S

Router#show mac access—lists statistics

Interface  number frames bytes
lan 1 1 0 0
Router#
| EEEREL
. =& B | BE:
‘Interface ‘MAC TORR) AR BERAEIN TSI 2 TI—RERRLET,
[number IMAC 79t RU XM ML ERTLES,
[frames IMAC 77 £RU RN ML TL—LBERTLET,
lbytes IMAC 77 £ R ZNZER & L=/ S MEERRLET

|:|7> ==

show mac access—|ists statistics

I/\°5)‘—9

INGA=BEHYFEEA,
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LT < L2 —fEO &R

I show macfilter interface

FMIFREE THE LN MAC J(ILA—IEHRERTLET,

V01.10(00) L&Y 7R—

| ZREEH 1 IAC T LE—EHRERTT D

#show macfilter interface

MacAddress AuthStatus Elapsec Timeout NAS—-Port
[VLANIF1]

0090.995f.2df0 AUTHORIZED 500 1
0090.995f.3456 AUTHORIZED 489 1
[VLANIF16]

aaaa.aaaa.aaaa AUTHENTICATING

[VLANIF32]
bbbb.bbbb.bbbb  UNAUTHORIZED 27

| EEEREL
. m® B | BE:
| [VLANIF1] Mo87z—2%&RLET.
MacAddress \EJJE’JBW IONTZMCT FLRERTLET,
E‘.]E’]uun '5117"‘ MAC7PPX§0)X€'_9X§§% Li'@'o
AuthStatus AUTHENTICATING SRS
AUTHORIZED : BEFRETH L @IS FTAE
UNAUTHORIZED : ENR9EREEICkBALI=Z > 1)
Elapsec RSB L= FUDRERE LIRIT TN DM (B #) 2RRLET,
Timeout Session-Timeout fEDRFR (B4 : #) ZRARLET,
Session-Timeout {EMNEMEEITERMELY T,
RADIUS H-—/\E85%E T nas—port interface-number £ F L TWBEAIZ.
NAS—Port VR ITT—RFUN—FFRELET,
BAVATI—ADA VBT I—RFTUN—IEUTDELSZHLTWET,
l[an=1, ewanl=2,vlanifi1=4, ..., vlanif16=19
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I:A?‘/ rE

show macfilter interface [{4 >4 27 x—X4&} [MAC 7 FLX]]

I INTA—A
L KSA—s | BRERS | BEEE | HEREE D E
lan 1 . . -
AUBII—RE | BRIV EII—RBEEELET,  lewan | 2TOALIIz—RA0f

vlanif 1~16 HERTLET

FRLI-LVMAC Z7RL RZEIEELE T,

MAG 7KL MAC 7RLRIEHHH DR THELET . [MAC PRLR [£2TH MAC 7RLADIE
MAC 7RL XA, 11.22.33.4455.66 DIBE |[Fe=k HERRLET,

[%. 1122.3344.5566 £72YUET,
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L MACT 1 L 2 —iEsR D HEEHER

I show macfilter statistics

FMREI TE LN MAC T4 J/LA—TEERM DS AUTHORIZED &> TWAIVR) D#fEHERERRTLET,

V01.10(00)LABEH7R—

| 2TEEH 1 IAC T 1 L5 —EROMEHERERTT 5

#show macfilter statistics

MacAddress recv frame recv bytes send frame send bytes
[VLANT1]

0000.0900.0100 7848 502272 0 0
| EEEEREL

| @® B | n =

| [VLANIF1] Mo87z—2%&RLET.

MacAddress BRI TE LN MICT FLRERRLET.

‘recv frames ‘%E?l/—l-\*ﬂiéﬁﬁ?bf?'o

‘recv bytes ‘%E/WF%&E%%L?TO

‘send frames ‘%‘E?I/—A%ﬁ’&i%ﬁ?bi'a—o

|send bytes BEAA N EERRLET,

I:A?‘/ rE

show macfilter statistics [{4 %27z —X4&} [MAC 7 FLX]]

I INS A—A
L Rk5A—% | BENE | BEREE | HEREEO{E
lan 1 . . -
4TI —RE | RNV ATT—RBEEELES.  |ewan 1 ;;;;:igf AT
vlanif 1~16 - °
FRLI-LVMAC 7RL RZEIEELE T,
MAG 7KL MAC 7RLRIEHHH DR THELET . [MAC PRLR [£2TH MAC 7RLADIE
MAC 7RL XA, 11.22.33.4455.66 DIBE |[Fe=k HERRLET,
[%. 1122.3344.5566 £72YUET,
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| RADIUSHE SR D 5= R

I show radius

RADIUS [HERRLET,
V01.10(00)LABEH7R—

| SREEF 1 RADIUS (&8 %ERRdT 3

#show radius

[ Radius group : RADIUS-A ]

Server Status Auth-port
*192.168.10.1 up 1812

Radius retransmit count @ 3

Radius timeout : b5 seconds

Radius changeback time : 0 minutes (00:00:00)

Timeout/Last timeout : 0/

Radius send : 3
Auth—Request/error : 3/ 0
Acct—Request/error : 0/ 0

Type start/error : 0/ 0
Type stop/error : 0/ 0
Type on/error : 0/ 0
Type off/error : 0/ 0

Radius recv : 3
Auth—Accept/error : 2/ 0
Auth—Reject/error : 1/ 0
Acct—Response/error 0/ 0
Auth-Challenge/error 0/ 0
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SRR

312

| B B

| %

i}

Radius group :

RADIUS ¥ IL—TF&ZRRLET,

Server RADIUS H—/ D IP PRLRERRLET,
Status RADIUS H—/\DIKEEEZRRLET
up- - fEATRTBE. down- - {E AT, not_use- - KfFE A
Auth-port IRADIUS R—hEEEERLET,
* RIZEWADHEZEITI RADIUS H—N\ERRLET,

Radius retransmit count

RADIUS /Ny DEEBERBERRLET,

Radius timeout

RADIUS H—/A\MoDIEEZA LTI EEERRLET,

Radius changeback-time

FZE SN T-changeback-time FEIZRRLET,
RN L. I E changeback-time FDIFEIZEYERZRRTLET,

Timeout/Last timeout

ALY —NELTIRSAT IR =EE . RERIZVNSAT IR I=FREZE
FRLET,

X ALUR—/IROIZ) IR MNEEET 5 —/\, AL F—AD1)
HDIRAMMNEA LT INI=BE . ROY—/\DNHL U —NERYFET,

‘Radius send

IRADIUS #—/\(TEIEL-EHERRLES,

‘Auth—Request

‘Access—Request NrybEEELERE#ERTLET,

‘Acct—Request

‘Accounting—Request INTyREEEL-R#ERTLET .

1%{EL 7= Accounting—Request /34 Yr®M Acct-Status—Type H' Start Tdh>

T tart o _
ype s t I DERTLET
Tvoe sto 1£1E L 7= Accounting-Request /34y ® Acct-Status—Type A' Stop TH D
ype stop fe Xy b DBERRLES .
Tvoe on 1£{E L7z Accounting-Request /340 Acct-Status-Type A%
P Accounting=On TH =/ N\ vhD#ERRLET,
1%{EL 7= Accounting—Request /N4y k® Acct-Status—Type H'
Type off

Accounting=Off THoT=/\rybDHERRLET,

Radius recv

IRADIUS #—/ 3t >R{EL-EBERTLET,

Auth—Accept/error

EEIZZ{ELT= Access—Accept M/ IT5—Z{E(ACK FETIEELV/ 4y
MOEREFRR LIz \ T IhEZEIL#ERRLET,

Auth—Reject/error

EEEIZ%2{ELT= Access—Reject D/ T5—{E(ACK FETIXELW/ vk
PREERBL =TI EZBILEHERTLET .

Acct-Response/error

IEE(Z521E LTz Accounting—Response D%/ To5—=Z{E(ACK &b T4 LY
INYRRORBEE R L=/ Ny b EZE)LE=HERRTLET,

Radius error

RADIUS H—/\IZHLTITo=ERDS5., RADIUS H—/\ME5DISE M
MofrzE#HERRLET,




BB o717 o1+—/ILIZE T 3158

I:A?‘/ rE

show radius [Radius H—/\5')L—T4&]

I INTA—A
KSA—5 | BENE gEwE |0 AnBOE |
Radius 4 —/3J' )L |RRLTF=L Radius Y —/N\J IL—T L ZHEEL (IR K 16 XF | £TD Radius —/\7')L
—J% E3 B DEHTF —JDEHRERTLET,
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EEERT PTG

I show ipv6 stateful-packet

AREEIL, LAN ™D WAN ADEEIZRL T, PO EALEHFEOTFRLRAEZEZELTHE. TFOTFRLRAEED
HERMNSDT—RLLSM L, LAN [CHHELEVDVEREZE>TUWET . £ FELERFO7RFLRAERERTIT S
_EETEET,

|§ﬁ@ﬁﬂ1

Router#show ipv6 stateful-packet

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 4 (IPv6) Peak:100

no Source Address Prot Age Interface
Dest Address
e e e e
1 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 4 PPPoET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
2 3ffe:1111:1111:0:206:5bff:fe73:859f icmpvé 3 PPPOET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
3 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 2 PPPoET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
4 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 1 PPPoET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
Router#

| ZTEmEs 2

Router#show ipv6 stateful-packet summary

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 4 (IPv6) Peak:100

Router#
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| EEEREL

- =

o

| n B

Max sessions

FEINBI T T—TND#HBEERTLET,

COTRTRT DL, IPvA/IPve TEAT 2FE IR T T—T L DBREERYVET

Active sessions

i—d—o

BEIINAI T TF—TILDFERFD Y 3B EBERRK YA #(Peak) 2R KL

CCTRTITBHIE. IPvA/IPve THEALTWAZEE AL T TF—TILDEERYET

‘Source Address \#}E‘Lf:iﬂ%i IPv6 7TRLRZRRLET,

‘Dest Address

[#BLI-5E5% Pv6 FRLRERRLET,

[Prot #BELLTOrLERTLES,
Age ICOEHRERSBOT—TILALEIRT BETORM N ERRLET .
Interface 20 P FRLREL DIRNBET 5104 TT—REERTLET,

I:l?‘/ rE

show ipv6 stateful-packet [4 >4 7z —X]

I INTG A—A
kS5 A—4 | BRENE | BEHE | AREOME
lan 1
BB LAY E TN BA AT r—REEEL [V ]
. pppoe 1~24 |ETHEEI(ILAE
1253712 &7, Vianif 1~16 |24 DIER
summary F18E T H_ET, HEHBEHRODAERRLET .
tunnel 1~32
summary
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|2E005 0 50 (Pv)

I show ip stateful-packet

AREEIL, LAN ™D WAN ADEEIZRL T, PO EALEHFEOTFRLRAEZEZELTHE. TFOTFRLRAEED

HRARMNSDT—FLUS K, LAN [CHLEVDEREZ > TWVET - FELEEFOT7RFLRAERERTTS
& TEET,

|§ﬁ@ﬁﬂ1

Router#show ip stateful-packet

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 5 (IPv6) Peak:100

EWANT
no Source Address Port Dest Address Port Id Seq Prot Age
——— e e Fe———————— e +———=
1192.168.10.2 10563 192.168.11.1 23 tcp 231
Router#
| ZTEmEs 2

Router#show ip stateful-packet summary

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 5 (IPv6) Peak:100

Router#
| EEEREL
. m B | n s

BEIAINA)TT=TIDBEERTLET,

Max sessions CoTRTRT UL, IPv4/IPve TEEATAIZE IRV T T—=TJILOBEBELYE
—q—

BEIANA) T T=TIILOFERP Oy avHEBERRK Y (Peak) &R R
Active sessions |LET,

CCTRTRTDHIL. IPvA/IPv6 TEALTWDREE IRV T T—TILDEEBYET
‘Source Address ‘?E‘LT:EEJTE IP 7RLRZERRLET,

‘Dest Address ‘?gbf:gﬁf‘ﬁ IP 7RLRERRLET,

[Prot FELTArLERRLET,
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[Age ComEERBOT—TLHSHEIRT HETORMB) ERRLET. |
[interface O P FRLRELDHANEES 51287 T—RBERRLET . |

I:l?‘/ ==

show ip stateful-packet [/ % 7 —X]

4

NE REGE | AREOE

lan 1

>
J
%
I
phy
ul
Xa
flt

ewan 1
pppoe 1~24
BB IINA) T ETHEO>TNSAUZTT—X |dialer 1~20
#HEELET, usb—ethernet 172 |2 THHEEI(ILA
summary ZEE YT H_ET, MEHFWMDAZER  |ipsecif 1~32 Yo DiEHR
RLET tunnel 1~32
bvi 1~16*"
vlanif 1~16
summary

AR TT—R%E

¥1 INSA—4 bvi 1~16 [, V01.03(00) LLEEHR—
¥2 /NS5A—A usb—ethernet 1 [, V01.08(00) LI H HR—~
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| TEHEEICET 15

| 1 ~> o 5R1cET 318

I show event—class

ARNVRISADREERTLES .

|§ﬁ@ﬁm

318

Router# show event—class
Event—class[1] : True
Description -
Conditions : (Match-all)
ICMP information
ICMP—class[1] : True
I/F information
lan1 is up : True
VRRP information
Signal level informatiSon
mobile 1 signal level 1 : False (Inverted from True)
Signal quality information
mobile 1 signal quality —111dBm : False (Inverted from True)
Modem status information
modem 1 behavior : False (Inverted from True)
modem 1 initialization : True
modem 1 insertion : False (Inverted from True)
Watch information
duration
match duration 2008 any any 17 0 to 2008 any any 5 0: False
pending: 2008/12/05 17:00 to 2008/12/06 05:00
Logging disabled

Dampening Penalty: Current/Suppress—Threshold/Reuse-Threshold 0/20000/10000

Flapped Frequency: 0

Total State changes : 2 times
Change to True : 1, False : 1, Unknown : 0
Last state change : 05:00:00 2009/02/07

Router#




TUREHEICE T S15H8H

SRR

| B B | n A

Event—class Z43%&5 & Event—class JREEERTRLET,
IVE VT IZKYBEIESNTLVSI5EIL. False (Flapping) EFRSNET

‘Description ‘Event—class @ Description STt NAERTRLET S

Event—class DAT—ARREILDEHERRLET,

(Match—any) :1 DTHEMHED True IZHENIE, ZOARUNISADAT—HRAIL True &
Conditions BTYET,

(Match—all): REFERE L. STHOEED True ITHSETFNIE, ZDARUNITR
DAT—RAIL True ELEYFEE A,

ICPM information ‘L3Ping SRR TEETRRLET, (L3Ping REFEDIBEFRRLEE AL )

icmp—class BEHEFEAT—HRERRLET

True : EEfRICHZILTULNVB DT, RT—4RX[E True TY,

True (Inverted from False) : BERRIZIZKEAL TLVET A, Invert EREDT=ORAT—4
ICMP—class[ ] AMREELTULNT True [THESTULVET,

False : BSRIZHKEAL TLNBD T, RT—4 X[ False TY,

False (Inverted from True) : ESfRICEKIIL TLVET HY. Invert BREDT=HAT—HR
MRELLTULNT False [ZHE>TLVET,

I/FIRREREERER E T RRLE T, (/FEARRREDNIGEFRLALY)

True : AURTT—ANTYILTNSI=H, AT—2RI[E True TY,

True (Inverted from False) : A2 ATT—RIFH I LTULET A, Invert FREDT=6
I/F information RT—BAMNKEELTULVT True [THESTULVET,

False : A2B7T—AME LTINS, AT—4 X[ False TF,

False (Inverted from True) : AR T7T—RIEZTYTLTLVET D, Invert EREDT-6
RT—BAMNKEELTULVT True [THESTULVET,

'Signal level information | BEL LB DKEERTLET
|Signal quality information |EKIEE REERDKEERTLET.

ETLARNUKNT I3V DRIRERTELET,

modem 1 behavior :check behavior modem TR ELI-=HNBEZERRLET,
modem 1 initialization :check initialization modem TRELI-NBEZRRLET,
modem 1 insertion :check insertion modem TEXEL-RNABERRLET,

Event—class|[ ]

Modem status information

‘Watch information ‘E&%*ﬁ@’lﬁ%%ﬁﬁbiﬁ'o
‘duration ‘ﬁi']ﬁlﬂ*ﬁi@m@%ﬁﬁbij'o

VRRP {KAEHESEEREZTRLE T, (VRRP ESfRREENIHZETRLALY)

True : YARA—TEMELTLVST=8, RT—RX[E True TY,

True (Inverted from False) : YRA—LISVTEMEL TLVET A, Invert FREDT=HR
VRRP information T—RADNELL TLT True [TH-TLVET,

False : TRAA—LISNVTEMEL TL\ST=6b, AT—32RId False TY,

False (Inverted from True) : YAZ—TEMEL TLVET AL, Invert EREDT=HORT—74
AMREELTULNT True [THESTULVET,

Event-class DEFZFEEZITo-IGE DIEEEHFEN TR REINET .

pending Tl WEAMEL>TLVSEERIEER ., £L<IEXRD TRUE DEEEEEFE
RINSNFET,

SRR 21— ENTELMEE [ (will not be scheduled)ERTESNET

duration
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logging event state—change DX ENTE TR RLET

logging enabled : RT—RRADEALZE slog [CHALFET,
disabled : RT—ZRRANDZEALZ slog IZHALFEE A,

‘Total state changes ‘Event—class REE LEBID EFHERTLET

lchange to True [True ~NOIREZALESE FRLES

‘False ‘False ~DOREELEFHERRLET

‘Last state change ‘Event—class DIREENE L -REFBRERRLET,

I:l?‘/ rE

show event—class [ {1 RV FOSREE ]

I NS A—4
[ K5A—5 | BENE REwE | 4BEBOE |
AR SREE RRTDARNUNISRABEEERELET, 1~100 |2 THEEEEHK
ITIIAET | ummary 8RS BTET. ARUNISRBSIECRRLET ., [summary |IBIZRRLET .
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BRI PEPIS: R

I show event-action

ARNVKNT O A DIREEFRRLET,

|§ﬁ@ﬁm

Router# show event—action
Event-action[1] : Activated
Description : Event—action Description Class#1
Activate from :
Event—class[1]
Actions
add ip route 192.168.1.0 255.255.255.0 192.168.10.1
add ip route 192.168.2.0 255.255.255.0 192.168.20.1
vrrp 1 track 1 decrement 200
Logging enabled
Total State changes : 6 times
Change to Activated: 5, Inactivate: 1
Last state change :  10:50:00 2008/09/10

Router#
| EEEREL
| H B | BE:
Event-action B fFHE B ERXAT—FRAERRLET,
Event—actionl[ ] Action E{7H: Activated
Action RZE4T :Inactivated
‘Description |ICMP—cIass O Description L ABZRRLET
Activate from Event—action #3E4TLTUL\% Event—class #&xRLEY,
(23D Event—class NoETINDIHE (ERAIZEITL Tz Event—class)
‘Actions |Event—action IRVRANEEZZDEFERTLET,
logging event state—change DEZTFENBEERRLET,
logging enabled : Log H1E%%E
disabled : Log HHAEIEERTE
‘Total state changes |Event—action REAEL-EtEEHEERTLET,
‘Change to Activated |Event—action DIREEN ActivatedEHioT-EIERRLET .
‘Inactivated |Event—action DIKEED Inactivate EEoT=RIEIERRLET
‘Last state change |Event—action KENELE-ERHAFERRLES .
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I:A?‘/ rE

show event-action [ /1 RV rF7H 3 0&S ]

I IND A—A
L RkFA—H | BENE BERE | ABEOME
RRGTBDANNT I BBHFIBELET, 1~100 2
ARVKT I3V ES |summary FHEET DET, ANURT7 I3V BS|EIZER [summary é—C_O)I—EEEEﬁ
71—_\L,35-a-0 JILE(-%?RL?TO
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| 1~Y ey JIcEd 3158

I show event-map

ANV T DREERTLET,

|§ﬁ@ﬁm

Router# show event—-map

Event—class[1]: True —> Event-action[1]: Activated

Event—class[2]: False —> Event-action[1]: Inactivated

Event—class[30]: True —> Event—-action[1]: Activated
[1

[
[
Event-class[100]: False —> Event-action[1]: Inactivated
Event-class[500]: True —> Event-action[1]: Activate

Router#
| 2EE S
| E B | m A
‘Event—class[ ] ‘Event—class BEHREBEEERTLETS,
‘True/False ‘Event—class DAT—RRERTLET .
‘Activated/lnactivate ‘Event—action EITREFRRLET,

I:l?‘/ ==

show event-map [/ N> k< v T&HES]

L KSA—% | BRENS | BEEmE | ARBOIE
RRTHIRUNIVTEEREELET,

ARUNTYTES |summary EHEETHET. ARUhTyTBSE R | 0  [ETOHEBREER
FLET. summary IBIZRRLET,
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| icwPy 5 RIS S B 1EHR

I show icmp-class

ICMP 75 AHEZBIKREDRRLET .

|§ﬁ@ﬁm

Router# show icmp—class
ICMP—class[1] : True
Description : ICMP~-class Description Class#1
Target address : 192.168.131.1
Source interface : LAN1, Nexthop : 192.168.13.1
Interval : 600 Secs, Restoration : 600 Secs
Packet size : 32739 bytes, Probe packets: 10 packets
Reply packet timeout : 2 Secs
Logging enabled,
Current trials:
Succecss: 3/5, Fail : 2/5
Last trial :  10:50:00 2008/09/14
Total trials : 100 times
Send Success : 90, Fail :10
Replies Valid : 70, Invalid 10, Timeout: 10
Total State changes : 3 times
Change to True : 2, False : 1, Suspend : 0, Unknown : 0
Last state change :  10:50:00 2008/09/14

Router#
| EEEREL
| B B | n A

324

ICMP—class B8k BE S ERT—HRRERRLET,
ICMP i Ih: True

4B :False

ARVNT a2 &Y BEEERIFR & : Suspended

ICMP—class[ ]

ICMP—class 0 Description SCif A D ETE 64 XFEHNRRLET,

Deseription (64 XEEBR - ERFLEEA)
L3Ping BSfAREDTRL RERRLET,

Target address L3Ping BSfR %5 HY FQDN T IPv6 MIFEIZ(E (ipv6) ERRSNFE
T, XIPv6 (X, VO1.11(00) LAREH7R—bk

‘Source interface |L3Ping 1EH D source interface #RRLET .

‘Nexthop |L3Ping EH D nexthop ZRRLET,

‘Interval |True B L3Ping EHREIRERRLET,

Restoration False B 0D L3Ping i HRIGERRLET,




TURHBEEIZE T 3158

‘Packet size/Packet time |ICMP NI A X /ICMP B S EHERTLET

logging

logging event state—change DR ENBERRLET,
enabled : Log HAERTE
disabled : Log tHA{EILERTE

‘Current trials

|Traia| EBFICEITAEHEAD Traial ixRRLET,

[Success (IO R (LI Traial REH) ERTLET,

[Fail [ RBBDOFT (KB Fail BEH)ERTLET,

‘Last Trial |Current Trials DEFHBARERTLET

Total trial ICMP-class A1 >0 IOMP #EEH & ERRLET
‘Send success |E1§ﬁim@§ﬁ’é§7ﬁbf'¢o

[Faile EEAMEHERRLET,

[Replies Valid EEBEEERTLET,

Invalid BEZEEHERTLES,

Timeout EIELTAS Timeout Lo -EHERTLET .

‘Total state changes

ICMP-class KRIEZAL AR D AFHERTLET .

‘change to True

True ~NOREZLEHERTLET,

‘False |Fa|se ~NDIREELEIFERTLET,
‘Unknown |Unknown ~NOREEEEHERTLET,

ICMP-class AYREEZLL =BT ABERRLET

‘Last state change

I:l?‘/ rE

show icmp-class [ICMP 4 5 X &S]

I INTG A—A
| K5A—5 | BERNE | BERE | EREOME
[ZRTHICMP VSR EBEEELET, N
ICMP 75 A&5 |summary Z3E T & T, ICMP V5 R B SIREIZK 1~100 ”@'—E;I_Efgf i
LET. summary BIZFR T o
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| QoS/CostihEI=RE S 2 &R

| 7223 0=y Jouatss

I show gos action

AVBTI—RBITREINA TS, T72av v O EREUVEERRERRLET,

Iﬁﬁ@ﬁﬂ AU TIT—REBOBRERNEDHER

Router#show gos action
interface : lan 1 (input)
action—map : AAA
action count : 0
actions:
dropped : 0
IPv4 marked : 0
IPv4 marked encap: 0
IPv6 marked : 0
IPv6 marked encap: 0
802.1p marked : 0
next—hop marked:

interface : ipsecif 1 (output)
action—map : 333
action count : 0
actions:
dropped : 0
IPv4 marked : 0
IPv4 marked encap: 0
IPv6 marked : 0
IPv6 marked encap: 0
802.1p marked : 0
next—hop marked:
action—-map : 444
action count : 0
actions:
dropped : 0
IPv4 marked : 0
IPv4 marked encap: 0
IPv6 marked : 0
IPv6 marked encap: 0
802.1p marked : 0
next—hop marked:
IPv4 fragment cache mismatches: 0
IPv6 fragment cache mismatches: 0
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SRR

| E B | BE:

‘interface ARTT—RBERRTLET,

‘action—map ‘7793‘/7“/70% =Xz LET,

‘action count ‘C@77°/3>§ﬁ'07‘:@§i§§%b$'§'0

‘actions ‘HT[:%779390)§$%H3€§H_TL$70

drop rUMEREEToERERTLET,

Pv4 marked IPvd tos T4—ILRIZR—F2 5 To-EHERTLET .

‘IPV4 marked encap™’ ‘IPV4(Outer)(:7—:\‘—‘/7“Eﬁ’)f:@%ﬂl’éﬁﬁbi?’o

‘IPVG marked ‘]PVG t affic-class 74— ILRICY—F 2 &fTozE#MERTLET,

‘IPVG marked encap™' ‘IPVG(Outer)l:?—-‘-“\—f/diﬁ'of:@ﬁi’éﬁﬁtbi?’o

802.1p marked E.therrlet :/5! 802.1p Priotity 1:7—#\/7‘; éﬁof:lﬁl?ﬁ%ﬁa?pji?o
XL, EROE N VF ATBAD-HRBT LEI—F oSN HTEHYFEE A,
next—hop IEEFToEI#ERRLET,

next—hop marked (Il BRANEELFEDI=HLTLE next—hop [CHASN=HTIEHYEE
Ao

31 IPv4 marked encap, IPv6 marked encap M & [%. V01.10(00)LLBEH7R—k

I:?DF%ﬁ

show qos action [7H L av<y T4]

I/\°5>‘—’5'

[ RS5x—5 | BENE | BERE | AREOE
16 XFLIKD ‘éfd)?b&ayv‘yj ‘

LavwyTE |BELENT LIV s ; -
‘77/3/7)7’% SHBLIZWT Y vy T RERELET, ‘3‘5?&? DIEREERLES .
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| v 52y JIcBT 21588

I show gos class

|§ﬁ

AVFTI—RBITHESN TS, 7RV T DM ERR VR EERERRLET,

BEEfF1 A2 T —RBOHRTERNBEOHER

Router#show qos class
interface : lan 1 (input)
class—map : ixia3
match count : 0
match type : ALL
match conditions:
match ip access—group 100 (0)
match bridge vlan—id 100 (0)
match policy—flag EF-FLAG(on) set (0)
match policy—flag ALT-FLAG(off) unset (5)
interface : ipsecif 1 (output)
class—map : ixia3
match count : 0
match type : ALL
match conditions:
match ip access—group 100 (0)
match policy—flag EF-FLAG(on) set (0)
match policy—flag ALT-FLAG(off) unset (5)
class—map : ixiad
match count : 0
match type : ALL
match conditions:
match ip access—group 101 (0)
match policy—flag EF-FLAG(on) set (0)
match policy—flag ALT-FLAG(off) unset (5)

| EEEREL
| H B | BE:
‘interface |4>97I—Z% ERNLET,
‘class—map |75Z7‘77% =xRLET,
‘match count |CO)75XI:7“J:FLT:E|§Q€§7T<L$TO
DSAIVTADIYFEGEERTLET,
match type Match all: 75X YT RN L TD match ITIZTYFLI=EE

Match any: 25 AT YTRD LT NHD match Ty F LGS

‘match conditions

952 TyTRIZRBEN TSR TD match TERTLET

‘match ip access—group

[FORAYRNERE. CO match TISH L LE-AMERTLET,

‘match ipv6 access—group

[ FOERYRNESE, O match TSRS LE-ARERRLET .,
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‘match bridge access—group™ |MAC TORA)ALESE, 2D match {TIZEZSL-EIHEERRLET,
Imatch bridge vlan—id* IVLAN-ID &, 20D matoh {TIZS% 4 LI-E#ERRLET .

Imatch bridge 802.1p priority™ [802.1p fE&. 20 match f7IZ3% S LI-EHERRLET .

‘match bridge input—interface™ |)\7?1’f‘/'3"71—;<7|'f—|‘&s Z M match fTIZEZELI-EHERRLET,
‘match ip input—interface |)\j34>971—/'<7l-\°—|~&\ ZD match fTICEZELI-EI#HERRLET,
‘match ipv6 input—interface |)\j34>971—/'<7l-\°—|~&\ ZD match fTICEZELI-EI#HERRLET,
RI—D5T DIREERTRLET,

EF-FLAG---SHB¥ 5757 &

(on)=+++ WEDIZT DIKR

cotrenes ON DEBIZTYFTENDH . OFF DB EIZTYF T DA DIELR
(B E1HEH)

(OLEERE < vFLIzE%

¥ /35 4—4 match bridge access—group , match bridge vlan—id , match bridge 802.1p priorit
match bridge input-interface [& V01.08(00) LLE§HR—k

match policy—flag

I:?DF%K

show qos class [V TR < w T4]

I INT A=A
erere BEAS | mEmE | 4BEOE |
"75?&7\‘/7“% BEUELNISRTYTEEEELET. |16 XZLUAOEST ;z;;@;" 701
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| 2 —o#stiEs

I show gos queuing

AUBTI—REBIZHEESN TS, Fa—DOHHER KRS

Iﬁﬁ@ﬁﬂ1 48T I —RBOBRERNEDTHER

11—

ax ;&

FHRERTLES .

Router#show gos queuing
interface : ipsecif 1
queuing type : CBQ
queuing—name : root (root que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
queuing—name : etc (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
queuing—name : ip_select_udp
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
borrow : 0
queuing—name : ip_select_tcp
priority = 4
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
borrow : 0
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|=ZRE@EH2 (257 —RBEORENBORE

Router#show qos gqueuing
interface : ipsecif 1
queuing type : PRIQ
queuing—name : root (root que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt : 0
queuing—name : etc (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt : 0
queuing—name : ip_select_udp
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt : 0
queuing—name : ip_select_tcp
priority : 4
queue length/limit : 0/50
sent/drop packets:
packets : 0/0

bytes : 0/0
period cnt : 0
| EEEEREL

| E M | n =
‘interface |4>77I—X% ERRLET,
‘queuing type |:\'—:L—’5"fj’75§ CBQ. PRIQ MERRLET,
‘queuing—name |:\'—:L—% #xRLET,
‘priority |#1—0)1§5’EF§€§7§L$70
‘queue length/limit |:\’—:|_—-E€§7T<l,$'§"o
‘over count |CBQ THEEFIHET>TNSFa—T. HEGREZBA-EHERTLET,
‘delay count |Eﬂmfiﬁﬁ’37‘:@§i§§ﬁ<bf'§_o
lborrow [BET R TRIETERNMERIS BYFADSEHEHALERERTLET,
lperiod ont S YNEERICF AT ERERTLET.
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I:A?‘/ rE

show qos queuing [ 1—%]

I/\"%;‘—’SI
$5A—5 | BENE | mEEE | 4RHOE
‘ﬂm—@ BELELF1—BEEELET, 16 XFppasye [f 00T ORE ‘
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| 1250 —2BoHEHER

I show gos interface

AVBTI—REBD. QoS DRE/ERESRTHENTEFT,

Iﬁﬁ@ﬁﬂ1 A28 T —ADBERBEDHER

Router#show gos interface ipsecif 1 queuing

interface : ipsecif 1
queuing type : CBQ
queuing—name : root (root que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
queuing—name : etc (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
queuing—name : ip_select_udp
priority = 7
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
borrow : 0
queuing—name : ip_select_tcp
priority : 4
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
borrow : 0
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SRR

| B B

| "

i}

‘interface

AT —RABERTLET,

‘queuing type

F1—%47$1CBQ. PRIQ M ERRLET,

‘queuing—name

Fa—RERRLET,

‘priority

F1—DBEEERRLET,

‘queue length/limit

F1—RERRLET.

lover count CBQ THEHIMZEITo T SFa—T, BEHIREMA ERERTLET .
‘delay count ‘%ﬁﬁﬂﬂ%ﬁ’éiﬁbi'@'o
lborrow EERE CRIETERME RIS MYTADEEEEALERERRLET .

I:l?‘/ ==

show gos interface </ 2 7 x—R%E> [[ 742K E] { queuing [¥2—4&] |class [¥5

ATwTF4] | action [FHavveyT4] ) ]
I INTG A—A
BCEEr I BENE | BEEE | AKREOE
lan 1
ewan 1
S;;)#ﬁiﬁé%ﬁﬁbf:w&&7:—x% #E%E Z:;pl):: 11::2204 Y
TITITAE R o DR AT BBAE local psecif 1~32 | PR IONUE
ZIEELET, tunnel 1~32 °
vlanif 1~16
local
TALADER S EEETLET ., . _
TANSRE et (AIBITIOLE)  output (i DBITI.L [0 ;;'_“’ﬁﬁﬁ“
A ERIRTHLBHEEET, P °
Uein RS —® class—map,action-map,qos—que Z¥§ q:;esl;ing
:|ass & FLET. thion LTOEHERTL
i Xa1—R IFAIVTR. T avvwvr &% . F9,
action RS BMEE. 16 XE LN CIRELET gg‘; EIR®
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VRRP HgEIZET T S15#

| VRRP#%&EIZBI T H1E4R

| VRRPi%BEIRE T % 1548

I show vrrp

AVBTT—RTED VRRP IZE8T 2 1EHERTLET,

|§ﬁ@ﬁm

Router>show vrrp

lan 1 Vrid 1
Priority 254
Preempt mode "on"
Advertisement interval 1
Local ip address is 10.72.225.201
Virtual router ip address is 10.72.225.200
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is "auth—-none"
state: Master
uptime(sec): 231084
become master count: 1
advertise receive: 1
error advertise receive: 0

Router>

| EEEREL
| E B | BE:
llan 1 Vrid 1 AVBTT—RBE N—FXILIL—B D ERTELET,
‘Priority ‘Master router [CERR T H-ODELEEFRTLET,
‘Preempt mode ‘Preempt mode DRTEIREFRRLET,
‘Advertisement interval ‘Advertisement NTybDEERRERRLET,
‘Firmware version ‘E§ﬂ$®77—lﬂ7170)/ =3 ERRLET,

ABITI—ADIP FRLREZRRLET .

‘Local ip address

VRRP JL—ATERTHIP PRLRERTRLET,
(COTRLARERLULIP £#D VRRP JL—A(% owner &735)

‘Virtual router ip address

Virtual MAC address ~ |VRRP L—RTEAT 51718 MAC 7RLRERRLET .

‘Authentication type REARXERTRLET,

[state KEEN, TRE—L—EANESNERTLET,
otime(ece) T RA—)L—AIBBLTH LR BRI () 2R RLET,
P ¢ TRA—IL—RLSE” —- “ERTMB EHRILET,
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‘become master count ‘71’5‘—)11—’5‘(:’%*5LT:@§&(MIB IFRERTLET, ‘
‘advertise receive ‘Advertisement NTybHEZEL-EIHWMB FHRERRLET, ‘

I 5—Advertisement /Ny b FZ{ELT-EIEMIB 1F#H) =R ~L ‘
9,

error advertise receive

I:A?‘/ rE

show vrrp <4 2 7z —RX%&>

I INT A=A
BECEEr I BENE | BEEE | ABEOE
lan1
A BTT—R % VRRP DIRRESHBLI=WA AT —REZEIETE |ewan 1 2TDAEBTT—RAD
LEF, vlanif 1~ |[IEHRERTRLET,
16
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| UPnP#REIZRE 3 15 R

| UPrP o B fE KR I BA T % 18R

I show upnp

UPnP Z7ORLDEERRERTLES .

|§ﬁ@ﬁm

Router#show upnp

UPNnP protocol is enabled,IGD1.0 is enabled.

I:?DP%ﬁ

show upnp

I/\°5)‘—9

INTGA=BEHBYFEE A,
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| UPrP o> it 4R

I show upnp statistics

UPnP ORI OffEHEHRERTLET .

I K EE

Router#show upnp statistics
UPnP protocol is enabled.
0 SSDP announcements
0 description requests
0 SOAP requests
0 SOAP action requests
0 SOAP action rejects
0 SOAP action fails
0 GENA subscribe requests
0 GENA subscribe expires
0 GENA current subscribers
0 GENA events

| sm0ms

)

| E B | M

‘UPnP protocol is enabled.

UPnP HEEE R RLET .

‘O SSDP announcements

Advertise EIEEHERTLET

‘O description requests

|description EEEHERRLET,

‘0 SOAP requests

ISOAP 74 av UV TANEEESERTRLET,

‘0 SOAP action requests

ISOAP 74 av UV TR ESERRLET,

‘O SOAP action rejects

ISOAP 743 av VT AL EEEMERTLET .

|0 SOAP action fails

ISOAP 7423V YT AL kBEHERTLET .

‘O GENA subscribe requests

GENA ERAEEHERTLET,

‘0 GENA subscribe expires

BEAHART expire MERTLET .

‘0 GENA current subscribers

BEOBRERERRLET.

0 GENA events

ARUMEEEBERTLET,

I:A?‘/ FE

show upnp statistics

I/\°5)‘—9

INGA=BFEHYEE A,
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JUPrPo 1 R o+ RIEE ISR B 1%

I show upnp subscribers

UPnP DANRUIEZEEZE—EZRRLET,

summary 77 avEIRETHIEICKY  RIEFE—EITRAT. Y —ERTLDZEEHERRLET,
SZIEEIL. BHLLLTIEEINT URL B TR RERITAYUFENET,

BRI ELTHEHD URL BNMEESNTIHS . LD URL [CE>TRTRELLIAIURENFET,

| zrEmEs
Router#show upnp subscribers
Service Name Remains Events Subscriber
—————————————————————————— et e
WANIPConnectionService:1 123 0123456789 192.168.100.100:33333/
WANCommonlnterfaceConfig:1 123 0 192.168.100.100:33333/
Layer3ForwardingService:1 122 10 192.168.100.100:33333/
WANIPConnectionService:1 95 22 some.domain.com:222/event:1
WANCommonlnterfaceConfig:1 95 0 some.domain.com:222/event
Layer3ForwardingService:1 94 0 some.domain.com:222/event
WANIPConnectionService:1 - 12345 zoo.domain.com:333/event
| EEEREL
. & H | n A
‘Service Name \ﬂ-—l:“x% MERRLET,
‘Remains "J—Xlﬁfﬁﬁﬁﬁiﬂ?bi'@_o
[Events ARUEERHERRLES,
‘Subscriber ‘ﬁﬁﬁ.%%ﬁ%bi’dpo

I:A?‘/ ==

show upnp subscribers [summary]

I/\°5)‘—9
k54— | BENE | OBEHE | HKREOE
summary  [F—ERTEDBEEMERTLES,  |summary BEEZ-HOLRT |
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fuPrPoi— 2w EL JICEEY B 1R

I show upnp port-mapping

UPnP #EE(C K BR—bTyE T —EBEEZRRLET,
summary 777 aVEIRET ALY R—kTvEL T —B L R—rIyEV T BREMARTEINET,

| TEm@Ep
Router#show upnp port—-mapping
Client iPort  Prot ePort Remote Remains Status
——————————————— R L
192.168.100.100 33333 TCP 22222 123.234.132.213 999 Enabled
192.168.100.101 22222 UDP 11111 0.0.0.0 0 Enabled
192.168.100.103 3333 UDP 3333 0.0.0.0 - Disabled
| EEEREL
E®E B | n &
[Client MR P PRLRERRLET
[Prot NER— EEERRLET .
lexport NER—BEERRLET .

Remote  |JEETFLRERRLET .
‘Remains "J—XE#FEW%’&?EH_?L,iTO
R—rwy TREERRLET .

‘ Status

I:A?‘/ rE

show upnp port-mapping [summary]

I INTG A—A
Brea RENE B0 EHEOIE |
‘summary R—rIVE T REHERRLET, ‘summary R—bIvEL T —EDHEKRT
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| BB BT BIER

| =5—osHs

I show elog

KENIS>—NJ (BEREOER ZRTLET,

|§ﬁ@ﬁm

Router#show elog

00000 0000:00:00.00 2008/09/10 (wed) 01:23:45 0 00000000 00000000
#P_ON[V10.00-100402]

I:A?‘/ rE

show elog [O 4 &RrEk]

I INT A=A
e BENE BERE | AKEOE
iﬁfg);ﬁ‘h\& BENDEZD elog FHRESHRI H0EE 2T elog 4R
» = 3k o ~ & >
RTRRH reverse Z1EE T HE. AV DRFIEFHERFOOT NI ot ’Eﬁ_b‘hﬁiﬁ‘b
it KRELET .
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| EssiEn
I show tlog
HEDI)T4HNLOT (EEBEDER) FRRLET,

|§ﬁ@ﬁm

Router#show tlog
00000 0000:00:00.00 2008/09/10 (wed) 01:23:45

#P_ON[V01.01-042601]

0 00000000 00000000

I:A?‘/ rE

show t log [A 4 &%

I INTG A—A
KA —% | BENE | REHE | AKEOfE
= > o RE N == ,—g;
N . N i
RIRTH | verse 2152 T 5. DY ORTIBRARF OO ps ||~ 128 AVEENLSRT
BYES ET
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| 2% - zothoo s

I show slog

BEREE. tX1)T4. &M 371—ADBEH/RERTLET,

|§ﬁ@ﬁm

Router#show slog

00000 0000:00:00.00 2008/09/10 (wed) 01:23:45 0 00000000 00000000 ffffffff
#P_ON[V01.01-042601]

Router#

I:A?‘/ ==

show slog [O 4 &RREk]

I/\°5)‘—9
KA —4 | BENE BERE | AREOE
ey |[BHOVEED BEKOD slog EHRESETI0E | £TO slog HHERT
R7ERE lwizd, 0% gy,

343



IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

BRI PPV

I show flog

HEEDIqILA) GO0 ERELET,

| =rman

Router#sho flog dump

00000 0000:00:00.00 2008/09/10 (wed) 01:23:45 0 00000000 00000000

#BOOT[V01.05-093003] SIDE-A.frm SIDE-A.cfg

00001 0000:00:34.82 2003/09/30 (tue) 21:49:36 15 00000000 00000000

101 P EWANT in UDP 192.168.0.1:520 192.168.0.255:520

000
010
020
030
040
050

4500 01 60 64 c6 00 00 3c 11 835d c0998a01 E..d..<.].4.
c0 99 8a ff 02 08 02 08 01 4c 00 00 02 01 00 00 .4....... L......
00 02 00 00 c0 99 77 00 00 00 00 00 00 00 00 00 ..... 4w.........
00 00 00 02 00 02 00 00 cO 99 87 00 00 00 00 00 ......... 4......
00 00 00 00 00 00 00 02 00 02 00 00 cO 9988 00 ............. 4.
00 00 00 00 00 00 00 00 00 00 00 02 00 0200 00 .....cceeneeenn.

I:l?‘/ ==

show flog [dump]l[B 4 &:R%k]

I IS A—4

| R5A—%5 | BRENE REE |0 AREBOME
i . _ . _ A CEE Ty

dump SRERSNT=/ YD EBE N ES VTR RLET . dump ;::;%?jfg Jd_ﬂ/fé
BHOOT M. BELDED flog EIRESBT 20%

Db\‘ﬁj—_;ﬁ *EEL?ETO 1 ~256 éfd) ﬂog ,IE%#EEEL\

- reverse 15T HE. OY DRTIEFEHIBRFOOT M EHALRRLET,

[ZHYFET,
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| EF4—Lic s BT 5158

I show mailinfo

BFA—LBAKEDSERIAFERERTLET .

|§ﬁ@ﬁm

Router#show mailinfo
event count

send success count

tcp connection error count
smtp error count

send error count

Router#

OO o —

| EEEREL

| H B | noE

‘event count |§€¥}—)b€%1§7%}’f&‘/ ESRELEI#HERRLET,

‘send success count BFA—ILOEEIBRYLI-E#ERTLET .

tcp connection error  |BFA—)LEERIZ SMTP H—/\EaRroiavhernagh--E#HERRLE

count 9,
‘smtp error count BFA—ILEERIZ SMTP H—/NEDOYRYIZRkBEAHo-REIE#ERRLET,
‘send error count BFA—IILEENKBLI-EHERRLET,

‘event buffer full count |§€,¥}—)b€5§1§'§'é’f’\“/l~bf7}'—/ \—7O—Lf-mE#HERRLET .

I:A?‘/ rE

show mailinfo

I/\°5)‘—’5!

INTGA=REHBYFEE A,
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| Eaeimieecm T 2 165

I show buffer

Mbuf D#fEtEHRERTLET .

|§ﬁ@ﬁm

Router#show buffer

Buffer utilization Used:822 / Total:1791
Peak:822

I:?DP%ﬁ

show buffer

I INTG A=A

NTA=BEHYFEEA
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I show ip arp

FE L ARP EHRERRLET .

| 2rEEs

Router# show ip arp

Max valid entry: 2048
Active entry:4 Peak:100

Timeout configuration:
min.20 — max.25 min for complete entry
min.0 — max.5 min for incomplete entry

Protocol Address Age(sec) Hardware Address Port Flags
Internet 192.168.138.37 200  0080.bdf0.0905 LAN
Internet  192.168.138.1 600  0800.200f.fbc1 EWAN
Internet 192.168.138.45 200  0080.bdf0.097a EWAN
Internet 192.168.144.38 1199  0080.bd07.6741 VLANIF1
Router#
I%Eﬁwﬁ%

| H B | n &

‘Max valid entry |EE§j(ﬁ§‘)]I>F'J§iE§7J—<L35?_o

|Active entry REE M ARP B EBERK ARP 585 (Peak) £ FRRLET .

Timeout configuration  |ARP T hUMAA LT 5 SIS BBEERLET .
min.20 — max.25 min for |MAC 7KL RXfERFH (complete) TURJIZH T B2/ LT IRERERLET .

complete entry ZOFITIE 1200 ¥ (FI7AILME),
min.0 — max.5 min for MAC 7RL ARAEER (incomplete) TURJIZHT B84 LT IREHEERLET,
incomplete entry ZOBITIE 180 B (TFIAHILME) .

INIBBALT I EINEF VT HRRRERERLES . COBITIE

Check every 60-second 60 ¥ (FI4ILME),

‘Protocol |.:0)I‘/I~')0);f~‘y|~'7—77|~“l/le:l FaLERLET,
Address [ZOIVRID MAC FRLARIZRYTEhEHRwrTI—oF7RLRAERLET,
Age(sec) ZOTFLRESELTHLORBEMNSERSNET .

MAC 7RLRZHRRLET . MAC TRL AN KREZRDER (X “(incomplete)” EFXRR
Hardware Address

SNFET,
Port AT REERTLET
Flags CHOIVMN)DEMERT ISV ERLFET . REIE (arp ATURITKY) FHRIIC

RESNFIVNIERT “static” T5T DAY R—bENTNET,
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I:A?‘/ rE

show ip arp [ KIPZ7FKFLR> | (MACT7 KLRD | <4 B2 Tx—R4%&> ]
I INTG A—A
L KSA—4 | BENT | OBREEmE | ABEOfE
. BELIZIPFRLRIZHT HMACTRLRESER . e .
IP7RLZR LA (<. P PRLREEELET IPva PELAREKX |2 TOIP7FLR
MAC 7EL R BELMACTRLRIZxT HIP 7RLRA%ESE HHHH.HHHHHHHH  |[£T® MAC 7KL
L=LMBAIZ. MAC PRLRZHEELE T, i 3
lan 1
ewan 1
pppoe 1~24
. BELIAVPT—AD ARP T—JILERTRL (A8 T7x—REH  |dialer 1~20
ABTT—RE . .
*9, = vlanif 1~16
ipsecif 1~32
tunnel 1~32
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I show ip nat translation

NAT ZHL TWAAT—TILDIEREZRTLET .

|§ﬁ@ﬁﬂ1

Router#show ip nat translation

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 4 Peak:4

List of active sessions:

EWAN1
Local(address  port) Global(address port) Remote(address port) prt  tm(s)
Gt e e do——p—————
192.168.10.2 14295 192.168.1.1 14295 192.168.200.2 14295 icmp 3
192.168.10.2 14294 192.168.1.1 14294 192.168.200.2 14294 icmp 3
192.168.10.2 14293 192.168.1.1 14293 192.168.200.2 14293 icmp 3
192.168.10.2 14292 192.168.1.1 14292 192.168.200.2 14292 icmp 3

|§ﬁ@ﬁmz

Router#show ip nat translation summary

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 4 Peak:4

| EEEREL
| H B | noE
‘Max sessions |NAT T—TILDBREERTLET,
‘Reserved sessions |E BEEDEHIZFHLTNAS NAT T—IJILEERTLET,
‘Active sessions |NAT T—TILDEARAFDEY AV HEBERRKEY AV (Peak) &R RLET,

Local(address port)  [LAN BID%IET IP 7RL R RUBRIETAR—FESERTLET .
(Global(address port) [NAT+ZEH#% DEIET IP 7FLAK—FEEERRLET,
‘Remote(address port) |§E§'|': IP7RLR, RUBRER—IESERRLET,

JOraLEELLIFTOr L BEESERRLET , top. udp, icmp LLoH T etc ERR
SENFET,

[tm(s) COERERBOT—IUMLEIBRT ZETORBMFERRLET,

prt
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I:l?‘/ ==

show ip nat translation [/ % 7z —X 4]

I NG A—4
| R5A—4 | BRENS e HEREE D E
lan 1
ewan 1
pppoe 1~24
NAT ZHL TR AU B DT —REHRELET .,  |dialer 1~20 ETDAVEITT—R
ABIT—RE  |summary ZIETET DHET., MEHERDAHRRT |usb—ethernet 1% |D NAT F—T)LER
BIENHFKET, vlanif 1~16 ~LET,
ipsecif 1~32
tunnel 1~32
summary

¥ usb-ethernet 1 [& V01.08(00)LL[&H7R—k
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I show ip route

W—TATRRERTLET

|§ﬁ@ﬁﬂ1

Router#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:19 (IPv4), 5 (IPv6) Peak:100

Codes: K - kernel route, C — connected, S - static, R — RIP, O — OSPF
B - BGP, | - IKE, U - SA-UP, E - EventAction
A — AutoConfig,P —I2tp—ppp
> — selected route, * — FIB route, p — stale info.

S>% 0.0.0.0/0 [1/0] via 192.168.38.1, EWANT

C>* 1.1.1.0/24 is directly connected, LAN

C>* 127.0.0.0/8 is directly connected, LOOP

R>x 172.31.6.33/32 [120/6] via 192.168.38.1, EWANT, 05:01:49
R>x 192.168.19.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
R>x 192.168.21.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
R>x 192.168.24.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
R>x 192.168.28.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:49
R>x 192.168.29.0/24 [120/7] via 192.168.38.1, EWANT, 05:01:49
R>x 192.168.34.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:49
R>x 192.168.35.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
R>x 192.168.36.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
R>x 192.168.37.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
O>* 12.0.0.0/24 [110/20] via 100.0.0.5, LAN, 05:01:50

C>* 192.168.38.0/24 is directly connected, EWAN1

R>* 192.168.71.0/24 [120/14] via 192.168.38.1, EWANT, 05:01:50
R>* 192.168.123.0/24 [120/3] via 192.168.38.1, EWANT, 05:01:50
S 192.168.150.0/24 [1/0] via 192.168.10.2, LAN inactive

P>+ 192.168.0.2/32 [0/0] is directly connected, TUNNELT

S>* 192.168.201.0/24 [1/0] via 192.168.38.1, EWAN1

|§ﬁ@ﬁ@|z

Router#show ip route summary
Max entry: 512 (Commonness in IPv4 and IPv6)
Active entry:2 (IPv4), 19 (IPv6) Peak:100
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SRR
| E B | n R
Max entry BABREBEHERTLES.
[Active entry BEAWEERIERREBERKEBERY (Peak) ERELET,
Codes EO)&BU%E&"G'%“‘—E‘Lf:ﬁ@i‘ﬂ%ﬁ#ﬁh\ﬁiﬁtbiﬁ‘o
Xp (FRREGIRETHLSZEEZRLTWVET,
N selected route ZEKLET . EHO IO I TR—BBZZE LTWSEES. Z
IR DNTWBIVR)NBIRSNET,
. FIB route ZEBRLET . ERITTAT—TAVJITERAINSIVNITY . 7—T L
MRIFTNSGEEDEATONENIELHYFET,
[ 120/3] ZRZENIDREBD Distance fEE Metric EEBEKLET .
lvia 192.168.38.1 RO ARV TDFRLRTY
‘is directly connected [/ 271 —RXIL—FDIGHFEIEIZDREIZEYET,
105:01:49 RIP, BGP D5 & [FEBABHINTHLORBEMERTLES,
o= ket
show ip route [ IP7 FL X[ active 1]
show ip route [ ERIFL1=FE ]
show ip route [ summary ]
I INT A=A
| K5A—5 | BERE | BEmE | AREOE
PPRLR  |[BEBLELEE P PRLRERELET . 1Pv4 7RL R
active %EELT: IP 7|:“|/7<(:irn,'c~ BH#ELGH>TLDRBED sctive
FMEERERRALET
LRBRFHROI>E. SRLEZVIRBLE-FEREFEEL
9,
‘bgp ‘BGP THEFL-ZRIER bep
kernel B BREIN TV REIER kernel
‘connected ‘E?ﬁﬁﬂ%@%ﬂi connected 2THFEETHE
[ip [RIP CHUSLI-EBAER " BLI R
BELIFE |[ospf |OSPF THUSLI-1ZER 15 ctatic ERTLET
|static RET Ay U TEELI-RIIER tke
ike R FILIL—MERE B ERLT-1EHR e dumdancy
‘sa—up ‘SA—UP JL—FTEERLI-1EHR event—action
‘redundancy ‘IPsec TLRIEEETERRLI-1EHR
‘event—action "f RT3 BEE CTEERLUT-IER
summary |$ﬁ§+'l‘§$ﬁd)é’+€§ﬁtbid’o \summary
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I show ip stateful-packet

AREE (L. LAN B5 WAN ADZEEIZRLT, 7O EALEBRFEOTFRLAZZZLTHEE. TFOT7RLRAEED
HARMNDDT—2LIIMNE, LAN [CH#ELEDVMEEEEH>TVET . - FELE-BFO7RLRAERERTT S
ZEETEEY,

|§ﬁ@ﬁﬂ1

Router#show ip stateful-packet

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 5 (IPv6) Peak:100

EWAN1
no Source Address Port Dest Address Port Id Seq Prot Age
——— e e Fe———————— e +———=
1192.168.10.2 10563 192.168.11.1 23 tcp 231
Router#

|§ﬁ@ﬁmz

Router#show ip stateful-packet summary

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 5 (IPv6) Peak:100

Router#
| EEEREL
. m B | n s

BEI AT T—TILDB#MERTLET,
Max sessions CCTRTRT HBEUL. IPva/IPv6 TERTDEEF IR T T—T LD ELYE
—q—

FEIMNWA) T T—TILOERSTO Y avHEBERK Y IV H (Peak) &R TR
Active sessions |LET .
CITRTITDHIL. IPvA/IPv6 TEALTWREE IRV T T—TILORELYFET

‘Source Address ‘?E‘LT:EEJTE IP7RLRZERERLET .

‘Dest Address ‘?gbf:gﬁf‘ﬁ IP 7RLRZRRLET,

[Prot FEL-TOrLERRLET,

Age COERENSDOT—T LALHEIRT BETORM N ERRLET .
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‘Inter‘Face

20 P FRLREEDHARNBFET AT —RBEERTLET,

I:l?‘/ ==

show ip stateful-packet [4 >4 7 —X]

/5544
S A—a | BRENE | BEmE | RO
lan 1
ewan 1
pppoe 1~24
FEIANA) T ETEOTNSAATT—R |dialer 1~20
P B *EELET, usb—ethernet 1¥? |£THZEEFI1ILE
summary Z1EE 9 HILE T, MEHBEHRDAEFK |ipsecif 1~32 Yo DIEER
~LET, tunnel 1~32
bvi 1~16*"
vlanif 1~16
summary
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I show ipv6 neighbors

IPv6 DR DIFEHRERRILET

|§ﬁ@ﬁm

Router#show ipv6 neighbors lan 1

Max entry: 2048
Active entry:3 Peak:10

[Pv6 Address Age Linklayer Addr State Interface
2001:383::280:bdff:fef0:3333 0 0080.bdf0.08f8 REACH LAN
fe80::280:bdff:fef0:8f8 0 0080.bdf0.08f8 REACH LAN
fe80::2e0:18ff:fe00:9367 0 00e0.1800.9367 REACH LAN
Router#

| EEEREL
= n s
|Max entry |Esiﬁ%ffi§i’&§ﬂ_ﬂ,i'¢o

Active entry REBDERA/NEREEBERKRA/IERE (Peak) ZRTRLET .

IPv6 Address  [\EHEIL—BFIFAVBTT—AD IPv6 7RL R,

Age |7 RLAD R ZICEETREIC > THDIRB L 1= R (5 B D)

LLink-layer Addr  [MAC 7KL R, PRLADKRHMDIFEIZE 1 DDNATLOERTLET

RAIN-Fya-TUN) DIREE, ROIKEEH ATRE,

‘INCMP (Incomplete )—F7RLREERM, TR IS L TETINTVVET , RA/VEEE
RAVE—UH, RMROEEERSNT=/—FDTILFE VYA TRLRIZEESN A,
KETBRAINTRINFAL X AR Ayt—D (K, FERESWTUOER A,

*REACH (Reachable )3T/l —F~NDELE/ NAMNIEFEIZTHEEL TS EDBEED.
S FD FwHE Reachable Time (ZIZERTRERFRH) NIZ2{ESFEL =, REACH JKEEDFE. /347
YRDEEICISCHHRET Vi avdiThhER A,

+ STALE—E5E/ N\ ADMEENEETHAENFREDBEELENZESNTHS, U
Reachable Time (EI3ZB] gERRE) 82 D EEEIA B L EL =, STALE IKREEDFE. /X4y

State NEESNBET ADOTI AVETHhhEEA,

 DELAY—45E/ \ADEENEE THALENREDEERBENZEShTHS ., SUBD
Reachable Time (EI:Z BRI RERFRE) Z#B 2 SR DELAY_FIRST PROBE_TIME #AIZEESH
FL7-, DELAY JREEIZA->THS DELAY FIRST PROBE TIME FRIZ. ZISERTEE4HRESEN
ZESNEIOTIEEIE. RA/EEERAVE—I%E(EL. IKEEZ PROBE IZEXF
ER

+ PROBE—ZIERREMREE M ZIESN S E T, 2UFD RetransTimer (BEZA( ) N7V TT
BI=NICRAINREEERAVET—UFBRETHEITKY . TORERHEEEIRIROONE
ER

= 2222—RENIKRE,

Interface |7Fl/Z?ﬁif:lliEEfﬁETf’Jf:’f‘/’)"?I—Zo
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I:A?‘/ FE

show ipv6 neighbors [ IPv6 7 KL X]
show ipv6 neighbors [ f 2 71 —R% ]

I IND A—A
C K5A—4 | BENE | OBEEmE | ARBOME
. Pv6 7RLRZHEE T HTET. IPv6 PRLRITH oz =t | ECDEBOERE
PO TELR s zimes @t soencaET, PVE7RLAR R | mLx
lan 1
. _ Conl b e _ ETD(VET—R
AVRTI—RE HBELEAVATI—ADEFERERRLET . 3;/;/:;11~16 DEHEERLES.
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I show ipv6 route

W—TATRRERTLET

|§ﬁ@ﬁﬂ1

Router#show ipv6 route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:2 (IPv4), 5 (IPv6) Peak:100

B - BGP, P - Pooled, D — Dhcppd,
> — selected route, * — FIB route, p — stale info.

S 3ffe:r2::/64 [1/0] via 3ffe:1::1 inactive

C>x* 3ffe:b80:bf:1::/64 is directly connected, LAN
C>* fe80::/64 is directly connected, LAN
Router#

Codes: K = kernel route, C — connected, S - static, R — RIPng,

|§ﬁ@ﬁ@|z

Router#show ipv6 route summary
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:2 (IPv4), 5 (IPv6) Peak:100

| EEEREL
. @ 8 | K=
‘Max entry |ﬁ%ﬁ§ﬁﬁﬂ§§i€§ﬁ<bf'§'o

[Active entry BEAPLSERRERHEBERREBERY (Peak) ERRLET,

S selected route ZEHKLET . EHOTOr L TRI—BEBEZEZFLTWRES. AN
DNVTWAIVRAEIRENET

N FIB route ZEBKLET , EfRICT+T—T AV T ICERASNEIUN) T . 5—T LM
RITTWAEEDERTOMWNIEEHYET,

|3ffe:2:/64 BEETL IV RERTLET,

[ 120/3] [N ZENCORIED Distance fBE Metric EEBHRLET

‘via 3ffe:1::1 ROARRYTDTRLATY,

Is directly LUBTT—RIL—FDEEECDREIHYET .

connected
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I:l?‘/ rE

show ipv6 route [ IPv6 7 KL X[ active ]]

show ipv6 route [ BB L1-FE ]
show ipv6 route [ summary ]

I INTG A—A
K545 | BERNE | BEmE | ABEOfE
PV FRLR [BEBLELEE P PRLRERELET.  IPv6 PRL R
active BELZIP PRLRIZHLT, BREL>TL active
HREBDFEMBERERTLET,
2RBEROIL. SRLEVRELE-FEE
BELET,
kemel  [HEICBRINTOEBER ||
‘connected |E?§ﬁﬁf’§@¢§§ﬁ connected éfd)?ﬁﬁ'&‘ﬂ_ﬂ%bf:
LT~ FE ‘rip |RIP THFL-RRIER ritp . RRRSERmLET
static
static  [(RATAVUTERLEBER || geq
TRLRT—)LTEEFLI-#ZIE ||dhcppd
pooled
#
dhcppd  |DHCPVE #—/ M 1&#R
summary |%EE+'I‘%$EGDJ+€§7T<L$TO ‘summary
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I show ipv6 stateful-packet

AREBEL. LAN D WAN ADEEIZRL T, 7O EALEHFEDOTFRLRAEZEZZLTHE. FOTFRFLARAZED
HARMNDDT—2LIIMNE, LAN [CH#ELEDVMEEEEH>TVET . - FELE-BFO7RLRAERERTT S
ZEETEEY,

|§ﬁ@ﬁﬂ1

Router#show ipv6 stateful-packet

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 4 (IPv6) Peak:100

no Source Address Prot Age Interface
Dest Address
e e e e
1 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 4 PPPoET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
2 3ffe:1111:1111:0:206:5bff:fe73:859f icmpvé 3 PPPOET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
3 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 2 PPPoET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
4 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 1 PPPoET
3ffe:2222:2222:2222:280:bdff:fecf:f0f6
Router#

|§ﬁ@ﬁmz

Router#show ipv6 stateful-packet summary

Session summary (equipment total):
Max sessions: 2048 (Commonness in IPv4 and IPv6)
Active sessions: 1 (IPv4) , 4 (IPv6) Peak:100

Router#
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| EEEREL

- =

| n &

Max sessions

FEINRITT—TND#HREERTLET,

CITRTRT HBHUL. IPv4/IPve TEAT 2FE IR T T—T L DBREERYVET

FEIANWA) T T=TILOFERDD Y avHEBERK Y I E (Peak) ERRL
Active sessions |FET,

CITRIRTHHE. IPv4/IPv6 THERALTWAREE IR T T—TILOEELYET

‘Source Address ‘?E‘LT:%ETT: IPv6 PRLRERRLET,

‘Dest Address

[#ELF-58% Pv6 FRLRERRLET .

‘Prot

[FELTOraLERTLES,

‘Age

COEREREBDOT—ILALEIRT HETORMFNERRLET.

‘Inter‘Face

20 IP PRLREE DKM BFET A ATT—RBERRLET,

I:l?‘/ ==

show ipv6 stateful-packet [/ >4 7 —X]

I NG A—H
L Rk5A—4 | BENE | BREHE | AREOE
lan 1
BaTm o v p— . . ewan 1
FE IR T EFTEOTNS AU AT —REREL oppoe 1~24 |2 THEBI(LAE
12871 —R [T, e _ vianif 1~16 )25 D1ER
summary ZEEY HCET, MEHRROAERALES . | 4y
summary
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I show memory system

HEEMNBHICATEHERT IBROAEIRREERTLES,

|§ﬁ@ﬁm

Router#show memory system
Memory utilization Used 6182424bytes / Total 34384896 bytes
Peak: 6182424bytes

I:A?‘/ rE

show memory system

I NG A—4
- m &
|Used {BEFIAE Y (bytes) EFRRLET .
Total & AE (bytes) ERTLET
Peak IEAEY OBERISAY 1 X (Kbytes) ERRLET,
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I show watch-class

Watch 75 ADEHRERRLET

| =rman

watch-class[1] : False

Target : ip—routing—entries

Threshold : gt value 10 hysteresis 2

Interval : 60 Secs, 10 Secs

Times : 2, 2

Total State change : 1 times
Change to True : 0, False : 1, Unknown : 0
Last state change : 09/12/25 19:32:59

| EEEREL
- = | n B
‘Watch—class[ 1 |Watch—c|ass & §% %S & Watch—class IKEEZRRLET .
target BEESMECERTANRERTLET,
[threshold EROK) L —LREERTLET,
Interval VY —RADEREATESBD TURE RIEROERMRL . FALSE REROERMFE
F®RLET,
times )Y —ADERETEIBRDREBBLHET 2AMERTLES,

KEERHNAIEIITHONINERTLET,

Change to True: TRUE [TIKEEEBL-BIHERTLET .

Total State change |False :FALSE [ZIREEZEFBLI-RIHEFRRLET,

Unknown : $K&E (TRUE or FALSE) #¥|E N CTEHEMN>=B#HERRLET,
Last state change : RZRIIREBBL-ARKRERRLET,

I:l?‘/ ==

show watch-class [ watch-class &% ]

I INTG A—A
e BERE (BEWE | 4mHOm
watch-class 2 watch—class HEZIEET S LT HBELIZBEHRD 1~18 2TD watch 75D
T\ BRRTHIENHEEET, ERERTLET .
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SNTP/NIP [C59 &15#

| SNTP/NTPICEE S 5153R

LSNP 547> FoskieRT

I show sntp client

BRESINTLVS SNTP 547U hDIREFRRLET,

| =rman

Router#show sntp client detalil

Reference time: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Request interval: 999999sec

Request timeout: 9999sec

Request retry term: 9999sec

Request SoUrce: XXX.XXX.XXX. XXX

Next request: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)

NTP server Ver Stratum Send  Recv  Warning Step
XXX XXX XXX XXX N NN nNNNNN NNNNNN NNNNNN- NNNNNN
Last request: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Warning receptions: nnnnnn
Precision: —nnn
Root delay: xxxxxxxx
Root dispersion: Xxxxxxxx
Ref. identifier: xxx.xxx.xxx.xxx
Ref. timestamp: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last receive: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last response: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
XXX XXXXXX. XXX N NN nNNNNN NNNNNN NNNNNN- NNNNNN
Warning receptions: nnnnnn
Last request: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Warning receptions: nnnnnn
Precision: —nnn
Root delay: Xxxxxxxx
Root dispersion: XXxXxxxxx
Ref. identifier: xxx.xxx.xxx.xxx
Ref. timestamp: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last receive: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last response: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
XXX XXX XXX XXX N NN nNNNNN NNNNNN NNNNNN- NNNNNN' SyNnc
Warning receptions: nnnnnn
Last request: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Precision: —nnn
Root delay: XXxxxxxx
Root dispersion: XxxXxxxxx
Ref. identifier: Xxx.xxx.XXx.Xxx
Ref. timestamp: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last receive: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last response: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
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I%Eﬁwﬁ%

364

- =

| n &

Reference time

RRICYTEII TR ERELZDRZ (RS —/ Do BGLI-MIEFRERZ) Z
KRLET,

‘Request interval

INTP H—/S~FILE bt BRI (B)) E1-(ZB%I (B ) 2R RLET .

Request timeout

Request timeout: NTP U —/\M\o DB FEAA LT I MER (M EIT—)FRRLE
ERR

Request retry
term

NTP H—/N\~ADFSABEER ) ERRLET,

‘Request source

INTP 4 — BB hHEOY—ATRLRAERRLET .

‘Next request

REBWEHLERLDORTERTLES .

NTPH—/AF7RL A (SNTPUSAT UGB FLIKEDOR R ELO>TINSRFILETEIZ ¥R

‘NWS”WV F)ERFLET,

Ver INTP S — DD REICRIELIN—Ca v BEERTLET

‘Stratum ‘NTP H—N\HISFRBIZZFIELT= Stratum [EZRRLET,

'Send INTP H—"ADEVADERER (V51T UMEENIVRIDE) £ R RLET,

Recv INTP H— DSOS ERER (IS4 FURSENYL 2 IDE) EERTLET,

Warnin ZF®O NTP H—/3M5 SNTP 547U A LI=3 (BE) 22 ELEESM 9547V R2E

£ BELL LRIV THILEDIE) ERTLET,

'Step |+360msec KYKREFLVEENREL-ER(REBLEHNYLLIOMB ERRLET,
sntp_client_targetserver[2] MR (syncclock ICTIEESNT=-NTP H—/\) DR TR TER

syne RUET,

Lact . SNTP 7547 U REZICEWNE HE =B ZI (NTP —/\D 55 &2 {ELT: Originate

astreques Timestamp) #&K<LET,

‘Precision

‘NTP Y—I\MH&RIZTZIELT Precision [EFRTRLET,

‘Root delay

\NTP H— N\ SEREIZZIELT- Root Delay fE (Hex ®R) &R RLET,

‘Root dispersion

‘NTP H—/\h 5 #%IZZ{ELT= Root Dispersion {E (Hex &R) E#XRRLET,

Ref. identifier

NTP H—/\M 55 (2= {E 1= Reference Identifier B (IPv4 7RL A F =X XFF) =R
~LFET,

‘Ref. timestamp

‘NTP Y—/\M S EIZZ{E LTz Reference Timestamp fEZ R RLET

Last receive

NTP H— /AR ZBICZELEZ (NTP H—\Hh SR %&IZZ{ELT= Receive Timestamp
B)Z#RRLET,

Last response

NTP — /AR ZBITIEELEZ (NTP H—/ I\ SR ZIZZ{ELT= Transmit Timestamp
E)&RRLET,

X TERZIRRIZOVT., FICT3A AV MHEVS S X show calendar REZE timeval [EOREZEITLNET .




SNTP/NIP [C59 &15#

I:A?‘/ rE

show sntp client [detail]

I NS A—4
[ k5A—4 | RENE E A
|detail SNTP USAFURDEMERERTLET . [detai HMIERERTLERA ‘
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NP —S2F— 5 2DEF

I show ntp server

NTP H—/\EREA LS (FBEREBZRTLES,

| =rman

Router#show ntp server
Stratum: nn

Precision: —n

Reference clock: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)

| EEEREL
. m 8 | BE-
NTP H—/NEL TEERIT NTP B4 LREL T8y MR TE T S Stratum [EFZRRLE
Stratum +
Brecision NTP H—/NELTEERFIZ NTP B4 LR TN YR IR TE T 5 Precision [EEZRRLE

ER

NTP H—/AHDSEBLTWEY I I THITDIEEZRTLET . (show calendar REL &
Reference clock

timeval {EDXEL)

I:A?‘/ rE

show ntp server

I/\°5)‘—9

INTGA=REHBYFEE A,
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| etEgoORR

I show sntp client statistics / ntp server statistics

SNTP 547 b, NTP H—/\BEEICHE (T A M EHEHRERTLET

| =rman

SNTP U547 U MiEHER

Router#show sntp client statistics detalil
Step corrects: nnnnnn
Send packets: nnnnnnnnnn/nnnnnnnnnn
Send errors
network down: nnnnnn
host down: nnnnnn
network unreach: nnnnnn
host unreach: nnnnnn
other: nnnnnn
Receive packets: nnnnnnnnnn/nnnnnnnnnn
Discard: nnnnnn
Warning: nnnnnn
Complications: nnnnnn
Receive errors
illegal version: nnnnnn
illegal mode: nnnnnn
illegal stratum: nnnnnn
other: nnnnnn
Receive timeouts: nnnnnn

NTP H—/\#EHEHR
Router#show ntp server statistics detail
Receive packets: nnnnnnnnnn/nnnnnnnnnn
Discard: nnnnnn
Receive errors
illegal version: nnnnnn
ilegal mode: nnnnnn
other: nnnnnn
Send packets: nnnnnnnnnn/nnnnnnnnnn
Complications: nnnnnn
Send errors
network down: nnnnnn
host down: nnnnnn
network unreach: nnnnnn
host unreach: nnnnnn
other: nnnnnn
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SRR

368

. m B

i}

SNTP Client

Step corrects

Step corrects: =360msec &Y REVVERENFEAL-BIH(REBLNEHFHAVIZIOEET
B)ERRLET,

Send packets

DA77 VR B —NIZEERYILBEREABLEOZERMB(TISITUMEED
VBIDEE S TOSATUNEEN IR IO G+ IS4T U NEETS—h 02 (fE R
I5—HV DGR IDEE) ) ERFLET,

‘net workdown

T954 7> Mk{E NETDOWN IT5—HH> 21 DA HERTLETS,

network

unreach

[95 472 R EE NETUNREACH IS5—h942 1 DEHEERLET,

‘host unreach

T5547 2 F3%{E HOSTUNREACH T5—h R 1D &R ERTLET .

lother [9F47 UM REZOITT—HYI IO EHERTLET,

Receive DSATUMSREY — N\ DD EERIETEAREREIA LT INERTE/ T ub g
ot EEHLEDRERRTIFITUNRENIVEL TITATINRENILRI+TH54

: FURREIS—HIL R (B LTI EREII IS —Ho A0 &) DERRLET,

Discard [OFAT U RIERENILAIDEHERRLET .

Warning [OFAT U RIEEESA LRELTHIVRIDEHERRLET .

‘Complications

|FNTP Y—NICEEFNIZIDEHERTLEY,

‘illegal version

954 T UMREN—DaVIFT— NI R IDBHERTLETS,

‘illegal mode

(9547 P REE—RIS—HIURIDAHERTLES,

‘illegal stratum

T34 7345 Stratum T5—HHL 2 IO EHERRLET,

lother 547U REZ DTS —NY 2D EHERTLET,

Receive [OSATUNBERL LT IR IS—HY R DA HERRLET.

timeouts

NTP Server

Receive H—N\DEISAT UL EREZELEAMERE TV REEHL S H-ZEEH
et (T —INREAYUAR ) TH—NBENYLA HTH—NBEIS—HY 2 (ERIS—H
P HUADEE) NERTLET,

Discard T — R ZIEEENYLRIERTLET .

‘illegal version

[ —NZER—DavT5—hYo2IERRLET,

lillegal mode

M —RBEE—RIS—AYURIERFLET,

‘other

M —RBEZOMIS—HI2ERRLET,

Send packets:

Y= DB IFATUMNIEERYLERRELBRLEDEERB(TH—\EEHNIY
RIDEE/ (TH—NEEHVZ2IDEH+HTH—N\EEIS—HV 2 (@HNTS—hDY
AOEF) IDEE)) ERTLET

‘Complications

INTP 954 7o NERSEGHYU R IERTLET

‘net workdown

|F-lj-—/§5§1§ NETDOWN TS5—hH 4 12 RRLET,




SNTP/NIP [C59 &15#

lhost down [T+ —/3i%4E HOSTDOWN T5—h 2 15 RRLET
network ‘F-ij-—/i‘iEE NETUNREACH T5—Hh 2 1ERRLET,
unreach

lhost unreach  |T4—/\%{§ HOSTUNREACH T5—Hh 2 12 RRLET,
lother M —/EIEZ OIS —HIU R IERFLET,

I:A?‘/ rE

show sntp client statistics [detail]
show ntp server statistics [detaill

I/\°5)‘—9
e RENE REHE | 4BBOE |
[detai HEHEROFMERTLET . detail  [MEHRERTLELA |
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| SSHY—/\BEEIRI T 2 1HHR

| E48 Gk b)) ORRICET 2168

I show crypto key ssh

KEICHEIN-EAFRRAME) ZHRT LN TEET . BOBREZIEELLEVMEEIE. £ TOREROD
BFHRERTLET

| =rEaEs | 550uk5

Router#show crypto key ssh rsa

Key pair was generated at: Wed Aug 25 12:34:56 2008

Key type: SSH1-RSA key (1024 bits)

Key Data:

1024 37 1277253412076913506628915079230984011164828153451454473168613621895160843
0449042136825405367890865202545655726840220040168473982439853505328232363
6564227876860354412087293610505425713690960267198676386325574400038454973
9350825124552453144646840144092086934765920499895485382422426632464148879
70518807433817189

Fingerprint: 59:0d:9c:a5:87:7a:e3:3¢:37:ba:f7:d1:c2:0f:54:02

Router#

| SREEG 2 BEO fingerprint (F5#0)

Router#show crypto key ssh fingerprint

Key type: SSH1-RSA Key

Key sizes: 1024 bits

Fingerprint: 59:0d:9c:a5:87:7a:e3:3¢:37:ba:f7:d1:c2:0f:54:02

Router#
| EREEREE
| E B | m A
‘Key pair was generated at |#—0)EEEE#§U§§7TTL§7O
‘Key type RANEDEFEERTLET,
‘key size RAMBEDERERTLET,
Key Data (ABAROT—2ERRLET,
‘fingerprint RRANEF D2 BAHE D FEHL (fingerprint)
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SSH Y —/ 8 BEIZS 7 3158

I:A?‘/ rE

show crypto key ssh [rsaldsa] [fingerprint]

I INT A=A
KT A—% | BENE | BEHE | BB OIE
rsa IRSA RERTLET, rsa 2 TOEEERTELET,
|dsa DSA #ERRLET, |dsa £TOBEEERTLET.
‘fingerprint |key type key size key Data R RLET, |fingerprint |@'C0)IE BERRLET,

3N
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| SsHo = RIS B 1R

I show ip ssh

SSH DR EIREERRLET

|§ﬁ@ﬁm

Router#show ip ssh

SSH Enabled—version 1.5
Authentication retries: 3
Response timeout: 120 secs
Exec timeout: 5 minutes

Router#
| EEEREL
| H B | K=
SSH Enable SSHH— DR EEERTLET,
\version 1.5 ISSH #—/\b3MEMAT S SSH TOraLD/RA—SavERLET

‘Response timeout |SSH JORILDIEEFLER(REE 2R RLET,

LSS A EI%E GREME) ERTLES

‘Authentication retries

|:|7> ==

show ip ssh

I/\°5)‘—9

INGA=BEHYFEEA,
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| R EEPEPIOS A E Rk
I show ssh

SSHaRYLavDIREERTLET,
statistics 7 7L avERELEG S L. HEHEHROAERTLET,

Iﬁﬁ@ﬁﬂ1 SSH a4 & 3 DB

Router#show ssh statistics

No. Version Encryption Hash State
Type Remote Host

1 20 aes256-cbc hmac-shal Session started
PTY 192.168.0.2

x2 1.5 3des-sbc None Session started
PTY  XXXX.XXXX.XXXX . XXXX . XXXX . XXXX

3 20 aes256-cbc hmac-shal Session started
SCP  192.168.0.3

Iﬁﬁ@ﬁwz SSH a4 & 3 > D EHER

Router#show ssh statistics
Total Sessions Active sessions Reject sessions

1 1 0
Router#
| EEEREL
- n =
* ISSH LT Lavy— L b DRIEDBEIC, BtylavDIVrERLET,
INo. B
‘Version |SSH JaraN—Da 0 ERLET,
‘Encryption | EEETILT)XLERLET,
Hash NP AT VTR LERTLET,
SSHARY LAV DIREERLET . AEE T UTORAT—ERAERLET .
State ‘Session initiating ‘SSH Tyl arvEREN LI — YRR TRETOM
‘Session started ‘l—ﬁéﬂéﬁff@TUﬁ@ﬁ% ‘
SSHAATDREETRLES . AKETIE, LTFTORT—FRERLET .
SCP [soP TR HEviay |
Tvpe PTY Shell THEAT v ay
‘None IRy ay |
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Remote Host [REEIZFZwAL TS SSH 457D P PRLRERRLET .

Total SSH Hr—/\~EfiSN - SSH vl a3 DB ERLET . EENBEBLGZSIE. 0127

Sessions UT7ENZET,

Active ORURETHATHEARD SSH v a0,

sessions TR SSH O3> (Session initiating & Session started) DEE—FHLFE T,
EHEIEELIZ SSH vyl arvni#iczrLET,

Reject SSH L TaA—HERIAM L=ty ar Lo (RYR—k SSH N—2 3> (285K, SSH

sessions H—I\DTIERJANEEIZED K. SSH yiay ETOOS A UBERRA L) [TLB
ELTHIUMNFET . EEANBREIHLI-IBEX. 0IZV)TEINET,

I:A?‘/ rE

show ssh [statistics]

I INGA—4R
RAcianc HERE | BERE | EHEOE |
isti WS, HEEL S
statistics GEREERLES, statistics SSE Tyl avDRELEDHT
x®RLET,
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BIFRFXERBEIZE T S5

| R PR IR R REICRE 9 51 R
| =R Rr X B DR A

I show remote—-maintenance ssh

ERERTZEREEOIEIRREHERETEET,
EBIRRTIEHEEL . remote—maintenance ssh AR TRIE & T T=E9T,

| ZTE@ES | ERRSF SR T T

Router#show remote—maintenance ssh
SSH remote—maintenance is enabled,remaining 9:58(mm:ss).

Router#

IﬁﬁEEMZﬁﬁﬁ?i%%%ﬁﬁﬁbfutu

Router#show remote—maintenance ssh

SSH remote—maintenance is disabled

Router#

I:?DP%ﬁ

show remote-maintenance ssh

I/\°5)‘—9

INTGA=BEHYFEE A,
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| V3v5IcBIT 515k

| 850y y rgU S v DBkR

I show |imiter packet status

INTYRR IV ADIKRETERTHENTEET,

| TEm@Ep
Router# show limiter packet status
Current:
status: Normal
start factor: clear command
configure: 50,000
counter now:0
start: 2007/10/26 17:32:36
passage: 1:01:30
| EEEREL
® B | n &
WEDIIVIDIRRERRLET,
‘Not active "JE“J’)"@EQEEfJ‘\ﬁ'*)*L'CL\fd?L‘(/\0’7"‘J|“§5I§%|J|3EL7§?L‘)
status ‘Normal ‘Eﬁ’{k%

376

Alert  [BE4RAE (RIEDRERIE/ Sy MIAS . EIR/ Sy MO 90%LL EITELTLVS)
Bombard |USwAEEN (BAEDE RS/ Sy At LR/ ITELTLND)

start factor

INTYRADUADERFHER, /N7y ) IvA(E 1 B (24 ) D24 T, COBIZERE
SN\ yREADURLTLNET,

Boot HEEBOEBIZLY., SINEREENL

Normal BATDHT LY BB THEBE NI

Clear 2R EEROY K (clear forced disconnect packet modem 1) 12k, #Fhf=IZ
command BFAIDEREINT=

Configuration |JSvAEDBMIZEY. Fif=I28/IHEBENL=,

‘configure

| ERRIE (XD ERRLET .

‘counter now |fﬁ.7£0)5§§1§/\0’7"y|“§5l§§71_<b$70

‘start

ERIE TV DAY MEBALEEAIERRLET .

‘passage

EBEMERTRLET,

KBREINSNTIMAZ, L—2ABTEELTOSHETHY . BRTY,




Yy sIZ B9 S15H

show |imiter packet status

I INDA—A

INTGA=BEHYFEE A,
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IN&WF&UEW@W%@EE

I show |imiter packet history

|

23] I 51

NI SVADERERRLET .
BEIX. BE 7 ESE BEDKENKRRINET,

Router# show limiter packet history

Current:

status:Normal

start factor: clear command
configure: 50,000

counter now:0

start :2004/10/26 17:32:36
passage: 1:01:30

History[1]:

last status:Normal

start factor: Normal

end factor: clear command
configure: 50,000

counter last: 4,000
start:2004/10/25 20:32:36
end :2004/10/26 17:32:36

| EEEREL
&\ 8 | m &
BEBEDIVIDKRERRLET,
INot active |USvADBEEAITHAU TN (/S y MEEHIELAELY)
status ‘Normal ‘ﬁﬁ'{k%
last status

378

Alert  [BEARRERIEDQERIE/ My, LR/ Sy RO 90%LL EITELTLVS)

‘Bombard "JE“J’)’W’F@J(ﬁ&@%%%l\ob"yf*ﬁfﬁ\ LR/ YR EIELTULND)

Boot EBEORBICEY, 2IHEBEN]

start factor |\ ormal A= DBT IZEY . FFI5A D EBE NI
Clear )2y A REBRO< K (clear forced disconnect packet modem 1) [Z&Y) . #if=IZ
command BAIDEEFHENT-

INTIRNAI VR EARDEBER, /Ny b Iy A& 1 B (24 BfE) DZAI T, COMISE
RIESN=N T YNEAD UL TVETY,




YzvsIc 9 S158H

Configuration |JSvAEBEDBMITEY. Fif=I28/IHEEENT=,

INTYRHIURBAR DT EE,

Normal USvAAMEBIE T, 24 BRRIEBL T
end factor Clear )2y REBRO< K (clear forced disconnect packet modem 1) [Z&Y) . #if=IZ
command AAIDEREN SN

‘Conﬁguration ‘ SRR EMNEIBRS NI,

lconfigure | EIRME (/S vM D ERFLET,

COUNter oW szr BEDEBIE/ Y MIERRLET

counter last

[start ERE AT INDAYUNERIAL BRI R RLET .

‘passage |ﬁﬁﬁfﬂﬁ€§ﬁ<b3§'§_o

XBREINSNTIMAE, L—2ABTHEELTOSHIETHY . BRTY,

I:l?‘/ ==

show |imiter packet history

I/\°5)‘—9

INGA=BFEHYEE A,
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| R EsEY S v S ORE

I show |imiter cumulative-time status

USyEORE, USySRESEDER . B0 RIS LRIE, SBBMERTT 5.

|§ﬁ@ﬁm

Current:
status: Alert

start : 2005/08/01
passage: 28days

Router# show limiter cumulative—time status

start factor: Normal
configure(min): 1,500

alert percentage: 90%
cumulative—time now(min): 1,400

00:00:00
01:01:30

Router#
| EEEREL
. @& B | BE:
RED)IVADIKRERTLET .
Not active :JIVADEHZREMNITHNTULVEL (ERFEZHIBRLALY)
tatus Normal :@EFEIKEE

Alert: ZE K58

Exceeded: {EE)IKEE

start factor

REUSVIBEDEHER,

Boot: ZEEDFENKY . 2/ IHEEI SN

Normal: 34X D T IZ&Y . FHf=[CRA <A EEEISNT=

Clear command: )3y A #ERI< K (clear forced
disconnectcumulative—time modem 1) [Z&Y ., Ff=(ZA2/ TN EEISh T
Configuration: ) SV AERFEDEBMIZKY . FizIZ2/IHEBI ST

configure

| ERfEERRLET.

alert percentage

BERKBIIED%(REB) &R RLET,
warning-only ZXEDIHZE L. "warning-only” &R RLET .

cumulative—time

REDRBRERFRHERTLES,

now(min):
[start BRI VABEDEBBMERRLET .
‘passage \ﬁﬁﬁf&i%i%bi%

380




Yy sIZ B9 S15H

I:?DP%ﬁ

show |imiter cumulative-time status

I INGA—H

INTGA=BEHYFEE A,
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| 2aEmy S vAOKBER

I show |imiter cumulative-time history

BE7ESDREHFEFMIIVIOBEEEZRTLES .

|§ﬁ@ﬁm

Router# show limiter cumulative—time history
Current:

status: Alerm

start factor: Normal

configure(min): 1,500

alert percentage: 90%

cumulative—time now(min): 1,400

start : 2005/08/01  00:00:00

passage: 28days/01:01:30

History[1]:

last status:Normal

start factor: Clear command

end factor: Normal
configure(min): 1,500
cumulative—time last(min): 1,400
start:2005/08/25 20:32:36

end :2005/09/00 00:00:00

Router#

| EEEREL
| H B | BE:
RED)IVADIKRERTLET .
Not active: JSYADEREMNITHNTULVEWL (ERFEZHIRLALY)
status Normal : 1@ & K EE

Alert: ZE4K 8
Exceeded: {EE)IKRE

RRVIVILEDEHER.

start factor

Boot: EEDFHZKY . 2/ IHEEISNT=
Normal: 24 YD T IZ&KY . FifzITF2A T A EE SN T
Clear command: )3 YA fERI <K (clear forced disconnectcumulative—time

modem 1) IZ&kY . Ff=IC2A A EEI ST

Configuration: JSVARTEDEBMIZEY ., FH-IZ2A/THEEISN =

‘configure

| ERfEERRLET.

‘alert percentage

L IRREI< 4 5% (RENE) £ R RLET . warning-only E DB E(E.
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YzvsIc 9 S158H

‘ ‘"warning—only”&ﬁﬁ‘bi?% |
‘cumulative—time now(min): ‘EET:T:O) RIEEERMERTLET, |

[start RSV ORBBEERRLET,
‘passage \ﬁﬁﬁ%ﬁ%i%bi%

I:A?‘/ rE

show |imiter cumulative-time history

I/\°5)‘—9

INTGA=REHBYFEE A,
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| 77—L9z7 I8 B

|77—A©17774»®ﬁ%

I show file firmware

I7—LIIT7 DRABREHERT HENTEEY,

|§ﬁ@ﬁm

Router#show file firmware
SIDE-A: VALID (Active) ID: WAKATO EXTID:XAF4 FIRM VER:V01.00 FILE VER:112307
SIDE-B: VALID (Inactive) ID: WAKATO EXTID:XAF4 FIRM VER:V01.00 FILE VER:112307

| EEEEREL

| E M | M

i}

SIDE-A/SIDE-B  |SIDE-A frm. SIDE-B.frm B LET

BN I7— LT NEIDNERTRLET, 77— LT ELTEMTRMESIE,
VALID INVALID ERTRESNFET,
INVALID DIREETIE. ZDIT7— LIz T7HhoDEHIITEEE A,

ROEEFFICERAINDST7—LIITNEINERTLET,

ACTIVE/INACTIVE | ctive: ARSI FIE 1B Inactive: RO BT SRS AL
D TF— LT O D ERTLES .

[EXTID D7 —LHIT DK D ERRLET,

VER TF—LYIITDN—TaVERTRLET,

IFILE VER TF—LYITOUESIVERTFLET .

I:l?‘/ ==

show file firmware [ 7—LSO T 7774 IL4]
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IF—ALDTFICE T BI5H

I INT A=A
| RK5A—4 | BENT REEEE | HEREO{E
2DHBIT7—LIITITAILDI>L ELLESR
S LT T FTEMEIEELET, SIDE-A frm Ffjjj‘0)7z—iﬂbl_77
I74AILE ‘SIDE—A.frm |SIDE—A.frm DIERERTLET, SIDE-B frm ;/_;)l«@'haiﬁé‘*i%ntb
[SIDE-B.frm [SIDE-B frm D f§#iERRLES )

|77—A®17t0ut

FITELnet F60 TlX, 77— LT T7ELTRENITHIEMTELT7AMILE2DRETHENTEET,
ZMD27D(%. “SIDE-Afrm””SIDE-Bfrm”" EWLNST7 A ILE T, HEBITKRIShET,

—ADIT7—LITTDINVITYTELTHALIZY., 3D FITELnet F60% | 5 L-FFMEICRIBFIZ/N\—3
VTP TTRBERLEIZ. KEEYTY .
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IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

| BENEICEY 51585

| BaeanbonTr?

I show running. cfg

REEPOREFRERTLET

|§ﬁ@ﬁm

Router#show running.cfg

[
I FITELnet F60

I MAC Address: 0123.4567.8910

I Hardware version: V01.00(00) 123456
I ROM version: Ver 01.00-123456

I Firmware version: V01.00(00) 123456
[

[

[

[

[

LAST EDIT  ——i==i== ———=/—=/—-
LAST REFRESH 10:16:34 2012/04/27
LAST SAVE ~ 14:31:17 2012/04/25

interface ewan 1
ip rip receive version 1
ip address 192.168.138.64 255.255.255.0
exit
interface lan 1
ip address 192.168.100.1 255.255.255.0
exit
!
router rip
network 192.168.138.0 255.255.255.0
redistribute connected
version 1
exit
!
end
Router#

I:l?‘/ rE

=1 —]

show running.cfg [BREE— K£&]
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RERABIZE T SIEH

1 —]

R E i

| AEREEO{E

BEE—LE

REE—FREHEEITSHET. ZETD
BEHRDARTLET

)

EXE

action—map
address—family
address—pool
class—map

crypto

event—action
event—class
event—map
http—client
icmp—class

interface

ip dhcp pool

ipv6 dhcp client—profile
ipv6 dhcp server—profile
key

line

12tp

policy—map
route—map

router

watch—class
wlan—bridge
wlan—global
wlan—mac—accesslist
wlan—vap

ETOHRERFR
ERERLFET,

REE—FICEY, UTORMA TV EB/ET HELHEFT,

| 5% | #MA T3
‘action—map ‘77’/3)7“}7’%
‘address—family ‘ipv6 unicast
‘address—pool ‘7Fbxj—)b%
‘class—map ‘75Z7‘y7%

ca identity

ipsec—log
crypto isakmp policy 1~32

map <L 2R FR> 1~64

security—association

‘event—action ‘1 ~100
‘event—class ‘1 ~100
‘event—map ‘1 ~100
Ihttp—client [1~16

licmp—class [1~100
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388

interface

lan 1

ewan 1

pppoe 1~24
modem 1

dialer 1~20
vlanif 1~16
loopback 1~16
ipsecif 1~32
tunnel 1~32
bvi 1~16%"
usb—ethernet 1%2

ip dhcp pool

lan 1
ewan 1
vlanif 1~16

ipv6 dhcp client—profile
ipv6 dhcp server—profile

DSATNTAT7AILE

key chain

[ — S

line

lan
ewan 1

[2tp

profile 1~100
pseudowire 1~100

policy—map

Ry —TvT4

route—map

JL—hTvT 4
JL—ky T & <deny 1~65535>
JL—rT v T & <permit 1~65535>

router

router bgp 1~65535
ospf

rip

ripng

‘watch—class

[1~16

‘wlan—bridge

[1~16

’wlan—global

2.4G

’wlan—mac—accesslist

[1~16

‘wlan—vap

[1~16

X1 H#A T3> bvi 1~16 [L, V01.03(00) LLE Y HR—F
¥2 A T3> usb-ethernet 1 [%. V01.08(00)LLEEH R—k




REABIZE T S15H

I RER/WIZCDONNT

FITELnet F60 MEXEIFIRDIFUAIZIL, RSN SREICKYLUT D 3BELAHYFT
|running.cfg |IET:E§J]1'FEPO)§§IHE'T%$E ‘
|Working.cfg |§f‘ﬁ$¢'®§§i'lﬁ§ﬁ

R[EIFE BN BF D 3% FE 1B #R ‘

F 7=, FITELnet F60 Tl SIDE-A.cfg/SIDE-B.cfg ELEDRMT. 2 DR ERRERTF T HENTEET,
NLDEREFROBEFZRRIE. LTOLSITHYEYT, (BREEFREDXF ("save”F) (X, AYURETT,)

|boot.cfg

ootefg .
| [
' SIDE-A. cfg | save restore
I | .-—— _ - _
: | working. cfg running. cfg
I SIDE-B. ofg |I load refresh
| |
| |

=EHEH

BATURDEMIZDOWNTIE, v R 77U R (BER) S BL TS,
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IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

| BEh 0B HER

I show working. cfg

REREPOREFRBRERTLET

| =rman

Router#show running.cfg

|
I FITELnet F60

I MAC Address: 0123.4567.8910

| Hardware version: V01.00(00) 123456
I ROM version: Ver 01.00-123456

I Firmware version: V01.00(00) 123456
|

|

|

|

LAST EDIT Y S Py iy
LAST SAVE 14:31:17 2012/04/25

interface ewan 1

ip rip receive version 1

ip address 192.168.138.64 255.255.255.0
exit
interface lan 1

ip address 192.168.100.1 255.255.255.0
exit

!
router rip

network 192.168.138.0 255.255.255.0
redistribute connected

version 1
exit

!
end
Router#

|:|7> ==

390
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RERABIZE T SIEH

1 —]

R E i

| AEREEO{E

BEE—LE

REE—FREHEEITSHET. ZETD
BEHRDARTLET

)

EXE

action—map
address—family
address—pool
class—map

crypto

event—action
event—class
event—map
http—client
icmp—class

interface

ip dhcp pool

ipv6 dhcp client—profile
ipv6 dhcp server—profile
key

line

12tp

policy—map
route—map

router

watch—class
wlan—bridge
wlan—global
wlan—mac—accesslist
wlan—vap

ETOHRERFR
ERERLFET,

REE—FICEY, UTORMA TV EB/ET HELHEFT,

| 5% | #MA T3
‘action—map ‘77’/3)7“}7’%
‘address—family ‘ipv6 unicast
‘address—pool ‘7Fbxj—)b%
‘class—map ‘75Z7‘y7%

ca identity

ipsec—log
crypto isakmp policy 1~32

map <L 2R FR> 1~64

security—association

‘event—action ‘1 ~100
‘event—class ‘1 ~100
‘event—map ‘1 ~100
Ihttp—client [1~16

licmp—class [1~100
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interface

lan 1

ewan 1

pppoe 1~24
modem 1

dialer 1~20
vlanif 1~16
loopback 1~16
ipsecif 1~32
tunnel 1~32
bvi 1~16%"
usb—ethernet 1%2

ip dhcp pool

lan 1
ewan 1
vlanif 1~16

ipv6 dhcp client—profile
ipv6 dhcp server—profile

DSATNTAT7AILE

key chain

[ — S

line

lan
ewan 1

[2tp

profile 1~100
pseudowire 1~100

policy—map

Ry —TvT4

route—map

JL—hTvT 4
JL—ky T & <deny 1~65535>
JL—rT v T & <permit 1~65535>

router

router bgp 1~65535
ospf

rip

ripng

‘watch—class

[1~16

‘wlan—bridge

[1~16

’wlan—global

2.4G

’wlan—mac—accesslist

[1~16

‘wlan—vap

[1~16

X1 H#A T3> bvi 1~16 [L, V01.03(00) LLE Y HR—F
¥2 A T3> usb-ethernet 1 [%. V01.08(00)LLEEH R—k




REABIZE T S15H

I RER/WIZCDONNT

FITELnet F60 MEXEIFIRDIFUAIZIL, RSN SREICKYLUT D 3BELAHYFT
|running.cfg |IET:E§J]1'FEPO)§§IHE'T%$E ‘
|Working.cfg |§f‘ﬁ$¢'®§§i'lﬁ§ﬁ

R[EIFE BN BF D 3% FE 1B #R ‘

F 7=, FITELnet F60 Tl SIDE-A.cfg/SIDE-B.cfg ELEDRMT. 2 DR ERRERTF T HENTEET,
NLDEREFROBEFZRRIE. LTOLSITHYEYT, (BREEFREDXF ("save”F) (X, AYURETT,)

|boot.cfg

ootefg .
| [
' SIDE-A. cfg | save restore
I | .-—— _ - _
: | working. cfg running. cfg
I SIDE-B. ofg |I load refresh
| |
| |

=EHEH

BATURDEMIZDOWNTIE, v R 77U R (BER) S BL TS,
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IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

| xEiEs®E ok

I show boot. cfg

REEHFDOREFRERTLET

|§ﬁ@ﬁm

Router#show boot.cfg

[
I FITELnet F60

I MAC Address: 0123.4567.8910

I Hardware version: V01.00(00) 123456
I ROM version: Ver 01.00-123456

I Firmware version: V01.00(00) 123456
[

[

[

[

[

LAST EDIT  ——i==i== ———=/—=/—-
LAST REFRESH 10:16:34 2012/04/27
LAST SAVE ~ 14:31:17 2012/04/25

ip route 0.0.0.0 0.0.0.0 192.168.138.1
[
interface ewan 1

ip rip receive version 1

ip address 192.168.138.64 255.255.255.0
exit
interface lan 1

ip address 192.168.100.1 255.255.255.0
exit
!
router rip

network 192.168.138.0 255.255.255.0

redistribute connected

version 1
exit
[
end
Router#

I:A?‘/ rE

show boot. cfg

I/\°5)‘—9

INGA=BEHYFEEA,
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REABIZE T S15H

| BoEtEmiconT

FITELnet F60 MEXEFBMDFFU AL, FERASNHSKEICKYLITO IBENHYET,
running ofe [BAE B E e O BE R
|Working.cfg |§f‘ﬁ$¢'®§§i'lﬁ§ﬁ

REEHHOREER

F 7=, FITELnet F60 Tl SIDE-A.cfg/SIDE-B.cfg ELEDRMT. 2 DR ERRERTF T HENTEET,
NLDEREFROBEFZRRIE. LTOLSITHYEYT, (BREEFREDXF ("save”F) (X, AYURETT,)

|boot.cfg

boot.ofg __ _______ .

| [

' [ SIDE-A. cfg | save restore

I | —— ) - )

: | working. cfg running. cfg
| SIDE-B. ofg |I load refresh

| |

| |

=EHEH

BATURDEMIZDOWNTIE, v R 77U R (BER) S BL TS,
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IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

| 3eo7 1 omR

I show file configuration

REI7AIVDRNBREHERT D ENTEEY,

|§ﬁ@ﬁm

Router#show file configuration
SIDE-A: (Active) LAST SAVE: 14:32:33 2008/09/10
SIDE-B: (Inactive) LAST SAVE: 14:32:33 2008/09/10

|ZEE03H 1 Ty ALBEEELEVES

| HE | NE

SIDE-A/SIDE-B  [SIDE-A.cfg.”SIDE-B.cfg ZEMHLET

ROEHFISERASNSREI7AINEINERTLET,

‘NHNHWNHNE‘Mmamwﬁ@ﬁtﬁméhé/mmmamwﬁ@ﬁtﬁﬁéhtu
LAST SAVE BBRICRESNEBBEERTLET,

| ZRE@ES2 T7ALREEELLIBE

Router#show file configuration SIDE-A.cfg

[
I FITELnet F60

I MAC Address: 0123.4567.8910

I Hardware version: Ver 01.00-112808
| Firmware version: V01.00(00) 120108
I

I

[

[

LAST EDIT 14:00:09 2009/12/01
LAST REFRESH 00:00:00 0000/00/00
LAST SAVE 14:00:30 2009/12/01

oooo

Router#

I:l?‘/ ==

show file configuration [BXF 774 JL4&]
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REABIZE T S15H

I NS A—5
L KSA—% | BRENS | BREEE | AEREOE
2DOHIREI7AINDI5., ELLESRT HH
. EFEELET SIDE-Acfg [BADHREITF7AIL
REITANE | [SIDE-Aofeg [SIDE-A cfg DIEHRER = SIDE-Bcofe | DIEHERRLET .
|SIDE-B.cfg |SIDE-B.cfg D & #h% Fw

| BoEtEmiconT

FITELnet F60 MEXEIFMDFFU AL, FERASNHKEICKYLITO IBENHYET,
|running.cfg |IET:E§J]1'FEPU)§§E'T%$E ‘
working.ofg [RETDREER |

RERHHORERR

F7=. FITELnet F60 Tl&. SIDE-A.cfg.”SIDE-B.cfg LEI LT, 2 BN R EIFERERGF T DENTEET,
NLDEREFROBEFZRRIE. LTOLSITHYEYT, (BREREFREDXF ("save"F) (£, AYURELTT,)

|boot.cfg

boot.cfg = _ i
! [
i [: IDE-A. cfg : save — restore —
| WOrKiIng. GTg running. cTg
| _ —_— —_—
| SIDE-B. ofe | | ™ o —
| |
| |

boot configurationiz& V&R
_____________ _

FEEH

BATURDEMRIZDOWNTIE, v R 77U R (BER) S BL TS,
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IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

| s —RICBIT 2 1B

| Eshc3429 FL—20MEE

I show tasktrace actives

BELIZZRAINL—ADABZERTLET,

|§ﬁ@ﬁm

Router#show tasktrace actives
arp send

arp recv

snmp requests

Router#

I:?DP%ﬁ

show tasktrace actives

I/\°5)‘—9

INTGA=REHYFEE A,
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ZX O —XIZBT BIEE

| 525 FL—21287 34t

I show tasktrace statistics

BRI —RIZE T HIEHEBRERTLET

|§ﬁ@ﬁm

Router#show tasktrace statistics

total msg(613), nonblock—dropped msg(0), filtered msg(576)

console mode(on), level(debug)

telnet mode(on), level(debug), msg(20)

buffer mode(on), msg(30)

syslog mode(on), level(debug), msg(7)

logging mode(on) elog level(warning), slog level(notice), tlog level(err)

elog set = off, slog set = off, tlog set = off

IF filter(lan set = off, ewan1 set = off, ewan1 set = off

pppoel set = off, pppoe?2 set = off, pppoe3d set = off, pppoe4 set = off
pppoeb set = off, pppoeb set = off, pppoe7 set = off, pppoe8 set = off
pppoe9 set = off, pppoel0 set = off, pppoell set = off, pppoel1?2 set = off
pppoel13 set = off, pppoel4 set = off, pppoel15 set = off, pppoel16 set = off
pppoel7 set = off, pppoel8 set = off, pppoel19 set = off, pppoe20 set = off
pppoe21 set = off, pppoe2?2 set = off, pppoe23 set = off, pppoe24 set = off)

| EEEREL

| H B | BE:

‘total msg ‘917l\D—Zfﬂi?%'@%f:}‘yt—gﬁjéﬁH_?Li'a"o

Inonblock-dropped msg |[BEESNf=Avt—SHERTLET,

‘filtered msg ‘7411/5‘—1242")B‘%%éh?‘:)‘t—’)?ﬁ%ﬁﬁbfﬁ_o

le mod BRI —RIEHEY T ILEALITAVY—LIZRTRT EMNEIDNERLETS

gonsole mode on DBEIE. RRETEVET
TELNET TAJ AV LTWHHRRAMDEEIZ, VT ILEA LIZBR I —R ERER

telnet mode TYOMEINERLET
on DIFEIF. RIRETLEVET,
NYTFICBRIL—RIEBREH NS M EINERLET,

buffer mode on MIFEIL. HHILFET , show tasktrace buffer AT KT, B TEF=FR I —
ADFHRESRTEFTT,

|syslog mode ISYSLOG #— /8=, OF EH AT BNEIHERLET,

llevel BHAERAOLAILEERRLET,

Imsg BHNBRADE DAV E—SHERRLET,

lelog level ===+ &OTOLALERTLET .,

lelog set ==+ BOTEEIN BHEINERTLET,
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P filter P DARIFL—RIZBLT, hL—RF BA LA T1—RERTLET,

|:|7> ==

show tasktrace statistics

I/\°5)‘—’5!

INGA=BEHYFEEA,
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SR —XICET S5

L Svorictnsht-22y b L—2ER
I show tasktrace buffer

NYITFICHALEZR I —ADABRERRLET,

|§ﬁ@ﬁm

Router#show tasktrace buffer

total msg(613), nonblock—dropped msg(0), filtered msg(576)

console mode(on), level(debug)

telnet mode(on), level(debug), msg(20)

buffer mode(on), msg(30)

syslog mode(on), level(debug), msg(7)

logging mode(on) elog level(warning), slog level(notice), tlog level(err)

elog set = off, slog set = off, tlog set = off

IF filter(lan set = off, ewan1 set = off, ewan1 set = off

pppoel set = off, pppoe?2 set = off, pppoe3d set = off, pppoe4 set = off
pppoeb set = off, pppoeb set = off, pppoe7 set = off, pppoe8 set = off
pppoe9 set = off, pppoel0 set = off, pppoell set = off, pppoel1?2 set = off
pppoel13 set = off, pppoel4 set = off, pppoel15 set = off, pppoel16 set = off
pppoel7 set = off, pppoel8 set = off, pppoel19 set = off, pppoe20 set = off
pppoe21 set = off, pppoe2?2 set = off, pppoe23 set = off, pppoe24 set = off)

%ttrace [NETWORK:7] (01:23:45 09/10/2008) vif 1, recv

type 00000800 len 114, id 00125800
MAC: 08:00:20:0f:fb:c1 —> 00:80:bd:cf:f1:00 type IP
IP: 158.202.232.002 —> 192.052.138.064, tos 00, len 100, ttl 254, prot ICMP
ICMP: type echo reply code 0

| EEEREL
| H B | noE
‘total msg "5‘17l\D—Zfﬂi?%'@%f:}‘yt—yﬁi%ﬁH_?Li'a"o
Inonblock-dropped msg |BEEEh = Avt—SBERRLET .
‘filtered msg ‘7411/5‘—1242")B‘%%éﬂf:)‘t—’)?ﬁ%ﬁﬁ?bfﬁ_o

BRI —REHE T IVEALIZA)—LIZRTTEDNEINERLET,
on DIGFIE, RREITEVFET,

TELNET TAY AV LTWARAMDEEIZ, YT ILEALIZZR TN —RIERER

console mode

telnet mode T OMNEIMERLET,
on DIFEIE. RREFLZNET,
buffer mode XY TFITAR L —RIEHER T ENEINERLET
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IPsec #isFHE Y ,—HF v, L—2 FITELnet F60

on DIFEIE. HALET , show tasktrace buffer AT KT, G TE=4X I —
ADERESBTEET,

‘syslog mode ‘SYSLOG =Nz, O FEH AT ENESIIERLET,

llevel B HAEAADLALEERTLET,

[ B HNBEADE DA E—SHERTLES,

‘elog level *====:x ‘%Dﬁ‘wb&)b’éﬁﬁbij'o

‘elog set *reen ‘%-EI7%‘&‘”‘3‘%#)‘55#5%71_?[/?70

P filter P DERIFL—RIZELT, FL—RF B0 HT—RERTRLET,

UL, BEBRICSL—ALf=T—4%RRLET,
=1L, RRTESDIL. tasktrace—-manager buffer tracing NERTESNTNEIEESD
HTY,

%ttrace

I:l?‘/ ==

show tasktrace buffer

I/\°5)‘—9

INGA=BFHYEE A,
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ZX O —XIZBT BIEE

| 25245 FL—21E8
I show ttrlog

HEEDARIN—RIEHRERTLET,

|§ﬁ@ﬁm

Router#show ttrlog

%ttrace [NETWORK:7] (15:50:42 21/08/2002) vif 2, send
type 00008863 len 30, id 0011e000
MAC: 00:80:bd:cf:f1:0a —> ff:ff:ff:ff:ff:ff type PPPOE
PPPOE: code 09, session_ID 0000, len 10
Router#

I:A?‘/ ==

show ttrlog [A4YRTE ]

I NG A—4
L KSA—% | BRERS BEdE |0 AREOE
T RFOTEEDH . BEOD ttrlog [BRES BT LT O trlog 1FHRER
RTRTE anemELET. 90 sy,
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=EDEFEHMF

| B0 2158
[

show report-all

AEBEOLFREMELET,
BE.” report-all” ATURTIX. BEDAR— 24 (more #IH) AT HOAETAD T, BI@ZAYO—)LT
EBHLSCHRTETEHN . RRSNBERE) TILEZALIZITFAIVIZRBETEESITEELTEBWMELHYET,

|§ﬁ@ﬁm

Router#show report—all
[line]

[LAN 1 port 1]
Link @ down
Xover : MDI (auto)
Auto  on
Speed [ ——-
Duplex : ———

|

|

O
Router#

I:l?‘/ rE

show report-al |

I/\°5)‘—9

INGA=BEHYFEEA,
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REDEIFHKIT

| R—hE=SU T HBEEDIK
L t—rE=5y> sigieonkn

I show port-monitor

R ESRYL DR RERTLET .

|§ﬁ@ﬁm

Router#show port—monitor

[Current state]
<LAN>

mirrored port(ingress): 1,2,3
mirrored port(egress) : 1,2
monitor port: 4
| EEEREL
| B B | n A

‘mirrored port(ingress) |ingress DIL—LEFE=R)TLTWAR—FBEEEZRRLET,
‘mirrored port(egress) |egress DIL—LEZE=ZR)TLTWAR—rEEERRLET,
[monitor port EREHNT IR EEERRLET,

|:|7> ==

show port-monitor

I/\°5)‘—9

INGA=BEHYFEEA,
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I sFlowlZB89 5 18%R

I st lowD#REHEHR

I show sflow statistics

I K EE

sflow DIEEHEHRERTLET .

V01.11(00)LLBEH7R—b

406

sFlow profile 1

Collector IP address
Port
Source Interface
Send Packets
Send failed
Collector IP address
Port
Source Interface
Send Packets
Send failed
Collector IP address

lan 1
Sampling pool
sFlow samples

sampling-rate
polling—interval
usb—ethernet 1
Sampling pool
sFlow samples

sampling-rate
polling=interval

Router#

sFlow Agent address

Router#show sflow statistics

10111

Total Sampling pool : 1000000
Total sFlow samples : 1000
Total Dropped sFlow samples 210

Collector exported sFlow packet samples : 990
Collector exported sFlow counter samples: 10
Max sampled size : 256

Max datagram size : 1400

©192.168.10.1

1 6343

“ewan 1

: 900

:0

: fc00::192:168:10:1

1 6343

Sewan 1

1 880

- 20

: local

Configured sFlow interface

£ 500000
: 500

Dropped sFlow samples : 0

: 1000
1 60

: 500000
1490

Dropped sFlow samples : 10

: 1000
160




REDLIGHIRF

SRR

| H B | n B
|sFlow profile |sFlow profile DBEE%FRLET,

‘sFIow Agent address |sFIow Agent D 7KL RERRLET,

‘Total Sampling pool |"j"/7°')‘/7“;@§0)/\0’7"‘J|“§ﬂl§§ﬁ<b35'§_o
‘Total sFlow samples |H¥?§rbf:*ﬁ"/7°)b0)§i’é§ﬁ?l,$7o

Total Dropped sFlow  |ERELI=H 2T ILD S5 sFlow Agent [ITET RIICEELI=-Y VT ILE#E
samples ®RLET,

Collector exported sFlow Agent /' sFlow Collector [ZEELT=/ Ny T ILEERTL
sFlow pacekt samples |E£9,

Collector exported sFlow Agent /Y sFlow Collector [ZE{EL=h 252 TILEERRL
sFlow counter samples |F£9 .

‘Max sampled size |*f>7')>7~T%?—9®%ﬁﬁ(byte)€§ﬁ<Li'g'o
‘Max datagram size |sflow INTYRD UDP T—AE DR KEEZRRLET,
Collector IP address  |sFlow Collector D7 KL X (IPv4/IPv6/local& &KL T

Port |sFlow Collector 0 UDP 525t R—hESERTLET .
Source Interface RESINTIE(ETT Interface FRRLET,
(REBEPLCEDLGRIE — FR)
‘Send Packets |sFIow Collector [Z3X{E LTz sFlow T—AD /Ty ERTLET .
Send failed sFlow Collector [TE{ERBILT= sFlow T—2D /My iERRLE
E
Configured sFlow sFlow [2&kB YT I HEEL TS AU ETI—RERTRLET,
interface
‘Samp“ng pool YA RATI—RADY TV TRHEDY U TIVEERRLET .
‘sFIow samples BUAUATI—RATRBLEY T ERRLET,

‘Dropped sFlow samples | U AV AT —ATREL-Y VT ILEHERELET,
‘sampling—rate |7EI—'U"/7°U>7‘0) L—rERRLET,
lpolling-interval hHUEYL TG OR— LT RRERTLET,

I:l?‘/ rE

show sflow statistics

I/\°5)‘—9

INTGA=REHBYFEE A,
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| sflowd k571 v 4 hEHESR
I show sflow traffic

sflow DS 7090 EHEHRERRTLET .

HoT) oG REELST=T—2D# byte T, YU TILED byte HEE |- DRRE,
BTG REELG =T 2D YN T, o TILB ORI TN EE > =B 5 DR TE
1 EEEIcRRLED,

RTRENDIEEIL byte DB EDKEVIEBETT,
RRSNDBT—ARFH LTI FENt=1Pvd T—RIZBRY ., IPv6 S KU IE IPv4 [E other ELTRRENET .

RRSND YT IV, BIEERIL 20 &3V, all #IEETHETEIVRNIZRRTEET,
EIP BLUHUTILEBIETERD 21 T ) B LIEIE other ELTRTSNET,

V01.11(00)LABEH7R—

|zrmmn 1 zEwmo k500 oo mtns

Router#show sflow traffic input interface lan 1 ip last 1
Interface lan 1 Input
last 1H:
Start 2016/04/18 9:01
End 2016/04/18 9:35
Statistics
400 Mbps
100000 pps
188743680000 bytes
100000 packets

source destination bytes packets
————— s S R T e
1.100.2.1.1 192.168.100.1 18874368000 ( 10%) 11000 ( 11%)
2.100.2.1.2 192.168.100.2 9437184000 ( 5%) 5000 ( 5%)
3.100.2.1.3 192.168.100.3 7549747200 ( 4%) 4000 ( 4%)
4.100.2.1.4 192.168.100.4 5662310400 ( 3%) 3000 ( 3%)
5.100.2.1.5 192.168.100.5 5662310400 ( 3%) 3000 ( 3%)
20.100.2.1.20 192.168.100.20 1887436800 ( 1%) 1000 ( 1%)
21. other 75497472000 ( 40%) 40000 ( 40%)
Router#

|zrmmnz w5015« v omitns

Router#show sflow traffic output interface lan 1 ip last 1
Interface lan 1 Output

last 1H:

Start 2016/04/18 9:01

End 2016/04/18 9:35
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Statistics
400 Mbps
100000 pps
188743680000 bytes
100000 packets
source destination bytes packets
————— et T Rttt
1.100.1.1.1 192.168.100.1 18874368000 ( 10%) 11000 ( 11%)
2.100.1.1.2 192.168.100.2 9437184000 ( 5%) 5000 ( 5%)
3.100.1.1.3 192.168.100.3 7549747200 ( 4%) 4000 ( 4%)
4.100.1.1.4 192.168.100.4 5662310400 ( 3%) 3000 ( 3%)
5.100.1.1.5 192.168.100.5 5662310400 ( 3%) 3000 ( 3%)
20. 100.1.1.20 192.168.100.20 1887436800 ( 1%) 1000 ( 1%)
21. other 75497472000 ( 40%) 40000 ( 40%)
Router#
| EEEREL
- n &
‘Inter‘Face |"j'“/7")‘/7‘l.,7':'f‘/’5‘71—1% NRREINFET,
Input [BETIRELIY LTI TERRLTOSIEEKLET,
Output EETIMELEYL T T ERRLTNBIEERLET,
last 1H BEEZIASFIE BEFHZFEL-EZN(SEOREETIE 1 BHEENETD
RICEELIZ, S D0 v O REH G RERRLET,
Start MU T EBR LB RIERRLET,
[End HUTYL T ERT LEBRIERRLET,
Statistics SO EBRICERELI= T TRy T B
bps/pps/ & &t byte #/ &t packet $ ZRRLET,
lsource YT LT —ADRIETTRLRAERRLET,
‘destination |ﬁ>7)b?—9®§ﬁ9ﬁ7pbxéﬁﬁ?b$7o
lbytes T ILT—RDH byte ELIAD byte KITHT HENEERTLET .
‘packets |-'j->j,}l/7__\\_90)ﬁ,’g packet B EEAD packet I T HENEEZRRLET,

I:l?‘/ ==

I/

\

Z

show sflow traffic <input|output)> interface </ &% 7 —R%£> ip <last <ERE> [al I]>

A—4
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INTG A=A AE 5% 7E i B HEREFDE
input Z{E Traffic DRTFIEELET, input BERAT]
‘output |i55‘1§ Traffic DRREI/ELET, ‘output BREAT]
—s . e . lan 1

(U BTT—R% “Z_F';‘;W%;;ﬁ?;;j” FTITBALETT | an 1 HBETA

R ¢ usb—ethernet 1
|B5FE BEABENERTTINMEELET, [1~24 HEE A

. e _ o byte LD E|E D KELV AL
all %Ewﬂ/juj] ERTSELBAIS | 20 ADEETTRLRER

*EIEL/QETO ﬁ‘baf'g_
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show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show

aCCQSS—liStS ...................... 304
address—pool deleting—prefix------- 124
address—pool statistics ipv6------- 122
address—pool status ipv6----------- 120
alias .............................. 11
bOOt.Cfg .......................... 394
bOOt_baCk .......................... 30
bridge filtering—database:--«------- 80
buffer ............................ 346
Calendar ............................ 8
crypto ca certificate =+ - e 260
crypto group—security client sa---- 262
crypto ikev2 child-sa = «----------- 242
crypto ikev2 ike—sa + - 240
crypto ikev2 policy +--crovcreee 244
Crypto ipSeC SQ e 235
crypto ipsec selector «=«--:c--v-- 249
Crypto ipSeCilog .................. 258
crypto isakmp policy -=--- v +--vr-- 238
Crypto isakmp SQ e 233
crypto key mypubkey rsa --cccoccee 261
Crypto key SSh .................... 370
Crypto map ........................ 246
Crypto multi*path ................. 257
Crypto redundnCy .................. 259
ddnS*Client ....................... 299
dth 1eaSe ........................ 221
elog .............................. 341
enVirOnment ........................ 16
eVentiaCtiOn ...................... 321
eVenticlaSS ....................... 318
event_map ......................... 323
file configuration ««---+-vc-vve-n- 396
file firmware ..................... 384
flog .............................. 344
fqdn_list .................... 132, 206
history ............................ 13
http_client ....................... 301
iCmp_ClaSS ........................ 324
interface bVi ...................... 68
interface dialer ................... 51
interface WA * * *tct e 44
interface ipsecif .................. 58
interface lan ...................... 42
interface loopback -« «--cr e 56
interface modem .................... 49

show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show

interface null--------cvrreeeeeeennns 64
interface PDPOE =+ st 46
interface tunnel --------------cce-- 60
interface usb—ethernet -------------- 54
interface vianif--------------cwowwo- 66
internal—bridge ..................... 78
ip 27y RN 156, 347
ip bgp ............................. 193
ip bgp community—info :-:«--+- e 196
ip bgp neighbors -+ +rrrrrrreeeeens 197
ip bgp paths - ccsrrrrrrrrereeeeeeens 200
ip bgp remote—nexthop—info :-------- 201
ip bgp scan -« 202
ip bgp summary - 203
ip dhcp binding .................... 284
ip dhep relay discard-packets ------ 286
ip dhcp relay statistics«+--------- 288
ip 1gmp Group -« svesvr e 2924
ip igmp group statistics----------- 225
ip igmp interface -« cvveeenns 296
ip igmp statistics - ----rrvereers 299
ip interface bvi - rvverreres 152
ip interface dialer -----+++--vvvvv 140
ip interface ewan-- -« o creeen 138
ip interface ipsecif -----------v--- 145
ip interface lan-«--- v vvvevenenns 134
ip interface loopback -« ««+--vvv--- 143
ip interface null---cc-crvveeeneens 148
ip interface pppoe -+« rroereeeen 136
ip interface tunnel ----«-+--vvee-- 146
ip interface usb—ethernet ---------- 141
ip interface vlanif ---------cvovvv- 150
ip local pool ...................... 265
ip MEOULE *+* s v v v reesme oo 231
ip nat translation:-----«-«---- 282, 349
ip ospf ............................ 164
ip ospf database -« - i 168
ip ospf database asbr—-summary ------ 170
ip ospf database database—summary - - 185
ip ospf database external ---------- 172
ip ospf database max—age :::-------" 174
ip ospf database network «::-------- 175
ip ospf database nssa—external ----- 183
ip ospf database router - ---«------- 177
ip ospf database self-originate ---- 179
ip ospf database summary ----:------- 181
ip ospf interface - -« cvveeenens 166
ip ospf neighbor <« v 186
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show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
show
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ip ospf neighbor all «---+-vcrvvv- 189
ip ospf neighbor detail «-«--------- 187
ip OSpf route ..................... 190
ip ospf virtual-links ---«--c--v--- 192
ip polling ........................ 223
ip prOtOCOIS ...................... 160
ip resolver—cache -+ -+ rrvn 205
ip rip ............................ 163
ip TOULE * ¢ v v v 154’ 351
ip SSh ............................ 372
ip stateful-packet ------ 208, 316, 353
ip traffic ........................ 210
ipV6 bgp .......................... 102
ipV6 bgp neighbors ................ 104
ipV6 bgp Summary .................. 107
ipv6 dhep client statistics ------- 295
ipv6 dhep client status «---------- 293
ipv6 dhcp server statistics::------ 291
ipv6 dhep server status - 289
ipv6 interface ewan « - 85
ipv6 interface lan -« «---c-vcrvvenn 81
ipv6 interface loopback ««--«------- 88
ipv6 interface pppoe - 83
ipv6 interface tunnel ---«---------- 87
ipv6 interface vlanif ---«--c--vc0 90
ipV6 mld group .................... 125
ipv6 mld interface -« ----+--crov- 127
ipv6 mld statistics =« - 129
ipV6 mroute ....................... 130
ipV6 nd TQ "t 92
ipv6 neighbors -« rreaeen 94, 355
ipV6 polling ...................... 119
ipV6 prefix_list ................... 96
ipV6 protocols .................... 100
ipV6 ripng ........................ 101
ipV6 TOULE * ¢ v v v v 98, 357
ipV6 TOULETS *c v v v v v s v e e eeeeeeeeen 109
ipv6 stateful-packet ---- 112, 314, 359
ipV6 traffic ...................... 114
12tp info ......................... 267
12tpv2 12tp—tunnel -« +-vvrvee- 269
12tpV2 SeSSiOn .................... 271
12tpv2 statistics global-+--------- 274
12tpv2 statistics 12tp—tunnel------ 277
12tpv2 statistics sessionr--«------ 278
12tpV27ppp ........................ 280
limiter cumulative—time history---- 382
limiter cumulative—time status----- 380
limiter packet history -««--«------ 378
limiter packet status --«---«------ 376

ShOW 1ine ................................ 70
show line filtering—database lan-:------ 158
ShOW 1ine statistics ..................... 73
show mac access—lists - v 306
show mac access—lists statistics-------- 307
show macfilter interface:-------+--:----- 308
show macfilter statistics - -+ ------- 310
ShOW mailinfo ........................... 345
SHOW MEMOTY « « «+ s v re s e 27
show memory system: - -« -+ e ne- 15, 361
ShOW NEP SErver -« rrrrrrrrrrreeeeen. 366
show port—membership -+ -vvrrreeeeen-. 76
ShOW POrt—mMONitor -« «-x rrrrereveeeeeens 405
ShOW Processes cpu -« rrrrrrrereonmee.- 14
show proxydns—cache -« vrrreeeeen.. 297
ShOW GOS ACTION -+ rrrrr e, 326
ShOW GOS Class - rrrrrrrrorrreeeee.. 328
show qos interface--------rrerrreeeeenn. 333
ShOW GOS qUEUTNg - -+ - - v 330
ShOW radiUS ............................. 311
ShOW remote_access ...................... 303
show remote—maintenance ssh«---«-------- 375
Show report—all -« ««errrrreeeenneeeann.. 404
ShOW TESEL v v v vt e 12
show running. cfg - rrrrrrrrrrreeeeeeen. 386
show sflow statistics -« -crvoverrrenee 406
ShOW SflOW traffic ...................... 408
Show SLog -« rrrrrrrrersmne e, 343
ShOW sntp client ........................ 363
show sntp client statistics / ntp server
Statistics ............................ 367
ShOW Ssh ................................ 373
show tasktrace actives -« -ccrveenee 398
show tasktrace buffer ---------ccoveeee- 401
show tasktrace statistics-----«- - ---- 399
ShOW telnetfserver ....................... 18
ShOW tlog ............................... 342
ShOW ttrlog ............................. 403
ShOW upnp ............................... 337
ShOW upnp port*mapping .................. 340
ShOW upnp StatiStiCS .................... 338
show upnp subscribers - - e 339
ShOW Uptime .............................. 10
show usb ether net—info-----+--covrrnve 23
ShOW qu fsfinfo ......................... 25
ShOW qu modemfinfo ...................... 21
ShOW qu Status .......................... 19
ShOW Version .............................. 9
ShOW Vpnlog ............................. 256
ShOW vpnstat ............................ 250
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ShOW Vrrp .............................. 335
Show WatCh—Class - crrrrerrrnemeennns 369
show wlan line statistics «--:--vc-vvnvn 33
ShOW wlan station ....................... 40

show wlan web—configuration:---«««+------ 41
ShOW Wlan Wlan*bridge .................... 36
ShOW Wlan Wlan—vap ....................... 38
ShOW Working. Cfg ........................ 390
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