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REDIFH

| £ BO1ER

| BEmaorR

Ishow calendar

EEICRESN TWAHIEDO B2 F R L ET,

Iﬁﬁ@@ﬂ

(H AFEAERF)

Router#show calendar
14:53:20 JST Wed Feb 12 2003

I:?yP%ﬁ

show calendar

INEX—@

INTA=HFHY EH A,
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B ARCEPI

Ishow version

EAT, MMCT FL A, N—Ru 27 RBIN 7 7—L U =T IERELZF R LET,

I FEEH

Router>show version

FITELnet-F100 BRI option Z{EHADEEBELZNRTINET,
MAC Address: 0080.bdf0.0c60

Hardware version: Ver 02.21-101904 (BRI: Ver 1.00 )
Firmware version: V01.17(00) 111504

Boot side: SIDE-A

Router>

| z2mm0ms

IHH ZES

FITELnet-F80
FITELnet-F100
FITELnet-F1000

EEAERRLET,
BRI 7R — % A 7 OHE1E BRI option NERINET,

MAC Address: WEEDOMACT RLADIFHRER R LET,
Hardware version: IN— R =T DONR— g o hFERLET,
Firmware version HENFRO 77— 2T ONR—V g v 2RRLUET,

SIDE-A  |SIDE-Af|D> 7 77— A = 7 CileE) L TV ET,
SIDE-B  |SIDE-BHl(D 7 7»— A = 7 CRBEIL TWET,

Boot side

I:?DP%EE

(F100 &)

show version

I/ﬁfﬁ%-—g

NTA=HFHY EHA,



REDIFH

| EmerioRk:R

I show uptime

PEEDEE) L TH D ORBERFE 2 2R L £,

F80:V01.03(00) LLB& 7 R—hk
F100:V02.09(00) LAB§HR—bk

I FEE

Router#show uptime
System has been running for 1 day(s), 13:09:00

I avURER

show uptime

I INT A=A

INTA=HFTHY EFEA
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I aliasE%E DFER

Ishow alias

RELTTA VT AFRELRLET,

I FEE

Routerfshow alias

c configure terminal
a alias

r refresh

e exit

Router#

I:V‘/F%Et

show alias

I INSA—A

INTA=HFTHY EH A,

10



REDIFH

| sBomRYIET 158

Ishow reset

reset in X W reset at THEINTZHEHSHO TEELZERRLET, TEEZZ VT T585E61%, “reset
cancel” < REFEITLET,

IE%EEM

Router#show reset
reset scheduled at 19:10 Sep 10 SIDE-A.frm SIDE-A.cfg

I%EE@%%

H H n =

Vey FOAF Y 2a— R RESINTWAEAIE. TOHHREFERLET,
reset scheduled lat~ : FiLEhd+ 5 A2 E R L E7,
in : (TEERIZ ICHEEN T2 2 FRR L £,
FEBRFICEASND 77— L0 =7 77 A LV ERRLET,
SIDE-B. cfg HEIFICERASNIRET 7 A VAR R LET,

SIDE-A. frm

show reset

INEX—G

INTA=HFTHY EH A,

11
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| ERPANOE L

Ishow history

A~y ROFATRRED, HWIRICERENET,

I FEE

Router#show history

enable
show ip rip
show ip bgp
show ip dhcp binding
show elog
show version
show interface
refresh
show history
Router#

I avURER

show history

I/fii—mg

INTA=HFTHY EH A,

12
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| cruaEEDER

Ishow processes cpu

CPU AR (5sec, lmin, 5min M) ZFRLET,

Ii%@ﬁﬂ

Router#show processes cpu

CPU utilization for five seconds: 1%; one minute: 1%; five minutes: 1%

show processes cpu

I/€5}~—9

INTA=HTHY EH A,

13
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| TELNETH —/ Witk R R

Ishow telnet—server

TELNET ¥ — " BEREDHAE DR A TR L E T,

Iﬁﬁ@ﬁﬂ

Router#show telnet-server
*1 10:50:00 2009/02/14 connected 192.168.1.1
2 10:50:00 2009/03/14 logged in XXXX:XXXX:XXXX:XXXX:XXXX:XXKXX : XXXX : XXXX

Router#
Iéﬁﬁwﬁ%
H H N B
TELNET =2 > YV — )L OEAEDESIC . By a RN EOE vy a Una R L
* F9,
- xR ONTWAZ MU, By yarThirIErrsLET,
L E 7T 2 tyvalFehERLET,
- ol alBEE By a N IIMIENAETCEEIN TR A,
10:50:00 TELNET & v o 3 VDML L7 BEZ 2 Fox L £97,
2009/02/14 ¥ursA4rkyiarTiibh EEAL

QA4 ENTWAEYy gy EIERLET,
connected : 1 7 A L Hi

logged in: B /A %Dy g

192.168. 1. 1 TIAT D IP F201%, IPv6 7 RLAZFERLET,

BgEm sy vary @y aly) &, F80: V01.04(00), F100 : V02. 10(00) LAREH R — b

connected F771%
logged in

I:V‘/F%Et

show telnet-server

I INSA—A

INTA=HFTHY EH A

14
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lEoy v—xmHE

I show memory

WEOY Y —AFHhe R LET,

I FEEH

Router#show memory
Memory type

Alloc cells

Hash

Hash index

Hash bucket
Thread master
Thread

Link list

Link node
Buffer

Buffer bucket
Buffer data
Buffer IOV
Prefix

Prefix IPv4
Prefix IPv6
Route table
Route node

LS table

LS node

LS prefix

QoS Resource
Command strvec
Command desc
Config memory
Config login
Config password
Config handle
Temporary memory
Access list
Access list str
Access filter
Prefix list
Prefix list str
Prefix list entry
Route map

Route map name
Route map index
Route map rule
Route map rule str
Stream

Key

Key string

Key chain

11
11
187
8
67
1244
1253

)
iy
© g

O OO MNIODODIODODOOO O oo

15
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Key chain name

VTY

VTY path

Vector

Vector index

Label pool server
Label pool client
Bit map

Bit map block

Bit map block array
Patricia tree
Patricia tree node
MPLS VRF table entry
NSM Route table
NSM Route node

NSM nexthop lookup register
NSM server

NSM server client
NSM server entry
NSM redistribution
NSM RIB

NSM IPv4 static
NSM IPv6 static
NSM RtAdv

NSM RtAdv conf
NSM RtAdv prefix
NSM Home agent

NSM MPLS

NSM MPLS interface
NSM Label space
NSM QoS interface

NSM LSP Dependency Confirm obj :

MPLS Confirm List object
MPLS FTN Entry

MPLS ILM Entry

MPLS XC Entry

MPLS NHLFE Entry

MPLS Mapped Route

IGMP Group

IGMP interface

IGMP interface info

=
~J
O OO DODODOODOODODORF, AP OOOOORFR o0 U Ul O ol

16

show memory [FIRXI&]
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I/ﬁ)‘-’;‘l
NG A=A RERNE REHE = AHEEOE
VY —2EHE TR SELRNRERELET,
bep  [BGP TV a—A@ U Y —2EHEFR LIS,
T A=A T 2= REV 2= DY V=R | |hen -
U ma R LET o HTAT Y
lipv6 [PV ET2— DY v —2E#EFRLET, ||ipv6 ‘Ef‘{%g:y
TG . o — lib SoEates
lib  FEHEIATTVDY Y —AEREFRLET, e —ADY =2
e [RY PRI —EREV2— DY Y= ||ospf iz 2R L%
B e R LET Fip EE
ospf  |OSPFEY 2—A 0 ) vV —2E#AeFRLET,
rip  RIPEV2—LOY V—2MEHwEERLET,

3% : F80, F100 TiX. nsm Z@BIR TE EH A,

17
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Lo7—Lvz7 SE@EaamY R Lk

Ishow boot—back

Ty =AU =T/ REFREEBU R UEREORNAHR T 5 LN TEET,

I KRBEE1 T7—Loz7 REFBBREHUYRLETFHILTVDES

Router#show boot-back

Boot-back scheduled for next boot (10min, SIDE-A.frm, SIDE-A.cfqg).
Boot-back not effective now.

Router#

I KREEFI2 77—L07 REFBEHVYRLETFHSNRET, BEBShIZES

Router#show boot-back

Boot-back not scheduled for next boot.

Boot-back effective now (10min, SIDE-A.frm, SIDE-A.cfg).

Reset scheduled at 13:12 Aug 9 2008 / in 0:09. SIDE-A.frm SIDE-A.cfg

Router#

I:?yF%ﬁ

show boot-back

22085

EREINTEHNRIT. 2007 a0 v 71250 ET,
1T Bk RTRINHIHNE

Tr—Lhy =T RGERRE Y)Y
RLDOTOIZHEET 5 % TORH

— NS \ SZAN
B fﬁ“ﬁi?j’ Arji7/ FRINTWBHEA 8T > — 2 = 7 i
LATH [REFRBEHUID R LT e
PR e B A A 1
AR

Boot—back not scheduled for next

FRIENTWARWES
boot.

18
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Ty =AU =T REHHRBEIEY
_ iy, B LEREPIA
;émﬁéiééggﬁﬁ N T2 LIl
77 —hy =T SREN | ) R L7201 FHE BT 2 1
WEBY Y E UkstesE | © 770 BENT5 77— L7 = 7 H. R
PR ]

Ty =0 =T RERR
HEIE Y = UHSEENEIELL Boot—back not effective now.
WA

21TH
DLk

I/ﬁ%)‘—’;'l

NI A=ZTHY FHEA,

I77—A@:7/$E%ﬁE§WUEL%%tMO

Ty —hU T DT v IT— R, REFRORGFEToT-%, HEBILIZEZA, REORELRL
OHBATES XHICEEL RS 2o T LEI Fr—REZEMT H70DIZ, 77 —A U =7/ RENHRBBY]
VIR LHgRETT,

Ty =AU =T DT T T — MEEFNZ, Ty =AU =T REHRATEI0 R LKL . ZOHIEIC
DWTHER LET,

BE, 77—2av=7, REKHRE S, SIDE-A TlE2® L Thy, MR ERTETWALELET,

®‘77»~A17;c70> SIDE-Biz. iLvwwrgr—2 7 =T7% A4 A h—LLET,

\

@. boot-back T~ REfEE L FEI,

‘Router# boot-back in 10|

boot-back =~ R TI, BIEREI L TCWAE (77— v =7 : SIDE-A, #EiEH® : SIDE-A) =~
=AU =T REFRABDRLTHZEEES LET,

“in 1070, EEIL TS 10 0% 77— 0 =7/ RHEHHRBEE Y Z LOLOICFHEET L 4R
[ =

\ 4

boot <> RTC, HEIZIGEHTL2HEAFEELET, 2O/ —ATlE, SIDEBIZH LW 7—A T =
ThALAR=NLLTWETDOT, 77—2v =742 SIDE-B o lg@#h+2skL5. f5ELE7,
‘Router# boot firmware SIDE-B. frm‘

\

LT 7 =L =T 20T 57201, B LET,

gl

Sl

19
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77 —sv =7 SIDE-B, it : SIDE-A clg@#h L £,

9

\

BIRICHIED WSS - FIHO~ET
BS X9 @ LenEa — FIRO~tED

€l

boot—back confirm ==~ RZIEL E£7,

’Router# boot—back confirm

FIEQTHELL, [100%O7 7y —20 T /REHFRABEEIV E LOTDOFES] 23RS,
EHEMGET 2 2 E N TEET,
FIEQTHRE LIZRENICZ 0 a~ >y RERITLeWE 77 —A 0 =7 /EEFHRBEY VR LD
WHESHLTLENETOT, EELTEE N,
HAEDIREE -
77 —2usw =7 : SIDE-B, #&%i&fEH# - SIDE-A

Sl

FIEQ THE LRI, 77— v =7 /RAEFERBBU Y R LOOICHER S ET,
FHEE%, REHRERLEL T, <7EZaW,
HAEDIRTE
77y —uaw =7 SIDE-A, #&EFH - SIDE-A

20




428 T —IDIER

4287 x—ADIER

| LANA > % 7 = — R DIER

Ishow interface lan

AN A v %7 2 —ADERERRLET,

Ii%@ﬁﬂ

Router#show interface lan 1

LAN is up
Hardware 1is Fastethernet, address is 0080.abcd.f100
IP address LAN is XXX.XXX.XXX.XXx, 255.255.255.0
Encapsulation ARPA
ARP type: ARPA, ARP Timeout 00:20:00
Last clearing of "show interface" packet counters never
Statistics:
125 packets input
8000 bytes input, 2 errors
0 unicasts, 0 broadcasts, 123 multicasts
0 discards, 0 unknown protocol
16 packets output
736 bytes output, 0 errors
0 unicasts, 16 broadcasts, 0 multicasts
0 discards

Router#
I%ﬁamﬁ%
IHE H " B
R DA H T = — ADREMT RN TEY oS T AW v
D A oup LTWBENE S D (up/down) #FEELET,

%MWM}S%HMMmM VBT 2 ZDUC T FL 2SR LET
address is

IP address LAN is IP7 RVAELERY h~AT EFRLET,

Encapsulation ARPA, TDOAE T 2—ADH T MM TN EFE R LET,

ARP type: ARPA, ARP ARP % A 7 & ARP M- LTz R DX A AT v MR 2 £R L E
Timeout 00:20:00 7,

DA VBT 2 — ADREHERAEE L E T,
Statistics
ZAE

21
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packets input : (7 > N

bytes input : #R(E/3A4 b~

errors : ZERFICT T —CHEIEINT=/ N7 v MR

unicasts : Z{EL=F% ¥ A X F v MK

broadcasts : ZZfg 7 02— K& ¥ A b3 v MK

multicasts : ZEg~/LFF v 2 M3y N

discards : ZIERFIC= T — LIS CHEIEI NT=/ N v MK

unknown protocol : IP LIZL DR HR— FdD7 7 kb (ethertype) %

E(E

packets output : MEE/ 7 v MK
bytes output : RIE[ENA M E
PUF =5 A2 S

I INT A=A
NG A—4H BRENE B il HEEBDIE
LAN 5 BHBLTWIAN A VX 7 = — ADFKRHIEE L . BESNTNAAL L E Tz —R
S DHFTLET,

22
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|wm4>971—zwﬁﬁ

Ishow interface ewan

IE%EEM

EWAN A > % 7 =—A (PPPoE ZfliH L72\) OFHAF R LET,

Router# show interface ewan 1

EWAN1 is up
Hardware is Fastethernet

IP address EWANL is XXX.XXX.XXX.XXX,

Encapsulation ARPA
ARP type:

Statistics:

14 packets input
899 bytes input,
14 unicasts,
0 discards,

14 packets output
558 bytes output,
14 unicasts,
0 discards

ARPA, ARP Timeout 00:20:00
Last clearing of "show interface" packet counters never

0 errors
0 broadcasts,
0 unknown protocol

0 errors
0 broadcasts,

,address is 0080.abcd.f100
255.255.255.0

0 multicasts

0 multicasts

Router#
I%ﬁamﬁm
H H SIS
. DA VBT == ADRRENTRDILTEY D oxticd 598
EWAN1 is up,

U725 up LTWAEME DD (up/down) ZFKRL ET,

Hardware is Fastethernet address
is 0080. bdf0. 090f

ALERT2—ZADMC 7 RLAZFRrLET,

IP address is xXX.XXX.XXX. XXX,
255. 255. 255. 0

IP7 RLAELEXYy h~AT BFERLET,

Encapsulation ARPA,

ZOA BT 2= ADH TR REFR LET,

ARP type: ARPA, ARP Timeout
00:20:00

ARP % A4 L ARP MR- L7== N DX A LT v M 25
l/\gz‘j—‘o

Last clearing of “show interface”
packet counters

2 clear interface”’ a2~ RThO U X2z 27 VT L,
By B F/H/BEFRTALET,

Statistics

DA BT o — ADEHEREER L E T,

M

23
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packets input : {57 v K

bytes input : ¥ {E/3A M &

errors : ZERFICT T —CHEIESINT= /"7 v MK

unicasts : Z{EL=F% ¥ A bR T v MK

broadcasts : 70— RN¥ vy 2 37w MK

multicasts : ZfEg~/LFF ¥ 2 N34y M

discards : ZIERFIC= T — LA CHEIEINT=/ N v M

unknown protocol : IP LIAAD KV HR— b7 o k=)L
(ethertype) %%

E(EM

packets output : FAEE/ 7 v MK
bytes output : FIX[E A M E
PUF =5 A S/

I:V‘/F%Et

show interface ewan [EWAN ZF5&]

I/ﬁ%)‘—’jl
NS A—4H BHANES Bt | HREEDE
=i = == é&“ﬁ:éﬂ“(b‘éf‘/§771%2®
EWAN 5 B LW EAN OF B2 ELET, [1~2 Ledim L £

24
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| PPPOEA >4 7 T — X D5

Ishow interface pppoe

PPPoE A v X 7 = — ADERAEERLET,

Iﬁﬁ@ﬁﬂ

Router#show interface pppoe 1

PPPoEl is up
PPPoE lower interface is EWAN 1
PPPoE Server Name is XXXXX
PPPoE Usr Name 1is XXXX@XXXXX.XXX.XX
PPPoE Primary Dns Address is XXX.XXX.XXX.XXX
PPPoE Secondary Dns Address 1s XXX.XXX.XXX.XXX
PPPoE Internet Address is XXX.XXX.XXX.XXX
PPPoE Service Name is not configured
PPPoE Type 1is host
PPPoE IPv6 Prefix is ::0/0
PPPoE IPv6 Primary Dns Address is ::0
PPPoE IPv6 Secondary Dns Address is ::0
PPPoE IPv6 Lease Duration is 0 00:00:00
PPPoE Connection Time is 060705.123441
Last clearing of "show interface" packet counters never
Statistics:
1 connect count
1 connected count
0 connect fail count
14 packets input
899 bytes input, 0 errors
14 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
14 packets output
558 bytes output, 0 errors
14 unicasts, 0 broadcasts, 0 multicasts
0 discards

Router#

| sma0u

H H " ="

ZDAUHE T 2= ADRENMTRHILTEY . 7> PPPoE DV

PRPORT s b, U BT LT BME 3 hER LT,

PPPoE lower interface is HFHALTWAYHA 27— A5 TR LET,
PPPoE Server Name is XXXXX Y —E AL EFRRLET,
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26

PPPoE User Name is
xXXX@XXXXX. XXX. XX

RELTca—FHEaRRLET,

PPPoE Primary DNS Address is
XXX. XXX. XXX. XXX

PPP CHUH L= A ~UDNSHY—"DIPT RLAZFERLE
bﬂ‘o

PPPoE Secondary DNS Address is
XXX. XXX. XXX. XXX

PPP T L7= B v & U DNSHF— D IP 7 L A% HoR LE
R

PPPoE Internet Address is
XXX. XXX. XXX. XXX

PPP CHUAE L7, HEDZ o— )L IP T RL AR ERLET,

|PPPOE Service Name ‘%%ﬁ?[/fiff*‘tf5145%E?%ﬁ3l,§iifc
PPPOE Type SRATLEEGE ) LAN BB (RR0E) 2R LET,

PPPOE 1Pv6 Prefix

TV T 4y 7 AFRRLET,

Er,___lﬂ

PPPoE IPv6 Primary Dns Address is

1| <]

L
2R T4 UDNS T RLX (IPv6 ) T KL R &FEpR
L%,

PPPoE IPv6 Secondary Dns Address is

FELUT-EH XU DS T RLA (IPv6 ) OF FL A ZEFoR
LET,

PPPoE IPv6 Lease Duration is 0
00:00:00

DHCP THUSH L7-7 RL AzHA T 2MAEF L ET,

PPPoE Connection Time 1is
060705. 123441

PPPoE 7335kt L 7-HFZ 2 #KR L£9, ZOfITik. 2006 4E 7 A
5 H 12:34:41 I8 L7z Z L 2R LTV ET,

packet counters

Last clearing of “show interface”

%12 clear interface” a~ > R CHU U HEE2 7 VT Lz,
Wg: o B F/H/BEERRLET,

Statistics:

DA BT 2 —ADKHERAERE L ET,

ZAG A

packets input : M5 /N7 v MK

bytes input : RZIE A M E

BRI T — TSN N v MK

ZfE=%vy 2 MXT» ML

broadcasts : Z{F7 1 — F¥ v X hX 7w MK

multicasts : ZfF~/LFF v A 37 v b

discards : ZZERFIC T —DISNCTHIES TN » MK

unknown protocol : IP LIAADRYR— D72 K2/
(ethertype) %%

errors
unicasts :

EE

packets output : ¥8HE 7 v MK
bytes output : #E(E/ A b
LT 5% 2R
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I:'?‘/P%Eﬁ

show interface pppoe [PPPoE #HFE]

IK%)‘—’SI
NS A—4H BHALNES E% TE 0B HREEDE
. BESNTWAL LV E T —A
= Z,%,E\B -\ D =i e . ~ O AR i
PPPoE %5 B L 72V PPPoE OF ZHBELET, |1~24 D BFT L E T

X : FB0 DFAIL, 1~5 1272V ¥£7,
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| BRIA 4 7 T —ZXDIER

Ishow interface bri [ FIOOERa< K ]

BRI A v #Z 7 = —ADFREFRLET,

I FEEH

MTU
BRI
BRI
BRI
BRI

Router#show interface bri 1

BRI1 is up
NO DIALER occupies
MP ON

Statistics:
0 connect count
0 connected count
0 connect fail count

is 1500 bytes

Called Idle-timeout 60
Calling Idle-timeout 60
Lcp Restart 100 (x10ms)
Lcp Maxtimes 10

Router#
I%\Iﬁﬁwéﬁﬂﬂ
15 H SIS
, DA BT o—AOYELY U IREEDS up INE D)
BRI1 is up

28

(up/down/connected) # % L £,

NO DIALER occupies

EDOXAYNVNT v TA BT 2— AR EFER L TWRN &%

FLET,
DIALER] occupies FRINTODBFATYNT v T A 57 2 —AREBE/HH LT
. B LERLET,

MP Bt s & DIRBEZ F R L £ 7,
MP OFF : MP 85tk € &2 L CTU 72l

wp bigutyi i
MP ENABLE : MP $253RE # 1 . MP HEEE L T 7RLy,
MP ON : MP Bt

MTU is sk bytes MTU £ D F5

BRI Called Idle-timeout 60 |F{5 HEgems |

I

Bt 7 A ~fE

(il

BRI Calling Idle-timeout 60 |F&{5HEFRIFIERISEAR & 1 < fi

BRI Lep Restart 100 (x10ms) |Lep U R % — k% A =i (A7 10ms)

|BRI Lep Maxtimes 10 ‘ch‘ﬁiﬁﬁ[]iﬁ
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connect count : FIEREREA 7 v X AH
Statistics: connected count : B{EREEH v HH
connect fail count : BEFEIET 7 o ZfE

show interface bri [BRI THE]

Imax—a
INT A—4 BENE % E #EE HRREFDE
BRI %52 5%Ltw&u4y&7;~xmﬁ%%ﬁjl BRESNTNWEAS L H T x2—R
TolELET, PHFEFRLET,

29



[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

| 54007y T408 71— 201K

Ishow interface dialer

HAXNVT v T AL HE T —ADEREFRLET,

Iﬁﬁ@ﬁﬂ

Router#show interface dialer 1

DIALER] is up
name is not configured
interface is not configured
dialer map is not configured
caller is not configured
contlimiterStatus:off
maxPeriod:0 (sec) currentPeriod:0(sec) previousPeriod:0 (sec)
calllimiterStatus:off
maxCalling:0 (times) currentCalling:0 (times)
previousCalling:0 (times)
lcpKeepalive:off
period:0 (sec) retryCount:0(times)
Last clearing of "show interface" packet counters never
Statistics:
0 packets input
0 bytes input, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards

Router#
I%%Eiﬁfbiﬁga
H H " B
CDEAYNT v T A BT 2 —ADIREEZ TR L E T,
DIALERI is up : FAYNT T A KT 2 —ADMEHAHE
not use : XA VYILT v T A L H T x—ADME A B
interface is dialer WMEHTHA VX 72— A& KR LET,

sk dialer map 22 ROHEIE

dial s : ‘ e
laler map 1S not configured : dialer map 2~ RORENRH Y FHA

wiktk : caller 22 ROBENE

caller is not configured : caller 2~ ROFENRH D EH A,
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GG Y 2 v AHERED AT — X A B FIR L ET,
of f @ [IHREE HikkRE A~

normal : [EIFREERLH, WERAE

alerted-90 : [FIFREEGIHF, U I v ZED 90%H
bombarded : [EIFREEHH, U I v X fEICE]E
maxPeriod:36000 (sec) : U I v Zfi
currentPeriod:0(sec) : HLAEDEERGEFH
previousPeriod:0(sec) : Hij[E] D fEf AR

contlimiterStatus:

FIEEELY 2 v AEED AT —F A For LET,
of f : [EINEEHItEREA 7

normal : [FIFRECHAHR, J@EIRAE

alerted-90 : [FIFREEGIHF, U I v ZED 90%HH
bombarded : [EIFREEHH, U I v X EICE|E
maxCalling:25(times) : U I v ZfH
currentCalling:0 (times) : ELAED 1 [ OFEMEEH
previousCalling:0(times) : Fij[AI0D 1 WERE D FEMERIEL

calllimiterStatus:

LCP Echo IZ X % KeepAlive D AT —Z A% FKRk L ET,

on : LCP Echo (2 X % KeepAlive ZffH4 2%

lcpKeepalive of f : LCP Echo {2415 KeepAlive ZfEH L 730

period(sec) : LCP Echo 7 L —ADOEERM (HEAL : F)
retryCount (times) : LCP Echo DJRE N2 WA 24T 9 ik

Last clearing of ”show 112 clear interface”’ 2~ RTHU U HEAZ 7 VT L=, W
interface” packet counters |4y : ¥ : F/H/HEZERLET,

ZDAVHE T = — ADFFERE TR L ET,

A5

packets input : $ASZ(E N7 v MK

bytes input : ¥852{E /34 b ix

errors : BRI T —CRIEINT T v MK
unicasts : ZIEx=F v A b X7 v MK

broadcasts : {57 m— K% v A hX47 v M
multicasts : Z{E~ /LT F¥ A M7y MK

discards : ZGRFICT T —LIANVCREIFRINT T v MK
unknown protocol : IP PIAk DKWY R — kD7 7 k2L (ethertype)
”

Statistics

E(E

packets output : ¥8EE/ 7 v MK
bytes output : #E(E/3A k&

DU =510 %2 2
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I:'?‘/P%Eﬁ

show interface dialer [DIALER &E]

I INDA—A
NS A—4H BREAR ER% TE 0B HREEDE
RESNTWEA AT 2—A
T2 (BRI DEEH e i~ ek A
DIALER %& =& L72WDIALER ODF A E L £, [1~20 DIFT L E T
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LLv—Fnvs1o80—20EH

Ishow interface |oopback

N—T Ry T BT 2 —ADIERE TR LET,

IE%EEM

Router#show interface loopback 1

LOOP1 is up
Hardware is Loopback
IP address LOOPl is xXXX.XXX.XXX.xxXx, 255.255.255.252
Encapsulation ARPA
ARP type: ARPA, ARP Timeout 00:20:00
Last clearing of "show interface" packet counters never
Statistics:
0 packets input
0 bytes input, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards

Router#
I%ﬁamﬁm

IE B " B

LooP1 is 4 DA UHE T 2= ADEEIMTI2DOITEY . I oxfiid 298
b V28 up LTWBME H A (up/down) ZFERLET,

Hardware is Loopback SOALT T 2T AN TR I AP T 2 ATHD L

P RERLTOET,
IP address LOOPI is AA =5y FT REA (IPT REA) &y A7 230K L
*7,

Encapsulation ARPA, DA VBT == ADH T EAMESTRAEFR LET,

ARP type: ARPA, ARP Timeout |ARP %A 7L ARP MM L7- > MU DX A LT 7 M &2 FoR

00:20:00 LET,

Last clearing of ”show %12 clear interface”a~<> R T U HEE 7 VT Liz,

interface” packet counters By B F/H/BEFRALET,
TDAUHE T 2 — ADREHERER L ET,

Statistics
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IR

packets input : S E 347w M
bytes input : ¥52{E /34 b im

ZAERFC T T —TRIES NI AT v MK

errors :
unicasts : Z{EL=F% ¥ A X7 v MK
broadcasts : {57 m— K% v A hX47 v M
multicasts : Zfg~/LFF v 2 N34y N
discards : ZGRFICT T —LDIANVCREFRINT T v MK
unknown protocol : IP IS DR — rdD 7 1 k z2/L (ethertype)
P
E{E
packets output : FAEE N7 v MK
bytes output : #RE[E /A M &
=t ke i
I avURER
show interface loopback [LOOPBACK ZFH&]
I INSA—H
INTG A—4A BRENE Bk il HIEEEDIE
Z M U724 LOOPBACK A > % 7 = — A D BESNTWHL L E T 2—RA
= \ 1 .
LOOPBACK #7525 2 gt L 4, DHFTUET.
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| IPsec{ >4 7 T —RDIELR

Ishow interface ipsecif

IPsec £ X 7 = — ADEREF R LET,

IE%EEM

Router#show interface ipsecif 1

IPSECIF1l is up

Hardware is ESP Tunnel

IP address IPSECIF1 is not configured

MTU 1390 bytes

Encapsulation ESP

IPsec access list: 10

Last clearing of "show interface" packet counters never

Statistics:

0 packets input
0 bytes input, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol

0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts,
0 discards

0 multicasts

Router#
I%ﬁﬁwﬁ%
" H n =B
DA E T 2—ADOWELY 7 ARREDY up A E 9 D> (up/down) A

IPSECIFlis up AL ET

{24 72— ARESP tunnel ZHEH L TVD 2 LagRLET,

|Hardware is ESP Tunnel

IP address IPSECIF1 is not
configured

IPT7 RLARRESN TV RNWZ LE2ERLTWNET,

MTU is sk bytes MTU £ D F5

|Encapsulation ESP

DA VBT 2= ADH T ML R EFR LET,

|IPsec access list: 10

\ﬁ%#él%m77ﬁxUXF%§ﬁbi¢D

Last clearing of ”show

interface” packet counters el clear interface” 2~ RTH T X a7 VT LI, I
: 5w B/ RERTLET,

never

Statistics ZOA 8T = —AOMEHEBRE R LET.

35




[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

I:?‘/F%Et

ZAG 1

packets input : 8S2{E/ 347w MK

bytes input : ¥Z(E A M &

errors : SEMFIC =T —CERIEI NI/ v MK

unicasts : =% v A X7y M

broadcasts : ZZfg 72— K& ¥ A b3 v MK

multicasts : ZfE~w/LTFF¥ X M3y M

discards : ZERFIC= T —LISN CTRIEINTZ T v MI

unknown protocol : IP UIArD RV KR— kD7 b2/ (ethertype)
#

e il
packets output : FAEE N v MK
bytes output : #E(E/3A b

LT 25l 2 2

show interface ipsecif [IPsec &TE]

INEX—Q
INT A—4H RERNE REEHE HERFF DB
[Psec &R S LT IPsec f V' H 7 =— ADE T % L ~500% BRESNTNDA L H T z2—A
sec s -~

BELET,
X : F80 OFA X, 1~32,

DHFRLET,

F100 D&%, 1~100 12729 £,
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| Fotna e —20tER

Ishow interface tunnel

KA BT 2— ADEREFRLET,

I FEEH

Router# show interface tunnel 1
TUNNEL1 is up

Hardware is Tunnel

Internet address is 192.168.0.1

Tunnel source XXX.XXX.XXX.XXX,
Tunnel destination yyy.yyy.yyy.vyvyy
Tunnel protocol/transport IPIP

Statistics:
0 packets input
0 bytes input, 0 errors
0 unicasts, 0 broadcasts,
0 discards, 0 unknown protocol
0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts,
0 discards

(EWAN1)
Encapsulation TUNNEL, point-to-point link

Last clearing of "show interface" packet counters never

0 multicasts

0 multicasts

Router#
I KIEB DEREA
H H N B
R RNA BT =2—ADFFE, UP/DON ZFRm L ET,
TUNNELX is type/source/destination ([Z RSN H 5553 L O shutdown R ENDNH 5 55

AL DOWN, FNLIAMTUP EFR L E£9,

Internet address is

IP7 RLAZFRRLET,

IP 7 RLADREN2WVEEAEIL, Internet address is not configured. & 3%
~LET,

unnumbered 4 VX 7 = —ADERTEDLGEIF, A VX T 2 — AL/ BT RLET,

Tunnel source

tunnel source I~ RTIRELZ IP 7 RLAFE70%, IPv6 7 RL RAZ KR
LET,
BRIEMNIRWEEA X, Tunnel source is not configured. & FRr L £,

Tunnel destination

tunnel destination =< RCTIEE L/ IP 7 RV AFE /2L, IPv6 7 L A%
#ZRLET,
BRIENIRWIGAIE, destination is not configured. & F/R L £,
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Last clearing =« -«

. |%?7§&Z clear interface 54T L71=RZ 2R R L £7°,

Statistics

A5

packets input : #8ZAE/ N7 v MK

bytes input : ¥852{E/31 b1

errors : ZIERHCZ T —TCTHEIEI NV v MK

unicasts : Z{FL=F% ¥ A X7 v I

broadcasts : Z{g7 m— K% v A hX 7w MK

multicasts : ZIE~/NLF Xy A F37» b

discards : ZZ{ERHI =T —DISN CHEIE S L2/ v M

unknown protocol : IP LA DRV HR— D7 b z)L (ethertype) %

E(E A

packets output : #EF /N > MK

bytes output : f¥RE(E /A k&

errors : EERHI= T —CHEIEINT- X7 v MK
unicasts : BEFEZ=F v A h X7 v MK

broadcasts : I 7 12— K& ¥ X b3 ML
multicasts : IEE /LT X ¥ A M7 v MK

discards : IGIFIC =T —LDIANVCREIRINT /T v MK

I avURER

show interface tunnel [FRILA VB T —REF]

I INDA—A
IS A—4 BERE £ FE HEEDE |
=Y BRLEC R A s TR [ BESNCNDA LT =R |
Lo BT 2R ER | DBEEEELET PHETLET,
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|wu4>971—xn%¢6%ﬁ

Ishow interface nul

BEHEAA L Z 7 72— ADEREFR R LET, BEHAA L H 72— AT, AXT 4 v 7 V—FT 47 (ip
route 2= F) THRELET,

I KEE

#show interface null 0

NullO is up

Hardware is unknown

MTU 32767 bytes

Last clearing of "show interface" packet counters never

Statistics:

0 packets input
0 bytes input, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol

0 packets output
0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards

Router#
I £ I8 H DEREA
IE H AN B
Null0 is up ZDAUE T 2—AZADON up NE D) (up/down) R L ET,
Hardware is unknown DA VHE T 2—ANRETHDH LR LET,
MTU is k% bytes MTU £ D FE R
Last clearing of ”show %2 clear interface” a2~ R TCThHOU U ZEE 7 VT L=,

interface” packet counters never |Kf : 43 : 0 : £/ HA/HEFERLET,
ZDOAUHE T 2= ADMEHERE R L E T,

B

packets input : A7 v MK

bytes input : BZ(ENNA M E

errors : XERFIC= T —TCREIEI NN v MR
unicasts : Z{EL=F ¥ X hXF v M

broadcasts : Z[E7 11— R¥ v A 37w MK
multicasts : ZfE~/LFTF¥ A h 7y MK

discards : ZIERFIC =T — LIS CHEES NLTI= /"N v MK

Statistics
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unknown protocol : IP LIAADRYR— D71 k=)L
(ethertype) #%

EEM
packets output : FE[E T v MK
PfR /A bR

/7

bytes output : &
DU A5 1% 2

I:?DP%EE

show interface null [NULL &S]

I INSA—A
85 A—4 BERE LR LEOHE
L Es |BELEVNLLA 5 7 = —20& 5% | BESHTNDA X T =—R
7 lmELET, DHFTLET,
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|wm4>971—xn%¢6%ﬁ

Ishow interface vlan

VIAN A > X 7 = — ZADEREFRLET,

Ii%@ﬁﬂ

F100:V02.00(00) LAB§H7R—b

Router# show interface vlanif 1

VLANIF1 is up

Hardware is VLAN interface

VLAN-ID is --

IP address VLANIF1 is 192.52.168.144, 255.255.255.0

Encapsulation ARPA

ARP type: ARPA, ARP Timeout 00:20:00
Last clearing of "show interface" packet counters never

Statistics:
0 packets input

0 bytes input, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol

0 packets output

0 bytes output, 0 errors
0 unicasts, 0 broadcasts, 0 multicasts

0 discards

Router#

I%EE@%%

15 H

VLANIF1 is up,

Hardware is VLAN interface

VLAN-ID is
IP address VLANIF1
Encapsulation ARPA,

ARP type: ARPA, ARP Timeout
00:20:00

Last clearing of ”show
interface” packet counters

n =&
DA UH T 2 —ADFRENTRONTEY , oxGT 5 e
Uo7 up LTWAEMNE DD (up/down) ZFKRL ET,

TOA BT 2 —AN, VLANA U H T2 —ATHHZ L HBEKRL
TWNET,

VLAN-ID Z#5Fr LE T,
TDOAET2—ADIPT RLAEHTT RLAEZFERLET,
DA VHE T 2 —ADN TN IT R EFRR L FT,

ARP Z# A 7L ARP MR- LT N DX A LT 7 MR % Fo
sz—g_‘o

12 clear interface”’a~ Ly RTCHOU U ZExH 7 VT Li-,
Rg: 0B B/ HA/HEERRLET,
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DA R T 2 —ADWEHERER L ET,
A1

packets input : 8537~ MK
bytes input : #fF /31 &
errors :
unicasts :
Statistics

ZAERFIC =T —CRIEI NI AT v ML
cZfEr =%y A MRy MK
broadcasts : {57 m— K% v A hX47 v M
multicasts : ZfE~/LF X+ A My MK
ZAEREZ = 7 —DISN CHREI NI T v MK
unknown protocol : IP IO RV R — ~dD 7 1 k2L (ethertype)
P2'e

discards :

EE
packets output : f&

PN

EE T MR
bytes output : #RE(F /A M &
PUF A5 112 2
I avURER

show interface vlian [VLAN f >4 7 1 —RXR&EF]

K5 A—% BERE 0 HRRES OO {E ‘
VLAN ZHUTZWVLAN A A T = —ADF A 16 BESNTWAA L H T —RA
{8 T2 RAFE | HEELET, PHFERLET,
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| B

Ishow line

A BT 2 —ADIEREFETRLET,

Iﬁﬁ@ﬁﬂ

Router#show line

[LAN 1]

Priority threshold : 4

[LAN 1 port 1]
Link

Xover

Auto

Speed

Duplex
Bridge-Group
Port-VLAN
Tagging
Classification
Queuing
Port-Priority

up

MDI-X (auto)
on

100Mbps

full

1

enable (VLAN-ID 10)
never
disable
disable

0

Flow-Control Capability : capable

[LAN 1 port 2]
Link

Xover

Auto

Speed

Duplex
Bridge-Group
Port-VLAN
Tagging
Classification
Queuing
Port-Priority

down
MDI-X (fix)
on

1
disable
always
disable
disable
0

Flow-Control Capability : incapable

[LAN 1 port 3]
Link

Xover

Auto

Speed

Duplex
Bridge-Group
Port-VLAN
Tagging

Classification :

Queuing
Port-Priority

down
MDI-X (fix)
on

0
disable
never
disable
disable
0
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Flow-Control Capability capable
[LAN 1 port 4]

Link : down

Xover : MDI-X (fix)

Auto on

Speed -

Duplex -——=

Bridge-Group 0

Port-VLAN disable

Tagging : never
Classification : disable

Queuing disable
Port-Priority 0

Flow-Control Capability incapable
[EWAN 1]

Link :oup

Xover : MDI (auto)

Auto on

Speed 100Mbps

Duplex full

Port-VLAN disable

Tagging never
Flow-Control Capablllty incapable
[EWAN 2]

Link down

Xover MDI (auto)

Auto on

Speed -

Duplex —-—=

Port-VLAN disable

Tagging : never
Flow-Control Capablllty incapable

| zmous

B H

b

N B

Priority threshold

BT —2 L LT 802. Ip lHAFRRL £,
1 (SR R) ~7 (BESRE &)

FEMIE. priority threshold =<2 REZZR LTI,

¢show line [lan 1] E AN L7ZRFOAFREINET,

A BT x—2ADY v IREEERLET,

Link uwp: Vo7

down: Voo X

T NVOREERRLET,
X MDI : A L — kK
over MDI-X : 2 12 %

7ok, HEEEEROAT auto, BEDOHEASIZ L 1 x DERIT

2720 F97,
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Auto

F— I z—arEELET,
on : HENERFT 2
of f : HEWFEF L 22\

Speed

AUE T2 —ADYHEEEZRLET,
10Mbps : 10Mbps THEkt
100Mbps : 100Mbps TH&fe

Duplex

T—HBENRE_EELIL, FENEELET,
full : & H#E
half : X i@

Bridge—Group

VLAN A > % 7 = —ATHAT 2, 7V v VA —THEEEFLET,

Port-VLAN

VIAN A > & 7 = — A% H L TV 585451, enable ®FoR & VLAN-1D 233
IRENFET,

Tagging

KT DM/ BrEEFRLET,
always : % 7 Z A0 L7 RIECTE(E
never : : ¥ 7 &HERELIIRETEG

Classification

EEHERRE DARRE 2 FoR L 7,
enable : BEHEEZ T 5
disable : BECHREZ A L7220

Queuing

EET L —LDOBIBEOREEZFRLET,
enable : BCALEE 21T H
disable : BICALFE 21T 7200

Port-Priority

S R A R LR T

Capability

Flow—Control

IEEE802. 3x @ PAUSE 7 L — A& L7-7 v —#lif r— S U 7 ¢ & AUTO
X ARERER R LET,

capable : 7 o —ifil{#ld4 %

incapable : 7 7 —llffl L 780>

3 : VLAN #%8EI1CB89 5THH (Bridge—Group, Port-VLAN, Tagging) (&, F100 : V02. 00 (00) LAY R — b

I avURER

show line [4 232 7x—RE]
I/i’%)‘—’;‘l

ING A=A BRENE R E S HERFFDIE
EmEFREEDRA L F T2 — AL EIEELET,
lan 1. x 12 L x(1~4 DR — bESEHE) OWHWE |1, |~ |en 1 evan 1~2

A BTz an b Xl s e, L @éf@%:&

—A& ‘wwl‘wwl@%ﬁ%%%bi?o ‘wmlNZ Z%;ig?ﬁ
’ewan 2 ‘ewan 2 DIEWREF R LET, ‘
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| it

Ishow line statistics

LAN F721%. EWAN A > ¥ 7 = — A D EMAC DFEEHE R AT LET,

I FEE

F80:V01.01(00) LLB& 7 R—k
F100:V02.05(00) LAB&HR—bk

Router#show line statistics lan 1.1

[LAN 1 port 1]

Transmitted 0 packets, 0 bytes

0 no buffer
high priority,

OO OO oo

0 low priority bytes
unicasts, 0 broadcasts

multicasts, 0 pauses

deferred, 0 collisions

late, 0 excessive collisions
single, 0 multiple collision

Received 0 packets, 3 bytes

no buffer
high priority,

multicasts

oversized

OO O OOONDN

64 octets

65-127 octets
128-255 octets
256-511 octets

512-1023 octets

1024-1522 octets

1 low priority bytes
unicasts, 0 broadcasts

pauses, 0 controls
undersized, 1 fragments

Jjabbers, 0 symbol errors
CRC errors, 0 alignment errors
: 0

coo0o°

I KIBE DA
H H
Transmitted 0 packets
0 bytes
0 no buffer
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DA =T 2 —ATHEE LTy MItERRLET,
IDA =T 2= ATEEFE LI Ty MIEFRRLET,
Ry 77 FRIC L) EECE Ao te iy Mg FR L

iTo



428 T —IDIER

high priority

|high priority /N7y NOEEHER R LET,

|O low priority bytes |low priority 2347 v hOEEHEERLET,

0 unicasts EE Lz =% v 2 b3y MR FRRLET,

|O broadcasts |59§1§ L7e7m—REy X Ty MIEERRLET,
0 multicasts R LI AT v R FOAT Y MIEFERLET,
|O pauses |59§f§ L7z pause N7y M AFRR L F T,

0 deferred RIER AR FoR L E T

|O collisions ERNFE LB ER R LET,

0 Tate RIS R A LI B e FoR LT,

|O excessive collisions |§%@T%7§§%§§Z Lcl#zRrR L £7,

0 single |1 OFEZENRAE LT a R LE T,

0 multiple collision  |[HEAKIRIOWZEA /L LB A For L £,

|Received 0 packets

SO =T 2= ATERE Ly MR FRLET,

0 bytes ZOA ST 2= ATERRE Ly MR FRLET,

0 no buffer Ny 77 RRICED)ZETERDPSTNNT Y MIiERSRL
E AN

|O high priority |high priority /N7 v FOZEREFR L ET,

|O low priority bytes |10w priority /X7y FOZEHAEF R LET,

|O unicasts |§L’1§ Lica=%y A Ty MaEFRRLET,

0 broadeasts ZELETr—FEx 2 b3y y MIEFRLET,

0 multicasts EE LT AF XY R bOA Ty MIEERLET,

|0 pauses |§if§ L7z pause N7 > MIARRLET,

|O controls |§1§ L7z control /N7 v NAEFRLET,

0 undersized [T V—LER 64N R RO NSV MR LET

0 fragments CRC =7 — % ko T/ Sy M EERLET,

0 oversized |7 L—BENR 152254 R EY KEWST Y MR EFRRLET,

0 jabbers [V N—=F— LIy MR FRLET,

0 symbol errors [PV RN TET— LIy MR FR LET,

0 CRC errors CRCGRIEITTRART) Ic =T — LT $4 v MR FoR LET,

|O alignment errors |alignment TT— LR Ty MaEFRRLET,

|64 octets 0

64byte DEAE S v MEEFRR LET,

65-127 octets : 0

65~127byte DEZIF/S7 v MIEFRLET,

128-255 octets : 0

|128~255byte DE(E/ N7 v MkEFRLET,

256-511 octets : 0

[256~511byte DE(E/ 37 v MEEFRLET,

512-1023 octets : 0

512~1023byte DE(E/7 v Mk R LET,

1024-1522 octets : 0

1024~ 1522byte DEZAF /4 v MR FRFLET,
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I:?DP%EE

show |ine statistics [/ 2 7 x—R4£]

I/ﬁ%)‘—’ﬂ
INS A—4H BHALNES E% TE 0B HRFEDE
EMAC DFEEHERZ TR RESE DA VX 7 = — A4 %R
ﬁ_?l/jz—é_‘o
D Sy - lan 1. 1~ lan 1, ewan 1~2 ®
{257 ||lan 1.y |00 L X (14 QA bERGEAEIE) O ENAC R R e
— 24 OffEHEHE ZR L E T, ovan 1o |20 BMAC DR
ewan 1 |ewan 1 @ EMAC O#tEHE#RZ TR L £7, TEWwAEERLET,

ewan 2 |ewan 2 O EMAC O#EFHE#WAZE R L E9,
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IPV6 Jb—F 1 > O DIgER

| IPV6 L—F 1 > DiEER

| LANA > % 7 = — R DIER

Ishow ipv6 interface lan

Iﬁﬁ@ﬁﬂ

Routerf#show ipv6 interface lan 1

LAN is up

IPv6 is enabled, link-local address is fe80::280:bdff:fef(0:8f8
Global unicast address (es) :

2001:33::280:bdff:fef0:3333, subnet is 2001:33::/64

Joined group address (es):

£f£f02::2
£f£02::d
£f£f02::9
£f£f02::1

£f£f02::1:£f££0:3333

ff02::1:£££0:8£8

MTU is 1500 bytes

ICMP error messages limited to 100 per second

ND reachable time is 44000 milliseconds

ND advertised reachable time is 200 milliseconds

ND advertised retransmit interval is 300 milliseconds
ND router advertisements are sent every 400 seconds
ND router advertisements live for 500 seconds

ND router solicit transmission first delay time is 0 seconds
ND router solicit transmission interval is 4 seconds
ND router solicit transmission times is 3

Hosts use stateless autoconfig for addresses.

Current Hop Limit:64

reachable time 24000ms (base 30000ms)

retransmission interval 1000ms

Router#
I%EE@%%
IH H " B
DA E T 2 —ANFIHAREDE D D (up/down) EFEIRLE T,
LAN is up ST,V Z 72— AR ETH N TEET,

FRENTLWEASIL, &2 v F 72— 2ADFEREF R LET,
AUBET72—AZHDYBTORTNDE T r— b e 2 =F X A k-7
FL2AZRRLET,

TDAVE T 2—ANBTAHAYLFIXFY A - TN —TEFRLE
‘a‘o

MTU 1500 bytes AVHET2—ADMUEEFRRLET,

Global unicast address(es)

Joined group address (es)
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ICMP error messages limited
to 100 per second

1 BICEET D IOP =T —* vt —VORKEEFRLET,

ND reachable time

DA UH T 2—AZEND B TEN TV D R A 2 H B EE w]RERFH]
Z (S VUPHEMT) FRLET,

ND advertised reachable time

DA VH T 2—AETT RARK A XINDFA 7 2 ] GERF
Mz (R VURHENMT) FRLET,

ND advertised retransmit
interval

SOA BT == A LTT RS A XS A SRR &
(3 UBHIALT) RRLET

ND router advertisements

DA HE T 2— A LETEEINDI A HA—H T RARX A X
A FORRE FHAD) BIOT RARZ A XA N ORI A2 FR
L7,

ND router solicit
transmission first delay
time

A BT 2 —ANUP L THRMO RS EF £ TORERUERFRH
AFRRLET,

(B HALT)

ND router solicit
transmission interval

A BT = =AW UP L THRAD RS FF LA DO XIFRHIE (R HAALT)
ZFRLET,

ND router solicit
transmission times

RS X BHAARL . RA MZAZHIRAR VGG O RS HMERHE RR LET,

Hosts use stateless
autoconfig for addresses

AREBI AT =ML AF—bar 7 47— 9 T7 RLARE
DUTHNET,

Current Hop Limit

DA VHET 2= ANET—H B iRET HERO CurretHopLimit fif
(RARy 78 #H£R-LET,

reachable time

DA KT 2— AT, Neighbor [Zxf LT/ v hOREZHER L
T, BIEREECTH D & AT (R U RHALT) 2Fr LET,

|retransmission interval

‘Neighbor Discovery OE(ERMIMEAZ TR L ET,

I avURER

show ipv6 interface lan [LAN &F5&]
I INT A=A
ING A—7H BRENR % 7€ &0 HREEFDIE
LAN % &2 %%Ltwuw%y&7;—X@$%%ﬁﬁl RESNTNDA L H T z—A
T LET, DHFTFLET,
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IPV6 JL—7T 1 > 0 DIFER

| PPPOEA >4 7 T — X D5

Ishow ipv6 interface pppoe

PPPoE A v & 7 =—AD IPv6 IZEHT A A KRR LET,

IE%EEM

Router#show ipv6 interface pppoe 1

PPPoEl is up

IPv6 is enabled, link-local address is fe80::280:bdff:fecf:f10a
Global unicast address is not configured
Joined group address (es):

ff02::1

ff02::1:ffcf:f10a

MTU is 1454 bytes

ICMP error messages limited to 100 per second
Hosts use stateless autoconfig for addresses.
Current Hop Limit:64

reachable time 24000ms (base 30000ms)
retransmission interval 1000ms

Router#
Iéﬁﬁwﬁ%
H H " B
DA BT =—ANFIHTFTRED>E 9 H(up/down) & FERL £,
PPPoEl is up BB LT, VX 72— R ET AR TEET,

REDRRWEEIEL, B v F 72— ADFRERRLET,

Global unicast address(es) A2 72— ACHY R TORTND I B— Vb 2=F Y A b -7
N 2ERRLET,

. DA UE T 2 —ANBETHYNLNT XY AL IN—T52FRLFE
Joined group address(es) +

MTU 1454 bytes BT =—ADMU BEERLET,

HlP error messages Iimited|) gupg - kg5 100 25— % v —VORABEER LET,
to 100 per second

Hosts use stateless RIEBEIT AT — ML AF— a7 47— 3 TF KL ARE|
autoconfig for addresses. DY THNET,
ZDAUE T 2= ANLT —H ZikET HERD CurretHopLimit i

Current fop Limit kR v 78 &FFLET,

reachable time DA 27 x2—AT, Neighbor (Zxf LT3 FOEEZ MR L
ThbH, BIERGECH D L AT (R VB T) 2R - LET,

retransmission interval ‘Neighbor Discovery OEERIEZFZ R L £9,
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I:?:/F%it

show ipv6 interface pppoe [PPPoE &S]

I/E)‘—’SI
"5 A—4 BENE B LHEEE O
pppop 5 [BTRLICVNPPPOE 1 25 7 = —ADBEBEHRE ||y [WESHTVHA 24T x—

LT, DHFTRLUET,
X : F80 OFAI, 1~5 i/ 7,
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|mm4>971—zwﬁﬁ

Ishow ipv6 interface ewan

EWAN A > % 7 = —A®D 1IPv6 IZBHT 1M AR R LET,

IE%EEM

EWAN1 is up

£f£f02::2
£f£02::d
£f£02::9
f£f02::1

£f£f02::1:£f££0:3333
f£f02::1:£££0:8£8
MTU is 1500 bytes

Current Hop Limit:64

Router#show ipvé6 interface ewan 1

IPv6 is enabled, link-local address is fe80::280:bdff:fef0:8£f8
Global unicast address (es) :

2001:33::280:bdff:fef0:3333, subnet is 2001:33::/64

Joined group address (es):

ICMP error messages limited to 100 per second

ND reachable time is 44000 milliseconds

ND advertised reachable time is 200 milliseconds

ND advertised retransmit interval is 300 milliseconds

ND router advertisements are sent every 400 seconds

ND router advertisements live for 500 seconds

ND router solicit transmission first delay time is 0 seconds
ND router solicit transmission interval is 4 seconds

ND router solicit transmission times is 3

Hosts use stateless autoconfig for addresses.

reachable time 24000ms
retransmission interval 1000ms

(base 30000ms)

Router#
|smaouns
H B AN B
DA R T 2 —ANFRREDE D D> (up/down) EFERLET,
EWAN1 is up B LT-WA R T2 — A TEETH N TEET,

FBENLWIESIZ. A v F T2 — AR PR LET,

Global unicast address (es)

AR T2 —RAZED Y TCENTWATa— L ea=Fpy A kT
FL2AZRRLET,

Joined group address (es)

TDAVE T 2 —ANBTAYALFIXY AN TL—TEFRELE
R

MTU 1500 bytes

s T e—AD WU EaFm LET,
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ICMP error messages limited
to 100 per second

1 BICEET D IOP =T —* vt —VORKEEFRLET,

ND reachable time

DA UH T 2—AZEND B TEN TV D R A 2 H B EE w]RERFH]
Z (S VUPHEMT) FRLET,

ND advertised reachable time

DA VH T 2—AETT RARK A XINDFA 7 2 ] GERF
Mz (R VURHENMT) FRLET,

ND advertised retransmit
interval

SOA BT == A LTT RS A XS A SRR &
(3 UBHIALT) RRLET

ND router advertisements

DA HE T 2— A LETEEINDI A HA—H T RARX A X
A FORRE FHAD) BIOT RARZ A XA N ORI A2 FR
L7,

ND router solicit
transmission delay time

DA VET 2—AETT RARZ A XZENDFA K B AT RER
Mz (R YRBHEMNT) RLET,

ND router solicit
transmission first delay
time

A BT == UP L THRAD RS FF LA DO XIF IR (FYHALT)
ZFRLET,

ND router solicit
transmission times

RS X BHAARL . RA MZAZHIRAR VGG O RS HMERHE RR LET,

Hosts use stateless
autoconfig for addresses

AREBI AT =ML AF—bar 7 47— 9 T7 RLARE
DUTHNET,

Current Hop Limit

DA VHET 2= ANET—H B iRET HERO CurretHopLimit fif
(RARy 78 #H£R-LET,

reachable time

DA KT 2— AT, Neighbor [Zxf LT/ v hOREZHER L
T, BIEREECTH D & AT (R U RHALT) 2Fr LET,

|retransmission interval

‘Neighbor Discovery OE(ERMIMEAZ TR L ET,

I avURER

show ipv6 interface ewan [EWAN Z&F5]
I INT A=A
INTA—4 BHARES % 7€ &0 LBELEFDIE
EVAN B BHLIZOCENN A 5 7 = — ADJESEIRE ||, RESNTNDA L H T =—A
7oL ET, DHFTLET,
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IPV6 Jb—F 1 > O DIgER

| Lot a s —20EH

Ishow ipv6 interface tunnel

N A BT 2 —AD IPv6 WA TR LET,

IE%EEM

Router# show ipvé6 interface tunnel 1

TUNNEL1 is up

IPv6 is enabled
link-local address is not configured
Global unicast address is not configured
MTU is 1460 bytes

Router#
I‘é@EE(D?Tﬁ
E H N =B
oA BT 2 —ADFF L UP/DOWN 2F R LET,
TUNNELX 1is type/source/destination [(ZREAENH DA E SO shutdown FRIENH 5

55 e lE DOWN, ZHLIAME UP L RR L ET,
link—local address is|U > 2o —h /L7 KL AZFRRLET,

Global unicast A B =T oA AZED B THRTWATa—)Lea=FyvAK+T Nl
address is AERRLET,
MTU ipv6 mtu DEREEZ R R L ET,

I:?DP%K

show ipv6 interface tunnel [TUNNEL ZFS]

I INSA—H
INTA—4 BEAB % E # HEEFFDIE
o [BRUZWTUNEL A V¥ 7 = —ADEF S & REINTNDA L H T 2—A
TUNNEL 35 e s 4, 1~32 | g
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LLv—Fnvs1o80—20EH

Ishow ipv6 interface loopback

N—T Ry AR T 2 —AD IPv6 [T AE R A TR L1,

IE%EEM

LOOP1 is up

£f£f02::2
£f£02::d
£f£02::9
f£f02::1

££f02::1:£££0:3333
ff02::1:£f£f£f0:8£8
MTU is 36780 bytes

Current Hop Limit:64
reachable time 24000ms

Router#show ipv6 interface loopback 1

IPv6 is enabled, link-local address is fe80::280:bdff:fef0:8£f8
Global unicast address(es):

2001:33::280:bdff:fef0:
Joined group address (es):

ICMP error messages limited to 100 per second
Hosts use stateless autoconfig for addresses.

3333, subnet is 2001:33::/64

(base 30000ms)

retransmission interval 1000ms
Router#
I%ﬁamﬁm
H H SIS
DA BT 2 —ANFIHFHRENE D B> (up/down) ZFRRL ET,
LOOP1 is up BRLIEZNWA LV Z 72— AMRETHZ N TEET,
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FBENRWEEIEL, B ¥ 72— ADFRERRLET,

Global unicast address(es)

ALH T 2—AZED LR TCHEN TSI a— e 2=F v A kT
KL AZFRRLET,

Joined group address(es)

DA E T 2= ARBTHINTFF Y AL - INV—T2FRLE

iR

MTU 36780 bytes

BT =—2AD MU REEFERLET,

ICMP error messages limited
to 100 per second

I EIZEETDHION =T — A vb—V DR KEEFT R LET,

Hosts use stateless
autoconfig for addresses

KIEE L, AT — ML AF— a7 4 7 L—a T FLARE

DHETHNET,

Current Hop Limit

ZDA L H T 2= AN DT — X & RET BB CurretHopLimit




IPV6 Jb—F 1 > O DIgER

(KRB y7H) #RRLET,
reachable time DA 27 =—AT, Neighbor (Zxf LT/ b OEEZ MR L
THD, BEWRETH DH & AT R (I UMHNLT) 2R R LET,

retransmission interval Neighbor Discovery OXEMIMEAZ Fr L £9,

I:V‘/F%Et

show ipv6 interface loopback [LOOPBACK &5 ]

I/(%)‘—SI
INTA—73 BRERE 5% 7E # B HEBFRDE
SR LT v —2ADE BRESNTNDA L H T =R
LOOPBACK & & L 72> LOOPBACK A > % 7 = FT || g [HESHTOOA ST =

VlamELET. OHFRLET,
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Bl

Ishow ipv6 nd ra

HEET % RA DR EZERRLET,

I FEE

Router# show ipv6 nd ra
LAN
Hops 0, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2002:901::/64 onlink autoconfig
Valid lifetime 2592000, Preferred lifetime 604800

I &IEE DA
H H N B
LAN RA ZEELTWDA L F T = —RAERRLET,
Hops 0 Ay 7YV Iy b (GREM : ipv6 hop-limit) ZFRRLET,
Lifetime 300 sec RA T A 75 AL (FREME : ipv6 nd ra-lifetime) ZFRLET,
AddrFlag=0 M7 77 (GXEE : ipv6 nd managed—config-flag) ZFK/RrL £7,
OtherFlag=0 0777 (BXEfE : ipv6 nd other—config-flag) ZFE L £,

Reachable time 0 msec |ND %W (RXEfH : ipv6 nd reachable—time) Z &K /~xL ET,
Retransmit time 0 msec |NS E[EMHIfE (BXEME : ipv6 nd ns—interval) ZFRLET,
Prefix 2002:901::/64 TV T 4T RAERRLET,

onlink L7977 %&FRLET,

autoconfig A7 T 7 RFRLET,

. . ST S . =
Valid lifetime 2592000 Valid Lifetime fH (GX/EfH : ipv6 nd prefix—advertisement) ZZ/~L

\iﬁ‘o
Preferred lifetime Preferred Lifetime fE GXEfE : ipv6 nd prefix—advertisement) % %%
604800 mLET,

I:?DP%EE

show ipv6 nd ra [4 % 7T —R4&]
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NG A—4 RERNRE R EFEE HEREDIE

RA DIERAEFRTDHA X T = —AXRTE
THGAICHEELET,

lan 1 LAN A > 2 7 =— R Z1E{ET 5 RA
: DifFmEFRLES lan 1 BTCOA L F Tz —R
7 : ~
B BWANEL A o 5 7 = — A Cikfa T 5 |0 12| PR E R LT
RA D& £RLET,

EWANH2 A > 2 7 =— AZE(ET 5
RA DIERAZFR L ET,

ewan 1

ewan 2
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Enoms

Ishow ipv6 neighbors

IPv6 OUTHEDOE WM EZ R L £,
BREFTIWA L EZ T2 —2FBELET, HELARWESIT., 2 THOA ¥ 72— ADFRPFRS

nEJ,

Ii?ﬁﬂﬁﬁﬂ
Router#show ipv6 neighbors lan 1
IPv6 Address Age Linklayer Addr State Interface
2001:33::280:bdff:fef0:3333 0 0080.bdf0.08f8 REACH LAN
fe80::280:bdff:fef0:8£8 0 0080.bdf0.08f8 REACH LAN
feB80::2e0:18ff:£e00:9367 0 00e0.1800.9367 REACH LAN
Router#

I%ﬁaoﬁm
. m®m B n B
IPv6 Address [ —X FIl3A V¥ 7= —AD IPv6 7 FL A,
Age TR LA B ATRELS 72 o C s R L 72 B (53 B

Link-layer Addr MAC 7 RLZ, 7 KL ARKHMOBEAITIE, 120N A 72 () 2FRLET,

AN XXy a2 b OREE, RORIEDFTHE,

« INOMP  (Incomplete ) —7 RL AR, =2 F UKL TIATSNTWVET,
FANEFERA v E—U0, REOXEEREINZ ) — ROV LFF ¥ A | -
7 RURIZEE SN, ST DHRA /N T RNNZA XA b« A o—UF,
FIEZESNTOERA,

- REACH (Reachable ) — /L — & ~DHEE AN EFITHFEL TWD Z & D
TEIEMN, 2 VP OES& Reachable Time (BFEAHERFL]) PICZE SN E L,
REACH REEDR, /37y FOREITIE CTReilie 7 7 o a AT ER A,

+ STALE—Rk/ S A DHERENN IER T D 2 & DR DHEISENZE SN TH D,

State < UF®D Reachable Time (Bl ATREIFH) A8 2 HRFHIARE L E L7=, STALE R
REDOR], 7y FREESNDET, M7 7 v a biThitEEA,

« DELAY—H5ie/ S A DSRENIE R T 5 Z & Ot D EEEIZZ SHTh b,
I URPdD Reachable Time (BIEEFTHERFH) %48 % 2R DELAY_FIRST_PROBE_TIME
FOPNIZREE SHUE L=, DELAY JJREEIZ A TH 5 DELAY FIRST PROBE TIME FbPN
(2, BERTREMEHERDNZAR SR o T2 5ATE. A NEEERA v — U a1k
13 L. JRAEA PROBE 1222 £,

+ PROBE—ZIEE ATREMEMERR N Z(E SN D E T, X YD RetransTimer
(FEXA~) BT v T THIENNCRANEFERA v =V FHETHZ &I
£V, ZOMERHREEIIIRD HILET,

« VIVI—RIANIRAE,

Interface ‘ T RUAREGERFES oA VX T = — A,
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IPV6 Jb—F 1 > O DIgER

I:?DP%EE

show ipv6 neighbors [IPv6 7 FL X]
show ipv6 neighbors [4 >3 7 x—X4]

I INTA—A
NG A—4H BREARE Bk it HERFFDIE
T RUVAZRETHI LT HBELEIP . P )
IPv6 7 F L% V6T KL ADIERA BB = b AT 11fv§ 7 RL A j}f@;ﬁlawlﬁia%%%
T RLET,
xFET,
. _ FRELIEA LV Z 72— ADIERAFRL  |lan 1 ETDOA BT x2—A
A AT 2 A S ewan 1~2 DIEFREFR LET,
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etz rLor v RUR LS

Ishow ipv6 prefix—Ilist

RELIEZT VT 47 AV A MDIFEREERLET,

| zrmmm s orsmenL

Router#show ipv6 prefix-list
ipv6 prefix-list 1: 5 entries
seq 5 permit 3ffe:100::/64
seq 10 permit 3ffe:101::/64
seq 15 permit 3ffe:102::/64
seq 20 permit 3ffe:103::/64
seq 25 permit 3ffe:104::/64
Router#

Iﬁ%@EMZﬁﬂﬁﬁ

Router#show ipv6 prefix-list detail

Prefix-1list with the last deletion/insertion: 1

ipv6 prefix-list 1
count: 5, range entries: 0, sequences: 5 - 25
seq 5 permit 3ffe:100::/64 (hit count: 0, refcount: O
seq 10 permit 3ffe:101::/64 (hit count: 0, refcount:
seq 15 permit 3ffe:102::/64 (hit count: 0, refcount:
seq 20 permit 3ffe:103::/64 (hit count: 0, refcount:
seq 25 permit 3ffe:104::/64 (hit count: 0, refcount:

Router#

I KTEEFIS HHRT

Router#show ipv6 prefix-list summary
Prefix-1list with the last deletion/insertion: 1
ipv6 prefix-list 1

count: 5, range entries: 0, sequences: 5 - 25
Router#
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| 2naouns
| H B | n B
Prefix~list with the last g p )y r L7 4w s 2 2 BT LET,
deletion/insertion: 1
lcount: 5 BEEENTND =Y b Y OEFERLET,
|range entries: 0 ’F%L'GC 0 NFERINET,
|sequences 5 - 25 ‘ﬁﬁiéﬂ'@/\éi‘/ MU D9 B/ & e KD sequence ZFr LE1,
seq 5 permit 3ffe:100::/64 |BeELI=T> h U ONEZERLET,
hit count: 28 T A NF Y EETE v b LR FoR LE T
refcount: 314 T A NF Y S ETHI LT A F R LE T

I avURER

show ipv6 prefix-list [RERZ2A4T] [TLIT4 v I R)REE]

I INTA—R

INTGA—H REAR % E #EEH AHEEEFDE

LT 4T A |BRLEWI LT (v 7 A 2 NEBEZIEEL
U &S e

1~99
L2TDOT VT 4T A

KR FiEEEELET, Y% MERAEFRLE
FRHAT detail |[REMRfSHZERRLET, | detail g
— ' summary
summary |5 A FR L ET, ‘
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LLv—71 oot

Ishow ipv6 route

N—T 4 TIEREFR LET,

I FEE

Router#show ipvé6 route

Codes: K - kernel route, C - connected, S - static, R - RIPng,
B - BGP, * - FIB route.

S 3ffe:2::/64 [1/0] via 3ffe:1l::1 inactive

C>* 3ffe:b80:bf:1::/64 is directly connected, LAN

C>* fe80::/64 is directly connected, LAN

Router#
I‘%Iﬁﬁ(biﬁﬁi
H H S

N selected route ZEBEL 9, D71 F a/LClH—&BKEZFEH LT
L%a. ROV TNLT 2 MU BRERSET,

. FIB route B L ET, KB 7+ UV —T 4 ZIEHINS = FY T
T =T ADBKITTNDREDHEHBTONRNI EbH D £,

3ffe:2::/64 ST VT 4 v 7 A RRLET,

[ 120/3] FNENZ OREIED Distance fHE Metric fHZEWK L E T,

via 3ffe:l::1 R A MK TDOT KL AT,

is directly connected |f > H# 7 = — A )L— N DFHITZ ORI/ 4,

I:W:/F‘%Et

64

show ipv6 route [ IPv6 7 KL R [ active 1]
show ipv6 route [ BRELT-FE ]
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I INGA—5
INTG A—5 RERNE R E HEREDIE
IPv6 7 RLA [BIRLEVSESE TP 7 RLAZIRELET,  [IPv6 7 FLARK
active FELZIP 7 RLAITH LT, AZhE 725 T active™
DR ORI 2R LE T
PREIERD 5 B, BRU2OEUS L= T
LT ETOFSFREFRL
kernel F9, ETOFETHIFL
" lkernel  [RFHZBERSI TV RREEEH | |connected B O
B L 7= A .
[connected Rk 1 L
static
ripng |RIP CHYS 7RI
‘static ‘15‘74’ > 7 TRk LTk G

¥ 0 %5 X —& active I%. F80 : VO1.04(00). F100 : V02. 10(00) LAY &— k
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v —7+«>5 7o raLotEs

Ishow ipv6 protocols

=T 477 n b a BT AEREFE R LET,

I FEEH

Router#show ipvé6 protocols

Routing Protocol is "ripng"
Sending updates every 5 seconds with +/-50%, next due in 2 seconds
Timerout after 15 seconds, garbage collect 120

Router#

I FIHE DA

B H N =B
Routing Protocol is “ripng” |/L—TF 4 > 770 ha iR R LET,

Sending updates every 5  |[RIPng OX(EMIMEEZF R LE T, BEOHEHMBITREED 0.5 15
seconds with +/-50%, 1.5 207 X LIEIZ Y £9,

next due in 44 seconds WEIDOEGEXA I T EFRRLET,
Timerout after 180 seconds |RIPng DX A LT w7 M ZZFoRm L E 4,

HA LT T NEEE D L garbage collection # A v —NAX— KL

garbage collect 120 EF. COROBEERIIA R v 16 CHRESAET

I:V‘/F%Et

show ipv6 protocols

I INSA—A

INTA=HFTHY EH A
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IRIPng0) ZIE1ER

Ishow ipv6 ripng

RIPng THREFL TV DR HZ 2R LET
LD FE THHE L7k 2 RIPng THEAM T 25815, TNLFREINET,

I FEE

Router#show ipv6 ripng
Codes: R - RIPng

Network Next Hop If Met Tag Time
R ::/0 s 1 0 O
R 3ffe:1l::/64 s 1 0 0
Ra 3ffe:100::/32 1 2 0
Router#
I%IEEGJE‘FEHE

IH B PSS

PG L FEERLET,

R |RIPng THfS

C |EHEL— |
Codes

S |show ipv6 route TR

Ra |Aggregate L 7-{fF#k

Cs |Aggregate LD ATDOIEH, RIPng CTIXEfE SN EH A,

Network (%64 ry hU—2 (FA L) FEEFERLET,

Next Hop [F82CICEET D72 DICRETH /= b7 =A D IPv6 7 KL A& FRLET,

If SESEICEIET A ORI T A4 v 2 T2 —ADA VT v 7 ARFRLET,
Metric [BEEICENZET D72OICRAT IV —FDEERRLET,
Tag RIPng T%Ag L7= Tag DA R R L £7,

A= ]\57 rj/iwc@ujﬂ‘:ﬁﬁﬁ%ﬂ—\‘ Li@%
H—=L RE T T b JIZDOW T garbage collection fifi 7% CTORFE 2R L £,

Time

I:W:/F‘%Et

show ipv6 ripng

I INDA—A

INTA=HFTHY EH A,
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| v 7= LD IPv6 L—5 OISR

Ishow ipv6 routers

X NU—27 E® IPv6 L—Z 2B 55

Ii%@ﬁﬂ@w*v—aiwPwurﬁtﬁté%ﬁ)

Routerf#show ipv6 routers
Router fe80::280:bdff:fef0:8f8 on lanl, last update 1 min,
Hops 0, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2003:101:/64 onlink autoconfig
Valid lifetime 2592000, Preferred lifetime 604800
Router#

Iﬁﬁ@ﬁﬂwnﬂmrmmtiﬁéﬁiwwwnwﬂ%ﬁ)

Router# show ipv6 routers conflicts
Router FE80::203:FDFF:FE34:7039 on Ethernetl, last update 1 min, CONFLICT
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2003::/64 onlink autoconfig
Valid lifetime -1, preferred lifetime -1
Router FE80::201:42FF:FECA:A5C on Ethernetl, last update 0 min, CONFLICT
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 2001::/64 onlink autoconfig
Valid lifetime -1, preferred lifetime -1

Router#
I%IEEO)E#'E
IE H " B
Router X
on . - oan- . . N— BB EE L L—Z (R— RN DY 7 a—hLT7 KL A
[N BBOBAIEHCIO SIS on y o —simmERIE LA v a7 =2,
last update 1 min DN —Z BN SAE LTh Bk L 72 EERE (47)
CONFLICT RENBNBRI DN —HTHDHZ L2 EWRLET,
Hops ZE L= TEINTWDHE Y 7Y 2w Ml
Lifeti ZAZE LT — H AR TE SN TV 5 Router Lifetime il ().
erimne LIS OAEIE, M— B BT T 4L lxzw&fm)_ea»muiﬁ
AddrFlag ZAE LT —ZBHICHRESNTWAD A 7T 7 Ofi,
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523 0 DIGE, V—FNEEAE Liz/b—XlaE 7T R AR AT —
NZWVHBREEA D= AL HH L CERESN TN EERL
F9,

ER 1 OBAITIE. T RUVARART— N7 VHBERTEA N = A L%
ERALTEHESINET,

ZAE LIV — 2 BEICRESN TV D L 7 7 7 Dfi,

B0 DHGE, V—FBNZET H/—FBHAIEAT— N 7/ HER
EAN=RLEHATDHE, 7 RUALSOEREEIG T2V
LEIRLET,

21 OBEITIE, AT — 7 NVHBREA =R EBMHHLTE
OO REISFTEET,

A LT — Z WANIRIE STV 5 ReachableTime i (2 U F),
ITBERERREME OIS, 20V > 7 T 4 2 R RE,

0 fEIXREMEDS L — Z BHIZAT 9 —FIZ L > THRES N TR
ZEHERLET,

ZAE LT — X IBAICRTE SN TV D Retransmit time fE (2 UR),
G LT, 2oV v 7 FCHEHINARKMET, 7R

OtherFlag

Reachable time

Retransmit time L A fige & r R = RRER HE CTRE R S v E T,
0 fllZ/— 2B ZAT 5 N— X MR Z 8 L TV RN 2 & &R
Li—é‘o
ZE LI —XIBANCERE SNV TWDImM T VT v T A,

Prefix Fr Uy By PFHBREEE Yy M, —XBHA vE—

Tty FERTWAZEHRLET,

ZAE LTV —F AR ESN TWABM T L7 4 v 7 AICHET 5
Valid lifetime fH,

Valid lifetime TV IREDTZD, OL—FBHOEGERL N O -T72) 7 L7
q I ABNATHLRRE B, E-1(&Ey b1, OxFIfFffff)
TR AR LET,

ZE LTV —HBAICRESN TWABHM T L7 4 v 7 ZAICHET 5
Preferred lifetime {H,

Preferred lifetime T RUVAHBREEZFEH LT, L7 4 v 7 ANLARSNDT K
VANEZITH D, Ob—HBHAORERREIN G- 72) HifE R
(), l-1(&E > b1, OxFEFFrere) TR A2RLET,

I:?DF%K

show ipv6 routers [ 41 27z —X%& [ conflicts 1]

show ipv6 routers [ conflicts ]
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I INTA—A
INTG A=A BEANS =% TE S HERFEOE
BELIEA Vv E T 2—A FIZH D IPV6 b—HF D
HhEFRRLET,
‘ . IANA > %7 2—Z Fizd 2 TP ||1an 1 2T ¥ 57 =
AR T 22— AR J— B DIES AR LT ewan 1~ ;@Fﬁi&%ﬁémbi
g [PUNL~2 A 25 T =2 EIC B :
ewan IPv6 L— X DIF@RAFR LET,
PR N BEDIE/RITES
conflicts E;;ﬁ§%§§$§@/b H DI Fon S D556 conflicts |3, &2 TDO/NL—ZD
- ’ EEFRTLET,
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| 2301 50%%

Ishow ipv6 stateful-packet

AHERE L, LAN 255 WAN (EWAN % L < 1 PPPoE) ~D%ZICKI LT, 727 B A LEAAFEDOT KL A% %W
LTHE, 207 FLREHEOMANEHOT — 7 LIS, LAN (Chik L OB 2 > TV E T, E7-.
FHELULICHFOT FLAFRER R THZEHTEET,

IE%EEM1

Router#show ipvé6 stateful-packet

Session summary (equipment total):
Max sessions: 2048
Active sessions: 4

no Source Address Prot Age Interface
Dest Address
e T fomm fomm T
1 3ffe:1111:1111:0:206:5bff:£fe73:859f icmpve 4 PPPoE1L
3ffe:2222:2222:2222:280:bdff:fecf:£f0f6
2 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 3 PPPOE1
3ffe:2222:2222:2222:280:bdff:fecf:£f0£f6
3 3ffe:1111:1111:0:206:5bff:£fe73:859f icmpve 2 PPPoE1L
3ffe:2222:2222:2222:280:bdff:fecf:£f0f6
4 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 1 PPPoOE1
3ffe:2222:2222:2222:280:bdff:fecf:£f0£f6
Router#

Iﬁ%@ﬁﬂz

Router#show ipv6 stateful-packet summary

Session summary (equipment total):
Max sessions: 2048
Active sessions: 1

Router#
Iéﬁﬁwﬁﬁ
B H N =B

FET AN T T =T N TR L ET,
Max sessions |2 2 CHERTAREIL., IPva/IPve TRETAFEH 7 4 V& ) o 75— T LDk
b ET

"
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T Y NEY T T =T AOE AT OB EERLET,
ZITERRTDEUT, IPvA/IPvE THEM L TV DR T A V2 ) v 7T =T 0¥
Ll EY

Active
sessions

|Source Address "_%"?é’ L72HETC IPv6 7 RL A& FKoR L £,

|Dest Address "?25’ L7585 IPv6 7 RL A& FoRm LET,

[Prot EBE LT e hargERLET,
Age ZOEWRENTOT —TADBHIRT 5 £ TORE (B) %271 LET,
Interface 2D IPT RUAE b OMKBEIES 51 v 8 7 = — 25 % FR LET,

I INGA—H
RS A—m | BENE | BEEE | AKREBOE
FERITANEZY) T E{TIRoTNDA ilzwz
\ L pr=—rmEELET, w [BCOFET 42
AT =R mary 38T 5 - LT, gaHEmoH PP P

tunnel 1~32
summary

ZFRRLET,

¥ : F80 DAL, 1~51Z72V ¥£7,
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| |Pv6 [ZBA9 2 f5HiER

Ishow ipve traffic

IPv6 (2B T Bt HRE Tz R L ET,

I FEE

Router# show ipv6 traffic
IPv6 statistics:

ip6:

icmp6:

ecNeoNoNololNoNoNoNoNoNololololoNoNoNoNolololNololNolNolNolNo]

0
0
0

total packets received

with size smaller than minimum

with data size < data length

with bad options

with incorrect version number

fragments received

fragments dropped (dup or out of space)

fragments dropped after timeout

fragments that exceeded limit

packets reassembled ok
packets for this host
packets forwarded
packets not forwardable
redirects sent

packets sent from this host
packets sent with fabricated ip header
output packets dropped due to no bufs,

etc.

output packets discarded due to no route

output datagrams fragmented

fragments created

datagrams that can't be fragmented
packets that violated scope rules
multicast packets which we don't join

one ext mbufs
two or more ext mbufs

packets whose headers are not continuous
packets discarded due to too many headers

calls to icmp6_error

errors not generated because old message was icmp6 or so

errors not generated because of rate limitation

Output packet histogram:

unreach: 0
packet too big: 0
time exceed: 0

parameter problem: 0

echo: O
echo reply: O

multicast listener query:

multicast listener report:

multicast listener done:

router solicitation:

0

0

0

0
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udp6:

0
0
0

router advertisement:
neighbor solicitation:
neighbor advertisement:
redirect: O
router renumbering: O
node information request:
node information reply: O
messages with bad code fields
messages < minimum length
bad checksums
messages with bad length
nput packet histogram:
unreach: 0
packet too big:
time exceed: 0
parameter problem:
echo: O
echo reply: O
multicast listener query:
multicast listener report:
multicast listener done: O
router solicitation: 0
router advertisement: 0
neighbor solicitation: O
neighbor advertisement: 0
redirect: O
router renumbering: O
node information request:
node information reply: 0
message responses generated
messages with too many ND options

0
0
0
0
0
I

0

0

0
0

0

[N

datagrams received

with incomplete header

with bad data length field

with bad checksum

with no checksum

dropped due to no socket

multicast datagrams dropped due to no socket
dropped due to full socket buffers

delivered

datagrams output

oNeoNoRoloNoNoNoNeolNe]

Router#

I%ﬁﬁmﬁ%

=g =! AR

ipv6 |O total packets received

|IPV6 #Z (5S4 v MK

0 with size smaller than minimum

BAKE (IPVv6 ~ v #F) &Zii/2 L TR W E 37
v M

0 with data size < data length

A5 IPV6 /Ny BRI TPV ~ v X DT — 4 Kefil
LIT D357 v b &

0 with bad options

RERAT S 2 AEDZEA v M

14




IPV6 JL—7T 1 > 0 DIFER

0 with incorrect version number |IP N BDNR—T g N6 TRVEZE 7y Mk

0 fragments received 7T TA NENTATy ORER (VT T
: JVETDH)

0 fragments dropped (dup or out of |EECATIVRBICIVEREINEZTZF AL

space) Sy B

A7y b L IIESVEE CEEINEZT7 T
T A bRy N
200 LA EIZE SN TCWDTDBEE LT T T A

0 fragments dropped after timeout

0 fragments that exceeded limit

ko MR
0 packets reassembled ok VTR TR LI T MR (VT Ty
%%
|O packets for this host |E%5@& LCEIE LTy MK
|O packets forwarded |7j‘7_ R L7237 > M
|O packets not forwardable |7j‘7_ RT&pmo7=2%r v MK
0 redirects sont THI—=RLENI AL VT "—T 47 k7
STy MK
0 packets sent from this host QE%EQ IPv6 357 M GRRRH ST > MK
ZEie)
0 packets sent with fabricated ip 1P~y Z 0 BAR% (RAW socket) L72H RiEE 7
header v MK
(e)tiutput packets dropped due to no bufs, N7 RN L) SRR LTSy R
0 output packets discarded due to no [fREEDSHOMNERNWTZDEEIZEKK LT v b
route ﬁ
S I LTy MR .
0 output datagrams fragmented 377 A MERE LT STy b7 T T AT
HiT D)
|O fragments created |7'77)‘ v REENT Y MK

|O datagrams that can’t be fragmented |7?7% VNZREIR U TN > MK
|O packets that violated scope rules |7]<E7L£7<:1“—7°0)§"1§/\°’7“/ 44
join LTWARWSEHED S ILFFxr A M3y M &

0 multicast packets which we don’ t join

=g LTz
|O one ext mbufs |5§%§Jﬁ§ﬂq PN 1 R
|O two or more ext mbufs |5$%§J§J§H§ P 1
0 packets whose headers are not R~ X ERRERZE Y v MK

continuous

0 packets discarded due to too many HEAE~ o # DR IEZAE o N
N NS 4R N

headers
Lemp6 0 calls to icmpb_error IPv6 DIARITITE T —ZARHA L ICHPV6 /37
o FORHEITEB D & LI
0 errors not generated because old T T —BR L7 o T ZAZ Ry RIS ICMPYE D728
message was icmpb or so ICMPv6 DAL E T 72y o 725
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76

0 errors not generated because of rate
limitation

ICMP /%47 R DOEHIZEBWT rate 1imit 12XV %
(S80I 217 - 7= %k

Output packet histogram:

~~~ e~~~ ~~TCMPV6 EF DX A TR T

&f\af\/f\zf\af\z/‘\zf\a

unreach: 0

TCMPv6 unreach 3%{5/%47 v 4k

packet too big: 0

|ICMPV6 packet too big EE/ > MK

time exceed: 0

|ICMPV6 time exceed IXE/ N7 v MK

|ICMPV6 parameter problem ¥E{E /37w M

echo: 0

ICMPv6 echo 3&{E/3% v MK

echo reply: 0

|ICMPV6 echo reply E(E/ N7 v &

|
|
|
| parameter problem: 0
|
|
| multicast listener query: 0

multicast listener report: 0

ICMPv6 multicast listener report E{E/347 > b

#

multicast listener done: 0

|ICMPV6 multicast listener done X[/ 37 v MK

router solicitation: 0

|ICMPV6 router solicitation FE(E/ X7 v MK

router advertisement: 0O

|ICMPV6 router advertisement E{Z/ /347 v MK

neighbor solicitation: 0

|ICMPV6 neighbor solicitation E(Z/37 v Mk

neighbor advertisement: 0

|ICMPV6 neighbor advertisement 1X{E/37 v MK

ICMPv6 redirect 31534 v MK

router renumbering: 0

|ICMPV6 router renumbering E(E/ N7 v N

node information request: 0

|ICMPV6 node information request E{E/347 v M

node information reply: 0

|ICMPV6 node information reply (5347 v

|
|
|
|
|
| redirect: 0
|
|
|
|

0 messages with bad code fields

|2 — REASARIEZ TOMP {537 v b

0 messages < minimum length

A=V ENRRE (HTED) 722 ICMPv6 {5 /%
VAR §

|O bad checksums

T v 7 DMESRIESR IOMPV6 ZA5/57 » MK

0 messages with bad length

ICMPY6 T — % FIZEEND IP ~v X DR INRIE
72 ICMPv6 A5 /37 v MR

|Input packet histogram:

LCMPV6 ZAZ 0D % A THIH 7 v

unreach: 0

[ICMPV6 unreach Z{F/347 v F

packet too big: 0

[ICMPv6 packet too big Sf5/%% v MK

time exceed: 0

|ICMPV6 time exceed Z{E/3/7r v MK

|ICMPV6 parameter problem (/347w M

echo: 0

[ICMPv6 echo {5 /3 v bk

echo reply: 0

|ICMPV6 echo reply Z{E/ N7 v &

|
|
|
| parameter problem: 0
|
|
|

multicast listener query: 0

|ICMPV6 multicast listener query (/347 v &

multicast listener report: 0

ICMPv6 multicast listener report Z{z/ 47w k

-

| multicast listener done: 0

|ICMPV6 multicast listener done “Zfg/ 37 v MK
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router solicitation: 0

|ICMPV6 router solicitation Z{E/X7 v M

router advertisement: 0

|ICMPV6 router advertisement “2{E/347 v MK

neighbor solicitation: 0 |ICMPV6 neighbor solicitation =Z{E/37 v MK
|ICMPV6 neighbor advertisement S2{Z/ /4w hE

redirect: 0 |ICMPV6 redirect {5/ v Mk

router renumbering: 0 |ICMPV6 router renumbering ZA{Z/ 7w MK

node information request: 0

|ICMPV6 node information request “2{E/37 v MK

|
|
|
| neighbor advertisement: 0
|
|
|
| node information reply: 0

|ICMPV6 node information reply {2/ v M

ICMPV6 DU 7 = A MIxt L URBEZ LR LTI
0 message responses generated o R
0 messages with too many ND options Neighbor Discovery DA™7s o Hs i RE (10)
X =Gy MR
udp6 0 datagrams received UDP 525 37 M (27 =1 B/ M
ZEie)
0 with incomplete header |UDP~f\3/§f£§ﬁ§3:ﬂfﬁ)fi&5g§§§L/fi§%ﬁ§/<ff:7 N
o = S - - =
0 with bad data length field [jgf;;/é;\mj FRPREDOTDERLIRR
0 with bad checksum UDP ~» X DF = 7 MANFEQT DB LT
Zha v b
0 with no checksum |UDP N EDF =y 7 LMEN O DZFE T N
R — RSBV TR W2 D R LT 53
0 dropped due to no socket o M
0 multicast datagrams dropped due to no [ZZ4 AR — F 3PN TUW R W2 O FEHEE L /=< /LT %
socket ¥ A RNTy NZAENRT Y M
\ N T2 AE R N SR e
0 dropped due to full socket buffers éi;;?ghﬂ/77#MMﬁﬁ®%£Lﬁx
0 delivered ZECHED LISy MK
|O®mymswwm |%f FROHoTE GHERKL I Y Faivd)
I avURER

show ipv6 traffic

I INTA—R

NTA=HFHY £HA,
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| 2857 — 2 RO #EHER

Ishow ip polling

RNY —=N—T 1 T %AT 9 %5 D nexthop BIEM MR ROMHEFRE R R LET,
F100:V02.01(00) LARGH 7R —
I FoEm
Router# show ipv6 polling
ip polling interval (5sec)
Address send succeed fail
3ffe:b80:bf:4::1 988 0 987
* 3ffe:b80:bf:4::3 988 986 1
* 3ffe:b80:bf:4::2 988 986 1
3ffe:b80:bf:4::4 988 0 988
3ffe:b80:bf:4::5 987 0 986
* 3ffe:b80:bf:3::2 988 987 1
3ffe:b80:bf:3::3 988 0 987
Router#
I K IEB DEREA
H H PSS
* A DGEVFINRRSIVET,
ip polling interval |ipv6 polling-interval =~ RCIRE SN EEMEEFZLET,
Address REGIAE TPve 7 KL A& LET,
send BER N7y MEEHERLET,
succeed AR o NEEMGR R R L ET,
fail Bt Ty DEERMERERAR L ET,

I:?‘/F%Eﬁ

show ipv6 polling

I/f%i—mg

INTA=HFHY FHA,
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| IPvd L—F 1 > T D&

| LANA > % 7 = — R DIER

Ishow ip interface lan

LAN A v 27 = — 22D [PvA AT AIEREFRLET,

Ii%@ﬁﬂ

Router#show ip interface lan 1

LAN is up
IPv4 is enabled

IP address is xXXX.XXX.XXX.XXX, subnet mask is 255.255.255.0
Broadcast address 1s XxXX.XXX.XxX.255

MTU is 1500 bytes

Multicast groups joind:

Proxy ARP is disabled

224.0.0.2 224.0.0.13 224.0.0.18
224.0.0.1

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replies are always sent
Directed broadcast forwarding is enabled
IEEE802.1p priority value of ARP is O

Router#
Iéﬁﬁwﬁ%
' H PSS
. CDAUE T =—ADOWEY 7 REEN up 2> E D > (up/down)
LAN is up

IP address is xxx.XXX.XXX. XXX
subnet mask is 255.255.255.0

Broadcast address is
XXX. XXX. XXX. 2bb

MTU is 1500 bytes

Multicast groups joind:
224.0.0.2224.0.0.13 224.0.0. 18
224.0.0.1

Proxy ARP is disabled

ZRLET,

TDAVAET2—ADIPT RLAEY TRy h~AZ %FELFE
—a—o

DA UHE T2 —ADT O — KXYy AT RLAZELET,
MTU OH A X&2F L F1,

DA H T 2—ALET join LTWASLTFr AT )L—7T K
T RLAERLET,

ZDOR— K F ¥ R/ T proxy-arp ZiLET DM E 9 7H>(enabled

/ disabled) & L £,
F72. ip proxy—arp 2~ FT include-default-route 47+ 7
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

UMBRESNTWAEAIEL, Proxy ARP is enabled
(include—default-route) & R I FE T,

ICMP redirects are always sent

ICMP redirects ZEd A0 E 9 H>(always sent / never sent)
ERLET,

ICMP unreachables are always
sent

ICMP unreachable %29 A7 E 9 Ar(always sent / never
sent) #&R LE T,

ICMP mask-replies are always
sent

ICMP mask reply ZE{E3 502 9 H(always sent / never sent)
ERLET,

Directed broadcast forwarding
is enabled

DA HE T 2= A LETHEA LY T —RE¥ A MEITHINE

9 7> (enabled/disabled) 23 L £ 7,

TEEE802. 1p priority value of ARP
is 0

DA HE T 2—APHEGFEEIND ARP N> b (V7= AR/
U755 4) o, HHo 802. Ip fExFHr LET,

I INDA—A
NG A—%H BHANES 5% i iR HEREEDE
LAN 3 2 ZWULTWILAN A V7 7 = —ADEKFSEIEE . BEINTNAAL BT o—RA
7 LES, DHFTRLUET,
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IPvA Jb—7 1 > O DIEHR

| PPPOEA >4 7 T — X D5

Ishow ip interface pppoe

PPPoE A v & 7 = —AD IPvA IZEHT A A KRR LET,

I FEEH

Router#show ip interface pppoe 1

PPPoEl is up

IPv4 is enabled
IP address is xxx.XXX.xXXX.XXx, subnet mask is 255.255.255.255
Destination address is yyy.yyy.VVV.VVy
MTU is 1454 bytes

Proxy ARP is enabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask-replies are always sent

Router#

I KIEB DEREA

IH B SIS

PPPOEL is up 24 BT = — AR AIRETEH D E 95 (up/down)
IP address 1s XxXX.XXX.XXX. XXX, subnet DA HAT2—ADIPT RLAELEY TRy h~AT %
mask is 255.255. 255. 255 FLFET,
|Destination address is yyy.yyy. yyy. yyy ‘:0)4) VAR T 2 —ADWBEHFMT RL2xFELET,
MTU is 1454 bytes MTU ¥ &£ LET,

DA HE T = — AT proxy-arp ZiEETEHMNE I M
(enabled / disabled) #% L %7,

ICMP redirects #K[ET D/ E 979> (always sent / never
sent) &R LET,

ICMP unreachable ##1Z3 5728 979 (always sent /
never sent) ## L FET,

ICMP mask reply ZXETHE 90 (always sent /
never sent) ##& LF7,

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replies are always sent
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IPsec $ithts 70— F/v> F)—% FITELnet-F = 1) —X"

I:'?‘/P%Eﬁ

show ip interface pppoe [PPPoE &E]

I INDA—A
NS A—4H BREAR SR E g HHREEDE
. WESINTWAAL LV H T =—A
7o Rz DFREIEE ~ 4% A
PPPoE % & A U7z PPPoE OF ZH B E L ET, 1~24 PIFR L E T

X : FB0 DFAIL, 1~5 1272V ¥£7,
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IPvA Jb—7 1 > O DIEHR

|mm4>971—zwﬁﬁ

Ishow ip interface ewan

EWAN A > % 7 = — A IPv4 IZBHT 1A R R LET,

I FEE

EWAN1 is up
IPv4 is enabled

MTU is 1500 bytes

Proxy ARP 1is disabled

Router#show ip interface ewan 1

IP address is XXX.XXX.XXX.XXX,
Broadcast address is Xxx.xxXX.xxXx.255

Multicast groups joind:

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replies are always sent
Directed broadcast forwarding is enabled
IEEE802.1p priority value of ARP is O

subnet mask is 255.255.255.0

224.0.0.2 224.0.0.13 224.0.0.18
224.0.0.1

Router#
I%IEE(DEEHE
| H B | n oA
) DA HE T 2 —ADOYELY) U ZARHED up D> E D D> (up/down)
EWAN1 is up

R LET,

IP address is xxX.XXX.XXX. XXX,
subnet mask is 255.255.255.0

TDOAHET2—ADIPT RLAEY TRy h~R 7 5FLE
R

Broadcast address is
XXX. XXX. XXX. 255

DA E T 2—ADTa— REx¥Y AT RLAZELET,

MTU is 1500 bytes

MTU D4 X %% LET,

Multicast groups joind:
224.0.0.2224.0.0.13224.0.0. 18
224.0.0.1

DA HE T 2—AFET join LTWASLTFFy AT L—F K
T RLAREFELET,

Proxy ARP is disabled

ZDOR— " F ¥ XL T proxy-arp ZEETHHE 9 ) (enabled
/ disabled) Z& L £7,

F7~. ip proxy—arp <> KT include-default-route 47 =
UEE SN TV A YATE, Proxy ARP is enabled
(include—default—-route) & F R I N F 4,

ICMP redirects are always sent

ICMP redirects Z X2 570 E 9 H>(always sent / never sent)
RLET,
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

ICMP unreachables are always |ICMP unreachable Z #2952 E 9 Ax(always sent / never
sent sent) &K LET,

ICMP mask-replies are always |ICMP mask reply % %9 %5 7>E 9 2> (always sent / never sent)
sent ERLET,

Directed broadcast forwarding |ZDA X T x—ALETHEA LY "7 a—Rxyx A ME{THI0E
is enabled 9 7> (enabled/disabled) 2 L £ 77,

IEEE802. 1p priority value of ARP |Z DA % 7 = —AMBIEEEND ARP X7y b (V7= A |/
is 0 U5 4) @, HAEED 802, Ip flixF R LET,

I avURER

show ip interface ewan [EWAN Z&F&]

I/i’ii—’sl
kT A—H | BENE | REEEE HIEEDIE |
z ZR LTV B4 FE R - RESNTNSA T =R
‘EWAN%ﬁ L2V EWAN OF S &4 E L ET, ‘1 2 ‘@ﬁi%ﬂﬂ/ijl
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IPvd JL—T 1 > T DIGH

| 54007y T408 71— 201K

Ishow ip interface dialer [ FIOOERHAavT> K ]

HAYNT T AL HET2—AD IPVvA LT AEHER T LET,

I R EE

Routerf#show ip interface dialer 1

DIALER1 is up

pointTopoint
IP address 1is xXXX.XXX.XXX.XXX, subnet mask is 255.255.255.255
Destination address is yyy.yyy.VVy.YYYy

Router#
I £IBH MEREA
IH B AN B

. ZDAUET 2= AOYBLY » VAREEN up M E
DIALERL is up 5 > (up/down) %% L E T,
pointTopoint F 7213, broadcast T RUVAEREERRLET,
TP address is xXX. XXX. XxX. XxX, subnet mask is|Z DA X7 x2—ADIPT KL ALV T Xy bv
255. 255. 255. 0 A7 R LET,

B TOT FLA #F R LET,

Destination address is broadcast DA ZER X FLE A

I:V‘/F%Et

show ip interface dialer [DIALER &F5]

I INSA—H
INT A—4H BRENE =R TE E HIREFDE
RESNTWAA AT 2—A
DIALER &5 | ZHR L7V DIALER O &K 52 f5E L o 11~20 e _
K5 7 HrEfRELET DBFETLET
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

LLv—Fnvs1o80—20EH

Ishow ip interface |oopback

N—T Ny I AR T =2—AD IPvAICEETAEREZF R LET,

I FEEH

Router#show ip interface loopback 1

LOOP1 is up
IPv4 is enabled

IP address 1S XXX.XXX.XXX.XXX,

MTU is 36780 bytes

Proxy ARP is disabled

ICMP redirects are always sent

subnet mask is 255.255.255.255

ICMP unreachables are always sent
ICMP mask-replies are always sent

Router#
I%ﬁaoﬁw
il moE
> N - ] 1J > ‘w.L\% § N > = N
LOOP1 is up DA HE T == ADOWERY 7 AREEDN up E S D

IP address is xxX.XxX.XXX. XXX, subnet

mask is 255.255.255.0
MTU is 36780 bytes

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replies are always sent

86

(up/down) 2% L £9°,

CDAUE T 2—ADIPT RLALY TRy b~ R
PERLET,

MTU DY A XaFK L F7,
ZDHR— FF ¥ RV T proxy-arp ZiE[ETAHMNE D
7> (enabled / disabled) 3 L £,

ICMP redirects Z =T 50 E 9 ) (always sent /
never sent) ##* L £7,

ICMP unreachable Z 524572 9 > (always sent /
never sent) ##& L £ 7,
ICMP mask reply ZiX{ET A/ E 9 /H>(always sent /
never sent) ##& L £,



IPvd JL—T 1 > T DIGH

I:'?‘/P%Eﬁ

show ip interface loopback [LOOPBACK &5 ]

I INTGA—H
185 A —4 BERE 5 LBEBEOE
L |BE U720\ LOOPBACK A v 4 7 = — A DE R BEENTNAA L H T 2R
LOOPBACK # 5| » s | g4 0 DHFTFLET,
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

| IPsec{ >4 7 T —RDIELR

Ishow ip interface ipsecif

IPsec f v &# 7 = —AD IPv4A TR AIERA R LET,

I FEEH

Router#show ip interface ipsecif 1
IPSECIF1l is up
IPv4 is enabled

Internet address is not use

MTU is 1390 bytes

Proxy ARP is disabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask-replies are always sent

Router#
Ifélﬁﬁo)éﬂﬂﬂ
H H SIS
- : — AN RHRE S Y5 M) 3
IPSECIFL is up ZDAUET 2= ADY TARBED up HE D M (up/down) B F L E
_j_o
IPv4 is enabled IPv47 RLAE—RCTHEHINTWLZ EERLET,
. IDAVE T2 —ADIPT RLARBRESN TWARNELRLE
Internet address is not use +
MTU is 1390 bytes MTU O A X&FRLET,
Pr ARP is disabled ZDR— ~F ¥ X)L T proxy-arp ZEET H0E 9 7> (enabled /
oxy o drsapie disabled) #5& L £,

88

ICMP redirects are always |ICMP redirects ZE{E 9 5 02E 9 M (always sent / never sent) %
sent FLET,

ICMP unreachables are always |ICMP unreachable Z 29 5 02E 9 A (always sent / never sent)
sent ARLET,

ICMP mask-replies are always |[ICMP mask reply Z 459 5 0E 9 7> (always sent / never sent)
sent *RLET,



IPvd JL—T 1 > T DIGH

I:'?‘/P%Eﬁ

show ip interface ipsecif [IPsec FE]

I/G%—’SI
INTA—F RERE BREHEE LEEDIE
Ipsec s [BIRLIEW Psee o 257 = —ADFZEAR || [BESHTODA 257 2=
ST ELET DR LES,

X : F80 AL, 1~32,
F100 DIFRE1E. 1~1001272 0 £,
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

| Fotna e —20tER

Ishow ip interface tunnel

N A BT 2 —AD IPvATEREF T LET,

I FEEH

Router# show ip
TUNNEL1 is up

IPv4 is enabled
Internet addres

interface tunnel 1

s is 192.168.0.1 (EWANL)

MTU is 1480 bytes

Proxy ARP is

disabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask-replies are always sent

Router#
I KIBE DA
1H H IS
FNoFNA BT 2= ADF L, UP/DOWN ZFRKRx LET,
TUNNELX is type/source/destination |ZARFEE D H D553 L O shutdown BRTEDRH D55

90

Internet address
is

MTU
Proxy ARP is

ICMP redirects are
ICMP unreachables

ICMP mask-replies
are

IX DOWN, FHLISMIUP SRR L FT,

IP7 FLAEZERRLET,

IP 7 KL ADEREN2WEAIEL, Internet address is not configured. & &R
L%,

unnumbered A ' # 7 = —ADREDLHEIT, A v F T2 — AL TR LET,

ip mtu OEREMEFRLET,

DA BT =—AT proxy-arp ZiE[FTHME 9 D (enabled / disabled) %
FLET,

ICMP redirects ZEET 578 9 ) (always sent / never sent) Z#F L £7°,
ICMP unreachable Z# 1235238 9 M (always sent / never sent) #3% L £,

ICMP mask-reply #15{E9 5272 9 M (always sent / never sent) & LFE T,



IPvd JL—T 1 > T DIGH

I:'?‘/P%Eﬁ

show ip interface tunnel [TUNNEL &&]

I INDA—A
INTA—4H BRERNE E% TE 0B HREEDE
ZMUTZWTUNNEL A v Z 7 = — ADE % 39 A XN TNB A L H T o — R
DIHFRLET,

TUNNEL %75 L
FE mELET,
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

|wu4>971—xwﬁﬁ

Ishow ip interface nul

BEFEH A V2 7 = — A0 IPvA ICBT AR AR LET,

I FEEH

Router#show ip interface null 0

NullO is up
IPv4 is enabled

Internet address is not use

MTU is 32767 bytes

Proxy ARP is disabled

ICMP redirects are never sent
ICMP unreachables are never sent
ICMP mask-replies are never sent

Router#
I%IEE(DEEEE
IBE H n =&
NullO is up DA BT 2 —ZADIREEDN up 2 E D M (up/down) BFE L ET,

92

IPv4 is enabled

Internet address in not use
MTU is 36780 bytes

Proxy ARP is disabled

ICMP redirects are always
sent

ICMP unreachables are always
sent

ICMP mask-replies are always
sent

IPvA V—T 4 VI RR[EETHDHZ EEFRLET,

ZODint 7= —AZIP T RUAREI DB THNTWRWZ 52 E£L
ij‘o

MTU D% A X&KL FT,

ZDA BT 2— AT proxy-arp ZE[FT HHE D ) (enabled /
disabled) ## L £,

ICMP redirects ZE{ET 502 E 9 Hx(always sent / never sent) %
FLET,

ICMP unreachable Z 524572 9 H>r(always sent / never sent)

ICMP mask reply ZiX{Ed 52 E 9 H>(always sent / never sent)
ARLET,



IPvd JL—T 1 > T DIGH

I:'?‘/P%Eﬁ

show ip interface null [NULL &5 ]

I INTGA—A
INTA—4H BRERE 2% E HEEFRDE
o [BRLUIZWNILL A v 2 7 = — ADFFEIRE RESNTNDA U H Tz —R
NULL &% 0 s
LET, DHFRLET,
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

|wm4>971—zwﬁﬁ

Ishow ip interface vlan

VLAN f 2 7 = — D [PvA AT ATEREFRLET,

I FEEH

Router#show ip interface vlanif 1

VLANIF1 is up

IPv4 is enabled
IP address is 192.52.168.144, subnet mask is 255.255.255.0
Broadcast address is 192.52.1168.255
MTU is 1500 bytes

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replies are always sent
Directed broadcast forwarding is disabled
IEEE802.1p priority value of ARP is O

Router#
I £ I8 H DEREA
IE H N B
VLAN 1 is up ZDA AT 2= AOYERLY 7 IREEDS up 72 E D 7> (up/down)
R LET,
IP address is XXX. XXX. XXX. XxX, subnet |[ZDA X7z —ADIPT RLALY TRy h~AT72FLE
mask is 255.255.255.0 =
|Broadcast address is xxxX. XxX. Xxxx. 255 ‘:0)4 VAT 2 —ADT 0 — RKFy AT RLAZELET,
MTU is 1500 bytes MTU O X% LET,

ZDOR— FF ¥ RV T proxy-arp #EET H7H2E 9 D>(enabled
/ disabled) ## L E7,

Proxy ARP is disabled F77. ip proxy—arp 2~ KT include-default-route 47
va UPEESNTWDEA X, Proxy ARP is enabled
(include—default-route) & #REINE T,

ICMP redirects Zi¥E9 50 E 9 A>(always sent / never sent)
FRLET,

ICMP redirects are always sent

IOMP unreachables are alwavs semt ICMP unreachable ZFIZT 502 9 H>(always sent / never
’ sent) ## LET,

ICMP mask-replies are always sent ‘ICMP mask reply #1579 572E 9 H>(always sent / never sent)
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IPvd JL—T 1 > T DIGH

Directed broadcast forwarding is TDA AT 2—ALETHEA LY hTa— Ry A NEITI0E
enabled 9 7x(enabled/disabled) #% L £ 7,

o . N ZDA BT 2= ANLEEFEEIND ARP Ny b (V7R
IEEE802. 1p priority value of ARP is 0 NUFS4) DL WD 802, 1p [EEF5 LE T

I:V‘/F%Et

show ip interface vlian [VLAN &F&]

I INSA—A
INTA—4 BHARES % 7 E6 FH LI DIE
VLAN 3 - SR LUTZWVLAN A X T 2 — ADFK 5 ERE 16 BESNTNAAL L E T2 —R
7oL ETt, DHFTLET,
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

Vv —7+o5t8

Ishow ip route

N—T 4 TIEREFRRLET,

Iiﬁ?@ﬁﬁﬂ
Router#show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, I - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>* 0.0.0.0/0 [1/0] via 192.168.38.1, EWAN1

C>* 127.0.0.0/8 is directly connected, LOOP

R>* 172.31.6.33/32 [120/6] via 192.168.38.1, EWAN1l, 05:01:49

R>* 192.168.19.0/24 [120/3] wvia 192.168.38.1, EWAN1l, 05:01:50

R>* 192.168.21.0/24 [120/3] via 192.168.38.1, EWAN1l, 05:01:50

R>* 192.168.24.0/24 [120/3] via 192.168.38.1, EWAN1l, 05:01:50

R>* 192.168.28.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:49

R>* 192.168.29.0/24 [120/7] via 192.168.38.1, EWAN1, 05:01:49

R>* 192.168.34.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:49

R>* 192.168.35.0/24 [120/3] via 192.168.38.1, EWAN1l, 05:01:50

R>* 192.168.36.0/24 [120/3] via 192.168.38.1, EWAN1l, 05:01:50

R>* 192.168.37.0/24 [120/3] via 192.168.38.1, EWAN1l, 05:01:50

C>* 192.168.38.0/24 is directly connected, EWAN1

R>* 192.168.71.0/24 [120/14] via 192.168.38.1, EWAN1l, 05:01:50

R>* 192.168.123.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50

S 192.168.150.0/24 [1/0] via 192.168.10.2, LAN inactive

S>* 192.168.201.0/24 [1/0] via 192.168.38.1, EWANI

I%IEE(DEFEHE

| H B | n &

Codes ED XD TETHEE LIREE RN EFRRLET,
Hp IARERRETHD Z LA RLTWET,

N selected route ZERLFE T, #HEO 7 o b a/LTH—RKE2FEH L TN
HD8%a. TR ONTWALH T MU NEBRSAET,

. FIB route ZEWKL £, ERZ 7+ V=T 4 IS5 )T
To T=TNADBRTTNWDLREDHEBTON NI L EHY ET,

[ 120/3] ENENZ ORED Distance L Metric EAEH L £,

\via 192.168.38. 1

FJARKRYy TDOT RL AT,

|is directly connected ‘4 VAT 2 —A)— NDOGEIT I OEFITR D T,

05:01

149

RIP, BGP OOUFAMTMREEIEER SN T b OREI N 2 2Rk LE T,
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IPvA Jb—7 1 > O DIEHR

I:?DF

s

show ip route [ IP7 KL X [ active 1]
show ip route [ BR1§ L1-FE ]

I INTA—R
INS A—4H HEAR R B HBIREFDE
IP7 RLA  (BRLEZWSEE IPT FVAZIRELET, ;ZQYFVX
active ﬁﬁbkl??FVXK%LT\ﬁ%&&oTW%%imﬁmx
HOFEMERE R R LET,
ERBERO OB, ZRLUEVWEG LE-FEEfEE
Li—é‘o
bep IBGP CIUAG L 7= #5175 4
kernel BERT B STV AR B
‘connected ‘Iﬁﬁﬁ‘é%@‘%iﬁ bep
‘I‘ip ‘RIP THUS Lf:%jx:%'l‘%ﬁ& kernel
lospf |OSPF CHf% L 7= s 5 48t comected | ECOTELTH
o rip 15 U7 ARG
static (RS T 4 v 7 TREE LT RREA# ospf ERRALET,
/g 7= FIE ||ike | b oL — MERETEEE L7 ® | static
‘sa—up ‘SA—UP Jb— N TR LTS ike
‘redundancy ‘IPsec TLREAERE TG LT 1 e
redundancy
. AR NT I a UBSBETTHEER LTS | |eventaction
eventaction | . .
1% autoconfig
DHCP T7 KL AZEHG L7z & X2,
H EhI 2B &k S 415 DHCP H— [
autoconfig |DRRFEIEHR (DHCP Y— N3 H 4y D%
v N T —7 EIZW 2 WIS
ni ‘@—O )

¥ NT A —4 active i%, F80 :V01.04(00), F100 : V02. 10 (00) LAREH-H— k
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

| ARP D 15 4R

I show ip arp

FHE LI ARP FAFR L ET,

I FEE

Router# show ip arp

Timeout configuration:
1200 sec for complete entry,
Check every 60-second

180 sec for incomplete entry

Protocol Address Age (sec) Hardware Address Port Flags
Internet 192.168.138.37 200 0080.bd£f0.0905 LAN
Internet 192.168.138.1 600 0800.200f. fbcl EWAN
Internet 192.168.138.45 200 0080.bdf0.097a EWAN
Router#
Iéﬁﬁwﬁﬁ

| = | n &
Timeout . _ .

. . ARP = N U DEA LT D MEHICET o ELR LET,
configuration

1200 sec for
complete entry

MAC 7 R U AfiiRE A (complete) T b VIZXIT A XA LT 7 A2 F
LET, Z0FITIE 1200  (F 741 M),

180 sec for
incomplete entry

MAC 7 R L Z RKfi#ik (incomplete) o R UIZKIdT A% A L7 U Mg A2 3
LEd, ZofTix 180 # (F7 4+ MH) .

Check every

T RIBZALT U NLENE I DT =y 7 THRRMMRERLET,

60-second ZORFITIE 60 B (T 7 4L MH),
|HMmd ‘:@xykﬂ@iy%7~77vafmb:w%%bi?o
O RYD MAC T RLAILYy T ESNDFy NT—7 T L AZFEL
Address
EC N
IAge (sec) ZOT FLAZEE LTHEORBIFMAE RSN ET,

Hardware Address

MACT RLAZFRLET, MACT R L AR DOIL ” (incomplete)” &
FrInET,

[Port A8 T == AR TR LET,
oz NIOREMEERT I 7 ERLET, BAET (arp 2w RIZLD)
Flags B EINT > MU 2FT “static” 77 7 OBENYR—F I T

ES
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IPvd JL—T 1 > T DIGH

I:?DP%EE

show ip arp [XIPZFLAR> | IMAC7 FLRD | <4 2B3 T —R%> ]

I/ﬁ%%—’sl

INT A—4H BRENE Bk it | HERFFDIE

7KL= FBELZIPTY RLVARIZKTHMACT RLAZSMH LW |IPvA 7 RLA |2 TOIP T
BAIC, IPT7T FLAEZRELET, B FL 2

MAC T | L = [fRAE LTEMACT R L RISHF 25 1P 77 12 & B L 72 [HHHH. HHHH. HHHH | 42°C > MAC
BAIW, MAC T RLAZREELET, 7= 7 RL A

BT |, _ . . A BT 2—A | E2TOA
EELI-A — 2 — 7 R .

— 2 BELIZAVH T2 —ADARP T—T N EFRLET, S Jo—
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

v —7+<>45ForarotEs

Ishow ip protocols

N—T 477 a ha BT A EREFR R LET,

I FEE

Router#show ip protocols rip
Routing Protocol is "rip"
Sending updates every 30 seconds with +/-50%, next due in 15 seconds
Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update filter list for all interface is not set
Incoming update filter list for all interface is not set
Default redistribution metric is 10
Redistributing: kernel static
Default version control: send version 2, receive version 2

Interface Send Recv Key-chain
LAN 2 2 keyl
EWAN1 2 1

Routing for Networks:
192.168.138.0/24
192.168.10.0/24

Routing Information Sources:

Gateway BadPackets BadRoutes Distance Last Update
192.168.138.1 0 0 120 00:00:29
Distance: (default is 120)
Router#
I KIEB DEREA
| E B | n oA
Routing Protocol is “rip” N—F 4 s Tm b arERRLET,
Sending updates every 30 seconds |RIP OEEMEAZF R L £, EBEOERGHBIZRTIED 0.5
with +/-50%, NE 1.6 DT A LEICR Y £,
|mﬂdwin6wwﬁs ‘ﬁ@@%@54iyﬁ%%%bifo
|Timeout after 180 seconds ‘RIP DHEA LT U M EZE R LET,

100

A LT NEE B & garbage collection Z A <~ —7RN A X —
FLET, ZOMITREHERIZA MY v 7 16 THREFSNET,

garbage collect after 120 seconds

Outgoing update filter list for
all interface is not set

RIP DIEET7 4 VX ) o T OIFEREFR R LET,

Incoming update filter list for

RIP DZAET7 4 VX ) T OIEREF R LET,

all interface is not set

Redistributing: RIP CREBHS 8 FRATT 2O —F 77T m halz#




IPvA Jb—7 1 > O DIEHR

| RLET,
|Defau1t version control ‘RIP DFEE/ZER—Vg BRI LET,
Interface RIP & %ZI5T B A v 8 7 =— A% & RRLET,
FDALUET 2 —AZBITHRIP DEENA—Va v E2FRLE
Send
R
FDAVE T 2—AZBITDRIP DZE NN~V a2 FE R LE
Recv +
Kev—chai FDOAH T =R IIBITHRAETHEHT D Key—chain O%
cymenatn BEFRLET,
Routing for Networks RIP DA—F ¢ 7 %AF ) % T —2 2 FR LET,
|Routing Information Sources ‘RIP ZEELTWARA NOIERER T LET,
|Gateway ‘RIP ZEELTWARAMDIPT RLAZRRLET,
BadPackets (ZOFARDEREAY v h %R L e FoR LET,
|BadRoutes ‘%O)ﬂ?x NN DEAE LT AN EREIE RO E IR L ET,
ZFDIRA R~ Distance ZFHFKs LT 7,
Diet Distance (%, OV —TF 4 > 77 a k)L THIE UK %72
totance LCWAHAIC, EbOEEMT 20 ET 5Bl
Li—é‘o
BBRIZRIP #5205 LT bl LRz For LET,
Last Update 700:00:05” & TR SV TWAEAIEL, &ZICRIP 255 L TH
LB L TS D &%%Liﬁ“o
|(defau1t is 120) ‘7*“\7%/1/ N CEHT S Distance fHTT,
|Distance ‘Eﬁfiﬁﬁ%:k IZERE L7~ Distance fE T,
show ip protocols <ZA kaJL>
I INSA—A
INTA—AH BHALNES SR E g HREEDE
bgp
7 ko BRLEWT o a2 EEE L ET, |ospf RTOTr haiFRERRLET,
rip
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| RIPD% 215K

Ishow ip rip

RIP CTHREFL TV OREEIEHRE TR L ET,
o7 v b a)CFE LoRkiEs RIP CTHEAT L LA, TAbbErEanEd,

Iiﬁt@ﬁﬁﬂ
Router#show ip rip
Codes: R - RIP, C - connected, B - BGP
Network Next Hop Metric From Time
S 0.0.0.0/0 192.168.38.1 1
R 172.31.6.33/32 192.168.38.1 6 192.168.38.1 02:59
R 192.168.19.0/24 192.168.38.1 3 192.168.38.1 02:59
R 192.168.21.0/24 192.168.38.1 3 192.168.38.1 02:59
R 192.168.24.0/24 192.168.38.1 3 192.168.38.1 02:59
R 192.168.71.0/24 192.168.38.1 14 192.168.38.1 02:59
R 192.168.123.0/24 192.168.38.1 3 192.168.38.1 02:59
S 192.168.201.0/24 192.168.38.1 1
Router#
I%ﬁawﬁm
‘B B | n A
B LFEEZRLET,
R [RIP <HE |
Cod
el
B [BGP <Hu5

Network [sisik v hU—2 (F2b) &EEFRLET,

Next Hop [FiSelC BT 2= bICkET 55— k= D IP 7 KL AZFR LET,
Metric [SESEICEIET 27D CiRMT DL — X ORE TR LET,

From |2 OHAAELCTNHL—FZDIPT RLAZERLET,

A=V RKE T ETORMEZERLET, "=V KZ 7o HOxT hUIZOWTIL garbage
collection i T £ COWFEZ/R L E T,

Time
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IPvd JL—T 1 > T DIGH

I:?yP%ﬁ

show ip rip

I ING A7

NTA=HFHY EHA,
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| OSPFEAIE SR

Ishow ip ospf

OSPF OIEHIRIUNZ O W THER T H Z ENTEET,

I FEE

F100:V02.00(00) LAB§H7R—b

Router#show ip ospf

OSPF Routing Process 0, Router ID: 192.168.138.81
Supports only single TOS (TOS0O) routes

This implementation conforms to RFC2328
RFC1583Compatibility flag is disabled

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs

Refresh timer 10 secs

This router is an ABR, ABR type is: Standard (RFC2328)
This router is an ASBR (injecting external routing information)

Number of external LSA 1. Checksum Sum OxF20A
Number of non-default external LSA 1

External LSA database is unlimited.

Number of areas attached to this router: 2

Area ID: 0.0.0.0 (Backbone)

Number of interfaces in this area: Total: 1, Active: 1

Number of fully adjacent neighbors in this area:

Area has no authentication
SPF algorithm executed 1 times
Number of LSA 3. Checksum Sum 0x230f8

Area ID: 0.0.0.1
Shortcutting mode: Default, S-bit consensus: no

Number of interfaces in this area: Total: 1, Active: 1

Number of fully adjacent neighbors in this area:

Area has no authentication

Number of full virtual adjacencies going through this area: 0

SPF algorithm executed 3 times
Number of LSA 4. Checksum Sum Ox1fb54

I%ﬁﬁ@ﬁ%
B H A
Router ID ARAEFE D OSPF /L—#Z 1D R L E£7,
o ALEE D OSPF D 324513 RFC2328 (1ZH2S W TH Y |,
RFC1583Compatibility RFC1583Compatibility 75 7 ORRER 7 LE S,
SPF schedule delay SPF #HE Z#BRIA9 5 £ CORERBOR EMEE £ R LET,
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|H01d time between two SPFs |@ﬁf L7- SPF EEOHOEMEIMREOZR EMEZ TR L ET,
Refresh timer LSA U7 Ly a %47 5 MR OREN 2 %7 LET,

RIEE DN ABR ThHhDHZ AR L ABR % A 7% Unknown, Standard
This router is an ABR, ABR type is | (RFC2328), Alternative IBM, AlternativeCisco, Alternative
Shortcut OHFNHFRRLET,

This router is an ASBR

(injecting external routing AREEE /N ASBR THHZ EHRLET,
information)

Vo A5 — N7 —HZ_X—ZAND external LSA O A2 FE L

Number of external LSA +

Number of areas attached to this
router

KIGEDFET 2T ) 7 ORZFRLET,

YT ID, ZVTDEA TRy I R—0 AZTOHEIEE
NbFRLET,

ABR # A 7B a— by hOBEOT Y TRLV— b OFEITIE
DX E % Default, Enabled, Disabled O HIHFK R L E 4,

Number of interfaces in this |ARIEENZ DO U FTWNIZHTHEIT S 0SPF A & 7 = — 2D &%

Area 1D

Shortcutting mode

area R~LET,
Number of fully adjacent FANAT— RN FULL ([ZELTWDRA 2N—X D aFoR L
neighbors in this area:1l F9,

O T TORFEOFEFE % no, simple password, messagedigest
DHFNBFRRLET,

Area has no authentication

Number of full virtual

. . . . N IR PO ) T ORGSR A NAT— R FULL (123
adjacencies going through this

L TCWARAERA N — 2 O aFor LET,

area
SPF algorithm executed ISPF 3500 AR & 207 L £ T,

ZOZVT DY T AT— T —H_X—=ZAND LSA D& FoR
Number of LSA s

show ip ospf

I INSA—A

INTA=HFTHY FHEA
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| 2572 —xED0SPFHER

Ishow ip ospf interface

OSPF ZEH L CWVWAA U H 72— A COWVWTDIEREFRLET, AV F 72— RAEHRETHI LITK
D HBELEA VA 72— ADWRESF R LET,

F100:V02.00(00) LAEH7R—b

I 2R B E

Routerf#show ip ospf interface
port-channel? is up, line protocol is up
Internet Address 192.168.100.254/24, Area 0.0.0.0
Router ID 192.168.100.254, Network Type BROADCAST, Cost: 10, TE Metric O
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.100.254, Interface Address 192.168.100.254
Backup Designated Router (ID) 192.168.1.1, Interface Address 192.168.100.253
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08

Neighbor Count is 1, Adjacent neighbor count is lshow ip ospf interface

I%ﬁaoﬁm
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B B N =

P t7 h 12 i o = » .. .
uor CHAMNELE 18 s S TR WA shutdown #%7E LTV AH541E” adninistratively
P down 7 . 9 TRVEAI w7 LRRENET,

=L

DA BT =2 —AD shutdown RERMEFRLET, 41 X7 2 —ADETE

line protocol is |[LFET (Vo7 v 7 tup /U7 X7 down ) .
up loopback DAL, ZDA % 7 = —AD shutdown HTERNMEZFZ <L ET

(shutdown FEFRTEMRF : up /shutdown FXEMF : down )

gigaethernet/fastethernet DFHIL, T DA ¥ 7 = — ADYERRRRI & £

Internet Address |f >% 7= —ACHEW Y THIEIP 7 KL AZFRLET,

[Area BT BT T AT LET.

Router 1D —% 1D OffizFERLET,

Network Type  [0SPF kv FU—2 447 REM) #HRFLET,
Cost v 47 x—AD=a A M GEM ZFRLET,
ITE Metric Traffic Engineering Ffo a2 Mz Fom LET,
|Transmit Delay ‘transmit delay i GXEM) 2#F#RLET,

State 0SPF % v hU—2 TORIELZERLET,

Priority OSPF v U —2 TOBSE REM &RRLET,

o SPF % v kU —27 C®D Designated Router D/L—HF 1D ZFK R LET,
Priority

Backup Designated Router ..O0SPF R kU —2 T® Backup Designated Router




IPvA JL—7 1 > T DIEHR

(DA—5 1D BERFELET,

Timer intervals

configured

interval ) Off GXEM) X RLET,

KFiZ A~ (Hello interval, dead interval,wait interval, Retransmit

|Hello due

I Hello & RE(ET % £ TORMZ R LET,

|Neighbor Count

NEBE DR FR LET,

count

Adjacent neighbor

Adjacency ZHENL T HITBEOE A F R L E 7,

==

show ip ospf interfacel4f >4 71z —X]

REANR

R E#EEH

HIEFDIE

AHT2—A

BELEA VX 7 =—AD 0SPF OIFE LMl
ONWTCHERT D EnTEE T,

—
—

lan 1

ewan 1~2
pppoe 1~24%!
dialer 1~20%*?
vlanif 1~16
loopback 1

ETCDOA KT
= —ADIERE
FRLET,

X1 :F80 DFAIX. 1~5I1Z F£7,
¥ 2 : F100 O HIBIN AT HE
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| Voo 25— FF—8 201

Ishow ip ospf database

Vo AT — T —=HRXR=ZADFREFRLET, Z0a~vr RTIEY~ ) ERLET,
FEMERIZOWTIX, A7 v ar b LT, BREIEDLV 7 0EEEELET,

F100:V02.00(00) LAB& 7 R—b

I FEE

Router#show ip ospf database
OSPF Router with ID (192.168.30.1)
Router Link States (Area 0.0.0.1)
Link ID ADV Router Age Seqg# CkSum Link count
192.168.30.1 192.168.30.1 101 0x80000063 Oxbcfd 1
192.168.30.2 192.168.30.2 108 0x80000001 Oxeee7 2

Net Link States (Area 0.0.0.1)

Link ID ADV Router Age Seg# CkSum
10.1.1.1 192.168.30.1 101 0x80000002 0x948d
20.1.1.1 192.168.30.2 108 0x80000001 0x1e89
Summary Link States (Area 0.0.0.1)
Link ID ADV Router Age Seg# CkSum Route

40.1.1.0 192.168.30.4 108 0x80000001 0x7138 40.1.1.0/24
ASBR-Summary Link States (Area 0.0.0.1)

Link ID ADV Router Age Seg# CkSum
192.168.30.4 192.168.30.4 108 0x80000001 O0x5fe?

AS External Link States
Link ID ADV Router Age Seg# CkSum Route
50.1.1.0 192.168.30.4 108 0x80000001 0x4744 E1 50.1.1.0/24 [0x0]
192.168.30.0 192.168.30.1 499 0x8000005c 0x1340 E2 192.168.3.0/24 [0x0]

I ZIEH DA
B H " B
Link ID Vo7 257—hKID #F - LET,
ADV Router ZD LSA BAEMLIEAL—2D ID ZERLET,
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|Internet Address ‘/I' VAT 2—AZEOBRTEHENEIP T RUAZERALET,
Age LA oimIFHEEZT LET,
Seqt =L RAEE AERLET,
CkSum Fx v 7 nERFELET,
Iiégkd;;i;lt (Router JL— BN LT A v % 7 = — AD¥ Route (Summary, External D7) FE&
B1/E2 i N AT G| aif % Uy ZI2id AS W= A k&A= 2 s
GENET, E2 1XAS Ao\ = A MIFENLET A,
|[ 0x0] ‘route—tag BFRRILET,
I avURER

show ip ospf database

I INSA—A

INTA=HTHY EH A,
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IASBR (AS-Boundary Router) @V >4 25— hER

Ishow ip ospf database asbr—summary

OSPF 5 — & _— Z NP, ASBR-summary (2B A EHWAEFR T LET,

F100:V02.00(00) LAB§H7R—b

I KR EEB

Router#show ip ospf database asbr-summary

OSPF Router with ID (192.168.30.1)

ASBR-Summary Link States (Area 0.0.0.1)

LS age: 119

Options: O

LS Type: summary-LSA

Link State ID: 192.168.30.4 (AS Boundary Router address)
Advertising Router: 192.168.30.4

LS Seqg Number: 80000001

Checksum: 0x3al8

Length: 28

Network Mask: /32

TOS: 0 Metric: 10

I ZIEE DA
' B S
LS age LSA Z5A5 LT OfKmief] (AL - B) 2R r-LET,
Options :ODO‘LSA AR LT L— 4 0@)\%7“‘/5 yif%%ﬁﬁéi‘%rl LET, )
7 a LT, ATV a7 = RESRBL TS &EEN,
LS Type LSA DF A T HFRRLET,
Link State ID ASBR DU > 7 A7 — K 1D #F R LET,
Advertising Router |Z® LSA Z#/E L7z —H2 DL —% 1D ZFRRLET,
LS Seq Number VT AE G ERRLET,
Checksum Frv 7 hERRLET,
Length LSA O FREZFRRLET,
Network Mask Py NI—I <RI R RLET,
TOS Type of Service fHZZF/mRLE T,
Metric LS A MY v I iizRRrLET,
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I Options 74—JLF

show ip ospf database {asbr—summary |external |network |router |summary }. show ip

ospf neighbor detail |Z1%, Options 7 4 —/V RBHVLUTDO L) ERA2EL £4,
Options ¥, 8 By D7 4 —/)L KTY, FNL 4 B> T Type of Service ZiRET D, Ffr 4> k
R T, 0 RO LTS, LTICEy hOEW®REZRLET,

0 0 0 0 N MC E T

T :TOS
E 4N —T 4 v JHE

MC 1~ /LFF ¥ & NEEd)

N :NSSA #ES)

Options DfEN 0 DA, Type of Service 1L TOS 0 DA ERD 2 DL, WL —T 4 L THRES &
5,

000O0NM ET

I:?DP%K

show ip ospf database asbr-summary

I INGA—H

INTA=HFTHY EH A,

11



[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

I AS-External® ) >4 X7 — FER

Ishow ip ospf database external

Vo AT — " TF—F =200 AS 4V 7 AT — FOFMAF R L ET,

F100:V02.00(00) LAB§H7R—b

I KR EEB

Router#show ip ospf database external
OSPF Router with ID (192.168.30.1)
AS External Link States

LS age: 133
Options: O
LS Type: AS-external-LSA
Link State ID: 50.1.1.0 (External Network Number)
Advertising Router: 192.168.30.4
LS Seq Number: 80000001
Checksum: 0x4744
Length: 36
Network Mask: /24
Metric Type: type-1
TOS: O
Metric: 10
Forward Address: 0.0.0.0
External Route Tag: 0

I KIEB DEREA
B H S
LS age LSA #3[F LT b ORI (HAL : 7)) 28R LFET,
) ZOLSA AR LIENV—FDOF T g U HEEEEZFRLE T,
Options

FFa AL TR, AT a7 =V RESRL T & &0,
LS Type LSA DA A THFRLET,
Link State ID Vo2 25— KMID #FRLET,

Advertising TOLSA AR LIEAL—ZOL—% 1D #F R LET,
Router

LS Seq Number VAT TR LET,

Checksum Fxv I LrEForLET,

Length LSA ONA FNEEZFRRLET,
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|Network Mask Xy NV—I <R 2R RLET,
Metric Type  [A MU v 44 THFALET,
T0S Type of Service fli%#%LET,
Metric A RY v fEEFR LET,

next hop o 2D 7 4 —/L F730.0.0.0 OHEEIE. ZDLSA 4K LT-LV—FH
Z 5 next hop 12720 £,

External Route |FAMEIREEEICEID Y CTHNZ 32 By M7 4 — L REFRLET,
Tag OSPF 7'v1 b 2L BARTCIZfEH 7 WAEHE T3,

Forward Address

I Options 74— JLK

show ip ospf database f{asbr—summary |external |network |router |summary }. show ip

ospf neighbor detail |Z1%. Options 7 4 —/V RBHVLUTDO L ) EWRA2EL £4,
Options ¥, 8 > hdD 7 4 —/L K TI, FHL 4 B> b T Type of Service #iXTET 5, Efr 4> K
WERMEHAT, 0 RO LTS, UUTIZEy hOEKREZRLET,

| 0‘ 0‘ 0‘ 0‘ N‘ m‘ E| T‘

T :TOS

E AN —T 1 THRET)

NC i~/ FF ¥ A MRES)

N :NSSA #E

Options DEN 0 DA, Type of Service X TOS 0 DI &7V 2 OEFE. IL—T 4 THES &
2%,

00O0O0ONMCET

I avURER

show ip ospf database external

IN5%—9

NI A=ZTHY FHEA,
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| 54475k LELSADIES

Ishow ip ospf database max-age

Vo7 AT — T —H =D MaxAge (ZiE L7= LSA OFEMAZF R L E7,

F100:V02.00(00) LAB§ 7 R—b

I R E B

Routerf#show ip ospf database max-age
OSPF Router with ID (192.168.30.1)
MaxAge Link States:

Link type: 1

Link State ID: 10.1.1.2
Advertising Router: 10.1.1.2
LSA lock count: 3

Link type: 5

Link State ID: 20.1.1.0
Advertising Router: 10.1.1.2
LSA lock count: 4

I £IBEH DOERA
B B AN B
Link type LSA DX A T HFTrmLET,
Link State ID Vo7 25— KMID #F R LFET,

Advertising Router |Z D LSA AR L7z —Z D)—% 1D #F R LET,
LSA lock count LSA v v 7 ¥aFon L7,

show ip ospf database max-age

I INT A=A

INTA=HFTHY EH A,
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ER R PYION ¢

Ishow ip ospf database network

VoI AT — R T —=FRX=ZAHFDFRy NU—7 LSA OFffliEFRRLET,

Ii%@ﬁﬂ

F100:V02.00(00) LAB§ 7 R—b

Routerf#show ip ospf database network

OSPF Router with ID

Net Link States

LS age: 185

Options: 2

LS Type: network-LSA

Link State ID: 10.1.1.1

Advertising Router: 192.

LS Seq Number: 80000002

Checksum: 0x948d

Length: 36

Network Mask: /24
Attached Router: 192.
Attached Router: 192.
Attached Router: 192.

LS age: 191

Options: O

LS Type: network-LSA

Link State ID: 20.1.1.1

Advertising Router: 192.

LS Seq Number: 80000001

Checksum: 0x1e89

Length: 32

Network Mask: /24
Attached Router: 192.
Attached Router: 192.

(192.168.30.1)

(Area 0.0.0.1)

(address of Designated Router)
168.30.1

168.30.1
168.30.2
168.30.4

(address of Designated Router)
168.30.2

168.30.2
168.30.3

I%EE@&%
H B SIS
LS age LSA OffiEkfE 2 &R LE T,
Options :QQA%wﬁbtw~&@jfv§ywﬁéﬁﬁbi¢o )
7 a ML, A7 ar 74— RESRL T EEEN,
LS Type LSA DX A TEFRLET,
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Link State ID [V 2/ AF— Pk ID #FRLET,

Advertising Router |2 LSA &/ Liz—2 DA—4 1D %Fm LET,

LS Seq Number V= U ARG R R LET,

Length LSA DAL MREERFRLET,

|Network Mask Xy NI = ~A7 BFRLET,

Fy P =7 RSN TN DN —FON—2 1D 2FR-LET,

|Attached Router

I Options 74— JLF

show ip ospf database f{asbr—summary |external |network |router |summary }. show ip

ospf neighbor detail |Z1%. Options 7 4 —/V RBHVLUTDO L) EWRAZEL £,
Options ¥, 8 > hdD 7 4 —/)L K TI, FAL 4 B> T Type of Service #iXTET 5, Efr 4> K
WERMEHAT, 0 BNEOLNTWD, Ty hOEKREZRLET,

| 0‘ 0‘ 0‘ 0‘ N‘ m‘ E| T‘

T :TOS
E ANBL—T 4 7R

MC 1~ /LFF ¥ & NEEd)

N :NSSA #E

Options DEDY 0 DA, Type of Service 1L TOS 0 DALV, 2 DA, IMNINL—T 4 THES L
2%,

000O0NM ET

show ip ospf database network

I INTG A=A

T A=HZTHY FHEA,
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-5y soiss

Ishow ip ospf database router

VoI AT — R T —=FRX=ZAHFDFRy NU—7 LSA OFffliEFRRLET,

I R E B

F100:V02.00(00) LAB§ 7 R—b

Router#show ip ospf database router
OSPF Router with ID (192.168.30.1)

Router Link States

LS age: 193

Options: 2

Flags: 0x2 : ASBR

LS Type: router-LSA

Link State ID: 192.168.30.1

Advertising Router: 192.168.30.1

LS Seqg Number: 80000063
Checksum: Oxbcfd
Length: 36

Number of Links: 1

Link connected to: a Transit Network

(Area 0.0.0.1)

(Link ID) Designated Router address: 10.1.1.1

(Link Data) Router Interface address: 10.1.1.1

Number of TOS metrics: 0

TOS 0 Metric: 10

I%IEEGJEEEE
H H SIS

LS age LS OfmiEf A2 £ R L ET,
Ot o TDOLSA BERLTEN—Z DL T a UHREERF TR LET,
b FFa LTI, A7 a7 4 — A REBBLTL S &,
Flags ZODOLSA BAER LNV —Z OFEEF R LET,
LS Type LSA DX A T HFRLET,
Link State ID Vo7 A7 —hID 2FRLET,

Advertising Router ZDOLSA BAEKR LI L—ZDON—Z 1D BFEELET,

LS Seq Number U ARG ER I LET,
Checksum F v I LAEFRLET,
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Length LSA DA FEEFEFLET,

Number of Links ZOA—BDOSPF A 247 =—ADHAEFERLET,
|Link connected to ‘?ﬁﬁbf%é*“/ NO—=0DZA T aRKRLET,
[(Link 1D) fea—s D P T RLRAERTRLET,

|(Link Data) =B DA B T=2—A TP T FLAEFRLET,
Number of TOS metrics [T0S metric %A %7 L %7,

Tos 0 Metric Tos 0 DA N v/ &R LET,

I Options 74—JLF

show ip ospf database f{asbr—summary |external |network |router |summary }. show ip

ospf neighbor detail 121, Options 7 4 — /L RBRHVLLTD L 5 BN AR E 4,
Options &, 8 v h®7 4 —/L R TF, FAL 4 E> KT Type of Service & ET D, kL 4 > K
WEREHT, 0 BEOLNTWD, Ty NOEKEZRLET,

| 0‘ 0‘ 0‘ o‘ N‘ m‘ E| T‘

T :TOS

B i AMERL—T 4 JHE

MC i~/ FFx R MEE

N :NSSA fE

Options DEN 0 DA, Type of Service X TOS 0 DI L7V 2 DA, IFNL—T 4 THES &
5,

000O0ONMCET

I avUrRER

show ip ospf database router

I IND A=A

INTA=HFTHY EH A,
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IPvd JL—T 1 > T DIGH

| i ns L L 1-LSAE SR

Ishow ip ospf database self-originate

Vo AT — R F—F_X—=2HDZON—E N ER LT LSA O~ 2EK R LET,

I KR EEB

F100:V02.00(00) LAB§H7R—b

Router#show ip ospf database self-originate

OSPF Router with ID (192.168.30.1)

Link ID

Router Link States (Area 0.0.0.1)

ADV Router Age Seqg# CkSum Link count

192.168.30.1 192.168.30.1 204 0x80000063 Oxbcfd 1

Net Link States (Area 0.0.0.1)

Link ID ADV Router Age Seqg# CkSum
10.1.1.1 192.168.30.1 204 0x80000002 0x948d
AS External Link States
Link ID ADV Router Age Seqgt CkSum Route
10.3.1.0 192.168.30.1 600 0x8000003e 0x9%9a50 E2 10.3.1.0/24
[0x0]
192.168.30.0 192.168.30.1 602 0x8000005c 0x1340 E2 192.168.30.0/24
[0x0]
I%IEEGJEEHE
H H SIS
Link ID Vo7 A7 —hID 2FRLET,
ADV Router |[Z®DLSA ZAK L7z —HD)NL—% 1D Z#F L £,
Age LSA Ot 2 &R~ LE T,
Seq#t AR T ERIILET,
CkSum Fov Il rEETRLET,
Link count Vo BEFRRLET,
Route AT R LET,
E1/E2 ARNY 7 DOEATHFRUET, EL XA MY »7120% AS WO o
AN EANERa A SR EFIL, B2 X AS N A MIgEnREEA,
[ 0x0]. route-tag
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I:?:/F%it

show ip ospf database self-originate

I INDGA—A

INTA=HFTHY EH A,
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IPvd JL—T 1 > T DIGH

 ExODPZI

Ishow ip ospf database summary

Vo g AT — T —H =20V < 1 LSA OFEMzER R LET,

F100:V02.00(00) LAB§H7R—b

I KR EEB

Routerf#show ip ospf database summary

OSPF Router with ID (192.168.30.1)

Summary Link States (Area 0.0.0.1)

LS age: 217

Options: O

LS Type: summary-LSA

Link State ID: 40.1.1.0 (summary Network Number)
Advertising Router: 192.168.30.4

LS Seq Number: 80000001
Checksum: 0x7138
Length: 28

Network Mask: /24

TOS: 0 Metric: O
I L IEB DEREA
H H S
LS age LSA A5 LT D ORGRRERE (HEAL - B) 2F R LET,
oot ions TDLSA BER LIV —EDOF T g RER R LET,
b FTFLa B LTIE. A7 a7 4 — L FEBRLT S &,
LS Type LSA DA T HFRLET,

Link State ID Vo7 A7 —KID #€KRLET,

Advertising Router |2 LSA ZAEK L7c—XZ DOL—4 1D Z&KRLET,
LS Seq Number =l AR SRR LET,

Checksum Fxv 7Y LR LET,

Network Mask Xy NI = <A KR LET,

TOS Type of Service fHEZHERLFET,

AN v 7 EEFRLET,

Metric
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I Options 74—JLF

show ip ospf database {asbr—summary |external |network |router |summary }. show ip

ospf neighbor detail |Z1%, Options 7 4 —/V RBHVLUTDO L) ERA2EL £4,
Options |X, 8 B h®D7 4 —/L R TI, FHL 4 B v KT Type of Service Z%E T 5, FNL 4w k
R T, 0 RO LTS, LTICEy hOEW®REZRLET,

T :TOS

E SN —T 1 TRE

MC =L FF ¥ R Mg

N :NSSA #E

Options OfEY 0 DIGHE. Type of Service 1% TOS 0 OA LRV 2 OIGHE., NN —T 4 THES &
2%,

000O0ONMCET

show ip ospf database summary

I INDA—A

INTA=HEFHY FHA,
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IPvd JL—T 1 > T DIGH

T — 3 N—ZA DR IER

Ishow ip ospf database database—-summary

FNFNDOZATDISA &2, W OFE L TCWANERRFLET,
F100:V02.00(00) LAB§ 7 R—b

I R E B

Router#show ip ospf database database-summary
OSPF Routing Process 0 with ID (0.0.0.0)

Area ID: 0.0.0.0

LSA Type Count
Router

Network
Summary Net
Summary ASBR
Total

external LSA: O

O O O oo

I ZIEH DA
B H N =B
LSA Type
Count Router
Network FNENDT —HRX—= AN A T THEE LT LSA Of&EFRLTWOET,

Summary Net
Summary ASBR

I:?‘/F%Eﬁ

show ip ospf database database—summary

I INDGA—A

NTA=HEFHY FHA,
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I NSSA-External ') > o DR~

Ishow ip ospf database nssa-external

NSSA-External LSA DfF#AZFKRL F7,

F100:V02.00(00) LAB§ 7 R—b

I R E B

# show ip ospf database nssa-external
OSPF Router process 0 with ID (172.16.2.1)

NSSA-external Link States (Area

0)
NSSA-external Link States (Area 1

0.0.0.
0.0.0. [NSSA])
LS age: 78
Options: 0x0 (*[=|=|=|=[=]-1]-)
LS Type: AS-NSSA-LSA
Link State ID: 0.0.0.0 (External Network Number For NSSA)
Advertising Router: 10.10.11.50
LS Seq Number: 80000001
Checksum: 0xc9b6
Length: 36
Network Mask: /0
Metric Type: 2 (Larger than any link state path)
TOS: O
Metric: 1
NSSA: Forward Address: 0.0.0.0
External Route Tag: 0

I%EE@&%
I5H AE

LS age LSA Z%f5 LT b okl (B4 B) 2R RLET,

Options ZQ@A%*WRFW*&@%?VEV%%%%%Liio
I T a UHEREDFEAIT PI-108 B ML T ZE W,

LS Type LSA DX A THFRLET,

Link State ID Vo7 A7 —KID 2FRLET,

Advertising Router ZODOLSA AR LIZNV—ZDNL—F 1D 2R LET,

LS Seq Number VA FERRNLET,

Checksum Frzv Y LERKRLET,

Length LSA O A FEEFRRLET,

Network Mask I NI =< AJ FznrxLET,
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Metric Type
TOS

Metric

NSSA:Forward Address

External Route Tag

I:?DP%EE

JRETHBEDORA N v 7 B A T TR LET,

Type of Service fHZ R RLET,

AN w7 EEFRLET,

next hop ZF R LET,ZD7 4 —/L E230.0.0.0 OHBFAIL. ZDLSA %
Rk U7z b— % HE 72N next hop 12720 £9°,

BANEBRRIGICE D B CToHNT- 32 B F 74—V RER R LFET,
OSPF 7’1 b =)L HIKTITE A Sz WIEH T,

show ip ospf nssa-external

I ING A7

INTA=HFTHY FHEA
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| 0SPFa A /3O3R

Ishow ip ospf neighbor

OSPF A NOMREEE T~ U FR L ET,
F100:V02.00(00) LAB§H7R—b

I KR EEB

Router#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface RXmtL RgstL DBsmL

192.168.30.2 0 Full/DR 00:00:32 10.1.1.2 port-channell O 0 0

192.168.30.4 0 Full/DR 00:00:33 10.1.1.3 port-channell O 0 0
I%IEEO)EiHE

IH H N B

Neighbor ID |/ —# 1D

Pri N—=BTITALF VT 4

State FA INAT — |k

Dead Time |[FA 7 NHERFHER]
Address AR Te—ZADIP 7 KL &
Interface |ZODOFANRNNEEINTWVWDE Xy NT—7 DO, KREBEDA X7 2— A4

RXmtL Vo A7 —FHEY A FDOESX
RgstL VoI AT—h )72 AR) A RDOES
DBsmL T RXR=2Y <A FDOEX
I:W:/F‘%EC

show ip ospf neighbor

I INDGA—A

INTA=HFTHY EH A,
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IPvA JL—7 1 > T DIEHR

| OSPF % 4 /\IE$RD AR T

Ishow ip ospf neighbor detail

OSPF A NOIRFEAFEMER R L E T,

F100:V02.00(00) LAEH 7 R—b

I 2R~ B E

DR is 10.1.1.1,

Router#show ip ospf neighbor detail

Neighbor 192.168.30.2,
In the area 0.0.0.1 via interface port-channel0
Neighbor priority is O,

BDR is 0.0.0.0

Options 2 *|*|-|-|-|-|E|*

Dead timer due in 00:00:36

Minimum dead time remains 29 sec

Database Summary List 0

Link State Request List O

Link State Retransmission List 0

Thread Inactivity Timer on

Thread Database Description Retransmision off

Thread Link State Request Retransmission on

Thread Link State Update Retransmission on

interface address 10.1.1.2

State is Full, 5 state changes

I%ﬁaoﬁm

| B B

L)

| "

‘Neighbor

=2 1D EFoRLET,

‘interface address

M2 BT =2—AD P 7 RLAEERLET,

‘In the area

BT 5T T RFR LET,

interface port—channel0

CDRANRNPERENTND Ry hT—T~D, KIEEDOA X T =
— A/ FRLET,

‘Neighbor priority

N—2TFAFVT 4 TR LET,

‘Neighbor priority

=BT IALHY T 4 B FRoR LET,

‘State

FANORIEE TR LET,

‘state changes

A NPIREEER LR E R R LET,

IDR/BDR

DR/BDR @ IP 7 KL A% R LET,

Options

T a R AE RN LET,
T a LT, A7 a7 40— L RESRL T &7 &N,

‘Dead timer

A SHERFRR] (B) 2FR L £

‘Minimum dead time remains

A NHIERE TORY /R 2 FoR L E T,
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bm%%eMMHyhm ‘?*5&~XﬁVUUXF@E§%%%Li?O

‘Link State Request List ‘U VIAT—hRM) AN RANDOREIEFRRLET,

Link State Retransmission

List Vo7 AT — %Y X FNOESE2FRLET,

‘Thread Tnactivity Timer ‘K?ﬁ’fﬁ&/f'?*?{ Ly ROFEEZFRLET,

Thread Database Description
Retransmision

DD BiAEA Ly FOFELRRLET,

Thread Link State Request
Retransmision

U 7 IRBERFEEAL Yy FOAELZFRLET,

Thread Link State Update
Retransmision

U 7 IREBEHHEEAL Yy FOFEZFRRLET,

show ip ospf neighbor detail

I Options 74—JLK

show ip ospf database f{asbr—summary |external |network |router |summary }. show ip

ospf neighbor detail (Z1%. Options 7 4 —/L KRBV LI TDO L 5 BN EEL F,
Options ¥, 8 v hdDO 7 4 — /L RTH, Tff 4 E> T Type of Service ZHTETH, FAr 4w
MIRFEHT, 0 BNEDENTWD, LLFICE Yy hOEWEZRLET,

‘ 0 ‘ 0 ‘ 0 | 0 | N ‘ MC ‘ E ‘ T‘

T :TOS

E SN —T 4 VRS

MC =L FFx A Mg

N :NSSA #E/J

Options DENY 0 DA, Type of Service (X TOS 0 DA L7V . 2 DOFE., INEv—T 4 THET &
5,

000O0ONMCET

I INTGHA—4E

T A=HZTHY FHEA,
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| £ CoosPFA 1 /3154

Ishow ip ospf neighbor all

Ao LTWAIL—ZE G0 TRANREER R LET,
F100:V02.00(00) LAB§H7R—b

I KR EEB

Routerf#show ip ospf neighbor all

Neighbor ID Pri State Dead Time Address Interface RXmtL RgstL DBsmL
192.168.30.2 0 Full/DR 00:00:38 10.1.1.2 port-channel(O 0 0 0
192.168.30.4 0 Full/DR 00:00:39 10.1.1.3 port-channelO 0 0 0
I%IEE(DEiHE

IH H N B
Neighbor ID |/ —# 1D
Pri N—=BTITALF VT 4
State FANAT— b

Dead Time | A 7 HERFRER]
Address AR T2—AD [P 7 KL A
Interface | %7 x=— A4

RXmtL Vo A7 —FHEY A FDOESX
RgstL Vo AT =R )72 A RN XA RDES
DBsmL . T RXR=2Y <A FDOEX

show ip ospf neighbor all

I INSA—A

INTA=HFTHY EH A,
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|%Wf$%btﬁ%%ﬁ

Ishow ip ospf route

OSPF THB LTI-V—FT 4 v T —T NV aFrn LET,

F100:V02.00(00) LAB§H7R—b

I KR EEB

Router#show ip ospf route
============ OSPF network routing table ============

N 10.1.1.0/24 [10] area: 0.0.0.1
directly attached to port-channelO
N 20.1.1.0/24 [20] area: 0.0.0.1
via 10.1.1.2, port-channelO
N 30.1.1.0/24 [20] area: 0.0.0.1
via 10.1.1.2, port-channelO
N ITA 40.1.1.0/24 [10] area: 0.0.0.1
via 10.1.1.3, port-channelO
N IA 40.1.2.0/24 [10] area: 0.0.0.1

via 10.1.1.3, port-channel0

============ OSPF router routing table
R 192.168.30.4 [10] area: 0.0.0.1, ABR, ASBR
via 10.1.1.3, port-channelO

============ OSPF external routing table ===========
N E1 50.1.1.0/24 [20] tag: O
via 10.1.1.3, port-channelO

I £IHE DA

)

7 H A
[10] SR MEFRRLET,

via FTARKR Yy T TR LET,

tag route-tag #F/RKLET,

area |[RRENETLTV 7 E2FRLET,

N Ty N —I R AEFRLET,
R ABR . ASBR ~Dfk¥s A FRr L £9,

TA Area IO A FT 1A OFIRN72 VRS Area NWORKEZFRRLFT,
El , BE2| A N w2 X2 A7 1 [ 2 #FERLET,
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I avURER

show ip ospf route

I INSA—A

INTA=HFTHY EH A,
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RPN

Ishow ip ospf virtual-1links

AR > 7 DIEREFR LET,

F100:V02.00(00) LAB§H7R—b

I FEE

Router#show ip ospf virtual-links
Virtual Link VLINKO to router 10.0.0.2 is up
Transit area 0.0.0.1 via interface LAN
Transmit Delay is 1 sec, State Point-To-Point,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08
Adjacency state Full

I%%Eiﬁ(biﬁ$§
15H SES
Transit area AR 7 o) 7 ERRLET,
via interface HBIEEDOA V2T 2 — AL R R LET,
Transmit Delay transmit delay fii (BREfH) 2R rxL F7,
State WAV > 7 DA VBT 2 —AAT— R LET,
Timer intervals K fiH A~ (Hello interval, dead interval, wait interval, retransmit
configured interval) OfE GXEM) ZFR L ET,
Hello due in k[E] HELLO /37 b DB 2 2R L9,

Adjacency state AR 7 ZANR—=DRAN—=AT — "2 FERLET,

show ip ospf virtual-Ilinks

I INGA—H

INTA=HFTHY FHEA
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| BGP T U ER Y 3 2R EDI1ELR

Ishow ip bgp

BGP . AdvertiseReceive L TCWAFHRAEZFE R LE T,

ST VT 4 v P AERETHZEICEY . TORBITHT LB (7 MU Ea— ) OFREZ R

THIELTEET,

I KRRBEEGIGEERRVT—IEERELGMGSR)

Router#show ip bgp
BGP table version is 0, local router ID is 192.168.10.1
Status codes: s suppressed, d damped, h history, * valid,

Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf
*> 172.31.6.33/32 192.168.138.1
*>192.168.119.0 192.168.138.1
*>192.168.71.0 192.168.138.1
*> 192.168.111.0 0.0.0.0
*>192.168.123.0 192.168.138.1

Total number of prefixes 5

I FEBOHRBAGEERYNT—VZEEELLZNGS)

> best,

Weight Path

32768
32768
32768
32768
32768

BN R RPN

IE B N B
local router ID bgp DL—% 1D ZFRLET,
Network BGP CHE LR AR LET,
Next Hop Next_HOP J@M:x Fm LE T,
Metric MULTI_EXIT_DISC @& &R L £,
LocPrf LOCAL_PREF @A F£R L £,
Weight Z ORI T D EAMF T ERRLET,
Path AS_PATH 2R L7,

Total number of prefixes |fARREIHAZ R R L ET,

i - internal
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I KRRBEEBIGEERRVET—VZEEET H5R)

Router#show ip bgp 192.168.123.0
BGP routing table entry for 192.168.123.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Local
192.168.138.1 from 0.0.0.0 (192.168.10.1)
Origin incomplete, localpref 100, weight 32768, valid, sourced, best
Last update: Wed Aug 9 01:23:45 2008

Router#

I FEBEOHRAGEERVNT—VEEET HEE)

134
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available D OFEIC R DR OB R RR LET

|best ‘available DR CEBIGERINEN TV OIRBEOE 2T R LET

Local HHORBETHS 2 L aRFIRLET, Mo BEP BT 22558 LIS O 56 AS
FEBNFERENET,

from AT ARy TT FUAL ZORBEERAM LIZAA/N—OT FL2E LUBGP
N—5 1D Z#RRLET,

Origin ORIGIN B2 %7 LT,

metric MULTI_EXIT_DISC J@# % #7% L3,

llocalpref LOCAL_PREF J& 1% %77 L £ 7,

weight |Z ORBICKT B BRI A ER LET,

valid IR T D 2 L AR LET,

BRBEDOH A TR LUET, A 7121% “internal” “confed—external”

sourced, local s y o v y o P
external” “aggregated, local” “sourced” “sourced, local”23d& W £,

latomic-aggregate |ATOMIC_AGGREGATE Jai 4 70k L &3,

|best ‘NX My—hEEHRLET,
|Community ‘:l 22T A DEEFR R LET,
A P 2 =7 4 O R LET,
Originator ORTGINATOR_ID &M% #7 L £ T,
Cluster list  |CLUSTER_LIST J&#E% 27 L 7
Last update I E R S B R R LT,




IPvd JL—T 1 > T DIGH

I:?DP%EE

show ip bgp [KBBETL T4 v I R> [ #+y b<RXRY 1]

I INTGA—H
INSA—4H HEAR R EEF HEFEDIE
. BRI VT 4
BRLTVGELE T LT o v 7 AAEE : ‘ - .
5 i - Ei‘mﬁ7o AV AEELET, 1p ) o oLz | ootiageon s
MEDERE BT 5 LN TEET, . I
L E9,
. . . SRS VT 4 7 AfHEIT
, e 3 A AT LI 4T ADFRy b A LA ) -
Ry kR LIEWIRT VT 4 7 ADFy b2 Ve T B Bl HE R L
T EIRELET, iz +
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|osa=7 BT 25T

Ishow ip bgp community-info

BeP DA I 2 =T 4 BMEEAFRLET,

I FEE

Router# show ip bgp community-info
Address Refcnt Community

[8114eb8:766] (2) no-export
[8114e58:768] (1) local-AS

I FIHE DA

H H N B

rddress NS ZSAERIMLTVBMEAEY EOT FLX (16 #5) Ly ya0BBE, [AB]
o TERLET

a2 =T 4 @A TIEEH D VIIZIE LT UPDATE A v —Y0idliaF s L
Refent 4

Community |2 X = =7 4 J@MlhaFrLET,

show ip bgp community-info

I INDA—A

INTA=HFTHY EH A,
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| As szt

Ishow ip bgp paths

WLCND AS SR EF R LET

I FEE

Router#show ip bgp paths
Address Refcnt Path
[d58aec:0] (16)
[cf1954:2] (16) 15555
[cf1874:4] (2) 1

Iéﬁﬁwﬁ%
" B IS
. AS IRAZREAN L CWAWELAEY) EOT LA (16 #E) oy v a0FEBF%2, [ABlO
a0ETeSS o ER LET

Refent |2 D AS RATHFEE L TWARKOMAEETRLE T,
Path  AS/RAZFIRLET,

show ip bgp paths

INE%—Q

INTA=HEFHY FHA,
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|BGP|:°7(:B§3“%>§§7T<

Ishow ip bgp neighbors

BGP B 7B T A AR LET,
FEOBPETDIPT FLAZREL, A7 v araRETHIEICEY, JBE LB ETIZEE L
SBGP BT INL G LRI RE R RTHZ L TEET,

I R~ EE ] (Neighbors D EEHTEER)

Router#show ip bgp neighbors
BGP neighbor is 192.168.10.2, remote AS 1, external link
BGP version 4, remote router ID 192.168.10.2
BGP state = Established, up for 00:19:11
Last read 00:00:10, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old and new)
Address family IPv4 Unicast: advertised and received
Received 79 messages, 0 notifications, 0 in queue
Sent 135 messages, 1 notifications, 0 in queue
Route refresh request: received 0, sent O
Minimum time between advertisement runs is 0 seconds

For address family: IPv4 Unicast

Inbound soft reconfiguration allowed

Community attribute sent to this neighbor
Outbound path policy configured

Route map for outgoing advertisements is *com-add
0 accepted prefixes

Connections established 3; dropped 2
Local host: 192.168.10.1, Local port: 179
Foreign host: 192.168.10.2, Foreign port: 1032
Nexthop: 192.168.10.1
Read thread: on Write thread: off

I & I8 B DA (Neighbors M EEMATEER)

| = | n &

BGP neighbor FARDIP T FLAZEFTRLET,

remote AS FANDAS FHEFRLET

local AS BEDAS HEEERLET,

|internal link ‘U 7 OIKAE (internal or external) Z#FHKRLET,
BGP version BGP D /3— g v xFRLET,

|remote router FANDONL—HF ID #RKRLET,

BGP state BGP Dk AEA 7 L £ T
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IPvA Jb—7 1 > O DIEHR

fup for o s 2 e AR S T b ORBRE (o) |
|Last read ’_@Z\/f/\ﬁ)roﬂiﬁ%ﬂ A vt —UhHATCRME (K5 8) |
hold time vy a CERAERT DR R RoR LE T

|keepa1 ive interval ‘keepal ive # X5 ETHRIBEERRLET,
XHERED neighbor DIFREBHR T H5E1E,. A7 a & L Tneighbor ® IP 7 KL-& %?E'ﬁ:’ LE9,

I FREE | (F55E LTz Neighbor [ZEE# .~ Z{E LR ERIEHR)

192. 168. 10. 2 (ZFAf L 7= 1R B 17 it
Router#show ip bgp neighbors 192.168.10.2 advertised-routes

Network Next Hop Metric LocPrf
Weight Path
*> 172.31.6.33/32 192.168.10.1
32768 100 2
*> 192.168.19.0 192.168.10.1
32768 100 2
*> 192.168.21.0 192.168.10.1

32768 100 ?

Total number of prefixes 3

Router#
192.168. 10. 2 7 6527 L 72 RRBE 1
Router#show ip bgp neighbors 192.168.10.2 received-routes

Network Next Hop Metric LocPrf
Weight Path
*> 192.168.50.0 192.168.10.2 0
017

Total number of prefixes 1

X7 4NV —FRBIERRL, ZELEEREERTILET,
7277 L Z OBSRE R 3 B 1213 neighbor soft-reconfiguration inbound =< FEHRELTE
SHERHD ET,

I K18 B DEHEA (35 E L 7= Neighbor [ZER#r ./ Z{ELI-ZKIELR))

| H B | n &

|1oca1 router 1D ‘bgp DN—HF 1D #FKRrLET,

|Network ’BGP THE LR EZR R LET,

|Next Hop ‘Next_HOP BHEER R LET,

Metric MULTI_EXIT_DISC J&#E% %o L £ 7,
LocPrf ILOCAL_PREF J& 1% %775 L £ 7,

Weight | Z ORBRICK T 2 BT 2 FR LET,
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[Path AS_PATH % 25 L £, |

1/
Vi

HRB R R LE T, |

|Tota1 number of prefixes

show ip bgp neighbors [ <BGP E7® IP 7 KL A> [ advertised-route | received-routes | routes ] ]

I INT A=A
o Rk5A—5 | BRENE  BEHE | ARBOME
BGP 7 d IP 7 K [BGP BT Z48E T H%HAIZ.BGP Y7 D 1P . L ATOBGP ©°F
= P LA
L2 7R AmiE L ET TEVARR o
: . TR
advertised-routes ég;ig;;g;ﬁ%jé%gﬁ?ATE A=Y Ol advertised-routes SR
EEL = - -

. ZIE LI UPDATE A v b —VOIEROHE | saner

received-routes ER received-routes 777i A vt
° — T DOIEH
outos ﬁ@ﬁ%ﬁkbf%@f%kwmmfyrwws
=V DOEROHEFRLUET,
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IPvd JL—T 1 > T DIGH

| BGPR % ¥ VR F—4 R DIELR

Ishow ip bgp scan

BGP A% ¥ VAT —H AhF R LET

I FEE

Router#show ip bgp scan
BGP scan is running

BGP scan interval is 60
Current BGP nexthop cache:
BGP connected route:
192.168.38.0/24
192.168.10.0/30

I FIEEB DA
' B S
BGP scan is BGP DA ¥ v o OYREEA TR L £9,
BGP scan interval A%y T LR (B) 2R R-LET,
Current BGP nexthop cache |F ¥ v = 477 nexthop DY A M & KR L £7,
connected route PlshTnaxry hU—22RRLET,

show ip bgp scan

I INGA—H

INTA=HFHY FHA,
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IBPrE 7o RT

Ishow ip bgp summary

BGP BT IZBAT e A S E L ET,

I FEE

Neighbor v
192.168.10.2 4

Router#show ip bgp summary

BGP router identifier 192.168.10.1, local AS number 100
3 BGP AS-PATH entries

1 BGP community entries

AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
1 140 197 0 0 0 01:20:01 1

Total number of neighbors 1

I%ﬁﬁmﬁ%
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)

BGP router identifier [A%EfE D BGP L— & 1D &3m LET,
i

|loca1 AS number

ARIEED AS B A IR LET,

BGP AS-PATH entries | LC\\% AS SA=Y b U OKAFRRLET,

IBGP community entries % LTW% B6P =X 2 =7 4 0¥ & FR LET,

INeighbor BGP A /S—0D [P 7 FL A% FRLET,

v BGP D= a v EFRLET,

AS BGP A /30> AS F B & 2% L E T,

MsgRevd ZE L7 BP A v b — VO EFRTLET,

MsgSent B3 L7 BOP A v b — Y 0siA#R LET,

Tb1Ver REE L7 BGP 7 — T A OB A~V 5 v H For LET

TnQ FRAEBOZ(Z LT BP A v — Y OfEFoR LET,

loutq RGO BP A v b —VOfiEER LET,

[Up/Down BGP & v = o ST S TH B OREEIF R & 3% L £ T,

State/PExRed BGP & v & a UMENL SIS E TILBGP AT — M & FIR, MENLH%IE BGP A

NIND AR LTSk e 2R L £ T,

Total number of

neighbors

BGP %A NO¥AFTRLET, - BGBP v a VRIELORA NG EHRET,




IPvd JL—T 1 > T DIGH

I:?yP%ﬁ

show ip bgp summary

I/(?)“—G

NTA=HFHY EHA,
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LU yniEs

Ishow ip resolver—-cache

BHEDOF v v a8 (DNS 158 #FHr~LET,

I FEE

Router#show ip resolver-cache

<resolver dns table>

1th direction = [1] (name to addr)
IPv4 Address = [192.168.100.1]
Hostname = [host.domein.co.jp]
Router#
I%IEEGJEEHE
IH H SIS

ALH—IP 7 R LA TIER SN ERAR DN/ IP 7 R L AL TR S e o
MaRLET,

direction |t 0" g Al g B S Ip 7 LA CF, FITELnet=F 3 U — X G, IP 7 K L A5 BAT
EMBTHEETHD EFEA,

v S G IPyA T RL AR IR LET,

Address

Hostname IPv4d 7 RLRIZHHET AARA ML EFRRLET,

show ip resolver—cache

I INDGA—A

INTA=HEFHY FHA,
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| 287180 Y0k

Ishow ip stateful-packet

ABERE L, LAN 225 WAN (BWAN & L < 1& PPPOE) ~D¥E[FITX LT, 727 ¥ A LEMFEDT FL R & %H
LTEX, 20T FLAEBOMENDDOF —HLISME, LAN IRk LRV Z F > T ET, £,
FHELULICHFOT FLAFRER R THZEHTEET,

IE%EEM1

Routerf#show ip stateful-packet

Session summary (equipment total):
Max sessions: 2048
Active sessions: 1

EWAN1
no Source Address Port Dest Address Port Id Seq Prot Age
et et e e o +-—————- +-——=
1 192.168.10.2 1053 192.168.11.1 23 tcp 231
Router#

Ii%@ﬁﬂz

Router#show ip stateful-packet summary

Session summary (equipment total):
Max sessions: 2048
Active sessions: 1

Router#
| a0
IE H " B

%”74W5)/77 TNk EFRLET,

Max sessions ZCERT HENL, IPv4/IPv6 THEATHZEE 7 4 2 U o 7T —T VDO
& D FET

Active T Y NEY T TF =T VOEHAT OB EFERLUET,

sessions 2 CEARTDHEE, IPv4/IPve THEA L CTWAZEE 7 4 X ) v 7T —T LD

L ET
Source Address |FH L7-HETL IP T L RAZFRRLET,
Dest Address |FH L7-%4c 1P 7 RL AZFK R LET,
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Prot PRS- e baridFEasLET,

Age ZOERENTOT —T I HEIRT 5 E TORM () #F£R-LET,

Interface TDIPT RVAZELOMEANGET DA X T2 — AL EFRLET,
FERK

I INSA—A
INTA—4H BERAR R HERFFDIE
lan 1
ewan 1~2
HRT ANE ) T E LTI o TWAHA L pppoe 1~24%!
. T 2= AEFRELET, dialer 1~20% |&TO¥E 7 1L
A VBT 2 — A% L _ P . . . s .
summary Z45E T D Z & T HMAHER DA |ipsecif 1~500% % U > 7 OIEH
ERRLULET, tunnel 1~32
vlanif 1~16
summary
%1 :F80 MPAIL. 1~51270 £,
%2 : F100 D AIEEFHE T,
%3 : F80 MFA L. 1~32,
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IPvd JL—T 1 > T DIGH

| |Pv4 (ZBA9 A #5HEER

Ishow ip traffic

IPv4 IZBE T DR E R L ET,

Iﬁ%@@ﬂ

Router#show ip traffic
IP statistics:

ip:

icmp:

494 total packets received

eNeoNoNololoNoNoNolNolNolNo]

0

bad header checksums

with size smaller than minimum
with data size < data length
with length > max ip packet size
with header length < data size
with data length < header length
with bad options

with incorrect version number
fragments received

fragments dropped (dup or out of space)
malformed fragments dropped
fragments dropped after timeout
packets reassembled ok

470 packets for this host

0
0

packets for unknown/unsupported protocol
packets forwarded (0 packets fast forwarded)

24 packets not forwardable

0
0

redirects sent
packets no matching tunnel found

291 packets sent from this host

0

[oNeoNeNeNe]

0
0

packets sent with fabricated ip header
output packets dropped due to no bufs, etc.
output packets discarded due to no route
output datagrams fragmented

fragments created

datagrams that can't be fragmented

calls to icmp_error

errors not generated because old message was icmp

Output histogram:

echo reply: 3

destination unreachable: 0
source quench: 0

routing redirect: 0
alternate host address: 0
echo: 18

router advertisement: 0
router solicitation: O
time exceeded: 0
parameter problem: 0

time stamp: O
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igmp:

tcp:

time stamp reply: O
information request: O
information request reply: O
address mask request: 0
address mask reply: O
messages with bad code fields
messages < minimum length

messages with bad length

0
0
0 bad checksums
0
I

nput histogram:
echo reply: 18
destination unreachable: 0
source quench: 0
routing redirect: O
alternate host address: 0
echo: 3
router advertisement: 1
router solicitation: 0
time exceeded: O
parameter problem: 0
time stamp: O
time stamp reply: O
information request: O
information request reply: 0
address mask request: 0
address mask reply: O

w

OO O OO NMNOON

message responses generated

messages received

messages received with too few bytes

messages received with bad checksum

membership queries received

membership queries received with invalid field(s)
membership reports received

membership reports received with invalid field(s)
membership reports received for groups to which we belong
membership reports sent

153 packets sent
119 data packets (7228 bytes)

0

data packets (0 bytes) retransmitted

30 ack-only packets (113 delayed)

0
0
0
4

URG only packets
window probe packets
window update packets
control packets

231 packets received
116 acks (for 7233 bytes)

0
0

duplicate acks
acks for unsent data

122 packets (1726 bytes) received in-sequence

0

O O O oo

completely duplicate packets (0 bytes)

old duplicate packets

packets with some dup. data (0 bytes duped)
out-of-order packets (0 bytes)

packets (0 bytes) of data after window
window probes




IPvA Jb—7 1 > O DIEHR

window update packets
packets received after close
discarded for bad checksums
discarded for bad header offset fields
0 discarded because packet too short
connection requests
connection accepts
connections established (including accepts)
connections closed (including 0 drops)
embryonic connections dropped
118 segments updated rtt (of 114 attempts)
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts (resulting in 0 dropped connections)
0 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
85 correct ACK header predictions
104 correct data packet header predictions
10 PCB hash misses
0 dropped due to no socket
0 connections drained due to memory shortage
0 bad connection attempts
5 SYN cache entries added
5 completed
aborted (no space to build PCB)
timed out
dropped due to overflow
dropped due to bucket overflow
dropped due to RST
0 dropped due to ICMP unreachable
0 SYN,ACKs retransmitted
duplicate SYNs received for entries already in the cache
0 SYNs dropped (no route or no space)

o O O o

O O W U

O O O o o

(@}

udp:
215 datagrams received
with incomplete header
with bad data length field
with bad checksum
dropped due to no socket
broadcast/multicast datagrams dropped due to no socket
0 dropped due to full socket buffers
215 delivered
1 PCB hash misses
117 datagrams output

OO O oo

arp:

8 packets sent
1 reply packets
7 request packets

59 packets received
4 reply packets
55 valid request packets
55 broadcast/multicast packets
0 packets with unknown protocol type
0 packets with bad (short) length
0 packets with null target IP address
0 packets with null source IP address
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duplicates for a

O O O O o

could not be mapped to an interface
packets sourced from a local hardware address
packets with a broadcast source hardware address

packets received on wrong interface

local IP address

0 entries overwritten
4 packets deferred pending ARP resolution

4 sent
0 dropped

Router#

I%ﬁamﬁm

IEH = BA

ip |O total packets received ‘IPV4 DIRZAZT T v NMIEFR I LET,

bad header checksums

IPvA~y X Fxy 7 P MEREDZENT v MiekR
~LET,

with size smaller than minimum

HIEE Q0 A7 7 v ) &z L Tngvwiry hED
ZENTy MIEFRRLET,

with data size < data length

Ry MRS P~y XROT —2 RELLTOZAZ 7
v MEHEFRIRLET,

with length > max ip packet size

V7B 7 VBLZ LK IP Xy y VREZB 2%
F0ry NEFR R LET,

with header length < data size

[P~y XD~y HEEN 1P~y ZOEIEE LV EN
ZAG Ry "R EFRRLET,

with data length < header length

P~ ZHD IP /X7 N EAED TP~y X BAE LD B
ZENT y MIEFRR LET,

with bad options

[P~y HICRERD P ATV a v BEAREZE T
MR RrLET,

with incorrect version number

P~y ZDN—= 3 )N 4 TRWEZAE/NT > FE(ESP
EFRHIIEERY) 2R LET,

0

fragments received

T T A NENT Ny vOZEH (VT ' TR
D) =FERFLET,

0 fragments dropped (dup or out of
space)

HECAETIARICEIVBEESNZT T T AL MAF
Ty MEEFIRLET,

0 malformed fragments dropped

7y bbb LIIRESVEE THEEINLZT T I A
YTy MEEFRRLET,

0 fragments dropped after timeout

VT TNMELDIA LT T MR VEESNZT
FITA Iy MR EFITRLET,

0 packets reassembled ok

V7B TN L=y b (D 7' TR0
¥) 2FRLET,

0 packets for this host

B RFZIE ATy MEEFRLET,
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0 packets for unknown/unsupported
protocol

KW HR— D Layerd 7' ka2 L0 FEIE L 7=%EF N
gy NEEFRRLET,

0 packets forwarded (0 packets fast
forwarded)

T U — R L=y SR T + U — R
R LTy Mg aFRR L ET,

0 packets not forwardable

7T — RTE M-Iy MEEFRLET,

0 redirects sent

T U —RKLIEBNIEA VT Mv—TFT 4 T otz
Ny N EFRLET,

0 packets no matching tunnel found

b > RIANBGED IR WBEIT/58 5T R LV RADMBAED
Oy NeRRLET, ZRRLET,

0 packets sent from this host

HRERO 1P ™7y M GEERIE ST v Mz & Te)
AFRRLET,

0 packets sent with fabricated ip
header

IP~y ZBAER LA REE Ty MR Y 7y
FEE) ZFKRLET,

0 output packets dropped due to no
bufs,

etc.

Ny 77 RREFIZLVEFBICKR LAy M aER
RLET,

0 output packets discarded due to no
route

R R OMB RN DIREITRKBR LT " E
FoRLET,

0 output datagrams fragmented

TITT A MR LTy NE(7 7 A > MRITD
¥) #FRRLET,

0 fragments created

(757 A MRy M EFORLET,

0 datagrams that can’ t be fragmented

Don’ t fragment 7 7 7 Dizd, 77T A N T&E o
Ty M EFRALET,

icmp

0 calls to icmp_error

IP Xy FOZETZ T —%ZA L ICMP /X7 v KDk
a1tk o & L a R LE4,

0 errors not generated because old

message was icmp

TR LIRS F T RS ICMP D7z, TCMP
DERREATOR -T2 For LET,

|Output histogram:

TONP BEAE D & A TRIH 7 v 2 aFom LET,

| echo reply: 0

[ICWP echo reply PfF/$7 v Mz #RLET,

o ] ICMP destination unreachable IX{5/3/% v M #& FoR
destination unreachable: 0
LET,
source auench: 0 ICMP source quench FEE/ 4w (7 U — REFIZN
e v 7 P RBICE D EE) #ERLET,
| routing redirect: 0 ’ICMP routing redirect WE(E/ N7 v hEFRLE T,
altornate host address: 0 ICMP alternate host address WE{E/ 37 v FEAFERL
*7,
| echo: 0 ‘ICMP echo request EE/NTF v MIAFRRLET,

router advertisement: 0

ICMP router advertisement X537~ MEAF/RL
7,

router solicitation: 0

ICMP route solicitation EE/ 7w MEAFRRLE
j‘o

time exceeded: 0

‘ICMP time exceeded EENNT v M AFRRLF T,
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| parameter problem: 0

‘ICMP parameter problem E(E/ N7 v MEAERLE T,

| time stamp: 0

IOMP time stamp RE1F/%7 v ME&EFRLET,

| time stamp reply: 0

ICWP time stamp reply %fF <47 v MIZEFRRLET,

information request: 0

ICMP information request EF(E/ N7 v N AEFRLE
7,

information request reply: 0

ICMP information request reply E[E/ 34 v MNgAEFHE
~LET,

address mask request: 0

ICMP address mask request E{E/37 v~ b AEFRLE
7

| address mask reply: 0

‘ICMP address mask reply H{E/ N7 v I AFRRL £,

|O messages with bad code fields

|2 — FIEARIER IO %537 v Mk R LET,

0 messages < minimum length

Ao—UENARIE (BTED) ICMP ZE R v Max
ForLET,

0 bad checksums

F =y 7Y DMEISRIEZ IOP Z{5/37 v MEAaEFIRL
£

0 messages with bad length

ICMP 77— H1D TP~ 2 R RIEZR ICMP 3245737 > K
BaFRLET,

|Input histogram:

IOMP ZAED XA THIH 7 v 4 %Rk LET,

| echo reply: 0

’echo reply {7 v MgEFRLET,

destination unreachable: 0

ZlRS 7y MEERR LE

destination unreachable =

‘j—o

source quench: 0

[source quench ZfF <7 v Mik®RFLET,

routing redirect: 0

‘routing redirect /N7 v MIEFR L ET,

alternate host address: 0

‘alternate host address ZA{5/37 v MgEFRLET,

echo: 0

lecho SZfF/7 v MEEFRLET,

router advertisement: 0O

‘router advertisement (/X7 v MIZRRLET,

router solicitation: 0

25Ty MERRLET,

‘route solicitation

time exceeded: 0

‘time exceeded ZE/NT7 v MEIAFR L ET,

\parameter problem Z{F/37r v Mg AEERLE T,

time stamp: 0

’time stamp Z{E/N7 v MEAEFRRLET,

time stamp reply: 0

‘time stamp reply Z{E/\7» NIEFR R LET,

information request: 0

‘information request Z(E/N7 v A FRL £,

information request reply: 0

information request reply Z{E/ N7 v MIaERLE
j‘o

address mask request: 0

‘address mask request Z{E/ Ny NEAFERLET,

|
|
|
|
|
|
|
| parameter problem: 0
|
I
|
|

address mask reply: 0

laddress mask reply Z{F/%7 v MEARRLET,

0 message responses generated

BIRANTy MR U TORE R AR LT Ty Mie &k
~LET,

|igmp|0 messages received

TGP Z15 /34 v MRE SRR LET,
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0 messages received with too few |/X/ vy MENARIE (T ED) IGMP Z(E/37 v MaaF
bytes ALET,
0 messages received with bad F v 7Y IMENRIEZ IGMP 2537 v Mg AFRRL
checksum S
. . IGMP membership query DZAZ/7y MIARRLE
0 membership query received +
0 membership queries received with |/XT A —% )N ARIE/2 72 DBEFHE L 7= IGMP membership
invalid field(s) query ZfE /37w NMItazRRLET,
. . IGMP membership reports DOZ{E/N7r > A FRRLE
0 membership reports received +
0 membership reports received with /3T A —X )NARIE/2 72D FEHE L7~ IGMP membership
invalid field(s) reports ZAG/ N M EAFRLET,
0 membership reports received for |7 /L —71ZJ@ L TV 5 IGMP membership reports Z{g/=
groups to which we belong Ty MREFRRLET,
. IGMP membership reports DIE[E/ N7 v AR R L £
0 membership reports sent +
tep |0 packets sent ’TCP EEANT Y MIERRLET,
— Ty ST —— e
0 data packets (0 bytes) ;ﬁ;fi;cgj:{n/\ﬁ/ MEBIOWT—% 477 v MK
0 data packets (0 bytes) BEERTry MEB L OFOT =247 7 v NAEE
retransmitted r~LFET,
0 ack-only packets (0 delayed) ACK 77 7 D70 TCPIE(F /37 v MBS L U205 Bk
P ! HE ACK %% #1 LET,
0 URG only packets URG 7 5 7 DA D TCP (584 v Mz 2oR LET,
|O window probe packets ’TCP DT —TZ Gy N EFERLET,
0 window undate packets EET 4 RYOEHERK Lo TeZ(5/8 v Mg &x
phare p FRLET,
|O control packets ‘:l Y he—EZEN Ty M EFRRLET,
|O packets received ‘TCP WZIE Ny NMEF R LET,
ZAG ACK X7 v MEEB XL OACK LieA 2 7 v MlE FoR
0 acks (for 0 bytes)
L/ihg_o
0 dunlicate aoke ACK IZ L 0 ZEHER SN TWATFT —ZIZH LTOEE L
. =15 ACK S o N FOR LET,
0 acks for unsent data AR LTI = o AR AT DR ACK /7
MiaEFRRTLUET,
0 packets (0 bytes) received ERICZE LT =2y M B LT =477
in—sequence v MRERRLET,
0 completely duplicate packets (0 |[EEEL CZELIZT — 2y MLt BLOT—% 4
bytes) 7Ty MEEFRRLET,
. = U ABRENEB LIEZE Ty FOBAEFRRL
0 old duplicate packets .
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0 packets with some dup. data (0
bytes duped)

RFC1323 PAWS DN L W BEFE S iz~ v MaE SRR
L/ibg_o

0 out—of—-order packets (0 bytes)

TCP U 7o 7 NIz WY 7 7 Vit
BTy MR O EDT =247 T v MiaFRRs L%
j‘o

0 packets (0 bytes) of data after
window

ZET A RO EMZ Ty VR ONFEDFT T T
MgaFRLET,

0 window probes

ZEV A4 RO T u—=T0 Ry NOZEREFRLE
¥

0 window update packets

ZET 4 RUDOEFOER L /o723 v NOZA(E
BaForLET,

0 packets received after close

CLOSE & 7poi=t v a it LTRE LIZZENT v
MaaFRRLET,

0 discarded for bad checksums

F 2y 7P LRBEEIZLVEEL ATy MEFR
LEY,

0 discarded for bad header offset
fields

TCP ~y XHDOF 7y MENRNEDTDFEFE L=/
v MgEzFRRLET,

0 discarded because packet too short

Fe B BERRE L TWA ORI Ly NaF
R~RLUET,

|O connection requests

B RAE TCP DHEREELR 217 - 12 3k & For LE T,

|O connection accepts

TCP DBEGEELR 45 1 S - S A #oR L £ 7

0 connections established
(including accepts)

TCP B NHENE. LT B A HoRr L £,

0 connections closed (including 0
drops)

TCP O A 84 T LT KO RHIK T L a2 FR L
iﬁ‘o

0 embryonic connections dropped

TCP ORIk L CHim| Il S - a #oR L%
\j—o

0 segments updated rtt (of 0
attempts)

FE S A ~ O kR 2 ZH L7 Hds JOHE~ &
RUIEEEFRRLET,

|O retransmit timeouts

kS A~ B LS E E R LET

0 connections dropped by rexmit
timeout

FIENRZA LT U NERD Granizty v a Bz
FRLET,

0 persist timeouts (resulting in 0
dropped connections)

TCP persist Z A4 ~NEE L7z B L O A LT T 1
WXV L7 e Fon LET,

|O keepalive timeouts

ITCP keepalive & A < #S{EH) L /= ¥z %5k L7,

|O keepalive probes sent

ITCP keepalive /%47 v hORHEAFR L ET,

0 connections dropped by keepalive

TCP keepalive |(Z XV ilifilGlfrs /ity v a v #ER
~LET,

0 correct ACK header predictions

LD T D~ X OFEHIENTRITIC ACK LB Z 35 Z 72 5
THEFRRLET,

0 correct data packet header
predictions

LD Tz D~ X OFEHIENTRTNCZF B Z 38 2 72
ST EAERRLET,
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. WG T — 7 VSRR O /N ¥ 2|2 K 5 SRR I
0 PCB hash misses

KR L7 a R LET,
0 dropoed dus to no socket YR — ROV TN R WO ERELZE Y b
o $aFRLET,
0 connections drained due to memory | A FE Y R LY TCPDY 7o 7% o —HI 21T
shortage ST AR R LET,
0 bad connection attempts ARIER R (SYN N B) 255 LIzl OBEEE LT
BaERRLET,
0 SYN cache entries added ‘SYN’ﬁ?ﬁ?3/i/:Lf\ﬂ§ﬂDL,fiiﬁéfiéﬁzl,ﬁiifo
0 comnletod SINF ¥ vvaDFyy vafRESR LYy vl
. FI LT a7 LE T
v asBficiks UAEIZ P23 A I
0 aborted (no space to build PCB) ;;é;%é;;&%%ngzbéff% AR LY Bt
0 timed out SYN v v v 2 fBICRB W TH A LT 7 ML AT 572
g a R L ET,
SINF ¥ v aDFyvyax ) BENT-EEER
0 dropped due to overflow LET
0 dropped due to bucket overflow SJI;::\? Y aDR Yy a8y NIV E FOR

RST 77 7 ZBIZ LD SINF v v aDFy viaTy
FUDNBHIBR L= EE R LET,

ICMP unreach /847 v FZfEIZ LD SINF v v 2D F ¢
vvaTy FUNOHIBR LS EF R L ET,

SYN %% v > 2 BEREIC LV SYN, ACK X7 v FOFEEA

0 dropped due to RST

0 dropped due to ICMP unreachable

0 SYN, ACKs retransmitted

1TolcfiazRRLET,
0 duplicate SYNs received for SYNZZE LTNREIC SN v v v =2 DF v v =2 D
entries already in the cache Hol-FEFRLET,

AEVURNBEEIZLY SINF v v 2 LD IRETE )

0 SYNs dropped (no route or no space) D7 SN S AT L E

udp 0 datagrams received UDP ZAZ 37w ME (27 —IZ X B BE T M E S
) #RRLET,

UDP ~ > X ENRIEDTZ DRI LTZE T v MixEFR

w~LET,

UDP ~ v ZNOT — X ENRIED - DOBEIE LT-%(5 /37

v MgEaFRRILET,

UDP ~ ¥ DF = v 7 MEBRIED 7= O FEHE L T- %15

Ny MR EFRRLET,

MR — RNV TWRR W=D L= 5N » b

BaFRrLET,

YR — RSBV TV R WO L2 7 r— R v

AR T XY A IRT Y NOZE Ty N EFROR

LET,

0 with incomplete header

0 with bad data length field

0 with bad checksum

0 dropped due to no socket

0 broadcast/multicast datagrams
dropped due to no socket
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0 dropped due to full socket buffers

Y7y FORIGN Y T 7 BREN T2 O BERE LT A58
7y MEEFRRLET,

0 delivered ‘%%z:ﬁj‘zyj Ly MR ERLET,
HERT —7 VSR v all XD EERIRIC
0 PCB hash misses NIEESR T — 7 LB IREEO N v 3 22 & 5 SR 2|

KL I e Fom LET,

datagrams output

EEEROH T B GREREFEb I Y ) #FRL
i‘a—o

arp packets sent

ARP DRIEIE /3 v MEFOR LET,

reply packets

ARP reply %{E/8% v MEERRELET,

request packets

ARP request fF/S7 v MEE IR LET,

packets received

IARP D AZ /8 v MIEFR L ET,

reply packets

ARP reply Zf3/5% v MkEFFLET,

valid request packets

ARP request Z1F/4 v MkEFRLET,

broadcast/multicast packets

Jor@R7r—Rxy 2 b LI F Xy X b
D ARP ZAZ 7y NMaRRLET,

0 packets with unknown protocol type

ARP ~v XD T 1 ka7 4 —)L RINKRIERZE A7
v MREFRRLET,

0 packets with bad (short) length

ARP ~ v ¥ BN FIERE /S v Mk FRRLET,

0 packets with null target IP
address

ARP~y ZINDZ—4 > RN IPT RLA230.0.0.0 & 725
TWIEZERTy M EFRRLET,

0 packets with null source IP
address

ARP~v ZINDEETIP T KL A7230.0.0.0 & 722> T
722Gy MR FOR L E T,

0 could not be mapped to an interface

EZELTARP X7y v A v ¥ 72— AIPT KLA
~NDO= B TITRR U Ror L ET,

0 packets sourced from a local
hardware address

ARP > XNDE[ETE/NN— R =77 RLAREHRD/N
— R =T 7o TWEZERTr Y MEFRLET,

0 packets with a broadcast source
hardware address

ARP ~v XNDEET/NN— Ry =TT RLANTa— K
Fxr A Lo TWEZE Ty MraFRRLET,

0 duplicates for a local IP address

HROIPT RLRALE—DZE 7y Mg (IPT7 R
ANEHE L TCODHREERNH D) 2FRLET,

0 packets received on wrong
interface

ARP 7 — T WG DDA X T = — ALK B A
BT x—A05 ARP %5 L, B me FEX Lok
PR LET,

0 entries overwritten

BEIZARP 7 — 7 VS B DO B HIEHRE FEX LI HEFHE
R~LUET,

0 packets deferred pending ARP

ARP ZERZH L. ARP ISBRLD - OICEEFRFLE L

resolution 7oy MERRLET,

0 sent IARP ARPAT RS L=k fE5 8 v ME R LE T,

04 ARP RPN RIR U CHEE L7245 N v MR TR L E
ropped

\a—o
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IPvd JL—T 1 > T DIGH

I:?yP%ﬁ

show ip traffic

INEX—@

NTA=HFHY EHA,
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Iww7547>h®ﬁ¢ﬁﬁ

Ishow dhcp lease

EWAN A > % 7 = — AT INDDHCP 7 54 7 2 NEMEDOEH A2 F R LT,
DHCP 7 A 7 > MEHEZ M L2 WERED YA 1X,. “wan type is not dhep. " & FRS I ET,

I FEE

status

IP address

subnetmask

DHCP server

Routerf#show dhcp lease ewan 1

lease expires e

: BOUND

: 192.168.10.1

: 255.255.255.252
192.168.10.2

client ID
host name
primary DNS : 0.0.0.0
secondary DNS : 0.0.0.0
default gateway 192.168.10.2
I £IHE D
. ®m B SIS
INTT: | TIME) KRR SR LT
SELECTING | [4—/ SR | 4R,
REQUESTING | [V v/ — 2 %I 0 4 TR IRHE,
status
BOUND | TU—=y dkEE,
RENEWING |T1 % A <l T#%0 [HEH) 4RHE,
REBINDING |T2 & A ~ 1l T#.> [FIHI0 4T ) 4RHE,
IP address  [DHCP $-— <2 5#10 M THHLE IP T RLAZFoRLET,
subnetmask  [DHCP $—/ S/ b8 4 THNES TRy b~ 22 2FRLET,

158

|DHCP server

DHCP H— D IP 7 L A& FR LT,

|1ease expires

DHCP MR (H Wi5y:8) &R LET, EHIROHEIE —,

client 1D

‘Client—identifier Option @ ID(ip dhep 2~ R TOREM) ZF <L E,

|host name

DHCP 2 A 7> h DA Z 14 (ip dhep 2+ > RCOREM) &#F7LET,

|primary DNS

DHCP H— /B3 L1 7T A < U DNS F— D IP 7 FL A& FRLET,

|secondary DNS

DHCP #— > B L=t # Y DNS H— D IP 7 RLAZFRLET,

MﬁwhgﬁwwaPﬁﬁﬂﬂ5ﬁ%ka7jWFﬁﬁF714¢UP7FVX%%%Liﬁo




IPvd JL—T 1 > T DIGH

I:'?‘/P%Eﬁ

show dhcp—lease <EWNAN 4 >3 7 = —X %>

I INGA—H

INSA—4H BRERNE REEIE | HIREFDE
EWAN A > %2 7 = — A TR ISBTZWENIN A v % 72— AL ZEELET, |ewan 1~2 [BIEART]
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| B8k T — 5 A2 0#%EHES

Ishow ip polling

RS ss e i o 2B S LT [PV RS e ORGSR A R R L E 7,

I FEEH

Router# show ip polling
ip polling interval (5sec)

Address send succeed fail
* 192.168.1.252 709 708 1
* 192.168.1.251 709 708 1
* 192.168.0.254 709 708 1

192.168.1.240 709 0 709

192.168.1.241 709 0 709

192.168.1.242 709 0 709

192.168.1.243 709 0 709

192.168.1.244 709 0 709
Router#

| zmaous

H H N &
* ARDGEVRERSNET,
ip polling interval |ip polling—interval @i~ RCHREINT-EEMREEZFEL ET,
Address BEtiE IP 7 RLAZERLET,
send Bt 7y PREEEEERLET,
succeed Bt Sy MREEMRERER L ET,
fail Bt Ty FRENERMEGEER AR L ET,

I:?DP%EE

show ip polling

I/€5}—~9

INTA=HFHY FHA,
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IPvd JL—T 1 > T DIGH

| /L —J7 FLRiEs

Ishow ip igmp group [ F100/F1000 <> K ]

igmp group membership report #5fE L., B INTWNWA I IL—TT RL AL RLET,

I FEEH

Router# show ip igmp group
IPv4 IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
224.1.1.5 lan 1 00:00:02 00:04:20 192.168.144.110
Router#
I%Eﬁwﬁ%
H B "N B

Group Address |/ /W—77 RL A&ZFKRLET,
Interface ZEA T 2= AL RN L ET,

Uptime EEER 2 £oR L E T,
Expires FOWIRE R R LET,

Last Reporter [Reporter @ IP 7 RL A &2 KR L £,

I:V‘/F%Et

show ip igmp group [ <A VB Tx—RE> | <HTIL—TF7KLR> ]

I/f%)“—g
INTA—4A BHANEN B il HBRREFDIE
lan 1
ewan 1~2

AUHB T 2—ARG | TR GELETHA L E T = AL ER/ELET, |. . %
ipsecif 1~500
vlanif 1~16

IP7 KL A RIRRGETHIN—TT RUAEZBELET, [IPvd 7 RLUABA EHIEAR A

¥ : F100 DAL, 1~100122 0 £,

HWEATAT
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| 7—Fz> by

Ishow ip igmp group statistics [ F100/F1000 <> K ]

BEEEINTWA I IL—TF o FNUIERERRTLET,

I FEEH

Router# show ip igmp group statistics
Current Statistics
Group Entry Information
valid (*,G) entry count: 0
valid (S,G) entry count: O
valid Outgoing interface count: 0O

Router#
I%IEEUJEEEFJ
IE H AN =B
valid (%,G) entry count BELSINTWD GG MU EERRLET,
valid (S,G) entry count BEESHLTWA S, )= M EEFRRALET,

valid Outgoing interface count |OQutgoing interface O A KL £9,

I:V‘/F%Et

show ip igmp group statistics [4 28T T—R4%]

I/ﬁx—a
IS A—4 RENE REHE LB DIE
lan 1 A .
\ ETARE DA BT e 2 BT LE Jowan 1~2 reod e
BTz — R, , . g | T AERIRE
= ipsecif 1~500~% Ld

vlanif 1~16
¥ : F100 OFATX. 1~100 12720 £,
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IPvd JL—T 1 > T DIGH

| 125 7z—20aHPiEE

Ishow ip igmp interface [ F100/F1000 o< > K ]

A BT 2 —AD IGMP B F A2 TR LE T,

Iﬁﬁ@ﬁﬂ1§§ﬁwmwﬁ%®%3

Router# show ip igmp interface lan 1

Internet address is 192.2.0.11, subnet mask is 255.255.255.0
IGMP querier is this interface

Next IGMP query message in 5 seconds
Current IGMP version 2
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 0.10 seconds
Last membership query interval 3.0 seconds
IGMP group membership timeout is 1000 seconds
IGMP fast leave is disabled on interface
IPv4 Multicast routing is enabled on interface
Multicast TTL threshold is 1
IPv4 Multicast DR is 0.0.0.0
IPv4 Multicast groups Jjoined:
No multicast groups joined

Router#

Ii%@ﬁﬂz

EE
<

B non—querier IREEDIH S

Router# show ip igmp interface lan 1

Internet address is 192.2.0.11, subnet mask is 255.255.255.0
IGMP querier is 100.0.0.12 expire 151 seconds
Current IGMP version 2

IGMP query interval is 125 seconds

IGMP guerier timeout is 255 seconds

IGMP max query response time is 0.10 seconds
Last membership query interval 3.0 seconds
IGMP group membership timeout is 1000 seconds
IGMP fast leave is disabled on interface

IPv4 Multicast routing is enabled on interface
Multicast TTL threshold is 1

IPv4 Multicast DR is 0.0.0.0

IPv4 Multicast groups Jjoined:

No multicast groups joined

Router#
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I%ﬁﬁ@ﬁ%

I:?DF

| E B

oo

| n o

|1an 1 is up

up EFTREINDA L H T = —AFBEL TND L AR LET,

|Internet address

2B T2 ADT FLAEH Ty bv RS 2 Fm LET,

IGMP querier is this interface
Next IGMP query message in 5
seconds

igmp query DL FE TOREZFIRL £,

IGMP querier is 100. 0. 0. 12 expire
151 seconds

querier D7 KU A & ZDRFHFHZFR T LET,

Current IGMP version 2

A LB T2 —ATEWEL TV IGMP O version 7R LET,

IGMP query interval is 125
seconds

AVET 2 —ATREIND igmp query DEEMBEEZERRLET,

IGMP querier timeout is 255
seconds

ZDAH T = —AD LAN _EIZRIOD querier MFET AEADZ A
LT 7 M AFOR L ET,

IGMP max query response time is
0. 10 seconds

igmp v2 TO max query response time ZFm L ET,

Last listener query interval 3.0
seconds

group—specific query %52 L T B HE group—specific query %
EETHECORRIZERRLET,

IGMP group membership timeout is
1000 seconds

igmp group membership report ZZ(5 L CHHH A LT U NTHE
TORHZFR R LET,

IGMP fast leave is disabled on
interface

fast leave DR EHFHR TR LET,

IPv4 Multicast routing is enabled
on interface

VT FR Y A R—T 4 VTR, ZOLAN ETHAICR-o TS D
LEFORLET,

Multicast TTL threshold is 1

-
(-

VNTF XX A STy N EFET D TTL Of/IMEAS, He/IME+ |
STWNWDHZ EEFRLET,

73

TPv4 Multicast DR is 0.0.0.0

‘?W%%%XF7w~7®W¢HP7FVX%%%LiTO

|IPV4 Multicast groups joined:

IF 7% join LTV wAFF ¥ R I A—TT FLAZERLET,

=

o+
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IPvd JL—T 1 > T DIGH

I/ﬁ)‘-’;‘l
INTA—4A BREARE R E S HBIRFDE
lan 1 A
L i ETCDOA BT
TN N — A P ~
S BT Ak TR BRETHA X T = LEFRE L éwan 1 2 Ry
F9°, ipsecif 1~500 L+
vlanif 1~16 ¢
¥ @ F100 OFEIE, 1~100 12720 £9,
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| IGMP/ 4y  DEEHIESR

Ishow ip igmp statistics [ F100/F1000 a <> F ]

IGMP /<% N DFEEHE R ZFR LE T,

I KB E

Router# show ip igmp statistics
IGMP statistics:
Valid IGMP packet received :
Invalid IGMP packet received : 0

General Query received 16449
Group-Specific Query received 36
Report received 722
Leave received 95
General Query sent 18127
Group-Specific Query sent 120
Report sent 99
Leave sent 29
Router#
I FIEE DA

7 H

Valid IGMP packet received :
Invalid IGMP packet received:

General Query received: =ZA{g L7~ IGMP
Group-Specific Query received: |521g L7z IGMP
Report received: {5 L7= IGMP
Leave received =5 L7- IGMP
General Query sent &5 L7z IGMP
Group—Specific Query sent &5 L7= IGMP
Report sent &5 L7z IGMP
Leave sent {5 L7= IGMP

o

8 S

Z 5 L72 IGMP /37w Mafia FKon L £,
ZAE LB IGMP R~y N AFRLET,

Query /N7y MIARRLUETS,

Group—Specific Query /N7 v FEAEERLET,
Report /N7 v MaEaFor LET,

Leave /N7 NMafiaFRnmLET,

Query /N7y MEIARRLETS,

Group—Specific Query /X7 v A FERRLET,
Report /N7 v Mz FRLET,

Leave /N7 "N aEFRLET,

show ip igmp statistics

I INTA—A

INTA=HFTHY FHEA
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IPvd JL—T 1 > T DIGH

| 8.6 xvryozgEs

lshow ip mroute [ F100/F1000 32 K ]

Layer3 @ (x,6), KU(S,6) = b U OFERRNEZFRLET,

I FEEH

Router# show ip mroute

, 224.1.1.5), upstream is ewan 1, expires 00:02:48

(10.200.200.6, 224.1.1.5)
ewan 1 -> lan 1

Router#

I FIHE DA

IE H TS
(%, 224.1.1.5). upstream is IGMP Proxy =2 kU & LT, E¥t ewanXX {Z%F L. IGMP @
cw;nXX 'o% iro; HEiMM'mm ‘ Proxying ZJMid 5= bV &2 FR L £ T
o o B A LT 7 NI HEM:mm %75 LE 9,
Sg'joojggiﬁ’ o éﬁif))\ 10. 200. 200. 6 7250 224. 1. 1. 5 5D~ AFF v & FF— 4 I,
b ' EWANHL 7> 5 LAN#L (Z kS5 = L 28k L £,

i f-type><LP>}

I:?‘/F%Eﬁ

show ip mroute [ GEEFT IP7FLARY [ <HIL—TIPF7 KLZA>]]
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INii—Q

168

REAR

HEEFDIE

GEETLIPT KL &>
[(<IN—TFIPT RL
Z>]

FoRLET,

V—AT RLAZEEL T b OB

Fio, AT VarEBNTAHIEICIVEELE
TN—TT RVAZRRTHIELTEET,

7 —>7 1P
T R A

TN—TT KL AT LERL
ESc

EEITIPT
KL=z
7 —>7 1P
7 KL A

VAT KL A« T —TT KL
AEFRE LT, Bk a2 For L
ESC

IPv4 7 K
LA

BIRIRIL A 2
THERLET,




IPsec |29 & 1E#F

| IPseci=Bad 18R

| IKE-SA (Phasel SA) M15%R

Ishow crypto isakmp sa

Phasel SA DIEHRAEZFRRLET,

I R E E
Router#show crypto isakmp sa
ISAKMP SA
current sa : 1
[ 1] XXX.XXX.XXX.XXX Peer-1ID

<-=> YYY.YYY.YYY.yyy My-ID
<I> Main Mode UP pre-shared key DES MD5

Lifetime : 1000secs
Current : 726secs,lkbytes
mcfg config-mode: [respond | initiate]

mcfg-addr: 172.16.0.100

mcfg apl-version: FITELnet-F100 V01.17 101304
IKE Keepalive: off

ICMP Keepalive: off

release on addr-change: on

I ZIEE DA
IHE B N B
current sa FORAREZR SA AR R L E T,
XXX, XXX, XXX, XXX
Peer—1D ISAKMP DR TV E=— a3 V&7 IP 7T RLABI, K4 D 1D 2%
<> yyy. yyy. yyy.yyy R LET,
My—1D
> Tnitiator |25 %5 SA />, Responder (2 X 5 SA 75‘%?6%/}‘ LET,
Initiator ®FAIEI>, Responder DIFEIIR> L FR SN E T,
Main Mode Phasel OASHLE— REFoRr L E1,
UP SA DIRFEZFR L ET,
pre—shared key DES MD5 |7R U o —DOWRNEZ R L £7,
Lifetime ZDOSADTATHEA MaEFRRLET,
Current SA DIMESE LT D OFFRE « #F5 N1 NMuEF R LET,

respond : GW EEEND Set ZZ(ETHE— K

f fig—mod . . g .
fnete contigmmode initiate : HI¥EE ) Request ZX[ETHE— R
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mcfg—addr

HFEMNBLNT OT RLAZE D B THENLEEE (Mode—config) A LT
WAMNE I MW ERRILET,

mcfg apl-version

mefg config-mode 73 initiate OEE, GW 235 D reply 12 & 0 BfS L7- GW %
B ® Application-Version Dz FH R L E£7,

IKE Keepalive

off : IKE Keepalive Z1T\VFEH A,
dpd : dpd IZ X A IKE Keepalive #47UNE 9,
dpd-prop : dpd-prop (iR E) 12X 5 IKE Keepalive Z4TWVE T,

ICMP Keepalive

of f : ICMP Keepalive Z4T UV EH A,
on : ICMP Keepalive Z4T\NFE9,

release on
addr—change

of f : IKE/ Xy hD Y —AT R U ABALOMERZITVER A
on: IKE X7y DY —AT KL AEAOWREITWET,

show crypto isakmp sa [R!) —FE]

I INTA—AR
K5 A—5 BENE BB OIE \
HY L HFraRET HZ LT, isakmp policy HH & —ET 25 | TD ISAKIP SA 5% |
7 ISAKMP SA & £R LE T, FRLUET,
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IPsec |29 & 1E#F

I IPsec—SA (Phase?2 SA) DiF#R

Ishow crypto ipsec sa

Phase2 SA DIFH A KR LET,

I o E E
Router#show crypto ipsec sa
IPSEC SA
current insa : 1
current outsa : 1
[ 1] XXX.XXX.XXX.XXX,XXX.XXX.XXX.XxxX ALL ALL
<==> YYY.YYY-YYY-YYY,YYY-YYY.YYY.YYYy ALL ALL
peer: XXX.XXX.XXX.XXX host.xxxxx.co.jp
<I> UP ESP DES HMAC-MD5 PFS:off
Lifetime: 600secs
O-SPI: 0x4332f605 Current: 3secs, lkbytes
out packet 5 error packet 0
I-SPI: 0x2ab282fe Current: 3secs, lkbytes
in packet 4 auth packet 4
decrypt packet 4 discard packet : 0
replay packet 0 auth error packet 0
Router#
I &£IEE DA
| H B | n A
|wnmtmm gﬁﬂAﬁ%%%Li?o
|current outsa ‘%E SA B EFRLET,
(1] Sl ABBEFTRLET,
XXX. XXX. XXX. XXX, XXX. XXX. XXX. XXX
<> L7 2 OERERTLET,
YYY.VYY. VYY. YVY, YYY. VYY. YYY. VYY
peer VPN ETDIPT RLARFERLET,

|host.xxxxx.co.jp

‘Peer—ID EFRRLET,

Tnitiator 12X % SA 7>, Responder 215 SA AR R LET,

<> Tnitiator MIEAIII>. Responder DB AIFIR> L FrINE
‘j—o
up SA DiIRfEZ R LE T

|ESP,DES,HMAC—MD5 PFS:off

RN v—ONEEFRLET,

|Lifetime

ZDOSADTA T HA MEEETRLET,
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0-SPT OUTB o SPT fif% #7 L £ 3,

Current ISA DVHEST LT B DRER + REAF/ S MEE FOR LET,
lout packet 2O R RMTEIE LT — 2 a doR LET,
lorror packet ;@FV*»Kiﬁﬁé%@%Eii—ﬁﬁy%ﬁ%%ﬁbi
1-SP1 |INB @ SPI % #R L £,

Current SA BT LT B OBER « ZEAL NI FR LET,
lin packet ZO RV RADBRE LIy MIERRLET,
lauth packet RELIC RN 7270 o 2 ZAR /3 v MR RR LET,
|decrypt packet ‘EL< BAETEZETry M EFRRLET,
|discard packet ‘%ﬁbf:%fg/\”f‘y MaaFRRLET,

replay packet Ay MR FOR LET,

PRET T —IZ X VB LI ATy MIaR R LET,

R

|auth error packet

I avURER

show crypto ipsec sa [ map <L~ #&%> | map-seq <&FSE> | peer—identity [ address <IP 7
KL R>| host <GRAR F4&>] ]

I INT A=A
NS A—4 BRERAR B it | HEEBDIE
WBELI-E®B L7 2L Phase2 SADIEHRAZF <L E1, 16 L E TO
L7 HY BT ZLFRE, cryptomap 2w R CTHRE LA E | w0 BWEA AT
Sy 9%%(%
?El/tE L/jzjﬂo
. HRIE STz crypto map 5 & —ET % IPSEC SAfEHO | . " .
& B PR 1~2000 AHWgAT]
. RRLTEWETDOIPTY RLRAEFELET, . RA M IPvAT KL A | .
PTRVA e g i Aw
FA M | BRLEOETORR MBS L £ %g;iT@ W R

% : F80 : 1~64, F100 : 1~128, F1000 : 1~2000
map-seq /37 A —# X, F80 : V01.03(00), F100 : V02. 09 (00), F1000 : V02. 09 (00) LAREH-KR— b

172



IPsec |29 & 1E#F

| IKE D) o —1E4R

Ishow crypto isakmp policy

Phasel SA DR Y > — (IKEARV > —) OIFHwAEFR < LET,

I FEE

Router#show crypto isakmp policy
Protection suite priority [1]
authentication method : preshared key
encryption algorithm : AES - Advanced Encryption Standard (128 bit keys)
Diffie-Hellman Group : #1 (768 bit)
hash algorithm : Message Digest 5
Default protection suite
authentication method : preshared key
encryption algorithm : DES - Data Encryption Standard (56 bit keys)
hash algorithm : Message Digest 5
Diffie-Hellman Group : #1 (768 bit)
lifetime : 1000 seconds, no volume limit

Router#

I FIHE DA

H H N B

BITE IKE SA 23HENL L TV A AT, AU v —ID 2#Fm L £, Default
protection suite TliX, MESNTWAINELZFRLET,

authentication method [FRREFRARRLET,

encryption algorithm |BfEA{b7 vV X LERRFLET,
Diffie-Hellman Group [Diffie-Hellman Group &5 % Frx L £ 9,
hash algorithm FRRET VY AL EFR LET,
lifetime TAT7EA MMEERTFLET,

Protection Suite[l1]

I:?‘/F%iﬁ

show crypto isakmp policy

I INGA—H

NTA=HFHY £HA,
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| Pscotiitism

I show vpnstat

IPsec DAFRMEFHEHRZ R L E T,

FEEH

Router#show vpnstat

PI send packet

PI receive packet

PI discard packet

PI decrypt error packet
PI hash error packet

PI exchange fail

PI exchange success

config send packet

config receive packet

config discard packet
mcfg send packet
mcfg receive packet
xauth send packet
xauth receive packet
xauth exchange error
xauth exchange success

PIT send packet

PII receive packet

PITI discard packet

PITI decrypt error packet
PITI hash error packet
PII exchange fail

PIT exchange success

notify send packet

notify receive packet

other ISAKMP send packet
other ISAKMP receive packet
ISAKMP aborted send packet

VPN discard packet
ESP send packet

ESP receive packet
ESP discard packet
ESP replay error packet
ESP auth error packet
ESP send error

IPCOMP send packet
IPCOMP receive packet
IPCOMP send error
IPCOMP compress error
Router#
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IPsec |29 & 1E#F

! FIEEB DA
| E B | BE-
|PI send packet |Phase I EENTy MERRLET,
|PI receive packet |Phase I ZERTry MEAERRLET,
|PI discard packet |Phase I BNy MERRLET,
|PI decrypt error packet |Phase I e lb=T— Ty M AERRLET,
|PI hash error packet |Phase I Ny vaxT—"\rry MEaEFRRLET,
PI exchange fail IKE SA fES2— T —$a R LET,
|PI exchange success |IKE SA BEST S A For LET,

|config send packet

‘transaction exchange G/ N7 v MIAFRRL £,

|config receive packet

’transaction exchange Z(E /X7 v NAZF R L E T,

|config discard packet

‘transaction exchange BEIER7 v N AEF R LET,

mcfg send packet

transaction exchange packet @ mode—config (Z-DUWNTDIE[E/ N7~ b

BaRRLET,

mcfg receive packet

transaction exchange packet @ mode—config (Z-DUWNTDZIE/ N7 > b

BraRRLET,

xauth send packet

transaction exchange packet @ XAUTH [ZDOW T DOEENRr v A F«R
RLET,

xauth receive packet

transaction exchange packet @ XAUTH ([ZDWTDOZIENTr v Mg AR
~LET,

|Xauth exchange error

XAUTH Zefltk 27 LE T,

|Xauth exchange success

XAUTH peohikz 7 L £,

PIT

send packet

Phase 11 %{F/S7 v Mk &R LET,

PIT

receive packet

Phase 11 Zf5/37 v Mz FRRLET,

P11

discard packet

Phase 11 BESE 34 v Mz R LET,

P11

decrypt errorpacket

Phase 11 &L= F— 4 v MEE#RLET,

PIT

hash error packet

Phase 11 Ny v a=F—30y Mz FRLET,

PIT

exchange fail

TPsec SA FENiT 7 —$&FRLET,

PIT

exchange success

‘IPsec SA HENIE AR R LET,

|not

ify send packet

Notify A vt—VkEMa#RLET,

|not

ify receive packet

Notify 2 vt— %fEMeERALET,

|other ISAKMP send packet

|2 OO ISAKMP /3% v b k{EHAEFR LET,

|ISAKMP aborted send packet |7 R U ABALIFIZIEE Lo 72 IKE N7 > b O A FoRr L ET,

other ISAKMP receive packet |ZOffio> ISAKMP /$4 v MZ{EMA£R LET,

|VPN discard packet

VPN BESEXIG <4 b & LCBERE LT3y v MkEERLET,

175




[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

|ESP send packet

ESP %587 v Mk FRLET,

|ESP receive packet

ESP ZfE 84y MR LET,

|ESP discard packet

ESP e < v MR LET,

|ESP replay error packet

ESP U LATH v s SNy y MEEFRRLET,

|ESP auth error packet

ESP #GET T — 4 MIEFERLET,

|ESP send error

ESP 315 SRz For LT,

[TPCOMP send packet

AR LT3 M e 2R LET,

|IPCOMP receive packet

it U< o R o LT,

[IPCOMP send error

VEARICJeH L7 2558 Mk E TR LET,

‘IPCOMP compress error

JERMES D &~y b A XBRRE Lo TLE I AN v MI(EME
R L) FoRLET,

I avURER

show vpnstat

IK5%—9
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IPsec |29 & 1E#F

| |Pseci=Bid % O 4 {54R

Ishow vpnlog

IPsec iBfEICEET D u ViR A2E R LET,

vpnlog enable I~ ROREIZ LY | SA DFENL/ RGO AR X /452 &b TE £,

Iﬁﬁ@ﬁﬂ

Router#show vpnlog

000 0000:00:00.00 2003/02/28 (fri) 17:14:18 0 00000000 00000000
#PioN[VIT.A3—100402]

001 0000:00:02.97 2003/02/28 (fri) 17:46:41 16 10000002 00000000
vpn enabled.

002 0000:00:55.35 2003/02/28 (fri) 17:47:34 16 10000321 00000000
IKE SA XXX.XXX.XXX.XXX Peer-1ID

003 0000:00:55.36 2003/02/28 (fri) 17:47:34 16 10000221 00000000
IPSEC SA xXxXX.XXX.XxX.xXxxX e8faba7e ad7c259c

INEX—G
INTGA—4H BRENE 5% 7 & AREFOIE
a7 aad lEN DD [Psec 7 VA S
g |RTDDEARE . ~1024% |&To iE: v
e THMNERELET 1~1024 AT D tlog [EHA T

reverse ZIRET D &, BV OERIEFDHKH DO E |reverse fHFHRNHFRRILET,
TnbIZe £,

3 : FBO/F100 DFEIE, HARMEMN 51212720 £75,
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| itz

Ishow crypto ca certificate

D)

TS U7 B3 EO RIS LU, RSA signature C Phasel ZENr TX 7~ VPN 71T A& Fari
HWERRTLET,

I KB E

Router#show crypto ca certificate private

[ 1] Type: root
Cert Name: rootCA
Subject: C=JP, O=Furukawa Electric Co.¥, Ltd., CN=Test CA
Issuer: C=JP, O=Furukawa Electric Co.¥, Ltd., CN=Test CA
Serial Number: 1
Validity: 2003.11.20 12:00:00 [UTC] - 2010.11.20 12:00:00 [UTC]
CRL DistPoint: http://test.furukawa.co.]jp/rootCA/CRL.crl
Key Usage: DigitalSignature KeyCertSign
Email Address: furukawa-ca@test.furukawa.co.jp

[ 2] Type: other
Cert Name: mycert
Subject: C=jp, O=furukawa, CN=kyoten
Issuer: C=JP, O=Furukawa Electric Co.¥, Ltd., CN=Test CA
Serial Number: 4ABAE92F2
Validity: 2003.01.01 00:00:00 [UTC] - 2006.02.14 23:59:59 [UTC]
Domain Name: furukawa.co.jp
IP Address: 1.1.1.4
CRL DistPoint: http://test.furukawa.co.jp/ca/CRLl.crl
Key Usage: DigitalSignature KeyEncipherment
Email Address: kyoten@test.furukawa.co.jp

KEEFAEDOAZFRICE L TAa~y RCERINAEHAEOAZBRIIUTC (IBEGMT) TT,
FIgLnet—F VU —XTiX, B2 JSTTEHRLTWAD, EEOEHEOERIRERIX, F- M+
QBRI W2 F£9,

Kprivate 7Y a VEMITRWEEIX, Type & Cert Name iZFREINERA,
F72. Type:root & FRIINAFEHEIX, Root CA & L TEEFEINTNET,

show crypto ca certificate [private]

I INSA—A
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I |PsecO 7 IZB89 A 1H#R

Ishow crypto ipsec—log

IPsec o Ziilfl =z~ RONKEZFRRLET,

Iﬁ%@ﬁﬂ

Router#show crypto ipsec-log

multi-path range 100 110
nolog-spi-no-match
nolog-block-type-discard
vpnlog-detail eq 1

|:7>F%ﬁ

show crypto ipsec-log

I INGA—H

NTA=HEFHY FHA,
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I |PsecE o 578X IHE

Ishow crypto multi-path

XPZ 72> T4 erypto—map @ SA DIRFEAF R L £77,

I KB E

Router#show crypto multi-path
[2000]
crypto-map lbalance:9 Alive
crypto-map 2balance:1l Fail

I:?DP%EE

show crypto multi-path [£L 49 24&E]

I INGA—A
NS A—4 RERE X E #0 5 OB
LI ARE HBELEEL Y ¥FEDLFIRLET, 1~2000% & CFRLET

¥ : F80 DIFAIEL. 1~64 12720 £,
F100 DHFA1T. 1~1281272 0 £,
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| Psccm&ICBET %1%

Ishow crypto redundncy

LI H =Tk E 7o TN D erypto—map D SA OARAEA KR L £ 77,

I KB E

Router#show crypto redundncy
[2000]

crypto-map lbalance:9 Alive
crypto-map 2balance:1l Fail

I:?DP%EE

show crypto redundncy [ L4 2 &S]

I INDA—A
INSA—4H BHALNES Bt | HREEDE
LI EEKE BELEEL I AEBEEOLFRLET, 1~2000%* ETFEKRLET

¥ : F80 DIFAIEL. 1~64 12720 £,
F100 DHFA1T. 1~1281272 0 £,
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NG

Ishow crypto key mypubkey rsa

FEHE D RSA ABHEEERE TR L ET,

F80:V01.01(02) LLB& 7 R—k
F100:V02.06(00) LABEH7R—bk

I R EE B

Routerf#show crypto key mypubkey rsa

Key type: RSA public key

Modulus n (513 bits):
15052594829392528702370592497661835651912929518401716506353316690591429055733689
468913285789445537133155262120156180459438359966531681688467493963902804761
Exponent e (6 bits):

37

show crypto key mypubkey rsa

I INSA—A

INTA=HFTHY EH A,

| a0
IE B N B
Key type NSO EEF R L E T,

Modulus n AR (n) O#EE (bit) ZFRNLET,
Exponent e NBREE (e) O#EEE (bit) ZFE L ET,
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| NATHSBEIZRE S 2 154R

| WIZsT— T Lo

Ishow ip nat translation

NAT ZEHL L CWA NI T — 7 VD8R A2 FoR L £,

Ii%@ﬁﬂ1

Router#show ip nat translation

Session summary (equipment total) :
Max sessions: 2048

Reserved sessions: 0

Active sessions: 2

List of active sessions:

EWAN1

no Local (address port) Global (address port) Remote (address port) prt tm(s)
1 192.168.10.2 14295 192.168.1.1 14295 192.168.200.2 14295 icmp 3
2 192.168.10.2 14294 192.168.1.1 14294 192.168.200.2 14294 dicmp 3
3192.168.10.2 14293 192.168.1.1 14293 192.168.200.2 14293 dicmp 3
4 192.168.10.2 14292 192.168.1.1 14292 192.168.200.2 14292 icmp 3

IE%EEMZ

Router#show ip nat translation summary

Session summary (equipment total) :
Max sessions: 2048

Reserved sessions: 0

Active sessions: 2

| z2mm0ms

0

" H A
Max sessions NAT 7 — 7 VDO ER R LET,
Reserved sessions |HEEFEDOZDIZTRILTND NAT 7T —7 NV ERRLET,
Active sessions NAT 7 — 7 VO O A RR LET,
Local (address port) [LANHIDIEEIC IP 7 LA RO EIRAR— MEFERRLET,
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Global (address
port)

NAT+ZEHAE DIEETL IP 7 RLAR— "EEE R R LET,

Remote (address

S IP 7 RV A, RO%EEAR— FEEEFRRLET,

port)

- Zr bhanrgb LEF e harFsa R R LET, tep, udp, icmp LIAME
P etc LFRRINET,
[tm(s) |ZOERENEOT — T AN EEIRT 5 % CORM (B) 2#&7LET,

I avURER

show ip nat translation [/ >3 7z —RX 4]

I INFA—4
NFA—4 REAR X HEEFDIE
lan 1
1~2
- N % Ae [EWan .
I;EQTLA;%LT“54 ST AEIE | boe 1~2t | BTOA L H T2
N _‘X o B . —~ >:<2 — N l/ x
AT summary Zf§ET D 2 & TURFHERD ﬁzii }Nig ?;A;T .
HFTFT DL BRHBRE T, loopback 1
tunnel 1~32

X1 :F80 MBAIL. 1~512H 0 FT,
¥ 2 : F100 O &EINFTRE
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DHOP H— /% BEIZ B 9 & 183K

| DHCP5—/ B8 8EICRE 3 B 1&4R

IW@&—N%%?%U%T%TP&Z@E%

Ishow ip dhep binding

LAN/EWAN2 A &% 7 = — A T DHCP Y — R A 25512, LAN LD IP 7 R X/ MACT RLAD

WeZFR L ET,
Iﬁ%@ﬁﬂ
Router#show ip dhcp binding
allocate 00:e0:18:00:93:67 192.168.100.3 0 0:8
arp 00:80:bd:£f0:0a:46 192.168.100.253
arp 00:80:bd:f0:08:f8 192.168.100.254
Router#
I%IEEGJEEEE
H H N B
EOXHZLTIPT RLARSF b=z RLET,
arp DARP I XZ W EERR L7 BEIZRIHE A D) IP T R LA
status static @ R (hosttable 2~ R)IZ K VEID (TS HTWDS IP T RLA

MAC
address

IP address

lease

I:V‘/F%Et

allocate : IPUEARNH D IP 7 R L AHASE R IZ% L T DHCP Y—HEEENS B Ehifid A L
7ZIP7 FLA

WROMAC T RLAZERLET,

RO IP T FLAEFRRLET,

BiAi L7 IP 7 RLADOBFZEAR (B K. 4y) 2FRLET,
AR DG 1E. “infinity”,

ARPIC L VB L7251k, FrdShvEdA,

show ip dhep binding [IP 7 FL X]
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I/ﬁ)‘-’;‘l
NG A—4H BRENE =% 7 & HIREFDIE
FBELZIPT RLAN, EFORAR MACT FLR) | Pl 7 KL% DHCP H— & A7)
IP7 KL Y S THNEDERRT BIDIC, TP T RLAEIRE | Fio T B 2T
L7, 7 DIE
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DHOP U L—T— 1 > EBEIZ BT B8R

|DHCPY L—x— z > MSEEICEAT 2153

JOHCPY L—T— x> MEETOBER/ Y Y HMER

Ishow ip dhcp relay discard-packets

DHCP 7 5 A4 7> "B DDHCP U 7 = A o3y N OSAZHERICEEIE L7347 v by KOYDHCP — 3750
DHCP V 7 A /-y b OZAGHRTEIE L= ry b e b, BELIEEHONNY Y FOX T hRFRLET

! EERT

Router#show ip dhcp relay discard-packets

BOOTREQUEST (size 300 byte)

00000000: 01 01 06 01 69 6e eb 57 Oe 00 00 00 00 00 00 00 ....in.W........
00000001: 00 00 00 00 00 00 00 00 cO a8 0Ob 01 00 cO 26 00 ...vvevnienvnn.. &.
00000002: e5 71 00 00 00 0O OO OO0 OO0 00 00 00 0O 00 00 00 . evveeeuwewnennnn
00000003: 00 00 00 00 00 0O OO OO0 00 00 00 00 00 00 00 00 +.viveveennnennnn
00000004: 00 00 00 00 00 0O OO OO OO0 00 00 00 00 00 00 00 +.vivevivnnwnnn
00000005: 00 00 00 00 00 0O OO OO OO0 00 00 00 00 00 00 00 +.eviievivnvnnn
00000006: 00 00 00 00 00 0O OO OO OO0 00 00 00 00 00 00 00 +.vivrievnennnn
00000007: 00 00 00 00 00 0O OO OO0 OO0 00 00 00 00 00 00 00 +.viveviennwennnn
00000008: 00 00 00 00 00 00O OO OO0 00 00 00 00 00 00 00 00 +.viveveennwnennnn
00000009: 00 00 00 00 00 0O OO OO OO0 00 00 00 00 00 00 00 +.ovivvivnnnnn
0000000a: 00 00 00 00 00 0O OO OO OO0 00 00 00 00 00 00 00 +.vivevieviennnn
0000000b: 00 00 00 00 00 0O OO OO0 OO0 00 00 00 00 00 00 00 +.viverievnennnn
0000000c: 00 00 00 00 00 0O OO OO OO0 00 00 00 00 00 00 00 +.vivevwennnennnn
0000000d: 00 00 0O 00 00 OO 00 00 OO0 OO0 00 00 OO0 00 00 00 w.viviiuievnnnnnn

0000000e: 00 00 00 00 OO0 OO OO OO OO 00 00 00 63 82 53 63 ....ivvnn... c.Sc
0000000f: 35 01 01 3d 07 01 00 cO 26 00 e5 71 Oc 07 53 54 5..=....&..9..ST
00000010: 4f 4c 32 31 00 37 07 01 0f 03 2c 2e 2f 06 f£ff 00 OL21.7....,./...

00000011: 00 OO 00 00 00 OO OO OO 00 00 OO0 00 00 00 00 00 ...
00000012: 00 00O 00 OO OO0 OO 0O OO 0O 00 0O OO .o,
BOOTREPLAY (size 0 byte)

show ip dhcp relay discard-packets [ FEE/N4o v k]
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I INT A=A
NS A—4 BRENE R RE HEEEDE
DHCP U 7 = A h/30r N DOZAGHECEEIE LT/ o
K.DHCP U 7'F A /8w NOZAZHHIEIE L -3 7 v
NEBEELIEEBIONT Yy NOX T HFRRLET,
DHCP 27 Z A 7> k350 DHCP U 7 .
e <o | ||bootrequest | & koA y hOZERFICEERE LS. ||bootreauest XTOfEHE
/\ob‘ o ]\ %2%% Li?—o bootreply i‘%ﬂ—\‘ Li@”o
DHCP #— 3735 DHCP U /5 A /X
bootreply Ty NOZAGRHZBEE LT b
ERRLET,
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DHCP U L—T—= 1 > FEREICET T B 18 #

JOHCPY L—T— 1o MgtED B IBHEEHER

Ishow ip dhep relay statistics

DHCP V L —x— T = MEREFE RO, KFEMGHEHREZZ R L ET,

I o E E
Router#show ip dhcp relay statistics
received request : O received reply : O
relayed request : 0

relayed reply : 0

discarded request: 0 discarded reply: O

I FIHE DA

IH H N B
received request |521Z L 7= BOOTREQUEST X vt — %A Fx L £9,
received reply {8 L72 BOOTREPLY X v v —U$a Fom L Ed,
relayed request |U L— L7z BOOTREQUEST % vt —#&EFKr L £,
relayed reply U L — L 72 BOOTREPLY 2 v & —¥#HRK R L E7,
discarded request |BEHE L 7= BOOTREQUEST # vt —U#&FoR L £,
discarded reply |BEZEL 7= BOOTREPLY # v —V¥a#FRx LET,

show dhcp relay statistics

I ING A7

NTA=HEFHY FHA,
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| DHCPVE & 5« 7 > MigkeI<BES 5 154R

JDHCPv6 & 5 4 7 F DR

Ishow ipvé dhcp client status

DHCPv6 27 Z A 7 > MEREDIRIZ TR L £797,

IE%EEM

Router#show ipv6 dhcp client status

Interface status
LAN1
Client identifier: 00:03:00:01:00:80:bd:£f0:0b:32

Server
identifier:00:01:00:01:00:a25:a2f:11:00:0d:02:33:e06:64

Server Address: fe80::20d:2ff:fe33:e664
Prefix Delegation

IAID: 3

T1 (RENEW) : 10m30s T2 (REBIND): 25m:10s

2001:1234:5678::/48 lifetime: 1h23m45s/34mb56s

Last Update: 2008/08/10 10:00:00

I FIHE DA

)

IH H N
Client identifier [ AKIEEDZ T4 7 b IDZFKRLET,
Server identifier |DHCPv6 $r—/ "D — 1D Z#F R L ET,
Server Address DHCPv6 H— 3D 7 RL A& KR LET,

TAID Prefix—Delegation ® IAID & R LE T,
T1 (RENEW) RENEW F~% £ CO & F R~ L E T,
T2 (REBIND) REBIND % & COMf &£ R LT T,
B LBTConNT VI oI AL, ZFOTATHA L TR LET,
lifetime lifetime MDH{H Preferred lifetime, % 573 Valid lifetime T, A 7 XA
LDV ZFR LT,
Last Update 12 DHCPvE 2 S IF A2 A S -z 2 =R L,
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DHOPVE & = 1 7 > FEBEIZET T & 18R
I:'?‘/P%Eﬁ
show ipv6 dhcp client status [f >4 7z —X]
I/€5X—9
INTA—4 BN R B HBREEFDE
AN N —
. DHCPv6 7 7 A 7 > MERROR AR RS |lan 1 2 TDA (&71“ %Q
AV TR T gt Lk owan 1o [PHCPYE 7 7 A 7> hAhE
> : ° ORIEFFELET,
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| DHCPv6 & 54 7 o F R ERER

Ishow ipv6 dhcp client statistics

DHCPv6 7 A4 7 MEREDHFHERZ R R L ET,

I KB E

Router#show ipv6 dhcp client statistics

Interface statistics

LAN1

Status counter
Initial operation: 0 success, 0 failure
Renew operation: 0 success, 0 failure
Rebind operation: 0 success, 0 failure

Packet counter
Solicit: 0 send,
Advertise: 0 receive,
Request: 0 send
Renew: 0 send
Rebind: 0 send
Reply: 0 receive,

0 error, 0 ignore,

0 error, 0 ignore

0 Unselected

I £IHE DA

-

| B

Initial operation | >4 7 =—ARBIH%OD, DHCPv6 BIEOREHTHE LR L £

|Renew operation

Renew B/ OFEFHE B & 30k LE T,

Rebind operation |Rebind BAERFOMEFHEHAF A L E T,

Solicit Solicit HEEKE R LET,
Advertise EDD Advertise ZARMEE, =7 —%EEE, =I5 Lo MGz B Ah7ein
ST, = NEBIR LR o AR R LET,

Request [Request #fREE % %7 LET.

|Renew |Renew EEREEFRLET,

Rebind Rebind FEIHE £ LET,

Renl DG Reply ZIFMEEK, =7 —ZEEEK, ZE LZAEREZ R AnRnolz
v AR LE T
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DHCPVE 2 Z 4 7 > F#REIZT T S 1E#

I:'?‘/P%Eﬁ

show ipv6 dhcp client statistics [4 2% 71 —X]

I INGA—H

NG A—4H BREAR SR E g LR DIE

N N

= PR T o ap e AW = oF 4:_‘(0)/1, \/&71’_‘1@
DHCPv6 7 A 7 MEREDHEHE#HR A |lan 1 DHCPYE 7 5 4 7 o | EHED

AEELA LI T2 = AEAELET . Jevan 102 e b dem L4,

A BT 2—A
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| 5 SONSHEEEIC RIS 15 #R

| i SONSH AL IS o 5 148

Ishow proxydns—cache

Xy aT = NRAKT 4y I BEGT —H TR L ET,
[EEEE] S0 DBERITAT T 4 v 7 I08EESNTWAHZ L MU LI, FmERE2RLET,
F7-. IPCPILIEIC L ADNS D IP 7 KL A B ERLET,

I FEE

Router#show proxydns-cache
<proxydns cache table>
proxydns v4-v6 on

dns server:

PPPoE1=[192.168.100.1,192.168.100.2]
[3ffe:2222:2222:2222:02c0:26ff:£fe00:e877]
[3ffe:2222:2222:2222:02c0:26ff:fe00:e876]
[0000:0000:0000:0000:0000:0000:0000:00001
[0000:0000:0000:0000:0000:0000:0000:00001
[0000:0000:0000:0000:0000:0000:0000:00001

proxy =[0.0.0.0,0.0.0.0]
[0000:0000:0000:0000:0000:0000:0000:00001
[0000:0000:0000:0000:0000:0000:0000:00001

dns cache time=[86400]sec
dns cache data:
( 0)time=[85920]sec
IPv4 addr= [192.168.25.1]
IPv6 addr= [0000:0000:0000:0000:0000:0000:0000:0000]
hostname=[www.fitelnet.co.jp]
(1)time=[86355]sec
IPv4 addr= [192.168.26.1]
IPv6 addr= [3ffe:2222:2222:2222:0280:bdff:fecf:f0f6]
hostname=[f100no2.fitelnet.co.jp]
Router#
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I%ﬁawﬁw

" A S
proxydns v4-v6 on |ffi5 DNS #fEZ i 4% 7w b=/ (IPv4 or IPV6 or i f7) ZFERLET,
dns server PPPOE T8 L7Z DNS Hh— 3D IP 7 R LA &E L72 DNS H—/"D [P 7 R L A
‘ ERRLET,

~ i 55 DNS #EAEIC L 0 22 L7 DNS H— "D 1P 7 R L A %555 L T < BEfl 2 %%
dns cache time SLET

dns cache data 55 DNS BSFEIC L 0 5238 L7, IP/IPv6 7 R L R &R A N4 DS b Ko
LET,

I avURER

show proxydns—cache

I INTA—4

INTA=HFTHY EH A,
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| 443 v 7 ONSHEgEICRA S B 1848

| 5153995172 MR

Ishow ddns—client

interface &— RIZERTE I 472 ddns—client ¥ EH WA TR L E£1,

F80:V01.02(00) LAREHR—k

I FEE

Router#show ddns-client
interface lan 1:
ddns-client address ipv4 action http-client 1 delay 10 interval 60
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2006/02/22 Time : 186400 sec
ddns-client address ipv6 action http-client 1 interval 60
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2006/02/22 Time : 186400 sec
ddns-client linkstate action http-client 1
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2006/02/22 Time : 186400 sec
ddns-client statistics
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2006/02/22 Time : 186400 sec
interface ewan 1:
ddns-client address ipv4 action http-client 2 delay 10 interval 60
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2006/02/22 Time : 186400 sec
ddns-client address ipv6 action http-client 3 interval 60
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2006/02/22 Time : 186400 sec
ddns-client linkstate action http-client 4
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2006/02/22 Time : 186400 sec
ddns-client statistics
Event Request : 99999999, State change : 99999999
Last Request : 11:11:11 2006/02/22 Time : 186400 sec

Router#
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I%EE@%%

IE H SIS
interface: [RIEZALZEMT D I/F 2F R L ET,
ddns—client: |ddns—client R EHHRE TR L F I,

|:7>F%ﬁ

show ddns—client

I INTA—A

INTA=HEFHY FHA,
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| 5453 v oONSH—/SgatiEs

Ishow ddns-server statistics server [ F100/F1000 a< > F ]

ZA T I v 7 NS b= "EEOMEHEHRER R LET,

I KB E

Router#show ddns-server statistics server
Total received requests: 15
11 accepted, 1 auth failed, 2 rejected,
1 invalid

Router#
I KIBE DA
IH H n B
Total received requests: |[# A F I v 7 DNS b —R_"~DT 7 RAFREZFRLF T,
accepted: BHEEERRLET,
auth failed: PORERE A KR LET,
rejected: T EART AR R LET,
invalid: INT A= DRF R AR R LUET,

I:?‘/F%Eﬁ

show ddns—server statistics server

I INDA—A

NTA=HEFHY FHA,
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| 5495 v DNSH v v o hEHER

Ishow ddns—server statistics cache [F100/F1000 a <> F ]

AT w7 INS FxviaFREOHEREEZRLET,

I KB E

Router#show ddns-server statistics cache
[1] IPv4 : hostl.furukawa.co.jp

10 accepted, 1 address-changes, 1 auth failed
[2] IPv6 : host2.furukawa.co.jp

1 accepted, 0 address-changes, 0 auth failed

Router#
I K IEB DEREA
H H SIS
IPv4/IPv6: FQDN /R L £,
accepted: B A RRLET,

address—changes: |7 RLUAZE T A2 FE R LET,
auth failed: PRRERE o L E T,

I:?DP%EE

show ddns—server statistics cache

I/ﬁfﬁﬂ-—g

NTA=HFHY £HA,
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| 5173 voDNs%v v it

Ishow ddns—server cache [ F100/F1000 <> K ]

FAFIv 7 DNS Fx v valf@aRrLET,
deteil ZHETHEH AT I v 7 DNS F v v ¥ 2 FRBOFEHGER D RRT D

I KB E

Router#show ddns-server cache detail
[1] IPv4 : hostl.furukawa.co.jp

Address: 192.168.0.1

Time: 100 sec remains

Statistics:

10 accepted, 1 address-changes, 1 auth failed

[2] IPv6 : host2.furukawa.co.jp

Address: no cache

Time: 0 sec remains

Statistics:
1 accepted, 0 address-changes, 0 auth failed
Router#
I%Eﬁwﬁ%
7 H S
Address: |4 F Iy 7 INSHT—1DT KL AZFRRLET,
Time: HAFTI w7 DNS Fv v oD Rz FRrLET,

Statistics: | A4 F I v 7 DNS F¥ v ¥ 2 FREBOFHHHEREEZRLET,

I:W:/F‘%Et

show ddns—server cache [detail]

I INDA—A
INTA—7H BRERNSE R EE HIREFDIE
dotail deteil ZfEET D EX AT I v 7 DNS F v v ¥ =2 1FRE detail FEHEWm A TR L
DOFEHER bR LET, FHEA
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| 2=k v — Sl

I show http-client

http-client &— FIZERIE SAL72 method SRERIZHIR D BRERER A v v —DIFHREFRLET,

F80:V01.02(00) LLB& 7 R—hk

I FEE

Router#show http-client
http-client[1]:
Description: HTTP-CLIENTL1

Logging level : none
Reference interfacelInterface : ewan 1
IP-Address IPv4 : 192.168.1.1, IPv6 : fe80::2
Timeout : 60, Retry : 5, Source-interface : lan 1

Host : dnsl.furukawa.co.jp [fe80::1]
Request message : GET /ddns.cgi/?dns2=$i6::1l&passwd=secret
Request Sent : 99999999, Timeout : 9999999, Retry-error : 999999
Last Request Sent : 11:11:11 2006/02/22 Time : 186400 sec
Host : dns3.furukawa.co.jp [fe80::3]
Request message : GET /ddns.cgi/?dns2=$id&passwd=secret HTTP/1.0
Request Sent : 99999999, Timeout : 9999999, Retry-error : 999999
Last Request Sent : 11:11:11 2006/02/22 Time : 186400 sec
Http-client Statistics
Request Event : 999999, Sent : 999999, Timeout : 999999, Retry-error : 999999
Last Request Event : 11:11:11 2006/02/22 Time : 186400 sec
http-client[2]:
Description: HTTP-CLIENT2

Logging level : none
Reference interface : ewan 1
IP-Address IPv4 : 192.168.1.1, IPv6 : fe80::2
Timeout : 60, Retry : 5, Source-interface : lan 1

Host : dnsl00.furukawa.co.jp [fe80::2]
Request-message: GET /ddns.cgi/?dns2=$i6&passwd=secret HTTP/1.0
Request Sent : 99999999, Timeout : 9999999, Retry-error : 999999
Last Request Sent : 11:11:11 2006/02/22 Time : 186400 sec
Http-client Statistics
Request Event : 999999, Sent : 999999, Timeout : 999999, Retry-error : 999999
Last Request Event : 11:11:11 2006/02/22 Time : 186400 sec

Router#
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I FIEE DA
| H B | s
Description: http-client DF 4 227 U 7> a VIR LET,
|Logging level: |§&7£éhflﬂé a7 Hhr~vERRLET,
|Reference interfacelnterface: |77 RV ABHIHI ST D I/F 2R LET,
Timeout: request-timeout R &M= X A AT v N #F R LET,
Retry: retry BESNSY b TA LREREFRRLET,
|Source—ir1terfacei |source—interface RESNTeEET I/F 2R LET,
Host: BERIR A v — URIESA A M e RELET,
Request message: EBCRET AR (7 FLABBRLFE) ONEEFRLET.
Request Sent: RERELR 2 M L E 2R LE T,
Timeout : PRERIERE R LY A LT U b LEERFR LET,
Retry-error: U RIA EBUCHEL, U R T A 2 FbRb o EE#E R LET,
|Last Request Sent: |§%g;k e Ul i g 2 Fom L E 7,
Time: PRERER 2 D5 LI RAIEZ0 © ORRIBI I 2 R L £ 5,

I avUrRER

show http-client

I INTA—A

INTA=HFTHY EH A,
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| #5074 79+ —ILIZET 315

| FE7 /£ RIET 5158

IShOW remote—access

RIEEICT 7 AL, NAY—= NOANERERELU LS TZGEI12, TONEEFRRTHIENTE
e

! FEE

Router#show remote-access
l:ng count:3 time: 2min 48sec src ip: 2002:901::2e0:18ff:£fe00:9367
2:ng count:3 time: 2min 48sec src ip: 192.168.100.254

| smaous

e nE
ng count |/NA T — K& 2 EFRR L ET,
time HET 78X %215 TORMEZRTLET,
src ip |[VNAU— KRR B RAEIETT 7 B ADEEIC IP/IPv6 7 KL AZF R LET,

I:?‘/F%Eﬁ

show remote-access

I INGA—H

NTA=HFHY EHA,
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| 7022y 2 rBEORER

Ishow access—|ists

access—list I~ RCHELIZEREZFRLET,

|zaicss. 7oexuziennsesse

Router#show access-lists «1~3999 £ TIEERIAE

Standard IP access list 10
deny 192.168.1.10
permit 192.168.1.0 0.0.0.255

Extended IP access list 101
deny udp 192.168.1.0 0.0.0.255 eq domain any
deny tcp 192.168.1.0 0.0.0.255 any eq www
permit ip 192.168.1.0 0.0.0.255 any

Router#

I77tzuxrwﬁ@>9€ﬁﬁéﬁ6%€

Router#show access-lists statistics

Interface number packets bytes
lan 1 100 1234567890 1234567890
110 10 100
ewan 1 100 0 0
110 0 0
ewan 2 100 0 0
pppoe 1 100 0 0
dialer 5 100 10 2048
Router#
I FIEE DA
IH B "N B

TR AY A RS 10 (XX 101) OREFRERTH
Standard IP access list 10/Extended IP |1 k/L,

access list 101 TRV A MNESERELZSE., mfioa 7 hbiE
ELE-ERETEFERLET,

permit 192.168.1.0 0.0.0. 255 U T LT RLRAEHATH NI ERRLET,

deny 192.168.1. 10 BT AHT RLAEEST 5 M) 2R LET,

¥ 357 R A+IP Protocol (+4R— k) ZFFa[T 5

permit ip 192.168.1.0 0.0.0. 255 any Ty N Y RERLES
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deny udp 192. 168. 1.0 0. 0. 0. 255 eq domain |i%Z244 257 KL A+1IP Protocol (+4— k) ZHHEGT 5
any TN ERRLET,

I:?yF%ﬁ

show access-lists [7V X)X &S]

I 15 A—4
INTGA—=H REAR R e E HEEEF DB
FRLIEWT 78 A A FOFSEFEE  [1~99, 1300~1999 |, ., N
TIEAY AR | LET, 100~199, 2000~2699 ggfii;\ii;
i) statistics ZRET 5 Z & T, HakF#% 3000~3499 At Lt :

ForLET, 3500~3999
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LIACT o221 R FREDHRE

Ishow mac access—|ists

mac access—list I~ RTHELEREERLET,

I FREEBIT MAC TOERAYARERTT S

Router#show mac access-1lists
MAC access list 10
permit 1111.2233.4455 count

MAC access list 15
permit 1111.2233.6677 log

Router#
I £IBH MEREA
IE H N =&
MAC access list BRI TWAMC T 7 EBARAY A MESEZFRLET,
permit M THMC T RLAEZFFA[TH b 2#FoRLET,
deny M THMC T RLAZERTHT b 2FoRLET,
count MAC 77 B AU A RERET HERIT count A7 3 U aFEE LT AICERLUET,
log MAC 7 7B AU A NEFRET DR log A7 a U ERE LIZGEICF R LET,

show mac access—|ists [ mac access—list FE ]

I INDGA—A
INSA—4H BREARE Bar i ARREFEOE
nac access—ist it (RN LIEVMCT 7 RAY A COFSESE || o) BRESVTORHETOMCT 7
7 lELET AU R MERERRLET,
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| MACT 4~ t R 1) X k DiEEHIER

Ishow mac access—|ists statistics

MAC 77 & A Y A NDWEHERAEEZRLET,

Ii%@ﬁﬂ1MMﬁWtWU%@ﬁ%ﬁﬁ%%%T%

Router#show mac access-lists statistics

Interface number frames bytes
lan 1 1 0 0
Router#
Iéﬁﬁwﬁ%
' H AN =B
Interface MACT 7t AU XA MDNEHINTWAAS v H T 2—AERLET,
number MAC 77 Z AU A MIZY LIEaFrLET,
frames MACT 7 EAU A MIEZY L7 L—2HERRLET,
bytes MAC 7 7 EA U A MIFEY Lo A MNERRLET,

I avURER

show mac access—|ists statistics

I INSA—A

INTA=HFTHY EH A
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123708005 0fEH (1P6)

Ishow ipv6 stateful-packet

AHERE L. LAN 255 WAN (EWAN & L < 1L PPPoE) ~DEEFEIZK LT, 727 A LZHFEOT RL 2 &5
LTEBE, ZOT RLARAZEFOWERND DT — X LIAMNE, LAN (ZHfE LV ERE 2 > T\ E T,
F7o, FEHLEMFOT FLAEREERTHZEHLTEET,

Ii%@ﬁﬂ1

Router#show ipv6 stateful-packet

Session summary (equipment total):
Max sessions: 2048
Active sessions: 4

no Source Address Prot Age Interface
Dest Address
e Bttt et fo————= fo————= fom e
1 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 4 PPPoE1
3ffe:2222:2222:2222:280:bdff:fecf:£0£f6
2 3ffe:1111:1111:0:206:5bff:£fe73:859f icmpv6 3 PPPOEL
3ffe:2222:2222:2222:280:bdff:fecf:£f0£f6
3 3ffe:1111:1111:0:206:5bff:£fe73:859f icmpv6e 2 PPPoOE1
3ffe:2222:2222:2222:280:bdff:fecf:£0£f6
4 3ffe:1111:1111:0:206:5bff:fe73:859f icmpve 1 PPPoE1
3ffe:2222:2222:2222:280:bdff:fecf:£f0£f6
Router#

I REEBG 2

Router#show ipv6 stateful-packet summary
Session summary (equipment total):
Max sessions: 2048

Active sessions: 1

Router#
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Iéﬁﬁwﬁ%

5 H N B

FETANE) T T =T NOREER T LET,
Max sessions I TCHERRT DMENL. IPvA/IPv6 THEFAT 2R 7 4o V2 U o 7T —T Ok

LRy E
Active FET4NE) T T =T NVOFERT OB EERLET,
A Z 2 CERTAHHEIL, IPv4/IPv6 THEHA L TCWAEE 7 4 V2 U v T —T L0k
sessions éjf:;f D iﬁq

|Source Address ‘?E’ L7z EC IPv6 7 KL A 2R LE 9,
|Dest Address "_%L’:’é L7=%85% IPv6 7 RL A ZFK R L%,

Prot EE LT haneRRLET,
Age ZOEWENTOT —TADBHIRT £ TORE (B) 277 LET,
Interface 2D IPT RLAE b OMKBFES 51 v 8 7 = — 24 % RR LET,

I:?yF%ﬁ

show ipv6 stateful-packet [4 >4 71T —X4]

I INS A=A
RS A—m | BENE | BEEE | AKEBOE
FBT ANV TR Ry
\ L pTe—xERELET, w [BCOFET 42
Ho BT e poe 1~24% 0 it e

summary 25+ % = LT, HaHEmo s PP
tunnel 1~32

summary

ZFRRLET,

¥ : F80 DAL, 1~51Z72 Y ¥£7,
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1230080 508 (1Pv4)

Ishow ip stateful-packet

AHERE L. LAN 255 WAN (EWAN & L < 1L PPPoE) ~DEEFEIZK LT, 727 A LZHFEOT RL 2 &5
LTEBE, ZOT RLARAZEFOWERND DT — X LIAMNE, LAN (ZHfE LV ERE 2 > T\ E T,
F7o, FEHLEMFOT FLAEREERTHZEHLTEET,

Ii%@ﬁﬂ1

Routerf#show ip stateful-packet

Session summary (equipment total):
Max sessions: 2048
Active sessions: 1

EWAN1
no Source Address Port Dest Address Port Id Seq Prot Age
————t— o fom————— F-———— +-——
1 192.168.10.2 1053 192.168.11.1 23 tcp 231
Router#

Ii%@ﬁﬂz

Router#show ip stateful-packet summary
Session summary (equipment total):
Max sessions: 2048

Active sessions: 1

Router#
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I #IHE DA

5 H N B

FETANE )T T =T NOREERRLET,
Max sessions I TCHERRT DMENL. IPvA/IPv6 THEFAT 2R 7 4o V2 U o 7T —T Ok

LRy E
Active FET4NE) T T =T NVOFERT OB EERLET,
A Z 2 CERTAHHEIL, IPv4/IPv6 THEHA L TCWAEE 7 4 V2 U v T —T L0k
sessions (1:73? D i?—

|Source Address "_%l’;é’ L7z E T IP 7 RL A EFoR LET,
|Dest Address "_%L’jé L7545 IP 7 RLAZRF R LET,

Prot EE LT haneRRLET,
Age ZOEWENTOT —TADBHIRT £ TORE (B) 277 LET,
Interface 2D IPT RLAE b OMKBFES 51 v 8 7 = — 24 % RR LET,

I avURER

show ip stateful-packet [/ 2% 7z —X%&] [summary]

I INDA—A
NS A—7H BHARES & EEE HIREFDIE

lan 1
ewan 1~2

T ANE) T EH T TWAA L H |pppoe 1~24%!

s T | ETAEIELET, ) dialer 1~20% | &TO¥HT 1L

summary Zf5ET 5 2 & T, MatEM O A% |ipsecif 1~500% | & U o 7 DIfH

KR LET, tunnel 1~32
vlanif 1~16
summary

X1 : F80 OFAIX, 1~51TR ET,
%2 : F100 DA IBEFRETT,
X3 : F80 OFATX, 1~32,

F100 ®FEI1X, 1~100 12720 £,
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| RE#EEICEAY 3188

| (A by S5RET21ES

I show event-class

AN 7T AMERREDOFRR LET,

I R E B

F100:V02.01(00) L& 7R—k

Router# show event-class

Event-class[1l]: False
Description:Event-class Description Class#l

Conditions : (Match-all)

ICMP information

ICMP-class[1l] : True

ICMP-class[2] : True (Inverted from False)
ICMP-class[3] : False
ICMP-class[500] : False (Inverted from True)
I/F information
LAN is up : True
EWAN1 is up : False (Inverted from True)

EWAN2 is down : False
PPPOE2 is down: True (Inverted from False)
Logging disable
Total state changes: 3 times
Change to True : 2, False : 1, Unknown : O
Last state change : 10:50:00 2005/02/14

Router#

I #IHE DA

212

Event—class[ ]

1H H n =

Event—class B&%& 5 & Event—class JRIEEZ TR L £,

7Ty VEE SN TWAEAIL, False (Flapping) &FRINFET,

Description Event—class @ Description fLiRPNEZFK 7 L £ 4,

Event—class D AT — X A DM A2 FoR L E1,

(Match—any) : 1 2D TCTHEMED True I22UE, ZDOAXR NI T ADAT —H A
Conditions X True &72 0 F9,

Match-all) : RBEME7-1T. ETOSED True I B RTHIE., ZDA X

VNI TADAT—H AL True £720 £HA,



TUREFEICE T & 15

1CPM o L B
. ) L3Ping sEsEiXEA R R LET, (L3Ping RKEEEDLZARTLEE A, )
information
icmp—class B & AT —HX AL FKRLET,
True : BEHIZERIHIL TCWAEDOT, AT —H AL True T,
True  (Inverted from False) s BEELICIRRER L TWET 23, Invert iXE
ICMP—class[ | DI AT —H AR L TWT True 1278 > TWET,
False : BEEfRIZEKEL TWADT, AT —H XX False T,
False  (Inverted from True) : BEEHUZARZIL CTWET 2, Invert iXEDT-
WO AT —H AN L TWT False 1272 TWET,
I/FREMEZRTEEEZRLET, (1/FEARREOHAEFR L)
True : AYHFT2—ART v 7T LTNDd, AT —H AL True T,
I/F True  (Inverted from False) DAV E T 2 — AT E T L TWVETHR,
Cformation Invert FRED =D AT —Z ANKHE L TUWT True (272> TWET,
orfatio False : A VA Tx—ARX T LTNAD, AF—4& A False TF,
False (Inverted fromTrue) : A X7 x=—AX7 v 7 L TWETMN, Invert
RIED T D AT —H AR LTV True (272> TOVET,
logging event state—change DX ENKZF - LET,
logging enabled : Log tHJ1E%%E
disabled : Log /&I E
Total state e wr o Az .
Event-class IREEZALFEIE DO AEI 2R R L £ 7,
changes
|change to True ‘True ~OARBEZA LI A £oR L FE T,
|False ‘False ~OWREE LR AR R LET,

|Last state change ‘Event—class MIRBEZL LT i HRE 2 SRR L £ 77,

I:?yF%ﬁ

show event—class [ {1 R k< v TES ]

I INTA—R

INTGA—H REAR R E#EEH HEEEFDIE

TR T HAR N T AEFFERRELET,
AR N7 T AES |summary ZIEETHIE T, AN MY TR
HElECERRLET,

1~100 |2 TCTOIHHE &3 HIE
summary (ZEFRLET,

213



[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

BRI PEPIS: R

Ishow event—action

AR NT IV a UERBREEE R R LET,

F100:V02.01(00) LAB§ 7 R—b

I FEE

Router# show event-action
Event-action[1l] : Activated
Description : Event-action Description Class#1l
Activate from :
Event-class([1]
Actions :
add ip route 192.168.1.0 255.255.255.0 192.168.10.1
add ip route 192.168.2.0 255.255.255.0 192.168.20.1
vrrp 1 track 1 decrement 200
Logging enabled
Total State changes : 6 times
Change to Activated: 5, Inactivate: 1
Last state change : 10:50:00 2005/02/14

Router#
I KIEB DEREA
IE H N =B
Event—action BEkFE 5 L& AT — X A2 KR LET,
Event-action[ ] Action FE{TH : Activated
Action RFEFT : Tnactivated
|Description ‘ICMPfclass @ Description FEINAE & Fm LE T,
Activate From Event-action #3217 L T A Event—class Z &K/~ L £7,
chivate tro (8% Event—class 75 T T I N DA ITIHAINTFEST L 72 Event—class)
|Actions ‘Event—action a<wy RASMEZFDOFEFEFRRFLET,
logging event state—change DR ENAKZ TR L £,
logging enabled : Log /1%
disabled : Log /15 IEE%E

214

|Total state changes ‘Event—action IREENZAL LT A d RS2 F r L ET,

|Change to Activated ‘Event*action DIRREN Activated &7~ 7= A FKR L £,

|Inactivated ‘Event—action OARBEIN Tnactivate & 7o 7=[E# A KR L £97,

|Last state change ‘Event—actiorliﬁﬁ§ﬁ§2§1KIJ7i§%%ﬁE]&?%E?§5%L/ﬂiiro
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I:?:/F%it

show event-action [ 1 RV 7oL 3 &S]

I INTA—A

INTGA—H RERE % 7€ 865 HESFF DB

oul

BRTDHAR ST Vv a v FEEEREE

.. e |[LET 1~100 |2 TOIHEH %5k
AN DT TV a summary Z¥gETH I E T, A X F 77 |sumary  |EIZER R L F9,

varFIIEICERLET,
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| (R b=y FIcET 2168

Ishow event-map

AR hv oy THEERIREE TR L ET,

F100:V02.01(00) LAB§ 7 R—b

I FEE

Router# show event-map

Event-class[l]: True -> Event-action[l]: Activated
Event-class[2]: False -> Event-action[l]: Inactivated
Event-class[30]: True -> Event-action[l]: Activated
Event-class[100]: False -> Event-action[l]: Inactivated
Event-class[500]: True -> Event-action[l]: Activate
Router#

I KIBE DA

IH H SIS

Event—-class[ ] Event—-class B¢ a R LFET,
True/False Event—class D AT — X A FKx L ET,

Activated/Inactivate |[Event—action I REZ T R L £9°,

I:?DP%EE

show event-map <A R k< v THEE>

I INGA—H

% 7€ #16H HREFDE

ATCOIEE &8 8kE
WCFERLET,

NG A—H BRERNE

o

AR b~y T EKT | EBRTIARN b~y T HBSEREELET, [1~100
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|mw75xn@¢é%ﬁ

I show icmp—class

ICMP 7 7 AfERBIRAEDR/R L E 7,

F100:V02.01(00) LAB§ 7 R—b

I RN E E
Router# show icmp-class
ICMP-class[1l] : True
Description : ICMP-class Description Class#1l

Target address : 192.168.131.1
Source interface : LAN1l, Nexthop : 192.168.13.1
Interval : 600 Secs, Restoration : 600 Secs
Packet size : 32739 bytes, Probe packets: 10 packets
Reply packet timeout : 2 Secs
Logging enabled,
Current trials:
Succecss: 3/5, Fail : 2/5
Last trial : 10:50:00 2005/02/14

Total trials : 100 times

Send Success : 90 , Fail :10

Replies Valid : 70 , Invalid 10, Timeout : 10
Total State changes : 3 times
Change to True : 2, False : 1, Unknown : O

Last state change : 10:50:00 2005/02/14

Router#

I FIHE DA

B H N =

ICMP-class Bk 5 & AT —H A %FR LET,
ICMP i%5) @ True

JBY - False

AR NT 7 a3 A2 KV EEBERIBR A Suspended

ICMP-class @ Description il INEDIEEA 6 4 LT FEm LET,

ICMP-class|[ |

peseription (6 4 LFERBAI AR L EEA)

Target address L3Ping BEfixfZR D7 KL A& FKRx L £,

Source interface L3Ping 5D s our ¢ e interface #HR/RLE7,
Nexthop L3Ping £ H @ nexthop #F R L E 7,

Interval True FFD L3Ping iR Z R R L £ 77,
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|Restoration

False o> L3Ping KR % 201 L £,

Packet size/Packet time |ICMP /<4 k41 X/ TONP Migeladk s 2 L 7,

logging

logging event state—change DRENKTEE R L F T,
enabled Log tH/1#% €
disabled : Log /& IELFRE

|Current trials

Traial BIEICHT HBAED Traial aFRLET,

Success I DFT (R Traial RERK) #FmLET,
Fail Ml DF T (KK Fail RER) 2FnLET,
|Last Trial |Current Trials OFEHHEFZF R L ET,

|Total trial

TOMP—class 2176 0 TOMP M [k A R & o L £

|%Msmw$ |%EW%@@%%%LE¢D
[Faile R R % FoR LT
Replies Valid EH RS R LET,

Tnvalid

R ZERE R R L ET,

|Timeout

(2 L7 Timeout & 72 7= E¥% #R LT

|T0tal state changes

|ICMP-class IRAEZALIEIR D &7t 2R LET,

|change to True

True ~ORIEZE LR E FoR LET,

False False ~ORMEZ (LK% FoR LET,
|Unknown |Unknown ~OREZ LR AR R L ET,

|Last state change

[TCMP-class ASIRREZEAL L 7= et H G & 267 L £ 7,

I avURER

show icmp—class [ ICMP 7 5 R &S]

I INT A=A
NG A—4 BRERAR Bk il HIREFDIE
TR THIMP 7 T AFFERELET, A
~ fH % a4
mm&?x%%smmm%%iﬁé:&f\mwyizﬁ%ﬁl 100 %T@aa%iﬁm
CFERLET, summary {2 LET

218




QoS/CoS #EEIZET T BIE#H

QoS/CoSHEREIZBE T B 1HE R

| 7023 o=y Totitias

Ishow gos action

AVE T2 —AFBIIREINTWD, 77 v arvy 7ORHERIOREFHRELR T LET,

IzrmmEn 1 so:—zmomEnsoR

Router#show gos action

interface : lan 1 (input)
action-map : AAA

action count : O
actions:

dropped : O

IPv4 marked : O
IPv6 marked : O
802.1p marked : 0
next-hop marked:

interface : ipsecif 1 (output)
action-map : 333

action count : O

actions:

dropped : O

IPv4 marked : O

IPv6 marked : O

802.1p marked : O

next-hop marked:
action-map : 444
action count : O
actions:

dropped : O

IPv4 marked : O

IPv6 marked : O

802.1p marked : 0

next-hop marked:

IPv4 fragment cache mismatches:
IPv6 fragment cache mismatches:

219



[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

I FIEE DA
- m %
|interface ‘/I' YR T 2= A ERRLET,
|action—map ‘7’ Jvarvvwyv I ERRLET,
laction count 20T I v a v E o kAR FOR LET,
|actions "U\T@C%\‘T? TarOFFMERRLET,
[drop Sy BBERER AT o A F R LE T,
TPv4 marked IPv4 tos 74— Riv—% > 7 &fT o - B EFomR L £ T,
|IPV6 marked ‘IPV6 t affic-class 74—V RIZ~—F T2 {TolBERRLET,

Ethernet ~~w 4 802. 1p Priority |2~ —F V& {To =M sxF L E T,
802. 1p marked XKL, FEOH U/FRARHOTEOLT LE~—F 0 7 S8 TIEH Y
FH A,

next-hop FEEZTo =R Az R L £,
next—hop marked 37272 L. REEBIEMENARHDOZDMT LD next—hop ICHNENTZHTIEIHY
FHEA,

XK RY—)—F 4 U 7EERICE T HIEH (next—hop marked) %, F100 : V02. 00 (00) AR I AR — b

I avUrRER

show qos action <7& < a>r<y 74>

I/i’%)‘—’;‘l
185 A—5 HENE 5 EEDE
Py TR ZRLTCWT 7 var=y ThERE (16 XIFLUN &2TOT 7y ar~y
R LET, OIXFFH| | TOEEEFTELET,
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QoS/CoS #EEIZET T BIE#H

| 752~y Toumatiss

Ishow gos class

AVET 2= A FIIRESNTND, 7T A7y TOMGHERM OREF R TR L ET,

I KNEEF1 137 —XBORERNBEDER

Router#show gos class

interface : lan 1 (input)
class-map : ixia3
match count : O

match type : ALL
match conditions:
match ip access-group 100 (0)
match policy-flag EF-FLAG(on) set (0)

match policy-flag ALT-FLAG(off) unset (5)
interface : ipsecif 1 (output)
class-map : ixia3
match count : O
match type : ALL
match conditions:
match ip access-group 100 (0)
match policy-flag EF-FLAG(on) set (0)
match policy-flag ALT-FLAG (off) unset (5)
class-map : ixiad
match count : O
match type : ALL
match conditions:
match ip access—-group 101 (0)
match policy-flag EF-FLAG(on) set (0)
match policy-flag ALT-FLAG(off) unset (5)
I%Eﬁwﬁ%
" B S
interface AT 2 — AL ERRLET,
class—map JITAR TR LUET,

match count

match type

match conditions

match ip
access—goup

DY T Ay F LIRS AEERLET,

I ITAR Y TNO~Y v FEMEERRLET,
Match all : 7 J A< v 7HNOLETD match {TIZ~ v T L7I=HE

Match any : 7 7 A~ v 7HOWT O match {TIZ~ v T LIcs

7T A=y TR EINTWNAETO match T2 F R LET,

TI7BAVRARNEEL, ZOmatch TIZREY LzEEEZ TR LET,
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match ipv6
access—g oup

TIEAY A RERL ZOnatch fTICEEY L-mEE TR LET,

match ip
input—inte face

ANA 2T 2—=AR—=h &, ZOmatch fTICHSE LI E £ LET

match ipv6
input—-inte face

ANAVH T 2—AR— L, ZOmatch {TIZEY LB EF R LET,

match policy—flag

RV —7 T 7 ORREEFRLET,
EF-FLAG = = - 203257 7 7 4%
(on) = « « « BUEDT T 7 ORI
S

ot e o o v o ON DA~ v FFTHDN, OFF DBEIC~ v FT 500D IEHR
(FREF W)
(0) = =« - ~ v F L7z

I avURER

show qos class <V S RA<Tw T&>

I/f%)‘—’}
ING A=A BRENE R E S HBHREEDIE
_ . _ . 16 XFLKN | &2THh I T A~y
AT 2R " AT B o . = —
v 7/7% L/7L NT T 7/7%%?Eﬂibij‘ 0)1%5” @‘rﬁﬁ&%?‘%ﬂ_\ﬁbiﬁ—o
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| 2 —o#iES

Ishow gos queuing

A UBT 2 —ARITHEESNTWD, F 2 —OFEHEHR LD

R

Iﬁ%@@ﬂ14>¢nexﬁwﬂimﬁwﬁ%

ERmEFRRLET,

Router#show gos queuing

interface : ipsecif 1
queuing type : CBQ
queuing-name : root (root que)

priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count O
delay count O
queuing-name : etc (default que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count O
delay count O
queuing-name : ip select udp
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count O
delay count O
borrow : O
queuing-name : 1ip select tcp
priority : 4
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count O
delay count O
borrow : 0
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I #FIHE DA

IE H N B

interface AR T 2 — ARG B FKRLET,

queuing type Fa—H A 7N CBA. PRIQ MmAZHRRLET,

queuing—name Fa—HERRTLET,

priority Fa—DELEEFRLET,

queue o -

length/limit Fa—RERFLET.

over count CBQ THARHIE 21T > T\ A F o — T, wIHlR 2 # 2 7= md 2 For L E 7,

delay count I ROEBER ] 2 TR L E T,

borrow AL CRECTERWGAIL, B2 7 A0FEAHEH LizhEksEZr L ET,
I avURER

show qos queuing <Fa1—%&>
I INDA—A

INTG A—A BRENE 5% 7E & AHRREDOE

16 SCFELN |2 TOF 2 —DIEHR %

A"?S’-\_% Zsﬁlgbf:b\%l_%%é:gﬁbi?o @X$&U %/T{Lij_
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| 125 71— xBotHER

Ishow gos interface

AU BE T 2—=AED, QS OFRE/NFIEBZHT L ENTEET,

I KNEEF1 13T —ADHRERNBDHER

Router#show gos interface ipsecif 1 queuing

interface : ipsecif 1
queuing type : CBQ
queuing-name : root (root que)

priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count O
delay count O
queuing-name : etc (default que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count O
delay count O
queuing-name : ip select udp
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count O
delay count O
borrow : 0
queuing-name : ip select tcp
priority : 4
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count O
delay count 0
borrow : O
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I%ﬁﬁmﬁ%

-

| ”

i}

|interface

A28 T == AR EFoR LET,

|queuing type

%2 —% A 7ACBQ, PRIQ A& R LET,

|queuing—name

Fa—HEFRLET,

|priority

a2 —DEEELFRLET,

|queue length/limit ‘39:1*‘f§%3§%ﬁ%L/§i7fo

|over count

(CBQ THATMIE 217 > TV % % 2 —C, #HHIIRA B % 7= M a Fom LT,

|delay count

RIS 2 R LE T,

[borrow BHRR R TREETERVEAIC, B 7 AOHRENT L ElE 2R LET
I:|7 FERK
show qos interface <4 % 7x—X%> [[ input | output 1 { queuing [F2—4&] | class [©
SRTyIE] | action [7HaveyvT4&] )]
I/\°5)‘—’5'
INTGA—4H BHANES X EE B HIRBEFDIE
lan 1
ewan 1~2
H~ Y 7/}‘%5@ - N - —~ 1
onl;,?rj}fii;mbf WA U H T 2— A S?p(l)e 113421(%2 AT BT
BT x2— 2% o ; teen = —ADERE

226

AR v NOIEFRER-T D55
1%, local Z+EEL £,

ipsecif 1~500%
tunnel 1~32
vlanif 1~16
local

FORLET,

T 4 VA DM TR L E T,

LET,

input | output input (AJMITTZ 4 v4%) | output (H |input A A S % 3
: : HRITT 4 V%) &IN5 2 L b HIK joutput TFLET,
i—é‘o
ARV 2 —0 class—map, action—map, gos—que
FRRTELET, queuing N i
queuing|class|action |Fa—4%., 7T A~y T4, T/ a< |class ?Eggﬁ_i&%?ﬁ
v T4 EFRET DERE. 16 SCFLANTHE |action - °

%1

: F80 MIFAI1. 1~5122 0 £,

¥ 2 : F100 DB FTRE T,
¥ 3 :F80 MBPAIL. 1~321272 0 E 7,
F100 D3BA L. 1~10012720 £,




VRRP #%5E/- B9 8 158k

| VRRPH#$&EIBES 2 154R

| VRRPi%8EI<BA 9 % 1R

Ishow vrrp

AV BT 2—AZ LD VRRP IZHT A IERAEZFETRLET,
I = B mE 5l

Router>show vrrp

lan 1 Vrid 1
Priority 254
Preempt mode "on"
Advertisement interval 1
Local ip address is 10.72.225.201
Virtual router ip address is 10.72.225.200
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is "auth-none"
state: Master
uptime (sec): 231084
become master count: 1
advertise receive: 1
error advertise receive: 0

Router>

I%ﬁﬁ@ﬁﬁ

EHE AR

lan 1 Vrid 1 AEBE T2 =A%, N—F ¥ N —Z D ERRLET,
Priority Master router |ZBE T H7=DEIIEE LT RLET,
Preempt mode Preempt mode DX TEIRFEA T R L 7,
Advertisement interval Advertisement /X7 v FOEEMREAE R R L £7,
Firmware version EENPOT 75— AT 2T ONR— g o EFERILET,
Local ip address A HT2—ADIP T RLVAZERRLET,

VRRP L— & CHET 5 IP 7 RLAZERLET,
(ZDO7 FLALFE LU IP 2> VRRP /L— & X owner &7275)

Virtual router ip address

Virtual MAC address VRRP b — & T 2R MAC 7 RL AZRRLET,
Authentication type AE A TR L ET,
state RIEEN, v AL —)L—FINEInEFRRLET,

< AB == Z (B LT D OFRGREER] () 2R RLET,

uptime (sec)

N AL =)= LSNTT ——— BRI MIB 1FHR) LET,
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become master count VAL —)L—Z | ZE LT MIB SR 2 Zor L ET,
advertise receive Advertisement /N7 v N &5 L7=AI5 (MIB 1E#H) #F o~ LE 5,
error advertise receive |7 —Advertisement /N7 h&5(Z L7=I¥ MIBEFHR) 2 H R~ L ET,

I:V‘/F%Et

show vrrp <4 2 7z —R%>

I/(%)‘—SI
X5 A—4 BERE S LIEDIE
ey [P ORBE BRIV 28 7=k | eTD A28 TR
- EHEELET, lanl1g |PTERERTELET,
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| UPnPHS&EIBES 2 154R

L UPrPo BRIk RIS RIS B 1R

Ishow upnp [ FIO0 AT K ]

UPnP 7’2 b a L OEMERNZFR R L £7,

!ﬁ%@ﬁﬂ

Router#show upnp
UPnP protocol is enabled,IGD1.0 is enabled.

I:?yP%ﬁ

show upnp

I/ﬁfiﬂ-—ﬁ

NTA=HFHY EHA,
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| UPnP D ETIE R

Ishow upnp statistics [ F80/F100 a< > K ]

UPnP 7’1 h 2 VOREHERE T LET,

I FEEH

Router#show upnp statistics
UPnP protocol is enabled.
0 SSDP announcements
0 description requests
0 SOAP requests
0 SOAP action requests
0 SOAP action rejects
0 SOAP action fails

0 GENA subscribe requests
0 GENA subscribe expires
0 GENA current subscribers
0 GENA events
I%ﬁaoﬁw
H A N
UPnP protocol is enabled. |UPnPiRBEZAZ R XL £,
0 SSDP announcements Advertise HEEIHE AR R L £,
0 description requests description EERIFE R L ET,
0 SOAP requests SOAP 77 vra ) 7 A MREREBAEFR R LET,
0 SOAP action requests SOAP 77 va ) /7= A MkHhEEAEFRLET,
0 SOAP action rejects SOAP 727 var7xX b GRS ERTLET,
0 SOAP action fails SOAP 77 v av U rxx b KA ERRFLET,
0 GENA subscribe requests |GENA ERIB[EREIEEZERLFE T,
0 GENA subscribe expires |B#i#If expire FIAEFRL £,
0 GENA current subscribers |BifEDHEHEHE 2R R L E T,
0 GENA events ANV MEEREEREFRLET,
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I:'?‘/P%Eﬁ

show upnp statistics

I INT A=A

NTA=HFHY EHA,
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fUPPo 4 R >+ SHEICRIT 2164

Ishow upnp subscribers [ F80/F100 a <> K ]

UPnP DA N FZFE R EF R LET,
summary A 7Y g VEARET DO Z LI  ZREEFRIRAT Y — AT LoZEERELRRLET,
ZEHEIL, B LTHRESNT IRL B CRAREITI v FanET,
WEYE L UCHEED IRL BMEE SN 2856, BBO IRLICK > TRRG LA T FERLET,

I o E E
Routerf#show upnp subscribers
Service Name Remains Events Subscriber
—————————————————————————— e R
WANIPConnectionService:1 123 0123456789 192.168.100.100:33333/
WANCommonInterfaceConfig:1 123 0 192.168.100.100:33333/
Layer3ForwardingService:1 122 10 192.168.100.100:33333/
WANIPConnectionService:1 95 22 ome.domain.com:222/event:1
WANCommonInterfaceConfig:1 95 0 some.domain.com:222/event
Layer3ForwardingService:1 94 0 some.domain.com:222/event
WANIPConnectionService:1 - 12345 zoo.domain.com:333/event

I FIHE DA

17 H "N B
Service Name [V —UE AL E2 TR LET,
Remains Y — ARk 2 F£R LET,
Events ARy MEEREEAERRLET,

Subscriber |MEFEHE EZFRLET,

show upnp subscribers [summary]

I INDA—A

INTGA—=4 RERNE R E #E HESEFDIE

summary P —ERTEOZEFEHRZFE R LUET, summary |[Z(EH EDOLFR
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UonP #£BEICEE T & 158K

Ishow upnp port-mapping [ F80/F100 a<> K ]

UPnP #HEIC L DR — b~y BV —EA TR L ET,

summary 47V a VEEETHILICLD, R—btvwoy b -EL RA—rvwvbBrS

nE7,
I FoREmEH
Router#show upnp port-mapping
Client iPort Prot ePort Remote Remains Status
——————————————— B et e et e e

192.168.100.100 33333 TCP 22222 123.234.132.213
192.168.100.101 22222 UDP 11111 0.0.0.0
192.168.100.103 3333 UDP 3333 0.0.0.0

| smaous

999 Enabled
0 Enabled
- Disabled

7 H SIS

Client |NEBIP 7 RLAZFRLET,
Prot WA — FEFEFRLET,
export |NHEAR— FEFEZRRLET,
Remote |$E5E7 NLZAZFKRLET,
Remains |V — AR Z LR LET,
Status |"— h~v v FIREZRRLET,

I avURER

show upnp port-mapping [summary]

I INT A=A

INTGA—=4 RERNE R E #E

ABHEFDIE

summary R— b~ ITREHREZFRFLET, |summary |R— <o 7 —EDHLER
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ES T A kit

| z5—osiEs

Ishow elog

EEOTT—n s REREOESR) 2R R-LET,
reverse ZIEE L72GAIX,. v 7 2IEICERLET, o, BFERETDH &, mIOu I NLEEL
HESECERRLET,

I FEE

Router#show elog

000 0000:00:00.00 2003/02/12 (wed) 14:51:11 0 00000000 00000000
#P ON[V10.00-100402]

I:W:/F‘%it

show elog [A 4 KRxEk]

I INTA—A
K5 A—5 HENE B EWEDE
P N RN 5% % BT 5 )
ﬂgf;%ii%l L EENWS DD elog [BHRAESRT 5 ATO elog 5%
PRI reverse &Y 5 £, w7 OB Rdgow |0 [HITHPER
NSRS )
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EZEHBAEEEIZ BT SIEH

| Exmsisg

Ishow tlog

EEOZ VT o hvnr (HEREOFEHR) 2FXRLET,
reverse ZIEE L7=HG13, v 7 2BAICE R LET, T2, WTEEBEETHE. FOu TN BEEL
T ECchEERLET,

| zrEms

Router#show tlog
000 0000:00:00.00 2008/09/10 (wed) 01:23:45 0 00000000 00000000
#P _ON[V01.01-042601]

Router#

I:?DP%EE

show t log [A4 &RREk]

I/€5)‘—’5‘
INTA—4 BHARES R LEHREEDIE
=R S g A NG =k PN N
E;i;*iijl&) HENLS OO tlog HHEZZMRT 57 AT tlog i &
0 7 F H ° 32 HUMEHR D B FRoR

reverse HISET 5 & . 0 X ORFIEFEN T O 7|

HIZ 0 7, LT
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| B8 - zotho o5 1ER

Ishow slog

BIEEE X2 T 4, HFALEF T2 —ADEREF R LET,
F-. BFEAETDHE, o I hbisE LT E TR R LET,

I FEE

Router#show slog
000 0000:00:00.00 2008/09/10 (wed) 01:23:45 0 00000000 00000000 ffffffff
#P _ON[V01.01-042601]

Router#

I/ﬁ%)‘—’ﬂ
135 A—4 BERE wEEE || ABEBOE
Nk ey mE D THh a2 > .
H};j};%ii;&)\ WEN SO slog [FH % 157 AT slog A
o : o ) B ) N ‘ — ek N> x
RTFRAR vorse BAEET 5 & v 2 ORRIEFAEEO R 790|012 f;‘;*w £
Bl £4, ’
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EZEHBAEEEIZ BT SIEH

R EYPYAV

Ishow flog

EEOT4NEZ ) T a S BRRLET,

I KB E

Router#sho flog dump

000 0000:00:00.00 2008/09/10 (wed) 01:23:45 0 00000000 00000000
#BOOT [V01.05-093003] SIDE-A.frm SIDE-A.cfg
001 0000:00:34.82 2008/09/10 (wed) 01:23:54 15 00000000 00000000
101 P EWAN2 in UDP 192.168.0.1:520 192.168.0.255:520
000 45 00 01 60 64 c6 00 00 3c 11 83 5d c0 99 8a 01 E.. d...<..].4..

010 cO0 99 8a ff 02 08 02 08 01 4c 00 00 02 01 00 00 .4....... L.o.....
020 00 02 00 00 cO 99 77 00 00 00 00 00 00 00 00 00 ..... dw...oooo. ..
030 00 00 00 02 00 02 00 00 cO 99 87 00 00 00 00 00 ......... 4......
040 00 00 00 00 00 00 00 02 00 02 00 00 cO 99 88 00 ............. 4..

050 00 00 00 OO OO0 OO 00 00 00 00 00 02 00 02 00 00 ..o

I:?DP%EE

show flog [A 4 KRx%k]
show flog [dump]

I INTGA—A

135 A —A BERE e LERES ODIE

BEoOT Z7)G . mEN DEZD flog F# A ST+
e I BDEIEELET, AT flog fF#H A HW

RTFAH verse 2HET 5 L. m rogREEERon 7|8 R U
IBITTR D E T,
) e s S

dump RISy ORISR X TEELET dmp |7 2 N ORSES &

dump F/r L EH A,
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| EF 4 —Lic s BRI T 5158

Ishow mailinfo

BT A — VIR RE DA TR M E M E R L £

I FEE

Router#show mailinfo

event count

send success count

tcp connection error count
smtp error count

send error count

dns error count

Router#

O O O O O

I #IHE DA

IE H N =B
event count WA= NEEET DA SBRRAE LR EFRRLET,
send success count BT A —IVOBENRT LizmlaEFoR L ET,

tep connection error |FEf A — /LE[ERFIZ SMTP Y— b a7 o g UNENR o 2RI & FoR
count LETF,

BT A —/VIEERHT SMTP Y — L DRV B IZRD B > 2B a For L
e
send error count BT A —IVIEENERR LR A F R L ET,

FET A —VRE(RIRFIZ SMTP H—/ 3R A R4 % DNS 20 B 51T 7o Tz [ml & 3
ﬁ—\‘]\/i—a—o

smtp error count

dns error count

I:?‘/F%Eﬁ

show mail info

I/ﬁ?%-—g

NTA=HEFHY FHA,
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SNTPANIP [ZB5 T & 1§

| SNTP/NTPIZBE S 2 tH 8

LSNP 54 72 hoskEERT

Ishow sntp client

REZIINLTWDSNIP 7 747 hOREEZFR L ET,

F80:V01.02(00) LLEEHHR—k

I FEE

Router#show sntp client detail

Reference time: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Request interval: 999999sec

Request timeout: 9999sec

Request retry term: 9999sec

Request source: xXXX.XXX.XXX.XXX

Next request: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)

NTP server Ver Stratum Send Recv Warning Step
XXX XXX . XXX . XXX N Nn nnnnnn NNNNNN NNNNNN  NNNNNNn
Last request: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Warning receptions: nnnnnn
Precision: -nnn
Root delay: xxXxxxxXx
Root dispersion: XXXXxXXxXX
Ref. identifier: xxXx.xXX.XXX.XXX
Ref. timestamp: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last receive: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last response: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
XXX XXX XXX XXX N Nn nnnnnn NNNNNN NNNNNN NNNNNn
Warning receptions: nnnnnn
Last request: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Warning receptions: nnnnnn
Precision: -nnn
Root delay: xXXXXXXXX
Root dispersion: XXxXXxXXxXX
Ref. identifier: xxx.xXXxX.XXX.XXX
Ref. timestamp: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last receive: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last response: hh:mm:ss JST WWWw MMM dd yyyy (9999999999 999999)
XXX XXX . XXX . XXX NI Nn nnnnnn NNNNNn NNNNNN NNNNNn sync
Warning receptions: nnnnnn
Last request: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Precision: -nnn
Root delay: xXxXXXXXXX
Root dispersion: xXxxxxxxx
Ref. identifier: xxx.xXXX.XXX.XXX
Ref. timestamp: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last receive: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
Last response: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)
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I%\Iﬁﬁd)éﬁﬂﬂ
IH H N =B
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Reference time

BBIZY 7 MU TR AR E LT E ORI G — 30 b EUG L7 EF BUAE
B) Z2FRRLET,

Request NTP #— S~ A DB () 71382 (5) 2#E7LET,

interval

Request Request timeout: NTP H— "nEDISE/FHL X A LT v M (BB EIT—) &=
timeout FoRLET,

Request retry
term

NTP Hr—="~D VY + 7 A B () 2FRLET,

|Request source

INTP H— SEIO A DRI D Y — 2T KL R &R LET,

|Next request

KB B D ERA & R LE T

NTP $— 37 KL A (SNTP 27 A4 7 o MnBRFHIRED RIS & 78 o T D EEITSCER

‘NTP server L:”*”i%i—\‘) %%ZT_\‘ Li—a—o
Ver INTP - — /B |G LT A — 2 3 VBB A FoR LE T,
|Stratum ‘NTP P — NS EBICZ(E LT Stratum 2 Foms LE1,
Sond NTP Hr— S~DffGotdiemlt (7947 " RMED T %) OfE) #F L E
£
Recv INTP H— 370 b DISERER ( (77472 bRIEN T 8] Off) 2FRLET,
Varnin FDONIP P — "5 SNTP 7 54 7> A LI=3 (B45) 22EL-EE (27547
‘ v NRIFEE S A DAL LT NS ) Of) ERRLET.
+360msec £V REWVEERENRA LB ( [BIERZIEH A U o %) OfE) 2FRR
Step
LET,
— sntp_client_targetserver[2] DNE (syncclock (2 THRE 472 NTP H—%) DK
v ICFRLET,
SNTP 7 A4 7 > s MEBICI WA DR L (NTP - — S B R BICZE L
Last request .. .
Originate Timestamp)

|Precision ‘NTP Y — NS I3 (E L= Precision fHZ R R L F T,

|Root delay ‘NTP P3N BB ICZ(E L= Root Delay fi (Hex Frr) Z#FRR L F9,

R(,)Ot . NTP B — 05 e 123212 L 7= Root Dispersionfii (Hex FR) Z#Fmr L ET,
dispersion

Ref. NTP H— 375 1% 12542 L 7= Reference Identifier f (IPv4d 7 KL A E7-1330F
identifier 5) #FRRLET,

Ref. timestamp

‘NTP Y — S B % 12518 L7- Reference Timestamp fHZ £/~ L F T,

Last receive

NTP H— S % 2525 LT REA) (NTP H— 3 5 Be % 12525 L 7= Receive Timestamp
i) 2R~ LET,

Last response

NTP H— RN TG LT (NTP - — 30 5
Timestamp ) ZF{ AL FET,

%128 L7= Transmit




SNTPANIP [ZB5 T & 1§

X TREAl] RARIZOWT, FFIZa A P REWIEATL show calendar RFL & timeval EORFLEIT
WET,

I:?‘/P%iﬁ

show sntp client [detaill

I INT A=A

NG A—4H HREAR SR E g LR DIE
detail SNTP 7 Z A 7 > b OFEME R ZF£ R LE T, |detail |FEMIEFHRAZZ R LEEA
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L NP — Sk iERR

Ishow ntp server

NTP H— SHEREDS A 2072 B ITEMER B2 FR L £,

I R EE B

F80:V01.02(00) LLB& 7 R—hk

Router#show ntp server

Stratum:

Precision:

-n

Reference clock: hh:mm:ss JST WWW MMM dd yyyy (9999999999 999999)

I%Eﬁwﬁﬁ
B H N B
NTP B — & U CEEHINTD & A DA X T3y MICERET S Stratum [l &2 o=
Stratum
LET,
o NTP H—sN L U TEFRFINIP & A DA KX T8 MR TET D Precision % 3
Precision .
RLET,
Reference NTP H— "W BIR L TWA Y 7 b = T EEEHOMEAEF R LET,  (show calendar 3
clock & timeval fEDOZFEED)

I:?‘/F%Eﬁ

show ntp server

I ING A7

INTA=HEFHY FHA,
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| atEmoxT

Ishow sntp client statistics / ntp server statistics

SNTP 7 7 A 7> b, NIP — BEREIC BT At Em e #Rr L £,

F80:V01.02(00) LLB& 7 R—hk

I R EE B

SNTP 7 5 A 7 hiEHEE

Router#show sntp client statistics detail
Step corrects: nnnnnn
Send packets: nnnnnnnnnn/nnnnnnnnnn
Send errors
network down: nnnnnn
host down: nnnnnn
network unreach: nnnnnn
host unreach: nnnnnn
other: nnnnnn
Receive packets: nnnnnnnnnn/nnnnnnnnnn
Discard: nnnnnn
Warning: nnnnnn
Complications: nnnnnn
Receive errors
illegal version: nnnnnn
illegal mode: nnnnnn
illegal stratum: nnnnnn
other: nnnnnn
Receive timeouts: nnnnnn

NTP H— NFidHE S

Routerf#show ntp server statistics detail
Receive packets: nnnnnnnnnn/nnnnnnnnnn
Discard: nnnnnn
Receive errors
illegal version: nnnnnn
illegal mode: nnnnnn
other: nnnnnn
Send packets: nnnnnnnnnn/nnnnnnnnnn
Complications: nnnnnn
Send errors
network down: nnnnnn
host down: nnnnnn
network unreach: nnnnnn
host unreach: nnnnnn
other: nnnnnn
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I #FIHE DA

244

i

7 H A

SNTP Client

Step corrects: *+360msec 2V K WFAAENIA LzEE ( TBAEREA EH D
VE | OEFHME) R RLET,

Step corrects

T TAT v RBRBY— NCEHERI L L R D= HEm (75
ATV B EIv 2] OGS (7794 T o NEEI T 2] OFRF+ [
TAT VY MEET—h o2 (Hp=T—h o 2G5 | O&FH) ) &%
r~LET,

Send packets

net workdown | 177 74 7> [3%{F NETDOWN =5 —H 7> % | OAFHEERLET,

|network unreach ‘ [V F 47 RNiEENETUNREACH =T —h v % | ORFHEFRRLET,

|network unreach ’ 747 FiE{E NETUNREACH =5 — o v % | OFitEERLET,

host unreach | [ 71 7> h %% HOSTUNREACH =F —h v > % | OAFHEERLET,

lother | (75470 FREZOMTT— T 2] OAFEFRLET,

I IAT S BRBRY =N OIREEZETI R EZESA LT U &R
REAT y bRZERELEDZERE (7747 "5 2) /17
FAT UV INZEATE) + [ 04TV NG T =IO Z (A LT T B
RSB =T =Ty 2 OEE) 1) ERRLET,

Receive packets

Discard (7547 v NERERNT L H ] OAFERFLET,
Warning (V54T v NRFEE S A LAF LT H B | ORFHERTLET,
Complications | INTP — SI&8ian v ) OAFEIRLET,

|illega1 version ‘ [V FATV "ZENA=VaraoTdg—hyr 2] OGiHEFERLET,
|illega1 mode ‘ [V FATV "ZEE—RZT—h o %] ORGHEFRRLET,

|illega1 stratum ‘ 7 Z 47> F&2fE Stratum =7 —h 7 ¥ | OEFFEFRRLET,

other [V FAT Y N REXOMTT— T8 DG EFR LET,

Receive timeouts| [ 74 7 ¥ FEIEHA LTV hxTF—h U %] OAFERRLET,

NTP Server

P RNNE T TAT Vo IR EZE LB E RE Ny FZERELED
7GR (=52 T —RZGEh 5 + =[5
TT—hvrH (=T - XDEH) 1) EERLET,

Receive packets

Discard | [ NEZERERA VS RRLET,

|illega1 version ‘ [ —RNZENR—T g T—h X ZERLET,
|illega1 mode ‘ [ —NZ(FE— T —h T %] 2FRRLET,
fother | [ —RZEZOMTT—h T H ) EERLET,

Y= RNNE T TA T v MTEERD Lzl & SR L&D Gl (3=
EEATZ] ORFH (H—REEI T Z ) O+ [—REEFZT—
HooH R T—hor 208 | O&FH) ) EFRARLET,

Send packets:

|Complications ‘ INTP 7 A4 7> NEREEED D2 HFRARLET,

|r1et workdown ‘ [ — R&{E NETDOW =T —h 7% | #FRpRLFET,




SNTPANIP [ZB5 T & 1§

host down [ — /3615 HOSTDOWN = —H o v ¥ | HFRRLET,
network unreach | [H—/33%{Z NETUNREACH =T —h v % | #F L ET,
host unreach [— 32615 HOSTUNREACH =5 —H 7 v % | ZFanr LET,
other [P—RREZOM=T—H T ¥ ZFRRLET,

I:?DP%EE

show sntp client statistics [detail]

show ntp server statistics [detail]

I INT A=A

NG A—H HEAR Bkl EREEDIE
detail FEHMEROFEMAF T LET, |detail [FEHBEHRAFTLEYTA
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| SSHY—/SHkEICRAS iW4R

|E58 Rz + ) ORRICHT 51HH

Ishow crypto key ssh

WEICRESNIZEAHE (RA M) 2RI DI LNTEET,

| 2rmmm 1 ss0umn

Router#show crypto key ssh
Key pair was generated at: Wed Aug 25 12:34:56 2008

Key type: SSH1-RSA key (1024 bits)

Key Data:

1024 37 12772534120769135066289150792309840111648281534514544731686136218951608
43044904213682540536789086520254565572684022004016847398243985350532823236365642
27876860354412087293610505425713690960267198676386325574400038454973935082512455
245314464684014409208693476592049989548538242242663246414887970518807433817189
Fingerprint: 59:0d:9c:a5:87:7a:e3:3c:37:ba:f7:d1:c2:0£:54:02

Router#

I FKE@EE 2 BHD fingerprint(3§H0)

246

Router#show crypto key ssh fingerprint

Key type: SSH1-RSA Key

Key sizes: 1024 bits

Fingerprint: 59:0d:9c:a5:87:7a:e3:3c:37:ba:f7:d1:c2:0£:54:02
Router#



SSH H—/ BEEEIZ T B IEER

Iéﬁﬁwﬁ%
H B S
Key pair was generated at |F— DA% 2 F£nRx L E T,
Key type RA MEOFEFHZR R LET,
key size RAMNREOEREEZERRNLET,
Key Data NBRBED T — X BRI L ET,
fingerprint R A NEAONBRFEOFER (fingerprint)

I:?DP%K

show crypto key ssh [fingerprint]

INEX—G

INTA—H REANE R E R HESEFDIE

fingerprint |key type, key size, key Data Z#Z& r L ¥ 9, |fingerprint [ COHHEH ZHERLFT,
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| SSHOD ER IR EE(ZRE T B 154k

Ishow ip ssh

SSH DR ERREE TR L E T,

I FEEH

Router#show ip ssh

SSH Enabled-version 1.5
Authentication retries: 3
Response timeout: 120 secs
Exec timeout: 5 minutes

Router#
I%Eﬁwﬁﬁ
B H N =B
SSH Enable SSH r— "DfRAEZ RN L E T,
version 1.5 SSHH— "AEH$ 5 SSH 71 ha/LoR—Ta a2 R LET,
Response timeout SSH 7'\ k 2 /LB B GREE) =R rxLET,

Authentication retries [FRaLEY b T A [Hl%%E GREMH) 2FERLFET,

show ip ssh

I INDA—A

INTA=HFTHY EH A,
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SSH H—/ BEEEIZ T B IEER

| SSHO R4 & 3 L DIKEEIZEE T 21555

I show ssh

SSH=ax 7 g DORERZFR <L ET,

I FOoREEBIT SSH ORI I DIER

Router#show ssh

No. Version Encryption Hash State

Remote Host
1 1.5 3DES-CBC None

Session started 192.168.100.1

Total Sessions Active sessions

Reject sessions
1 1

0
Router#

I FREEFI2 SSH ORI 3> DHiEHER

Router#show ssh statistics
Total Sessions Active sessions

Reject sessions
1 1

0
Router#

249



[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

I & I8 H DEREA
- =
No. B
|Version ‘SSH T kalnR—Tg R LET,
[Encryption [WfEALT A=Y X KA LET,
Hash Ny vaTATY RAERRLET,
SSHaxZ i a rOREALRLET, REBETIE, UTFTOAT—FXA%2RLET,
State ‘Session initiating ‘SSH Ty R D — PEEEERE TR E TOM ‘
‘Session started ‘l*ﬁﬁﬁﬁ%Tuﬁéﬂ)ﬁﬁé ‘
Remote Host |[AMEEIZT 7 EA LTS SSHZ FA T b IPT L RAZFRRELET,
Total SSH Hr— SBEft ST SSHE v o a v O m LET, HREDSHES LIZEAI,
Sessions 07 V7 ENET,
et a2 REATRECHA R O SSHE v v 3 O,
¢ lYe FREND SSH 27 2 3 > (Session initiating & Session started) D% & —3
sessions
Liﬁ_o
B A G L= SSHE v v a v oiiazrLET,
Reject SSH ECa—HFRREN KN Lzt v v 3 VPSRV R — k SSHN— 3 12 K 5 RER,
sessions SSHY—=RDOT7 7 AY A MREIZLDEI, SSHEY v a v EToOr 7 A U iRFERER
72E) XK E LTI N LET, EESFHES LZSEAIE 027V T ERET,
I avUrRER

show ssh [statistics]

I INT A=A
85A—5 BENE N LHEHOIE
|statistics FEHEMAE R L ET, |Statistics |SSH“TZ‘)°/EI VOARELED TERLET,
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EGRFXIERGEICE T SI5H

| EMETXiEMElT 288

| =mE s IEM O R

Ishow remote-maintenance ssh

E R RSTF R OB BRI 2 iR T F 97,
T PRARST XPEMEEEIX. remote-maintenance ssh =< R TR M T TXxET,

! FoREEG] 1 ERRT IR ED

Router#show remote-maintenance ssh
SSH remote-maintenance is enabled, remaining 9:58 (mm:ss) .

Router#

I FoREEG] 2 EZRRTFIEHRENSBEL TGN

Router#show remote-maintenance ssh
SSH remote-maintenance is disabled

Router#

I:?‘/F%Eﬁ

show remote-maintenance ssh

I ING A7

NTA=HEFHY FHA,
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| 77—L% z7I2B8Y 3188

| o7—svz7o7100%R

Ishow file firmware

77—V =T ONEZMHRT DI ENTEET,

!ﬁ%@ﬁﬂ

SIDE-A: VALID (Active) ID: WAKATO EXTID:XAF4 FIRM VER:V01.00 FILE VER:112301
SIDE-B: VALID (Inactive) ID: WAKATO EXTID:XAF4 FIRMVER:V01.00 FILE VER:112301

I%EE@%%

EH A
SIDE-A/SIDE-B  |SIDE-A. frm,/SIDE-B. frm % M L £,

Bl 77— =T NEIPEFRRLET, 77— 7 =T & LTHR TRV
VALID A%, INVALID & ERENET,
INVALID OYREETIE., 2D 77— AT =7 MEORENI T A,

WORENFICEHH SN 77— 2T E I ER R LET,

ACTIVE/INACTIVE |\ 4 ive © ko @M S5 Tnactive : oM & 1720
D Ty —ALT=TOIDEERLET,

EXTID 77— LU =T OYEID &R LET,

VER T7 =L xT DNRX—V g U ERRLUET,

FILE VER Tr—LU=TOIEVarERRLET,

|:7>F%ﬁ

show file firmware [ 7—L9 T 7 IT74IL4]
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Z27—AD I FIZET SIEH

INEX—G
NG A—4 BRERNE % 7E # B HEBRDIE
20OBLT 7LV =T T7ANLDIL EHDL
% . N i . SN — A
A =T RO EEE LET, SIDE-A. frm @b?i;lii&;;i
77 A N4 SIDE-A. frm |SIDE-A. frm O1E#HEZF R LET. | |SIDE-B. frm 7 AT 2

LET,
SIDE-B. frm |SIDE-B. frm OF#H A2 Fm L £,

I77—A®I7tour

FITELnet-F U —X Tk, 77— U =T7T L LCEIMTDHIENTEDL 77 AN E2OBGFTDH I EN
TEE9,
2D 2o1%, “SIDE-A. frm””SIDE-B. frm” & \V9 7 7 A L4 T, HEICHKHINE T,

— DTy =TT Oy T w7 LR LZY  #%D FITELnet-F U — X% F57 L 7= e[
WCRIFIC A=V g U7 v T 5567 8, REFGRTT,
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| ERAICET 2188

| BEsh R TR

I show running. cfg

SUEBEP OBRERRER T LET,

B E 5]

|
st
._I

Router#show running.cfg

|
! FITELnet-F100 BRI option

! MAC Address: 0123.4567.8910

! Hardware version: Ver 02.20-110804 (BRI: Ver 1.01 )
! Firmware version: V02.01(00) 053105
|
|
|
|
|

LAST EDIT e e A
LAST REFRESH 14:58:12 2005/06/06
LAST SAVE 14:39:50 2005/06/06

interface ewan 1

ip rip receive version 1

ip address 192.168.138.64 255.255.255.0
exit

interface lan 1

ip address 192.168.100.1 255.255.255.0
exit

|

router rip

network 192.168.138.0 255.255.255.0
redistribute connected

version 1

exit

|

end

Router#
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I:?DP%K

show running. cfg [action-map

VP EVESYLIN
[address—pool ipv6 [7 KLART—IL£&] ]
[class-map [V S5RT v TH] ]

[crypto [ca identity] ]
[crypto [isakmp policy
[crypto [map [EL Y 42&EF]
[crypto [security-association] ]
[crypto [ipsec-log] ]
[event-action [A RV F7H a3 ES] ]
[event-class [A RV T SRAEE] ]
[event-map]
[icmp—class [ICMP ¥ S X &S] ]
[interface [/ 2 7z —X4] ]

[ip dhcp pool [4 2% 7z —R£]

[R)o—&S] ]
(=7 REF] ]

[ipv6 dhcp client-profile [V SA4F7 > rTOT774ILE] ]

[key chain [F—&F5] ]
[line [#EA 271z —R] ]

[policy-map [R')I—<vTH&] ]
[route-map [Route-map 4] [ permit | deny ] [>—H 2V RFEE] ]
[router [ZB +aJL] ]
I ING A=A
INSA—H BHANES Bar i HREDE
T varvy TRET— FNICETAIEE 2R
action—map LET, 773 ar~vy7AEBETH I E L AR |16 SUFLNO LTS
‘/C:‘—j—o
_TCOFE
address—ooo] | PV8 7 FLAT =L gEE— FIZBIT S HE £ ga ;%;/i
- b FLET, 16 STFLINOSCTH |
P 7 RURAT—NLEAEET D 2 L L AR T, ’
class—map 7 7 Ay TRIET— NICHT S HA 2 RN L& 16 SCFLIN D SCF5|

T VIAR TR ERET S L AT,
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crypto

BREERET— NI
B 2IEEZF R L ET,
IKE RV > —ZEE— KD
EHHAEZRRLET, AU
—BEERTETHI LD
FHETT,

VPN & L7 X EE— KD
HHEZ#ERLET, LY
AFe, = AT SR
BETHZ & B ARETT,
IPsec KHER% EE— RDIHE

ca identity

isakmp policy

map

security—association

HExFnrLET,
) 3 IPsec 1 73k ETE— NIZH
thsecos TAHEAEFRLET,

ca identity

isakmp policy 1~500%
(RY > —%&5)

16 SCFLAN D SCF5
(L7 Z44FF)

map 1~2000% (&L~

2 &)

security—association

ipsec—log

event—action

AR NT Vv a U RET— RICET 2B &3
RLET, AT a B EERET LI
HARET,

1~500%

event—class

AN NI TAREET— FICBT2HAEZFRLE
To AN NI TARGEIEET DI L BAEETY,

1~5007%

AR b=y TRET— NICET2HEAEEZFRL

event—map £ event—map
[ IOWP 7 7 ABGEE— FICBIT DBAEFORLET, || o
P ICMP 7 7 A A RET HZ L HARETT,
bri BRI A ' # 7 = —ARET— RIZEET 5
HEZRRLET,
) dialer £ v & 7 = — AR EE— RIS
dialer .
TLHHBEZRRLET,
e PUANA BT 2 = ARBGEE— FIZBT | bri 1 (F100 0 864 n]
LHEBHEFRRLET, He)
] - IPsec A L2 7 = — AZEE— FicBg4 | [dialer 1~20 (F100 @
Sl s R AR R LR, ZHEHATHE)
- 1~2
. LAN A 25 7 = — AR EE— RICBT5 | .
interface lan i H %50 LT Ersle(lnf 1~500
lmm%kw—fﬂyﬁ4V&ZI~X%ﬁ%~ loopback 1
RIZBET AHHEBZF R LET, pppoe 1~24%1
PPPOE A o & 7 = — ARET— R|Zfg9 | tunnel 1~32
PPROC B 2 #oR L £, vlanif 1~16
F A BT = — ARTEE— NIT
tunnel .
BT 2B AR R LET,
. VLAN A > H 7 = — AR TEET— R
vlanif .
LHHEBAEFRRLET,
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RERNBICET BI5#H

ip dhep pool [DHCP H— 3¢ E— RICH4 2IHH 2807 LET, TZinlz
ou6 dhe DHCPv6 7 A 7 > b7 a7 7 A VEREET— NIZB |16 SCFLANDOICFF
il [TRHAEREALET, 2 94TV b TuT AL (VT4 T T a7
b 25T D 2 & b AT, 7 A 4)
. key—chain &— FIZBF SHHZ RN LET, _
key chain T e batere s - & b WRETT, T
line Ethernet #EE— FICHIT B A AR LES, |0 !
ewan 1~2
RY =<y TREE— NCBET2HALZFRL
policy-map FT, RV o—~y T AUEHETDHIEHAEET |16 STFLINO LTS
7,
Route-map gXETE— NIZBETAHEBEZERLET, N— b~y 74
. Route—map 4. /L — b~ 7 3FFA[1 5 @t permit
routermap (permit) 7Z2dDH>, FFAI L7aWEME (deny) . 37— |deny
TUABRGERETDHIENTEET, 1~65535
b BGP #— B AR EE— NICBId2HHE 2 *
8 RLxT,
RIP —EAREE— NIZBT2HBAZE | bgp 1~65535
ospf | _.
RLET, ospf
router -~ .
. RIP r— B AREE— RICBHT A AF ||T1P
PR UE S, ripng
rinne RIPNE PR EE— NI A2HA %
P8 em L,

X1
%2 .
%3 .
x4 .

NG RA—H K DREET— FOFRE, F80 : V01.03(00), F100

: F80 (1~32) . F100 (1~100) 272V ¥£7,
F80 (1~64) . F100 (1~128) Iz 0 ¥,
F80 (1~100) . F100 (1~100) 272 v F9,
F80 (1~5) 12720 ¥4,

: V02. 09 (00) LAREH R — b

257



IPsec $ithts 70— F/v> F)—% FITELnet-F = 1) —X"

I HREBHICDOLNT

FITELnet-F > U — XOFEEFHROMFOFITIE, FHINDREICLIVELTFO SFENH D 7,

running. cfg |BUEBMET D% EIEH
working. cfg |fREEH DR EH
boot. cfg WA B O 5% T

F7-. FITELnet-F 3 U —XTCl&, SIDE-A. cfg/SIDE-B.cfg L EO4M T, 2HEORTIEREIRET S

running. cfg

ZEMNTEET,

INHOREFROBKKIL, LTOLS1220 3, HREFEREOLT (Tsave” ) 1%, =2~v v
R4 T, )

oot. cfg

rrrre———— A

I |

| [ SIDE-A. ofg | save restore

: I working. cfg

_ —_— —_—

I SIDE-B. cfg : load refresh

I

| boot configurationiz& ViR :

l________| _____ |

KEREH

258

HAY Y FOREICHOWTIE, a~xr P 77 LR (@R 22U TZEN,




RENEIHT S5

| FErOREES

I show working. cfg

SR OREE A 2R LET,

I KB E

Router#show working.cfg

|
! FITELnet-F100 BRI option

! MAC Address: 0123.4567.8910

! Hardware version: Ver 02.20-110804 (BRI: Ver 1.01 )
! Firmware version: V02.01(00) 053105
|
|
|
I

LAST EDIT —mimmim— ———— /= /-
LAST SAVE 14:39:50 2005/06/06

interface ewan 1

ip rip receive version 1

ip address 192.168.138.64 255.255.255.0
exit

interface lan 1

ip address 192.168.100.1 255.255.255.0
exit

|

router rip

network 192.168.138.0 255.255.255.0
redistribute connected

version 1

exit

|

end

Router#
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

I:?DP%K

show running. cfg [action-map

VP EVESYLIN
[address—pool ipv6 [7 KLART—IL£&] ]
[class-map [V S5RT v TH] ]

[crypto [ca identity] ]
[crypto [isakmp policy
[crypto [map [EL Y 42&EF]
[crypto [security-association] ]
[crypto [ipsec-log] ]

[event-action [A RV F7H a3 ES] ]
[event-class [A RV T SRAEE] ]
[event-map]

[icmp—class [ICMP ¥ S X &S] ]
[interface [/ 2 7z —X4] ]

[ip dhcp pool [4 2% 7z —R£]

[R)o—&S] ]
(=7 REF] ]

[ipv6 dhcp client-profile [V SA4F7 > rTOT774ILE] ]

[key chain [F—&F5] ]
[line [#EA 271z —R] ]

[policy-map [R')I—<vTH&] ]
[route-map [Route-map 4] [ permit | deny ] [>—H 2V RFEE] ]
[router [ZB +aJL] ]
I ING A=A
INSA—H BHANES Bar i HREDE
T varvy TRET— FNICETAIEE 2R
action—map LET, 773 ar~vy7AEBETH I E L AR |16 SUFLNO LTS
‘/C:‘—j—o
_TCOFE
address—ooo] | PV8 7 FLAT =L gEE— FIZBIT S HE £ ga ;%;/i
- b FLET, 16 STFLINOSCTH |
P 7 RURAT—NLEAEET D 2 L L AR T, ’
class—map 7 7 Ay TRIET— NICHT S HA 2 RN L& 16 SCFLIN D SCF5|
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REABIZET SI5H

crypto

B REEREE— NI
B ApIEE ZF R L ET,
IKE RV > —ZEE— KD
EHHAEZRRLET, AU
—BEERTETHI LD
FHETT,

VPN & L7 X EE— KD
HHEZ#ERLET, LY
AFe, = AT SR
BETHZ & B ARETT,
IPsec KHER% EE— RDIHE

ca identity

isakmp policy

map

security—association

HExFnrLET,
) 3 IPsec 1 73k ETE— NIZH
thsecos TAHEAEFRLET,

ca identity

isakmp policy 1~500%!
(RY > —%&5)

16 SCFLAN D SCF5
(L7 Z44FF)

map 1~2000% (&L~
2 &)

security—association

ipsec—log

event—action

AR NT Vv a U RET— RICET 2B &3
RLET, AT a B EERET LI
HARET,

1~500%

event—class

AN NI TAREET— FICBT2HAEZFRLE
To AN NI TARGEIEET DI L BAEETY,

1~5007%

AR b=y TRET— NICET2HEAEEZFRL

event—map £ event—map
[ IOWP 7 7 ABGEE— FICBIT DBAEFORLET, || o
P ICMP 7 7 A A RET HZ L HARETT,
bri BRI A ' # 7 = —ARET— RIZEET 5
HEZRRLET,
) dialer £ v & 7 = — AR EE— RIS
dialer .
TLHHBEZRRLET,
e PUANA BT 2 = ARBGEE— FIZBT | bri 1 (F100 0 864 n]
LHEBHEFRRLET, He)
] - IPsec A L2 7 = — AZEE— FicBg4 | [dialer 1~20 (F100 @
Sl s R AR R LR, ZHEHATHE)
- 1~2
. LAN A 25 7 = — AR EE— RICBT5 | .
interface lan i H %50 LT Ersle(lnf 1~500
lmm%kw—fﬂyﬁ4V&ZI~X%ﬁ%~ loopback 1
RIZBET AHHEBZF R LET, pppoe 1~24%1
PPPOE A o & 7 = — ARET— R|Zfg9 | tunnel 1~32
PPROC B 2 #oR L £, vlanif 1~16
F A BT = — ARTEE— NIT
tunnel .
BT 2B AR R LET,
. VLAN A > H 7 = — AR TEET— R
vlanif .
LHHEBAEFRRLET,
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[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

ip dhep pool |DHCP —SgET— MZHTBUA £FRLET, [ 2
6 dhe DHCPV6 7 A T > b7 a7 7 A VERTEE— RIZB |16 SLTFLAN DO LTH)
W [TAHAERFLET, 94T b T a7 AN (F T4 T v b T a7
b 25T D 2 & b AT, 7 A LA
. key—chain &— FIZBF SHHZ RN LET, _
key chain o g BratETS - L b HETT, o
line Bthernet & — FIcli s A 2R e, |20 !
ewan 1~2
R —= v TRET— NIEATHHEAZFRL
policy—map F7, RV —<vT7LERETHIEHAMEET |16 LFLNOLFH
7,
Route-map gXETE— NIZBETAHEBEZERLET, N— b~y 74
o Route—map 4. /L— b~ v 7 0FFA[3 5 @Mt permit
routeTmap (permit) 7207y, FFAf L7Z2WEME (deny) . > — |deny
TUAT G EIRET DI ENTEET, 1~65535
b BGP #— B AR EE— NICBId2HHE 2 *
8 RLxT,
RIP —EAREE— NIZBT2HBAZE | bgp 1~65535
ospf | _.
R~LET, ospf
router -~ .
. RIP —E AR EE— RICHETHHEE A% ||T1p
P = LET, Tipng
rion RIPng H—E AEET— NI HEHE %=
P8 em L,

%1 :F80 (1~32) . F100 (1~100) iZ72v £,
%2 : F80 (1~64) . F100 (1~128) 72V £9,
%3 : F80 (1~100) ., F100 (1~100) 271 ¥4,
¥4 : F80 (1~5) 2720 %9,

RS A—FRIZ L BHREET— FOFEEIZ. F80 : V01.03(00). F100 : V02. 09 (00) LAY AR — K
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HEBHICDOLNT

FITELnet-F >V — X O EFHMOMFOHFITIL, HHINDREBIZEIV L TO 3IFENRH Y £7°,
running. cfg |[B/EENMEF O EFH
working. cfg |fREEH DR EH
boot. cfg IR [AIEC EBh B O F% E 1 R
F7-. FITELnet-F > U — X Clt. SIDE-A. cfg,/SIDE-B.cfg & = 9 AT, 2 HHOBEFRERGFT S
ZEMWTEET,
INHOBREFTROBBKIL., LTFTOXL 2220 4, (HHREHFWRHEOXT ("save” ) X, a~v v
R4 T, )

boot. cfg

rrree————— |

| |

| E SIDE-A. cfg | save restore

| | ¢———— -

: I working. cfg running. cfg
I SIDE-B. cfg : load > r_>efresh

[ [

[ [

boot configurationiz&k V&R

I
I
I
I
I
I
I
I
I
I
I
I
I
L

KERE
Ka~r ROFEHIZOWTIE, a~v> R 77 LA (BER 22 LTIEE0,
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| xEiEsBEOwRR

I show boot. cfg

RIEEENR OBEF Rz 28 LE T,

I FEEH

Router#show boot.cfg

FITELnet-F100 BRI option

MAC Address: 0123.4567.8910

Hardware version: Ver 02.20-110804 (BRI: Ver 1.01 )
Firmware version: V02.01(00) 053105

LAST EDIT —mimmios —mem /== /==
LAST REFRESH --:--:-— ———=/-=/--
LAST SAVE 14:39:50 2005/06/06

ip route 0.0.0.0 0.0.0.0 192.168.138.1
1

interface ewan 1
ip rip receive version 1
ip address 192.168.138.64 255.255.255.0
exit
interface lan 1
ip address 192.168.100.1 255.255.255.0
exit
|
router rip
network 192.168.138.0 255.255.255.0
redistribute connected
version 1
exit
|
end
Router#

show running. cfg

I INDA—A

INTA=HFHY FHA,
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I HEBHICDOLNT

FITELnet-F ¥ U — XOREFTHROFOTT 11T, HHINDHREICI VU TO3IFENH Y £,
running. cfg |BUEBMET D% EIEH
working. cfg |fREEH DR EH
boot. cfg YR Bl EC B RF 0D 3% T8 1 it
%72, FITELnet-F ¥ U — X Cl&, SIDE-A. cfg,SIDE-B.cfg & & 94T, 2 MBEOREHFMEIRFET D
ZEMNTEET,
INOOREFEROBRKIL, UTOLIZRY ET, (BFREFHRMOLF ("save” ) 1L, 2~
R&4TY, )

oot. cfg

rrree————— |

| |

: SIDE-A. cfg : save restore

<— <—

: : working. cfg running. cfg
I SIDE-B. cfg | load refresh

[ [

[ [

boot configurationizd&k V&R

KEEE
HAT Y FOFMIZONTIE, a~v> N 77 L2 (#ER 22BL TS0,
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| 8eo7 L omE

Ishow file configuration

WRET 7 ANVONEERT D ENTEET,

I FEEH

SIDE-A: (Active) LAST SAVE: 14:32:33 2008/09/10
SIDE-B: (Inactive) LAST SAVE: 14:32:33 2008/09/10

I LIEEHDHBAT I7MILEBEFIEELEVES

EHH AE
SIDE-A/SIDE-B  |SIDE-A. cfg, SIDE-B. cfg # =Bk L £,
WORBNIRFICHEH SNDORET 7 A NVNE I DEFRRLET,

ACTIVE/INACTIVE | e e BB L= T S 415 Tnact ive © T EEBIHSIZ S & 1L780»
LAST SAVE BHBICBEFESNTZHR2ERLET,

I KRTEEFI2 J7/IVRERELI-HE

Router#show file configuration SIDE-A.cfg

|
! FITELnet-F100

! MAC Address: 0123.4567.8910

! Hardware version: Ver 02.20-110804
! Firmware version: V02.08(00) 041408
|

|

|

|

LAST EDIT 14:00:38 2008/09/10
LAST REFRESH 14:00:43 2008/09/10
LAST SAVE 14:01:20 2008/09/10

Router#
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show file configuration [ <O 7—LD 7 I774ILE> ]

INEX—Q
INS A—4H BAARES =% T & B HERFEDOIE
_ 2OBDBIET 7 ANVD |[STDE A, ofg [SIDE-A. cfg DIEH % 2o | [FITDBIET 7 A
JT T Sy et e e BRT B RS ot a FoR U
7T 7 AN e SIDE-B. frm |SIDE-B. cfg DI H 4 R $4

|z

FITELnet-F ¥ U — X DR EFHMOFFOTT 2L, HHSNDREBICI VU TO3IFENH Y £7,
running. cfg |BIIEBIEH DR E N
working. cfg |tk DFX E I
boot. cfg R IA]E i D F% T T
%72, FITELnet-F ¥ U — X Cl&, SIDE-A. cfg,SIDE-B.cfg & & 94T, 2 MBEHOREHFREIRFET D
ZEMNTEET,
INOOREFHROBKRKIL, LTOLIICR0 Ed, (BREFRMEOILT ("save” ) 1L, A~
R&4TY, )

boot. cfg

rrrrEeeee—m—m————— A

l |

| SIDE-A. cfg | save restore

| ‘ i | -— .

: I working. cfg running. cfg
| SIDE-B. cfg : load ’ refred:

I |

[ [

boot configurationiz & YsEiR

EEFE
Ko<y ROFEMIZOWTE, a<> R 77 LR (BER) 22 LT 70,
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| 24 FL—RIZET 315

|82 hT3429 FL—ROEE

Ishow tasktrace actives

BMELEXAY FL—ADONEA TR LET,

Iﬁ%@ﬁﬂ

Router#show tasktrace actives
arp send

arp recv

snmp requests

Router#

|:7>F%ﬁ

show tasktrace actives

I INDGA—A

INTA=HEFHY FHA,
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HAROFL—XIZBT BIEER

| 522 FL—RicBIT 2#EHER

Ishow tasktrace statistics

H A7 b =R DRGEHERE RN L E T,

I FEE

Router#show tasktrace statistics

total msg(613), nonblock-dropped msg(0),

filtered msg(576)

console mode (on),
telnet mode (on),
buffer mode (on),
syslog mode (on),
logging mode (on)
elog set off, s
IF filter(lan set
pppoel set = off,
pppoeS set = off,
pppoe9 set off,
pppoel3 set
pppoel’ set
pppoe2l set

off, pppoeld set = off, pppoeldS set = off, pppoel6 set = off
off, pppoel8 set
off, pppoe22 set

level (debug)

level (debug), msg(20)
msg (30)

level (debug), msg(7)
elog level (warning),

slog level (notice), tlog level (err)

log set = off, tlog set = off

= off, ewanl set = off, ewan?2 set = off

pppoe2 set = off, pppoe3 set = off, pppoed set = off
pppoe6 set = off, pppoe7 set = off, pppoe8 set = off

= off, pppoel2 set = off

pppoell set = off, pppoell set

off
off)

off, pppoe20 set
off, pppoe24d set

off, pppoel9 set
off, pppoe23 set

I #IH B DA

| EH H

o

| BES

|total msg

(Z AT FL— A TR TE A v E—VRAERRLET,

|nonblock—dropped ms

g [BEESNI-A v —VBERTLET,

|filtered msg

7=l R VBTSN At — U RE RR LET,

console mode

HAY NL—RAEHRE VT IVHA LT =)V IRRTHNE DD ER
LET,
on DFFEIL., TREITRWVET,

telnet mode

TELNET T 74 » L TCWAKRA MOEEIZ, VT NHA DK AT N L—
2GR FRRTHMNE I DERLET,

on DEFEIL, XRETRNET,

buffer mode

Ny TFIZHEAT N —RAEFREMTTHNE I DERLET,
on DAL, K LE 9, show tasktrace buffer =~ KT, WG T
B A7 M—ZADEREZRTEET,

|syslog mode

SYSLOG H—/S12, B 7 & AT 208 5 hkr LET,

Tevel LR ~D LUl A RR LT
msg AR ~DH N A v e —VfEFR LET,
|e10g level « o ¢ ¢ o « ‘%ﬂ TDL_)NVEFRRLET,
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elog set « = « « KTty hTHNEIDEFERLET,
IP filter IPOXAZ FL—ZIZHLT, hb—ATAHA X T 2— A5 FRrLET,

I:V‘/F%Et

show tasktrace statistics

I INTA—A

INTA=HFTHY EH A,
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|Av77t&ﬁémt9xbhb—zﬁﬁ

Ishow tasktrace buffer

Ny 7 I LIEZ AT FL—AONEEZERLET,

IE%EEM

Router#show tasktrace buffer

total msg(613), nonblock-dropped msg(0), filtered msg(576)

telnet mode (on),
buffer mode (on),
syslog mode (on),
logging mode (on)

console mode (on),

level (debug)
level (debug), msg(20)
msg (30)
level (debug), msg(7)
elog level (warning),

slog level (notice),

tlog level (err)

elog set = off, slog set = off, tlog set = off

IF filter(lan set = off, ewanl set = off, ewan?2 set = off

pppoel set = off, pppoe2 set = off, pppoeld set = off, pppoed set = off
pppoeb set = off, pppoe6t set = off, pppoe7 set = off, pppoe8 set = off
pppoe9 set = off, pppoelld set = off, pppoell set = off, pppoel2 set = off
pppoel3 set = off, pppoeld set = off, pppoeld set = off, pppoel6 set = off
pppoel”7 set = off, pppoel8 set = off, pppoeld set = off, pppoe20 set = off
pppoe2l set = off, pppoe22 set = off, pppoe23 set = off, pppoe24 set = off)

%ttrace [NETWORK: 7]
type 00000800 len 114, id 00125800
MAC: 08:00:20:0f:fb:cl -> 00:80:bd:cf:£f1:00 type IP
IP: 158.202.232.002 -> 192.052.138.064, tos 00, len 100, ttl 254, prot ICMP
ICMP: type echo reply code 0

(01:23:45 09/10/2008) vif 1, recv

| zmous

| ==

b

| RS

|total msg

(Z 27 ML= A TR TE A v — VA RRLET,

|nonblock*dropped msg ‘}%ﬁéﬂf:f v —UHAERRTLET,

|filtered msg

T ANE =L RSN A U E R R LET,

console mode

BAY NL—AERE ) TNEA DAy ) —VIERT HNE D MR
l_/\ij-‘o
on DYFEIE, KRETIRVET,

telnet mode

-
—

TELNET TR 71 > LTWDAA FOEEIL, V7 AZ A DIF AT B L—
AERERTT 2N E I PERLET,

on DHFEIT, FREATRVET,

2N



[Psec 3tis 70— F/Y> FJL—% FlTELnet-F =) —X"

Ny T FIZHRT P =AMl E 9 e LET,

buffer mode on OHAIX, W LET, show tasktrace buffer =~ KT, WG T
T-H AT ML —ADERESRCTE £,

|syslog mode ’SYSLOG =2, v T EHNTHENE I DERLET,

Tevel R ~D LU R R LT

msg B HNBRA~DI ) A vt — S ER LET,

|elog level « = ¢« o ‘%\ﬂ TDOL~)NVEFRRLET,

|elog set ¢ e v e e ‘%D ThYy NTBHNEI»EFRRLET,

TP filter POF RS PL—RICBELT, hL—RT DA 5T =—AEFRLET,
THUREIT, EBIC R L—RA LT =22 FRLET,

%ttrace 72770, FoRTEDHDIL, tasktrace—manager buffer tracing 23X iE S
TWADGEHEDHTT,

I avURER

show tasktrace buffer

I INDA—A

INTA=HFTHY EH A,
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| 2525 FL—2ME#

Ishow ttrlog

WEOH AT P L—AERERTLET,
BrafaEdT oL, Bon ZnofifE LB FoETERRLET,

I FEE

Router#show ttrlog

$ttrace [NETWORK:7] (15:50:42 21/08/2002) vif 2, send
type 00008863 len 30, id 0011e000
MAC: 00:80:bd:cf:f1:0a —-> ff:ff:ff:ff:ff:ff type PPPOE
PPPOE: code 09, session ID 0000, len 10
Router#

I:W:/F‘%Et

show ttrlog [@ 4 F&x%]

I/f%i—mg
INTA—4H BRERNSE Biar i HREDE
o TR BHn 7 E2E0, mEN OO tirlog (FH A ST ATO ttrlog FH %

BaEiEE LET 500 e w2+,
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| #E D2 EHING

| £B D2 EELE

Ishow report-al |

KIEEORIEFRE TS L ET,
728, 7 report-all 7 <=y RTIX, BEONX—0 7 (more #iliH) 2MTebEBADO T, HEHiHEE A
7B—=LTELEITRET D0, FRENDEREY TNV A LT 7 AVRIFT DL ITHREL T
BIMERDHY £77,

B E 5]

|
st
._I

Router#show report-all
[line]

[LAN 1 port 1]

Link : down
Xover : MDI (auto)
Auto : on

Speed : —---
Duplex : —---
Router#

I:?yP%ﬁ

show report-al |

I/ﬁ?%-—g

NTA=HFHY EHA,
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s ShOW iNterface Tam-- -« oeererrreoemnnns 21

show interface loopback -« cvevrerenn 33
show access=lists =«-vrvrrroreeeeeenes 204 Chow interface MULL -« - rcrererenenenenns 39
SHOW A11AS + -+ v v v v rrrriiiiaens 10 Show InLErace Dppoe -« -« c e rerr et 95
Show hoot, Cfg <+ v rrrrrrrreeeeeenns 264 hon LILOrface LUnme] -« e e 47
A 18 hon Lo Face YLADL - - e e e m
show calendar «---rrrrrrrrrrrr e 7 SHOW D @I <« « v v v v v e v e oo 98
show crypto ca certificate =+ r-rvrvee 178 ShOW D @D <+« v v v v v v eeemeennnna 133
show crypto ipsec sa ------rrrereeeee s 171 show ip bgp community—info:«---«««+------ 136
show crypto ipsec—log «=«-w-vrvrveeeees 179 Show ip bap neighbors -« ««cwwwerrrreenns 138
show crypto isakmp policy «-----rvrvenve 173 ShOW ip bap paths -« -rrrrrrrmmnneeens 137
show crypto isakmp sa «-cocorereeeeees 169 ShOW ip b SCAN -+« v v v v e 141
show crypto key mypubkey rsa «+--------- 182 Show ip bgp SUMMALY - - -« v v vnnennnnen 149
show crypto key ssh -«-orrveereeenes 246 show ip dhep binding «--ccceeerrrroonns 185
show crypto multi-path ------oorereeoees 180 show ip dhep relay discard-packets -+ -« - 187
show crypto redundney -+ --oorreeeeee e 181 show ip dhep relay statistics -« -v-- 189
ShOW ddns_client ....................... 196 ShOW 1p 1gmp GIOUD ~ <+ = rrrerarneenens 161
show ddns-server cache «---«reeeereeres 200 show ip igmp group statistics----------- 162
show ddns-server statistics cache------- 199 show ip igmp interface -« -« -« -« wmmmme. 163
show ddns-server statistics server------ 198 Show ip igmp STAtiStics -« -« ««wwwwmmmmmn. 166
show dhep lease -+ - == -rrrrrrerreeaannnns 158 show ip interface dialer -« -« ceeeeeees 85
SHOW @10g ++ v v v v rvreee e 234 show ip interface ewan -« rrorrorees g3
ShOW @VENT—aCtion <« rrrrrreeeeeannns 214 show ip interface ipsecif -« - rrorees g8
SHOW EVENt—ClASS « v rrrrrreeeeeannns 212 show ip interface Tan - -« ccrorrorrrorens 79
SHOW EVENt—Ap « <« <« s v o v reoeaeaeaeaeenn 216 show ip interface Toopback -« -« rrrer- %6
show file configuration ----«----------- 266 show ip interface nULL -« v vrvmmvmees 99
Show File FiTMWATe - -« ccorrrrremmmnnn 259 Show ip interface pppoe -« rrcrrrer 81
SHOW F10g « v+ v v vrrrerereae e, 237 show ip interface tunnel «---crrereerne 90
SHOW RISTOTY « v v v v vrvevememee e 12 Show ip interface vlan -« rroreoees 94
show http—client ««-wvrvrvrrreeeeeen 201 SHOW D MEOUEE v v v e eeeeee e 167
SHOW 1CMP—CLASS *« v v rvrvveeeenenn 217 show ip nat translation -« ccoceoeeres 183
show interface bri »«--orvvrrreereeens 28 SHOW D OSPE v v remeeeee e 104
show interface dialer «-------cvveeeeeen 30 show ip 0SpF databage -« -« -« -« ««xwwmmmnn. 108
show interface ewan ----«---reeeoeeeee 23 show ip ospf database asbr—summary ------ 110
show interface ipsecif =+ - vvrrennnns 35

show ip ospf database database—summary - - 123
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show ip ospf database external --------- 112
show ip ospf database max—age ---------- 114
show ip ospf database network ---------- 115
show ip ospf database nssa—external----- 124
show ip ospf database router ----------- 117
show ip ospf database self-originate---- 119
show ip ospf database summary ---------- 121
show ip ospf interface -=---- - cvvee-nnn 106
show ip ospf neighbor = ««- - vvereoeve-- 126
show ip ospf neighbor all «-----vvvv-n-- 129
show ip ospf neighbor detail ----------- 127
show ip ospf route ==« «rrrrrrrrremneee.- 130
show ip ospf virtual-links «=-----++----- 132
show ip polling «««--rvrrrermmeenns 78, 160
Show ip Protocols -« rrrrrrrreeennee . 100
show ip resolver—cache ----+---cvveennn 144
ShOW ip Tip «-rrrrrrrrr e 102
ShOW ip Toute =« rrrrrrrrre e 96
Show ip SSh « - rrrrerr e 248
show ip stateful-packet - «=«-------- 145, 210
show ip traffic ««r-orvrrreremeeeae . 147
show ipv6 dhcp client statistics-«------ 192
show ipv6 dhcp client status ----+------ 190
show ipv6 interface ewan ««-----« -+ vv-- 53
show ipv6 interface lan ««-----cvernerns 49
show ipv6 interface loopback -« ««+------ 56
show ipv6 interface pppoe « - -+ v 51
show ipv6 interface tunnel ««-----vvo---- 55
Show ipv6 nd ra =« rrrrrrrrr e 58
show ipv6 neighbors =« «rrrrrvvereonne . 60
show ipv6 prefix—list - «rrrrrvrereonnee-- 62
show ipvB protocols «:««rrrererereanee . 66
Show ipVB Tipng =« «rrrrrrrror e 67
Show ipvB route =« «rrrrrrrre 64
Show ipvB routers ««---vrrrrrrrereae.s 63
show ipv6 stateful—-packet «««------- 71, 208

276

ShOW ipV6 traffic ........................ 73
ShOW line ................................ 43
ShOW line Statistics ..................... 46
show mac access—lists« -« - 206
show mac access—lists statistics:-------- 207
ShOW mailinfo ........................... 238
ShOW MEMOTY * * * v v s s rr e s 15
ShOW ntp SETVEY ** * s v s v s e mresemeeeennees 242
ShOW PrOCESSES CPU ™ * "t s v e 13
ShOW proxydns—cache ..................... 194
ShOW qos aCtiOH ......................... 219
ShOW qos ClaSS .......................... 221
ShOW qos interface ...................... 225
ShOW qos queuing ........................ 223
ShOW TemMOte—aCCEeSS * ** * v st s e m e 203
show remote—maintenance ssh-:--«--------- 251
ShOW report_all ......................... 274
ShOW TESEL v v s vt 11
ShOW running'cfg ........................ 254
ShOW Slog ............................... 236
ShOW Sntp Client ........................ 239
show sntp client statistics / ntp server
Statistics ............................ 243
ShOW SSh ................................ 249
show tasktrace actives:-:-+--vvvevreenn 268
show tasktrace buffer---------vvvvreenn 271
show tasktrace statistics-:-------rve- 269
ShOW telnet_server ....................... 14
ShOW t1og -« rrrrrrrre e 235
ShOW THTLOg v+ v v v rv e 273
SHOW UPIP -« + v v v vv e e e 299
show upnp port-mapping -« -«-----rc---evo- 233
show upnp statistics---rrrrrrrrrerennns 230
show upnp subscribers -« - - o 232
ShOW UPtime -+« - s vrr e 9
ShOW VerSiOn .............................. 8
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show vpnlog - = -+ rrrrrrrr 177 SHOW VI s s v s s 297

Show vpnstat - -« - rrrrr e 174 show working. cfg -+ rrrrrrrrrnnnnn. 259

271
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