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1 |access—list 100 permit udp any 192.0.2.1 0.0.0.0 eq 500 VPNTCREERT A/ T YRE 2 EFA 9 5 I4 LR T DETE
2 |access-list 100 permit udp any 192.0.2.1 0.0.0.0 eq 4500 VPNTERT A/ b2 EHTTEHI0ILRAY T DERTE
3 |access-list 100 permit 50 any 192.0.2.1 0.0.0.0 VPNTERT AN\ YrEZEHTTEITILA) T NDETE
4 |access-list 111 deny ip any any FEIAIZ) T DERE
5 |access-list 121 spi ip any any FEIILR) T DERGE
6 |ip route 0.0.0.0 0.0.0.0 tunnel 2 Default#Z &( PPPoE#ZH )
LS LANSE THRER( IPsec Tunnel#2H )
7 |ip route 192.168.1.0 255.255.255.0 tunnel 1 ¥ crypto ipsec policy” |Z"sa—up route " ZERTE T HHEIZ LY . SAFEL BT mBLE D
BRIENT=EL I3 DsrcETunnelB [T DRRELTEIEZTHELHEFET,
8 |ip route 192.168.1.0 255.255.255.0 null 0 150 IPsec Tunnel¥ IV B ICHLALANSE T/ NN EHRET SR TE
9 |ip nat list 1 192.168.0.0 0.0.0.255 NATEBX REEE
10 |!
11 |hardware—fault—detection action reboot N—FxzT7HEFREL-ROEEFiEE( EEBLH )
12 |!
BRI/ NNV IT7AE AT B0 LRNILERTE
13 [logging buffer level informational 3¢ " show logging buffer” CHEEE I HE
XIPsecD A4S & H 119 5155 1 informational " Z 35 7E
14 |
15 [hostname CENTER hostname?}g &
16 |!
17 |crypto ipsec udp—encapsulation nat—t NAT-TE®1E
18 |!
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19 [crypto ipsec policy IPsec_POLICY IPsec’R!) S —E&E( Phase2 SAD/NTA—REIETE )
20 | set pfs group14 PFSODHY JL—J %87
Phase2 SA®Lifetime()Z57E
X defaultDRekey D BRIEZ A 224 | ResponderE{E B [d Lifetimeis T D 30F) A,
21 | set security—association lifetime seconds 1800 Initiator &l B (X 90F) BT [ Z B %A
set security—association softlimit initiate seconds 90
set security—association softlimit respond seconds 30
22 | set security—association transform—keysize aes 256 256 256 BESAL7ILT R L(AES )~®ﬁgﬂ4XE?EE
MZFANTTRELREY A ZXDR/IME. B X{E. InitiatoriE =D REL(E
23 | set security—association transform esp—aes esp—sha256—hmac EEAL7ILTYXL(AES )Ny a7 ILadY X L( SHAT )EIEE
24 | set mtu 1454 S 1LZEDESP/NTYRRICEITHMTUZIEE
RRANIZSTAUMETE XTVITST AV MEE DG E LA
25 | set ip df-bit 0 XEES{LHBDESP/ YR DDFEYRE 0" IZERELET
( default CIXES LR/ A yrDODFEYrEOE—LEY )
26 | set ip fragment post IRAR TSI AUMEE XT) IS AU MEEDISEE (LB
27 |exit
28 |
29 |crypto ipsec selector SELECTORT1 AN
30 | src 1 ipv4 any EETELIREIETE
31 | dst 1 ipv4 any SBEhEELIFEEE
32 |exit
33 |!
DPDERE
34 |crypto isakmp keepalive interval 35 Halways—sendZ$5 € L% LVG & [Linterval R IZESP, X [XDPD-R-U-THERE/ 4wk %
ZIELTLVEWMGEIZRequestZEEIELET,
35 |crypto isakmp log sa SYSLOGIZSAREL - IO OS % H A
36 |crypto isakmp log session SYSLOG(:SessionﬁEﬁ-U]I%’J?O)DO‘"&.‘:I:‘.?J
¥Phasel, 2 SAFEIL FF|ZSessionfEiL, EHLLHIBRINT=[FIZSessiont i &Y FE T
37 |crypto isakmp log negotiation—fail SYSLOGIZIKERTL IT—a v kBmnsg =t h
38 |!
39 |crypto isakmp policy ISAKMP_POLICY ISAKMP7R1) & —E& % ( Phasel SAD /NS A—2%ETE )
40 | authentication pre—share Pre-shared KeyiRiF &5
41 | encryption aes BEIET7IOUXLEFRTE
. . EE L7 ILT YR L(AES ) DB A XEIHTE
42 | encryption~keysize aes 256 256 256 X AN AT B B A X DR /ME . BATE. Initiator 123 O BB %
43 | group 14 DHY IL—T %5
44 | lifetime 3600 Phasel SAMLifetime(F) &g E \
XLifetimejifi T BFIZISAKMP SAZHIBRL . Rekey. R UDPDRE THIEHRLET
45 | hash sha—256 Ny T IVTY X LEIETE
46 | initiate—mode aggressive IKE#E#E A &L TAggressive E—FZ 15 7E
47 |exit
48 |
49 |crypto isakmp profile PROF1 ISAKMPZOJ7 4/ ILERTE
50 | match identity host id—kyoten 1) E—MMEIDIKE IDZ$EE (FQDN)
51 | local-address 192.0.2.1 A—AHJLEIDIPsec&in 7 FL REF 15 TE
52 | self-identity address 192.0.2.1 A—AJLAIDIKE IDEIEFE(TF KL R)
53 | set isakmp—policy ISAKMP_POLICY ISAKMPR L —%$85E
54 | set ipsec—policy IPsec_POLICY IPsec R —%IETE
55 | ike—version 1 IKENN—D3 %167
56 | local-key SECRET-VPN Pre—shared KeyZi§E
57 |exit
58 |!
59 |[crypto map MAP1 ipsec—isakmp CRYPTO MAPERTE
60 | match address SELECTORI L OR%EIEE
61 | set isakmp—profile PROF1 ISAKMPZ O D74 )L &R 1T
62 |exit
63 |!
64 |interface GigaEthernet 1/1 YIBA 27 —X( LANfI )
VLANEE( 7R—RVLAN ) X uhZ8
65 | vlan—id 1 XY T A2 7x—R interface GigaEthernet 1/xy” IZERTELI=BEIZHAT VLANE
LTEHELET,
bridge—grouptE & XWAZE
66 | bridge—group 1 3% [ —bridge—group N R— EE HERE T 5154 . vlan-id, channel-group®,EIL
HDEFRELTTSLY,
67 | channel-group 1 iR 4 227z —A( Port-channel )&ift i+
KTRLRAEILR/EAFTI—RATEE
68 |exit
69 |
70 |interface GigaEthernet 2/1 WA 2T —A( WAN{RI PPPoE )
71 | vlan-id 2 VLANFETE( FR—FVLAN ) XuhZB
72 | bridge—group 2 bridge—group$a i XWAZE
73 | pppoe enable PPPoEA/ A7 —RIZIEE
74 |exit
75 |!
76 |interface Port—channel 1 RIEBEA AT —RERTE( LANME Giga 1/1&4R1F(F )
77 | ip address 192.168.0.1 255.255.255.0 TRLRERTE
78 |exit
79 |!
80 |interface Tunnel 1 Tunnelf 2271 — A E( IPsec Tunnel )
81 [ tunnel mode ipsec map MAP1 CRYPTO MAP&#R 11
82 | link—state sync-sa SAKESL - YIBREEENL CTunnel A3 01— RE 7V T -9
83 |exit
84 |!
85 |interface Tunnel 2 Tunnelf 2371 —X &% E( PPPoE )
86 | ip address 192.0.2.1 255.255.255.255 TRLRERTE
87 | ip nat inside source list 1 interface NAT+ERE
88 | tunnel mode pppoe profile PPPOE_PROF PPPoEZO77 A JLERT [+
89 | pppoe interface gigaethernet 2/1 MIBA 371 —RGiga 2/1 41T 1T
90 | ip access—group 100 in
91 | ip access—group 111 in
92 | ip access—group 121 out
93 |exit
94 |!
95 |pppoe profile PPPOE_PROF PPPoEZO 77 A ILERTE
96 | account user@xxxx.nejp secret THOURERTE
97 |exit
98 |
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99 |[!
100 |end
S BIFITELnet DR TE
BE Bl 7+ —
. . LTERBRES 21— ILKUFRLRZERB T 5= D . DHCP T yrEZEHFA I 57073
1 Jaccess—list 100 permit udp any eq 67 any eq 68 UL D
2 |access—list 100 permit udp 192.0.2.1 0.0.0.0 eq 500 any eq 500 VPN'C“EFHT%)/ﬁb‘\yF%%{EE#EITéj»f)l/jl')‘/710)5&%
3 |access-list 100 permit udp 192.0.2.1 0.0.0.0 eq 4500 any eq 4500 |VPNTHERY 5/ wbEZEHRAIS 574 2) 0T DFRTE
4 |access-list 100 permit 50 192.0.2.1 0.0.0.0 any VPN"C“EFH?_%)/fﬁ"yFi%{EE#EIT%)?{)LQU‘/ﬁ DEY
5 |access—list 111 deny ip any any ?%7«(”9']‘/7\0)5&%
6 |access-list 121 spi ip any any FEILINF T DERTE
7
8 |ip route 0.0.0.0 0.0.0.0 dhcp port—channel 1 Default#Z2F&( LTEXZH )
9 |ip route 192.168.0.0 255.255.255.0 tunnel 1 1> 2—LAN%E TStaticfR #&( IPsec Tunnel#FH )
10 |ip route 192.168.0.0 255.255.255.0 null 0 150 IPsec Tunnel¥ DU BTt B—LANSE T/NT YA RET SR TE
. . NATZ N RETEE LTEED 21— /L TONATE R 2B S EFE
11 |ip nat list 1 192.168.1.0 0.0.0.255 XfEREE A b TR EBELLET
12 |!
13 |monitor signal—quality logging lte—module interval 600 EIRIRED DS H HERE600F IZRTE
14 |!
15 |syslog filter LTE_LIMIT syslog 74 JLA i
_ LTED E#E[E 2 H max—call[TZEL-FRIZH HZ 504 “Call count reached limit” %
16 | message Call count reached limit BL 28
17 |exit
18 |!
19 |event—action 1 ’.(’\‘“/F77ZEI“/'§§¢E . -
XLTED R A A max—call [ ELT-FRIZSIME LT Y 2
20 | event syslog filter LTE_LIMIT SYSLOGIA/ I ATHRELIZAI N HASNIZIRICANU L
21 | action 1.1 cli exec command crypto isakmp discard IKERrIL T—a =1k
22 | action 2.1 cli exec command clear crypto sa SAHIBR
23 | action 3.1 cli exec command lte—module disconnect moff LTEYIBR
24 | action 4.1 cli exec command lte—-module connect reverse moff SIMEYIYEZ CLTERESR
25 | action 5.1 cli exec command no crypto isakmp discard IKErrdSIT— 3 FBEE
26 |exit
27 |!
28 |hardware—fault—detection action reboot N—FOz7HEEZRBL-BOEEFEE( EEBEE )
29 |!
30 [logging filter 1 LTE_LIMIT event—action SYSLOGIAIIWRIZIYFLIE=ATEARUNT O3V TERLET,
EERNE/ NV IT7AH ﬁ?’%)_ﬂﬁ‘l/'\“}lxi?ﬁi
31 [logging buffer level informational 3" show logging buffer” ChEEE Al BE
KIPsecD A5 % H 19 515 E L informational " Z$8 5E
32 |!
33 |
34 |hostname KYOTEN hostname?}g &
35 |!
36 |[crypto ipsec udp—encapsulation nat—t NAT-TE®1E
37 |!
38 |crypto ipsec policy IPsec POLICY IPseciR!) S —E%TE( Phase2 SAD/NTA—BEIETE )
39 | set pfs groupl4 PFSODHY JL—TJ %8 ] _
40 | set security—association always—up B ER R ( TrafﬁC@fﬁ%':Fflbgfﬁlllnitiator&L'C?ﬁﬁjéﬁitﬂi?' )
41 | set security—association rekey always TrafficD B EIZEAH 5T HIZRekeyLET

Phase2 SAD Lifetime(¥)) & 5%

¥ default®DRekey DRI A A2 % [ ResponderB {ERE [E Lifetimeii T 0D 30FD AT,
42 | set security—association lifetime seconds 1800 Initiator BN {ERF X 90FV AT ZBfLE

set security—association softlimit initiate seconds 90

set security—association softlimit respond seconds 30

227 ILTYXL(AES ) DEY A XEIETE

43 | set security—association transform—keysize aes 256 256 256 X2 ANTEEAEY A X DBIME. BAIE. Initiatori 22 0) 248 4% i
44 | set security—association transform esp—aes esp—sha256—-hmac BEBETILTYXL(AES )&y a7 LT XL SHA-256 )EIETE
45 | set mtu 1454 G S 1LiZDESP/NryrRICEITAMTUEIERE

IRRART ST AUMERE XT)I735 AU MEE DG A (FHIRR
46 | set ip df-bit 0 XEES L& DESP/YRDDFEYRE"0"[ZERELET

( default TIXEBER R/ ybDDFE YR EOE—LET )
47 | set ip fragment post IRAR TSI AUMETE XT)IST AU MEEDSE (LB
48 |exit
49 |!
50 |crypto ipsec selector SELECTORI1 L OAETE
51 | src 1 ipv4 any EIETELIZEETE
52 | dst 1 ipv4 any SEELELIFEIERE
53 |exit
54 |!

DPD:% T

55 |crypto isakmp keepalive always—send interval 30 Malways—sendZ5E L LS S [dinterval N IZESP., X [&DPD-R-U-THERE/ N\ %

ZIELTWVELG S ([CRequestFE{ELE T,
56 |crypto isakmp log sa SYSLOGIZSARE:L - YIrO S 4 B
57 |crypto isakmp log session SYSLOG(:SessionEEl"L-U]I%ﬁ@ﬂﬁ"&ﬂj?]

¥Phasel, 2 SAFEILFF|ZSessionfEiL, EHLLHIBRINT=[FIZSession &Y FET
58 |crypto isakmp log negotiation—fail SYSLOGIZIKERTV I —Yav kool zH B
59 |
60 |crypto isakmp policy ISAKMP_POLICY ISAKMP7RY) L —E& E( Phasel SAD/NSA—R%EIETE )
61 | authentication pre—share Pre-shared KeyiRifZ {5 E
62 | encryption aes H’é%’fb?)bj:'JZiA’lé?EE ]
63 | encryption—keysize aes 256 256 256 Hg’_%'ft'}_’)lxj 1) X L.( AES )\@ﬁﬁ"ﬂ"fx‘é‘?ﬁ'i
vption-key X AN AT A DB ME, BAJE. Initistor B R O BB A

64 | group 14 DHY IL—T % E
65 | lifetime 3600 Phase1 SAMLifetime(#)ZIETE )

X Lifetimeii T BF[CISAKMP SAZHIBRL . Rekey. RUDPDEETHIERLET
66 | hash sha—256 Ny a7 TV XLEFIRE
67 | initiate—mode aggressive IKEFEHE AR EL TAggressive E—FZI8TE
68 |exit
69 |
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70 |[crypto isakmp profile PROF1 ISAKMPZO27A4JLERTE
71 | match identity address 192.0.2.1 ) E—MAIDIKE IDEIEFE(FZ KL XR)
72 | local-address source—interface port—channel 1 A—AJLA|DIPseciRiE 7L A Z$ETE
73 | self-identity fqdn id—kyoten A—AJLBIDIKE ID%$5E(FQDN)
74 | set isakmp—policy ISAKMP_POLICY ISAKMPR L —% 187
75 | set ipsec—policy IPsec_POLICY IPsec R —%IETE
76 | set peer 192.0.2.1 JE—MAIDIPsect&if 7 FL R Z 4R TE
i KlnitiatorB){ESE BI5EIZERTE
77 | ike—version 1 IKE/N—2a U E3RTE
78 | local-key SECRET-VPN Pre—shared KeyZi§E
79 |exit
80 [!
81 |crypto map MAP1 ipsec—isakmp CRYPTO MAPERTE
82 | match address SELECTORT TLOBERTE
83 | set isakmp—profile PROF1 ISAKMPZ O D7 A )L &AR 4 1+
84 |exit
85 |[!
86 [interface GigaEthernet 1/1 YIBA 27 —X(LANM)
VLAN$ETE( 7R—RVLAN ) 3ih7
87 | vlan—id 2 XY TA25871—R interface GigaEthernet 1/xy”  IZERELT=IHEIZATVLANELT
}ELED,
bridge—group$g € X WHZE
88 | bridge—group 2 3 B —bridge—groupMR— & E R TE T S5 A vlan-id, channel-grouptEILEH D%
BRELTTSELY,
89 | channel-group 2 Eﬁf@{‘/’)’l7l—_x( Port-channel )t_fﬁﬂﬁ'(‘}'
KTRLRAFISR/EBA P TI—RATHEE
90 |exit
91 |!
92 |interface Port—channel 1 MIBA AT —REETE(LTEE R AF(T)
93 | ip dhcp service client DHCPOSA T METRE
94 | ip nat inside source list 1 interface NAT+E2E - LTE:E:):L_)VGNATE*%?%%%@*E
P XERREICELE CTERESRELLET
95 |exit
96 |[!
97 |interface Port—channel 2 RIBA AT —RERTE( LANBI Giga 1/1&80 117 )
98 | ip address 192.168.1.1 255.255.255.0 TRLRERE
99 [exit
100 (!
101 |!
102 |interface Tunnel 1 Tunnelf 22 71— A E( IPsec Tunnel )
103 | tunnel mode ipsec map MAP1 CRYPTO MAP&#R 1+t
104 | link—state sync—sa SAKESL - YIBREEENL CTunnel A3 01— RE 7V T -9
105 |exit
106 |!
107 |interface LTE-Module 1 LTEA/ 301 —R
108 | channel-group 1 Eﬁfi{‘/97l—_x( Port—channel )t_fﬁﬂﬁ'(‘}'
KTRLRAEILREBAFTI—RATHEE
109 | sim—profile 1 SIM1 default SIMROYrETOT7AILE#R{F( default: SXFDIZfEF )
110 | sim—profile 2 SIM2 SIMRAOykETOT7 A ILEHR AT
111 | ip access—group 100 in T4ILR) T DERTE
112 | ip access—group 111 in T4 DETE
113 | ip access—group 121 out 24ILE) T DERTE
114 |exit
115 |!
116 |sim—profile SIM1 SIMT7O774 JLERTE
117 | account xxx123yyy@xxxxx.xxjp XXX123 LTEQFREEICERAT 51 —HIDE/NNRT—RERTE
118 | pdp ipv4 LTETEIET 5= DPDP typeZIPv4IZ$55E
119 | apn—name Ite—ocn.ntt.com LTECHBIET 5O DAPNEERTE
120 | max—call 5 1R Y D EGREIB DSy EZ5EIZERE
121 |exit
122 |!
123 |sim—profile SIM2 SIMTOT774)LERTE
124 | account xxx456yyy@xxxxx.xxjp XXX456 LTEQREFIZ{EAHTAL—HIDENRT—RERTE
125 | pdp ipv4 LTETCEIET 5= DPDP typeZIPv4IZIE5E
126 | apn—name lte—ocn.ntt.com LTECHEIET 5O DAPNEELTE
127 | max—call 5 1LY DEGERBDUI VIR ELSEICERTE
128 |exit
129 |!
130 |!
131 |end
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