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1 |access—list 4000 permit icmp6 any any neighbor-advertisement IPv6 7 7t A') A (NAZFT])

2 _|access—list 4000 permit icmp6 any any neighbor—solicitation IPv67 7t A1) A (NSEFHA])

3 |access-list 4000 permit icmp6 any any router—advertisement IPv6 7 7t A1) A (RASFR])

4 laccess-list 4000 permit udp any any eq 546 IPv6 7t R!) A (DHCPV6EFA])

5 |access—list 4000 permit udp any eq 500 any eq 500 IPv6 7 7t X! AL (UKEEFA])

6 [access-list 4000 permit 50 any any IPv6 7 27t X! A (ESPEFT])
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BRIz _ BE ]

7 |access-list 4009 deny ipv6 any any IPv67 IR RN(RIER)

8 |access-list 4010 spi ipv6 any any IPv6 7 R 1) R (SPI)

9 !

10 [ip route 172.16.0.2 255.255.255.255 192.168.0.2 1N\ 9 Ty T (1224B) il oopback{ BT T—R T FL RSB DEFREEETE IrE

11 [t

12_ipv6 route ::/0 dhcp port—channel 2 IPv6T 74 )L IL—ERTE (T I 4 JLEJL—R%EDHCP port—channel| =% )

13 |!

14 |ipv6 dhep client—profile ipv6dns client DHCPv695 A7 hFAI7 4L

15 | option-request dns—server DNSH—/\—ZRETE

16 | retries infinity DHCPv6 Ay t—L DIRIELNHIETHET BRTE

17 |exit

18 |!

19 |logging buffer level informational

20 |!

21 |hostname IPsecGW1

22 |!

23 |crypto ipsec replay—check disable

24 |crypto ipsec sequence—overflow disable

25 |!

26 |crypto ipsec policy IPsec POLICY

27 | set pfs group14

28 | set security—association rekey always

29 | set security—association lifetime seconds 28800

30 | set security—association transform—keysize aes 256 256 256

31 | set security—association transform esp—aes esp—sha256—hmac

32 | set ip df-bit 0

33 | set ip fragment post

34 | sa—up route

35 |exit

36_[!

37 |crypto ipsec selector SELECTOR1

38 | src 1 ipv4 any

39 | dst 1 ipv4 any

40 |exit

41 |1

42 |crypto ipsec group—security policy GSA_POLICY JIL—T 8 IPseciE B E—RFADBIT(RILFRAUSAY—/ \BEEEICRE T HERE)

43 | set security—association transform esp—aes esp—sha256-hmac

44 | set security—association transform—keysize aes 256

45 | set security—association lifetime seconds 600

46 | set security—association softlimit seconds 60

47 | rollover 30 30 RIVFRAVSAD B FEFERR D 5%
TILFRAVNSADSPID EBREIEE
TRLFRAVESAY —NBICRABHESISREEIT > TSN (REREHI TR, ¢

48 | spi mask hex fcfffff 00200000 ;?;/?Z)‘szw.tﬁéa TUABDO TH21bitBE1, EEHLIITENETNERELTL
st YL AR THRT SALEE LA K2, T1i22bit B A11(0x00200000) &7
BEIITBREEIToOTLEEN

49 |exit

50 |!

51 :;Z‘T’Z;Sg:o;lzp;zeoc;nty server ha local-address 172.16.0.1 remote— CILTFRAURSAY — DT EMEEE D= T BT =

52 |crypto group—security server ha keepalive—interval 10 RILFIRAVESAY — /NI E DKeepalive*yt— DX ERIRDE =

53 |crypto group-security server ha keepalive-timeout 20 RILFRAVRSAY—/\TL R DKeepalive Xy t—S DB LT I REERI DR TE =

54 |crypto group-security server priority 254 RIVFRAVISAH—N\DO R REEETHEAT 59—/ \BAEDEE =

55 |crypto isakmp keepalive interval 60 always—send

56 [crypto isakmp log session detail

57 |crypto isakmp log negotiation—fail

58 lorvpto isakmp log gsa RNFRASAER- Bl -FEefSE 7 DO HDRTE

59 [!

60 [crypto isakmp policy ISAKMP_POLICY

61 | authentication pre—share

62 | encryption aes

63 | encryption—keysize aes 256 256 256

64 | group 14

65 | lifetime 86400

66 | hash sha—256

67 [exit

68 |!

69 |[crypto isakmp profile ISAPROF _1

70 | self-identity fadn IPsecGW1.example.ip AEE DHRNF EE LT (R % ID-TYPE=FQDN))

71 | set isakmp—policy ISAKMP POLICY

72 | set ipsec—policy IPsec POLICY

73 | set group-security—policy GSA POLICY RIVFRAVRSADSAT UM ERH T HRIVFRAVISARY S —Z DEE

74 | ike-version 2 KEV2E BRI H5%

75 | local-key SecretKey

76 |exit

77 ]!

78 |crypto session release ipsec—lost-time 1

79 |crypto session release reset delete—send

80 |!

81 |crypto map MAP_1 ipsec—isakmp dynamic BAFIVIELIRELTEIESHZRTE

82 | match address SELECTORI1

83 | set isakmp—profile ISAPROF 1

84 |exit

85 |!

86 |interface GigaEthernet 1/1 WIBA> 2—T T —X (LANA])

87 | vlan-id 1

88 | bridge—group 1

89 [ channel-group 1 LAN{BIEREE A > 2T = —R (Port-channel) &R (F

90 Jexit

91 !
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BRIz BE X
92 [interface GigaEthernet 2/1 WA A —T7 1 —RX (WANFED
93 | vlan-id 2
94 | bridge—group 2
95 | channel-group 2 WAN{EIERIEA > AT 2 —X (Port—channel) &4 1+
96 | ipv6 access—group 4000 in IPv6 7 7t R AMMR{T T (permit)
97 | ipv6 access—group 4009 in IPv6 7t R AR (T (deny)
98 | ipv6 access—group 4010 out IPv6 7 J R 1) R R (T (SPD
99 [exit
100 [!
101 |interface Loopback 1 Loopbackl {271 —ADEETE
102 | ip address 172.16.0.1 (Lo BERBAERE(E. COFFLRTBGPy IV EHELEY)
103 |exit
104 |!
105 [interface Port-channel 2 SRIEA > A—TJ T — (WANFED
106 | ipv6 enable Pv6!) Y O—HILFRELREHTE
107 | ipv6 address autoconfig IPv6 7 RL AR TE (RAMNSZ L R A AR)
108 | ipv6 nd receive-ra RAZEERTE
109 | ipv6 dhcp service client DHCPv6Y S A7 hE%
110 | ipv6 dhep client—profile ipv6dns client DHCPv6 9547 b T 077 A LRI+
111 | mtu 1500 MTUZ&TE
112 | ddns—client address ipv6 action http—client 1 delay 10 interval 60 HAFSYIDNSHSATURERTE
113 [exit
114 ]!
115 |interface Port—channel 1 I A—T—X (LANAD)
116 | ip address 192.168.0.1 255.255.255.0
117 |exit
118 [!
119 |router bgp 65000
120 | bgp router—id 172.16.0.1 BGPJL—ZIDE%
121 | bep log—neighbor—changes BGPEEEDdTE?EU)Hﬂj] _
yori= Fe \u — S 5 ST ST A
122 | bep listen range 0.0.0.0/0 peergroup PEER GROUP 1 %J)B’JI\BGP%%L’En‘FEI?'é? IR I—OFRLRADERE(ET7 T IL—TOR) > —%E
123 | neighbor 192.168.0.254 remote—as 65001 BGPE7 DASES DFRFE (eBGP) 3
124 | neighbor PEER GROUP 1 passive AEENHBGPEYL I EREREXELLBNESICHTE
125 | neighbor PEER GROUP 1 remote-as 65000 BGPEF DASES DR 5 (iBGP)
126 | neighbor PEER GROUP_1 update-source loopback 1 BGPt v 3V HES DR DX ET T FL R DERTE
127 | neighbor PEER_ GROUP_1 peer—group ELBGPRY) S —#H DOEHDBGPETEE T IL—TELTHRE
128 [ !
129 | address—family ipv4 unicast
130 | neighbor 192.168.0.254 route-map RMAP_LAN LOCPRF SET in BGPE 7 [Zroute-mapZ i i 9 5 3% 7 (RSB IEMA) B
131 | neighbor 192.168.0.254 route-map RMAP_PE MED SET out BGPE 7 [Zroute-mapZ il i 9 % 5% 7 G {E B IER) =
132 | neighbor PEER GROUP_1 route-reflector—client BGPETE}L;H)7b79’7547>|~t?’6§§i _
° L =AsE | - ESTR w = ~ 5h &
133 | neighbor PEER GROUP_1 disable-nexthop-validation %2;;7#”"7'3 LB ONexthop2IZHEF 2oV ETHT . REBEANLHET
=3 = En = — < =
134 | redistribute connected route—-map RMAP_LAN_LOCPRF_SET '%f%Ez%z\zﬁ%z:iﬁ?_f;ﬂ;g;ﬁ;dfg[‘rOUte mapZ i ) fna
135 | exit
136 | !
137 |exit
138 [!
139 [route—-map RMAP LAN LOCPRF SET permit 1 route-map X EE—F~DET =
140 | set local-preference 200 route-map|Z5% 4 J AR IEIRDLOCAL-PREFIED R E (EMNKELNAHELE) =
141 [exit =
142 |!
143 [route-map RMAP PE MED SET permit 1 route-mapsR EE—F~N DT rE
144 | set metric 100 route-map|Z 3% 9 HIFRBERD A VI EDEETFE (EH/DESNF A ESR) TZ
145 [exit T2
146 |!
147 |http—client 1 IPv64 £ F Sy DNSH—E R ICHE#H S H1- 8D DHTTPYSA T hDERTE
148 | request-timeout 10 retry 5 ERERAVE—SOEEZEFLERRBE) S A EHERTE
149 method 1 get url https://ddnsapi-v6.e—ntt.jp/api/renew/ <A RF—> HTTP®Request-Line D EXTE )
$i6 * [RRPE— (&, IPv6S £ FSvYDNSEREIE DR b —1E4R 17 SRR
150 | reference=interface port—channel 2 methoddY VR THBG A HTT—RERTE
151 | source-interface port—channel 2 BRERAVT—VDEETTRLREZIEE
152 | logging on HTTPOSAZ bR AT EHETIHRE
153 |exit
154 [!
155 [end
> #BHIFITELnet DR TE
XA EEHCTTELRTISI AR ILRBLTVES,
BED (225 e %]
1 |access—-list 4000 permit icmp6 any any neighbor—advertisement =
2 |access-list 4000 permit icmp6 any any neighbor—solicitation =
3 |access-list 4000 permit icmp6 any any router—advertisement =
4 |access-list 4000 permit udp any any eq 546 =
5 |access—list 4000 permit udp any eq 500 any eq 500 =
6 [access—list 4000 permit 50 any any =
7 |access-list 4009 denv ipv6 any any =
8 |access-list 4010 spi ipv6 any any =
9 | S
10 |ip route 172.16.0.1 255.255.255.255 192.168.0.1 242 (+225A) fll oopback{ 2 # T —R T FL RFEDEFHE ] TE "ﬁ
11 [t £
12 [ipv6 route ::/0 dhcp port—channel 2 =
13 [t =
14 |ipv6 dhcp client—profile ipvBdns client =
15 | option-request dns—server =
16 | retries infinity +
17 [exit T
18 |1 =
19 |logging buffer level informational =
20 |t =
21 |hostname IPsecGW2 £
22 |! =
23 |crypto ipsec replay—check disable =
24 |crypto ipsec sequence—overflow disable =
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EFA D) BE %
25 |! =
26 |crypto ipsec policy IPsec POLICY £
27 | set pfs group14 +
28 | set security—association rekey always s
29 | set security—association lifetime seconds 28800 =
30 | set security—association transform—keysize aes 256 256 256 =
31 | set security—association transform esp—aes esp—sha256—hmac =
32 | set ip df-bit 0 =
33 | set ip fragment post +
34 | sa—up route x
35 |exit =
36 |! =
37 |crypto ipsec selector SELECTOR1 =
38 | src 1 ipv4 any =
39 | dst 1 ipv4 any =
40 |exit x
41 |1 =
42 |crypto ipsec group—security policy GSA POLICY =
43 | set security—association transform esp—aes esp—sha256—hmac =
44 | set security—association transform—keysize aes 256 x
45 | set security—association lifetime seconds 600 +
46 | set security—association softlimit seconds 60 X
47 | rollover 30 30 =
TILFRAUNSADSPID EEAEIEE
RILFRAVRSAY —NEIZREDLSICHEETo> TSN (7&%&?15']’&!& +
48 | spi mask hex ffofffF 00300000 ;g_/—;f)'ﬂuﬂbmﬁ’&& TUEBDTR21bitBE 1. LBBHEIITENENEREL T =
oS- YL AR TS ASALEE LA ESIZ, T{i22bit B A11(0x00200000) &%
BESITEEFEEITo TSN
49 |exit =
50 |! RE
51 zgﬂi:sg:o%p;g%c;mty server ha local-address 172.16.0.2 remote— TILFHRARSA Y — DT EM LT =S BT P
52 |crypto group—security server ha keepalive—interval 10 =
53 |crypto group—security server ha keepalive—timeout 20 =
54 [crypto group-security server priority 253 INVFRAVESAY—N\DOREEETHEAT L9 —\BAEDEE =
55 |crypto isakmp keepalive interval 60 always—send £
56 |crypto isakmp log session detail +
57 |crypto isakmp log negotiation—fail s
58 |crypto isakmp log gsa =
59 |1 =
60 [crypto isakmp policy ISAKMP POLICY =
61 | authentication pre=share =
62 | encryption aes G
63 | encryption—keysize aes 256 256 256 X
64 | group 14 =
65 | lifetime 86400 =
66 [ hash sha-256 =
67 [exit =
68 |! =
69 |[crypto isakmp profile ISAPROF 1 X
70 | self-identity fadn IPsecGW2.example.jp AEE DR FEEFETE GRRREID-TYPE=FQDN)) TE
71 | set isakmp—policy ISAKMP POLICY =
72 | set ipsec—policy IPsec POLICY =
73 | set group—security—policy GSA POLICY £
74 | ike—version 2 +
75 | local-key SecretKey =
76 |exit =
77 | =
78 |crypto session release ipsec—lost—time 1 =
79 |crypto session release reset delete—send =
80 |! +
81 |crypto map MAP_1 ipsec—isakmp dynamic X
82 | match address SELECTOR1 =
83 | set isakmp-—profile ISAPROF 1 =
84 |exit =
85 |! =
86 |interface GigaEthernet 1/1 WEA 2 —Tx—R (LANfA]) rE
87 | vlan-id 1 £
88 | bridge—group 1 =
89 | channel-group 1 LANBIZ&EE 1 > 2 7 1 —X (Port-channel) &R [+ =
90 [exit =
91 |! £
92 |interface GigaEthernet 2/1 WAL A—T T —X (WANSEI) G
93 | vlan=id 2 B
94 | bridge—group 2 =
95 | channel-group 2 WANIZHEE 1> 2T —X (Port-channel) &fft {1+ =
96 | ipv6 access—group 4000 in =
97 | ipv6 access—group 4009 in =
98 | ipv6 access—group 4010 out +
99 [exit +
100 |t =
101 |interface Loopback 1 Loopbackl /27T —RADERTE =
102 | ip address 172.16.0.2 (o BERBAEEE. COTFLRTBGPy 3V EHENLEY) rE
103 |exit =
104 [! =
105 |interface Port—channel 2 REEA > A—T T —R (WANFE]) G
106 | ipv6 enable =
107 | ipv6 address autoconfig =
108 | ipv6 nd receive-ra =
109 | ipv6 dhcp service client x
110 | ipv6 dhep client—profile ipv6dns client T
111 [ mtu 1500 =&
112 | ddns—client address ipv6 action http—client 1 delay 10 interval 60 FAFSYIDNSHSATURERTE =
113 |exit =
114 ]! =
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EEH (2H) HE X
115 [interface Port-channel 1 A A—TJT—X (LANfAD) =
116 | ip address 192.168.0.2 255.255.255.0 X
117 [exit G
118 |1 B
119 |router bgp 65000 =
120 | bep router—id 172.16.0.2 BGP/L—AIDE% =
121 | bep log-neighbor—changes =
122 | bgp listen range 0.0.0.0/0 peer—group PEER GROUP 1 =
123 | neighbor 192.168.0.254 remote—as 65001 G
124 | neighbor PEER_ GROUP_1 passive x
125 | neighbor PEER_ GROUP_1 remote—as 65000 =
126 | neighbor PEER GROUP _1 update—source loopback 1 =
127 | neighbor PEER GROUP 1 peer—group =
128 [ ! £
129 | address—family ipv4 unicast =
130 | neighbor 192.168.0.254 route—map RMAP_LAN LOCPRF SET in BGPE7 [Zroute-mapZ i A9 H5% % (A5 ICi# ) ES
131 | neighbor 192.168.0.254 route—map RMAP _PE_MED SET out BGPE 7 [Zroute-mapZ @3 58 F GE{ERFICEA) =
132 | neighbor PEER GROUP 1 route-reflector—client =
133 | neighbor PEER GROUP 1 disable—nexthop-validation =
134 | redistribute connected route-map RMAP_LAN LOCPRF SET EIRIEIREBILE T R TE (connectediB R ITroute-mapZi# ) G
135 | exit G
136 [ g
137 |exit =
138 [! =
139 [route-map RMAP LAN LOCPRF SET permit 1 route-mapsR FFE—R~N DT =
140 | set local-preference 100 route-maplZ 54219 HIFHEIBERDLOCAL-PREFIED R TE ({EAKXEVAHERE) =
141 [exit G
142 |1 T
143 [route—-map RMAP PE_MED SET permit 1 route-map ¥ EE—F~DET =
144 | set metric 200 route-maplZ5% & J SRR IBFWD A VI EDFHRTE (EHN/NSWNAHEE) =
145 |exit £
146 [! £
147 |http—client 1 IPv64 4 F3yJDNSH—E R ICEHTS BI-DDHTTPYSA 7 hDERE =
148 | request-timeout 10 retry 5 BERERAVE—VDEEZEHLEBEHEE) S/ EIHEE G
149 method 1 get url https://ddnsapi-v6.e-ntt.jp/api/renew/ <FRA ¥ —> HTTP®Request-Line DR TE ) =

$i6 * [7RR P — (S, IPv6S £ FSvHDNSEEEFE DR R b — 154 1% CHEACT

150 | reference=interface port—channel 2 methoddY VR TBBT 51V AT —REIEE =
151 | source=interface port-channel 2 BERERAVE—CDEETTFLREIEE £
152 | logging on HTTPYS AT D BY D ETIERE S
153 [exit B
154 |1 =
155 |end =
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XN EER T ELTISI AR LR TVET
BE

5 FE B (L R) X |
1 |access—list 4000 permit icmp6 any any neighbor—advertisement
2 |access-list 4000 permit icmp6 any any neighbor—solicitation
3 |access-list 4000 permit icmp6 any any router—advertisement
4 |access-list 4000 permit udp any any eq 546
5 |access—list 4000 permit udp any eq 500 any eq 500
6 |access—list 4000 permit 50 any any
7 |access-list 4009 deny ipv6 any any
8 |access-list 4010 spi ipv6 any any
9 !
10 [ip route 172.16.0.1 255.255.255.255 tunnel 1 A2 (+225A) flll oopback1 BT T —R T FL RFEDFERRE %
11 [ip route 172.16.0.2 255.255.255.255 tunnel 2 A4 (22/5B) fill oopback A # T T —R 7 FL RFE D #E iR %
12 |!
13 |ipv6 route ::/0 dhcp port—channel 2
14 |!
15 |ipv6 dhep client—profile ipv6dns client
16 | option—request dns—server
17 | retries infinity
18 |exit
19 |!
20 |logging buffer level informational
21 |!
22 |hostname kyoten—a
23 |!
24 |crypto ipsec security—association softlimit initiate seconds 90
25 |crypto ipsec security—association softlimit respond seconds 90
26 |[crypto ipsec replay—check disable
27 |crypto ipsec sequence—ovetflow disable
28 |!
29 |crypto ipsec policy IPsec_ POLICY
30 | set pfs group14
31 | set security—association always—up
32 | set security—association rekey always
33 | set security—association lifetime seconds 28800
34 | set security—association transform—keysize aes 256 256 256
35 | set security—association transform esp—aes esp—sha256—hmac
36 | set ip df-bit 0
37 | set ip fragment post
38 |exit
39 |!
40 |crypto ipsec selector SELECTORI1
41 | src 1 ipv4 172.16.0.101 255.255.255.255
42 | dst 1 ipv4 any
43 |exit
44 !
45 |crypto isakmp keepalive interval 60 always—send
46 |crypto isakmp log session detail
47 |crypto isakmp log negotiation—fail
48 |crypto isakmp log gsa
49 |crypto isakmp negotiation retry timer 10 limit 3 timer-max 30 guard-time
50 |[crypto isakmp negotiation expire—time 90
crypto isakmp negotiation always—up—params interval 100 max-initiate
51 X
10 max—pending 1 delay 1
52 |!
53 |[crypto isakmp policy ISAKMP_POLICY
54 | authentication pre—share
55 | encryption aes
56 | encryption—keysize aes 256 256 256
57 | group 14
58 | lifetime 86000
59 | hash sha—-256
60 |exit
61 |!
62 |crypto isakmp profile ISAPROF 1 L AAR T DISAKMPT B 77/ )L E%
63 | match identity host IPsecGW1.example.jp VPNE 7 DAl /535 % 3% (KR ~£ (ID-TYPE=FQDN))
64 | self-identity user—fadn kvoten-a@example.ip AEB DB FEZETE (21— B(ID-TYPE=User-FQDN))
65 | set isakmp—policy ISAKMP POLICY
66 | set ipsec—policy IPsec POLICY
7 = S e > = T — =
67 | set peer domain fitelnet-ipsecgwl.i.e—nttjp v6 }/;%l): TERALBTHRET S (IPV6S 1FSyIDNST—ERISTEERLI-FQDNE
TILFRAVISAYFATUREL T, RILFRAURSAY—/ AT ILFRAURSA
L . ERIETHEET DERE
68 | group-security client spi mask hex ffdfffff 00200000 RREETLFRAISAY — 2B DERT BT FHRAFSAERETEER
SPIL LT B ENRETY
69 | ike—version 2 IKEV2EE T HRTE
70 | local-key SecretKey
71 |exit
72 |!
73 [crypto isakmp profile ISAPROF 2 E#kIC. £ 2BRAITOISAKMPT O 7 (L &SR x
74 | match identity host IPsecGW2.example.jp x
75 | self-identity user—fgdn kyoten—a@example.jp &
76 | set isakmp—policy ISAKMP POLICY =
77 | set ipsec—policy IPsec POLICY =
5 SAAS ~E T F = — =
78 | set peer domain fitelnet-ipsecgw2.ie—nttjp v6 }/;%)t TERAAV B TIEET 5 (IPv6F 1S Y/DNSH—E R [CTEERLT-FQDN%F x =
79 | group—security client spi mask hex ffdfffff 00200000 A=
80 [ ike—version 2 =
81 | local-key SecretKey =
82 |exit =
83 [!
84 |crypto session release ipsec—lost-time 1
85 |crypto session release reset delete—send
86 |!
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87 |crypto map MAP 1 ipsec—isakmp

__/E _
T BAARIFDOVPNEZ EQEL I ZEHRD TR ZERE

88 | match address SELECTOR1

89 | set isakmp—profile ISAPROF 1

90 |exit
91 |!
92 |crypto map MAP 2 ipsec—isakmp U ABEITOVPNETZ LD LY AERD TR FERTE =
93 | match address SELECTOR1 =
94 | set isakmp—profile ISAPROF 2 =
95 |exit =
96 |!
97 |interface GigaEthernet 1/1 WA B —J—R (LANJE])
98 | vlan—id 1
99 | bridge—group 1
100 | channel-group 1 LANfEIZREEA > 2D 1 —R (Port-channel) &iftH s+
101 |exit
102 |!
103 [interface GigaEthernet 2/1 WA B—DJ T —X (WANFE])
104 | vlan-id 2
105 | bridge—group 2
106 | channel-group 2 WAN{BI6H 8 A > 2T —R (Port-channel) &t {1+
107 | ipv6 access—group 4000 in
108 | ipv6 access—group 4009 in
109 | ipv6 access—group 4010 out
110 |exit
111!
112 |interface Loopback 1 Loopbackl /A7 —RADFEFE
113 [ ip address 172.16.0.101 (B EBRREEEF, COTFFLATBGPy 3V EHEILET)
114 [exit
115 |!
116 |interface Port—channel 2 WA A—T T —X (WANFED)
117 | ipv6 enable
118 | ipv6 address autoconfig
119 | ipv6 nd receive-ra
120 | ipv6 dhcp service client
121 | ipv6 dhcp client—profile ipv6dns_client
122 | mtu 1500
123 [exit
124 |!
125 |interface Port—channel 1 FRIEA > A—DJ T —X (LANfA])
126 | ip address 192.168.101.1 255.255.255.0
127 |exit
128 |!
129 |interface Tunnel 1
130 | tunnel mode ipsec map MAP 1
131 |exit
132 !
133 |interface Tunnel 2 =
134 | tunnel mode ipsec map MAP 2 =
135 |exit =
136 |!
137 |interface Tunnel 3
138 | tunnel mode ipsec
139 | crypto group—security map MAP_1 TILFRAVRSAY— DS RILFRAVISAZZIET R
140 | crypto group—security map MAP 2 (RNFRAUSAY—NO T EMEEEERT LI5S FERIEE) =
141 [exit
142 |!
143 |router bgp 65000
144 | bgp router—id 172.16.0.101 BGPJL—ZIDE%
145 | bgp log—neighbor-changes
146 | neighbor 172.16.0.1 remote—as 65000 BGPEF DASES DR TE (IBGP)
147 | neighbor 172.16.0.1 update—source loopback 1 BGPt v a3V Y DEDEETTFL ADERTE
148 | neighbor 172.16.0.2 remote—as 65000 =
149 | neighbor 172.16.0.2 update—source loopback 1 =
150 [ !
151 | address—family ipv4 unicast
152 | neighbor 172.16.0.1 disable—nexthop-validation _ __ —
153 | neighbor 172.16.0.1 encap endpoint ipv6 interface port—channel 2 ?;tﬁ;l;iii:{/?l:é?l?;;ﬂ;gT‘iﬁfgﬂ’ﬁéﬁ‘é%ﬁl:ﬁQE
154 | neighbor 172.16.0.1 encap type ipsec—tunnel BGPE?':ﬁTéﬁj-ﬁ)MtZﬁEiﬂE 5
e e ptype b AEBEYINFRAVISAISAT U ELTIIES E HIBEISHTF
155 | neighbor 172.16.0.2 disable—nexthop—validation =
156 | neighbor 172.16.0.2 encap endpoint ipv6 interface port—channel 2 =
157 | neighbor 172.16.0.2 encap type ipsec—tunnel =

158 | redistribute connected

BREREBLET HRE

159 | exit

160 | !

161 [exit

162 |!

163 |ip name—server ::1

DNSH—/\—5§ 5 (B EBEEH—/\—(ZE&F)

164 |!

165 |crypto ip name—server :1

VPNE7 D7 RFLABWEHEEITIDNS Y —N\—ERE (BEEBEE Y —/\—IZHE)

166 |!

167 |dns—server ipv6 enable

DNSv6H —/\—E& 5 (ProxyDNSHEREZ H %HIZF %)

168 |!

169 |proxydns domain 1 any * any dhcp ipv6 port—channel 2

proxyDNS JIE5|& &% 7€ (IPv6 DNS / any)

170 |proxydns address 1 any dhcp ipv6 port—channel 2

proxyDNS i# 5| =E&E (IPv6 DNS / any)

171 ]!

172 |end

B EBRIFITELnet DERE

BB

X N BB TR ERTISI AR EFELHLTL
HE

ExR

1 |access—list 4000 permit icmp6 any any neighbor—advertisement

2 |access-list 4000 permit icmp6 any any neighbor—solicitation

3 laccess-list 4000 permit icmp6 any any router—advertisement
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& GE( (g ) HE

4 |access-list 4000 permit udp any any eq 546
5 |access-list 4000 permit udp any eq 500 any eq 500
6 |access—list 4000 permit 50 any any
7 _|access—list 4009 deny ipv6 any any
8 |access—list 4010 spi ipv6 any any
9 !
10 |ip route 172.16.0.1 255.255.255.255 tunnel 1
11 |ip route 172.16.0.2 255.255.255.255 tunnel 2
12 |1
13 |ipv6 route ::/0 dhcp port-channel 2
14 |!
15 |ipv6 dhcp client—profile iovBdns client
16 | option-request dns—server
17 | retries infinity
18 |exit
19 [!
20 |logging buffer level informational
21 !
22 |hostname kyoten—b
23 |[!
24 |crypto ipsec security—association softlimit initiate seconds 90
25 |crypto ipsec security—association softlimit respond seconds 90
26 [crypto ipsec replay—check disable
27 |crypto ipsec sequence—overflow disable
28 |!
29 |crypto ipsec policy IPsec POLICY
30 | set pfs groupi4
31 | set security—association always—up
32 | set security—association rekey always
33 | set security—association lifetime seconds 28800
34 | set security—association transform—keysize aes 256 256 256
35 | set security—association transform esp—aes esp—sha256-hmac
36 | set ip df-bit 0
37 | set ip fragment post
38 |exit
39 !
40 |crypto ipsec selector SELECTOR1
41 | src 1 ipv4 172.16.0.102 255.255.255.255
42 | dst 1 ipv4 any
43 |exit
44 !
45 |crypto isakmp keepalive interval 60 always—send
46 |crypto isakmp log session detail
47 |crypto isakmp log negotiation—fail
48 |crypto isakmp log gsa
49 crypto isakmp negotiation retry timer 10 limit 3 timer-max 30 guard-time

0
50 |crypto isakmp negotiation expire—time 90
51 crypto isakmp negotiation always—up—params interval 100 max—initiate

10 max—pending 1 delay 1
52 |!
53 |crypto isakmp policy ISAKMP_POLICY
54 | authentication pre—share
55 | encryption aes
56 | encryption—keysize aes 256 256 256
57 | group 14
58 | lifetime 86000
59 | hash sha-256
60 [exit
61 [!
62 |crypto isakmp profile ISAPROF 1 2 SARITDISAKMPT OO 7 L& R TE
63 | match identity host IPsecGW1.example.jp
64 | self-identity user—fgdn kyoten—-b@example.ip
65 | set isakmp—policy ISAKMP_POLICY
66 | set ipsec—policy IPsec POLICY

] AL S] = - =
67 | set peer domain fitelnet-ipsecgwl i.e-nttjp v6 }/g’%)t7’5‘#)‘4/%T?ai?‘é(vaS’}"*{‘)K/?DNS"ﬂ' ER[ZTZLT-FQDN%
TILFIRAVISAYS AT UREL T, RVFRAURSAY—/ I T ILFRAURSA
N . ERISTRELT HERTE
68 | group-security client spi mask hex ffdfffff 00200000 REBREIETILFRAVISAY —N—2BDERT BT ILFRAUISAEZIETREL
SPILY VLT B ENRETY
69 | ike—version 2
70 | local-key SecretKey
71 |exit
72 !
73 |crypto isakmp profile ISAPROF 2 R, T 5BREITDISAKMPT O 7 A LE R TE =
74 | match identity host IPsecGW2.example.ip =
75 | self-identity user—fadn kyoten-b@example.ip =
76 | set isakmp—policy ISAKMP POLICY =
77 | set ipsec-policy IPsec POLICY =
5 S == P e =

78 | set peer domain fitelnet—ipsecgw?2.i.e—ntt.jp v6 }/;,.g)t TEFAVBTIRET S (Pv6S A F 3V VDNSY —E RIS TREXLI-FQDNE £
79 | group—security client spi mask hex ffdfffff 00200000 =
80 | ike-version 2 =
81 | local-key SecretKey =
82 |exit =
83 |!
84 |crypto session release ipsec—lost—time 1
85 |crypto session release reset delete—send
86 [!
87 |crypto map MAP _1 ipsec—isakmp
88 | match address SELECTOR1
89 | set isakmp—profile ISAPROF 1
90 [exit
91 |1
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SREH| (W)

92

R

crypto map MAP 2 ipsec—isakmp

TE

93

match address SELECTOR1

71

94

set isakmp—profile ISAPROF 2

95

exit

gy
71

96

97

inter‘Face GigaEthernet 1/1

AL A—J T —X (LANFA]

98

vlan—id 1

99

bridge—group 1

100

channel—group 1

LANfIE&EE 1> 2D £ —X (Port-channel) LRt 1+

101

exit

102

103

inter‘Face GigaEthernet 2/1

AL A—T T —X (WANSED

104

vlan—id 2

105

bridge—group 2

106

channel-group 2

WAN{EIZHFE A > 2T T —R (Port-channel) L4 {13

107

ipv6 access—group 4000 in

108

ipv6 access—group 4009 in

109

ipv6 access—group 4010 out

110

exit

111

112

interface Loopback 1

Loopbackl A2 27T —RADEETE

113

ip address 172.16.0.102

(B REBMEEE (T, COFFLRATBGPE YL 3 FRESILET)

114

exit

115

116

interface Port—channel 2

SRIEA S A—T T — (WANFED

117

ipv6 enable

118

ipv6 address autoconfig

119

ipv6 nd receive—ra

120

ipv6 dhcp service client

121

ipv6 dhcp client-profile ipv6dns client

122

mtu 1500

123

exit

124

125

interface Port—channel 1

HBEAA—JT—X (LANfAD)

126

ip address 192.168.102.1 255.255.255.0

127

exit

128

129

interface Tunnel 1

130

tunnel mode ipsec map MAP_1

131

exit

132

133

interface Tunnel 2

FE

134

tunnel mode ipsec map MAP 2

FE

135

exit

FE

136

137

interface Tunnel 3

138

tunnel mode ipsec

139

crypto group—security map MAP 1

TIVFIRAVRSAY— DD IILFRAVSAZZIET 558

140

crypto group—security map MAP 2

RLFRAVESAY—N\D T EEEEZ AT HI5E (FERIETE)

141

exit

TE

142

143

router bgp 65000

144

bgp router—id 172.16.0.102

BGPJL—AIDE%

145

bgp log-neighbor—changes

146

neighbor 172.16.0.1 remote—as 65000

BGPE7 DASE S DL E (IBGP)

147

neighbor 172.16.0.1 update—source loopback 1

BGPEyia BN DBEDEETTFLRADEETE

148

neighbor 172.16.0.2 remote—as 65000

TE

149

neighbor 172.16.0.2 update—source loopback 1
[

TE

150

151

address—family ipv4 unicast

152

neighbor 172.16.0.1 disable—nexthop—validation

153

neighbor 172.16.0.1 encap endpoint ipv6 interface port—channel 2

BGPEZIZH T BV RILIURRA U MEERTE
AEBEIILFIRAVISAVSATULEL TEIMES B BIHEICERTE

154

neighbor 172.16.0.1 encap type ipsec—tunnel

BGPE7IZx T 2T ILEARERTE
AEBEIIFRAVSAYVSAT UL TEMESE BB ERICHTE

155

neighbor 172.16.0.2 disable—nexthop—validation

FE

156

neighbor 172.16.0.2 encap endpoint ipv6 interface port—channel 2

FE

157

neighbor 172.16.0.2 encap type ipsec—tunnel

FE

158

redistribute connected

159

exit

160

161

exit

162

163

ip name—server :1

164

165

crypto ip name-server :1

166

167

dns—server ipv6 enable

168

169

proxydns domain 1 any * any dhcp ipv6 port—channel 2

170

proxydns address 1 any dhcp ipv6 port—channel 2

171

172

end
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