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Router B

ip route 192.168.2.0 255.255.255.0 dialer 1
service dhcp-server

hostname Router_A

ip dhcp pool lan 1

default-router 0.0.0.0

exit

interface dialer 1

caller 061234xxxx

ppp account ROUTERA routera

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface modem 1

auto connect on

physical-layer usb 1

exit

end

ip route 192.168.1.0 255.255.255.0 dialer 1
username ROUTERA password routera
hostname Router B

interface bri 1

calling idle-timeout 60

exit

interface dialer 1

dialer map ip 100.0.0.1 name ROUTERA
031234xxxx

dialer interface bri 1

ip address 200.0.0.1 255.255.255.255
ppp authentication pap

exit

interface lan 1

ip address 192.168.2.1 255.255.255.0
exit

end
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refreshUfciga. US v IDEELTONIEER L. Ao FHTPOT 7 ENET,

BEIVY > R ! interface dialer E—R

ERERR CRBEERZTVET. EEGSREDCONZBR S EE(FERZtI LET)

BhEIVY R

interface dialer E— R
interface dialer E— R

[ max-call ], clear max-call

[ idle-timer send ] GXE/ v NEAR)
[ idle-timer receive 1 (315/\r v MNEEAR)

INSXA ~V30SImTl&, FHBEIRAET 1001, BIERET 1 OFRE®R (CafItIkLE I,

BEIVY > R ! interface modem®T— R

[ modem out-strings init ]

(&FIYIRAEEER - modem out-strings init 1 ATSN9=0$N 10=0)

E1 (Router A)

REZEELT

RERE

]

BEI1—YE— ROBT
JXCRAD— RDAF]

REBHROTMERL

HEE— FDOZEE
REAS

RERF

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 192.168.2.0 255.255.255.0 dialer 1
Router(config)#service dhcp-server
Router(config)#hostname Router_A

Router_A(config)#ip dhcp pool lan 1
Router_A(config-dhcp-pool)# default-router 0.0.0.0
Router_A(config-dhcp-pool)#exit
Router_A(config)#interface dialer 1

Router_A(config-if dialer 1)# caller 061234 xxxx
Router_A(config-if dialer 1)# ppp account ROUTERA routera
Router_A(config-if dialer 1)#exit
Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#interface modem 1

Router_A(config-if modem 1)# auto connect on
Router_A(config-if modem 1)# physical-layer usb 1
Router_A(config-if modem 1)#exit

Router_A(config)#end

Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)
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Router>enable

JXAT— RMDATJ] |Enter password:
Router#

ERTEIBHDIIEIE |Router#clear working.cfg
Router#

Router#configure terminal

Router(config)#ip route 192.168.1.0 255.255.255.0 dialer 1
Router(config)#username ROUTERA password routera
Router(config)#hostname Router_B

Router_B(config)#interface bri 1

Router_B(config-if bri 1)# calling idle-timeout 60

Router_B(config-if bri 1)#exit

Router_B(config)#interface dialer 1

Router_B(config-if dialer 1)# dialer map ip 100.0.0.1 name ROUTERA 031234 xxxx
Router_B(config-if dialer 1)# dialer interface bri 1
Router_B(config-if dialer 1)# ip address 200.0.0.1 255.255.255.255
Router_B(config-if dialer 1)# ppp authentication pap
Router_B(config-if dialer 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.2.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG ERRRODRESR 1

dialer«/ >4 7 1 —XDRFE

REZHERUE T,

NS

EERTH

dialer 4 % J T —ADIERERT

FRENE LWV &SR

Router_A#show ip interface dialer

DIALER1 is up

IPv4 is enabled

pointTopoint
IP address is 100.0.0.1, subnet mask is 255.255.255.255
Destination address is 200.0.0.1

WEEIRREDHERR 2
RIEERERRLET.

HRAS

EERTG

=7 « VI ERZERT

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.




C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.1.0/24 is directly connected, LAN
S>*192.168.2.0/24 [1/0] is directly connected, DIALER1
C>*200.0.0.1/32 is directly connected, DIALER1

# 1 xEIL—5 DLANRIR v fT—IHDIALER1FECIL—F « VT ENTVD T &R L T EE L,

W= EIRREDEER 3
slogZMER ULF T,

s e

EERE]

slog Z&Rn

"Modem1 Connected" MO HECER
INTWVD T E=hERR

Router_A#show slog 10

0024 0000:00:00.00 2011/10/04 (tue) 15:18:19 0 00000000 4326880
#BOOT[V01.05(00)-081911] SIDE-A.frm SIDE-A.cfg

0025 0000:00:02.32 2011/10/04 (tue) 15:18:23 71 00020000 0ba30007
Attach 0/ohciO mfct:(NULL) pdct:(NULL)

0026 0000:00:03.40 2011/10/04 (tue) 15:18:25 47 2f000000 00000000
usb 1 is attached ().

0027 0000:00:03.47 2011/10/04 (tue) 15:18:25 50 00000000 00000000
ssh-server disabled.

0028 0000:00:09.46 2011/10/04 (tue) 15:18:31 5 00000000 00000200
Interface lan 1, changed state to up

0029 0000:03:37.07 2011/10/04 (tue) 15:21:59 5 0000001b 08050a00
Modem1 Connected Calling 061234xxxx. by dialer1

WG ERREDHESR 4

modem- % J T —XADIRREEIERLUE T,

SRS

EERTHG

modem « % 7 1 —ADIEHRZF T |Router_A#show interface modem 1

BOMEERET —IDFEEULEWVNETIMULE T, | Modem Send Idle-timeout 60
BOMBRET —IDFEELLEWVNETILE T, | Modem Receive Idle-timeout 60

modem out-strings init ZE ULEWEE. | Modem initial string:
TADT I AU bEIEETEDE T, Statistics:

Modem1 is connected
DIALER1 occupies
Physical-layer usb 1
Auto connect mode is on
MTU is 1500 bytes

Modem Lcp Restart 300 (x10ms)

Modem Lcp Maxtimes 10

Modem Packet Limiter (Not active)

Modem Cumulative-time Limiter (Not active)
Modem signal-level monitoring off

Modem signal-level logging off

Modem signal-quality monitoring off

Modem signal-quality logging off

2 connect count
0 connected count
1 connect fail count
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Router_A(F200) TIXISDN-TAZFIHUEFE I,
HFORY ND—I\DOREIERIE. TTHINU—FTHRELET,

ip route 0.0.0.0 0.0.0.0 dialer 1
service dhcp-server

hostname Router A

ip dhcp pool lan 1

default-router 0.0.0.0

exit

interface dialer 1

caller 061234xxxx

ppp account ROUTERA routera
exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface modem 1

auto connect on

physical-layer usb 1

exit

end

%F200~NDEERFTEF A,
192.168.1.0/24 192.168.2.0/24
[m] [m]
- 100.0.0.1 200.0.0.1
PC
LAN1 USBI1 BRI LAN1
A > A
— > |
192.168.1.1 03-1234-xxxx 06-1234-xxxx 192.168.2.1
BERIT > S25F
D 7 RUZZEIDIRD Y=t
[m] [m]
TA: INS X+ k V30SIlim
BO<> RERE
Router A Router B

ip route 192.168.1.0 255.255.255.0 dialer 1
username ROUTERA password routera
hostname Router_B

interface bri 1

calling idle-timeout 60

exit

interface dialer 1

dialer map ip 100.0.0.1 name ROUTERA
031234xxxx

dialer interface bri 1

ip address 200.0.0.1 255.255.255.255
ppp authentication pap

exit

interface lan 1

ip address 192.168.2.1 255.255.255.0
exit

end
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refreshUfciga. U v IDEELTONIEER L. hDOFH PO 7 EINET,

BE V> R ! interface dialer E—R

EiRERR CRBEERZTVET. ERESREDCONZBR S EE(FERZtILET)

BhEIVY R

interface dialer E— R
interface dialer E— R

[ max-call ], clear max-call

[ idle-timer send ] GXE/ v NEAR)
[ idle-timer receive 1 ((5/\r v MNEEAR)

INSAA ~V30SImTl&, FHBEIRAET 1001, BIERET 1 OFRER (CafIvIkLE I,

BEIVY > R ! interface modem®T— R

[ modem out-strings init ]

(&HIYIRAEEER - modem out-strings init 1 ATSN9=0$N 10=0)

E1 (Router A)

REZEELT

RERE

HEERTHG

BEI1—YE— RDOBT
JXCRAD— RDAT]

REBHROMERL

HEE— FOZEE
REAS

RERF

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 1
Router(config)#service dhcp-server
Router(config)#hostname Router_A
Router_A(config)#ip dhcp pool lan 1
Router_A(config-dhcp-pool)# default-router 0.0.0.0
Router_A(config-dhcp-pool)#exit
Router_A(config)#interface dialer 1
Router_A(config-if dialer 1)# caller 061234 xxxx
Router_A(config-if dialer 1)# ppp account ROUTERA routera
Router_A(config-if dialer 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#interface modem 1
Router_A(config-if modem 1)# auto connect on
Router_A(config-if modem 1)# physical-layer usb 1
Router_A(config-if modem 1)#exit
Router_A(config)#end

Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 192.168.1.0 0.0.0.0 dialer 1
Router(config)#username ROUTERA password routera
Router(config)#hostname Router_B

Router_B(config)#interface bri 1

Router_B(config-if bri 1)# calling idle-timeout 60
Router_B(config-if bri 1)#exit

Router_B(config)#interface dialer 1

Router_B(config-if dialer 1)# dialer map ip 100.0.0.1 name ROUTERA 031234 xxxx
Router_B(config-if dialer 1)# dialer interface bri 1
Router_B(config-if dialer 1)# ip address 200.0.0.1 255.255.255.255
Router_B(config-if dialer 1)# ppp authentication pap
Router_B(config-if dialer 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.2.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

.EQE:I /\_;\GDEEEIL;\

dialer{ >4 7 1 —ADERTEKREZERUE I,

ERAE EEZxRA
dialer 4 >4 7 1 —ADIE#H%ZZF = |Router_A#tshow ip interface dialer
DIALER1 is up
SHEMIE UV E&RESD |IPv4 is enabled
pointTopoint
IP address is 100.0.0.1, subnet mask is 255.255.255.255
Destination address is 200.0.0.1
EQE'U(/\_,\G)EEEM
ff‘%ﬁ%"‘ﬁ%ﬁ%ﬁ@;m L/gsjo
ERAE EERS

=T « VI ERERTR

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.




S>*0.0.0.0/0 [1/0] is directly connected, DIALER1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.1.0/24 is directly connected, LAN
C>*200.0.0.1/32 is directly connected, DIALER1

¥ 1 FT#IU MU= RDDIALERTZEICIL—F « VI ENTND T &R L TLIEELY,

W= EIRREDEER 3
slogZMER ULF T,

s E

EERE]

slog Z&Rn

"Modem1 Connected" MOJHECER
INTWVD T E=hERR

Router_A#show slog 10

0646 0000:00:00.00 2011/10/06 (thu) 10:42:15 0 00000000 4326880
#BOOT[V01.05(00)-081911] SIDE-A.frm SIDE-A.cfg

0647 0000:00:02.31 2011/10/06 (thu) 10:42:19 71 00020000 0ba30007
Attach 0/ohci0 mfct:(NULL) pdct:(NULL)

0648 0000:00:03.41 2011/10/06 (thu) 10:42:21 47 2f000000 00000000
usb 1 is attached ().

0649 0000:00:03.48 2011/10/06 (thu) 10:42:21 50 00000000 00000000
ssh-server disabled.

0650 0000:00:09.47 2011/10/06 (thu) 10:42:27 5 00000000 00000200
Interface lan 1, changed state to up

0651 0000:00:35.09 2011/10/06 (thu) 10:42:53 5 0000001b 08050200
Modem1 Connected Calling 061234xxxx. by dialer1

WG ERREDHESE 4

modem- % J T —XADIREEIEFRLUE T,

SRS

EERTH

modem « % 7 1 —ADIEHRZF T |Router_A#show interface modem 1

BOMEERET —IDFEEULEVNETIMLE T, | Modem Send Idle-timeout 60
BOMBRIET —IDFEELLEWVNETILE T, | Modem Receive Idle-timeout 60

modem out-strings init Z5E ULEWEE. | Modem initial string:
TADT I AU bEIEETEDE T, Statistics:

Modem1 is connected
DIALER1 occupies
Physical-layer usb 1
Auto connect mode is on
MTU is 1500 bytes

Modem Lcp Restart 300 (x10ms)

Modem Lcp Maxtimes 10

Modem Packet Limiter (Not active)

Modem Cumulative-time Limiter (Not active)
Modem signal-level monitoring off

Modem signal-level logging off

Modem signal-quality monitoring off

Modem signal-quality logging off

3 connect count
0 connected count
0 connect fail count




Proxy ARPZER U T2l iEHREZE{T 5%

| Balds
v hDJ—2192.168.1.0/24 &, ZO—E7DIP 7 RUAZH DRy hJ—27192.168.1.240/287% Proxy
ARPZERAULTCERLET,
Router BTIET 7 # )L bL— hZEE L CRouter AlCEIFCHBEFI,
Router Alg. BEDF#IT REEFDIPT RUXICH T DARPERZZETDHE. RIEBTIHRELET,
Router AT(&Router BREID=RY D=0 NDRAIT 4w )b—hZRELF T,
ip route 192.168.1.240 255.255.255.240 dialer 1 OKDICERETDHE.192.168.1.256&WS5TO—R
Fv 2 Ny hERouter BIGEET B/cs. COBITIFRA MU— R TCERELTVET,

192.168.1.0/24 192.168.1.240/28
[a] a]
— 100.0.0.1 200.0.0.1 —
192 '?g?] 25 LAN1 USB1 BRI LAN1T H—I{A
B 192.168.1.242
N >
e e
192.168.1.1 03-1234-xxxX 06-1234-xxxx 192.168.1.241
— BRIT > SR:lE
PC-B < ]
192.168.1.26 7 RUZAZEIDIRD Y—I\B
192.168.1.243
u] u]
—_— . '
ARP &R TA: INS X k V30SIim
-
ARP (RIBIHZE

W< RETE

Router A Router B

ip route 192.168.1.241 255.255.255.255 dialer 1
ip route 192.168.1.242 255.255.255.255 dialer 1
ip route 192.168.1.243 255.255.255.255 dialer 1
hostname Router_A

ip dhcp pool lan 1

default-router 0.0.0.0

exit

interface dialer 1

caller 061234 xxxx

ppp account ROUTERA routera

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0

ip proxy-arp

exit

interface modem 1

auto connect on

physical-layer usb 1

exit

end

ip route 0.0.0.0 0.0.0.0 dialer 1

username ROUTERA password routera
hostname Router_B

interface bri 1

calling idle-timeout 60

exit

interface dialer 1

dialer map ip 100.0.0.1 name ROUTERA
031234xxxx

dialer interface bri 1

ip address 200.0.0.1 255.255.255.255
ppp authentication pap

exit

interface lan 1

ip address 192.168.1.241 255.255.255.240
exit

end
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 192.168.1.241 255.255.255.255 dialer 1
Router(config)#ip route 192.168.1.242 255.255.255.255 dialer 1
Router(config)#ip route 192.168.1.243 255.255.255.255 dialer 1
Router(config)#hostname Router_A

Router_A(config)#ip dhcp pool lan 1
Router_A(config-dhcp-pool)# default-router 0.0.0.0
Router_A(config-dhcp-pool)#exit

Router_A(config)#interface dialer 1

Router_A(config-if dialer 1)# caller 061234 xxxx
Router_A(config-if dialer 1)# ppp account ROUTERA routera
Router_A(config-if dialer 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)# ip proxy-arp

Router_A(config-if lan 1)#exit

Router_A(config)#interface modem 1

Router_A(config-if modem 1)# auto connect on
Router_A(config-if modem 1)# physical-layer usb 1
Router_A(config-if modem 1)#exit

Router_A(config)#end

Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 1
Router(config)#username ROUTERA password routera
Router(config)#hostname Router_B
Router_B(config)#interface bri 1
Router_B(config-if bri 1)# calling idle-timeout 60
Router_B(config-if bri 1)#exit
Router_B(config)#interface dialer 1

Router_B(config-if dialer 1)# dialer map ip 100.0.0.1 name ROUTERA 031234xxxx

Router_B(config-if dialer 1)# dialer interface bri 1




RIERTE

Router_B(config-if dialer 1)# ip address 200.0.0.1 255.255.255.255
Router_B(config-if dialer 1)# ppp authentication pap
Router_B(config-if dialer 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.1.241 255.255.255.240
Router_B(config-if lan 1)#exit
Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

SEIRREDHESR 1

il

RIRIEHR R LUE T, (Router A)

A

EERE]

=7 « VI ERERT

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:6 (IPv4), 2 (IPv6) Peak:6

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.1.0/24 is directly connected, LAN
S>*192.168.1.241/32 [1/0] is directly connected, DIALER1
S>*192.168.1.242/32 [1/0] is directly connected, DIALER1
S>*192.168.1.243/32 [1/0] is directly connected, DIALER1
C> *200.0.0.1/32 is directly connected, DIALER1.

% :192.168.1.241, 192.168.1.242, 192.168.1.243DiKk R ML— rhRTENTVD T L ZEELTL

L.

SEIRREDHESR 2

=11

RIREHREHERLUFE I, (Router B)

SR E

EIERE]

W—F « VI ERERR

Router_B#show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0 [1/0] is directly connected, DIALER1
C>*100.0.0.1/32 is directly connected, DIALER1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.1.240/28 is directly connected, LAN

¥ 1T ITFIVBIL— MOIRRENTVDZ EZHERULTLEE L,




E'Ik/u\@ﬁﬁﬂ’b\
PC-AD'SH—/)NANBEED CIE oI DARPIESHRZHEZE UE T, (PC-A, Windows XPDIH#AE)

ESRAE Bzl
ARP [E¥k7Z5k/x |C:\>arp -a

Interface: 192.168.1.25 --- Ox2
Internet Address  Physical Address Type
¥ | 192.168.1.242 (Router AMAC 77 RVX) dynamic

1192.168.1.242(cx g HMACT RLAE LT, Router AOLANA 57 1 —ADMACT KL AHRR
ENTVD T EZERBLTLIEEL,

E'Ik/\_n@ﬁ@ﬂlb\
PC-ADO T —/NANBEZH T oI DARPIE=RZHEZE LE T, (Router A)
EERAE BEEZ&RHG

ARP [E$R%=ZF T |Router_A#show ip arp

Max valid entry: 2048
Active entry:1 Peak:1

Timeout configuration:
min.20 - max.25 min for complete entry
min.0 - max.5 min for incomplete entry

Protocol Address Age(sec) Hardware Address Port Flags
% |Internet 192.168.1.25 293 e 0001 LAN
:192.168.1.25([CH T HAMACY RLAEULT.PC-AOMACT RUAHRTREINTWVWSDC EZEELTL

ZEW,

.EQE:I /U\UDEEDIL:\
PC-ADO T —/)NANBEZHB oIt DARPIE=R =R LE I, (Router B)

iSRS BEIERTHS
ARP &%=~ |Router_B#show ip arp
Timeout configuration:
min.20 - max.25 min for complete entry
min.0 - max.5 min for incomplete entry

Protocol Address Age(sec) Hardware Address Port  Flags
% |Internet 192.168.1.242 186  ****.****.0011 LAN
:192.168.1.242(Cxmd H5MACP? RURA&ELT, U— I\A(DMACT’ RUAHBRRENTLD C & =R

TLIEELY,



E'Ik/u\@ﬁﬁﬂ’b\
PC-ADB T —/)\CNBEZH oI DARPIE=RZHEZE LE I, (Router B)

ERAE BEERR
ARP E$R%=Z T~ |Router_B#show ip arp

Max valid entry: 2048
Active entry:1 Peak:1

Timeout configuration:
min.20 - max.25 min for complete entry
min.0 - max.5 min for incomplete entry

Protocol Address Age(sec) Hardware Address Port Flags
% |Internet 192.168.1.25 369 **.****.0001 LAN
:192.168.1.25([CHnd HAMACY RLUAEULT.PC-AOMACT RUAHRTREINTWVWS =R LTL

&L,

IEHE:I /\_;\ODEEE'LJ\ -] O
PC-ADST—)\CNBEZH I oI DARPIE=RZH#EE LE . (Router D)

ERAE EERTHG
ARP [E#R%=Zx |Router_D#show ip arp
Timeout configuration:
min.20 - max.25 min for complete entry
min.0 - max.5 min for incomplete entry

Protocol Address Age(sec) Hardware Address Port  Flags
% |Internet 192.168.1.238 53 e x**.0013 LAN
:192.168.1.238ICxid DMACTY RURE LT, Y—/{\COMACT RUADRRENTWLDZ & =R L

TLIEE LY,



NAT+(IPYAAL—FK) EISDNERZFE>TA V5 —Ry MMCEE

EXE
Bk

ISDNERZHFB LT TONAFERICRD A 5=y MNP I ERATDERECT,
Router(F200) TIFISDN-TAZFIFAULE T,

192.168.1.0/24
[m]
100.0.0.1
PC-A
192.168.1.2 LAN1 USB1
A p
— i
192.168.1.1 03-1234-00
PC-B
192.168.1.3
[m]

TA: INS XA k V30Slim

BO< > REE

ip route 0.0.0.0 0.0.0.0 dialer 1
access-list 1 permit 192.168.1.0 0.0.0.255
proxydns mode v4

service dhcp-server

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface dialer 1

ip nat inside source list 1 interface
caller 031234 xxxx

ppp account ROUTERA routera
exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface modem 1

auto connect on

physical-layer usb 1

exit

end
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BEHREREREICDOWVT

EinFETE 1 BEIC4 0@ETICHRULTVWE T, (1RBIC4 0RZBR DERIETEFTEA)

Ea—1

X E

refreshUfciga. U v IDEELTONIEER L. hDOFH PO 7 EINET,

BE V> R ! interface dialer E—R

[ max-call ], clear max-call

EiRERR CRBEERZTVET. ERESREDCONZBR S EE(FERZtILET)

BhEIVY R

interface dialer E— R
interface dialer E— R

[ idle-timer send ] GXE/ v NEAR)
[ idle-timer receive 1 ((5/\r v MNEEAR)

INSAA ~V30SImTl&, FHBEIRAET 1001, BIERET 1 OFRER (CafIvIkLE I,

BEIVY > R ! interface modem®T— R

[ modem out-strings init ]

(&HIYIRAEEER - modem out-strings init 1 ATSN9=0$N 10=0)

WEET)

=

ZRBELT

REANE

EERTHG

FEI1—UE— ROBIT
JCRAD— DT

RIEIBFRDYIHE

BEE— ROZE
BEAS

RERTE

2
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 1
Router(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Router(config)#proxydns mode v4
Router(config)#service dhcp-server
Router(config)#ip dhcp pool lan 1
Router(config-dhcp-pool)# dns-server 0.0.0.0
Router(config-dhcp-pool)# default-router 0.0.0.0
Router(config-dhcp-pool)#exit
Router(config)#interface dialer 1
Router(config-if dialer 1)# ip nat inside source list 1 interface
Router(config-if dialer 1)# caller 031234xxxx

Router(config-if dialer 1)# ppp account ROUTERA routera
Router(config-if dialer 1)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#interface modem 1

Router(config-if modem 1)# auto connect on

Router(config-if modem 1)# physical-layer usb 1
Router(config-if modem 1)#exit

Router(config)#end

Router#save SIDE-A
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y




EXTERREDHESR 1

dialer{ >4 7 1 —ADERTKREZERUE I,

AT

EERTG

dialer 4 5 J T —ADIERERT

FRENIE UV & 2SR

Router#show ip interface dialer

DIALER1 is up

IPv4 is enabled

pointTopoint
IP address is 100.0.0.1, subnet mask is 255.255.255.255
Destination address is 200.0.0.1

WEERRRDHER 2
BIBERERBLET,

HEERAE

EERE]

=7 « VI ERZERT

Router#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, DIALER1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.1.0/24 is directly connected, LAN
C> *200.0.0.1/32 is directly connected, DIALER1

¥ 1 FT#)V MU—BDDIALERTZEICIV—F « VT ENTNB T EZER L TLIEELY,

E'Ik/\_n@ﬁ@ l:IIL;\
slogb‘:ﬁﬁﬁm LEFT,

ESRAE

BEERTH

slog 7%= |Router#tshow slog 10

0646 0000:00:00.00 2011/10/06 (thu) 10:42:15 0 00000000 4e326880
#BOOT[V01.05(00)-081911] SIDE-A.frm SIDE-A.cfg

0647 0000:00:02.31 2011/10/06 (thu) 10:42:19 71 00020000 0ba30007
Attach 0/ohci0 mfct:(NULL) pdct:(NULL)

0648 0000:00:03.41 2011/10/06 (thu) 10:42:21 47 2f000000 00000000
usb 1 is attached ().

0649 0000:00:03.48 2011/10/06 (thu) 10:42:21 50 00000000 00000000
ssh-server disabled.

0650 0000:00:09.47 2011/10/06 (thu) 10:42:27 5 00000000 00000200
Interface lan 1, changed state to up

0651 0000:00:35.09 2011/10/06 (thu) 10:42:53 5 0000001b 08050200

"Modem1 Connected" MO DECER Modem1 Connected Calling 031234xxxx. by dialer1
SNTWVS C EZHERR

21



22

WEEIRREDHESS 4
modem- % J T —ADIKEEIERLE T,

ESRAE

EERTHG

modem - % 7 T —ADIER=EERR

BOMBXET —I D FEELENETLE T,
BOMBRET —IDFEELFNETLE T,

modem out-strings init Z2E UIEWLEE.
TADT T AU hEIEEIEDE T,

Router#show interface modem 1

Modem1 is connected

DIALER1 occupies
Physical-layer usb 1
Auto connect mode is on
MTU is 1500 bytes
Modem Send Idle-timeout 60
Modem Receive Ildle-timeout 60
Modem Lcp Restart 300 (x10ms)
Modem Lcp Maxtimes 10
Modem Packet Limiter (Not active)
Modem Cumulative-time Limiter (Not active)
Modem signal-level monitoring off
Modem signal-level logging off
Modem signal-quality monitoring off
Modem signal-quality logging off
Modem initial string:
Statistics:

3 connect count

0 connected count

0 connect fail count

WG ERREDHESS 5

NATZHR U CWVDAERT — T ILDIEHRZMER LR T,

SRS

EERTB

NAT F—TJ)VIBHRZEERT

Router#show ip nat translation

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 2

Peak: 15

List of active sessions:

DIALER1
Local(address port) Global(address port) Remote(address port) prot tm(s)
+ + L . L —
% 1192.168.1.3 768 100.0.0.1 1024 200.0.0.1 768 icmp 59
% 1192.168.1.2 768 100.0.0.1 768 200.0.0.1 768 icmp 33

% : LANRIDREETIP7 RUAHDNATHEIRENTVB Z EZEER LT EEL,




O—AIVIL—F « 2 T #eEES

192.168.1.0/24

192.168.1.2

O—AlbIV—FT a4V ITEE
| Balds
v hJ—2192.168.0.0/24&%w hDJ—2192.168.1.0/24% )—F7 4 > T T BDIcHDHRFETT,
| [y
192.168.0.0/24
m] m]
192.168.0.2 LAN1 EWAN1
192.168.0.1/24 .‘192.168.1.1/24
——
19216803 |

W< REEE

interface ewan 1
ip mtu 1500

exit
interface lan 1

exit
end

ip address 192.168.1.1 255.255.255.0

ip address 192.168.0.1 255.255.255.0

BT

=

v ~hJ—=2192.168.0.0/24%Z AN, Xv ~kD—2192.168.1.0/24ZEWANAIE LT, 2 DDLANZO—

HI—FT 4V TEEET,

192.168.1.3

REAE

EERE]

HEI—JE— POBT
JXRAT— RDAF]

REBERDIIHIE

BET— ROEE
HENT]

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#interface lan 1

Router(config-if lan 1)#ip address 192.168.0.1 255.255.255.0
Router(config-if ewan 1)#exit

Router(config)#

Router(config)#interface ewan 1

Router(config-if ewan 1)#ip address 192.168.1.1 255.255.255.0
Router(config-if ewan 1)#ip mtu 1500

Router(config-if ewan 1)#exit

Router(config)#

Router(config)#end

Router#

23
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SRTEFRTE |Router#tsave SIDE-A

% saving working-config

% finished saving

EBEFIE |Routerffreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

% I ENANOMTUED T T # )L b H11454D 7%, 1500%Z 1€

WG EIRREODRESS

LANA 25 T T —ADREREZHRLE T,

RS

EERTHG

LAN DEEIREZ R

IP 77 B AFDHESR

Router>show ip interface lan 1

LAN is up

IPv4 is enabled
IP address is 192.168.0.1, subnet mask is 255.255.255.0
Broadcast address is 192.168.0.255
MTU is 1500 bytes

EWANA 25T T —ADREREZHETRLE T,

SRS

EEZRTG

EWAN DEREIREZ R

IP 77 R AFDHESR

Router>show ip interface ewan 1

EWAN1 is up

IPv4 is enabled
|P address is 192.168.1.1, subnet mask is 255.255.255.0
Broadcast address is 192.168.1.255
MTU is 1500 bytes

W=7« VI ERZEEER LE T,

SRS

EERS

=T « VI ERDRR

* RRENTUVD T E7ZhERR
* MFRRSNTWND C & 7ZHERR

Router>show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:3 (IPv4), 2 (IPv6) Peak:3

C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN

C>*192.168.1.0/24 is directly connected, EWAN1

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.




tHAVFUIPPRUVRAZERUTCIDDLANLEICEEDS R Y b

=07

LBl

FLAZ[MFSTIHRE

LANA >S5 =T 1 —ADEHVF U7 RUARECT .

=Ry

192.168.0.0/24
192.168.1.0/24

192.168.2.0/24

[m] [m]
LANT EWAN1
‘92-168-0f ng}ggﬁ?ﬁ} 192.168.2.1 < 192.168.0.2
B
LAN K—h 1-8 :
B :
192.168.1.2 192.168.1.2
D bbb bbbl > 4
S CELELEERET » HHEE(E
B RERE
interface ewan 1
ip address 192.168.2.1 255.255.255.0
exit
interface lan 1
ip address 192.168.0.1 255.255.255.0
ip address secondary 192.168.1.1 255.255.255.0
exit
end
W EFIE
BEAT EERS
HE1—E— R\D#EIT |Router>enable

JXAT— R ATJ] |Enter password:
Router#
SREBFROYIHAL |Router#clear working.cfg
Router#

FET— ROEE
HENT]

Router#conf terminal
Router(config)#interface ewan 1

(
Router(config-if ewan 1)#exit
Router(config)#interface lan 1
Router(

(

(

Router(config-if lan 1)#exit
Router(config)#end
Router#save SIDE-A

% saving working-config

RIERTE

Router(config-if ewan 1)# ip address 192.168.2.1 255.255.255.0

config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)# ip address secondary 192.168.1.1 255.255.255.0

25



26

% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

WG EIRREDHESR

LANA 25T T —ADREREZHERLUE T,

RS

EERTHG

LAN DR EIRREE R

7 RURAFEDHESR

Router>show ip interface lan 1

LAN is up

IPv4 is enabled
IP address is 192.168.0.1, subnet mask is 255.255.255.0
Broadcast address is 192.168.0.255
Secondary address is 192.168.1.1, subnet mask is 255.255.255.0
Broadcast address is 192.168.1.255
MTU is 1500 bytes

EWAN’()QjI_X@u E'lj( %ﬁ@ﬂlb\bijo

ﬁEquﬁ

EEFRT B

EWAN DR EIRREZ KR

7 U RAEDHESR

Router>show ip interface ewan 1

EWANT1 is up

IPv4 is enabled
IP address is 192.168.2.1, subnet mask is 255.255.255.0
Broadcast address is 192.168.2.255
MTU is 1500 bytes

=T« VI ERZERRLE T,

RS

EERTHG

=T « VI ERDERTR

* PRIREN TGS C & 72HESR
*D\ET ntb\éLt%ﬁEmu
* D\EETZS*IZL\%) [ t%ﬁ&ﬂlb\

Router>show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN
C>*192.168.1.0/24 is directly connected, LAN
C>*192.168.2.0/24 is directly connected, EWAN1




IPv6 over IPv4)L—7 1« 2 JtsEs=EHl (IP in IPEEEE)

IPinIPEREZEFE>DT2DDIPVBRY NTD—0%IPv4xRvw b
J—O8BUICERGT DR
| EnliE

IPv6xw b DJ—20 11— % IPVAR CIER I DIcHDEET T, (IPv6 over IPv4 kx> 5)
IPv4 bz U >V JIFEETY RUR (numberediE i) BB E LD E T,

W00

2001:db8:100::/64 2001:db8:200::/64
[u]

m]

LANT EWANT1 IPv4 Ether EWAN1 LANT1

ﬁ— IPva k2R T —ﬁ

100.0.0.1 \\\\_’/// 100.0.0.2

— KA K7 LR (EUI-64)
T 7«1 v RLE (RA) EH

IRA K7 RUR (EUI-B4) f=—
T 71 v UL (RA) EH

[m] [m]

W< RERE
Router A Router B

hostname Router_A
interface ewan 1

hostname Router_B
interface ewan 1

ip address 100.0.0.1 255.255.255.0
exit

interface lan 1

ipv6 enable

ipv6 address 2001:db8:100::/64 eui-64
ipv6 nd send-ra

exit

interface tunnel 1

tunnel mode ipip

tunnel source 100.0.0.1

tunnel destination 100.0.0.2

ip address 100.0.0.1

exit

ipv6 route 2001:db8:200::/64 tunnel 1
end

ip address 100.0.0.2 255.255.255.0
exit

interface lan 1

ipv6 enable

ipv6 address 2001:db8:200::/64 eui-64
ipv6 nd send-ra

exit

interface tunnel 1

tunnel mode ipip

tunnel source 100.0.0.2

tunnel destination 100.0.0.1

ip address 100.0.0.2

exit

ipv6 route 2001:db8:100::/64 tunnel 1
end

WEEF

=

REANE

EERTHG

e —HE— RAD{T |Router>enable
JXAT— RMDAJ] |Enter password:
Router#
ERTEIBMOYIEME |Routert#clear working.cfg
Router#
REE— RODZEE  Router#conf terminal
EXTEAJS] |Router(config)#hostname Router A
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Wi
Tof

P

Router_A(config)#interface ewan 1

Router_A(config-if ewan 1)# ip address 100.0.0.1 255.255.255.0
Router_A(config-if ewan 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ipv6 enable

Router_A(config-if lan 1)# ipv6 address 2001:db8:100::/64 eui-64
Router_A(config-if lan 1)# ipv6 nd send-ra

Router_A(config-if lan 1)#exit

Router_A(config)#interface tunnel 1

Router_A(config-if tunnel 1)# tunnel mode ipip
Router_A(config-if tunnel 1)# tunnel source 100.0.0.1
Router_A(config-if tunnel 1)# tunnel destination 100.0.0.2
Router_A(config-if tunnel 1)# ip address 100.0.0.1
Router_A(config-if tunnel 1)#exit

Router_A(config)#ipv6 route 2001:db8:200::/64 tunnel 1
Router_A(config)#end

SREIRTE |Router_A#save SIDE-A

% saving working-config

% finished saving

FEicE) Router_ A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

% ! Router BOREFIEBBEIKRTT .

hRIVY T T T —ADREREZHER LI T,

RS

EERTH

hRIVA 2V E T T —RADBEHRZERT

FRENIE LW &2 HERR

FREDIE LW &7 HERR
FRENIE LW &2 HERR
FENIE LW &7 HERR

Router_A>show interface tunnel 1

TUNNEL1 is up
Hardware is Tunnel
IP address TUNNEL1 is 100.0.0.1
Encapsulation TUNNEL, point-to-point link
Tunnel source 100.0.0.1
Tunnel destination 100.0.0.2
Tunnel protocol/transport IPIP
Last clearing of “show interface” packet counters never
Statistics:
12 packets input
1344 bytes input, 0 errors
12 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 unknown protocol
12 packets output
960 bytes output, 0 errors
12 unicasts, 0 broadcasts, 0 multicasts
0 discards




b XRIVA VT T —ADIPVAERZHESE LUE T,

[#EsEAE EEZRTH
N R)VA T T —AD IPv4 |Router A>show ip interface tunnel 1
1BERZ R
TUNNEL1 is up
IPv4 is enabled
IP address is 100.0.0.1
IP 77 RURFEDMESE | MTU is 1480 bytes

Proxy ARP is disabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask-replies are always sent

W—F « VI EREERLE T,

SR E

EERS]

=T « VI ERDRR

* MFRRSNTWND C & 7ZhERR
* MFRRSNTWND C E7ZhERR

Router_A>show ipv6 route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:3 (IPv4), 4 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIPng,
B - BGP, P - Pooled, D - Dhcppd,
> - selected route, * - FIB route, p - stale info.

C> *::1/128 is directly connected, LOOPO
C>*2001:db8:100::/64 is directly connected, LAN
S>*2001:db8:200::/64 [1/0] is directly connected, TUNNEL1
C> * fe80::/64 is directly connected, LAN

% ! Router BOWESRAEBREIKTT .
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| Bl
TS5A4R—hrhxv EJ—2192.168.0.0/240—&7= -7 0—)\)b=xw hT—2100.0.0.0/24 [CEEHINAT Z{E >
CTHERIDICHDERETY
LANIIZDHCP-serverz=EARAUE,

192.168.0.0/24 100.0.0.0/24
[n] [n]
LAN1 EWANI1
192.168.0.2 192.168.0.1 100.0.0.10 100.0.0.20
——

— dhcp-server inner address outer address —
192.168.0.3 192.168.0.2 192.168.0.16 = 100.0.0.128 100.0.0.21
o { { l o
192.168.0.254 192.168.0.31 = 100.0.0.143

BV RERTE

interface ewan 1

ip mtu 1500

ip address 100.0.0.10 255.255.255.0
ip nat inside source static-subnet 192.168.0.16 100.0.0.128 255.255.255.240
exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

service dhcp-server

ip dhcp pool lan 1

default-router 192.168.0.1

exit

end

W= EF

=

REANE EERE]

HEHED —H'E— RAD#IT |Router>enable
JXAT— RMDAS] |Enter password:
Router#
SRTIEROIIEE |Router#iclear working.cfg
Router#
SRTEET— RODZEE Routerfconf terminal
SHTEAS |Router(config)#interface ewan 1
Router(config-if ewan 1)# ip mtu 1500
Router(config-if ewan 1)# ip address 100.0.0.10 255.255.255.0
Router(config-if ewan 1)# ip nat inside source static-subnet 192.168.0.16
100.0.0.128 255.255.255.240




RERMF

Router#reset
Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

Router(config-if ewan 1)#exit
Router(config)#interface lan 1
Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit
Router(config)#service dhcp-server
Router(config)#ip dhcp pool lan 1
Router(config-dhcp-pool)# default-router 192.168.0.1
Router(config-dhcp-pool)#exit
Router(config)#end

Router#save SIDE-A
% saving working-config
% finished saving

WG EIRREODRESS

T2AXR—hXRy hDJ—2192.168.0.16~192.168.0.31 nr570—/Vbxwv ~hD—2100.0.0.128~
O DNATT—J)L72EER LE T,

100.0.0.143(c&H;m U1

SRS

EERTHG

NAT F—TJ)LiERkZERT

Max Ew i 3>/#
T NAT T—T )L
TvIavE., E—IO%

IP 77 EUAFDHESR

P77 RUAT X1 246

Router#show ip nat translation

Session summary (equipment total):

Max sessions: 2048
Reserved sessions: 0
Active sessions: 16 Peak: 16

List of active sessions:

EWAN1

Local(address port) Global(address

+.

port) Remote(address port) prot tm(s)

+

192.168.0.31
192.168.0.30
192.168.0.29
192.168.0.28
192.168.0.27
192.168.0.26
192.168.0.25
192.168.0.24
192.168.0.23
192.168.0.22
192.168.0.21
192.168.0.20
192.168.0.19
192.168.0.18
192.168.0.17
192.168.0.16

1024 100.0.0.143
1024 100.0.0.142
1024 100.0.0.141
1024 100.0.0.140
1024 100.0.0.139
1024 100.0.0.138
1024 100.0.0.137
1024 100.0.0.136
1024 100.0.0.135
1024 100.0.0.134
1024 100.0.0.133
1024 100.0.0.132
1024 100.0.0.131
1024 100.0.0.130
1024 100.0.0.129
1024 100.0.0.128

1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20
1024 100.0.0.20

1024
1024
1024
1024
1024
1024
1024
1024
1024
1024
1024
1024
1024
1024
1024
1024

udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp

597
597
596
596
600
599
599
599
599
599
598
598
598
598
598
597

EWAN1—LAN15EIDEETNATERNTEE T,

HESEELADIPY RLURARNATERENI B A
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NAT+(IPYAAOUL—R)ZE>ELANE#Z K=

Bk

T5AN—bhxwy hDJ—2192.168.0.0/24 15 70—/\)b=xw bD—2100.0.0.0/24 [CNATHIPYZH

RETY,

LANAIEDHCP-serverz{EHLUET,

WER
192.168.0.0/24 100.0.0.0/24
[n] [n]
LAN1 EWANT1
192.168.0.16 192.168.0.1 100.0.0.10 100.0.0.20
=
— dhcp-server inner address outer address —
192.168.0.17 192.168.0.2 192.168.0.1 100.0.0.100 100.0.0.21
o 4 2 u]
192.168.0.254 192.168.0.254

BOY Y NERE
interface ewan 1
ip mtu 1500
ip address 100.0.0.10 255.255.255.0
ip nat inside source list 1 pool global_IP
exit
interface lan 1
ip address 192.168.0.1 255.255.255.0
exit
access-list 1 permit 192.168.0.0 0.0.0.255
ip nat pool global_IP 100.0.0.100 100.0.0.100
service dhcp-server
ip dhcp pool lan 1
default-router 192.168.0.1
exit
end

W EFE

BERNE BRIl

¥HED—H'E— RAD#1T |Router>enable

JXAT— RMDAJ] |Enter password:
Router#
REBMOIHAL  Router#clear working.cfg
Router#
RETE— RDOZE Router#conf terminal
G AS |Router(config)#interface ewan 1
Router(config-if ewan 1)# ip mtu 1500

Router(config-if ewan 1)# ip address 100.0.0.10 255.255.255.0




Router(config-if ewan 1)# ip nat inside source list 1 pool global_IP
Router(config-if ewan 1)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#ip nat pool global_IP 100.0.0.100 100.0.0.100
Router(config)#service dhcp-server

Router(config)#ip dhcp pool lan 1

Router(config-dhcp-pool)# default-router 192.168.0.1
Router(config-dhcp-pool)#exit

Router(config)#

Router(config)#end

Router#save SIDE-A
% saving working-config
% finished saving

RERMF

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG TEIRREODRESS
TS5AR— xRy kD=2 192.168.0.10(UDPK—  1024)~192.168.0.17(UDPK—k 1024) h52
O—/ VL% ~D—2100.0.0.100(CZ4#2 LIBADNAT T — DL ZH#E LE T .

FEESRAE EERTH

NAT F— DU EERR

Router#show ip nat translation

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 8 Peak: 16

Max w3
FHINAT 7—J )L
Ty avE., E—IO%
IP 77 R REMDHESR |List of active sessions:
EWAN1

Local(address port) Global(address port) Remote(address port) prot tm(s)
+ + RO +

M—hESZA2IUX2 N 192.168.0.17 1024 100.0.0.100 1031 100.0.0.20 1024 udp 590
192.168.0.16 1024 100.0.0.100 1030 100.0.0.20 1024 udp 590
192.168.0.15 1024 100.0.0.100 1029 100.0.0.20 1024 udp 589
192.168.0.14 1024 100.0.0.100 1028 100.0.0.20 1024 udp 589
192.168.0.13 1024 100.0.0.100 1027 100.0.0.20 1024 udp 589
192.168.0.12 1024 100.0.0.100 1026 100.0.0.20 1024 udp 589
192.168.0.11 1024 100.0.0.100 1025 100.0.0.20 1024 udp 590
192.168.0.10 1024 100.0.0.100 1024 100.0.0.20 1024 udp 590

LAN1—-EWAN15EIDEETNATERNTEE T,
NATT— T ILERR#&(FZEHT 5K— FOFEWAN1-LANTAEDBEENATEENTEX T, (FHINAT)
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NATEBRZEODTCA VT —Ry FERR

Bk

#|HOITO—)VIPY? FURAZEETED HTHRENDHE(IC. EHDOITO—/ULT RURZEVENAT EIPY
ANV—=RIERKDAVT—=RY NPT AT DRECT

W#E0L

192.168.0.0/24

[n]
LAN1 PPPoE1
192.168.0.1- 100.0.0.131
—
'Hos0—-N\IL7 RUA%E
BEETEIbHTHEHN
(1)
— dhcp-server 24 100.0.0.128/29
192.168.0.2
2 NAT Ei{E 9 NAT
o 192.168.0.254 inner address outer address
192.168.0.1 100.0.0.131
8 100.0.0.132
192.168.0.254 100.0.0.133
IPYAAL—R
outer address
100.0.0.134
=/Lre==
X AE

B>k

interface pppoe 1

ip address 100.0.0.131

ip nat inside source list 1 pool global_IP
pppoe server internet

pppoe account ********@***.***.ne.jp
pppoe type lan

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0

exit

access-list 1 permit 192.168.0.0 0.0.0.255

ip nat pool global_IP 100.0.0.131 100.0.0.134
ip route 0.0.0.0 0.0.0.0 pppoe 1

service dhcp-server

ip dhcp pool lan 1

default-router 192.168.0.1

exit

end

*kkkkk




W ET)

=

REANE

EERTHG

HEI—YE— PORIT
JCRAD— RDAF

RIEIBFRDYIHE

REE— FDZEE
REAS

RERTF

Router>enable

Enter password:

Router#

Router#clear working.cfg
Router#

Router#conf terminal
Router(config)#interface pppoe 1
Router(config-if pppoe 1)# ip address 100.0.0.131

Router(config-if pppoe 1)# ip nat inside source list 1 pool global_IP
Router(config-if pppoe 1)# pppoe server internet
Router(config-if pppoe 1)# pppoe account ********@*** *** ne jp ******
Router(config-if pppoe 1)# pppoe type lan

Router(config-if pppoe 1)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#ip nat pool global_IP 100.0.0.131 100.0.0.134
Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#service dhcp-server

Router(config)#ip dhcp pool lan 1

Router(config-dhcp-pool)# default-router 192.168.0.1
Router(config-dhcp-pool)#exit

Router(config)#

Router(config)#end

Router#save SIDE-A
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)
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WG EIRREDRESR
TS5 AR—hxw hD—2192.168.0.2(UDPHR—k 1024)~192.168.0.7 (UDPR— h 1024) h55 00—/
JL%w kD—2100.0.0.131~100.0.0.134(CZH UIZBADNATF — L AR R LET.

ESRRE EEZRS
NAT =—J)UIE#RZZF T |Router>show ip nat translation

Session summary (equipment total):
Max 7w 328 | Max sessions: 2048
F#I NAT —T)U# | Reserved sessions: 0
TwIav#. E—2U% | Active sessions: 6  Peak: 6

IP 7 R ZZEMHESY |List of active sessions:

EWAN1
Local(address port) Global(address port) Remote(address port) prot tm(s)
MR—hBESZAVTUXT + + +eaeet
(IPY¥XAL—R) |192.168.0.7 1024 100.0.0.134 1026 *.0.0.1 1024 udp 299
192.168.0.6 1024 100.0.0.134 1025 *.0.0.1 1024 udp 300
192.168.0.5 1024 100.0.0.134 1024 *.0.0.1 1024 udp 299
4RZ MDEICEL |192.168.0.4 1024 100.0.0.133 1024 *.0.0.1 1024 udp 299
Mh—hESTZEIE [192.168.0.3 1024 100.0.0.132 1024 *.0.0.1 1024 udp 299
(89 NAT) [192.168.0.2 1024 100.0.0.131 1024 *.0.0.1 1024 udp 299

LAN1—PPPoE1ARIDEETNATERNTEZX T,
NATT—TJ ILERR#(3ZET 5 K— hFDHPPPoE1 —~LAN 1 SEADBFEENATERHNTEFT T, (BIFINAT)



EWAN2A Y% 71 —2%ZDMZEULTHERT 3%

Bk
TS5AR—bhXwv bD—2192.168.0.0/24 1 570—)VL7 KL A 100.0.0.48 (C&EH L. NATH(IPY XA
L—R)ZESTA VT —Ry MERT DICHDRECTT,
EWAN2R— hZRBEADEI XY bEUTHHATHHRECTT .

W#E0L

100.0.0.48/29
[m]
AadAN
PPoE1
100.0.0.50 EWAN2 100.0.0.48/29
[m] 1 0.0.0.49. 100.0.0.48
PP
=] LAN1
— 192.168.0.1
192.168.0.2 dhcp-server inner address outer address
—— 192.168.0.2 192.168.0.1 100.0.0.48
192.168.0.3 ! 2 2
192.168.0.0/24 192.168.0.254 192.168.0.254

BV RERTE

interface pppoe 1

ip address 100.0.0.48

ip nat inside source list 1 interface

pppoe server B1

pppoe account user@xxxx.ne.jp secretxx
pppoe type lan

exit

interface ewan 2

ip address 100.0.0.49 255.255.255.248
exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

access-list 1 permit 192.168.0.0 0.0.0.255
ip route 0.0.0.0 0.0.0.0 pppoe 1

service dhcp-server

ip dhcp pool lan 1

default-router 192.168.0.1

exit

end
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JCRAD— RDAF

RIEIBFRDYIHE

BEE— ROES
BEAS

RN

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#conf terminal

Router(config)#interface pppoe 1

Router(config-if pppoe 1)# ip address 100.0.0.48
Router(config-if pppoe 1)# ip nat inside source list 1 interface
Router(config-if pppoe 1)# pppoe server B1
Router(config-if pppoe 1)# pppoe account user@xxxx.ne.jp secretxx
Router(config-if pppoe 1)# pppoe type lan
Router(config-if pppoe 1)#exit
Router(config)#interface ewan 2
Router(config-if ewan 2)# ip address 100.0.0.49 255.255.255.248
Router(config-if ewan 2)#exit
Router(config)#interface lan 1
Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#service dhcp-server

Router(config)#ip dhcp pool lan 1

Router(config-dhcp-pool)# default-router 192.168.0.1
Router(config-dhcp-pool)#exit

Router(config)#

Router(config)#end

Router#save SIDE-A
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG ERRRDESE 1

TIAN=hRY NO=ID 515 ==y Ml (pppoeDEFELT7 KU 2)NDERHE S BEZERUE T .

HERAE

EERTH

I—F 4 1B %ZF T |Router#tshow ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

¥ DFRRSNTWND T E%ZHEER |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
¥ DFRRSNTWVND T &SR |C> * 100.0.0.1/32 is directly connected, PPPoE1
¥ DRRSNTVD T EZMEER |C> * 100.0.0.48/29 is directly connected, EWAN2

C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN




%54;; bRy hDJ—2192.168.0.100570—/ULF FLZA100.0.0.48[CEHR UTTHBEDNAT T — )%
SBUFE I,

R EERTH

NAT =—TJ)UIE#R%ZZFK T |Router#show ip nat translation

Session summary (equipment total):
Max Ew i 3>/# | Max sessions: 2048
F# NAT —T)L# | Reserved sessions: 0
v g, E—U% | Active sessions: 2 Peak: 3

List of active sessions:
PPPoE1

Local(address port) Global(address port) Remote(address port) prot tm(s)
+ + [ S S

192.168.0.10 10487 100.0.0.48 10487 100.0.0.1 10487 icmp 55

LAN1—PPPoE1ARDEETNATERDTEX T,
NATT—J ILERR#&(FZEHT 5 K— FOFEWANT1-LANTAGDBEBNATEENTEX T, (FHINAT)

WEERREDHERR 2
Y= IS4 V5 —Z M| (pppoeDERESET KL R) NEEDHRREE LET,

SRS EERTH

FRiEESE |Router#ping 100.0.0.1
Sending 5, 100-byte ICMP Echos to 100.0.0.1, timeout is 2 seconds:
I RRSNTWVD T &7z R (!

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

EWAN2—PPPoE 1 5RIDEEFNATHRTlESH D T Ao
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DHCP##HEEES

LANITDHCPY —/\iREZEH T % &

Bk
TSANR— bRy D—2(CDHCPY —) B2 {E> T 7 KU IBHRERH LE T,
192.168.0.0/24
o
LAN1
s 192.168.0.1 .‘
S RXA 2= XXXXXXX.CO.Jp

FI4I ML=k 192.168.0.1

DHCP 5547 k
DNS #—/{7 KU R 158.0.0.1, 158.0.0.2 (F51<TY / EHYFV)
Netbios R—LH—/« 192.168.0.253. 192.168.0.254 (F547U / £HVH V)
allocate 7 KL/ 192.168.0.10 ~ 192.168.0.19 (10 {&%)

W< REEE

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

service dhcp-server

ip dhcp pool lan 1

domain-name XXXXXXX.CO.jp
dns-server 158.0.0.1 158.0.0.2
netbios-name-server 192.168.0.254 192.168.0.253
default-router 192.168.0.1
allocate-address 192.168.0.10 10

exit

end

W= EFIE

REANE BEERTHG

11— E— RADEIT |Router>enable
JXAT— RMDATJI |Enter password:
Router#
ERTEIBOYIEME |Routert#clear working.cfg
Router#
REE— RODZEFE  Router#conf terminal
ERTEAS |Router(config)#interface lan 1
Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit
Router(config)#service dhcp-server




D ZHTHRIRT FU A SEE*

RERMF

Router(config)#ip dhcp pool lan 1

Router(config-dhcp-pool)# domain-name XxXxXxxxx.co.jp
Router(config-dhcp-pool)# dns-server 158.0.0.1 158.0.0.2
Router(config-dhcp-pool)# netbios-name-server 192.168.0.254 192.168.0.253
Router(config-dhcp-pool)# default-router 192.168.0.1
Router(config-dhcp-pool)# allocate-address 192.168.0.10 10
Router(config-dhcp-pool)#exit
Router(config)#
Router(config)#end

Router#save SIDE-A
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

XEBIDHTHIRY FLADFEEIE(192.168.0.10). EIDHTHFEKIPY R ADEE(10) ZRELE T,

WG EIRREDRESR

DHCPY—)\tge Clctn LTc

NURIERZHERLUE T,

SRS

EERTG

DHCP t—/\IE#H =% |Routerf#fshow ip dhcp binding

LAN:

allocate **:**:**;**:**:** 192.168.0.10 infinity
allocate **:;**:**;**:**:** 192.168.0.11 infinity
allocate **:**:**;**:**:** 192.168.0.12 infinity
allocate **:**:**;**:**:** 192.168.0.13 infinity
arp R xR 102.168.0.14

allocate **:**:**;****:** 192.168.0.15 infinity
allocate **:**:**;**;**:** 192.168.0.16 infinity
allocate **:**:**;**;**:** 192.168.0.17 infinity
allocate **:**:**;**;**:** 192.168.0.18 infinity
arp e xR 1092.168.0.19

allocate - - 7 R RE|IHiHER

arp - - - - BIfFimR
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DHCPTWANRI? RUZRDEHENDHEDR

Bk

CATVEHRIEEDHCPY—/ {05 J 00—/ UL RURZEIZHT DB E(C. DHCPO 5477 MMERECEWANTD Y K
LRZEE U NATH(IPY A AL — R ZE>TA VT =Ry bR T DICHDRECT

192.168.0.0/24
[m]
LAN1 EWANT1
192.168.0.2 192.168.0.1 A DHCP 35472 b
— 1 s
inner address outer address
192.168.0.1 EWANI1
2 DHCP —/\

192.168.0.3

192.168.0.254

BV RETE

interface ewan 1

ip address dhcp

ip nat inside source list 1 interface
dhcp-client retries infinitely

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

access-list 1 permit 192.168.0.0 0.0.0.255
ip route 0.0.0.0 0.0.0.0 ewan 1

end

mEET)

=

HEAS BEERS

11— E— RADIIT |Router>enable

JXAT— RMDAS] |Enter password:
Router#
SREBEFROYIHAL |Router#iclear working.cfg
Router#
SREET— RODZEE Routerfconf terminal

SHTEAS |Router(config)#interface ewan 1
Router(config-if ewan 1)# ip address dhcp
Router(config-if ewan 1)# ip nat inside source list 1 interface
Router(config-if ewan 1)# dhcp-client retries infinitely
(
(
(

Router(config-if ewan 1)#exit
Router(config)#interface lan 1
Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0




Router(config-if lan 1)#exit

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#ip route 0.0.0.0 0.0.0.0 ewan 1
Router(config)#

Router(config)#end

RTERE |Router#tsave SIDE-A
% saving working-config
% finished saving

FLEMICE) Routerttreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

W= E IR RRODHERR
EWAN1A>5 0 T —ZDBREREERBLUET,

fERAE EE R

EWAN DEEEIREEZ R |Router#show ip interface ewan 1

EWANT1 is up

IPv4 is enabled

7 RUZESODHEES | IP address is 100.0.0.249, subnet mask is 255.255.255.248
Broadcast address is 100.0.0.255

MTU is 1454 bytes

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent
ICMP mask-replies are always sent
Directed broadcast forwarding is disabled
IEEE802.1p priority value of ARP is O

=T« VI REZEERLUE T,

FERAE EE RS

)—F « > J1EFR7Z R |Router#tshow ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

FHFRRINTVS T EZIEER |S>*0.0.0.0/0 [1/0] 100.0.0.254, EWAN1
C>*100.0.0.248/29 is directly connected, EWAN1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN
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|Psect&gesz EHl

IPsecZ{E>T2DDLANZEHKRIT HHEE (MainE®T— R)

| Bl
O—AIb=xRw NDO—20 11— %|Psec T I DIcHDERFETI,
NABEDSDBEFBDTEHEET KU R (numberediEft) MnEE D E T,

192.168.10.0/24 192.168.20.0/24
o o
EIRE P BRiE E%E IP BiE
EWAN1 EWAN1
192.168.10.2 LAN1T 100.0.0.1 INTERNET 200.0.0.1 LANT 192.168.20.2
e I A
S —
= e
192.168.10.1 192.168.20.1
192.168.10.3 192.168.20.3
| o

B~ RERFE] (Router A)

hostname Router_A

interface ewan 1

ip address 100.0.0.1 255.255.255.0

exit

interface lan 1

ip address 192.168.10.1 255.255.255.0

exit

vpn enable

vpnlog enable

interface ipsecif 1

crypto map Router_B

exit

crypto isakmp policy 1

authentication prekey

group 5

hash sha

key ascii secret1

negotiation-mode main

peer-identity address 200.0.0.1

exit

crypto map Router_B 1

match address 1

set peer address 200.0.0.1

set pfs group5

set transform-set aes256-sha

exit

ipsec access-list 1 ipsec ip 192.168.10.0 0.0.0.255 192.168.20.0 0.0.0.255
ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
ip route 200.0.0.1 255.255.255.255 100.0.0.254
ip route 192.168.20.0 255.255.255.0 connected ipsecif 1
end




B~ RERFE2 (Router B)

hostname Router_B

interface ewan 1

ip address 200.0.0.1 255.255.255.0

exit

interface lan 1

ip address 192.168.20.1 255.255.255.0

exit

vpn enable

vpnlog enable

interface ipsecif 1

crypto map Router_A

exit

crypto isakmp policy 1

authentication prekey

group 5

hash sha

key ascii secret1

negotiation-mode main

peer-identity address 100.0.0.1

exit

crypto map Router_A 1

match address 1

set peer address 100.0.0.1

set pfs group5

set transform-set aes256-sha

exit

ipsec access-list 1 ipsec ip 192.168.20.0 0.0.0.255 192.168.10.0 0.0.0.255
ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
ip route 100.0.0.1 255.255.255.255 200.0.0.254
ip route 192.168.10.0 255.255.255.0 connected ipsecif 1
end

W= EF

& (Router A)

REANE EE&RRHE

$HED—TF— RAD#{T |Router>enable

JXAT—RMDAF] |Enter password:
Router#
SREBROTEAL |Router#clear working.cfg
Router#
SRTEE— ROZEE Routerfconf terminal

SRTEATT |Router(config)#hostname Router A
Router_A(config)#interface ewan 1
Router_A(config-if ewan 1)# ip address 100.0.0.1 255.255.255.0
Router_A(config-if ewan 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.10.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#vpn enable
Router_A(config)#vpnlog enable
Router_A(config)#interface ipsecif 1
Router_A(config-if ipsecif 1)# crypto map Router_B
Router_A(config-if ipsecif 1)#exit
Router_A(config)#crypto isakmp policy 1
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# group 5
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RERF

Router_A(config-isakmp)# hash sha

Router_A(config-isakmp)# key ascii secret1

Router_A(config-isakmp)# negotiation-mode main
Router_A(config-isakmp)# peer-identity address 200.0.0.1
Router_A(config-isakmp)#exit

Router_A(config)#crypto map Router_B 1

Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer address 200.0.0.1
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit

Router_A(config)#ipsec access-list 1 ipsec ip 192.168.20.0 0.0.0.255
192.168.10.0 0.0.0.255

Router_A(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router_A(config)#ip route 200.0.0.1 255.255.255.255 100.0.0.254
Router_A(config)#ip route 192.168.20.0 255.255.255.0 connected ipsecif 1
Router_A(config)#end

Router_A#save SIDE-A
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

% ! Router BOKEFIEBLREIRTT .

WG EIRREODRESR

T—SBIEICTIPSECH LT D xR UE T,
5l : Router_ ALK D ping 192.168.20.1 source-interface lan 17Z=ELE T,

RS

BEERTH

ping #1792

ping In&H D

Router_A#ping 192.168.20.1 source-interface lan 1

Sending 5, 100-byte ICMP Echos to 192.168.20.1, timeout is 2 seconds:
]

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/10/50 ms

Router AOOJEHRZEZRUE T,

SRS

B ey

OJEHROER

vpn enable JREE

isakmp MEILIRRE

ipsec MEILIKRE

Router_A#show vpnlog

0000 0000:00:00.00 2011/06/17 (fri) 14:10:19 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg

0001 0000:00:02.19 2011/06/17 (fri) 14:10:24 16 10000002 00000000
vpn enabled.

0002 0000:03:28.56 2011/06/17 (fri) 14:13:50 16 10000320 00000000
IKE SA<I> 1/- 200.0.0.1

0003 0000:03:28.56 2011/06/17 (fri) 14:13:50 16 10000320 00000000
d629¢79e53000000 12b1a4ae8b000000

0004 0000:03:28.58 2011/06/17 (fri) 14:13:50 16 10000220 00000000
IPSEC SA<I> 1/1 200.0.0.1

0005 0000:03:28.58 2011/06/17 (fri) 14:13:50 16 10000220 00000000
983cebee 5547101a




Phasel SADIEHRZERUEI

NS EERRE

Phase1 SA DIE#RZZF T |Router A#show crypto isakmp sa
ISAKMP SA
currentsa : 1

EFRIRAE |[ 1] 200.0.0.1

<-->100.0.0.1
<|> Main Mode UP pre-shared key DES SHA
Lifetime : 1000secs
Current : 35secs,1kbytes
mcfg config-mode: off
mcfg addr: off
mcfg apl-version:
IKE Keepalive: dpd
ICMP Keepalive: off
release on addr-change: off

Phase2 SADIEHRZERUE I,

RS EERTE

Phase?2 SA DI&#R7ZZFK T |Router A#show crypto ipsec sa
IPSEC SA

currentinsa : 1

current outsa : 1

EHRAE |[ 1] 192.168.20.0,255.255.255.0 ALL ALL
<-->192.168.10.0,255.255.255.0 ALL ALL
peer: 200.0.0.1

<|> UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs

Anti-Replay: Enable

O-SPI: 0x983cebee Current: 49secs, 1kbytes

out packet :5 error packet :0
I-SPI: 0x5547101a Current: 49secs, 1kbytes
in packet :5 auth packet :5
decrypt packet : 5 discard packet :0
replay packet : 0 auth error packet : 0

=T« VI ERZERRLUE T,

fESRAE EERRE

WW—F 4 >V JIE#RZEERTR |Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*100.0.0.0/24 is directly connected, EWAN1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.10.0/24 is directly connected, LAN
IPSECIF1 D#ZEEREER |S> * 192.168.20.0/24 [0/0] is directly connected, IPSECIF1
S> *200.0.0.1/32 [1/0] via 100.0.0.254, EWAN1
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Router BOOJ &5z EZE UE T,

RS

EERTH

OJEHROER

vpn enable JREE

isakmp TEXIRRR

ipsec MEILIREE

Router_B#show vpnlog

0000 0000:00:00.00 2011/06/17 (fri) 14:10:22 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg

0001 0000:00:02.04 2011/06/17 (fri) 14:10:26 16 10000002 00000000
vpn enabled.

0002 0000:03:28.35 2011/06/17 (fri) 14:13:53 16 100003a8 00000000
Recv INIT IKE SA 1/- 100.0.0.1

0003 0000:03:28.35 2011/06/17 (fri) 14:13:53 16 10000328 00000000
d629c79e53000000 12b1a4ae8b000000

0004 0000:03:28.35 2011/06/17 (fri) 14:13:53 16 10000320 00000000
IKE SA<R> 1/- 100.0.0.1

0005 0000:03:28.35 2011/06/17 (fri) 14:13:53 16 10000320 00000000
d629c79e53000000 12b1a4ae8b000000

0006 0000:03:28.36 2011/06/17 (fri) 14:13:53 16 10000220 00000000
IPSEC SA<R> 1/1 100.0.0.1

0007 0000:03:28.36 2011/06/17 (fri) 14:13:53 16 10000220 00000000
5547101a 983cebee

Phasel SADIEHRZEFRULEI .

RS

BEERTH

Phasel SA DIE#RZERT

EHURE

Router_B#show crypto isakmp sa
ISAKMP SA
currentsa : 1

[ 1] 100.0.0.1
<-->200.0.0.1

<|> Main Mode UP pre-shared key DES SHA
Lifetime : 1000secs
Current : 120secs,1kbytes
mcfg config-mode: off
mcfg addr: off
mcfg apl-version:
IKE Keepalive: dpd
ICMP Keepalive: off
release on addr-change: off

Phase2 SADIEHRZERUE T,

fESRAE

B ey

Phase2 SA DiEHRZEFRx

%
>k
I
b

Router_B#show crypto ipsec sa
IPSEC SA

currentinsa : 1

current outsa : 1

[ 1] 192.168.10.0,255.255.255.0 ALL ALL
<-->192.168.20.0,255.255.255.0 ALL ALL
peer: 100.0.0.1

<|>UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs
Anti-Replay: Enable
O-SPI: 0x5547101a
out packet :5
I-SPI: 0x983cebee
in packet 15
decrypt packet : 5
replay packet : 0

Current: 132secs, 1kbytes
error packet  : 0
Current: 132secs, 1kbytes
auth packet 05
discard packet :0
auth error packet : 0




=T« VI ERZERRLUE T,

RS

EERTH

W=7« 2V I ERZERR

IPSECIF 1 O#REEHESD

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*100.0.0.1/32 [1/0] via 200.0.0.254, EWAN1
C>*127.0.0.0/8 is directly connected, LOOPO
S>*192.168.10.0/24 [0/0] is directly connected, IPSECIF1
C>*192.168.20.0/24 is directly connected, LAN
C>*200.0.0.0/24 is directly connected, EWAN1
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IPsecZEE>T2DODLANZEH T DRE (AggressiveE— R)

| Bl
O—AIb=xRw D=0 11— %|Psec T I DIcHDERFETI,
7 RUADKEEDIL—F KD IPsecBEZRBT DNENDDET,

192.168.10.0/24 192.168.20.0/24
u) o
EIE IP BiE
PPPOE1 T IP Ri5
192.168.10.2 LAN1 100.0.0.1 INTERNET PPPoE] LAN1 192.168.20.2
e I A
~outar 7| T MR roior | g
= e
192.168.10.1 —— 192.168.20.1
7 RUZERS
192.168.10.3 192.168.20.3
u} ]

B~ RERFE] (Router A)

hostname Router_A

interface ewan 1

ip address 100.0.0.1 255.255.255.0

exit

interface lan 1

ip address 192.168.10.1 255.255.255.0

exit

vpn enable

vpnlog enable

interface ipsecif 1

crypto map Router_B

exit

crypto isakmp policy 1

authentication prekey

group 5

hash sha

key ascii secret1

peer-identity host Router_B

exit

crypto map Router_B 1

match address 1

set peer host Router B

set pfs group5

set transform-set aes256-sha

exit

ipsec access-list 1 ipsec ip 192.168.10.0 0.0.0.255 192.168.20.0 0.0.0.255
ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
ip route 200.0.0.1 255.255.255.255 100.0.0.254

ip route 192.168.20.0 255.255.255.0 connected ipsecif 1
end




B~ RERFE2 (Router B)

interface pppoe 1

pppoe type host
exit

interface lan 1
exit

vpn enable
vpnlog enable
interface ipsecif 1
exit

group 5

hash sha
key ascii secret1

exit
match address 1
set pfs group5

exit

end

hostname Router_B
ip nat inside source list 1 pool global_IP

pppoe server internet
PPPOE aCCOUNt ********@*** *4x ng o *xksns

ip address 192.168.20.1 255.255.255.0

crypto map Router_A

crypto isakmp policy 1
authentication prekey

negotiation-mode aggressive
my-identity Router_B
peer-identity address 100.0.0.1

crypto map Router_A 1

set peer address 100.0.0.1

set transform-set aes256-sha

ipsec access-list 1 ipsec ip 192.168.20.0 0.0.0.255 192.168.10.0 0.0.0.255
ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac

ip route 100.0.0.1 255.255.255.255 pppoe 1
ip route 192.168.10.0 255.255.255.0 connected ipsecif 1

5 (Router A)

W=ET
RERS

EERE]

HEI—YE— PORT
JKCRAD— RDAT]

RIEIBFRDYIHE

HEE— ROEE
HEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#conf terminal

Router(config)#hostname Router_A

Router_A(config)#interface ewan 1

Router_A(config-if ewan 1)# ip address 100.0.0.1 255.255.255.0
Router_A(config-if ewan 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.10.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#vpn enable

Router_A(config)#vpnlog enable

Router_A(config)#interface ipsecif 1

Router_A(config-if ipsecif 1)# crypto map Router_B
Router_A(config-if ipsecif 1)#exit
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SRR

Router_A(config)#crypto isakmp policy 1

Router_A(config-isakmp)# authentication prekey

Router_A(config-isakmp)# group 5

Router_A(config-isakmp)# hash sha

Router_A(config-isakmp)# key ascii secret1

Router_A(config-isakmp)# peer-identity host Router_B
Router_A(config-isakmp)#exit

Router_A(config)#crypto map Router_B 1

Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer host Router_B
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit

Router_A(config)#@ipsec ip 192.168.10.0 0.0.0.255 192.168.20.0 0.0.0.255
Router_A(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router_A(config)#ip route 200.0.0.1 255.255.255.255 100.0.0.254
Router_A(config)#ip route 192.168.20.0 255.255.255.0 connected ipsecif 1
Router_A(config)#end

Router_A#save SIDE-A
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

% ! Router BOREFIEBERKRTY .

WG EIRREODRESR

T—BIEICTIPSECHEIIT D EZIERUE T,
5l : Router_B&bping 192.168.10.1 source-interface lan 1%Z==EULE T,

SRS

BEERTH

piNg ZX{T9 %

ping W&o D

Router_B#ping 192.168.10.1 source-interface lan 1
Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/2/10 ms

Router AOO Y EHR7ZTERLET,

SRS

BEERTHG

OJ1BRDER

vpn enable KA

isakmp MEILIRRE

ipsec MEILIREE

Router_A#show vpnlog

0000 0000:00:00.00 2011/06/17 (fri) 13:35:49 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg

0001 0000:00:02.19 2011/06/17 (fri) 13:35:54 16 10000002 00000000
vpn enabled.

0002 0000:02:01.08 2011/06/17 (fri) 13:37:53 16 10000320 00000000
IKE SA<R> 1/- 200.0.0.1

0003 0000:02:01.08 2011/06/17 (fri) 13:37:53 16 10000320 00000000
7aa8cb6119000000 3b5dd30042000000 Router_B

0004 0000:02:01.08 2011/06/17 (fri) 13:37:53 16 100003a7 00000000
Recv INIT IKE SA 1/- 200.0.0.1

0005 0000:02:01.08 2011/06/17 (fri) 13:37:53 16 100003a7 00000000
7aa8cb6119000000 3b5dd3004a000000 Router_B

0006 0000:02:01.09 2011/06/17 (fri) 13:37:53 16 10000220 00000000
IPSEC SA<R> 1/1 200.0.0.1

0007 0000:02:01.09 2011/06/17 (fri) 13:37:53 16 10000220 00000000
0d3ecdcf 318292a7




Phasel SADIEHRZERUEIT

RS

EERTH

Phase1 SA DiE#RZEFRR

RHTARR

Router_A#show crypto isakmp sa
ISAKMP SA
current sa : 1

[ 1] 200.0.0.1 Router_B
<-->100.0.0.1

<R> Aggressive Mode UP pre-shared key DES SHA
Lifetime : 1000secs
Current : 52secs,1kbytes
mcfg config-mode: off
mcfg addr: off
mcfg apl-version:
IKE Keepalive: dpd
ICMP Keepalive: off
release on addr-change: off

Phase2 SADIEHRZEFRUE I

RS

EERRH

Phase2 SA DiE#RZEFRR

RRHTIARR

Router_A#show crypto ipsec sa
IPSEC SA

currentinsa : 1

current outsa : 1

[ 1] 192.168.20.0,255.255.255.0 ALL ALL
<-->192.168.10.0,255.255.255.0 ALL ALL
peer: 200.0.0.1
Router_B
<R> UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs
Anti-Replay: Enable
O-SPI: 0x0d3ecdcf
out packet :5
I-SPI: 0x318292a7
in packet 15
decrypt packet : 5
replay packet : 0

Current: 63secs, 1kbytes
error packet :0
Current: 63secs, 1kbytes
auth packet :5
discard packet :0
auth error packet : 0

=T« VI ERZERRLUE T,

SRS

EERTH

=7« VI ERERT

IPSECIF 1 O#REEHED

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*100.0.0.0/24 is directly connected, EWAN1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.10.0/24 is directly connected, LAN
S>*192.168.20.0/24 [0/0] is directly connected, IPSECIF1

S>*200.0.0.1/32 [1/0] via 100.0.0.254, EWAN1
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Router BOOJ &5z EZE UE T,

RS

EERTH

OJEHROER

vpn enable IREE

isakmp HEIZIRAE

ipsec MEILIKRE

Router_B#show vpnlog

0000 0000:00:00.00 2011/06/17 (fri) 13:35:49 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg

0001 0000:00:02.04 2011/06/17 (fri) 13:35:53 16 10000002 00000000
vpn enabled.

0002 0000:02:03.89 2011/06/17 (fri) 13:37:55 16 10000320 00000000
IKE SA<I> 1/- 100.0.0.1

0003 0000:02:03.89 2011/06/17 (fri) 13:37:55 16 10000320 00000000
7aa8cb6119000000 3b5dd3004a000000

0004 0000:02:03.89 2011/06/17 (fri) 13:37:55 16 100003a7 00000000
Recv INIT IKE SA 1/- 100.0.0.1

0005 0000:02:03.89 2011/06/17 (fri) 13:37:55 16 100003a7 00000000
7aa8cb6119000000 3b5dd3004a000000

0006 0000:02:03.91 2011/06/17 (fri) 13:37:55 16 10000220 00000000
IPSEC SA<I> 1/1 100.0.0.1

0007 0000:02:03.91 2011/06/17 (fri) 13:37:55 16 10000220 00000000
318292a7 0d3ecdcf

Phasel SADIEHRZERULET .

ERARE EEZRTS
Phase1 SA DIE#k%ZZ&K < |Router B#show crypto isakmp sa
ISAKMP SA
current sa : 1
FEHRAE ([ 1] 100.0.0.1
<-->200.0.0.1 Router_B

<|> Aggressive Mode UP pre-shared key DES SHA
Lifetime : 1000secs

Current : 54secs,1kbytes

mcfg config-mode: off

mcfg addr: off

mcfg apl-version:

IKE Keepalive: dpd

ICMP Keepalive: off

release on addr-change: off

Phase2 SADIEHRZERULFT

SRS

BIERE)

Phase2 SA DIEHRZER

%
>k
p
Yo

Router_B#show crypto ipsec sa
IPSEC SA

currentinsa : 1

current outsa : 1

[ 1] 192.168.10.0,255.255.255.0 ALL ALL
<-->192.168.20.0,255.255.255.0 ALL ALL
peer: 100.0.0.1

<|> UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs
Anti-Replay: Enable
O-SPI: 0x318292a7
out packet :5
I-SPI: O0x0d3ecdcf
in packet :5
decrypt packet : 5
replay packet : 0

Current: 65secs, 1kbytes
error packet  : 0
Current: 65secs, 1kbytes
auth packet 05
discard packet :0
auth error packet : 0




=T« VI ERZERRLUE T,

RS

EERTH

W=7« 2V I ERZERR

IPSECIF 1 O#REEHESD

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*10.0.0.1/32 is directly connected, PPPoE1
S>*100.0.0.1/32 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
S>*192.168.10.0/24 [0/0] is directly connected, IPSECIF1
C>*192.168.20.0/24 is directly connected, LAN
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IPZ « )L Y TERES

PORBAVRA M ZEOTHEDEEBITIPZ RLADINT Yy hDFH
ZETDHE
W:7AA

% RD—2192.168.1.0/24050) W v MOHEZET ZRETT.

192.168.0.0/24 192.168.1.0/24
[m] [m]
192.168.0.2 LAN1 EWANI1 192.168.1.2
192.168.0.1 .‘192.168.1.1
b ZETD
192.168.0.3 ) & 192.168.1.3

W< RETE

interface ewan 1

ip mtu 1500

ip address 192.168.1.1 255.255.255.0
ip access-group 100 in

ip access-group 199 in

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

access-list 100 permit ip 192.168.1.0 0.0.0.255 any
access-list 199 deny ip any any

end

W=ETF IR
v RD—2192.168.1.0/24050) ¢y OB EZHELET,

REANE EERHE

e 1 —'E— RADIIT |Router>enable

JXXA T — RMDAS] |Enter password:
Router#
SREIBROVEL |Routertclear working.cfg
Router#
SRTEE— RDOZEE |Router#configure terminal

SRTEATI |Router(config)#interface ewan 1
Router(config-if ewan 1)# ip mtu 1500
Router(config-if ewan 1)# ip address 192.168.1.1 255.255.255.0
Router(config-if ewan 1)# ip access-group 100 in
Router(config-if ewan 1)# ip access-group 199 in
Router(config-if ewan 1)#exit
Router(config)#interface lan 1




Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#access-list 100 permit ip 192.168.1.0 0.0.0.255 any
Router(config)#access-list 199 deny ip any any
Router(config)#end

Router#

SXTERTF |Routerfsave SIDE-A
% saving working-config
% finished saving

Router#

FicE) |Router#treset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

2

i
i

WEERRRODRESS 1
FORAUR NERBLET.

ERNE Bz
PO AU X MEERZERT |Router>show access-lists

ETEDIE LW & &HEEE |Extended IP access list 100
permit ip 192.168.1.0 0.0.0.255 any

ETEDIE LW & &HEEE |Extended IP access list 199
deny ip any any

Router>

WG ERREDHESE 2
FRiE) T SRR LR T
1.access-listaOV Y FDIogZHRET D775
BERNSE EERS
access-list J¥ > RD log ZRET D |access-list 100 permit ip 192.168.1.0 0.0.0.255 any log

¥ ! access-listav Y ROREFENMER TH B, IRERESNTVBS 7 IRV R MNESICERT %155,
BREZ—EHRUTCBEREVELTTEL.
access-list@Dlog 7Y a3 V& FERT 3IEGIE. RRMEENTHD T, —BHIE/NT v MESRICSHERLT
T&L,

INTw MogZztEsiLE I,

ESRAE BEERH
JXTw b~ log &3k |Router> show flog

0000 0000:00:00.00 2011/05/31 (tue) 16:01:06 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg
FOEZUZ RO 100 F(ISEA (0001 0000:02:24.84 2011/05/31 (tue) 16:03:34 15 00000000 00000000
Uiz MMER 100 P EWAN1 in ICMP 192.168.1.2 192.168.0.2
0002 0000:02:24.84 2011/05/31 (tue) 16:03:34 15 00000000 00000000
100 P EWAN1 in ICMP 192.168.1.2 192.168.0.2
0003 0000:02:24.84 2011/05/31 (tue) 16:03:34 15 00000000 00000000
100 P EWAN1 in ICMP 192.168.1.2 192.168.0.2
0004 0000:02:24.84 2011/05/31 (tue) 16:03:34 15 00000000 00000000
100 P EWAN1 in ICMP 192.168.1.2 192.168.0.2
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2.access-lista¥ Y RDcountZsRE T D5

REANE

EERTH

access-list O¥ > R count ZRET D

access-list 100 permit ip 192.168.1.0 0.0.0.255 any count

¥ :access-listav Y ROFEIFENMFR TH D). BEREINTVSD 7 IEAURX MESICERAT $ES(E.
BREZ—EHRUTCBEREVELTTEL.
"log"&"count"IFERFICERET DT EBHTEFT,

oYV MERZESRULER T,
EERNE EEZRG
O NEHRZEZRT |Router>show access-lists statistics
Interface number frames  bytes
ewanl @7 27EAUZX K 100 &ED |ewan 1 100 5 500
noY hERR
Router>




POBAUAPMZFE>THEDEELIPPZ RUVLADINT Y D H
FEUVUREVETE
| BliE

Xy hDJ—2192.168.0.0/24%5D) 7y COHZEZE UIEWVEREC I,

=0y

192.168.0.0/24 192.168.1.0/24
m} m}

192.168.0.2 LANT EWAN1 192.168.1.2
192.168.0.1 .‘ 192.168.1.1

&

ZELEWN

192.168.0.3 ) & 192.168.1.3

W< RETE

interface ewan 1

ip mtu 1500

ip address 192.168.1.1 255.255.255.0

ip access-group 100 in

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0

exit

access-list 100 deny ip any 192.168.0.0 0.0.0.255
end

W=ETF IR
Zw ND—2192.168.0.0/24580) 7 v ~OBEZELEFET A

REANE EERRE

e 1 —'E— RADIIT |Router>enable
JXXA T — RMDAS] |Enter password:
Router#
SREIBROVEL |Routertclear working.cfg
Router#
SRTEE— RDOZEE |Router#configure terminal
SRTEATI |Router(config)#interface ewan 1
Router(config-if ewan 1)# ip mtu 1500
Router(config-if ewan 1)# ip address 192.168.1.1 255.255.255.0
Router(config-if ewan 1)# ip access-group 100 in
Router(config-if ewan 1)#exit
Router(config)#interface lan 1
Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit
Router(config)#access-list 100 deny ip any 192.168.0.0 0.0.0.255
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RERTE
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i
Tif

By

Router(config)#endRouter#
Router#

Router#save SIDE-A
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

E'Ik/u\@ﬁ&ﬂlb\ -l
TORAURX MR UE T,

ERAE

EERTG

7 OIAYUR MERERTR

Router>show access-lists

EREDIEULWC & &#BESR |Extended IP access list 100
deny ip any 192.168.0.0 0.0.0.255
Router>
Eﬁﬁ'lk/u\@ﬁ&ﬂlb\

Juli{ﬁ} \7 v t\%ﬁﬁulu\ ngfa-o

1.access-list IV RDIogZRET DHE

REAE

EERTH

access-list A¥ > RD log ZREIT D

access-list 100 deny ip any 192.168.0.0 0.0.0.255 log

X ! access-listav Y ROFBEILE

REZ—EHIRUCEERELVELTTEL,

access-listDlog 7Y 3 V= ERTDESIE. FHEEEENTHDF T, —BFHE/I\T v NESRICSERLT

TEL,

Iy MogZzesRUE I,

ERAE

EERTH

I\ v b log ZFRR

7OEAURX D 100 BEICER
Lre/ Ty MEER

Router> show flog

0000 0000:00:00.00 2011/05/31 (tue) 16:09:57 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg

0001 0000:02:09.63 2011/05/31 (tue) 16:12:09 15 00000000 00000000
100 D EWAN1 in ICMP 192.168.1.2 192.168.0.2

0002 0000:02:11.63 2011/05/31 (tue) 16:12:11 15 00000000 00000000
100 D EWAN1 in ICMP 192.168.1.2 192.168.0.2

0003 0000:02:13.63 2011/05/31 (tue) 16:12:13 15 00000000 00000000
100 D EWAN1 in ICMP 192.168.1.2 192.168.0.2

0004 0000:02:15.63 2011/05/31 (tue) 16:12:15 15 00000000 00000000
100 D EWAN1 in ICMP 192.168.1.2 192.168.0.2

0005 0000:02:17.63 2011/05/31 (tue) 16:12:17 15 00000000 00000000
100 D EWAN1 in ICMP 192.168.1.2 192.168.0.2

MR THDch. RERESNTVS 7 I ERAUR FMESICERT HEIE.




2.access-lista¥ Y RDcountZsRE T D5

REANE

EERTH

access-list ¥~ R count ZRET D

access-list 100 deny ip any 192.168.0.0 0.0.0.255 count

¥ :access-listav Y ROFREIFENMFZR TH D). IBEREINTVS 7 I AU MESICERAT ES(E.
BREZ—EHRUTCBEREVELTTEL.
"log"&"count"IFERFICERET DT EBHTEFT,

NoYV MERZESRUER T,
EERNE EEZRG
O NEHRZEZRT |Router>show access-lists statistics
Interface number frames  bytes
ewanl @7 27EAUZX K 100 &ED |ewan 1 100 5 500
noYV hERR
Router>
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POCBAUAPZEOTHEDEGBITIPZ FRLRADINT v bDFH
BBETETSETE
| BliE

v hD—2192.168.0.0/24050) W v hOHEEIET HRETT.

192.168.0.0/24 192.168.1.0/24
[m] [m]
192.168.0.2 LAN1 EWANI1 192.168.1.2
192.168.0.1 .‘192.168.1.1
®IETD 4
192.168.0.3 ) & 192.168.1.3

W< REE

interface ewan 1

ip mtu 1500

ip address 192.168.1.1 255.255.255.0
ip access-group 100 out

ip access-group 199 out

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

access-list 100 permit ip 192.168.0.0 0.0.0.255 any
access-list 199 deny ip any any

end

W=E TR
v RD—2192.168.0.0/24050) v OB EXELET,

REANE EERRHE

e 1 —'E— RADIIT |Router>enable

JXXAT— RMDAS] |Enter password:
Router#
SREIBROIEL |Router#clear working.cfg
Router#
SREE— RDOZEE |Router#configure terminal

SRTEATI |Router(config)#interface ewan 1
Router(config-if ewan 1)# ip mtu 1500
Router(config-if ewan 1)# ip address 192.168.1.1 255.255.255.0
Router(config-if ewan 1)# ip access-group 100 out
Router(config-if ewan 1)# ip access-group 199 out
Router(config-if ewan 1)#exit
Router(config)#interface lan 1




RERTE

2

i
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Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#access-list 100 permit ip 192.168.0.0 0.0.0.255 any
Router(config)#access-list 199 deny ip any any
Router(config)#end

Router#

Router#save SIDE-A
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

EQE’I /u\@ﬁ&ﬂ’b\
TORAUZX MR UE T,

ﬁEﬂ'h\wg

EERTH

7 IAURX MERERTR

EQED\E [JL/\ (@ t Eﬁgﬂlb\

EQED\E [JL/\ (@ t Eﬁgﬂlb\

Router>show access-lists

Extended IP access list 100
permit ip 192.168.0.0 0.0.0.255 any

Extended IP access list 199
deny ip any any

Router>

.EQE:I /u\@ﬁﬁﬂ’b\

FRiE) Ty NEERRLE T .

1.access-list ¥ RDIogZRTET D HE

BRENS

EE R

access-list ¥ RO log Z#RFEIT D

access-list 100 permit ip 192.168.0.0 0.0.0.255 any log

¥ :access-listdv Y ROFBEIEINFR TH D). MERESNTLR 7 IEAUX MESICERTBEEE
REZ—EHRUTCBEREUVELTTEL.

access-listDlog 77 3 v =ERTHESE. PikEsgENTHDF I, —BFHE/I\T v NESRICSERLT
TEL.
I\ MogZEERR UE T,
ESAS EEEans

I\ v b log ZFRR

7OEAUX D 100 HICER
Le/ Ty MEER

Router> show flog

0000 0000:00:00.00 2011/05/26 (thu) 14:33:16 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg

0001 0000:06:43.38 2011/05/26 (thu) 14:40:02 15 00000000 00000000
100 P EWAN1 out ICMP 192.168.0.2 192.168.1.2

0002 0000:06:44.38 2011/05/26 (thu) 14:40:03 15 00000000 00000000
100 P EWAN1 out ICMP 192.168.0.2 192.168.1.2

0003 0000:06:45.38 2011/05/26 (thu) 14:40:04 15 00000000 00000000

100 P EWAN1 out ICMP 192.168.0.2 192.168.1.2
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2.access-lista¥ Y RDcountZsRE T DA

REANE

EERTHG

access-list ¥ > R count ZRE T D

access-list 100 permit ip 192.168.0.0 0.0.0.255 any count

¥ :access-listav Y ROFEIFEIMFR TH D). IREREINTVSD 7 I AU MESICERAT ES(E.
BREZ—EHRUTCBEREVELTTEL,
"log"&"count"IFERFICERET DT EBHTEFT,

oYV MERZESRUER T,
EERNE EEZRG
O NEHRZEZRT |Router>show access-lists statistics
Interface number frames  bytes
ewanl @7 27EAUX K 100 &ED |ewan 1 100 4 240
NoV hERR
Router>




PIOBAUAPMZEE>O>THEDEELIPPZ RULADINT Y D H
EiE B VE
W:iE

Ry hDJ—2192.168.1.0/24~D)\7 vy COHZEEEUEWVERECTT,

192.168.0.0/24 192.168.1.0/24
o o
192.168.0.2 LAN1 EWAN1 192.168.1.2
192.168.0.1 E.‘192.168.1.1
TEELEV
19216803 | I 19216813

W< REE

interface ewan 1

ip mtu 1500

ip address 192.168.1.1 255.255.255.0

ip access-group 100 out

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0

exit

access-list 100 deny ip any 192.168.1.0 0.0.0.255
end

W=E TR
R NJ—2192.168.1.0/24 D)V v hDBEEE LR A

REANE EERRHE

e 1 —'E— RADIIT |Router>enable
JXXAT— RMDAS] |Enter password:
Router#
SREIBROIEL |Router#clear working.cfg
Router#
SREE— RDOZEE |Router#configure terminal
SRTEATI |Router(config)#interface ewan 1
Router(config-if ewan 1)# ip mtu 1500
Router(config-if ewan 1)# ip address 192.168.1.1 255.255.255.0
Router(config-if ewan 1)# ip access-group 100 out
Router(config-if ewan 1)#exit
Router(config)#interface lan 1
Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit
Router(config)#access-list 100 deny ip any 192.168.1.0 0.0.0.255
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Router(config)#end
Router#

ERTEFRTE |Router#tsave SIDE-A
% saving working-config
% finished saving
EBBICE |Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

i
Tif

WEEIRRRDRESR 1
FPURAUR NERRBUET,
BRAE EERH]

T OtRAU R MERZRT |Router>show access-lists

SEREMIE LW &%ZHESE |Extended IP access list 100
deny ip any 192.168.1.0 0.0.0.255

Router>

WG EIRREDRESE 2
BT Ty bR LE D,
1.access-listON > RDIogZHRTET D%
HEAT EERS

access-list A< RO log #RE T B |access-list 100 deny ip any 192.168.1.0 0.0.0.255 log

¥ :access-listav Y ROFEIFEIMFZR TH D). IRERESINTVSD 7 I EAURX MESICEAT ES(E.
REZ—EHRUTCBEREVELTTEL,
access-listDlog 77 3 v &ERTHESE. PikEgENTHDF I, —BFHE/I\T v NESRICSERLT
TEL.

Xy MogZziesRLE I,
BN Bz

)\ s log Z%x |Router> show flog

0000 0000:00:00.00 2011/05/31 (tue) 15:54:06 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg
FOEAUZ RO 100 FISEA (0001 0000:02:41.86 2011/05/31 (tue) 15:56:51 15 00000000 00000000
Ui/ NMER 100 D EWAN1 out ICMP 192.168.0.2 192.168.1.2
0002 0000:02:42.86 2011/05/31 (tue) 15:56:52 15 00000000 00000000
100 D EWAN1 out ICMP 192.168.0.2 192.168.1.2
0003 0000:02:43.86 2011/05/31 (tue) 15:56:53 15 00000000 00000000
100 D EWAN1 out ICMP 192.168.0.2 192.168.1.2
0004 0000:02:44.86 2011/05/31 (tue) 15:56:54 15 00000000 00000000
100 D EWAN1 out ICMP 192.168.0.2 192.168.1.2




2.access-lista¥ Y RDcountZsRE T D5

REAE

EERTG

access-list I RO count ZZE 9 D

access-list 100 deny ip any 192.168.1.0 0.0.0.255 count

¥ :access-listav Y ROFREIFENMFZR TH D). IREREINTVSD 7 IEAUX MESICERAT $ES(E.
BREZ—EHRUTCBEREVELTTEL.
"log"&"count"IFERSFICERET DT EBHTEFT,

oYV MERZESRUE T,
EERNE EEZRG
O NEHRZEZRT |Router>show access-lists statistics
Interface number frames  bytes
ewanl @7 27EAUZX K 100 &ED |ewan 1 100 4 240
noYV hERR
Router>
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POCBAUA N ZEOTHEDRBRRZRIPTEREALEWVKLS

([CT D5
| B3
2w TJ—2192.168.0.0/24(CBT2IL—T « V JIEHRZEWAN T D SRIPTHRTIEWVERE T I,
| [
192.168.0.0/24 192.168.1.0/24
o [u]
loopback
10.10.10.1 A
192.168.0.2 LAN1 EWAN1 —mﬂ
192.168.0.1 .’ 192.168.1.1 19216812
loopback B8&D# rip BE
192.168.0.3 I\
WY REEE
Router A Router B

interface ewan 1
ip mtu 1500

exit
interface lan 1

exit

interface loopback 1
ip address 10.10.10.1
exit

access-list 1 permit any
router rip

network ewan 1
redistribute connected
exit

end

ip address 192.168.1.1 255.255.255.0

ip address 192.168.0.1 255.255.255.0

access-list 1 deny 192.168.0.0 0.0.0.255

distribute-list 1 out ewan 1

W

E (Router A)

loopbackfREEMDHripkeiEZrlgEE LR T,

interface lan 1

ip address 192.168.1.2 255.255.255.0
exit

router rip

network lan 1

exit

end

REANE

EERE

FELI—TE— bODOBIT
AT —RDAT

SEIBHRDYIHIE

BEE—ROZS

Router>enable

Enter password:

Router#

Router#clear working.cfg
Router#

Router#configure terminal




REAS]

SRR

2

By

Wi
Tof

Router(config)#interface ewan 1

Router(config-if ewan 1)# ip mtu 1500

Router(config-if ewan 1)# ip address 192.168.1.1 255.255.255.0
Router(config-if ewan 1)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#interface loopback 1

Router(config-if loopback 1)# ip address 10.10.10.1
Router(config-if loopback 1)#exit

Router(config)#access-list 1 deny 192.168.0.0 0.0.0.255
Router(config)#access-list 1 permit any

Router(config)#router rip

Router(config-rip)# distribute-list 1 out ewan 1
Router(config-rip)# network ewan 1

Router(config-rip)# redistribute connected
Router(config-rip)#exit

Router(config)#end

Router#

Router#save SIDE-A
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

% @ access-listdVYY ROF7ZIEAU R M BC"deny" TEELIEVLWRY RNDO—OF7 RUAEIBEULE T,
Fle.BAUC7IEAUAMDIBICEELFEVRY RDO—ILSNEIETEIET D "permit"DERENNETI .

WEEF

& (Router B)

RERE

BEERTHG

BE1—YE— P DBT
JCRAD— RDAT

RIEIBFRDYIHE

HEE— ROES
BEAS

RERF

Router>enable

Enter password:

Router#

Router#clear working.cfg
Router#

Router#configure terminal
Router(config)#interface lan 1
Router(config-if lan 1)# ip address 192.168.1.2 255.255.255.0
Router(config-if lan 1)#exit
Router(config)#router rip
Router(config-rip)# network lan 1
Router(config-rip)#exit
Router(config)#end

Router#

Router#save SIDE-A
% saving working-config

% finished saving

Router#reset
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Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

X TEARREDHERT |

Router A7 7R R NzESRUET,

SRS EERTH

FOtAUZ MERZRT |Router>show access-lists
SREDIEULWC & ZHESR |Standard IP access list 1
deny 192.168.0.0 0.0.0.255

permit any

Router>

EXTEIRREDHESS 2

192.168.0.0/24%y bD—=0DI—T « VI B ZHRLE T,

BA5T)L—% (Router B : 192.168.1.2) CTREIBEIRODIESR%Z [show ip route] TTWLE T,
CDEE.192.168.0.0/24%y NIT—=0D)b—F « VIDEBRINTLWEWC EZRBUE T,

FEERAE EERTH

WW—F 4 > JE#HZEER |Router>show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:3 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

loopback #EEEMd+ rip BZfE |R> * 10.10.10.1/32 [120/2] via 192.168.1.1, LAN, 00:24:27
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.1.0/24 is directly connected, LAN

Router>




TELNETZOMINLDHEBEHE DE

LBz
TELNETZIO hIJLD) Wy bOHRASE TRIETEES T BRETT

=0y

192.168.0.0/24 192.168.1.0/24

[m] [m]

192.168.0.2 LAN1 EWANT1
192.168.0.1 .‘ 192.168.1.1

A
y

TELNET QO#HXZET B

192.168.0.3

W< REE

interface ewan 1

ip mtu 1500

ip address 192.168.1.1 255.255.255.0

ip access-group 100 out

ip access-group 100 in

ip access-group 199 out

ip access-group 199 in

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0

exit

access-list 100 permit tcp any any eq telnet
access-list 100 permit tcp any eq telnet any
access-list 199 deny ip any any

end

W=E TR
TELNETZIO hIJLD) Wy hOHRAE TRIETREE LET

192.168.1.2

192.168.1.3

REANE EERRHE

¥EHED—HE— RADFIT |Router>enable
JXXAT— RMDAS] |Enter password:
Router#
SREIBROIEL |Router#clear working.cfg
Router#
SRTEE— RDOZEE |Router#configure terminal
SRTEATI |Router(config)#interface ewan 1
Router(config-if ewan 1)# ip mtu 1500
Router(config-if ewan 1)# ip address 192.168.1.1 255.255.255.0
Router(config-if ewan 1)# ip access-group 100 out
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Router(config-if ewan 1)# ip access-group 100 in
Router(config-if ewan 1)# ip access-group 199 out
Router(config-if ewan 1)# ip access-group 199 in
Router(config-if ewan 1)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#access-list 100 permit tcp any any eq telnet
Router(config)#access-list 100 permit tcp any eq telnet any
Router(config)#access-list 199 deny ip any any
Router(config)#end

Router#

RERTF |Router#tsave SIDE-A
% saving working-config
% finished saving
EEMICH) |Router#freset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

i
i

WEEIRRRDRESR 1
FPURAUR NERBUET,

EERNE Bz
PO R MEHRZZERT |Router>show access-lists

SRENE LT & %HESE |Extended IP access list 100
permit tcp any any eq telnet
permit tcp any eq telnet any

SERENIE LW &SR |Extended IP access list 199
deny ip any any

Router>

WG ERREDHERR 2
TELNETZ0 b )LD Ty 2R LR T o
1.access-listOY > RDIogZHRTE T D%
HENE BEERS

access-list AV R log ZRFE I D |access-list 100 permit tcp any any eq telnet log
access-list 100 permit tcp any eq telnet any log

¥ ! access-listav Y ROEBEFENMEER TH B, IRERESNTVS 7 IRV X MESICERT %I55(E.
REE—EHRULTCBEREULBELTTEL,
access-listDlog 7Y 3 V& ERTDESIE. FiEEEENTHDF T, —BFHE/I\Ty NESRICSERLT
T




Ty MogZzhs3 LE g,

EERAE EERRS
J\Tw s log Z#F R |Router#show flog

0000 0000:00:00.00 2011/05/31 (tue) 18:33:46 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg
FOEAUZ D 100D out |0001 0000:00:59.92 2011/05/31 (tue) 18:34:49 15 00000000 00000000
[CEA U/ Ty ~MEFR 100 P EWAN1 out TCP 192.168.0.2:2443 192.168.1.2:23
FOBEAUZ D 100&FED in (0002 0000:02:37.96 2011/05/31 (tue) 18:02:43 15 00000000 00000000
(SER U)Wy MER 100 P EWAN1 in TCP 192.168.1.2:23 192.168.0.2:2443
0003 0000:00:59.92 2011/05/31 (tue) 18:34:49 15 00000000 00000000
100 P EWAN1 out TCP 192.168.0.2:2443 192.168.1.2:23
0004 0000:00:59.92 2011/05/31 (tue) 18:34:49 15 00000000 00000000
100 P EWAN1 in TCP 192.168.1.2:23 192.168.0.2:2443
0005 0000:00:59.92 2011/05/31 (tue) 18:34:49 15 00000000 00000000
100 P EWAN1 out TCP 192.168.0.2:2443 192.168.1.2:23

Router#

2.access-list IV RMDcountZRE YT D%

HEAT EEZRRS
access-list ¥ R count Z5ZF 9% |access-list 100 permit udp any any eq snmp count
access-list 100 permit udp any eq snmp any count

% ! access-list1V Y ROREGEINFRN TH D RERESNTVD 7 I EAUR MESICERT 21B51E.

HEE—EHRUCBEREUVELTTEL,
“log” & count” IFEIBFICERET D CEHTEFT,

HOY MERZHERULET

EERNE BEE&RLHl
O MEERZERT |Router>show access-lists statistics

Interface number frames bytes
ewanl Q72X K 100 &ED |ewan 1 100 58 2480
N h7ZFRR |Router>
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SNMPZ7ORINWDHEBEE D5

LBz
SNMPZ0 ~ )LD/ Wy hDBISE CRIEIEES T BRETT

=0y

192.168.0.0/24 192.168.1.0/24
m} m}

192.168.0.2 LANT EWAN1 192.168.1.2
192.168.0.1 .‘ 192.168.1.1

A
y

SNMP OHXZ{ET D

192.168.0.3 ) & 192.168.1.3

W< REE

interface ewan 1

ip mtu 1500

ip address 192.168.1.1 255.255.255.0

ip access-group 100 out

ip access-group 100 in

ip access-group 199 out

ip access-group 199 in

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0

exit

access-list 100 permit udp any any eq snmp
access-list 100 permit udp any eq snmp any
access-list 199 deny ip any any

end

W=ETF IR
SNMPZ0 R )LD/ Wy hOHRSE THIETREE LET

REANE EE&RRHE

EHE1—HE— RADIT |Router>enable
JXXA T — RMDAS] |Enter password:
Router#
SREIBROTEE |Routerclear working.cfg
Router#
SRTEE— RDZEE |Router#configure terminal
SRTEATI |Router(config)#interface ewan 1
Router(config-if ewan 1)# ip mtu 1500
Router(config-if ewan 1)# ip address 192.168.1.1 255.255.255.0
Router(config-if ewan 1)# ip access-group 100 out




Router(config-if ewan 1)# ip access-group 100 in
Router(config-if ewan 1)# ip access-group 199 out
Router(config-if ewan 1)# ip access-group 199 in
Router(config-if ewan 1)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#access-list 100 permit udp any any eq snmp
Router(config)#access-list 100 permit udp any eq snmp any
Router(config)#access-list 199 deny ip any any
Router(config)#end

Router#

RERTF |Router#tsave SIDE-A
% saving working-config
% finished saving
EEMICH) |Router#freset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

i
i

WEEIRRRDRESR 1
FPURAUR NERBUET,

EERNE Bz
PO R MEHRZZERT |Router>show access-lists

SRENE LT &% HESE |Extended IP access list 100
permit udp any any eq snmp
permit udp any eq snmp any

SRENIE LW &7%ZHESR |Extended IP access list 199
deny ip any any

Router>

WG ERREDRERR 2
SNMPZ0O b )LDk Ty S EREERLE T,
1.access-listaOY > RDIogZHRTEYT D%
HENE BEERS

access-list IV RO log Z5XEJ © |access-list 100 permit udp any any eq snmp log
access-list 100 permit udp any eq snmp any log

% ! access-listav Y ROEBEFENMEER TH B, IRERESNTVS 7 IRV X MESICERT %I55E.
BREE—EHRULTCBEREULELTTEL,
access-listDlog 7Y 3 V& ERTBESIE. FHEEEENTHDF T, —BFHE/I\Ty NESRICSERLT
TEL
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Ty MogZzhsiLE T,

SRS

EERTH

I\ v b log ZFRR

7oA RD 100 &FD out
(B U/ WUy MEER
FPOEAUZ D 100&ED in
[CEA U/ y METR

Router#show flog

0000 0000:00:00.00 2011/05/31 (tue) 18:00:02 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg

0001 0000:02:37.95 2011/05/31 (tue) 18:02:43 15 00000000 00000000
100 P EWAN1 out UDP 192.168.0.2:4514 192.168.1.2:161

0002 0000:02:37.96 2011/05/31 (tue) 18:02:43 15 00000000 00000000
100 P EWAN1 in UDP 192.168.1.2:161 192.168.0.2:4514

0003 0000:03:10.57 2011/05/31 (tue) 18:03:15 15 00000000 00000000
100 P EWAN1 in UDP 192.168.1.3:4146 192.168.0.3:161

0004 0000:03:10.57 2011/05/31 (tue) 18:03:15 15 00000000 00000000
100 P EWAN1 out UDP 192.168.0.3:161 192.168.1.3:4146

Router#

2.access-list IV RMDcountZRE T D%

REANE

EERTG

access-list ¥ RO count %=

SR d D |access-list 100 permit udp any any eq snmp count
access-list 100 permit udp any eq snmp any count

% ! access-list1V Y ROREGEINFN TH D RERESNTVD 7 I/ EAUR MESICERT 21B51E.

HEE—EHRUCBEREUVELTTEL,
“log” & count” IFEIBFICERET D EHTEFT,

AT MERZHERULET .

AE

EERTH

O MEERZERT |Router>show access-lists statistics

Interface number frames bytes

ewanl D7 Z7tEXAUX K 100 &ED |ewan 1 100 4 376
oY hERR

Router>




NEBOSDFTPZ BT % 5%

EWAN 1A SLANTHBENDFTPZER L. LAN 1 W SEWAN 1 SBINFTPOMHBEEZTIREE T HRE C o

LAN1 EWANT1

192.168.1.0/24
=]

192.168.1.2

192.168.0.1 E.‘192.168.1.1

WEEH
W&
192.168.0.0/24
[m]
192.168.0.2
19216803 |

W< REE

EERED 5D FTP D3

interface ewan 1
ip mtu 1500

exit
interface lan 1

exit

end

ip address 192.168.1.1 255.255.255.0
ip access-group 100 out

ip access-group 101 in

ip access-group 199 out

ip access-group 199 in

ip address 192.168.0.1 255.255.255.0

access-list 100 permit tcp any any eq ftp-data
access-list 100 permit tcp any any eq ftp
access-list 101 permit tcp any eq ftp-data any
access-list 101 permit tcp any eq ftp any
access-list 199 deny ip any any

A 4

192.168.1.3

W EFIE
LANTHSEWAN T ABINFTPOMHBEZAIREE LE T,
BEAT BRI
i1 —1E— RN\D#EIT |Router>enable
JXAT— RMDASI |Enter password:
Router#
ERTEIBIMOYIEME |Router#clear working.cfg
Router#

REE— FOEE

REAN

Router#configure terminal
Router(config)#interface ewan 1
Router(config-if ewan 1)# ip mtu 1500

Router(config-if ewan 1)# ip address 192.168.1.1 255.255.255.0
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i
i

2

Router(config-if ewan 1)# ip access-group 100 out
Router(config-if ewan 1)# ip access-group 101 in
Router(config-if ewan 1)# ip access-group 199 out
Router(config-if ewan 1)# ip access-group 199 in
Router(config-if ewan 1)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#access-list 100 permit tcp any any eq ftp-data
Router(config)#access-list 100 permit tcp any any eq ftp
Router(config)#access-list 101 permit tcp any eq ftp-data any
Router(config)#access-list 101 permit tcp any eq ftp any
Router(config)#access-list 199 deny ip any any
Router(config)#end

Router#

FXERTE Router#tsave SIDE-A
% saving working-config
% finished saving

FBiCE) |Router#treset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

¥ : access-listav Y RM100&FIX"ftp". "ftp-data"®EWAN 1 Hh' S DX(EAMEHFO T HHRETT .
101&EBIFEWANTINDZEZHAI T DERECT

WEEIRRRDRESR 1
PURAUR MERRLET,

SRS

EERTG

7 OtAYUR MERERTR

FHEDIELWC & 7Z2HEER

FHEDIELWC &2 HER

FHEDIELWC E7Z2HERR

Router>show access-lists

Extended IP access list 100
permit tcp any any eq ftp-data
permit tcp any any eq ftp

Extended IP access list 101
permit tcp any eq ftp-data any
permit tcp any eq ftp any

Extended IP access list 199
deny ip any any

Router>




WE2ERRRDHESR 2
LANTHSEWANTBBINFTPHOH RSN TS & 7R LE T,

1.access-listaONY > bDICgZHRET D374

HEAE BRI

access-list JX¥ > RD log ZERET D |access-list 100 permit tcp any any eq ftp-data log
access-list 100 permit tcp any any eq ftp log
access-list 101 permit tcp any eq ftp-data any log
access-list 101 permit tcp any eq ftp any log

¥ ! access-listav Y ROREFENMEZER TH B, IRERESNTVBS 7 IRV R MNESICERT %55,
BREZ—EHRUTCBEREUVELTTEL.
access-list@log 7Y a3 V& FERT 3IEGIE. RREENTHD T, —BHIE/NT v MESRICSHERLT
T&EL,

INTw MogZzfEsiLE I,

EERNE Bz
)\ s log Z%x |Router> show flog

0000 0000:00:00.00 2011/06/01 (wed) 10:27:31 0 00000000 4dd37¢80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg
FOtEZUZ RO 100 &D out |0001 0000:00:28.29 2011/06/01 (wed) 10:28:02 15 00000000 00000000
(SER U)Wy MEER 100 P EWAN1 out TCP 192.168.0.2:3574 192.168.1.2:21
FOEIUZ D 100 &FED in 0002 0000:00:28.29 2011/06/01 (wed) 10:28:02 15 00000000 00000000
(SER U)Wy MEER 101 P EWAN1 in TCP 192.168.1.2:21 192.168.0.2:3574
0003 0000:00:28.29 2011/06/01 (wed) 10:28:02 15 00000000 00000000
100 P EWAN1 out TCP 192.168.0.2:3574 192.168.1.2:21
0004 0000:00:28.29 2011/06/01 (wed) 10:28:02 15 00000000 00000000
101 P EWAN1 in TCP 192.168.1.2:21 192.168.0.2:3574
0005 0000:00:28.40 2011/06/01 (wed) 10:28:02 15 00000000 00000000
100 P EWAN1 out TCP 192.168.0.2:3574 192.168.1.2:21

FPOEAUZ D 101 FEDin (0015 0000:00:38.35 2011/06/01 (wed) 10:28:12 15 00000000 00000000
([SEA Uy MMER 101 P EWAN1 in TCP 192.168.1.2:20 192.168.0.2:5001
FOEAUZ D 101 &D out |0016 0000:00:38.35 2011/06/01 (wed) 10:28:12 15 00000000 00000000
[SEA Uy MMER 100 P EWAN1 out TCP 192.168.0.2:5001 192.168.1.2:20
0017 0000:00:38.35 2011/06/01 (wed) 10:28:12 15 00000000 00000000
101 P EWAN1 in TCP 192.168.1.2:20 192.168.0.2:5001
0018 0000:00:38.35 2011/06/01 (wed) 10:28:12 15 00000000 00000000
101 P EWAN1 in TCP 192.168.1.2:21 192.168.0.2:3574
0019 0000:00:38.35 2011/06/01 (wed) 10:28:12 15 00000000 00000000
101 P EWAN1 in TCP 192.168.1.2:20 192.168.0.2:5001
0020 0000:00:38.47 2011/06/01 (wed) 10:28:12 15 00000000 00000000
100 P EWAN1 out TCP 192.168.0.2:5001 192.168.1.2:20




2.access-lista¥ Y RDcountZsRE I DA

REAE EERTH

access-list ¥ RO count Z52F 9% |access-list 100 permit tcp any any eq ftp-data count
access-list 100 permit tcp any any eq ftp count
access-list 101 permit tcp any eq ftp-data any count
access-list 101 permit tcp any eq ftp any count

¥ :access-listav Y ROFEIFTEIMFZR TH D). BEREINTVSD 7 I AU MESICERT SES(E.
HEE—EHRUCBEREUVELTTEL,
“log” & count” IFEIBFICERET D CEHTEFT,

AT MERZHERUET .

RN EEFRT

O NEHRZEZRT |Router>show access-lists statistics

Interface number frames  bytes
ewanl Q7€ AJX N 100, |ewan 1 100 5 500
101 BDAHD Y bR 101 15 1624

Router>




ICMPIN Ty bOREZESTT D=

| Balgs
EWANT1TICMPZ0O hO)LDHZRIE UIEWVERE T I,
WERY
192.168.0.0/24 192.168.1.0/24
m] m]
192.168.0.2 LAN1 EWANI1 192.168.1.2
192.168.0.1 E.‘192.168.1.1
~ ICMP 70O FILEZHE LI
19216803 | L 19216813

W< REEE

interface ewan 1

ip mtu 1500

ip address 192.168.1.1 255.255.255.0
ip access-group 100 in

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

access-list 100 deny icmp any any
end

W EFE
EWAN1TICMPZO hILDHEZHE LEE Ao

REANE EERTHG

11— E— RADEIT |Router>enable
JXAT— RMDAS] |Enter password:
Router#
ERTEIBHROYIEME |Routert#clear working.cfg
Router#
SREE— RDOZEFE |Routerfconfigure terminal
ERTEATS] |Router(config)#interface ewan 1
Router(config-if ewan 1)# ip mtu 1500
Router(config-if ewan 1)# ip address 192.168.1.1 255.255.255.0
Router(config-if ewan 1)# ip access-group 100 in
Router(config-if ewan 1)#exit
Router(config)#interface lan 1
Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit
Router(config)#access-list 100 deny icmp any any

81



82

Router(config)#end
Router#

RT{R7F |Router#tsave SIDE-A
% saving working-config
% finished saving

i
i

ZEEFIE |Router#treset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WEEIRRRDRESR 1
F7URAUR NERRBUET,

ERANE EImZ&R
TR MERZRT |Router>show access-lists

SRENE ULWC & %HESE |Extended IP access list 100
deny icmp any any

Router>

WG ERREDHERR 2
EWANTH5ICMP/ Ty MhYERISN TV C EZHERULEF T,
1.access-listON > RDIogZHRTET D%
BERNE EEZRTSI
access-list A¥ > R log ZRE I D |access-list 100 deny icmp any any log

% : access-listavY ROBEDEMHER TH B, BERESNTND 7o ERUR NESICERT 2581,
REE—EHRUTBEREUVELTTEL,
access-listDlog 77 3 V&ERTHESIE. PikEgENTHDF T, —BFHE/I\T v NESRICSERLT
TEL.

Ty MogZziEsRLE T,

BN Bz
)\ s log Z%x |Router> show flog

0000 0000:00:00.00 2011/06/01 (wed) 09:51:22 0 00000000 4dd37¢80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg
FOEZAUZ RO 100 FISEA (0001 0000:01:03.01 2011/06/01 (wed) 09:52:28 15 00000000 00000000
Ui/ NMER 100 D EWANT1 in ICMP 192.168.1.2 192.168.0.2
0002 0000:01:05.00 2011/06/01 (wed) 09:52:30 15 00000000 00000000
100 D EWAN1 in ICMP 192.168.1.2 192.168.0.2
0003 0000:01:07.00 2011/06/01 (wed) 09:52:32 15 00000000 00000000
100 D EWAN1 in ICMP 192.168.1.2 192.168.0.2
0004 0000:01:09.00 2011/06/01 (wed) 09:52:34 15 00000000 00000000
100 D EWAN1 in ICMP 192.168.1.2 192.168.0.2
0005 0000:01:11.00 2011/06/01 (wed) 09:52:36 15 00000000 00000000
100 D EWAN1 in ICMP 192.168.1.2 192.168.0.2




2.access-list ¥ Y RDcountZsRE T D HE

REAE

EERTG

access-list Y2 RO count ZZE 9 D

access-list 100 deny icmp any any count

¥ ! access-listav Y ROFEIFENMFZR TH D). IREREINTVS 7 I AU MESICERAT $ES(E.

REZ—EHIRULTHEREUVEL TR,
"log"&"count" FEIRFICERET D EBHTEXT,

oV MERZESRULER T,
EERNE EEZRG
O NEHRZEZRT |Router>show access-lists statistics
Interface number frames  bytes
ewanl @7 27EAUZX K 100 &ED |ewan 1 100 5 500
noY hERR
Router>
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EETIP7 RUVAZBRLIENT Y F2EETE7 AU R MR

| Bl
ip S%OOfiﬂg\ land 2, smurfIEOERIC. /T v MOEETTIPY RURZEXREL T RUR(THEZE U R %=/ R

W#E0L

100.0.0.0/29(7O0—/NILEITAV )
m]

LAN1 PPPoE
100.0.0.2 100.00.1 _ e 100.0.0.1
— INTERNET
EETIP7 RURZE—7 RLRE
BB EERLET,

100.0.0.3

m]

BV RERTE

interface lan 1

ip address 100.0.0.1 255.255.255.248

exit

interface pppoe 1

ip access-group 100 in

ip access-group 101 in

ip access-group 199 in

pppoe server internet

DPPOE ACCOUNt *******%@¥+* ¥+% g jpy wikkrs
pppoe type lan

exit

ip route 0.0.0.0 0.0.0.0 pppoe 1

access-list 100 deny ip 100.0.0.0.0 0.0.0.7 any
access-list 101 permit ip any 100.0.0.0.0 0.0.0.7
access-list 199 deny ip any any

end
W EFE
KETIPY RURZBEREUIE) Ty hEIESULET .
BREAT BEIERTH

YSHE1—YE— RAN\D#ST |Router>enable
JXAT— RMD A7 |Enter password:
Router#
SREBEROTEA |Router#clear working.cfg
Router#
SBTETE— ROZEE |Routerfconfigure terminal




REAS]

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 100.0.0.1 255.255.255.248
Router(config-if lan 1)#exit

Router(config)#interface pppoe 1

Router(config-if pppoe 1)# ip access-group 100 in
Router(config-if pppoe 1)# ip access-group 101 in
Router(config-if pppoe 1)# ip access-group 199 in
Router(config-if pppoe 1)# pppoe server internet
Router(config-if pppoe 1)# pppoe account ********@*** *** ne.jp ******
Router(config-if pppoe 1)# pppoe type lan

Router(config-if pppoe 1)#exit

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#access-list 100 deny ip 100.0.0.0 0.0.0.7 any
Router(config)#access-list 101 permit ip any 100.0.0.0 0.0.0.7
Router(config)#access-list 199 deny ip any any

Router(config)#end
Router#
RERT |Router#tsave SIDE-A
% saving working-config
% finished saving
ZEEFIE |Router#reset
Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.
Next rebooting firmware SIDE-A.frm is fine.
Are you OK to cold start?(y/n)y
E'lk/u\@ﬁ&ﬂlb\ -l
POCAUR R UET,
#RARE BEERS

T OtRAU R MERZZRT |Router>show access-lists

EREDIEULWC & =HESR |Extended IP access list 100

deny ip 100.0.0.0 0.0.0.7 any

EREDIEULWC & &=HESR |Extended IP access list 101

permit ip any 100.0.0.0 0.0.0.7

EREDIEULUWC & #HESR |Extended IP access list 199

deny ip any any

Router>
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W= EIRREDHESE 2
EETTIPY RUADE—7 RUADI\ T hEEFRUE T,
1.access-listaONY > bDICgZHRET D374
HEAT EERRS

access-list NV R log ZsRET D |access-list 100 deny ip 100.0.0.0 0.0.0.7 any log
access-list 101 permit ip any 100.0.0.0 0.0.0.7 log

¥ ! access-listav Y ROREFENMEER TH B, IRERESNTUVS 7 IRV R MNESICERT %155,
HREZ—EHRUTCBEREUVELTTEL.
access-list@Dlog # 7Y a V& FERT 3IEGIE. RRMEGENTHD T, —BFIE/\NT v MESRICSHERLT
&L,

Ty MogZzesRLE I,

ERNE Bz
I\ b log Z% 7 |Router> show flog

0000 0000:00:00.00 2011/06/10 (fri) 13:20:42 0 00000000 4dd37c80
#BOOT[V01.04(00)-053111] SIDE-A.frm SIDE-A.cfg
FOEIUZ D 100 FED in 0001 0000:04:24.20 2011/06/10 (fri) 13:25:09 15 00000000 00000000
[SEA U/ Ty MER 100 D PPPoE1 in UDP 100.0.0.2:1024 100.0.0.2:1024
0002 0000:04:24.42 2011/06/10 (fri) 13:25:09 15 00000000 00000000
100 D PPPoE1 in UDP 100.0.0.2:1024 100.0.0.2:1024
0003 0000:04:24.64 2011/06/10 (fri) 13:25:09 15 00000000 00000000
100 D PPPoE1 in UDP 100.0.0.2:1024 100.0.0.2:1024
0004 0000:04:24.86 2011/06/10 (fri) 13:25:09 15 00000000 00000000
100 D PPPoE1 in UDP 100.0.0.2:1024 100.0.0.2:1024
0005 0000:04:25.08 2011/06/10 (fri) 13:25:10 15 00000000 00000000
100 D PPPoE1 in UDP 100.0.0.2:1024 100.0.0.2:1024

2.access-list IV RDcountZzRE T 2574

HEANE EER B
access-list I¥> R count Z5%E I 2D |access-list 100 deny ip 100.0.0.0 0.0.0.7 any count
access-list 101 permit ip any 100.0.0.0 0.0.0.7 count

% ! access-listav Y ROEREFENMAER TH Do, IRERESNTVD 7 IRV X MESICERT %1551E.
HEE—EHRUCBEREUVELTTEL,
“log” & count” IFEIBFICERET D CEHTEFT,

AT MERZHERUET

BN EEsan |
O NEHRZEZRT |Router>show access-lists statistics

Interface number frames  bytes
ewanl Q7 IELAUZX K 100&ED pppoe 1 100 46 10948
NOY SRR 101 0 0

Router>




Z2HT7 1 IV IEES

FEIT4IWFV VI ZE> TLANflI Ry NO—OJFEDTCP/UDP

NTy hEZDRENT Y FOHFBBETEDIEE

Bk

FEIAIYUVIZFERL LANAIDSDOTCPRCIFUDPBIEICHTDINET —FUNET AT UV T
(FEZ)LET,

W0

192.168.0.0/24

192.168.0.2

INTERNET

HTTP —/X
198.51.100.1

[m]
LAN1 PPPoE1
192.168.0.1 g 192.0.2.1
e
< TCP/UDP &{EDRE/\Ty FNOBBHET D
m}

W< REE

FTP & —I\
198.51.100.2

DNS —/X
198.51.100.3

ip route 0.0.0.0 0.0.0.0 pppoe 1

access-list 1 permit any

access-list 101 dynamic permit tcp 192.168.0.0 0.0.0.255 any
access-list 101 dynamic permit udp 192.168.0.0 0.0.0.255 any
access-list 199 deny ip any any

interface pppoe 1

ip address 192.0.2.1

ip access-group 101 out

ip access-group 199 in

pppoe server internet

DPPOE ACCOUNE ********@¥** *¥* g jp *rrrss

pppoe type host

ip nat inside source list 1 interface

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0

exit

end
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W ET)

=

REANE

EERTHG

HEI—YE— PORAT
JCRAD— RDAF

RIEIBFRDYIHE

REE— FDZEE
REAS

RERTTE

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#access-list 1 permit any
Router(config)#access-list 101 dynamic permit tcp 192.168.0.0 0.0.0.255 any
Router(config)#access-list 101 dynamic permit udp 192.168.0.0 0.0.0.255 any
Router(config)#access-list 199 deny ip any any
Router(config)#interface pppoe 1
Router(config-if pppoe 1)#ip address 192.0.2.1
Router(config-if pppoe 1)#ip access-group 101 out
Router(config-if pppoe 1)#ip access-group 199 in
Router(config-if pppoe 1)#pppoe server internet
Router(config-if pppoe 1)#pppoe account ********@*** *** ne jp ******
Router(config-if pppoe 1)#pppoe type host

Router(config-if pppoe 1)#ip nat inside source list 1 interface
Router(config-if pppoe 1)#exit

Router(config)#interface lan 1

Router(config-if lan 1)#ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#end

Router#save SIDE-A
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG TEIRREODHEST 1
FORAUR NERRBLET.

SRS

EERTH

T OtRAYUZ MERZZRR |Router>show access-lists

ERENDIEULWT &ZMESR |Standard IP access list 1

permit any

SERENIEULWTC & #HEER |Extended IP access list 101

dynamic permit tcp 192.168.0.0 0.0.0.255 any
dynamic permit udp 192.168.0.0 0.0.0.255 any

SERENIEULWTC & #HESR |Extended IP access list 199

deny ip any any

Router>




WEERRRODRESS 2
i) w NERRBRLET

1.access-listINY> RDIogZERTE T D5

REAE

EERTH

access-list A¥ > RD log ZREIT D

access-list 101 dynamic permit tcp 192.168.0.0 0.0.0.255 any log

¥ :access-listav Y ROFEIFEIMFZK TH D). IWERESINTVD 7 I AU MESICEAT BE(E.

REZ—EHIRULTEERELVELTTEL,

access-listDlog 7Y a3 V& FERT 2IEEIE. RiRMEEENTHD T T, —BIE/NT v MESRICSHERLT

&L
INTw MogZz sl LE T,

SR NE

EEFRTB

JNTw s log ZRR

TORAUZX D 101 &O out
([SEA L) T v bER

Router# show flog

035 0000:00:00.00 2011/09/05 (mon) 17:37:37 0 00000000 4e1bffO0

#BOOT[V02.10(04)-082211] SIDE-A.frm SIDE-A.cfg

036 0000:00:07.33 2011/09/05 (mon) 17:37:44 15 00000000 00000000

101 P PPPoE1 out TCP 192.168.0.2:3873 198.51.100.1:80

2.access-list AN RDcountZRET D5 E

REANE

EIERE]

access-list <>/ RO count ZsREJ

access-list 101 dynamic permit tcp 192.168.0.0 0.0.0.255 any count

% ! access-listav Y ROEBEFENMEER TH Do, IRERESNTVS 7 IRV X MESICERT %I55(E.

REZ—EHIRUTHEREVELTTREL,
“log” &"count” IFERFICERET D EHTEE T,

NOY NMERZESRUET .
EERAE EEZR
o MERAFZRT |Router>show access-lists statistics
Interface number frames  bytes
pppoel OFT7TLAUA K 101 &D |pppoe 1 101 1 48

NV NERR

Router>

3. TS5AN—bxy hDJ—2 (192.168.0.1/24) DPCHS, HTTR/FTRP/DNST—)\N\F7 IR ZH o1

SEDFB T A IFUYIT—TILORNBEZERRLEF T,
HTTPY—)\ D7 J B RICKDIERSNCEZE T « LYV TT—T)b

SR

EERTHG

FRIAINEYUVITT—=T)ZERTR

BRAEYY 3V

Router#show ip stateful-packet

Session summary (equipment total):
Max sessions: 2048

w3 % | Active sessions: 1
PPPoE1
Source Address Port Dest Address Port Id Seq Prot Age
+ + + B —
192.168.0.2 2347 198.51.100.1 80 tcp 16
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FTPU—)\\DF7 I CAICKDIERESNcZE T« ILE UV TT—T)b

FESRAE

[E1 ey

BT )FUVIT—IIEERR

RALZYYaVH

Router#show ip stateful-packet

Session summary (equipment total):
Max sessions: 2048

w3 ¥ | Active sessions: 2
PPPoE1
Source Address Port Dest Address Port Id Seq Prot Age
+ + + B
192.168.0.2 2353 198.51.100.2 20 tcp 53
192.168.0.2 2351 198.51.100.2 21 tcp 56

DNSY—/IND7 I A ICKDIERSNIEEEB T « LUV IT—T)U

FESRNE

[EEay]

FRIIIUYIT—TIIERR

oA=L
A=

Router#show ip stateful-packet

Session summary (equipment total):
Max sessions: 2048
Active sessions: 3

PPPoE1
Source Address Port Dest Address Port Id Seq Prot Age
+ + + f —

192.168.0.2 2362 198.51.100.3 53 udp 9
192.168.0.2 2361 198.51.100.3 53 udp 9
192.168.0.2 2360 198.51.100.3 53 udp 9




SBIAWIYUYIEEEFENGEH S . LANLEDDNS, X— b,
WEBH—NEAVH -y NCRHT DR

Bk
BT« ILFU Y TICRKDLANAID SERSNIOBEICHWVL COINET —5 DHAFI LE T,
A=y MINSLANRIODNS/HTTRP/ X =)L —/NIC7 I ER7ZFF UK T,
A=y MINDRKEZFT I DNEBDRERY hND—0%2Z192.168.0.0/24£ UE T,

192.168.0.0/24
o
) LAN1 PPPOET INTERNET
AL BN 192.168.0.1 192.0.2.1
192.168.0.2 -‘ ———
~192.02.1(53) —— __‘7
198.51.100.2
" REY—)\NDT I LR ERBNDGE/ Yy FOHFHE

P8 HTTP £ —/ 192.168.0.0/24 h 507 7 £ ZDHFH "
MEEX—IL—/t O
192.168.0.3

—+1982.0.2.1(25)(80)

BO<> REE

ip route 0.0.0.0 0.0.0.0 pppoe 1

access-list 1 permit any

access-list 111 permit udp any host 192.168.0.2 eq domain
access-list 111 permit tcp any host 192.168.0.3 eq www
access-list 111 permit tcp any host 192.168.0.3 eq pop3
access-list 111 permit tcp any host 192.168.0.3 eq smtp
access-list 111 permit icmp any host 192.168.0.2

access-list 111 permit icmp any host 192.168.0.3

access-list 111 deny ip any any

access-list 121 dynamic permit ip 192.168.0.0 0.0.0.255 any
interface pppoe 1

ip address 192.0.2.1

ip access-group 111 in

ip access-group 121 out

ip nat inside source list 1 interface

ip nat inside destination static 192.0.2.1 53 53 192.168.0.2 53

ip nat inside destination static 192.0.2.1 25 25 192.168.0.3 25

ip nat inside destination static 192.0.2.1 80 80 192.168.0.3 80

ip nat inside destination static 192.0.2.1 110 110 192.168.0.3 110
pppoe server internet

pppoe account *******E@*** *** ne jp
pppoe type host

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

end

*kkkkk
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RENE

BEERTH

1 —YE— DBIT
JKRAD— DS

RIEIRRDYIRIE

REE— ROZE
RENT]

RERTF

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#access-list 1 permit any

Router(config)#access-list 111 permit udp any host 192.168.0.2 eq domain
Router(config)#access-list 111 permit tcp any host 192.168.0.3 eq www
Router(config)#access-list 111 permit tcp any host 192.168.0.3 eq pop3
Router(config)#access-list 111 permit tcp any host 192.168.0.3 eq smtp
Router(config)#access-list 111 permit icmp any host 192.168.0.2
Router(config)#access-list 111 permit icmp any host 192.168.0.3
Router(config)#access-list 111 deny ip any any

Router(config)#access-list 121 dynamic permit ip 192.168.0.0 0.0.0.255 any
Router(config)#interface pppoe 1

Router(config-if pppoe 1)# ip address 192.0.2.1

Router(config-if pppoe 1)# ip access-group 111 in

Router(config-if pppoe 1)# ip access-group 121 out

Router(config-if pppoe 1)# ip nat inside source list 1 interface

Router(config-if pppoe 1)# ip nat inside destination static 192.0.2.1 53 53 192.168.0.2 53
Router(config-if pppoe 1)# ip nat inside destination static 192.0.2.1 25 25 192.168.0.3 25
Router(config-if pppoe 1)# ip nat inside destination static 192.0.2.1 80 80 192.168.0.3 80
Router(config-if pppoe 1)# ip nat inside destination static 192.0.2.1 110 110 192.168.0.3 110
Router(config-if pppoe 1)# pppoe server internet

Router(config-if pppoe 1)# pppoe account ********@*** *** ne jp ******

Router(config-if pppoe 1)# pppoe type host

Router(config-if pppoe 1)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0

Router(config-if lan 1)#exit

Router(config)#end

~— e N e S e S S S S S

Router#save SIDE-A.cfg
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y




WG EIRREODHEST 1

TICAUR MR LE T,

SRS

EERTH

7 OEAYUR MERERTR

FRENIE LW & =TSR

FRENIE LW & =TSR

FRENIE LW & =TSR

FRENIE LW & =TSR

Router#show access-lists

Standard IP access list 1
permit any

Extended IP access list 111
permit udp any host 192.168.0.2 eq domain
permit tcp any host 192.168.0.3 eq www
permit tcp any host 192.168.0.3 eq pop3
permit tcp any host 192.168.0.3 eq smtp
permit icmp any host 192.168.0.2
permit icmp any host 192.168.0.3
deny ip any any

Extended IP access list 121
dynamic permit ip 192.168.0.0 0.0.0.255 any

WG EIRREODRESE 2

k) Ty NERERRLE T .

1.access-list ¥ RDIogZzRTEI D5

REAE

EERTH

access-list ¥ RD log #3%

T J 2 |access-list 111 permit tcp any host 192.168.0.3 eq smtp log

access-list 121 dynamic permit ip 192.168.0.0 0.0.0.255 any log

¥ :access-listav Y ROFEIFENMFZR TH D). IREREINTVSD 7 I EAUX MESICEAT DES(E.
HEE—EHRUCBEREUVELTTEL,
access-listDlog 7Y 3 v &FERTDESIE. FikEEENTHDF T, —IFE/I\T vy NESRICSERLT
TEL
Ty MogZziEsR LET
EERNE BEE&RH

JWrw s log 7R

TOEAUZ D 121 HITEA
UTe) Ty MER
FOEAUZ D 111 &ITEA
UTe) Ty MER

Router# show flog

000 0000:00:00.00 2011/09/05 (mon) 17:50:41 0 00000000 4e1bff00
#BOOT[V02.10(04)-082211] SIDE-A.frm SIDE-B.cfg

001 0000:00:44.83 2011/09/05 (mon) 17:51:25 15 00000000 00000000
121 P PPPoE1 out TCP 192.168.0.3:3930 198.51.100.2:21

002 0000:01:28.28 2011/09/05 (mon) 17:52:09 15 00000000 00000000
111 P PPPoE1 in TCP 198.51.100.1:49339 192.168.0.3:25

003 0000:01:28.28 2011/09/05 (mon) 17:52:09 15 00000000 00000000
121 P PPPoE1 out TCP 192.168.0.3:25 198.51.100.1:49339

004 0000:01:28.28 2011/09/05 (mon) 17:52:09 15 00000000 00000000
111 P PPPoE1 in TCP 198.51.100.1:49339 192.168.0.3:25

005 0000:01:28.45 2011/09/05 (mon) 17:52:09 15 00000000 00000000
111 P PPPoE1 in TCP 198.51.100.1:49339 192.168.0.3:25

006 0000:01:32.08 2011/09/05 (mon) 17:52:13 15 00000000 00000000

111 P PPPoE1 in TCP 198.51.100.1:49339 192.168.0.3:25
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2.access-lista¥ Y RDcountZsRE T DA

REANE EERTH

access-list <>/ RO count Zs%EJ D |access-list 111 permit tcp any host 192.168.0.3 eq smtp log count

¥ :access-listav Y ROFEIFEIMIZR TH D, IRERESINTVSD 7 I AU MESICEAT EE(E.
HREZ—EHRUTCBEREUVELTTEL.
“log” & count” IFEIBFICERET D CEHTEFT,

AV MERZERLE T,

ERAE EERE]

O MERZZR T |Router>show access-lists statistics

Interface number frames  bytes
pppoel D7 ITLAUAKN 111 &ED |pppoe 1 111 4 173

NOY MERR
Router>

3. B SHBMFTPY —) D7 I B RICKDIERESNICEE T 4 ILY UV I T—T)LOARBFZRRLUE T,

SR E EERE]

FET )YV TT—T)U%EERTR |Routerftshow ip stateful-packet

Session summary (equipment total):
BATZwI 38 | Max sessions: 2048
w3 ¥ | Active sessions: 2

PPPoE1

Source Address Port Dest Address Port Id Seq Prot Age
+ + + f ——

192.168.0.3 1731 198.51.100.1 20 tep 53

192.168.0.3 1729 198.51.100.1 21 tcp 54




70— RNV RIL—5 EUTERT 2155 DES

(PPPoEZ#IR U 1)

i R B 5% %x D 5X

Bl
LANRIlE, TS5ANX—= b7 RURAZEREUNAT(IPY R AL — N ZERT 2.
DHCPY—/\#gEZ=EMIC L. LANIICHZK T ©PCICIPY FLUAZEEMICEID S TS,
fEZDNS (Proxy DNS)#EEICK D DNSY—/INRETU I TR M EXIET 2.

WERL

192.168.0.0/24
m}

&

" DHCP T7 RLZEIb¥T

LAN1
192.168.0.1 .‘ PPPoE1

=

=N

A 4

NAT [C&D LAN flO7 RLU A%
PPPOE1 1571 —20D7 RURICER

o 45 =2y RO DNS H—/\~
RETUIIZNERETS

W< REE

ip route 0.0.0.0 0.0.0.0 pppoe 1
access-list 1 permit 192.168.0.0 0.0.0.255
proxydns mode v4

service dhcp-server

ip dhcp pool lanl

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

interface pppoe 1

ip nat inside source list 1 interface

pppoe server internet

pppoe account ********@***'***.ne.jp *kkkkk
pppoe type host

exit

end

W= EF

B

DNS 54—\

REAS EERTHG

11— E— RADIEIT |Router>enable
JXAT— R AJ] |Enter password:
Router#
ERTEIBHROYIEE |Router#clear working.cfg
Router#
SHTETE— ROZE |Router#configure terminal
SR AA] |Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
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RERTE

Wi
i

2

By

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#service dhcp-server

Router(config)#ip dhcp pool lan1

Router(config-dhcp-pool)# dns-server 0.0.0.0
Router(config-dhcp-pool)# default-router 0.0.0.0
Router(config-dhcp-pool)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#interface pppoe 1

Router(config-if pppoe 1)# ip nat inside source list 1 interface
Router(config-if pppoe 1)# pppoe server internet
Router(config-if pppoe 1)# pppoe account ********@*** *** ne.jp ******
Router(config-if pppoe 1)# pppoe type host

Router(config-if pppoe 1)#exit

Router(config)#end

Router#

Router#save SIDE-A
% saving working-config
% finished saving

Router#

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG EIRREODRESR

T.NATT—=DJI)LZHEER LER T

REAE

EERTH

NAT F—J)L7ZRRIT D

Router#show ip nat translation

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 1

List of active sessions:

PPPoE1
Local(address port) Global(address port) Remote(address port) prot tm(s)
+ + S
192.168.0.2 4393 192.0.2.1 4393 203.0.113.1 80 tcp 3573
2.DHCPTCEIDbH Tl ML ADHERR.
REARE EEZR B

DHCP CEID X Tz U A%ZZ&RRJ 4 |Router#show ip dhcp binding

LAN:
allocate **:**:****x*** 192.168.0.2 infinity
List of active sessions:

¥ RIRFI@ *x* ek xek ok xk (k macT RUADBRRENET,




3. BZDONSHEREICLKD YU T TR bDF v v 2NEDHET,

REAE

EERTG

UITRAMDF vy 1EHREZRRI D

A b7z HERR

IPv4 7 B RA7ZHER

Router#show proxydns-cache
<proxydns cache table>

proxydns v4 on
dns server:
PPPoE1: 198.51.100.1

proxy : 0.0.0.0,0.0.0.0

dns cache time: 86400sec
dns cache data:
(1) hosts time: Osec
Question: 1
host1.example.com A,AAAAIN
Answer: 1
host1.example.com A,AAAAIN 60
IPv4 Address: 203.0.113.1:
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LANBIEFR DETE

LBz
LANI&2 00—/ UL 7 RUZZRTE L. NATIFER LI,

192.0.2.0/29 270U RLURAEUTERTESENZ L TLDHDET B,
BZDNS (Proxy DNS)#EEICKD . DNSY—/)INRIETU I TR hZXET Do

192.0.2.0/24
[m]

LAN] INTERNET

192021 _ S PPPOE]
— [ons v—r]
198.51.100.1
{V5—%y NDDNS H—/tn
— RETUIIRPZEZETD

[m]

BV RERTE

ip route 0.0.0.0 0.0.0.0 pppoe 1
proxydns mode v4

interface lan 1

ip address 192.0.2.1 255.255.255.0
exit

interface pppoe 1

ip address 192.0.2.1

pppoe server internet

pppoe account ********@***.***.ne.jp Fokkkkk
pppoe type lan

exit

end

W

=

RENE BEERTH

E 1 —HE— RADEIT |Router>enable

JXRAT— RMDATS] |Enter password:
Router#
SRTEIBIRDIIEE |Router#clear working.cfg
Router#
HTETE— ROZFE |Routerf#configure terminal

SRTEAS |Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#proxydns mode v4
Router(config)#interface lan 1
Router(config-if lan 1)# ip address 192.0.2.1 255.255.255.0
Router(config-if lan 1)#exit
Router(config)#interface pppoe 1
Router(config-if pppoe 1)# ip address 192.0.2.1
Router(config-if pppoe 1)# pppoe server internet




Router(config-if pppoe 1)# pppoe account ********@*** *** ne.jp
Router(config-if pppoe 1)# pppoe type lan
Router(config-if pppoe 1)#exit
Router(config)#end

Router#

SR7E#7F |Router#fsave SIDE-A
% saving working-config
% finished saving

ZEEFHEICE) |Router#treset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

*kkkkk

WG EIRREODRESR

BZDNSHEEICK DU I TRX bDF+ v 2 NEDHER.

REAE

EERTH

UOTIZAMDF vy a1lERERRI D

A b7z HEs]

IPv4 7 B A7ZHER

Router#show proxydns-cache
<proxydns cache table>

proxydns v4 on
dns server:
PPPoE1: 198.51.100.1

proxy : 0.0.0.0,0.0.0.0

dns cache time: 86400sec
dns cache data:
(1) hosts time: Osec
Question: 1
host1.example.com A,AAAAIN
Answer: 1
host1.example.com A,AAAAIN 60
IPv4 Address: 203.0.113.1
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TSAR—=—KP7 RUVATEBREENIELANZ A 25— v MIC
EHRIDIERE(2EAY—/INELANLICEIE)

Bk
LANBUET S A X—bh77 FURZRE UNAT(IPY AL — RN ZEFRT .
DHCP—/\#gEZBMIC L. LANRIICHE# I SPCICIPY RUAZBEICEIDZE TS,
REY—/NCIFENNATICKDEETCIO—/ULY FURZEIDEH TS,
EZDNS (Proxy DNS)#EEICKD . DNSY—)INLIETU I TR M2XET D,

WER
192.168.0.0/24
[m]
LAN1 PPPoE1 INTERNET
192.168.0.1 g 192.0.2.1
—
198.51.100.1
{Y5—%y MDDNS H—/t~
e RIETUS IR MERET D

YNGR AN ]
192.168.0.254 = 192.0.2.2

W< RETE

ip route 0.0.0.0 0.0.0.0 pppoe 1
access-list 1 permit 192.168.0.0 0.0.0.255
proxydns mode v4
service dhcp-server

ip dhcp pool lan1

dns-server 0.0.0.0

default-router 0.0.0.0

allocate-address 192.168.0.2 251

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

interface pppoe 1

ip address 192.0.2.1

ip nat inside source list 1 interface

ip nat inside destination static 192.0.2.2 192.168.0.254
ip nat inside source static 192.168.0.254 192.168.2.2
pppoe server internet

DPPOE ACCOUNt ********@¥** %% ng oy *rsss
pppoe type lan

exit

end
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=

REANE

EERTH

1 —TE— RMDBIT
JKRAD— DT

SEIBHRODYIHIE

BEE— ROEE
BEAN

RERF

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#service dhcp-server

Router(config)#ip dhcp pool lan1

Router(config-dhcp-pool)# dns-server 0.0.0.0

Router(config-dhcp-pool)# default-router 0.0.0.0

Router(config-dhcp-pool)# allocate-address 192.168.0.2 251
Router(config-dhcp-pool)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0

Router(config-if lan 1)#exit

Router(config)#interface pppoe 1

Router(config-if pppoe 1)# ip address 192.0.2.1

Router(config-if pppoe 1)# ip nat inside source list 1 interface

Router(config-if pppoe 1)# ip nat inside destination static 192.0.2.2 192.168.0.254
Router(config-if pppoe 1)# ip nat inside source static 192.168.0.254 192.168.2.2
Router(config-if pppoe 1)# pppoe server internet
Router(config-if pppoe 1)# pppoe account ********@*** *** ne.jp
Router(config-if pppoe 1)# pppoe type lan

Router(config-if pppoe 1)#exit

Router(config)#end

Router#

*kkkkk

Router#save SIDE-A
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG EIRREODRESR

T .NATT—=DIVZHEEELE T, (LANIDSA 25— v hADIERE)

REAE

EEZRTH

NAT F—J)L7ZRRIT D

Router#show ip nat translation

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 1

List of active sessions:

PPPoE1

Local(address port) Global(address port) Remote(address port) prot tm(s)
+ + I

3825 192.0.2.1 3825 203.0.113.1 80 tcp 3595

192.168.0.2




2.DHCPTRIDH Tz U ADHERR,

REAE EERTH

DHCP TEID XTI ” RUA%ZERRI S |Routerftshow ip dhep binding
LAN:

allocate **:**:**;**:**:** 192.168.0.2 infinity
List of active sessions:

¥ D RIRFIDH* okt E  macT RUADRTRENET,
S.NATF—II7ZERLET. (25— v MIDSAEY—/ \NDEE)

REAE EERTH

NAT F—J)L7%Z&K 9D Routertshow ip nat translation

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 1

List of active sessions:

PPPoE1

Local(address port) Global(address port) Remote(address port) prot tm(s)
+ + L

192.168.0.254 80 192.0.2.2 80 203.0.113.1 49184 tcp 3595

4. BBDNSKEEEICKD U I TR MDF v v aNEDIER.

REAE EERTH

UOTIXARDF vy 1fEHRZRRTSD |Router#tshow proxydns-cache
<proxydns cache table>
proxydns v4 on

dns server:
PPPoE1: 198.51.100.1

proxy : 0.0.0.0,0.0.0.0

dns cache time: 86400sec
dns cache data:
(1) hosts time: Osec

Question: 1
A NB7ZHESR host1.example.com A AAAA IN
Answer: 1
host1.example.com A,AAAAIN 60
IPv4 7 KU R 7ZHER IPv4 Address: 203.0.113.1
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JO0-NWIP7 FUVATERENTELANZA V5 —XR Y bIC
BRIIR

Bk
LANBIIEZO—/UL7 FURZFRE U NATIFER UEL,
DHCP—/\#&aeZza30C U, LANRIICE i 9 PCICIO—/ULY FURZBEEMICEID BT,
REY—/NICIFEETCI/O—/ULTY FURZEIDH TS,
EZDNS (Proxy DNS)#EEICKD . DNSY—)INLIETU I TR M2XET D,

W=

192.0.2.0/28
[m]

LANT INTERNET

192.02.1 _ @ PPPoET
=y —— i
198.51.100.1
{Y%—2y NDDNS H—/\~
e RETUS IR MERETD

KEY—I ]
192.0.2.14

W< RETE

ip route 0.0.0.0 0.0.0.0 pppoe 1
proxydns mode v4

service dhcp-server

ip dhcp pool lan1

dns-server 0.0.0.0

default-router 0.0.0.0
allocate-address 192.0.2.2 12

exit

interface lan 1

ip address 192.0.2.1 255.255.255.240
exit

interface pppoe 1

pppoe server internet

DPPOE ACCOUNt ********@¥*x %% ng oy *wwss
pppoe type host

exit

end




W ET)

=

RENE

BEERTH

1 —YE— DBIT
JKRAD— DS

RIEIRRDYIRIE

REE— ROZE
RENT]

RERTF

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#proxydns mode v4
Router(config)#service dhcp-server

Router(config)#ip dhcp pool lan1
Router(config-dhcp-pool)# dns-server 0.0.0.0
Router(config-dhcp-pool)# default-router 0.0.0.0
Router(config-dhcp-pool)# allocate-address 192.0.2.2 12
Router(config-dhcp-pool)#exit

Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.0.2.1 255.255.255.240
Router(config-if lan 1)#exit

Router(config)#interface pppoe 1

Router(config-if pppoe 1)# pppoe server internet
Router(config-if pppoe 1)# pppoe account ********@*** *** ne.jp
Router(config-if pppoe 1)# pppoe type host
Router(config-if pppoe 1)#exit

Router(config)#end

Router#

*kkkkk

Router#save SIDE-A
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG EIRREDRESR

1. DHCPTRIDHTe 7 L ADHERR,

RERNE

EEFR B

DHCP TEIDH T RUAZFRRF 2 |Router#tshow ip dhep binding

LAN:
allocate **:**;**;**:**:** 192.0.2.2 infinity
List of active sessions:

¥ D RIRFIDH*H*x* ko k macT RUADRRENET,
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2. BZHDONSHEEEICKD Y I TR bDF v v 2NEDHET.

REAE

EERTH

UITAMDF vy 1EHEZRRI D

RA b7z HER]

IPv4 7 B RA7ZHER

Router#show proxydns-cache
<proxydns cache table>

proxydns v4 on
dns server:
PPPoE1: 198.51.100.1

proxy : 0.0.0.0,0.0.0.0

dns cache time: 86400sec
dns cache data:
(1) hosts time: Osec
Question: 1
host1.example.com A,AAAAIN
Answer: 1
host1.example.com A,AAAAIN 60
IPv4 Address: 203.0.113.1
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SHODOEREIN—FITRRT DB

Bk

LANBIE TS A=K7 RURZZREUNAT(IPY X AL — R) ZEAT 5,
55 DNS (Proxy DNS) #EEIC KD DNST—/)\NRIEBTU I IR hEXEIET Do
LANBIC 2 DD I )—T%:%F. ZJ)L—T7 11FRoute A% )L—T2(FRouter BT —~hD T A4 ET D,

VRRPIC&LDRouterEE{IE L. —HFDRouterCLANZECIZPPPOEA >4 J T —RICEENFHLE UTcaE (.

7T 4 JiFRouter(CUIDBZF T, FIEEENEIBUEIFTOREICEENICEIBLETD,
PPPoE % 7 T —ADEEFevent-maplc K DRI LFE T,
LANA 5 —T 1 —R(FM— M BEDHZHER L. ZNLHDR— MMEshutdownUE T,

192.168.0.0/24
o LAN It RL X
- — — " 192.168.0.1
I 19216801 _ |
| —_— | VRID=1 |
1
| I | |
| . LAN1: A I PPPOE1
0 »
| _on=71 | | | S=aEES “:——tﬂuﬂ
FIHI =Dz | | [te21680.11 I NTERNET
192.168.0.1
_— == I |
| l DNS #—/¢
| I 198.51.100.1
| I
I I -
-
; p——
oy [ T e
192.168.0.12 |
| I
JI—72 |_ ______ E
FIAINF—bD A
192.168.0.2 VRID=2
LAN fIfR7 KL 2
o 192.168.0.2
WOTY REE
Router A Router B

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip vrrp enable

access-list 1 permit 192.168.0.0 0.0.0.255
proxydns mode v4

hostname Router A

event-class 1

check interface status pppoe 1 invert
exit

event-action 1

vrrp 1 track 1 decrement 100

exit

event-map

event-class 1 event-action 1

exit

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip vrrp enable

access-list 1 permit 192.168.0.0 0.0.0.255
proxydns mode v4

hostname Router B

event-class 1

check interface status pppoe 1 invert
exit

event-action 1

vrrp 2 track 1 decrement 100

exit

event-map

event-class 1 event-action 1

exit




interface lan 1

ip address 192.168.0.11 255.255.255.0
vrrp 1 address 192.168.0.1

vrrp 1 priority 254

vrrp 1 preempt

vrrp 2 address 192.168.0.2

vrrp 2 priority 200

vrrp 2 preempt

exit

interface pppoe 1

ip nat inside source list 1 interface
pppoe server internet

DPPOE ACCOUN ********@*** %% g oy *rwwss
pppoe type host

exit

line lan 1

shutdown 2

shutdown 3

shutdown 4

exit

end

W= EF

&1 (Router A)

interface lan 1

ip address 192.168.0.12 255.255.255.0
vrrp 1 address 192.168.0.1

vrrp 1 priority 200

vrrp 1 preempt

vrrp 2 address 192.168.0.2

vrrp 2 priority 254

vrrp 2 preempt

exit

interface pppoe 1

ip nat inside source list 1 interface
pppoe server internet

PPPOE ACCOUNt ********@*** *** ng i
pppoe type host

exit

line lan 1

shutdown 2

shutdown 3

shutdown 4

exit

end

Fkkkkk

REAE

EERE]

BHED—TE— RAMD#E{T |Router>enable

JXAT— RMDAS] |Enter password:

Router#

SREBEFRODYIHAL |Router#iclear working.cfg

Router#

SHET— RDZE |Routerfconfigure terminal

XA |Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#ip vrrp enable
Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4
Router(config)#hostname Router_A
Router_A(config)#event-class 1
Router_A(config-event-class 1)# check interface status pppoe 1 invert
Router_A(config-event-class 1)#exit
Router_A(config)#event-action 1
Router_A(config-event-action 1)# vrrp 1 track 1 decrement 100
Router_A(config-event-action 1)#exit
Router_A(config)#event-map
Router_A(config-event-map)# event-class 1 event-action 1
Router_A(config-event-map)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.0.11 255.255.255.0
Router_A(config-if lan 1)# vrrp 1 address 192.168.0.1
Router_A(config-if lan 1)# vrrp 1 priority 254
Router_A(config-if lan 1)# vrrp 1 preempt
Router_A(config-if lan 1)# vrrp 2 address 192.168.0.2
Router_A(config-if lan 1)# vrrp 2 priority 200
Router_A(config-if lan 1)# vrrp 2 preempt
Router_A(config-if lan 1)#exit
Router_A(config)#interface pppoe 1
Router_A(config-if pppoe 1)# ip nat inside source list 1 interface
Router_A(config-if pppoe 1)# pppoe server internet
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RERF

Router_A(config-if pppoe 1)# pppoe account ********@*** *** ne.jp ******
Router_A(config-if pppoe 1)# pppoe type host

Router_A(config-if pppoe 1)#exit

Router_A(config)#line lan 1

Router_A(config-line lan 1)# shutdown 2

Router_A(config-line lan 1)# shutdown 3

Router_A(config-line lan 1)# shutdown 4

Router_A(config-line lan 1)#exit

Router_A(config)#end

Router_A#save SIDE-A
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

W& EF

52 (Router B)

REANE

HEERTHG

BEI1—YE— ROBT
JXRAD— RDOAF

REBHROTERL

HEE— ROEE
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip vrrp enable

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#hostname Router_B

Router_B(config)#event-class 1

Router_B(config-event-class 1)# check interface status pppoe 1 invert
Router_B(config-event-class 1)#exit
Router_B(config)#event-action 1

Router_B(config-event-action 1)# vrrp 2 track 1 decrement 100
Router_B(config-event-action 1)#exit
Router_B(config)#event-map

Router_B(config-event-map)# event-class 1 event-action 1
Router_B(config-event-map)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.0.12 255.255.255.0
Router_B(config-if lan 1)# vrrp 1 address 192.168.0.1
Router_B(config-if lan 1)# vrrp 1 priority 200

Router_B(config-if lan 1)# vrrp 1 preempt

Router_B(config-if lan 1)# vrrp 2 address 192.168.0.2
Router_B(config-if lan 1)# vrrp 2 priority 254

Router_B(config-if lan 1)# vrrp 2 preempt

Router_B(config-if lan 1)#exit

Router_B(config)#interface pppoe 1

Router_B(config-if pppoe 1)# ip nat inside source list 1 interface
Router_B(config-if pppoe 1)# pppoe server internet
Router_B(config-if pppoe 1)# pppoe account ********@*** *** ne.jp
Router_B(config-if pppoe 1)# pppoe type host
Router_B(config-if pppoe 1)#exit

*kkkkk




Router_B(config)#line lan 1
Router_B(config-line lan 1)# shutdown 2
Router_B(config-line lan 1)# shutdown 3
Router_B(config-line lan 1)# shutdown 4
Router_B(config-line lan 1)#exit
Router_B(config)#end

STERTF |Router_B#save SIDE-A
% saving working-config
% finished saving

i
of

L EFICE Router Bi#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

W= IRREDHESS 1
VITPDIRREZRRUE T (EHBERDIREE)
Router A Router B

Router_B#show vrrp
VRRP action enable

Router_A#show vrrp
VRRP action enable

lan 1 Vrid 1 lan 1 Vrid 1
Priority 254 (Current 254) Priority 200 (Current 200)
Preempt mode “on” Preempt mode “on”
Advertisement interval 1 Advertisement interval 1
Local ip address is 192.168.0.11 Local ip address is 192.168.0.12
Virtual router ip address is 192.168.0.1 Virtual router ip address is 192.168.0.1
Virtual MAC address is 00:00:5e:00:01:01 Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none” Authentication type is “auth-none”
% state: Master state: Backup
uptime(sec): 22 uptime(sec): -----
become master count: 1 become master count: 0
advertise receive: 0 advertise receive: 16
error advertise receive: 0 error advertise receive: 0

lan 1 Vrid 2 lan 1 Vrid 2
Priority 200 (Current 200) Priority 254 (Current 254)
Preempt mode “on” Preempt mode “on”
Advertisement interval 1 Advertisement interval 1
Local ip address is 192.168.0.11 Local ip address is 192.168.0.12

Virtual router ip address is 192.168.0.2
Virtual MAC address is 00:00:5e:00:01:02
Authentication type is “auth-none”

state: Backup

uptime(sec): -----

become master count: 1

advertise receive: 11

error advertise receive: 0

Virtual router ip address is 192.168.0.2
Virtual MAC address is 00:00:5e:00:01:02

Authentication type is “auth-none”

% state: Master
uptime(sec): 10
become master count: 1
advertise receive: 6
error advertise receive: 0

% 1 J)b—F 1 [&Router AhiMaster. J'JL—F 2&Router BhiMasterlCiE> TWVWBAZ &R L TLEEL,
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Router AOPPPoEA V5 T —AMWSF D UlcEEDIRREZEERLE T,
1. event-classMIREE (Router ADPPPOEA >V T —AMF O Ufc &)

SRS

EERTH

event-class DIREEEF R
IREED True Tod - & &HER

PPPOE A 457 1 —ANY U 7R

Router_A#show event-class
Event-class[1] : True
Description
Conditions : (Match-all)
ICMP information
I/F information
pppoe1 is down : True (Inverted from False)
VRRP information
duration
Logging disabled
Dampening Penalty: Current/Suppress-Threshold/Reuse-Threshold
2457/20000/10000
Flapped Frequency: 0
Total State changes : 3 times
Change to True : 2, False : 1, Unknown : 0
Last state change : 17:59:28 2011/09/07

2. event-action®ikEE (Router ADPPPOEA & T T —RANSI DY Ufc&E)

ESRAE

EER B

event-action MIREEEFR
IREER Activated T&Hd T & ZHESR

vrid DTS4 # U T 1 s

Router_A#show event-action
Event-action[1] : Activated
Descrioption :
Activated from :
Event-class[1]
Actions :
vrrp 1 track 1 decrement 100
Logging disabled
Total State changes : 3 times
Change to Activated : 2, Inactivated : 1

Last state change : 17:59:28 2011/09/07

3. event-map®DILiE (Router ADP

PPOEA V& T T —AMNF I Ule&EF)

RS

EERRH

event-map DIREEZ KT
event-class DAT—5 A&
event-action DFEITIKREZHESR

Router_A#show event-map
Event-class[1] : True -> Event-Action[1] : Activated




Router A

4. vrirpDIREE (Router ADPPPOEA 5 J T —ANRSF D Ufc & EDIREE)
Router B

Router_A#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 254 (Current 154)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.11
Virtual router ip address is 192.168.0.1
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
state: Backup
uptime(sec): -----
become master count: 2
advertise receive: 15
error advertise receive: 0

lan 1 Vrid 2
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.11
Virtual router ip address is 192.168.0.2
Virtual MAC address is 00:00:5e:00:01:02
Authentication type is “auth-none”
state: Backup
uptime(sec): -----
become master count: 1
advertise receive: 123
error advertise receive: 0

Router_B#show vrrp

VRRP action enable

lan 1 Vrid 1
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.12
Virtual router ip address is 192.168.0.1
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
% state: Master
uptime(sec): 11
become master count: 2
advertise receive: 115
error advertise receive: 0

lan 1 Vrid 2
Priority 254 (Current 254)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.12
Virtual router ip address is 192.168.0.2
Virtual MAC address is 00:00:5e:00:01:02
Authentication type is “auth-none”
% state: Master
uptime(sec): 165
become master count: 1
advertise receive: 6
error advertise receive: 0

¥ JIb—F1., JIb—TF2 &BICRouter BhiMaster|CiE> TL\WD T EEIER UL TL EELY,
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192.168.10.0/24

192.168.0.0/24
[m]
1 92.?(6}860.2 LANT1 EWAN1
i o
192.168.0.1
PC-B
192.168.0.3

W< REEE

Router A

ip route 0.0.0.0 0.0.0.0 192.0.2.2
access-list 100 permit ip host 192.168.0.2 any
hostname Router A

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

interface ewan 1

ip address 192.0.2.1 255.255.255.252
gos output bandwidth 100M priq
gos-que priq default-que priority 0 default
gos-que priq high-que priority 7
service-policy output high-policy

exit

class-map high-class

match ip access-group 100

exit

action-map high-action

set queuing high-que

exit

policy-map high-policy

class high-class action high-action
exit

end

o
PC-C
EWAN1 LAN1 192.168.10.2
—Router B |
192.168.10.1
o
Router B

ip route 0.0.0.0 0.0.0.0 192.0.2.1
access-list 100 permit ip any host 192.168.0.2
hostname Router B

interface lan 1

ip address 192.168.10.1 255.255.255.0
exit

interface ewan 1

ip address 192.0.2.2 255.255.255.252
qgos output bandwidth 100M priq
gos-que priq default-que priority 0 default
gos-que priq high-que priority 7
service-policy output high-policy

exit

class-map high-class

match ip access-group 100

exit

action-map high-action

set queuing high-que

exit

policy-map high-policy

class high-class action high-action

exit

end




W ET)

&1 (Router A)

REANE EE&RRHE

1 —E— RADF#IT |Router>enable

JXAT— RMDATSI |Enter password:
Router#
SREIBROTIEL |Router#clear working.cfg
Router#
SRTEE— RDZEE |Router#configure terminal

XTSI |Router(config)#ip route 0.0.0.0 0.0.0.0 192.0.2.2
Router(config)#access-list 100 permit ip host 192.168.0.2 any
Router(config)#hostname Router_A
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#interface ewan 1
Router_A(config-if ewan 1)# ip address 192.0.2.1 255.255.255.252
Router_A(config-if ewan 1)# qos output bandwidth 100M priq
Router_A(config-if ewan 1)# qos-que priq default-que priority 0 default
Router_A(config-if ewan 1)# qos-que priq high-que priority 7
Router_A(config-if ewan 1)# service-policy output high-policy
Router_A(config-if ewan 1)#exit
Router_A(config)#class-map high-class
Router_A(config-class-map)# match ip access-group 100
Router_A(config-class-map)#exit
Router_A(config)#action-map high-action
Router_A(config-action-map)# set queuing high-que
Router_A(config-action-map)#exit
Router_A(config)#policy-map high-policy
Router_A(config-policy-map)# class high-class action high-action
Router_A(config-policy-map)#exit
Router_A(config)#end

RTERTE |Router_Af#tsave SIDE-A
% saving working-config
% finished saving

EEBICE |Router Affreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y
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BEAS

RERF

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 192.0.2.1
Router(config)#access-list 100 permit ip any host 192.168.0.2
Router(config)#hostname Router_B

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.10.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# ip address 192.0.2.2 255.255.255.252
Router_B(config-if ewan 1)# qos output bandwidth 100M priq
Router_B(config-if ewan 1)# qos-que priq default-que priority 0 default
Router_B(config-if ewan 1)# qos-que priq high-que priority 7
Router_B(config-if ewan 1)# service-policy output high-policy
Router_B(config-if ewan 1)#exit

Router_B(config)#class-map high-class
Router_B(config-class-map)# match ip access-group 100
Router_B(config-class-map)#exit

Router_B(config)#action-map high-action
Router_B(config-action-map)# set queuing high-que
Router_B(config-action-map)#exit

Router_B(config)#policy-map high-policy
Router_B(config-policy-map)# class high-class action high-action
Router_B(config-policy-map)#exit

Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG ERREODHESR 1

FPOTCAUR SR LET,
Router A Router B
Router_A#show access-lists Router_B#show access-lists

Extended IP access list 100
permit ip host 192.168.0.2 any permit ip any host 192.168.0.2

Extended IP access list 100
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1. PC-AnSPC-ClS@EZES o IcizA. [high-quellCFa—+ 2V IJSNEBRE7 TEHXIND,

Router A

Router B

Router_A#show qos queuing

interface : ewan 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt : 0
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
% packets : 4/0
bytes : 312/0
period cnt : 4

Router_B#show qos queuing

interface : ewan 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt : 0
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
% packets : 4/0
bytes : 312/0
period cnt : 4

% ! [high-quel DI\ y MADAD Y FENTWVND T EZER LT EE LY,

2.PC-BhSPC-ClaBEED I oIagd. [default-quellCtFra—A VIS, BEEOTEZEIND,

Router A

Router B

Router_A#show qos queuing

interface : ewan 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
% packets : 4/0
bytes : 312/0
period cnt : 4
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 4/0
bytes : 312/0
period cnt : 4

Router_B#show qos queuing

interface : ewan 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
2% packets : 4/0
bytes : 312/0
period cnt : 4
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 4/0
bytes : 312/0
period cnt : 4

¥ ! [default-quelD/\Ty MIDADTY RENTWVWRZ EEZESELTLIREELY,
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Router AB KU Router BOEWAN 1Hh'SHEAEND/ Ty MIDWT, UIFTOBEIBAI CERELET,
ICMPETELNETHMEEE 7 (RESL)
SMTPEPOP3IFEELES
ZFNLANEFELEO (BLERK)

W&
192.168.0.0/24 192.168.10.0/24
[m] [m]
19218802 LAN1 EWANT EWANT LAN1 192,168,102
e i ~outer 5]
192.168.0.1 192.168.10.1
PC-B
u] u]
BV RERE
Router A Router B
ip route 0.0.0.0 0.0.0.0 192.0.2.2 ip route 0.0.0.0 0.0.0.0 192.0.2.1
access-list 1 permit any access-list 1 permit any
access-list 101 permit icmp any any access-list 101 permit icmp any any
access-list 101 permit tcp any any eq telnet access-list 101 permit tcp any any eq telnet
access-list 102 permit tcp any any eq smtp access-list 102 permit tcp any any eq smtp
access-list 102 permit tcp any any eq pop3 access-list 102 permit tcp any any eq pop3
hostname Router A hostname Router B
interface lan 1 interface lan 1
ip address 192.168.0.1 255.255.255.0 ip address 192.168.10.1 255.255.255.0
exit exit
interface ewan 1 interface ewan 1

ip address 192.0.2.1 255.255.255.252
gos output bandwidth 100M priq
gos-que priq default-que priority 0 default
gos-que priq high-que priority 7
gos-que priq low-que priority 3
service-policy output policy1

ip nat inside source list 1 interface
exit

class-map high-class

match ip access-group 101

exit

class-map low-class

match ip access-group 102

exit

action-map high-action

set queuing high-que

exit

ip address 192.0.2.2 255.255.255.252
qos output bandwidth 100M priq
gos-que priq default-que priority 0 default
gos-que priq high-que priority 7
qos-que priq low-que priority 3
service-policy output policy1

ip nat inside source list 1 interface
exit

class-map high-class

match ip access-group 101

exit

class-map low-class

match ip access-group 102

exit

action-map high-action

set queuing high-que

exit




action-map low-action
set queuing low-que
exit

policy-map policy1

class high-class action high-action
class low-class action low-action

action-map low-action

set queuing low-que

exit

policy-map policy1

class high-class action high-action
class low-class action low-action

exit exit
end end
EFIET (Router A)
BRENS BEEZRLHE
BE1—YE— RAD#{T |Router>enable
JXAT— RMDATJI |Enter password:
Router#
SREIBROIEE |Router#clear working.cfg
Router#

BEE— ROES
BEAS

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 192.0.2.2
Router(config)#access-list 1 permit any
Router(config)#access-list 101 permit icmp any any
Router(config)#access-list 101 permit tcp any any eq telnet
Router(config)#access-list 102 permit tcp any any eq smtp
Router(config)#access-list 102 permit tcp any any eq pop3
Router(config)#hostname Router_A

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#interface ewan 1

Router_A(config-if ewan 1)# ip address 192.0.2.1 255.255.255.252
Router_A(config-if ewan 1)# qos output bandwidth 100M priq
Router_A(config-if ewan 1)# qos-que priq default-que priority 0 default
Router_A(config-if ewan 1)# qos-que priq high-que priority 7
Router_A(config-if ewan 1)# qos-que priq low-que priority 3
Router_A(config-if ewan 1)# service-policy output policy1
Router_A(config-if ewan 1)# ip nat inside source list 1 interface
Router_A(config-if ewan 1)#exit

Router_A(config)#class-map high-class
Router_A(config-class-map)# match ip access-group 101
Router_A(config-class-map)#exit

Router_A(config)#class-map low-class
Router_A(config-class-map)# match ip access-group 102
Router_A(config-class-map)#exit

Router_A(config)#action-map high-action
Router_A(config-action-map)# set queuing high-que
Router_A(config-action-map)#exit

Router_A(config)#action-map low-action
Router_A(config-action-map)# set queuing low-que
Router_A(config-action-map)#exit

Router_A(config)#policy-map policy1
Router_A(config-policy-map)# class high-class action high-action
Router_A(config-policy-map)# class low-class action low-action
Router_A(config-policy-map)#exit

Router_A(config)#end




RERF

Router_A#save SIDE-A
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

W

52 (Router B)
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 192.0.2.1
Router(config)#access-list 1 permit any
Router(config)#access-list 101 permit icmp any any
Router(config)#access-list 101 permit tcp any any eq telnet
Router(config)#access-list 102 permit tcp any any eq smtp
Router(config)#access-list 102 permit tcp any any eq pop3
Router(config)#hostname Router_B
Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.10.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# ip address 192.0.2.2 255.255.255.252
Router_B(config-if ewan 1)# qos output bandwidth 100M priq
Router_B(config-if ewan 1)# qos-que priq default-que priority 0 default
Router_B(config-if ewan 1)# qos-que priq high-que priority 7
Router_B(config-if ewan 1)# qos-que priq low-que priority 3
Router_B(config-if ewan 1)# service-policy output policy1
Router_B(config-if ewan 1)# ip nat inside source list 1 interface
Router_B(config-if ewan 1)#exit

Router_B(config)#class-map high-class
Router_B(config-class-map)# match ip access-group 101
Router_B(config-class-map)#exit

Router_B(config)#class-map low-class
Router_B(config-class-map)# match ip access-group 102
Router_B(config-class-map)#exit

Router_B(config)#action-map high-action
Router_B(config-action-map)# set queuing high-que
Router_B(config-action-map)#exit
Router_B(config)#action-map low-action
Router_B(config-action-map)# set queuing low-que
Router_B(config-action-map)#exit
Router_B(config)#policy-map policy1
Router_B(config-policy-map)# class high-class action high-action
Router_B(config-policy-map)# class low-class action low-action
Router_B(config-policy-map)#exit

Router_B(config)#end




RTERTE |Router B#save SIDE-A.cfg
% saving working-config
% finished saving

ZEEBICE |Router Bi#freset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

W ERREDRESE 1
7 URAUR MERBUET,

SRS EERTHG

TR MNERZZRTR |Router_A#tshow access-lists

Standard IP access list 1
permit any

SRENE LWLC &% HESE |Extended IP access list 101
permit icmp any any
permit tcp any any eq telnet

SRENE LWLC & %HESE |Extended IP access list 102
permit tcp any any eq smtp
permit tcp any any eq pop3

WEEIRREDHESRR 2
F1—AVIRRERBLET.
1.PC-ADSPC-CICICMP&EZH /o fciza. [high-quellCF 21— YV ISNEREBEE TIHES NS,

SRS EERTE]

F1—DfREHERZF T |Router_A#show qos queuing

interface : ewan 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt : 0
queuing-name low-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt : 0
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
high-que M)\7w MDD D Y ~ packets : 3/0
SNTWVS T & 7ZHERR bytes : 234/0
period cnt: 3
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SRS
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F 1 —DfEHERZRT

low-que D)\ "B DY b
INTWVWDC & #HEER

Router_A#show qos queuing

interface : ewan 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt: 0
queuing-name low-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 3/0
bytes : 198/0
period cnt: 3
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 3/0
bytes : 234/0
period cnt: 3
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192.168.10.0/24

192.168.0.0/24
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1 92.?%860.2 LANT1 EWANI1
e
192.168.0.1
PC-B
192.168.0.3 4

BO<> REE

Router A

o
PC-C
EWAN1 LAN1 192.168.10.2
—Router B_
192.168.10.1
[m]
Router B

ip route 0.0.0.0 0.0.0.0 192.0.2.2

access-list 100 permit ip host 192.168.0.2 any
hostname Router_A

interface ewan 1

gos output bandwidth 100M cbq

gos-que chq default-que bandwidth 20 parent
root-que borrow default

gos-que cbq high-que bandwidth 80 parent root-
que priority 3 borrow

gos-que cbq root-que bandwidth 100 parent
NULL

service-policy output high-policy

ip address 192.0.2.1 255.255.255.252

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0

exit

class-map high-class

match ip access-group 100

exit

action-map high-action

set queuing high-que

exit

policy-map high-policy

class high-class action high-action

exit

end

ip route 0.0.0.0 0.0.0.0 192.0.2.1

access-list 100 permit ip any host 192.168.0.2
hostname Router_B

interface ewan 1

qos output bandwidth 100M cbq

qos-que cbq default-que bandwidth 20 parent
root-que borrow default

qos-que cbq high-que bandwidth 80 parent root-
que priority 3 borrow

qos-que cbq root-que bandwidth 100 parent
NULL

service-policy output high-policy

ip address 192.0.2.2 255.255.255.252

exit

interface lan 1

ip address 192.168.10.1 255.255.255.0

exit

class-map high-class

match ip access-group 100

exit

action-map high-action

set queuing high-que

exit

policy-map high-policy

class high-class action high-action

exit

end

borrowsEIC DN T
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 192.0.2.2
Router(config)#access-list 100 permit ip host 192.168.0.2 any
Router(config)#hostname Router_A
Router_A(config)#interface ewan 1

Router_A(config-if ewan 1)# qos output bandwidth 100M cbq

Router_A(config-if ewan 1)# qos-que cbq default-que bandwidth 20 parent root-que borrow default
Router_A(config-if ewan 1)# qos-que cbq high-que bandwidth 80 parent root-que priority 3 borrow
Router_A(config-if ewan 1)# gos-que cbq root-que bandwidth 100 parent NULL
Router_A(config-if ewan 1)# service-policy output high-policy

Router_A(config-if ewan 1)# ip address 192.0.2.1 255.255.255.252

Router_A(config-if ewan 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0

Router_A(config-if lan 1)#exit

Router_A(config)#class-map high-class

Router_A(config-class-map)# match ip access-group 100

Router_A(config-class-map)#exit

Router_A(config)#action-map high-action

Router_A(config-action-map)# set queuing high-que

Router_A(config-action-map)#exit

Router_A(config)#policy-map high-policy

Router_A(config-policy-map)# class high-class action high-action
Router_A(config-policy-map)#exit

Router_A(config)#end

Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 192.0.2.1
Router(config)#access-list 100 permit ip any host 192.168.0.2
Router(config)#hostname Router B
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Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# qos output bandwidth 100M cbq
Router_B(config-if ewan 1)# qos-que cbq default-que bandwidth 20 parent root-que borrow default
Router_B(config-if ewan 1)# qos-que cbq high-que bandwidth 80 parent root-que priority 3 borrow
Router_B(config-if ewan 1)# qos-que cbq root-que bandwidth 100 parent NULL
Router_B(config-if ewan 1)# service-policy output high-policy
Router_B(config-if ewan 1)# ip address 192.0.2.2 255.255.255.252
Router_B(config-if ewan 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.10.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#class-map high-class

Router_B(config-class-map)# match ip access-group 100
Router_B(config-class-map)#exit

Router_B(config)#action-map high-action

Router_B(config-action-map)# set queuing high-que
Router_B(config-action-map)#exit

Router_B(config)#policy-map high-policy

Router_B(config-policy-map)# class high-class action high-action
Router_B(config-policy-map)#exit

Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG ERREDRESE 1
7 URAUR MERBUET,

RS

EERTHG

TR MNEHRZRTR |Router_A#tshow access-lists

ERENMNEULWVWC &%1ESR |Extended IP access list 100

permit ip host 192.168.0.2 any

WG ERREDESR 2

Fa—AVIRREEEUE T,
1.PC-BHXRIET D/ v Ma [default-quelICFa—A I SN, FEIF20MbpsE CTHREIN D,

SRS

EIERE]

F 1 —DfEHERZRT |Router_A#show qos queuing

interface : ewan 1
queuing type : CBQ
queuing-name : root-que (root que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 3/0
bytes : 234/0
over count 0
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default-que M/ MDA
INTVD =R

delay count 0
queuing-name : default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 3/0
bytes : 234/0
over count 0
delay count 0
borrow : 0
queuing-name : high-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
borrow : 0

2. PC-ANXIET S/ T v bE Thigh-quell[CF 21—+ VT EN, FEIFBOMbpsFE CHERE 1S,

iSRS

EERTHG

Fa1—DfEHERZRR

high-que M/ w NEHB DD b
TINTWVWD & =R

Router_A#show qos queuing

interface : ewan 1
queuing type : CBQ
queuing-name : root-que (root que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 7/0
bytes : 546/0
over count 0
delay count O
queuing-name : default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 3/0
bytes : 234/0
over count 0
delay count O
borrow : 0
queuing-name : high-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 4/0
bytes : 312/0
over count 0
delay count 0
borrow : 0
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Router A

[m]
EWAN1 LANT1
e
m}
Router B

ip route 0.0.0.0 0.0.0.0 192.0.2.2

access-list 100 permit udp any any
hostname Router_A

interface ewan 1

gos output bandwidth 100M cbq

gos-que chq default-que bandwidth 20 parent
root-que borrow default

gos-que cbhq high-que bandwidth 80 parent root-
que priority 3 borrow

gos-que cbhq root-que bandwidth 100 parent
NULL

service-policy output high-policy

ip address 192.0.2.1 255.255.255.252

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0

exit

class-map high-class

match ip access-group 100

exit

action-map high-action

set queuing high-que

exit

policy-map high-policy

class high-class action high-action

exit

end

ip route 0.0.0.0 0.0.0.0 192.0.2.1

access-list 100 permit udp any any
hostname Router_B

interface ewan 1

gos output bandwidth 100M cbq

gos-que cbq default-que bandwidth 20 parent
root-que borrow default

qos-que cbq high-que bandwidth 80 parent root-
que priority 3 borrow

qos-que cbq root-que bandwidth 100 parent
NULL

service-policy output high-policy

ip address 192.0.2.2 255.255.255.252

exit

interface lan 1

ip address 192.168.10.1 255.255.255.0

exit

class-map high-class

match ip access-group 100

exit

action-map high-action

set queuing high-que

exit

policy-map high-policy

class high-class action high-action

exit

end

borrows&EIC DT
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Router>enable

Enter password:

Router#

Routerclear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 192.0.2.2
Router(config)#access-list 100 permit udp any any
Router(config)#hostname Router_A

Router_A(config)#interface ewan 1

Router_A(config-if ewan 1)# qos output bandwidth 100M cbq
Router_A(config-if ewan 1)# qos-que cbq default-que bandwidth 20 parent root-que borrow
default

Router_A(config-if ewan 1)# qos-que cbq high-que bandwidth 80 parent root-que priority 3
borrow

Router_A(config-if ewan 1)# qos-que cbq root-que bandwidth 100 parent NULL
Router_A(config-if ewan 1)# service-policy output high-policy
Router_A(config-if ewan 1)# ip address 192.0.2.1 255.255.255.252
Router_A(config-if ewan 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#class-map high-class
Router_A(config-class-map)# match ip access-group 100
Router_A(config-class-map )#exit

Router_A(config)#action-map high-action
Router_A(config-action-map)# set queuing high-que
Router_A(config-action-map)#exit

Router_A(config)#policy-map high-policy
Router_A(config-policy-map)# class high-class action high-action
Router_A(config-policy-map)#exit

Router_A(config)#end

Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 192.0.2.1
Router(config)#access-list 100 permit udp any any
Router(config)#hostname Router B
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Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# qos output bandwidth 100M cbq
Router_B(config-if ewan 1)# qos-que cbq default-que bandwidth 20 parent root-que borrow
default

Router_B(config-if ewan 1)# qos-que cbq high-que bandwidth 80 parent root-que priority 3
borrow

Router_B(config-if ewan 1)# qos-que cbq root-que bandwidth 100 parent NULL
Router_B(config-if ewan 1)# service-policy output high-policy
Router_B(config-if ewan 1)# ip address 192.0.2.2 255.255.255.252
Router_B(config-if ewan 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.10.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#class-map high-class

Router_B(config-class-map)# match ip access-group 100
Router_B(config-class-map)#exit

Router_B(config)#action-map high-action

Router_B(config-action-map)# set queuing high-que
Router_B(config-action-map)#exit

Router_B(config)#policy-map high-policy

Router_B(config-policy-map)# class high-class action high-action
Router_B(config-policy-map)#exit

Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG ERREDRESE 1
7 URAUR MERBUET,

RS

EERTHG

TR MNEHRZRTR |Router_A#tshow access-lists

ERENMNEULWVWC &%1ESR |Extended IP access list 100

permit udp any any

WG ERREDESR 2
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SRS

EIERE]

F 1 —DfEHERZRT |Router_A#show qos queuing

interface : ewan 1
queuing type : CBQ
queuing-name : root-que (root que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 4/0
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bytes : 312/0
over count 0
delay count 0
queuing-name : default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 4/0
bytes : 312/0
over count 0
delay count 0
borrow : 0
queuing-name : high-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count O
borrow : 0

2. UDP&EE®D/ T v MME Thigh-quel[CHF 21—+ VT EN, HBHEIE8OMbpsE CHEARE NS,

SRS

EERTHG

Fa1—DfEHERZRR

high-que D/ w NEHBY OO b

SNTWD &SR

Router_A#show qos queuing

interface : ewan 1
queuing type : CBQ
queuing-name : root-que (root que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 203/0
bytes : 25821/0
over count 0
delay count O
queuing-name : default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 4/0
bytes : 312/0
over count 0
delay count O
borrow : 0
queuing-name : high-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 199/0
bytes : 25509/0
over count 0
delay count 0
borrow : 0
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ip route 0.0.0.0 0.0.0.0 pppoe 1

access-list 1 permit any

access-list 101 permit tcp any any eq telnet
access-list 102 permit tcp any any eq www
access-list 103 permit tcp any any eq ftp
access-list 103 permit tcp any any eq ftp-data
interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

interface pppoe 1

gos output bandwidth 100M priq

gos-que priq default-que priority 0 default
gos-que priq high-que priority 7

gos-que priq low-que priority 1

gos-que priq middle-que priority 3
service-policy output policy1

ip nat inside source list 1 interface

pppoe server internet

DPPOE ACCOUN ********@¥sx %% ng o *wwss
pppoe type host

exit

class-map low-class

match ip access-group 103

exit

class-map high-class

match ip access-group 101

exit

class-map middle-class

match ip access-group 102
exit
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exit

exit

exit

exit
end

action-map low-action
set queuing low-que

action-map high-action
set queuing high-que

action-map middle-action
set queuing middle-que

policy-map policy1

class high-class action high-action
class middle-class action middle-action
class low-class action low-action

WEEF

=
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#access-list 1 permit any
Router(config)#access-list 101 permit tcp any any eq telnet
Router(config)#access-list 102 permit tcp any any eq www
Router(config)#access-list 103 permit tcp any any eq ftp
Router(config)#access-list 103 permit tcp any any eq ftp-data
Router(config)#interface lan 1

Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router(config-if lan 1)#exit

Router(config)#interface pppoe 1

Router(config-if pppoe 1)# qos output bandwidth 100M priq
Router(config-if pppoe 1)# qos-que priq default-que priority 0 default
Router(config-if pppoe 1)# qos-que priq high-que priority 7
Router(config-if pppoe 1)# qos-que priq low-que priority 1
Router(config-if pppoe 1)# qos-que priq middle-que priority 3
Router(config-if pppoe 1)# service-policy output policy1
Router(config-if pppoe 1)# ip nat inside source list 1 interface
Router(config-if pppoe 1)# pppoe server internet
Router(config-if pppoe 1)# pppoe account ********@*** *** ne.jp ******
Router(config-if pppoe 1)# pppoe type host

Router(config-if pppoe 1)#exit

Router(config)#class-map low-class
Router(config-class-map)# match ip access-group 103
Router(config-class-map)#exit

Router(config)#class-map high-class
Router(config-class-map)# match ip access-group 101
Router(config-class-map)#exit

Router(config)#class-map middle-class
Router(config-class-map)# match ip access-group 102
Router(config-class-map)#exit

Router(config)#action-map low-action
Router(config-action-map)# set queuing low-que
Router(config-action-map)#exit
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Router(config)#action-map high-action
Router(config-action-map)# set queuing high-que
Router(config-action-map)#exit

Router(config)#action-map middle-action
Router(config-action-map)# set queuing middle-que
Router(config-action-map)#exit

Router(config)#policy-map policy1

Router(config-policy-map)# class high-class action high-action
Router(config-policy-map)# class middle-class action middle-action
Router(config-policy-map)# class low-class action low-action
Router(config-policy-map)#exit

Router(config)#end

Router#save SIDE-A.cfg
% saving working-config
% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

RERREDREST |

TORAUZX MR UE T,

SRS

EEZRTHG

7Ot R MESHZEFRT |Router#tshow access-lists

Standard IP access list 1
permit any

SREDIEULWC & &=HESR |Extended IP access list 101

permit tcp any any eq telnet

SERENIEUWC & &#HESR |Extended IP access list 102

permit tcp any any eq www

SREDIEULUWC & =HESR |Extended IP access list 103

permit tcp any any eq ftp
permit tcp any any eq ftp-data

W ERREDHESY 2

*1_’( )7%7%%5@5:1,\ bgsg_o

1.PC-AD5SInternet~MTELNETBE®D/ Vv K& Thigh-quellCFa1—A T EN. BEE7 TEES

ﬂéo

EERAE

EIERE]

F 1 —DfEHERZFRT |Router#'show qos queuing

interface : pppoe 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 8/0
bytes : 888/0
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high-que M/ w N AD Y b
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period cnt : 8
queuing-name low-que
priority : 1
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
periodcnt: 0
queuing-name middle-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt: 0
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 63/0
bytes : 4292/0
period cnt : 63

2. PC-ADSIinternet~OWWWEED/ v & Tmiddle-quel([CFa—o TSN, BERE I3 TEETND,

iSRS

EERTHG

Fa1—DfEHERZRR

middle-que Dy MDD b
INTWVDC &SR

Router#show qos queuing

interface : pppoe 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 8/0
bytes : 888/0
period cnt : 8
queuing-name low-que
priority : 1
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt: 0
queuing-name middle-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 57/0
bytes : 4218/0
period cnt : 47
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 63/0
bytes : 4292/0
period cnt : 63
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Router#show qos queuing

interface : pppoe 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 8/0
bytes : 888/0
period cnt : 8
gqueuing-name low-que
priority : 1
queue length/limit : 0/50
sent/drop packets:
packets : 19/0
bytes : 1361/0
period cnt : 19
queuing-name middle-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 57/0
bytes : 4218/0
period cnt : 47
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 63/0
bytes : 4292/0
period cnt : 63
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W< REE

ip route 0.0.0.0 0.0.0.0 pppoe 1

access-list 1 permit any

access-list 101 permit tcp any any eq www

access-list 102 permit tcp any any eq ftp

access-list 102 permit tcp any any eq ftp-data

interface lan 1

ip address 192.168.0.1 255.255.255.0

exit

interface pppoe 1

gos output bandwidth 100M cbq

gos-que chq default-que bandwidth 50 parent root-que borrow default
gos-que cbq que1 bandwidth 30 parent root-que priority 3 borrow
gos-que cbq que2 bandwidth 20 parent root-que priority 3 borrow
gos-que chq root-que bandwidth 100 parent NULL

service-policy output policy1

ip nat inside source list 1 interface

pppoe server internet

DPPOE ACCOUN ********@¥*x %% g o *wwss

pppoe type host

exit

class-map class1

match ip access-group 101

exit

class-map class2

match ip access-group 102

exitaction-map action1

set queuing que1
exit
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exit

exit
end

action-map action2
set queuing que2

policy-map policy1
class class1 action action1
class class2 action action2

=

REAE
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Router>enable
Enter password:
Router#
Router#clear working.cfg
Router#
Router#configure terminal
Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#access-list 1 permit any
Router(config)#access-list 101 permit tcp any any eq www
Router(config)#access-list 102 permit tcp any any eq ftp
Router(config)#access-list 102 permit tcp any any eq ftp-data
Router(config)#interface lan 1
Router(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
(
(
(
(

—_— — — —

Router(config-if lan 1)#exit

Router(config)#interface pppoe 1

Router(config-if pppoe 1)# qos output bandwidth 100M cbq

Router(config-if pppoe 1)# qos-que cbq default-que bandwidth 50 parent root-que borrow
default

Router(config-if pppoe 1
Router(config-if pppoe 1
Router(config-if pppoe 1
Router(config-if pppoe 1
Router(config-if pppoe 1
Router(config-if pppoe 1
Router(config-if pppoe 1
Router(config-if pppoe 1
Router(config-if pppoe 1)#exit
Router(config)#class-map class1
Router(config-class-map)# match ip access-group 101
Router(config-class-map)#exit

( # qos-que cbq que1 bandwidth 30 parent root-que priority 3 borrow
(
(
(
(
(
(
(
(
(
(
(
Router(config)#action-map action1
(
(
(
(
(
(
(
(
(
(
(
(

# qos-que cbq que2 bandwidth 20 parent root-que priority 3 borrow
# qos-que cbq root-que bandwidth 100 parent NULL

# service-policy output high-policy

# ip nat inside source list 1 interface

# pppoe server internet

# PDPOE ACCOUNE *+*+++*¥@#¥** ¥+% g [ *rwws

# pppoe type host

—_— = — — — — — —

Router(config-action-map)# set queuing que1
Router(config-action-map)#exit
Router(config)#class-map class2
Router(config-class-map)# match ip access-group 102
Router(config-class-map)#exit
Router(config)#action-map action2
Router(config-action-map)# set queuing que2
Router(config-action-map)#exit
Router(config)#policy-map policy1
Router(config-policy-map)# class class1 action action1
Router(config-policy-map)# class class2 action action2
Router(config-policy-map)#exit




SRTERTE |Routerffsave SIDE-A.cfg
% saving working-config

% finished saving

Router#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

borrowsZEIC DT
ROSRICEEDONIFZOFEEZFIATDERECIT,
RETEICHE) T DIEEEborrowsREZH L TLEE L,

WG ERRRODREST 1
FPURAUR NERRBUET,

SRS

EERTG

7R MERERTR

FHEDIELWC & 72HERR

FHEDIELWC & 72HERR

Router#tshow access-lists

Standard IP access list 1
permit any

Extended IP access list 101

permit tcp any any eq www

Extended IP access list 102
permit tcp any any eq ftp
permit tcp any any eq ftp-data

FHEDIELWC & 72HERR

WEEIRRRDHER 2
Fa1—AVIRRERRLUET.
1. HTTP&ED/ v & [quelJ[CF1—1 Y&, #Hld30MbpsE CRES NS,

SR EERTHG

+ 1 —DfFsHETRZ R |Router#tishow qos queuing
interface : pppoe 1
queuing type : CBQ
queuing-name : root-que (root que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 36/0
bytes : 11305/0
over count 0
delay count 0
queuing-name : default-que (default que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
borrow : 0
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queuing-name : que2
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
borrow : 0
queuing-name : que1
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 36/0
bytes : 11305/0
over count 0
delay count O
borrow : 0

2. FTP&ED/ T v b [que2][CF 21—+ VT EN, BEIF20MbpsE CTHARE NS,

RAS

EEFRH

Fa1—DEHERZRT

quel D)XT Y MIDADY hanT
W\ C &SR

Router#show qos queuing

interface : pppoe 1
queuing type : CBQ
queuing-name : root-que (root que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 370/0
bytes : 57337/0
over count 0
delay count 0
queuing-name : default-que (default que)
priority : O
queue length/limit : 0/50
sent/drop packets:
packets : 310/0
bytes : 44330/0
over count 0
delay count 0
borrow : 0
queuing-name : que2
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 18/0
bytes : 1306/0
over count 0
delay count 0
borrow : 0
queuing-name : que1
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 42/0
bytes : 11701/0
over count 0
delay count O
borrow : 0
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3. TELNET@®ED/ T v bl [default-quel[CF 21— VTSN, FEIFEOMbpsE CTHASND.

SRS

EERTHG

Fa1—DOfEHERZRR

default-que DTy MDD b

SNTVS C E7ZRER

Router#show qos queuing

interface : pppoe 1
queuing type : CBQ
queuing-name : root-que (root que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 421/0
bytes : 60828/0
over count 0
delay count 0
queuing-name : default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 361/0
bytes : 47821/0
over count 0
delay count O
borrow : 0
queuing-name : que2
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 18/0
bytes : 1306/0
over count 0
delay count 0
borrow : 0
queuing-name : que1
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 42/0
bytes : 11701/0
over count 0
delay count 0

borrow : 0




IPsec VPNTHLRMZEHT 3188 0 BEHES

| BalsE
Router A(#F#t) &Router B(ZE) B2 VPNEZE# L. IPsecBEZ{TWVE T,

Router A&Router BOPPPoE 1 h 5 ATND/ Ty MIDWT, LIFOESIBRI CEELUE T,
TELNETHERE 7 (&ER)

WWWISESEE 3
FTPIFEEE 1
BERHZS LD E)\T Y bOIEFROANB DD QFET S, anti-replay#eeFHEMNCLE T,
WERL
172.16.00/16]
At
LANT N PPPoE1 ——
172.16.0.1 m‘ 192.02.1 =N
u]
[m]
X5
LANT sy PPPOE1
e P ——————— P
172.17.02 192.0.2.129
172.17.0.0/16
[m]

BIY Y REE T (Router A)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 172.17.0.0 255.255.0.0 connected ipsecif 1
access-list 101 permit tcp any any eq telnet
access-list 102 permit tcp any any eq www
access-list 103 permit tcp any any eq ftp
access-list 103 permit tcp any any eq ftp-data
vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 172.16.0.0 0.0.255.255 172.17.0.0 0.0.255.255
ipsec access-list 64 bypass ip any any

ipsec transform-set t1 esp-null

hostname Router_A

interface ipsecif 1

gos output bandwidth 100M priq

gos-que priq default-que priority 0 default
gos-que priq high-que priority 7

gos-que priq low-que priority 1

gos-que priq middle-que priority 3
service-policy output policy1

crypto map map1

exit
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interface lan 1

ip address 172.16.0.1 255.255.0.0
exit

interface pppoe 1

ip address 192.0.2.1

ip nat inside source list 1 interface
pppoe server test1

DPPOE ACCOUNt ********@*#* %% ng oy *rwss
pppoe type lan

exit

crypto isakmp policy 1
authentication prekey

encryption aes 256

hash sha

key ascii furukawa

lifetime 86400

my-identity kyoten1
negotiation-mode aggressive
peer-identity address 192.0.2.129
exit

crypto map map1 1

match address 1

set peer address 192.0.2.129

set security-association lifetime seconds 28800
set transform-set t1

anti-replay disable

exit

class-map low-class

match ip access-group 103

exit

class-map high-class

match ip access-group 101

exit

class-map middle-class

match ip access-group 102

exit

action-map low-action

set queuing low-que

exit

action-map high-action

set queuing high-que

exit

action-map middle-action

set queuing middle-que

exit

policy-map policy1

class high-class action high-action
class middle-class action middle-action
class low-class action low-action
exit

end
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 172.17.0.0 255.255.0.0 connected ipsecif 1
Router(config)#access-list 1 permit any

Router(config)#access-list 101 permit tcp any any eq telnet

Router(config)#access-list 102 permit tcp any any eq www

Router(config)#access-list 103 permit tcp any any eq ftp

Router(config)#access-list 103 permit tcp any any eq ftp-data

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip 172.16.0.0 0.0.255.255 172.17.0.0 0.0.255.255
Router(config)#ipsec access-list 64 bypass ip any any

Router(config)#ipsec transform-set t1 esp-null

Router(config)#hostname Router_A

Router_A(config)#interface ipsecif 1

Router_A(config-if ipsecif 1)# gos output bandwidth 100M priq

Router_A(config-if ipsecif 1)# qos-que priq default-que priority 0 default
Router_A(config-if ipsecif 1)# qos-que priq high-que priority 7

Router_A(config-if ipsecif 1)# qos-que priq low-que priority 1

Router_A(config-if ipsecif 1)# gos-que priq middle-que priority 3

Router_A(config-if ipsecif 1)# service-policy output policy1

Router_A(config-if ipsecif 1)# crypto map map1

Router_A(config-if ipsecif 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 172.16.0.1 255.255.0.0

Router_A(config-if lan 1)#exit

Router_A(config)#interface pppoe 1

Router_A(config-if pppoe 1)# ip address 192.0.2.1

Router_A(config-if pppoe 1)# ip nat inside source list 1 interface

Router_A(config-if pppoe 1)# pppoe server test1
)
)

— e e e e ~— —

Router_A(config-if pppoe 1)# pppoe account ********@*** *** ne jp ******
Router_A(config-if pppoe 1)# pppoe type lan
Router_A(config-if pppoe 1)#exit
Router_A(config)#crypto isakmp policy 1
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# encryption aes 256
Router_A(config-isakmp)# hash sha
Router_A(config-isakmp)# key ascii furukawa
Router_A(config-isakmp)# lifetime 86400
Router_A(config-isakmp)# my-identity kyoten1
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity address 192.0.2.129
Router_A(config-isakmp)#exit
Router_A(config)#crypto map map1 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer address 192.0.2.129

(

(

(

(

— = = — — —

Router_A(config-crypto-map)# set security-association lifetime seconds 28800
Router_A(config-crypto-map)# set transform-set t1
Router_A(config-crypto-map)# anti-replay disable
Router_A(config-crypto-map)#exit
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Router_A(config)#class-map low-class
Router_A(config-class-map)# match ip access-group 103
Router_A(config-class-map)#exit
Router_A(config)#class-map high-class
Router_A(config-class-map)# match ip access-group 101
Router_A(config-class-map)#exit
Router_A(config)#class-map middle-class
Router_A(config-class-map)# match ip access-group 102
Router_A(config-class-map)#exit
Router_A(config)#action-map low-action
Router_A(config-action-map)# set queuing low-que
Router_A(config-action-map)#exit
Router_A(config)#action-map high-action
Router_A(config-action-map)# set queuing high-que
Router_A(config-action-map)#exit

Router_A(config)#action-map middle-action
Router_A(config-action-map)# set queuing middle-que
Router_A(config-action-map)#exit

Router_A(config)#policy-map policy1

Router_A(config-policy-map)# class high-class action high-action
Router_A(config-policy-map)# class middle-class action middle-action
Router_A(config-policy-map)# class low-class action low-action
Router_A(config-policy-map)#exit

Router_A(config)#end

XTER1E |Router_A#fsave SIDE-A.cfy
% saving working-config
% finished saving

FEEBICE |Router_Atreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

B~ REEE2 (Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1
ip route 172.16.0.0 255.255.0.0 connected ipsecif 1
access-list 101 permit tcp any any eq telnet

access-list 102 permit tcp any any eq www

access-list 103 permit tcp any any eq ftp

access-list 103 permit tcp any any eq ftp-data

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 172.17.0.0 0.0.255.255 172.16.1.0
0.0.255.255

ipsec access-list 64 bypass ip any any

ipsec transform-set t1 esp-null
hostname Router B

interface pppoe 1

ip address 192.0.2.129

ip nat inside source list 1 interface
pppoe server test1

pppoe account *******F@*** *** ne jp

pppoe type lan
exit

*kkkkk




interface ipsecif 1

gos output bandwidth 100M priq
gos-que priq default-que priority 0 default
gos-que priq high-que priority 7
gos-que priq low-que priority 1
gos-que priq middle-que priority 3
service-policy output policy1
crypto map map1

exit

interface lan 1

ip address 172.17.2.1 255.255.255.0
exit

crypto isakmp policy 1
authentication prekey

encryption aes 256

hash sha

key ascii furukawa

lifetime 86400

negotiation-mode main
peer-identity host kyoten1

exit

crypto map map1 1

match address 1

set peer host kyoten1

set security-association lifetime seconds 28800
set transform-set t1

anti-replay disable

exit

class-map low-class

match ip access-group 103

exit

class-map high-class

match ip access-group 101

exit

class-map middle-class

match ip access-group 102

exit

action-map low-action

set queuing low-que

exit

action-map high-action

set queuing high-que

exit

action-map middle-action

set queuing middle-que

exit

policy-map policy1

class high-class action high-action
class middle-class action middle-action
class low-class action low-action
exit

end
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 192.0.2.130
Router(config)#ip route 172.16.0.0 255.255.0.0 connected ipsecif 1
Router(config)#access-list 101 permit tcp any any eq telnet

Router(config)#access-list 102 permit tcp any any eq www

Router(config)#access-list 103 permit tcp any any eq ftp

Router(config)#access-list 103 permit tcp any any eq ftp-data

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip 172.17.0.0 0.0.255.255 172.16.1.0 0.0.255.255
Router(config)#ipsec access-list 64 bypass ip any any

Router(config)#ipsec transform-set t1 esp-null

Router(config)#hostname Router_B

Router_B(config)#interface pppoe 1

Router_B(config-if pppoe 1)# ip address 192.0.2.129
Router_B(config-if pppoe 1)# ip nat inside source list 1 interface
Router_B(config-if pppoe 1)# pppoe server test1

Router_B(config-if pppoe 1)# pppoe account ********@*** *** ne jp ******
Router_B(config-if pppoe 1)# pppoe type lan

Router_B(config-if pppoe 1)#exit

Router_B(config)#interface ipsecif 1

Router_B(config-if ipsecif 1)# qos output bandwidth 100M priq

Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B
Router_B

config-if ipsecif 1
config-if ipsecif 1
config-if ipsecif 1
config-if ipsecif 1
config-if ipsecif 1

# qos-que priq default-que priority 0 default

# qos-que priq high-que priority 7

# qos-que priq low-que priority 1

# gos-que priq middle-que priority 3

# service-policy output policy1

config-if ipsecif 1)# crypto map map1

config-if ipsecif 1)#exit

config)#interface lan 1

config-if lan 1)# ip address 172.17.2.1 255.255.255.0

config-if lan 1)#exit

config)#crypto isakmp policy 1

config-isakmp)# authentication prekey

config-isakmp)# encryption aes 256

config-isakmp)# hash sha

config-isakmp)# key ascii furukawa

config-isakmp)# lifetime 86400

config-isakmp)# negotiation-mode main

config-isakmp)# peer-identity host kyoten1

config-isakmp)#exit

config)#crypto map map1 1

config-crypto-map)# match address 1

config-crypto-map)# set peer host kyoten1

config-crypto-map)# set security-association lifetime seconds 28800
config-crypto-map)# set transform-set t1
)
)
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config-crypto-map)# anti-replay disable
config-crypto-map)#exit

config)#class-map low-class
config-class-map)# match ip access-group 103

PGP PP PP PP PPy




Router_B(config-class-map)#exit
Router_B(config)#class-map high-class
Router_B(config-class-map)# match ip access-group 101
Router_B(config-class-map)#exit
Router_B(config)#class-map middle-class
Router_B(config-class-map)# match ip access-group 102
Router_B(config-class-map)#exit
Router_B(config)#action-map low-action
Router_B(config-action-map)# set queuing low-que
Router_B(config-action-map)#exit
Router_B(config)#action-map high-action
Router_B(config-action-map)# set queuing high-que
Router_B(config-action-map)#exit
Router_B(config)#action-map middle-action
Router_B(config-action-map)# set queuing middle-que
Router_B(config-action-map)#exit

Router_B(config)#policy-map policy1

Router_B(config-policy-map)# class high-class action high-action
Router_B(config-policy-map)# class middle-class action middle-action
Router_B(config-policy-map)# class low-class action low-action
Router_B(config-policy-map)#exit

Router_B(config)#end

X117 |Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

K EMHIICE) Router Bftreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

WG EIRRRODREST 1
7 URAUR NERRBUET,

SRS EERTH

TR R MNERZRTR |Router_A#tshow access-lists

SREDE LWLC &% HESE |Extended IP access list 101
permit tcp any any eq telnet

SRENE LWLC &% HESE |Extended IP access list 102
permit tcp any any eq www

SRENE LT & %HESE |Extended IP access list 103
permit tcp any any eq ftp
permit tcp any any eq ftp-data




WEEIRRRODRESR 2
Fa—AVIRRERBLET,
1. TELNET®ED/ (& v Ma Thigh-quel S 21—+ YN, BHE 7 TRIESN .

fESRAE EERTH

1 —DffiEHEIRZZRR |Router_A#show qos queuing

interface : ipsecif 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
periodcnt: 0
queuing-name low-que
priority : 1
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt: 0
queuing-name middle-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt: 0
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
high-que M/ w NI DD b packets : 54/0
SNTWVWS T E7ZHEER | bytes : 2287/0
period cnt : 54

2. WWWEED/ v M Tmiddle-quellCFa—A VIS, BEE 3 TRETSND,

SRR [EEay]

+ 1 —DFiEHEHRZ R Router_A#show qos queuing

interface : ipsecif 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt: 0
queuing-name low-que
priority : 1
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
period cnt: 0
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queuing-name middle-que
priority : 3

queue length/limit : 0/50
sent/drop packets:
middle-que My MDY AD Y b packets : 42/0

SNTVDT 7SR | bytes : 11863/0
period cnt : 34

queuing-name high-que
priority : 7

queue length/limit : 0/50
sent/drop packets:
packets : 54/0

bytes : 2287/0

period cnt : 54

3. FTP&ED/ T v b [low-quel[CF 21— VT EN, BEE 1 TEESIND.

FESRAE [ ;]

1 —DffiEHEIRZRR |Router_A#show qos queuing

interface : ipsecif 1
queuing type : PRIQ
queuing-name default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
periodcnt: 0
queuing-name low-que
priority : 1
queue length/limit : 0/50
sent/drop packets:
low-que M)\T v MEHH D~ packets : 18/0
INTWVWS T &R | bytes : 834/0
period cnt: 18
queuing-name middle-que
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 42/0
bytes : 11863/0
period cnt : 38
queuing-name high-que
priority : 7
queue length/limit : 0/50
sent/drop packets:
packets : 54/0
bytes : 2287/0
period cnt : 54
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u}

B~ RERE 1 (Router A)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 172.17.0.0 255.255.0.0 connected ipsecif 1

access-list 101 permit tcp any any eq www

access-list 102 permit tcp any any eq ftp

access-list 102 permit tcp any any eq ftp-data

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 172.16.0.0 0.0.255.255 172.17.0.0 0.0.255.255
ipsec access-list 64 bypass ip any any

ipsec transform-set t1 esp-null

hostname Router_A

interface ipsecif 1

gos output bandwidth 100M cbq

gos-que chq default-que bandwidth 50 parent root-que borrow default
gos-que chq root-que bandwidth 100 parent NULL

gos-que cbq que1 bandwidth 30 parent root-que priority 3 borrow
gos-que cbq que2 bandwidth 20 parent root-que priority 3 borrow
service-policy output policy1

crypto map map1

exit




interface lan 1

ip address 172.16.0.1 255.255.0.0
exit

interface pppoe 1

ip address 192.0.2.1

ip nat inside source list 1 interface
pppoe server test1

pppoe account *******F@*** *** ne jp
pppoe type lan

exit

crypto isakmp policy 1
authentication prekey

encryption aes 256

hash sha

key ascii furukawa

lifetime 86400

my-identity kyoten1
negotiation-mode aggressive
peer-identity address 192.0.2.129
exit

crypto map map1 1

match address 1

set peer address 192.0.2.129

set security-association lifetime seconds 28800
set transform-set t1

anti-replay disable

exit

class-map class1

match ip access-group 101

exit

action-map action1

set queuing que1

exit

class-map class2

match ip access-group 102

exit

action-map action2

set queuing que2

exit

policy-map policy1

class class1 action action1

class class2 action action2

exit

end

*kkkkk
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W

&1 (Router A)

REAS

EERTH

FE1—TE— POBIT
JKRAD—RDOAS

RIEIBRDIIRIE

REE— ROZE
RENT]

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#ip route 172.17.0.0 255.255.0.0 connected ipsecif 1
Router(config)#access-list 101 permit tcp any any eq telnet

Router(config)#access-list 102 permit tcp any any eq www

Router(config)#access-list 103 permit tcp any any eq ftp

Router(config)#access-list 103 permit tcp any any eq ftp-data

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip 172.16.0.0 0.0.255.255 172.17.0.0 0.0.255.255
Router(config)#ipsec access-list 64 bypass ip any any

Router(config)#ipsec transform-set t1 esp-null

Router(config)#hostname Router A

Router_A(config)#interface ipsecif 1

Router_A(config-if ipsecif 1)# qos output bandwidth 100M cbq

Router_A(config-if ipsecif 1)# qos-que cbq default-que bandwidth 50 parent root-que borrow
default

Router_A(config-if ipsecif 1)# qos-que cbq root-que bandwidth 100 parent NULL
Router_A(config-if ipsecif 1)# qos-que cbq que1 bandwidth 30 parent root-que priority 3
borrow

Router_A(config-if ipsecif 1)# qos-que cbq que2 bandwidth 20 parent root-que priority 3
borrow
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A

config-if ipsecif 1)# service-policy output high-policy
config-if ipsecif 1)# crypto map map1

config-if ipsecif 1)#exit

config)#interface lan 1

config-if lan 1)# ip address 172.16.0.1 255.255.0.0
config-if lan 1)#exit

config)#interface pppoe 1

config-if pppoe 1)# ip address 192.0.2.1

config-if pppoe 1)# ip nat inside source list 1 interface
config-if pppoe 1)# pppoe server test1

config-if pppoe 1)# pppoe account ********@*** *** ne. jp ******
config-if pppoe 1)# pppoe type lan

config-if pppoe 1)#exit

config)#crypto isakmp policy 1

config-isakmp)# authentication prekey
config-isakmp)# encryption aes 256

config-isakmp)# hash sha

config-isakmp)# key ascii furukawa

config-isakmp)# lifetime 86400

config-isakmp)# my-identity kyoten1

config-isakmp)# negotiation-mode aggressive
config-isakmp)# peer-identity address 192.0.2.129
config-isakmp)#exit

config)#crypto map map1 1

config-crypto-map)# match address 1
config-crypto-map)# set peer address 192.0.2.129
config-crypto-map)# set security-association lifetime seconds 28800
config-crypto-map)# set transform-set t1

A A A A A A A A A A A AA A AA A A A A A AAAAAAA




Router_A(config-crypto-map)# anti-replay disable
Router_A(config-crypto-map)#exit
Router_A(config)#class-map class1
Router_A(config-class-map)# match ip access-group 101
Router_A(config-class-map)#exit
Router_A(config)#action-map action1
Router_A(config-action-map)# set queuing que1
Router_A(config-action-map)#exit
Router_A(config)#class-map class?2
Router_A(config-class-map)# match ip access-group 102
Router_A(config-class-map)#exit
Router_A(config)#action-map action2
Router_A(config-action-map)# set queuing que2
Router_A(config-action-map)#exit
Router_A(config)#policy-map policy1
Router_A(config-policy-map)# class class1 action action1
Router_A(config-policy-map)# class class2 action action2
Router_A(config-policy-map)#exit

Router_A(config)#end

XTER1E |Router_A#fsave SIDE-A.cfy
% saving working-config
% finished saving

FEEBICE |Router_Atreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

B~ REE2 (Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 172.16.0.0 255.255.0.0 connected ipsecif 1

access-list 101 permit tcp any any eq www

access-list 102 permit tcp any any eq ftp

access-list 102 permit tcp any any eq ftp-data

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 172.17.0.0 0.0.255.255 172.16.1.0 0.0.255.255
ipsec access-list 64 bypass ip any any

ipsec transform-set t1 esp-null

hostname Router B

interface pppoe 1

ip address 192.0.2.129

ip nat inside source list 1 interface

pppoe server test1

DPPOE ACCOUN ******** @¥¥k %k g oy *iwwrx

pppoe type lan

exit

interface ipsecif 1

gos output bandwidth 100M cbhq

gos-que cbq default-que bandwidth 50 parent root-que borrow default
gos-que cbq root-que bandwidth 100 parent NULL

gos-que cbq que1 bandwidth 30 parent root-que priority 3 borrow
gos-que cbq que2 bandwidth 20 parent root-que priority 3 borrow
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service-policy output policy1
crypto map map1

exit

interface lan 1

ip address 172.17.2.1 255.255.255.0
exit

crypto isakmp policy 1
authentication prekey
encryption aes 256

hash sha

key ascii furukawa

lifetime 86400
negotiation-mode main
peer-identity host kyoten1
exit

crypto map map1 1

match address 1

set peer host kyoten1

set security-association lifetime seconds 28800
set transform-set t1
anti-replay disable

exit

class-map class1

match ip access-group 101
exit

action-map action1

set queuing que1

exit

class-map class2

match ip access-group 102
exit

action-map action2

set queuing que2

exit

policy-map policy1

class class1 action action1
class class2 action action2
exit

end

borrowsXE(C DT
BOSACEELRONIFZOFEZFAT HERETIT .
ERETIF(CHIFE] T DB E(EborrowsdEZN L TLIEEL,

52 (Router B)

REAE EEFRTH

BE1—E— RAND#E{T |Router>enable

JXRAT—RMDASI |Enter password:
Router#
SRTEEIROWEE  |Routerficlear working.cfg
Router#
SREET— ROZEFE  |Router#configure terminal
SRTEATI |Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

( )
( )
Router(config)
Router(config)
Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ip route 172.16.0.0 255.255.0.0 connected ipsecif 1
Router(config)#access-list 101 permit tcp any any eq www
#access-list 102 permit tcp any any eq ftp
#access-list 102 permit tcp any any eq ftp-data




Router(config)#@ipsec ip 172.17.0.0 0.0.255.255 172.16.1.0 0.0.255.255
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set t1 esp-null
Router(config)#hostname Router_B

Router_B(config)#interface pppoe 1

Router_B(config-if pppoe 1)# ip address 192.0.2.129
Router_B(config-if pppoe 1)# ip nat inside source list 1 interface
Router_B(config-if pppoe 1)# pppoe server test1
Router_B(config-if pppoe 1)# pppoe account ********@*** *** ne, jp ******
Router_B(config-if pppoe 1)# pppoe type lan

Router_B(config-if pppoe 1)#exit

Router_B(config)#interface ipsecif 1

Router_B(config-if ipsecif 1)# qos output bandwidth 100M cbq

(

Router_B(config-if ipsecif 1)# qos-que cbq default-que bandwidth 50 parent root-que borrow

default
Router_B(config-if ipsecif 1)# qos-que cbq root-que bandwidth 100 parent NULL

Router_B(config-if ipsecif 1)# qos-que cbq que1 bandwidth 30 parent root-que priority 3

borrow

Router_B(config-if ipsecif 1)# qos-que cbq que2 bandwidth 20 parent root-que priority 3

borrow
Router_B(config-if ipsecif 1)# service-policy output policy1
Router_B(config-if ipsecif 1)# crypto map map1
Router_B(config-if ipsecif 1)#exit
Router_B(config)#interface lan 1
Router_B(config-if lan 1)# ip address 172.17.2.1 255.255.255.0
Router_B(config-if lan 1)#exit
Router_B(config)#crypto isakmp policy 1
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# encryption aes 256
Router_B(config-isakmp)# hash sha
Router_B(config-isakmp)# key ascii furukawa
Router_B(config-isakmp)# lifetime 86400
Router_B(config-isakmp)# negotiation-mode main
Router_B(config-isakmp)# peer-identity host kyoten1
Router_B(config-isakmp)#exit
Router_B(config)#crypto map map1 1
Router_B(config-crypto-map)# match address 1
Router_B(config-crypto-map)# set peer host kyoten1
Router_B(config-crypto-map)# set security-association lifetime seconds 28800

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

Router_B(config-crypto-map)# anti-replay disable
Router_B(config-crypto-map)#exit
Router_B(config)#class-map class1
Router_B(config-class-map)# match ip access-group 101
Router_B(config-class-map)#exit
Router_B(config)#action-map action1
Router_B(config-action-map)# set queuing que1
Router_B(config-action-map)#exit
Router_B(config)#class-map class2
Router_B(config-class-map)# match ip access-group 102
Router_B(config-class-map)#exit
Router_B(config)#action-map action2
Router_B(config-action-map)# set queuing que?2
Router_B(config-action-map)#exit
Router_B(config)#policy-map policy1
Router_B(config-policy-map)# class class1 action action1
Router_B(config-policy-map)# class class2 action action2

)

)
Router_B(config-crypto-map)# set transform-set t1

)

)
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Router_B(config-policy-map)#exit
Router_B(config)#end

XTF1R*7F |Router B#save SIDE-A.cfg
% saving working-config
% finished saving

FEEFEICE |Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

WG ERRRODREST 1
7UEAUR MERRLET.

fEERAE

EERTH

7OEAYUR MERERTR

FRENIE LW & =R

FRENIE LW & ZHESR

Router_A#show access-lists

Extended IP access list 101
permit tcp any any eq www log

Extended IP access list 102
permit tcp any any eq ftp log
permit tcp any any eq ftp-data log

WEEIRRRDHERR 2
Fa1—AVIRRERRBLUET.

1. FTP&BED/\T v & Tque2 [CF 21—+ VT EN, BEIF20MbpsE CHEARENS.

SRS

EERRH

F1—DOfEHERZRR

que2 D)\ "B DY hEn
TWD T =R

Router_A#show qos queuing

interface : ipsecif 1
queuing type : CBQ
queuing-name : root-que (root que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 18/0
bytes : 836/0
over count 0
delay count 0
queuing-name : default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
borrow : 0
queuing-name : que2
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 18/0
bytes : 836/0




over count 0

delay count 0

borrow : 0

queuing-name : que1

priority : 3

queue length/limit : 0/50

sent/drop packets:
packets : 0/0
bytes : 0/0

over count 0

delay count 0

borrow : 0

2. WWWEBED/ 4w MME Tquel |

([CFa—A TSN, BFEIEBOMbpsF CTHERSND.

e

[ ;]

Fa1—DOfEHERZRR

quel D) w "B DY N
TWB T E=HesR

Router_A#show qos queuing

interface : ipsecif 1
queuing type : CBQ
queuing-name : root-que (root que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 53/0
bytes : 11165/0
over count 0
delay count 0
queuing-name : default-que (default que)
priority : 0
queue length/limit : 0/50
sent/drop packets:
packets : 0/0
bytes : 0/0
over count 0
delay count 0
borrow : 0
queuing-name : que2
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 18/0
bytes : 836/0
over count 0
delay count 0
borrow : 0
queuing-name : que1
priority : 3
queue length/limit : 0/50
sent/drop packets:
packets : 35/0
bytes : 10329/0
over count 0
delay count 0
borrow : 0
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B~ RERFE] (Router A)

hostname Router_A

interface ewan 1

ip address 192.0.2.1 255.255.255.252
exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

router ospf

network 192.0.2.0 0.0.0.3 area 0
network 192.168.1.0 0.0.0.255 area 0
exit

end

W= EF

&1 (Router A)

REANE EE&RHE

EHED—HE— RADT |Router>enable
JXXAT— RMDAS] |Enter password:
Router#
SREIBROIEL |Router#clear working.cfg
Router#
SRTEE— RDZEE |Router#configure terminal
SRTEATI |Router(config)#hostname Router A
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RERMF

Router_A(config)#interface ewan 1

Router_A(config-if ewan 1)# ip address 192.0.2.1 255.255.255.252
Router_A(config-if ewan 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#router ospf

Router_A(config-ospf)# network 192.0.2.0 0.0.0.3 area 0
Router_A(config-ospf)# network 192.168.1.0 0.0.0.255 area 0
Router_A(config-ospf)#exit

Router_A(config)#end

Router_A#save SIDE-A
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

B~ REEE2 (Router B)

interface ewan 1

exit
interface lan 1

exit

router ospf

exit
end

hostname Router_B

ip address 192.0.2.2 255.255.255.252

ip address 192.168.2.1 255.255.255.0

network 192.0.2.0 0.0.0.3 area 0
network 192.168.2.0 0.0.0.255 area 0

mEF

52 (Router B)

REANE

EERTHG

BE1—YE— RDOBT
JNRAD— RDOAF

BRI

HEE— ROEE
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#hostname Router_B

Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# ip address 192.0.2.2 255.255.255.252
Router_B(config-if ewan 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.2.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#router ospf

Router_B(config-ospf)# network 192.0.2.0 0.0.0.3 area 0
Router_B(config-ospf)# network 192.168.2.0 0.0.0.255 area 0
Router_B(config-ospf)#exit




Router_B(config)#end

ERTEfRTE |Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

2

i
T

Bi#cE) |Router Bt#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

.EQE:I /\_;\ODEEEIIL;\ -]
7\’(/ (_Jkﬁuﬁ%ﬁﬁum\ L/ig_o

SRS EERTHG

OSPF %A )\—I&3Z%KR |Router_A#ishow ip ospf neighbor

OSPF process 0:
Neighbor ID  Pri State Dead Time Address Interface RXmtL RqgstL DBsmL
% [192.168.2.1 1 Full/Backup 00:00:35 192.0.2.2 EWAN1:192.02.1 0 0 0

% 1 Neighbor IDICXEIL—% DIL—FIDHFRTRE N, StateHiFulliCiE > TVD T EZHERULTLREEL,

Eﬁﬁ'lklu\@ﬁ@ l:IIL,\
%‘%Eﬁé' ﬁ%ﬁ%ﬁﬁulm LJ %a_o

RS EERTH

JL—7 « > JE#HZZET |Router_A#show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/30 [110/1] is directly connected, EWAN1, 00:02:58
C>*192.0.2.0/30 is directly connected, EWAN1

O 192.168.1.0/24 [110/1] is directly connected, LAN, 00:03:08
C>*192.168.1.0/24 is directly connected, LAN

¥ |0O>*192.168.2.0/24 [110/2] via 192.0.2.2, EWAN1, 00:01:58

¥ 1 xEIL—F OLANRIO=R v fD—2(192.168.2.0/24) BRTRENTND T EZERLTLIEEL,

EQE’IX!Q\@EE l:IlL,\
OSPFI‘F‘%E%"%%&%EEEIU LJ ?f@_o

ERAE HEERTHG

OSPF JL—F « &8 %ZT |Router_A#show ip ospf route
OSPF process 0:
============ QSPF network routing table ============

BEBERIPELLWCEZER (N 192.0.2.0/30 [1] area: 0.0.0.0

directly connected, EWAN1
REEERNMELWC EZESE (N 192.168.1.0/24 [1] area: 0.0.0.0

directly connected, LAN
BERIBHRNMELVLC EZESS N 192.168.2.0/24 [2] area: 0.0.0.0

via 192.0.2.2, EWAN1
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WEEIRRRDRESR 4
OSPFF—S -2 E#HERBLET.

RS EERTHG

OSPF F—4H~—XIEH7%ZXKT |Router A#tshow ip ospf database
OSPF Router process 0 with ID (192.168.1.1)

Router Link States (Area 0.0.0.0)
BEROMELWVC EZFESR |Link ID ADV Router  Age Seq# CkSum Link count
192.168.1.1  192.168.1.1 155 0x80000017 0x0360 2
192.168.2.1  192.168.2.1 124 0x80000015 0x1849 2

Net Link States (Area 0.0.0.0)

BERAIELWVC & ZHERR |Link ID ADV Router  Age Seg# CkSum
192.0.2.1 192.168.1.1 158 0x80000001 0x62f3
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BEED2IVUT7DRY MDD —JZERIT DETE

Bk

HIFDTUTICAIBRT 9260/ L—57ZEWANTER LI T,

—_————_——— — — —_— — —_— —— —_—— —_——_——_——_——_——_——_——_————

NNy OIR—2IT U7 (area0)

192.0.2.0/30

192.168.1.0/24

WM< RERET (Router A)

WEET)

hostname Router A

interface ewan 1

ip address 192.0.2.1 255.255.255.252
exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

router ospf

network 192.0.2.0 0.0.0.3 area 0
network 192.168.1.0 0.0.0.255 area 0
exit

end

&1 (Router A)

LANT1

192.168.2.0/24

REANE

EERTHG

BED—YE— RAD#E{T |Router>enable

JXAT— RMDAJI |Enter password:

Router#
ERTEIBHMOYIEME |Routert#clear working.cfg
Router#

SREE— RDZEE |Router#configure terminal

XTEAJS] |Router(config)#hostname Router A




RERF

Router_A(config)#interface ewan 1

Router_A(config-if ewan 1)# ip address 192.0.2.1 255.255.255.252
Router_A(config-if ewan 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#router ospf

Router_A(config-ospf)# network 192.0.2.0 0.0.0.3 area 0
Router_A(config-ospf)# network 192.168.1.0 0.0.0.255 area 0
Router_A(config-ospf)#exit

Router_A(config)#end

Router_A#save SIDE-A
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

B~ REEE2 (Router B)

interface ewan 1

exit
interface lan 1

exit

router ospf

exit
end

hostname Router_B

ip address 192.0.2.2 255.255.255.252

ip address 192.168.2.1 255.255.255.0

network 192.0.2.0 0.0.0.3 area 0
network 192.168.2.0 0.0.0.255 area 1

mEF

52 (Router B)

REAH

EERTH

BE1—YE— RDOBT
JXRAD— RDOAT

BRI

HEE— ROEE
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#hostname Router_B

Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# ip address 192.0.2.2 255.255.255.252
Router_B(config-if ewan 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.2.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#router ospf

Router_B(config-ospf)# network 192.0.2.0 0.0.0.3 area 0
Router_B(config-ospf)# network 192.168.2.0 0.0.0.255 area 1
Router_B(config-ospf)#exit




Router_B(config)#end

ERTRTE |Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

ZEEBICE |Router Bi#freset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

ENEJ /u\@ﬁ&ﬂlb\
1 RAN\N—REZEZLFE T, (Router A)

SRS EERTG

OSPF A J)\—I&#%ZZFK |Router_A#show ip ospf neighbor

OSPF process 0:
Neighbor ID  Pri State Dead Time Address Interface RXmtL RqstL DBsmL
% |192.168.21 1 FullDR 00:00:35 192.0.2.2 EWAN1:192.0.2.1 0 0 0

¥ : Neighbor IDICEIL—% DIL—F IDHRTFEN. Stateh FulllCE > TWVWBD T EEEER UL TLEE LY.

2 kA )\—KezEsRLE I, (Router B)

A EERE]

OSPF &1 J)\—I&#%ZZK T |Router_B#show ip ospf neighbor

OSPF process 0:
Neighbor ID  Pri State Dead Time Address Interface RXmtL RqstL DBsmL
% |192.168.1.1 1 Ful/Backup 00:00:35 192.0.2.1 EWAN1:192.0.2.2 0 0 0

% 1 Neighbor IDICXEIL—% DIL—F IDHFRTRE N, StateHiFulliCiE > TVD T EZHER LTS,

E'Ik/u\@ﬁ& (51T
1 RERIERZERERLUE I, (Router A)

ﬁEquﬁ Eﬁi%a__\ﬁ“

I—F « 2 J1E#HR7ZFR Router_A#show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/30 [110/1] is directly connected, EWAN1, 00:02:02
C>*192.0.2.0/30 is directly connected, EWAN1

O 192.168.1.0/24 [110/1] is directly connected, LAN, 00:02:12
C>*192.168.1.0/24 is directly connected, LAN

¥ 0> *192.168.2.0/24 [110/2] via 192.0.2.2, EWAN1, 00:01:12

¥ WEIL—F DLANRIDR Y RT—25(192.168.2.0/24) BRTRENTVND T EZEER UL TLIEEL,
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2 REEmaEsE LR J. (Router B)

BT

EERTH

=T « VI ERERR

Router_B#show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/30 [110/1] is directly connected, EWAN1, 00:01:53
C>*192.0.2.0/30 is directly connected, EWAN1

0> *192.168.1.0/24 [110/2] via 192.0.2.1, EWAN1, 00:01:11

O 192.168.2.0/24 [110/1] is directly connected, LAN, 00:01:53
C>*192.168.2.0/24 is directly connected, LAN

¥ WEIL—F DLANRIO=R Y RT—5(192.168.1.0/24) BRTRENTVND T EZEFR UL TLIEE L,

WG EIRREDRESR 3

1 OSPHEREIEHRZEZE LE T, (Router A)

RS

EERTHG

OSPFIL—T « VJIERZRR

RERIEHROE LWL &7z HER
REREHROE LW &= HER

RERIEROE LW &= HER

REREHROE LW &= R

Router_A#show ip ospf route
OSPF process 0:
============ QSPF network routing table ============

N 192.0.2.0/30 [1] area: 0.0.0.0

directly connected, EWAN1
N 192.168.1.0/24 [1] area: 0.0.0.0

directly connected, LAN
N 192.168.2.0/24 [2] area: 0.0.0.0

via 192.0.2.2, EWAN1

============ QSPF router routing table =============
R 192.168.2.1 [1] area: 0.0.0.0, ABR
via 192.0.2.2, EWAN1

2 OSPFRRIEsHh=HERLE I, (Router B)

A

EERE]

OSPFIL—T « VI IERZRR

REBIWOE LWV &2 S
REBIWOE LWV &2 S

REREROE LW &7z

Router_B#show ip ospf route
OSPF process 0:
============ OQSPF network routing table ============
N  192.0.2.0/30 [1] area: 0.0.0.0
directly connected, EWAN1

N  192.168.1.0/24 [1] area: 0.0.0.0
via 192.0.2.1, EWAN1
N  192.168.2.0/24 [2] area: 0.0.0.1

directly connected, LAN




164

W= IRREDHESS 4
1 OSPFF—IX—XIEHRZERLUE T, (Router A)

EERTHG

OSPF Router process 0 with ID (192.168.1.1)

Router Link States (Area 0.0.0.0)

Age Seq# CkSum Link count
86 0x80000005 0x3d37 2
88 0x80000002 0xc628 1

Net Link States (Area 0.0.0.0)

Age Seq# CkSum
89 0x80000001 0x4d07

Summary Link States (Area 0.0.0.0)

Age Seq# CkSum Route
125 0x80000001 0x8df6 192.168.2.0/24

EERAE
OSPF F—4o~—XIEH7%ZXKT |Router A#tshow ip ospf database
&R ELWVLC EZREER |Link ID ADV Router
192.168.1.1 192.168.1.1
192.168.2.1 192.168.2.1
&R ELWVLC EZREER |Link ID ADV Router
192.0.2.2 192.168.2.1
1EFRHELWC EZEER |Link ID ADV Router
192.168.2.0 192.168.2.1

2 OSPFF—oX—XIEHRZHERLE I, (Router B)

ESRAE

EERTHG

OSPF F—I X —RIERZZRR

1EFROE LW &SR |Link ID ADV Router
192.168.1.1 192.168.1.1
192.168.2.1 192.168.2.1
1EFROE LW &SR |Link ID ADV Router
192.0.2.2 192.168.2.1
1EFROE LWV &SR |Link ID ADV Router
192.168.2.0 192.168.2.1
1EFROE LWV &SR |Link ID ADV Router
192.168.2.1 192.168.2.1
1EFROE LW &SR |Link ID ADV Router
192.0.2.0 192.168.2.1
192.168.1.0 192.168.2.1

Router_B#show ip ospf database
OSPF Router process 0 with ID (192.168.2.1)

Router Link States (Area 0.0.0.0)

Age Seq# CkSum Link count
87 0x80000005 0x3d37 2
87 0x80000002 0xc628 1

Net Link States (Area 0.0.0.0)

Age Seq# CkSum
88 0x80000001 0x4d07

Summary Link States (Area 0.0.0.0)

Age Seq# CkSum Route
125 0x80000001 0x8df6 192.168.2.0/24

Router Link States (Area 0.0.0.1)

Age Seq# CkSum Link count
90 0x80000003 0x8684 1

Summary Link States (Area 0.0.0.1)

Age Seq# CkSum Route
125 0x80000001 0x63cc 192.0.2.0/30
83 0x80000001 Oxa2e1 192.168.1.0/24
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POBHIZED CIFNE T,
POBHZHB TIENE T,
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hostname Router A

interface ewan 1

ip address 192.0.2.6 255.255.255.252
exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

router rip

network 192.0.2.4 255.255.255.252
redistribute connected

exit

end




W

&1 (Router A)

REAS EERTH

FEI—YE— RADF#IT |Router>enable
JXZAT— RMDAS |Enter password:
Router#
SRTEIEERMAER{L, |Router#clear working.cfg
Router#
= ET— RopzsE |Router#configure terminal
sz 7 Router(config)#hostname Router_A
Router_A(config)#interface ewan 1
Router_A(config-if ewan 1)# ip address 192.0.2.6 255.255.255.252
Router_A(config-if ewan 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#router rip
Router_A(config-rip)# network 192.0.2.4 255.255.255.252
Router_A(config-rip)# redistribute connected
Router_A(config-rip)#exit
Router_A(config)#end

L Router_A#save SIDE-A.cfg
SERTF | % saving working-config
% finished saving

Router_A#reset

FEEECE |Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

W< RERE2 (Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1
access-list 1 permit any

hostname Router_B

interface ewan 2

ip address 192.0.2.1 255.255.255.252
exit

interface lan 1

ip address 192.0.2.5 255.255.255.252
exit

interface pppoe 1

ip nat inside source list 1 interface
pppoe server internet

pppoe account fitel@furukawa fitelnet
pppoe type host

exit

router rip

default-information originate

network 192.0.2.4 255.255.255.252
redistribute ospf

exit

router ospf

default-information originate

network 192.0.2.0 0.0.0.3 area 0
redistribute rip

exit

end
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W

52 (Router B)

RENE

EERTHG

FEI—TE— POBAT
JCRAD— RDOAF

RIEIBFRDYIHE

FET— ROZE
HENT]

RERF

2

i
o

B

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router_B(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router_B(config)#access-list 1 permit any
Router_B(config)#hostname Router_B
Router_B(config)#interface ewan 2

Router_B(config-if ewan 2)# ip address 192.0.2.1 255.255.255.252
Router_B(config-if ewan 2)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.0.2.5 255.255.255.252
Router_B(config-if lan 1)#exit

Router_B(config)#interface pppoe 1

Router_B(config-if pppoe 1)# ip nat inside source list 1 interface
Router_B(config-if pppoe 1)# pppoe server internet
Router_B(config-if pppoe 1)# pppoe account fitelnet@furukawa fitelnet
Router_B(config-if pppoe 1)# pppoe type host
Router_B(config-if pppoe 1)#exit

Router_B(config)#router rip

Router_B(config-rip)# default-information originate
Router_B(config-rip)# network 192.0.2.4 255.255.255.252
Router_B(config-rip)# redistribute ospf
Router_B(config-rip)#exit

Router_B(config)#router ospf

Router_B(config-ospf)# default-information originate
Router_B(config-ospf)# network 192.0.2.0 0.0.0.3 area 0
Router_B(config-ospf)# redistribute rip
Router_B(config-ospf)#exit

Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

B~ RERFES(Router C)

exit
interface lan 1

exit

router ospf

exit
end

hostname Router C
interface ewan 1
ip address 192.0.2.2 255.255.255.252

ip address 192.168.2.1 255.255.255.0

network 192.0.2.0 0.0.0.252 area 0
network 192.168.2.0 0.0.0.255 area 0




BT

B3 (Router C)

BENE

EERTHG

FE1—TE— PODBIT
JKRAD—RDAT

SEIBRODYIHE

BET—ROZE
BHENT]

BRERE

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#hostname Router_C

Router_C(config)#interface ewan 1

Router_C(config-if ewan 1)# ip address 192.0.2.2 255.255.255.252
Router_C(config-if ewan 1)#exit

Router_C(config)#interface lan 1

Router_C(config-if lan 1)# ip address 192.168.2.1 255.255.255.0
Router_C(config-if lan 1)#exit

Router_C(config)#router ospf

Router_C(config-ospf)# network 192.0.2.0 0.0.0.252 area 0
Router_C(config-ospf)# network 192.168.2.0 0.0.0.255 area 0
Router_C(config-ospf)#exit

Router_C(config)#end

Router_C#save SIDE-A.cfg
% saving working-config
% finished saving

Router_C#resetGoing to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

E'Ik/ux@ﬁ&ﬂlb\
1 RIPREIEHRZESZUE I, (Router A)

HRAS

EERTHG

RIP RSBz Rm

Router_A#show ip route rip

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

R>*0.0.0.0/0 [120/2] via 192.0.2.5, EWANT1, 00:10:11
R>*192.168.2.0/24 [120/2] via 192.0.2.5, EWAN1, 00:01:45

¥IRIARKRyTE b'C'Router BOLAN 10DIP7 RURTH 2T T # ) hMb— FDRIPO#FEE L TRREN
TW3 T &, Router COLANfllO=® Y RT—2(192.168.2.0/24) BRIPOERE U THRRENTWVSD I &

ZHESRLTLIEE LY,

2 RIPRREERZHEELUE T, (Router B)

EERAE

[ ]

RIP RS8Rz R

Router_B#show ip route rip

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

R>*192.168.1.0/24 [120/2] via 192.0.2.6, LAN, 00:10:38

% ! Router A@LAN{E'JCDZ‘J FDJ—2(192.168.1.0/24) hRIPD#EIEE UTRRENTVD T E=ZEFRLT

<IEZELY,
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EXTEIRREDERS 2

1 RAN\—REZEZELEFE T, (Router B)

iSRS BEERHS)
OSPF x4 )\—I&3Z%KR |Router_B#show ip ospf neighbor
OSPF process 0:
Neighbor ID  Pri State Dead Time Address Interface RXmtL RqgstL DBsmL
% [192.168.2.1 1 Ful/DR 00:00:31  192.0.2.2 EWAN1:192.0.2.1 0 0 0

% : Neighbor IDICRouter COJL—# IDHFRREN. StatehFulllCiE> TS EZEERLTLEEL.

2 RA)\—KeziEsRLE I, (Router C)

RAE BEERHS)
OSPF %A J\—I&#%Zx~ |Router_C#show ip ospf neighbor
OSPF process 0:
Neighbor ID  Pri State Dead Time Address Interface RXmtL RqgstL DBsmL
% [192.0.2.5 1 Ful/DR 00:00:38  192.0.2.1 EWAN1:192.0.2.2 0 0 0

% : Neighbor IDICRouter BOJ)L—# IDHFRRE N, StateHFUlllICE> TS EZFESR L TLEELY,

E'Ik/u\@ﬁ& [SI1%Y
1 R ERZERUE I,

(Router A)

ERAE

EERE]

REEFRZRR

Router_A#show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

R>*0.0.0.0/0 [120/2] via 192.0.2.5, EWAN1, 00:10:07
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.0.2.4/30 is directly connected, EWAN1
C>*192.168.1.0/24 is directly connected, LAN

R>*192.168.2.0/24 [120/2] via 192.0.2.5, EWAN1, 00:01:41

XIRIAPMKRYTE b'CRouter BOLANTDIP7 RURATH2T T # )L bb— FHRIPO#EIEE UL TRREN
TW3 T &, Router COLANfAID=® Y hT—2(192.168.2.0/24) HRIPO#EREE U TRRENTVD I &

ZHESR L TLEE LY,

2 BRIRIEHRZESR UE I, (Router B)

HEERAE

BEERTG

RERERZRR

Router_B#show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S> *0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*100.1.1.1/32 is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/30 [110/1] is directly connected, EWAN2, 06:01:34
C>*192.0.2.0/30 is directly connected, EWAN2
C>*192.0.2.4/30 is directly connected, LAN
R>*192.168.1.0/24 [120/2] via 192.0.2.6, LAN, 00:10:50

0> *192.168.2.0/24 [110/2] via 192.0.2.2, EWAN2, 00:02:24

% : Router AOJLANﬁIJOJ*‘J rFD—2(192.168.1.0/24) hRIPD#EiEE UL TRREN TS &, Router C

DOLANflO=R Y kT —

2(192.168.2.0/24) h'OSPFD#EIEE U TRIRENTVD T L ZFEEE L TLEE LY,
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3 REEHZHEZR UEd. (Router C)
ERRE EERRS
RIEIEIRAZER |Router_C#show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

¥ |O>*0.0.0.0/0 [110/10] via 192.0.2.1, EWAN1, 00:04:28

C> *127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/30 [110/1] is directly connected, EWAN1, 00:04:39

C>*192.0.2.0/30 is directly connected, EWAN1

¥ |O>*192.168.1.0/24 [110/20] via 192.0.2.1, EWAN1, 00:04:28

O 192.168.2.0/24 [110/1] is directly connected, LAN, 00:13:29

C>*192.168.2.0/24 is directly connected, LAN

¥ 1 XU A MKy FEULTRouter BOEWAN2DIP? RUAT®H DT 7 #IU ML— MDHOSPFO#RIEE LTHRR
TNTVWSHZ & Router AOLANIDRY RD—2(192.168.1.0/24) B 0SPFODRIEE L TRRENT
WBCEZERUTLIEEL,

ERTEIRREDMESR 4
1 OSPHEREIEHZEE UEJ. (Router B)

ERAE EERS
OSPF JL—7F « V& %Z T |Router B#show ip ospf route

OSPF process 0:
============ QSPF network routing table ============

BREEERNMELWLWC EZESR [N 192.0.2.0/30 [1] area: 0.0.0.0
directly connected, EWAN2
FRERERNMELWLWC EZESR [N 192.168.2.0/24 [2] area: 0.0.0.0

via 192.0.2.2, EWAN2

2 OSPFZisIEHR =R LE I, (Router C)
ERAE EERS
OSPF )L—7 « VJ1EHR7%ZXKT |Router_C#show ip ospf route

OSPF process 0:
============ QSPF network routing table ============

BREBHENELWVLWT EZRESR N 192.0.2.0/30 [1] area: 0.0.0.0
directly connected, EWAN"1
BREBERNMELVLC EZESS N 192.168.2.0/24 [1] area: 0.0.0.0

directly connected, LAN
============ QSPF router routing table =============
BEBHRMELVLC EZER R 192.0.2.5 [1] area: 0.0.0.0, ASBR
via 192.0.2.1, EWAN1

============ OSPF external routing table ===========

REEROIELWVLC & 7R |N E2 0.0.0.0/0 [1/10] tag: O
via 192.0.2.1, EWAN1
BREIBIHRMELWVLC & ZHESS N E2 192.168.1.0/24 [1/20] tag: O

via 192.0.2.1, EWAN1




WEEIRREDRESR B
1 OSPFF—4IX—XIEHZERUE T, (Router B)

ESRAE EE&RHA

OSPF F—4H —Xf&H%ZXKT Router B#show ip ospf database
OSPF Router process 0 with ID (192.0.2.5)

Router Link States (Area 0.0.0.0)
BRAELWVC & ZHER |Link ID ADV Router  Age Seg# CkSum Link count
192.0.2.5 192.0.2.5 160 0x80000013 Ox7cab 1
192.168.2.1 192.168.2.1 161 0x80000004 0x3a38 2

Net Link States (Area 0.0.0.0)

BERAMELWVC &ZHER |Link ID ADV Router  Age Seg# CkSum
192.0.2.1 192.0.2.5 161 0x80000001 0x7429

AS External Link States
BRAELWVC &ZHER |Link ID ADV Router  Age Seg# CkSum Route

0.0.0.0 192.0.2.5 1144 0x8000000c 0x3eb7 E2 0.0.0.0/0 [0x0]
192.168.1.0  192.0.2.5 660 0x80000009 0xeb98 E2 192.168.1.0/24 [0x0]

2 OSPFF—9~—RiEHERR LET. (Router C)

RS EERTHG

OSPF F—4o~—XfER7%ZXKT |Router_C#show ip ospf database
OSPF Router process 0 with ID (192.168.2.1)

Router Link States (Area 0.0.0.0)
EROELWVWC & =R |Link ID ADV Router  Age Seg# CkSum Link count
192.0.2.5 192.0.2.5 293 0x80000013 Ox7cab 1
192.168.2.1 192.168.2.1 292 0x80000004 0x3a38 2

Net Link States (Area 0.0.0.0)

EROELWVNC & =R |Link ID ADV Router  Age Seg# CkSum
192.0.2.1 192.0.2.5 294 0x80000001 0x7429

AS External Link States
EROELWVNC & =R |Link ID ADV Router  Age Seg# CkSum Route

0.0.0.0 192.0.2.5 1277 0x8000000c 0x3eb7 E2 0.0.0.0/0 [0x0]
192.168.1.0 192.0.2.5 793 0x80000009 0xeb98 E2 192.168.1.0/24 [0x0]
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PAPKN U CHAPEREE D EHl

ISDN7&{EAINPAPRI ZERYT 2%

Bk

ISDN&EERITdhdRouter B(F100)H, Router A(F200) #PAPEREI I DRECTI .

Router_A(F200) TIZISDN-TAZFALE T,

#F200NDEFEIFTEF A,
192.168.1.0/24 192.168.2.0/24
[m] [m]
- 100.0.0.1 200.0.0.1
PC
LAN1 UsB1 BRI LAN1
A N -
— e Rouers,
192.168.1.1 03-1234-xxxx 06-1234-xxxx | 192.168.2.1
iR > EREE .
P PAP [C X 2ER5E PC

[m] [m]

RETRHA—HYRE/NRDT—R TA: INS % k V30Slim
1—Y'% : ROUTERA
JNAT—R : routera

BOYREE]
Router A

BSMEFO1—Y 2L/ (RO—R

1—Y4% : ROUTERA
JNAT—R :routera

Router B

ip route 0.0.0.0 0.0.0.0 dialer 1
service dhcp-server

ip dhcp pool lan 1

default-router 0.0.0.0

exit

hostname Router_A

interface dialer 1

caller 061234xxxx

ppp account ROUTERA routera
exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface modem 1

auto connect on

physical-layer usb 1

exit

end

ip route 0.0.0.0 0.0.0.0 dialer 1
username ROUTERA password routera
hostname Router B

interface bri 1

calling idle-timeout 60

exit

interface dialer 1

dialer map ip 100.0.0.1 name ROUTERA
031234xxxx

dialer interface bri 1

ip address 200.0.0.1 255.255.255.255
ppp authentication pap

exit

interface lan 1

ip address 192.168.2.1 255.255.255.0
exit

end




W= EF

BEHREREREICDWVT

BHERMEE 1 EEIC40EETICHBRELTVWE T, (1EEIC400ZBADERIFTEEEA)
refreshUfciga. US v IDEELTONIEER L. Ao FHTPOT 7 ENET,

BEIVY > R ! interface dialer E—R

[ max-call ], clear max-call

ERERR CRBEERZTVET. EEGSREDCONZBR S EE(FERZtI LET)

BEEIONYY R
interface dialer E— R
interface dialer E— R

[ idle-timer send ] GXE/ v NEAR)
[ idle-timer receive 1 (315/\r v MNEEAR)

INSXA ~V30SImTl&, FHBEIRAET 1001, BIERET 1 OFRE®R (CafItIkLE I,

BEIVY > R ! interface modem®T— R

[ modem out-strings init ]

(&FIYIRAEEER - modem out-strings init 1 ATSN9=0$N 10=0)
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 1
Router(config)#service dhcp-server
Router(config)#ip dhcp pool lan 1
Router(config-dhcp-pool)# default-router 0.0.0.0
Router(config-dhcp-pool)#exit
Router(config)#hostname Router_A
Router_A(config)#interface dialer 1
Router_A(config-if dialer 1)# caller 061234 xxxx
Router_A(config-if dialer 1)# ppp account ROUTERA routera
Router_A(config-if dialer 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#interface modem 1
Router_A(config-if modem 1)# auto connect on
Router_A(config-if modem 1)# physical-layer usb 1
Router_A(config-if modem 1)#exit
Router_A(config)#end

Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 1
Router(config)#username ROUTERA password routera
Router(config)#hostname Router_B

Router_B(config)#interface bri 1

Router_B(config-if bri 1)# calling idle-timeout 60
Router_B(config-if bri 1)#exit

Router_B(config)#interface dialer 1

Router_B(config-if dialer 1)# dialer map ip 100.0.0.1 name ROUTERA 031234 xxxx
Router_B(config-if dialer 1)# dialer interface bri 1
Router_B(config-if dialer 1)# ip address 200.0.0.1 255.255.255.255
Router_B(config-if dialer 1)# ppp authentication pap
Router_B(config-if dialer 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.2.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG ERRRODRESR 1

dialer{ 245 7 1 —ADERTKEZERUE T,

NS

EERTH

dialer 4 % J T —ADIERERT

FRENE LWV &SR

Router_A#show ip interface dialer

DIALER1 is up

IPv4 is enabled

pointTopoint
IP address is 100.0.0.1, subnet mask is 255.255.255.255
Destination address is 200.0.0.1

WEEIRREDHERR 2
RIEERERRLET.

HRAS

EERTG

=7 « VI ERZERT

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.




% |S>*0.0.0.0/0 [1/0] is directly connected, DIALER1
C>*200.0.0.1/32 is directly connected, DIALER1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.1.0/24 is directly connected, LAN

¥ 1 FT 2V KMU— DL DIALERTFEICIL—F 4 VI ENTVD T L =R UL TLEE LY,

EQEJ /u\@ﬁ& Dll.:\
slogZMER LEF I,

s E EIERE)

slog Z#%/n |Router_A#show slog 10

0024 0000:00:00.00 2011/10/04 (tue) 15:18:19 0 00000000 4326880
#BOOT[V01.05(00)-081911] SIDE-A.frm SIDE-A.cfg

0025 0000:00:02.32 2011/10/04 (tue) 15:18:23 71 00020000 0ba30007
Attach 0/ohci0 mfct:(NULL) pdct:(NULL)

0026 0000:00:03.40 2011/10/04 (tue) 15:18:25 47 2f000000 00000000
usb 1 is attached ().

0027 0000:00:03.47 2011/10/04 (tue) 15:18:25 50 00000000 00000000
ssh-server disabled.

0028 0000:00:09.46 2011/10/04 (tue) 15:18:31 5 00000000 00000200
Interface lan 1, changed state to up

0029 0000:03:37.07 2011/10/04 (tue) 15:21:59 5 0000001b 08050a00

"Modem 1 Connected" MOJHECER Modem1 Connected Calling 061234xxxx. by dialer1

SNTWVS T E7ZHERR

;ﬁﬁ'lklu\@ﬁ&ﬂlb\
modem- % J T —ADIKEEERLUE T,

ERAE EERTS
modem « % 7 1 —ADIEHRZF T |Router_A#show interface modem 1

Modem1 is connected

DIALER1 occupies

Physical-layer usb 1

Auto connect mode is on

MTU is 1500 bytes
BOMBXET —IDFEELFWVEYIMLET. | Modem Send Idle-timeout 60
BOMERET —IDEELFVEYIMLET. | Modem Receive ldle-timeout 60
Modem Lcp Restart 300 (x10ms)
Modem Lcp Maxtimes 10
Modem Packet Limiter (Not active)
Modem Cumulative-time Limiter (Not active)
Modem signal-level monitoring off
Modem signal-level logging off
Modem signal-quality monitoring off
Modem signal-quality logging off
maodem out-strings init Z5E ULEWEE. | Modem initial string:

TADT I #)U SEIEETEDE T, | Statistics:

2 connect count
0 connected count
1 connect fail count
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ISDNEEfINCHAPERIZ &K T 5 E

Bk

ISDN&EERITdhdRouter B(F100)H. Router A(F200) %#CHAPEREI T DR EC I,

Router_A(F200) TIZISDN-TAZFALET .

#F200NDEFEIFRTEF A,
192.168.1.0/24 192.168.2.0/24
[m] [m]
- 100.0.0.1 200.0.0.1
PC
LAN1 USB1 BRI LAN1
» 2 D ® 2
— T — P Fater,
192.168.1.1 03-1234-xxxx 06-1234-xxxx | 192.168.2.1
EinFT > EREE .
P CHAP [C K 3E35E PC

[m] [m]

RETRHA—HYRE/INRDT—R TA: INS %X k V30Slim
1—Y'% : ROUTERA
JXAT—R : routera

BOY REE]
Router A

BEHEFOI1—YRENRT—R
1—Y% : ROUTERA
JNAT—R :routera

Router B

ip route 0.0.0.0 0.0.0.0 dialer 1
service dhcp-server

ip dhcp pool lan 1

default-router 0.0.0.0

exit

hostname Router_A

interface dialer 1

caller 061234 xxxx

ppp account ROUTERA routera
exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface modem 1

auto connect on

physical-layer usb 1

exit

end

ip route 0.0.0.0 0.0.0.0 dialer 1
username ROUTERA password routera
hostname Router_B

interface bri 1

calling idle-timeout 60

exit

interface dialer 1

dialer map ip 100.0.0.1 name ROUTERA
031234xxxx

dialer interface bri 1

ip address 200.0.0.1 255.255.255.255
ppp authentication chap

exit

interface lan 1

ip address 192.168.2.1 255.255.255.0
exit

end




W= EF

BEHREREREICDOWVT

EERMEE 1 EEIC40EETICHBRELTVWE T, (1EEIC400ZBADERIFTEEEA)
refreshUfciga. U v IDEELTONIEER L. hDOFH PO 7 EINET,

BE V> R ! interface dialer E—R

[ max-call ], clear max-call

EiRERR CRBEERZTVET. ERESREDCONZBR S EE(FERZtILET)

BEEIONYY R
interface dialer E— R
interface dialer E— R

[ idle-timer send ] GXE/ v NEAR)
[ idle-timer receive 1 ((5/\r v MNEEAR)

INSAA ~V30SImTl&, FHBEIRAET 1001, BIERET 1 OFRER (CafIvIkLE I,

BEIVY > R ! interface modem®T— R

[ modem out-strings init ]

(&HIYIRAEEER - modem out-strings init 1 ATSN9=0$N 10=0)

51 (Router A)
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 1
Router(config)#service dhcp-server
Router(config)#ip dhcp pool lan 1
Router(config-dhcp-pool)# default-router 0.0.0.0
Router(config-dhcp-pool)#exit
Router(config)#hostname Router_A
Router_A(config)#interface dialer 1
Router_A(config-if dialer 1)# caller 061234 xxxx
Router_A(config-if dialer 1)# ppp account ROUTERA routera
Router_A(config-if dialer 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#interface modem 1
Router_A(config-if modem 1)# auto connect on
Router_A(config-if modem 1)# physical-layer usb 1
Router_A(config-if modem 1)#exit
Router_A(config)#end

Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

ip route 0.0.0.0 0.0.0.0 dialer 1
username ROUTERA password routera
hostname Router_B

interface bri 1

calling idle-timeout 60

exit

interface dialer 1

dialer map ip 100.0.0.1 name ROUTERA 031234xxxx
dialer interface bri 1

ip address 200.0.0.1 255.255.255.255
ppp authentication chap

exit

interface lan 1

ip address 192.168.2.1 255.255.255.0
exit

end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

.EQE:I /\_;\ODEEEIL;\

dialer{ >4 7 1 —ADERTEKREZERUE I,

ERAE EEZxRA
dialer 4 >4 7 1 —ADIE#H%ZZF = |Router_A#tshow ip interface dialer
DIALER1 is up
SHEMIE UV E&RESD |IPv4 is enabled
pointTopoint
IP address is 100.0.0.1, subnet mask is 255.255.255.255
Destination address is 200.0.0.1
EQE'U(/\_,\G)EEEIU
ff‘%ﬁ%"‘ﬁ%ﬁ%ﬁﬁ;m L/gsjo
ERAE EERS

=T « VI ERERTR

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.




% |S>*0.0.0.0/0 [1/0] is directly connected, DIALER1
C>*200.0.0.1/32 is directly connected, DIALER1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.1.0/24 is directly connected, LAN

¥ 1 FT#IU NMU—RDDIALERTZEICIV—F « VI ENTNBD T EZEER L TLIEELY,

EQEJ /u\@ﬁ& Dll.:\
slogZMER ULF T,

s E EIERE)

slog Z#%&/n |Router_A#show slog 10

0024 0000:00:00.00 2011/10/04 (tue) 15:18:19 0 00000000 4326880
#BOOT[V01.05(00)-081911] SIDE-A.frm SIDE-A.cfg

0025 0000:00:02.32 2011/10/04 (tue) 15:18:23 71 00020000 0ba30007
Attach 0/ohci0 mfct:(NULL) pdct:(NULL)

0026 0000:00:03.40 2011/10/04 (tue) 15:18:25 47 2f000000 00000000
usb 1 is attached ().

0027 0000:00:03.47 2011/10/04 (tue) 15:18:25 50 00000000 00000000
ssh-server disabled.

0028 0000:00:09.46 2011/10/04 (tue) 15:18:31 5 00000000 00000a00
Interface lan 1, changed state to up

0029 0000:03:37.07 2011/10/04 (tue) 15:21:59 5 0000001b 08050a00

"Modem 1 Connected" MOJHECER Modem1 Connected Calling 061234xxxx. by dialer1

SNTWVS T E7ZHERR

;ﬁﬁ'lklu\@ﬁ&ﬂlb\
modem- % J T —XADIKEEERLUE T,

ERAE EERTS
modem « % 7 T —ADIEHRZF T |Router_A#show interface modem 1

Modem1 is connected

DIALER1 occupies

Physical-layer usb 1

Auto connect mode is on

MTU is 1500 bytes
BOMBXET —IDFEELFVEYIMLET. | Modem Send Idle-timeout 60
BOMERET —IDEELFVEYIMLET. | Modem Receive ldle-timeout 60
Modem Lcp Restart 300 (x10ms)
Modem Lcp Maxtimes 10
Modem Packet Limiter (Not active)
Modem Cumulative-time Limiter (Not active)
Modem signal-level monitoring off
Modem signal-level logging off
Modem signal-quality monitoring off
Modem signal-quality logging off
maodem out-strings init Z5E ULEWEE. | Modem initial string:

TADT I #)U SEIEETEDE T, | Statistics:

2 connect count
0 connected count
1 connect fail count
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[L%’dﬁ{b\b BENRIDCENTEFRT, YAY—)L=FICHENFELELC. BECELEVRRICEOIEIBE
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192.168.0.0/24 192.168.1.0/24
Ywrp Y
19218800/24 | |
i N OSPF |
! . EWAN1
; LANT: : 192.0.2.1 :
192.168.0.3 -19216801' | .‘ | 192.168.1.2
: : | — Rout: = A I
\ : ' :OSPF metric = 20 :
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. 1 I
|
Y VRRP @ priority {& .

Router_A @ priority 200 Y X ¥ —)L—%
Router B @ priority 100 /I\wv o7 v JI]L—%

BI1~< > RERFE] (Router A)

ip route 192.168.1.0 255.255.255.0 192.0.2.10
ip vrrp enable

hostname Router_A

interface ewan 1

ip mtu 1500

ip address 192.0.2.1 255.255.255.0
exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
vrrp 1 address 192.168.0.254

vrrp 1 priority 200

vrrp 1 preempt

exit

router ospf

network 192.0.2.0 0.0.0.255 area 0
redistribute connected metric 20
router-id 192.0.2.1

exit

end
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 192.168.1.0 255.255.255.0 192.0.2.10
Router(config)#ip vrrp enable

Router(config)#hostname Router_A
Router_A(config)#interface ewan 1

Router_A(config-if ewan 1)# ip mtu 1500

Router_A(config-if ewan 1)# ip address 192.0.2.1 255.255.255.0
Router_A(config-if ewan 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)# vrrp 1 address 192.168.0.254
Router_A(config-if lan 1)# vrrp 1 priority 200
Router_A(config-if lan 1)# vrrp 1 preempt

Router_A(config-if lan 1)#exit

Router_A(config)#router ospf

Router_A(config-ospf)# network 192.0.2.0 0.0.0.255 area 0
Router_A(config-ospf)# redistribute connected metric 20
Router_A(config-ospf)# router-id 192.0.2.1
Router_A(config-ospf)#exit

Router_A(config)#end

Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

BM< > REETER2 (Router B)

ip vrrp enable

interface ewan 1
ip mtu 1500

exit
interface lan 1

exit
router ospf

exit
end

ip route 192.168.1.0 255.255.255.0 192.0.2.10

hostname Router B

ip address 192.0.2.2 255.255.255.0

ip address 192.168.0.2 255.255.255.0
vrrp 1 address 192.168.0.254
vrrp 1 priority 100

network 192.0.2.0 0.0.0.255 area 0
redistribute connected metric 30
router-id 192.0.2.2
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 192.168.1.0 255.255.255.0 192.0.2.10
Router(config)#ip vrrp enable

Router(config)#hostname Router_B
Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# ip mtu 1500

Router_B(config-if ewan 1)# ip address 192.0.2.2 255.255.255.0
Router_B(config-if ewan 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.0.2 255.255.255.0
Router_B(config-if lan 1)# vrrp 1 address 192.168.0.254
Router_B(config-if lan 1)# vrrp 1 priority 100
Router_B(config-if lan 1)#exit

Router_B(config)#router ospf

Router_B(config-ospf)# network 192.0.2.0 0.0.0.255 area 0
Router_B(config-ospf)# redistribute connected metric 30
Router_B(config-ospf)# router-id 192.0.2.2
Router_B(config-ospf)#exit

Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

B~ REEES (Router C)

interface ewan 1
ip mtu 1500

exit
interface lan 1

exit

router ospf

exit
end

hostname Router_C

ip address 192.0.2.10 255.255.255.0

ip address 192.168.1.1 255.255.255.0

network 192.0.2.0 0.0.0.255 area 0
router-id 192.0.2.10




B2 EFES (Router C)
TRI—I—5. INw 7w I —IhSEELTL DREEREDITIMDIHICOSPFERERE LET .

REANE EERRHS

D —HTF— RADIE{T |Router>enable

JXAT—RMDAF] |Enter password:
Router#
SREBROTHL  Routerfclear working.cfg
Router#
SRTEE— ROZEE |Router#configure terminal

SRTEATT |Router(config)#hostname Router C
Router_C(config)#interface ewan 1
Router_C(config-if ewan 1)# ip mtu 1500
Router_C(config-if ewan 1)# ip address 192.0.2.10 255.255.255.0
Router_C(config-if ewan 1)#exit
Router_C(config)#interface lan 1
Router_C(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_C(config-if lan 1)#exit
Router_C(config)#router ospf
Router_C(config-ospf)# network 192.0.2.0 0.0.0.255 area 0
Router_C(config-ospf)# router-id 192.0.2.10
Router_C(config-ospf)#exit
Router_C(config)#end

SRFERTE |Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

ZEEBICE |Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

W2 EIRREODMEST 1
N A5 —)U—% (Router A) IEBFDOVRRPIXREZHESRULE T,

s E EERE]

VRRP IREEDMESR |Router_A#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.1
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
IRREDY Master 75 & 72 TERR state: Master
uptime(sec): 984
become master count: 9
advertise receive: 6
error advertise receive: 0




I\ o7 v T)L—% (Router B) IEBRDVRRPIRAEZHERLE T,

fEsRNE BEERHS)
VRRP JXEEDHEEE |Router_B#show vrrp

VRRP action enable

lan 1 Vrid 1
Priority 100 (Current 100)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.2
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
IREENY Backup 76T & 7= HESR state: Backup
uptime(sec): -----
become master count: 4
advertise receive: 8593
error advertise receive: 0

WG EIRREODMESR 2
Router COREIERZETR UE T,
SRS EERH
IV—7 15K =R |Router_C#show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction

A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/24 [110/1] is directly connected, EWAN1, 01:07:24
C>*192.0.2.0/24 is directly connected, EWAN1

% |O>*192.168.0.0/24 [110/20] via 192.0.2.1, EWAN1, 00:00:47
C>*192.168.1.0/24 is directly connected, LAN

% ! OSPF CTRIBECTIENS 192.168.0.0/24 D%y NT—I7 RUADRI A Ry Thi, YRF—=IL—5D
IP7 RLUZR (192.0.2.1)ICIE>TVB T L =R L T EE LY,

W= EIRREDRERR 3
N A5 —)L—% (Router A)IBEFRAER (LANRIDEEFRE) DVRRPIREEZHERLEF T,
ERRE EERRH
VRRP IREEDHESR |Router A#tshow vrrp
VRRP action enable
lan 1 Vrid 1
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 0.0.0.0
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
IREEDVVIERIREEI TS D T & 7= HESR state: Initialize
uptime(sec): -----
become master count: 9
advertise receive: 6
error advertise receive: 0
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fEsRAE BEERHS]
VRRP JXEEDHESE |Router_B#show vrrp

VRRP action enable

lan 1 Vrid 1
Priority 100 (Current 100)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.2
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
IRREDY Master (C752 C & =R state: Master
uptime(sec): 50
become master count: 5
advertise receive: 8649
error advertise receive: 0

Router COfREsIEER =R LE I,

RS EERR

Jb—7F « &% |Router_Ci#show ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/24 [110/1] is directly connected, EWAN1, 01:11:04
C>*192.0.2.0/24 is directly connected, EWAN1

% |O>*192.168.0.0/24 [110/30] via 192.0.2.2, EWAN1, 00:00:53
C>*192.168.1.0/24 is directly connected, LAN

% ! OSPFCHIRECTIENS 192.168.0.0/24D%y RI—IF7 RUADRI A kv TH. Ny o7 v T IL—%
DIP7 RUR (192.0.2.2)[CHE>TVS T L =R ULE T,

WEZERREDHESE 4
Y A5—)L—% (Router A)EBEZEIHFF (LANBIDEZEEIH) DVRRPIREEETESELE T,
[EsRAE EERRH
VRRP KAEDHESR |Router_A#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.1
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
IREEMY Master (CIEDfcC & &hESR state: Master
uptime(sec): 12
become master count: 10
advertise receive: 9
error advertise receive: 0




)\ o 7w T)L—% (Router B) DVRRPIKEEZFESELF I,

fEsRNE BEERHS)
VRRP JXEEDHEEE |Router_B#show vrrp

VRRP action enable

lan 1 Vrid 1
Priority 100 (Current 100)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.2
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
IRBEN Backup [Tk ofc T & = HESR state: Backup
uptime(sec): -----
become master count: 5
advertise receive: 8679
error advertise receive: 0

WEZERREDREER D
Router CO#RESIEHZTER L X T,
RS EEZRS
IV—7 15K =R |Router_C#show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/24 [110/1] is directly connected, EWAN1, 01:13:34
C>*192.0.2.0/24 is directly connected, EWAN1

% |O>*192.168.0.0/24 [110/20] via 192.0.2.1, EWAN1, 00:00:52
C>*192.168.1.0/24 is directly connected, LAN

% ! OSPF CTRIBEMEINS 192.168.0.0/24D%y hI—I7 RUADRI XA Miky THiRRAS—=)IL—5 D
IP7 RLR (192.0.2.1)ICE>TVB T L ZHEEELE T,
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B~ REEE] (Router A)

ip route 192.168.1.0 255.255.255.0 192.168.0.2 20
ip route 198.51.100.1 255.255.255.255 192.0.2.2
ip vrrp enable

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
hostname Router_A

interface ewan 1

ip mtu 1500

ip address 192.0.2.1 255.255.255.128

exit

interface ipsecif 1

crypto map Router_C

ip ospf network point-to-point

ip address 100.1.1.1 255.255.255.0

ip mtu 1500

exit

RECY,

192.168.1.0/24

— ]

|LAN1
1192.168.1.1

[m}

192.168.1.2

192.168.1.3
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interface lan 1

vrrp 1 priority 200
vrrp 1 preempt
exit

group 5
hash sha

key ascii secret1

exit

match address 1

set pfs group5

exit
router ospf

exit
end

ip address 192.168.0.1 255.255.255.0
vrrp 1 address 192.168.0.254

crypto isakmp policy 1
authentication prekey

keepalive icmp always-send
keepalive-icmp peer-address 192.168.1.1
keepalive-icmp source-interface lan 1

negotiation-mode main
peer-identity address 198.51.100.1

crypto map Router_C 1
set peer address 198.51.100.1
set transform-set aes256-sha

sa-up route interface ipsecif 1 10

network 100.1.1.0 0.0.0.255 area 0
redistribute connected metric-type 1
router-id 192.168.0.1

W= EF

&1 (Router A)

NRAY=)L=FHMEIRLC. I\ I 7 v TIL—5 D S0 BDHG5aDEEZEELE T,

" vrrp 1 preempt”
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EERE]
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RIEIBFRDYIERE

REE— ROLS
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Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 192.168.1.0 255.255.255.0 192.168.0.2 20
Router(config)#ip route 198.51.100.1 255.255.255.255 192.0.2.2
Router(config)#ip vrrp enable

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#hostname Router_A

Router_A(config)#interface ewan 1

Router_A(config-if ewan 1)# ip mtu 1500

Router_A(config-if ewan 1)# ip address 192.0.2.1 255.255.255.128
Router_A(config-if ewan 1)#exit

Router_A(config)#interface ipsecif 1

Router_A(config-if ipsecif 1)# crypto map Router_C
Router_A(config-if ipsecif 1)# ip ospf network point-to-point
Router_A(config-if ipsecif 1)# ip address 100.1.1.1 255.255.255.0




Router_A(config-if ipsecif 1)# ip mtu 1500

Router_A(config-if ipsecif 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)# vrrp 1 address 192.168.0.254
Router_A(config-if lan 1)# vrrp 1 priority 200

Router_A(config-if lan 1)# vrrp 1 preempt

Router_A(config-if lan 1)#exit

Router_A(config)#crypto isakmp policy 1
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# group 5

Router_A(config-isakmp)# hash sha

Router_A(config-isakmp)# keepalive icmp always-send
Router_A(config-isakmp)# keepalive-icmp peer-address 192.168.1.1
Router_A(config-isakmp)# keepalive-icmp source-interface lan 1
Router_A(config-isakmp)# key ascii secret1
Router_A(config-isakmp)# negotiation-mode main
Router_A(config-isakmp)# peer-identity address 198.51.100.1
Router_A(config-isakmp)#exit

Router_A(config)#crypto map Router_C 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer address 198.51.100.1
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)# sa-up route interface ipsecif 1 10
Router_A(config-crypto-map)#exit

Router_A(config)#router ospf

Router_A(config-ospf)# network 100.1.1.0 0.0.0.255 area 0
Router_A(config-ospf)# redistribute connected metric-type 1
Router_A(config-ospf)# router-id 192.168.0.1
Router_A(config-ospf)#exit

Router_A(config)#end

ERTERTE |Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

KEHICE) |Router Affreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

WY RERE2 (Router B)

ip route 192.168.1.0 255.255.255.0 connected ipsecif 1
ip route 198.51.100.1 255.255.255.255 192.0.2.130

ip vrrp enable

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
hostname Router B

interface ewan 1

ip mtu 1500

ip address 192.0.2.129 255.255.255.128

exit

interface ipsecif 1

crypto map Router_C
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ip mtu 1500
exit
interface lan 1

exit

group 5

hash sha

key ascii secret1
exit

match address 1
set pfs group5

exit
router ospf

exit
end

ip ospf network point-to-point
ip address 100.1.2.1 255.255.255.0

ip address 192.168.0.2 255.255.255.0
vrrp 1 address 192.168.0.254
vrrp 1 priority 100

crypto isakmp policy 1
authentication prekey

negotiation-mode main
peer-identity address 198.51.100.1

crypto map Router_C 1

set peer address 198.51.100.1

set transform-set aes256-sha
network 100.1.2.0 0.0.0.255 area 0

redistribute connected metric-type 1
router-id 192.168.0.2

W= EF

52 (Router B)

REANE

EIERS]

HEI—TE— POBT
JXRADT— RDAF

RIEIBFRDVIHIE

BEE— ROES
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1
Router(config)#ip route 198.51.100.1 255.255.255.255 192.0.2.130
Router(config)#ip vrrp enable

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#hostname Router_B

Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# ip mtu 1500

Router_B(config-if ewan 1)# ip address 192.0.2.129 255.255.255.128
Router_B(config-if ewan 1)#exit

Router_B(config)#interface ipsecif 1

Router_B(config-if ipsecif 1)# crypto map Router_C
Router_B(config-if ipsecif 1)# ip ospf network point-to-point
Router_B(config-if ipsecif 1)# ip address 100.1.2.1 255.255.255.0
Router_B(config-if ipsecif 1)# ip mtu 1500

Router_B(config-if ipsecif 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.0.2 255.255.255.0




Router_B(config-if lan 1)# vrrp 1 address 192.168.0.254
Router_B(config-if lan 1)# vrrp 1 priority 100
Router_B(config-if lan 1)#exit
Router_B(config)#crypto isakmp policy 1
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# group 5
Router_B(config-isakmp)# hash sha
Router_B(config-isakmp)# key ascii secret1
Router_B(config-isakmp)# negotiation-mode main
Router_B(config-isakmp)# peer-identity address 198.51.100.1
Router_B(config-isakmp)#exit
Router_B(config)#crypto map Router_C 1
Router_B(config-crypto-map)# match address 1
Router_B(config-crypto-map)# set peer address 198.51.100.1
Router_B(config-crypto-map)# set pfs group5
Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit

Router_B(config)#router ospf

Router_B(config-ospf)# network 100.1.2.0 0.0.0.255 area 0
Router_B(config-ospf)# redistribute connected metric-type 1
Router_B(config-ospf)# router-id 192.168.0.2
Router_B(config-ospf)#exit

Router_B(config)#end

EXTERTE |Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

i
I

ZEEFECE |Router B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

B~ RERFES (Router C)

ip route 192.0.2.1 255.255.255.255 198.51.100.2

ip route 192.0.2.129 255.255.255.255 198.51.100.2

ip route 192.168.0.1 255.255.255.255 connected ipsecif 1
ip route 192.168.0.2 255.255.255.255 connected ipsecif 2
vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 2 ipsec ip any any

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
hostname Router C

interface ewan 1

ip mtu 1500

ip address 198.51.100.1 255.255.255.0

exit

interface ipsecif 1

crypto map Router_A

ip ospf cost 50

ip ospf network point-to-point

ip address 100.1.1.2 255.255.255.0

ip mtu 1500

exit
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interface ipsecif 2

crypto map Router_B

ip ospf cost 100

ip ospf network point-to-point

ip address 100.1.2.2 255.255.255.0
ip mtu 1500

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

crypto isakmp policy 1
authentication prekey

group 5

hash sha

keepalive icmp always-send
keepalive-icmp peer-address 192.168.0.1
keepalive-icmp source-interface lan 1
key ascii secret1

negotiation-mode main
peer-identity address 192.0.2.1

exit

crypto isakmp policy 2
authentication prekey

group 5

hash sha

keepalive icmp always-send
keepalive-icmp peer-address 192.168.0.2
keepalive-icmp source-interface lan 1
key ascii secret1

negotiation-mode main
peer-identity address 192.0.2.129
exit

crypto map Router_A 1

match address 1

set peer address 192.0.2.1

set pfs group5

set security-association always-up
set transform-set aes256-sha

exit

crypto map Router_B 2

match address 2

set peer address 192.0.2.129

set pfs group5

set security-association always-up
set transform-set aes256-sha
exit

router ospf

network 100.1.1.0 0.0.0.255 area 0
network 100.1.2.0 0.0.0.255 area 0
router-id 192.168.1.1
exit
end
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Router>enable
Enter password:
Router#
Router#clear working.cfg
Router#
Router#configure terminal
Router(config)#ip route 192.0.2.1 255.255.255.255 198.51.100.2
Router(config)#ip route 192.0.2.129 255.255.255.255 198.51.100.2
Router(config)#ip route 192.168.0.1 255.255.255.255 connected ipsecif 1
Router(config)#ip route 192.168.0.2 255.255.255.255 connected ipsecif 2
Router(config)#vpn enable
Router(config)#vpnlog enable
Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 2 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#hostname Router_C
Router_C(config)#interface ewan 1
Router_C(config-if ewan 1)# ip mtu 1500
Router_C(config-if ewan 1)# ip address 198.51.100.1 255.255.255.0
Router_C(config-if ewan 1)#exit
Router_C(config)#interface ipsecif 1
Router_C(config-if ipsecif 1)# crypto map Router_A
Router_C(config-if ipsecif 1)# ip ospf cost 50
Router_C(config-if ipsecif 1)# ip ospf network point-to-point
Router_C(config-if ipsecif 1)# ip address 100.1.1.2 255.255.255.0
Router_C(config-if ipsecif 1)# ip mtu 1500
Router_C(config-if ipsecif 1)#exit
Router_C(config)#interface ipsecif 2
Router_C(config-if ipsecif 2)# crypto map Router_B
Router_C(config-if ipsecif 2)# ip ospf cost 100
Router_C(config-if ipsecif 2)# ip ospf network point-to-point
Router_C(config-if ipsecif 2)# ip address 100.1.2.2 255.255.255.0
Router_C(config-if ipsecif 2)# ip mtu 1500
Router_C(config-if ipsecif 2)#exit
Router_C(config)#interface lan 1
Router_C(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_C(config-if lan 1)#exit
Router_C(config)#crypto isakmp policy 1
Router_C(config-isakmp)# authentication prekey

(

(

~— ' ~— ~— ~—

~— — ~— ~— ~— ~—

Router_C(config-isakmp)# group 5

Router_C(config-isakmp)# hash sha

Router_C(config-isakmp)# keepalive icmp always-send
Router_C(config-isakmp)# keepalive-icmp peer-address 192.168.0.1
Router_C(config-isakmp)# keepalive-icmp source-interface lan 1
Router_C(config-isakmp)# key ascii secret1
Router_C(config-isakmp)# negotiation-mode main
Router_C(config-isakmp)# peer-identity address 192.0.2.1
Router_C(config-isakmp)#exit

Router_C(config)#crypto isakmp policy 2
Router_C(config-isakmp)# authentication prekey
Router_C(config-isakmp)# group 5

Router_C(config-isakmp)# hash sha

Router_C(config-isakmp)# keepalive icmp always-send




Router_C(config-isakmp)# keepalive-icmp peer-address 192.168.0.2
Router_C(config-isakmp)# keepalive-icmp source-interface lan 1
Router_C(config-isakmp)# key ascii secret1
Router_C(config-isakmp)# negotiation-mode main
Router_C(config-isakmp)# peer-identity address 192.0.2.129
Router_C(config-isakmp)#exit
Router_C(config)#crypto map Router_A 1
Router_C(config-crypto-map)# match address 1
Router_C(config-crypto-map)# set peer address 192.0.2.1
Router_C(config-crypto-map)# set pfs group5
Router_C(config-crypto-map)# set security-association always-up
Router_C(config-crypto-map)# set transform-set aes256-sha
Router_C(config-crypto-map)#exit
Router_C(config)#crypto map Router_B 2
Router_C(config-crypto-map)# match address 2

(

(

(

(

(

(

(
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Router_C(config-crypto-map)# set peer address 192.0.2.129
Router_C(config-crypto-map)# set pfs group5
Router_C(config-crypto-map)# set security-association always-up
Router_C(config-crypto-map)# set transform-set aes256-sha
Router_C(config-crypto-map)#exit

Router_C(config)#router ospf

Router_C(config-ospf)# network 100.1.1.0 0.0.0.255 area 0
Router_C(config-ospf)# network 100.1.2.0 0.0.0.255 area 0
Router_C(config-ospf)# router-id 192.168.1.1
Router_C(config-ospf)#exit

Router_C(config)#end

— — — ~—

RTERTE |Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

ZEEBICE |Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

Eﬁﬁ’lﬁ/u\@ﬁ&ﬂlb\
719_“/ 9 (Routel’ A)IEI%E%@VRRP'H( %EEE’L,\ L/?I'_g_o
ﬁEqu‘ﬁ' Eﬁﬁﬂ_ﬂ?“

VRRP JREEDHESE |Router_A#fshow vrrp
VRRP action enable

lan 1 Vrid 1
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.1
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
IRREDY Master 75 & &R state: Master
uptime(sec): 1541
become master count: 1
advertise receive: 0
error advertise receive: 0
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I\ o7 wT)L—% (Router B) ERRDVRRPIRAEZHESE LEX T

fEsRAE BEERHS]
VRRP JXEEDHESE |Router_B#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 100 (Current 100)
Preempt mode “off”
Advertisement interval 1
Local ip address is 192.168.0.2
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
IREENY Backup 76T & 7= HEsR state: Backup
uptime(sec): -----
become master count: 0
advertise receive: 1571
error advertise receive: 0

W= ERREDREER 2
Router CO#RESIEHZTER L X T,
RS EEZRS
IV—7 15K =R |Router_C#show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

O 100.1.1.0/24 [110/50] is directly connected, IPSECIF1, 00:08:11
C>*100.1.1.0/24 is directly connected, IPSECIF1

O 100.1.2.0/24 [110/100] is directly connected, IPSECIF2, 00:08:21
C>*100.1.2.0/24 is directly connected, IPSECIF2

C>*127.0.0.0/8 is directly connected, LOOPO

0> *192.0.2.0/25 [110/70] via 100.1.1.1, IPSECIF1, 00:08:10
S>*192.0.2.1/32 [1/0] via 198.51.100.2, EWAN1

0> *192.0.2.128/25 [110/120] via 100.1.2.1, IPSECIF2, 00:08:10
S>*192.0.2.129/32 [1/0] via 198.51.100.2, EWAN1

% |O>*192.168.0.0/24 [110/70] via 100.1.1.1, IPSECIF1, 00:08:10
S>*192.168.0.1/32 [0/0] is directly connected, IPSECIF1
S>*192.168.0.2/32 [0/0] is directly connected, IPSECIF2
C>*192.168.1.0/24 is directly connected, LAN
C>*198.51.100.0/24 is directly connected, EWAN1\

% | OSPF CTREIBEMENS 192.168.0.0/24D3Ry RT—07 RUADRI A Rky Thi, YRY—)b—5D
IPSECIF7 FLR (100.1.1.DICIEOTVD T EZER UL TLEE LY

WEERREDHERR 3
Y25—)L—% (Router A)BEEFAR (LANRIDREESE) DVRRPREEERR LEHT,

RN BEERHS)
VRRP IREEDHESR |IRouter A#show vrrp
VRRP action enablean 1 Vrid 1
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 0.0.0.0
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
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IRREDZWIHIRREI 78D C & 7= hiEsR

Authentication type is “auth-none”
state: Initialize
uptime(sec): -----
become master count: 9
advertise receive: 6
error advertise receive: 0

J\w o 77w 7)L—% (Router B)MVRR

PRREEZHERLE T,

SRS

EERTH

VRRP IKEEDHESR

IREEDY Master [J75D C &= hEsR

VRRP action enable

Router_B#show vrrp

lan 1 Vrid 1
Priority 100 (Current 100)
Preempt mode “off”
Advertisement interval 1
Local ip address is 192.168.0.2
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
state: Master
uptime(sec): 46
become master count: 1
advertise receive: 1948
error advertise receive: 0

Router COREIEHRZEERUE T,

SRS

BEERTH

=T « VI ERERR

Router_C#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:14 (IPv4), 2 (IPv6) Peak:14

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

O 100.1.1.0/24 [110/50] is directly connected, IPSECIF1, 00:00:41
C>*100.1.1.0/24 is directly connected, IPSECIF1

O 100.1.2.0/24 [110/100] is directly connected, IPSECIF2, 00:15:04
C>*100.1.2.0/24 is directly connected, IPSECIF2

C>*127.0.0.0/8 is directly connected, LOOPO

0> *192.0.2.0/25 [110/70] via 100.1.1.1, IPSECIF1, 00:00:40
S>*192.0.2.1/32 [1/0] via 198.51.100.2, EWAN1

0> *192.0.2.128/25 [110/120] via 100.1.2.1, IPSECIF2, 00:14:53
S>*192.0.2.129/32 [1/0] via 198.51.100.2, EWAN1

0> *192.168.0.0/24 [110/120] via 100.1.2.1, IPSECIF2, 00:00:50
S>*192.168.0.1/32 [0/0] is directly connected, IPSECIF1
S>*192.168.0.2/32 [0/0] is directly connected, IPSECIF2
C>*192.168.1.0/24 is directly connected, LAN
C>*198.51.100.0/24 is directly connected, EWAN1

% ! OSPFCRIECTIENS192.168.0.0/240x%y NT—07 RUADRI A kY THINw 7 v TIL—5 D
IPSECIFD7 RLX (100.1.2.1)ICEDD T L ZHER LT T,



EQE'IK!\_;\@EEDIU
NAY—)L—% (Router A)EEEIHE (LANBIDEEEIR) DVRRPIREEZHESELE T,

HEERAE

BEERTH

VRRP REEDHESR

JIREEN Master (I ofe & =HERR

Router_A#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.1
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
state: Master
uptime(sec): 53
become master count: 2
advertise receive: 3

error advertise receive: 0

J\w & 77w T7)L—% (Router B)MDVRR

PIRAEZHEEILE T

BERAE

BEERTH

VRRP RAEDHESR

JREEHDS Backup (CHEofeC & #HESR

Router_B#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 100 (Current 100)
Preempt mode “off”
Advertisement interval 1
Local ip address is 192.168.0.2
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
state: Backup
uptime(sec): -----
become master count: 1
advertise receive: 2005

error advertise receive: 0

REIRREDIERR 5

Router CORERIEHRZEZLER T,

ERNE

[E:Eay]]

W=7 « VI ERZERR

Router_C#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:14 (IPv4), 2 (IPv6) Peak:14

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

O 100.1.1.0/24 [110/50] is directly connected, IPSECIF1, 00:00:51
C>*100.1.1.0/24 is directly connected, IPSECIF1

O 100.1.2.0/24 [110/100] is directly connected, IPSECIF2, 00:22:13
C>*100.1.2.0/24 is directly connected, IPSECIF2

C>*127.0.0.0/8 is directly connected, LOOPO




o
EI 1
3
0

BEERTH

0> *192.0.2.0/25 [110/70] via 100.1.1.1, IPSECIF1, 00:00:50
S>*192.0.2.1/32 [1/0] via 198.51.100.2, EWAN1

0> *192.0.2.128/25 [110/120] via 100.1.2.1, IPSECIF2, 00:22:02
S>*192.0.2.129/32 [1/0] via 198.51.100.2, EWAN1

% |0O>*192.168.0.0/24 [110/70] via 100.1.1.1, IPSECIF1, 00:00:50
S>*192.168.0.1/32 [0/0] is directly connected, IPSECIF1
S>*192.168.0.2/32 [0/0] is directly connected, IPSECIF2
C>*192.168.1.0/24 is directly connected, LAN
C>*198.51.100.0/24 is directly connected, EWAN1

% ! OSPF CTREBEMENS 192.168.0.0/24D%y hT—I7 RUADRI A MRy THIYRAF—IL—5 D
IPSECIFD7 RLX (100.1.1.1)ICRS Z &L =R LT T,
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IPsec CIN\wv O 7 v I BEEH

BRERZEZEERTA VYLV ABEY—EXATNYIT7 v ITTHEE

| Bl
Router ACBEZEMT DEEDAA VREIEPPPOE R CTITLE T PPPoE ORICEENFEE UICIEES
Ny o777y TREEEIFUSBEI T — 5@ Ein Rk ZEAH U E/ A VER CBEZITVE I,
PPPoEREDEBEENEIH UCIBEFE A A VR TBREDMTHNDHRETT .
AA VR, I\ o7 TR EDICIPSECTER LEFE I,

| [
192.168.0.0/24 192.168.1.0/24
g o
LANT PPPOE1 INTERNET PPPOE] LANI
192 16001 192.02.254 192.168.1.1
P — I ——
Sy ‘ IPsec & A ‘
_________
Dialer1 EE IP &5
7 IP B
USB 7 —#&(SimxR
P
] IPsec £t &

W< REEE 1 (Router A)

ip route 192.0.2.254 255.255.255.255 pppoe 1 5

ip route 192.0.2.254 255.255.255.255 dialer 1 10

ip route 192.168.1.0 255.255.255.0 connected ipsecif 1
access-list 1 permit 192.168.0.0 0.0.0.255

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 192.168.0.0 0.0.0.255 192.168.1.0
0.0.0.255

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
hostname Router_A

interface dialer 1

ip nat inside source list 1 interface

caller ****sei

DPP CCOUNE *******@***** ng in ***

exit

interface ipsecif 1

crypto map Router_A

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0

exit

interface modem 1

auto connect on

physical-layer usb 1

exit




interface pppoe 1

ip nat inside source list 1 interface
pppoe server internet

pppoe account *** e @FF* *** ne jp
pppoe type host

exit

crypto isakmp policy 1
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret1

my-identity Router_A
negotiation-mode aggressive
peer-identity address 192.0.2.254
exit

crypto map Router_A 1

match address 1

set peer address 192.0.2.254

set pfs group5

set security-association always-up
set transform-set aes256-sha

exit

end

*kkkkk

W)

& 1 (Router A)

REAH EERE]

FHEL—E— R\D#1T |Router>enable

JXAT—RMDAF] |Enter password:
Router#
SREBEROTEAL |Router#clear working.cfg
Router#
SHET— RDZEE |Router#configure terminal

EXTEAT] |Router(config)#ip route 192.0.2.254 255.255.255.255 pppoe 1 5
Router(config)#ip route 192.0.2.254 255.255.255.255 dialer 1 10
Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1
Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#vpn enable
Router(config)#vpnlog enable
Router(config)#@ss-list 1 ipsec ip 192.168.0.0 0.0.0.255 192.168.1.0 0.0.0.255
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#hostname Router_A
Router_A(config)#interface dialer 1
Router_A(config-if dialer 1)# ip nat inside source list 1 interface
Router_A(config-if dialer 1)# caller ********
Router_A(config-if dialer 1)# ppp account ********@***** ne.jp ***
Router_A(config-if dialer 1)#exit
Router_A(config)#interface ipsecif 1
Router_A(config-if ipsecif 1)# crypto map Router_A
Router_A(config-if ipsecif 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#interface modem 1
Router_A(config-if modem 1)# auto connect on
Router_A(config-if modem 1)# physical-layer usb 1
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Router_A(config-if modem 1)#exit

Router_A(config)#interface pppoe 1

Router_A(config-if pppoe 1)# ip nat inside source list 1 interface
Router_A(config-if pppoe 1)# pppoe server internet
Router_A(config-if pppoe 1)# pppoe account ********@*** *** ng jp ******
Router_A(config-if pppoe 1)# pppoe type host
Router_A(config-if pppoe 1)#exit

Router_A(config)#crypto isakmp policy 1
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# group 5

Router_A(config-isakmp)# hash sha

Router_A(config-isakmp)# keepalive always-send
Router_A(config-isakmp)# key ascii secret1
Router_A(config-isakmp)# my-identity Router_A
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity address 192.0.2.254
Router_A(config-isakmp)#exit

Router_A(config)#crypto map Router_A 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer address 192.0.2.254
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set security-association always-up
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit

Router_A(config)#end

RTERTE |Router_A#tsave SIDE-A.cfg
% saving working-config
% finished saving

ZEEBICE |Router_Af#freset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

W< RERE 2(Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 192.168.0.0 255.255.255.0 connected ipsecif 1
access-list 1 permit 192.168.1.0 0.0.0.255

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 192.168.1.0 0.0.0.255 192.168.0.0
0.0.0.255

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
hostname Router B

interface ipsecif 1

crypto map Router_B

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0

exit

interface pppoe 1

ip address 192.0.2.254

ip nat inside source list 1 interface

pppoe server internet
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pppoe type lan
exit

group 5
hash sha

key ascii secret1

exit
match address 1
set pfs group5

exit
end

pppoe account ********@***.***.ne.jp

crypto isakmp policy 1
authentication prekey
keepalive always-send

negotiation-mode aggressive
peer-identity host Router_A

crypto map Router_B 1
set peer host Router_A

set transform-set aes256-sha

*kkkkk

WEEF

& 2 (Router B)

REANE

EERTHG

1 —JE— BOBIT
JCRAD—RDOAF

RIEIBFRDYIHE

REE— FDEE
REAS]

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 192.168.0.0 255.255.255.0 connected ipsecif 1
Router(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#@ss-list 1 ipsec ip 192.168.1.0 0.0.0.255 192.168.0.0 0.0.0.255
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#hostname Router_B

Router_B(config)#interface ipsecif 1

Router_B(config-if ipsecif 1)# crypto map Router_B

Router_B(config-if ipsecif 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#interface pppoe 1

Router_B(config-if pppoe 1)# ip address 192.0.2.254
Router_B(config-if pppoe 1)# ip nat inside source list 1 interface
Router_B(config-if pppoe 1)# pppoe server internet

Router_B(config-if pppoe 1)# pppoe account ********@*** *** ne_ jp ******
Router_B(config-if pppoe 1)# pppoe type lan

Router_B(config-if pppoe 1)#exit

Router_B(config)#crypto isakmp policy 1

Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# group 5

Router_B(config-isakmp)# hash sha

Router_B(config-isakmp)# keepalive always-send
Router_B(config-isakmp)# key ascii secret1

Router_B(config-isakmp)# negotiation-mode aggressive




% savi
% finis

Boot-b

Router_B(config-isakmp)# peer-identity host Router_A
Router_B(config-isakmp)#exit
Router_B(config)#crypto map Router_B 1
Router_B(config-crypto-map)# match address 1
Router_B(config-crypto-map
Router_B(config-crypto-map
Router_B(config-crypto-map
Router_B(config-crypto-map
Router_B(config)#end

# set peer host Router_A

# set pfs group5

# set transform-set aes256-sha
#exit

— — — ~—

XTERTE |Router_B#save SIDE-A.cfg

ng working-config
hed saving

ZEEBICE Router_B#reset
Going to reset with SIDE-A.frm and SIDE-A.cfg.

ack not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.
Are you OK to cold start?(y/n)y

X EIRREDHERY 1

XA VAR CTEA L CVSPPPOELIRD IER TG G 2R LE T,

PPPoED#E IR EZIRLE T, (Ro

uter A)

HRAS

EERTHG

slog Z&m

PPPoE hiit U CL\e C & 7Z iR

Router_A#show slog

0021 0000:00:13.01 2012/02/08 (wed) 16:50:30 5 c¢3b20003 08050a00

PPPoE1 Connected

PPPoED# A EZI#EELE T, (Ro

uter B)

SRS

EERTHG

slog Z&m

PPPoE hiit U CL\e C &7z hiEss

Router_B#show slog

0007 0000:00:13.14 2012/02/08 (wed) 16:44:14 5 c3a50003 08050a00

PPPoE1 Connected

PPPOEDES ) N AR LE T -

(Router A)

ESRAE

EERTHG

PPPOE A >4 7 T —ADBERZRTR

7 RUADEIS TE TS C EHESR

Router_A#show ip interface pppoe 1

PPPoE1 is up

IPv4 is enabled
IP address is 192.0.2.11, subnet mask is 255.255.255.255
Destination address is 192.0.2.111
MTU is 1454 bytes

PPPOEDEIS ) N AR LE T,

(Router B)

RS

EERTHG

PPPOE A 2% 7 T —ADBERZRTR

7 RUADEIS TE TS C EHESR

Router_B#show ip interface pppoe 1

PPPoE1 is up

IPv4 is enabled
IP address is 192.0.2.254, subnet mask is 255.255.255.255
Destination address is 192.0.2.111
MTU is 1454 bytes

203



204

IPSECO#E#IREE (Phase 1 SA) &iEEELFE T, (Router A)

ERRE BEERRW
Phasel SA DIREEZZZE R |Router A#show crypto isakmp sa
ISAKMP SA
currentsa : 1
% [ 1] 192.0.2.254
<-->192.0.2.11 Router_A

<I> Aggressive Mode
Lifetime : 1000secs
Current : 14secs,1kbytes
mcfg config-mode: off

mcfg addr: off

mcfg apl-version:

IKE Keepalive: dpd

ICMP Keepalive: off
release on addr-change: off

UP pre-shared key DES SHA

¥ I WEDT RURAET T —X1SAH, BIINTVD T LE=EHERULE T,

IPSECO#E#IREE (Phase1 SA) =iEsELFE T, (Router B)

ERAE EERS
Phasel SA MikEE%ZZEK R Router B#show crypto isakmp sa

ISAKMP SA
currentsa : 1

[1] 192.0.2.11 Router_A

<-->192.0.2.254

<R> Aggressive Mode UP pre-shared key DES SHA

Lifetime : 1000secs

Current : 14secs,1kbytes

mcfg config-mode: off

mcfg addr: off

mcfg apl-version:

IKE Keepalive: dpd

ICMP Keepalive: off

release on addr-change: off

¥ I WEDOFT RUAETT—X 1SAD, BIIESNTVWB T E#ERLET.
IPSECD#EHTIAEE (Phase? SA) &2 LET ., (Router A)

BERAE

EERTHG

Phase?2 SA DIREEEFET

Router_A#show crypto ipsec sa
IPSEC SA

currentinsa : 1

current outsa : 1

[ 1] 192.168.1.0,255.255.255.0 ALL ALL
<-->192.168.0.0,255.255.255.0 ALL ALL
peer: 192.0.2.254

<|> UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs
Anti-Replay: Enable

O-SPI: 0x2faa93ee Current: 5secs,0Okbytes

out packet :0 error packet :0
I-SPI: Oxc7c1178e Current: 5secs,0Okbytes

in packet :0 auth packet :0

decrypt packet : 0 discard packet :0

replay packet :0 auth error packet : 0

¥ I WEDT RURAET T —X2 SAH. BITNTVD T E=ZERLET,




IPSECO#E#IREE (Phase? SA) =iEsELE T, (Router B)

ERRE BEERRW
Phase?2 SA (DIREEZZFE R |Router B#show crypto ipsec sa

IPSEC SA
currentinsa : 1
current outsa : 1

[ 1] 192.168.0.0,255.255.255.0 ALL ALL
<-->192.168.1.0,255.255.255.0 ALL ALL
peer: 192.0.2.11
Router_A
<R> UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs
Anti-Replay: Enable
O-SPI: 0xc7c1178e Current: 5secs,Okbytes
out packet :0 error packet :0
|-SPI: 0x2faa93ee Current: 5secs,0Okbytes
in packet :0 auth packet 0
decrypt packet : 0 discard packet :0
replay packet : 0 auth error packet : 0

¥ I WEDT RURAET T —X2 SAH. BTN TVD T E=ZERLET,

RIRIEHREHRBLUE T, (Router A)

BERNE

EERTHG

W=7« VI ERZERT

%1

X 2

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*192.0.2.111/32 is directly connected, PPPoE1

C> *127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN
S>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1
S 192.0.2.254/32 [10/0] is directly connected, DIALER1
S>*192.0.2.254//32 [5/0] is directly connected, PPPoE1

%1 : IPseclFOEBHEMNTH D EZHERL TS,
%2 ! VPNET7FERERDRI X by TOPPPoE1HEMTH DI & &R LT EEL,

RIRIEHREHERLUE T, (Router B)

A

EERE]

=T « VI ERERT

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*192.0.2.111/32 is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
S>*192.168.0.0/24 [0/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN
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WEEIRREDRESR 2
AA VRETHERUTCWVWDPPPOEEKRICEENFHE UTcGaZsi UE T,
PPPoEDZEFIAEZIEFE LE I, (Router A)

SR E EERE]

slog 3K/ |Router_A#show slog

0022 0000:03:09.02 2012/02/08 (wed) 16:53:26 5 00000003 08050232
PPPoE Hh\ir L CWL\D C & =R PPPoE1 Disconnected

0023 0000:03:12.51 2012/02/08 (wed) 16:53:29 5 0000001b 08050200
F)\AJ)UDMESE LU TWD T &R Modem1 Connected Calling ********_by dialer1

IPSECOD#E#HTIARE (Phase1 SA) =R ULET ., (Router A)

ERAE EERS]

Phasel SA DIREEZZER |Router A#show crypto isakmp sa
ISAKMP SA
current sa : 1

% |[1] 192.0.2.254
<-->198.51.100.1 Router_A
<|> Aggressive Mode UP pre-shared key DES SHA
Lifetime : 1000secs
Current : 5secs,1kbytes
mcfg config-mode: off
mcfg addr: off
mcfg apl-version:
IKE Keepalive: dpd
ICMP Keepalive: off
release on addr-change: off

¥ BINAIVTHREBENE7 RURICEDDPhase 1 SABEIIESNTUVSC EEERLET,
IPSECD#EHTIARE (Phase1 SA) &SR LET, (Router B)

ERAE EERS
Phasel SA MikEE%ZZEK TR Router B#show crypto isakmp sa
ISAKMP SA

current sa : 1

% |[1] 198.51.100.1 Router_A
<-->192.0.2.254

<R> Aggressive Mode UP pre-shared key DES SHA

Lifetime : 1000secs

Current : 5secs,1kbytes

mcfg config-mode: off

mcfg addr: off

mcfg apl-version:

IKE Keepalive: dpd

ICMP Keepalive: off

release on addr-change: off

¥ ENAITRESN? RURICEDDPhase 1 SADEIISNTVDZ EZHELE T,
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IPSECO#E#IREE (Phase2 SA) &iEsELE T, (Router A)

SRS

HEERTHG

IPSEC SA
currentinsa : 1
current outsa : 1

peer: 192.0.2.254

Lifetime: 600secs

Anti-Replay: Enable
O-SPI: 0xe6660470

Phase2 SA MikEEZEK T |Router A#show crypto ipsec sa

% |[2] 192.168.1.0,255.255.255.0 ALL ALL
<-->192.168.0.0,255.255.255.0 ALL ALL

<I>UP ESP AES(256bits) HMAC-SHA PFS:on(group5)

Current: 10secs,0Okbytes

out packet :0 error packet :0
|-SPI: Oxc4bc7edc Current: 10secs,0Okbytes
in packet :0 auth packet :0
decrypt packet : 0 discard packet :0
replay packet :0 auth error packet : 0

¥ I ENAIVTRESNT? RURICEDDPhase2 SADEIITNTVD T EZHERLI T,

IPSECODIE#HTIARE (Phasel SA) #iEsRLUET ., (Router B)

SR

EERE]

IPSEC SA
currentinsa : 1
current outsa : 1

peer: 198.51.100.1
Router_A

Lifetime: 600secs
out packet

I-SPI: 0xe6660470
in packet

replay packet

Anti-Replay: Enable
O-SPI: Oxc4bc7edc

:0
decrypt packet : 0
:0

Phase?2 SA (DIREEZZFR |Router_B#show crypto ipsec sa

% [ 2] 192.168.0.0,255.255.255.0 ALL ALL
<-->192.168.1.0,255.255.255.0 ALL ALL

<R> UP ESP AES(256bits) HMAC-SHA PFS:on(group5)

Current: 10secs,0kbytes

error packet :0
Current: 10secs,0Okbytes
auth packet :0

discard packet :0
auth error packet : 0

¥ I EINAILTEIBENET RUXRICEDbPhase2 SAOTEIL

RESER R LE . (Router A)

\

ENTVDHTL=HERULET,

HRAS

EERE]

=7« J1E#HR7%ZFRR Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN
S>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1
% |S>*192.0.2.254/32 [10/0] is directly connected, DIALER1
S 192.0.2.254/32 [5/0] is directly connected, PPPoE1 inactive

% I VPNE7 SO I X hiky TOPPPoE1HEMTH DT EZEHERUL T IEEL,
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W ERREDESE 3

AA VRETHERUTWVDPPPOEERDEENEIRUISGEZREE LET,
PPPoEDZEFIAEZIEFE LE I, (Router A)

SR E

EERE]

slog =&

PPPOE h¥#ift L TS C & 72 HESR

T/ AIIVHOWIHE L TS & & 7 fESS

Router_A#show slog

0024 0000:05:18.21 2012/02/08 (wed) 16:55:35 5 c5bc0003 08050a00
PPPoE1 Connected

0025 0000:05:35.83 2012/02/08 (wed) 16:55:52 5 0000001b 08050610
Modem1 Disconnected

IPSECOD#E#HTIARE (Phase1 SA) =R ULET ., (Router A)

EBRAE EIEZRS
Phasel SA DIREEZZER |Router A#show crypto isakmp sa
ISAKMP SA
currentsa : 1
% |[1] 192.0.2.254
<-->198.51.100.1 Router_A

<I> Aggressive Mode
Lifetime : 1000secs
Current : 5secs,1kbytes
mcfg config-mode: off

mcfg addr: off

mcfg apl-version:

IKE Keepalive: dpd

ICMP Keepalive: off
release on addr-change: off

UP pre-shared key DES SHA

% ! PPPOETEEENI7” RUATPhase 1 SADEIIESNTVWAC EEHERELE T,
IPSECD#E#HTIAEE (Phase1 SA) &2 LET ., (Router B)

RS

EERTG

Phasel SA DIREEEFERT

Router_B#show crypto isakmp sa
ISAKMP SA
currentsa : 1

[11192.0.2.13  Router_A

<-->192.0.2.254

<R> Aggressive Mode UP pre-shared key DES SHA

Lifetime : 1000secs

Current : 95secs,1kbytes

mcfg config-mode: off

mcfg addr: off

mcfg apl-version:

IKE Keepalive: dpd

ICMP Keepalive: off

release on addr-change: off

¥ ! PPPOETHE N7 RUATPhase 1 SABEIISNTULDC E&ERLE T,
IPSECODE#TIAEE (Phasel SA) =R ULET ., (Router A)

SRS

EERTHG

Phase2 SA MDiRREZERT

Router_A#show crypto ipsec sa
IPSEC SA

currentinsa : 1

current outsa : 1

[ 3] 192.168.1.0,255.255.255.0 ALL ALL
<-->192.168.0.0,255.255.255.0 ALL ALL




SRS

EERTHG

peer: 192.0.2.254

<|> UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs
Anti-Replay: Enable

O-SPI: 0xef85e6bd Current: 15secs,0Okbytes

out packet :0 error packet :0
I-SPI: 0xfa9f8256 Current: 15secs,0Okbytes

in packet :0 auth packet :0

decrypt packet : 0 discard packet :0

replay packet :0 auth error packet :0

% ! PPPOETHEEE NIz RUATPhase? SADEIIESNTULBDZ & #ERLET .
IPSECD#EHTIAEE (Phase? SA) &SR ULET, (Router B)

ESRAE

EERTHG

Phase?2 SA DIREEEFERT

Router_B#show crypto ipsec sa
IPSEC SA

currentinsa : 1

current outsa : 1

[ 3] 192.168.0.0,255.255.255.0 ALL ALL
<-->192.168.1.0,255.255.255.0 ALL ALL
peer:192.0.2.13
Router_A
<R> UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs
Anti-Replay: Enable

O-SPI: 0xfa9f8256 Current: 98secs,3kbytes

out packet 15 error packet :0
|-SPI: Oxef85e6bd Current: 98secs,3kbytes
in packet LS auth packet 15
decrypt packet : 5 discard packet :0
replay packet :0 auth error packet :0

¥ I ENAITERFENT RURICEDDPhase2 SADEIIENTLSD C EEHEELE T,

RIRIESREERUE T, (Router A)

RN

EERE]

W=7 « VI ERERT

% 1

X 2

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*192.0.2.112/32 is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN
S>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1
S 192.0.2.254/32 [10/0] is directly connected, DIALER1
S>*192.0.2.254/32 [5/0] is directly connected, PPPoE1

%1 : IPseclFORIEBHENTH D ERZERULTLEEL,
%2 VPNE7FRIRD 2RI X My JOPPPoE1 B TH DT EEERLTLIEEL,
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T —-bo14

U AIFESBETE UMSRIIZ1SIC2EGRERTD. 41 VY —3R v MNOER
ERIEBOVPNIN\y 7 v JTE5E

Bk

VRRPZ{#F U TRouter_A. Router BO#ETI R ELOIRTIEFTVET,

wmEE (Router_C) CTld 2 MR ZFER T DERTEZITLET,
BREEUECIFOSPFERY T 1 v IR EHEGEF I,

O#R(E% CPPPoE@IR Tt L. VPNZE OB T,
Router_A. Router_BEE FDImERMNSA T —Rw hADEEF NATHEZHBE U CER 7V TATEDRECT .

W#E00

192.168.0.0/24

¥ VRRP

192.168.0.3

N
d

192.168.0.4

A
T

W< REEE 1 (Router A)

E PPPoE1
' 203.0.113.1 PPPoE2
. [
IPsec £
1192.168.0.2! VRRP Priority 100 EZE IPRE TE IPIRIE
v (RNwoTwII—5)
____________ J

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 0.0.0.0 0.0.0.0 192.168.0.2 150
ip route 192.168.1.0 255.255.255.0 192.168.0.2 150
ip vrrp enable

access-list 1 permit 192.168.0.0 0.0.0.255
proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 64 bypass ip any any
ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
hostname Router_A

interface ipsecif 1

crypto map Router_A

ip ospf network point-to-point

ip address 100.1.1.1 255.255.255.0

ip mtu 1500

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
vrrp 1 address 192.168.0.254

; |
, i IVRRP Priority 200
Vo o IPSECIF1 IPSECIF1
: LANT: ((RAZ==%) 3557771 100.1.1.2
1192.168.0.1) | _ s
: — S IPsec 58
' L PPPOE1 PPPOE1
192.0.2.1
{8 1P ]: 920
192.168.0.254 |!
L ________lINTERNET | ___

192.168.1.0/24

192.168.1.1

192.168.1.2

192.168.1.3




vrrp 1 priority 200
vrrp 1 preempt
exit

interface pppoe 1

pppoe type lan
exit

group 5
hash sha

key ascii secret1

exit
match address 1
set pfs group5

exit
router ospf

exit
end

ip address 192.0.2.1

ip nat inside source list 1 interface
pppoe server internet

pppoe account *******E@*** *** ne jp

crypto isakmp policy 1
authentication prekey
keepalive always-send

negotiation-mode aggressive
peer-identity host Router_C

crypto map Router_A 1

set peer host Router_C

set transform-set aes256-sha
network 100.1.1.0 0.0.0.255 area 0

redistribute connected
router-id 192.168.0.1

*kkkkk

W= EF

& 1 (Router A)

REAH

EERE]

HEI—TE— MOBT
JKCRADT— RDAT]

RIEIBFRDIIERE

HEE— ROES
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal
Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#ip route 0.0.0.0 0.0.0.0 192.168.0.2 150
Router(config)#ip route 192.168.1.0 255.255.255.0 192.168.0.2 150
Router(config)#ip vrrp enable

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#hostname Router_A

Router_A(config)#interface ipsecif 1

Router_A(config-if ipsecif 1)# crypto map Router_A
Router_A(config-if ipsecif 1)# ip ospf network point-to-point
Router_A(config-if ipsecif 1)# ip address 100.1.1.1 255.255.255.0
Router_A(config-if ipsecif 1)# ip mtu 1500

— ~— ~— ~—
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Router_A(config-if ipsecif 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)# vrrp 1 address 192.168.0.254
Router_A(config-if lan 1)# vrrp 1 priority 200
Router_A(config-if lan 1)# vrrp 1 preempt
Router_A(config-if lan 1)#exit
Router_A(config)#interface pppoe 1
Router_A(config-if pppoe 1)# ip address 192.0.2.1
Router_A(config-if pppoe 1)# ip nat inside source list 1 interface
Router_A(config-if pppoe 1)# pppoe server internet
Router_A(config-if pppoe 1)# pppoe account ********@*** *** ne.jp
Router_A(config-if pppoe 1)# pppoe type lan
Router_A(config-if pppoe 1)#exit
Router_A(config)#crypto isakmp policy 1
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# group 5
Router_A(config-isakmp)# hash sha
Router_A(config-isakmp)# keepalive always-send

)

)

)

)

*kkkkk

Router_A(config-isakmp)# key ascii secret1
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity host Router_C
Router_A(config-isakmp)#exit

Router_A(config)#crypto map Router_A 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer host Router_C
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit

Router_A(config)#router ospf

Router_A(config-ospf)# network 100.1.1.0 0.0.0.255 area 0
Router_A(config-ospf)# redistribute connected
Router_A(config-ospf)# router-id 192.168.0.1
Router_A(config-ospf)#exit

Router_A(config)#end

SXTE1RTE |Router_At#tsave SIDE-A.cfg
% saving working-config
% finished saving

EEBICE) |Router_A#freset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

W< RERE 2(Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 192.168.1.0 255.255.255.0 connected ipsecif 1

ip vrrp enable

access-list 1 permit 192.168.0.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac




interface ipsecif 1
ip mtu 1500

exit
interface lan 1

vrrp 1 priority 100
vrrp 1 preempt
exit

interface pppoe 1

pppoe type lan
exit

group 5
hash sha

key ascii secret1

exit
match address 1
set pfs group5

exit
end

hostname Router_B

crypto map Router_B

ip address 192.168.0.2 255.255.255.0
vrrp 1 address 192.168.0.254

ip address 203.0.113.1

ip nat inside source list 1 interface

pppoe server internet

pppoe account ********@***-***-ne-jp *kkkkk

crypto isakmp policy 1
authentication prekey
keepalive always-send

negotiation-mode aggressive
peer-identity host Router_C

crypto map Router_B 1
set peer host Router_C

set transform-set aes256-sha

W= EF

& 2 (Router B)

REANE

EERTHG

FE1—UE— BOBIT
JCRAD— DT

RIEIBFRDYIHE

BEE— ROESE
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1
Router(config)#ip vrrp enable

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#hostname Router_B

Router_B(config)#interface ipsecif 1

Router_B(config-if ipsecif 1)# crypto map Router_B

Router_B(config-if ipsecif 1)# ip mtu 1500
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Router_B(config-if ipsecif 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.0.2 255.255.255.0
Router_B(config-if lan 1)# vrrp 1 address 192.168.0.254
Router_B(config-if lan 1)# vrrp 1 priority 100

Router_B(config-if lan 1)# vrrp 1 preempt

Router_B(config-if lan 1)#exit

Router_B(config)#interface pppoe 1

Router_B(config-if pppoe 1)# ip address 203.0.113.1
Router_B(config-if pppoe 1)# ip nat inside source list 1 interface
Router_B(config-if pppoe 1)# pppoe server internet
Router_B(config-if pppoe 1)# pppoe account ********@*** *** ng jp ******
Router_B(config-if pppoe 1)# pppoe type lan

Router_B(config-if pppoe 1)#exit

Router_B(config)#crypto isakmp policy 1

Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# group 5

Router_B(config-isakmp)# hash sha

Router_B(config-isakmp)# keepalive always-send
Router_B(config-isakmp)# key ascii secret1
Router_B(config-isakmp)# negotiation-mode aggressive
Router_B(config-isakmp)# peer-identity host Router_C
Router_B(config-isakmp)#exit

Router_B(config)#crypto map Router_B 1
Router_B(config-crypto-map)# match address 1
Router_B(config-crypto-map)# set peer host Router_C
Router_B(config-crypto-map)# set pfs group5
Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit

Router_B(config)#end

S2EIRTE |Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

EEBICE Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

B~ RERE 3(Router C)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 0.0.0.0 0.0.0.0 pppoe 2 150

ip route 192.0.2.1 255.255.255.255 pppoe 1

ip route 192.168.0.0 255.255.255.0 connected ipsecif 2 150
ip route 203.0.113.1 255.255.255.255 pppoe 2

access-list 1 permit 192.168.1.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 2 ipsec ip any any

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router_C




ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface ipsecif 1

crypto map Router_A

ip ospf network point-to-point

ip address 100.1.1.2 255.255.255.0
ip mtu 1500

exit

interface ipsecif 2

crypto map Router_B

ip mtu 1500

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface pppoe 1

ip nat inside source list 1 interface
pppoe server internet1

DPPOE ACCOUNt ********@¥** %% g oy *rwwss
pppoe type host

pppoe interface ewan 1

exit

interface pppoe 2

ip nat inside source list 1 interface
pppoe server internet2

DPPOE ACCOUNt ********@¥** %% ng oy *wwss
pppoe type host

pppoe interface ewan 2

exit

crypto isakmp policy 1
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret1

my-identity Router_C
negotiation-mode aggressive
peer-identity address 192.0.2.1
exit

crypto isakmp policy 2
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret1

my-identity Router_C
negotiation-mode aggressive
peer-identity address 203.0.113.1
exit
crypto map Router_A 1

match address 1

set peer address 192.0.2.1

set pfs group5

set transform-set aes256-sha
exit
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match address 2

set pfs group5

exit
router ospf

exit
end

crypto map Router_B 2
set peer address 203.0.113.1
set security-association always-up

set transform-set aes256-sha

network 100.1.1.0 0.0.0.255 area 0
redistribute connected
router-id 192.168.1.1

WEEF

&5 3(Router C)

REANE

EERTHG

eI —UE— bOBIT
JCRAD— ROAF

RIEIBFRDYIHE

REE— FDEE
REAS]

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 2 150
Router(config)#ip route 192.0.2.1 255.255.255.255 pppoe 1
Router(config)#ip route 192.168.0.0 255.255.255.0 connected ipsecif 2 150
Router(config)#ip route 203.0.113.1 255.255.255.255 pppoe 2
Router(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 2 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server

Router(config)#hostname Router_C

Router_C(config)#ip dhcp pool lan 1
Router_C(config-dhcp-pool)# dns-server 0.0.0.0
Router_C(config-dhcp-pool)# default-router 0.0.0.0
Router_C(config-dhcp-pool )#exit

Router_C(config)#interface ipsecif 1

Router_C(config-if ipsecif 1)# crypto map Router_A
Router_C(config-if ipsecif 1)# ip ospf network point-to-point
Router_C(config-if ipsecif 1)# ip address 100.1.1.2 255.255.255.0
Router_C(config-if ipsecif 1)# ip mtu 1500

Router_C(config-if ipsecif 1)#exit

Router_C(config)#interface ipsecif 2

Router_C(config-if ipsecif 2)# crypto map Router_B
Router_C(config-if ipsecif 2)# ip mtu 1500

Router_C(config-if ipsecif 2)#exit

Router_C(config)#interface lan 1

Router_C(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_C(config-if lan 1)#exit

Router_C(config)#interface pppoe 1

Router_C(config-if pppoe 1)# ip nat inside source list 1 interface
Router_C(config-if pppoe 1)# pppoe server internet1




RIERTE

Router_C(config-if pppoe 1)# pppoe account ********@*** *** ne jp ******
Router_C(config-if pppoe 1)# pppoe type host
Router_C(config-if pppoe 1)# pppoe interface ewan 1
Router_C(config-if pppoe 1)#exit

Router_C(config)#interface pppoe 2

Router_C(config-if pppoe 2)# ip nat inside source list 1 interface
Router_C(config-if pppoe 2)# pppoe server internet2
Router_C(config-if pppoe 2)# pppoe account ********@*** *** ne.jp
Router_C(config-if pppoe 2)# pppoe type host
Router_C(config-if pppoe 2)# pppoe interface ewan 2
Router_C(config-if pppoe 2)#exit

Router_C(config)#crypto isakmp policy 1
Router_C(config-isakmp)# authentication prekey
Router_C(config-isakmp)# group 5
Router_C(config-isakmp)# hash sha
Router_C(config-isakmp)# keepalive always-send
Router_C(config-isakmp)# key ascii secret1
Router_C(config-isakmp)# my-identity Router_C
Router_C(config-isakmp)# negotiation-mode aggressive
Router_C(config-isakmp)# peer-identity address 192.0.2.1
Router_C(config-isakmp)#exit

Router_C(config)#crypto isakmp policy 2
Router_C(config-isakmp)# authentication prekey
Router_C(config-isakmp)# group 5
Router_C(config-isakmp)# hash sha
Router_C(config-isakmp)# keepalive always-send
Router_C(config-isakmp)# key ascii secret1
Router_C(config-isakmp)# my-identity Router_C
Router_C(config-isakmp)# negotiation-mode aggressive
Router_C(config-isakmp)# peer-identity address 203.0.113.1
Router_C(config-isakmp)#exit

Router_C(config)#crypto map Router_A 1
Router_C(config-crypto-map)# match address 1
Router_C(config-crypto-map)# set peer address 192.0.2.1
Router_C(config-crypto-map)# set pfs group5
Router_C(config-crypto-map)# set transform-set aes256-sha
Router_C(config-crypto-map)#exit

Router_C(config)#crypto map Router_B 2
Router_C(config-crypto-map)# match address 2
Router_C(config-crypto-map)# set peer address 203.0.113.1
Router_C(config-crypto-map)# set pfs group5
Router_C(config-crypto-map)# set security-association always-up
Router_C(config-crypto-map)# set transform-set aes256-sha
Router_C(config-crypto-map)#exit

Router_C(config)#router ospf

Router_C(config-ospf)# network 100.1.1.0 0.0.0.255 area 0
Router_C(config-ospf)# redistribute connected
Router_C(config-ospf)# router-id 192.168.1.1
Router_C(config-ospf)#exit

Router_C(config)#end

*kkkkk

Router_C#save SIDE-A.cfg
% saving working-config
% finished saving
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ZEEBICE |Router_Ctreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WEERREDHERR 1
Y25 —)b—% (Router A) IERIDVRRPRAEEHRE LE T,

SRS EERRE

VRRP IXEEDHESE |Router_A#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.1
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
IREENY Master 18T & &HESR state: Master
uptime(sec): 41
become master count: 1
advertise receive: 0
error advertise receive: 0

J\w 77w T)L—% (Router B) IEBIFDOVRRPIXREZESRULE T,

SRS EERRE

VRRP JREEDIEER |Router_B#show vrrp
VRRP action enable

lan 1 Vrid 1

Priority 100 (Current 100)

Preempt mode “on”

Advertisement interval 1

Local ip address is 192.168.0.2

Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”

IRREDY Backup 76 & =R state: Backup

uptime(sec): -----

become master count: 0

advertise receive: 42

error advertise receive: 0

Router ADREIERZEEZUE T,

RS EERRE

I—F « > J1EFR7Z T |Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)

Active entry:10 (IPv4), 2 (IPv6) Peak:10

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] via 192.168.0.2, LAN




% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:02:03
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.254/32 [110/20] via 100.1.1.2, IPSECIF1, 00:01:11
C>*192.0.2.254/32 is directly connected, PPPoE1
C>*192.168.0.0/24 is directly connected, LAN

¥ 2 |0>*192.168.1.0/24 [110/20] via 100.1.1.2, IPSECIF1, 00:01:11

¥ 3 |S 192.168.1.0/24 [150/0] via 192.168.0.2, LAN

0> *203.0.113.254/32 [110/20] via 100.1.1.2, IPSECIF1, 00:01:11

¥1 1 FT74) MERBORI X MRy TOPPPoETHEMICIED Z EZHEELE T,
%2 | OSPREIBIC K D IPseclFORBIEHBRIN TS L =R LE T,
%31 INw o7y TIV—5EERDIFBETH D L =R LT T,

Router CORERIEHRZEZR LT,

FEESSNE EIERE]

Jb—7 « > J1E# =K |Router_C#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:12 (IPv4), 2 (IPv6) Peak:12

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:02:02
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO
S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1

O 192.0.2.254/32 [110/20] via 100.1.1.1, IPSECIF1, 00:01:21
C>*192.0.2.254/32 is directly connected, PPPoE1

¥ 2 |0>*192.168.0.0/24 [110/20] via 100.1.1.1, IPSECIF1, 00:01:21
% 3 |S 192.168.0.0/24 [150/0] is directly connected, IPSECIF2
C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2
C>*203.0.113.254/32 is directly connected, PPPoE2

%11 777 MEERDRI R hiky TOPPPoE1hEMICIED Z EZH#EERLE T,
%2 : OSPHEREIC K DIPseclF 1 DIFEHBESN TS T EZHRLE T,
%31 Ny I7 v TI—5EREEHIFBETH D EZHRLE T,

WG ERREDESR 2

NAY—)L—% (Router A)EEFHER (LANRIDEEFRYE) DVRRPIREZHEEILFE T,

SRR [y

VRRP KREDHEER |Router_A#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 0.0.0.0
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
IREED? Initialize 75T & ZHEER state: Initialize
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uptime(sec): -----
become master count: 1
advertise receive: 0
error advertise receive: 0

J\w o 77w 7)L—% (Router B)(MVRR

PIRREEZHERLE T,

SRS

EERTH

VRRP IKEEDHESR

IREEDY Master [J75D C &= hEsR

Router_B#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 100 (Current 100)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.2
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
state: Master
uptime(sec): 43
become master count: 1
advertise receive: 180
error advertise receive: 0

Router BOREIEHRZEER UE T,

SRS

BEERTH

=T « VI ERERR

% 1

x 2

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN
S>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1
C> *203.0.113.254/32 is directly connected, PPPoE1

%1 774 ) MEERORI X by TOPPPoE1h"EMTH 2 EZHERELE T,
2 IPseclFOEBHEMTH D LZHELET,

Router CORERIEHRZERLE T,

s E

EIERE)

=7 « VI ERZERT

Router_C#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:11 (IPv4), 2 (IPv6) Peak:12

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

S> *0.0.0.0/0 [1/0] is directly connected, PPPoE1

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:03:19
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO




x 2

S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1

O 192.0.2.254/32 [110/20] via 100.1.1.1, IPSECIF1, 00:02:38

C>*192.0.2.254/32 is directly connected, PPPoE1
S>*192.168.0.0/24 [150/0] is directly connected, IPSECIF2
C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2
C>*203.0.113.254/32 is directly connected, PPPoE2

¥1 1 FT74) MERBORI X Milky TOPPPoEThEIICIED Z EZHERELE T,

%2 OSPREIEDENEIED I\ I 7y

WEERREDHERR 3
Y25 —)L—% (Router A)BEE{EIRE

TEEDENCEOTVD T EZHRLET,

(LANIDREEEIR) DVRRPIREEZHEEELE T,

RS

[

VRRP IKEEDHESR

IREEN Master (T2 C & & HERR

Router_A#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 200 (Current 200)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.1
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
state: Master
uptime(sec): 9
become master count: 2
advertise receive: 3
error advertise receive: 0

I\ Z7wT)L—7% (Router B) ERERDVRRPIRAEZHESE LEX T,

RS

EERTH

VRRP IKEEDHESR

IREEN Backup (C75d C &%= HesR

Router_B#show vrrp
VRRP action enable

lan 1 Vrid 1
Priority 100 (Current 100)
Preempt mode “on”
Advertisement interval 1
Local ip address is 192.168.0.2
Virtual router ip address is 192.168.0.254
Virtual MAC address is 00:00:5e:00:01:01
Authentication type is “auth-none”
state: Backup
uptime(sec): -----
become master count: 1
advertise receive: 189
error advertise receive: 0

Router ADRRRIEHRZHEBLUF T,

RN

EERTH

=7« VI ERERT

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:10 (IPv4), 2 (IPv6) Peak:10

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
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% 1

x 2
% 3

B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] via 192.168.0.2, LAN

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:05:26
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.254/32 [110/20] via 100.1.1.2, IPSECIF1, 00:04:34
C>*192.0.2.254/32 is directly connected, PPPoE1
C>*192.168.0.0/24 is directly connected, LAN

0> *192.168.1.0/24 [110/20] via 100.1.1.2, IPSECIF1, 00:04:34

S 192.168.1.0/24 [150/0] via 192.168.0.2, LAN

0> *203.0.113.254/32 [110/20] via 100.1.1.2, IPSECIF1, 00:04:34

¥1 1 FT74) MERBORI X MRy TOPPPoETHEMICED Z EZHEELE T,

xe !
%3

Router CORERIEHRZER L X T,

: OSPFEIZIC K D IPseclFORBIBHBREIN TS L =R LE T,
N o7y T —55EEEhIBETH D LZMHEBLE T,

FEESSNE

EIERE]

=7 « VI ERZERT

% 1

* 2
% 3

Router_C#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:12 (IPv4), 2 (IPv6) Peak:12

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

S> *0.0.0.0/0 [1/0] is directly connected, PPPoE1

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:05:24
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO
S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1

O 192.0.2.254/32 [110/20] via 100.1.1.1, IPSECIF1, 00:04:43
C>*192.0.2.254/32 is directly connected, PPPoE1

O> *192.168.0.0/24 [110/20] via 100.1.1.1, IPSECIF1, 00:00:33
S 192.168.0.0/24 [150/0] is directly connected, IPSECIF2
C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2
C>*203.0.113.254/32 is directly connected, PPPoE2

%11 777 MEERDORI R biky TOPPPoE1hEMICIED Z EZ#EERELE T,

xe !

OSPF#EI&IC K D IPseclF 1 DEBHBHRINTVND L =R LE T,

%31 Ny o7y T —5EEEHIFBETH D EZHRLE T,

W ERREDHESY 3

AA VR CTERUTCWVWDPPPOERKRICEENFE UGS ZERUE T,
PPPoEDEFIAEZEEELE T, (Router A),

HEERAE

BEERTH

slog =&

PPPoE B LTS C L7z HiEsR

Router_A#show slog

0011 0000:09:55.15 2012/02/22 (wed) 09:59:29 5 00000003 08050232
PPPoE1 Disconnected




PPPOEDEUS 7 LU AZHEE LE T o

(Router A)

iSRS

EERTHG

PPPOE « >4 J 1 —ADIEHRERR

PPPoE D7 FUAHMEWNC & 7ZHEER

Router_A#show ip interface pppoe 1

PPPoE1 is Down

IPv4 is disabled
Internet address is not configured
MTU is 1454 bytes

Router ADRRRIGFHRZIERLUF T,

SRS

BEERTH

=T « VI ERERR

% 1

% 1

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:6 (IPv4), 2 (IPv6) Peak:10

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [150/0] via 192.168.0.2, LAN

S 0.0.0.0/0 [1/0] is directly connected, PPPoE1 inactive

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:08:54
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN
S>*192.168.1.0/24 [150/0] via 192.168.0.2, LAN

%1 ! PPPOERIBDENEIED Ny 7 v TEEHNBMNCEOTVND I LZ#ERELET,

Router BOREIEHRZEER UE T,

SRS

BEERTH

=T « VI ERERR

% 1

x 2

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN
S>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1
C> *203.0.113.254/32 is directly connected, PPPoE1

%1 FIT4)REERORI X Miky TOPPPoE1 hEMTH 2 EEERLET,
%2 ! IPseclFOEEH BN THD I EZERLET .

Router CORERIEHRZEZR LT,

FESSNE

EIERE]

=7 « VI ERZERT

Router_C#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:10 (IPv4), 2 (IPv6) Peak:12

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction

A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2
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% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:08:53
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO

S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1

% 2 |C>%*192.0.2.254/32 is directly connected, PPPoE1
S>*192.168.0.0/24 [150/0] is directly connected, IPSECIF2
C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2

C>*203.0.113.254/32 is directly connected, PPPoE2

%11 774 MEERDORI R hbiky TOPPPoE1h B TH 2 EZ#EERLE T,
%2 ! OSPREBHDMEMNEED Ny 7 v TEEHEMNCIE O TSI L Z#ERELET,

EXTEIRREDHESR 4

AA VB CTHER U TS PPPoERIRDEEMEIHU IS ZER LR I,
PPPoED#EIREEZ EEELE T . (Router A)

ESRAE EE&RHA

slog 7%~ |Router_A#show slog

0012 0000:12:47.68 2012/02/22 (wed) 10:02:21 5 000c0003 08050200
PPPoE h¥Ei LTS C & =R PPPoE1 Connected

PPPOEDEE? KU R =HEZEULET, (Router A)

ERAE EERTHG

PPPOE « 57 1 —ADIE#HR%ZZF T |Router A#tshow ip interface pppoe 1

PPPoE1 is up

IPv4 is enabled

P RURADEUS TCETCWVD TSR | IP address is 192.0.2.1, subnet mask is 255.255.255.255
Destination address is 192.0.2.254

MTU is 1454 bytes

Router ADRES Bz LR T,

RS EERE

I—F 1 2 J1E#H7ZERR Router_A#fshow ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:10 (IPv4), 2 (IPv6) Peak:10

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] via 192.168.0.2, LAN

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:10:20
C>*100.1.1.0/24 is directly connected, IPSECIF1

C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.254/32 [110/20] via 100.1.1.2, IPSECIF1, 00:00:08
C>*192.0.2.254/32 is directly connected, PPPoE1
C>*192.168.0.0/24 is directly connected, LAN

¥ 2 |0>*192.168.1.0/24 [110/20] via 100.1.1.2, IPSECIF1, 00:00:08

¥ 3 |S  192.168.1.0/24 [150/0] via 192.168.0.2, LAN

0> *203.0.113.254/32 [110/20] via 100.1.1.2, IPSECIF1, 00:00:08

X1 :FI74IUREERERORI X Mk JOPPPoE 1 hEMICIED E&ESRLE T,
%2 : OSPHZEERIC KD IPseclFOBIEMBHEIN TS C L ZERLET,
%3 N7 v T —F5EEEDIEBE THDC EZFERLF T,



Router CORESIBHRZIERLER T,

SRS

EERTH

=7« VI ERERT

% 1

x 2
% 3

Router_C#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:12 (IPv4), 2 (IPv6) Peak:12

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2
S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:10:19
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO
S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1

O 192.0.2.254/32 [110/20] via 100.1.1.1, IPSECIF1, 00:00:18
C>*192.0.2.254/32 is directly connected, PPPoE1

0> *192.168.0.0/24 [110/20] via 100.1.1.1, IPSECIF1, 00:00:18
S 192.168.0.0/24 [150/0] is directly connected, IPSECIF2
C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2

C> *203.0.113.254/32 is directly connected, PPPoE2

%1 774U MEERORI R hiky TOPPPoE 1 EMICIES Z EZ#EERLE T,
%2 | OSPREIBIC K DIPseclF 1 DRRBHBESINTNS L ZEELE T,
%31 INwI7 v TIV—5EERDIERBETH D L =R LT T,
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Router COMDPPPoELIRICEEN D DIBE

192.168.0.0/24 192.168.1.0/24
o o
VRRP
1_9_’;_’._1_6_8_._0_.9{?4 I OSPF :
. | |
' | |
, ' IVRRP Priority 200 |
b ot IPSECIF1 IPSECIF1 I
LANT, (YA5=I=%) 100.1.1.1 / INTERNET \ 100.1.1.2 :
192.168.0.3 : 192.168.0.1; | [BERE : 192.168.1.2
\ - L PPPOE1 !
192.0.2.1
- , #8 ! I
FI1lbir—hoze|  REIP .
192.168.0.254 : :
0/ N ISR 1:% N I _
/ Route ‘ LAN1
, : PPPOE1 192.168.1.1
: ' 203.0.113.1 —
' : .‘
192.168.0.4 : LANT] —Router B 192.168.1.3
'192.168.0.2! VRRP Priority 100 BEE IPRIE TE IPBE
. V(Ko7 wIIb—5)
u} u}

W EIRREDHESS 5
AA VR CTERUTCWVWDPPPOERKRICEENFE UGS ZERUE T,
PPPoEDEFIAEZEEELE I, (Router C),

ERAE EEZR
slog 7%= |Router_C#show slog

0005 0000:16:13.32 2012/02/22 (wed) 10:07:03 5 00000003 08050232
PPPoE HhtIiT U C W\ D =R PPPoE1 Disconnected

PPPoEDES 7 RU X ZIEEE LFE YT, (Router C)

ESRAE EERTS
PPPOE « %7 1 —ADIE#H%ZF T |Router_C#show ip interface pppoe 1

PPPoE D7 FUZAHEWC & 7ZHESE |PPPoE1 is Down

IPv4 is disabled
Internet address is not configured
MTU is 1454 bytes

Router COREIEHRZIETR UE T,

ERAE EERRH
—F « &R %ZZR T |Router_C#show ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:11 (IPv4), 2 (IPv6) Peak:12

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

% 1 |S>*0.0.0.0/0 [150/0] is directly connected, PPPoE2

S 0.0.0.0/0 [1/0] is directly connected, PPPoE1 inactive

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:14:22
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO
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S 192.0.2.1/32 [1/0] is directly connected, PPPoE1 inactive
0> *192.0.2.254/32 [110/20] via 100.1.1.1, IPSECIF1, 00:04:21
¥ 2 |0>*192.168.0.0/24 [110/20] via 100.1.1.1, IPSECIF1, 00:04:21
% 3 |S 192.168.0.0/24 [150/0] is directly connected, IPSECIF2
C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2
C>*203.0.113.254/32 is directly connected, PPPoE2

¥1 1 FT7#) MERBORI X My TOPPPoE2HBIICIED Z L ZHERLE T,
%2 | OSPREIBIC K D IPseclFORBIEHBRIN TS I L =R LE T,
%31 v o7y TIV—5EERDIFBETH D EZHR LT T,

Router AORERIEHRZEZRLEF T,

FEESSNE EIERE]

Jb—7F « 2 J1E#H =R |Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:9 (IPv4), 2 (IPv6) Peak:10

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] via 192.168.0.2, LAN

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:15:34
C>*100.1.1.0/24 is directly connected, IPSECIF1

C>*127.0.0.0/8 is directly connected, LOOPO

C>*192.0.2.254/32 is directly connected, PPPoE1
C>*192.168.0.0/24 is directly connected, LAN

¥ 2 |0>*192.168.1.0/24 [110/20] via 100.1.1.2, IPSECIF1, 00:05:22

¥ 3 'S 192.168.1.0/24 [150/0] via 192.168.0.2, LAN

0> *203.0.113.254/32 [110/20] via 100.1.1.2, IPSECIF1, 00:05:22

%11 777 MEERDRI X biky TOPPPoE 1 hERMICIED Z EZ#EERLE T,
%2 | OSPREBIC K D IPseclFORBIRHBREIN TS L =R LE T,
%31 Ny I7 v T —5EEEHIEBETH D EZHRLE T,

Router BOREIEHRZEERUE T,

ERAE EERE

J—7 « J1ERRZZR T |Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN

% 1 |S>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1
C>*203.0.113.254/32 is directly connected, PPPoE1

%1 ! IPseclFOEBHENTH DL ZHELE T,
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WG ERREDESE 6

A A VRETHERUTWVDPPPOEERDEENEIRUISGEZREE LET,
PPPoEDZEFIAREZIEZE LE I, (Router C)

SR E

EERS]

slog &K

PPPOE h¥#ift L TS C & 72 HESR

Router_C#show slog

0006 0000:19:27.39 2012/02/22 (wed) 10:10:17 5 000d0003 08050a00

PPPoE1 Connected

PPPOEDEUS Y LU A7ZHEE LE T

(Router C)

A

EERE]

PPPOE « 2% 7 T —ADIERZE R

7 RUADEIS TE TS C EHhERR

Router_C#show ip interface pppoe

PPPoE1 is up
IPv4 is enabled

IP address is 192.0.2.10, subnet mask is 255.255.255.255
Destination address is 192.0.2.254
MTU is 1454 bytes

Router AORERIERZER L X T,

SRS

[E:Eay]

W=7 « VI ERZERT

x 2
% 3

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:10 (IPv4), 2 (IPv6) Peak:10

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] via 192.168.0.2, LAN

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:18:52
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.254/32 [110/20] via 100.1.1.2, IPSECIF1, 00:02:37
C>*192.0.2.254/32 is directly connected, PPPoE1
C>*192.168.0.0/24 is directly connected, LAN

O> *192.168.1.0/24 [110/20] via 100.1.1.2, IPSECIF1, 00:08:40

S  192.168.1.0/24 [150/0] via 192.168.0.2, LAN

0> *203.0.113.254/32 [110/20] via 100.1.1.2, IPSECIF1, 00:08:40

¥1 1 FT74) MERBORI X My TOPPPoEThEMICIED Z EZEHERLE T,
%2 | OSPREIBIC K D IPseclFORBIBNBRIN TS T L =R LE T,
%31 INwI7 v TIV—5EERDIFBETH D =R LT T,

Router CORERIEHRZERLEF T,

SRR

[ Eany:]|

W=7 « 2V JERZERR

% 1

Router_C#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:12 (IPv4), 2 (IPv6) Peak:12

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2
S> *0.0.0.0/0 [1/0] is directly connected, PPPoE1




x 2
% 3

O 100.1.1.0/24 [110/1] is directly connected, IPSECIF1, 00:18:51
C>*100.1.1.0/24 is directly connected, IPSECIF1
C>*127.0.0.0/8 is directly connected, LOOPO
S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1
C>*192.0.2.254/32 is directly connected, PPPoE1

O 192.0.2.254/32 [110/20] via 100.1.1.1, IPSECIF1, 00:08:50
0> *192.168.0.0/24 [110/20] via 100.1.1.1, IPSECIF1, 00:08:50
S 192.168.0.0/24 [150/0] is directly connected, IPSECIF2
C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2
C>*203.0.113.254/32 is directly connected, PPPoE2

¥1 1 FT74) MERBORI X MRy TOPPPoETHEMICIED Z EZHERELE T,
%2 | OSPREIBIC K DIPseclF 1 DRREBHBESINTNS L ZHEELE T,
%31 INw o7y TIV—5EERDIFBETH D =R LT T,
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IP-VPNY—ERX%ZA 25—y NNPNTIN\vI7 v ITTBRE

WEi6A
Router_A. Rouetr BTZNZN 2 QRZFHE U CERnEZTVE T,
XA VREEIFIP-VPN#Z#2H U CBGPIC K SRRz TLBEZ UE I,
I\ O 7w TREIFA V5 —Ry MEBETEBEZITVET,
REBYIEB(ICIFBGPERY T 4 v IRKEZHAEEEFI .
O#RIFL CPPPOELR CEER L. I\ O 7w TREEIFVPNZE S I8 T I,

Router_A. Router_BEE FDIHARN S A 25— MMD@EES(F. NATHEEZFIF U CEZR PV EATEDRECT,

192.168.0.0/24 192.168.1.0/24
a] o
: BGP !
[ |
I |
— : PPPoE1 PPPoE1 | ——
192.0.2.1 192.0.2.10 |
192.168.0.2 | IP-VPN #3 ! 192.168.1.2
| Bl IP &5 !
| |
| |
|
LANT | | LANT
192.168.0.1:».‘ ______________________ .‘_:192.168.1.1
PPPoE2
INTERNET
.0. 3 PPPoE2
192.168.0.3 2030113 © 192.168.1.3
IPsec
EIE IPIRIE TE IPBE
o o

WM< RERE 1 (Router A)

ip route 0.0.0.0 0.0.0.0 pppoe 2

ip route 192.0.2.10 255.255.255.255 pppoe 1

ip route 192.168.1.0 255.255.255.0 connected ipsecif 1 210
access-list 1 permit 192.168.0.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router_A

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface ipsecif 1

crypto map Router_B

exit




interface lan 1

exit
interface pppoe 1

pppoe type lan

exit
interface pppoe 2

pppoe type lan
exit

group 5

hash sha

key ascii secret1

exit
match address 1
set pfs group5

exit
router bgp 64000

exit
end

ip address 192.168.0.1 255.255.255.0

ip address 192.0.2.1

pppoe server ipvpn

pppoe acCount ********@***.***.ne_jp
pppoe interface ewan 1

ip address 203.0.113.1

ip nat inside source list 1 interface
pppoe server internet

PPPOE aCCOUNt ********@*** *4x ng jpo *wksnx
pppoe interface ewan 2

crypto isakmp policy 1

authentication prekey

keepalive always-send

negotiation-mode aggressive
peer-identity host Router_B

crypto map Router_B 1

set peer host Router_B

set transform-set aes256-sha
bgp router-id 192.0.2.1

neighbor 192.0.2.10 remote-as 64000
redistribute connected

*kkkkk

W= EF

g 1 (Router A)

REANH

EIERE]

HEI—TE— POBT
JKCRADT— RDAF]

RIEIBFRDVIERE

HEE— ROES
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 2
Router(config)#ip route 192.0.2.10 255.255.255.255 pppoe 1
Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1 210
Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
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Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server
Router(config)#hostname Router_A
Router_A(config)#ip dhcp pool lan 1
Router_A(config-dhcp-pool)# dns-server 0.0.0.0
Router_A(config-dhcp-pool)# default-router 0.0.0.0
Router_A(config-dhcp-pool)#exit
Router_A(config)#interface ipsecif 1
Router_A(config-if ipsecif 1)# crypto map Router_B
Router_A(config-if ipsecif 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#interface pppoe 1
Router_A(config-if pppoe 1)# ip address 192.0.2.1
Router_A(config-if pppoe 1)# pppoe server ipvpn
Router_A(config-if pppoe 1)# pppoe account ********@*** *** ng jp ******
Router_A(config-if pppoe 1)# pppoe type lan
Router_A(config-if pppoe 1)# pppoe interface ewan 1
Router_A(config-if pppoe 1)#exit
Router_A(config)#interface pppoe 2
Router_A(config-if pppoe 2)# ip address 203.0.113.1
Router_A(config-if pppoe 2)# ip nat inside source list 1 interface
Router_A(config-if pppoe 2)# pppoe server internet
Router_A(config-if pppoe 2)# pppoe account ********@*** *** ne.jp
Router_A(config-if pppoe 2)# pppoe type lan
Router_A(config-if pppoe 2)# pppoe interface ewan 2
Router_A(config-if pppoe 2)#exit
Router_A(config)#crypto isakmp policy 1
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# group 5
Router_A(config-isakmp)# hash sha
Router_A(config-isakmp)# keepalive always-send

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

*kkkkk

~— O~ ~— ~— ~— ~—

Router_A(config-isakmp)# key ascii secret1
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity host Router_B
Router_A(config-isakmp)#exit

Router_A(config)#crypto map Router_B 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer host Router_B
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit

Router_A(config)#router bgp 64000

Router_A(config-bgp)# bgp router-id 192.0.2.1
Router_A(config-bgp)# neighbor 192.0.2.10 remote-as 64000
Router_A(config-bgp)# redistribute connected
Router_A(config-bgp)#exit

Router_A(config)#end

SRTERTF |Router_A#tsave SIDE-A.cfg
% saving working-config
% finished saving

ZEEBICE |Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)
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W< REEE 2(Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 2

ip route 192.0.2.1 255.255.255.255 pppoe 1
ip route 192.168.0.0 255.255.255.0 connected ipsecif 1 210
ip route 203.0.113.1 255.255.255.255 pppoe 2
access-list 1 permit 192.168.1.0 0.0.0.255
proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 64 bypass ip any any
ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router_B

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface ipsecif 1

crypto map Router_A

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface pppoe 1

ip address 192.0.2.10

pppoe server ipvpn

pppoe account ********@***.***.ne.jp Fokkkkk
pppoe type lan

pppoe interface ewan 1

exit

interface pppoe 2

ip nat inside source list 1 interface

pppoe server internet

pppoe account ********@***-***-ne-jp *kkkkk
pppoe type host

pppoe interface ewan 2

exit

crypto isakmp policy 1

authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret1

my-identity Router_B

negotiation-mode aggressive
peer-identity address 203.0.113.1

exit

crypto map Router_A 1

match address 1

set peer address 203.0.113.1

set pfs group5

set security-association always-up

set transform-set aes256-sha

exit

router bgp 64000

bgp router-id 192.0.2.10

neighbor 192.0.2.1 remote-as 64000
redistribute connected

exit

end
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W

& 2 (Router B)

RENE

BEERTHG

EI—YE— POBAT
JCRAD— RDAT

RIEIBFRDYIHE

BEE— ROES
BEAS

Router>enable
Enter password:
Router#
Router#clear working.cfg
Router#
Router#configure terminal
Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 2
Router(config)#ip route 192.0.2.1 255.255.255.255 pppoe 1
Router(config)#ip route 192.168.0.0 255.255.255.0 connected ipsecif 1 210
Router(config)#ip route 203.0.113.1 255.255.255.255 pppoe 2
Router(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Router(config)#proxydns mode v4
Router(config)#vpn enable
Router(config)#vpnlog enable
Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server
Router(config)#hostname Router_B
Router_B(config)#ip dhcp pool lan 1
Router_B(config-dhcp-pool)# dns-server 0.0.0.0
Router_B(config-dhcp-pool)# default-router 0.0.0.0
Router_B(config-dhcp-pool)#exit
Router_B(config)#interface ipsecif 1
Router_B(config-if ipsecif 1)# crypto map Router_A
Router_B(config-if ipsecif 1)#exit
Router_B(config)#interface lan 1
Router_B(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_B(config-if lan 1)#exit
Router_B(config)#interface pppoe 1
Router_B(config-if pppoe 1)# ip address 192.0.2.10
Router_B(config-if pppoe 1)# pppoe server ipvpn
Router_B(config-if pppoe 1)# pppoe account ********@*** *** ne jp ******
Router_B(config-if pppoe 1)# pppoe type lan
Router_B(config-if pppoe 1)# pppoe interface ewan 1
Router_B(config-if pppoe 1)#exit
Router_B(config)#interface pppoe 2
Router_B(config-if pppoe 2)# ip nat inside source list 1 interface
Router_B(config-if pppoe 2)# pppoe server internet
Router_B(config-if pppoe 2)# pppoe account ********@*** *** neg jp ******
)
)

~— — ~— ~— ~— ~—

Router_B(config-if pppoe 2)# pppoe type host
Router_B(config-if pppoe 2)# pppoe interface ewan 2
Router_B(config-if pppoe 2)#exit
Router_B(config)#crypto isakmp policy 1
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# group 5
Router_B(config-isakmp)# hash sha
Router_B(config-isakmp)# keepalive always-send
Router_B(config-isakmp)# key ascii secret1
Router_B(config-isakmp)# my-identity Router_B
Router_B(config-isakmp)# negotiation-mode aggressive
Router_B(config-isakmp)# peer-identity address 203.0.113.1
Router_B(config-isakmp)#exit

Router_B(config)#crypto map Router_A 1
Router_B(config-crypto-map)# match address 1




Router_B(config-crypto-map)# set peer address 203.0.113.1
Router_B(config-crypto-map)# set pfs group5
Router_B(config-crypto-map)# set security-association always-up
Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit

Router_B(config)#router bgp 64000

Router_B(config-bgp)# bgp router-id 192.0.2.10
Router_B(config-bgp)# neighbor 192.0.2.1 remote-as 64000
Router_B(config-bgp)# redistribute connected
Router_B(config-bgp)#exit

Router_B(config)#end

RTERTE |Router B#save SIDE-A.cfg
% saving working-config
% finished saving

ZEEBICE Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

ERTEIRAEDHEST |
XA VRIS TR U T3 PPPOEEIR N ER B A Z B LE T,
BESBRAERBLET. (Router A)

RS EERRE

I—F 1« > J1EHZERT |Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:8 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE2

C>*127.0.0.0/8 is directly connected, LOOPO

S>*192.0.2.10/32 [1/0] is directly connected, PPPoE1
C>*192.0.2.254/32 is directly connected, PPPoE1

C>*192.168.0.0/24 is directly connected, LAN

¥ 2 |B>*192.168.1.0/24 [200/0] via 192.0.2.10 (connected, PPPoE1), 00:01:31
% 3 |S  192.168.1.0/24 [210/0] is directly connected, IPSECIF1
C>*203.0.113.254/32 is directly connected, PPPoE2

¥1 1 FT74) MERBORI X MRy TOPPPoE2HBIICIESD Z EZHERELE T,
%2 : BGPIC K b XasiDiZi&(dPPPoE1 hiBEENTVS T L ZEERLET .
X3 AT 4 v IICKDMEERIBISIHBE TH D L ZHERLE T,

RIRIESREESR UE T, (Router B)

SR NE EEFR S

=7« B %ZRR |Router_Bi#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:9 (IPv4), 2 (IPv6) Peak:9

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.
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1 |S>
C>
S>
C>
2 |B>
%3 |S
C>
S>
C>

*0.0.0.0/0 [1/0] is directly connected, PPPoE2
*127.0.0.0/8 is directly connected, LOOPO
*192.0.2.1/32 [1/0] is directly connected, PPPoE1
*192.0.2.254/32 is directly connected, PPPoE1
*192.168.0.0/24 [200/0] via 192.0.2.1 (connected, PPPoE1), 00:01:10
192.168.0.0/24 [210/0] is directly connected, IPSECIF1
*192.168.1.0/24 is directly connected, LAN
*203.0.113.1/32 [1/0] is directly connected, PPPoE2
* 203.0.113.254/32 is directly connected, PPPoE2

¥1 1 FT74) MERBORI X MRy TOPPPoE2HEICESD Z EZHERLE T,
%2 : BGPIC K b xasiDiZi&(dPPPoE1 hiBEENTVS T L ZERLET .
X3 AT 4 v IICKDMEEEBISIHBE TH D L ZHERLE T,

WG ERRRDESR 2

A A VRETHERUTCWVWDPPPOEEKRICEENFHE UTcGaZsi LET,
PPPoEDEFIAREZIEZE LE I, (Router A),

SRS

B e

slog =&

PPPoE DI L CWL\D & E7ZFESR

Router_A#show slog

PPPoE1 Disconnected

PPPOEDEUS” MU R7ZHEFELE T, (

Router A)

e

EEFRT

PPPoE « >4 J 1 —ADIERZERT

PPPOE D7 KL ADMEWNC & 7ZHESR

Router_A#show ip interface pppoe 1

PPPoE1 is Down
IPv4 is disabled
Internet address is not configured

MTU is 1454 bytes

Router AORESIEHRZIERLER T,

SRS

EERTH

=7« VI ERERT

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE2
C>*127.0.0.0/8 is directly connected, LOOPO

S 192.0.2.10/32 [1/0] is directly connected, PPPoE1 inactive
C>*192.168.0.0/24 is directly connected, LAN
S>*192.168.1.0/24 [210/0] is directly connected, IPSECIF1
C>*203.0.113.254/32 is directly connected, PPPoE2

¥ 1 WESEDIPsecIFEENER TH D EZEERLE T,

0005 0000:05:07.68 2012/02/23 (thu) 13:42:51 5 00000003 08050232




Router BOWRESIBHRZERLER T,

SRS

EERTH

=7« VI ERERT

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:8 (IPv4), 2 (IPv6) Peak:9

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE2
C>*127.0.0.0/8 is directly connected, LOOPO
S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1
C>*192.0.2.254/32 is directly connected, PPPoE1
S>*192.168.0.0/24 [210/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2
C>*203.0.113.254/32 is directly connected, PPPoE2

* 1 HEFEDIPseclFERD RN TH D L ZHELE T,

WG EIRREDRESE 3

AA VB CTHER U TWSPPPoERIRDEEMEIH LIS ZER UEF I,
PPPoED#EIREEZ EEE LE T . (Router A)

Sk

EERTHG

slog Z&m

PPPoE hi&ie U CL\e C &7z hiEsR

Router_A#show slog

0006 0000:08:39.59 2012/02/23 (thu) 13:46:23 5 00030003 08050a00

PPPoE1 Connected

PPPOEDEUS ) U AZHEE LE T o

(Router A)

SRS

HEERTHG

PPPOE « >4 J 1 —ADIEHRERR

7 RUADEIS TE TS C EHESR

Router_A#show ip interface pppoe 1

PPPoE1 is up
IPv4 is enabled

IP address is 192.0.2.1, subnet mask is 255.255.255.255
Destination address is 192.0.2.254
MTU is 1454 bytes
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Router AORESIBHRZER LR T,

SRS

EERTHG

=7 « VI ERERR

% 1

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:7 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE2

C> *127.0.0.0/8 is directly connected, LOOPO

S>*192.0.2.10/32 [1/0] is directly connected, PPPoE1
C>*192.0.2.254/32 is directly connected, PPPoE1

C>*192.168.0.0/24 is directly connected, LAN

B> * 192.168.1.0/24 [200/0] via 192.0.2.10 (connected, PPPoE1), 00:00:30
S 192.168.1.0/24 [210/0] is directly connected, IPSECIF1

C> * 203.0.113.254/32 is directly connected, PPPoE2

%1 : BGPIC K b XasiDiZi&(dPPPoE1 hiBEENTVS T L ZERLET .
%21 AT 4 v IICKDMEERIBISIHBE TH D L ZHEBLE T,

Router BOREIEHRZEZR UE T,

A

EERE]

=T « VI ERERTR

% 1
% 2

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:9 (IPv4), 2 (IPv6) Peak:9

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE2

C>*127.0.0.0/8 is directly connected, LOOPO

S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1
C>*192.0.2.254/32 is directly connected, PPPoE1

B> * 192.168.0.0/24 [200/0] via 192.0.2.1 (connected, PPPoE1), 00:00:28
S 192.168.0.0/24 [210/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN

S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2

C> *203.0.113.254/32 is directly connected, PPPoE2

%1 1 BGPIC K b xa5iDiZi&(EPPPoE 1 BB NTVS T L Z#EELE T,
%21 AFT 4 v IICKDMMIEERIIHBIE CH D L ZHRLET




LigA —9xry MS—ERXZAV5—2RYy BVPNTINNY I7 v T9 B

WEi6A
Router_A. Rouetr BTZNZN 2 QRZFHE U CERnEZTVE T,
AA VRRBRIFILE A —T Ry MaZZE U COSPFIC KRR ZITVEEZLEFT,
I\ O 7w TREIFA V5 —Ry MEBETEBEZITVET,
REBYIB(ICIFOSPFERY T 4 v IRKBZHAEEEFI .
XA VRBEFILEA —Y R METERU. Ny o7y TREFVPNZFE ST T,

Router_A. Router_BEE FDIHARN S A 25— MMD@EES(F. NATHEEZFIF U CEZR PV EATEDRECT,

192.168.0.0/24 192.168.1.0/24
o o
| OSPF |
| |
I |
— | EWAN1 EWANT1 | ——
: 192.0.2.1 192.0.2.10 |
192.168.0.2 | ! 192.168.1.2
| Bl IP &5 !
| |
| |
|
LAN1 i | LANT
192.168.0.1:'.‘ ______________________ .‘_: 192.168.1.1
PPPoE1
INTERNET
.0. . PPPoE1
192.168.0.3 2030113 © 192.168.1.3
IPsec
BIFE IP 55 IEIPEBE
) )

WM< RERE 1 (Router A)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 192.168.1.0 255.255.255.0 connected ipsecif 1 150
access-list 1 permit 192.168.0.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router_A

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface ewan 1

ip mtu 1500

ip address 192.0.2.1 255.255.255.0

exit
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interface ipsecif 1

crypto map Router_B

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

interface pppoe 1

ip address 203.0.113.1

ip nat inside source list 1 interface
pppoe server internet

pppoe account *******F@*** *** ne jp
pppoe type lan

pppoe interface ewan 2

exit

crypto isakmp policy 1
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret1
negotiation-mode aggressive
peer-identity host Router_B

exit

crypto map Router_B 1

match address 1

set peer host Router_B

set pfs group5

set transform-set aes256-sha

exit

router ospf

network 192.0.2.0 0.0.0.255 area 0
redistribute connected

router-id 192.0.2.1

exit

end

*kkkkk

W% EF)E 1 (Router A)

REANH EERE]

¥E1—E— RAD#1T |Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

JXAT—RMDAF] |Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1 150
Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
SLTEISMOUEAL | Router(config)#proxydns mode v4
Router(config)#vpn enable
SREE— ROZEE |Router(config)#vpnlog enable

SRTFEATI |Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server
Router(config)#hostname Router_A
Router_A(config)#ip dhcp pool lan 1
Router_A(config-dhcp-pool)# dns-server 0.0.0.0
Router_A(config-dhcp-pool)# default-router 0.0.0.0
Router_A(config-dhcp-pool)#exit
Router_A(config)#interface ewan 1
Router_A(config-if ewan 1)# ip mtu 1500
Router_A(config-if ewan 1)# ip address 192.0.2.1 255.255.255.0
Router_A(config-if ewan 1)#exit
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Router_A(config)#interface ipsecif 1
Router_A(config-if ipsecif 1)# crypto map Router_B
Router_A(config-if ipsecif 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#interface pppoe 1
Router_A(config-if pppoe 1)# ip address 203.0.113.1
Router_A(config-if pppoe 1)# ip nat inside source list 1 interface
Router_A(config-if pppoe 1)# pppoe server internet
Router_A(config-if pppoe 1)# pppoe account ********@*** *** ne.jp
Router_A(config-if pppoe 1)# pppoe type lan
Router_A(config-if pppoe 1)# pppoe interface ewan 2
Router_A(config-if pppoe 1)#exit
Router_A(config)#crypto isakmp policy 1
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# group 5
Router_A(config-isakmp)# hash sha
Router_A(config-isakmp)# keepalive always-send

)

)

)

)

*kkkkk

Router_A(config-isakmp)# key ascii secret1
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity host Router_B
Router_A(config-isakmp)#exit

Router_A(config)#crypto map Router_B 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer host Router_B
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit

Router_A(config)#router ospf

Router_A(config-ospf)# network 192.0.2.0 0.0.0.255 area 0
Router_A(config-ospf)# redistribute connected
Router_A(config-ospf)# router-id 192.0.2.1
Router_A(config-ospf)#exit

Router_A(config)#end

S2TE1RTE |Router_At#tsave SIDE-A.cfg
% saving working-config
% finished saving

ZEEBICE |Router_A#freset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

W< RERE 2(Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 192.168.0.0 255.255.255.0 connected ipsecif 1 150
access-list 1 permit 192.168.1.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server
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hostname Router_B

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface ewan 1

ip mtu 1500

ip address 192.0.2.10 255.255.255.0
exit

interface ipsecif 1

crypto map Router_A

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface pppoe 1

ip nat inside source list 1 interface
pppoe server internet

DPPOE ACCOUNt ********@¥** %% g oy *rwwss
pppoe type host

pppoe interface ewan 2

exit

crypto isakmp policy 1
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret1

my-identity Router_B
negotiation-mode aggressive
peer-identity address 203.0.113.1
exit

crypto map Router_A 1

match address 1

set peer address 203.0.113.1

set pfs group5

set security-association always-up
set transform-set aes256-sha

exit

router ospf

network 192.0.2.0 0.0.0.255 area 0
redistribute connected

router-id 192.0.2.10
exit
end

mEEF)

& 2 (Router B)

REANE EERTHG

11— E— RADIIT |Router>enable
JXAT— RMDASI |Enter password:
Router#
SREBEFRODIHL  Router#clear working.cfg
Router#
SHTETE— RODZFE |Router#configure terminal
S2TEAS] |Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#ip route 192.168.0.0 255.255.255.0 connected ipsecif 1 150
Router(config)#access-list 1 permit 192.168.1.0 0.0.0.255
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Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server

Router(config)#hostname Router_B

Router_B(config)#ip dhcp pool lan 1
Router_B(config-dhcp-pool)# dns-server 0.0.0.0
Router_B(config-dhcp-pool)# default-router 0.0.0.0
Router_B(config-dhcp-pool)#exit

Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# ip mtu 1500

Router_B(config-if ewan 1)# ip address 192.0.2.10 255.255.255.0
Router_B(config-if ewan 1)#exit

Router_B(config)#interface ipsecif 1

Router_B(config-if ipsecif 1)# crypto map Router_A
Router_B(config-if ipsecif 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#interface pppoe 1

Router_B(config-if pppoe 1)# ip nat inside source list 1 interface
Router_B(config-if pppoe 1)# pppoe server internet
Router_B(config-if pppoe 1)# pppoe account ********@*** *** neg jp ******
Router_B(config-if pppoe 1)# pppoe type host
Router_B(config-if pppoe 1)# pppoe interface ewan 2
Router_B(config-if pppoe 1)#exit

Router_B(config)#crypto isakmp policy 1
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# group 5

Router_B(config-isakmp)# hash sha

Router_B(config-isakmp)# keepalive always-send
Router_B(config-isakmp)# key ascii secret1
Router_B(config-isakmp)# my-identity Router_B
Router_B(config-isakmp)# negotiation-mode aggressive
Router_B(config-isakmp)# peer-identity address 203.0.113.1
Router_B(config-isakmp)#exit

Router_B(config)#crypto map Router_A 1
Router_B(config-crypto-map)# match address 1
Router_B(config-crypto-map)# set peer address 203.0.113.1
Router_B(config-crypto-map)# set pfs group5
Router_B(config-crypto-map)# set security-association always-up
Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit

Router_B(config)#router ospf

Router_B(config-ospf)# network 192.0.2.0 0.0.0.255 area 0
Router_B(config-ospf)# redistribute connected
Router_B(config-ospf)# router-id 192.0.2.10
Router_B(config-ospf)#exit

Router_B(config)#end

— — — —

ERTEFRTE |Router B#save SIDE-A.cfg
% saving working-config
% finished saving

2

i
TIf

FiCE) |Router Bt#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y
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W= IRREDHESS 1
A A ARETERUTVDEWANERD EBFRE =R LET .
RIRIESREESR UE T, (Router A)

SRS EIERE]

J—F 4 > J1EHRZXRR |Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/24 [110/1] is directly connected, EWAN1, 00:00:59
C>*192.0.2.0/24 is directly connected, EWAN1
C>*192.168.0.0/24 is directly connected, LAN

¥ 2 |0>*192.168.1.0/24 [110/20] via 192.0.2.10, EWAN1, 00:00:11
% 3 |S 192.168.1.0/24 [150/0] is directly connected, IPSECIF1

O 203.0.113.254/32 [110/20] via 192.0.2.10, EWAN1, 00:00:11
C>*203.0.113.254/32 is directly connected, PPPoE1

%11 FT74) FERBORI X My TOPPPoETHEMICIED T EZHERELE T,
%2 ! OSPFIC & D XIaFEDREEEISEWAN T HBSEEIN TS L ZERLE T,
%31 AT 4 v IICKDMAERIBISIHBIE TH DT L ZHERLE T

RIRIEHREHRRLUE T, (Router B)

ESRAE EEZRTG

—7F ¢ V& ZERTR |Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:9 (IPv4), 2 (IPv6) Peak:9

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/24 [110/1] is directly connected, EWAN1, 00:00:57
C>*192.0.2.0/24 is directly connected, EWAN1

¥ 2 |0>*192.168.0.0/24 [110/20] via 192.0.2.1, EWAN1, 00:00:20

¥ 3 |S  192.168.0.0/24 [150/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN

O 203.0.113.254/32 [110/20] via 192.0.2.1, EWAN1, 00:00:20
C>*203.0.113.254/32 is directly connected, PPPoE1

%11 774 ) MEERDORI R hiky TOPPPoE1hEMICIED Z EZ#EELE T,
%2 1 OSPFIC & DIa5EDRERIFEWAN T DBEEN TS I L =R LE T,
%31 RAIT 4 v IICKDMMIERIRIIIHBIE CH D L ZHERLET

WEERRRDHERR 2
XA VR TERUTNSEWAN | BRICBENFE L IcBaZiAaLEJ.
EWANT DR EEERERB LE T . (Router A)o

SRS EERRE

slog % |RRouter_A#show slog

0005 0000:03:14.71 2012/02/23 (thu) 16:13:27 5 00000001 08050200
EWAN1 9D LTV T & ZFERR Interface ewan 1, changed state to down
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EWAN1DIRREZTEER UE T . (Router A)

BSRAE EERTS
EWAN1 « %71 —ADIEHZF |Router_A#show ip interface ewan 1

EWANT D9 D> LTS E%ZiEER |[EWAN1T is Down

IPv4 is disabled
IP address is 192.0.2.1, subnet mask is 255.255.255.0
Broadcast address is 192.0.2.255
MTU is 1500 bytes

Router ADRRRIEHRZHERLUF T,

SRS EEFR
I—7F ¢ JI1ER%=FR T Router_A#show ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:9

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN

% |S>*192.168.1.0/24 [150/0] is directly connected, IPSECIF1
C> *203.0.113.254/32 is directly connected, PPPoE1

* 1 HEFEDIPsecIFERD RN TH D LR LT T,

Router BOREIEHRZEERUE T,

iR E BIERE
I—F « > J1EFR7ZF T |Router_B#show ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:7 (IPv4), 2 (IPv6) Peak:9

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/24 [110/1] is directly connected, EWAN1, 00:04:00
C>*192.0.2.0/24 is directly connected, EWAN1

% |S>*192.168.0.0/24 [150/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN
C>*203.0.113.254/32 is directly connected, PPPoE1

% 1 WESEDIPseclFEIEH BN CH DT L ZHEBLE T,

WEEIRREDRESR 3
XA VRETHERUTWVWDEWAN T EHROEENEIRUISGaZREE LET,
EWAN 1 DEfkREZEZR LR T (Router A)

ERAE BRI
slog 3K/ |Router_A#show slog

0006 0000:05:41.21 2012/02/23 (thu) 16:15:54 5 00000001 00000200
EWANT B2 w LTV C & =R Interface ewan 1, changed state to up
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EWAN1DIRREZTEER UE T . (Router A)

iSRS

EERTHG

EWANT A 257 1 —ADIBHRZRT

EWANT 77w 7L TS C L7 HERR

Router_A#show ip interface ewan 1

EWAN1 is up

IPv4 is enabled
IP address is 192.0.2.1, subnet mask is 255.255.255.0
Broadcast address is 192.0.2.255
MTU is 1500 bytes

Router ADRRRIEFHRZHERLUF T,

ERE

EERTHG

=7 « VI ERERR

% 1

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:9 (IPv4), 2 (IPv6) Peak:9

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/24 [110/1] is directly connected, EWAN1, 00:00:57
C>*192.0.2.0/24 is directly connected, EWAN1
C>*192.168.0.0/24 is directly connected, LAN

0> *192.168.1.0/24 [110/20] via 192.0.2.10, EWAN1, 00:00:46
S 192.168.1.0/24 [150/0] is directly connected, IPSECIF1

O 203.0.113.254/32 [110/20] via 192.0.2.10, EWAN1, 00:00:46
C> *203.0.113.254/32 is directly connected, PPPoE1

%1 : OSPFIC K b MEFEDREIRIFEWAN 1 HBESNTVD T EZERLET,
%21 AT 4 v IICKDMEERIBISIHBTE TH D L ZHEERLE T

Router BOREIEHRZER UE T,

ESRAE

EERE]

=7 « VI ERZERT

% 1
x 2

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:9 (IPv4), 2 (IPv6) Peak:9

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/24 [110/1] is directly connected, EWAN1, 00:06:23
C>*192.0.2.0/24 is directly connected, EWAN1

O> *192.168.0.0/24 [110/20] via 192.0.2.1, EWAN1, 00:00:55

S 192.168.0.0/24 [150/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN

O 203.0.113.254/32 [110/20] via 192.0.2.1, EWAN1, 00:00:55
C>*203.0.113.254/32 is directly connected, PPPoE1

%1 @ OSPFIC & DIE5EDRERIFEWAN T BEESN TS L =R LE T,
X2 AT 4 v IICKDMMERBISIHBILE TH D L ZHERLE T,




TV HABHRAIE 1 8(C2OIRERT D, 1 V5 —3Xy MORTREOD

VPNINw 7w JE%5E

| B3
Router_A. Rouetr_BTZNZN 2 Q#RER U CERTEZITVE I,
BE(EA VY —R v MREAETBEZITVLET,
REEDYIEF. R T 4 v IRBICBEEZDIFTITLETD,
[Bl#R(F 2 CPPPOEMI#R TRt U VPNZE D o8 T 9,

Router_A. Router_BEZ FDimERN S A T —R v hMADBIEIF. NATEEZHNBUCER VCATEDHRECT,

WHE00

192.168.0.0/24
[m]

— PPPOE1 /\ PPPOE1

192.0.2. 1 I
192.168.0.2 IPsec 5t

——
B IP RIE TE IPRIE

LAN1
192.168.0.1 e
e ‘ INTERNET e
_i-\! N lwix(
192.168.0.3 @EIPEE_TE'PEE
PPPOE? e | PPPOE2
2030.1131 \\/
o

BO< > RERE 1 (Router A)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 0.0.0.0 0.0.0.0 pppoe 2 150

ip route 192.168.1.0 255.255.255.0 connected ipsecif 1

ip route 192.168.1.0 255.255.255.0 connected ipsecif 2 150
access-list 1 permit 192.168.0.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 2 ipsec ip any any

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
hostname Router_A

interface ipsecif 1

crypto map Router_B1

if-state sync-sa

ip mtu 1500

exit

interface ipsecif 2

crypto map Router_B2

192.168.1.0/24
[m]

192.168.1.2

192.168.1.3
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ip mtu 1500exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

interface pppoe 1

ip address 192.0.2.1

ip nat inside source list 1 interface
pppoe server internet1

DPPOE ACCOUNt ********@*** *x g oy *rwss
pppoe type lan

pppoe interface ewan 1

exit

interface pppoe 2

ip address 203.0.113.1

ip nat inside source list 1 interface
pppoe server internet2

DPPOE ACCOUNt ********@¥** %% ng oy *rwwss
pppoe type lan

pppoe interface ewan 2

exit

crypto isakmp policy 1
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret1
negotiation-mode aggressive
peer-identity host Router_B1
tunnel-route interface pppoe 1
exit

crypto isakmp policy 2
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret2
negotiation-mode aggressive
peer-identity host Router_B2
tunnel-route interface pppoe 2
exit
crypto map Router_B1 1
match address 1

set peer host Router_B1

set pfs group5

set transform-set aes256-sha
exit
crypto map Router_B2 2
match address 2

set peer host Router_B2

set pfs group5

set transform-set aes256-sha
exit
end




mEET)

& 1 (Router A)

REAE

EERE]

FEI—E— POBIT
JCRAT— DT

RIEIBFRDVIERIE

HEE— NDEE
REAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1 150
Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 2 150

Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1
Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 2 150
Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 2 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#hostname Router_A

Router_A(config)#interface ipsecif 1

Router_A(config-if ipsecif 1)# crypto map Router_B1
Router_A(config-if ipsecif 1)# if-state sync-sa

Router_A(config-if ipsecif 1)# ip mtu 1500

Router_A(config-if ipsecif 1)#exit

Router_A(config)#interface ipsecif 2

Router_A(config-if ipsecif 2)# crypto map Router_B2
Router_A(config-if ipsecif 2)# ip mtu 1500

Router_A(config-if ipsecif 2)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)#exit

~— ~— ~— ~—

Router_A(config)#interface pppoe 1

Router_A(config-if pppoe 1)# ip address 192.0.2.1

Router_A(config-if pppoe 1)# ip nat inside source list 1 interface
Router_A(config-if pppoe 1)# pppoe server internet1

Router_A(config-if pppoe 1)# pppoe account ********@*** *** ng jp ******
Router_A(config-if pppoe 1)# pppoe type lan

Router_A(config-if pppoe 1)# pppoe interface ewan 1

Router_A(config-if pppoe 1)#exit

Router_A(config)#interface pppoe 2

Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A
Router_A

config-if pppoe 2)# ip address 203.0.113.1

config-if pppoe 2)# ip nat inside source list 1 interface
config-if pppoe 2)# pppoe server internet2

config-if pppoe 2)# pppoe account ********@*** *** ng jp ******
config-if pppoe 2)# pppoe type lan

config-if pppoe 2)# pppoe interface ewan 2

config-if pppoe 2)#exit

config)#crypto isakmp policy 1

config-isakmp)# authentication prekey

config-isakmp)# group 5

config-isakmp)# hash sha

config-isakmp)# keepalive always-send

o~ A = A A A A A A A A A A A A A A A A A A A A A A A A A A A A A
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Router_A(config-isakmp)# key ascii secret1
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity host Router_B1
Router_A(config-isakmp)# tunnel-route interface pppoe 1Router_A(config-
isakmp)#exit
Router_A(config)#crypto isakmp policy 2
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# group 5
Router_A(config-isakmp)# hash sha
Router_A(config-isakmp)# keepalive always-send
Router_A(config-isakmp)# key ascii secret2
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity host Router_B2
Router_A(config-isakmp)# tunnel-route interface pppoe 2
Router_A(config-isakmp)#exit
Router_A(config)#crypto map Router_B1 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer host Router_B1
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit
Router_A(config)#crypto map Router_B2 2
Router_A(config-crypto-map)# match address 2

( # set peer host Router_B2

( # set pfs group5

( # set transform-set aes256-sha

( #exit

(

Router_A(config-crypto-map
Router_A(config-crypto-map
Router_A(config-crypto-map
Router_A(config-crypto-map
Router_A(config)#end

— — — —

ERTE{RTE |Router_A#tsave SIDE-A.cfg
% saving working-config

% finished saving
EEBICE |Router A#freset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

it
[

B~ RERE 2(Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 0.0.0.0 0.0.0.0 pppoe 2 150

ip route 192.0.2.1 255.255.255.255 pppoe 1

ip route 192.168.0.0 255.255.255.0 connected ipsecif 1

ip route 192.168.0.0 255.255.255.0 connected ipsecif 2 150
ip route 203.0.113.1 255.255.255.255 pppoe 2

access-list 1 permit 192.168.1.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip any any

ipsec access-list 2 ipsec ip any any

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router_B

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0
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exit

interface ipsecif 1

crypto map Router_A1

ip mtu 1500

exit

interface ipsecif 2

crypto map Router_A2

ip mtu 1500

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface pppoe 1

ip nat inside source list 1 interface
pppoe server internet1

pppoe account ********@***.***.ne.jp *kkkkk
pppoe type host

pppoe interface ewan 1

exit

interface pppoe 2

ip nat inside source list 1 interface
pppoe server internet2

pppoe account ********@***.***.ne.jp *hkkkkk
pppoe type host

pppoe interface ewan 2

exit

crypto isakmp policy 1
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret1

my-identity Router_B1
negotiation-mode aggressive
peer-identity address 192.0.2.1
exit

crypto isakmp policy 2
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret2

my-identity Router_B2
negotiation-mode aggressive
peer-identity address 203.0.113.1
exit
crypto map Router_A1 1

match address 1

set peer address 192.0.2.1

set pfs group5

set security-association always-up
set transform-set aes256-sha
exit
crypto map Router_A2 2

match address 2

set peer address 203.0.113.1

set pfs group5

set security-association always-up
set transform-set aes256-sha
exit
end
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W

& 2 (Router B)

RENE

BEERTHG

EI—YE— POBAT
JCRAD— RDAT

RIEIBFRDYIHE

BEE— ROES
BEAS

Router>enable
Enter password:
Router#
Router#clear working.cfg
Router#
Router#configure terminal
Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1
Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 2 150
Router(config)#ip route 192.0.2.1 255.255.255.255 pppoe 1
Router(config)#ip route 192.168.0.0 255.255.255.0 connected ipsecif 1
Router(config)#ip route 192.168.0.0 255.255.255.0 connected ipsecif 2 150
Router(config)#ip route 203.0.113.1 255.255.255.255 pppoe 2
Router(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Router(config)#proxydns mode v4
Router(config)#vpn enable
Router(config)#vpnlog enable
Router(config)#ipsec access-list 1 ipsec ip any any
Router(config)#ipsec access-list 2 ipsec ip any any
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server
Router(config)#hostname Router_B
Router_B(config)#ip dhcp pool lan 1
Router_B(config-dhcp-pool)# dns-server 0.0.0.0
Router_B(config-dhcp-pool)# default-router 0.0.0.0
Router_B(config-dhcp-pool)#exit
Router_B(config)#interface ipsecif 1
Router_B(config-if ipsecif 1)# crypto map Router_A1
Router_B(config-if ipsecif 1)# ip mtu 1500
Router_B(config-if ipsecif 1)#exit
Router_B(config)#interface ipsecif 2
Router_B(config-if ipsecif 2)# crypto map Router_A2
Router_B(config-if ipsecif 2)# ip mtu 1500
Router_B(config-if ipsecif 2)#exit
Router_B(config)#interface lan 1
Router_B(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_B(config-if lan 1)#exit
Router_B(config)#interface pppoe 1
Router_B(config-if pppoe 1)# ip nat inside source list 1 interface
Router_B(config-if pppoe 1)# pppoe server internet1
Router_B(config-if pppoe 1)# pppoe account ********@*** *** ne. jp ******
Router_B(config-if pppoe 1)# pppoe type host
Router_B(config-if pppoe 1)# pppoe interface ewan 1
Router_B(config-if pppoe 1)#exit
Router_B(config)#interface pppoe 2
Router_B(config-if pppoe 2)# ip nat inside source list 1 interface
Router_B(config-if pppoe 2)# pppoe server internet2
Router_B(config-if pppoe 2)# pppoe account ********@*** *** ne. jp ******
)
)

~— — — ~— ~— ~—

Router_B(config-if pppoe 2)# pppoe type host
Router_B(config-if pppoe 2)# pppoe interface ewan 2
Router_B(config-if pppoe 2)#exit
Router_B(config)#crypto isakmp policy 1
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# group 5
Router_B(config-isakmp)# hash sha
Router_B(config-isakmp)# keepalive always-send




RERRF

Router_B(config-isakmp)# key ascii secret1
Router_B(config-isakmp)# my-identity Router_B1
Router_B(config-isakmp)# negotiation-mode aggressive
Router_B(config-isakmp)# peer-identity address 192.0.2.1
Router_B(config-isakmp)#exit
Router_B(config)#crypto isakmp policy 2
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# group 5
Router_B(config-isakmp)# hash sha
Router_B(config-isakmp)# keepalive always-send
Router_B(config-isakmp)# key ascii secret2
Router_B(config-isakmp)# my-identity Router_B2
Router_B(config-isakmp)# negotiation-mode aggressive
Router_B(config-isakmp)# peer-identity address 203.0.113.1
Router_B(config-isakmp)#exit
Router_B(config)#crypto map Router_A1 1
Router_B(config-crypto-map)# match address 1
Router_B(config-crypto-map)# set peer address 192.0.2.1
Router_B(config-crypto-map)# set pfs group5
Router_B(config-crypto-map)# set security-association always-up
Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit
Router_B(config)#crypto map Router_A2 2
Router_B(config-crypto-map)# match address 2
Router_B(config-crypto-map)# set peer address 203.0.113.1
Router_B(config-crypto-map)# set pfs group5
Router_B(config-crypto-map)# set security-association always-up

)

)

— — ~— ~—

Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit
Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

X EIRREDHERY 1

XA UHREE CTEA L TV SPPPOE 1 Eif M ER S HE 2R LE T,
RIIERZERLE I, (Router A)

SRS

EERTH

I—F 1« > J1EH%ZERT |Router_A#show ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:8 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

% 1 |S>*0.0.0.0/0 [1/0] is directly connected,PPPeE1
C>*127.0.0.0/8 is directly connected, LOOPO
I>*192.0.2.10/32 [0/0] is directly connected, PPPoE1, 00:02:05
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x 2
% 3

C>*192.0.2.254/32 is directly connected, PPPoE1
C>*192.168.0.0/24 is directly connected, LAN

S 192.168.1.0/24 [150/0] is directly connected,IPSECIF2
S>*192.168.1.0/24 [0/0] is directly connected,IPSECIF1
I>*203.0.113.10/32 [0/0] is directly connected, PPPoE2, 00:02:04
C>*203.0.113.254/32 is directly connected, PPPoE2

¥1 1 FT74) MERBORI X My TOPPPoETHEMICED Z EZEHERELE T,
%2 1INy I7 v TEIRDIPsecIFRI3IHBR TH D L ZHRLET,
%3 1 XA VEERODIPseclF1 HBESIN TS L =R LET,

RIREHREHRELUFE I, (Router B)

SR NE

EEFRH

=7« J1ER~ZRR |Router_Bi#show ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:8 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction

A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

C>*127.0.0.0/8 is directly connected, LOOPO
S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1
C>*192.0.2.254/32 is directly connected, PPPoE1

¥ 2 |S 192.168.0.0/24 [150/0] is directly connected, IPSECIF2
% 3 [S>*192.168.0.0/24 [0/0] is directly connected, IPSECIF1

C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoOE2
C>*203.0.113.254/32 is directly connected, PPPoE2

%11 7770 MEERDORI X biky TOPPPoE1hERMICIED Z EZ#EERLE T,
%21 Ny o7 v TEIBODIPseclF2I3IHBE CH D L ZERLE T,
%3 1 XA VERDIPseclF1 HBESN TS L =R LE T,

WG ERREDESR 2

XA VURBETHEAL TS PPPOE | B ICEENFE UciBa =R LE T,
PPPoE 1 D EZESELEJ . (Router A)

RS

BEERTH

slog 7%= |Router_A#show slog

0005 0000:03:16.24 2012/02/23 (thu) 18:21:31 5 00000003 08050232

PPPoE 1 BT LTS T & ZEsR PPPoE1 Disconnected

PPPoEDES 7 RU R ZIEEE LFE T, (Router A)

ERAE

EERTG

PPPoE 4 457 1 —ADI&#R7%ZZF T |Router_A#show ip interface pppoe 1

PPPoE D7 RUADEWNC &SR |PPPoE1 is Down

IPv4 is disabled
Internet address is not configured
MTU is 1454 bytes




RIIERZ#ERLE I, (Router A)

SRS EEFR
I—F 4 J1ER %R Router_A#show ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:6 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

% 1 |S>*0.0.0.0/0 [150/0] is directly connected, PPPoE2

S 0.0.0.0/0 [1/0] is directly connected, PPPoE1 inactive
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN

¥ 2 [S>*192.168.1.0/24 [150/0] is directly connected, IPSECIF2

% 3 |S 192.168.1.0/24 [0/0] is directly connected, IPSECIF1 inactive
I>*203.0.113.10/32 [0/0] is directly connected, PPPoE2, 00:04:05
C> *203.0.113.254/32 is directly connected, PPPoE2

¥1 1 FT7#) MERBORI X MRy TOPPPoE2HBIICIESD Z L ZHERLE T,
%2 1INy I7 v TEIRODIPseclF2HBE SN TVD T EZHRLE T,
M3 1 XA VEERDIPseclF13IHBETH D L =R LET .

RIRIESREER UE T, (Router B)

BB BEERH
J—7 « 2V J1EHR%ZF R |Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:8 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1
C>*192.0.2.254/32 is directly connected, PPPoE1

¥ 2 [S>*192.168.0.0/24 [150/0] is directly connected, IPSECIF2
¥ 3 |S 192.168.0.0/24 [0/0] is directly connected, IPSECIF1 inactive
C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2
C>*203.0.113.254/32 is directly connected, PPPoE2

%1 FT74)0 RERIBDRI X hiky TOPPPoET1 HEMICHED C EZERLET,

%2 Ny o7y TERDIPseclF2hMBENTVS I & =R LE T,

%3 1 XA VERDIPseclF1IXIHBE TH D & =R LE T,

W= IRREDRESR 3
AA VR CTERULTCWVWDPPPoERKRDEENEIHUCIEEZERUE T,
PPPoEDEFIAEZEEELE I, (Router A)

ERAE EERTS
slog 7%~ |Router_A#show slog

0006 0000:05:44.89 2012/02/23 (thu) 18:23:59 5 001b0003 08050a00
PPPoE h¥Eis: LT LD T &= SR PPPoE1 Connected
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PPPOEDEUS Y L A7ZHEE LE T o

(Router A)

iSRS

EERTHG

PPPOE « >4 J 1 —ADIEHRERR

7 RUADEIS TE TS C EHESR

Router_A#show ip interface pppoe 1

PPPoE1 is up

IPv4 is enabled
|P address is 192.0.2.1, subnet mask is 255.255.255.255
Destination address is 192.0.2.254
MTU is 1454 bytes

Router ADRRRIEFHRZHERLUF T,

HRAS

EERTHG

=T« VI ERERR

% 1

% 2
* 3

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:8 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

S> *0.0.0.0/0 [1/0] is directly connected, PPPoE1

C> *127.0.0.0/8 is directly connected, LOOPO

I>*192.0.2.10/32 [0/0Q] is directly connected, PPPoE1, 00:00:33
C>*192.0.2.254/32 is directly connected, PPPoE1
C>*192.168.0.0/24 is directly connected, LAN

S 192.168.1.0/24 [150/0] is directly connected, IPSECIF2
S>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1
I>*203.0.113.10/32 [0/0] is directly connected, PPPoE2, 00:05:52
C>*203.0.113.254/32 is directly connected, PPPoE2

X1 :FI74I0MEERERORI X Mk JOPPPoE 1 EMICIEDC E&ESRLE T,
%2 1 INwI7 v FHERODIPseclFRI3IEBLETH R T EEERLET,
#3 1 XA VEEDIPseclF1 MBS NTVD C EZERLE T,

Router BORREEIBHZEE LE T,

HRAS

EERTHG

=T « VI ERZERT

% 1

x 2
% 3

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:8 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2
S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

C> *127.0.0.0/8 is directly connected, LOOPO
S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1
C>*192.0.2.254/32 is directly connected, PPPoE1

S 192.168.0.0/24 [150/0] is directly connected, IPSECIF2
S>*192.168.0.0/24 [0/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN
S>*203.0.113.1/32 [1/0] is directly connected, PPPoE2
C>*203.0.113.254/32 is directly connected, PPPoE2

%1 774 ) MEERDORI R by TOPPPoE1hEMICIED T EZH#EELE T,

%2
%3

DNy O 7y TEIRDIPseclFRISIHBETH DT L =R LT,
XA VEBOIPseclF 1 HBREN TV L ZERLET .




LV HAIRORTRL. BRAlEERERZFZET A VLU AEEY—EX

TINvIOT7 v ITTBHETE

| B3
Router_A. Rouetr BTZNZzN20L{KRZEAL CERTRZTVLET,
BE(EA VY —R v MREAETBEZITVLET,
REEDYIEF. R T 4 v IRBICBEEZDIFTITLETD,
Router_BM)\w 77w JERIFUSBE F— 7 @EHAZFERALE I,
Z DD EHRIFPPPoELCR Tt U. VPNZFER U TY .

Router_A. Router_BEE FDImERMNSA T —Rw hADBEEF NATHEEZHBE U CTER 7V TATEDRECT .

192.168.0.0/24 192.168.1.0/24
u] u]
—_— PPPOE1 /\ PPPOE1 _—
192.0.2.1 I
192.168.0.2 IPsec 192.168.1.2
BIE IP 85 IEIPRE
LAN1 LAN1
192.168.0.1 SO 192.168.1.1
Y ‘ INTERNET e ‘_
IPIBiE
192.168.0.3 EiE IP U 192.168.1.3
PPPoE2 _Ipsec b TE IPBIE
2030.113.1 \\/ USB &5 — ¥ B{Eink
u] u]

W< REEE 1 (Router A)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 0.0.0.0 0.0.0.0 pppoe 2 150

ip route 192.168.1.0 255.255.255.0 connected ipsecif 2 150
access-list 1 permit 192.168.0.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 192.168.0.0 0.0.0.255 192.168.1.0
0.0.0.255

ipsec access-list 2 ipsec ip 192.168.0.0 0.0.0.255 192.168.1.0
0.0.0.255

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router_A

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit
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interface ipsecif 1

crypto map Router_B1
exit

interface ipsecif 2

crypto map Router_B2
exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

interface pppoe 1

ip address 192.0.2.1

ip nat inside source list 1 interface
pppoe server internet1
pppoe account *******F@*** *** ne. jp
pppoe type lan

pppoe interface ewan 1
exit

interface pppoe 2

ip address 203.0.113.1
ip nat inside source list 1 interface
pppoe server internet2
DPPOE ACCOUNt ********@¥** %% g oy *wwss
pppoe type host

pppoe interface ewan 2

exit

crypto isakmp policy 1
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret1
negotiation-mode aggressive
peer-identity host Router_B1
exit

crypto isakmp policy 2
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret2
negotiation-mode aggressive
peer-identity host Router_B2
exit

crypto map Router_B1 1
match address 1

set peer host Router_B1

set pfs group5

set transform-set aes256-sha
sa-up route interface ipsecif 1
exit

crypto map Router_B2 2
match address 2

set peer host Router B2

set pfs group5

set transform-set aes256-sha
exit

end

*kkkkk




mEET)

& 1 (Router A)

REAE

EERE]

FEI—E— POBIT
JCRAT— DT

RIEIBFRDVIERIE

HEE— NDEE
REAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminalRouter(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1 150

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255

Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 2 150

Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 2 150

Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255

Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip 192.168.0.0 0.0.0.255 192.168.1.0

0.0.0.255

Router(config)#ipsec access-list 2 ipsec ip 192.168.0.0 0.0.0.255 192.168.1.0

0.0.0.255

Router(config)#ipsec access-list 64 bypass ip any any

Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac

Router(config)#service dhcp-server

Router(config)#hostname Router_A

Router_A(config)#ip dhcp pool lan 1

Router_A(config-dhcp-pool)# dns-server 0.0.0.0

Router_A(config-dhcp-pool)# default-router 0.0.0.0

Router_A(config-dhcp-pool)#exit

Router_A(config)#interface ipsecif 1

Router_A(config-if ipsecif 1)# crypto map Router_B1

Router_A(config-if ipsecif 1)#exit

Router_A(config)#interface ipsecif 2

Router_A(config-if ipsecif 2)# crypto map Router_B2

Router_A(config-if ipsecif 2)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0

Router_A(config-if lan 1)#exit

Router_A(config)#interface pppoe 1

Router_A(config-if pppoe 1)# ip address 192.0.2.1

Router_A(config-if pppoe 1)# ip nat inside source list 1 interface

Router_A(config-if pppoe 1)# pppoe server internet1
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

Router_A(config-if pppoe 1)# pppoe type lan
Router_A(config-if pppoe 1)# pppoe interface ewan 1
Router_A(config-if pppoe 1)#exit
Router_A(config)#interface pppoe 2
Router_A(config-if pppoe 2)# ip address 203.0.113.1

)
)
)
Router_A(config-if pppoe 1)# pppoe account ********@*** *** ne jp ******
)
)
)

)
Router_A(config-if pppoe 2)# ip nat inside source list 1 interface
Router_A(config-if pppoe 2)# pppoe server internet2
Router_A(config-if pppoe 2)# pppoe account ********@*** *** ne. jp ******
Router_A(config-if pppoe 2)# pppoe type host
Router_A(config-if pppoe 2)# pppoe interface ewan 2
Router_A(config-if pppoe 2)#exit
Router_A(config)#crypto isakmp policy 1
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# group 5
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Router_A(config-isakmp)# hash sha
Router_A(config-isakmp)# keepalive always-send
Router_A(config-isakmp)# key ascii secret1
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity host Router_B1
Router_A(config-isakmp)#exit

Router_A(config)#crypto isakmp policy 2
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# group 5
Router_A(config-isakmp)# hash sha
Router_A(config-isakmp)# keepalive always-send
Router_A(config-isakmp)# key ascii secret2
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity host Router_B2
Router_A(config-isakmp)#exitRouter_A(config)#crypto map Router_B1 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer host Router_B1
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)# sa-up route interface ipsecif 1
Router_A(config-crypto-map)#exit

Router_A(config)#crypto map Router_B2 2
Router_A(config-crypto-map)# match address 2
Router_A(config-crypto-map)# set peer host Router_B2
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit

Router_A(config)#end

ERTE{RTE |Router_A#tsave SIDE-A.cfg
% saving working-config

% finished saving
EEBICE |Router A#freset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

it
[

B~ RERE 2(Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 0.0.0.0 0.0.0.0 dialer 1 150

ip route 203.0.113.1 255.255.255.255 dialer 1

ip route 192.168.0.0 255.255.255.0 connected ipsecif 1

ip route 192.168.0.0 255.255.255.0 connected ipsecif 2 150
ip route 192.0.2.1 255.255.255.255 pppoe 1

access-list 1 permit 192.168.1.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 192.168.1.0 0.0.0.255 192.168.0.0
0.0.0.255

ipsec access-list 2 ipsec ip 192.168.1.0 0.0.0.255 192.168.0.0
0.0.0.255

ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router_B

ip dhcp pool lan 1
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dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface dialer 1

ip nat inside source list 1 interface
Ca”er kkhkkkkkkk

ppp account ********@*****-ne.jp *kk
exit

interface ipsecif 1

crypto map Router_A1

exit

interface ipsecif 2

crypto map Router_A2

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface modem 1

ip mtu 1500

physical-layer usb 1

exit

interface pppoe 1

ip nat inside source list 1 interface
pppoe server internet

pppoe account ********@***.***.ne.jp Fkkkkk
pppoe type host

exit

crypto isakmp policy 1
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret1

my-identity Router_B1
negotiation-mode aggressive
peer-identity address 192.0.2.1
exit

crypto isakmp policy 2
authentication prekey

group 5

hash sha

keepalive always-send

key ascii secret2

my-identity Router_B2
negotiation-mode aggressive
peer-identity address 203.0.113.1
exit
crypto map Router_A1 1

match address 1

set peer address 192.0.2.1

set pfs group5

set security-association always-up
set transform-set aes256-sha
exit
crypto map Router_A2 2

match address 2

set peer address 203.0.113.1

set pfs group5

set transform-set aes256-sha
exit
end
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W

& 2 (Router B)

RENE

BEERTHG

EI—YE— POBAT
JCRAD— RDAT

RIEIBFRDYIHE

BEE— ROES
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 1 150

Router(config)#ip route 203.0.113.1 255.255.255.255 dialer 1

Router(config)#ip route 192.168.0.0 255.255.255.0 connected ipsecif 1

Router(config)#ip route 192.168.0.0 255.255.255.0 connected ipsecif 2 150

Router(config)#ip route 192.0.2.1 255.255.255.255 pppoe 1

Router(config)#access-list 1 permit 192.168.1.0 0.0.0.255

Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable
( )
( )
( )
( )
( )
(

Router(config)#ipsec access-list 1 ipsec ip 192.168.1.0 0.0.0.255 192.168.0.0 0.0.0.255
Router(config)#ipsec access-list 2 ipsec ip 192.168.1.0 0.0.0.255 192.168.0.0 0.0.0.255

Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server

Router(config)#hostname Router B

Router_B(config)#ip dhcp pool lan 1

Router_B(config-dhcp-pool)# dns-server 0.0.0.0
Router_B(config-dhcp-pool)# default-router 0.0.0.0
Router_B(config-dhcp-pool)#exit

Router_B(config)#interface dialer 1

Router_B(config-if dialer 1)# ip nat inside source list 1 interface
Router_B(config-if dialer 1)# caller ********

Router_B(config-if dialer 1)# ppp account ********@***** ne.jp ***
Router_B(config-if dialer 1)#exit

Router_B(config)#interface ipsecif 1

Router_B(config-if ipsecif 1)# crypto map Router_A1
Router_B(config-if ipsecif 1)#exit

Router_B(config)#interface ipsecif 2

Router_B(config-if ipsecif 2)# crypto map Router_A2
Router_B(config-if ipsecif 2)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#interface modem 1

Router_B(config-if modem 1)# ip mtu 1500

Router_B(config-if modem 1)# physical-layer usb 1
Router_B(config-if modem 1)#exit

Router_B(config)#interface pppoe 1

Router_B(config-if pppoe 1)# ip nat inside source list 1 interface
Router_B(config-if pppoe 1)# pppoe server internet
Router_B(config-if pppoe 1)# pppoe account ********@*** *** ne.jp ******
Router_B(config-if pppoe 1)# pppoe type host
Router_B(config-if pppoe 1)#exit

Router_B(config)#crypto isakmp policy 1
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# group 5

Router_B(config-isakmp)# hash sha

Router_B(config-isakmp)# keepalive always-send
Router_B(config-isakmp)# key ascii secret1




RERRF

Router_B(config-isakmp)# my-identity Router_B1
Router_B(config-isakmp)# negotiation-mode aggressive
Router_B(config-isakmp)# peer-identity address 192.0.2.1
Router_B(config-isakmp)#exit

Router_B(config)#crypto isakmp policy 2
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# group 5
Router_B(config-isakmp)# hash sha
Router_B(config-isakmp)# keepalive always-send
Router_B(config-isakmp)# key ascii secret2
Router_B(config-isakmp)# my-identity Router_B2
Router_B(config-isakmp)# negotiation-mode aggressive
Router_B(config-isakmp)# peer-identity address 203.0.113.1
Router_B(config-isakmp)#exit

Router_B(config)#crypto map Router_A1 1
Router_B(config-crypto-map)# match address 1
Router_B(config-crypto-map)# set peer address 192.0.2.1
Router_B(config-crypto-map)# set pfs group5
Router_B(config-crypto-map)# set security-association always-up
Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit

Router_B(config)#crypto map Router_A2 2
Router_B(config-crypto-map)# match address 2
Router_B(config-crypto-map)# set peer address 203.0.113.1
Router_B(config-crypto-map)# set pfs group5
Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit

Router_B(config)#end

— — ~— —

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

X EIRREDHERY 1

XA VRETERUTWVDPPPoELE  ERE S EZHEIEUET,
PPPoE 1. PPPoE2D#EHTIkREZIEER LE I, (Router A)

SRS

[ ]

slog %3 /x |Router_A#tshow slog

0003 0000:00:12.76 2012/02/27 (mon) 14:42:33 5 d5290004 08050a00

PPPoE1. PPPoE2 hiEfLTULD PPPoE2 Connected
C & 7HESR 0004 0000:00:13.44 2012/02/27 (mon) 14:42:34 5 72350003 08050a00

PPPoE1 Connected

PPPoE 1 DEEfRIREEZ EEE LE T . (Router B)

SRS

BEERTH

slog ZZ& T |Router_B#show slog

0007 0000:00:13.09 2012/02/27 (mon) 14:42:39 5 72450003 08050a00

PPPoE 1 H&E#: LTS T & ZiEsR PPPoE1 Connected
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RIRIEREHRRLUE T, (Router A)

fESRAE B ey

—7 4 JE#H%ZFRR |Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:7 (IPv4), 2 (IPv6) Peak:7

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*192.0.2.9/32 is directly connected, PPPoE1
C>*203.0.113.132/32 is directly connected, PPPoE2
C>*127.0.0.0/8 is directly connected, LOOPO

C>*192.168.0.0/24 is directly connected, LAN

¥ 2 |U>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1, 00:01:25
% 3 |S  192.168.1.0/24 [150/0] is directly connected, IPSECIF2

¥1 1 FT74) MERBORI X MRy TOPPPoETHEMICIED Z EZHERELE T,
K2 1 XA VERDIPseclF1 HBESN TS L =R LE T,
%3 1 I\wI7 v TEIRDIPsecIFRI3IHBE TH D L ZHRBLET,

RIRIEHR =R LUE I, (Router B)

SR NE EEFRH

I—F « > JE#R~ZRR |Router_Bi#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:7 (IPv4), 2 (IPv6) Peak:7

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, DIALER1

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
S>*203.0.113.1/32 [1/0] is directly connected, DIALER1
C>*192.0.2.144/32 is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO

¥ 2 |S 192.168.0.0/24 [150/0] is directly connected, IPSECIF2
% 3 [S>*192.168.0.0/24 [0/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN
S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1

%1 :FIT7A4I0RBERORI X Mk TOPPPoE 1 hEMICIEDC E&ZESRLE T,
%2 1 INwa 7y THERDIPseclFRI3IEBLETH B T EEERLET,
#3 1 XA VEEDIPseclF1 BTN TVD & ZERLET .

W= IRREDRERR 2
A A R TERALUTCTWLDRouter AOPPPOERIRICIEENFRE UTciE 7R ULE T,
PPPoE 1 D EZESRLE I, (Router A)

SRS EExRRE

slog 7%= |Router_A#show slog

0005 0000:02:25.79 2012/02/27 (mon) 14:44:46 5 00000003 08050232
PPPoE 1 DIl U T\ D EZHERR PPPoE1 Disconnected




PPPoEDEEY” KLU A =R LFET, (Router A)

HRAS

EERTHG

PPPOE «f V4% J 1 —ADEHRERT

PPPoOE D7 FUAHMEWNC & 72HEER

Router_A#show ip interface pppoe 1

PPPoE1 is Down

IPv4 is disabled
Internet address is not configured
MTU is 1454 bytes

T AL Z R LE . (Router B)

SRS

BEERTH

slog =&

E/IA)UHER U TS &2 HhESR

Router_B#show slog

Modem1 Connected Calling ******** by dialer1

0008 0000:03:16.34 2012/02/27 (mon) 14:45:43 5 0000001b 08050200

T/INAI)VDEIET? FURA7ZHEELE T,

RN

BI\A)A 25T T —ADEHERT

7 RUADEUS TE TS T EHESR

(Router B)

BEERTH
Router_B#show ip interface dialer 1
DIALER1 is up
IPv4 is enabled
pointTopoint

IP address is 198.51.100.89, subnet mask is 255.255.255.255
Destination address is 198.51.100.22

RIIEHREHRBLUE T, (Router A)

SRS

EERTG

W—F « VI ERERR

% 1

2

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:7

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [150/0] is directly connected, PPPoE2

S 0.0.0.0/0 [1/0] is directly connected, PPPoE1 inactive
C>*203.0.113.132/32 is directly connected, PPPoE2
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.168.0.0/24 is directly connected, LAN
S>*192.168.1.0/24 [150/0] is directly connected, IPSECIF2

X1 : FIT4I0MEERERORI X Mk TOPPPoERHENEC E&TERLET,
%2 I\wI7 v TRIEDIPseclFRhERICED C & &EHERALET,
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REIERZ#RLE I, (Router B)

SRS EERTHG

I—F 1« > J1EH%ZERT |Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:8 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, DIALER1

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
S>*203.0.113.1/32 [1/0] is directly connected, DIALER1
C>*192.0.2.144/32 is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*198.51.100.22/32 is directly connected, DIALER1

¥ 2 [S>*192.168.0.0/24 [150/0] is directly connected, IPSECIF2

% 3 |S 192.168.0.0/24 [0/0] is directly connected, IPSECIF1 inactive
C>*192.168.1.0/24 is directly connected, LAN

S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1

¥1 1 FT74) MERBORI X MRy TOPPPoEThEMICIED Z EZHERLE T,
%2 1INy I7 v TEIRODIPseclF2hBESINTVD T EZHRBLET .
M3 1 XA VEERODIPseclF 1 hIHBETH D L =R LET .

EXTEIRREDRERY 3

XA URETERUTWDRouter AOPPPoOERIRDEENEIBUICIGE 7R LE T,
PPPoE 1 DEfFikREZEER UE . (Router A)

SRS EIEZRE]

slog 3 /x |Router_Af#tshow slog

0006 0000:04:48.89 2012/02/27 (mon) 14:47:09 5 73fc0003 08050a00
PPPoE 1 HE#t U CL\D T & =R PPPoE1 Connected

PPPoEDEVE Y RU X =R LFET, (Router A)

ERAE HEERRHG

PPPOE « 4% J 1 —ADIERZF T |Router_A#tshow ip interface pppoe 1

PPPoE1 is up

IPv4 is enabled

PPPoE MEWE” R A7%HEsR | 1P address is 192.0.2.1, subnet mask is 255.255.255.255
Destination address is 192.0.2.103

MTU is 1454 bytes

T AL HIREZ R LE I, (Router B)

SRS EE&RRE

slog %3/ |Router_B#show slog

0009 0000:06:18.92 2012/02/27 (mon) 14:48:45 5 0000001b 08050410
E/)NAIUDIRT L TWD Z &= HESR Modem1 Disconnected




E)NALOBUS? RLURAZHRLE Y. (Router B)

SRS EERTH

ENA)A V5 T 1 —RADIEH%ZFRR |Router_Bi#show ip interface dialer 1

DIALER1 is up

IPv4 is enabled

pointTopoint

TINAILD RUAHEWNC & =R IP address is 0.0.0.0, subnet mask is 255.255.255.255
Destination address is 0.0.0.0

RIRIEREHRRLUE T, (Router A)

RS EERRE

I—F « VJ1ERZRTR |Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:7 (IPv4), 2 (IPv6) Peak:7

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*192.0.2.103/32 is directly connected, PPPoE1
C>*203.0.113.132/32 is directly connected, PPPoE2
C>*127.0.0.0/8 is directly connected, LOOPO

C>*192.168.0.0/24 is directly connected, LAN

¥ 2 |U>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1, 00:03:07
% 3 |S  192.168.1.0/24 [150/0] is directly connected, IPSECIF2

¥1 1 FT74) MERBORI X MRy TOPPPoETHEMICIED Z EZHERLE T,
K2 1 XA VEEEODIPseclF1 BRI NTVNS T L= LE T,
%31 Ny I7 v TEIRDIPseclFRI3IHBE CH D L ZEERLE T

RIRIESREERUE T, (Router B)

SR E EEFR

—7 4 &R %ZFRR |Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:7 (IPv4), 2 (IPv6) Peak:7

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, DIALER1

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
S>*203.0.113.1/32 [1/0] is directly connected, DIALER1
C>*192.0.2.144/32 is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO

¥ 2 |S 192.168.0.0/24 [150/0] is directly connected, IPSECIF2
% 3 [S>*192.168.0.0/24 [0/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN
S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1

¥1 1 FT74) FERBORI X MRy TOPPPoEThEMICIED T EEHERELE T,
%21 Ny o7 v TEIBODIPseclF2I3IHBE CTH D L ZHEERLE T,
K31 XA VIEEODIPseclF1 MBI NTNS T L= LE T,
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EIRREDHESR 4

A A HREETEA LT DRouter BOPPPOEE#RDEENFKLE UIciBE =R LET .
PPPoE 1 DEfFIRREZEEE UE I . (Router B)

SRS

B ey

slog =&

PPPoE 1 Wi L CW\D & E7ZfESR

Router_B#show slog

0012 0000:09:45.50 2012/02/27 (mon) 14:52:12 5 00000003 08050232
PPPoE1 Disconnected

PPPOEDEUS ) L A7ZHEE LE T o

(Router B)

ERAE

EERE]

PPPOE « 4% 7 1 —XADEHRZERT

PPPOE D77 KL ADMENC & 72 HESR

Router_B#show ip interface dialer 1

PPPoE1 is Down

IPv4 is disabled
Internet address is not configured
MTU is 1454 bytes

/DR EZEER UE . (Router B)

SRS

[ ]

slog Z#&

EINA)UHE#R U TS &= HhESR

Router_B#show slog

0013 0000:09:47.15 2012/02/27 (mon) 14:52:13 5 0000001b 08050200
Modem1 Connected Calling ********. by dialer1

TIAIIVDOEIET FLUA7Z#RUE T,

(Router B)

HRAS

EERTHG

TI\A)A 25T T -ADERERT

7 RUADEUF TE TS C E7ZHESR

Router_B#show ip interface dialer 1

DIALER1 is up

IPv4 is enabled

pointTopoint
IP address is 198.51.100.31, subnet mask is 255.255.255.255
Destination address is 198.51.100.22

RIRIEREHERLUE T, (Router A)

RS

EERTHG

=T « VI ERERR

%1

* 2
% 3

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:7 (IPv4), 2 (IPv6) Peak:7

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

S> *0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*192.0.2.103/32 is directly connected, PPPoE1
C>*203.0.113.132/32 is directly connected, PPPoE2
C>*127.0.0.0/8 is directly connected, LOOPO

C>*192.168.0.0/24 is directly connected, LAN

U> * 192.168.1.0/24 [0/0] is directly connected, IPSECIF1, 00:00:59
S 192.168.1.0/24 [150/0] is directly connected, IPSECIF2

1 FIT4IURIEERERORI X Mk JOPPPoE 1B EMICIED E&ERLET,
X2 1 A VEEDIPseclF1 hMBESNTVD C EZERLET .
%31 INwa7 v FHERDIPseclFRI3IEBLETH B T EEERLET,




RIIERZ#RLE I, (Router B)

ERAE EEZRD)
—7 1« 2V JER%ZFRTR |Router_B#show ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:7 (IPv4), 2 (IPv6) Peak:8

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

% 1 |S>*0.0.0.0/0 [150/0] is directly connected, DIALER1

S 0.0.0.0/0 [1/0] is directly connected, PPPoE1 inactive
S>*203.0.113.1/32 [1/0] is directly connected, DIALER1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*198.51.100.22/32 is directly connected, DIALER1

¥ 2 |S 192.168.0.0/24 [150/0] is directly connected, IPSECIF2
% 3 [S>*192.168.0.0/24 [0/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN

S 192.0.2.1/32 [1/0] is directly connected, PPPoE1 inactive

%1 FIT4)REERORI X Mky JODIALER 1 BEICHED C &R LE T,
%2 1INy I 7 v TRIRDIPsecIFRI3 B TH DT & &ERLET,
X3 1 A VEEDIPseclF1 MBESNTVD C EZERLET .

WS ERREDHESE 5

XA AR THER L TLDRouter BOPPPoERIEDEBEENEIHUICEEZERLET .
PPPoE 1 D e iEsR LE 9, (Router B)

ERAE [EEE ]
slog % /x |Router_B#show slog

0014 0000:11:45.48 2012/02/27 (mon) 14:54:12 5 770c0003 08050a00
PPPoE 1 HE#t U CL\D T & =R PPPoE1 Connected

PPPoEDEVE Y RU X =R LFET, (Router A)

ERAE EERS
PPPOE A >4 J 1 —ADIERZF T |Router_B#show ip interface pppoe 1

PPPoE1 is up

IPv4 is enabled

PPPoE MEWE” R A7%HEsE | IP address is 192.0.2.91, subnet mask is 255.255.255.255
Destination address is 192.0.2.103

MTU is 1454 bytes

)AL DERIRREZESRLE I (Router B)

EERNE BEEFRRS
slog %#%x |Router_B#show slog

0015 0000:12:47.02 2012/02/27 (mon) 14:55:13 5 0000001b 08050610
E/)NAIUDIRT L TWD Z &= HESR Modem1 Disconnected
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E)NALOBUS? RU A 2R LET. (Router B)

SRS EERTH

ENA)A V5 T T —RADIEH%ZFRR |Router_Bishow ip interface dialer 1

DIALER1 is up

IPv4 is enabled

pointTopoint

TINAILD RUAHEWNC & =R IP address is 0.0.0.0, subnet mask is 255.255.255.255
Destination address is 0.0.0.0

RIRIEREHERLUE T, (Router A)

RS EERRE

I—F « >V J1ERAZRTR |Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:7 (IPv4), 2 (IPv6) Peak:7

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, PPPoE2

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*192.0.2.103/32 is directly connected, PPPoE1
C>*203.0.113.132/32 is directly connected, PPPoE2
C>*127.0.0.0/8 is directly connected, LOOPO

C>*192.168.0.0/24 is directly connected, LAN

¥ 2 |U>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1, 00:00:43

% 3 |S  192.168.1.0/24 [150/0] is directly connected, IPSECIF2

¥1 1 FT74) MERBORI X MRy TOPPPoEThEMICIED Z EZHEELE T,
K2 1 XA VEEEODIPseclF1 BRI NTNS T L= LE T,
%31 Ny I7 v TEIRDIPseclFRI3IHBE CH D L ZEERLE T

RIRIESREER UE T, (Router B)

SR EEFRH

—7 4 V& %ZFRR |Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:7 (IPv4), 2 (IPv6) Peak:7

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S 0.0.0.0/0 [150/0] is directly connected, DIALER1

% 1 |S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
S>*203.0.113.1/32 [1/0] is directly connected, DIALER1
C>*192.0.2.103/32 is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO

¥ 2 |S  192.168.0.0/24 [150/0] is directly connected, IPSECIF2
% 3 [S>*192.168.0.0/24 [0/0] is directly connected, IPSECIF1
C>*192.168.1.0/24 is directly connected, LAN

S>*192.0.2.1/32 [1/0] is directly connected, PPPoE1

%11 FT74) FEREBORI X MRy TOPPPoEThEMICIED T E=EHERELE T,
%21 Ny I7 v TEIBODIPseclF2I3IHBE CH D L Z#EERLE T,
K31 XA VIEEODIPseclF1 BRI NTNS T =R LE T,




70— RN RERZEERT 21 V5 —3 v FVPNEEES

IPsecDBBEEA VY —RY hBREZARKICERATIERTE
(MEODOIP7 RUVRARKERE)
L Bis
{25~y MEROEIEICTVPNEGT HRETT.
PPPOEEIR(E. VPNEHT B MR CEEDIP? KU ZEALET .,
{35~y bADBIE. NATHEERIAELET,

| [
192.168.1.0/24 192.168.2.0/24
[u] =1
—— BEE IPBIE EE IP IBiE —
PPPOE1 PPPoE1
LAN1 192.0.2.1 mERm 192.0.2.129 LANT
a4 T A
e A Psec oo s | o
———
192.168.1.1 \/ 192.168.2.1
u} u}

B~ REEE] (Router A)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 192.168.2.0 255.255.255.0 connected ipsecif 1
access-list 99 permit 192.168.1.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router A

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface ipsecif 1

crypto map Router_B

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0

exit

interface pppoe 1

ip address 192.0.2.1

ip nat inside source list 99 interface
pppoe server test1
pppoe account ********@***.***.ne.jp
pppoe type host

exit

crypto isakmp policy 1
authentication prekey
encryption aes 256

*kkkkk
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group 5

hash sha

key ascii secret1
exit

match address 1
set pfs group5

exit
end

negotiation-mode main
peer-identity address 192.0.2.129

crypto map Router_B 1
set peer address 192.0.2.129

set transform-set aes256-sha

W= EF

51 (Router A)

REAE

EERE]

HEI—YE— PORT
JCRAT— DT

RIEIBFRDYIHE

BEE— FOZE
HEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#conf terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 192.168.2.0 255.255.255.0 connected ipsecif 1
Router(config)#access-list 99 permit 192.168.1.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip 192.168.1.0 0.0.0.255 192.168.2.0
0.0.0.255

Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server

Router(config)#hostname Router_A

Router_A(config)#ip dhcp pool lan 1

Router_A(config-dhcp-pool)# dns-server 0.0.0.0
Router_A(config-dhcp-pool)# default-router 0.0.0.0
Router_A(config-dhcp-pool)#exit

Router_A(config)#interface ipsecif 1

Router_A(config-if ipsecif 1)# crypto map Router_B

Router_A(config-if ipsecif 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#interface pppoe 1

Router_A(config-if pppoe 1)# ip address 192.0.2.1

Router_A(config-if pppoe 1)# ip nat inside source list 99 interface
Router_A(config-if pppoe 1)# pppoe server test1

Router_A(config-if pppoe 1)# pppoe account ********@*** *** ne.jp ******
Router_A(config-if pppoe 1)# pppoe type host

Router_A(config-if pppoe 1)#exit

Router_A(config)#crypto isakmp policy 1

Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# encryption aes 256
Router_A(config-isakmp)# group 5

Router_A(config-isakmp)# hash sha

— — ~— —




Router_A(config-isakmp
Router_A(config-isakmp

# key ascii secret

# negotiation-mode main
Router_A(config-isakmp)# peer-identity address 192.0.2.129
Router_A(config-isakmp)#exit

Router_A(config)#crypto map Router_B 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer address 192.0.2.129
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit

Router_A(config)#end

— — — —

RTE{R1E |Router_Af#tsave SIDE-A
% saving working-config
% finished saving

ZEEBICE |Router_Affreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WY REEE2 (Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 192.168.1.0 255.255.255.0 connected ipsecif 1
access-list 99 permit 192.168.2.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
ipsec access-list 64 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router B

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface ipsecif 1

crypto map Router_A

exit

interface lan 1

ip address 192.168.2.1 255.255.255.0

exit

interface pppoe 1

ip address 192.0.2.129
ip nat inside source list 99 interface
pppoe server test1
pppoe account ********@***.***.ne.jp
pppoe type host

exit

crypto isakmp policy 1
authentication prekey
encryption aes 256
group 5

hash sha

key ascii secret1

*kkkkk
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negotiation-mode main
peer-identity address 192.0.2.1
exit

crypto map Router_A 1

match address 1

set peer address 192.0.2.1

set pfs group5

set transform-set aes256-sha
exit

end

B2 (Router B)

REANE EERTHG

BSHE1—TE— R\D#E1T |Router>enable

JXAT— RMDAS] |Enter password:
Router#
SREBFROYIHAL |Router#iclear working.cfg
Router#
REET— RDZEE |Router#conf terminal
ERTEAS] |Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

(
Router(config)#access-list 99 permit 192.168.2.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#vpn enable
Router(config)#vpnlog enable

0.0.0.255
Router(config)#ipsec access-list 64 bypass ip any any

(
Router(config)#service dhcp-server
Router(config)#hostname Router_B
Router_B(config)#ip dhcp pool lan 1
Router_B(config-dhcp-pool)# dns-server 0.0.0.0
Router_B(config-dhcp-pool)# default-router 0.0.0.0
Router_B(config-dhcp-pool)#exit
Router_B(config)#interface ipsecif 1
Router_B(config-if ipsecif 1)# crypto map Router_A
Router_B(config-if ipsecif 1)#exit
Router_B(config)#interface lan 1

Router_B(config-if lan 1)#exit
Router_B(config)#interface pppoe 1
Router_B(config-if pppoe 1)# ip address 192.0.2.129

Router_B(config-if pppoe 1)# pppoe server test1

Router_B(config-if pppoe 1)# pppoe type host
Router_B(config-if pppoe 1)#exit
Router_B(config)#crypto isakmp policy 1
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# encryption aes 256
Router_B(config-isakmp)# group 5
Router_B(config-isakmp)# hash sha
Router_B(config-isakmp)# key ascii secret1
Router_B(config-isakmp)# negotiation-mode main
Router_B(config-isakmp)# peer-identity address 192.0.2.1
Router_B(config-isakmp)#exit
Router_B(config)#crypto map Router_A 1
Router_B(config-crypto-map)# match address 1

Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1

Router(config)#ipsec access-list 1 ipsec ip 192.168.2.0 0.0.0.255 192.168.1.0

Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac

Router_B(config-if lan 1)# ip address 192.168.2.1 255.255.255.0

Router_B(config-if pppoe 1)# ip nat inside source list 99 interface

Router_B(config-if pppoe 1)# pppoe account ********@*** *** ne.jp ******
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Router_B(config-crypto-map)# set peer address 192.0.2.1
Router_B(config-crypto-map)# set pfs group5
Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit

Router_B(config)#end

Router_B#save SIDE-A
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

W ERRRODREST 1

T—5BEICTCIPSECHHEIL T xR ULEF T,
5l : Router_Ak D ping 192.168.2.1 source-interface lan 1= LET,

SR

EEFRT

ping ZZ179 %

ping IW&d D

Router_A#ping 192.168.2.1 source-interface lan 1

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/10/50 ms

WG ERREDHESE 2

Router AOPhase1 SADIEHRZIEEULET .

FEERAE

EEZRTH

Phase1 SA 1E5RD&ER

Router_A#show crypto isakmp sa
ISAKMP SA
currentsa : 1

[1] 192.0.2.129
<-->192.0.21
<I> Main Mode UP pre-shared key AES(256bits) SHA
Lifetime : 1000secs
Current : 3secs,1kbytes
mcfg config-mode: off
mcfg addr: off
mcfg apl-version:
IKE Keepalive: dpd
ICMP Keepalive: off

release on addr-change: off

% ! Router A~—Router BRI CPhase1 SABEIISNTLD T EZERLTLIEEL,

Router ADOPhase? SADIERZIEELET .

SRS

EERE]

Phase?2 SA [BHRDOE R

Router_A#show crypto ipsec sa
IPSEC SA

currentinsa : 1

current outsa : 1

[ 11 192.168.2.0,255.255.255.0 ALL ALL
<-->192.168.1.0,255.255.255.0 ALL ALL
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peer: 192.0.2.129

<I>UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs
Anti-Replay: Enable

O-SPI: 0x7620251a Current: 6secs,1kbytes

out packet :5 error packet :0
I-SPI: 0x26f17d45 Current: 6secs, 1kbytes
in packet :5 auth packet 05

discard packet :0
auth error packet : 0

decrypt packet : 5
replay packet :0

% ! Router A~—Router BRI CPhase2 SABEIIENTLD T E&EERLTLIEEL,

WG ERREDHESE 3

Router AOOJEHRZEERUE T,

ﬁEqu‘ﬁ'

EERTHG

OJBHROKT

vpn enable JXREDHESR

isakmp MEIZIREEDIEER

ipsec MEILIRREDIESR

Router_A#show vpnlog

0000 0000:00:00.00 2012/02/16 (thu) 14:20:22 0 00000000 4f34ce80
#BOOT[V01.06(02)a1-021512] SIDE-A.frm SIDE-A.cfg

0001 0000:00:02.01 2012/02/16 (thu) 14:20:26 16 10000002 00000000
vpn enabled.

0002 0000:02:31.23 2012/02/16 (thu) 14:22:56 16 10000320 00000000
IKE SA<I> 1/- 192.0.2.129

0003 0000:02:31.23 2012/02/16 (thu) 14:22:56 16 10000320 00000000
67a72ca491000000 7930099¢38000000

0004 0000:02:31.25 2012/02/16 (thu) 14:22:56 16 10000220 00000000
IPSEC SA<I> 1/1 192.0.2.129

0005 0000:02:31.25 2012/02/16 (thu) 14:22:56 16 10000220 00000000
7620251a 26f17d45

REIRREDIERR 4

FEXRFEOT—HBIEICTNATEREIND =R UE T,
#ll : Router ALD ping 192.0.2.129 source-interface lan 1Z=EfELET,

RS

EERTHG

piNng ZXT9 2

ping In&H O

Router_A#ping 192.0.2.129 source-interface lan 1

Sending 5, 100-byte ICMP Echos to 192.0.2.129, timeout is 2 seconds:
1l

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/2/10 ms

Router AONATZERT—J)LDIERZHERLE T,

RS

HERTHG

NAT F—TJ)VIEHR7ZERT

Router_A#show ip nat translation
Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 4 Peak: 4

List of active sessions:

PPPoE1




Local(address port) Global(address port) Remote(address port) prot tm(s)
+ + +---— +—-
% 1192.168.1.1 18444 192.0.2.1 18444 192.0.2.129 18444 icmp 56
% 1192.168.1.1 18443 192.0.2.1 18443 192.0.2.129 18443 icmp 56
192.0.2.1 0 192.0.2.1 0 192.0.2.129 Oetc 563
192.0.2.1 500 192.0.2.1 500 192.0.2.129 500 udp 263

¥ ISAR—PMRY FNT—2192.168.1.0/2407 RUAHSip nat inside source CiEELR
PPPOE1A/ & 7T —ADEE7 RLUA192.0.2.1ICEIGEUCIBEDONATEIRT—J )L ZEER L TLIEEL,

WG ERREDIESR 5
Router AD#RESIEHZTEER LK T,
ERRE [EEEay ]
Jb—7 « >V JEHR%ZZFR T |Router_A#tshow ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1

C> *127.0.0.0/8 is directly connected, LOOPO
C>*192.0.2.11/32 is directly connected, PPPoE1
C>*192.168.1.0/24 is directly connected, LAN

% |S>*192.168.2.0/24 [0/0] is directly connected, IPSECIF1

% ! IPSECIF 1 DFIEHFEIISNTVD T EZHEE L T EE L,
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IPsectyyarvzgR#EEFELEYI DS

HEITULWEULWIESDETE

LBz
1 V=R NEGOBREICTVPNERT 5RETT.

PPPOEEIRIFAMAISIEEIPT FU A STERIEAEIPT FURAZZERLE T,

AT =Ry bADBEIE NATHREEZFRLE T,

=Ry

192.168.1.0/24 L4
m]
— B 1P B
PPPOE1
LAN1 192.0.2.1 mlznm
A T
— Rout ’ IPsec £
192.168.1.1

B <Y REEET (Router A)

Hle

TE IPEE
PPPOET

EAND 7

41N

192.168.2.0/24
[m]

LANT

192.168.2.1

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 192.168.2.0 255.255.255.0 connected ipsecif 1
access-list 99 permit 192.168.1.0 0.0.0.255

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 64 bypass ip any any

service dhcp-server

hostname Router_A

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface ipsecif 1

crypto map Router_B

exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

interface pppoe 1

ip address 192.0.2.1

ip nat inside source list 99 interface
pppoe server test1

pppoe account ********@***.***.ne.jp
pppoe type host

exit

crypto isakmp policy 1

*kkkkk

ipsec access-list 1 ipsec ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac




authentication prekey
encryption aes 256

group 5

hash sha

key ascii secret1
negotiation-mode aggressive
peer-identity host Router_B
exit

crypto map Router_B 1

match address 1

set peer host Router B

set pfs group5

set transform-set aes256-sha
exit

end

W= EF

51 (Router A)

REAE BRI

1 —E— RAD#IT |Router>enable
JXAT—RMDAF] |Enter password:
Router#
RTEIEHMOTHAL |Router#clear working.cfg
Router#
SREE— RDZEE |Router#conf terminal
SRTFEATI |Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 192.168.2.0 255.255.255.0 connected ipsecif 1
Router(config)#access-list 99 permit 192.168.1.0 0.0.0.255
Router(config)#proxydns mode v4
Router(config)#vpn enable
Router(config)#vpnlog enable
Router(config)#ipsec access-list 1 ipsec ip 192.168.1.0 0.0.0.255 192.168.2.0
0.0.0.255
Router(config)#ipsec access-list 64 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server
Router(config)#hostname Router_A
Router_A(config)#ip dhcp pool lan 1
Router_A(config-dhcp-pool)# dns-server 0.0.0.0
Router_A(config-dhcp-pool)# default-router 0.0.0.0
Router_A(config-dhcp-pool #exit
Router_A(config)#interface ipsecif 1
Router_A(config-if ipsecif 1)# crypto map Router_B
Router_A(config-if ipsecif 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#interface pppoe 1
Router_A(config-if pppoe 1)# ip address 192.0.2.1
Router_A(config-if pppoe 1)# ip nat inside source list 99 interface
Router_A(config-if pppoe 1)# pppoe server test1
Router_A(config-if pppoe 1)# pppoe account *******@*** *** ne.jp
Router_A(config-if pppoe 1)# pppoe type host
Router_A(config-if pppoe 1)#exit
Router_A(config)#crypto isakmp policy 1
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# encryption aes 256
Router_A(config-isakmp)# group 5

*kkkkk
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Router_A(config-isakmp)# hash sha
Router_A(config-isakmp)# key ascii secret1
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity host Router_B
Router_A(config-isakmp)#exit

Router_A(config)#crypto map Router_B 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer host Router_B
Router_A(config-crypto-map)# set pfs group5
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit
Router_A(config)#end

RTER1F |Router B#save SIDE-A
% saving working-config
% finished saving

T

FicE) |Router B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

JE
®

B~ RERFE2 (Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1

ip route 192.168.1.0 255.255.255.0 connected ipsecif 1
access-list 99 permit 192.168.2.0 0.0.0.255
proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
ipsec access-list 64 bypass ip any any
ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router_B

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface ipsecif 1

crypto map Router_A

exit

interface lan 1

ip address 192.168.2.1 255.255.255.0

exit

interface pppoe 1

ip nat inside source list 99 interface

pppoe server test1

pppoe account ********@***.***.ne.jp *kkkkk
pppoe type host

exit

crypto isakmp policy 1

authentication prekey

encryption aes 256

group 5

hash sha

key ascii secret1

my-identity Router_B

negotiation-mode aggressive

peer-identity address 192.0.2.1

exit
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match address 1

set pfs group5

exit
end

crypto map Router_A 1
set peer address 192.0.2.1

set security-association always-up
set transform-set aes256-sha

W

52 (Router B)

RENE

EERTHG

HEI—YE— PORAT
JCRAT— DT

RIEIBFRDYIHE

HEE— FOZEE
REAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#conf terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1

Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1
Router(config)#access-list 99 permit 192.168.2.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip 192.168.2.0 0.0.0.255 192.168.1.0
0.0.0.255

Router(config)#ipsec access-list 64 bypass ip any any

Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server

Router(config)#hostname Router_B

Router_B(config)#ip dhcp pool lan 1
Router_B(config-dhcp-pool)# dns-server 0.0.0.0
Router_B(config-dhcp-pool)# default-router 0.0.0.0
Router_B(config-dhcp-pool y#exit

Router_B(config)#interface ipsecif 1

Router_B(config-if ipsecif 1)# crypto map Router_A
Router_B(config-if ipsecif 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.2.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#interface pppoe 1

Router_B(config-if pppoe 1)# ip nat inside source list 99 interface
Router_B(config-if pppoe 1)# pppoe server test1
Router_B(config-if pppoe 1)# pppoe account ********@*** *** ne.jp
Router_B(config-if pppoe 1)# pppoe type host
Router_B(config-if pppoe 1)#exit

Router_B(config)#crypto isakmp policy 1
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# encryption aes 256
Router_B(config-isakmp)# group 5

Router_B(config-isakmp)# hash sha

Router_B(config-isakmp)# key ascii secret1
Router_B(config-isakmp)# my-identity Router_B
Router_B(config-isakmp)# negotiation-mode aggressive
Router_B(config-isakmp)# peer-identity address 192.0.2.1
Router_B(config-isakmp)#exit

Router_B(config)#crypto map Router_A 1
Router_B(config-crypto-map)# match address 1
Router_B(config-crypto-map)# set peer address 192.0.2.1
Router_B(config-crypto-map)# set pfs group5
Router_B(config-crypto-map)# set security-association always-up

*kkkkk
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Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit
Router_B(config)#end

EXTfRTE |Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

FEFIICE) |Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

¥ ! SADMEILICEDOE TIPsecA, V¥ —7J 1 — A IPseciZEHEMICT v IOV ULET,

W EIRREDMEST 1
Router AOPhase1 SADIEHRZEIZLE T,

SRS EERTH

Phase1 SA 15#HMDZx |Router_A#show crypto isakmp sa
ISAKMP SA
currentsa : 1

% |[1] 192.0.2.129 Router_B
<-->192.0.2.1

<R> Aggressive Mode UP pre-shared key AES(256bits) SHA

Lifetime : 1000secs

Current : 15secs,1kbytes

mcfg config-mode: off

mcfg addr: off

mcfg apl-version:

IKE Keepalive: dpd

ICMP Keepalive: off

release on addr-change: off

% : Router A~—Router BRI CPhase1 SADEILENTWVD T EZERLTL T,

WEEIRREDRESR 2
Router BDPhase1 SADIEHRZHERLF I,

fEERAE EERTH

Phasel SA {&#MDZ&ET |Router B#show crypto isakmp sa
ISAKMP SA
currentsa : 1

% [ 1] 192.0.2.1
<-->192.0.2.129 Router B
<I> Aggressive Mode UP pre-shared key AES(256bits) SHA
Lifetime : 1000secs
Current : 33secs,1kbytes
mcfg config-mode: off
mcfg addr: off
mcfg apl-version:
IKE Keepalive: dpd
ICMP Keepalive: off
release on addr-change: off

% ! Router A~—Router BRI CPhase1 SABEIISN TR EZERLTLIEELY,
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WG EIRREDRESE 3

Router ADPhase?2 SADIEHRZEZLE T,

SRS

EERE]

Phase?2 SA 155D ER

Router_A#show crypto ipsec sa
IPSEC SA

currentinsa : 1

current outsa : 1

[ 1] 192.168.2.0,255.255.255.0 ALL ALL
<-->192.168.1.0,255.255.255.0 ALL ALL
peer: 192.0.2.129
Router_B
<R> UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs
Anti-Replay: Enable

O-SPI: 0x23ee5604 Current: 17secs,0kbytes
out packet :0 error packet :0
I-SPI: 0x3112d8cb Current: 17secs,0kbytes
in packet :0 auth packet :0
decrypt packet : 0 discard packet :0
replay packet :0 auth error packet :0

% : Router A——Router BRI CPhase2 SAHTEIIENTLD T E&ZERLTLIEELY,

WG ERREDHESR 4

Router BdDPhasel2 SADIEFHRZERLF I,

RS

EERTH

Phase?2 SA 155 DE T

Router_B#show crypto ipsec sa
IPSEC SA

currentinsa : 1

current outsa : 1

[ 1] 192.168.1.0,255.255.255.0 ALL ALL
<-->192.168.2.0,255.255.255.0 ALL ALL
peer: 192.0.2.1

<|>UP ESP AES(256bits) HMAC-SHA PFS:on(group5)
Lifetime: 600secs
Anti-Replay: Enable

O-SPI: 0x3112d8cb Current: 36secs,0Okbytes
out packet :0 error packet :0
|-SPI: 0x23ee5604 Current: 36secs,Okbytes
in packet :0 auth packet :0
decrypt packet :0 discard packet :0
replay packet :0 auth error packet :0

% : Router A——Router BRI CPhase2 SAHBTEIIESNTLD T EZERLTLIEELY,
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R EIRREDIERR 5

Router AOOJEHRZEERUE T,

ﬁEquﬁ

BIERE)

OJBHROKRT

vpn enable JXREDHESR

isakmp MEIZIREBDIEER

ipsec MEILIRREDIESR

Router_A#show vpnlog

0000 0000:00:00.00 2012/02/16 (thu) 14:51:28 0 00000000 4f34ce80
#BOOT[V01.06(02)a1-021512] SIDE-A.frm SIDE-A.cfg

0001 0000:00:02.01 2012/02/16 (thu) 14:51:32 16 10000002 00000000
vpn enabled.

0002 0000:00:23.93 2012/02/16 (thu) 14:51:54 16 10000320 00000000
IKE SA<R> 1/- 192.0.2.129

0003 0000:00:23.93 2012/02/16 (thu) 14:51:54 16 10000320 00000000
30f9b0e745000000 e171a306bf000000 Router_B

0004 0000:00:23.93 2012/02/16 (thu) 14:51:54 16 100003a7 00000000
Recv INIT IKE SA 1/- 192.0.2.129

0005 0000:00:23.93 2012/02/16 (thu) 14:51:54 16 100003a7 00000000
30f9b0e745000000 e171a306bf000000 Router_B

0006 0000:00:23.94 2012/02/16 (thu) 14:51:54 16 10000220 00000000
IPSEC SA<R> 1/1 192.0.2.129

0007 0000:00:23.94 2012/02/16 (thu) 14:51:54 16 10000220 00000000
23ee5604 3112d8cb

EQE'I /u\@ﬁ& =11V

Router BOOV Bzt LET,

EERAE

EIERE]

OJEHROKRT

vpn enable IREEDHESR

isakmp FEIZIRREDHERR

ipsec MEILIRREDIESR

Router_B#show vpnlog

0000 0000:00:00.00 2012/02/16 (thu) 14:52:28 0 00000000 4f34ce80
#BOOT[V01.06(02)a1-021512] SIDE-A.frm SIDE-A.cfg

0001 0000:00:02.19 2012/02/16 (thu) 14:52:33 16 10000002 00000000
vpn enabled.

0002 0000:00:27.78 2012/02/16 (thu) 14:52:58
IKE SA<I> 1/- 192.0.2.1

0003 0000:00:27.78 2012/02/16 (thu) 14:52:58
30f9b0e745000000 e171a306bf000000

0004 0000:00:27.78 2012/02/16 (thu) 14:52:58
Recv INIT IKE SA 1/- 192.0.2.1

0005 0000:00:27.78 2012/02/16 (thu) 14:52:58
30f9b0e745000000 e171a306bf000000

0006 0000:00:27.80 2012/02/16 (thu) 14:52:58
IPSEC SA<I> 1/1 192.0.2.1

0007 0000:00:27.80 2012/02/16 (thu) 14:52:58
3112d8cb 23ee5604

16 10000320 00000000

16 10000320 00000000

16 100003a7 00000000

16 100003a7 00000000

16 10000220 00000000

16 10000220 00000000




REIRREDRERR 7

EXHRDT —I@EICTNATEREIND Z EFEEEULE T,
5l : Router_Ak D ping 192.0.2.129 source-interface lan 1= LEI,

SRS

EERTH

ping Z%179 %

ping I&H O

Router_A#ping 192.0.2.129 source-interface lan 1
Sending 5, 100-byte ICMP Echos to 192.0.2.129, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/2/10 ms

Router AONATZEIRT —J)LDIEHRZERLF T,

BRAS

EIEFRTH

NAT =D UiEiRZE &R

Router_A#show ip nat translation

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 2 Peak: 2

List of active sessions:

PPPoE1
Local(address port) Global(address port) Remote(address port) prot tm(s)
+ + R
% 1192.168.1.1 8433 192.0.2.1 8433 192.0.2.129 8433 icmp 56
192.0.2.1 500 192.0.2.1 500 192.0.2.129 500 udp 236

¥ TS AR—pbRYyFI—2192.168.1.0/24D7 RUAHSip nat inside source TTiEEULE

PPPOE1 A4 >4 7 1—ZADERE7 RLUZA192.0.2.1[CEBRUTIZEDONATEIRT —J L ZHELE T,

EQEJ /._,\O)EE gt

ROUter A@ﬁ‘%%"ﬁ%ﬁ%ﬁﬁ;u lJ 353'0

SRS

EERTHG

W—F « VI ERERR

D

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S> *0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.0.2.11/32 is directly connected, PPPoE1
C>*192.168.1.0/24 is directly connected, LAN
S>*192.168.2.0/24 [0/0] is directly connected, IPSECIF1

: IPSECIF1 DfZBHFEIISN TS T E =B L T EE L,
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EXEIRREDRESY 9

Router BORESIBHRZMER LR T,

SRS

BEERTH

=T « VI ERZERT

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [1/0] is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.0.2.139/32 is directly connected, PPPoE1
S>*192.168.1.0/24 [0/0] is directly connected, IPSECIF1
C>* 192.168.2.0/24 is directly connected, LAN

% | IPSECIF1 DEBBHHEIIINTVNDC L Z#R UL TLEELY,




BGPZ{ESZEDERE

LANBICTRIP.WANBICBGPE#ERY 3%

Bk
BGP. RIPZHA Y RECTT
BGP T4, RIPTH& LI REDBERES T HVET .

W=
-0 00007 1 |- -—"-"-"-"-""~"”""”"”"”""”"”""”""”""”= 1
|7 [ | oo
|| 19216810024 | I 1921682024 | |
| b |
| b |
| b |
| b |
| L |
[ ASB5000 ASB5000 l
I .‘ 192.0.2.4/30 .‘ 192.0.2.0/30 .‘ :
: LANT s EWANT LANT " EWAN2 EWAN1 =Sster O LAN1 |
, | I |
, | I |
, | I |
, | I |
, | I |
, | I |
| o I I o |
e R e _ ]

B~ RERFET (Router A)

hostname Router_A

interface ewan 1

ip address 192.0.2.6 255.255.255.252
exit

interface lan 1

ip address 192.168.1.1 255.255.255.0
exit

router bgp 65000

neighbor 192.0.2.5 remote-as 65000
network 192.0.2.4 255.255.255.252
redistribute connected

exit

end

W= EF

51 (Router A)

HEAT EERS

1 —E— RAD#IT |Router>enable

JXZA D — RMDAS] |Enter password:
Router#
SREBMOYHAL  Router#clear working.cfg
Router#
RETE— RODZE Router#configure terminal

EXTEAT] |Router(config)#hostname Router_A
Router_A(config)#interface ewan 1
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Router_A(config-if ewan 1)# ip address 192.0.2.6 255.255.255.252
Router_A(config-if ewan 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#router bgp 65000

Router_A(config-bgp)# neighbor 192.0.2.5 remote-as 65000
Router_A(config-bgp)# network 192.0.2.4 255.255.255.252
Router_A(config-bgp)# redistribute connected
Router_A(config-bgp)#exit

Router_A(config)#end

Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

B~ RERFE2 (Router B)

interface ewan 1

exit
interface lan 1

exit
router rip

redistribute bgp
exit
router bgp 65000

redistribute rip
exit
end

hostname Router_B

ip address 192.0.2.1 255.255.255.252

ip address 192.0.2.5 255.255.255.252

network 192.0.2.0 255.255.255.252

neighbor 192.0.2.6 next-hop-self
neighbor 192.0.2.6 remote-as 65000
network 192.0.2.4 255.255.255.252

W= EF

52 (Router B)

REANE

EERTHG

BE1—YE— RDOBT
JNRAD— RDOAF

BRI

HEE— ROEE
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal
Router(config)#hostname Router_B
Router_B(config)#interface ewan 1
Router_B(config-if ewan 1)# ip address 192.0.2.1 255.255.255.252
Router_B(config-if ewan 1)#exit
Router_B(config)#interface lan 1




RERRF

i
o

2

B

Router_B(config-if lan 1)# ip address 192.0.2.5 255.255.255.252
Router_B(config-if lan 1)#exit

Router_B(config)#router rip

Router_B(config-rip)# network 192.0.2.0 255.255.255.252
Router_B(config-rip)# redistribute bgp
Router_B(config-rip)#exit

Router_B(config)#router bgp 65000

Router_B(config-bgp)# neighbor 192.0.2.6 next-hop-self
Router_B(config-bgp)# neighbor 192.0.2.6 remote-as 65000
Router_B(config-bgp)# network 192.0.2.4 255.255.255.252
Router_B(config-bgp)# redistribute rip
Router_B(config-bgp)#exit

Router_B(config)#end

Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

Router_B#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

% | IBGPCTRIBEHZXDIES. Next HopldZEEETNFH Ao
AERTEICT. Router AICILE T 3 RIEMDNext HopZB3EE (Router B) ICE2F MBI TUVET,

V> RERES (Router C)

interface ewan 1

exit
interface lan 1

exit

router rip

exit
end

hostname Router_C

ip address 192.0.2.2 255.255.255.252

ip address 192.168.2.1 255.255.255.0

network 192.0.2.0 255.255.255.252
redistribute connected

W= EF

53 (Router C)

RERE

EERTHG

BEI1—YE— RODOBT
JCRAD— RDOAT

SENEROIRE

REE— ROLS
HEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#hostname Router_C

Router_C(config)#interface ewan 1

Router_C(config-if ewan 1)# ip address 192.0.2.2 255.255.255.252
Router_C(config-if ewan 1)#exit

Router_C(config)#interface lan 1

Router_C(config-if lan 1)# ip address 192.168.2.1 255.255.255.0
Router_C(config-if lan 1)#exit

Router_C(config)#router rip
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By

i
I

Router_C(config-rip)# network 192.0.2.0 255.255.255.252
Router_C(config-rip)# redistribute connected
Router_C(config-rip)#exit

Router_C(config)#end

Router_C#save SIDE-A.cfg
% saving working-config
% finished saving

Router_C#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

WG ERRRODHESE 1

BGPRIEIEHRZZRLE I, (Router A)

SRS

EERTG

=T « VI ERERR

Router_A#show ip bgp
BGP table version is 0, local router ID is 192.168.1.1

Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric ~ LocPrf  Weight Path
*i 192.0.2.4/30 192.0.2.5 100 0i
*> 0.0.0.0 0 32768 ?
* 0.0.0.0 32768 i
*> 192.168.1.0 0.0.0.0 0 32768 ?
% "> 192.168.2.0 192.0.2.5 2 100 0 ?

% ! Router COLANfllO®=y D—2(192.168.2.0/24)H'. BGPD#ERE U TRTREINDH I EZERLTL

EEL

BGPREIEHRZMRLE I, (Router B)

SRS

EERTG

JU—F 4 15k 7ZF N |Router_B#show ip bgp

BGP table version is 0, local router ID is 192.0.2.5
Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric  LocPrf  Weight Path
*i 192.0.2.4/30 192.0.2.6 100 0i
*> 0.0.0.0 0 32768 ?
¥ 1 |*>1192.168.1.0 192.0.2.6 0 100 07
X 2 |*> 192.168.2.0 192.0.2.2 2 32768 ?

%1 : Router AOLANfllO=®Y hT—2(192.168.1.0/24)HBGPD#ERE U TRIREINDH I LZERLTL

Z&EL.

%2 : Router COLANfllO®y hD—2(192.168.2.0/24) ' BGPOFERE U TRREND T L Z#ERLTL

Z&EL.




WS ERREDHESY 2

A INN—REEEBLUE T, (Router A)

EERENE

EERTG

BGP XA \—tE#ZExT

% 1

x 2

Router_A#show ip bgp neighbors
BGP neighbor is 192.0.2.5, remote AS 65000, local AS 65000, internal link
BGP version 4, remote router ID 192.0.2.5
BGP state = Established, up for 00:27:48
Last read 00:00:48, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Received 42 messages, 2 notifications, 0 in queue
Sent 40 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 5 seconds

For address family: IPv4 Unicast

Index 1, Offset 0, Mask 0x2

Community attribute sent to this neighbor (both)
2 accepted prefixes

2 announced prefixes

Connections established 3; dropped 2
Local host: 192.0.2.6, Local port: 179
Foreign host: 192.0.2.5, Foreign port: 65523
Nexthop: 192.0.2.6

Nexthop global: ::

Nexthop local: ::

BGP connection: non shared network

Read thread: on Write thread: off

1 : BGP neighbor(CRouter BOIP7 RUADRREND CEEERLTLIEE L,
%2 : BGP statehiEstablishedICiE>TWBA T EEESRLTLEELY,

RAIN—REZEZ LFE I, (Router B)

ﬁEquﬁ'

EERTH]

BGP A N\—fEH7Z&RR

%1

* 2

Router_B#show ip bgp neighbors
BGP neighbor is 192.0.2.6, remote AS 65000, local AS 65000, internal link
BGP version 4, remote router ID 192.168.1.1
BGP state = Established, up for 00:28:10
Last read 00:00:10, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Received 39 messages, 0 notifications, 0 in queue
Sent 49 messages, 2 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 5 seconds

For address family: IPv4 Unicast

Index 1, Offset 0, Mask 0x2

NEXT_HOP is always this router

Community attribute sent to this neighbor (both)
2 accepted prefixes

2 announced prefixes

Connections established 3; dropped 2
Local host: 192.0.2.5, Local port: 65523
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Foreign host: 192.0.2.6, Foreign port: 179
Nexthop: 192.0.2.5

Nexthop global: ::

Nexthop local: ::

BGP connection: non shared network
Read thread: on Write thread: off

%1 : BGP neighborlCRouter ADIP7 RUADRRENDC EZERLTLIEELY,
%2 : BGP statehiEstablishedICiE> TS T EEESRLTLEE LY,

WG ERREDRER 3
R IEHZHERLUEX I, (Router A)
ERRE EERRS
I—F 1« 2 J1E#H7ZFRR Router_A#show ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.0.2.4/30 is directly connected, EWAN1
C>*192.168.1.0/24 is directly connected, LAN

% |B>*192.168.2.0/24 [200/2] via 192.0.2.5, EWAN1, 00:24:10

% : Router COLANfllO®y hD—2(192.168.2.0/24)hBGPODFERE U TRTREINTVNDH I EZERLT
<IEZEL,

REEREHRALE . (Router B)
[ESRAE EEZRH
—7 « V&R %R |Router_B# show ip route

Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:6

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.0.2.0/30 is directly connected, EWAN1
C>*192.0.2.4/30 is directly connected, LAN

¥ 1 |B>*192.168.1.0/24 [200/0] via 192.0.2.6, LAN, 00:28:53

¥ 2 |R>*192.168.2.0/24 [120/2] via 192.0.2.2, EWAN1, 00:31:12

1 : Router AOLANAIO=® v hT—2(192.168.1.0/24)h'. BGPDEEE U TRTRENTWND I & ZHESR
TLEEL,

%2 ! Router COLANfllO=xv hT—2(192.168.2.0/24)Hi, RIPOEEE U TRTREINTWND I EZHER
TLEEL,
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RIIERZ#ERLE I, (Router C)

SRS

EERTH

=7« VI ERERT

Router_C#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.0.2.0/30 is directly connected, EWAN1
R>*192.168.1.0/24 [120/2] via 192.0.2.1, EWAN1, 00:29:14

C>*192.168.2.0/24 is directly connected, LAN

% ! Router AOLANfllO=®y hT—2(192.168.1.0/24) BRIPDERE U TRTREINTVNDH I EZERLT

<FEEL

WG ERREDESE 4

T—YIBEMIADCEZMRBLUF T,
#5ll : Router_ALD ping 192.168.2.1 source-interface lan 1Z=£fELET,

BRAS

EEFRH

ping #3179 %

ping IW&H D

Router_A#ping 192.168.2.1 source-interface lan 1
Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:
1

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms
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LANfllCOSPF.WANITBGPZ{ERT %

Bk
BGP. OSPFE(IT BRECTT .

BGP Tl OSPFCHE UTcREDBRXEZH J1FWVE T,

192.168.1.0/24

ASB5000
N
v

192.0.2.4/30

LAN1 EWAN1

WY REEET (Router A)

W= EF

v EWAN1

=n
74

192.168.2.0/24

192.0.2.0/30

.‘

EWAN1 LAN1

hostname Router_A
interface ewan 1
ip address 192.0.2.6 255.255.255.252

exit
interface lan 1

exit
router bgp 65000

exit
end

ip address 192.168.1.1 255.255.255.0

neighbor 192.0.2.5 remote-as 65000
network 192.0.2.4 255.255.255.252
redistribute connected

E1 (Router A)

REANE

EERE]

BEI—YE— RDOBT
JNRAT— RDAT]

RIEIBFRDYIERE

HEE— ROES
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg
Router#

Router#configure terminal

Router(config)#hostname Router_A




RERF

Router_A(config)#interface ewan 1

Router_A(config-if ewan 1)# ip address 192.0.2.6 255.255.255.252
Router_A(config-if ewan 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#router bgp 65000

Router_A(config-bgp)# neighbor 192.0.2.5 remote-as 65000
Router_A(config-bgp)# network 192.0.2.4 255.255.255.252
Router_A(config-bgp)# redistribute connected
Router_A(config-bgp)#exit

Router_A(config)#end

Router_A#save SIDE-A
% saving working-config
% finished saving

Router_A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

B~ REEE2 (Router B)

interface ewan 1

exit
interface lan 1

exit
router bgp 65000

redistribute ospf
exit
router ospf

redistribute bgp
exit
end

hostname Router_B

ip address 192.0.2.1 255.255.255.252

ip address 192.0.2.5 255.255.255.252

neighbor 192.0.2.6 next-hop-self
neighbor 192.0.2.6 remote-as 65000
network 192.0.2.4 255.255.255.252

network 192.0.2.0 0.0.0.3 area 0

mEET

52 (Router B)

REAH

EERTH

BE1—YE— RDOBT
JXRAD— RDOAT

BRI

HEE— ROEE
BEAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#hostname Router_B

Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# ip address 192.0.2.1 255.255.255.252
Router_B(config-if ewan 1)#exit
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Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.0.2.5 255.255.255.252
Router_B(config-if lan 1)#exit

Router_B(config)#router bgp 65000

% |Router_B(config-bgp)# neighbor 192.0.2.6 next-hop-self
Router_B(config-bgp)# neighbor 192.0.2.6 remote-as 65000
Router_B(config-bgp)# network 192.0.2.4 255.255.255.252
Router_B(config-bgp)# redistribute ospf
Router_B(config-bgp)#exit

Router_B(config)#router ospf

Router_B(config-ospf)# network 192.0.2.0 0.0.0.3 area 0
Router_B(config-ospf)# redistribute bgp
Router_B(config-ospf)#exit

SRTERTE |Router B#save SIDE-A.cfg
% saving working-config
% finished saving

ZEEBICE) |Router_ Bi#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

% ! IBGPTRIBEHRZIXDHES. Next HoplFZEEENF B A
AEFEICT. Router AlICILG&T 3B DONext Hop%ZBIEE (Router B) [CEFBRZTVET,

V> REEES (Router C)

hostname Router_C

interface ewan 1

ip address 192.0.2.2 255.255.255.252
exit

interface lan 1

ip address 192.168.2.1 255.255.255.0
exit

router ospf

network 192.0.2.0 0.0.0.3 area 0
redistribute connected

exit

end

W)

B3 (Router C)

REANH EERE]

1 —E— RAD#IT |Router>enable
JXAT—RMDAF] |Enter password:
Router#
SREBEROTEAE |Router#clear working.cfg
Router#
SREE— ROZEE |Routerftconfigure terminal
SRTFEATI |Router(config)#hostname Router C
Router_C(config)#interface ewan 1
Router_C(config-if ewan 1)# ip address 192.0.2.2 255.255.255.252
Router_C(config-if ewan 1)#exit
Router_C(config)#interface lan 1
Router_C(config-if lan 1)# ip address 192.168.2.1 255.255.255.0
Router_C(config-if lan 1)#exit
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Router_C(config)#router ospf

Router_C(config-ospf)# network 192.0.2.0 0.0.0.3 area 0
Router_C(config-ospf)# redistribute connected
Router_C(config-ospf)#exit

Router_C(config)#end

Router_C#save SIDE-A.cfg
% saving working-config
% finished saving

Router_C#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

ERAEIRRE

700N

DFEER 1

BGPRREIEHRZESZ LEFE I, (Router A)

RS

EEZRTHG

=T « VI ERERR

Router_A#show ip bgp
BGP table version is 0, local router ID is 192.168.1.1
Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i - internal

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric  LocPrf  Weight Path
*i 192.0.2.4/30 192.0.2.5 100 0i
> 0.0.0.0 0 32768 7?
* 0.0.0.0 32768 i
*> 192.168.1.0 0.0.0.0 0 32768 7?
% "> 192.168.2.0 192.0.2.5 20 100 07
% : Router COLANfllOxy hD—2(192.168.2.0/24)H'. BGPDRIRE UL TRREIND &= HERLTL

&L,

BGPR&REIEHRZESZ LEFE I, (Router B)

RS

EEFRH

=T « VI ERERR

% 1

* 2

Router_B#show ip bgp
BGP table version is 0, local router ID is 192.0.2.5
Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i - internal

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric  LocPrf  Weight Path
*i 192.0.2.4/30 192.0.2.6 100 0i
> 0.0.0.0 0 32768 7?
*>i192.168.1.0 192.0.2.6 0 100 07
*> 192.168.2.0 192.0.2.2 20 32768 7?

%1
&L,
xe
EEL,

: Router AOLANfllO®=Y FT—2(192.168.1.0/24)HBGPODRERE L TRREINBD I LZERELTL

Router COLANfllO=®y hD—2(192.168.2.0/24)h BGPD#FiEE L THRTREIND T LZERLTL
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WS ERREDHESY 2

A INN—REEEBLUE T, (Router A)

EERENE

EERTG

BGP XA )\ —fE@ZExT

% 1

x 2

Router_A#show ip bgp neighbors
BGP neighbor is 192.0.2.5, remote AS 65000, local AS 65000, internal link
BGP version 4, remote router ID 192.0.2.5
BGP state = Established, up for 00:52:51
Last read 00:00:51, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Received 69 messages, 2 notifications, 0 in queue
Sent 65 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 5 seconds

For address family: IPv4 Unicast

Index 1, Offset 0, Mask 0x2

Community attribute sent to this neighbor (both)
2 accepted prefixes

2 announced prefixes

Connections established 3; dropped 2
Local host: 192.0.2.6, Local port: 179
Foreign host: 192.0.2.5, Foreign port: 65523
Nexthop: 192.0.2.6

Nexthop global: ::

Nexthop local: ::

BGP connection: non shared network

Read thread: on Write thread: off

1 : BGP neighbor(CRouter BOIP7 RUADRREND CEEERLTLIEE L,
%2 : BGP statehiEstablishedICiE>TWB T EEESRLTLEE LY,

RAN—REZHERLE T,

(Router B)

ﬁEquﬁ'

EERTH]

BGP A N\—fEH7Z&RR

%1

* 2

Router_B#show ip bgp neighbors

BGP neighbor is 192.0.2.6, remote AS 65000, local AS 65000, internal link
BGP version 4, remote router ID 192.168.1.1

BGP state = Established, up for 00:53:15

Last read 00:00:15, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:

Route refresh: advertised and received (old and new)

Address family IPv4 Unicast: advertised and received

Received 64 messages, 0 notifications, 0 in queue

Sent 76 messages, 2 notifications, 0 in queue

Route refresh request: received 0, sent 0

Minimum time between advertisement runs is 5 seconds

For address family: IPv4 Unicast

Index 1, Offset 0, Mask 0x2

NEXT_HORP is always this router

Community attribute sent to this neighbor (both)
2 accepted prefixes

2 announced prefixes

Connections established 3; dropped 2
Local host: 192.0.2.5, Local port: 65523
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Foreign host: 192.0.2.6, Foreign port: 179
Nexthop: 192.0.2.5

Nexthop global: :

Nexthop local: ::

BGP connection: non shared network
Read thread: on Write thread: off

%1 : BGP neighborlCRouter ADIP7 RUADRRENDC EZERLTLIEELY,
%2 : BGP statehiEstablishedICiE> TS T EEESRLTLEE LY,

W2 EIRREDHEST 3
RIRIESREESRUE T, (Router A)

SR s EEFRH

Jb—7 « > J1E#H7ZZFR T |Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:4 (IPv4), 2 (IPv6) Peak:4

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO
C>*192.0.2.4/30 is directly connected, EWAN1
C>*192.168.1.0/24 is directly connected, LAN

% |B>*192.168.2.0/24 [200/2] via 192.0.2.5, EWAN1, 00:00:03

% : Router COLANfllO®y hD—2(192.168.2.0/24)hBGPDFERE U TRTREINTVNDH I EZERLT
<IEZEL,

RIIERZ#ERLE I, (Router B)

ERAE EERTH

—7 « &R ZZERT |Router_B# show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:6 (IPv4), 2 (IPv6) Peak:6

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/30 [110/1] is directly connected, EWAN1, 00:04:01
C>*192.0.2.0/30 is directly connected, EWAN1
C>*192.0.2.4/30 is directly connected, LAN

¥ 1 |B>*192.168.1.0/24 [200/0] via 192.0.2.6, LAN, 00:54:27

% 2 |0>*192.168.2.0/24 [110/20] via 192.0.2.2, EWAN1, 00:03:12

1 : Router AOLANAIO=® v hT—2(192.168.1.0/24)h'. BGPDEEE U TRIREINTWND T & ZHESR
TLEEEL,

%2 ! Router COLANfllO=®y hD—2(192.168.2.0/24)h'. OSPFO#EiEE UTRIREN TS T & =HERR
LTLEELY
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RIIERZ#ERLE I, (Router C)

SRS

EERTH

=7« VI ERZERT

Router_C#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:5 (IPv4), 2 (IPv6) Peak:5

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B -BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

C>*127.0.0.0/8 is directly connected, LOOPO

O 192.0.2.0/30 [110/1] is directly connected, EWAN1, 00:23:00
C>*192.0.2.0/30 is directly connected, EWAN1

0> *192.168.1.0/24 [110/1] via 192.0.2.1, EWAN1, 00:22:59
C>*192.168.2.0/24 is directly connected, LAN

¥ ! Router AOLANlO®Y ED—2(192.168.1.0/24) hHIOSPFDEIRE U TRTREINTWND I EZHER

TLEELY,

WG ERREDESE 4

T—YIBEMIADCEZMBLUFT,
5l : Router_ALD ping 192.168.2.1 source-interface lan 1Z=£fELET,

SR NE

EEFRH

ping #3179 %

ping IW&EH D

Router_A#ping 192.168.2.1 source-interface lan 1

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:
1

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms




BGPERIYFT 4w IICKDT7O—FT 4 VIR IT 4 VvIETE

| BlsE
XA VERIFEBGPZFEA L. EBGPORREHEK UIcH /Ny 777w TERRICUIDEZEF T,
WiEa
192.168.1.0/24 192.168.2.0/24
o IPv4 Ether 8 o
Saeieiie ]
AS65000 I AS65001 | AS65000
LAN1 EWAN1 | | EWAN1 LAN1
g |
—— o - _|_
@ ] PVPN S
Dialer] 192026 192025 1920.2.1 192022 /pppoET
e IP IS I B IP B
|
il USB 5— & 5@fSik )

B~ RERFE] (Router A)

ip route 192.168.2.0 255.255.255.0 connected ipsecif 1 250
ip route 203.0.113.25 255.255.255.255 dialer 1 250
access-list 1 permit any

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 192.168.1.0 0.0.0.255 192.168.2.0
0.0.0.255

ipsec access-list 128 bypass ip any any

ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router_A

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface dialer 1

max-call off

ip nat inside source list 1 interface

caller ****wxe

DPP CCOUNE ********@***** ng in ***

exit

interface ewan 1

ip address 192.0.2.6 255.255.255.252

exit

interface ipsecif 1

crypto map map1

exit
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interface lan 1

exit
interface modem 1

exit

hash sha
key ascii secret1
lifetime 86400

exit

match address 1

exit
router bgp 65000

exit
end

ip address 192.168.1.1 255.255.255.0

idle-timer send off

idle-timer receive off

forced disconnect packet off

forced disconnect cumulative-time off
auto connect on continuous
physical-layer usb 1

crypto isakmp policy 1
authentication prekey
encryption aes 256

my-identity Router_A
negotiation-mode aggressive
peer-identity address 203.0.113.25

crypto map map1 1

set peer address 203.0.113.25

set security-association lifetime seconds 28800
set security-association always-up

set transform-set aes256-sha

neighbor 192.0.2.5 remote-as 65001
network 192.0.2.4 255.255.255.252
redistribute connected

W= EF

51 (Router A)

REANE

EERTHG

eI —UE— BOBIT
JKAD— RDAS]

RIEIBFRDYIHE

HEE— FDOZEE
REAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 192.168.2.0 255.255.255.0 connected ipsecif 1 250
Router(config)#ip route 203.0.113.25 255.255.255.255 dialer 1 250
Router(config)#access-list 1 permit any

Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip 192.168.1.0 0.0.0.255 192.168.2.0
0.0.0.255

Router(config)#ipsec access-list 128 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server

Router(config)#hostname Router_A

Router_A(config)#ip dhcp pool lan 1

Router_A(config-dhcp-pool)# dns-server 0.0.0.0
Router_A(config-dhcp-pool)# default-router 0.0.0.0




Router_A(config-dhcp-pool)#exit
Router_A(config)#interface dialer 1
Router_A(config-if dialer 1)# max-call off
Router_A(config-if dialer 1)# ip nat inside source list 1 interface
Router_A(config-if dialer 1)# caller ********
Router_A(config-if dialer 1)# ppp account ********@***** ne.jp ***
Router_A(config-if dialer 1)#exit
Router_A(config)#interface ewan 1
Router_A(config-if ewan 1)# ip address 192.0.2.6 255.255.255.252
Router_A(config-if ewan 1)#exit
Router_A(config)#interface ipsecif 1
Router_A(config-if ipsecif 1)# crypto map map1
Router_A(config-if ipsecif 1)#exit
Router_A(config)#interface lan 1
Router_A(config-if lan 1)# ip address 192.168.1.1 255.255.255.0
Router_A(config-if lan 1)#exit
Router_A(config)#interface modem 1
Router_A(config-if modem 1)# idle-timer send off
Router_A(config-if modem 1)# idle-timer receive off
Router_A(config-if modem 1)# forced disconnect packet off

(

(

Router_A(config-if modem 1)# forced disconnect cumulative-time off
¥ 2 |Router_A(config-if modem 1)# auto connect on continuous
Router_A(config-if modem 1)# physical-layer usb 1
Router_A(config-if modem 1)#exit

Router_A(config)#crypto isakmp policy 1
Router_A(config-isakmp)# authentication prekey
Router_A(config-isakmp)# encryption aes 256
Router_A(config-isakmp)# hash sha

Router_A(config-isakmp)# key ascii secret1
Router_A(config-isakmp)# lifetime 86400
Router_A(config-isakmp)# my-identity Router_A
Router_A(config-isakmp)# negotiation-mode aggressive
Router_A(config-isakmp)# peer-identity address 203.0.113.25
Router_A(config-isakmp#exit

Router_A(config)#crypto map map1 1
Router_A(config-crypto-map)# match address 1
Router_A(config-crypto-map)# set peer address 203.0.113.25
Router_A(config-crypto-map)# set security-association lifetime seconds 28800
% 3 |Router_A(config-crypto-map)# set security-association always-up
Router_A(config-crypto-map)# set transform-set aes256-sha
Router_A(config-crypto-map)#exit

Router_A(config)#router bgp 65000

Router_A(config-bgp)# neighbor 192.0.2.5 remote-as 65001
Router_A(config-bgp)# network 192.0.2.4 255.255.255.252
Router_A(config-bgp)# redistribute connected
Router_A(config-bgp)#exit

Router_A(config)#end

RTERTE |Router_A#tsave SIDE-A.cfg
% saving working-config
% finished saving

ZEEHBICE) |Router A#reset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

%1 :FvUTPHSIEEEIND. BRFLEFEES. SREAID. NAT—REBRELTLREEL,
%2 "continuous" A 7Y aVEDIFTHRET I EICKD. BEOEEICHH DS FOHIREDFEGEERRHS P
KIICHEDERT,

%3 SADIEILICAEDETIPsecH, V5 —TJ 1 — A IPsecRIEHEMICT v IFI 2V LET,
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WY REE2 (Router B)

ip route 0.0.0.0 0.0.0.0 pppoe 1 250

ip route 192.168.1.0 255.255.255.0 connected ipsecif 1 250
access-list 1 permit any

proxydns mode v4

vpn enable

vpnlog enable

ipsec access-list 1 ipsec ip 192.168.2.0 0.0.0.255 192.168.1.0
0.0.0.255

ipsec access-list 128 bypass ip any any
ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
service dhcp-server

hostname Router_B

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface ewan 1

ip address 192.0.2.2 255.255.255.252
exit

interface ipsecif 1

crypto map map1

exit

interface lan 1

ip address 192.168.2.1 255.255.255.0
exit

interface pppoe 1

ip address 203.0.113.25

ip nat inside source list 1 interface
pppoe server test1

pppoe account ********@***.***.ne.jp *kkkkk
pppoe interface ewan 2

exit

crypto isakmp policy 1

authentication prekey

encryption aes 256

hash sha

key ascii secret1

lifetime 86400

negotiation-mode aggressive
peer-identity host Router_A

exit

crypto map map1 1

match address 1

set peer host Router_A

set security-association lifetime seconds 28800
set transform-set aes256-sha

exit

router bgp 65002

neighbor 192.0.2.1 remote-as 65001
network 192.0.2.0 255.255.255.252
redistribute connected

exit

end




W

52 (Router B)

RENE

EERTHG

FEI—TE— PORAT
JNRAD— RDAF

RIEIBFRDYIHE

FET— ROZE
HENT]

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 pppoe 1 250
Router(config)#ip route 192.168.1.0 255.255.255.0 connected ipsecif 1 250
Router(config)#access-list 1 permit any

Router(config)#proxydns mode v4

Router(config)#vpn enable

Router(config)#vpnlog enable

Router(config)#ipsec access-list 1 ipsec ip 192.168.2.0 0.0.0.255 192.168.1.0
0.0.0.255

Router(config)#ipsec access-list 128 bypass ip any any
Router(config)#ipsec transform-set aes256-sha esp-aes-256 esp-sha-hmac
Router(config)#service dhcp-server

Router(config)#hostname Router_B

Router_B(config)#ip dhcp pool lan 1

Router_B(config-dhcp-pool)# dns-server 0.0.0.0
Router_B(config-dhcp-pool)# default-router 0.0.0.0
Router_B(config-dhcp-pool)#exit

Router_B(config)#interface ewan 1

Router_B(config-if ewan 1)# ip address 192.0.2.2 255.255.255.252
Router_B(config-if ewan 1)#exit

Router_B(config)#interface ipsecif 1

Router_B(config-if ipsecif 1)# crypto map map1

Router_B(config-if ipsecif 1)#exit

Router_B(config)#interface lan 1

Router_B(config-if lan 1)# ip address 192.168.2.1 255.255.255.0
Router_B(config-if lan 1)#exit

Router_B(config)#interface pppoe 1

Router_B(config-if pppoe 1)# ip address 203.0.113.25
Router_B(config-if pppoe 1)# ip nat inside source list 1 interface
Router_B(config-if pppoe 1)# pppoe server test1
Router_B(config-if pppoe 1)# pppoe account ********@*** *** ne.jp ******
Router_B(config-if pppoe 1)# pppoe interface ewan 2
Router_B(config-if pppoe 1)#exit

Router_B(config)#crypto isakmp policy 1
Router_B(config-isakmp)# authentication prekey
Router_B(config-isakmp)# encryption aes 256
Router_B(config-isakmp)# hash sha

Router_B(config-isakmp)# key ascii secret1
Router_B(config-isakmp)# lifetime 86400
Router_B(config-isakmp)# negotiation-mode aggressive
Router_B(config-isakmp)# peer-identity host Router_A
Router_B(config-isakmp)#exit

Router_B(config)#crypto map map1 1
Router_B(config-crypto-map)# match address 1
Router_B(config-crypto-map)# set peer host Router_A
Router_B(config-crypto-map)# set security-association lifetime seconds 28800
Router_B(config-crypto-map)# set transform-set aes256-sha
Router_B(config-crypto-map)#exit

Router_B(config)#router bgp 65002

Router_B(config-bgp)# neighbor 192.0.2.1 remote-as 65001
Router_B(config-bgp)# network 192.0.2.0 255.255.255.252
Router_B(config-bgp)# redistribute connected
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Router_B(config-bgp)#exit
Router_B(config)#end

ERTERTF |Router_B#save SIDE-A.cfg
% saving working-config
% finished saving

ZEEBICE |Router Bi#freset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)y

¥ I EAEIPY RUADEHICHE S cIP7 RURAZEELTLEE L,

WEXERREDIESR 1
1 BGPRIRIEHR=HALFET, (Router A)
AT BEERTH
BGP #8153 7&K |Router_A#show ip bgp
BGP table version is 0, local router ID is 192.168.1.1

Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric  LocPrf  Weight Path

*>198.51.100.144/32 192.0.2.5 065001 65002 ?
*>203.0.113.22/32 0.0.0.0 0 32768 ?
*>192.0.2.0/30 192.0.2.5 065001 i
*192.0.2.4/30 192.0.2.5 0 65001 i
*> 0.0.0.0 0 32768 ?
* 0.0.0.0 32768 i
*>192.168.1.0 0.0.0.0 0 32768 ?

% 1*>192.168.2.0 192.0.2.5 0 65001 65002 ?

% ! Router BOLANfllO=®w D—2(192.168.2.0/24) h BGPD#FIRE UTRRIND I EZERLTLE

1AM

2 BGPREIE=RZHEZR LE I, (Router B)
ERRE EERRS
BGP {2i&1E#%ZXT |Router_B#show ip bgp
BGP table version is 0, local router ID is 192.168.1.1
Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric  LocPrf  Weight Path

*>198.51.100.144/32 0.0.0.0 0 32768 ?
*>203.0.113.22/32 192.0.2.1 0 65001 65000 ?
*192.0.2.0/30 192.0.2.1 0 65001 i

*> 0.0.0.0 0 32768 ?

* 0.0.0.0 32768 i

*>192.0.2.4/30 192.0.2.1 065001 i

% |*>192.168.1.0 192.0.2.1 065001 65000
*>192.168.2.0 0.0.0.0 0 32768 ?
% ! Router AOLANfllO=y hD—2(192.168.1.0/24)h'BCGPDERE U TRTREIND T LZHERULTLE

[l AN

306



SR TEIRREDHESR 2
1 RANN—REZEZELEFE T, (Router A)

RS

EERTHG

BGP XA \—igHZzxRxR

% 1

* 2

Router_A#show ip bgp neighbors
BGP neighbor is 192.0.2.5, remote AS 65001, local AS 65000, external link
BGP version 4, remote router ID 192.0.2.5
BGP state = Established, up for 03:20:29
Last read 00:00:29, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Received 259 messages, 0 notifications, 0 in queue
Sent 263 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 30 seconds

For address family: IPv4 Unicast

Index 1, Offset 0, Mask 0x2

Community attribute sent to this neighbor (both)
4 accepted prefixes

3 announced prefixes

Connections established 2; dropped 1
Local host: 192.0.2.6, Local port: 179
Foreign host: 192.0.2.5, Foreign port: 64595
Nexthop: 192.0.2.6

Nexthop global: ::

Nexthop local: ::

BGP connection: non shared network

Read thread: on Write thread: off

%1 : BGP neighborlCRouter BOIP7 RUADBRRENDC EZEERLTLIEELY,
%2 : BGP statehiEstablished|CiE> TR T EZEEERLTLEELY,

2 RA)\—KEzEsRLE I, (Router B)

EA

EERE]

BGP XA \—EHZRT

% 1

* 2

Router_B#show ip bgp neighbors
BGP neighbor is 192.0.2.1, remote AS 65001, local AS 65002, external link
BGP version 4, remote router ID 192.0.2.5
BGP state = Established, up for 03:20:39
Last read 00:00:39, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Received 212 messages, 0 natifications, 0 in queue
Sent 220 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 30 seconds

For address family: IPv4 Unicast

Index 1, Offset 0, Mask 0x2

Community attribute sent to this neighbor (both)
4 accepted prefixes

3 announced prefixes

Connections established 2; dropped 1
Local host: 192.0.2.2, Local port: 179
Foreign host: 192.0.2.1, Foreign port: 64594
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Nexthop: 192.0.2.2

Nexthop global: :

Nexthop local: ::

BGP connection: non shared network
Read thread: on Write thread: off

%1 : BGP neighborlCRouter ADIP7 RUAHDRREND T EEERLTLIEELY,
%2 : BGP stateh'Established|CiF> TS EZERLTLEE LY,

WG ERREDHESR 3

1 BEIEREESRUEI. (Router A)

SRAE

EIERE]

REFERZRR

Router_A#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:9 (IPv4), 2 (IPv6) Peak:10

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

B> * 203.0.113.13/32 [20/0] via 192.0.2.5, EWAN1, 00:01:17
C>*127.0.0.0/8 is directly connected, LOOPO
C>*198.51.100.2/32 is directly connected, DIALER1

B> *192.0.2.0/30 [20/0] via 192.0.2.5, EWAN1, 03:20:47
C>*192.0.2.4/30 is directly connected, EWAN1
C>*192.168.1.0/24 is directly connected, LAN

B> * 192.168.2.0/24 [20/0] via 192.0.2.5, EWAN1, 03:20:47
S 192.168.2.0/24 [250/0] is directly connected, IPSECIF1
S> *203.0.113.25/32 [250/0] is directly connected, DIALER1

% ! Router BOLANflIO=®w hD—2(192.168.2.0/24)HBGPODFERE U TRTREINTWVND I &EZERL

<TEEL

2 REmaEsi LEJ. (Router B)

BN

EERTH

RS ERZRR

Router_B#show ip route
Max entry: 10000 (Commonness in IPv4 and IPv6)
Active entry:9 (IPv4), 2 (IPv6) Peak:10

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF
B - BGP, | - IKE, U - SA-UP, D - REDUNDANCY, E - EventAction
A - AutoConfig, > - selected route, * - FIB route, p - stale info.

S>*0.0.0.0/0 [250/0] is directly connected, PPPoE1

C> *203.0.113.13/32 is directly connected, PPPoE1
C>*127.0.0.0/8 is directly connected, LOOPO

B> * 198.51.100.2/32 [20/0] via 192.0.2.1, EWAN1, 01:59:46
C>*192.0.2.0/30 is directly connected, EWAN1

B> * 192.0.2.4/30 [20/0] via 192.0.2.1, EWAN1, 03:21:16

B> * 192.168.1.0/24 [20/0] via 192.0.2.1, EWAN1, 03:21:16
S 192.168.1.0/24 [250/0] is directly connected, IPSECIF1

C>*192.168.2.0/24 is directly connected, LAN

¥ : Router AOLANfllO=®=Y kD—2(192.168.1.0/24)HBGPO#EIEE U TRIRENTVD T LZIEFRLT

<FEELY




W2 EIRREDMESS 4

TF—YBEMIZADEZERULET,

#ll : Router_Ak D ping 192.168.2.1 source-interface lan 1==x=fELEI,
EERNE B

ping #3179 % |Router_A#ping 192.168.2.1 source-interface lan 1
Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:

ping Ju&F&HH |
Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms
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USB> — % EEimKRDEE

S E B

| Bl
USBEIF—9@BERARZERALCA VY — Y MNIERIDHEECT,
WER
192.168.0.0/24
u]
19816802 LAN1
22
192.168.0.1 USB 815" — %5@(Sikk
PC-B
192.1680.3
o
R
FvU7 EF L EEE SEIRID/INAD— R F— iRy
au DATAO3/DATAQ7 [*99*24% au@au-win.ne.jp/au REANE
: 120FU o9er o |WER) B
WAL 155562 i9HD (2 atheadcont=2 P iirobiie
NTTJI=aZ |[MF110 09E U |ER) attcgdeont=1,'PPP","3g-vpn.ntt.com’
T—23avA MF120 *QO 3¢ REAE at+cgdcont=3,'PPP",'mopera.net”
. LO2C 09E BEAE attcgdcont=1/IP"'moperanet’
NTTREI® | oswioec ™ [-agss SERE SERE
D12LC/D21LC/
D23HW/D23HW/ [*99***1# em/em BREAE
A= B BB
DasHWEDOL |reoms em/em AT-+cgdcont=1."IP" "emb ne.jp’
o s |XB308 T 05705707 11##64 oo were
HXO04IN *99% wem/wem at+cgdcont=1,"IP" "c.willcomcore.jp"
COILG/COCLC — T*9g™ 1% emem SEAE
YINTT |CO1SW/CO8W [99# ai@softbank/softbank |BEAZ
0047 *Q9% biz@bizflat.softbank/biz [at+cgdcont=1"IP" "bizflat.softbank’
HA®E |MFB36 *Q9# (F5) at+cgdcont=1,"IP","dm.jplat.net’

¥1 1 F v UTHSEESNICABRERE L TLEEL,
%2 ! EHARTCEF v U7 D SIEESNSERAAID, /NXRAT— RZEEFELTLEEL,




W< RERE (Router A)

ip dhcp pool lan 1

exit
interface dialer 1
max-call off

Ca”er dkkkkkkk

exit
interface lan 1

exit

auto connect on

exit
end

ip route 0.0.0.0 0.0.0.0 dialer 1

access-list 1 permit 192.168.0.0 0.0.0.255
proxydns mode v4

service dhcp-server

hostname Router_A

dns-server 0.0.0.0
default-router 0.0.0.0

ip nat inside source list 1 interface

ppp account kkkkkkkk kkkkkk

ip address 192.168.0.1 255.255.255.0

interface modem 1

idle-timer send off

idle-timer receive off

forced disconnect packet off

forced disconnect cumulative-time off

modem out-strings init 1 ********
physical-layer usb 1

mEET)

B (Router A)

REANE

EERE]

HEI—TE— POBAT
JXRAT— RDAT]

SENEROIRE

HEE— ROEE
HEAS

%1

% 2
% 2

% 3
% 3

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 1
Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4

Router(config)#service dhcp-server
Router(config)#hostname Router_A

Router_A(config)#ip dhcp pool lan 1
Router_A(config-dhcp-pool)# dns-server 0.0.0.0
Router_A(config-dhcp-pool)# default-router 0.0.0.0
Router_A(config-dhcp-pool)#exit
Router_A(config)#interface dialer 1

Router_A(config-if dialer 1)# max-call off
Router_A(config-if dialer 1)# ip nat inside source list 1 interface
Router_A(config-if dialer 1)# caller ********
Router_A(config-if dialer 1)# ppp account ****xx* e
Router_A(config-if dialer 1)#exit
Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#interface modem 1

[ R (g Qi §
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# idle-timer send off

# idle-timer receive off

# forced disconnect packet off

# forced disconnect cumulative-time off
# auto connect on

# modem out-strings init 1 ********

# physical-layer usb 1

#exit

% 4 |Router_A(config-if modem 1
% 5 |Router_A(config-if modem 1
% 6 |Router_A(config-if modem 1
% 7/ |Router_A(config-if modem 1
% 8 |Router_A(config-if modem 1
% 3 |Router_A(config-if modem 1
Router_A(config-if modem 1
Router_A(config-if modem 1
Router_A(config)#end

~— N S S ~— ~—

FRXTERTFE |Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

ZEEBBICE) |Router_Affreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

1 . BEHEEREZERAUGUES. DNS U—/\D7 RURAZEREULTHBHENE. RXAL VRIERUICESICEE
REFITDIENTEFT A,
%2 :0.00.0 ZEELIEE. BEOD LAN 0 IP 7 RURZBHULET .
%3 FrUTHSEESND. ERtEREEsS. SElAID. \AT— RZEFEL TS,
Fr U7BOEEFICOVTIE NBERE—EIZSRIEEL,
%4 1 RET—Y DEBEERY A VIEZEEL TS,
ZOBITIE. EET—5 DEBEEREENCLTLET,
%5 BET— Y DEREERY M VEZEEL TLEEL,
ZOBITIE. ZET— 5 DEBEERZEENCLTLET,
%6 : 18 (2485E) TO. IREDFZE/I\T v hI&. BRI v MIZIEEL T IEEL,
ZDHITIX, FIRZEMCLTVET,
%7 1 1y AOREr B CIREDRERMZIEE L T EEL,
ZOBITIE. FIFRZEEMNICLTVET,
%8 ! BET BT —IDREUIHICICERZTVLE T,
"continuous” A 7Y 3 VEDIFTERET D &ICKD. BEOBEICHHDOSTFEREDERZHERHS DK
SICEDFET,
interface modem 1
auto connect on continuous
exit

;QE'I /\_;\ODEEDIL,\ ]
T LDERZERLET

ﬁEquﬁ Eﬁﬁﬂ_'\ﬁu
EFLDIESHZF T |Router_A#show usb 1 modem-info
% 1 | INFOO - (F—HIHKRICK D CHRRIEFELEDFT)

% 2 | Signal level *

% 3 | Signal quality *
%1 EEEINTULDETLBERITRENDC EEHER U TLEE L, REBERInot supported e RRENE T
%2 BEULNILOHMEZRRUET . RWBDT—FimklEnot supported & RRENFT
%3 BEREOHEZRTUE T, FEMODTF—FimKEnot supported ERTENFE T,




E'Ik/\_n@ﬁﬁﬂ’b\
ETFLAVIT T I —RIEREERUE T,

ERAE EExRTA
EFLA VI T T —AEREXRT |Router_A#tshow interface modem 1

% 1 |Modem1 is connected

DIALER1 occupies

Physical-layer usb 1

Auto connect mode is on

MTU is 1500 bytes

Modem Send Idle-timeout off
Modem Receive Ildle-timeout off
Modem Lcp Restart 300 (x10ms)
Modem Lcp Maxtimes 10

Modem Packet Limiter (Not active)
Modem Cumulative-time Limiter (Not active)
Modem signal-level monitoring off
Modem signal-level logging off
Modem signal-quality monitoring off
Modem signal-quality logging off
Modem initial string:

Statistics:
% 2 1 connect count
0 connected count
¥ 3 0 connect fail count

%1 @ connected : BFHEHRINTLDIREBZRLE T,
up : USBEF Lhlattach& NTLWDIREZRLE T,
down : USBEF LAbidetach&aNTL\DIREZRLE TS
2 @ connect count : EEICATILcEEERLE T,
%3 : connect fail count : EHICKE U ICEEZERLUE T,

Eﬁﬁ'lk/u\@ﬁ&ﬂlb\
5 /r ‘\77_’( /9 7 I_Xa)'l%gﬁ%ﬁﬁnlu L/i@'o

ERAE [EEE ]
HAVS—A 5T T —XIERZFRT |Router_A#show ip interface dialer 1

¥ 1. %3 |DIALER1 is up
IPv4 is enabled
pointTopoint
¥ 2 IP address is 192.0.2.160, subnet mask is 255.255.255.255
Destination address is 192.0.2.22
1: up:dialerf 9 —7 1—ADFIHTEDIREERLET,
not use : dialer4 5 —J T —ADFIHTELVIREZRULE T, (shutdownhs)
down : USBEF Lhidetach&NTLWDIREEZRLE T,
2 IP7 RUZADESEN, SR CTETVD T EZEER LTS,
FHTEREDEGZHRFDESE. callAYv Y REFERLEF T,
%31 AVFTT—ADYRED U JIREENUPTH D T EZER LT EE LN,
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B alyNz =

DhESR 4

slogZiEsR LEFE I,

SRS

BEIERTH

slog =&

"Modem 1 Connected" MO HECER

Router_A#show slog

0000 0000:00:00.00 2012/02/08 (wed) 11:25:58 0 00000000 4f1e662c
#BOOT[V01.06(02)-020112] SIDE-A.frm SIDE-A.cfg

0001 0000:00:01.99 2012/02/08 (wed) 11:26:02 71 00000000 12d11446
Attach 0/ehci0 mfct:Huawei Technologies pdct:HUAWEI Mobile

0002 0000:00:02.61 2012/02/08 (wed) 11:26:03 50 00000000 00000000
ssh-server disabled.

0003 0000:00:07.08 2012/02/08 (wed) 11:26:07 71 00000000 12d11506
Attach 0/ehci0 mfct:Huawei Technologies pdct:HUAWEI Mobile

0004 0000:00:08.43 2012/02/08 (wed) 11:26:09 71 00000000 12d11506
Attach 0/ehci0 mfct:Huawei Technologies pdct:HUAWEI Mobile

0005 0000:00:08.60 2012/02/08 (wed) 11:26:09 5 00000000 00000200
Interface lan 1, changed state to up

0006 0000:00:10.02 2012/02/08 (wed) 11:26:10 47 2f000000 00000000
usb 1 is attached ().

0007 0000:01:10.32 2012/02/08 (wed) 11:27:11 5 0000001b 08050200

INTWVD C EZHESR Modem1 Connected Calling *99**24#. by dialer1
WG ERREDRESR 5
Router AOLANBID=®R v fD—2(192.168.0.0/24)imEKD 541 5 —=xRv MNMEH UTcBa DB ZER UET,
BT BRI

NAT F—DJ)UiERZERxR

Router_A#show ip nat translation

Session summary (equipment total):
Max sessions: 2048

Reserved sessions: 0

Active sessions: 12 Peak: 17

List of active sessions:

DIALER1
Local(address port) Global(address port) Remote(address port) prot tm(s)
+ + B S

192.0.2.160 52791 192.0.2.160 52791 203.0.113.163 53 udp 289
192.0.2.160 64718 192.0.2.160 64718 203.0.113.163 53 udp 289
192.0.2.160 64979 192.0.2.160 64979 203.0.113.183 53 udp 289
192.0.2.160 58126 192.0.2.160 58126 203.0.113.183 53 udp 289
192.0.2.160 60529 192.0.2.160 60529 203.0.113.163 53 udp 64
192.0.2.160 53447 192.0.2.160 53447 203.0.113.183 53 udp 64
192.0.2.160 57899 192.0.2.160 57899 203.0.113.183 53 udp 48
192.0.2.160 53294 192.0.2.160 53294 203.0.113.163 53 udp 48
192.0.2.160 51828 192.0.2.160 51828 203.0.113.183 53 udp 48
192.0.2.160 56737 192.0.2.160 56737 203.0.113.163 53 udp 47
192.0.2.160 53736 192.0.2.160 53736 203.0.113.183 53 udp 47
192.168.0.25 38543 192.0.2.160 38543 203.0.113.170 53 udp 47




BZDONSHEEICRDU I TR MDF v vy aNFZHERLE I,

fEsRAE

EERRHG

UOTRAMDFv vy 1ERERR

Router_A# show proxydns-cache
<proxydns cache table>

proxydns v4 on

dns server:
Modem1 :203.0.113.183,203.0.113.163
proxy : 0.0.0.0,0.0.0.0

dns cache time: 86400sec
dns cache data:
(1) QUERY time: 86029sec
Question: 1
www.furukawa.co.jp A IN
Answer: 1
www.furukawa.co.jp A IN 150
IPv4 Address: 198.51.100.19
(2) QUERY time: 86135sec
Question: 1
athena.fnsc.co.jp A IN
Answer: 1
athena.fnsc.co.jp A IN 86400
IPv4 Address: 198.51.100.89
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S BEBKEIN—YDDSEHRT DH

=74

T BIERRDEPREZEIR T HAEZFIHI ORECI,
T—YBERKICEEDDDHEFOY (slog) ZacizLE T,

ARV NP O AVEEEDT OV a3 VRESHEEDEDCENTEFT,
WERL
192.168.0.0/24
o
19818802 LAN1
A
192.168.0.1 USB Bl5F— @Sk
PC-B
192.168.0.3
o
BERE—E
FrU7 ET L EEES SREIRID/INAD— R*2 F— 4RIy
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W< RERE (Router A)

ip route 0.0.0.0 0.0.0.0 dialer 1
access-list 1 permit 192.168.0.0 0.0.0.255
proxydns mode v4

service dhcp-server

hostname Router_A

event-class 1

check behavior modem 1 invert
description Check-F200-Behavior-Event
logging event state-change enable
exit

event-class 2

check initialization modem 1 invert
description Check-F200-Initialization-Event
logging event state-change enable
exit

event-class 3

check insertion modem 1 invert
description Check-F200-Insertion-Event
logging event state-change enable
exit

ip dhcp pool lan 1

dns-server 0.0.0.0

default-router 0.0.0.0

exit

interface dialer 1

max-call off

ip nat inside source list 1 interface
caller ****sei

DPP CCOUNE ¥ s

exit

interface lan 1

ip address 192.168.0.1 255.255.255.0
exit

interface modem 1

idle-timer send off

idle-timer receive off

forced disconnect packet off

forced disconnect cumulative-time off
auto connect on

modem out-strings init 1 ********
physical-layer usb 1
exit
end

W= EF

B (Router A)

HENE EERS

BEI—YE— RN\D#IT |Router>enable

JXZA T — RMDAS] |Enter password:
Router#
BTEIBIROVEML |Routerttclear working.cfg
Router#
SRTEE— ROZEE |Router#configure terminal

SRTEATI |Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 1
Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4
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Router(config)#service dhcp-server

Router(config)#hostname Router_A
Router_A(config)#event-class 1

% 1 |Router_A(config-event-class 1)# check behavior modem 1 invert

Router_A(config-event-class 1)# logging event state-change enable
Router_A(config-event-class 1)#exit

Router_A(config)#event-class 2

% 2 |Router_A(config-event-class 2)# check initialization modem 1 invert

Router_A(config-event-class 2)# logging event state-change enable
Router_A(config-event-class 2)#exit

Router_A(config)#event-class 3

% 3 |Router_A(config-event-class 3)# check insertion modem 1 invert

Router_A(config-event-class 3)# logging event state-change enable
Router_A(config-event-class 3)#exit

Router_A(config)#ip dhcp pool lan 1
Router_A(config-dhcp-pool)# dns-server 0.0.0.0
Router_A(config-dhcp-pool)# default-router 0.0.0.0
Router_A(config-dhcp-pool)#exit

Router_A(config)#interface dialer 1

Router_A(config-if dialer 1)# max-call off

Router_A(config-if dialer 1)# ip nat inside source list 1 interface
Router_A(config-if dialer 1)# caller ********

Router_A(config-if dialer 1)# ppp account ****xx* s
Router_A(config-if dialer 1)#exit

Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#interface modem 1

Router_A(config-if modem 1)# idle-timer send off
Router_A(config-if modem 1)# idle-timer receive off
Router_A(config-if modem 1)# forced disconnect packet off
Router_A(config-if modem 1)# forced disconnect cumulative-time off
Router_A(config-if modem 1)# auto connect on
Router_A(config-if modem 1)# physical-layer usb 1
Router_A(config-if modem 1)#exit

Router_A(config)#end

ERTEIRTE |Router_A#tsave SIDE-A.cfg
% saving working-config

% finished saving
ZEEFHEICE) |Router Affreset

Going to reset with SIDE-A.frm and SIDE-A.cfg.
Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

Wi
Tof

%1

xe !

%3

invertZiEE LIcimS. E(true) &R (false) DIREBEZREES B GERILE T,

logging event state-change enable TOY (slog) sk LE T,
event-classDFI S ADKREZ(EHFEEUCBESICOT ZEH LET .
TF—4 BERARDVEEDEENERLE T,

logging event state-change enable TOZ (slog) #iiRLET .
event-classDFI S ADKEZRLHFREE L EBSICOJ &EELEF T,
Ty FREICBVWCT—FBERARDPMBEASN TS EZERLE T,
invertZigE LIcBS. E(true) &5 (false) DINEZREES B TEAILET
logging event state-change enable TOY (slog) #&s#RLE T,
event-classDFI S5 ADKREZ(EHFEEUCESICOTZEHULET .

Router_A(config-event-class 1)# description Check-F200-Behavior-Event

Router_A(config-event-class 2)# description Check-F200-Initialization-Event

Router_A(config-event-class 3)# description Check-F200-Insertion-Event




EEIRRRDHESR |
ARY NI SABRERBLET.

RS

BEERTHG

ANRY NI SAERERR
1

% 2

% 1

% 2

% 1

% 2

Router_A#show event-class
Event-class[1] : False
Description : Check-F200-Behavior-Event
Conditions : (Match-all)
ICMP information
I/F information
VRRP information
Signal level information
Signal quality information
Modem status information
modem 1 behavior : False (Inverted from True)
Fan information
Watch information
duration
Logging enabled
Dampening Penalty: Current/Suppress-Threshold/Reuse-Threshold
465/20000/10000
Flapped Frequency: 0
Total State changes : 1 times
Change to True : 0, False : 1, Unknown : 0
Last state change : 11:47:13 2012/02/08
Event-class[2] : False
Description : Check-F200-Initialization-Event
Conditions : (Match-all)
ICMP information
I/F information
VRRP information
Signal level information
Signal quality information
Modem status information
modem 1 initialization : Unknown
Fan information
Watch information
duration
Logging enabled
Dampening Penalty: Current/Suppress-Threshold/Reuse-Threshold
465/20000/10000
Flapped Frequency: 0
Total State changes : 1 times
Change to True : 0, False : 1, Unknown : 0
Last state change : 11:47:13 2012/02/08
Event-class[3] : False
Description : Check-F200-Insertion-Event
Conditions : (Match-all)
ICMP information
I/F information
VRRP information
Signal level information
Signal quality information
Modem status information
modem 1 insertion : False (Inverted from True)
Fan information
Watch information

duration
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Logging enabled
Dampening Penalty: Current/Suppress-Threshold/Reuse-Threshold
465/20000/10000
Flapped Frequency: 0
Total State changes : 1 times
Change to True : 0, False : 1, Unknown : 0
Last state change : 11:47:13 2012/02/08

%1 : Event-classE$#EBS &Event-classiAEERETESRLE T,
X2 I EBTFTLARY NF OV aVDREEERLET,

W2 EIRREODMEST 2
slogZiER LER T o

SR E

EIERE)

slog #=&~

% 1
* 2

% 3

Router_A#show slog

0000 0000:00:00.00 2012/02/07 (tue) 19:33:13 0 00000000 4f1e662c
#BOOT[V01.06(02)-020112] SIDE-A.frm SIDE-A.cfg

0001 0000:00:02.34 2012/02/07 (tue) 19:33:17 71 00020000 06190204
Attach 0/ohciO mfct:Sll pdct:PHS AX530S

0002 0000:00:03.35 2012/02/07 (tue) 19:33:19 50 00000000 00000000
ssh-server disabled.

0003 0000:00:06.44 2012/02/07 (tue) 19:33:22 47 2f000000 00000000
usb 1 is attached ().

0004 0000:00:06.89 2012/02/07 (tue) 19:33:22 59 3b020001 00000000
Evactd:Event-class 1: state change to False

0005 0000:00:06.89 2012/02/07 (tue) 19:33:22 59 3b020001 00000000
Evactd:Event-class 2: state change to False

0006 0000:00:06.89 2012/02/07 (tue) 19:33:22 59 3b020001 00000000
Evactd:Event-class 3: state change to False

0007 0000:00:09.34 2012/02/07 (tue) 19:33:25 5 00000000 00000a00
Interface lan 1, changed state to up

0008 0000:00:52.99 2012/02/07 (tue) 19:34:08 5 0000001b 08050a00
Modem1 Connected Calling ********. by dialer1

%1 : Event-class 1(behavior/ X2 M) DIREETERLE T,
%2 : Event-class 2(initialization/ N> N) DIREEZIERLF T,
%3 : Event-class 3(insertion/ N M) DIREEETESRLE T,




USBF—%iBfE

Bk

iim 7R 0D

T BERROBRINEZER UERNICOY (slog) [CELiRT D5RECT I,
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¥1 1 F v UTHSEESNICABRERE L TLEEL,
%2 ! EHARTCEF v U7 D SIEESNSERAAID, /NRAT— RZEEFELTLEEL,
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W< RERE (Router A)

ip dhcp pool lan 1

exit
interface dialer 1
max-call off

Ca”er Fkkkkkkk

exit
interface lan 1

exit

auto connect on

exit
end

ip route 0.0.0.0 0.0.0.0 dialer 1

access-list 1 permit 192.168.0.0 0.0.0.255
proxydns mode v4

service dhcp-server

hostname Router_A

dns-server 0.0.0.0
default-router 0.0.0.0

ip nat inside source list 1 interface

ppp account dkkkkkkk khkkkk

ip address 192.168.0.1 255.255.255.0

interface modem 1

idle-timer send off

idle-timer receive off

forced disconnect packet off

forced disconnect cumulative-time off

modem out-strings init 1 ********

physical-layer usb 1

monitor signal-level interval 120 average-range 10
monitor signal-quality interval 120 average-range 10
logging signal-level interval 1800

logging signal-quality interval 1800

WEET)

&1 (Router A)

RENE

EERTHG

FHEI—UE— RODOBIT
JCRAD— DT

RIEIBFRDYIHE

REE— FDZEE
REAS

Router>enable

Enter password:

Router#

Router#clear working.cfg

Router#

Router#configure terminal

Router(config)#ip route 0.0.0.0 0.0.0.0 dialer 1
Router(config)#access-list 1 permit 192.168.0.0 0.0.0.255
Router(config)#proxydns mode v4
Router(config)#service dhcp-server
Router(config)#hostname Router_A
Router_A(config)#ip dhcp pool lan 1
Router_A(config-dhcp-pool)# dns-server 0.0.0.0
Router_A(config-dhcp-pool)# default-router 0.0.0.0
Router_A(config-dhcp-pool)#exit
Router_A(config)#interface dialer 1

Router_A(config-if dialer 1)# max-call off
Router_A(config-if dialer 1)# ip nat inside source list 1 interface
Router_A(config-if dialer 1)# caller ********
Router_A(config-if dialer 1)# ppp account **xxs* sk
Router_A(config-if dialer 1)#exit

— ~— ~— ~—




Router_A(config)#interface lan 1

Router_A(config-if lan 1)# ip address 192.168.0.1 255.255.255.0
Router_A(config-if lan 1)#exit

Router_A(config)#interface modem 1

Router_A(config-if modem 1)# idle-timer send off

Router_A(config-if modem 1)# idle-timer receive off

Router_A(config-if modem 1)# forced disconnect packet off

Router_A(config-if modem 1)# forced disconnect cumulative-time off
Router_A(config-if modem 1)# auto connect on

Router_A(config-if modem 1)# modem out-strings init 1 ********
Router_A(config-if modem 1)# physical-layer usb 1

% 1 |Router_A(config-if modem 1)# monitor signal-level interval 120 average-range 10
% 2 |Router_A(config-if modem 1)# monitor signal-quality interval 120 average-range 10
% 3 |Router_A(config-if modem 1)# logging signal-level interval 1800

% 4 |Router_A(config-if modem 1)# logging signal-quality interval 1800
Router_A(config-if modem 1)#exit

Router_A(config)#end

SRTERTE |Router_A#save SIDE-A.cfg
% saving working-config
% finished saving

EEBICE |Router_A#treset

Going to reset with SIDE-A.frm and SIDE-A.cfg.

Boot-back not scheduled for next boot.

Next rebooting firmware SIDE-A.frm is fine.

Are you OK to cold start?(y/n)

%1 F—FBERARDEELANIVICHE U TWLWSBEGIC. interval TIEE L cERE ICERIABZRELE T,
average-rangelc & b s EIEERHEE CERE L IECTRRENE T,

%2 F—FBERADHCSQAI VY RICHIR L TWVSIGZSIC. interval CTIEE U I MRB ICE R ESREZMSE LE T,
average-rangelC XD EE U fciEEREEE T BE L ItECRRENF T,

%3 ! F—EERKRDERIAEZinterval TIEE LU IR E(Csloglc e LE T

%4 F—HBEERKRDERESRE Finterval THEE LIRS Csloglc LR LE T

EQEJK!D\@EE l:IIL,\ .l
T LDERZERUE T,

ﬁEqu‘ﬁ' Eﬁiﬁ-\ﬁ“
T LDIEHRZEFT |Router_A#tshow usb 1 modem-info
INFOO - (F—#%BEmKICI D TRRIFEREDFD)

% 1 Signal level 3 for 0000:01:30:25
¥ 2 | Signal quality -99dBm for 0000:00:20:21
¥1 1 BRUNIVEERENEUANIVICE(EL TH S OB ZETESE L T EEL,
EF LBERADER L AIVICHE U TULELSE(F [not supported] ERTRENFT T,

%2 BREESMEBEEEBRINERECER(ELTH S DRBEIEZER L T EEL,
EF LBERAD+CSQ a7 RICHIE L TLELMESIE Inot supported] ERRENE T,
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W= EIRREDHESE 2
slogZiEsR LEFE I,

SRS EERE

slog Z#%& T~ |Router_A#show slog

0000 0000:00:00.00 2012/02/08 (wed) 09:25:09 0 00000000 4f1e662c
#BOOT[V01.06(02)-020112] SIDE-A.frm SIDE-A.cfg

0001 0000:00:02.62 2012/02/08 (wed) 09:25:14 50 00000000 00000000
ssh-server disabled.

0002 0000:00:04.27 2012/02/08 (wed) 09:25:16 71 00000000 11990fff
Attach 0/ehci0 mfct:Sierra Wireless, Incorporated pdct:USB MMC Storage

0003 0000:00:05.89 2012/02/08 (wed) 09:25:17 71 00000000 11996890
Attach 0/ehciO mfct:Sierra Wireless, Incorporated pdct:C888

0004 0000:00:05.95 2012/02/08 (wed) 09:25:17 47 2f000000 00000000
usb 1 is attached ().

0005 0000:00:08.61 2012/02/08 (wed) 09:25:20 5 00000000 00000200
Interface lan 1, changed state to up

0006 0000:30:02.11 2012/02/08 (wed) 09:55:13 5 00000000 00000000

%1 Modem 1 signal level 3 at 2012/02/08 09:53:47 (0000:00:28:01)

0007 0000:30:02.11 2012/02/08 (wed) 09:55:13 5 00000000 00000000

% 2 Modem 1 signal quality -97dBm at 2012/02/08 09:53:47 (0000:00:28:01)

0008 0001:00:02.11 2012/02/08 (wed) 10:25:13 5 00000000 00000000

% 1 Modem 1 signal level 3 at 2012/02/08 10:23:48 (0000:00:58:02)

0009 0001:00:02.11 2012/02/08 (wed) 10:25:13 5 00000000 00000000

¥ 2 Modem 1 signal quality -97dBm at 2012/02/08 10:23:48 (0000:00:10:00)
¥1 : BEUANIVDiinterval THEE LT BRBICEER TN TLD T EZHEFR L T IEELY,
EBRIAEDES TELVL T —FBEHARDIHZE . ERIREHHERE U TLELESIX slogDELRIFITLEE Ao
%2 BRESmEDInterval TIEE U IcEREBICEER SN TV D T L Z#EE L T EE LY,
BRIABHEUS TELV T —FBEHARDHZS . ERIREHEE U TLELESIE slogDELRIFITULEE Ao

WiEE
AN NP O3 VEEBECSHEEDEDIEAIFUTOIONY Y M2 CHIBELIEE0,
eventclass * - - AXVKISXA

check signal-level
EERIRRRES G EE ICR DB UIc T — 9 @BERARDER LUANILDEE . ARED LNV TIEESNICEDLE(C
K DE(true). 1B (false)zA N M@RAILF T,

check signal-quality
BB REAEICIDEE U T —YBERRDERESREDEL. ARE CHEELCEBRESREEDL
BICKDE(true). A(false)ZA N MEHILE I,
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