B2l
WS E%E L2TPv3 #EETHER TS

L2TPv3tEEE AL T, BEBADLANN DV ADLANIZT V2R T 5= DEREHFTT
- ARTEFITIE. £ 421 bridge-group clientZ R EL T, # A 1-HL A2 DL R ILITYIRLBIEZEMLTOET,

Giga 2/1 Tunnel 3(L2TPv3), Giga 1/1(&R]—bridge-group

Tunnel 4(L2TPv3), Tunnel 5(L2TPv3),

Giga 1/1
Giga 1/11[Fl—bridge-group

FRLRE®E

192.0.2.1/32 Loopback:10.0.0.2 192.168.1/24

Giga 1/1

Tunnel 3(L2TPv3), Giga 1/1(&E]—bridge-group

192.168.1/24 Loopback:10.8.0

Giga 1/1

¥ Tunnel 4, Tunnel 5 1 bridge—group client £ : ) FiTELnet
BIEAEEROLSIHYET, B2

Y—nNeimRlBIER
H—NeimR2: BIEF
IR IHR2BIERA

INGA—BEREHI

Loopback:10.0.0.3 192.168.1/24

ISAKMP7R1) & —

IKE/N\—>3y 1

E—F Aggressive E—F
BEEAR ESIES T Pk
ESEA AES 256E vk
Ny ahR SHA-1
Diffie—Hellman Group 14
PRPLEPN 86400F)
IPSECR!Y > —

PFS Group 14
ESEA AES 256E vk
Ny akR SHA-1

FATEA L 288007

IST Ak RRRIST AL

INSGA—BER5EHI

> R{AIFITELnet D R FE

BRTER] (+5) HE
1 Jaccess—list 100 permit udp any eq 500 192.0.2.1 0.0.0.0 eq 500 VPNTREHRT 2\ vh % g 5T/ R)UT DEE
2 |access-list 100 permit 50 any 192.0.2.1 0.0.0.0 VPNTHEAT 5/ EREHA S 5713 T DEFE
3 |access-list 111 deny ip any any FEIINRIT DERTE
4 |access-list 121 spi ip any any PEINWBIVTDERE
5 |!
6 |ip route 0.0.0.0 0.0.0.0 tunnel 1 DefaultiZ #&(PPPoE#Z H)
7_|ip route 10.0.0.2 255.255.255.255 tunnel 2 L2TPv3xd [ #il 51 DIPF KL R (Loopback)5E D#E & (IPsec TunneliEH)
8 |ip route 10.0.0.3 255.255.255.255 tunnel 3 L2TPv3xt ML m2DIP7 FL A (Loopback)3E D#E K (IPsec Tunnel#ZH)
9 !
10 |hostname CENTER
11 !
12 |crypto ipsec policy P2-POLICY IPSECRYL—DEBRE
13 | set pfs group14
14 | set security—association lifetime seconds 28800
15 | set security—association transform—keysize aes 256 256 256
16 | set security—association transform esp—aes esp—sha—hmac
17 | set mtu 1454
18 | set ip df-bit 0
19 | set ip fragment post
20 [exit
21 |t
22 |crypto ipsec selector SELECTOR VPNELIADERTE
23 | src 1 ipv4 any
24 | dst 1 ipv4 any
25 |exit
26 |!
27 [crypto isakmp keepalive KeepAlivetgE& L TS HDPD D& TE
28 |logging level informational EREOHMEOIEHNTIRE
29 [crypto isakmp log sa SARESL fRIRDOT EH AT BEETE
30 |crypto isakmp log session 7y /EIJEE_L/ BRoOsEHHTEHHRE
31 [crypto isakmp log negotiation—fail KEXTY T—2avkBOOJEHNTHRE
32 [12tpv3 log session L2TPV3D OS2 NI BT
33|
34 |crypto isakmp policy P1-POLICY ISAKMP RS —DEBE
35 | authentication pre—share
36 | encryption aes
37 | encryption—keysize aes 256 256 256
38 | group 14
39 | lifetime 86400
40 | hash sha
41 | initiate—mode aggressive
42 [exit
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43

44 |crypto isakmp profile PROF0001 ISAKMPT O D74 )L DEETE (1)
45 | match identity user id—kyotent

46 | local-address 192.0.2.1

47 | set isakmp—policy P1-POLICY

48 | set ipsec—policy P2-POLICY

49 | ike—version 1

50 | local-key SECRET-VPN

51 |exit

52 |!

53 |crypto isakmp profile PROF0002 ISAKMPT 0774 )L DERTE (ks 2)

54 | match identity user id—kyoten2
55 | local-address 192.0.2.1
56 | set isakmp—policy P1-POLICY
57 | set ipsec—policy P2-POLICY
58 | ike—version 1
59 | local-key SECRET-VPN
60 [exit
61 |!
62 |crypto map KYOTENT ipsec—isakmp BE1DVPNETEDELIFERD IR
63 | match address SELECTOR
64 | set isakmp—profile PROF0001
65 |exit
66 |!
67 |crypto map KYOTEN2 ipsec-isakmp BLE2DVPNE7 EDQEL Y FERD TR
68 | match address SELECTOR
69 | set isakmp—profile PROF0002
70 |exit
711!
72 |interface GigaEthernet 1/1 GigaEthernet (1/1) A2 27T —R(Z, L2TPV3kV RILEY U D1} 1T
73 | vlan=id 1
. TS T I —TEETE L2TPV3D Tunnel /> 3—J1—RATHERAT S
74 | bridge—group bridge—grounE & H 5
75 |exit
76 |!
77 |interface GigaEthernet 2/1 PPPoE BIETHERATAIMEAFTI—ADERE
78 | vlan—id 2
79 | bridge—group 2
80 | pppoe enable
81 [exit
82 |!
83 |interface Loopback 1 Loopback 1> ATT—RADERTE
84 | ip address 10.0.0.1
85 [exit
86 |!
87 |interface Tunnel 1 Tunnel 424271 —X (PPPoE) DERTE
88 | description FLETS
89 | ip address 192.0.2.1 255.255.255.255
90 | ip access—group 100 in
91 | ip access—group 111 in
92 | ip access—group 121 out
93 | tunnel mode pppoe profile PPPOE PROF
94 | pppoe interface gigaethernet 2/1
95 [exit
96 |!
97 l|interface Tunnel 2 Bl 1[E] [+ Tunnel 1227 —X (IPsec) DERTE
98 | tunnel mode ipsec map KYOTENT
99 [exit
100 |!
101 |interface Tunnel 3 B2/ [+ Tunnel 41237 —X (IPsec) DERE
102 | tunnel mode ipsec map KYOTEN2
103 [exit
104 |!
105 |interface Tunnel 4 Bl g1 A 1+ Tunnel 12271 —X (L2TPv3) DERE
106 | tunnel mode 12tpv3 pseudowire L2TPv3_kyoten1 L2TPv3 PSEUDOWIREZ A7/ ILDEETE
TS T I —TEETE  LANI1> 2T —2Z (GigaEthernet 1/1) THERAT %
107 | bridge—group 1 client bridge-groupbtBhH 5
- s 2R TEETHEVKSIST Bz clientZF I E
108 |exit
109 |interface Tunnel 5 P 2[A F Tunnel 42271 —X (L2TPv3) DERTE
110 | tunnel mode [2tpv3 pseudowire L2TPv3 kyoten2 L2TPv3 PSEUDOWIREZ A7 A LD /RTE
TS T I —TEETE : LANI1> AT x—Z (GigaEthernet 1/1) THERAT %
111 | bridge—group 1 client bridge—group&ah 3
B - E 2R TEETHEVKSIST BB clientFIRE
112 |exit
113 |!
114 [12tpv3 tunnel-profile L2TPv3_PROF kyotent WA 1EIFL2TPV3T O 7 ILDERTE
115 | mode 12tpv3 RFC3931#HLMD R E
116 | tunnel source 10.0.0.1 L2TPv3h Y R ILERESL T S B2 & (Loopback) IP7FL ADERTE
117 | tunnel destination 10.0.0.2 L2TPv3DiB{EZ 9 S8 18|25 E (Loopback) IP7 FL R DEEE
118 tunnel protection ipsec tunnel 2 L2TPv3 over IPsecIRiE T T. L2TPv3 tunnel 12271 —X T3
IPsec tunnelf V27T —RDERE
119 | hostname local CENTER BEBEMNDEESNSHost Name AVPIZEENDHRRANE DER
120 | hostname remote KYOTENT Bes 1 BIEEH S ZIELT-Host Name AVPDIEZF v I HETE
121 | hello interval 10 L2TPv3(Dkeepalive T AT HHelloXv—C DEERMBNDEEE
122 |exit
123 |!
124 [12tpv3 tunnel-profile L2TPv3 PROF kyoten2 BLE2@E FL2TPv3T O 7L DEETE
125 | mode [2tpv3 RFC3931 D RTE
126 | tunnel source 10.0.0.1 L2TPv3ho )L EHESL 9% B 5B (Loopback) P FL A DERTE
127 | tunnel destination 10.0.0.3 L2TPv3DBIEEX T I A 2{A1%E & (Loopback) IPPRL ADERE
12g | tunnel protection ipsec tunnel 3 L2TPv3 over IPsecI&E T T. L2TPv3 tunnel /27— L1 1+5
IPsec tunnel{ A7z —ADERE
129 | hostname local CENTER BB D DiE{ESh BHost Name AVPIZEFN HHRRALE DRTE
130 | hostname remote KYOTEN2 PLE 2RI E M S ZIELT-Host Name AVPDIEEZF v I T 5%
131 [ hello interval 10 L2TPv3(Dkeepalive TEAT HHelloAv—L DEERMED R E
132 [exit
133 |!
134 |12tpv3 pseudowire L2TPv3_kyoten1 P e 1 [ FL2TPv3 Pseudowire DX E
135 [ set profile L2TPv3 PROF kyoten1 #LE51A [FL2TPv3 PseudowireEL2TPVETHI7 AL DY H 1+
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Tyl aEHAT 5O DIDDEE

136 | remote—end-id ascii ID_center_kyotent (B ALIA I CRLEER TS ZREAHYET)
137 exit

138 |1

139 [12tpv3 pseudowire L2TPv3 kyoten2 B 227 $L.2TPv3 Pseudowire D 5% E

140

set profile L2TPv3_PROF kyoten2

HLER2[A1FL2TPv3 Pseudowire&L2TPV3T AT 7 AL DY U 1H1+

141

remote—end-id ascii ID_center_kyoten2

tylalEHAT H-HDIDDEEE
(LB EHR2TRLIEESREST IRELNHYEY)

142

exit

143

1

144

.Donoe profile PPPOE PROF

PPPoED R E

145

account abc012@k*k*.*¥*.nejp xxxyyyzzz

146

exit

147

1

148

end
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Bl BIFITELnet DERE (Bhsm1)

SR (BLR)

BE

access—list 100 permit udp 192.0.2.1 0.0.0.0 eq 500 any eq 500

VPNTERT AN\ IMEZEHATET4ILEIVTD

access—list 100 permit 50 192.0.2.1 0.0.0.0 any

o | g

%5
VPNTHERAT 5/ vhE FAITBI4ILBI T DERE

access—list 111 deny ip any any

FBE I T DEES

access—list 121 spi ip any any

FEI(NR) T DETE

ip route 0.0.0.0 0.0.0.0 tunnel 1

DefaultfX I (PPPoE#Z FH)

L2TPv3xt A2 2 DIPF KL R (Loopback)FE~ DR FR(IPsec Tunnel$*FH)

ip route 10.0.0.1 255.255.255.255 tunnel 2
1

hostname KYOTENT

oo | |u|s|w[n|—=

1

11

crypto ipsec policy P2-POLICY

==
aX JE

IPSECRYS—D

12

set pfs group14

13

set security—association always—up

14

set security—association lifetime seconds 28800

15

set security—association transform—keysize aes 256 256 256

16

set security—association transform esp—aes esp—sha—hmac

17

set mtu 1454

18

set ip df-bit 0

19

set ip fragment post

20

exit

21

22

crypto ipsec selector SELECTOR

VPNtELIEDEE

23

src 1 ipv4 any

24

dst 1 ipv4 any

25

exit

26

1

27

crypto isakmp keepalive

KeepAlivetgE& L CTHEA Y HDPD DR TE

28

logging level informational

BEQHMEOIEHNT HERFE

29

crypto isakmp log sa

SARENL BRIRDOTEH N T HEE

30

crypto isakmp log session

31

crypto isakmp log negotiation—fail

32

12tpv3 log session

vl a kL RO EHHTBHEE
KERTY I—avkBonsz#HhT5H%E
L2TPv3D RS EH AT BT

34

crypto isakmp policy P1-POLICY

ISAKMP RS —DERTE

35

authentication pre—share

36

encryption aes

37

encryption—keysize aes 256 256 256

38

group 14

39

lifetime 86400

40

hash sha

41

initiate—mode aggressive

42

exit

43

44

crypto isakmp profile PROF0001

ISAKMPF O 77 (L DERTE

45

self-identity user—fadn id-kyotent

46

set peer 192.0.2.1

47

set isakmp—policy P1-POLICY

48

set ipsec—policy P2-POLICY

49

ike—version 1

50

local-key SECRET-VPN

51

exit

52|!

1

53

crypto map CENTER ipsec—isakmp

VPNEZEDELYAEHRD IR

54

match address SELECTOR

55

set isakmp—profile PROF0001

56

exit

57

58

interface GigaEthernet 1/1

GigaEthernet(1/1) /227 —RIZ. L2TPV3b RILE YD F1FF

59

vlan—id 1

60

bridge—group 1

TS T IL—T%EE L2TPv3D Tunnel /23— Jx—ATEAT S
bridge—groupé&ht %

61

exit

63

interface GigaEthernet 2/1

PPPoE BETHEATHMEALFITT—IADERE

64

vlan-id 2

65

bridge—group 2

66

pppoe enable

67

exit

68]!

69

interface Loopback 1

Loopback 123 7T—RADHE

70

ip address 10.0.0.2

71

exit

72

73

interface Tunnel 1

Tunnel /2% 71—A (PPPoE) DERFE

74

description FLETS

75

ip access—group 100 in

76

ip access—group 111 in

77

ip access—group 121 out

78

tunnel mode pppoe profile PPPOE_PROF

79

pppoe interface gigaethernet 2/1

80

exit

81

82

interface Tunnel 2

> 3@ T Tunnel 12271 —2AR (IPsec) DERTE

83

tunnel mode ipsec map CENTER

84

exit

85

86

interface Tunnel 3

3 EF Tunnel 1227 1—X (L2TPv3) D%

87

tunnel mode 12tpv3 pseudowire L2TPv3 center

L2TPv3 PSEUDOWIREZAZ7 (LD RE

88

bridge—group 1

TS T IL—T%IEE  LANIA > 2T 1—R (GigaEthernet 1/1) THEAT S
bridge-group&EHH %

89

exit

90

91

12tpv3 tunnel-profile L2TPv3_PROF _center

T BAIFL2TPVIT O 77 (L DEE

92

mode [2tpv3

RFC3931#ELD 5 E

93

tunnel source 10.0.0.2

L2TPv3hY L EREL § 5 B %8 (Loopback) IP7FL R DERTE

94

tunnel destination 10.0.0.1

L2TPv3DiB{EZE T 5t 2% E (Loopback) IP7FL A DERE
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BB (BLix)

95

tunnel protection ipsec tunnel 2

HE
L2TPv3 over IPsecERIE | C. L2TPv3 tunnel 1o 3T —RERFF TS
IPsec tunnelf 27T —RADERTE

96

hostname local KYOTENT1

HEEH 5EESN BHost Name AVPIZEFNDERAE DR

97

hostname remote CENTER

T RBIEE A 5Z{ELT-Host Name AVPDEZF vV T BT

98

hello interval 10

L2TPv3Mkeepalive TE A HelloAyt—> D EIERMRD R E

99

exit

100

101

12tpv3 pseudowire L2TPv3_center

+>42MFL2TPv3 Pseudowire DEETE

102

set profile L2TPv3 PROF center

> 2 1FL2TPv3 PseudowireEL2TPV3T AT 7 AL DY 1+

103

remote—end-id ascii ID_center_kyotenl

vl alEEAT B DIDDEE
(ARSI TRILIEZ R ET SBLENHYET)

104

always—up

HICL2TPV3ty 3 ERESI L THERE

105

exit

106

107

pppoe profile PPPOE PROF

PPPoED R TE

108

account abc345@x%kk k**.ne.ip zzzyyyxxx

109

exit

110

1

111

end

LA {BIFITELnet MR T (ML A2)

HE

S (Fg)
access—list 100 permit udp 192.0.2.1 0.0.0.0 eq 500 any eq 500

VPNTERT AN\ INEZEHATET4ILEIVTD

access—list 100 permit 50 192.0.2.1 0.0.0.0 any

i | g

%3
VPNTERT %/ yh? HFATEI4ILBITDERE

access—list 111 deny ip any any

FBEIIWEI T DEES

access—list 121 spi ip any any
1

FEIIINRIT DE

ip route 0.0.0.0 0.0.0.0 tunnel 1

DefaultfX B (PPPoE#Z FH)

L2TPv3xt A2 2 DIPF KL A (Loopback)JE~ DR (IPsec Tunnel$®FH)

ip route 10.0.0.1 255.255.255.255 tunnel 2
1

hostname KYOTEN2

oo || |u|s|w[N|—=

1

crvoto ipsec policy P2-POLICY

IPSECRYS —DEETE

N

set pfs group14

13

set security—association always—up

14

set security—association lifetime seconds 28800

15

set security—association transform—keysize aes 256 256 256

16

set security—association transform esp—aes esp—sha—hmac

17

set mtu 1454

18

set ip df-bit 0

19

set ip fragment post

20

exit

21

22

crypto ipsec selector SELECTOR

VPNELIZDEEE

23

src 1 ipv4 any

24

dst 1 ipv4 any

25

exit

26

1

27

crypto isakmp keepalive

KeepAlivetgE& L THEAY HDPD D TE

28

logging level informational

BREQHMEOTEHNTHRE

29

crypto isakmp log sa

SARESL RN EH AT BT

30

crypto isakmp log session

vl a L BROOTER DT HERGE

31

crypto isakmp log negotiation—fail

KEXTY T—2a v kBOOTEHATHRE

32

12tpv3 log session

L2TPv3DOT & H DS BERE

33

34

crypto isakmp policy P1-POLICY

ISAKMP RS —DERE

35

authentication pre—share

36

encryption aes

37

encryption—keysize aes 256 256 256

38

group 14

39

lifetime 86400

40

hash sha

4

initiate—mode aggressive

42

exit

43

44

crypto isakmp profile PROF0001

ISAKMPF O 7 A LD ERTE

45

self-identity user—fqdn id—kyoten2

46

set peer 192.0.2.1

47

set isakmp—policy P1-POLICY

48

set ipsec—policy P2-POLICY

49

ike—version 1

50

local-key SECRET-VPN

51

exit

52

53

crypto map CENTER ipsec—isakmp

VPNE7 LD LI ERD IR

54

match address SELECTOR

55

set isakmp—profile PROF0001

56

exit

57

1

58

interface GigaEthernet 1/1

GigaEthernet (1/1) /237 —RIZ, L2TPV3bV RILED) U041

59

vlan—id 1

60

bridge—group 1

TS IL—T%EE L2TPv3D Tunnel {3 —Jx—ATERAT S
bridge—groupéE&ht %

61

exit

62

1

63

interface GigaEthernet 2/1

PPPoE B{ETHEAY HMIEBAFTIT—ADEETE

64

vlan—id 2

65

bridge—group 2

66

pppoe enable

67

exit

68

69

interface Loopback 1

Loopback 12 #T7T—RXDERE

70

ip address 10.0.0.3

A

exit

72

73

interface Tunnel 1

Tunnel /2271 —X (PPPoE) DERTE
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B el (BLR) BE
74| description FLETS
75| ip access—group 100 in
76| ip access—group 111 in
77| ip access—group 121 out
78| tunnel mode pppoe profile PPPOE_ PROF
79| pppoe interface gigaethernet 2/1
80[exit
81!
82|interface Tunnel 2 B @ 1+ Tunnel 12371 —X (IPsec) DEETE
83| tunnel mode ipsec map CENTER
84 |exit
85(!
86 |interface Tunnel 3 12> ZAFTunnel 12271 —X (L2TPv3) DEEE
87| tunnel mode [2tpv3 pseudowire L2TPv3_center L2TPv3 PSEUDOWIREZ O 7 L DEETE
88| bridee—eroup 1 TS T IL—T%EE  LANIA> 52T —2R (GigaEthernet 1/1) THEAT S
ridge”group bridge-group&EhHE S
89 |exit
90(!
91]12tpv3 tunnel-profile L2TPv3 PROF center L BAIFL2TPV3TOI7 AL DEE
92| mode 12tpv3 RFC3931#EHD R TE
93] tunnel source 10.0.0.3 L2TPv3by L EHEIL 9 % B 2 & (Loopback) IP7 FL A DR FE
94 tunnel destination 10.0.0.1 L2TPv3DiEEZE S Bt IR (Loopback) IPTFL A DFRE
05 tunnel protection ipsec tunnel 2 L2TPv3 over IPsecIREE T T, L2TPv3 tunnel 12371 —REfT TS
IPsec tunnel /> AT —RDERE
96| hostname local KYOTEN2 BE BN DiEIE S BHost Name AVPIZEFNBHR B DR
97| hostname remote GENTER T BEIEE A HZIELT-Host Name AVPDEZF v I F B/E
98| hello interval 10 L2TPv3(Dkeepalive T HHelloAv—L DEERMBD R E
99 |exit
100]!
101[12tpv3 pseudowire L2TPv3 center t> 3R ITL2TPv3 Pseudowire D 5% 3E
102] set profile L2TPv3 PROF center 2@ 1FL2TPv3 Pseudowire&L2TPV3T O 7 A )LD H 1t 1+
103| remote—end-id ascii ID_center_kyoten2 ‘b‘y?a)’ééﬁiﬂ'j‘é’é?‘:&)q)m@ﬁﬁﬁ N
-centerxy (B TR EERES DBENHYET)
104| always—up HEICL2TPv3ty i a  FREM L THERE
105|exit
106]!
107 |pppoe profile PPPOE PROF PPPoED R E
108]| account abc678@%kk kk*.ne.ip yyyzzzxxx
109 [exit
110]!

111

end
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