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| @0

IDDDDDDD

I show calendar

goobobooboooooobbobuooooboboooooobooo

I gooon

Rout er #show cal endar
14:53: 20 JST Wed Feb 12 2003

I goooog

show calender

I goooo

ggbooboooboooodgd



oooon

I ooooobood

Ishow version

I googo

FI TELnet - F120

Rout er >

Rout er >show ver si on

MAC Address: 0080. bdf 0. 18bb
Har dwar e ver si on:
Fi rmnvar e ver si on:
Boot side: SIDE-A

01. 00- 101416
VO1.00(00) 102904

I goooog

EE |

go

FITELnet-F120 (0000000000

NAC Address: [DoowcOD000DD0000000

Hardware version: [0000000000000000000

[Firmware version (100000000000000000000000

Boot side Doooooooooo

I oooood

show version

I googno

gogoboobobooogoo.



IPsec 00000000000 FITELnet-F120

IaliaSDDDDD

Ishow alias

ggbooboobooogboboobooogn

I gooon

Rout er #show al i as

c configure ternina
a alias

r refresh

e exit

Rout er #

I oooood

show alias

I gooon

goobooobououggon



oooon

IDDDDDDDDDDDD

I show reset

reset inO0 reset at 000000000000 O00O0C00O0O0O0OOO0OO0O00O0O0OO "reset
cancel"D 0 OOO0OOODOOO

IDDDDD

Rout er #show r eset
reset scheduled at 23:00 Cct 12 2004 / in 12:18. SIDE-B.frm SIDE-B. cfg

IDDDDDD

IDD 0 O

0o0000O0O00000obOoobO0000o0bDbOoO0o0o0ooobDbObOoOoOo0oOo
reset schequledat0 000000000 OOOOOO
inD 0000000000000 bO0b00O00

|SIDE—A.frm ‘DDDDDDDDDDDDDDDDDDDDDDDDDDDD
|SIDE—B.cfg ‘DDDDDDDDDDDDDDDDDDDDDDD
IDDDDDD
show reset
IDDDDD

ooooooobooD.
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IDDDDDDDDD

I show history

gdboboboboooaoboobooooboood

IDDDDD

Rout er #show hi story

enabl e

show ip rip

show i p bgp

show i p dhcp binding
show el og

show ver si on

show i nterface
refresh

show hi story
Rout er #

I gooobo

show history

I goooo

goobooobooogooon
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oooon

cruoooonon

Ishow processes cpu

cudO0D0O0Ob5secOminOGmin0O00000COO0ODOO

IDDDDD

Rout er #show processes cpu
CPU utilization for five seconds: 1% one mnute: 1% five mnutes: 1%

IDDDDDD

show processes cpu

IDDDDD

gooooooooon

11
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| 12 571—20 1%

IlAND[]D[]D[H]D[]D

Ishow interface lan

LANODOOOoDOooboboooboobo

I googo

Rout er #show i nterface lan 1

LAN is up
Har dwar e i s Fast et hernet,
| P address LAN i s XXX.XXX.
Encapsul ati on ARPA
ARP type: ARPA, ARP Ti nmeou
Statistics:
0 alignnent error flanes
0O FCS error flanes
O col lision count

address i s 0080. bdcf.f100
XXX. XXX, 255.255. 255, 252

t 00:20: 00

Rout er #
I oooood
| 0 O 0 O
. oo0o0oooooobooboooboooooooooobo
LAN 1 1s up,

00000 w OODOOD0OOOO (up/down) 000000

Hardware is Fastethernet address
is 0080.bdf0.090f

gboboobooMACc DDOOoDoobooo

IP address IS XXX.XXX.XXX.XXX,
255.255.255.0

gbobooooooboomwroobooobooboboboonog
ood

|Encapsulation ARPA,

‘D gooobooobooboobooboobon

ARP type: ARPA, ARP Timeout
00:20:00

ARP OO OO ARPOOODODOOODOOODODODOOODOO
ood

|Statistics:

’D gbooobgoboobgooboooobon

0 alignment error frames

ooboboooooboooogboorsOoboooooboono
gbooboooboobooobobooon

0 FCS error frames

gooboooooobooboorCSsOoboooobooobo
gboobooooooboon

12




oooooooooo

|0 collision count,

gugoboboooboooooooooo

I gooobo

show interface lan 1

I goooo

goobooobooogooon

13
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I EWAND DO Odoooon

Ishow interface ewan

EWANOODOODOOOPPPEED ODDODODOODOOODOOODODO

I googo

Rout er# show i nterface ewan
EWAN 1 is up
Har dware i s Fastethernet ,
I P address i s XXX.XXX.XXX.
Encapsul ati on ARPA

Statistics(EWAN total):

0 FCS error franes
0 col lision count

ARP type: ARPA, ARP Tinmeout 00:20: 00

0 alignnent error franes

1

address i s 0080. bdf 0. 090f
XXX, 255.255.255.0

Rout er #
I oooooo
| 0 O 0 0O
- ooboOobOooO0obooooobooboOobooooboOobo
EWAN 1 is up,

14

00000 wp 00000000 (up/down) 000C0OO

Hardware is Fastethernet address
is 0080.bdf0.090f

gboobooooovMACcObonoooboonono

IP address IS XXX.XXX.XXX.XXX,
255.255.255.0

goobooobooboomwrgooobobooboboboonbg
ood

|Encapsu|ation ARPA,

’[]D gooobooboobgoobooooboo

ARP type: ARPA, ARP Timeout
00:20:00

ARP OO 00O ARPOOODODOOODLOOODODODOOODOO
gogd

|Statistics:

‘D oooobooboobooboobon

0 alignment error frames

gboboboobooobooboboogoresoobgoboboonog
gbooboooboooboobooooo

0 FCS error frames

gooboooooobooboorCSsOboboooboobo

gbooboooboooboon

0 collision count,

goooboobooboobgn




oooooooooo

IDDDDDD

show interface ewan <EWAN O O >

IDDDDD

Doooo| 0oon Dooo|jpoooo
[WANOD 00000 EWMNOOO00000000102 (0000

15
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IPPPOEDDDDDDDDDD

Ishow interface pppoe

PPPOEO OO DOODOOODOOODOOODOODO

I googo

Rout er #show i nterface pppoe

PPPoEL is up
PPPoE Server
PPPoE Usr Nanme i s XXXX@XXX
PPPoE Primary Dns Address
PPPoE Secondary Dns Addres
PPPOE | nternet Address is
PPPoE Service Name is not
PPPoE Type i s host
PPPoE | Pv6 Prefix is ::0/0
PPPoE | Pv6 Prinmary Dns Add

PPPoE | Pv6 Lease Duration
Statistics:

0 connect count

0 connected count

Nane i s XXXXX

PPPoE | Pv6 Secondary Dns Address is :

1 ~1~5 FTHETHE

XX. XXX. XX

IS XXX.XXX.XXX. XXX

S IS XXX.XXX.XXX.XXX
XXX, XXX. XXX. XXX
confi gured

:0
:0
s 0 00:00:00

ress is :

0 connect fail count
Rout er #
I ooooon
| 0 0O | 0 O
B 0000000000000 000000o0mmO PPPOE O O
PPPOEL is up,

oooobobooobooboboooog

[PPPOE Server Name is XXXXX

|D gooooboooobooooo

PPPoOE User Nmae is
XXXX@XXXXX . XXX . XX

goooboboooboobgon

PPPOE Primary DNS Address is

PpPPOOOODOOODOODODNSOOOD IPOODOODODOODO

XXX o XXX 2 XXX . XXX ooo
PPPOE Secondary DNS Address is PPPOOOOOOOOODODNSOOCOO IPOCOOODOOOO
XXX o XXX 2 XXX . XXX ooo

PPPoE Internet Address is
XXX - XXX 2 XXX . XXX

pPPOOOCODODOOCODODOOOIIPODOODOODOODOC

|PPPOE Service Nmae

|D gboooboooobooobooog

[PPPOE Type

|D o000 L ANDODODOooogoooboooboon

16




oooooooooo

PPPOE 1Pv6 Prefix gooobooobooboobooooo

PPPoEIPv6PrimaryDNSAddressListESESSDDDD NS DD DO IPve D0 DD OO E

PPPOE IPv6 Secondary DNS Address |00 O0O0OOOODNSOOOOOIPV6OOOOOOODOO

List 00000
IPPPOE IPV6 Lease Duration PHP OO D DOOOODDO0000O00D
|statistics: PooooooooooooooooOOO
0 connect count boooooooooooooo0O00000
0 connected count Doooooooooooo
|0 connect fail count Dooooooooooon

IDDDDDD

show interface pppoe <PPPoE 0 [1>

IDDDDD

poooo| 0000 lDooo|ooooo
[PPPOEC D [DOODDO PPPOED DO DOODOOD 105 (0000

17
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MOBILEL O OUOUOOOnn

Ishow interface mobile

gooobooboboboobooboobon

I googo

MIU is 1500 bytes

Statistics:
1 connect count

Rout er #show i nterface nobile 1

MOBI LE1 i s up(packet One: 4 packet Wn: 4)
NO DI ALER occupi es

Mobil e Send 1dle-tineout 60
Mobi |l e Receive ldle-tineout 60
Mobil e Lcp Restart 300 (x10ms)
Mobile Lcp Maxtines 10

Mobi | e Packet Limter 280/50, 000

0 connected count

0 connect fail count
Rout er #
I ooooon
o O o o
i O0oo0ooooooDoooooooo wp oooo
MOBILEL is up

(up/down/connected)d 0 0 00O O

packetOnel] packetWin

Ix/95B OO0 Ev-DOOCOCOOOOOOOODOO1I04000000
gbobooboobooboooobooooboooon
wolKOoooooooooooooooo

NO DIALER occupies

gbooboobooboobobooboobooboboonog
goooo

DIALERL occupies

goboboooboooboobobooobooboobobbooog
obooooooon

18




oooooooooo

MTU is **** bytes Muooog

gbooboobooboobobooboobooboboonog
gboboobooboobooooobooooboon

Mobile Send Idle-timeout 60

Mobile Receive Idle-timeout (D000 00O0OOO0OOO0ODO0OOOODOOOOOOODOOOOODO
60 gboboboobooobooboobooooboooon

Mobile Lcp Restart

LecpO0OO0DO0OO0OODO@O 10ms)
100(x10ms)

Mobile Lcp Maxtimes 10 LepO0 0O QOO

1002400000000000000000000000000
0oooooo

00000MO0D000000000 28000000000 50000
0oOoooooo
0000000000000000000009%I0000000
OO0O0(Alert)D0000000
000000000000000000000000000
(Bomberd) 00O OODDO0D00000O0O0O0ONOOOOOOOOO
000000000

Mobile Packet Limiter
280/50,000

connect count 00 OO0 OOOOO
Statistics: connected countO O OO0 O0O0O0OO0O
connect fail countO D OO0 O0OO0OO

I ooooog

show interface mobile 1

I goooo

ooooooobooog

19
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oooobbuogooooo

Ishow interface dialer

IDDDDD

gooobooboboboobooboobon

Rout er#show i nterface dialer 1

DI ALER1 is up
nane is not configurd
interface is mobile 1
cal l er *99**24#

Rout er #
I oooooo
o o 0 0O
O0oDo0ooooooooooooooooon
DIALERL is |(up0 O O00OO0OD0ODODOOOOODOO
notuseD 0O 000000 O0OOOOOOOO
interface is|dialer U0 000000000 OOODOOOOO
caller is FOcaller 000000000
not configuredC caller OO OO0 OO O0OOOOODOO

20




oooooooooo

IDDDDDD

show interface dialer <DIALER O O >

IDDDDD

goooo oogo oooo |oooboon

DIALERO O |ODODOODO DIALERODOODODOODOOO0ODOO |1020 gooo

21



IPsec 00000000000 FITELnet-F120

ooooobbodooooon

Ishow interface loopback

ooooboobooboobooboboooDon

I googo

Loopbackl is up
Hardware is Loopback

Encapsul ati on ARPA
ARP type
Statistics:

Rout er #show i nterface | oopback 1

I P address LAN i S XXX.XXX.XXX. XXX,
ARPA, ARP Ti neout 00:20: 00

0 alignnent error flanes

255. 255. 255. 252

0O FCS error flanes
0 collision count
Rout er #
I oo0ooon
o O o 0O

Loopbackl is up,

00000000000000000000000000000
0000 wp O0DO0000O (up/down) D000 OO

Hardware is Loopback

gboobobooooobooboobooboooboooboobon
gpooooooo

IP address Is XXX.XXX.XXX.XXX,
255.255.255.0

goboboboooooboboiiPOb0OobOoO0OoOoOoOoOobDOooDg
oo

Encapsulation ARPA,

gboboooboooboooboboobooobob

ARP type: ARPA, ARP Timeout
00:20:00

ARP OO D00 ARPOODODODOUOODODOODOODOOD
go

Statistics:

oboboooobooobooboooboooo

0 alignment error frames

gbooboooboooboobOoooorcesooboboboonbDon

22




oooooooooo

gboobooboooboobgooog

0 FCS error frames

ooboboooooboooooo reSObObOODOoooooon

goobooboooobon

0 collision count,

gboboooooobooboooo

I ooooog

show interface loopback 1

I goooo

ooooooobooog

23
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NLLO OOOOooooono

Ishow interface null

ooooooooooooUoooo0o0oopUoooO0oooooobDboooDoooooDooOOip
routeJ 00000000000

IDDDDD

#show i nterface null O

Nul IO is up
Har dwar e i s unknown
MIU 32767 bytes
Last clearing of "show interface" counters never
Statistics:
0 franes input
Recei ved 0 unicasts
0 frames out put
Sent 0 unicasts
Discards: O errors

IDDDDDD
o o o O
NullO is up 0o0o0ooooooono uwp ODODOO (up/down)DOOOODO
Hardware is unknown O00000oOo0o0oooooooooooooon
MTU is **** pytes MTUOOODO

Last clearing of "show interface” |0 O O "clear interface"0 00000000 OODOOOOOO
counters never 0o0o0ooonbo o/0/00000000

ReceivedO D OO OOOO
Statistics: SentD 0 O0OOOOO
DiscardsOD O OO0 OOOOOOO

24



oooooooooo

I ooooog

show interface null 0

I goooo

goobooobooogooon

25
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| IPv6 L—F12 ) DiER

ILANDDDDDDDDDD

Ishow ipv6 interface lan

LANODOOooDOoog ipve0O00O00OO0Oo0OODOODODO

I googo

Rout er#show i pv6 interface lan 1

LAN is up

| Pv6 is enabled, |ink-local address is fe80::280: bdff:fef0:8f8
d obal wunicast address(es):
1974:729::280: bdf f: fef 0: 18bb, subnet is 1974:729::/64
Joi ned group address(es):

ffo2::1

ff02::1:ff00:0

ff02::1:fff0: 18bb

MIU is 1500 byt esRPA

| CMP error nessages limted to 100 per second

ND reachable tine is 44000 mlliseconds

ND advertised reachable tine is 200 mlliseconds

ND advertised retransmt interval is 300 mlliseconds
ND router advertisements are sent every 400 seconds
ND router advertisenents live for 500 seconds

Hosts use statel ess autoconfig for addresses.

Rout er #

26



IPv6 000000000

I goooog

| 0 O 0 O

OO0O00ooOoOooooooooDooOOd up/down) OOOO
oog
gbooobgoobobooboboobuooboooboobo
ooooboboobobooboooboboobooobooo

gooobobooboboobooboobooobooooooo
gbooobgoobobobon

goooboboobobooboobooboooobgoooooo

LAN is up

Global unicast address(es)

Joined group address(es)

oood
MTU 1500 bytes |D oooopooowvMuonooooooo
ICMP error messages limited to 100|000 0000000000 O0OO0OOOOOOOOOOO
per second ND reachable time 0o0oo0oOoDbOooOoooooobon

ooooboboobobooboooboboobooobooo
oooobobobooboobobooonog

gbooobgoboooboobooobobooboobooo
gbooobobobobobooboobd

0000000000000 0o0o00ooOooooooooooao
ND router advertisements gdooooodoouoooboooboooooooOooooo
O0oOoooooooo

Hosts use stateless autoconfig for |0 0 0000000000 OO0OO0ODOOOOOOOOOOOOO
addresses. 00o0o00oooooono

ND advertised reachable time

ND advertised retransmit interval

I goooog

show ipv6 interface lan 1

I googo

gooooooboooDo

27
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IPPPOEDDDDDDDDDD

Ishow ipv6 interface pppoe

PPPOECO DO ODOOO IPVM6ODOODOOODOOODOODO

I googo

Rout er #show i pv6 i nterface pppoe 1

PPPoEL is up

| Pv6 i s enabl ed, Iink-local address is fe80::280: bdff:fecf:f10a
d obal wunicast address is not configured

Joi ned group address(es):

ffo2::1

ffo2::1:.ffcf:f10a

MIU is 1454 bytes

| CVMP error nessages limted to 100 per second

ND reachable tine is 19000 mlliseconds

ND advertised reachable time is O mlliseconds

ND advertised retransmt interval is O mlliseconds
ND router advertisenents are sent every 0 seconds
ND router advertisenents live for 0O seconds

Hosts use statel ess autoconfig for addresses.
Rout er #

28




IPv6 000000000

I goooog

| 0 O

o O

PPPOE1 is up

OO0O00ooOoOooooooooDooOOd up/down) OOOO
oog
gbooobgoobobooboboobuooboooboobo
ooooboboobobooboooboboobooobooo

Global unicast address(es)

gooobobooboboobooboobooobooooooo
gbooobgoobobobon

Joined group address(es)

goooboboobobooboobooboooobgoooooo
goog

MTU 1454 bytes

|D gooobooowvuobgooooono

ICMP error messages limited to 100
per second ND reachable time

ooooboboobobooboooboboobooobooo
gooobooobobooobooobon

ND advertised reachable time

ooooboboobobooboooboboobooobooo
oooobobobooboobobooonog

ND advertised retransmit interval

gbooobgoboooboobooobobooboobooo
gbooobobobobobooboobd

ND router advertisements

gooobobooboboobooboboooboobobooo
goooboboobooboobooboobooboboonbg
gooobgooooon

Hosts use stateless autoconfig for
addresses.

goooboboboboobuooboooobobooboooooo
gbooobobooobgd

I oooood

show ipv6 interface pppoe <PPPoE [J [1>

I googo

Doooo| 0oon

Dooolooooo

IPPPOEC D [00 000 PPPEC OO

Doooooolins  |[oooo

29
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IEWANDDDDDDDDDD

Ishow ipv6 interface ewan

EWANDOOOODOOOD mipve 00 O0O0Oo0obooobooon

I googo

Rout er #show i pv6 interface ewan 1

EWAN i s up

IPv6 is enabled, link-l1ocal address is fe80::280:bdff:fef0:8f8
d obal wunicast address(es):

2001: 33::280: bdf f: fef 0: 3333, subnet is 2001:33::/64
Joi ned group address(es):

ff02::2

ffo2::d

ff02::9

ffo2::1

ff02::1:fff0:3333

ff02::1:fff0:8f8

MIU is 1454 bytes

| CMP error nessages limted to 100 per second

ND reachable time is 44000 m |l iseconds

ND advertised reachable time is 200 m | liseconds

ND advertised retransmt interval is 300 mlliseconds
ND router advertisenents are sent every 400 seconds
ND router advertisenents |ive for 500 seconds

Hosts use statel ess autoconfig for addresses.
Rout er #
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IPv6 000000000

I goooog

| 0 O

o O

EWAN is up

OO0O00ooOoOooooooooDooOOd up/down) OOOO
oog
gbooobgoobobooboboobuooboooboobo
ooooboboobobooboooboboobooobooo

Global unicast address(es)

gooobobooboboobooboobooobooooooo
gbooobgoobobobon

Joined group address(es)

goooboboobobooboobooboooobgoooooo
goog

MTU 1454 bytes

|D gooobooowvuobgooooono

ICMP error messages limited to 100
per second ND reachable time

ooooboboobobooboooboboobooobooo
gooobooobobooobooobon

ND advertised reachable time

ooooboboobobooboooboboobooobooo
oooobobobooboobobooonog

ND advertised retransmit interval

gbooobgoboooboobooobobooboobooo
gbooobobobobobooboobd

ND router advertisements

gooobobooboboobooboboooboobobooo
goooboboobooboobooboobooboboonbg
gooobgooooon

Hosts use stateless autoconfig for
addresses.

goooboboboboobuooboooobobooboooooo
gbooobobooobgd

I goooog

show ipv6 interface ewan <EWAN O[>

I googo

Doooo| 0oon

Dooo|jpoooo

[WANOD 00000 EWMNOOO00000000102 (0000

31
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ooooobbodooooon

Ishow ipv6 interface loopback

gooobooobobobooooimwpveDdooooooboooDOo

I googo

Rout er#show i pv6 interface | oopback 1

LOOP1 is up

| Pv6 is enabled, |ink-local address is fe80::280: bdff:fef0:8f8
d obal wunicast address(es):

2001: 33::280: bdf f: fef0: 3333, subnet is 2001:33::/64
Joi ned group address(es):

ffo2::2

ffo2::d

ff02::9

ffo2::1

ffo2::1:fff0:3333

ffo2::1:.fff0:8f8

MU is O bytes

| CMP error nessages limted to 100 per second

ND reachable tine is 44000 m | liseconds

ND advertised reachable tinme is 200 m|liseconds

ND advertised retransmt interval is 300 mlliseconds
ND router advertisements are sent every 400 seconds
ND router advertisenents live for 500 seconds

Hosts use statel ess autoconfig for addresses.

Rout er #
I ogoooon
o o 0 O
0000ooooooDoooooood (up/down) COODOO
LOOP1 is up o

gbooobgoobobooboboobuooboooboobo
gbooobgobooobooboobobooboobooo

gooobobooboboobooboobooobooooooo

Global unicast address(es) 0o0o0oo0o0O0oo0ooo

goooboobobooobooobobobooobooooooo

Joined group address(es) 0ooo

MTU O bytes |D gooobooowuobogooogoono

32



IPv6 000000000

ICMP error messages limited to 100|000 0000000000 O0OO0OOOOOOOOOOO
per second ND reachable time 0o0oo0oOoDbOooOoooooobon

ooooboboobobooboooboboobooobooo
oooobobobooboobobooonog

oooobobooboboobooobobooobooobooo
oooobooboboboboonbg

0000000000000 0o0o00ooOooooooooooao
ND router advertisements gdooooodoouoooboooboooooooOooooo
O0oOoooooooo

Hosts use stateless autoconfig for |0 0 0000000000 OOODOOOOOOOOOOOOO
addresses. 00o0o00oooooono

ND advertised reachable time

ND advertised retransmit interval

I ooooog

show ipv6 interface loopback 1

I goooo

gooooooboooDo
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IDDDD RALD OO

Ishow ipv6 nd ra

O0o0oRrRADODDOODOODOO

IDDDDD

Rout er# show i pv6 nd ra
LAN
Hops 0, Lifetinme 1800 sec, AddrFlag=0, O herFlag=0
Reachable tine O nmsec, Retransmit tine O nmsec
Prefix 2002:901::/64 onlink autoconfig
Valid lifetime 2592000, Preferred lifetine 604800

IDDDDDD
| 0 0O | 0 O
|LAN RADDDDD00D0O0000000
Hops 0 000000000000 ipv6 hop-limitD
|Lifetine 300 sec RADDOOODO0O0O000ipE nd ra-lifetime)
|AddrFIag=0 ’M 00000000 ipve nd managed-config-flagl
|OtherFIag=O ’O 00000000 iapve nd other-config-flagd

|Reachable time 0 msec ‘ND 000000000 ipve nd reachable-timeld

|Retransmit time 0 msec ‘NS Oo0o00O0OoO0oOipve nd ns-intervalld

Prefix 2002:901::/64 (0000000
lontink Looo
|autoconfig ‘A ood

|Valid lifetime 2592000 ‘Valid Lifetime 0 00O 0O OO ipv6 nd prefix-advertisement(]

|Preferred lifetime 604800 ‘Preferred Lifetime 0 OO DO OO ipv6 nd prefix-advertisement(]

IDDDDDD

show ipvé nd ra [ <IPOOOO> ]
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IDDDDD
go
go gogo gogo gooogo
U
LANlLANDDDDDDDDDDD
URADOODODDODO
IPO (RACDODOOODODODODO EWAN EWENE].EADDDDDDDDDDDDDDDD goooooooo
g0 |(jpbhoobooboboooojgpn 00 goooogoobo
U gogd go
EWAN EWAN#2 0 00000000
ob0OoRrRAODODDODOO
2 oo
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IDDDDD

Ishow ipv6 neighbors

IDDDDD

ipv6e DO OOD0OOODOO0OOOO

gooboooboobooboboooboobooboboobooobobobooboobDoobOoobo
ood

'Router#shOMIipVG nei ghbors lan 1

| Pv6 Address Age Linklayer Addr State Interface

2001: 33:: 280: bdff:fef0:3333 0 0080. bdf0.08f8 REACH LAN

f €80: : 280: bdff : f ef 0: 8f 8 0 0080.bdf0.08f8 REACH LAN

f €80: : 2€0: 18f f : f €00: 9367 0 00e0.1800. 9367 REACH LAN

Rout er #

IDDDDDD

| o o | 0 0O

IPV6
N00D0000000000000 IPve00000

Address

[age [000DDDO00DDODO00ODO00000(@OD)

kgrmwrMMDDDDDDDDDDDDDDDDDDDDDDDDD(ODDDDDDD
00000000000000000000000000
O INCMP O Incomplete 0 —00000000000000000000000000
000000000000000000000000000000000000000
000000000000000000000000000000000000000
000000
0 REACH OReachable 0—00000000000000000000000000
0000000000 Reachable Timed 00 0000000000000 0 OREACH O
N00D0000000000000000000000000000

State 0 STAE—0000000000000000000000000000000000

36

00 Reachable TimeO OO O OOOODOOOOOOOOODOOOOOSTALEOOOOC
gooboooooobooboobooboooooboobo

O DELAY—UO ODOO0OO0O0OOooboooobooooooboobooboboogoon

00 ReachableTimeO OO O OOOOODOODOOO DELAY_FIRST_PROBE_TIME OO OO

O00OO0D0OOO0ODELAY OO O ODOODO DELAY_FIRST_PROBE_TIME DD O OODODOO

obobooobo0oboobobo0obooboboboobDoobooobOonn PROBE O

goooo

0O PROBE—UOIDOUODOOOO0OODOODOODOOOOODOO RetransTimer




IPv6 000000000

gbobooobooboobobooobooboobobooboobobbooboon
gboboooooobooboooo
g?72?>—0 0000

|Interface goooboooboooboobobooboooboo

IDDDDDD

show ipv6 neighbors [ <OOO IPV6O OO O> | <OOOO0OOOO> ]

IDDDDD
|DDDDD goon oogn gooon
gogiIpve [DODOO IIPO6OOO0OOOOOOOOOO |(ipv6eOD00O ([DOO0ODODOODOO
goof goooogorwpveOooooboooboo |Doo goooo
goooo oboooo (|[Dooboboobog
000 DDDDDDDDDDDDDDDDDDDDDDDDDD Oo0oooooooo
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IDDDDDDDDDDDDDDDDDDD

Ishow ipv6 prefix-list

gooobooobobobobooobooboobon

I goooog o0o0booogod

Rout er #show i pv6 prefix-1list

i pv6 prefix-list 1. 5 entries
seq 5 pernit 3ffe:100::/64
seq 10 permt 3ffe:101::/64
seq 15 permit 3ffe:102::/64
seq 20 permt 3ffe:103::/64
seq 25 permt 3ffe:104::/64

Rout er #

I goooog oood

Rout er #show i pv6 prefix-list detai

Prefix-list with the |ast deletion/insertion: 1

i pv6 prefix-list 1
count: 5, range entries: 0, sequences: 5 - 25
seq 5 pernmt 3ffe:100::/64 (hit count: 0, refcount: 0)
seq 10 permit 3ffe:101::/64 (hit count: 0, refcount: 0)
seq 15 permit 3ffe:102::/64 (hit count: 0, refcount: 0)
seq 20 permt 3ffe:103::/64 (hit count: 0, refcount: 0)
seq 25 permt 3ffe:104::/64 (hit count: 0, refcount: 0)

Rout er #

IDDDDDD 0ood

Rout er #show i pv6 prefix-list summary

Prefix-list with the |ast deletion/insertion: 1

i pv6 prefix-list 1
count: 5, range entries: 0, sequences: 5 - 25

Rout er #
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I goooog

| 0 O \ 0 O
Prefix-list with the last
deletion/insertion: 1

‘D gbooboooboboobooboboobon

lcount: 5 [hboooooooooooooooooon

|range entries: 0 ‘D O oooooooog

sequences 5 - 25 ‘D O0000b0O00O00oboboobooOoOobonOnd sequence
fufufafalsls

lseq 5 permit 3ffe:100::/64 000000000 000000000

lhit count: 28 [PoooooooooODO0DO0OO000000000

[refcount: 314 [PooooooDoOOOO0O0DO00O0000000

I goooog

show ipv6 prefix-list [ <OO0OO0O0OOO0OOOOO> ] [ detail | summary ]

IDDDDD
00000 0oon DED 00000
00000000 (000000000000000 |, |B000000000000C0
0ooo 000000000 0o0000000
|detail [pooooooo ldetail [DODDOOOO
|summary Dooooooo lsunmary (00000000
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IDDDDDDDD

Ishow ipv6 route

oooobooooboobon

I googo

Rout er #show i pv6 route
Codes: K - kernel route, C - connected, S - static, R - RIPng,

B- BG * - FIBroute
S 3ffe:2::/64 [1/0] via 3ffe:1::1 inactive
C* 3ffe:b80:bf:1::/64 is directly connected, LAN
C* fe80::/64 is directly connected, LAN

Rout er #
IDDDDDD
| o0 oD 0 O
} selected route 0000000000000000000000000000
D000000000000000000000
. FIB route 1000000000000000000000000000000
0000000000000000000000000000
3Ffe:2::/64 Pooooooooooooooo
I 120/3] lD000000D00 Distance 00 Metric 00000000
via 3ffe:1::1  [D00000000000000
is directly D00000000000000000000000
connected
IDDDDDD

40

show ipv6 route [ <IPv6 DO OO> | <OOOOCOO> ]



IPv6 000000000

IDDDDD
DﬂED 0ooo oooo ooooo
IPV6D ([D0OODO0OOOIPOOO0OO 00000000000
000 |[Dooooo IPve oo HEE ooo
erne |P000000C
0o0oooo
connected (D 000000
0000 |[00000000000000 00000000000
00 0000000000000 |||ripng  (MPOHUEO0 ligppooooooo
0oQ
static |2000000C
ooooooo

41



IPsec 00000000000 FITELnet-F120

IRIPngDDDDDDDD

Ishow ipv6 protocols

IDDDDD

Rout er #show i pv6 protocol s

Routing Protocol is "ripng"
Sendi ng updat es every 5 seconds wi t h +/ -50% next duein 2 seconds
Ti merout after 15 seconds, garbage collect 120

Rout er #

IDDDDDD

| 0 0O | 0 0O

Routing Protocol is "ripng” ([0 000 00000000000000

seconds with +/-50%, 1.5 00000000000000

Sending updates every 5 ‘RIPng 0oodoodoooooooooooooooooo 0.500

lnext due in 44 seconds [DDO0DO0000O0000O000000

[Timerout after 180 seconds RIPng 000 0000000000000

garbage collect 120

00000000000 garbage collection DO OOOO0OOONO
0000oo0o0o0OoooOoUooooOdi1e Dooooood

I oooood

show ipv6 protocols

I googo

gooooooboooDo
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IRIPngDDDDDD

Ishow ipv6 ripng

RIPng DO DOOO0OOO0OOODOOODOODODOO
gooooooooboo RiPng DOODOOO0ODOODODODODOODOODODODO

IDDDDD

Rout er #show i pv6 ri png
Codes: R - RIPng

Net wor k Next Hop If Met Tag Tine
R ::/0 - 10 0
R 3ffe:11::/64 e 100
Ra 3ffe:100::/32 - 120
Rout er #

I goooog

o o | 0 O
goobooooogooon

R Ripng 0O O

cllooooo

E:WShOW ipvé route OO0

EEWAggregate gooo

EEWAggregate Oo0oooodorRIPgUOOOOOOOOOO

Codes

Network (0000000000000 O0000O00000
Next Hop[D DD DDODDODODDOODOOOOO0000 IV 00000000000

if EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEGEEE
Metric ([D0DDDODOODOODDOOOOOOOOOOOOOO
ITag RIPRg 00000 Tag0 00000000
'ﬁm FDDDDDDDDDDDDDDDDD _
0000000000000 00000 garbage collection 0000000000000
IDDDDDD

show ipv6 ripng
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IDDDDD

goobooobououggon
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IDDDDDDDD IPve U OO0 OO

Ishow ipv6 routers

IDDDDD(DDDDDDDD Ipve D0 OO0 O0O00O00O0O

Rout er #show i pv6 routers
Rout er fe80::280:bdff:fef0:8f8 on [anl, |ast update 1 mn,
Hops 0, Lifetinme 1800 sec, AddrFlag=0, O herFl ag=0
Reachable time O nsec, Retransmit time O nsec
Prefix 2003:101:/64 onlink autoconfig
Valid lifetime 2592000, Preferred lifetine 604800
Rout er #

IDDDDD(FITELnet—FlZODDDDDDD Ipv6e DO O OO0

Rout er# show i pv6 routers conflicts
Rout er FE80:: 203: FDFF: FE34: 7039 on Et hernet 1, | ast update 1 min,
CONFLI CT
Hops 64, Lifetine 1800 sec, AddrFl ag=0, O herFlag=0
Reachable time O nsec, Retransnmit time O nsec
Prefix 2003::/64 onlink autoconfig
Valid lifetime -1, preferred lifetine -1
Rout er FE8O: : 201: 42FF: FECA: A5C on Et hernet1, | ast update O mn,
CONFLI CT
Hops 64, Lifetine 1800 sec, AddrFl ag=0, O herFlag=0
Reachable time 0 nsec, Retransnmit tine O nsec
Prefix 2001::/64 onlink autoconfig
Valid lifetime -1, preferred lifetine -1

Rout er #
IDDDDDD
| 0 O 0 O
Router 0000000000000 O00)000000000000
i$:%QMﬁﬁﬁmM8m 0000000000000000000000
last update 1 min Pooooooooooooooooooo@)
[CoNFLICT EEEEEEEEEEEEEEEEEEEEEEE
[Hops EEEEEEEEEEEEEEEEEEEEEEEEE
Lifetime D0000000000000000 Router Lifetine 0 (0)00
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gbooboboobooobooboobooboooboooboobon

AddrFlag

gboboboooooboobooobooAbOobooon
gboobobooboobobooooooboobooboboo
gbobooobooobooboooooooboobooboboboo
oood
gbi1o0b00oboo0oboobooooooobooboobonboo
oboobooobooog

OtherFlag

gboboboooooboobooobo Lbobooon
gboobobooboobobooooooboobooboboo
gbobooobooobooboooooooboobooboboboo
goooooo
gbi1o0b00oboo0oboobooooooobooboobonboo
gboboooooobooon

Reachable time

0000000000000 D0O0O00O ReachableTime O (DO O)O
goobobooooobooboobooboooooboobo
oooOobOoO0obOOobDOoOobDOoOobOobObOobDOoOoboobooo
gpooooooo

Retransmit time

O000D000O00DO0OD0O0D0O0 Retransmit time O (00O O)C
gbobooobooobooboooooooboobooboboboo
gboobobooboooboobooboooon
oooOobOoO0obOOobDOoOobDOoOobOobObOobDOoOoboobooo
gogon

Prefix

gboobooobooobgoobobooobooboooboobo
gobobooboobooboboooobooobooboooboobo
gooboboooooboobooog

Valid lifetime

0000000000 00bO0000ooonooonoooogog
Valid lifetime OO
O00000oooooo@ooooooooonooooo)ooo
0000000000000 @))00-1(0000 10 OXFFFFFFFF)
oooooooog

Preferred lifetime

0000000000 00bO0000ooonooonoooogog
Preferred lifetime OO

0000000000 00bO0000ooonooonoooogog
000000000 (D0oodoDoooooooooo)yood
(OHOOD-1(0oO0 1ooxfFFrFFFFFOOD O 0000000

I goooog

46

show ipv6 routers [ <OOO0O0OOOO> | conflicts ]
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IDDDDD
|DDDDD oooo oooo ooooo
LANOODODOOOoonoo
LAN1|[OORAODDDOOOOO
mEN
00000 |0DoOooO0oO0ooooonO |||EWAN EDWEN?DDF?ADDDDDDDDDDDD oooooooooo
ooao oooooooooo 1 oooooooooo
oooo
EWAN EWVAN#g2 O D DD O0Q0oo
) O00O0RADDOOOO
oooo
o0ooooDoooooo oooo/000000
conflicts O00oooooooog |conflicts 0o0o0oooooooao
oooooog oooooo

47



IPsec 00000000000 FITELnet-F120

IDDDDDDDDD

Ishow ipv6 stateful-packet

OODOOOLANODO WANODEWAND OO O PPPEO0 D ODOOODOOODOOODOO0ODOODODOODODODOO
gobobobobooobooboooooooboobooAMNO0oboobooboobooooboooo
oboboboobooobooboooobooobooobon

I ooooo
Rout er #show i pv6 st at ef ul - packet
no Source Address Pr ot Age Interface
Dest Address
e ool oo oo oo
1 3ffe:1111:1111:0: 206: 5bf f: f e73: 859f icnpve 4 PPPoE1
3f fe:2222:2222:2222: 280: bdff: fecf: f0Of 6
2 3ffe:1111:1111: 0: 206: 5bf f: fe73: 859f icnpve 3 PPPoEL
3ffe: 2222: 2222: 2222: 280: bdf f: fecf: f0f 6
3 3ffe:1111:1111: 0: 206: 5bf f: fe73: 859f icnpve 2 PPPoE1
3f fe:2222:2222:2222: 280: bdff: fecf: f0Of 6
4 3ffe:1111:1111:0:206: 5bff: fe73: 859f icnpve 1 PPPoE1
3ffe: 2222: 2222: 2222: 280: bdf f: fecf: f0f 6
Rout er #
I oooooo
| oo | 0 O

|Source Address 0000000 IPV600000000000
Dest Address (000000 IPGO0000000000

Prot DoooooooooooooOn

lAge 00000000 00DD000000000000000000000

linterface |00 IPODDODO0O00OODO0000OODO000O00OD00000O
IDDDDDD

show ipv6 stateful-packet [D OO OOOO]
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IDDDDD

looooo| 0oon | oooo | o0oooo

gooob|jooobooboobooboobobbobon jboboobojjWboboboboboob
go gooobgooooon gogd goooo
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IIPVGDDDDDDDD

Ishow ipv6 traffic

I googo

ipv6e DO O OO0O0ODOO0O0DOO0OOO

50

Rout er# show i pv6 traffic
| Pv6 statistics:

i p6:

i cnpé6:

total packets received

with size smaller than m ni mum

with data size < data |ength

wi th bad options

with incorrect version nunber

fragnents received

fragnents dropped (dup or out of space)
fragnents dropped after timeout
fragnents that exceeded limt

packets reassenbl ed ok

packets for this host

packets forwarded

packets not forwardabl e

redirects sent

packets sent fromthis host

packets sent with fabricated ip header
out put packets dropped due to no bufs, etc.
out put packets discarded due to no route
out put datagrans fragnented

fragnents created

datagrans that can't be fragnented
packets that violated scope rules

mul ticast packets which we don't join
one ext nbufs

two or nore ext mbufs

packets whose headers are not continuous
packets di scarded due to too nmany headers

eNeoleolololNeolololololololololololololololololNoloNoNeNe]

calls to icnp6_error

errors not generated because old nessage was icnp6 or so
errors not generated because of rate linmtation
Qut put packet hi st ogram

unreach: 0

packet too big: O

tinme exceed: O

par aneter problem 0

echo: 0O

echo reply: 0O

mul ticast |istener query: O

nmul ticast |istener report: O

mul ticast |istener done: O

[oNoNe]
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udp6:

router solicitation: O
router advertisenent: O
nei ghbor solicitation: 0
nei ghbor advertisenent: O
redirect: O
router renunbering: O
node information request: O
node i nformation reply: O
0 nessages with bad code fields
0 nessages < mninmumlength
0 bad checksumns
0 nessages with bad | ength
| nput packet hi st ogram
unreach: 0
packet too big: O
tinme exceed: 0O
par aneter problem 0
echo: O
echo reply: O
nmul ticast |istener query: O
nul ticast |istener report: O
mul ticast |istener done: O
router solicitation: O
router advertisenent: O
nei ghbor solicitation: 0
nei ghbor advertisenent: 0
redirect: O
router renunbering: O
node information request: O
node i nformation reply: O
nessage responses generated
nessages with too nany ND options

[eNe)

dat agrans recei ved

wi th inconpl ete header

with bad data | ength field

with bad checksum

wi th no checksum

dropped due to no socket

nmul ti cast datagrans dropped due to no socket
dropped due to full socket buffers
del i vered

dat agr ans out put

cNeoleoloNoNoloNeNelNe)

Rout er #

I ooooog

oo

oo

ipv6

0 total packets received Ipv6e OO O OOOOO

0 with size smaller than minimum
ooao

ooodeveO0OO0O0)Y IDOOOOODOOOODO
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52

0 with data size < data length

gomwpveOOooooiIpveOoooooooono
goooboobooon

0 with bad options

goooboobobboobooog

0 with incorrect version number

IiPOO000OOD0OO0ODOO60OOOOODOOODOO

0 fragments received

gooobooboboboboooboooboon
ooooo

0 fragments dropped (dup or out of

space)

goooboboobobooboobooboobo
goooo

0 fragments dropped after timeout

goooboboobobooboobooboobo
goooogoobo

0 fragments that exceeded limit

oo booooboobobooobooboo
oooooo

0 packets reassembled ok

goooboobobobobooobboobooo
gogo

0 packets for this host

goooboboooboobgon

0 packets forwarded

goooboboooboobgon

0 packets not forwardable

ooooboboooboobgooo

0 redirects sent

gooobooboboboobooboobooboo
ooooogoo

0 packets sent from this host

oooooimwpvedOOOOoOooOOoOOOOODO
gogo

0 packets sent with fabricated ip

header

IPOO0OCOOOOORAWSocketD OO OOODOODO
oog

0 output packets dropped due to no bufs,

etc.

goooboboobobooboobooboobo

0 output packets discarded due to no

route

gooobooboboboobooboobooboo
O

0 output datagrams fragmented

0000000000000000@O0000
ooo)

0 fragments created

gbooobgooboboobon

0 datagrams that can®t be fragmented

ooooboboooboobgooo
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0 packets that violated scope rules

goooboboooboobgon

0 multicast packets which we don"t join

join0O00O0OOO0OOOOOODOOOOODOD
gogo

0 one ext mbufs

goooooooo

0 two or more ext mbufs

goooooooo

0 packets whose headers are not

continuous

ooooboobooboooobo

0 packets discarded due to too many

headers

goooboobobooobooobgon

icmp6

0 calls to icmp6_error

IPv6e DO OOOODOOODOOODO ICMPve D OO
ooooooobooog

0 errors not generated because old

message was icmp6 or so

oooobooobobobooooobiievwve 0 0OC
ICPv6 D OO ODOODOOO0ODOO

0 errors not generated because of rate

limitation

ICMPOODOCOOOO0DDOOO rate limitOO OO
goooooog

Output packet histogram:

gooooooooiewve D OOoooooog
goooooog

unreach: 0 ICMPv6 unreach 0 OO0 ODO0O

packet too big: 0 ICMPV6 packet too big OO O OO OO
time exceed: 0 ICMPV6 time exceed DO OO OO0
parameter problem: 0 ICMPv6 parameter problem OO OO OO0
echo: 0 ICMPv6 echo DO O OODOO

echo reply: 0 ICMPV6 echo reply OO O OO OO

multicast listener query: 0

ICMPv6 multicast listener query OO0 OO OO0

nulticast listener report: 0 ;fMPvG multicast listener report OO O OO0
multicast listener done: 0 ICMPv6 multicast listener done OO O OOOO
router solicitation: 0 ICMPv6 router solicitation D OO OO0OO
router advertisement: 0 ICMPV6 router advertisement DO OO0 OO
neighbor solicitation: 0 ICMPv6 neighbor solicitation OO OO OO0

53




IPsec 00000000000 FITELnet-F120

54

neighbor advertisement: 0

ICMPv6 neighbor advertisement O OO OO OO

redirect: 0

ICMPV6 redirect 0O OO OO0

router renumbering: 0

ICMPV6 router renumbering OO OO OO0

node information request: 0

ICMPV6 node information request 0 OO0 OO0

node information reply: 0

ICMPv6 node information reply OO OO OOO

0 messages with bad code fields

goooooooimewp,oogobooo

0 messages < minimum length

gooooooboboboooboD ieMpve DO O
goof

0 bad checksums

gooooooogooDiacMeve OO O0ODOO

0 messages with bad length

ICMPv6 D DO OOUOOODO IPODOOOODODOO
gicvpve DO DO OOOO

Input packet histogram:

gooooooooiewve D OOoooooog
goooooon

unreach: 0

ICMPv6 unreach OO0 OO OO0

packet too big: 0

ICMPV6 packet too big OO OO OO0

time exceed: 0

ICMPV6 time exceed OO OO OOO

parameter problem: 0

ICMPV6 parameter problem OO OO OO0

echo: 0

ICMPv6 echo DO O OODOO

echo reply: 0

ICMPV6 echo reply OO O OO OO

multicast listener query: 0

ICMPv6 multicast listener query OO0 OO OO0

multicast listener report: 0

ICMPv6 multicast listener report DO OO OO
O

multicast listener done: 0

ICMPv6 multicast listener done D OO OOOO

router solicitation: 0

ICMPV6 router solicitation OO0 OOOO0O

router advertisement: 0

ICMPv6 router advertisement OO0 00O OO

neighbor solicitation: 0

ICMPv6 neighbor solicitation OO OO OO0

neighbor advertisement: 0

ICMPv6 neighbor advertisement OO OO0 00O

redirect: 0

ICMPV6 redirect OO0 O OO0OO

router renumbering: 0

ICMPV6 router renumbering OO OO OO0
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node information request: 0 ICMPv6 node information request 0O OO OO0

node information reply: 0 ICMPv6 node information reply OO OO OOO

ICvPv6 D DO OO0 DOOD0ODOODOO0ODOO0ODOO

0 message responses generated
oo

Neighbor Discovery 0 OO0 OO OO OOO O (10)

0 messages with too many ND options
ooooooooooo

udp6 i wpOO0OOOOO0ODOOOOODOOOODOOO
0 datagrams received
oooo
0 with incomplete header wrPpOOOOOoOOoDOoDOOOoOoOoDOOoooDOon

wrPpOUOODOODOODOOO0ODLOOODOO0ODOoOoDOon

0 with bad data length field
ooooo

wrPpOUOOOODOODOOO0ODLOOODOO0ODOODOn
ooooogoo

0 with bad checksum

0 with no checksum wpooooooobooboboooboobon

goooboboboboobooboboooDg

0 dropped due to no socket
ooo

0 multicast datagrams dropped due tono |0 00000000000 OO0OOOOOOOO
socket goooooooooooogo

Oo0o0ooooooooooooooooood
0 dropped due to full socket buffers

oooooo
0 delivered gooooooboooDo
0 datagrams output gbooobooboooboobooboboobon

I oooood

show ipv6 traffic

I googno

gooooooboooo
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I IPv4 L—T 127 DR

ILANDDDDDDDDDD

Ishow ip interface lan

ILANOOOOOooDoO mwpvaDOogooooboooono

I googno

Rout er#show ip interface lan 1

LAN 1 is up

| Pv4 is enabl ed
| P address i s XXX.XXX.XXX.XxX, subnet nmask is 255.255.255.0
Br oadcast address i s XXX.XXX.XXX. 255
MIU i s 1500 bytes

Proxy ARP is disabl ed

|CVWP redirects are always sent

| CMP unreachabl es are al ways sent

| CMP nask-replis are always sent
Rout er #
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I goooog

| 0 O \ 0 O

O000ooooooooooooon uwp OOoOo
O (up/down)O OO OO0

IP address is xXxX.XXX.XXX.XxX, subnet mask|D 0D O OO0 O0O0O0O0OO IPO0OOOODOOOOOOO

LAN 1 is up

is 255.255.255.0 coooooo

Broadcast address is XXX.XXX.XXX.255 e
ooooo

MTU is 1500 bytes MUOOOOoOOooood

Multicast groups joind: 224.0.0.2 00o000ooooOooo join ODODOODODO

224.0.0.13 224.0.0.18 224.0.0.1 Oooopoooooooooooo

OO0O0O00oOo0oO proxy-arp DOO0O0O0OOOO
0 (enabled 7/ disabled)0 OO 00O

ICMP redirects 0 00O 0O0O0OOO (always sent /
never sent)0 00000

ICMP unreachable DO O OO0 OO O (always sent
/ never sent)J 0O OO0

ICMP mask reply OO0 OO0 O0O0OO0O (always sent /
never sent) 0 00 00O

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replies are always sent

I goooog

show ip interface lan 1

I googo

gooooooboooDo
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IPPPOEDDDDDDDDDD

Ishow ip interface pppoe

PPPOECO D OODOOO IPMMODDOODOOOOOODOODO

I googo

Rout er#show i p interface pppoe 1
PPPoEL is up
| Pv4 i s enabl ed

Destinati on address is yyy.yyy.
MIU i s 1454 bytes

Proxy ARP is enabled

| CVMP redirects are always sent

Rout er #

| P address i s xxXX. XXX. XXX. XXX, subnet mask i s 255. 255. 255. 255

| CMP unr eachabl es are al ways sent
| CMP mask-replis are always sent

~1~5 £ T ETARE

yyy.yyy

I goooog

58

| 0 O

] 0 O

PPPOE1l is up

O000ooo0o0oooooooooooon
(up/down)

IP address is XXX.XXX.XXX.XXX, subnet mask
is 255.255.255.255

goooobgoooob wroobobooboobo
gogooooo

Destination address IS yyy.yyy.yyy.yyy

ooooboobooboobooboboooDon
oo

MTU 1s 1454 bytes

‘MTU gooobooooon

Proxy ARP is disabled

0000000000 proxy-arp DOO0O0O0O0OO
0 (enabled 7/ disabled)D OO OO0

ICMP redirects are always sent

ICMP redirects DO O QOO0O0O0OOO (always sent /
never sent) 0O OO0 OO0

ICMP unreachables are always sent

ICMP unreachable DO OOOO0OOO (always sent
/ never sent) OO OO0

ICMP mask-replies are always sent

ICMP mask reply DO DO OOOO0O (always sent /
never sent) 000000




P4 000000000

IDDDDDD

show ip interface pppoe <PPPoE [0 J >

IDDDDD

ooooo| 0oon Dooolooooo
[PPPOEC D [DOODDO PPPOED DO DOODOOD 105 (0000
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IEWANDDDDDDDDDD

Ishow ip interface ewan

EWANDO OOOOOoOoD Iiv4aODO00Oooogoooboono

I googo

Rout er#show ip interface ewan 1
EWAN 1 is up
| P address i s XXX.XXX.XXX. XXX,
MIU i s 1454 bytes

Proxy ARP is disabl ed
| CVMP redirects are always sent

Rout er #

Br oadcast address i s XXX.XXX.XXX. 255

| CMP unreachabl es are al ways sent
| CMP mask-replis are always sent

subnet mask is 255.255.255.0

I oooood

| 0 0O

| 0 0O

EWAN 1 is up

Oo0d0oooO00ooooooooog wpOOoOoo
(up/down)0 OO O OO

IP address IS XXX.XXX.XXX.XxX, subnet
mask is 255.255.255.0

gooobooooobwpoooobooboobon
goooon

Broadcast address Is XXX.XXX.XxX.255

gboboboobooobooboobooooboooo
gogon

MTU is 1454 bytes

|MTU gooobooogn

Proxy ARP is disabled

0000000000 proxy-arp OOOO0O0OOO
O (enabled 7/ disabled)D OO OO0

ICMP redirects are always sent

ICMP redirects 0000 0O0DO OO (always sent /
never sent)J 00000

ICMP unreachables are always sent

ICMP unreachable O OO O O0OO0O OO (always sent /
never sent)J 00000

ICMP mask-replies are always sent

ICMP mask reply 0O DO OO0 O0OO (always sent /

never sent)J 00000
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IDDDDDD

show ip interface ewan <EWAN O 0 >

IDDDDD

Doooo| 0oon Dooo|jpoooo
[WANOD 00000 EWMNOOO00000000102 (0000
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IDDDDDDDDDDDDDD

Ishow ip interface dialer

gooobooobooboomwkvaDoboooobgooogono

I goooo

'Router#shOMIip interface dialer 1
DI ALERL is up
poi nt Topoi nt

| P address is XXX.XXX.XXX.XxX, subnet mask is 255.255.255. 255
Destinati on address is yyy.yyy.yyy.yyy

Rout er #
I oooooao
= [
DIALERL is up 0o0ooooobooooooobooo w OO

00 (up/down)0 00 OO0

|pointTopoint 00O 0O O broadcast

‘D oooobooobooog

IP address is XXx.XXX.XXX.XXX, subnet mask is
255.255.255.0

goooboooobowroobooboooooo
ooooooon

Destination address is

000000000 ooooooo
broadcast D D D OO0 O0O0O0O0OO

I ooooog

show ip interface dialer <DIALER O [0 >

I goooo

goooo gogo

gooo |oooboo

DIALERO O |ODOOD DIALERDODDOODOO0ODO |10 20 gogn
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oboobuoobooobobod

Ishow ip interface loopback

gooobgooboboobooboomwkvabdO0ooooooonDoDo

I goooo

Rout er#show i p interface | oopback 1

LOOP1 is up
| Pv4 is enabl ed

| P address i s XXX.XXX.XXX. XXX, subnet nmmsk is
255. 255. 255. 255

MIU is 36780 bytes

Proxy ARP is disabl ed

|CVP redirects are always sent

| CMP unr eachabl es are al ways sent
| CMP mask-replis are always sent

Rout er #
I ooooon
o o o O
) oooooobooooooooboong wp oooo
LOOPL s up (up/down)0 000 01 01
IP address is XXX.XXX.XXX.XXX, subnet (00000000 OO IPOOOOOOOOOODOOO
mask is 255.255.255.0 oooogo
MTU is 36780 bytes |MTU Oooooooooon

O000b0oOoogg proxy-arp DO OQOQOOoOO
O (enabled / disabled)D OO0 OO

ICMP redirects 0000 0O0DO OO (always sent /
never sent)J 0 0000

ICMP unreachable OO0 OO0 0O 0O OO O (always sent /
never sent)0 00 OO0

ICMP mask reply OO OO OOOOO (always sent /
never sent) 00 OO0

Proxy ARP is disabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask-replies are always sent
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I ooooog

show ip interface loopback 1

I goooo

goobooobooogooon
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oooobod

Ishow ip route

goooboboooboobgon

I googno

Rout er #show i p route

Codes: K - kernel route, C - connected, S - static, R- RIP,
B- BG, | - IKE, G- RGROUP, U - SA-UP
D - REDUNDANCY, > - selected route, * - FIB route

S>* 0.0.0.0/0 [1/0] via 192.168.38.1, EWANL
C>* 127.0.0.0/8 is directly connected, LOOP
R>* 172.31.6.33/32 [120/6] via 192.168.38.1, EWANL, 05:01:49

R>* 192.168.19.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50
R>* 192.168.21.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50
R>* 192.168.24.0/24 [120/3] via 192.168.38.1, EWANL, 05:01:50
R>* 192.168.28.0/24 [120/3] via 192.168.38.1, EWANL, 05:01:49
R>* 192.168.29.0/24 [120/7] via 192.168.38.1, EWAN1, 05:01:49
R>* 192.168.34.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:49
R>* 192.168.35.0/24 [120/3] via 192.168.38.1, EWAN1, 05:01:50
R>* 192.168.36.0/24 [120/3] via 192.168.38.1, EWANL, 05:01:50
R>* 192.168.37.0/24 [120/3] via 192.168.38.1, EWANL, 05:01:50

C>* 192.168.38.0/24 is directly connected, EWANL

R>* 192.168.71.0/24 [120/14] via 192.168.38.1, EWANL, 05:01:50
R>* 192.168.123.0/24 [120/3] via 192.168.38.1, EWANL, 05:01:50
S 192.168.150.0/24 [1/0] via 192.168.10.2, LAN inactive

S>* 192.168.201.0/24 [1/0] via 192.168.38.1, EWANL

I oooood

| 0 O 0 0O

selected route 0000000000 DOODOOOOODOODOOOOODOODO
gboboooboobooboboooboobo

FIBroute DO0DO00OO0DOODOOODOOO0DOOODODOOOOOODOOODO
gbooboobooobooboobobooboooboobo

[ 120/3] lDDO000D0000 Distance 00 Metric 10000000
via 192.168.38.1 [000000000000000

is directly
connected

gboboboobooobooboobooooboooo
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|05:01:49 RIP, BGP DO D ODOOODOOODOODOOODOOODOOODOOO

I oooood

show ip route [ <IPOO0OO> | <COD0ODOO> ]

IDDDDD
Qo0 oooo oooo ooooo
oo
IPOD0 (0000000 IPOOOOO 0000000000
00 |oooooo IPva oo 0000
] BGPOOOODOOD
cernel Ooooooo0
oooooo
connected (D OO OOOO
. RIPOODOOOO
P 00
cats OOo00oo0O0o0
000 |[Dooooooooooooo ||[Stete 0000000 ooo0oo00oo0on
000 |[D0o0ooo00oO0ood - SLooooog |[PooooooDoDno
OoOoooooQ
Corou OOo00oo0O0o0
groie g pono
. SA-UPOOOO000
P 0ooo
IPsec 000000
redundancy
ooooO
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IAWW]DD

Ishow ip arp

OO0Oo0oARPODOODOODOODO

I ooooo
Rout er# show ip arp
Prot ocol Address Age(sec) Hardware Address Port Flags
Internet 192.168.138.37 200 0080. bdf 0. 0905 LAN
Internet 192.168.138.1 600 0800. 200f . f bcl EVWAN
Internet 192.168.138.45 200 0080. bdf 0. 097a EVWAN
Rout er #

I oooooo
| oo | 0 O
|Protocol ’DDDDDDDDDDDDDDDDDDDDDDDDDDDD
|Address ‘DDDDDDD MAC ODOO0ODODOO0OOODODOOODOOoOOOoOoOoooonDd

l\ge(sec) |[00O0O0DDOODOOOO0DO0ODOOD0OO00O00
Hardware |MACOOOOOOOODOOMACOOOODOOOOOOO “(incomplete)” 00 OO0

Address 000
Port DooDoDoo0DO0O0000000
. D00000000000000000000000 (arp 0000000) 000
d 000000000000 “static' 00000000000000000
IDDDDDD

show ip arp [ <IPODOO> | MACODODOO> | <000CO0O0O00> ]
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IDDDDD
DDDDD goon gogo gooogo
IPO0O0O |[DOOOIwPOOD0DODOOONACODOODODO gog Ird
U gooobogmwprgoogooooooon IPvabobbo oog
MACOUOD |DOD0ONMACODOODOOOOIPOOODOOOO [HHHH.HHHH.HHRH O |0 0 0O MAC O
U gooooovmachOOboobooDbOoDO U oog
goog goooboooboboo ARPODOOODOODOO |DDOODOODO |DOoDbOoOoo
goog go go goof
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IRIPDDDDDDDD

Ishow ip protocols

RIPOODOODOOODOODOODO

I googo

Rout er #show i p protocol s
Routing Protocol is "rip"

Ti meout after
Qut goi ng update filter
I ncom ng update filter
Def aul t
Redi stri buting: kernel st
Def aul t version control

192. 168. 138. 0/ 24
192. 168. 10. 0/ 24

Sendi ng updat es every 30 seconds wi th +/-50% next due in 15 seconds
180 seconds,

redistribution netric is 10

Interface Send Recv Key-chain
LAN 2 2 keyl
Routing for Networks:

Routing I nformation Sources:

gar bage collect after 120 seconds

st for all interface is not set
st for all interface is not set
atic

send version 2, receive version 2

Gat eway BadPacket s BadRoutes Distance Last Update
192.168.138. 1 0 0 120 00: 00: 29
Di stance: (default is 120)
Rout er #
I ooooon
| 0 O | 0 0O

|Routing Protocol is "rip"

|D goooboobooboobogoon

Sending updates every 30 seconds
with +/-50%,

RIPODOCOOOOODODODOOOOOOOOOODOO 0.5
gb 1.500000000000000

|next due in 6 seconds

|D gbooboobobobogoooon

|Timeout after 180 seconds

|RIP[] gboooboobooboobg

garbage collect after 120 seconds

0000000 DOOD0OO garbage collectionO0 OO0 000000
0o0d00oooOdU0ooooOoooogoeoggooood

Outgoing update filter list for
all interface is not set

RIPOOOODODOOODOODOOOODOOO

Incoming update filter list for
all interface is not set

RIPOODOODODOODOODOOOODOOO

Redistributing:

RIPOOODOODODOO0OOOO0ODOOODLOO0ODLOOOOO0ODO
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lboooo

|Default version control

|RIP[] oooobooboobogooobogoon

|Interface RIPOODOO00OO0O000OOO0000O000000
0000000000000 RIPOOOOOO0000000
Send
00
0000000000000 RIPOOOOOO0000000
Recv
00
cov_chain D0000000000000000000 Key-chain OO
Y 00000000

|Routing for Networks

|RIP[] obooobooboobobobobboobobon

|Routing Information Sources

|RIP[] gbooboobooboboboobobon

|Gateway |RIP O0O0000O0OoOooOowooooooooooa
|BadPackets |D O000O000o000oOOooOobooo0oooooooooao
|BadRoutes |D O00000o0ooboOoobooooooooooooa
0000000 Distance D OOOOOO
B Distance 00O 0OODOOOOOOOOOOODOOOOOOOO
Distance

gooboooooobooboobooboooooboobo
gogon

Last Update

goOoRrRIPOCOOODOODOODOOOOODOODOO
"go:oo:05"D O OOoboOobOoboboOoboboRrRPOODOOO
os5000000000000000

|(default is 120)

|D OO0O0D00O000O0 Distance DOO0O

|Distance

|D 00000000000 Distance JOODO

I goooog

show ip protocols

I googo

gooooooboooDo
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IRIPDDDDDD

Ishow ip rip

RIPODOODOODOODOOOOODOOO
gbooooooooboobonb0 RPODODODOODOODODOODOODOOO

I gooon
Rout er#show ip rip
Codes: R- RIP, C- connected, S - static, B - BG, U- SA-UP
Net wor k Next Hop Metric From Ti e
S 0.0.0.0/0 192.168.38. 1 1
R 172.31.6.33/32 192.168.38. 1 6 192.168.38.1 02: 59
R 192.168.19.0/ 24 192.168.38. 1 3 192.168.38.1 02: 59
R 192.168.21.0/ 24 192.168.38. 1 3 192.168.38.1 02: 59
R 192.168.24.0/ 24 192.168.38. 1 3 192.168.38.1 02: 59
R 192.168.71.0/ 24 192.168.38.1 14 192.168.38.1 02: 59
R 192.168.123.0/24 192.168.38.1 3 192.168.38.1 02: 59
S 192.168.201.0/24 192.168.38.1 1
Rout er #
I goooon
o o | 0 O
goooooooooono
RriPOOO
cooooo
Codes Do ooonoooo
BEEEEE
u[sa-up 0O O

INetwork [0 000000000 000000D00000

Next Hop DD DO DDDOODODOOODDOOO0O0OOOD IPODDO000OOO00
Metric [D000DDDDOOOOODOOOOOODO0O0O0O

Fron |[D00000DO0O0O0O0OOOOIPOOOOOOODOO0

00o00oo0o0ooooooooooooooooooooooooooooon garbage
collection OO OOOO0OOOO0OOOO

Time
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I oooood

show ip rip

I gooon

goobooobououggon
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IBGPDDDDDDDDDDDD

Ishow ip bgp

bgp O O AdvertisedReceive 0 00O O 0OOOOOOONO

gooboooboobooboboooboobooboboobooobobobooboobDoobOoobo

oooooooon

I ooooo@oooooooooogoooog

Rout er #show i p bgp
BGP table version is 0, local router IDis 192.168.10.1
St at us codes: s suppressed, d danped, h history, * valid, > best,
i - interna
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf
Wei ght Pat h
*> 172.31.6.33/32 192.168.138.1
32768 ?
*> 192.168.119.0 192.168.138.1
32768 ?
*> 192.168.71.0 192.168.138.1
32768 ?
*> 192.168.111.0 0.0.0.0
32768
*> 192.168.123.0 192.168.138. 1
32768 ?
Total nunmber of prefixes 5

I 0oo0oooopooooooonooonoooogn

| 0 O | 0 0O

[local router 1D bgp 000D IDOODO0O0D

INetwork BePOOOOOOOOODOODD

INext Hop Next HOPOODOOOOODO

Metric MULTI_EXIT DISCOO0 000000
|LocPrf ILOCAL_PREFO 00000000

Weight Poooooooooooooooono
[Path IAS_PATHOOO OO OO

|Tota| number of prefixes|D ooooooooon
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I ooooo@uooooogoooogoooon

Rout er#show i p bgp 192. 168.123.0
BGP routing table entry for 192.168.123.0/24
Paths: (1 avail able, best #1, table Default-I|P-Routing-Table)
Loca
192.168.138.1 from0.0.0.0 (192.168.10.1)

Origin inconplete, |ocal pref 100, wei ght 32768, valid,
sour ced, best

Last update: Thu Feb 27 13:11:34 2003

Rout er #

I 0oo0opoooooooooooogooooon

| o0 oD \ 0 O

lavailable poooooooooooooooooo

lbest lavailable 100000000000000000000000

Local D000000000000000000BPOD00000000000 AS
0000000000

ron D00000000000000000000000000000000 B6P
00010000000

lorigin RIGINDODO00000

Imetric MULTI_EXIT DISCOO0000000

[localpref ILOCAL PREFO 00000000

weight DoooDDoOoO00000000000

valid [PoooooooooooooO0Oo

sourced, local

"external™ "aggregated, local

0000000000000 000d “"internal™ "confed-external™
sourced” "sourced, local"O OO OO0

latomic-aggregate |[ATOMIC_AGGREGATE 00 0000 000

lbest Dooooooooooon
|Communi ty Doooooooo0000000
zﬁﬁﬁy ‘DDDDDDDDDDDDDDDDD
loriginator JORIGINATOR_ID 000000000
Cluster list  |CLUSTER_LISTO OO OOO0000
|Last update DoooDoD0D000000000
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IDDDDDD

show ip bgp [<kOOOOOOODOO> [ OO0ODODO 711

IDDDDD
DDDDD gogo gogn goooo
0o0oo ooooboobooboobobooonog ooooooobooog
0000 oo IPv4a00 |D00O0O00O0OOO0
0 ooooboboboboobooboboo |jbooo goooboogoobooo
ooooboobooboobobooonog goof
goog goooboboooboobooooboboog (irvd0D0 DODOODOODOOO
go goooooon gogon goooooobooobo
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IDDDDDDDDDDDDDD

Ishow ip bgp community-info

PO OO0DOODOODOODOODOn

IDDDDD

[Rout er # show ip bgp comunity-info
Address Refcnt Community

[8114eb8: 766] (2) no-export
[8114e58: 768] (1) |ocal-AS

IDDDDDD

I 0 O

Address AAOD0DDODOO0OO00OD0OD0D00D000O00001e O0DO0ODODOO00OOO0OOD[A:B]
ggoobooooadgd

000000000000 000000000000 uPDATEOODODOODOODOOODOO
Refcnt 0o0Q

|C0mmunityDDDDDDDDDDDDDDD

IDDDDDD

show ip bgp community-info

IDDDDD

goobooobooogooon
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IBGPDDDDDDDD

Ishow ip bgp neighbors

PO O OODOODDOODOODOOD

gogosePO0OO IPOOODOOODOODODODOODOODOODOODOODOOODOOBPOODOODOO

geepOdDODOODO0ODODOODOODOODOODOO0

I OO0O0000ONeighborsO0 00000

Rout er #show i p bgp nei ghbors

BGP nei ghbor is 192.168.10.2, remte AS 1, external |ink
BGP version 4, renote router | D 192.168.10.2
BGP state = Established, up for 00:19:11

Nei ghbor capabilities:
Route refresh: advertised and received(old and new)
Address famly |IPv4 Unicast: advertised and received
Recei ved 79 nessages, 0 notifications, 0 in queue
Sent 135 nessages, 1 notifications, 0 in queue
Route refresh request: received 0, sent O
M nimumtinme between advertisement runs is 0 seconds

For address famly: IPv4 Unicast
Conmunity attribute sent to this neighbor
0 accepted prefixes

Connections established 3; dropped 2
Local host: 192.168.10.1, Local port: 179
Foreign host: 192.168.10.2, Foreign port: 1032
Next hop: 192.168.10.1
Read thread: on Wite thread: off

Last read 00: 00: 10, holdtinmeis 180, keepaliveinterval i s 60 seconds

I OO0O0000ONeighborsO0 00000

| 0 O | 0 O

BGP neighbor lDooo Po0ODOO0OODO0O0

[remote AS poooasoooooooon

llocal AS lDooasoooooooon

|interna| link |D 000000 internal or externalUODOOOOOO
BGP version BePOODOOOOOOOOOD

[remote router 0000000 IDO000000

BoP state BepOOODOOOOOD
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lup for PooooooDoDDOO00000000:0:00
|Last read [DoooOoODODODDOOO0O0O0D000000:0:00
lhold time PoooooooooDoDooO0O0O0OO000

|keepa|ive interval|keepa|ivel] oooooooooooon
OO0O0Oneighbor000 000000000000 O0OOOO0O neighborO IPOOOOOOOOOOO

IDDDDDDDDDD Neighbor OO0 O O00O0O0O0O0O0DOOOO

192.168.10.20 00000000
Rout er#show i p bgp nei ghbors 192. 168. 10. 2 adverti sed-routes

Net wor k Next Hop Metric LocPrf
Wei ght Pat h
*> 172.31.6.33/32 192.168.10.1
32768 100 ?
*> 192.168.19.0 192.168.10.1
32768 100 ?
*> 192.168.21.0 192.168.10.1
32768 100 ?

Total nunber of prefixes 3

Rout er #

192.168.10.20 000000000
Rout er#show i p bgp nei ghbors 192. 168. 10. 2 recei ved-routes

Net wor k Next Hop Metric LocPrf
Wei ght Pat h
*> 192.168.50.0 192.168.10.2 0
017

Total nunmber of prefixes 1
0o0dooooUooooodoooooUoooogoooooo
00000000000 000 neighbor soft-reconfiguration inbound OO0 O0O0O0O0OO0O0OOOO

oooooo

I OO0O000000000 NeighborJO0O0O0O0O0O000O0O0O00O0O

| 0 O | 0 O

local router ID bgp0 00O IDOODODOO0DO

INetwork BePOOODOODOODOODOO

INext Hop INext HP OO OO OOOOD

Metric MULTI_EXIT DISCO 00000000
|LocPrf |LOCAL_PREFO 00000000

Weight DoooooooooooooOoO0OO00
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[Path IAS_PATHO DO OO OO
|Total number of prefixes |D oooobooooon

IDDDDDD

show ip bgp neighbors [ <BGP O O O IP OO O O> [ advertised-route | received-routes

| routes ] ]
IDDDDD

| oooono ooono oooo oooono

BGPO OO IPOOO BGPOOOOOOODODODOOBGP OO oooBecPOOOO

0 OipPoo0oooooooa IPoooooo O

B} Advertise OO UPDATEO O OO OO B

advertised-routes 0oooo0oO0o0ooo advertised-routes
O000 UPDATED DO OOOOODO Soonouny

received-routes received-routes |(U0O0OOO0OOO0O
oooooooo 000

routes 0000000000000 UPDATE routes
Oo0o0o00ooooooooooooa
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IASDDDD

Ishow ip bgp paths

oooobog AAdboDooooono

I googo

Rout er #show i p bgp pat hs
Address Refcnt Path

[ d58aec: 0] (16)
[cf1954:2] (16) 15555
[cf1874:4] (2) 1

IDDDDDD
o o 0 0O
rddresgfSE00000000000000000000160000000000000 [A:B]0
00000000

Refent [DD ASDDOOO0O0OO0DDO000000DO000

B EEEEEEEEE

I goooog

show ip bgp paths

I googo

goobooobououggon
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IBGPDDDDDDDDDDDD

Ishow ip bgp scan

PO O OODOODDOODOODOOD

I googo

Rout er#show i p bgp scan

BGP scan i s running

BGP scan interval is 60

Current BGP next hop cache:
192.168.100.1 valid [IGP netric 0]
BGP connected route:

192. 168. 38.0/ 24

192. 168. 10. 0/ 30

IDDDDDD
| 0 O ] 0 O
BGP scan is BePOOODOOOOOO0OD
BGP scan interval Dooooooo (@)
|Current BGP nexthop cache‘[][][lD 0000 nexthopO O OO
|connected route Dooooooooo000n
IDDDDDD

show ip bgp scan

I googno

goobooobououggon
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IBGPDDDDDDD

Ishow ip bgp summary

PO OO O0ODOODOODODOODOODO

I ooooo
Rout er #show i p bgp summary
BGP router identifier 192.168.10.1, |ocal AS nunber 100
3 BGP AS-PATH entries
1 BGP community entries
Nei ghbor V AS MsgRcvd MsgSent  Tbl Ver | nQ Qut Q Up/ Down
St at e/ Pf xRed
192.168. 10. 2 4 1 140 197 0 0 0 01:20:01
1
Total number of neighbors 1

I oooood

| 0 O |

BGP router identifier|(0J 000 BGPO OO ID

[local AS number DoooaAsoO

BGP AS-PATH entries (000000 ASO0000000

BGP community entries|[ 000000 BCPOOD0O00000

INeighbor BoPOOODOO IPODOD

v BePOOOODD

IS BePOOODO ASOD

IMsgRevd DoooBPOOOOOODO

MsgSent lDoooBeePOOODOOD

ITb1ver lDoooBePOOODOOOOOOOD

|1nQ lDooo0O00O0O0BPOODOODD

loutQ lDoooeePOOODOOD

|Up/Dowin BePOODDOOOOOOOOO0OOOODN

State/Phicd BP00DD000000D0000BPODO000000000BPOD

goooboboooboobgon

Total number of
neighbors

BGPO OO ODOOOBPOOOODODOODODODOODOOODOOO
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I oooood

show ip bgp summary

I gooon

goobooobououggon

83



IPsec 00000000000 FITELnet-F120

IDDDDDD

Ishow ip resolver-cache

goooboobooobNsoboooooooon

I ooooo
Rout er #show i p resol ver-cache
<resol ver dns table>
1th direction = [1] (nane to addr)
| Pv4 Address = [192. 168. 100. 1]
Host name = [host. donein. co. | p]
Rout er #
I ooooon
| o O 0 O
OO0-1pPO000O0O0O0O0ODOOO0O0ODOOOOOOD ~O0ODODOOODODOOO
- . ooooood
direction
[1]1 0D00000-I1POO0OOOOOFITELRet-FI20000IPOO0OODOODOODO0O
oooooooooooo
1Pv4
oooooIva0DOOOODOOOOO
Address
|Hostname iPvAO00O0O0OO00O0D0OOO0DOOOOODOOOO
I ooooon

show ip resolver-cache

I googo

gooooooboooDo
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IDDDDDDDDDDDD

Ishow ip stateful-packet

OOOOOLANODO WANOEWAND OO DO PPPoEOO D ODOOODOOOO
gobobobobooobooboooooooboobooAMNO0oboobooboobooooboooo
oboboboobooobooboooobooobooobon

IDDDDD

obooboobobooobooo

Rout er #show i p st at ef ul - packet

EWANL
no Source Address Port Dest Address Port 1d Seq Prot Age
e e e e e e e e e o a o m e e e e e o - o m e e e o - Fomm e o +om - -
1 192.168.10.2 1053 192.168.11.1 23 tcp 231
Rout er #
I oooooo
| oo | 0 O

|Source Address 0000000 IPO00D0O0O000000

Dest Address (000000 IPOO0OOO00O0O0000

Prot DoooooooooooooOn

lAge 00000000 00DD000000000000000000000

linterface |00 IPODDODO0O00OODO0000OODO000O00OD00000
IDDDDDD

show ip stateful-packet [D OO O OOO]

IDDDDD

lboooao| 0000 | oooo |  ooooo

oooob|ooboobooboooboobooboon jboob
oo ooooboooon ood

oooo | oDoobobooonog
goooo

fyFTR=TA
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IIPV4DDDDDDDD

Ishow ip traffic

iPvaO0 000000000000 0O0

I googno

86

Rout er#show ip traffic
| P statistics:
i p:
494 total packets received
bad header checksuns
with size smaller than m ni mum
with data size < data |ength
with length > max i p packet size
wi th header length < data size
with data |l ength < header |ength
wi th bad options
wi th incorrect version number
fragnents received
fragnents dropped (dup or out of space)
mal fornmed fragnents dropped
fragnents dropped after tineout
packets reassenbl ed ok
470 packets for this host
0 packets for unknown/unsupported protoco
0 packets forwarded (0 packets fast forwarded)
24 packets not forwardable
0 redirects sent
291 packets sent fromthis host
packets sent with fabricated ip header
out put packets dropped due to no bufs, etc.
out put packets discarded due to no route
out put datagrans fragmented
fragnents created
dat agrans that can't be fragnented

eNeololololoNololNoloNoNeNe)

cNololoNoNe]

i cnp:
calls to icnp_error
errors not generated because old nessage was icnp
Qut put hi st ogram
echo reply: 3
destination unreachable: 0O
source quench: 0
routing redirect: 0O
alternate host address: O
echo: 18
router advertisenent: O
router solicitation: O
ti me exceeded: O
par ameter problem 0
time stanp: O

(eoNe)
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time stanp reply: O
i nformati on request: O
i nformation request reply: O
address mask request: O
address mask reply: O
0 nessages with bad code fields
0 nessages < mininmumlength
0 bad checksuns
0 nessages with bad I ength
I nput hi st ogram
echo reply: 18
destination unreachable: 0O
source quench: 0
routing redirect: O
al ternate host address: 0O
echo: 3
router advertisenent: 1
router solicitation: O
ti me exceeded: O
par aneter problem 0
time stanp: O
time stanp reply: O
i nformation request: O
i nformation request reply: O
address mask request: O
address nmask reply: 0O

3 nessage responses generated
i gnp:
2 nmessages received
0 nessages received with too few bytes
0 nessages received with bad checksum
2 nmenbership queries received
0 nenbership queries received with invalid field(s)
0 nenbership reports received
0 nenbership reports received with invalid field(s)
0 nenbership reports received for groups to which we bel ong
0 nenbership reports sent
tcp:

153 packets sent

119 data packets (7228 bytes)

0 data packets (0 bytes) retransnmitted

30 ack-only packets (113 del ayed)

0 URG only packets

0 wi ndow probe packets

0 wi ndow updat e packets

4 control packets
231 packets received

116 acks (for 7233 bytes)

0 duplicate acks

0 acks for unsent data

122 packets (1726 bytes) received in-sequence
conpletely duplicate packets (0 bytes)
0 old duplicate packets
0 packets with sone dup. data (0 bytes duped)
0 out-of -order packets (0 bytes)
0
0

o

packets (0 bytes) of data after w ndow
wi ndow probes
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88

udp:

ar p:

0 wi ndow updat e packets
0 packets received after close
0 di scarded for bad checksuns
0 discarded for bad header offset fields
0 di scarded because packet too short
connection requests
connection accepts
connections established (including accepts)
connections closed (including O drops)
enbryoni ¢ connections dropped
118 segnents updated rtt (of 114 attenpts)
O retransmit tineouts
0 connections dropped by rexnit timeout
O persist tineouts (resulting in O dropped connecti ons)
0 keepalive tineouts
0 keepalive probes sent
0 connections dropped by keepalive
85 correct ACK header predictions
104 correct data packet header predictions
10 PCB hash ni sses

[@ e R I{c N6 N

0 dropped due to no socket
0 connections drained due to nenory shortage
0 bad connection attenpts
5 SYN cache entries added
5 conpl et ed
0 aborted (no space to build PCB)
0 tinmed out
0 dropped due to overfl ow
0 dropped due to bucket overfl ow
0 dropped due to RST
0 dropped due to | CMP unreachabl e

0 SYN, ACKs retransmitted
O duplicate SYNs received for entries already in the cache
0 SYNs dropped (no route or no space)

215 datagrans received

O with inconplete header

O with bad data length field

0 with bad checksum

0 dropped due to no socket

0 broadcast/nulticast datagrans dropped due to no socket
0 dropped due to full socket buffers

215 delivered

1 PCB hash nisses

117 dat agrans out put

8 packets sent
1 reply packets
7 request packets
59 packets received
4 reply packets
55 valid request packets
55 broadcast/nul ticast packets
0 packets with unknown protocol type
0 packets with bad (short) length
0 packets with null target |P address
0 packets with null source |P address
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0 could not be napped to an interface
0 packets sourced froma |ocal hardware address
0 packets with a broadcast source hardware address
O duplicates for a local |P address
0 packets received on wong interface
0 entrys overwitten
4 packets deferred pending ARP resol ution

4 sent
0 dr opped

Rout er #

I oooooo
00 00
ip [0 total packets received IPvaO0 00000000
0 bad header checksums iPvAODOOOD0OO00D0O0OD0DOODOO0ODOO0DOOd

ood@oooooo)y ooooooooouoooo
goooooon

0 with size smaller than minimum

goooobowroooboooobooooboobo

0 with data size < data length
oooo

oooobooooboobo wpooboboobo

0 with length > max ip packet size
ooooood

iPOO00OO0OO0OOODOOOWODOODOOODOODO

0 with header length < data size
oooooogo

IiPOO0OODOIPODOOOOOOIIPOODOODOOD

0 with data length < header length
ocooooogoo

iPOO0000OO0O0OOIPODOODOOODOODOODOO

0 with bad options
ooo

IPOOOO0ODO0ODOOO40000000000 (ESP
oooooooo)

0 with incorrect version number

gooobooobobobobooobooboobon

0 fragments received
oooo

0 fragments dropped (dup or out of (OO OO0 OO0DOOO0DOOOCOOOOODOOODOOO
space) goooo
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90

0 malformed fragments dropped

gbooobgooboboboboobuoobooobon
goooobgo

0 fragments dropped after timeout

gbooobgooboboboboobuoobooobon
goooboobooon

0 packets reassembled ok

gooobooobobobobooobooboobon
oogd

0 packets for this host

gooobooobon

0 packets for unknown/unsupported

protocol

gbooobg Layerd0 00000000 DODOO
goooo

0 packets forwarded (0 packets fast

forwarded)

gbooobgooboboboboobuoobooobon
goooogoobo

0 packets not forwardable

ooooboboooboobgooo

0 redirects sent

gooobooobobobobooobooboobon
ooooo

0 packets sent from this host

gooob mwrgoooboobooboobooobo
oo

0 packets sent with fabricated ip

header

IP000C000000000000000@RAWDO
oooo)

0 output packets dropped due to no

bufs, etc.

goooboboobobooboobooboobo

0 output packets discarded due to no

route

gooobgoboooboobooboboooboo

0 output datagrams fragmented

0000000000000000@O00000
0o)

0 fragments created

gbooobgooboboobon

0 datagrams that can"t be fragmented

Don"tfragment 0O OO OOO0DOODOOODODOOO
ooooooo

icmp

0 calls to icmp_error

IiPOO0O0OOD0OOOODOOOO0OO
gooobooobon

IcvPO OO OO

0 errors not generated because old

message was icmp

goboobobooobooboooo
gooobooboooobg

ICMP OO0 OO [0 CHCMP
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Output histogram:

goooooooiwoobooooooobooon
gooooDo

echo reply: 0

ICMP echo reply OO OO QOO0

destination unreachable: 0

ICMP destination unreachable OO OOO0OO

source quench: 0

ICMP source quench OO0 OO0 OO0 @MOOODOOO
ooooooooooo)

routing redirect: 0

ICMP routing redirect 0O OO OO0

alternate host address: 0

ICMP alernate host address 0O OO OO0

echo: 0

ICMP echo request 0O O OO OO

router advertisement: 0

ICMP router advertisement 0O O OO0OO

router solicitation: 0

ICMP route solicitation OO OO QO0O0Od

time exceeded: 0

ICMP time exceeded O OO OOOO

parameter problem: 0

ICMP parameter problem OO OO OO0

time stamp: 0

ICMP time stamp OO OO OO0

time stamp reply: 0

ICMP time stamp reply OO OO QOO0

information request: 0

ICMP information request OO O OO OO

information request reply: 0

ICMP information request reply OO0 O OO0 OO

address mask request: 0

ICMP address mask request 0O OO OO0

address mask reply: 0

ICMP address mask reply OO OO OO0

0 messages with bad code fields

goooooooimewp,oogobooo

0 messages < minimum length

gboooboobooooboooiiwboooonog

0 bad checksums

goooooobogooo i oooooono

0 messages with bad length

ICMPODOOOO IPODODOOOOOIICMPOODOODO
oo

Input histogram:

goooooiiwooooobooooooboon
O000O+C7

echo reply: 0

echo reply 0O OO0 OO0

destination unreachable: 0

destination unreachable OO OOOOO

source quench: 0

source quench OO OO OO0
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routing redirect: 0

routing redirect 00O OO0 OO

alternate host address: 0

alernate host address OO0 OO0 OO

echo: 0

echo OOQOOOOO

router advertisement: 0

router advertisement OO O 0O0O0OO

router solicitation: 0

route solicitation O OO OO00OO

time exceeded: 0

time exceeded DO OO O0OO

parameter problem: 0

parameter problem OO0 0O 0000

time stamp: 0

time stamp OO0 OO0 00O

time stamp reply: 0

time stamp reply 00O OO OO

information request: 0

information request OO OO O OO

information request reply: 0

information request reply OO OO OO0

address mask request: 0

address mask request 0O 00000

address mask reply: 0

address mask reply OO O OGO OO

0 message responses generated

goooboboboboobooboboooDg

igmp

0 messages received

iGMPOODOOOonOoOg

0 messages received with too few bytes

gooopooobgoboooobiiemonooobon

0 messages received with bad checksum

oooobooooogiueMmeDOOOODO

0 membership query received

IGMP membership query OO OO0 O OO0

0 membership queries received with
invalid field(s)

O00O0oOoboooooogDo IGMP membership
query 00 O0Q0OQOQOO

0 membership reports received

IGMP membership reports O OO OO OO0

0 membership reports received with
invalid field(s)

0000000000 00000 IGMP membership
reports 0000000

0 membership reports received for

groups to which we belong

do00oooooooo IGMP membership reports O O
ooooo

0 membership reports sent

IGMP membership reports O OO OO OO0

tcp

0 packets sent

cPoOOonoonog

0 data packets (0 bytes)

goooTcrooobobooooooooooogon
U
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0 data packets (0 bytes)
i Ooooooooooooooooooooog
retransmitted

ACKOOOOODO TcPODOOOOOODOOOODO
0 ack-only packets (0 delayed)

OO0 ACKDOO
0 URG only packets 6 OO OOOOTCcPODOOOOOO
0 window probe packets TcPOOO0DOODOOODOOO
0 window update packets doodoooooooooooooooooooo
0 control packets ooooooopooooon
0 packets received TcPOOO0OODOO0O
0 acks (for 0 bytes) OO0 ACKODODDOOOOOO AKODOooooooo

ACKODODODOOUODooooooooooooooo

0 duplicate acks
OOOO0AKOOODO

0000000000000 0000000 ACKOO
0 acks for unsent data

ooo
0 packets (0 bytes) received 0o0o0ooOoobooDbooDooboobooobon
in-sequence ood

0 completely duplicate packets (0 (OO0 0O0OO0O0DOOO0DOOOOODOOODOODOOO
bytes) oooono

0 old duplicate packets doodopoooooooooooooood

0 packets with some dup. data (O bytes
duped)

RFC1323 pPAWS O DO DD ODOOODOOODOOO

cPOO000ODOOO0OOOODOODOObOOOOOn

0 out-of-order packets (0 bytes)
O0oooooooooooooooooo

0 packets (0 bytes) of data after |00 00000000 DOOOOOOOODOOODOOO

window oo

0 window probes gbooobobooobooboooboobog

gbooobgooboboboboobuoobooobon
U

0 window update packets

CLosEdoDoooobDooooobonooonbooon
oogd

0 packets received after close

0 discarded for bad checksums O0000o00oOo0o0oooooooooooon
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94

0 discarded for bad header offset
fields

cPOOO00DO0OOODOOOOOObDOObOOn
gogo

0 discarded because packet too short

goooboboobobooboobooboobo

0 connection requests

goooTecrobooboOonooon

0 connection accepts

cPOOOonoOoboooboOoon

0 connections established (including

accepts)

cPoOOOonoonoOon

0 connections closed (including O

drops)

cPOO0DODOO0ODbOObOODOODO0

0 embryonic connections dropped

cPOOO0O0O0ODbOO0ObOOOOODbDOOn

0 segments updated rtt (of 0 attempts)

gooobooobobobobooobooboobon
gogo

0 retransmit timeouts

gooooooboooDo

0 connections dropped by rexmit

timeout

gooobooobobobobooobooboobon

0 persist timeouts (resulting in 0

dropped connections)

TCP persist 00000 0OO0OODOOOOOOODO
goooooooo

0 keepalive timeouts

TCP keepalive DO OO OO OODO

0 keepalive probes sent

TCP keepalive DO OO OO OO

0 connections dropped by keepalive

TCP keepalive DO OO OODOOOOODOOOODO

0 correct ACK header predictions

00oobooobobobOobooobAKODOOoDoo
oogd

0 correct data packet header

predictions

gooobooobobobobooobooboobon
oogd

0 PCB hash misses

gbooobgooboboboboobuoobooobon
goooo

0 dropped due to no socket

gbooobgooboboboboobuoobooobon
U

0 connections drained due to memory

shortage

gooobogoopogTecPOoboobooboobDon
oooooo
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0 bad connection attempts

cooooooEewoooo)yooopooooooo
oo

0 SYN cache entries added

swoooooooobooo

0 completed

sNOOOOoOOooOooboooooboobooooo
ooooo

0 aborted (no space to build PCB)

sNOOOOoOOooOooboooooboobooooo
oooooooo

0 timed out

swoooooooobooooobooooooogoo
oog

0 dropped due to overflow

swoooooooooooobooooogoo

0 dropped due to bucket overflow

swooooooooobooboooooobooo

0 dropped due to RST

RSTOODOOOOOO SYNODODOODOOoDOOooDOo
gooobooobon

0 dropped due to ICMP unreachable

ICMPunreachD O OO ODOOOOSNOODOOOOO
goooboboooboobgon

0 SYN,ACKs retransmitted

sNOUODOooooooo syN,AcKODooooooo
goooo

0 duplicate SYNs received for entries

already in the cache

sYNOOOOOoooo sywoooooooooooo
ooooo

0 SYNs dropped (no route or no space)

gooobooobgsyNooooooobgooogoo
goosyNooooo

udp

0 datagrams received

wpoboooOoobobDobOoboooboobobo
oog

0 with incomplete header

wpooooooobooboboooboobon

0 with bad data length field

wPOOOOODOOoDbDOODbOOODOoOobOooboOobDo
gogo

0 with bad checksum

wPOOOOODOOoDbDOODbOOODOoOobOooboOobDo
oooooo

0 dropped due to no socket

gbooobgooboboboboobuoobooobon
U
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96

0 broadcast/multicast datagrams

dropped due to no socket

gbooobgooboboboboobuoobooobon
goooboboobobooboobooboobo

0 dropped due to full socket buffers

gbooobgooboboboboobuoobooobon
gogo

0 delivered

ooooooobooog

0 PCB hash misses

gooobooobobobobooobooboobon
ooooo

0 datagrams output

gooobgoobooboobobooboobon

arp

0 packets sent

ARPODOODOODODO

0 reply packets

ARP reply 0O OO QODOO

0 request packets

ARP request D 0O OO OO

0 packets received

ARPODOODODO0O

0 reply packets

ARP reply 0000 DOO0O

0 valid request packets

ARP request 0 0O OO OO

0 broadcast/multicast packets

gooobooobobobobooobooboobon
OARPODOOODOOO

0 packets with unknown protocol type

ARPODOODOO0ODOODOODO0ODOODOODDOO
gogo

0 packets with bad (short) length

ARPODOODODOOODOO0ODODOO

0 packets with null target IP address

ARPOODOOODOODODOOIPOODOODO 0.0.0.000
gooobooooboo

0 packets with null source IP address

ARPOODOOODOODO
goooooooo

IPOOOO0O0.0.0.00000

0 could not be mapped to an interface

OO0 ARPODODOODODOODOODOIwDLODO
gbooobgooboboobon

0 packets sourced from a local

hardware address

ARPODOODOO0ODODOODOOO0DODOODOO
gbooobobooobooboooboobog

0 packets with a broadcast source

hardware address

ARPO DO ODOODODOOODOO0ODOODOOODbODOO
goooboobobooobooobgon

0 duplicates for a local IP address

gooiwpoboboboobooobooboooomwroo
ooooboboooboobgooo
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ARPODO0OODOO0DODOOODODOODODOODOODOO
0 packets received onwrong interface |[U D OO0 OO0 ARPO OO OODOOODOOODOODO
0ood
0 entrys overwritten O0O0ARPOO0O0O0O0ODODODDODO0O0O0O0O0DOODOO
0 packets deferred pending ARP ARPOOODOODOOANRPODOOODOODODOODOODOO
resolution oooood
0 sent ARPOOODOOODOODOOODOOO
0 dropped ARPODOODODOOODODOODOOODOO

I oooood

show ip traffic

I googo

ooooooobgoooo
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IDHCPDDDDDDDDDDD

Ishow dhcp lease

EWANOOOODOODOOooogobHecPODOODOO0ODbOOOOoDOoOoDOon

PpHCPO U DO UODOOUODOODODODOODOODUODOO"wan type is not dhep."O00O0O0OODO0O

I ooooo
Rout er #show dhcp | ease ewan 1
status . BOUND
| P address : 192.168.10.1
subnet mask . 255. 255. 255. 252
DHCP server : 192.168. 10. 2
| ease expires : ---
client 1D :
host nane :
primary DNS : 0.0.0.0
secondary DNS : 0.0.0.0
defaul t gat eway : 192.168.10.2
I ooooon
| o0 O | 0 O
[INIT: [booooooooooooo

98

SELECTING [D0D0DDOO0O0OD000
REQUESTING (00 0000000000000 00

status Bouwo  [DooooOOO
RENEWING (T1D00D00000000000
REBINDING [T200000000000000000
1P addres DHPO DD DODODOODDOO IPO0OO0OOOODO0000
|subnetmask  [PHCPO O DD ODOODOOODO0O000000000000000
IDHCP server  [DHCP OO OO IPODODO00000000
lease expires [DHCPO OO DO 0:0:0000000000000000"---"0
client 1D Client-identifier Option O ID(ip dhep 00O DO0DO00) 0000000
lhost name DHPODDODOOOODO(ip dhepDDDOO00000) 0000000

|primary DNS ‘DHCP ooooboboooboooogoNsooboowroooboobogooboo

|secondary DNS ‘DHCP ooooboooooboooooNsoooo wpoooobooooog

|defau|t gateway‘DHCP goooboobgooboobooobobooobwooboobobbon
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IDDDDDD

show dhcp-lease <EWANO OO OO OO 0O>

IDDDDD
oooono oooao oooa DDDDD
EWAN#1 O OO OO0
ewan 1
EWANOOOOOO |[DO0O0O0O0EBWANOOOOOOOOooOoao og 0000
00 oooon EWAN#g2 OO OO0
ewanZDD
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IDDDDDDDDDDDDDDDDD

Ishow multiroute

gooobgoboobobooboobobooobooobon

I googno

Rout er #show mul ti rout e

multiroute static rule 1
src any
dst any [0, 65535]
nextif pppoe 2 preference 31

mul tiroute exclusive rule 1
src 192.168.10.2
dst any [0, 65535]

I goooog

| 0 O 0 O

nultiroute static rule / [CooooooDOooDOOOOOODOOOOOOOOOOOOOOO0O
nultiroute exclusive rule gbooboboobooboobooogboooboobooobooboonog
gbooboooboobgoobobooon

lsrc PoooooooooooooooooOO0n
ldst EEEEEEEEEEEEEEEERC S R
nextif EEEEEEEEEEEEEEEEEEEEEEEEEEEEERE
|preferencer Dooooooooooooooo

IDDDDDD

show multiroute [ static | exclusive ]

IDDDDD
| ooooo | 0000 | oooo |ooooo
static | 000000000M00000000000000 .. ——

B} 000000 0o00oooooobooooooooon B}
exclusive 0oooooooon exclusive oooooao
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I IPsec IZBH9 H1EER

| IKE-SAO Phasel SAO OO O

Ishow crypto isakmp sa

Phasel SAO OO OOODOOOO

I ooooo
Rout er #show crypto i saknp sa
[ 1] xxX.xXxx.xxx.xxx Peer-1D
<--> yyy.yyy.yyy.yyy M-ID
<l > Main Mode UP pre-shared key DES NMD5
Lifetime : 1000secs
Current : 726secs, lkbytes
ncfg config-node: [respond | initiate]
ncf g-addr: 172.16.0.100
ncfg apl -version: FlITELnet-F120 VK1.01_030304
| KE Keepalive: off
| CMP Keepalive: off
I oooooo
| 0 O 0 O
XXX . XXX« XXX < XXX
Peer-1D ISSKMPOODODOOODODOOOOO IPODOODODOOODOOO OO
<-->yyy.yyy.yyy.yyy ([Dooon
My-1D

Initiator 000 SAOOResponder OO0 SAOODOOODOODO

< Initiator 0 0 0 0 <I>0 Responder 0 010 0 <R>01 0 0 010 0 01

Main Mode Phasel 1000000000000

lup lss0000000000

|pre-shared key DES WD5 [0 0000000000000

Lifetine Do sADODO00DD0000000000

lCcurrent SA00D0D0D00000D0000000000000

ncg-addr D000NTODO00000000000 00 Mode-confignD0 0000
0000000000000

IKE Keepalive

of f0 IKE Keepalive OO O OO OO

dpdO dpd O O O IKE Keepalive 0O 0O 00O
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| ldpd-propd dpd-prop0 0 00 0 00 00 IKE Keepalive 0 00000

of f0 ICMP Keepalive OO O OO OO

"CMP Keepalive onl] ICWP Keepalive 0 0 000 0

I oooood

show crypto isakmp sa

I googn

gooooooboooDo
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I IPsec-SA] Phase2 SACI 0 OO

Ishow crypto ipsec sa

Phase2 SAO OO OOOODOOO

I googo

Rout er #show crypto i psec sa

| PSEC SA
current insa 1
current outsa : 1

[ 1]

peer :
<I> UP
Li feti ne: 600secs

XXX, XXX, XXX. XXX

XXX, XXX, XXX, XXX, XXX. XXX. XXX. XXX ALL ALL
<--> YYY-YYY-YYY- YYY, YYY. YYY. YYY. YYyY ALL ALL

ESP DES HVAC- MD5 PFS: of f

host . XXxxXx. co. | p

O SPI: 0x4332f 605 Current: 3secs, lkbytes
out packet 5 error packet 0
| -SPI: 0x2a5282fe Current: 3secs, lkbytes
i n packet 4 aut h packet 4
decrypt packet 4 di scard packet 0
repl ay packet 0 auth error packet 0
Rout er #
I gooooo
| 0 O ] 0 O
lcurrent insa Do sso0O0O0O0O000
lcurrent outsa Do ss0000O0000
I[L] Dooooo0O0O000000
XXX - XXX XXX - XXX 5 XXX 2 XXX - XXX - XXX
<--> gooboboboooooooo
YYY-YYY-YYY-YYY.YYY-YYY-YYY-YYy
lpeer WVNOOD IPOOOOO0000000

|host.xxxxx.co.jp

Peer-ID0D0O00DO0

Initiator 000 SAOOResponder OO0 SAOODOOONO

oo

< Initiator O OO O<I>0Responder OO O O<R>00 000
oogd

lup lss0000000000

|ESP,DES,HMAC—MD5 PFS:off

‘D gbooooooboobon
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|Lifetime Dos,0000D000D0O000000

lo-SPI UTBO SPIOO 000000

lcurrent lsA00D0D00D0D000000000000000000
lout packet [PoooooooooDoDOODOO0O0D00000

error packet

gbooobgoobobooboobobooobooobon
goof

l1-5PI INND SPIOO000000
lcurrent SA00DD0D000000D0000000000000
lin packet [DooooooooooooOoDOOO0O000000

|auth packet

‘D gbooobooooboooboobooboobooo

|decrypt packet

‘D gooobooboobgoobooooboo

|discard packet

‘D gboooooobooobooboono

|rep|ay packet

‘D gooooooboobon

|auth error pac

ket

‘D gooobogooboooboobooboobooo

I goooog

show crypto ipsec sa [ address | map <D OO OOO> }

IDDDDD
ooooo 0ooo DED ooooo
address VANOODO IPO00000000000 |address g?g?DDDDDDDDD
00000000000 Phase2 SAO O O
map <0000 (0000000 ) 000 Phase2SA0 00000
0> 0000000 Ocryptomap 000000 0000
ooooo
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IIKEDDDDDDD

Ishow crypto isakmp policy

Phasel SAOOODOODOIKEODOOOODODOODOOOODOO

I googo

Rout er #show crypto i saknp policy

Protection suite priority [1]

aut hentication nethod : preshared key

encryption algorithm : DES- Data Encryption Standard (56

bit keys)
Diffie-Hellman Group : #1 (768 bit)
hash al gorithm . Message Digest 5

Default protection suite

aut hentication nethod : preshared key

encryption algorithm : DES- Data Encryption Standard (56
bit keys)

hash al gorithm . Message Digest 5

Diffie-Hellman Group : #1 (768 bit)

l[ifetime : 1000 seconds, no volune limt

Rout er #
IDDDDDD

| 0 O 0 0O

Protection OO0 IKESADOOOOOOOOOOOOOOIDD0 00000 Default

Suite[1] protection suite 0 D000 000000 O0ODOOODOOO

authentication 0oooooooooo

method

encryption 0000000000 000000

algorithm

Diffie-Hellman ;i tfie-Hellman Group 000000000

Group

lhash algorithn  [000000000000000

lifetime Pooooooooooooo
IDDDDDD

show crypto isakmp policy
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IDDDDD

goobooobououggon
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IIPsecDDI]D

I show vpnstat

IPsec0 00000 O0OOO0ODOODO

I googo

Rout er #show vpnst at

Pl send packet

Pl receive packet

Pl di scard packet

Pl decrypt error packet
Pl hash error packet

Pl exchange fai

Pl exchange success

[cNeoNoloNoNoNe)

config send packet

config receive packet

config discard packet
ncfg send packet
ncfg recei ve packet
xaut h send packet
xaut h recei ve packet
xaut h exchange error
xaut h exchange success

[eNolololNoNeoloNoNe]

Pl send packet

Pl I receive packet

Pl | discard packet

Pl | decrypt error packet
Pl I hash error packet
Pl I exchange f ai

Pl I exchange success

eNoNeoloNoNeNe)

notify send packet

notify receive packet

ot her | SAKMP send packet

ot her | SAKMP recei ve packet

[eNoNeoNe)

VPN di scard packet
ESP send packet

ESP recei ve packet
ESP di scard packet
ESP replay error packet
ESP auth error packet
ESP send error

| PCOWP send packet

| PCOVP receive packet
| PCOWP send error

| PCOVP conpress error
Rout er #

[eNeoNololoNoNololNoNeNe)
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I oooood

108

| 0 O

| 0 O

|PI send packet

Phase 1 0000000

|PI receive packet

Phase 1 0OD0O0D00O

|PI discard packet

Phase 1 0000000

|PI decrypt error packet

|Phase | 00o0oooooooo

|PI hash error packet

|Phase 1 0000o00obooooon

|PI exchange fail

IKESA 000000

|PI exchange success

[IKE SA 0D O

|config send packet

|transaction exchange OO OO OOO

|config receive packet

|transaction exchange OO OO OOO

|config discard packet

|transaction exchange OO OO OO0

transaction exchange packet [0 mode-config D OO OO OO OO
mcfg send packet
ooo
) transaction exchange packet [0 mode-config D OO OO OO OO
mcfg receive packet —

|xauth send packet

|transaction exchange packet 0 XAUTH OO O O0DOOO0OOOO0O

|xauth receive packet

|transaction exchange packet 0 XAUTH OO O00DOO0OODOO0O

|xauth exchange error

XAUTH 0O O

|xauth exchange success

XAUTH 0O O

|PII send packet

[Phase 11 0000000

|PII receive packet

[Phase 11 0000000

|PII discard packet

Phase 11 0OOO000

|PII decrypt errorpacket

‘Phase I 00o0oo0oooooon

|PII hash error packet

‘Phase I 0oo0oooooooooo

|PII exchange fail

[IPsec SA 000000

|PII exchange success

[IPsec SA 00D

|notify send packet

Notify 00000000

|notify receive packet

Notify 00000000

|other ISAKMP send packet

|D OO0 ISAKMP D OOO0OD0OO

|other ISAKMP receive packet

|D OO0 ISAKNP OO O0O0Oogon

|VPN discard packet

|VPN oooobooooboboboooboobo

|ESP send packet

ESP 0000000

|ESP receive packet

ESP 0000000

|ESP discard packet

EsP 00OOODO0




IPsec 0000

|ESP replay error packet

|ESP goooboobooboobgn

|ESP auth error packet

|ESP oooobooobgo

|ESP send error

ESP 00000

|IPCOMP send packet

Doooooooooo

|IPCOMP receive packet

DPoooooooooo

|IPCOMP send error

|D gooooooboobgon

‘IPCOMP copress error

goooboooboboboboobooboobobobomobon

goooo

I oooood

show vpnstat

I googno

ooooooobooD.
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IIPseCDDEIDDEIEID

I show vpnlog

IPsec0 00000 O0O0OOO0OOOODOODO
vpnlog enable 00 000 0O00O0ODOOSAOOO/OO0DO00OOOOOODODOODOODODO

IDDDDD

Rout er #show vpnl og

000 0000: 00: 00. 00 2003/ 02/ 28 (fri) 17:14:18 0 00000000 00000000
#P_ON VI T. A3-100402]

001 0000: 00: 02.97 2003/ 02/ 28 (fri) 17:46:41 16 10000002 00000000
vpn enabl ed.

002 0000: 00: 55. 35 2003/ 02/ 28 (fri) 17:47:34 16 10000321 00000000
| KE SA XXX.XXX.XXX. XXX Peer-1D

003 0000: 00: 55. 36 2003/ 02/ 28 (fri) 17:47:34 16 10000221 00000000
| PSEC SA xxX.XXX.XXX.Xxxx e8faba7e ad7c259c

IDDDDDD

show vpnlog [<O0 0O OO vpnlog O > | reverse]

IDDDDD
oooono oooo DED oooono
oooo DDDDDDDDDDDDDDIPsecDDDDDD1D128 000 tlogO OO O
vpnlog [ Ooo0o0ooOoooooo oooono
reverse O0000oboooboooooooobooooon (reverse EEEDDDDDDD
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IDDDDDDDD

Ishow crypto ca certificate

O0000000000D0O0ODO0ORSA signatured Phasel DO OOOO VNODOOOOODOODOO
gooooooboooo

IDDDDD

Rout er #show crypto ca certificate

[ 1] Type . Gt her
Cert Name : f120
Subj ect o G p, O=xXXXXX, ONEXXXXXX
| ssuer : C=FI, O=SSH Communi cations Security, OU&Wb test, CON=Test CA 1
Serial Nunber: 3e59e03e
Validity : 2003.02.24 00: 00: 00 [UTC] - 2003.04.01 00:00: 00 [UTC]
Donai n Name : XXXXX.CO.jp
| P Address DOXXX. XXX, XXX XXX
CRL DistPoint: http://1dap.ssh.fi/crls/cal.crl
Key Usage : Digital Signature KeyEnci pher nent
Enai | Address: nane@xxxx.co.jp
[ 2] Type . G her
Cert Nane : root
Subj ect : C=FI, O=SSH Communi cations Security, OU&Wb test, ON=Test CA 1
| ssuer . C=FI, O=SSH Communi cations Security, OUJ&Wb test, ON=Test CA 1
Serial Number: 12d
Validity : 2003.01.09 16:25:15 [UTC] - 2003.12.31 23:59:59 [UTC]
Key Usage : Digital Signature KeyCertSign CRLSI gn

ooooboooboobon

gboboboobooboobooboooobooobooboobon

FITELnet-F1200 0000000000000 OOOOO0ODOO0ODOO0ODOOODOOO0ODOO+OO00
goooon

IDDDDDD

show crypto ca certificate

IDDDDD

ooooooobooog
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IPsec OO0 OOOOO

Ishow crypto ipsec-log

IPsecU00D0DOO0O0OO0O0OODOOOOOO

I goooo

VROUIGY#ShOMICYyptO i psec-1o0g

mul ti-path range 100 110
nol og- spi - no- mat ch
nol og- bl ock-type-di scard
vpnl og-detail eq 1

I gooobo

show crypto ipsec-log

I goooo

goobooobououggon
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IPsec OO 0OO0

Ishow crypto multi-path

ooooDOcrypto-map U SAOOODODOOOOO

IDDDDD

Rout er #show crypto multi-path
[ 2000]
crypto-nap_1bal ance:9 Alive
crypt o- map_2bal ance:1 Fail

IDDDDDD

show crypto multi-path [D OO0 O0O]

IDDDDD

goooo goon gogon goooo

oooobOo|mboboobo0obo0obOobooonD|jite4 ggoooodg
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IPsec OO0 OOOOO

Ishow crypto redundncy

goobooboooooonon crypto-mapd SAUOUODODODODOOO

IDDDDD

[Rout er #show crypto redundncy

[10]

F120 1st Fail
F120- back 2nd Backup

IDDDDDD

show crypto redundncy [0 OO0 0O0O]

IDDDDD
goooo goon gogon goooo
oooobOo|mbobo0obo0obo0obOobooonD|jite4 ggoooodg
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| NAT 821 BE T BB

INATDDDDDDDDD

Ishow ip nat translation

NATOODOODODOOOOODOOoooOoooooooo

I googo

Rout er#show i p nat translation

Li st of active sessions:

EWANL
no Local (address port) G obal (address port) Renote(address port) prt tn(s)
e e e e e e e e e o a o m e e e e e o - Fom e e e e e e - E

1 192.168.10. 2 14295 192.168.1.1 14295 192. 168.200.2 14295i cnp 3
2 192.168.10.2 14294 192.168.1.1 14294 192.168.200.2 14294icnp 3
3 192.168.10.2 14293 192.168.1.1 14293 192.168.200.2 14293icnp 3
4 192.168.10.2 14292 192.168.1.1 14292 192.168.200.2 14292icnp 3

IDDDDDD
| 0 O | 0 0O
[Local (address port) [LAND 00O D IPODOD000000000000000000
ﬁﬁ?@mm$ NAT+0 000000 IPO000000000000000
Remote (address 00 IPO0000O0000O000000000000
port)
o 000000000000000000000000 tepd udpd icmp 00 O
P etc00000000
[en(s) 000000000000000000000000000000000
IDDDDDD

show ip nat translation [D OO0 O0OOO]
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IDDDDD
| ooooo || 0oon | Dooo | oDoooo
000000 |NMTDDD00000000000000 (00000000 00000000
00 000 00 00

116



DHCPO O OOOOOOOO0O

| oHoP ¥/ isei-maT B8

IDHCPDDDDDDDDDDDDDDDDDD

Ishow ip dhcp binding

LANVEWAN2 OO0 0D 0000 DHCPO O D ODOODODOODOOOLANOD IPOODOONMACODDOOD
goobooooon

IDDDDD

Rout er #show i p dhcp bi ndi ng
al l ocate 00:e0:18:00:93:67 192.168.100.3

arp 00: 80: bd: f0: 0a: 46  192.168. 100. 253
arp 00:80: bd: f0: 08:f8 192.168. 100. 254
Rout er #
I ooooon
| 0 O 0 O
gooooooimwrbooooooooooooogon
arp CARPOOODODO@ODOODOO)IPOOOO
status static : OO (hosttable D0 O O)DOOOODOOOOODOOODOO IPODOOO
allocate : IPOO0OODO IPOODOOODODOOODOODHCPOOODOOODOOODOO
agiwpoooo

VAC goOovMACOOODODOOOOoODoOOO
address

|IPaddreS gooiwrodoooooooan

IDDDDDD

show ip dhcp binding [<IPO OO O>]
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IDDDDD
Hou gogo gogon goooo
go
PO oooowooobooooooooovMachoooonon 1Pva 0 0 DHCPO O DO O OO
goooboobobooboboooboiwbooboobgo gooooobo
oog 00 gogn 1
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DHCPO O OOOOOOOOOO00000

DHCP )L—I—o x> hREIZRET B 15 R

IDHCPDDDDDDDDDDDDDDDDDDDDD

Ishow ip dhcp relay discard-packets

DHCPO OO DD OOUOUODHKCPUUODDDOOOOOODDLODOOOOUOboDbObOOOoOogbHCcPOOOO
goePOdbboooobobboooooonbobboooobobbbooooobobboooobooboo
0

I googno

Rout er#show i p dhcp rel ay di scard-packets

BOOTREQUEST (si ze 300 byte)

00000000: 01 01 06 01 69 6e eb 57 Oe 00 00 00 00 00 0O
00 ....innW.......

00000001: 00 00 00 00 OO OO OO0 00 cO a8 Ob 01 00 cO 26
00 .............. &.

00000002: e5 71 00 00 OO0 00 OO0 00O OO OO OO0 00 OO 0O OO
00 .qg..........

00000003: 00 00 00 00 OO 0O OO0 00 OO 0O 00 00 OO 00 OO0
00 ................

00000004: 00 00 00 00 OO OO OO 00 OO 0O 00 00 OO 0O OO0
00 ................

00000005: 00 00 00 00 OO 0O OO 00 OO 0O 00 00 OO 00 OO0
00 ................

00000006: 00 00 00 00 OO OO OO 00 OO OO 00 00 OO 00 OO0
00 ................

00000007: 00 00 00 00 OO OO OO0 00O OO OO 00 00 OO 0O OO0
00 ................

00000008: 00 00 00 00 OO 0O OO 00 OO OO 00 00 OO 00 OO
00 ................

00000009: 00 00 00 00 OO OO OO0 00 OO 0O 00 00 OO 00 OO0
00 ................

0000000a: 00 00 00 00 OO 0O OO0 00 OO OO 00 00 OO 00 OO0
00 ................

0000000b: 00 00 00 00 OO 0O OO0 00 OO OO 00 00 OO 0O OO0
00 ................

0000000c: 00 00 00 00 OO OO OO 00O OO OO 00 00 OO 00 OO0
00 ................

0000000d: 00 00 00 00 OO0 0O OO0 00 OO OO 00 00 OO 00 OO0
00 ................

0000000e: 00 00 00 00 OO OO OO0 00 OO OO 00 00 63 82 53
63 ... c. Sc

0000000f: 35 01 01 3d 07 01 00 cO 26 00 e5 71 Oc 07 53 54
5..=....&.Q..ST

00000010: 4f 4c 32 31 00 37 07 01 Of 03 2c 2e 2f 06 ff 00
o21.7....,./1...

00000011: 00 00 00 00 OO OO OO OO OO OO 00 00 OO 0O OO
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00

00000012: 00 00 00 00 00 00 OO OO 00 00 00 00

#

BOOTREPLAY (size 0 byte)

IDDDDDD

show ip dhcp relay discard-packets [ bootrequest | bootreply ]

IDDDDD
| ooooo | 0000 0000 | 00000
bootrequest | DHCP DDOODODOOOODHP OO0 O0OOO
bootrequest
bootreply D00000000000000000O000 000000
bootren DHCP 00D OO0 DHP 00000000000 | oooooo
Ly 00000000000000000 Ly
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DHCPO O OOOOOOOOOO00000

I pRCP O DO OOUOOoonoooogoon

Ishow ip dhcp relay statistics

DRCPO ODOOODOODODOODOODOODbOODODOObObOObDOODbO

I googo

'Router#shOMIip dhcp relay statistics

recei ved request : O received reply : 0

rel ayed request : O relayed reply : O

di scarded request: O di scarded reply: O
I oooooo

| 0 O | 0 O

received request |10 00 BOOTREQUESTO OO 0000000000
received reply (0000 BOOTREPLY 0000000000000
Irelayed request (00000 BOOTREQUESTO 0D ODO00O00D00N
[relayed reply (00000 BOOTREPLY 0000000000000
|discarded request |00 0 0 BOOTREQUEST 0000000000000
discarded reply |00 00 BOOTREPLY 0000000000000

I goooog

show dhcp relay statistics

I googno

ooooooobooog
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I % DNS #AE(CEI 9 21RER

IDI] DNSOOOOOO0O00O

Ishow proxydns-cache

gobobobobooooobbboooobbobooooooboo
goobooooobbbbuoooobbbbooooobbobooooobbboooopboboo
gooIipcPOOdDDODODNSO IPOOOODODODOOOOO

I googno

Rout er #show pr oxydns-cache
<proxydns cache tabl e>
proxydns v4-v6 on
dns server:
PPPoE1=[ 192. 168. 100. 1, 192. 168. 100. 2]
[ 3ffe:2222:2222:2222: 02c0: 26ff: fe00: e877]
[ 3ffe:2222:2222:2222: 02c0: 26ff: fe00: e876]
[ 0000: 0000: 0000: 0000: 0000: 0000: 0000: 0000]
[ 0000: 0000: 0000: 0000: 0000: 0000: 0000: 0000]
[ 0000: 0000: 0000: 0000: 0000: 0000: 0000: 0000]
proxy =[0.0.0.0,0.0.0.0]
[ 0000: 0000: 0000: 0000: 0000: 0000: 0000: 0000]
[ 0000: 0000: 0000: 0000: 0000: 0000: 0000: 0000]
dns cache tine=[ 86400] sec
dns cache data:
( 0)tine=[85920] sec
| Pv4 addr= [192.168. 25. 1]
| Pv6 addr= [ 0000: 0000: 0000: 0000: 0000: 0000: 0000: 0000]
host name=[ ww. fitel net. co.jp]
( 1)tinme=[86355]sec
| Pv4 addr= [192. 168. 26. 1]
| Pv6 addr= [3ffe:2222:2222:2222: 0280: bdf f: fecf: fOf 6]
host nanme=[ f 120no2. fitel net. co.jp]

Rout er #
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I goooog

| o0 O 0 O

proxydns v4-v6
on

gooNSODOO0OODooooodoiIpvdor IPv6 or DO ODOOODOODO

PPPOEC OO OO DNSOOOO IPODOOODOODOOODNSODOOOIIPOOODO
gooood

goboNSOOoooooooooNSsSgooowpooooboooooooooog
gogn

gOooONSOUOOoOOoooooa/ipveOOOoooobooooboobooooDOd
ood

dns server

dns cache time

dns cache data

I oooood

show proxydns-cache

I googno

ooooooobooD.
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| 557179 r—nicms 2

IDDDDDDDDDDDD

Ishow remote-access
0000000000000 000000000000000000000000000000000

ggdog
I gooono
Rout er #show r enpt e- access
1l:ng count:3 tine: 2nin 48sec src ip:
2002: 901: : 2e0: 18ff: f e00: 9367
2:ng count:3 time: 2mn 48sec src ip: 192.168.100. 254
I goooon
| oo | o0
Ihg count[000000000000000000
tine |[000D0DDO00DOO0ODOOOO0O0O00O0O0O0O0
|src ip ’[]D 0o0o0oooooooooooooooo w/ipveOOooooooooo
I goooon
show remote-access
I gooono

gogoboobobooogoo.
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IDDDDDDDDDDDD

I show access-lists

access-listJ 0 000000ODOOOODOOOO

I gooobooboboboobooboobooboo

Rout er #show access-lists ~1~3999 £TIETEAIRE

Standard | P access list 10
deny 192.168.1.10
permt 192.168.1.0 0.0.0. 255

Ext ended | P access |ist 101
deny udp 192.168.1.0 0.0.0.255 eq donmi n any
deny tcp 192.168.1.0 0.0.0.255 any eq www
permt ip 192.168.1.0 0.0.0.255 any

Rout er #

I ooooboboboboobooboobooo

Rout er #show access-|lists statistics

I nterface nunber packets byt es

lan 1 100 1234567890 1234567890
110 10 100

ewan 1 100 0 0
110 0 0

ewan 2 100 0 0

pppoe 1 100 0 0

dialer 5 100 10 2048

Rout er #

I ooooon
| 0 O 0 O

o0o0o0ooOoDOO000o o000 101000000000 g
Standard IP access list 10/Extended IP |0 0 00O

access list 101 gbooobgoobobooboboobuooboooboobo
goooboboobobooog
permit 192.168.1.0 0.0.0.255 oboooboooboooboobooboboboobobo
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deny 192.168.1.10

gboooboooboooboobooboboboobo

permit ip 192.168.1.0 0.0.0.255 any

OO0oOopooooOglrIrPProtocol O OODOODOOOOO
ooooboooobg

deny udp 192.168.1.0 0.0.0.255 eq domain
any

OO0oOopooooOglrIrPProtocol O OODOODOOOOO
ooooboooobg

IDDDDDD

show access-lists [ <access-list O[>
show access-lists statistics

IDDDDD

1

| Doooo 0000

oogn goooo

access-list |(J000O0OOOOOO
00 o0ooo0ooDoooooo

1099011300 ||IPv4 O
00 1999 oog
10000 1990 1Pv4 O

200002699 (000 ||opoooOoOOoOOOOO
IPveD llD0DO0OOOoOOOoOOODO

30000 3499 000
1Pv6 O
350000 3999 000
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| memseicpms 2

IBDDDDDDDD

Ishow pathcheck

Layer3a0 00000000000

I oooood

Rout er# show pat hcheck
[1] pathchki paddr:192.168.100. 1 status Nornma
fail 2/ 4
success 3/10
route : pppoel
PingTrial :3
Pat hChkl nterval 30 PathChkcount 4
Rest Chkl nterval 30 RestChkcount 10
backup network

1: destination: 10.1.1.1 255.255.255.0
pppoel 2nd dialer 2
4: destination: 10.1.2.1 255.255.255.0
pppoel 2nd dialer 3
I ooooon
| O | 0 0O

I[11

‘LayerS[] oooooooboooo

lpathchkipaddr [Layer3a0000 IP0000000000000000

status

Layer3s0 0000000000000 OODOCOOOOOOO"Normal"ODOODO
gooobodgobD®rror*d 0boobDOoO

fail

gbooobgoooboobobooboboboobbooboboobooobooooo
gooobobooobd

goboobgoob40b000Db0000DOODODOODOODOODLOODODOO
gooobgo 2000000000000 0b00obbo0ob0o0Dgn

SUCCeSS

gooobooobobooobooboobobobooobooboooboobooobo
ooooogoo

goooboobwooobooooboooooobboooobobooogono
gogoobob30buoobooboobuoobooboooonoon

|route

‘D OLayer3a0 000000 NextHopO DD OODOOODOODOO

|PingTriaI

‘1 U0 Layer3dJOOO0OODOOOOODOOD@DODOOOODOODOO
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[PathChkinterval [0 000 000000000000000000

o000 kboobooboobooobooboobooooooooboobooobon

PathChkcount ooooooooooooon

|ReStCthnterval‘D obooboooobooobooboobobobobooob

goooboooobob kBoooooooooooooobooooooboDo

RestChkeount |0 hppppoooooooooooooOOOD

lbackup network [0 0000000000000 0000000000

[destination [00000000000000000

|1St/2nd ‘D gooobooobooboobooboboobooobobobobobobobon

I oooood

show pathcheck

I googno

ooooooobooog
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oooooooooo

IDDDDDDDDDDDDDDDD

Ishow router-group

oooobooobobooboboooboobg

I goooog

[Rout er # show rout er - gr oup

groupi ng enable group ip address 192.168.100.1

no. pref. | P addr Mac addr free ch conn | P addr
1 1 192.168.138.20 aabbccddeeff 0  192.168.200.1
IDDDDDD

| o o 0 0O
00000000000000000000000000

grouping 000000000000000000 enabled000000000000000
0000 disableD 0000000

group 1p 00000000000000 IPO00O0O0O000000

address

no 000000000000000000000

ot 0000000000 OFITELRet-F120 0000 0000000000000000

pret. 00000000000

b addr 00000000000000000000FITELRet-E3000 IPOO0O0O0O0000
0000000000
0000000000 0000000000FITELnet-E3000 MACO OO O OO OO

Mac addr
000
00000000000000000000FITELNet-E300000 BOOOOOOO

free ch
00000

conn 1P addr (DD ODOOOODODO0DOOODOOOOOD IPOOOOOOO0000

I oooood

show router-group
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IDDDDD

goobooobooogooon
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QoS/CoS 000000

| Qos/cos #teizma 21838

IQOSDDDDDDDDDDDDD

Ishow gos interface

gobobobobooogogeeSUnboooooobobboooooobooo

I goooodg oDooooooobgooogonog

Rout er #show qos interface lan 1
LAN

QoS is ENABLE
QoS type PRIQ

I goooog 0o0o0ooogn

Rout er #show qos interface ewan 1 status ct
Class status ctl
class is CONTROL CLASS
priority O
nsec_per _byte 312500
gqueue |length 28
l[imt 30
sent packets
136 packets
103728 bytes
drop packets
16 packets
8240 bytes

I ooooogd QsOnoooogoogon

Rout er #show qos interface ewan 1 filter host
CBQ cl ass host
ver. | Pv4
protocol O
src addr 192.168.10.1
src mask 255.255. 255. 255
dst addr 192.168.100.1
dst mask 255.255. 255. 255
src port O
dst port O
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I goooog

| 0 O

| 0 0O

QoS is enable

gbobooobooobgoobeSsOobonooobooboboonoooboon
QesUIDUDOO0UODOOD enableD0IDOODOOODOODOO disableDOOODOO
O0DO00O0Ob0O0b0O00Oreaedy0 000D ODOO

|QoS type

lQoSOODOOCB or PRIQDIDOOO DD D

Class status
ctll

gbooboobgoog

|Class is

‘D gboooooboooooooobooeooon

|priority

‘D gooooooboooboobo

|nsec_per_byte

‘1 oooooooooboooon0O0bO0ObOODbDOoceBOOOO

|queue length

[boooooooooo

|queue limit

‘D gboooboobooooboooboobg

sent packets

gboboboobooobooboobooboooboobooboobobooonoog
gboboooboooboon

drop packets

gboboboobooobooboobooboooboobooboobobooonoog
gbooboooboooboobooooo

heﬁodcmmt

‘D ooooboobooboobooobooboprPrIQDODO

|CBQ class host

‘D gbooobooboooboboooboobg

|ver.

‘D goooooooomwroboboooboobon

|src addr/mask

‘D goboobooboobooboobooboobooboo

|dst addr/mask

‘D gboobooboboobrobo0obOoOoDbOon

lsrc port D0D0DD000000D0000000000000
ldst port PoooooooooooooOO0OO0O0O0OO0000
IDDDDDD

show qos interface [ <00 OO0 O0OO> ] [ status | filter ] [ <O 0O 0O0O>]
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QoS/CoS OO 00000

IDDDDD

looooao || 0oon 0oon 00000
00000 [s0000000000000000 (000000000 [00000000oo
0oo sfsis)sfsislsls 0 0000000000

status S Qo
status | 0000000 O0OOOOOOOOO 0000000000
filter oooo0o0ooooooooooo ||| 0000 Hoo

filter (DO OO

0
0000000000

OO00 |[Do0oo0O0ooO0Oooooooo |- S
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I UPnP #£REICREY D15 HR

IUPnPDDDDDDDDDDD

I show upnp

upnPO O 0O0O0OOOOO0O0OOOOOO0

IDDDDD

Rout er #show upnp
UPnP protocol is enabled, | GDL.0 is enabl ed.

IDDDDDD

show upnp

IDDDDD

ggbooboooboooodgd
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UPnPO OO OO0OO0O0

UPnP [

godd

Ishow upnp statistics

upnPOODOOODOOOOODOOODOOOO

I googo

Rout er #show upnp statistics
UPnP protoco

0 SOAP requests

0 SOAP action requests
0 SOAP action rejects
0 SOAP action fails

GENA subscri be
CGENA subscri be

0
0
0 GENA current subscribers
0

GENA event s

i s enabl ed.
0 SSDP announcements
0 description requests

requests
expires

I ooooog

O

O

o o

UPnP protocol is enabled.

upnPOODOOODOODOO

0

SSDP announcements

Advertise 0O O O0OO0OOO0OO

0

description requests

description0 00D O00dOooOOdOO

SOAP requests

SOA PO O 0O0DOUOO0O0OODOobOoooobOooono

SOAP action requests

SOAPO O 0ODOOD0O0DOO0ObObObOObDOODO

SOAP action rejects

SOAPO O ODOODOO0ODOO Ooboboobooo

SOAP action fails

SOAPO O O00ODO0OOO0OOD0O ODoOobOoboooogo

GENA subscribe requests

GENAD OO DOOOOOobOooDbOo

GENA subscribe expires

D000 expired0000OOoOonOO

GENA current subscribers

obooooobooobooDbo
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|0 GENA events

gobobbooooboooboo

I gooobo

show upnp statistics

I googo

gooooooooon
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UPnPO OO OO0OO0O0

UpnPO O OOOOOOOOOOO

Ishow upnp subscribers

upnPOODOOODOOOOODOOODOOOO

sunmary OO0 0000000000000 0O0O000OO0OO0O0DOO0O00O000O000bO0bOO0bOo0oDbOon
gboboooboo0obooboob wL oboboboooobooboobo
goboboooboo0owLobooobgooooboo0o wveobgoobooooboooboobooo

I ooooo
Rout er #show upnp subscri bers
Servi ce Nane Remai ns Event s Subscri ber
-------------------------- T Ty Sy
WANI PConnecti onServi ce: 1 123 0123456789 192. 168. 100. 100: 33333/
WANComonl nt er f aceConfi g: 1 123 0 192.168.100. 100: 33333/
Layer 3Forwar di ngServi ce: 1 122 10 192.168. 100. 100: 33333/
WANI PConnecti onServi ce: 1 95 22 sone. donmmi n. com 222/ event : 1
WANComonl nt er f aceConfi g: 1 95 0 sone. domai n. com 222/ event
Layer 3Forwar di ngSer vi ce: 1 94 0 sone. donmi n. com 222/ event
WANI PConnecti onServi ce: 1 - 12345 zoo. donai n. com 333/ event

I oooooo
O 0O O 0O

Service Name |0 O OO OO0OOO0OOOO

Remains gboobooooooboon

Events gbooboooboooboobon

Subscriber |O00000O0O0O0OO

IDDDDDD

show upnp subscribers [summary]
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IDDDDD

goooo oogo oogo goooo

summary goooboboooboobooboD|summary (D0O0D0DO0O0DOO
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UupnPO OO OOOOOOOoooon

Ishow upnp port-mapping

upnPOOD0ODOODOO0ODOOODOOOOODOOODOOO
sunmary OO0 0000000000000 0DOO0DOO0ODOO0O0OOO00OO0o0ObOo0bO0oboboobooDOg
goon

I googo

Rout er #show upnp port - mappi ng

cient i Port Prot ePort Renote Remai ns St at us

192. 168. 100. 100 33333 TCP 22222 123.234.132.213 999 Enabl ed
192.168. 100. 101 22222 UDP 11111 0.0.0.0 0 Enabl ed
192.168. 100. 103 3333 UDP 3333 0.0.0.0 - Di sabl ed

I ooooog

o oo d

Client (DO IPODOOODOODOODOOO

Prot

gboobooooooboobo

export

gboobooooooboobo

Remote

gboboooboooboon

Remains

gboboooboooboon

Status

gooboooboooboobod

I gooobo

show upnp port-mapping [summary]
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IDDDDD

goooo oogo oogo goooo

summary Joo0oboOooooooooooooosummary (DO00OOOO0OOOOOOOO
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ooooooooooooonno

BE e

R BRI I D15 R

IDDDDDDD

[

Ishow elog

goobobobooooooboboboooobobobogo
reverse 0000000000000 DODOOO0O0O0OODOOOO0OO0OoLDbOODbDOOOoobDbObDOOO
gobobboogooobooon

IDDDDD

Rout er #show el og

000 0000: 00: 00. 00 2004/ 10/ 12 (tue) 13:39:21 0 00000000 00000000
#BOOT[ V0O. 13-101104] SI DE-B. frm Sl DE- B. cf g

IDDDDDD

show elog [<O0 000 elogd> | reverse]

IDDDDD
ooooo oooo DED ogoood
DDDDelogDDDDDDDDDDDDDDeIogDDDDDD1D64 OO0 elogOOoOn
O O0ooO0ooooo oo0oo
reverse gooooooooooobooobooonoodn |lreverse EBEDDDDDDD
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IDDDDDD

I show tlog

oooobobooboboobooobobooobooobooo
reverse 000000000000 O0O0O0O0OODOOOOO0ODOO0ODOODOODOOOOOODOOD
gboooooooboon

IDDDDD

Rout er #show t | og

027 0000: 00: 00. 00 2004/ 10/ 11 (non) 17:47:48

#BOOT[ V0O. 13- 101104] SI DE-A. frm S| DE-A cfg

Rout er #

0 00000000 00000000

IDDDDDD

show O log [<O O OO tlog 00> | reverse]

IDDDDD
oooono oooo DED oooono
DDDDtlogDDDDDDDDDDDDDDtIogDDDDDD1D32 000 tlogO OO0
0 OoOooooooao oooo
reverse O00o00obo0oooouoooboo0oboOouooOon (reverse EEEDDDDDDD
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ooooooooooooonno

IDDDDDDDDDDD

Ishow slog

gooopboobobooobooboobobooobooobooo
gboboooboooboobobooobooboobobooboobooboo

IDDDDD

[Rout er #show sl og
000 0000: 00: 00. 00 2004/ 10/ 12 (tue) 13:39:21 0 00000000 00000000
#BOOT[ VOO. 13-101104] SIDE-B.frm SI DE-B. cfg

Rout er #

IDDDDDD

show slog [ <O OO0 slogd> ]

IDDDDD
goooo oogo DED ooooo
goof DDDDDDDEDDDDDDSIOQDDDDDDD1D512DDﬂslogDDDDD
slog O gooooooo goof
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oooobbogggd

I show flog

oooobobooboobooboobooonog

I googo

Rout er#sho fl og dunp

000 0000: 00: 00. 00 2003/ 09/ 30 (tue) 21:49:01

E. d..<..].4..

00 .4....... L......
00 ..... 4w, .. ... ...
00 ......... 4.... ..

00 ............. 4.

0 00000000 00000000

#BOOT[ VO1. 05- 093003] SI DE-A. frm SIDE-A cfg
001 0000: 00: 34. 82 2003/ 09/ 30 (tue) 21:49:36 15 00000000 00000000

101 P EWAN2 in UDP 192.168.0.1:520 192. 168. 0. 255: 520

000 45 00 01 60 64 c6 00 00 3c 11 83 5d cO 99 8a 01

010 cO 99 8a ff 02 08 02 08 01 4c 00 00 02 01 0O

020 00 02 00 00 cO 99 77 00 00 00 OO OO 00 0O 0O

030 00 00 00 02 00 02 00 00 cO 99 87 00 00 00 0O

040 00 00 00 00 00 OO OO0 02 00 02 00 OO cO 99 88

050 00 00 00 Od 00 00 00 00 0O 00 00 02 00 02 00

I gooobo
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ooooooooooooonno

IDDDDD
ooo

oooono ooono . ERERERERE

O0000o00oOo0o0oooooooooooon oooooooooao
dump dump

oo dump OO ODOOOO
oooo O00o0o00oo0oooooooooooooa 10108 Ooo0gflogOOOooo
flog O O00000oO0o0oooooon 000

Oo00oOooOoooo

reverse gooo0obooooouoooooobooooon reverseDD
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IDDDDDDDDDDDDDDDDDDDD

I show mailinfo

ooooboobooboobooboboooDon

I googo

Rout er #show mmi | i nf o

event count

send success count

tcp connection error count
smtp error count

send error count

dns error count

Rout er #

[cNeolNoNeNoN

I goooog

| 0 O ] 0 O

levent count 00000000 0000000000000

lsend success count Doooooooooooooon

|tcp connection error count‘D gooobooog ST DO0O0000OoOoobOboooooooo

|Smtp error count ‘D goooboooo st DO0O0O0OO0O0OO0ODOOO0ODOOODOOO

lsend error count Doooooooo0oO0000

|dns error count ’D goooboogosmipOObDoobooooNsOOonoDoooooog

I goooog

show mailinfo

I googo

gboooooobooD.
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SSHOOOOOOOOOoomo

SSH H—/\B4EEICRE I~ 5 1B

oboobuoobooobobooood

Ishow crypto key ssh

gobobobboooooobobboooobobbboooooobooboon

I oooob1b000000

Rout er #show crypt o key ssh

Key pair was generated at: Wed Aug 25 16:33: 37 2004

Key type: SSH1-RSA key (1024 bits)

Key Dat a:

1024 37 12772534120769135066289150792309840111648281534514544731686136218951608
43044904213682540536789086520254565572684022004016847398243985350532823236365642
27876860354412087293610505425713690960267198676386325574400038454973935082512455
245314464684014409208693476592049989548538242242663246414887970518807433817189
Fi ngerprint: 59:0d:9c: ab:87: 7a: e3: 3c: 37: ba: f 7: d1: c2: 0f : 54: 02

Rout er #

I 0oooo 2000 fingerprint(DO0O

Rout er #show crypt o key ssh fingerprint

Key type: SSH1-RSA Key

Key sizes: 1024 bits

Fi ngerprint: 59:0d:9c:ab5:87:7a:e3:3c:37:ba:f7:d1l:c2: 0f:54:02
Rout er #

147



IPsec 00000000000 FITELnet-F120

IDDDDDD
O O o O

Key pair was generated at |00 00000000 OO0OO

Key type gooooooooooogod

key size gooooooooooogo

Key Data gooooooooooogo

fingerprint 0000000 DO0OO00O0OD fingerprintd
IDDDDDD

show crypto key ssh [fingerprint]

IDDDDD
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goooo

fingerprint||key type,key size,key Data0 000000
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SSHOOOOOOOOOoomo

ssShoooobogogogoadd

Ishow ip ssh

ssHOODOOOOOoooooog

IDDDDD

Rout er #show i p ssh

SSH Enabl ed-version 1.5
Aut hentication retries: 3
Response timeout: 120 secs
Exec tinmeout: 5 m nutes

Rout er #
IDDDDDD
o O o 0O
SSH Enable ssHOOOOOOOOOOOOoO
version 1.5 SSHOOOOOOOO SSsHOOOOoOoooooooouoooogo
Response timeout SsSHOOOOOOOOODOOOoOoooooooooooo
Authentication retries |00 0000000000 OO0OO0O0O0OOO

IDDDDDD

show ip ssh

IDDDDD

goobooobououggon

149



IPsec 00000000000 FITELnet-F120

sshHooouoboboooooooon

Ishow ssh

ssHOOOOOOOooOooobooooo
statisticsU O O0O00O0O0O0OO0OO0OODOOO0OOODOODOOOOOODO

IDDDDDD ssHOOODOoooooo

Rout er #show ssh

Total Sessions Active sessions Reject sessions
2 1 0
Rout er #

No. Version Encryption Hash State Renot e Host
1 1.5 3DES- CBC None Session started 192.168.100.1

IDDDDDD sSHOOOODOOOOoooo

[Rout er #show ssh statistics
Total Sessions Active sessions Reject sessions

2 1 0
Rout er #
IDDDDDD
o 0O o 0O
No. 00

Version ssHOOOOOOoOooOooobooooo

Encryption (0000000 OODOOOOOO

Hash gbooobobobobobooboobd

sssO0o0oooobooooooobooooboobooooobooooDOoDO

State Session initiating|[SSHOOOOOOOOODO000000000000O

Session started O0O000oOoobooooa
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SSHOOOOOOOoOooon

Remote Host (D 0O OO0DODOOOOO SSHOOOOODOO wpPOOOOOODOOOOO

Total SSHOODODOOOODO SSsHOOOODODOoOoOooooooobOoooooooooooo
Sessions oO00o0oooOoOooOoag

OO00o0ooooooogossHoooooogoo
00000 SSHOOODOOODOSession initiating 00 Session startedd 00 00O
oooo

Active

sessions

oooobgossHOoooooooooooooo

Reject sSHOODODOOOODODOoOooOoobOooOoomobooobossioooooooooon
sessions sSHOOOOODOOoOooOoooobooboossHoooooooooooooooo
gooobooboboboobooboobobooobooobooobobobOoboboon

I ooooog

show ssh [statistics]

I goooo

goooo oogo goooo

statistics |0 00000000 0ODO|SSHOOOODOOOOODOOOODOoOoO
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| ERETXEMEICET 215

oooobbogggd

Ishow remote-maintenance ssh

o00ooooo0oo0oooooooooooo
O0O00000000Oremote-maintenance ssh 000000000 OOOO0OO

IDDDDDIDDDDDDDDDDD

Rout er #show r enot e- nai nt enance ssh
SSH r enot e- mai nt enance i s enabl ed, remai ni ng 9: 58( nm ss) .

Rout er #

IDDDDDZDDDDDDDDDDDDDDDD

[Rout er #show r enot e- mai nt enance ssh
SSH r enot e- mai nt enance i s di sabl ed

Rout er #

IDDDDDD

show remote-maintenance ssh

IDDDDD

goobooobooogooon
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NN 2y A REICBE T SR ER

obooobogoon

Ishow packet limiter status

gooobgoboobooboboobuooboooboobo

I goooo

Rout er# show packet
Current:
status: Nor mal

configure: 50,000
counter now. O
start: 2004/ 10/ 26
passage: 1:01:30

start factor: clear command

limter status

17:32: 36

I oooooo
o 0O o 0O

O000Do0o0o0oooooooooo
Notactive U0 D DDO0OO0000D0ODOO0OOO0O0O0ODODOOOOOOODOO
Normal oooo

status
Al 000000000000 oDo0ooooooooog oD onDog

ert
ooono

Bombard O00o0o0ooOo0ooDbO0o00ooooDoOooooOobOoooooooDoDod
00000O0000ooooDoOo0b0DOb000o0oooDD10024 0000000000

start O00o0Doo0o00oooooDoDooooooooboooon

factor Boot 0000000000 ooooooon
Normal O00000000ooOooDOo0o0oooooooo
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Clear command

00000000000 clear forced disconnect packet mobile 101
gooooooodoooogoooo

Configuration

obobooobooobooboooobooboobon

configure

gboobooboooboobgoog

counter now

gboooooboobooboboooo

start 00oo0o00oOo0oDbOo0bOoDOoOooOoobooooDon
passage goooopoooooa
I oooonog

show packet limiter status

I googo
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oooooooooooooooon

ooooboood

Ishow packet limiter history

oooobobooboobooboobooonog
gboboboo700bO0O0bO0o0bOOoOoOoOobooon

I googo

Rout er# show packet limter
Current:
st at us: Nor nal

configure: 50,000

counter now O

start :2004/10/26 17:32: 36
passage: 1:01:30

Hi story[ 1]:

| ast status: Nor nal

start factor: Nornal

end factor: clear conmand
configure: 50,000

counter |ast: 4,000
start: 2004/ 10/ 25 20:32: 36
end :2004/10/26 17:32: 36

start factor: clear conmand

IDDDDDD
O O O O
D0000000000000000000
status Not active [0 0000 OD0OOOOOOODOOOOOOOOOOOOO
last Normal ogoo
status N D0000000000000000000000000 9%00000
ert
0000
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|Bombard ‘D oooobooboboboooobooopooboobobobooboon

oooobooooboboooooboobooboooboobo1ob24b0opooDo
gbooobgoboooboobooobobooboobooo

Boot gooobooboboobooobon

start Normal 0000000000000000000000

factor

00000000000 Cclear forced disconnect packet mobile 10
Oo0oooooooooooooo

Clear command

Configuration| D00 O0O0O0OOOO0OCOOO0O0DODOOOOOOOODOO

gbooobobobobobooboobd

Normal goooboobobob24a000000

end factor 0000000000 Oclear forced disconnect packet mobile 10
Clear command
goo0oO0oO0oO0oOoOoOoOooOoooo

Configuration D OO0 O OOD0OOO0OOOO

configure |00 O0000O0DOOODOODOOOOO

counter
now
000o00o0o0oo0oooooooooooo
counter
last
start 0000000000000 000000o0ooooooo

passage goooooooooo

I gooobo

show packet limiter history

I googo

ooooooobooog
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| 57— noz7icmt aime

IDDDDDDDDDDDDDD

Ishow file firmware

gbooobooboooboobooboboobon

IDDDDD

S| DE- A: VALI D (Active) | D: WAKATO EXTI D: XAF4 FI RMVER: VO1. 00 FI LE

VER: 112301
SIDE-B: VALID (Ilnactive) ID: WAKATO EXTI D: XAF4 FI RM VER: VO1. 00

FI LE VER 112301

IDDDDDD

| 00 | 00
|SIDE-A/SIDE-B  [SIDE-A.frm0 SIDE-B.frn 00000 00

oooobooobobooobooobobboomboobooboooboobooobo

VALID OOOINVALIDODODDOODOO
INALIDO OO ODOoOoooooooboobooooooooboono

gooobooboboboobooboobobooobooobon
ActiveU O OODOOOOOOODOOInactivel O OOOODOOODOODOO

ACTIVE/INACTIVE

liD lDoooooooODO0000

[EXTID Dooooooooo wooooooo

VER 0000000 0000D00000000

[FILE VER EEEEEEEEEEEEEEE
IDDDDDD

show file firmwvare [ <COO0O00O0OOOOOOO> ]
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IDDDDD
loDoooo 0000 0ooo ooooo
SIDE-A.frm 0
00000 |RO0O0OO00OOOOOOOO0 (|[SIDE-Afrmi o 0000000000
00000|00000000000000 S=sfo oo ||FEEoooooo
00 afuinlulufals - - 0000
SIDE-B.frm 0000

IDDDDDDDDDDD

FITELnet-F1200 00000000 OOO0ODOODOOOOOODOOO0ODOODOOODOOODODOODOODO
gogd

000000 SIDE-A.frm™"SIDE-B.frm"0 00000000 OFITELnet-F1200 0000000

O0bo0boooobOoboooooboooooobOonoOogn FITELRet-F1I2000000000000O
gboboobooboobooooobooooboon

158



ooooooonoo

| EEmAICET 5155

IDDDDDDDDDD

I show running.cfg

gogboobooooooboobooogd

I googo

Rout er #show r unni ng. cf g

CLI V00. 6x 2001/ 12/ xx

I LAST EDIT 14:55:57 2002/ 06/ 19
I LAST REFRESH 00: 00: 00 0000/ 00/ 00
I LAST SAVE 14: 55: 59 2002/ 06/ 19
]

p route 0.0.0.0 0.0.0.0 192.168.138.1

i
!
interface ewan 1

ip rip receive version 1

i p address 192.168. 138. 64 255. 255. 255.0
exit

interface lan 1

i p address 192.168.100.1 255.255.255.0
exit

!
router rip

network 192.168.138.0 255.255.255.0
redi stribute connected

version 1

exit

|
end
Rout er #

I oooood

show running.cfg

I googno

goobooobououggon
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IDDDDDDDD

FITELnet-F120 00 00000000000000000000000300000000
lrunning.cfg (0000000000
working.cfg 00000000
lboot.cfg [DDOODODOOOD

OO OFITELnet-F120 O O OSIDE-A. 0 OO OSIPE-B.O DO OO0 DOOOOOOD200000000000O
gpooooooo
gooobooobOoboboboobooboobooboboobooboboboTsave"doooonO
goooon

goooboobobooobooobobobooboooboobooboboooboobo
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ooooooonoo

IDDDDDDDD

I show working.cfg

gogboobooooooboobooogd

I googo

Rout er #show wor ki ng. cf g

CLI V0O0. 6x 2001/ 12/ xx

I LAST EDI'T 14:55: 57 2002/ 06/ 19
' LAST REFRESH 00: 00: 00 0000/ 00/ 00
I LAST SAVE 14:55:59 2002/ 06/ 19
|

p route 0.0.0.0 0.0.0.0 192.168.138.1

i
!
interface ewan 1

ip rip receive version 1

i p address 192. 168. 138. 64 255. 255. 255.0
exit

interface lan 1

i p address 192.168.100.1 255.255.255.0
exit

!
router rip

network 192.168.138.0 255.255.255.0
redi stri bute connected

version 1

exit

|
end
Rout er #

I goooog

show working.cfg

I googo

goobooobououggon
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IDDDDDDDD

FITELnet-F120 00 00000000000000000000000300000000
lrunning.cfg (0000000000
working.cfg 00000000
lboot.cfg [DDOODODOOOD

OO OFITELnet-F120 O O OSIDE-A. 0 OO OSIPE-B.O DO OO0 DOOOOOOD200000000000O
gpooooooo
gooobooobOoboboboobooboobooboboobooboboboTsave"doooonO
goooon

goooboobobooobooobobobooboooboobooboboooboobo
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ooooooonoo

IDDDDDDDDD

I show boot.cfg

gogboobooooooboobooogd

I googo

Rout er #show boot . cf g

I CLI V0O0.6x 2001/ 12/ xx

I LAST EDI T 14:55:57 2002/ 06/ 19

' LAST REFRESH 00: 00: 00 0000/ 00/ 00
I LAST SAVE 14:55:59 2002/ 06/ 19

|

ip route 0.0.0.0 0.0.0.0 192.168.138.1
|
interface ewan 1
ip rip receive version 1
i p address 192. 168. 138. 64 255. 255. 255.0
exit
interface lan 1
i p address 192.168.100. 1 255. 255. 255.0
exit
!
router rip
network 192.168.138.0 255.255.255.0
redi stribute connected
version 1
exit
|
end
Rout er #

I goooog

show boot.cfg

I googo

goobooobououggon
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IPsec 00000000000 FITELnet-F120

IDDDDDDDD

FITELnet-F120 000 0000000000000000000000300000000
lrunning.cfg (0000000000
working.cfg 00000000
lboot.cfg [DDOOODODOOO0

OO OFITELnet-F120 O O OSIDE-A. 0 OO OSIPE-B.O DO OO0 DOOOOOOD200000000000O
ggboooboogad
godbobobobuouoogobbobuooobbooooooobobuouogdgbvsave"™ddoonboog

gooooo
boot confizurat ion .
Tave restore
SIDE-f.cfz » boot.cfz working.cfg l running.cfg
—.
[oad ref resh

SIDE-B.cfg T T

reset
gooo0obooooouoooboobooooooboooboobooobooooooooboa
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IDDDDDDDDD

Ishow file configuration

ooooboboboboobooobobooonog

IDDDDD

SI DE- A1 (Active) LAST SAVE: 14:32:33 2003/03/07
SI DE-B: (lnactive) LAST SAVE: 14:32:33 2003/03/07

IDDDDDDD goooooopooogn

| 0o ] 00
SIDE-A/SIDE-B |[SIDE-A.cfg0 SIDE-B.cfg 000000 0

gooobooboboboboobooboobooboboonbog
ActiveU O OODOODOOOOOOODInactivel OOODOODOOODOODOO

|LAST SAVE DoDoDoDoDD000000D0000

‘ACTIVE/I NACTIVE
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I goooog 0D0o0o00oooogog

Rout er#show file configuration SIDE-A. cfg

CLI VO00.6x 2001/ 12/ xx

I LAST EDI'T 14:55:57 2002/ 06/ 19
' LAST REFRESH 00: 00: 00 0000/ 00/ 00
I LAST SAVE 14:55: 59 2002/ 06/ 19
I

p route 0.0.0.0 0.0.0.0 192.168.138.1

i
!
interface ewan 1

ip rip receive version 1

i p address 192.168. 138. 64 255. 255. 255.0
exit

interface lan 1

i p address 192.168. 100. 1 255. 255.255.0
exit

]
router rip

network 192.168.138.0 255.255.255.0
redi stribute connected

version 1

exit

]
end
Rout er #

I goooog

show file configuration [ <OO0OOOCOOOOOOO> ]

I googno

| goooo oogo opogo

gooon

00000 200000000 OOOO0 SIDE-A-CngDDD

SIDE-A.cfg 0 O

oooonb |[bobooOoboooboobgon

00 mEN _
SIDE-B.frm 0000

SIDE-B.cfg 0 O

obooooooon
gooooooo
oo
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oooooooooo

IDDDDDDDD

FITELnet-F120 000 0000000000000000000000300000000
lrunning.cfg (0000000000
working.cfg 00000000
lboot.cfg [DDOOODODOOO0

OO OFITELnet-F120 O O OSIDE-A. 0 OO OSIPE-B.O DO OO0 DOOOOOOD200000000000O
ggboooboogad
godbobobobuouoogobbobuooobbooooooobobuouogdgbvsave"™ddoonboog

gooooo
boot confizurat ion .
Tave restore
SIDE-f.cfz » boot.cfz working.cfg l running.cfg
—.
[oad ref resh

SIDE-B.cfg T T

reset
gooo0obooooouoooboobooooooboooboobooobooooooooboa

167



IPsec 00000000000 FITELnet-F120

| 5200 —zim3 2188

IDDDDDDDDDDDDDDDDD

Ishow tasktrace actives

goboobooooooobooooboobooboo

I gooon

Rout er #show t asktrace acti ves
arp send

arp recv

snnp requests

Rout er #

I oooood

show tasktrace actives

I gooon

goobooobooogooon
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oooooooooonnon

IDDDDDDDDDDDDDDD

Ishow tasktrace statistics

ooooboboboboobooobobooonog

I googo

Rout er #show t asktrace statistics

total nsg(613), nonbl ock-dropped nsg(0), filterd nsg(576)

consol e node(on), |evel (debug)

tel net node(on), I|evel (debug), msg(20)

buf f er node(on), msg(30)

sysl og node(on), |evel (debug), nsg(7)

| oggi ng node(on) elog |evel (warning), slog level (notice), tlog |evel (err)
vpnl og level (info), flog |evel (none)

el og set = off,slog set = off,tlog set = off,vpnlog set = on,flog set = off

IF filter(lan set = off,ewanl set = off,ewan2 set = off

pppoel set = off, pppoe2 set = off, pppoe3 set = off, pppoed set = off
pppoe5 set = off)

I agoooon
| 0 O ] 0 O
|t0tal msg ’D ogoooodoooooooooooobooooooon
Inonblock-dropped nsg ([0 00000000000000000
[filterd msg DOODo0DODDO000000000000000000

Odooooooooooooooooooooooooooooooon

console mode gooo

onJ0O0O0O0OD0ODOOODOOO

TEINTOODODOOODOOODOODOOOODOOOOOooboooooo
telnet mode goooboobobooobooobgon
onJ0O0O0O0OD0ODOOODOOO

gooobooboboboobooboobobooobooobon

buffer mode onODOOOOOCOCOOOOSshow tasktrace buffer DO O OOOOOOO
0000000000000000000

lsyslog mode SYSLos 00 00000000000000000000

level ElEGEEEEEEE R

Imsg 000000 000000D0000000000

lelog level 000000(00000000000000
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lelog set 00000 |00000000000000000000
1P filter EEEEEEEEEEEEEEEEEEEEEE R

I oooood

show tasktrace statistics

I googno

ooooooobooog
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oooooooooonnon

IDDDDDDDDDDDDDDDDDDD

Ishow tasktrace buffer

oooobooboboobooobobobobooooDon

I googo

Rout er #show t asktrace buffer

total nsg(613), nonbl ock-dropped nsg(0), filterd nsg(576)
consol e node(on), |evel (debug)
tel net node(on), I|evel (debug), msg(20)
buf f er node(on), msg(30)
sysl og node(on), |evel (debug), nsg(7)
| oggi ng node(on) elog |evel (warning), slog |evel (notice)

tlog level (err),vpnlog level (info),flog | evel (none)
el og set = off, slog set = off, tlog set = off
IF filter(lan set = off,ewanl set = off,ewan2 set = off

vpnlog set = on, flog set = off

pppoel set = off, pppoe2 set = off, pppoe3 set = off, pppoed set = off
pppoe5 set = off)

% trace[ NETWORK: 7] (15:36:02 03/03/2003) vif 1, recv
type 00000800 len 114, id 00125800
MAC. 08:00:20:0f:fb:cl -> 00:80: bd:cf:f1: 00 type IP
| P.  158.202.232.002 -> 192. 052. 138. 064, tos 00, len 100, ttl 254, prot | CWP
| CMP: type echo reply code 0

IDDDDDD

| 0 0O | 0 O

[total msg EEEEEEEEEEEEEEEEEE R

Inonblock-dropped msg (00 0000000000000000

[filterd nsg DooooooDoDoO0O0O0O0O0D00000000000
D00000000000000000000000000000000

console mode oooo
on00000000000000
TEINTOODO000000000000000000000000000

telnet mode 000000000000000000
on00000000000000
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IPsec 00000000000 FITELnet-F120

gooobooboboboobooboobobooobooobon

buffer mode onODOOOOOCOCOOOOSshow tasktrace buffer DO O OOOOOOO
D000000000000000000

lsyslog mode sysLos 00 00D000000000000000000

level Doooooooooooooooon

Imsg PooooooooooOoOO0D0O0O000000

lelog level 000000 |[00000000000000
lelog set 00000 (00000000000 000000000

|IPfiIter |IPDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
ooooooooooooooooogoooooooo
%ttrace 000000000000 tasktrace-manager buffer tracing 0 00 00O

ooooboooon

IDDDDDD

show tasktrace buffer

IDDDDD

ooooooobooog
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oooooooooonnon

IDDDDDDDDDD

I show ttrlog

oooobobooboobooboobooonog
gboboboobooobooboobooooboooboobooobon

IDDDDD

Rout er #show ttrl og

% trace[ NETWORK: 7] (15:50:42 21/08/2002) vif 2, send
type 00008863 len 30, id 0011e000
MAC: 00:80:bd:cf:fl:0a -> ff:ff:ff:ff:ff:ff type PPPoE
PPPOE: code 09, session_|ID 0000, len 10
Rout er #

IDDDDDD

show ttrlog [ <O O OO ttrlog 0> ]

IDDDDD
goooo gogo DED googo
goog DDDDDDDDDDDDDDttrlogDDDDD1D500DDDttr|ogDDDD
ttrlog O goooooobooo goooo
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| $B021EHRE

oooobod

I show report-all

FITELnet-F1200 0000000 DOOO
000" report-all » 0000000000000 OOOmore 0000000000 DOODOODOODODO
goobbooooboboobobooooobbtbooooobboooooobbobboooobbbooa
goobboooon

I googno
Rout er #show report - al
[1ine]
[LAN 1 port 1]
Li nk : down
Xove : MOl (auto)
Aut o :oon
Speed : ---
Duplex : ---
Rout er #
Rout er #
I oopoooo

show report-all

I gooon

goobooobououggon
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ShOW 8CCESS-TISTES « v v vvrrvreneeannnn 125
SNOW GRIAS + -+« v v rvreoe e 8
ShOW DOOT.CFG v v emrreeeee e 163
ShOW CAlENAAE « -+« + v v rree e 6
show crypto ca certificate ------------- 111
ShOW Crypto ipsec sa -« ----www-----n-- 103
show crypto ipsec-log -« -« oonn 112
show crypto isakmp policy - ------------- 105
show crypto isakmp sa - ----cooveeeee e 101
Show Crypto Key Ssh - -«-weeveeennnnnnn 147
show crypto multi-path --------ovvveeees 113
show crypto redundngy - - :-cveeeee e 114
show dhcp 1ease -« -« -xrrrrrmeeeanns 98
ShOW @10g « -+« 141
show file configuration -« -------------- 165
Show Fille FIrMWare « -« -« voveereeonen- 157
ShOW FIOG <« e 144
ShOW RESTOFRY « -« eeeeeeeee e 10
show interface dialer ----------vvvvveee 20
ShOW TNTErface EWan -« -« oreeoreeonens 14
Show Fnterface Ban -« -« vccrreeomeeanens 12
show interface loopback -« ------vvvvvvve 22
show interface mobile --------ovvveevnen 18
Show Fnterface NUIT - ««-ccvoreeeneeanen. 24
show interface pppoe -« en 16
ShOW ip @rp <« rrrrmme 67
ShOW ip bgp <« 73
show ip bgp community-info -------------- 76
show ip bgp neighbors -« -« mnn-- 77
show ip bgp paths - --rrrrreeeanns 80
Show ip bgp SCaN - xrrrrre e 81
show ip bgp SUMMAry -« -cwwevernns 82
show ip dhcp binding - -« -« ens 117

show ip dhcp relay discard-packets ------ 119
show ip dhcp relay statistics----------- 121
show ip interface dialer----------------- 62
show ip interface ewan-----------------e 60
show ip interface lan:---- - - - vovoeen- 56
show ip interface loopback - -------------- 63
show ip interface PPPOE + <+t 58
show ip nat translation----------------- 115
ShOW ip Protocols -« -« rrverreeereeaen. 69
show ip resolver-cache---------+-----vvv 84
SNOW i Fip- v 71
SNOW P FOUTE -+ v oreev oo 65
SNOW i SSh- v e v 149
show ip stateful-packet------------------ 85
show ip traffiC - - r e 86
show ipv6 interface ewan----------------- 30
show ipv6 interface lan------------------ 26
show ipv6 interface loopback------------- 32
show ipv6 interface pppoe---------------- 28
Show ipv6 Nd ra- -« rrrrrrreem e 34
show ipV6 neighbors ...................... 36
show ipv6 prefix-list----- - - voeonn 38
Show ipVB Protocols -« -« - v rrrvmeee. 42
show ipv6 ripng .......................... 43
SNOW IPVB FOUTLE - -« - o v evv oo 40
SNOW IPVB FOULErS -« v v vvv e 45
show ipv6 stateful-packet---------------- 48
show ipV6 traffic -« - - - vt 50
show mailinfo:--------+ e 146
SHOW MUIEEFOUEE - -+ s s v e e eieans 100
show packet limiter history------------- 155
show packet limiter status-------------- 153
show pathcheck « -« -+« v evvrrreeaeeeaens 127
SNOW Processes Cpu -« -« ««w---rrremrreee 1
Show proxydns-cache - -« --reeeeenn- 122
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show
show
show
show
show
show
show
show
show
show

show
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FEMOTE-ACCESS « - - v o rrorroneonenn 124
remote-maintenance ssh ------------ 152
repOrt-all - -xrrrremenn 174
R 9
FOUEEr—QroUp -« wwveren 129
FUNNING.CFg -+ w oo e rree s 159
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GG - 150
tasktrace actives - 168
tasktrace buffer ---------oooee 171

show
show
show
show
show
show
show
show
show
show

show

tasktrace statistics--------- -0 169
thg ............................... 142
ttrlog ............................. 173
UPNP - - = mme e 134
UpNp POrt-mapping -« -« -« r-vv-- 139
upnp statistics -« o 135
upnp SUbSCribers -« -« - ceeeeeeenn 137
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