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| #BEE—F~ADOBITITE

ILnNs s or—z8eE—"F

I interface lan

LAN A > 2 7 = —AREET— RIZBITLET,

I BEF 1 LANA VR T —REEE—FICHITT D

Router (config) #interface lan 1
Router (config-if lan 1)#

I avy RFEK

interface lan 1

I/\"%;‘—’Sl

INTA=HFTHY A,
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| PPPOEA >4 T T —RBEE— K

I interface pppoe

PPPoE A % 7 = — A EE— NIZBITL £ T,

FITELnet-F140 |%, 24 ® PPPoE A > X 7 = — A& O LN TE £,

PPPoE A ¥ % 7 = — AFKEE — RITBITT HBEIL, PPPoE A ¥ 7 = —ADFE S (1~24)
EEELET,

I FXEHI1 PPPOE A LB T —RBEE—RIZHITT S

Router (config) #interface pppoe 1
Router (config-if pppoe 1)#

interface pppoe <PPPoE &F&>

I/\"%;‘—’Sl

NS A—4H BREAR EREEEE HRREFDIE
PPPoE # & |PPPoE AR— FDOE S AEE L4, |[1~24 A A Af
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JEWANS o8 D —RBEE—F

I interface ewan

EWAN A 2 7 = —AREET— NIZBITLE T,

F—# U AR— KT, EWAN A > X 7 =—RA L PPPoE A & 7 = —ANMIFETHZ LIXTE
FH A, WHTOREN SN TS E, eloglZ lewan and pppoe interface duplicate set]
LENN, A HE T 2—ANEEBLET A,

I EF 1 EWAN A 23 D —REBEEE— FIZBITT S

Router (config) #interface ewan 1
Router (config-if ewan 1) #

I:l?‘/ FERK

interface ewan <EWAN FS>

I/\"%;‘—’Sl

NS A—4H BHALNES ERTEEIRE HIREFDE
EWAN &5 [EWAN R— FOBBEEELET, [1~2 BIEASH]




BREE— F~DBITI~vF

l=1L1o802—28%E—F

I interface mobile

ENRANAVHET 2= AREE— RITBITLET,

I%EM1 EWAN f > 2 Dz —REREE— FIZ#TT S

Router (config) #interface mobile 1
Router (config-if mobile 1)#

I:l?‘/ FERK

interface mobile 1

I/\"%;‘—’Sl
INTA=RTHY £ A,
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| 51v5—1087—28EE—

.

I interface dialer

dialer £ > % 7 = — ABZTEET— FICBITLET,

Noen sovnzyoiso—mrE—rBats

Router (config) #interface dialer 1
Router (config-if dialer 1)#

I/\"%;‘—’Sl
NG A—%H BREAR REERR  HEREFDIE
W T — 7 v AK S |l T &2 sl 3 5 &5 1~20 BWEAST]
I%i%—h
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DAV R PELTS vl

I interface loopback

N—T Ry I BT 2 — ABEET— NIZBITLET,

I BEF 1 W—TNv YA T —AFEE—FIZBITLET,

Router (config) #interface loopback 1
Router (config-if loopback 1)#

I:l?‘/ FERK

interface l|oopback 1

I/\"%;‘—’Sl
INTA=RTHY £ A,
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fRiPH—ERBEE—

.

Irouter rip

RIP —ERAREET— NITBITLET,
RIP OEFEETE T2 NVET,

refresh 2~ FRIZAMIZ /D3~ R TT,

I FREM 1 RIPH—ERBEE— RICBITLET,

Router (config) # router rip
Router (config-rip) #

I:l?.‘/ FERK

router rip

I/\"%;‘—’Sl

INTA=HTHY A,

Loozezannuse

RIP i CE A,
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I router ospf

OSPF H—E AR EET— R~BITLET,
no ZE LA IEL, OSPF —E AR EET— RO TOREEZZ VT LET,

refresh 2~ FRIZAMIZ /D3~ R TT,

I REM 1 OSPF H—ERBREE—F~ABITLET,

Router (config) #router ospf
Router (config-ospf) #

I:l?‘/ FERK

router ospf

I/\"%;‘—’Sl
INT A—=HTHD FHA,

I CDREEITHEWNGE
OSPF Zffifl4 5 Z ¢ N TE EH AL
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| BGPH—EXRBEE— K

I router bgp

BGP h—EAREET— NIZBITLET, WUSEFERET)
BGP — B AR ETE— l TlX. E-BGP/I-BGP ODET DT RL AR, KT FJ B a— M
WMAERTLET,

BN b RETHIZ, 16 7 TY,

refresh I~ RBICHANZ D a< 2 R TT,

I EHI 1 BGP H—ERBEE— FICHITT S (B AS FS5=64512)

Router (config) # router bgp 64512
Router (config-bgp) #

INSA—4H BRERNR EREEE HREEFDIE
HAS &R BIEEMOAS FSEEELET, |[1~65535 EHREART]

boozezannuse

BGP i CE A,
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| RIPne—ERBFEE— K

I router ripng

RIPng h—E AR EET— FR~BITL £ T,
RIPng OEFEREZEIT/RNET,

Iﬂiﬂ1 RIPng 4 —ERBEE— KIZBTT S

Router (config) # router ripng
Router (config-ripng) #

I:l?‘/ FERK

router ripng

I/\"%;‘—’Sl

NTA=HFTHY FHEA,

Loomezannuse

RIPng Z#fif CE £ A,

I%E%—P
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I Route-MAPEREE— K

I route—-map

Route—map XEE— NIZBITLET,

Route-MAP &%, /b— MEMDOEZEFRMEOEZELZFHEMICHE L TE LD TT,

J— MEROETZE SR EZE R L % "natch " CHE L., EZET DL — MEHE set
"CHRELET,

no route—map 5 L7251, Routemap TRX/E LIZNAZT XTI U T LET,

I %EH1 1 Route-map &=map1 @ Route-map &BHEE— FIZ#BITT 5

Router (config)# route-map mapl permit 1
Router (config-rmap mapl permit 1)#

I:l?‘/ FERK

route-map <Route-map &> <BM> <—4 U RXE B>

I NG A—4
INS A—4 HEAR R EEIE | BRREFDIE
B HHEiN—T 477 a b2V T, Routemap &4 | i
Routeman &1 |y 2 OABRC Y £ e
= — > S INE A 3 : 72 :
o D)— b~~~ TR T 5 )EME (permit) 720 |permit

I, FEAILARVEME (deny) ROMEISE LES, |deny | DT

Sk AR [l Cv— b~y 70T, BROBEEZITR OG5

B 2. BHRORMEERRELET, 1~65535 |4 WA A]

- =

DT DE TN, T ARG TT,

Loomzsanniss

AR ORI 2 TE WG ERH Y 7,
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I Route-map E¥#A
Route—map DFEHNZ DWW TEHBA L £,
Route-map (X, V—T 4> 77 v hard, /T A —2 OHRME - REEHEHRO7 452V
VT DIEDITER L FET,

I1§|]1 BGP TIL&ET A;mAIF. A vy (MEDfE) Z#5 & L7=Ly

FITELnet-F140 TIX. I HHE LR WEAIEIMED 7 F Y B 22— K ZAH18-31C BGP O 7
v 7T — MERZBA L ET2, Routemap ZFHATHZ &Ik MED 7 R Ba— %
DIFCTBP DT v 7T — Ml HI N TEET,

I%E%—P
BAREE—F
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| DHCPH —/\E2 % £ —

.

I ip dhcp pool

DHCP H— "R EE— NIZBITL £ T,
ARILTE D LAN/EWAN2 A > # 7 = — AT, ARLE@E % DHCP H— 3 & U THE T 2356 1TIERRE
MNLETT,

DHCP ¥— pfE L . DHCP J L —o— Y = v MERBIZILFETE EH A, WMTORTEN SN
TWAEAIE, DHCP U L—x— = o MERED TR SN E T,

FRERF LAN A 2% 7 1 —RXTDHCP H—/\#EeEZERT 5 7=6IZ, DHOP H—/\EREE— FIZH
795

Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #

INTGA—5 RERNE REFH | AHFOE

Z lan 1 £771% ewan 2 2> HIER L FE 9, ewan 2 WA AT

I CDHREEITHEWNGES
DHCP H— \BERE A T £+ A,
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I DHCP Hr—/\#gE & (2

( )
DHCPTIP7 KLRZEIY LTS

0000

N y

DHCP - — " HE & 1%, DHCP (Dynamic Host Configuration Protocol) Z{#ifi L T. LAN
LR (PC) IZIP 7 RLUAZREDOIFEHRAZEID Y CTHHEIETT,
FITELnet-F140 @ DHCP #— “#He T, LN DIEFREZ BT H I ENTEET,

cIPT7 RLAR/ VT Xy h~ A7

«DNS H— "D IP 7 RL &

T ITFIV T =T =2 ADIPT RL A

« NAAL A

FITELnet-F140 Ci%, DHCP J L —x=— = > MMEREL R — L CWEd, DHCP J L —=
— v MERBIZ., BEN T — TR0 TIER < A DHCP Y — RIZRWEbE L7
BIERETT, MFOEREN SN TWDHEAE, DHCP V L—x=— T = > MERENAINIZRD £
T
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P67 FLRT—LBEE—F

I address—pool ipv6

IPv6 DT RL AT — L EZIRETHT-0IC, IPv6 7 RL AT — L EE— RICBITL £,
HEHHREN D DAL, 7—W4 Tsort LT, —HBLHEDT FL AT —/LOBRFINTR
£,

I BREBI1 IPV6T FLRTLEREE—RITBTID

Router (config) #address-pool ipvé 1
Router (config-address-pool-ipvo6) #

I avy RFEK
address—pool ipv6 <7 KLRA T—IL%&>

I/\"%;‘—’Sl
K5 A—4 LERE nEnE | SBREBOE
T RLAT A |7 B AT AT AR L £ ii%“wm |

Loomezannuse

IPv6 7 RL A — )LD ENTZEH A,

I%E%—P

BAREE— K
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IDHCPv6 HSAFURTATFAILEEE—FK

I ipvé dhcp client-profile

DHCPv6 77 A 7 > b & LTEMET ZBEOKFH/ T A — X OFREEITH . DHCPv6 7 T4 T
Y RTu T FANREET— RICBITT S0 Da<r R T,

I EXEHI 1 DHCPV6 2 S A 7 R TAT 7 A ILEEE— FICHITT S

Router (config) #ipv6 dhcp client-profile dhcpvé
Router (config-ipv6-dhcp-client-prof) #

I avy RFER
ipv6 dhcp client-profile <O/ SA 7 T T7A4ILED

I/\"%;‘—’Sl
NS A—4 BENE R | HEREFDIE
IIAT R REELT D DHCPVE 7 T AT b7 T 7 (16 SIFLAND | o
Tz ANE A NVHERRELET, S :

I CDREEITHEWNGES
DHCPV6 7 Z A4 7 > " EfiHTHZ ENTEERH A,

I%E%—F

EAREE— K
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I key-chain®— F

! key chain

RIP2 OEBFEZ AN T 572D D key—chain T— NIZEITL E7,
key—chain OFREIL. F—4 WL E L TITR\WET, key—chain £F— F T, ¥—OfFH%
BEL, A X 72— ADRIP2IZEATAHRET, HHIT I 4B ELET,
Router (config)# key chain keyl
Router (config-keychaim)#t ~— [_| 2

I%im1 T —ZMMN"keyl" TH B key—chain E— FIZ#ETT 5

Router (config)# key chain keyl
Router (config-keychain) #

I avy FEHK
key chain <*x—&#>

I INS A—4
INTGA—4H BEAR R EEIE | BRREFDIE
RIP2 TR DHF— (RAT—FR) OLFA X
F—F | T2 —AREE— FTERT 42D T, b |- HREAR AT

DRFTWARNZ LTS EENY,
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I RIP2 MEBFEIZDULNT

RIP2 Clid, FREF—IC KD FEEITWV, BHTCEX AL —X DN —T 4 LV TERTH D
MEIMWEFIET LN TEET,
T OFREEX— NI A RIP2 DIEHRIZ, V—T 4 7T — 7B L EE AL

FERD RIP2 IS A FRREDIEHICIX, LT D 2 FEH A H Y £,

- simple password — (BXE ST F A FOIEH)

*MD5 digest (REINTZTFA NS MG CRHE ST —H)

AREEE T, RIP2 ORBFEZH AT H5E1E, RIP2 ZEHT A0 72— ADA 2 F T =
— AFRETET— ND”ip rip authentication” =~ KT, key—chain THRET D F—L a5
ETHETHELET,

Router (config—=if lan 1)#ip rip authentication key—chain keyl

F—BH
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| ~oro52

.

SEE—

on

I event-class

AR NI TAREET— FITBATLET,

refresh 3= FRIZAMIC/ D 2~ FTT,

I REM 1 ICMP H S REEE— RISHITLET,

Router (config) #event-class 1
Router (config-event-class 1)

I:l?‘/ FERK

event-class <A/ R F 9 S REB>

I/\"%;‘—’Sl

INT A—H BRERNE REEIE HEREFDIE
AR NI TAZZG AN N TABGERELET, [1~100 |[EIEAFT
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ERANCPEYS: s

.

Ievent—action

ARV RNT 7o arFEEET—RIIBITLET,

I%EM1 AAUFTPH LI VBEE—FISBALET,

Router (config) #event-action 1
Router (config-event-action 1)

I:l?‘/ FERK

event-action <A RV r7H L3 0F8SD>

I ING A—4
NS A—% BREAR EREEIR | HEREFDE
A2k o [ N I
Ty a R ARVENT 7 aryBFEREERELET, 1~100 24 WA ]
I%i%—h
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|~ reydgEE—"

I event-map

AR Iy TREET— FICBITLET,

I BEHT ANV I Y THREE—FICHBITLES,

Router (config) #event-map
Router (config-event-map) #

I:l?‘/ FERK

event-map

I/\"%;‘—’Sl

INTA=HTHY FHEA,
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|mwoaxﬂi%—P

I icmp—class

ICMP 7 T AR EE— RIZBITLE T,

refresh 3= FRIZAMIC/ D 2~ FTT,

I REM 1 ICMP H S REEE— RISHITLET,

Router (config) #icmp-class 1
Router (config-icmp-class 1)#

I avy RFEK
icmp—class <ICMP & 5 XR&ES>

I/\"%;‘—’Sl

NS A—%H BRERNE ERTEERHE HIREFDE
ICMP 7 T A% 5 |[ICMP 7 T AHZ SR E L E T, [1~100 [ElgAn]
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| /52~y rgeE—"

Iclass—map

I IAR Y THEET—RIBITL, NI 74w 72T 7377 AT 2ERLET,
7T ATy TRET— FTIiL, match ip & L <1, match ipv6 a2~ RlZk->ThrT77 4
v 7 DEESENFRESNE T,

B DOEMENEE S NT-5E . match-any DHEIC L > T, BEOSMEN OR S&fEL 725
2. AND SR & tgE SN E T,

IPv4/IPv6 OEVNC L VR E SN~ 2 RS LWL 2 RBEAIE. FBEsn=44
TR SN DO TR, RENLEHESET,

refresh A~ FRIZAMITAR D 2~ FTT,

I REB1 VFRAIYTHREE—FABITLET,

Router (config) #class-map video-class
Router (config-class-map) #

I:l?‘/ FERK

class-map <V S AT Y T4 >

I/ﬁ’%)‘—ﬁl

INTG A=A RENE REEHHE HERFF DB
U IARyTH |\ TARy TEMERELE T, |16 LFLUN DT | B WA ]

I COBREFTHHRWNES
PIGAR T D N T T 4 v 7 DGEETOVERA,

Iﬂi%—F

HAREE— K
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BPEPACEL 5l

Iaction—map

Trvar<vy TREET—RFNIIBITL, T 74 v 7k B5T 7 arEZERLET,
%ﬁ%ﬁ’iofﬁf FENZWT I3 R0, IPvA/IPv6 OIEWC L WV RES LT =2
RREZE Lo L H 726, BESNTT 7y a il snE7,

refresh 2~ RGIZHEGNC /B o~y RTY,

Doen 7502~y omes—rmrts.

Router (config) faction-map stream-action
Router (config-action-map) #

I:?ypéﬁ

action-map <72 3oy 7L >

I/\"%;‘—’Sl
INSA—4H BREAR Bkl HREEDE
Tovarvwy T \Trovarvy T ERELET ;?%uﬁﬁ HWEAA]

I DEEFITHHRWNES
T a N TERINEY A,

I%E%—P
BAREE— K
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| Kus—<yrgeE—"

Ipolicy—map

R == TRET—RIIBITL, VA T THELIEN T 7 40 v 7 2% L
T, EOX O REAZIT/R O EERLET,

ZZTHRELERY =<y T EANNITHITIE, KA U F 72— AREE— RT,
“service—policy input/output” =~ R TEEEL £,

T, HREEEZRY V——T 4 7T 5851%, “service-policy local” <2 KT
Bk L E9,

refresh 2~ NEZIZENC/ e ha~vr RTT,

I FEF 1 R —< Y TREE— FABITT D,

Router (config) #policy-map stream-service
Router (config-policy-map) #

I avy FERK

policy-map <policy-map—name>

I INTA—4H
INTGA—4H BRERNE REERFE | AHIREFDE
) . B 16 X7 |,
policy—-map—name |policy—map—name Z %7€ L £ 9, D3| B MEATR]

|courznbuise

RV == T OFREEITI ZENTEETA,

Iﬂi%—F

HAREE— K
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| IPsecf V4 I T —RABEE— K

I interface ipsecif

IPsec f v X 7 = — AZEE— RIZBITLET,

I SEHI1T IPsec 4 VB T —REEE— RICBALES.

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#

I:l?‘/ FERK

interface ipsecif < IPsec 4/ 42 71 —REE >

INTG A—5 REAR REHHE  HEEFDE

N . P =i =, N Sk
s T e |Psec AV ST 2 ABGEARELET, | 1~100 R A
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|wm4>971—xﬂi%—P

I interface vlanif

VIAN A > & 7 2 — AEBEET HT-90I10, VLAN A VU 7 = — AR EET— FIZBITLE T,
VIAN A V27 =2—ATlL, BTHTY w27 —7L, i35 VLAN-TAG fEE DR E %
TWET,

I BREH1 VLANA VR Tz —RBEE—FABITLES,

Router (config) #interface vlanif 1
Router (config-if vlanif 1)

I:l?‘/ FERK

interface vlanif <NVLAN 1 >4 7 = —X&ES>

I/\"%;‘—’Sl

NFGA—4 RERNE REHE | EEEEFOE
VLAN

s e WNAVIT =2 ABBEEELET,  |1~16 WA T
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BREE— F~DBITI~vF

REE—F

on

B CERCERID)

Icrypto ca identity

FEAED Y 7 22 M 2B T 5 BT, BHOEMERET DLERHY £,
AKa<r FTE, GEHEDY 72X F2EKT 5 ETO, AFOEREZEET D7D,
BAEAE (BH O ID) REE— FIIBITLET,

IEQEWH BEFIAE (BSD D) REE—FICBITTS

Router (config) #crypto ca identity
Router (config-ca-identity) #

I avy RFEK

crypto ca identity

I/\"%;‘—’Sl
INT A—=HTHD FHA,
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EET—LBIEH— F5I T4 LXI—25 FITELnet-F140

| IKER Y S—B T E— K

Icrypto isakmp policy

Internet Key Exchange RU v — (VPN ET L D7 =2— X1 xdvz—va UV HORY &~
DO N EHRETHZDIC, IKERY —REET— RICBITLET,

refresh 2~ RGIZEGNC /B o~y RTY,

I REGI1T IKERYS— GRYL—FS: 1) REE—FICBITLET,

Router (confiqg) fcrypto isakmp policy 1
Router (config-isakmp) #

I:l?‘/ FERK

crypto isakmp policy <policy EE>

I/\"%;‘—’Sl

INTGA—5 REANE REEHE HREFOE

: o [IKE R Y & —DF S ELET, N o .
POy B | - pygep sy v —psericin g, |00 [FHET

I%E%—F

BABEET—F
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BREE— F~DBITI~vF

el s agEE—F

Icrypto map

VPN ET LDV I X IEHROT N EFRETH5I, VPNE L7 XEEET— RIZBITL
\iﬁ—o
REDOEIX, BV 24, — T U ABREERELET,

refresh 2~ RGIZHEGNC /B o~y RTY,

I BEHI1 WNELIABREE—K (LD 2B : Tokyo) [CRITLET,

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #

I:l?‘/ FERK

crypto map <L RAEZH <O—H U REBD

I/\"%;‘—’Sl

NS A—4 BENE SEEE | HEREOE
VPN B L7 Z D4 FREHE L E T,
PPPoE A > % 7 = — AR EET— R/EWAN A > ¥ 2 16 3
VLI AT o — AR EE— RT, AT VPN LY $®£&?fﬁﬁzﬂ
BEBELETOT, bhr T WAL
TS,
V= AR T ERELET,
Sl A B LT — A L AEE L LR R A E P
= WUCHT 5 L DETRE LA s b |11 AT
L/iﬁ—o

I%E%—F

EAREE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

| PsectmmREE—F

I crypto security-association

IPsec #RE MR D, HHES A VEFZRET H7-OIT, IPsec FHREE— FIZHATLE
ﬁ—o

I RIEHI 1 IPsec BIBIHREE— FICBITLET,

Router (config) #crypto security-association
Router (config-crypto-sa) #

I:l?‘/ FERK

crypto security-association

I/\"%;‘—’Sl

NTA=HFTHY FHEA,
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BREE— F~DBITI~vF

I |[PsecO Y E&— K

I crypto ipsec-log

”SPI no match”, “block type discard” = Z iyl KON, vpnlog 3Efl v 7 H /1 % il
B+ 572912 IPsec v /' E— NIZB{TLET,

refresh 2~ > FRIZAMIZ /D3~ R TT,

I BEMF 1 IPsec AT E—RISBITLES,

Router (config) fcrypto ipsec-log
Router (config-ipsec-1log) #

I avy FERK

crypto ipsec—log

I/\"%;‘—’Sl
INT A—=HTHD FHA
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I EthernetsfEE€— F

Iline

Ethernet A ¥ % 7 = —AZDN T, JRE/F 2 7' L v 7 2 /MDI/MDI-X ORGEZETT2 9
Ethernet #EE— FIZBITT 272D a~ > FTH,

refresh 2~y RGIZENC /B o~y RTY,

I REHI 1 EWANHI R— FDOREEITHES E— FICRITT S

Router (config) # line ewan 1
Router (config line ewan 1) #

I/\"%;‘—’Sl
INS A—4H HREANR REEIE  ARREFDME
RERITIROMPA B 7 = — 2B IR L E
.ﬁ—o
> — - S lan 1
e LAN A > % 7 =—A (SW-HUB4 7~ \
i7&71w2 lan 1 — 1) ewan 1 |[HWEAT]
ewan 1 |EWANHL 7K— K evan 2
ewan 2 |EWAN#2 R— K
IEQEFE—-F
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BREE— F~DBITI~vF

JHTPo S 70 rEE—

Ihttp—client

.

ZAF 2 v DNSHEREICBIT 5 HTTP 27 A 7 o hORBEEFTR D HITP 7 T4 7 v NRE
T RNIIBITT 270D a~r FTT,

refresh 2~ RGIZEGNC /B o~y RTY,

I BEHI1 HITP US4 T7 2 FEREE—FIZHITTS

Router (config) # http-client 1
Router (http-client 1) #

I avy FER
http—client <HTTP 2 S 4 7> &S

I ING A—4
NG A—H BHANES REEIE  AREBOE
HTTP 7 5 A |EREEIT/RHOHITP 7 A4 7> FEEAZER L .
yULEE 2 I~16 | ERAT
I%E%—P

EARREE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

| PPPoE#E4E
| PPPoE £ BT B - DEE

I pppoe server

PPPoE B FOL4FERE L E T, ZOREIL, DNVSLTWAHERE L T E0,
PPPoE i T 2HE 15, ZORENLEIZRY 7,

IEQEEWH Y DMEFRMZE” A-Provider"ICERET B

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe server A-Provider

I avy FERK
pppoe server <IEFEAEF BN

I/ﬁ’%)‘—ﬁl

NS A—%H BHANES R E S HRFEDE
PG AH T4 FR |PPPoE $5f6ifH F O 258 L £, (20 STFLIN O SCTH A 1A Af

I COBREFTHHRWNES
PPPoE 2MEEF C& WA,

I C DERFEIXAIfFEON DD ?

B FORE S BT B0 O4TCT, 70/ F BT 7200 5T A— 4 Tl
&) @ i“@.‘/l/o FITELnet*FV}O “C“fi\ WH%“&: 5 'tz D4 j‘/ S :/0) PPPOE %%UEE—’VG% i,@‘(/),c\ j/)i)\
DT WK D ITLFRE DT D HIMORETT,

I%E%—P

PPPoE A &% 7 = — ARTEE— K
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PPPoE t#5E

I pppoe account

TaRA ENBIRESHE2—WID ¢ 2T — RERELET,

I EFESFI 1 2—4 D [Z F140@xxxxx. ne. jp, /SR J— KIZ f140pass ZEFET 5

Router (confiqg) #interface pppoe 1
Router (config-if pppoe 1) #pppoe account fl40@xxxxx.ne.jp fl40pass

I:l?‘/ FERK

pppoe account <a1—4 ID> </RRXTJT— K> [{secret | private} [encrypted]]

I INS A—4
ING A=~ BRERAS RTEEIF  HRERDIE
. TN ENBIEESN, 22— 1D Z&E |127 XTFLL .
SR [ o> s |
. TR EnbIRESNTS, NRATU— RERE 32 XFLL |,
FAT=E N e Mo e [
INA T — R &N d 5 BRI A -8 2 i
T 50, EEBEAN SEAFEHT I EREL
E P INAT— R
secret || er [EHIET DBCSAMESRERAT | [T el
private % private -
R T e
P A5
INAT — R VIR T 5008 9 I ERRE L
4, oA TvarEMmTLZ ik, AT — R
erntod RAT — RiFREBALE A L HE S E T, encrvoted kT
P secret £721%, private EHAGHETHEHT P —x L LT
HT-8, secret. private OFRENDNENIES WNFETA

IX. encrypted ZFEETH Z &K ETA,
X1: ZDoFFvavid, BETHETSKAEDERY, RRUY— RS LI TER
X1 encrypted 7 a VAEHBIRICAIIENE T,
2 NARAU— RRBRIZHEBALERDBR AL, COF T a v ERETAHILERDY 7,

I CDHREEITHEWGE
T, BICERT A LR TE EE A,

Iﬂi%—P

PPPoE A > % 7 = — AKTEE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I pppoe auth-accept

PPP OFRFE~7" @ =1L (CHAP or PAP) ZfREL E,

BEIL, T F ORI =g NIV RELET, TS FtOoRrT T —
¥a Y OFERITHE ) A 1T auto” ZHEE L £,

TaNA TN, AR R AV ORERR B LA, BEET e ha L EEE L T EE
AN

IEQEWH PPP OFBEETE FOLZEBE (RIPT—2 3 VICHS) £TB

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe auth-accept auto

I BEGl 2 PPPOREETO FILEPAPEREET D

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe auth-accept pap

I:l'?‘/ FEHX

pppoe auth-accept <EREEF 70 kLD

I

NS A—4
NG A—4 HEAR REEE HEREFDIE
WAL~ k2L (CHAP or PAP) ZEE L E7,
auto |CHAP X PAP Z HE TR L £, auto

WEE T kv chap BWEA AT

pap

chap |CHAP & & LF T,
pap [PAP[EEE LET,

Lcosesnpnusea

auto TEMMEL £,

IEE%—F

PPPoE A v % 7 = — AR TEE— R
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PPPoE t#5E

Ipppoe interface

PPPoE A % 7 = — A L WHAR— b (EWAN 1~2) ZBEE-SIT£9,
FITELnet-F140 1%, 24 ® PPPoE A v & 7 = — A& FoZ L TXx £,

X F—ER—PFC, EWANA X7 x—RA L PPPOEA v & 72— ANEHFETAZ L1

TEEHA, MHFORENINTWND L, elog il lewan and pppoe interface
duplicate set] &E N, AV FZ 7 2—ARNEBEHLERA,

I Ex7EHI 1 PPPoE 6 Z EWAN 2 TEEAT S

Router (config) #interface pppoe 6
Router (config-if pppoe 1) #fpppoe interface ewan 2

I avy FERX
pppoe interface <EWAN 7R— k>

I/ﬁ’%)‘—ﬁl
ING A=A BRENE SRESHE  AREBOE
PPPOE A > % 7 = —AZEIN Y CH, WEKR—
. ZIEELET, 1~2 =
EWAN A — b none ZIEE LT~ A > X 7 =— A TlL. PPPoE Zff |none AT
HT&EEHA,

I:@%EEﬁqu%ﬁ

EWAN 112 1~4, EWAN 212 5 EHHESIT S TWET,

Iﬂi%—F

PPPoE A v % 7 = — AR TEE— R
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Ipppoe service

=AM ERELET, BFITREOLEITH Y £H A,
TanNAZ L) AL EBEINTGAEDORARENLETT,

I BEMF 1 H—ERLFE LT xxxxx.ne. jp ZHET D

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe service xxxxx.ne.]jp

I:l?‘/ FER

pppoe service {H—EXZ#D

I/ﬁ’%)‘—ﬁl

INTG A=A RERNE REEH HESEF DB
P—E AL | — ERALTRERE L ET, |20 LFLANOSTFF] A AT

|courznbuige

RERLERY 9,

Iﬂi%—F

PPPoE A v % 7 = — AZRTEE— R
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PPPoE t#5E

Ipppoe type

PPP D IP I haLTIP T RLADY VA NaT 50 LA ERELET,
SR OBEE1F host L3R E L. IP8/IP16 ™ L 517 LAN BlEks 083413 lan L3R E L

£,

Iﬂiﬂ1 PPPOE # LAN 2 T T 5

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe type lan

I:l?‘/ FEH

pppoe type <IEfEZ A >

I/ﬁ’%)‘—ﬁl

INTGA—5 RERNE

Wetge 4 A 7 PPPoE Ok % A 7 %48 E L £9,

I:@%EEﬁbEu%ﬁ

REFE | AFOE

host
lan

BT

host & L CEMEL £79°,

I MimsRE ) TLANE) &%

MR 13, IP T RLUANR 1T EID Y TENDIRRE,

BEEHD L ToNDBERER L E T,

I%E%—P

[LANZS ) (X, IP 7 RLAn

PPPoE A &% 7 = — ARTEE— K

45



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I pppoe ncp

PPPoE HfGERFICfE 9% NCP Z5% E L 9, ipcp @ & L IPCP %, ipvbep D & X%
IPv6CP %, both ® & XX+ DM S #EH L £9°,

I EXEHI 1 NCPIZ IPCP D#H# FHfRd 5

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe ncp ipcp

I:l?‘/ FERK

pppoe nep <HFETO k3 )LD

I INS A—4
NS A—H BREAR SRESHE  AREBOE
PPP |%& ifk4+2% 71 h=av (IPv4, IPv6) %15
ELET, .
21l 1pcp
qii%]\:j 5 ipcp |IPv4 ZHfkL £97, ipv6ep WA
7 / ipv6ep |IPv6 Z A0k L £ 97, both

both |IPv4, IPv6 DX 7% Hfk L £,

I COBREFTHHRWNES
IPCP ZfEH L E T,

INCP EFx-

NCP (Network Control Protocol) &%, PPP DA 7 3 o T, PPP ¥ A& CillE
T57a harEHETHEdicrdve—yvart57e harcd,
PPP (%, F9LCP (Link Control Protocol) 12k V. ZDPPP ZED X HIHFHTAHHD %
T — g o FITV, LCP ORI —2 g UK T Licth, o ko7 e haiis
TooRTm—3 5 (NCP) Z{T72W\WE1,

IPv4 Z 3@ 729121772 9 NCP % IPCP, IPv6 Z i@ 728124772 9 NCP % IPv6CP & W\ Ed,
il z X, PPP Z st T AAHFICK LT, IPCP DY 7 A M EEE L, HESTATRED L AR A
(ACK) Z#={Z L7=8-/1C, PPP [T IPv4 OIRENAIREIZ 2V £,
Z 2 CORKEIL, PPP _ETIPv4A/IPv6 D EH L (B D WIEM ) OWEEZIT20 =g
RELET,

I%E%—P

PPPoE A > % 7 = — AKTEE— K
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PPPoE t#5E

I ip address

PPPOE A > X 72— AD P T RLAEH TRy h~RA 7 EZFEELET,
PPP T, 7 FLAZEIV B TENS T —ATiE, REOKNETIH Y THA, TufF K
D, BRETDHT RLAZIEESINTZHAICHETE L TLIEEN,

I REMB 1 PPPOE1 D IP7 KL X% 158, xxx. xxx. 1/24 [ZERET S

Router (config) #interface pppoe 1
Router (config-if pppoe 1)#ip address 158.xxx.xxx.l 255.255.255.0

I:l?‘/ FERK
ip address <IP7 FLA> <H TRy kTR

I/ﬁ’%)‘—ﬁl
RS A—4 LERE DEEHE  LREBOE
. A BT 2 —AZENYTHIPT KL A |IPv4 .
YL A BIFA LT
e ERELET 7 L gpst [
s IPv4 "
TRy hw AT [(F TRy hw A7 BELET, " E W]

7L AR

I%E%—F

PPPoE A v &% 7 = — AHEET— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I Ip name-server

TN NS ERHTENINTWAIGEIZ, 7 e/ X B S L7z DNS H— 30 TP
T RL2Z AN LET, ERTOBMBLNESIT. FELRLS THhEVERA,

HEFM1 TONAEINASDINSH—/ D IPFRFLRELT, 7S54<") DNSH—/1:
158 xxx. xxx. 1. A4 1) DNS H—/\ : 158, xxx. xxx. 2 M @EN s f=

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip name-server 158.xxx.xxx.l 158.xxXxX.xxXX.2

I:l'?‘/ FEH

ip name-server <DNS 7 KL X>

I ING A—4
INTA—4H RERNRE SR E AEEDE
. TN, BRI DNS = "D T K |IPv4 .
\I/X . N % ~
NS 7 LA || g 7 kLo (AR

3 DNS 7 RLUZADEBHEEZ, AA LB 22 TERICRY £, T TIZ, 229AHNE
NTWAHREBTISBEUBREANLTHORELES L2 9,

I:w%iiﬁbﬁu%%

PPP THETEXZRVESIE, U Y AN - 5 DNS Mfe il Cx £/ A, 7277 L., AR
EE— F®D ip name-server, proxydns default name-server 2=~ RREIINTWHE
Bl 2L LDEHRELEH L ET,

F7-. PPP THETEBEAIT. FHLEZINS H—R"D IP 7 RLAZFIHL £,

IDNS i AT e

DNS (% Domain Name System OWET, RA R4 5H IP T KL A (F721320w) 2 LT
FTUARATFADI L TT,

TDVATFLEADEDIZ, KA RLE IPT RLUADMALSDOETFT — X R—ANHFIEL, +
DF—=HRXR—=2ZZEDORA DI L%, DNS — R nET,

DNS Br—R(Z, HRFORARNE IPT RLADOEE DY T —H RX—2Z2H > TWnWbbl)
TIER<, BODET 2 RAAL U OMAEDLEDORERA L, DNLRWEA NOY 7
A T TEGAIL, o DNS —NIZfWEbE 5 LW oA E R > TVET,

I%E%—P

PPPoE A > % 7 = —AKEE— K
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PPPoE t#5E

Iip mtu

PPPoE A > % 7 = —ADO MU EZfEELET,
7 1LY ADSL £7-1LB 7 L vV %4 L T PPPoE Z 4k 23551, MTU £ % 1454byte &
DRELSTDHE, BETERIRDIGENRHY ETOTEELTIEIN,

refresh =~ > RRIZARNC/H a2~ RTT,

I E% I 1 PPPoE1  MTU &% 1400byte IZ9 %

Router (config) #interface pppoe 1
Router (config-if pppoe 1) 4#ip mtu 1400

ip mtu <MTU £>

I/ﬁ’%)‘—ﬁl

NS A—H BREAR RESEHE AIREFDOE
MTU £ MU BEAHRELET, |578~1492 A WA T]

I CDHREETHEWNGE
PPPoE A > % 7 = — ATl 1454byte £ 720 £9°, @HITEEOXLETIH Y FHA,

IMTU rEEF?

MTU &% (Max Transfer Unit) OBET, MU E &%, #@8%., 1 X7y N THESI LB TE
LHIP 7y bk (IP~yX+IPfu—F) OESZWVNET,

7L wYADSL, B 7 L v LT DA, LTS IP Ry T —27 @ MU EA
1454byte (272> CUWET, LW > TPPPoEZ 7 L Y ADSL°B 7 L v Y &4 L CHERid
DA, ZTOREE 454 DL FICHEEL T &,

I%E%—P

PPPoE A > & 7 = — AHEET— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I ipv6 mtu

PPPoE A > % 7 = —ADO MU EZfEELET,
7 1LY ADSL £7-1LB 7 L vV %4 L T PPPoE Z 4k 23551, MTU £ % 1454byte &
DRELSTDHE, BETERIRDIGENRHY ETOTEELTIEIN,

refresh =~ > RRIZARNC/H a2~ RTT,

I E% I 1 PPPoE1  MTU &% 1400byte IZ9 %

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ipv6 mtu 1400

ipv6 mtu <MTU &>

I/ﬁ’%)‘—ﬁl

NS A—H BREAR RESE  HRREFDIE
MTU £ MIU EARELET, [1280~1492 EIEA AT

Lconzsnnuise

PPPoE A > % 7 = — ATl 1454byte £ 720 £9°, @HITEEOXLETIH Y FHA,

IMTU rEEF?

MTU &% (Max Transfer Unit) OBET, MU E &%, #@8%., 1 X7y N THESI LB TE
LHIP 7y bk (IP~yX+IPfu—F) OESZWVNET,

7L wYADSL, B 7 L v LT DA, LTS IP Ry T —27 @ MU EA
1454byte (272> CUWET, LW > TPPPoEZ 7 L Y ADSL°B 7 L v Y &4 L CHERid
DA, ZTOREE 454 DL FICHEEL T &,

I%E%—P

PPPoE A > & 7 = — AHEET— K
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Imss
AR T2—ADMSS HAEFEELET,
FITELnet-F140 T, TCP ~v X A7 a T EEND MSS A2 M e fiic B Xz 5 2
EMTEET,
Ty MZEPNTWAE EREBEZ L ThSWHOMEIZLET,

refresh =~ > NRICA®NC/ e ha~ > RTT,

I EXEHI 1 LAN D MSS fEZ 1300byte 29 %

Router (config) #mss lan 1 1300

I:l?‘/ FER

mss <4 3 7 x—R%Z> <NSS &>
mss ipsec <MSS {E>

I/ﬁ’%)‘—@
INT A—%H BERAR R E LREEFDIE
lan 1
ewan 1~2
1~24
M BT L BT = —AEtEELET, bepoe. BT
ipsecif 1~100
vlanif 1~16
tunnel 1~32
MSS A FRE L £7,
of f ZHEE LT A X, MSSHZ AR 1240~ 1460%
MSS 1 LEHA. of £ HMEA ]

ipseif OEAIL, VPN L7 Z D MSS
EaEELES,
%1 : IPsec interface LIMZIRLEND VPN L Z XD MSSEDOIRE L 720 £,
¥ 2 : ipsec, tunnel, pppoe DFREMMD _ERIZ, ipsec 1420, tunnel 1440, pppoe 1452 & 72
nET,
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

|courznpuige

KA BET 2= ANBNT y T BRI, TRt E 7y MZENNL TV DIEE
i U TN ESWHDOEIZLET, BFIIEFEOLEZIH Y FHA,

LAN interface : MTU & —40

EWAN interface : MTU £ -40

PPPoE interface : MTU & —40

IPsec interface : MTU & —40

IPsec VPN selector : (&g IF @ MTU ) -113
Tunnel interface : MTU & —40

VLANIF interface : MTU & —40

IMSS rEF?

MSS (Maximum Segment Size) &%, TCP T—EFI{BZIETE AT —H D K&,
R T RA L YA R,

I%E%—P

HAREE— K
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DHOP 2 Z 4 7 > F #%6E

| DHCPYSA 7 MtkgE

JOHCPY SA 7o FE LTHERT 2-00BE

Idhcp—cl ient retries infinitely

AREREIZLY, DHCP 7 7 A4 7 FEIMEICBWTT RLAREGTE 5 TT N L 2ESGHE)
1EZ e L £,

refresh 2~ REIZHEZeHa~vr T,

I REBFI1 T ELAANBGTE ST TRISHEZ#RET S

Router (config) #interface ewan 1
Router (config-if ewan 1) #dhcp-client retries infinitely

I avy FERK

dhcp—client retries infinitely

I/\"%;‘—’Sl
INT A—=HTHD FHA,

|courznbuige

DHCPDISCOVER % 2 [H]Y k5 A L T% DHCPOFFER 25E- 72 WA 7 R L ABUSEIEAR T
Han F9,

I%E%—P

EWAN A > X 7 = — AR EE— K
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I ip address dhcp

EWAN A > % 7 =—Z T, DHCP 7 S A 7 MEREZME AT 25 AICHE L £7,

ADSL &5 A T PPP % #3i L EWAN {RIIZ DHCP T7 R L A Zi@a4 5 K 5 72 r— A, CATV A
VA —F oy MEDHCP T FLRAZEIN B TH 7oA ZIZZH L TWBEEIL, 20T —
RTHEMATAZEnHY £3, MALTUWS ADSLCATV A »Z—F > h P —E ZITHER L
TLIE&E N,

ZDF—RDOEE, DHCP —305 7547 FID) HLLIE [RRA ML OEEL

BrREInNA2BARHYET, 0BT, a~r FoF Ty a vt LTERINENE LR
ELTLIEEW,

Diems omcosoz—zcompss7y risteemmss

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip address dhcp

ip address dhep { client—id [{ ascii | hex} < 547>k ID >] [[type < &4
= >]1 [hostname < 7RX £ >] | [hostname < RX k& >] ]
|hostname< RR k4 >}

I/\°5)‘—’5¢

INTG A—4H BREANE B i HIREFDE
747> b 1ID & ASCIT £/~
1%, hex TIREL £,

{ ascii | hex} ascii 7747 MID %
7547k ID ||ascii [FxK 63 3CF (ASCIT) hex (R RANA
hex Bk 126 #7 (16 1E4%)
7747 MID 0
= > = 2N ASCIT DA
Py 3747/$1D@&47%h 0~ 255 calls)
ELET, 7747 KID
2 hex DA
KA N RARNGERELET, R 63 F IR A N & fHT 7
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DHOP 2 Z 4 7 > F #%6E

I COBREFTHHRWNES
DHCP 7 Z A 7 MREZ M T £ A,

IDHCP D347 hHREL(E?

DHCP 7'm ha v ZFH LT, IP 7 FLAEDFHREZFEIDV B TTHLHW, TORNFIZLE
N T IPWE 21772 HKfEA . DHCP 7 T4 7 o MEREL W E T,

FITELnet-F140 %, LAN A > &% 7 = — AT DHCP %-— SBEREF /2IZDHCP UV L —=— 2 =
FSBEDME I TE , EWAN f > % 7 = — A TDHCP 7 T4 7 > MEREZ I T £,

I%E%—P

EWAN A > 2 7 = — AR EE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I ip dhcp—client dont-register—implicit-default-route

DHCP CT7 RLAZESL7ZBIC, BEIMICT 7 40 bb— FOBEREITDORWE DI L ET,

IEEM1 BEIRKICT 74 MIL—FDEFEZITHOEVKESIZT S

Router (config) #ip dhcp-client dont-register-implicit-default-route
Router (config) #

I avy FERK

ip dhep-client dont-register—implicit-default-route

I/ﬁ’%)‘—ﬁl
INTA—=HRTHY FH A,

I COBREFTHHRWNES
DHCP C7 KL AZEfS L7, BEIMWIZT 7 4V hb— b OBEAEI TV ET,

oe=—
HAREE— ]
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DHOP 2 Z 4 7 > F #%6E

I ip mtu
EWAN A4 > 2 7 =—ZD MU B&2fEELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I E2EHI 1 EWAN @ MTU &% 1400byte 29 %

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip mtu 1400

I avy RERK
ip mtu <MTU &>

I/ﬁ’%)‘—ﬁl

INTA—4H BRENE RESIEH AIREFDE
MTU £ MTU EZ2FRE L E T, [256~1500 "G5l

|courznbuige

1454byte & 720 £9°, WHWIFELEOLETHD T A,
IMTU ol I 4
MTU & (Max Transfer Unit) OME T, MIUE L I1X, @F. 1 X7y N CESRZ N T

HIP 7y b (IP~yZ+IP_Af a1 —F) ODEIZNNET,
FEUERG 72 Ethernet T, MTU 1% 1500byte T,

I%E%—P

EWAN A > X 7 = — AREET— K
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I ipv6 mtu

EWAN A4 > 2 7 =—ZD MU B&2fEELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I E2EHI 1 EWAN @ MTU &% 1400byte 29 %

Router (config) #interface ewan 1
Router (config-if ewan 1)#ipv6 mtu 1400

I:l?‘/ FEH

ipv6 mtu <MTU &>

I/ﬁ’%)‘—ﬁl

NS A—H BREAR SRESE  HRREFDIE
MTU £ MTU EAFRELE3, [1280~1500 WA AT

|courznbuige

1454byte & 720 £9°, WHWIFELEOLETHD T A,
IMTU ol I 4
MTU & (Max Transfer Unit) OME T, MIUE L I1X, @F. 1 X7y N CESRZ N T

HIP 7y b (IP~yZ+IP_Af a1 —F) ODEIZNNET,
FEUERG 72 Ethernet T, MTU 1% 1500byte T,

I%E%—P

EWAN A > X 7 = — AREET— K
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DHCPv6 2 Z 1 7 > EEEE

| DHCPV6 517 MgkE
IDHCPVE & S 1 7o MgtE £ ERT - DRE

I address—pool enable

Kavwr RERETLHIET, T RVAT =L a2/ LET,

IEEM1 7 RLRT-LEBRITT D

Router (config) #address-pool ipvé 1
Router (config-address-pool-ipv6) # address-pool enable

I avy RFEK

address—pool enable

I/\"%;‘—’Sl
INTA—=HTHY £,

I COBREFITHHEWNES
T RUVAT— VIR 700 £97,

I%E%—P

IPv6 7 RL AT — LR ET— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Iaddress—pool ipv6

IPv6 OF RL AT — L ZIRETH-DIC, IPv6 7 RL AT — LB EE— FICBITLET,
HHERENH H5A1L. 7—4 Tsort LT, —FLHEDT L AT —)LOBRAGINIR
V)\d&i—éﬁo

I BEHI1 IPV6 7 FLRT—ILEREE— RICHITT D

Router (config) #address-pool ipv6 1
Router (config-address-pool-ipvo) #

I:?DF%ﬁ
address—pool ipv6 <7 FL R T—)L£&>

I/ﬁ’%)‘—ﬁl
35 A—% BERE wEiE | ABREOE
FRL R T4 |7 R LR T e Fi e R L 16 CEDA epecn
D LT

I:@%EEﬁbEu%ﬁ

IPv6 7 RL A — L DORENTZ EH A
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DHCPv6 2 Z 1 7 > EEEE

I ipv6 address address—pool

T RLAT—mb, /64 UV LT, f X T72—ADT KL AL LTHEIY Y TES,
T RV AT—)UZEI) B CTREEZR/64 N2 WEAE, B Y TEEAL (7N LA
AV

TR AOE ) M THRA[REIC IR o7 X A I 7T, 7 RLAZE D B TES,

Fio, HHLTWDT RUAREREEE L/~ 7254 (5] : DHCP 7 Z A 7 > k@ RENEW C
BTV T 407 ARED Y THENTE) X, 7 RUAERKLET,

RANZK VBT L TWD T V7 v 7 ARERZER LI/ 5 72861F, Valid/Preferred
Lifetime # 0 & 9% RA ZEE L ET,

I BEHI1 T RLRT—)LE (DHCPvE) MH7 FLRFEIY B TS

Router (config) #interface lan 1
Router (config-if lan 1)# ipv6 address address—pool DHCPv6 prefix-length 64

I:l?‘/ FEH

ipv6 address address—pool <7 KL A F—JLE&> prefix-length <TL T4 v O RE>
[interface-id </ 2 27 xz—X ID>]

I/\°5)‘—’5¢
NS A—4 BERNE BREEE | EHBEOE
7 RLRF L, ffvii?g%i;ﬂm HTHT FLART gijﬁm W]
TVI Ay I AR [TV T4y ARERELET, 64 HWEAA]

|courznbuise

A HT2—ADT RLAL LT, T RLVAT—LEFIHALEET A,

I%E%—P

IANA V2T 2— ABEE—R
WAN A > 2 7 = — ABEE— R
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I ipv6 dhcp client

DHCPvE 7 5 A 7 MEEEZFE L7- DHCPv6 7 A 7> R 7 7 7 A JLERE CEfES ¥ £ 7,
DHCPV6 ZBHESH AL L Z T = —AF, 1A VBT 2 —ADIRIRY £,

EtEH 1 DHCPV6 U 54 7> k70774 )L&Fi%E DHCPv6_1 &9 %

Router (config) #interface lan 1
Router (config-if lan 1)# ipv6 dhcp client DHCPv6 1

I/ﬁ’%)‘—ﬁl
INT A—4 BRERNR REEE | HEREFDIE
%Ebt4y57:%1fmmm%%%®]6iﬁu
TuT T AN EEEBEED, FIAT Y T uT A | [ R

NG EFRELET,

I CDHREEITHEWNGE
FHELTWAAL X T2 —ATIL, DHCPvE 7 T4 7 > "BEMEL £H A

Iﬂi%—F

IANA VBT 22— ABEET—NR
WAN f > X 7 = —AZREET— R
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DHCPv6 2 Z 1 7 > EEEE

I ipv6 dhcp client-profile

DHCPv6 7 Z A 7 > b & L TEMET DO KF/NT A —Z DR EXLTH . DHCPv6 7 7 A7
Y ETu T ANREET— RICBITT S0 a< 2 R T,

EXEFI 1 DHCPV6 VS A7 FTRAIJ7AILEREE— FICHITT S

Router (config) #ipv6 dhcp client-profile dhcpv6
Router (config-ipv6-dhcp-client-prof) #

I/ﬁ’%)‘—ﬁl
T A—5 HERNE REHE | EEEEROE
7 IAT N BGEEATS DHCVG 7 ZA T b a Ty A 6T
TaT 7 AN VA ERELET, NOSCFS |7

I COBREFTHHRWNES
DHCPv6 7 Z A 7 > b &I HZ ENTEEH A,
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Ioption—request prefix—delegation

Prefix Delegation ZERT LGS TE L £7,

WHIESNT V7 4 w7 AL, address—pool TIET ALFO S —VITHEE L, B
(flt TF C@ DHCP $— EESE) ICHIHCE L Z M TEE T,

AKawy FRBRESNTOAEAIEL. OPTION_TA_PD #>1F T SOLICIT A vt —U%EE L

£7,

I REHI1 BHMEINETL T4 v Y REZERET S address-pool & F5% DHCPv6_1 &3 %

Router (config) #ipv6 dhcp client-profile dhcpv6
Router (config-ipv6-dhcp-client-prof)# option-request prefix-
delegation delegates address-pool DHCPv6 1 prefix-length 64

I avy FEHK
option-request prefix-delegation delegates address—pool <7 KL X J—)L£&>
prefix—length <FL T 4 v H R{E>

I/\°5)‘—’5¢
INGA—4 BRERAS REEH HABEOE
. . BRMSNIZT VT 4y 7 AMEEWRET D |16 TFUN |, oo
TRVAT AR L s kL oy | AR

TV T4y AMA | TVT 4w I AMEERELET, 64 BMEAA]

I COEREETHLEWVNGS
Prefix Delegation Z# %K L FH A,

Iﬂi%—F
DHCPVG 7 A T v v 7 a7 7 A VR EET— K
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IPV6 Jb—TF 1 > O DRE

| IPvé L—TF 1T DEE

Lip67rLzEE

I ipv6 address

AR T2 —ADIPv6 7T R A (Fa—)L o ra—h)) ZHEELET,

Vo ra—RNnT RURAZRE LR TEHEE, BUI-64 TERXD Y > 7 a— 7 KL A
DHEITHREINET,

FITELnet-F140 TlEX, 1 ODA v X 72— A 245D 70— LT RLAEEETAHI L
MTXET,

IEQTEWH TLT74w9 R :2002:1004::/64 EUI-64 EX THEET S

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 address 2002:1004::/64 eui-64

Desme vovo—nnzeizs, foicmets

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 address fe80::1 link-local

ipv6 address { <IPv6 7 KL X> link-local | <IPv6 L T 4 v % X> [eui-64] }

I/ﬁ’%)‘—ﬁl
ING A—4H BRENE R E S HIEEEDIE
IPv6 IPv6 Vo7 a—nh/v7 KL |IPv6 e
FRLR  xEEELET 7 pL g [T
1y > — S 5
link—local Vo om—ANT FLATD link—local BWEA A]

LEAICHELET,
IPv6 7L 7 |IPv6 L7 4 v 7 A%IRE |IPv6 L7 4 |,
1y % |LET, S R
HIE LG BIE T m—rr
T RLZELTHEALEE
lo RATIRET D7 L7 4
v 7 AZDOHEH L ET,

EUI-64 i T/ m— L7
eui-64 RV RAEZRET HHEITHEE [eui-64
L9,

BRZ VMU 30 Y (EBAK)

65



EET—LBIEH— F5I T4 LXI—25 FITELnet-F140

I:m%i%ﬁb@u%%

A BT 2 — AT IPv6 7 RLUAREI D B ToHNEEA,

Iﬂi%—F

LAN A 2 7 2 —AFEE— R
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IPV6 Jb—TF 1 > O DRE

I ipv6 address autoconfig

A BT x— AT Stateless Address Autoconfiguration Zfiffl L. IPv6 7 KL 2% HEj
RELET,
KX EZAT O i, ipv6 nd receive-ra 2 v RO ENMLETT,

IEQ;"'E"WH RAZZIET DA ZTT—RZENANT £ T 5

Router (config) #interface ewan 1
Router (config-if ewan 1)# ipvé6 address autoconfig

ING A=A ByARES SR TE B HBHREEDIE
Stateless Address Autoconfiguration |64 E » b
ICBWTHEHTAA 2 72— 1D % |/xxxx:xxxx:xxxx: [EUI-64 B
Belxd, xxxx IF

A HT 2—A
1D

I COEREETHEWVNGS
Stateless Address Autoconfiguration IZX A7 KL ZAH@EIY Y TEITWER A,

IAN A 27 = —RBEET— R
EWAN A > % 7 = — A EET— R
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I ipv6 enable

AUHA T 2—RA 7 a—s L7 RUAZE) YT (ipvé address a2~ RafEfH L7
VW) L V7= RLADKTIPVG@EEIT72 o (Rl—V > 7 NOBRO@IE) HE
WZHELET,

IE&EWH LIWNA 22 T7x—R%, Yo B—hILT7 KLADHTERYT S

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 enable

I:l?‘/ FEH

ipv6 enable

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

ipv6 address I~ KT, [Pv6 7 RL AZBHRAICERE LR WEE., Vo a—hL7
RLANEID Y CTHNERE A,

Iﬂi%—F

IAN A &7 = —RBEET— R
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IPV6 Jb—TF 1 > O DRE

| |CMPv6 (ZBE 3 2%

I ipvé icmp error-ratelimit

AIEE N, ICMP 2> T 7 — %X ET 580, 1 BEICEET 2RREE v Mk
HRELET, | BEICEET 237y MEBBUESZ B L7551, RO 1BETEEZ
iU E9,

0 ZIEE LA, IOP =T — X v —UF L REDIRECT A v —IIEkE S E A,

TT—=r ey ML, T=HIBEDTZO DRI EH o T L E 9 DERHERE T,

refresh 2~ > NBZIZENC/ e ha~vr RTT,

IE&T@WH IS—\ybhE, K300/ 5y #ET B

Router (config) #ipv6 icmp error-ratelimit 300

I NG FA—4
NS A—4 BEAR BRTEEHE | HEREOE
7Ty MR i}gﬁi%%izéj\%éﬁ;é s 2127483647 HW AT

I COBREFITHHEWNES
100 X7y N/ RPDSERIESIVE T,
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I IPv6 TD ICMP =5 —/\/7 v FDFEEE

IPv6 TP ICMP =7 —/ 37w MZiL, UTORERH Y 9,

Type S

1 |ZELERT Y Ol ~O kR TE 22

2 Ty REPRMUEXLDREWZD, ERETE RN

3 Ry THDHIRA B X 72720, B TE 0

4 |IPv6 ~v & PRI~y & ETe) NEE . b L <I3Rm
137 | E R DN — 2 IZEE LI=Z & %@

I%E%—P

BABEET—F
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IPV6 Jb—TF 1 > O DRE

I ipv6 hop-Iimit

Hop limit &%, FD 3 > MNBIFERRER SR » 7 HCd, il X, Hop limit 27100773
RESNTWAH Ny ME, EIETTD / — K35, 100Hop D5ade £ TIFBGETE £ 08, £
NEVEORY NU—JIZIFRIETE W L2 ERLET,

AAEE TIL, BEMNLIXET S IPv6 237~ D Hop limit i, 38X OAEE A RA 2415
T BHLEIC, RA @ current hop limit"IC ANDIEEZFEE TXE£7, RA #5215 L/ — NI,
“current hop limit”dDfE% . BET 2 IPv6 /X v b, IPv6 ~v X H(Zd % Hop limit |2
ANET,

EHFI 1 RADourrent hop limit{EZ. 100 &35

Router (config) #ipv6 hop-limit 100

I:l?‘/ FERK
ipv6 hop-limit <gXKtw T#>

I/ﬁ’%)‘—’ﬂ
INTG A—4H BREAR REHE HHEFEFOE
ol S “limit 2 & E .
P —— if’_if I% RA Ti#%19 % hop-limit EZFRE L 1~055  |[BWERTT

|courznbuige

AIEEAYNEETH8 Y RO Hop limit {EI% 64, RA TiX{ET 5 current hop limit
L0 Ob—ZIIHE LR &0 F4,

"



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I ipv6 hoplimit-receive—enable

ZAE L7~ RA THE SN TWAD CurlopLimit B2 AZ & T A AICHE L £ 7,

HhE LA, ZELERAICHIE SN TWS CurHopLimit fia Ay 77U 2w Mid L
TEEHLET,

KREBEEITOEAIL, ipvb nd receive-ra 2~ ROBETENMLETT,

EH1T OEWANI A U2 D —AMSZELERAICRE SN TLVAS CurHopLimit fExEHwy TV
Ty MMEET D

Router (config) #interface ewan 1
Router (config) # ipv6 hoplimit-receive-enable

I:l'?‘/ FEHX

ipv6 hoplimit-receive—enable

I/\°3)‘—’5¢

INTA=HTHY EFHA,

Loosrzabuuse

ipv6 hop-limit =~ ROREICHEVET,

I%E%—F

IIN AL HZ T x2—AREE— N
EWAN A > % 7 = —AZ/EE— R
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IPV6 Jb—TF 1 > O DRE

I ipv6 nd receive-ra

AKa<w RERETHZLICED, RAEZETHA X 72— A L LET,
FUA A7 o—AT, ipvb nd send—ra DNiREIILTWDHEAIEI 72 H 1L, RA D%
18/ ZEOEEEITIRVER A,

IEQ;"'E"WH RAZZIET DA ZTT—RZENANT £ T 5

Router (config) #interface ewan 1
Router (config-if ewan 1)# ipv6 nd receive-ra

I:l?‘/ FEH

ipvé nd receive-ra

I INS A—4
INTA—=RITH FH A,

I CDHREETHEWGE
RAZZE L CHMEE L £,

Iﬂi%—F

IAN A &7 = —RBEET— R
EWAN A > % 7 = — ABEET— R

73
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ipv6 nd send-ra

REEEDPD RAEZEETHNEIDERELET,

ipv6 nd prefix—advertisement DFRENH HILGEIL. FEEINT=T VT v 7 AR A2 1#
FNL FE9, ipv6 nd prefix—advertisement MR EMNR VAL, ipv6 address =< KT
RELTICA VBT 2= A B TOND T VT 4y 7 @M LET,

BZEHI1 RAZEHEIETD

I-

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd send-ra

<  FER

ipvé nd send-ra

I/ﬁ’%)‘—ﬁl

Ih

INTA=HFTHY A,

DHREZEITHLEWNES

RA 285 LEH A,

Iﬂi%—F

14
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IPV6 Jb—TF 1 > O DRE

Iipv6 nd ra-interval

ALEEDD RA ZEMIRE 4 2880, BRI (AL B) Z2&ELET,

I REHI1 RAZIOMNEEITEETS

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 nd ra-interval 30

INT A—5 RENE REHE HREFFDIE
RA DIE(E G RA 2 EHEE T DEROXERNE (AL 0 F) [3~1800 & HEA AT

I COBREFTHHRWNES
200 PRI CRA Z5E L £,

Iﬂi%—F

LAN A 2 7 2 —AFEE— R
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I ipv6 nd ra-lifetime

ARIEBEDNEETDRADNV—HF T4 T XA MEEFZELET, lifetime fEIL, RA {5 L
7=/ — RN, RAROEETN—FEFT 74 /)L hL—& L LTHEATE 21/ () T,

REMF 1 RAD lifetime & 3000 #2 &9 %

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 nd ra-lifetime 3000

I/ﬁ’%)‘—ﬁl
INTGA—4 HRERNR RTEEIF | ARREEDIE
N s 54T u g g [ CARTSA=ZTATIARME | o000 lgmrer
(HANL - )

|courznbuige

1800 & 721 F 4,

Iﬂi%—F

IAN A &7 = —RBEET— R
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IPV6 Jb—TF 1 > O DRE

I ipv6 nd ns—interval

ARIEEN, RA Z35ET DT, Retrans Timer fEE L ClEHT HHARE L 9,

ZDORAEZ(EL — RiZ, NS (Neighbor Solicitation) ZFIET HES. ZZ THEL
7ofE (AL :m D) B THEELET,

Flo, REENPNS ZHETHESL. ZOEEZFEHALET,

I ZEH 1 NS DEEMRBZE 10 % (10000m ) &9 5

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd ns-interval 10000

NS A—AH BRERNBE REEH | HIREFDE
RA Til%n9 % |RA T4 25 NS O @HIEEMIMER LN A% 11000~

NS QRN AR B PROEIENIE (WA nB) 3600000 |1 T

I CDREEITHEWNGES
RA TIL 0 GRIS®E) %A% L. FITELnet-F140 1% 1 # (1000m ) TEIWE L F 7,

I%E%—P

IAIN A X T x2—AREE—NRN

11



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I ipv6 nd managed-config-flag

AIEE DS RA (Router Advertisement) ZE(ET AP, M7 T 727170 EHm
ERELET, ZOavr FEBELELAIF. M7 7272 1" LTRAZRELET,

M7 Z 7N 172> TWADRAZS{E LT/ — R, Stateless Auto Configuration TlX
72< . DHCPv6 72 E D7 R L AHEEXE (Stateful Auto Configuration) %4T7¢ 9 MEEN&H
0D ET,

Iﬂiw1 M2S5%2115

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd managed-config-flag

I:7>F%ﬁ

ipv6 nd managed-config—flag

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

Lconzsnnuise

M7 7%70"L LTRAZXEL TWET,

Iﬂi%—F

IAN A 27 = —RBEET— R
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I ipv6 nd ns—interval

ARIEEN, RA Z35ET DT, Retrans Timer fEE L ClEHT HHARE L 9,

ZDORAEZ(EL — RiZ, NS (Neighbor Solicitation) ZFIET HES. ZZ THEL
7ofE (AL :m D) B THEELET,

Flo, REENPNS ZHETHESL. ZOEEZFEHALET,

IPv6 D RAIZDOWTIE, ZHBHLBMRL TSN,

I REH 1 NS DEEMRFEZE 10 # (10000m #) &9 5

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd ns-interval 10000

I/ﬁ’%)‘—ﬁl
NTA—E HERE HEGE | HEEOME
RA AT 5 |RA TS 2 NS OFFARIFES LU AREAS (1000~ |, o
NS OF MG |FEE T 2EROXEHE (HAL : m D) 3600000 )

Lonzsnnnisa
RATIZ 0 CRIFE) Z%0 L. AEEIT 15 (1000n 8) THfE LT,

b=+

IANA VBT 2— ABEET—NR
EWAN A > % 7 = — ABEET— R
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I ipv6 nd other—config-flag

AREEE D RA (Router Advertisement) ZiE(ETHEEIZ, 0 777 &71"EFTH0EH M
ERELET, ZOavr FEEELELGAIE. 077 272" 1" LTRAEZEELET,

07T W1 >TWHRAZZFE LT/ — RiZ, 7 RLALSOFERE B8R ET S
72D, ATF— " 7ARTa halEERTALERHD 9,

HEF1 07555215

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 nd other-config-flag

ipv6 nd other—-config-flag

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

077 7%"0"L LTRAZEELTWET,

Iﬂi%—F

IAN A &7 = —RBEET— R
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I ipv6 nd prefix-advertisement

RATHEHT DT VT 4 v 7 AHRELET, ZOREVLRVIGEIT, LANA VF 7 = —X
WCEID Y TOHNET LT 4 v 7 AZ@a L E1,

oAy RTEMT LT VT 4 v 7 ZAERET L2561, TV7 1 v 7 AMEDIZNIT,
[Valid Lifetime] [Prefferd Lifetime] [lonlink 7 7] [Autoconfig 77 7| HIEE
LET,

IDTVT 4w Ak — K0MERT AT, T ATRE AR RG]
()

ZOTVT v Ak /) — RBMERT 5612,
REZROREFE] (FD)

A=V >r BicEd 2L 2 kT 757

ZDTVT 4w I Ak — KRG LT=85A12, Stateless Auto
Configuration T7 RLVAZMFHL CLWnhEIhEaRT 7T

Valid Lifetime

Prefferd Lifetime 1B 7 F 3 f

onlink 77 7

Autoconfig 77 7

REMB 1 RATEMITEZTL T4y RE"2003:114::/64” (288 (Valid Lifetime:500 %,

Prefferd Lifetime:400 #'. Autoconfig 72545 HY) 35

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 nd prefix-advertisement
2003:114::/64 500 400 autoconfig

=X

ipv6 nd prefix-advertisement <IPv6 L 7 4 w4 X> <Valid Lifetime>
{Prefferd Lifetime> [onlink] [autoconfig]

I:?)F

I

NS A=A
L KNS5 A—5 | BRENE | OBEHE | ABEOME
IPv6 7L 7 4 |RA TiHEIT5 IPv6 7L 7 w7 A |IPv6 L7 ¢ T
v A ERELET, v 7 A
1 Lifetine (i (Bifr . 70y %2 \
Valid Lifetime | ALid Lifetime i (AL BD) 28| 001067005 [me
TELET,
Prefferd Prefferd Lifetime fE (EEAL : FD) ;=
Lifotine B L E A 0~4294967295 | WEAS ]
onlink ommk7ﬁf%ﬁfé%ét%ﬁLOMMK Onlink 75 7 %
=S ST
autoconti Autoconfig 7 7 7 & NLCAHEEICTR attoconfi Autoconfig 7 7
¢ EFLES, & rasThan
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I:m%i%ﬁb@u%%

ipv6 address I~ RTHRE L7V 7 4 w7 Al% RA T L £,

Iﬂi%—F

LAN A 2 7 2 —AFEE— R
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axX

g

I ipv6 nd reachable-time

ARIEE D E[ET D RA @D reachable time [HZFHE L £ 7,

I 5% 1 reachable time {E% 15000 ICEXET 5

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 nd reachable-time 15000

I INS A—4
INTGA—4H BRERNE ERTEEIF | ARREEDIE
Reachable Time fir |[Reachable Time fHEFRELET (AL |0 0000000 gy

m )

|courznbuige

30000m Fb & 72 0 F 4,

IAN A &7 = —RBEET— R
EWAN A > 2 7 = — ABEET— R
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I ipv6 ns—interval-receive—enable

{5 L7172 RA THRE SN TS RetransTimer {2 A 2h & T BB EL £,

ZAE L2 RA THE SN TS RetransTimer fEE . A v Z 7 2 —ATHEINLTWD
RetransTimer i (ipv6 nd ns—interval =~ K) ZLig L, /INSVMEZ A VX T 2 —AD
RetransTimer fE & L CHEMA L £,

RIEELIT DAL, ipv6 nd receive-ra =~ RO ENDMLIETT,

I EHI1 OEWANT £ A2 Jx—RTREL=RATIEE SN TL S RetransTimer EZEET S

Router (config) #interface ewan 1
Router (config) # ipvé reachable-time-receive-enable

ipv6 ns—interval-receive—enable

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

Lconzsnnuise

ipv6 nd ns—interval 2~ ROREICHENE T,

Iﬂi%—F

IAN A 27 = —RBEET— R
EWAN A > % 7 = — A EET— R
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BRE

I ipv6 reachable-time-receive—enable

{5 L7- RA THRE STV 5 Reachable Time [EZ AN E T HEAITHEEL £,

ZAZ L72 RA THIE STV 5 ReachableTime fEE . £ v X 72— RAIZREIN TN S
ReachableTime f& (ipv6 nd reachable-time =~ K) Z Ll L., /NSVMEZ A VX 7 = —
A BaseReachableTime fE & LT L F 9,

REXIT O %A1EL. ipv6 nd receive-ra a2~ RORENDHLIEE T,

I SREHI1T O EWANT 4 2 7z —RTRIEL=RATHEE SN TL S Reachable Time [EZHIET S

Router (config) #interface ewan 1
Router (config) # ipvé reachable-time-receive-enable

I:l?‘/ FEH

ipv6 reachable-time-receive-enable

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

Lonzsnnnisa
=y

ipv6 nd reachable—time =~ ROREIZHEVFE T,

Iﬂi%—F

IAN A 27 = —RBEET— R
EWAN A > % 7 = — A EET— R
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| RiPng

I ipve prefix—1list

IPVv6 DS LT 4w 7 AU A MEREZRELET,

TV 47 AV A NI, RIPng TIEET D/ IE LW LT 4 v 7 AT 5729

WAER L £,

RKa<w KT, V74 v 7 AME, Fa[T50Er20E2EEL, RIPhg P —E AR ET—
Ko, distribute-list <> KT, JAETD/ ZIFANDIT VT 4 v 7 AERBETHIZD
I, Ra~vwV FCRELET VL7 4 v 7 AV A NESEHELET,

refresh I~ RBICHMNZ b a< 2 KT,

IE&EWH 3ffe:100: /64 ZHRAITHTLIA VvV RAUR L (VA MES1) ZHERT D

Router (config) #ipv6e prefix-list 1 permit 3ffe:100::/64

I:l?‘/ FERK

ipv6 prefix-list <)X +F&EE> <permit | deny > <IPv6 TL T4 v R>

I/\"%;‘—’Sl
INS A—4 BEAE RTEEHE | ABEOE
FEE LT v s R R NEE 1~99 AT
. A4 585 A X permit. FFAI L72WES permit or P
permit | deny |y Cepe g deny HIEAET
IPve L7 4 |%fE L7 h IPv6 L7 4w 7 AKREEL IPv6 L7 4 D
v J A *7, v 7 AT

I CDREEITHEWNGES
T D 1Pve R E R4 RIPng TEZ(E L £,

I%E%—F
EAREE— K
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I router ripng

RIPng % — & AGEE— F~BT LET. RIPng OAFRIEEFTRVET,

I FEHI 1 RIPng H—ERXBEE— RICBITT D

Router (config) # router ripng
Router (config-ripng) #

I:l?‘/ FEX

router ripng

INEX—Q
INTA—=FITHY FHA,

I:m%i%ﬁb@u%%
RIPng &M T& EHA,

I%E%—P
HAREE— 1
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I|1etwork

RIPng —E AT EAN L X T 2= R %4 L H T 2— A4 H LI IPv6 7 KL ALK
THRELET,

refresh 2= RLIZHENI /B a~<2 RTT,

FBEMF1 LANA 2 T7x—XTRIPng ZBRAYT 5

Router (config) #router ripng
Router (config-ripng) # network lan 1

network { </ 271 —X%&> | <IPV6 7 KL X }

I/ﬁ’%)‘—ﬁl
INT A—4H BRENE Bk il HHREEDIE
AR T x RiPng ZEHT AL L Z T2 — A4 EBEL (A8 T x—
—= S A AP
# Gl BT
IPv6 7 K RIPng Z#EHTHA X T =2—RA%, A% |IPv6 7 KL A
L& 72— AD IPv6 7 KLU ATIRE L £, T

|courznbuise

B2TCHDA L H T 2—ATRIPng ZHEHA L EH A,

I%E%—P

RIPng Y —EAKEET— K
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Idistribute—list

RIPng 82 BT LT T 4 VB2 ) T DOREEITIRNET,

ipv6 prefix—list A~ RTIRELI-T V7 4 v 7 ADIEROHBZ LT AND S Z T A
RV, FRITEETE S EELRNE WSl AT ) 2 ENTE £,

Flo. TANZ Y TR EIT RO TP, AT 2 — A ERETHI L TEE T,

refresh =~ NRIZA®NC e H a2~ RTT,

I EHI 1 3ffe:101:220::/64 DT LT 4 v REWMDAHEZ (1T 5D

Router (config) #fprefix-1list 1 permit 3ffe:101:220::/64

Router (config) #router ripng
Router (config-ripng) # distribute-list prefix 1 in

I HEF 2 3ffe:101:220:: /64 DTL T 4 v REHRDHAHEEIE LAY

Router (config) #prefix-list 1 deny 3ffe:101:220::/64

Router (config) #router ripng
Router (config-ripng) # distribute-list prefix 1 out

I REHI3  3ffe:101:2200:/64 DT LT 1 v R1EHRE. LANASIFREFELGEN

Router (config) #fprefix-1list 1 deny 3ffe:101:220::/64

Router (config) #router ripng
Router (config-ripng) # distribute-list prefix 1 in lan 1

I:l?‘/ FE=RK
distribute-list prefix <prefix&EE> { in | out} [41 22 7x—R4%]
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INE%—Q
5 A—4 BERE wEiE | AHEOE
o prefix-list 2~ RTRELZY A e
prefix &S e mpiem g, 19 ABAT
. in (23 Jout GEIE) PEHHTT [in ”
in | out AR B AR LT out ARl
AR Tx—A [BHTAA L HZ T 2—ADA LA T (X7 DAL HT <
% — AR EE LT C AR | 2

Lconesnonusea

BCDOT VT 4 v 7 AEEZE LET,

I%E%—F

RIPng —E AR EET— R
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I redistribute
RIPng LIS D FE: CHUAS L7/ E#® D 9 B, RIPng THEA T2 FERARTELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I REB 1 REAT 4y TEELERZEIERZ RIPng THEEMT S

Router (config) #router ripng
Router (config-ripng) #redistribute static

I RERI2 EiEIIL— LOREBEERZE RIPhg THEMT S,

Router (config) #router ripng
Router (config-ripng) #redistribute connected

I INTGA—4
INTG A—A BRENE SREEF | AREFOE
RIPng LISA O FE: THUSG L IoRRIRIHEHD 9 6|
RIPng CRIAFTHHDOERELET,
ted
Fﬁ‘gaﬁ“é‘7 connec " )
%%&%ﬁ%%&cg connected |[EHER%H kernel &4
kernel kernel |2 v b Z 372 AR A H static
static ART 4 I IN—T 4 T IER

I:@%EEﬁbEu%ﬁ

RIPng CZAE L7IEROHAEILE L ET,

Iﬂi%—F

RIPng & —E AR EET— K
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Idefault—information originate

HH %7 74/ hb— K& LT, RiPng THAT 20 E I DERELET,

I BREF 1 TIAILMIL—FDIEHRERIP THEIET D

Router (config) #frouter ripng
Router (config-ripng) #default-information originate

I:l?‘/ FERK

default-information originate

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

HE %7 74/l hL—hE LTITEHLETA,

B

ZOREIL. T 7 AN hb— hDOIFERE R TRV E X2, RIPhg TF 7 4L hb— b
BT OMNE D DNDORETT,

ART 4 ITEETT 7 ANV MN—FEHRELTCWEZY, —T 4770 bz kv
T 74N M— hEFELTWEGAIE, ZOXEIZEILTT 740 Mb— FOE#RE
RIPng T/ LET,

I%E%—P

RIPng —EAREE— K
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Itimers basic
RIPng IZBAT AL T DX A ~EEHREL E7,

refresh 2~ NEZIZENC/ e ha~wr RTT,

REMF 1 EEEEMREZ 20 7. BBRERZENE T DFITORME 120 B, RIREHRZ RIP
T—IILhLHEIRYT 5ETORMZBHET D

Router (config) #router ripng
Router (config-ripng) #timers basic 20 120 80

I:l'?‘/ FEHX

timers basic <EHIREEMEIR <EHRIEHRZFENET HETORED
IRBIEBEREHIPRT 5 F TORERED

I IND A —4
INTG A—A RERNRE RTEEIFE A ERREEDIE
EEEME RIP OTEHIEERME (BAL : B) 2fRELET, 2;17483647 BMgAN AT

RIP D VAR A% G LI 7eo>Th b, R
A L5 £ TORRE (BA7: BY) 2 5E

9% i I 2
e -

gégéi(s%ELK%%WKVX%VX%%ELﬁw&%%2MM%M7%%Km
o RIIEH IR L 720 | —T 4 L ST — T hs
SN S ET,
o rmiEmEES L LT RIPF—T A HIRT
R 2 1) ' T e N
B2 ETo HETORE (AL ) ZHEELET, 5 W T

ZOORIETIZ, RIPT—7 /WA MU w7 16 TER 2147483647

IRF[H] FF SN TR DN S e » T2 INE L E 9,

Loosrzabuuse

BALTDANE T4 ME
T R R bR 30
PR AE WA 5 & 32 £ TORFH] 180
PRI IE R A HIBRT 2 £ TORR 120

I%E%—P

RIPng Y —EAKEET— K

93



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I route
RIPhng = h U Z~==2 T )L TEEELE T,
I CRE LT REE L. RIPng CINET AR EN T4, EEOXA X T ¢
w7 —FE LTI SN EEADTHERE LTIV,

refresh =~ NRIZAZNC/ e h a2~ RTT,

3ffe:11::/64 D#ZFEIEHZE RIPng TIHET S

I%EM1

Router (config) #router ripng
Router (config-ripng) #route 3ffe:11::/64

I avy FERK
route <RIPng TIL&9 5 Prefix>

I/ﬁ’%)‘—ﬁl
INTA—4H BRENE RESHE  AREFDE
RIPng CJn459 5  RIPng TIRETAT V7 4 w7 A% |IPv6 7L 7 ¢ WA
Prefix ELET, v 7 AT "

I:@%EEﬁqu%ﬁ

ABT 4w 7 ERITH Y FHE A,
redistribute =~ > ROIEER L OFE L7 RIPng [E#M DO %, RIPng Tt L £,

Iﬂi%—F
RIPng Y —EAKEET— K
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Iaggregate—address

BRBIERAEN L, ZOHA RIPng THAI L E9, WET 5B, 0% ORKBEHRD

Ha@mm L, RSN mOFRITEM SN EE A,

COSREIZ L D, RIPng THINT ALV T7 4 v 7 ADEEHLT LN TE, Xy hU—

I ERANFINTHZENTEL LR F9,
BIZIE, AFD X D 72r —ATHZTT,

EWAN iz, 3ffe:1::/64 % RU—2_ 3ffe:2::/64 v hT—2 _ 3ffe:3::/64 % v h
T2 o o o <EE 1 N4 NER e THAHRY NT— T BNELLFET 5,

L
3ffe::/8 & LC. LANHIIZ RIPng Ci%

refresh 2~ NRICARNC/ e Hha~2 RTT,

I ExEHI 1 3ffe:100::/32 ICEK L TRIPng Z@HLFEY,

Router (config) #router ripng

Router (config-ripng) # aggregate-address 3ffe:100::/32

I:l'?‘/ FEHX

aggregate-address <&E#J&®D IPv6 TL T 1 v I X>

I ING A—4
ING A=A BRERNE % 7E & AHEREDOE
EKIHBDO IPve 7' [BEREBR D IPV6 L7 4 w7 AZi® |IPv6 L7 4 WS
T4 A ELET, v 7 AT

Loomzsanniss

Aggregate L £t A,

I%E%—P

RIPng —E AR EET— R

95



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Lo sy sons

I access—|ist

WEDNRTy Mo, 207y NOEME (Bikor BEE or FEH 7 4NV Z Y ) ZFREL
=3

FBELI Ny M, UTOMRETHER L 9,

« 74 VH 17 (ip access—group A~ R)

B oK) 7 (ip access—group 2 2 K)

A 7%y AL (offset-list a2~ K)

« RIP/BGP TE[FT 25 A MU v ZfHEOHRE (distance 2~ K)

« BGP TEET 2R DOIRE (neighbor <IP-address> distribute-list =< K)

« BREIEHROE (match ip address 2~ K)

« NextHop DF57E (match ip nexthop =<~ K)

« NAT BH#ipiD 7 R U AFEE (ip nat inside <2 K)

ERTEE, ETARa v R Ty RERRE LR, EidEZ AT 5E— KT,
WHELEZT 78R A &S EEELET,

refresh 2~ RRZRICHEMZ/D a2~ RTT,

77 E8AY R FEFIZONT
KEEDOT 7 ¥ A Y A MEFE, LTFORERH Y £,

FATYVESS T Y BEPE

1~99, 1300~1999  |LPv4 #HERE |IPvd M5 7 F L AIEE

IPv4 XG0,/ 468587 R U AFEE
100~199. 2000~2699 |1Pv4 JEAEEE & 7nu ha Lk EEE
HETT e — ESfEE
3000~3499 |IPV6 FEHERETE |IPv6 K15 TT /58567 N L A FRE
IPv6 iX{ETT KL AFRE
3500~3999 IPv6 fLIERR & 7 ha/LERETE

EET SR — FEEHREE

BENT v FOEEREIZ OV T
BELIAry Nedikdg 350, BEMGLETHINERELE T, Pkt ET2
Yt id permit, FEIHRIGE T 555 deny Z2FEE L E T,
ZORENBVEIZDIL, 74N ) T/ REEROIEE,NextHop DIFEDT-HIZT 7 &
AYANERETDIHADOATT, MOHABRTHRET 2HA1E permit Z4HE L T 7E S0,
IP 7 F L REFEE
TR AVARNaw RTIPvA 7 RLABIRETH2%A. v~ A2 (Wildcard ¥~ A7) %
BFHLTIZ MY TY RLAHIBEZRRET 52 &M TEET,
Wildcard ~ 2271, V7 %y b~A 7 LITEANELRD FTOTHEEL T EE N,
Wildcard ~ A7 LW 7 3y h~A 71X, 717707 DHBINRWIZ /20 F97,
i) 24bit v A2 % Wildcard v A7 CRBLT 456 L, 71y h~RA 7 TRETLH5E
DEN
Wildcard = A7 O34 1 0.0.0. 255
BT Ry hw A7 DA 255. 255. 255. 0
fl2) BRANE, Wildcard ¥ A7 TRETHGE L, V7 Xy b~ A7 TRELT L6 0E
vy
Wildcard = A7 O :0.0.0.0
BT Ry b A7 DA 255. 255. 255. 255
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R— FBEEDIEE

IPv4/1Pv6 JLIERE E Tld. mwaLuT~b$@%¥ﬁﬁé:kﬁ?%iTo:@%ﬁ
I 74»&)/7/H”74w&)/7®?ﬁmt WZT 7 AU A RERET DA
HERHY T, MOHBRTEET 2561, BERETT 7RV A MEEELTLIES
AN

I?E?4»9U>7

A B —Fy NOFERER CHERT 256, EX=2V7 0 & LUIfEBRREBICEICE S
SnTHnET,

T 4B TRERETIL, LAN NS DA v H — %y MEEGCH T DINE T — X LIAMT
TANEY T (BEE) THZENTEET,

FERT4NE) TR EFERT 2HEEIE. ANELOT 72 A (Web 55) 1T 72D
9, (T7®RAEFHANTEHT FLAEZRETHZ LiFTEET)
tﬁL\WN#6®ﬁE IEALTETZ A F ) T EITOER A,

AREEE T, FEHT74NVE ) T REHT DAL, access—list a2~ ROEMET,
“dynamic” ZFEE L £9,

I BREHI1 O IPVAEET VLX) R M, 192.168.100.0/24 25%F 9 5 (FFrAIEMH)

Router (config) # access-list 1 permit
192.168.100.0 0.0.0.255

BREF 2 IPVAILRERT V2R R R, sre=192.168.100.0/24 dst=192. 168. 200. 0/24 % E%3E
9o (FEFRIEM)

Router (config) # access-1list 100 deny ip
192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255

HEBI IPVOEEEFT ORI R M, src=3ffe:110::/64 % dst=3ffe:111::/64 ZZHFT 5
(AT EM)

Router (config) # access-1list 3000 permit
3ffe:110::/64 3ffe:111::/64

HmEFA  IPV6IREE T Y R R M. src=any srcport=any dst=any dstport=80 ZiX%Ed 5
(FEFRlIEH)

Router (config)# access-1list 3500 deny tcp any gt
0 any eqg 80

IE&EW‘I 5 %PEIAINE)TZEEET S (IPv4)

Router (config) # access-1list 100 dynamic permit ip
any any
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BE:

FE=

I/\°

IPVAEET O A YA+ (FOERAJAMES : 1~99, 1300~1999)
access—|ist <access—list B> { permit | deny } {any | GEEET IPF7 K
LRA> <E{ExWildcard ¥ X %> }[log] [count]

IPVAYESR 7 VR UR N (7O ERJR RES : 100~199, 2000~2699)
access—| ist <access—list &E> { [dynamic] permit | deny } <ZA koL
FES> {any | host GEIETIP7ZRLA> | GRET IP7RLARD GEETT
Wildcard <X %> } [Kik— FEM> <TCP R— FEHEE>] [<Fh— FEME> <UDP R
— +&ES>] {any | host <BBE IP7 KLR> | <BE% IP7 FLR> <3E%
Wildcard < X%> } [ ICMP 24 7 1 [KGR— REM> <TCP R— +FES>] [R
— rEM> <UDP R— +FES>] [[precedence {<precedence-
value>|<precedence-named-value>}] [tos {<tos-value>|<tos-named-
value>}1| [dscp {<dscp-value>|<dscp-named-value>}1] [ip-flag {<ip-
flag-value>|<ip-flag-value:wildcard mask>}]1[log] [count]

IPV6ZET I ERJR N (7R RLES : 3000~3499)
access—|ist <access-list B> { permit | deny } { any | GE{EFT IPv6 7
L74v9A> ) {any | <55k IPv6 LT 4 v4o X> } [count]

IPV6 5k 7O R UR b (7O ERJR FES : 3500~3999) access—|ist
<access—|ist FE> { [dynamic] permit | deny } <Z7O +FaJLEE> { any |
GEEFTT IPV6E TL T4 v o R> | [KR— REME <TCP /R— FES>] [Kik— b
B> <UDP 7/R— +FEB>] { any | <FESEL IPv6 TL 74y 2R> )} [ ICMPv6 &
147 1 [KR—rEM> <TCP R— rHEBD] [<FRK— KEM> <UDP R— +&ESD]
[tep-flag {<tcp-flag-value>|<tcpflag-value:wildcard-mask>}] [traffic-
class <traffic-class-value>|dscp {<dscp-level>|<dscp-name>}] [flow-
label <flow-label-value>][count]
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= hUT
A
[ permit |  |ZFATBMEA. ReFal Bl ||permit [FFAlBiE P
deny } B ET, deny | RFFAIEME
Cisco’ s GRE
ere tunneling
ICMP (IPv4 $L3E
icmp |7Z7EAU AR
i)
ICMPv6 (IPv6 fi&
N i NZS IS
a hang (e bhargsb <7 e b 1mm6%;f 4 WA
EZa aNF TR L ET, -
lip [IP
lipinip |IP k>3
ltep  [TCP
udp  [UDP
7' ko
‘0 20 ‘%?ﬁﬁé
ERXRT A=K (T KL ALK
. —bEFRE) T, TRTy | .
’ RHEET OB any A Y
ILET,
PETLIP T R [EELT FLAZRELE Pvd 7 1 L 2t BT
LA 7,
HETT PETT R RS ET
Wildcard <A |57=2®I2, Wildcard ¥ A7 % |IPv4d 7 R L A2 JE= B WEAST]
4 BELET,
AEIRTEY biger kLrgtig LET, [Prd 7 LA |
§i5 Wildeard SEET R L A B ET 5
728012, Wildcard ¥ A7 Z 45 [IPv4d 7 R L A JE BMEAST]
< AT _
ELET,
IPvA LR T 72 A Y A T,
oot PETL/ 50T RL Ak LT et -
RARNT RLREBETHY
BlzorET,
WEAFTT IPv6 7 [RE{RTT IPV6 T L7 4 v 7 A : e Lo
I/ Ny X ; ~
Lo 4w A | BEELET IPv6 FV7 4 w7 AR | ERARTT
54 IPv6 7L 5855 TPV 'L 7 o v 7 A% . oo || s
1/ D 7( j I~
S A [HEELET IPv6 717 4 v 7 A3 | AR
.| TE FaEE T e B e | |4 To 1CMP
P 217 i s (FEECEBIOP S A7 | 2
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ICMP % A 7 HfRE L E T, administratively—
prohibited

|a1ternate—address

|conversion—error

\dod-hos t-prohibi ted

\dod-net-prohibited

|echo

|echo—rep1y

general—parameter—
problem

|host—isolated

host—precedence—
unreachable

|host7redirect

|host—tos—redirect

|host—tos—unreachable

|host—unknown

|host7unreachab1e

|inf0rmation—rep1y

|information—request

|mask—rep1y

|mask—request

|mobile*redirect

|net—redirect

|net—tos—redirect

|net—tos—unreachable

|net*unreachab1e

|network—unknown

|no—room—for—option

|option—missing

|packet—too—big

|parameter*prob1em

|port—unreachab1e

|precedence—unreachab1e

|protocol—unreachable

|reassemb1y—timeout

|redirect
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|router—advertisement

|router—solicitation

|source—quench

|source—route—failed

|time*exceeded

|timestamp—rep1y

|timestamp—request

|traceroute

|tt1—exceeded

|unreachab1e

[ICMP % o 7°fifl (0~255)

ICMPv6 # A 7
(IPv6)

7 ko LF ST iempve” &
FBELEZSEAIC, &8T5
ICMPV6 % A 7 ZFaE L £ 7,

TCMPv6 % A 7

|address—unreachable

administratively—
prohibited

|dest—unreachable

|ech07rep1y

|ech0*request

|erroneous—header—field

hop—limit-exceeded—in—
transit

multicast—listener—
done

multicast—listener—
query

multicast—listener—
report

|neighbor—advertisement

|neighbor—solicitation

no-route—to—
destination

|packet—too—big

|parameter*prob1em

|port—unreachab1e

reassembly—time—
exceeded

|redirect

|router*advertisement

ETO

ICMPv6 # A

o

7
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102

|router—solicitation

|time—exceeded

unrecognized-next—
header

|unrecognized—option

255)

ICMPv6 & A 7*fli (0~

N— M@tk

RN— b &S Z#PATHRET D
eoiz, A—hEtziREL
£

eq

FRIET B A— kA
e

gt

FET B H— M
XD RENHE—
A

1t

FiET B — M
B SR
R

neq

HET 5K — M
B OH— 1B
L

range

R— b OFiPHZ 5
ET 5

ETDHIR—
N (CARERR
ERL)

TCP R — &
252

7a hanTtep” BHREL
T25ET, KR ET D TCP AR
— "NEFEBELET,

ITCP R — &5

%@

|chargen

|cmd

|daytime

|discard

|domain

echo

exec

|finger

|ftp

|ftp—data

|gopher

|hostname

|ident

|irc

|klogin

A TO TCP
A N
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|login

l1pd

|nntp

|pim—auto—rp

|pop2

|pop3

|smtp

|sunrpc

|syslog

|tacacs

|tacacs—ds

talk

|te1net

|time

|uucp

|Whois

o

ITCP R— F & (0~

UDP AR — h &
7l27_L

Zu haTudp” BT L
725 EI, kB ET 5 UDP R
— MRS EEELET,

UDP 7R — h % &

biff

|bootpc

|bootps

|discard

|dnsix

|domain

|echo

|isakmp

AT o UDP

|mobile—ip

H— b

|nameserver

|netbiOS*dgm

|netbios—ns

|netbios—ss

ntp

|pim*aut07rp

|rip

|snmp
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|snmptrap

|sunrpc

|syslog

|tacacs

|tacaCS*ds

talk

[tftp

|time

|who

|decp

UDP 7" — R &5 (0~
65535)

value

—é—o

af13(001110b)
af21(010010b)
af22(010100b)

SZizzdence— 2;fcedence—value AR ELE 0~7 BT
|routine(0)
|priority(1)
|immediate(2)
precedence— |precedence—named-value % % |f1ash(3) W]
named-value [ L £, |f1ash*override(4)
|critica1(5)
|internet(6)
|etw0rk(7)
tos—value tos-value Za%E L £ T, |0~15 HMEA ]
|min*momentary*cost(1)
o |maX*reliability(2)
EZT;Zamed— iﬁj—named—value ZixE L& |max—throughput(4) WA
|min—delay(8)
|normal(0)
dsep-value |dscp—va1ue FRELET, |0~63 BMEAST]
erot
br(000000n) |
ooy
dscp-named- |dscp—named-value % E L £ EEEE?BBIIBEE; AT
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£23(010110b)
af31(011010b)
af32 (011100b)
af33(011110b)
af41(100010b)
af42 (100100b)
af43(100110b)
H _ BN 0~3, %)L<ht\ 0~3:0~
ip—flag—value %I_) flag-value ZRIE L % 3 (VAN KRI—FK~<A B WEAS AT
o 7)
L o e 0~63. & L< 1%, 0~63:0
tep—flag tep—flag—value Zi%E L F ~63 (T A KH— ke 2 | EIEA T
value 7,
7)
. . ) e [0~255. B L< I, 0~
tiaffic » Efiéi;e class—value ZBIE oo Loce (54 L ko — ERERT
class—va e ° F"?Zy)
flow-label — |flow-label Z@E L £7,  |0~1048575
Ry N7 4 VR Tk RE
WZBW TSR (THAD
ey MLz Xy I3, 7 74 VE
1o SV E ) v ra SRS 1o VA=
¢ E . kL
Kdynamic ¥HEDOLE . FH Ao
L7=FET7 o0&y FL
7237w K %Eﬁbi—tk/u
HEHEHRE LTI 4 L ZICE
v MLy ML NA B B b E
count HEFm LT, count fTWEH
Kdynamic ¥EDOLE . T W
L8700 %y B L ¢
7237 Mgk L EH AL

ip access—group CPRHEfS 7= access—1ist 12X LT, k1024 = R
PEEAART 1024 =2 R Y
ipvd, ipve OXRHIMELS | HEELRTHRK 1024 = Y

HA B —T 2 — AEOHIRME | HEESRTHRK 1024 =2 U

kT MUE:

Loomezabnuse
access—list ZfiH L7 T £ A,

BEE—FK
EAREE—F
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I ipv6 access—group

access—list A~V RCIRELEZTITANZ ) U ITT—H % KA LA T72—ATHALET,
TANZ Y T TF—=2F, KA AT 2—ATZE LIy MIERAT 00/ %A 4
T 2 —AEET DNy NMCEAT 200 ERETHIMNERH D £7,

refresh =~ NRIZAZNC/ e H a2~ RTT,

I EX7EI 1 access—list 1 THELT—42 %, LANEERICERYT S

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 access-group 1 out

I HEHI2 access—list 2 THELE-T—42%Z. LWALSOZERKICERAT S

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 access-group 2 in

I:l'?‘/ FEHX

ipv6 access—group <access—list F5> { in | out }

I ING A—4
INTGA—4H BRERNE RTEEH | ABEOE
access—list [T ANEZY T DOTF—R2EFEL-T 7 A [3000~3499 W]
&K VA NDOEFEZERTELET, 3500~3999
AV BT 2 —ATDZER (in) /A% 7 .
{in | out } |=— A0 B DEER (out) DELBETT 4L Oﬁt B AT

2N 7T 0N EEELET,

I CDHREEITHEWNGE
HMA L H T 2= AT, IPXTry N7 4 Z U T EERLERT A,
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I IP24LBY2TIZDNT

HEE LTSty FUISMETREL 7200 Vo fe £ 510, % 2 U 7 4 MUK 5 i
T

BEE—

PPPoE A X 7 = — AR EET— K
LAN A > 2 7 2 — ABEE— R
EWAN A > 2 7 = — AR IEET— K
Ny RNA VBT 2 —ABREE— R
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I ip stateful max—sessions

FETYNE ) T T =T IVORBRERE LET,
I TCHRET HENL, IPv4a/IPv6 TR T AFE 7 AV X U T T —T DL 721
F7,

I BER FEIANZ)GT—TNEI63BAEY L a VRERET D

Router (config) #ip stateful max-sessions 16384

I:l?‘/ FERK

ip stateful max-sessions <tw< 3 %>

I/\"%;‘—’Sl
NS A—A4 HEAS SRR EnE | HREEFDE
e e FETANE ) T T T VOB KREEREL 2048~ |
?//a/ﬁzih 16384 HWEA ]

|courznbuige
7

FRT NG T T =T N ORKREIE, 2048 12720 9,
I%E%—P
EAREE—F
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| X874 v 1—F1v508%E

I ipvé route

ARIEED, IPv6 AZT 4 v 7 — FEfRELET,

PPPoE =2 EWAN 1 FH 4~ A 35413, Nexthop D IP 7 RUARDMERNWTIr—2A0R3H 0 £ 0
T, Nexthop & LTCA v X 72— AEEETHI L TXET,

Nexthop {Z IPV6 7 RL A (A ¥ 7 = —ATIEARW) ZIEE LEHAIX. Z05e~0 X
M) w EEIRET D ENTEET,

T 7N R— NERETAEA. I :0/0 7 ZEEELET,

refresh 2~ > NBZIZENC/ha~wr RTT,

IE&EEP;’IH 3ffe:2::/64 58D Nexthop % 3ffe:3::1 &9 B1BE (A M) vy oIFEELAELY)

Router (config) #ipv6e route 3ffe:2::/64 3ffe:3::1

I REHI 2 3ffe:2::/64 52D Nexthop %, PPPoE1 4 V2 7 —R LT BHIHE

Router (config) #ipv6 route 3ffe:2::/64 pppoe 1

IE&EWM FIHILRIL—rEPPPOE1 A4 A2 DT —RETHES

Router (config) #ipv6e route ::0/0 pppoe 1

I REBI 4 RAFZEIET HIL—4F % nexthop ITIRET 5E

Router (config) #ipv6 route 0::/0 £fe80:3::1 ewan 1

RA ZXETHN— 2 DEEAFHE LT 5HE. Thbz RREEAL—F VR ] L LTR
ﬁbi—éﬁo

RABENL—X VA REFH, A X T72—ABHT=0 SEETHRRTDHIENTEET,

I:l?‘/ FERK

ipv6 route <BEEXTL T4 v R> { <NextHop> [K4 >R Tx—X%£&>] lan | ewan
pppoe | [distance] }
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I INTG A=A
pBerers BRENE | BEEmE | AREOE
iRy MU\ ABT 4 v I =T T DESE IPV6 [TPvA T KL A |
— FVT 4l % st Lol
585 ~FET D 729 D NextHop @ 1Pv6 |IPv6 7 K LA 4Vizl_%
NextHop R = st L BT D
” EhH Y ET,
.lan 1 NextHop @ IPv6
HE LIS &I 3 -
4y&7I—N?m@¢%ELf7F"%@ermnba R R A
EDA VBT 2= A(FET DD DR ! .
A4 g pppoe 1~24' [T AMLENRH Y
° tunnel 1~32 |E£4,
‘1an SAIABIET DDA L H T 2 —A ‘1
— &ssff’bai#ﬁ thop & TP 7 K L 1~
—_—— o) 22, NextHop y ——— | n
. . W&As mf
AR DB WA, BEERA i
pppoe ERETDN—FBEET GG |12
ELET,
. ABT 4w I NV—T 47D distance %
distance EabeE L 2~255 1

BERTU MU 1024 RY) V=T 4 7T —7I)VBEEKIZ2048 = R Y))
% : distance fEIZ 255 ZERE L7255 A. TORKERIIESHRNER2D 9,

I:@%E

ZITORWES

ART 4 T INV—T 4 VT IIERTE

SNEEA,
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EosE
I ipv6 mtu
A BT 2—ADNMUEEZRELET,

refresh 2~ R&ICHMC /25 2~ R T,

I FXEHI 1 LAN D MTU &% 1400byte IZ9 %

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 mtu 1400

I avy FER
ipv6 mtu <MTU &>

I/\"%;‘—’Sl

T A—4 RERE A% E #i HEEFFDIE
lan 1280~1500
pppoe 1280~1492

MTU & MU R ZFREL £ cwan 1280~1500 B WA
tunnel 1280~1500

I DEFRFEETHEWNGEE

FA U HT2—AZEDUTOL IR T3, @FIIEAEOLIEILIH Y FHA,

LAN : 1500

PPPoE : 1454

EWAN : 1454

Tunnel : 1460
IWUE&@?

MTU & 1% (Max Transfer Unit) OIS T, MTUE &%, @H. 1 2%y N CTHESZ ENTE

HIP X7y b (IP~y X +IP_Af1—F) OESZNNET,

7L wYADSL, B 7 L v LT DA, LTS IP Ry MU —27 @ MU fEA
1454byte (272 > CWET, L7ZM > TPPPoE 27 L Y ADSL 2B 7 L vV &4 L T T
HPEIT. ZOREL 1454 LU FIZHREL TL &,

111



EET—LBIEH— F5I T4 LXI—25 FITELnet-F140

I%E%—F

IANA VH T 22— AREET—F
PPPoE A > X 7 = — ARTEET— K
EWAN A > % 7 = — AFEET— R
RPN VBT 2— AREET— R
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I ipv6 mtu-receive—enable

BRELTWAAL L EZ T 2—AT, ZELERADNIU AT g o THRESN TV A MU fE
EHHETHLEAITHRELET,
B Licha, ZELEMUEL, EEINZMUEZ KL, /DNIWEEZEBEOA
BT rx—Z2ADOMUEELE LET,
REXIT O AL, ipv6 nd receive—ra I~ RORTENDNLIE T,

refresh =~ NRIZA®NC e H a2~ RTT,

I EEHI1T BINI A3 T —RT, ZIELI-RADOMUA T2 a U TIRESN TS MU EEZEMET S

Router (config) #interface ewan 1
Router (config-if ewan 1)# ipv6 mtu-receive-enable

I:l?‘/ FEH

ipvé mtu-receive-enable

I ING A—4
RITA=HITH D T A,

Lconesnpnusea

ipv6 mtu 2~ 2 RO EITHEVE T,

Iﬂi%—F

IAN A v &7 = —RBEET— R
EWAN A > % 7 = — A EET— R
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| Kus—n—5124

/52<vJoxs

I class—-map

I ITARTE—RIIBATL, NI 74w BT H 73 77 AT 2ERLET,
7 I A~ w7 — FTlE, match ip & L< L, match ipv6 a2~ NIZL->ThT7 74 v 7
DVEEENHRESNE T,

DGR DNRE S NS, match-any OFHEIZ L > T, HEOEMN R FihL 72D
2. AND SR & lEESNE T,

IPv4/IPv6 OEVNZ LV RE SN a~ 2 RS LAWK 2 RBEAIE, B sS40
ITIE SN DD TR, RS EHESNET,

refresh 2~y REIZEZNC /B o~y RTY,

I%EM1 DAY THREE— FABITLET,

Router (config) #class-map video-class
Router (config-class-map) #

I:l?‘/ FERK

class-map <7 S A< v & >

I/\"%;‘—’Sl

INTG A—5 REAR REEH HESEF DB
U TAR TR | TARy TR ERE LET, |16 TFLURNO TS | IEAR]

Loomezannuse

TITAR TN LD NT 7 4w 7 OSEEITOEE A,

D=+

EABEE— R
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Imatch—any
[f]— class—map N TP match ff?ﬁﬁﬂtéﬂf: SEOEEERELET,
WY 1 DO match T~ v F L7255 12 class—map IZ@A L7 ST L £9,

refresh 2~ NBZIZAENC/ha~wr RTT,

HEF1T IPFIEAVAMDI0FLLLIF 101 BIZTTYFTERNS T4 v EREET D,

Router (config) # class-map video-class

Router (class-map video-class) # match-any

Router (class-map video-class)# match ip access-group 100
Router (class-map video-class)# match ip access-group 101
Router (class-map video-class) # exit

#
#

I:l?‘/ FERK

match-any

I/\"%;‘—’Sl
INT A—=HFTHD EFHEA

Loozezannuse
£TO mateh 1T~ v F LISRIC, 77 A~ v 7\ Lz S BT L £,

B E LT, REB 1 Tmatch—any ZF5E Lo T2 BIZUL T L 512720 £97,

Router (config) # class-map video-class

Router (class-map video-class)# match ip access-group 100

Router (class-map video-class)# match ip access-group 101

Router (class-map video-class)# exit

OA. IPTZ7EAVARD 100 FICw YT, PO FIC~vYyTFTHRNT 7400 %
xT§§<E LET,

I%E%—P

7 IAT Y TREET— R
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Ilnatch ip/ipv6 access—group

VITARYTNCY T THNTI T4 v 7%, IPTIZEAVARNMIKVEELET,

KT T 4w 78 IPvA 23 b OBEA . match ipve 2~ RIZARRAL & 720 9, (T b
7 4 v 7N IPV6 2Ny b OE . match ip 2~ RIIARKALE 220 £4,

BELD match WER SN E, ERINIEICFEHI S vE T,

[f]— class—map {23V T match-any 28T STV A AL, W LD match 1TI2 % b
T4 TG Lol 5E . %2475 class—map [ZITES LA o7-b DL SNET,
match—any 23 EE SILTCWVRWIEEIZIE, WTNAD match1TIZ 7 7 4 v 7 03iA L
o858 4T 5 class—map IZITHEES Lo b DL SNET,

T8 AU A RD log & count TR I E T,

IEQTE“WH IP7O AR D200 B EIVFIDLI T4 VI ELTEHRET Do

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #match ip access-group 2000
Router (config-class-map) fexit

I:l?‘/ FERK

match ip access—group <ext-ipv4 7o X 1) X &S > [input-interface
K432 27x—R%> [port <GR—+ESD] ]

match ipv6 access—group <ext-ipv6 77 tX1) X b&FES > [input-interface
K422 27x—X4%> [port <iR— FFE S]]
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INE%—Q

INTG A—4H BRERNSE B it il HERBEDOE
JIA Y TNTY T THRNT 74

tipvd 77k , 100~199 -
e7i( ) g)v}\ g: v J & ext—ipvd 7T/ B AU A REKF 50002609 B WA ]
7 lclELET,
lan 1
ewan 1~2
4V&7I~x%7§X797WT7y%#6%574ypmw1~% BTOA v
VEANA LV H 72— ATIRELET, |[dialer 1~20 |[#7=—2
ipsecif 1~100
vlanif 1~16
o = LAN A > % 7 = — ZADYHR— &= LAN A > %
A S e port 1~4 T r—AD
ZHEELET, ) 0
N— h &

I CDEREEITHEWNGEES
HHM I TAT Y SICNT T 4 w7 iE~v T LERA

I%E%—P

7 TAYy TEEE— R
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Imatch ip/ipv6 input—interface

IIARY TNy TTEHRNT T 4w 0%, ANAVET2—AZEIVEELET,
KT T 4w 78 IPvA 23 b OBEA . match ipve 2~ RIZARRAL & 720 9, (T b
7 4 v 7N IPV6 2Ny b OE . match ip 2~ RIIARKALE 220 £4,

D match WEFTSINTHE, EFXINTINEICFHME S E T, F— classmap (2T
match—any NFETE SN TWA G, WO match T2 T 7 4 v 73S Lo
7256, 4T 5 classmap [ZIF#A L o7mb 0 & ShvET,

match—any 2N EE SILTCWVRWIEEIZIE, WTNAD match1TIC N7 7 4 v 7 03ié L
o888 4T 5 class—map IZITHEES Lo b DL ENET,

I%Eﬂ1 NSOV ERESTHA AT —REBIMN 1 L LTRET D

config) #class-map video-class

config-class-map) fmatch-any
config-class-map) #match ip input-interface ewan 1
config-class-map) #fexit

Router
Router
Router
Router

— e~~~

I:l?‘/ FERK

match ip access—group <ext—ipv4d 79U X)X +&FES > [input-interface (<1 >
271 —RA%> [port <R— FEHEE>]}

match ipv6 access—group <ext-ipv6 7o X 1) X &FES > [input-interface {<A
VR T —RE> [port <ilR— FESD] ]

I/\"%;‘—’;“l
NS A—4 BRENE Bl HIREFDE
ext—ipv4 JIA TN T~YyFTHRNT T 4 100~199
TIEAUR v P& ext-ipvd TV AU R NEE 9000~2699 BMEATA]
b THIELET,
lan 1
ewan 1~2
79 A~y T v FTH b7 4 PP 1
: 7z e dial 1~20 |2 TCTDA 7
AT == At v T A LE (2T oA
A4 - ipsecif 1~ |=—A&
° 100
tunnel 1~32
vlanif 1~16
o IAN A &7 =
: — A A N = o
He by INA ST AOYRE T MRS e | —2os— bR

ERELET, o

A
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|courenbuige

HM TG 2wy IR T T4 vy F LERA

Iﬂi%—F

I IR TEREE—NR
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Ilnatch policy-flag

QSERMDOT7 T 7Rty FanTnd, b LTty FEnTWRWEGED class & L

TEMELET,
AR RNT 7 arpbOmHMN 1 ELZRWVIREETIZ, AU v —7F 7% OFF & L THW
F7,

EHI1 QSEFERTITYDclass & POLIT-FLAG &9 %,

Router (config) # class-map video-class
Router (class-map video-class)# match policy-flag POLI1-FLAG set
Router (class-map video-class) # exit

I:l'?‘/ FEHX

match policy-flag <K' L —2T75 45 4&> [set|unset}

INE%—Q
INTG A—4H REARE REEE | HREEFDE
. . 7= /A% 5T JE| PN
FY S —T 5 %?Saﬁﬂ%777 class ZHEELF Foe 64 505 B

QSEHEHT7Z 7Rty hENTWAH L
L<iE, ENTWARWESEZIRE L

E
set |unset ot KV —75 70"y bapnT |5t A N)
‘ W55 unset

NI —=T7F 705ty hahT

UNSE e A 12 S

Loosrzabuuse

REZATSD TWRWGEEIX, 2077 7OEHRITZ 7 ADTOEHRE LTHEHLEEA,

I%E%—P

7 TAYy TEEE— R
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REDEPACRLY

I action-map

action—map E— RIZBITL, NI 74 v 7T 2H7 7 varwERLET,
FITHIC L > THR— FERARAWT 7 3 =0, IPv4A/IPv6 OFEWC LV EREINT- =2
< RBREY LWL S RS, BESNZT 7 v a VidERInET,

boen: 70030 vy smee— i mats.

Router (config) faction-map stream-action
Router (config-action-map) #

I:l?‘/ FERK

action-map <723 vIE >

I/\"%;‘—’Sl
INSA—4H BRERNE REEE | ARREFOE
TovaryvwyTY \Trovarvy T ERELET ég;f%;ﬁm HWEAA]

I COBREFTHHRWNES
T vaIERINEEA,

foe=—
HAREE— ]
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Iset ipv6 next—hop

Trvart LT, Ny MREERELET (R v—n—FT4127) |

BNk 9 b, distance [EN S o & H/NI WK N AGZIZ 20 97,

A pfkED 5 6 b o &b distance fEA/ I S W HIHEFEANE— distance B CTHEEAFTE
T 5%, config /R Thed EOREN T SN ET,

distance fANEIE SNIZHEDT 7 /0 X117 LET,

e N BERE RS S, TORKBIIEHEIET,

il 2 OHFHEIEN R TREEARRERGA, b LJAIBESNTORWEGS, set
{ip|ipv6} next—hop default BHREEN TV HHAEITIL, BEDO/N—T 4 T TibhE
T, FHESNTWARWEAIZIE, N7y MIFfkRGE N7 » M e LTHEFEINET,

Xy RS IPvA DA, set ipvb TR SN E T, W37 b IPv6 DA, set ip
TR SN ET,

AKawr RiE, UFZEROYV—ERAR) —L LTHESINZEA L, BREEROY
—EARY =L LTHREINTGAICORANERD | T/FEERFOY—EARY >—&
L CRESNHEIIIBEH S ET,

IEQEWH JINA sy R th#Ese % 2002:1004::1 (= distance 10 THRET S

Router (config) #action-map stream-action
Router (config-action-map) #set ipv6 next-hop 2002:1004::1 distance 10

I:l??‘/ FERK

set ipv6 next-hop <IP7 KL R> [4 2% 7 x—X*][distance (1-255)]
set ipv6 next—hop <4 >% 7 T —X*% [distance (1-255)]
set ipv6 next—hop default

I ING A—4
C RkSA—E BRENE | BEEHE | AREOE
~ LA
1Py L FRESED 1P T KL A2 RE LT AN TR
NextHop 12V 7 a—h)LT RLAZKIE |lan 1
A B T 2= | LEEAIE, A v F 7 2 — ADFRED NI lewan 1~2 —
<9, pppoe 1~24
PPPOE f o % 7 = —AD X 5 |2, 5ase~F o
A28 7= — 25 GEF B0 0 Nextllop O TP T LAY [P0 577 e R
T B 7R WG EICERE L ET,
distance ‘E{ﬂ%liﬁ'ﬁ@ distance fHZ K EL £, ‘1~255 ‘1
R = N—T 4 T EITOTIT, BED .
: 7 BT
default N—TF 4 VT EBIRVET, i B
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|courenbuige
PRLSERE AT R DI E R A,

I (BE) 7o FaJLd distance {E

o7 m k3L d distance fEiZ, AFDO XL 127> TWET,
Jakan TIAILME HE

ABT A 1 2 A[HE
B — B - I RTA]
BGP (external) 20
BGP (internal) 200 AL UDI e
BGP (local) 200
RIP 120 ZE L AIRE
OSPF (external) 110
OSPF (inter—area) |110 AL UDI e
OSPF (intra—area) [110
IKE /L— k 0 ZE AT
SA-up /L— b 0 IS A RE
REDUNDANCY /b — k|0 2 AR
EventAction /L— b |1 ZE T A HE
AutoConfig 0 I A A]
I%E%—P

e

TIvar~y TREE—R
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xus—<viozs

Iclass

DIGAR T T I arEERIGT, VT = ary N NI T 0 v 7K
TEHET 7 arvEERLET,

DI TANRERSINGE, VA TZOT VT 7y MEICHRE S, &I
T LI TRIIKT AT Vv a r ODHENEITINET,

[fl—27 A<y TR LT, —2oDOT7 7 varohitlh TEES (A~ 7 A~y
TR LTIR, B L 720 F9)

refresh 2~ NZIZAENC/ha~wr RTT,

IEQEW'H 95X vy 7 (video—class) &74 < 327wy (streamaction) ZxtiEDI+5%

Router (config)# policy-map stream-service

Router (config-policy-map) # class video-class action stream-action
Router (config-policy-map) # class audio-class action stream-action
Router (config-policy-map) # exit

I:?DF%ﬁ

class <HSART Y TE> action <7H L 3r<yT4>

I ING A—4
ING A—%H REAR % 7E &t HHEEDIE
e s N Z = - S == P b
7317yﬁ%ﬂﬁ0ﬁ97717/7%%ﬂﬁbi @}%um@ D
R el
Tovarvey S STAET Vv arvy TEEREL |16 STELND WA
74 F9, el

Lconzsnnuise

JT ATy TET I arEORSITERINET A

I%E%—P

WY =<y TREE—F
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Ipolicy—map

policymap E— RIZBITL., 7T A~ S ICL-THELIZ N T 7 4 v 712X LT, ED
X REEE TR O EERLET,
ZITHELERY =~y T ZHNITDITE, KA 0 F T == AREE— FT,
“service—policy input/output”’ =~ R CTEEEL ET,
F72, BREEZR) V——T 4 7T 5851, “servicepolicy local” 2~ RTH
FELET,

refresh 2= RLIZHMNI /b a~<2 RTT,

I%EM1 RYS—Ty THREE— FABITT 5,

Router (config) #policy-map stream-service
Router (config-policy-map) #

I/\°3)‘—’5¢
RE SERE nrmE | SREOE
KU Sy TH R S TR R LE T ‘£§§HW@ BN T

I CDEREETHEWNGE
RN == TOREEITHIZENTETEEA,

I%E%—F
EAREE— K
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I statistics update

WRHEMDO A T > FEAT O N E I EfREL T,

refresh 2~ RBICENCAR DL a~w 2y RCT,

Iﬂiﬂ1 GEEROH I FEFTS

Router (config)# policy-map stream-service
Router (config-policy-map) # statistics update enable
Router (config-policy-map) # exit

I:l?‘/ FEHX

statistics update <A™ > FERED

I/\°3)‘—’5¢
INTGA—4H BRENE RTEEFE | EEREFOE
WEHEROD T o N EATH M E I EREL
Er
2 bRE crbe  lawerer
enable |FEHHEHROB 7 b EITH tsable
=3

disable [FERHEWMDO I 7 o N &E{THO72 N

ZﬂI

I:@%EE?%Uu%@

WEHERo D T FEITOVER A

I%E%—F

RN o—= vy IHEET— R
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DU o ——7 1« o 8 NextHop B8

I ipvé polling—interval

RY = Ib—T ¢ TGRS & BT 572012, FBE S hikitic
%t U CHEAR N M EIBET DO Ipve BEMR/ N7~ |k (Neighbor Solicit) DiE(E Mg % 5
ELET,

ARP E 720133 A RNDOF v 2 2T —T VOB ELITU, 1Pv6 TITIREEN
ND6_LLINFO_REACHABLE, ND6_LLINFO_STALE, ND6_LLINFO_DELAY. &% TYND6_LLINFO_PROBE T
HLIGECAETHD LHESNET,

FRUSME, BEhThniHEsnE T,

FHHhToHHIGAE., RV ——T 4 U THERETIX, € SNTHRE~DEIEENH D &
HIEL, TOHRKEZ AN RIRETRLET, A TRVWESIX, set ip next hop 2+
v R CRIE SN RO OHIEZITVET,

EELHDOY 7Ly v a TIIERRIOER N NEEHR, BESNTRENARIE 720
*9,

refresh 2= RLIZHEMNI /B a~2 RTT,

Iﬁiﬂ1 B8/ N7y FDEERRE 02T 5

Router (config) #ipv6 polling-interval 10

I:?ypéﬁ

ipv6 polling—interval < BEtR/\4w MXIEREIRRE >

I/ﬁ’%)‘—@
NS A—H BRERAR SR TE B HBHREEDIE
BERR XA b |Tpv6 BEAH <7 » b (Neighbor Solicit) ™ w=IEHMRE 5 7

5~60

Sl FEMMREEE L £, [CRELET,

I:m%ﬁ%ﬁbﬁu%@
Bl < b ORAERIEDS 5 B RE SVET,
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| Pv4 L—TF1r T DEE

| P7rLzO%E

I ip address

AV B T2—ADIPT RLA, 7%y bR 7 2HELET,

refresh 2~ R&ICHMC /25 2~ R T,

IEQEWH PPPOE1 D IP 7 FL X% 158. x x x. x x x. 1IZEET S

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip address 158.xxx.xxx.1

IEQEW]Z ENAN1T D IP7RFLRX%Z158. x x x. x x x. 1, Iy k<R % 255.255.255.0
[ZERET D

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip address 158.xxx.xxx.l 255.255.255.0

I:7>F%ﬁ

ip address <IP7 FLR> <H TRy kTARY>

I/ﬁ’%)‘—ﬁl
INT A—4 BENE BREEE | HEERFOE
P 7 KL% Xiiilwx FOYBTHIPT RLAZFK Hggg W]
zj*y% {;i;i;; EECTHrY TRy va7§i;;g W

¥PPPOE BILUN—T Ry I AV F T2 —ATiX, 7Ry b~ AT DIBEXTE A,
RV A B 7 = — AT, unnumbered 7Y g VOBEIRNFEETT, FHEMIX
ip address unnumbered ZZR L TTF &\,

I%E%—F

IIN AV HZ T x2—AREE—NRN

EWAN £ v % 7 = — AFKEE— N

PPPoE A > % 7 = — AHEE— N

VLAN A v % 7 = — ABEET— K

IN—T Ry J A BT 2—AFEE— R
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I ip address dhcp

EWAN A > % 7 =— AT, DHCP 7 A 7 MEREZEAT 2B A5 ICHEL £,

ADSL <& 2 "C PPP % #&3i L EWAN (2 DHCP C7 KL AZENT 5 K 9 72 /r— A, CATV A
VH—Fw MEDHCP T7 RLAZEIY Y TH 7 a A XIZR L TWDLEAIE, Z0F'—
RCHEATAHZENH 9, IMALTWS ADSL A CATV A » Z—F > h P —E 2R L
TLIE&E N,

4 A

INTERNET (77 2RRA 2 b) m I,_
— /
—

ADSLE 7 L

N J

ZDOF—ROEA, DHCP =305 [ 7947 MID) b LLIE THRA ML OFRTER
FERENAEAENHV ET, ZOEESIT. a~r FOF T var bt LTEREINENE &3
ELTL7EEN,

I%EM1 EWAN A >3 72 —XTDHCP & 54 72 hkREZERAT %

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip address dhcp

I:?DF%ﬁ

ip address dhep { client—id [{ ascii | hex} < 254 7>k ID >] [[type < &4
7 >] [hostname < 7RR +4& >]| [hostname < KRR +%
>]1 1|hostname< R +& >}
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INE%—Q

INGA—4H RERNE =% T & B HIRBEDE
s 547 b ID % ASCIT £7-
%, hex THREL £ ascii 54T NID &

{ ascii | hex}

7547w k1D |[ascii [FK 63 305 (ASCID) hex RS
hex  |[FK 126 #7 (16 %0

7747 ~ID
> . P %t 23 ASCIT DA
Py Z747/$ID®§47%% 0955 =
ELET, IIATURID ||
75 hex DA
KA N RANGERELET, K 63 3CF (AR A RN EAHT AR

|coueenpnis

DHCP 7 Z 4 7> MEEEFEH T 8 A,

IDHCP DIAT v hEREL(E?

DHCP 71 bz /LZFIH LT, IP 7 FLRAEOFRAZF VY TTH LW, ZOAFIC L
N> T IPWEZ1T72 D KREA . DHCP 7 4 7 > MEREL W\ E T,

FITELnet-F140 {%., LAN A > &% 7 = — AT DHCP % — SBEREF 721X DHCP UV L —=— =
NEREMEF TX, EWAN A > Z 7= —ATDHCP 7 54 7 MEGEA T Tx £,

I%i%—F

EWAN A > 2 7 = — ABZEET— R
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JRiPIcET 25%

Irouter rip

RIP 9 —E AR EE— FICBITLET, RIP OFFEHRELITRVET,

refresh 3= FRIZAMIC/ D 2~ FTT,

I REM 1 RIPH—ERBEE— RICBITLET,

Router (config) # router rip
Router (config-rip) #

I:l?‘/ FERK

router rip

I/\"%;‘—’Sl
INT A—=HTHD FHA,

I COREFITHHEWNES
RIP i CE A,

I%E%—P
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I|1etwork

RIPH—ERZHMA AL H T2 — A5 IPT RLAFEFIZ, A X 72— ATIRELE
—a_o

refresh 2~ NBZIZAENC /e ha~wr RTT,

R EH 1 192.168.0.0/24 DA >3 7 = —XTRIP Z:ERY %

Router (config) #router rip
Router (config-rip)# network 192.168.0.0 255.255.255.0

IE&EWHZ pppoel MDA >3 7 —ARATRIP #ERT S

Router (config) #router rip
Router (config-rip) # network pppoe 1

I:?DF%ﬁ
network [KIP7 FLRA> <Ry kY RY> | 1 8272 —RE]

I/\°3)‘—’5¢
NS A=A BRENE B il | HIREDE
[y P N . N S 2
IP7 KL% RIP 3T AA X T2 — A%, AV IEV4 7T RLURAE W]

X7 2—ADIPT RLATHEELET, |

mp%@%¢64y57i%x%\w7’Im47pvx%

Py R AT | RLAL Ry b= A7 OMBEDOETH it BIEASA]
ETHIEHLTEET
lan 1
ewan 1~2
A BT x2— RIPZEMTHA X7 2—A%FEEL  |pppoe 1~24 o
A4 F7, dialer 1~20 HWEA T

ipsecif 1~100
vlanif 1~16

Loosrzabuuse

B2TDA L HE T 2—ATHLRIPEZERALEH A,

I%E%—F

RIP 4 —EXHEE— K
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Ineighbor

RIP ®FESeT KLU AZFREL 7,

JEH D RIP 13, Versionl TIIH 7% v h7m— K% % 2 h (192. 168. 0. 255 %) 4.
Version2 T~/ FF ¥ A b (224.0.0.9) FEICEE L ET. RIP ZEET AHFELZEE
L7ZWGAIS, 5887 RLAZRELET,

refresh =~ NRIZA®NC e Ha~< > RTT,

I REHI1 RIPD3EFE % 192.168.100. 1 [ZPRET S

Router (config) #router rip
Router (config-rip)# neighbor 192.168.100.1

I avy RERK
neighbor <IP 7 KL X> [source-interface <4 >4 7t —RX£>]

I/ﬁ’%)‘—@
A E HERNE HEHE | EEEFOfE
N LR
IP7 FLA  RIP OsEfeatiE LET, ;§7] HWEA AT

RIP 25T HBEOF(ELT KL A
HITHrA4 027 2—AT FL A,
EETEA VA T 2 — ADIEEIT. K
128> hY &2 FE9, 129 = FULL |lan 1
A HETr—A | b, FETA L FZ T 2—ABREELIZT |ewan 1~2
Fay i Y RUBRHLGE, 1291FBUBEDT Y |loopback 1
rUAZOWTIL, EEL= > MY OIRTE |dialer 1~20
D720 BERICEET DA 27
T—ADT RLVANR, EFELT LR L
AU

E A N
THA X
7T rz—RA

Lcosesnpnusea

Versionl TiFH 7%y 72— REx¥ &2 (192.168. 0. 255 %5) %G, Version2 TlI~/LF
X A b (224.0.0.9) 5EITEELET,

I%E%—P

RIP h—EAREET— R
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I ip rip receive version

PPPoE A ' Z 7 = —ADRIP ZENX—Y a3 (1 or 2) ZfFELET,

refresh 2~ NEZIZENC /e ha~r RTT,

I SEWH 1 PPPoEl TRET B RIPD/A— 3% Version2 £33

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip rip receive version 2

I:l?‘/ FEH

ip rip receive version <Z{E/N\N—C 30

I INTG A—4H
INT A—4H B/EAS BREEHE | HEREOE
e PPPOE CEAZT 2 RIP DN—V a3 VEIRE L £
S VIV O G EZETAHEAIE. 120k5122 B WA ]
N—Tg v e 2
SREELET,

Lconzsnnuise

version 2~ RTHE LIz A—Ta &0 £97,

IRIP2 EFx?

RIP version 2 . WEEXZ7 273 XLz Eo, FBKHIE 72 s 21063,
RIP version 1 &3, LAFORMRLRD £,
c EETHBEDOSET FLAR<ALFF v X kb (224.0.0.9)
TRy N ATEREENTHIENTED
« NextHop Z1H13 5 Z LN TE 5
CBRRET — X HiBANT A T LN TE, RRRET — H DR BV — F I D ORRBEIE T A LD
EL7auy,

I%E%—P

LAN f > 2 7 = — AFBEE— KN
EWAN A > % 7 = — AR EET— K
PPPoE A v X 7 = — AZEET— KN
HAYXYT—A BT 2—AREET—R
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I ip rip send version

PPPoE A > % 7 = —AD RIP I£EXN—Ta > (1 or 2) ZFELET,

refresh 2~ NEZIZENC /e ha~r RTT,

I EREW 1 PPPoEl TEETBRIPD/A—2 3% Version2 £33

Router (config) #interface pppoe 1
Router (config-if pppoe 1) 4#ip rip send version 2

I:l?‘/ FEH

ip rip send version <E{E/N—P 32>

I INS A—4
INT A—4H HERNE SEEIE | HIREFDE
. PPPoE Ci4{F9 % RIP D/X—Y 3 VA fREL £,
e VI/V2 D5 25T 58A1E. 1 2055122 B A T
IN— ot 2
SHEELET,

Lconzsnnuise

version 2~ RTHE LIz A—Ta &0 £97,

IRIP2 EFx?

RIP version 2 . R 273 XLz E-o, BKHIE 72 s 21064,
RIP version 1 &3, LAFORMRLRD £,
c EETHBEDOSET FLAR<ALFF v X kb (224.0.0.9)
TRy N ATEREENTHIENTED
« NextHop Z1H13 5 Z LN TE 5
CBRRET — X HiBINT A LN TE, FRRET — H DR BV —F I D ORBEIE T A LD
EL7auy,

I%E%—P

AN A > % 7 = — AREE—F
EWAN A > &% 7 = —AREE— R
PPPOE A % 7 = — AR EE— K
BAXT—A BT 2—AREET— K
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I ip rip authentication key—chain

key chain g% CTaxiE L7z key—chain £ #$5& L, PPPoE A > % 7 = — A D RIP2 D/XA T
— Rl 21772V E T,

key chain i€ TlX. key 7 L— X key—chain WNAZNRGFEH AEET A E N TEET,

ZORENERDN—F LT, RIP2 TORKAHEITIR ) Z LN TEERT A,

refresh =~ NRIZARNC/ e H a2~ RTT,

Iﬂiw1 RIP2 DEREETHEMT 5 key [, “key-rip2  ZEAT 5

Router (config) #interface pppoe 1
Router (config-if pppoe 1)#ip rip authentication key-chain key-rip2

I:l?‘/ FEH

ip rip authentication key-chain <key-chain & %>

I INTA—4H
ING A=A ByARES RESEHE HREFDE
key—chain 4% |key chain =~ K CTIEE L7= key—chain 4 #F |- B WEAS AT

I:@%EEﬁqu%é

RIP2 OFBIEEIT/2 D) Z EIXTEEH A,

IRIP2 EFx

RIP version 2%, HREERZ # 73U X L% o, BREEE 2 2T,
RIP version 1 &%, PAFDEMNELY £5,
CEETHBEOSET RUARTALFF ¥ A b (224.0.0.9)
YT Ry N AT FEREBINTHENTE D
« NextHop Z1H13 5 Z LN TE 5
CRET A BT A ENTE, BRET — X BRI D — XD DR IEBRIT AR
L7,

I%E%—P

LAN f > 27 = — RAFBEE— KN
EWAN A > % 7 = — AR EET— K
PPPoE A > X 7 = — AKIEET— N
VIAN A > 2 7 = — AR IEET— K
HAXYT—A L HT 2—ARET— K
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I ip rip authentication mode

PPPoE A % 7 = — AT RIP2 ZXET 25512, key chain RE CEFK LT key 7 L—X
#ZDFFE (Simple Text) THEETDHD,/mdd Ty v aitE LB OT—4
(Unrecognized Authentication Type) TEETAHAMEHRTEL ET,
FOEFERMETHBEEIT text”, Ny P aitELEBOT—% (M5 JER) TEET LY
Al mds" R EL £,
CORENREIRDN—H LIE, RIP2 TORBEAWAEITIR ) 2N TEEEA,

refresh =~ NBRIZARNC/ e h a2~ RTT,

I%Eﬂ1 RIP2 DREET — 5 % D5 Byt &9 B

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip rip authentication mode md5

I INTG A—4
NS A—AH BRERAR REEIFE | ARREBFOE
RIP2 T, NAU— REED HFRX AR L ET,
AL, - text

text [Simple Text TEET 5 nd5 HREA AT
md5 MD5 XX TEEFET 5

Loosrzabuuse

Simple Text TEE L £,

IRIP2 sl

RIP version 2%, B ¥ 713V X L& b, BEHE 72 s 2T,
RIP version 1 &ix, LAFORMNELRY £,

c RETHEOEET FLAR~ALF v A b (224.0.0.9)

TRy R ATEREBEMNTHIENTED

« NextHop Z1#H13 5 Z LN TE 5

CEREET X EBIRENT D T LN TE, BRRET — H DR D L — 2 D OIS HIT A %D
E L7,
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I%E%—F

IANA V2T 2 —AREE— K

EWAN A > % 7 = — AR EET— K
PPPoE A ' # 7 = — AHKEET— K
VLAN A > Z T = — AREET— K
HAXT—A BT 2 —AREE—F
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BRE

I ip split-horizon

PPPoE A > % 7 =—AC Split-Horizon il 24772 D ME I MEREL T,
Split-Horizon il #4772 5 HE 1L "enable”, 17727\ iE 1T disable” #fEE L £77,

refresh 2~ NBZIZAENC/ha~r RTT,

I &I 1 PPPoE 4 >4 7 = —XT Split-Horizon HlH %1774 5

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip split-horizon enable

I:l?‘/ FEHX

ip split-horizon <Split-Horizon &>

I INS A—4
INTA—4A ByARES SRESHE  ARBOE
Split-Horizon filfl Z1T72 9 & 9 %
fEELET,
Split-Horizon fillf# zndbii B WA ]
enable |fl#HIZ4T72 9 tsable

disable |HlfHl 21T 72720

Lconzsnnuise

Split-Horizon #1247 E 9,
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I Split-horizon &l & & ?

RIP iX(F Ml 0 5k TF,

A2 L7= RIP D565l A . RIP2ZIELIcA v X 7 =2 — A K L CEETH0E 5 %
HIE LET, Split-Horizon filf1Z1T72 2 &1L, RIP 225 LicA V¥ 7 = — A IZITE(E
LEEA.

Split-Horizon il 24772 > TWWRUWWL—FZ Ny NU—27 FICFET 584, RIP Ti%
BLIEERERUA VX 72— ANEZET D20, ZTDA ¥ 7 = — AN GRS BT
TB LRSI, ERRICEET AL VX 72— ARMERARA L 725 ThH, FHLOHAOA X
T — AR FET D EEZ BN, T X EEELTCLENVET,

T OMREN IR WE AT, BRIEN R Ro T2 A DINR N EL A FK E 720 £,

Split-Horizon MOPLIEMERE T, Split-Horizon with Poison Reverse & W IHMEEEDRNH VD %
T, T OFEREIE. Split-Horizon ® X 912, RIP 2%(5 LicA v & 7 =—AIC[FA U O
WA HORIP ZFE LRVWO TR, EOSHEDFEHRDOA N v 7 % 16 (BlE#EARE) &L
TRIP Z#%ET HHEETT, ZOMIBIZLY . IDICHEEENBIETE £,

FITELnet-F140 I%. Split-Horizon with Poison Reverse #§HEZ VR — K L CWVEH A,

I%E%—P

IANA V2T 2 —AREE— K

EWAN A % 7 = — AR EET— R
PPPoE A v X 7 = —AKETET— K
HAXYT—A LV HET 2—AREET—F
VIAN A V% 7 = — AKEET— K
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axX

=13 E

Ipassive—interface

RIP DZAZDHEATV, FEILZLRNWA VX T 2 — AR ELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

4

%3

IEEM1 EWANT1 4 > 2 2 2 —RI&. RIPDZIEDODHZF1THES GEELELY)

Router (config) #router rip
Router (config-rip) #passive-interface ewan 1

I:7>F%ﬁ

passive interface <4 271 —R&#>

I/ﬁ’%)‘—ﬁl
NG A—=4A BERAR B il LREEFDIE
lan 1
I ) ewan 1~2
== FTFeH A0 —
VBT e A RIP DEZAZDHREATIRDA X T = pppoe 1~24 BT

AEFEELET, dialer 1~20

vlanif 1~16

I:@%EEﬁbEu%ﬁ

RIP ZHHIT 25 A 2 7 2 — AT, EZEEITHVET,

Iﬂi%—F

RIP —E AR EE— R
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Ioffset—l ist
access—list CTIRE LTZRBRBIEMOBEZE RIPIZH LT, [FEOXA N v 7 {EZINHE L £
—a—o

RIP &EHFIE, BRXE L7 A YU v Z{EZINERZICRIP 21265 L, RIP ZERHIHRE L1z A
U ZEE NGRS RS ATV E T,

refresh =~ NRICARNC e Ha~ > RTT,

EREHI1 192.168.100.0/24 27 v F§ HRWIEMD RIP ZERFIC, A R VY {EICI EME
LTRIPF—JIIZEEFT S

Router (config) #access-1ist 10 permit 192.168.100.0 0.0.0.255
Router (config) #router rip
Router (config-rip)# offset-1list 10 in 3

I:l?‘/ FERK
offset-list <access—list&E B> { in | out } <ARYYHE> [ 02T T—R4E]

I INTGA—4
NS A—4 BREAR X E B HEREFDIE
access—list ANY w7 EENAEMNSRET DT 78 [1~99 BW AT
e AV A NDOFEBERELET, 1300~1999 "
in (Z1EHF) F7/21E, out (EIFHR) in
{in | out} DELLTA NI w7 EEINET D0 out AREAT]
FHRELET,
ARV WETLZA N vV EERELET, |[0~16 B WEAR ]
lan 1
ewan 1~2
A HTx—A [WHTDHA L H T 2—ADA X7 x |pppoe 1~24 LA UH T
Z4 —AAERELET, dialer 1~20 |—ATiM

vlanif 1~16
ipsecif 1~100

I CDREEITHEWNGES
RIP ZfZHFIZ A DU w7l 1 INE S ET,

I%E%—P

RIP 4 —EXHEE— K
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Iredistribute

RIP u%wiﬁxfw‘% L7-RREE®RD 9 B, RIP THET DR K 28I LSS T T
AR w7 bei#
A R /Mﬁ%élﬂﬁbt I, 717 TEA AL ET,

7272 L. BT HRICZE LN GBI EECAA B THON RN 20, 1B L7 RIS & i
it AH7-0120%, clear ip rip redistribute 2~ REZETL TLZE 0,

refresh 2~ RRIZHHZ D a~r RTT,

IEQEW'H AR T4y TEEL-BBERZRIP THREMT S (A LUy 1)

Router (config) #router rip
Router (config-rip) #redistribute static

IEQEW]Z BGP THRfF L 7=#2iR1H#RZ RIP THECHY B, CDEEA RV IZEI LELTERAT S

Router (config) #router rip
Router (config-rip) #redistribute bgp metric 3

I:l??‘/ FERK

redistribute <BERH T ARG (metric <A +1) v {BE>] [route-map <Route-map %]

I NG A—4
T x—x RENE RERE B
RIP LIS D F B CTHUS L 72 #R I8 IEH D 5 5. RIP THL
MTHHOERELET,
Ibep IBGP “CHUf: L 7= 8 1 4t bgp
‘connected ‘ AR connected
. N IR R event—action
A % ‘event action ‘/I'“\/ N AS =) Iy ST kernel P
P15 ‘kernel ‘kernelGCﬂZty h SRR AT R local-protl A
‘1ocal—prot1 ‘ local-prot2
SA-UP L— I ospf
local—prot2 ‘ .
static
lospf (OSPF THS L 7= RRHs
o«
A RU v RIP CIEETBBE0A | v 7 % 45E LET, 0~16 ?@1”/7
Route—map 4 |[MEEIZ)e U C. w35 Route—map Z#F5E L £ 4, |— ‘Route—map %
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I:@%EEﬁbﬂu%ﬁ

WA L2

RIP TS5 LB L OVSA-UP L— MG AZ IS L FT,

Iﬂi%—F

RIP —EAEEE—F
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Idefault—information originate

HH %7 74/ hb—h&E LT, RIP CHAT 20 EI D ERELET,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I BEF 1 T4 MIL—FDIEHRERIP THEIET D

Router (config) #router rip
Router (config-rip) #default-information originate

I:l?‘/ FEH

default-information originate

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

HE %7 74/l hl— ke LTITEHLETA,

L:=

ZOERTEIE. T AN L — FDOIEREF o TV s X2, RIP TF 7 4V hL— R &

WIS 5708 D DOBE T

ART 4 ITEETT 7 ANV MN—FERELTCWEZY, —T 4770 bzl kb
F 73 h— FEFE L TWEEASIE., ZOREICLESTF 7 40 hb— FOFE# A RIP

T LET

I%E%—P

RIP —EAEEE— R

145



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Iversion

KELELTERHATOIRIPOAN=Va VEFEELEY, A 047 =2—ABOFET ip rip
{send/receive} version Z FHWFET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

!EQE{EIH RIP version 2 A9 5%

Router (config) #router rip
Router (config-rip)# version 2

I:l?‘/ FEHX

version </N\— 3 )

NG A—H BEARE BT ARBEOE
RIP D=V a VERELET,
A=var M RP A—Ya o1 H AT

2 [RIP N— 322

I:@%EEﬁbﬁu%%

NR—= g2 L7700 F4,

RIP —E AR EE— R
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Idefault—metr ic

AEEE THARR L7 EEE# (static O1F#H) % RIP TIAETAHEDO A MY v 7 {EEHTE L
F9, 7270, T7ANRL—FDA MY 7OV TIE, staticRELTCW=ZELTH
1" TCIRELET,

refresh =~ NRIZARNC/ R H a2~ RTT,

FITELnet-F140 THRELFERE T4 vV IL— bDEHRZRIP TIEET HHEE. A vV EZED
ET 5

Router (config) #router rip
Router (config-rip) #default-metric 5

I avy FE
default-metric <A ~1) v & {E>

I/\°5)‘—’5‘
INTG A—A REARE REEIF | BRREFDE
ABT 4 > T — SNET HSEG D .
PR BT 4T k% RIP TIAET 5550 X 1~16 WA

M)y 7 EERELET,

Loomzsanniss
ARV v 2R, L CBIELET,

I)‘ v &

IP X7y bR T AL—FDOEANY v 7 EWvnET,

RIP CIAETHA MY w7 HEIE, TORKIZEGET 572012, EOL HVDL—F &t
BLALS TR b lE L TWhWEd,

IPv4 TiX, A MY 7T I~ FTEROLNTEY, 16 (3BERELZEW L £,

BWE, —HIFIP Ry FEFRELTZBRIS, IP~NYy ZRNICHDA N v T 7 40— KD
E1MELET, ZOXIICLT, A M) v ZEPMEI, 16 (X bEFEINET,

I%E%—P

RIP 4 —EXHEE— K
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I'timers basic

RIP IZBHT AL T DX A ~flHZ2RTE L ET,

refresh 2~ NEZIZENC/ e ha~wr RTT,

REMF 1 EEEEMREZ 20 7. BBRERZENE T DFITORME 120 B, RIREHRZ RIP
T—IILhLHEIRYT 5ETORMZBHET D

Router (config) #router rip
Router (config-rip)#timers basic 20 120 80

I:?DF%ﬁ

timers basic <EHIREEMEIR <EHRIEHRZFENET HETORED
IRBIEBEREHIPRT 5 F TORERED

I/(%)‘—'Sl
ING A—%H BREANE RTEEFE | AREBEOE
oo = |[RIP OEHIEEME (AL B) ZHEELE 5~ o
TEHIEE H R +. 0147483647 BWEA ]

RIPD VAR AZEZ G L7 IpoThb, #%

n,\j:‘ ?ﬁ‘—f’k SO AT - 7D
%ﬁﬁﬁwﬁéggﬁiiikﬁéifmﬁﬁ(wm ) .
gégéi(s%ELK%%WKVxﬁVX%%ELﬁw& 2147483647 Al AT

o OMRBEE RIS L A2 =T LI T

— 7 bITHEIBRENE T,

BB RAEYNE LT, RIP T—7 0B HIE
REEWREH |5 FE oM (B 7)) 2fELET, B
%ﬁéifw>:@%%Tm\mp%~7wm%hvyﬁus2MM%M7 BMEAAT
AR TREF SN TREN /o o Fa AL

F9,

Loosrzabuuse

2L TDANE T4 ME
W EE TR 30
PR A A 625 & 3 5 F TOREH] 180
PRI IE R A HIBRT 2 £ TORR 120

I%E%—P

RIP #— B RBEET—F
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I distance

[ USRS~ ORBAIERDEITE LTt EOBEREADCT D2NERET D7D DE
FEEEFRELET,

BIZIE, AZT 4w I N—T 4 T TRELEZEMRSE ., RIP T2 LRBHEmw T, [T
SHDIERD D ST HEIZ, ELLEELETENE D DOPREIMHEH L ET,
FITELnet-F140 TiX. ¥ED565EI125% LT, distance i (ESEEE) 2 W< DI T 50 DEE
HLTEET, EHIT, EOL—FMBEZELEZRIP 26 L THNOBEL TEET (L—
Z DIREIL access—list ZfHEH L ET) .

distance fEIX. A /NI ikf&)urﬁ\ <720 F9,

refresh a2~ RRIZHEHZR D a~ L RTT,

I EEH 1 RIPO distance fE#E 10 2R ET 5

Router (config) #router rip
Router (config-rip) #distance 10

I SEEH 2 192.168.0.0/24 MIRIKIEHR%E RIP TRHEL-FED distance [E# 30 2B FT 5

Router (config) #router rip
Router (config-rip) #distance 30 192.168.0.0 255.255.255.0

REHI3  192.168.100.0/24 LDIL—E2Hh 5345 L 1= 192.168.0.0/24 D#ZFERIFHIE distance
fEZ 100 &9 %

Router (config) faccess-1list 1 permit 192.168.100.0 255.255.255.0

Router (config) #router rip
Router (config-rip) #distance 30 192.168.0.0 255.255.255.0 1

I avy RERK
distance <distance > [ K<IP 7 KL R> <%y k< RX%Y> <access—|ist BEE> ]
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IKE%—Q
XS A—% | BENE | BEEE | ABEOME
distance ffi RIP 0 distance fli& 5@ L £+, [1~255 WA T
. distance fEZ X ET HRFE DI |IPvd 7 R LA
RS .
P7 ¥ 7 RLREEELETF A,
v h< A |distance fHARET H7-DD, F |[IPvd 7 FL 2 [#&E T & D distance
% v N AV EERTELET, = HEHETELEEA,
access—list |distance fHZ4FET 5. RIP E{E [1~99
& T—HERELET, 1300~1999

Loosrzapuuse

distance A,

110 THEfEL £,

I (BE) 7o FaJLd distance {E

. Joran FIOALME EE
ALT 4wy i A AT HE
gL — T - ZEH AR
BGP (external) |20

BGP (internal)  [200 25 S AT RE
BGP (local) 1200

RIP 1120 25 AT hE
0SPF (external) |10

0SPF (inter-area) |[110 25 AT HE
0SPF (intra-area) (110

TKE L-— b 0 S5 AR A]
[SA-up /L— | 0 2 ATRE
REDUNDANCY L— k[0 25 B AT BE
‘EventAction Jb— k |1 28 H AT RE
AutoConfig 0 25 A A

o=t

i7" bz d distance fHIZ, AT DXL DT> TWET,
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Idistribute—list

RIP EZ EIZx LTI 4 W Z V) T OREEITIRNET,

TV T 4T ADT R AEL DS access—list @< KT permit (2~ v F T HIHFHRD I~
BT AND 2T AN, FTITRET S RE LW E W il &2 1T ) Z ERT
=FE7,

T, TANE ) TR EITIR DT DA VR T 2= AEIRETH I E L TEET,

refresh =~ NBRIZARNC/ e h a2~ RTT,

I FXEHI1 192.168.100.0/24 2y FFBTL T4 v I ADHEZITHITSD

Router (config) faccess-1list 1 permit 192.168.100.0 0.0.0.255

Router (config) #router rip
Router (config-rip)# distribute-list 1 in

I%EMz 192.168.100.0/24 2R v F B TL T4 v I ADHEEELLEL

Router (config) #access-1ist 1 deny 192.168.100.0 0.0.0.255
Router (config) #access-1list 1 permit any
Router (config) #router rip

Router (config-rip)# distribute-list 1 out

X EFOREZIT O AL, &7 access—list I~ KT permit any Z 1809 5 M52
NHY FT,
permit any B LARWE, BTOT 7 AV A NOEEEZ 7 4 ALZ LT LENET,

I SEHI3  192.168.100.0/24 12Ty FFBTL T4 v ADHE, LAN A SIFRIE LA

Router (config) #access-1ist 1 deny 192.168.100.0 0.0.0.255
Router (config) #access-1list 1 permit any
Router (config) #router rip

Router (config-rip) # distribute-list 1 in lan 1

IEQEW'M T4 MIL—Fk (0.0.0.0/0) ISRYFI§EHTLIT A4 v I ADHEZITFITED

Router (config) #access-1list 1 permit 0.0.0.0 0.0.0.0
Router (config) #router rip
Router (config-rip)# distribute-1list 1 in

I:l‘?‘/ FEH
distribute-list <access-list&EE> { in | out } [41 227 —R4%]
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|courznpuige

BCOTVT 4 v 7 A LG LET,

I/\°5)‘—’5¢
NG A—4A BRENE Bk il HERFFDIE
access—list & |access—list 3~ RTIRELZY A K [1~99 o
2 FFrEELET, 1%0»m%a'é%zﬁ1
) =2 (in) /%E (out) ®EBH5TZ  |in ”_
in | out BB AR L E T, out AT
A ET2—A WHTHIA L EZT2—ADA LB Txz2— A BTz | BALZTx
4 AL ERELET, — AL | — AT

¥rip distribute-list in, out F£iZ

+ access list (permit) THREINTEREBROLZEZEORNRLE LET,

« permit FEDPRVBEBEHRIITXITTZ A NALFLET,

I%E%—P

RIP —E AR EE— RN
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I route

RIP—Y MU ERZT 4 v 7 THELET,
I CRE LIRS SIL. RIP CILETAOSTICERAENE T, EEOAXT v
IN—hE LTUIBREINFHEADTHERE LTI,

refresh =~ NRIZAZNC/ e h a2~ RTT,

I ERFEHI 1 192.168.200. 0/24 D#FRIEIHRZ RIP TIEET S

Router (config) #router rip
Router (config-rip) #route 192.168.200.0 255.255.255.0

I:?DF%ﬁ
route <IP7 FLR> <fxw kT RY>

I/ﬁ’%)‘—ﬁl
NG A—4H BRENE R E S HIREFDE
) %
IP7 KLA RIP CIRETHIP 7T RLAZRELET, g§7] - BMEATHT
2w K~ A= 2w~ N
Ty bv A El@ﬁZ@&)fImTé?/lvx7% ¢%71Vf BT
7 RELET, i

|courznbuise

ART 4w 7 IERITH Y FHA,
redistribute 2~ ROFFEE LOEE L7z RIPIE#RO A%, RIP TIRELE T,

Iﬂi%—F

RIP —E AR EE— R
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Iunicastrip

unicastRIP DEZAGEE AT B E D DORKEEITVET,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I REHFI 1 unicastRIP DEZEFHALET,

Router (config-rip) # unicastrip
Router (config-rip) #

I:l?‘/ FEH

unicastrip

I INS A—4
INTA—=RITH FH A,

I COREFTHHRWNES
unicastRIP OEZ(EZFF L EH A,

I unicastRIP M EIESHE
unicastRIP ZiX1E. RIET D AICHLELEN,
unicastrip XEN I TV D,
network 2= RCRIP —EAZENWESHLHA ¥ —7 =—AFFEIN TN D,

{2 L7- unicastrip @ RIP /3—<7 3 > (RIP1, RIP2) &, HE D RIP /N—
g VR TE (ip rip receive version (fB4¢) & L <X router rip O
version) 2N —F L CTW\5,

unicastrip ¥ETLT KL A~DRERIN—T 4 o 7T — T M HERNAFE
network =~ RCRIP —ERZEWESHE LA L X —T7 = —AFESN TV 5D,
SE TR neighbor @< KT® unicastrip HEHLT FL AZREIN TV A,
unicastrip IBEHT R L A~NDORKEDBIV—T 7T — T VI FEHNIFAE
LTWb, RIP/X— 3 487E (ip rip send version #E5E) )

D=+

RIP —EAEEE— R
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I key chain

RIP2 OFBILZ AN T H 72D D key—chain T— NIZEITL E7,
key—chain MR EIX, F—&HE2HEL TITRWVE T, key—chain £— KT, F—DE#H
EREL, AL F 72— ADRIP2ICEATHRET, HHTL2X—4HEEELET,

Router (config)# key chain keyl
Router (config-keychainm)t ~— [_| 2T

I HERF 1 T—RHH"keyl" TH B key-chain E— FIZTT 5

Router (config)# key chain keyl
Router (config-keychain) #

I:?DF%ﬁ
key chain <¥*—&¥%>

I/\°3)‘—’5!
NG A—4H REAR RELHE  AREBOE
RIP2 THT 2% — (XRATU—FR) OLF
= A F T AREE— RTRRTDIIL4H2D |- AWEASA]

T, DO RTWARNIC LT 7E S0,
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I RIP2 MEBFEIZDLNT

RIP2 T(i i uﬂ:%‘ ﬂ c]: Z)wu uﬂ:;&TJ I/\ {%ﬁﬁf% %)/I/’_‘& 75’%@/1/’—‘3:/( V?‘fﬁ?&f%é
NEIWERIETAEZENTEET,
T OFEEX—NE I A RIP2 DIEWIT, V—T 4 v T — T TR L EH AL

FERO RIP2 (AN S N DFREEDEIRITIZ, AT D 2 N H D £,

- simple password — (BXE ST F A FOIEH)

< MD5 digest (RESNIZTHFA RS M5 CTHEINZT—#)

ALEE T, RIP2 OFGEEEAT 28481, RIP2 2 HT A 0 X 72— ADA 2T =
— AFRETET— ND”ip rip authentication” =~ KT, key—chain THRET D F—L a5
ﬂiT7ﬂ'/ nXﬂil/ij—o

Router (config—if lan 1)#ip rip authentication key-chain keyl
— % —&%

Dot
AR EE— I
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Ikey <number> accept—Iifetime

X —OZERAIPREZHE L 7,

ZZCRE LN THIUE, RIP2 OFRGEXF—% A% & LET, <number>lE, key
<{number> key-string @< K. key <number> send-lifetime T~ K& HEHET AEEOE S
‘(“—gﬁo

FXEHI 1 number=1 D ZAEFRFH AR Z"2003. 4.1 12:00:00 - 2003.4.30 11:59:59" &9 %

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 accept-lifetime 12:00:00 1 Apr
2003 11:59:59 30 Apr 2003

IEEEW]Z number=1 D Z(SEFFARHAR % "2003. 4.1 12:00:00 - #R" &9 5

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 accept-lifetime 12:00:00 1 Apr
2003 infinity

IEQEWB number=1 D Z{EEFA #HAR % "2003. 4.1 12:00:00 - 100 #FE" &9 5

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 accept-lifetime 12:00:00 1 Apr
2003 duration 100

I avy RER
key <key &B> accept-lifetime <HEZIFAMREEZD { KR THEFZI> | duration <HZHEARD>

| infinity }
I INTG A—4H
INTG A=A BRENE B il HERFFDIE
key <number> key-string =~ K. key O~
key &5 <number> send-lifetime @1~ K & e 0147483647 BREASTT
LEEDFEZHIRE L ET,
o 1 RRREXR—NH N T2 D BHAARFZ] A hhimm:ss |hhimmiss H |,
ShBR AL | : BT
IR [0 ") owaic e Lz I
FARE S — N EZh 2 70 B #& T IRpZI &
#& T4 ! - N Tmm: e =
TR hh:mm:ss TREL £7, v s SHED S D
S s 1 A
N FRE —DO AWM (AL BP) 2 EL |1~ . X
N M\
AR 7, 2147483646 ;E%ﬁhé

infinity POl — DA R A2, R E LET, infinity
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I:m%i%ﬁbﬁu%%

WA AT T,

Iﬂi%—F

key—chain X/ EE— K
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Ikey <number> send-|ifetime

F—DOXRERADHIREZERE L ET,

Z 2 CRRE LI TTH UL, RIP2 OFEFEXF—%2 D17 TEE L £,

<number>E. key <number> key-string =< K. key <number> accept-lifetime =<
R EHEET HEREOFK ST,

FXEHI 1 number=1 MEERFF AR Z"2003. 4.1 12:00:00 - 2003.4.30 11:59:59" &9 %

Router (config) #key chain key-chain-1
Router (config-keychain)# key 1 send-lifetime 12:00:00 1 Apr 2003
11:59:59 30 Apr 2003

IEEEWIZ number=1 DE(EEFFAZHAR % "2003. 4.1 12:00:00 - #ER" L9 5

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 send-lifetime 12:00:00 1 Apr 2003
infinity

IEQEEWIS number=1 DE(EEFAZEAR % "2003. 4.1 12:00:00 - 100 #FE" &9 5

Router (config) f#key chain key-chain-1
Router (config-keychain)# key 1 send-lifetime 12:00:00 1 Apr 2003
duration 100

I:l?‘/ FEHX

key <key &E> send-|ifetime <EZIBAREZD | < THZ | duration <EZNHEARD |
infinity }

159



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I NG A—7H
INTG A=A BHANES £% T & B HIREEDE
key <number> key-string =< K. key O~
key &= <number> accept—lifetime =t~ > R & iHE 9147483647 BAWEAS AT
THEOFEZERELET,
B L RRER — D3N 72 5 ARG 2 hhimm:ss |hhimm:iss H |, .
75 INESA 4 28 WA
BN BAEREZ 0 A O RE LT s HWEAR]
FREEN — IS 2 DR TS % |
S &5 " Tmm § -
BTt ss CRE L £, s ‘fiﬁ‘@ %ﬁ?ﬁ
S U 1 FEZA
- FREX —OAMM (AL - B) ZfEEL |1~ 3 pee X
s é%‘
A 3 2147483646 gif)%ﬂL
infinity FREX —OH IR 2, MR & U FET, infinity

I:m%i%ﬁbﬁu%%
BB AT,

I%E%—P

key—chain X/ EE— K
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Ikey <number> key-string

X —TU— ROXTHNERELET,
<number>/%. key <number> accept—lifetime =~ K. key <number> send-lifetime =2

v R EEET LEROE ST,

I FX7EHI 1 number=1 MF—"T— KIZ"secret-secret”" ZREYT 5

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 key-string secret-secret

I:l?‘/ FEH

key <key &FE> key-string <F—7— K>

I/ﬁ’%)‘—ﬁl
INTA—4 BRENE REEHE | AREOE
key <number> key-string =< K. key 0~
key &5  |<number> accept—lifetime T~ K &i#H#ES 4 0147483647 BMEA ]
BroFraefeLlET
F—U—R |F—U—FEZHEELET, - HWEAT]

|courznbuige

RIP2 OFREEIT/2H Z X TEEH A,

I%E%—P

key—chain X/ EE— K
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fosPri=ms 2%

! router-id

OSPF ®L—& 1D 2% E L FE7,

refresh I~ RRICHMT D a~v 2 FTT,

I EXEHI 1 OSPF DJL—4 ID % 192.168.10. 1129 %

Router (config) #interface ewan 1
Router (config-if ewan 1) #router-id 192.168.10.1

I:l?‘/ FERK

router—id <JL—% ID>

I/\"%;‘—’Sl

NS A—4H BHANES B it | HRFEDE
J—% 1D |0SPF D/L—% 1D 3% E L9, |IPvd 7 KL 2B | E WA

Loozezannuse

A UET2—ADIPT RLADI BRRKOLEDZL—Z 1D & LET,

I%E%—P

IAIN AV Z T 2—AREE—NR
PPPoE A > &Z 7 = — AREET— R
EWAN 4 > #Z 7 = — AFHEE— R
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I|1etwork

OSPF = TIZ&ENDHI Ry NT—JHFFHZHFRTLET,
U7, IPT7T R 2 LT (0-4294967295) OfETHEE L7,

refresh 2~ NBZIZAENC/ha~r RTT,

REMFI 1 OSPFTYTFICEENDFRY NT—V&HEZ, 192.168.10.0/24 £ LFET

Router (config) #router ospf
Router (config-ospf) #network 192.168.10.0 0.0.0.255 area 0

I/ﬁ’%)‘—ﬁl
NG A—4H BRENE BREHE | AHRREDE
Fw hT—27 OSPFIZHENDH XY hT—VFPHZIEE IPvA T FLA |
7 L LET, i HEEA ]
T DA KA — FEAELET ARG T
. . IPv4 7 R L&
1 N - ; sfe
—y7 %i;’?— IP7 RUAEIE, HfE T st WA
° 0~4294967295

I COEREEITHEWNGE
OSPF = U TIZ&ENDHFy NU—J#iPHEZFEE L EH A,

I%E%—P

OSPF —E A EE— K
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J oser zmmmos

I distance

OSPF @ distance fHZF%E L £9°,
[l U8 oo ~Dfkis & e 5 FEECHE LIGAIL, EOEREBRATH0ONT A —42 L
0 FET,

refresh 2~ REIZHN e Ha~vr T,

I HEMFI 1 distance [EZ 120 &£ LET

Router (config) #router ospf
Router (config-ospf) #distance 120

I:l?‘/ FERK

distance <distance {&>

I/\"%;‘—’Sl

INS A—4H BREANR R EEE HREEFDIE
distance fii |OSPF @ distance fEZ X E L £7, [1~255 |[HIEAA]

|courznbuise

distance A% 110 IZFREL £,
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IPvd JL—T 1 > T DRE

I (%) o 70 k3)LO distance fE

i7" bz d distance fHIZ, AT DO LI > TWET,

. Joran (FoALMME #EE

AT 4wy i 25 A
L — b - AL N
‘BGP (external) |20
BGP (internal)  [200 25 AT HE
BGP (local) 1200
RIP 1120 25 F A
0SPF (external) |10
0SPF (inter-area) |[110 25 S ATHE
0SPF (intra-area) |[110
TKE L — b 0 25 A A
SA-up /b— K 0 25 H A B
IREDUNDANCY /L— |0 25 S AT HE
‘EventAction Jb— k |1 75 AT B
AutoConfig 0 LA ]
D=+

OSPF #r—EAREET— K
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I distance ospf

external /b— k. internal /b— k. intra—area /L'— kD% distance [EZ X E L £,
Al S ~DfR I %2 e 5 FETHEE LIGAIL, EOEREBRAT 20O T A—4 L
e ET,

refresh =~ NRIZAZNC/ e h a2~ RTT,

I HEHFI 1 external L— kD distance {EZ 150 & LET

Router (config) #router ospf
Router (config-ospf) #distance ospf external 150

I:l?‘/ FEH

distance ospf {external <distance {i>|internal <distance {E>|intra-area
{distance &>}

I INTA—4H
INT A—%H BREAR REEIE | ARREFDME
distance fi external /b— b, internal /L— |, intra—area [~955 BT

JL— kD% distance fEZRE L F7,

I:@%EEﬁqu%ﬁ

distance =~ RCRE LTMEIC/R Y £,
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IPvd JL—T 1 > T DRE

I (%) o 70 k3)LO distance fE

i7" bz d distance fHIZ, AT DO LI > TWET,

. Joran (FoALMME #EE

AT 4wy i 25 A
L — b - AL N
‘BGP (external) |20
BGP (internal)  [200 25 AT HE
BGP (local) 1200
RIP 1120 25 F A
0SPF (external) |10
0SPF (inter-area) |[110 25 S ATHE
0SPF (intra-area) |[110
TKE L — b 0 25 A A
SA-up /b— K 0 25 H A B
IREDUNDANCY /L— |0 25 S AT HE
‘EventAction Jb— k |1 75 AT B
AutoConfig 0 LA ]
D=+

OSPF #r—EAREET— K
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Iredistribute

OSPF DI F-B CTHUS L 7R IH# D 5 B, OSPF THAEMGI T 28K 2 3R LLEZG U

TANY w7 EFEZRELET,

A MU w7 EEEM LIS EE, "1 TR L £

2L, RRRIE BRI ENIG SR AT O RN oo, B0 L7 R 1E )4 FHid
Iz

4 257-0121%. clear ip ospf redistribute I~ REZFE[TL T ZEW,

refresh =~ NBRIZARNC/ e h a2~ RTT,

I Fx7EHI 1 RIP THG L 7-15# & OSPF THEH T

Router (config) #router ospf
Router (config-ospf) # redistribute rip

I:l?‘/ FERK

redistribute <BER#H T DEWIEH metric<A +1) v Z{E>] [route-map <Route-map £>]

[ metric—type <1|2>]

I ING A—4

RS A—4 | BRENE | BEHmE | AREOE

OSPF LIS D FBe THUAF L 72K 1E 8D 5 B, OSPF TH

BT 5D EHEELET,

bgp IBGP CH L= #Rk i bgp

‘connected ‘Ei%%%%ﬁ% connected

. - R T event—action

AR5 ‘event*actlon ‘4’/\/ K77 v a TR L7 I R kernel »
b | kernel kernel (7 v N S REREN# local-prot1 [P ERH

local-protl local-prot2

‘ ocal—pro JSA—UP/L*—]\ﬁgﬁﬁ i

local—-prot2 ‘ .

static

rip IRIP CH L 7= ReB 5

A RV v 71 |0SPF TR B BE0 metric &4 L £ T, 0~16777214 [0 R ]
B N T e 1o o B e B Route—map %

Route-map 4 |[#HZ s U CiiH 3% Route—map #FHE L £ 9, R L 7o

OSPF DAMIL U > 77 5 A 7 ASBR 34ML— k& T KX
. 44 RTBEBET, EbbhEiEE LET, | )

] HAS NCIAE SN LBEICa X MNET 5358 |2

1%, metric—typel Z{EEL 7,

168




IPvd Jb—F 4 > O DRE

HAS N TIRE SN DB R MINE L2
BlE. metric—type2 ZFEL £,

I CDHREETHEWNGE
OSPF C=A7 L7218 ABiAR L E T,

IE&;"’E%— ~

OSPF #—E AFZEE— R
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Idefault—information originate

=T 4 T =TT 7 b FEREE(0.0.0.0/0) AU, FONEHRA ASHLSA & L
ThATHEIICERELET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

BEGI1 TIAIBMIL—FZEASHLSA E L TERMT S,

Router (config) #router ospf
Router (config-ospf) #default-information originate

I:l?‘/ FEHX

default-information originate [ always] [ metric <0-16777214>]
[ metric-type{type-1|type-2}]1 [ route-map <Route-map %&>]

I/ﬁ’%)‘—ﬁl

NG A—4 BRENE R E S HIREFDE
N—TF 4 T =TT 7+ L MR HOHE%T 7 4V
always BAGFELRSTH, BB %7 7 |always MR ELTT Y

TV AREE L CT U A LET, VALEFAL

metric ALYy IEEEELET, 0~16777214 ‘
| HOoBHZT 7+
metric—type |[A MU w7 XA TEHIBELET, 9 VbR E LT
FI A LET,

Route—map 4 |Route—map £ &€ L £7, T

I COREFITHHEWNES
ARNY v ZfE 10
ANY w7 X AT type—2
7272 L. always 7> a UBNENREAEIZA N v 7EOT 7 4V M1 L7 F9,

I%E%—P

OSPF #—E A EE— K
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Idefault—metr ic

o —T 477 a b a) TR LImRE % OSPF CTHEMG T 20 A N v 7 lx2 7%
FLET,

refresh 2~ NEZIZAENC/ha~vr RTT,

RERFI1 ARV YEZEICSHKET S

Router (config) #router ospf
Router (config-ospf) #default-metric 30

I avy REX
default-metric <2 k1) w4 &>

I/ﬁ’%)‘—ﬁl

INTA—4H BRENE REEIH | AREBOE
MoN—TF 47 Fa k)L TFE LT R

A N w7l % OSPF THEMIT A0 A M) v Z7fE%EF  |[0~16777214 |EWEA 0]
ﬁ__:’l/\i‘é_‘o

I:@%EEﬁbEu%ﬁ

ARNY w7 lEZE 20 ICRTELET,

Iﬂi%—F

OSPF #—E AFZEE— R
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I summary-address

BRI IE A Aggregate LET, Z ORI A OSPF TIES L72 WA 1L not—advertise Z48
ELET,
F7o, tagfiZRTETH b TEET,

refresh =~ > RRIZARNC/H a2~ RTT,

I REH 1 192.168.0.0/16 DX IKIE#HR % Tag 0 T Aggregate 75,

Router (config) #router ospf
Router (config-ospf) #summary-address 192.168.0.0 255.255.0.0 tag 0

I INS A—4
INTG A—4 BRERNS =% 7E & HHEEEDIE
. RIS A Aggregate 5 IP 7 KL A |[IPvda 7 KL A |,
SLZ . R
IP7 R ERE L E T st laon
. RIS A Aggregate 5 IP 7 KL A |[IPvda 7 KL A |,
AN A S paran v —p- >
T YAT %o b2 i LT st laon
not— #EBE & OSPF CIN LAaWBaiciiEL | o |fEES & OSPR
advertise F9, TIRET 5
X JE tag fEZ X TELE T, 0~4294967295 |0

PRIR G A Aggregate L EH A,

I%E%—P

OSPF #—E A EE— K
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I neighbor
FA NG LET,
priority TIX. FA NOMEEE . poll-interval TILRA NR~DR—Y 7 (EN7

) ZHEELET,

refresh =~ > RRIZARNC/H a2~ RTT,

I EXTEHI 1 192.168.0. 1 129 HEBEEZ 161295

Router (config) #router ospf
Router (config-ospf) #neighbor 192.168.0.1 priority 16

I avy FERK
neighbor <IP 7 KL Z>[ priority <#%&E>] [ poll-interval <i—1) > 5 RER>]

I INT A—74
K5 A—% RENE RERE | ABEOE
7 pua  (ETTERTE DT EVARR LTI e
s FANOERIELATELET,  [0~25 e
) B il =4 ;Z;f;:;;;;?f;;;{j/ﬁfﬁﬂﬁﬁ (HAL - | eesan gj%%%;tjgiiiﬁﬁ

I CDREETHHEVEGS
IANDBHRSE 0, A=V 7 :60E70 £,

I%E%—P

OSPF —E A EE— K
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Joser = v 71z

I area default-cost

AR TZYTICT 74NV MEEET T U AT HBOa X MEAZRE LET,

refresh 3= FRIZAMIC/ D 2~ FTT,

I%EM1 TIOHIERBET S VAT IBROIRMEZ 10012 D

Router (config) #router ospf
Router (config-ospf) #area 192.168.10.1 default-cost 100

I:l?‘/ FERK

area <T!) 7 ID> default-cost <a X >

I NG A—4
INT A—A BEAS R E HEBFFDE
=7 D ;LU;%D BEEKEIL IPT KL ATH ?;;172?36;2%% W
a2 M Tég%g%ﬁjﬁf*ﬁyx?é%w:x 0~16777215 BIEA ]

Icwﬁﬁiﬁb@m%%

TR MEAEZ LIZRELET,

I%E%—P

OSPF #—E A EE— K
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Iarea export—1list

MO TIZTF I AT HREE 7 4 NH VT LET,
TI7RAVA RIS F LARWRKIZT T2 LEH A,

refresh 2~ NBZIZAENC /e ha~wr RTT,

BREGI1 TA4NB)UTTERBETIVRLAVRANES 1 THEET S

Router (config) #router ospf
Router (config-ospf) #area 1 export-list 1

I:?DF%ﬁ
area <T' 7 ID> export-list <74 X)X +EE>

I INS A—4
NS A—4H BRENE R E S HHEEEDE
= UTID ZEEHFEIL, IPT K |0~4294967295 .
1 Z N
=7 ID LR ciEE LE T IPva 7 KLzt (B8
1~99
TR AN |7 4F LT WA T 72 [1300~1999 WA
& AV ARESFTLTHLET, 10000~19999 "
100000~199999

|oomezanniss
TANZ Y T LUERE A,

Iﬂi%—F

OSPF #—E AFZEE— R
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Iarea import—1list

MOT IV TNET T AINTEREE 7 4 VH ) 7 LET,
TR A My F LABEWRKITZ T ANET A,

refresh 2~ NBZIZAENC /e ha~wr RTT,

REGI1 TANEIVITHERBET IR A NES 1 THEET D

Router (config) #router ospf
Router (config-ospf) #area 1 import-list 1

I INS A—4
INTA—4H BRENE R E S HHEEEDE
= UTID ZEEHFEIL, IPT K |0~4294967295 .
1 Z N
=J7 I VATHERELET, IPv4 7 KL A ELOR
1~99
TR AN |7 4F LT WA T 72 [1300~1999 WA
& AV ARESFTLTHLET, 10000~19999 "
100000~199999

|oomezanniss
TANZ Y T LUERE A,

Iﬂi%—F

OSPF #—E AFZEE— R
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Iarea nssa

OSPF U 7 % NSSA (Not So Stub Area) IZERELFT,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I BERI 1 SMERIERE % NSSA [CHERcH L AL

Router (config) #router ospf
Router (config-ospf) #area 1 nssa no-redistribution

area <T ') 7 ID> nssa [ translate-always|translate-never][ no-

redistribution|default-information-originate|no—summary]

I INS A—4
NG A—%H BERAR B il HREEFDIE
T U7 ID ZEEETIL, |0~4294967295 .
1 4 ~
=77 I IPY RLATHELET, |IPva7T FLRBRX AT
translate—always |# A 7 7LSA &% A 7 5| |translate—always |¥ A 7 7LSA %
L THRET 2089 7 AT 5T
translate—never PELET translate—never Lk L =3
SRR A NSSA |2 FREAAT
no—redistribution L7 B THRTE L &7 no—redistribution °
3¢ASBR 7% NSSA ABR % e f’ A 7 5LSA %
LTWAEAD L 2T A2
. . IGRP #%& % =V
default- H2ATTDT 7 )V bb— |default— TN A T T
information— r & BT AEAICHEE L |information— - 7
et I o L UCHME L E
originate F7, originate +

NSSA FERAZ T Y 7 %%

no—summar L
Y T HEOICEE LET,

no—summary

Loosrzabuuse

OSPF = J 7 Z NSSA IR TE L EH A,
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I NSSA &1%?

Ny JR—=2TRWTZY T NSSA & LTHRETHZ ENTEET,
TUTR—=F)—HF, NSSA & LTCER LI Y T NENDOT Y 75358 Lz AS SR
ZIRE L EE A,

NSSA ZERET H Z & T, NSSA W TITRRIEIEMEZ LD L, /v—F OO ORI SR O
AR LT N TEET,

I%i%—F

OSPF #—E AFZEE— R
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Iarea range

DT Y TR E T T U AT DERTER ORI Z 1 DORBITEHI L E T,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I EREM 1 EHTHERD IPT KL% 192.168.10.0/16 129 %

Router (config) #router ospf
Router (config-ospf) #area 1 range 192.168.0.0 255.255.0.0

I:l?‘/ FEH

area <XT 1) 7 ID> range <summary-address><{summary-address—-mask>[ substitute
{substitute-address><substitute-address-mask>|not-

advertise]
I INTA—4H
INTG A—4 BRENE R E S E HREEDIE
0~4294967295
1 K -~ S Sy i=v==3
wypp  [FUT D EEEERLE IPT RUATHE [T
LET, L

T

g - . \ _ IPvd 7 KL A |

SUMMATY™ g o 2 kg 7 RLARRELES, [T AW

address TE=

summary- HERTORBEDOR Y NI =0~ A7 Zd%E |IPvda T RL A W

address—mask | L £, FE= N

substitute— HERTHREZBOT RLATT oA |[IPvd 7 KL A WA

address THEADIP T FLAZRELET, V7=V

. #RTIOIREENOT RLATT T A .

- N _ NI 7S .
substitute” |y 1o s ks ho—svzszaELE D47 Y2 g
address—mask + Tz
not- ER U REE T o 2 LR WIREICEE

advertise T LET,

| coumennnis
BEOIRIAITOE A,

I%E%—P

OSPF #—E AR EE— K
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Iarea shortcut

TV 7Dva—rhy b E—REXRELET,
*ospf abr—type shortcut =<2 R ERIRFZERTE LT ABR # A 7% shortcut E— NIZL
TBLVERDD 7,

refresh =~ > RRIZARNC/H a2~ RTT,

Iﬂiw1 Sa—khy bE—FERRIT S

Router (config) #router ospf
Router (config-ospf) #area 1 shortcut enable

I:l?‘/ FE=
area <T ') 7 ID> shortcut <¥a—rhwy FE—F>

I/ﬁ’%)‘—ﬁl
INTG A=A BRENE EREEE | HRREOE
0~4294967295
! e - ) . N
TR =Y 7 D EREELIE, 1T FLAT [ T e

Ya—hhy FE— RORELZHRELF
—a—o

v a—h by bE—FRET 74
> defaul = S default
bk S McRT B aIcEE LET disable B WA AT
o disable ¥ a— bl y bE— FZHHIC | |enable
TAHGAICRRELET,
v oa— My bE— REAHIC
THGEICRRELET,

enable

I COBREFTHHRWNES
Ya— by FE—REHEHALET A,

Iﬂi%—F

OSPF #—E AFZEE— R
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Iarea stub

OSPF =) 7 A AX T2 TIZHREL £,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I BEG1 HIULAERETIUTICTF YU LA

Router (config) #router ospf
Router (config-ospf) #area 1 stub no-summary

I:7>F%ﬁ

area <T') 7 ID> stub [no—summary]

I INS A—4
NG A—4H BRERAR =% 7E & B HBIREFDE
0~4294967295
1 wa K - S
=7 I ;izm%mﬁitﬁ\w7lvx Pva 7 KL% [GHRTT
T?Du;l/jz—g—o )T;IE
7

#v)mA%x&fiUTKT%?y
AL7WBEAICHEELET,

no—summary no—summary

|courznbuise

P~V LSA & A%
TxYTIIIT Y
VALET,

OSPF = U 7% AZ 72 TIZHREL £H A,

Ix@ﬁIUT&@?

AH T TITNE, MR 5 2D LSA DN EH A, D726,

Z o= Y T IZIE ASBR

ERETDHZEIFTEERA, o, IMNBRENMED L7222, AZ 7 7O ABR I,

ZOZVTHICT 74N — b eT T U ATHLERHY £,

I%E%—P

OSPF 4 — & AR EE— |
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Iospf abr—type

TUTERLN—EZDOZA T HEHRELET,
F7a Ak, U THEA— FOFEOEIENR R Y 9,

refresh 2= RLIZHENI /B a~<2 RTT,

HEF1 TYTFTERIL—EDE A T% standard 1293

Router (config) #router ospf
Router (config-ospf) #ospf abr-type standard

I:?)P%ﬁ

ospf abr-type <IL—B %A T>

I/i’%)‘—’;'l

182

185 A —4 | BENE

¥

HIEFDIE

TUTERL—EZDOZA THERELET,

Ny 7 R—r 2 TIZHEL TV, »
ONy JR—=rT T D1 BFULEDL
—H& & full A7 —HALRoSTND
cisco LAl 7 R—r 2 VT EBIONT
¥y b= U T O summary lsa ZEf
B, FRLSMEI AT Y 7O summary
lsa Z#tH L ET,

Ny 7 R—r 2 TIZHEL TV, M
ONy IJR—=rT T D1 UL EDL
—& & full A7 —HALpoS5TND
ibm R A/ e sll) g = B A O N
Jb—4 ¥y b= U T O summary lsa el
H4A 7 B, FRLSMEI AT Y 7O summary
lsa Z#H L ET,

Ny ZR—r Y TIZEA LTI, Ny 7
AR—r U 7D 1 FULEDL—X L
full A7 —# A L7eoTHBHGEIC
summary LSA Z&tH, Ny rR—r=x
V7SO Y TIZBE L TIE, L Fo=
shortcut |V 7IZBI LT summary LSA Z 315,

S N A =0

c LB PN TR TR LT
72 < T, shorteut “E— KA disable LA
4% (default or enable) DU 7

« shortcut &— K7 enable DU 7

cisco

ibm

shortcut

standard

B




IPvd Jb—F 4 > O DRE

T U T — b OEFRIE, Ny I AR—
T T7BLORN T Yy b2 T
(Virtual Link) TOZ summary LSA %
FHE,

standard

Lconzsnnuise

ABR O ¥ A 7% standard IZEXE L £ 7,

BEE—F

OSPF #—E AFZEE— R
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foser maEom =

I area authentication

OSPF FRGEHEREZ A2 L E 7,
FWEEF—I%. ip ospf authentication—key, ip ospf message—digest—key =~ N CiXE
LET,

refresh 2~ REIZHN e Ha~vr T,

I%EM1 U7 ID 1 ORIEARIC NS £EAT 2

Router (config) #router ospf
Router (config-ospf) #area 1 authentication message-digest

I:l?‘/ FERK

area <T ') 7 ID> authentication [message-digest]

I INTGA—4
INTA—4 BHANES % 7€ &0 HRREFDIE
0~4294967295
U7 ID Z#EEEIE, IPT RL R . .
1 N NV /N
= U7 1D e L 15’%71 HIEA W]
2
message—digest OSPF GEREIZ MD5 2 & BB icts message—digest AL MD5 2
BOTALECSt i g, BETCLECSE i LA

Loozezannuse

OSPF FRREA TV EH A,

I%E%—P

OSPF —E A EE— K
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I ip ospf authentication

RELTWDHA 72— A TRAEKREZ T 20 E 2 a2 EL£7,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I B5Efl 1 EWANT OEREE% D5 THT 5

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf authentication message-digest

I:7>F%ﬁ

ip ospf authentication [EREFE%E]

I INTA—4H
K5 A—4 BRENE HEHE | ARBOE
it uﬂ:ji&f%_’rﬂﬂ_ i’éﬁo
message— simple—password

MD5 CEBREAFTNET, | [messagerdigest |y p |

WRERE || g
gest 11
" ES

simple—password Tk

11 L
“u EATVET,

|courenpuige
RALAATOEW A

I%E%—F

LAN A V2T 2—AHET— K

EWAN A v % 7 = — AFKEE— N

PPPoE A ' # 7 = — AR EE— R
BAXT—A L H T 2—AREE—F
VLAN A > 2 7 = — ABEF— K

=T Ny I BT 2 —AREET— N
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I ip ospf authentication-key

OSPF CrBiERE 2 AT 28 OFGEXr — 2 X E L E 7,

refresh 2~ NEZIZENC/ e ha~wr RTT,

IEQEWH SRSF+—% lospfpaswd] (29 5

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf authentication-key ospfpswd

I:l?‘/ FEH

ip ospf authentication-key <EBEf+%— >

I INS A—4
INTGA—4 HRERNR RTEEE | AREDE
sp=ra_ |OSPF TRRGEMERE AT 2356 ORGExX —% 8 LFLHND |,
BAEF = e U, e laon

Lconzsnnuise

OSPF FHRFHERE CE T 238REF— 2 E L £ A,

Iﬂi%—F

IANA V2T 22— AREET— K

EWAN A > & 7 = — AFHEET—F

PPPoE A % 7 = — AR EET— K
BAXT—A LT 2 —AREE— R
VLAN f > HZ 7 = — ARTEE— R

N—=T Ry I A VBT == AREE— R
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I ip ospf message-digest—key

OSPF "C MD5 ZRAEHEBE A+ A A D MD5 AL — L F—ID 2R E L F 7T,

refresh 2~ NEZIZENC/ e ha~wr RTT,

IEQEWH MD5 FBEE+—% Imdbpswd) . F—IDZ 1129 %

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip ospf message-digest-key 1 md5 md5pswd

I:l?‘/ FEH

ip ospf message—digest-key <F—ID>md5 <FREF¥F—>

I/ﬁ’%)‘—ﬁl

INT A—%H BERAR EREEHE | HRREDE

e OSPF C MD5 FRAEFERE A A 3 2 58 DORBFEF— |16 SLFLL |,

:7:7\5 S — R RSN 1 ~

BRAE K ERELET, N O BEEE T Ll
LT :‘%{ﬁ et i PE — N

1D (%)rShil;“CMDB e AT 255 0F%—1D % 1~955 BWEA T

HELET,

|courznbuige

OSPF D FRAFEREIZ MD5 24 L =8 A

I%E%—P

LAN A > 2 7 = — AR EET— R

EWAN A > 2 7 = — AFREET— K
PPPoE A ' Z 7 = — AHKEET— R
HAXYT—A BT 2—AREET—R
VLAN f v X 7 = — AR EE— K
N—T Ry J BT 2= AREET— R
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IOSPF A3 —R

I ip ospf hello-interval

OSPF @ Hello interval ZiRE L %1,

refresh 3= FRIZAMIC/ D 2~ FTT,

I HEHF 1 OSPF D Hello interval & 20 #2945

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf hello-interval 20

I:l?‘/ FERK

ip ospf hello-interval <E{ERR>

I/\"%;‘—’Sl
INSA—4H BHALNES REEIE | ABREFDE
TS P =Ty TR —————
R ?ft;i}%‘/ﬂz COEERME (BAL ) Z5RE 1~65535  [EWEA AT

|courznbuige

Hello A v — % 10 FOHME CEMANCEE L ET,

I%E%—P

LAN A > 2 7 = — AHFEET— R
EWAN A > 2 7 = — AR IEET— K
PPPoE £ > % 7 = — AFRIEET— N
HAXT—A BT 2—AREET—R
VIAN A VX 7 = —AFKEET— R
=T Ny I AR T 2= ARET— K
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axX

g

I ip ospf dead-interval

OSPF @ dead interval Z#ZTE L F7,
Z 2 CERE LT, OSPF @ Hello #3212 L7ehn»icsé& . = ® Neighbor &7 — 7 /L 7)»
SHIEEL £,

refresh =~ > NRIZARNCH a2~ RTT,

I EEHI 1 OSPF @ dead interval & 100 # =9 %

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf dead-interval 100

I INS A—4
INTG A=A BHANEN EREEHE | AREFDE
A SR AZAARE (B - T =
dead-interval ;{;15(%7—;/“12 Y OSRR (AL B) 23 1~65535  |EHWEATT

Lconesnpnusea

40 i Hello Z32f5 L7gd o 1o &I T — 7 Vin GHIBR L £,

IANA VR T 2 —AREET—FR

EWAN f > % 7 = — A TEE— K

PPPoE A & 7 = — AR EET— N
BAXT—A BT 2 —AREE—K
VIAN 4 > X 7 =2 — A EET—F

N—=T Ry I A VBT == AREE— R
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I ip ospf retransmit-interval

OSPF  (Database Description # XN Link State Request ) DO EMEZKE L E I,

refresh 2~ NEZIZENC/ e ha~wr RTT,

Iﬂiw1 OSPF DR 100 127 3

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf retransmit-interval 100

I:l?‘/ FEH

ip ospf retransmit-interval <EZfEE>

I INS A—4
INTG A=A BREARE REEE | AREFDE
A Database Description 33 JX TN Link State Request 365535 AW

ANy S ORERE (RAL B) ZRELETS

Lconzsnnuise

5 MHRTERELET,

Iﬂi%—F

LAN A > % 7 = — AFREE— R

EWAN A > & 7 = — AFHEET—F

PPPoE A > % 7 = — AR TEE— K
BAXT—A LT 2 —AREE— R
VLAN f > HZ 7 = — ARTEE— R

N—=T Ry I A VBT == AREE— R
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I ip ospf transmit-delay

HMELTWAA 2 H 7 x2—A|ZTC, LinkStateUpdate ZH k3 2 720120 H ] 2 3% E
L/i—g_‘o
ZZTHRELMEN., LSA D Age ICIME S FE T,

refresh =~ NRIZAZNC/ e h a2~ RTT,

I EH 1 OSPF O transmit delay 2 10129 5%

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf transmit-delay 10

ING A=A BRENE SREEHE | AREOE
HELTCWAHAL v H T 2 —A T,

HfkEEAERF R |LinkStateUpdate Z Ffkd™ 2 72 DIT 030> 5 i 1~65535  |AMEATAT
(Bpr - B) = LET,

Lonzsnnnisa
PHSRAEREIE | ISR ) £,

Iﬂi%—F

IANA V2T 2 —AREET— K

EWAN A v % 7 = — AKEE— R

PPPoE A v H# 7 = — AKEET— R
BAXT—A VBT 2 —ARET—K
VLAN A > X 7 = — AR TEE— K

N—T Ry I A VBT == AREE— R
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I ip ospf cost

OSPF ZMf T 2O DA 2 72— AZED Y THa A MEEZRELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I EREMFI1 EWANT [ZEIY B THIRX MEZ 100129 %

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf cost 100

I:l?‘/ FEH

ip ospf cost <X k>

I/ﬁ’%)‘—ﬁl

INTA—4H BRENE RS HIREFDE
SAME (Ao HT2—ADIAMEEZRELET, |1~65535 |ElEA RS

|courznbuige

OSPF =2 A Mz 1 M CTEHLE T,

Iﬂi%—F

LAN A > 2 7 2 — AZEE— R
EWAN A > 2 7 = — AR IEET— K
PPPoE A v % 7 = — AR EE— K
A T— (BT 2 —AREE— R
VIAN A V& 7 = — AHKEE— R
=T N A BT 2—AREET—F
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I ip ospf database-filter all out

DA UH T = —AZH LW LSA DIEHRZZ 1T 720V K2 I T 2855I EL £,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I REMB 1 FHLVLSADEREZFAFITLENESICTS

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf database-filter all out

I:l?‘/ FEH

ip ospf database-filter all out

I INS A—4
INTA—=HITHD FHA

I CDHREETHEWGE
F L LSA OfEH &2 (1T £7,

Iﬂi%—F

LAN A > 2 7 2 — AZEE— R

EWAN A > 2 7 = — AR EET— N
PPPoE £ X 7 = — AKEET— K
AT —A BT 2 — AREE— N
VLAN A > 2 7 = — AR EE— N
N—T Ry J BT 2 —AREET— R
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I ip ospf disable all

DA KT 2—ATOSPF 2 LW E L £,

refresh 2~ RBICENCAR Db a~w > RCT,

IEEM1 DA TT—RATOSPFZFERALALEWVLSIZT S

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf disable all

I:7>F%ﬁ

ip ospf disable all

I/ﬁ’%)‘—ﬁl

INTA=HTHY EFHEA

|courznbuige

OSPF ZfF I L £,

Iﬂi%—F

IANA LV HT 2 —AREE—NK
EWAN A > 2 7 = — AR EET— N
PPPoE £ X 7 = — AKEET— K
AT —A BT 2 — AREE— N
VLAN A > 2 7 = — AR EE— N
N—T Ry J BT 2 —AREET— R
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I ip ospf network

OSPF A X 7 =2—ADF v hT—7 ORIEZRMIIEE LT-WEEICZoa~y Refif
L/\i—g_qo

refresh 2~ NBZIZAENC /e ha~wr RTT,

HEF1 Ry hT—%4 R A T% non-broadcast multiple access % 4 FIZIEET S

Router (config) #interface ewan 1
Router (config-if ewan 1)# ip ospf network non-broadcast

I INTG A—4H
INTA—4A BRENE B il HBIREFDE
OSPF CHEHT 2% > NV —2 XA T H4RE
L\i—gﬁo
broadeast broadcast % A IR IE
oadcas
LET, broadcast
non-broadcast non-broadcast
e }\017_7 non-broadcast |multiple access %A 7 pOim_:it(?i BWEART]
AT o U4 multipoint
point—to—
point—to— point-to—multipoint # point
multipoint A TITRELET,
point—to—point ¥ A 7

point—to—point

IR ELET,

I COBREFTHHRWNES
broadcast # A IR E L E T,

I%E%—P

LAN f > 27 = — RAFBEE— KN
EWAN A > % 7 = — AR EET— K
PPPoE £ X 7 = — AKEET— K
A T— (R T 2—AREE— R
VLAN A > 2 7 = — AR EE— K
=T Ry A H T 2—AREE— N
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I ip ospf priority

OSPF i T 2B EZRE L ET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I HEH 1 OSPF #FHT2A4 2 TJx—ADpriority #2029 3%

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf priority 20

I:l?‘/ FEH

ip ospf priority <@BspE>

I/i’%)‘—’S‘
INTA—4 RERNE REHE | HREFFDIE
e OSPF 2T 254 v 4 7 = —ADBRIELEHZELF 0~ 255 T

B

I:@%EEﬁbEu%ﬁ

priority # 1 [ZERE L F 9,

Iﬂi%—F

IANA VX T 2 —AREET—NR

EWAN A > & 7 = — AFHEET—F

PPPOE A ' Z 7 = — ARETET— N
BAXT—A U HE T 2 —AREE— R
VLAN f > HZ 7 = — ARTEE— R

N—=T Ry I A VBT == AREE— R
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BRE

Ipassive—interface

CITHEELIEA LV EZ T 2 — R TIF HELLO N7y s DR EEITOER A

JL—& IDIREDBSDEBE O RN D RS E T,

refresh 2~ NBZIZAENC /e ha~wr RTT,

I EXEHI 1 EWANT THELLO /N7y FDEREBEZITHHEVNESIZT S

Router (config) #router ospf
Router (config-ospf) #passive-interface ewanl

INTGA—5 RENE

A A7 x—A HELLO X7 v b DEZAZ AT A
4 27— A%fELET,

I:@%EEﬁbEu%ﬁ

REFHE | AMFOE

lan 1
ewan 1~2 BWEATA]
pppoe 1~24

HELLO /<4 o b O3ES212 %47 5

Iﬂi%—F

OSPF #—E AFZEE— R
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Icompatible rfc1583

AS AR DFRIKIZ-DOUNT, RFC1583 AL CEIVET A L 9B ELE T,

refresh 2~ RBICENICAR Db a~w > RCT,

IEQEWH AS A DFERRIZDNT, RFCIBBI EMTENMET 5L 5129 D

Router (config) #router ospf
Router (config-ospf) #compatible rfcl583

I:7>F%ﬁ

compatible rfc1583

I/ﬁ’%)‘—ﬁl

INTA=HTHY EFHEA

|courznbuige

RFC 1583 JEAMLTEMEL £,

Iﬂi%—F

OSPF #—E AR EE— K
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Iauto—cost reference-bandwidth

A BT 2 —ADOSPF 2 A MlZ HENFHE T HBEOR—R L 72 Dl E2RELET,
HAALIZ Mbps T4,

refresh 2~ NEZIZAENC/ha~vr RTT,

REMF 1 OSPF AR MEZBEBHET HENDSN—REZ80 & LFET

Router (config) #router ospf
Router (config-ospf) #auto-cost reference-bandwidth 80

auto—cost reference-bandwidth <X—X{E&>

I/ﬁ’%)‘—ﬁl
INT A—A HERNE R | HREFOE
o OSPF =2 2 MEZ HERIHE T HEEON—R L0 D |1~ o
A EZRELET, 4294967 GLOR

I CDHREETHEWNGE
100Mbps IZa% & L ¥ 7,

Iﬂi%—F

OSPF #—E AFZEE— R
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I refresh timer

LSAUZ7 Ly v adDEaiE LEd, SRIFF~V LSA (¥473,4) . ASHLSA ,

refresh 2~ RBICENCAR Db a~w > RCT,

I BEF1 LAY T Ly 1 OMBE0BIZT S

Router (config) #router ospf
Router (config-ospf) #refresh timer 30

I:l?‘/ FEH

refresh timer <1) 7 L v < 1R

I/ﬁ’%)‘—ﬁl
NG A—=4A BHARES REEIE HRREFDE
v = (AT N =iae
ULy o LS/;%—7]// aDfdbE (AL ) e 10~1800 |4 W& A<H]

I:@%EEﬁbEu%ﬁ

LSA U 7 Ly v oDz 10 FIZEE L E7,

Iﬂi%—F

OSPF #—E AFZEE— R
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I'timers spf

LSA D 25245 LT D, FEBRIZ SPF R 2 Bia7 5 £ COIRIERFR] & | SPF 3 21T
STHBRDHEIZABDETOFR—IL REA LERELET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

REM 1 SPFEHEZERIRYT 2 ETOREERREZ 100 ¥, SPFHEZTOTHLRDEFEIZAS
FTODHR—IEZALZESORICLET,

Router (config) #router ospf
Router (config-ospf) #timers spf 100 50

I:l'?‘/ FEHX

timers spf <spf-delay> <spf-holdtime>

I/\°3)‘—’5¢
INTA—4 BERNE RTEHRE  AREDIE
- LSA DHEHAZE LT, FEEUZ SPFRIEZBE |0~ P
spiodelay |y, 7 o o IE 2 2 iE L4 4294967295 7 "
spf- SPF 5t Z1T > T B IRDFEIZAD ETOR— [0~ WS
holdtime |V RZ A LZHRTLET, 4294967295

I:@%EEﬁqu%ﬁ

spf-delay : 5
spf~holdtime : 10 >

I%E%—F

OSPF #—E AR EE— K
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I log—adjacency—changes

OSPF A NDIRHEER % slog I LET,

HATNFILIREERHIZ DO AT — P X OREER A5 X Z LizA X NOFEE T,
detail NRE SN HE X, 2 TOREERBRICH DL T,

detail 2METE SN2 WEATL, FULL A7 — b & FULL A7 — MDA T — DO OER
NRA Lo E T LET,

refresh =~ NRIZA®NC/ e H a2~ RTT,

REM 1 OSPF R A /N\DIRFEBH Z slog ITHNT B

Router (config) #router ospf
Router (config-ospf) #log-adjacency-changes

|og—adjacency-changes

I/\°3)‘—’5¢

INTA=HTHY EFEA

Lconesnpnusea

OSPF %A /NOURHEER % slog ICH I L EH A

Iﬂi%—F

OSPF #—E AFZEE— R
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Ivirtual—link

Iarea virtual-Ilink

Virtual-link Z#E2 9 2/ FDON—X 1D ZfE L F9,

refresh 3= FRIZAMIC/ D 2~ FTT,

IEQ?EWH RE)FEDIPT7 FLAZ 192.168.10. 1123 %

Router (config) #router ospf
Router (config-ospf) #area 1 virtual-link 192.168.10.1

I:l?‘/ FERK
area <T'Y 7 ID> virtual-link <\)E— kJL—% |ID>

I INTA—7B
N A—4 HENE BEHE | HEEOE
y o [0~-4294967295
] T U7 1D 2BEETIL, IPva T FLAE . P
EVT D e IPv4 7 R LA AR
|2V
UE—b  WVirtual-link RS SHFOL—5 1D [IPvd 7 FLX |y
V=2 1D |EEELET, e )

Icwﬁiiﬁb@m%%
AR Y v BRE LR A,

I%E%—P

OSPF —E A EE— K

203



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Iarea virtual-Ilink authentication

RELTNDA U F T 2= AT Z T 2080 hEafaE L £7,

refresh 2= RLIZHENI /2B a~<2 RTT,

Do s mmmmesen. <oy,

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2
authentication message-digest

I/\°3)‘—’5¢
INTG A—A BRERNSE B il | HIREFDE
0~4294967295
#% LA
=97 I =7 ID #®EE /21X, IPva 7 R TE Pva T L% &R
Atf*ﬂﬂibij«o ~
=Y
JE—h Virilfl—link ZHENLT DHFON—4 1D IE’V/{ 7 RVA TN
J—22 1D |ERELET, T
PREFIE A B L E 7,
message— - 4= imple—
o . MD5 TERIEZITVE T, ~di S1mp
SmZpane digest ! ﬁiiiage digest password Ti&
simple—password Tiilk REZATVET,

11 L
i EATWET,

I DBREZTHHLEE

FRREZ ATV EE A,

IEE%—F

OSPF #—E AR EE— K
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Iarea virtual-link authentication-key

Virtual-link CiliEEREZ AT 258 OGEF — 2% E L 7,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I REH 1 FBEEF—% ospfpswd [ZERET B,

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2
authentication-key ospfpswd

I/\°3)‘—’5¢
NS A—AH BRERNBE =R T B HHEEDIE
0~4294967295
T U7 ID 8 ET-1L, IPva 7 KL A .
1 3 Z |8 S

T~ U7 1D o L £ §v47hvx/élﬂf§7ﬂ
JE— k Virtual-link Z#r 3 2MHFDONL—Z 1D |IPvd 7 RL A |,

JL—% 1D ZHRELET, E2V BT
NAT— AR T — R AR L E T giSif@%fa%xﬂ

|courenbuise

Simple—password FRIAFD /XA T — REZHRTE L FH A,

B

OSPF —E AR TEE— K
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Iarea virtual-link dead-interval

OSPF @ dead interval Z#ZTE L F7,
CCTCEHRELLKR (B #) . OSPF @ Hello 2{E L7e o -8 % ® Neighbor %
T BHIBR L ET,

refresh =~ NRIZARNC/ R H a2~ RTT,

I REMF 1 20 Hel lo ZRIELGEMN oI5 T— TN SHEIRT B,

Router (config) #router ospf
Router (config-ospf) #farea 10.0.0.1 virtual-link 10.0.0.2 dead-interval 20

I:?DF%ﬁ
area <T Y 7 ID> virtual-link <\)®&— FJL—% ID> dead-interval <Z{EME=>

I INS A—4
NG A =4 BRERNBE SR TE B HIREFDE
0~4294967295
R - - 2
U7 1D fgzy%mﬁitﬁ\WMTFVX% PvA T L% ERRT
ANTHRELET, L.
iV
JE—h Virtual-link Z#2 3 2MF0O/N—F 1D |[IPvd 7 KL A |
N—s D | EdEELET R AR
TN —F T CBTHFETO
ZAE MR Hello /X% v NRZAGMME (BAL 0 B) % |1~65535 A WA ]
fBELET,

|courznbuige
10 B Hello (5 Lo e 67— 7 A b HIR LE T,

I%E%—P
OSPF —E AR EE— K
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Iarea virtual-link hello-interval

Hello "7 v b OREMELZRELEY (BA ) .

refresh 2~ NEZIZENC /e hHa~wr RTT,

I REHN1 Hello/Ny FDEEMRZE 20 IZRET 5,

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2 20 hello-interval 20

I avy FERX
area <T') 7 ID> virtual-link <\)E&— FJL—% ID> hello-interval <GE{EfEIFE>

I/ﬁ’%)‘—ﬁl
INTA—4 BHARES REEE | AREFOME
. 10~4294967295
B % - S N
=7 1D :z sz 1D 2385 F 715, IPvd 7 KL AT Pva 7 FL % |[BHERA
THELET, .
e
UE—b  |Virtual-link Z#S2 9 2FHFONL—Z ID & |IPvda 7 FLZ |,
L—x 1D [HEELET st AW
N S fZEREE (Y - FD =
SEAZ ljﬂ;li(ii/j_b‘/ rOXAERME (B 7)) %45 |~ 65535 ST

I:@ﬂiiﬁb@m%%

Hello A v —Y Ox(EHIMEZ 10 ISR EL £7,

I%E%—P

OSPF —E AR EE— K
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Iarea virtual-link message-digest—key

Virtual-link "CMD5 A RE A E T 2156 D MD5 SRGEF— %X E L £,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I REH 1 192.168.0.0/16 MR IKIE#HR % Tag 0 T Aggregate 375,

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2 message-
digest-key 1 md5 mdSpswd

area <T 'Y 7 ID> virtual-link <!)E&— kJL—42 ID> message-digest-key <F—ID>
mdd <EREEF¥F—>

I/\°3)‘—’5¢
INSA—4 REAR B it | HBHEEDIE
. . . |0~4294967295
] T U7 1D Z8EE-I1L. IPvd T FLATE . |
=17 1ID e L Im47kvxﬁwé%7ﬂ
=

JE— k Virtual-link 224 AHFDO/L—F 1D |IPvA 7 RL A |,
A—s D | BEELET A laon
% —1D F—ID ZfEELET, 1~255 BWEATHT
Wik AR AEE L2 ﬁ;"*WWﬁZ%%Kﬁ

Loomezannuse

RORE S —ZBE L EH A,

I%E%—P

OSPF —E A EE— K
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Iarea virtual-link retransmit-interval

Virtual-Link @ OSPF (Database Description 3 X" Link State Request) DO &R
FRELET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

I xEH 1 OSPF DEERfRRZE 100 #IZERES D

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2
retransmit-interval 100

I avy RERK
area <TY 7 ID> virtual-link <\)®&— kJL—% ID> retransmit-interval <EXfEE>

I ING A—4
INTG A—4H BEAR 5% E &6 HIREFDE
. 10~4294967295
1 ey - N Z
—yrm [T )bz ID 238K F 7213, IPva 7 R LA Pva 7 RL 2 |[BEEFT
VC\\?EI/E LiTo ~ P
A
Jy&E—k  |Virtual-link Z#r+ 2HFOL—4 1D % [IPvd 7 KL A |
n—x 1 [EELET st BT
Database Description ¥ J T8 Link State
EEReS i Request /7 v N OFERIE (BAL . #) % |1~65535 BWEATHT
RELET,

|oozezanniss
AR & 5 FOCRE LT

Iﬂi%—F

OSPF #—E AFZEE— R
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Iarea virtual-link transmit-delay

Virtual-Link ¢ LinkStateUpdate Z Hfkd" 5 7= DT DM 2 FE L £7,
T TERELEN, LSA D Age ITMESNET,

refresh 2~ NBZIZAENC/ha~r RTT,

F%EHI 1 LinkStateUpdate /N4 b DHHBEERREZ 10 #2935

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2
transmit-delay 10

I:l'?‘/ FEHX

area <T )7 ID> virtual-link <!)&— kJL—% ID> transmit-delay <{Fr##iEIERFRE>

INE%—Q
INTA—4H BREAE SR T AREFDOIE
0~4294967295
1 WK - N 2
=7 D ;{z?%m@it@\WMTLVX% Py 7 RL 2 AR
it’cj:ﬂﬂi L/ij*o v,
iV
JE— k Virtual-link Z#E2 9 2 FONL—% 1D |IPvd 7 KL A |
Nes 1D | mEELES i A
FELTCWEHAL L H T 2 —AITTC,
FHEEZERFRT LinkStateUpdate & k3272012005 [1~65535 BMEAT]

WFfH] (HEAZ - BD) B L £,

|oozezanniss
PHBEAERIRGIE | FbC 7D £

Iﬂi%—F

OSPF #—E AFZEE— R
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I BePicmaT 23

I router bgp

BGP Hh—EAREET— NIZBITLET,

(AS &5 2 H57E)

BGP #— B R EE— R CiE. EBGP/I-BGP DET DT FL AL, &£F7 MU B a— ME

WERELET

refresh 2~ RGIZHEGNC /B o~y RTY,

I HEHI1 BGP H—ERFREE— RICHKITT S (B AS FF5=64512)
Router (config)# router bgp 64512
Router (config-bgp)#

I:l?‘/ FERK

router bgp <B AS TFE>

I/\"%;‘—’Sl

NS A—4 REAR
HAS &5 |HEEMOAS BESEHEELET,

|courznbuige

REEIE HEEDIE
1~65535 |4 WA 7]

BGP i T A,

I%E%—P

HAREE— K
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Iaggregate—address

RIRTEMA LN L, ZOfE#M%Z BCP Tl L E4, W+ 5%, PATH J@MEIC, ATOMIC-
AGGREGATE J&1":. AGGREGATOR J&M: (Aggregator—Origin = FITELnet-F140) % ->(F Ci@%iL
F9°, summary-only Z5€ L7=5A1E. EHNROBKEROLZBI L, EH SN tholE
HIT B S EEA,

refresh =~ NRICA®NC/ e Ha~ > RTT,

I EXTEMHI 1 192.168.0.0~192. 168. 255. 0 MD#ERRIFE % 192. 168.0.0/16 IZEKT 5

Router (config) #router bgp 100
Router (config-bgp) taggregate-address 192.168.0.0 255.255.0.0

I RERBI 2 FREH1EEER (ZELENRDY KLADFA % BGP TEAT )

Router (config) #router bgp 100
Router (config-bgp) #aggregate-address 192.168.0.0 255.255.0.0 summary-only

I:l'?‘/ FEH

aggregate—address <IP 7 KL Z> (f v h<~ A7 > [summary-only]

I INTG A—4

INSA—4 BRERNE REEH HBEEEDIE
P77 RLA | ERZEOIPT KL A IPv4 7 KL A | HEAS ]
T h~A7 HERBEDOFR Yy h~v R IPvd 7 R L ATER, B IEA AT
FKIRTO%
4% ORI B A BT B0 SRATHI O
summary-only i deE L% o summary-only HRAEHR SR
- ° Ti@ET 5

|courznbuige

Aggregate L £ A,

Iﬂi%—F

BGP —EAZRTEE— R
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I bgp always—compare—med

B ARV AT MIET HHEO BGP BT M2 T - 7RO MED O g 247 E 7,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I REMF 1 MED 2 K D REREDLLEZITE S

Router (config) #router bgp 100
Router (config-bgp) # bgp always-compare-med

I:l?‘/ FEH

bgp always—-compare-med

I INS A—4
INTA—=RITH FH A,

I COREFTHHRWNES
MED O PE#EIFAT 72V E 4 A,

Iﬂi%—F

BGP #— B AR EE— R
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Ibgp bestpath med missing—as—-worst

BGP D iR O ER 2T, MED ff (MULTI-EXIT-DESCRIMINATOR) % & &4 AHEIC
HEL £, missing—as—worst ZHHE L723HA 1%, MED BEO 2 WRE 2K biE L TV
R & e LET (MED fE &2 FEMEESL (4294967295) & LT D) o

refresh =~ > RRIZARNC/H a2~ RTT,

IEQF'E“WH MED i D LVERRZE ., EBERZWRET D

Router (config) #router bgp 100
Router (config-bgp) # bgp bestpath med missing-as-worst

I:l?‘/ FEH

bgp bestpath med missing-as—worst

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

Lconzsnnuise

MED B D 72 W BR 1. MED (B D LB I3AT 22 W EH A,
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IPvd JL—T 1 > T DRE

I FITELnet-F140 @) BGP & #% E&E IR

FITELnet-F140 @ BGP Ti%. LA T DONE THRIBEBIE DOEIN 24T/ FE 7,

&5 . o
B | PE n&
) NEXT_HOP J& |NEXT_HOP J&M: CTHaE & 4u72 NEXT_HOP ~DFRIE 2N 72 WA I 1%
P e A
BGP &7 |2 3% L7~ WEIGHT {12 & v . WEIGHT fE D A& X\ BGP &7
1 :
2 EIGHTEE b otk S %
3 gﬁme LOCAL_PREF fE 00 A 2 W MEERAVE % S 1%
4 |LOCAL FITELnet-F140 34k L 7= BGP #RBSASEE2E S L%
AS_PATH E VWIS MBS S v D, 7272 L, bgp bestpath as—
5 AS_PATH J&P |path ignore =< RSERIE S CW A A 1L, AS_PATH E % &&E
L7720

6 [ORIGIN B |ORIGIN JBHED S L 16P>EGP > incomplete

7 |MED i MED 00/ S W ERBS MBS S L %

8 EEEGP or ™ I6p o &7 ¥ 4 F ORI E-BGP > 1-BGP

9 IGP A kU » INEXT_HOP J&M: THEE & 4072 NEXT_HOP ~D A kU » ZfEAV/ N E W
7 R NERE SIS

10 tor—iq |E7 O router-id [HO/NSWEEEEAMEIE S D, 7272 L bep
routertt bestpath compare-routerid NFEE AL TCWDHLGAIZIRY £97,

I%E%—P
BGP r—E AR EET— K
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Ibgp bestpath as-path ignore

BGP D ErfR I DOFINIZIHB T, AS NADESAZE L WEAICEELET,

refresh 2~ RBICHENC/ha~wr RTT,

bien ' sassonrc s msessLsy

Router (config) #router bgp 100
Router (config-bgp) # bgp bestpath as-path ignore

I:l?‘/ FEH

bgp bestpath as-path ignore

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

AS-PATH RZEE L 7
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I FITELnet-F140 @) BGP & #% E&E IR

FITELnet-F140 @ BGP Ti%. LA T DONE THRIBEBIE DOEIN 24T/ FE 7,

&5 . o
B | PE n&
) NEXT_HOP J& |NEXT_HOP J&M: CTHaE & 4u72 NEXT_HOP ~DFRIE 2N 72 WA I 1%
P e A
BGP &7 |2 3% L7~ WEIGHT {12 & v . WEIGHT fE D A& X\ BGP &7
1 :
2 EIGHTEE b otk S %
3 gﬁme LOCAL_PREF fE 00 A 2 W MEERAVE % S 1%
4 |LOCAL FITELnet-F140 34k L 7= BGP #RBSASEE2E S L%
AS_PATH E VWIS MBS S v D, 7272 L, bgp bestpath as—
5 AS_PATH J&P |path ignore =< RSERIE S CW A A 1L, AS_PATH E % &&E
L7720

6 [ORIGIN B |ORIGIN JBHED S L 16P>EGP > incomplete

7 |MED i MED 00/ S W ERBS MBS S L %

8 EEEGP or ™ I6p o &7 ¥ 4 F ORI E-BGP > 1-BGP

9 IGP A kU » INEXT_HOP J&M: THEE & 4072 NEXT_HOP ~D A kU » ZfEAV/ N E W
7 R NERE SIS

10 tor—iq |E7 O router-id [HO/NSWEEEEAMEIE S D, 7272 L bep
routertt bestpath compare-routerid NFEE AL TCWDHLGAIZIRY £97,

I%E%—P
BGP r—E AR EET— K
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Ibgp bestpath compare-routerid

BGP DR OBIUZBN T, —HF 1D 2 EBETLHAIHEELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

IEQ;"'EWH REREROERIC, L—2 IDEEET D

Router (config) #router bgp 100
Router (config-bgp) # bgp bestpath compare-routerid

I:l?‘/ FEH

bgp bestpath compare-routerid

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

N—5 D xEELEEA
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IPvd JL—T 1 > T DRE

I FITELnet-F140 @) BGP & #% E&E IR

FITELnet-F140 @ BGP Ti%. LA T DONE THRIBEBIE DOEIN 24T/ FE 7,

&5 . o
B | PE n&
) NEXT_HOP J& |NEXT_HOP J&M: CTHaE & 4u72 NEXT_HOP ~DFRIE 2N 72 WA I 1%
P e A
BGP &7 |2 3% L7~ WEIGHT {12 & v . WEIGHT fE D A& X\ BGP &7
1 :
2 EIGHTEE b otk S %
3 gﬁme LOCAL_PREF fE 00 A 2 W MEERAVE % S 1%
4 |LOCAL FITELnet-F140 34k L 7= BGP #RBSASEE2E S L%
AS_PATH E VWIS MBS S v D, 7272 L, bgp bestpath as—
5 AS_PATH J&P |path ignore =< RSERIE S CW A A 1L, AS_PATH E % &&E
L7720

6 [ORIGIN B |ORIGIN JBHED S L 16P>EGP > incomplete

7 |MED i MED 00/ S W ERBS MBS S L %

8 EEEGP or ™ I6p o &7 ¥ 4 F ORI E-BGP > 1-BGP

9 IGP A kU » INEXT_HOP J&M: THEE & 4072 NEXT_HOP ~D A kU » ZfEAV/ N E W
7 R NERE SIS

10 tor—iq |E7 O router-id [HO/NSWEEEEAMEIE S D, 7272 L bep
routertt bestpath compare-routerid NFEE AL TCWDHLGAIZIRY £97,

I%E%—P
BGP r—E AR EET— K
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Ibgp default ipv4-unicast

BGP BT LA AT KL ATZ77IV—DOF 74/ &2 IPvd & LET, IPv6 27 7 4L
rETHEAIL, disable ZRELE T,

disable IZERTE LT85 T, 1Pv4 ORBEASHLZ 1770 5 B35 1%, neighbor activate enable
A<y RTBGP BT 240 ET 2MENRH Y £,

refresh =~ NRICARNC/ e Ha~ 2 RTT,

IE&TEWH BGP E7 L DIERBERBET IA+ILEZ IPV6 &£F B

Router (config) #router bgp 100
Router (config-bgp) #bgp default ipvéd-unicast disable

I avy FEK
bgp default ipv4-unicast <7 FLRA 773 1)>

I/ﬁ’%)‘—ﬁl
ING A=A BRENE RESHE AREOE
BGP B 7 LT HT RV AT 7 I U —DFT 7
- N = ==
77 FVX /l/}\%f IPV4 cL‘jAZDﬁ %*E/CE L/ij*o Cnablc

7573 enable |74/ % IPv4 &5 disable B WEAST]

disable |7 #/L % IPv6 T 5%

I COEREETHREWNGES
IPv4 =% v A NI TE £,

I%E%—F

BGP —EXFHEE— KN
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IPvd Jb—F 4 > O DRE

Ibgp log—neighbor-changes

WD X D RGAIC, E#RE slog i LET,
«BGP 7 L DI TE v ¥ a UL S IS
- BGP 7 L D TE v g U S GG
« BGP NOTIFICATION A vt — %385 L7256
« BGP NOTIFICATION # v ¥ — % %Z(5 LizHHE

refresh =~ NRIZA®NC e H a2~ RTT,

I BEF 1 ERFASIITRTERATD

Router (config) #router bgp 100
Router (config-bgp) # bgp log-neighbor-changes

I:l?‘/ FEH

bgp log-neighbor—changes

I/\°3)‘—’5¢
RITA=HITH D T A,

Lconesnpnusea

A I 7ol EITOVER A,

Iﬂi%—F

BGP #— B AR EE— R
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Ibgp router—id

BGP /L—#% 1D Z#FHELE7,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I EHF 1 BGPDIL—%2 IDZE10.1.1.1ICERELET,

Router (config) #router bgp 100
Router (config-bgp) # bgp router-id 10.1.1.1

I:l?‘/ FEH

bgp router—id <IP7 FLX>

I/ﬁ’%)‘—ﬁl

NS A—H BRERAR =% 7E i HBIEFDIE
IP7 KL A |BGP DL—# 1D ZHEE L £, |IPvd 7 KL ZABX | EMEAR AT

|courznbuige

N—BDEA BT 2 —AT RUATERRKOLEDA BGP L—% 1D & LET,

I)l«—’;‘l ID &%

BGP T H ., & 1D T, \EIE, TONL—FZDEZN]L DDA BT x2—ADIP T
KL AZ%E Y8 TES,

I%E%—P

BGP —E A EE— R
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IPvd Jb—F 4 > O DRE

Ibgp default local-preference

LOCAL-PREF @M DF 7 /v MEZZREL £9°,
UPDATE A »tE— Y CilAT 52 TOMRBIERICE LT, Z 2 TE L7= LOCAL-PREF f %
D CEmLET,

refresh =~ > RRIZARNC/H a2~ RTT,

I %711 LOCAL-PREF {E#% 200 [CERET 4

Router (config) #router bgp 100
Router (config-bgp) # bgp default local-preference 200

I avy FEK
bgp default local-preference <LOCAL-PREFERENCE {E&>

I/ﬁ’%)‘—ﬁl
NS A—4H BREARE RESEE | ARREFDE
LOCAL- UPDATE A v & — 3 Clais4 5 B9 LOCAL- 0~ W]
PREFERENCE {& |PREFfEA & L £, 4294967295

I:@%EEﬁqu%ﬁ

LOCAL-PREFERENCE f(Z 100 (2721 £ 97,

I LOCAL-PREF & (%2

[ CSE7 V7 o 7 AT DS T4, LOCAL-PREF fEAS K & Wik Bt as, S
nEJ,

D=+

BGP —E AR EE— R
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I bgp scan-time

% BGP #EFE DR 7 A bk » FIZBA$ % Bl alReE O IR e A % v o &2AT O MR &2 B0E L
\i—gﬁo

refresh 2~ NBZIZAENC /e ha~wr RTT,

REHF 1 RAEx v URRZE S WICERET S

Router (config) #router bgp 100
Router (config-bgp) # bgp scan-time 5

I:l?‘/ FEHX

bgp scan-time <R+ UREIE>

I/ﬁ’%)‘—ﬁl
INTG A—4 BREANE REEFH | HEREFDE
N 47 5 =AY - Fb S X
2% v R ;j’v VEATR O MR (BAL - D) ZRREL 560 WA

I:@%EEﬁbEu%ﬁ

A% v ML 60 IR TE S NET,

Iﬂi%—F

BGP #— B AR EE— R
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IPvd Jb—F 4 > O DRE

I distance

HRED BGP BT BT F 7 ASNT-RIED distance A E L £7, distance fEIX
/NS VNE EEBIEENEG L 72 97,

refresh 2= RLIZHENI /B2~ RTT,

HEH 1 access-list BB TICHEELE7 FLAMNLZ{ELT=192.168.100.0/24 o distance
EE1"L3 5

Router (config) #router bgp 100
Router (config-bgp)# distance 1 192.168.100.0 255.255.255.0 1

I:l‘?‘/ FERK
distance <distance > <IP 7 FLA> <%xw < RXE> [TH X)X FE]

I/\°5)‘—’5¢

I
<

BRERNE REEFE | AIREEDOE
PRE L TWARRIEED distance fHEZFRE L F

1]

1~255 B A AT

distance f&

\a¥

distance & X ET HRREEIE MO [P T |[IPvd T R

PTRVA L 2t L, agpsk AR
F» h~A |distance [EZHET HREHE RO Yy h~RA |[IPVAT FL |,
y J ateE LT st AR
72 TEHET 72 A A MEFICEE LB B AT P BGP
hEE MBT T ARSI T T AL |- BT NbE
TR EEERT S, {2 L7154

I COBREFTHHRWNES
BGP 5 4 A HZ Al (distance bgp =T~ RTHRE) [ZHMEWET,

I%E%—P

BGP —EAZRTEE— R
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I distance bgp

EBGP,/ 1BGP /@ — B JLARBEZIZ DUV T distance fHA R E L £ 9, distance flElL. fHI/NE
WIEEEREREL Y £,

refresh 2~ REIZHN e Ha~vr RTT,

HEF 1 E-BGP/1-BGP. O— A LRI distance [EX. TNEN3 0210 250IZHKFET S

Router (config) #router bgp 100
Router (config-bgp) #distance bgp 30 210 250

I:l?‘/ FEHX

distance bgp <distance {&>

I INTA—4H
ING A=A BREARE RESIEH | HIREFDE
distance fif external (EBGP), 1nt0rnall(IBGP), local =i % 1~255  |EWEA T

DWW T distance AR TE L £,

I:@%EEﬁbEu%ﬁ

B distance &
E-BGP 20
[-BGP 200
1 — 7 /U (200
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IPvd JL—T 1 > T DRE

I (%) o 70 k3)LO distance fE

i7" bz d distance fHIZ, AT DO LI > TWET,

. Joran (FoALMME #EE

AT 4wy i 25 A
L — b - AL N
‘BGP (external) |20
BGP (internal)  [200 25 AT HE
BGP (local) 1200
RIP 1120 25 F A
0SPF (external) |10
0SPF (inter-area) |[110 25 S ATHE
0SPF (intra-area) |[110
TKE L — b 0 25 A A
SA-up /b— K 0 25 H A B
IREDUNDANCY /L— |0 25 S AT HE
‘EventAction Jb— k |1 75 AT B
AutoConfig 0 LA ]
Loe=—¢

BGP #— B AR EE— R
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I neighbor activate

FRELIZIPT RLAZFFOBGP BT 2 A% E I ERELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

Diens s ez qoo0o0n zamets

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 activate enable

I:l?‘/ FEH

neighbor <IP 7 KL R> activate <BGP E 7 &E>

I/ﬁ’%)‘—ﬁl
INSA—4H BRENE REERE | ARFOE
R LR
IP7 KLA [BGPETDIPT KL A%&HELET, 31;16 . EWATT
oopos. [BGP BT Z %) (enable) &3 20 ME%) enable "
BGP & e (disable) &2 ERTLET, disable AT

|courznbuige

BGP BT IZHNT/2 D £7,

I%E%—P

BGP —E AR EE— R
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I|1eighbor default-originate

BGP 7 %#FT 7 4/ hb—hE LTI =2OIZT 740 Fb— bk 0.0.0.0 % 3%A 2Nk
HZ L HIATIHENE I DERELET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

REHI 1T BGP EF (10.0.0.1) 2L T, 74N FIL—FDEHREZED

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 default-originate

neighbor <IP 7 KL RX> default-originate

I/ﬁ’%)‘—ﬁ
NG A—4H BRERNE BREEHE | HEREFOE
IP7 KL% BGP BT D IP7 FLA&HE LET, 31;16 T RVA g

Lonzsnnnisea
F 7 b FEERLEE A,

Iﬂi%—F

BGP #— B AR EE— R
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I|1eighbor description

BGP BE* T IZA TP D 7= > DLy 2 E L E7,
COFREITAFELEFE U TRITIVUINT 2N EWNIRFEVITH D FHEA, YT WL ]
BRELTL IS,

refresh =~ NRIZAZNC/ e h a2~ RTT,

IEQ;"'E"WH BGP E7 (10.0.0.1) M&FZE"IP-VPNI"&£F 5

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 description IP-VPN1

I:l?‘/ FEH

neighbor <IP 7 KL R> description <BGP E7 &>

I INS A—4
NS A—4H BRERNBE R E S HEEEDIE
IP7RLVA BGPETDOIPT RULAZBELET, |IPvda 7 FLAEA |[EIEAT]
BGP BT 4 Fr BGP BT D4 A RE L F7, 80 SLTF-LAN D T4 A WA A]

|courznbuige

EZR L&Y £, BP OREEHIENCHEITH Y A,

I%E%—P

BGP —E AR EE— R
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I|1eighbor distribute-list

BGP DEZFIZRI LTI 4V Z ) T OREEIT/RVET,
access—list A< RTIRE LIS EDOEROHLZZITAND I AN, Eoidk
BT2/ EELRNEWVS il 2T/ 2 M TEET,

refresh =~ > RRIZARNC/H a2~ RTT,

I EREHI1 BGP EF (10.0.0.1) A BIE, 192.168.110.0/24 DIEEERD A EZH{FT 5

Router (config) # access-list 1 permit 192.168.110. 0.0.0.255

Router (config) # router bgp 100
Router (config-bgp)# neighbor 10.0.0.1 distribute-list 1 in

I FeEFl2 BGP E7 (10.0.0.1) (&, 192.168.110.0/24 DIEEIEHRD A Z %15 L7%E LY

Router (config) # access-1list 1 deny 192.168.110. 0.0.0.255

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 distribute-list 1 out

I:?DF%ﬁ
neighbor <IP 7 KL R> distribute-list <79 RV R FEE> <TqILEYT

I/ﬁ’%)‘—ﬁl

NG A—4 BRERAR REEIF | ARREFDE
. . . - IPva 7 K | .

IP7RLA B ETDOIPT RLAZIFELET, SEPERIE A <> N

L A

Y ﬁﬁbf?imwizﬂﬁbf;%ﬁﬁéﬁﬂfIN% B

2 s LW A S ET D729 access—list 1300~1999 BWEAA]
FT I mEREELET,

FEELTWAD BPG BT 2 B2{E8 (in) /T .
T4 H Y . R . in m
o LT3 BPG B 7 ~DXERE (out) HEHL LT ot B WA AT

TUNE) o TTL0O0EFRRELET,

|courznbuige

BETDT VT 4 v 7 AEEZELET,

I%E%—P

BGP —E AR EE— K
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I|1eighbor dont-capability-negotiate

OPEN 2 v &= DA T ar b LTI AR Y T 4 ZREDTF RV TERET HHAICHRE
LET,
AIEBENTANE Y T 4 RBZAT72 OBIZ@m T 27458 7 21&, LT,
«Multi Protocol Extension Capability (address—family ipv4 unicast /multicast)
* Route Refresh (old & new)

refresh 2= RLIZHENZ /2D a2~ RTT,

€1 BGP E7 (10.0.0.1) ISI&. 74 /NE ) T 4 RS ETHEDMEL

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 dont-capability-negotiate

I:l?‘/ FEH

neighbor <IP 7 K L X> dont-capability-negotiate

I/\°5)‘—’5¢

NS A—4H BRERAR SR E S BB DIE
IP7RLABGP ETDIPT RLAZIRELET, |IPvd 7 R LA |EIEA ]

I:@%EEﬁqu%é

BEIE LT ANREY T 4 W HEITVET,

I&%NEU%4§%t@?

BGP D& DIHINTAT2 D OPEN A v — T, BENYR— 5472 3 ViEE (FE
J1: AT 1) ZHEFICEALES,

ZhUE, FLWERE S~ LT T e ha gRE FORE I REMLE D Z L THTEOREN &
FY | EEERZ UPDATE A v — V2 EZETOLEN RS BRDHAV v "B 7,

A REY) T 4 RBEATRDRWESIE, 2 ToF T a v EBhnw (2o k57
UPDATE A v —I kb TZ 2wy & LT#HbhE T,

I%E%—P

BGP ¥ — B RBEET— N
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I|1eighbor ebgp-multihop

BGP BT /3, E-BGP v aTHV, HEERIN TV 2WRy NU—J I IHET D
ABIHRELET,

refresh 2~ NEZIZAENC/ha~vr RTT,

ERFEHI1 BGP EF7 (10.0.0.1) A, EFEEHIhTLVELWRY FTO—Y EIZHY, EBP THD

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 ebgp-multihop

I avy FER
neighbor <IP 7 KL X> ebgp-multihop [EKtw 7T

I INS A—4
INTGA—4 BRERNE R E & HEEFEOE
S L%
IP7 KL% [BGP ETDIPT KL A%&HELET, g§7] EW AT

) BT E Lty s A BT
FONAS S o S 1~255 255
BRF Y TR gk v 7Rk 8 LE T

Loomezanniss
E-BGP D& &id, EHEE RSN TV LH L9,

ebgp-multihop 57 L72 < TIXWIT 72V BGP B 7 AT, hoRKIERTE (RIP R
ART 4 II—F 4 ) T, FOBP BT ~ORKETE L TH SLERHY 1,
B L TW2RWESIX, BCP DT v g 2T HZ LI TEEE A,

I%E%—P

BGP —E A EE— R

233



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I|1eighbor max imum—prefix

BGP BT O T 57V 7 4 v 7 IERORKEEEEL T,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I ZEHI1 BGP EF (10.0.0.1) ASDTL T4 vy RERORKREZE 10 IZHRET S

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 maximum-prefix 10

I:l?‘/ FEH

neighbor <IP 7 KL R> maximum-prefix <GeKFTL 71 v o A%

I INS A—4
INTA—3 BEANS BREHE | AHEBROE
IP7 KLA BGP BT D IP 7 RLAZEELET, gg7ﬂwo<%%xﬁ
%k . %ELTV%gEETﬁ%%ET%é 1~ W
TVT oy 7 AR R A 4294967295
I COREZTDENGE

FFEDRANIZKT BTV 7 4 v 7 ZAEOHIRIZ L A

I%E%—P

BGP —E AR EE— R
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I neighbor next-hop-self

ZDBGP ETICK L TR AR ST 554, NextHop 2 HEE@E I ICE XX TEE L £ T,

refresh 2~ RBICENICAR Db a~w > RCT,

I REMI1 BGP EF (10.0.0.1) ~NEEYT HEMHIFEHRD NextHop ZBEEICEESH]A TLEET D

Router (config-bgp) # neighbor 10.0.0.1 next-hop-self

I:l?‘/ FERK

neighbor <IP 7 KL X> next-hop-self

I/\"%;‘—’Sl
NS A—%H BREAR B it | HIREEDIE
IP7TRLA BGPETDIPT RLAZEELET, ;P;’é TR HWEAA]

|courznbuige

NextHop % H¥E@EICEEH L A,

I%E%—P

BGP ¥ —E AR EE— K
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I|1eighbor override-capability

OPEN X v E—=T DA T a NZE DT AN T A RO REBHI D A ") T 4
TEEXLET,
neighbor strict—capability-match & [RIFFIZERET A Z LIXTEEFHA,

refresh @2~ RBICENC B a~vy RTCT,

F|EHI 1T BGP ET (10.0.0.1) OTA/REYT11FERE, KEEBESDTA/ED T 1 FR
EEH|AD

Router (config) #router bgp 100
Router (config-bgp)# neighbor 10.0.0.1 override-capability

I:l'?‘/ FEHX

neighbor <IP 7 KL X> override—capability

INE%—Q
INTA—4H BRENE =R T B HREFOIE
LA .
IP7TRLA BGPETDIPT RLAZEELET, gng AREAT]

Loomzsanniss

TANE) T4 EEXILEE A,

I%E%—P

BGP —EXFHEE— KN
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I neighbor password

TCP MD5 38FFA4 7 3 > (RFC2385 : Protection of BGP Sessions via the TCP MD5
Signature Option) ZHZHZ L £,
Fo, RNRAT—=RXFHNE L THERAT 2 T 2RELET,

refresh =~ NRIZARNC/ R H a2~ RTT,

I HEH 1 /NRT— K% secret-bgpl & LT, TCP MD5 25k A T a v #E#IZT S

Router (config) #router bgp 100
Router (config-bgp) # neighbor 192.168.1.1 password secret-bgpl

neighbor <IP 7 KL R)> password </SXJ— K> [{secret | private] [encrypted] ]

I INS A—4

INTA—4 | BRENS | BEHE | AREOE
IP7 RLA BGP BT D IPT RLAEHELET, ;ZQ7FVX AT
ooy 1o TCP MD5 GRREA TS a2 TR 582U — 125 LFLURND |,
SAVTR epaE L g 5] AW AT

SSAT— KR BALT BB A B it

FIT %70, AEE AN S (0T 5 02 b

Ebiﬁo H /Qx]j,_]\\‘
seeret || T BRI S ‘ eere! A Bl L
private +7 private -

TNMQ%%Mﬁé%K%EEﬁ%%%%'

P T 5

INAT — R LAV T 500 8 9 B R E

L/i—g‘o

IOF T arEMANTALZEICED, A IRAY — R
encrvoted U — RIS B b L HE SN E T, @ encrvoted s LT

P secret £721%. private &S O THEH P —&x2 L LT

TAH7-%, secret, private D¥FE N M) WNET A

B, encrypted Z4EET H Z LI HkEEE

/\/O

X1: ZOFFvaid, BRETHETSICERERY, RATU— RBEE{LINTRR
XH encrypted 7> g R BEERGICFIMENE T,
X2 1 NATU— RPBRICHEBLEADBAIX. ZOF 7Y a Vv ERETHIHENRDY 7,
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I COBREFTHHRWNES
TCP MD5 #H3EA7' > a V2 L EH A,

I AL LVEERFHRESRICONT

secret A7V a LV EBELESASIE, F V) =@ a2 > T 5k 5 Dlex LT,
private A7 3 VEIEE LIcGEX, HEEAOREZME-> TSI LET,

FDOI=W, private 7> a Uik secret 7 a NI L TEFR VT 4 B ERETN
PREFIR I X VEE DO AR ZNRNIE L 7> 72385810, RENE Mo E |52 &
NHEEE A,

I%E%—P

BGP —E AR EE— K
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I|1eighbor port

BGP V' 7 AMFEH+THD TCP iR— MEEZIEE L E7,

AIEE N, BGP D& v g EMENLT AT 0OICEET 2 BGP 347 v M,

EELET,

refresh =~ NRIZAZNC/ e h a2~ RTT,

I EXEMF 1 BPGET (10.0.0.1) @ TCPR— ~FESZE 179 FICEHET S

ZDR— FEEIZ

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 port 179

I:l?‘/ FEH

neighbor <IP 7 KL X> port <TCP :R— +HFS>

I/ﬁ’%)‘—ﬁl
NG A—4 BRENE R E S HBIREFDE
N LA
IP7 RL & BGP BT D IP T RLAZRELET, g§7] BIEASR]
ﬂmyﬁV_bﬁg%ihuﬂsz\émeE:Tﬁ%%ﬁ?Té\I%P 05505 W

A h

|courznbuise

179 FZEH L £9,

Iﬂi%—F

BGP ¥ — b AR EE— K
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I|1eighbor remote-as

BGP 7 DJETHASEFERELET, BHDASEFS LR UEHEIL I-BGP, R 55E6
IXE-BGP & 72 £97,

passive ZFRE L72881E. FHHENSLD OPEN X v —I 03B > 7285512, OPEN X » 7 —
ThEMLET,

refresh =~ RRICA®NC e H a2~ RTT,

IEQEWH BGP E7 (10.0.0.1) &BCP v a3 ZfEITSH (BF AS FS(E 100)

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 remote-as 100

neighbor <IP 7 KL X> remote-as <AS &S> [passive]

I INS A—4
NG A—4H BRERAR =% E i B HERFFDIE
IP7 LA BGPETDIPT RLAZIEELE T, ;ZQ?FVX A WEAT]
e o =} SAN——g
AS BB FRELTWD BGP BT D AS FZEREL || ooran R
\i—a—(}
FAF B D OPEN X v — T % %25 L Th ELENE I
passive 5. OPEN A vt —U % RET HBRIZHRE |passive OPEN X v t&—
LET, CEEETD

|courznbuige

BGP DR ZAT/2 9 TN TE £ A,

I%E%—P

BGP ¥ — ERBEET— N
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I|1eighbor route—-map

BGP BT IZ/— b~y 7 &AL ET,

refresh 2~ NEZIZENC/ e ha~wr RTT,

IEQEWH BGP 7 (10.0.0.1) FET. SHEDKEIZ Route-map (JL— k< v T4 :mapl) ZHEAT 5,

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 route-map mapl in

I avy RERK
neighbor <IP 7 KL R> route-map <Route-map &> <7 4 JILZ Y5>

I/ﬁ’%)‘—ﬁl
NS A—4 HEAR REEHE | AREFOE
IP7TRLZA BGPETDIPTY RLAZELET, ImffFV BWEAT]
AT

Route—map 4 WHF % /v— b~ 7D Route-map 4 ZH57E |
LET,
FEELCW5 BPG E 7 B2 ERE (in) /BT |.

LA ;
Zﬂ’ 7 g BIG BT ~DREERE (out) 0L H BT ;Et H W

TYNE ) T T HO0EREELET,

I COBREFITHHEWNES
Route—map il 21T/ 2NEH A,

I%E%—P

BGP %—E X} EET— N
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I|1eighbor shutdown

RESNTUWA BCP BT & —FFH I BN L £,

refresh 2~ RBICENCAR DL a~w 2y RCT,

Iﬂiw1 BEP 7 (10.0.0.1) &—E#IHHI=T 5

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 shutdown

I:l?‘/ FEH

neighbor <IP 7 K L X> shutdown

I/ﬁ’%)‘—ﬁl

INTA—4H BRENE 5% 7E i HBIEEFDIE
IPY RLUABP ETDIPTY RUAZRELET, |[IPvd T R LA EEATA]

|courznbuige

FBELTWS BGP BT IXAZNC 2D £,

Iﬂi%—F

BGP #— B AR EE— R
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I|1eighbor soft-reconfiguration inbound

FANRNDEZE LT REERE N —T 4 7T —7 N SRR L TRLSEAITEEL
7,

W@ D BGP TiX, BCP Y75 LT, UPDATE A vt — VA HEREMLTHED I AT = AL
EHY FEA, 2O RERETHILICED, BGP BT 750 UPDATE A v Eb— P2 &
0D ESG LR RARE L TR ENTEET,

72¥%. Route-Refresh 77 A /XU T ¢ ZfEHT 5 &, UPDATE A vt —Y OFELERT S
EMTEET,

refresh =~ NRIZA®NC b a~ RTT,

EXEMHI 1 BGP EF (10.0.0.1) M5 UPDATE A v —PDABRZEZHFREFT D

Router (config) # router bgp 100
Router (config-bgp)# neighbor 10.0.0.1 soft-reconfiguration inbound

I:?DF%ﬁ

neighbor <IP 7 KL X> soft-reconfiguration inbound

I/\°5)‘—’5¢

NG A—H RERAR 5% 7 & HBIEEFDIE
IP7 RLABGP ETDIPT RLAZIRELET, |IPvd 7 R LA |EIEA ]

DHREZEITHEWNES

T4 NG T SRS RIIREF L ¥ A

BEE—F

BGP —EXFHEE— KN
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I|1eighbor strict—capability-match

OPEN X v —2 D47 v a N D7 AT 4 RBOBRIZ, A 3B RVER— b
DAT a2 G LTIEEESS, BHOIEETHA T Va3 A "B zif AnZeno T
B, BGP ax 7 v a v EMNL LW E IRELET,

neighbor override—capability & [RIFFIZERETAHZ LIXTTE EHA,

refresh =~ NRICARNC/ e Ha~ 2 RTT,

REH 1T BGP ETF (10.0.0.1) EDHTANE) T4 REN—BLAENI=FAEIL. BGP o
A vEEILAEL

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 strict-capability-match

I:?DF%K

neighbor <IP 7 KL X> strict-capability-match

INE%—Q

INSA—4H BHANES £% T & B ARFOIE
IP7RLABGP ETDIPT RLAZIRELET, |IPvd T R AR |EIEA ]

Loomzsanniss

KUY BR—=b DAY T 4 Z2ZEL T, BCP axrva i LET,

I%E%—P

BGP —EXFHEE— KN
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Ineighbor timers

BEDBGP BT DOFFEA A ~—%Ty FLET,
KeepAlive 2E(ERIE & IBIERAEIRT A E COMOBEL. aR7 M E A ~DOBEITHIT
TITWET,

refresh =~ NRIZAZNC/ e h a2~ RTT,

EXEMF 1 BGP EF (10.0.0.1) IZXHIE9 % KeepAlive MiEfEfEZE 10 2, BGP ET7 ALV 7
> THLIRBIFERERIRT 2ETOREZE N ET D

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 timers 10 30

IEQEWJZ BGP E7 (10.0.0.1) [SXETEHIARY FE2 AT % 100 HIZERES S

Router (config) # router bgp 100
Router (config-bgp)# neighbor 10.0.0.1 timers connect 100

I:l?‘/ FERK

neighbor <IP 7 KL R> timers { <KeepAlive EERRE> <BRKEREHIKRT D2FETOE
> | connect <ax4 kA2 A<D}

I/\"%;‘—’Sl
INT A=A BHANES EREEIR | ARREEDIE
IP7 KL= BCP ET D IPT RLUAZFRELET [Pvt 7 B WA T]
H}E o ]/Xﬂ:zft (5)
. . YN = NYN I /J\ =
?eeEAllxe KeepAlive {EMIME (L : #) ZHELE 0~65535 WA
EAE R 7,

REIEREHIR [REEREZHIERT D £ TORRE (B2 7)) %
T 5 F CTORR |[RELET,

BGP =7 ¥ A~ (HfL : ) 2R ELE
K

0~65535  [EHEAH]

KT RIA 0~65535 BT
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I:m%i%ﬁb@u%%

BATDAR T4 ME
KeepAlive F&[H e 60
PREAG H2 HIBRT 2 £ TOREH 180
connect 120 ¥

I%E%—P

BGP —E A EE— R
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Ineighbor transparent-as

AS PATH BEIEICEE D AS FBEZMHML2NWEIICHELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

IE&?@WH BGP E7 (10.0.0.1) 121X, BED ASHEESF#DITHLY

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 transparent-as

I avy RERK
neighbor <IP 7 KL X> transparent-as

I/ﬁ’%)‘—ﬁl

INTA—4H BRENE 5% 7E i HBIEEFDIE
IPY RLVABP ETDIPTY RUAZIRELET, |[IPvd 7 LA |EEATA]

I COBREFTHHRWNES
HE D AS HER DT L ET,

Iﬂi%—F

BGP #— B AR EE— R
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I|1eighbor transparent-nexthop

NEXTHOP J@i:% %A NDT KL ATEEXLZWVWEIICERELE T,

refresh 2~ RBICENCAR DL a~w 2y RCT,

REH 1 BGP EF (10.0.0.1) 121X, BH % NextHop & L TEALAL (BHDIL—T 1>
5 F—TILIZ8H B NextHop Z1&E4%N0)

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 transparent-nexthop

I:l'?‘/ FEHX

neighbor <IP 7 KL X> transparent—-nexthop

I/\°3)‘—’5¢

NG A—H BRERNE 5% 7 & HBIEEFDIE
IP7RLABGP ETDIPT RLAZIRELET, |IPvd 7 R AR |EIEA ]

Loosrzabuuse

H & % NextHop & L CamEn L £,

I%E%—F

BGP —EXFHEE— N
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Ineighbor update-source

BGP & v a »DMENT (OPEN A w2 —7) D, BGP DEEILT KL AIIZEID Y CTHIP T
RLZRFRIEETATDIZ, A X 72— AEEELET,

refresh 2~ NBZIZAENC/ha~r RTT,

EEFI1 B EF (10.0.0.1) DB /¥y FDEETT KL RIZ, PPPEI D7 LR ZFIAT S

Router (config)# router bgp 100
Router (config-bgp) #neighbor A.B.C.D update-source pppoe 1

I/ﬁ’%)‘—ﬁl
INTGA—4 BRERNE RTEEE | AEREOE
IP7 KLA [BGPETDIPT KL R&HELET, ?ﬁ T RVA ey
A BT 2— BGP DEEFETLT RVAIMEHT A X 7= A 2T 2— |,
24, 2T RLA, Ry kO

I COBREFTHHRWNES
BGP /X/r » B EFRIZIEETHA X T = — A0 £97,

I%E%—P

BGP #— B RFEET— N
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I|1eighbor version

BGP 7 L ORI THEHTABP 7 hai A i— g0 E2EELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

Iéaiwn BGP E7 (10.0.0.1) LMBGP THEATHN—avE 4 LTS

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 version 4

I:7>F%ﬁ

neighbor <IP 7 KL X> version </s\—2 3 2>

I/ﬁ’%)‘—ﬁl
INSA—4H BRERAR R E S HEFEDIE
LR

IP7 KLA BGP ET7DIPT RLAZIEEL £, g§7] EWATT
FBELTWABGP T DBGP D AA—V 5 %
fRELET,

N 4 "
IN—Ta 4 BGP RX— 3 v 4 ZFRELE T, draft Gl
BGP R—Y g 4~ F 7 a hajb

draft

YRR N7 7 Mtz feE L £,

|courznbuise

N—=Tg 04 20 %1,

Iﬂi%—F

BGP #— B AR EE— R
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Ineighbor weight
BGP BT IZHEHAHT 2R E L E T,
[l CAE e ~DEERIE 278 L5512, EOEHR (EOBP BT INHD) 2HhET 5
PO ELTHEALET,

refresh =~ NRIZAZNC/ e h a2~ RTT,

IEEM1 BGP E7 (10.0.0.1) M WEIGHT {E%"65535 (BE.hEHZE) "(ZHRET S

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 weight 65535

I:l?‘/ FE=
neighbor <IP 7 KL X> weight <Weight &>

I/ﬁ’%)‘—ﬁl
NS A—4H BRERNBE RESEEH |AREBOIE
. . . S Pva 7 K |,
IPTRLABCP ETDOIP T RLAZEELET, L [AmEARE]
L AT

FRELTWD BGP B 7 006 ORREIE R OB E &

| e LET ) "
veleht g kreis, 0 O ~65535 G o ) 000 (AIER
ETEET,

|courznbuise

> BGP V7 &l THE LRI CILT 7 4V O weight 1X 0, @ — L L—H Tk
STHERESNTRE TILZT 7 4/ FO weight 1% 32768 12720 F9°,
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I FITELnet-F140 @) BGP & #% E&EEiR

FITELnet-F140 @ BGP Ti%. LA T DONE THRIBEBIE DOEIN 24T/ FE 7,

b e
B | PE n&
o INEXT_HOP J& {4 CHRIE & A7z NEXT_HOP ~DfREE A 72\ 56 13 3
1 NEXT_HOP J& 4 SRR - e 2
BGP ©° 7 I35 L7- WEIGHT {fIC & ¥ . WEIGHT 0 K & | BGP
i \
20 WEIGHTAE o o ot a4 S U5
3 fF;CAL—PREF B 0CAL_PREF {00 K % \ VEBE B ESE S %
4 |rocaL FITELnet-F140 345k L 7= BGP #RBSASE L S 4125
AS_PATH BNV MBS &b, 7272 L., bgp bestpath
5 AS_PATH J&t:  |as—path ignore 2~ RNRE IN TV A AL, AS_PATH &
ZERE LW
6 [ORIGINJEME:  |ORIGIN R DOEESEEE IS 16P>EGP> incomplete
7 MEDfi MED 00/ S WRESAME S S D
8 ;?P“I_ BGP DT % A FOEEHEEEIL, E-BGP > T-BGP
NEXT_HOP J&ME THEE & 4U7= NEXT_HOP ~D A kU Z {7/ &
1 «
O [P AMY YT e s h %
7 D router—id fED/NSWREENMEE S D, 7272 L bep
10 router—id bestpath compare-routerid NFEE SN TCWDHLGAIZIRY F
KR
bee—s

BGP —E AR EE— R
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I|1etwork

BGP OFRIEIEHR L L CBHT AT LT 4 v T ABRAZT (v 7 TREELET,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I EXEMHI 1 192.168.0.0/24 D#EERIEHR Z BGP TEEIT S

Router (config) #router bgp 100
Router (config-bgp)# network 192.168.0.0 255.255.255.0

I avy RERK
network <IP 7 FLR> <% k< X% > [backdoor]

I INS A—4
INTG A=A BRENE =% E & HIEEEDIE
BGP # AT HA X T = — A%, Py 7 K1
IPT7TRLA A2 T7x2—ZADIPT KL AT . AMEAT]
. A
ELFET,
. BCP 3T H A v F T 2 — A%, .
S Y N N ]/ ~
TR ey kexexy bezsomae | T Y R
bHCIEETA L TXES .
backdoor 47> 3 »EOF TS ux
I3, T ORI % 7 — T L BGP K & External 84, © L
<X Internal FH& &
backdoor LTI ET, backdoor LT
7 — %)L BGP &K D distance fil °
. distance bgp 2~ > FCREE L (External/Internal
) b 1. BGP BT IC L B)
ESch
Loozezanause

A5 ORMIERZ WA LET (redistribute 2> FONFITHENET, )

I%E%—P

BGP —EAZRTEE— R
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I redistribute

BGP IS D TFEETHUYS LT-RIBIEHD 9 B, B6P THEMI T 52 18N L LIS U T
W % Route—map ZFEE L E1,

7272 L. BT HRICEE D WG AT EEAR B THON RN 20, 1B L 7 RIS E & il
I DH720I121E, clear ip bgp redistribute I~ REZEITL TS ZE Y,

refresh =~ NRICA®NC/ e Ha~ > RTT,

REFI1 RET 4w TEELE-ERFREZ BCP THEMT D

Router (config) #router bgp 100
Router (config-bgp) # redistribute static

I REHI 2 RIP THIG L -#EER1EHR % BGP THECHY D

Router (config) #router bgp 100
Router (config-bgp) #redistribute rip

I avy RERX
redistribute <BEH T SFHIEFHR> [route-map <Route-map £>]

I ING A—4
INTG A=A BREARE B i HIREDE
BGP LISt D FB TS L 72 R R IEH D 5 &, BGP TH
AT HLOEHETELET,
connected IR connected
event—action |2 77 g TN LT-REEIEH |levent—action
kernel
Tty b . SR
BRI kernel kernel |2 N ST local-prot1 P
TR 1 local-protl AP JL— | local—prot2
local-prot2 ospf
ospf OSPF "CHUS L 78 e
static
rip RIP CHUYS L 781
Route—map
Route-map 4 |# 225 UC, @7 % Routemap #FEE L 77, - A L7
VY
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I:m%i%ﬁb@h%é
BGP TR LIffl DA ZILE LET,

I%E%—P

BGP ¥ —E A EE— K
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Lo sy sons

Iaccess—list

WEDNRTy Mo, 207y NOEME (Bikor BEE or FEH 7 4NV Z Y ) ZFREL
=3

FBELI Ny M, UTOMRETHER L 9,

« 74 VH 17 (ip access—group A~ R)

B oK) 7 (ip access—group 2 2 K)

A 7%y AL (offset-list a2~ K)

« RIP/BGP TE[FT 25 A MU v ZfHEOHRE (distance 2~ K)

« BGP TEET 2R DOIRE (neighbor <IP-address> distribute-list =< K)

« BREIEHROE (match ip address 2~ K)

« NextHop DF57E (match ip nexthop =<~ K)

« NAT BH#ipiD 7 R U AFEE (ip nat inside <2 K)

ERTEE, ETARa v R Ty RERRE LR, EidEZ AT 5E— KT,
WHELEZT 78R A &S EEELET,

refresh 2~ RRZRICHEMZ/D a2~ RTT,

77 E8AY R FEFIZONT
KEEDOT 7 ¥ A Y A MEFE, LTFORERH Y £,

FATYVESS T Y BEPE

1~99, 1300~1999  |LPv4 #HERE |IPvd M5 7 F L AIEE

IPv4 XG0,/ 468587 R U AFEE
100~199. 2000~2699 |1Pv4 JEAEEE & 7nu ha Lk EEE
HETT e — ESfEE
3000~3499 |IPV6 FEHERETE |IPv6 K15 TT /58567 N L A FRE
IPv6 iX{ETT KL AFRE
3500~3999 IPv6 fLIERR & 7 ha/LERETE

EET SR — FEEHREE

BENT v FOEEREIZ OV T
BELIAry Nedikdg 350, BEMGLETHINERELE T, Pkt ET2
Yt id permit, FEIHRIGE T 555 deny Z2FEE L E T,
ZORENBVEIZDIL, 74N ) T/ REEROIEE,NextHop DIFEDT-HIZT 7 &
AYANERETDIHADOATT, MOHABRTHRET 2HA1E permit Z4HE L T 7E S0,
IP 7 F L REFEE
TR AVARNaw RTIPvA 7 RLABIRETH2%A. v~ A2 (Wildcard ¥~ A7) %
BFHLTIZ MY TY RLAHIBEZRRET 52 &M TEET,
Wildcard ~ 2271, V7 %y b~A 7 LITEANELRD FTOTHEEL T EE N,
Wildcard ~ A7 LW 7 3y h~A 71X, 717707 DHBINRWIZ /20 F97,
1) 24bit v A7 % Wildcard ¥ A7 TRETHLE L, V7 Xy M~ A7 TRELT 54
B DEN
Wildcard = A7 O34 1 0.0.0. 255
BT Ry hw A7 DA 255. 255. 255. 0
fl2) BRANE, Wildcard ¥ A7 TRETHGE L, V7 Xy b~ A7 TRELT L6 0E
vy
Wildcard = A7 O :0.0.0.0
BT Ry b A7 DA 255. 255. 255. 255
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A— FEEDIEE

IPv4/1Pv6 JEIRRRE CTlE, TCP/UDP iR — hESEZBETHI LN TEET, ZOHEE
X, ZANBE VTSR] T ANE ) TOREDTDIZT 7 AT A NEEET HHEIC
NERHY £, MOHBTIHRET 2561%, BERETT 78RV A MEEELTLES
A

I$¥74»9U>7

AU B =3y NOFERER THEAT 258, BX 20T 0 & LTUIERARRIEICEICES
ENTWVWET,

T VB ) TEERETIX, LAN B DA X —F y MEGISRTT DINET — Z LIS
TANEY T (BEFE) THIENTEET,

FET A NE ) TR T A5 EIT. B LOT A (Web %5) 1 TE R ARY
T3, (T7R8AEZHFTIHT FLAZRETLZ LT TaEd)

72720, VPN 2B DZ BB LTI 7 4 VX2 Y v T EITWVER A,

ARIEET, FEHTANVE ) T EFERHT 55613, access—list 2~ ROBEMET,
“dynamic” ZfEE L £ T,

FEMFI 1 IPvAREHET 72 AU R M. 192.168.100.0/24 2% E T 5 GFFafjaiE)

Router (config) # access-1list 1 permit

192.168.100.0 0.0.0.255

EF 2 IPVAYEIET 7B AU Z MI, sre=192. 168. 100. 0/24 dst=192. 168. 200. 0/24 %
BRETDH (CREFrEM)

Router (config) # access-1list 100 deny ip
192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255

REHI 3 IPv6EYUET 7 & AU A MI, sre=3ffe:110::/64 % dst=3ffe:111::/64 Z&RE
1% GralEtE)
Router (config) # access-1list 3000 permit
3ffe:110::/64 3ffe:111::/64

REF A4 IPv6YEIET 7 & AU A NI, src=any srcport=any dst=any dstport=80 % &%
ET D (RFFrEtE)
Router (config) # access-1list 3500 deny tcp any gt
0 any eqg 80

WEHS FET 4 NEY) T EIEET D (IPv4)
Router (config) # access-list 100 dynamic permit ip
any any
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BE:

FE=

I/\°3

IPVAEET O A YA+ (FOERAJAMES : 1~99, 1300~1999)
access—|ist <access—list B> { permit | deny } {any | GEEET IPF7 K
LRA> <E{ExWildcard ¥ X %> }[log] [count]

IPVAYESR 7 VR UR N (7O ERJR RES : 100~199, 2000~2699)
access—| ist <access—list &E> { [dynamic] permit | deny } <ZA koL
FES> {any | host GEIETIP7ZRLA> | GRET IP7RLARD GEETT
Wildcard <X %> } [Kik— FEM> <TCP R— FEHEE>] [<Fh— FEME> <UDP R
— +&ES>] {any | host <BBE IP7 KLR> | <BE% IP7 FLR> <3E%
Wildcard < X%> } [ ICMP 24 7 1 [KGR— REM> <TCP R— +FES>] [R
— rEM> <UDP R— +FES>] [[precedence {<precedence-
value>|<precedence-named-value>}] [tos {<tos-value>|<tos-named-
value>}1| [dscp {<dscp-value>|<dscp-named-value>}1] [ip-flag {<ip-
flag-value>|<ip-flag-value:wildcard mask>}]1[log] [count]

IPV6ZET I ERJR N (7R RLES : 3000~3499)
access—|ist <access-list B> { permit | deny } { any | GE{EFT IPv6 7
L74v9A> ) {any | <55k IPv6 LT 4 v4o X> } [count]

IPV6 5k 7O R UR b (7O ERJR FES : 3500~3999) access—|ist
<access—|ist FE> { [dynamic] permit | deny } <Z7O +FaJLEE> { any |
GEEFTT IPV6E TL T4 v o R> | [KR— REME <TCP /R— FES>] [Kik— b
B> <UDP 7/R— +FEB>] { any | <FESEL IPv6 TL 74y 2R> )} [ ICMPv6 &
147 1 [KR—rEM> <TCP R— rHEBD] [<FRK— KEM> <UDP R— +&ESD]
[tep-flag {<tcp-flag-value>|<tcpflag-value:wildcard-mask>}] [traffic-
class <traffic-class-value>|dscp {<dscp-level>|<dscp-name>}] [flow-
label <flow-label-value>][count]

*A—4
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= hUT
A
[ permit |  |ZFATBMEA. ReFal Bl ||permit [FFAlBiE P
deny } B ET, deny | RFFAIEME
Cisco’ s GRE
ere tunneling
ICMP (IPv4 $L3E
icmp |7Z7EAU AR
i)
ICMPv6 (IPv6 fi&
N i NZS IS
a hang (e bhargsb <7 e b 1mm6%;f 4 WA
EZa aNF TR L ET, -
lip [IP
lipinip |IP k>3
ltep  [TCP
udp  [UDP
7' ko
‘0 20 ‘%?ﬁﬁé
ERXRT A=K (T KL ALK
. —bEFRE) T, TRTy | .
’ RHEET OB any A Y
ILET,
PETLIP T R [EELT FLAZRELE Pvd 7 1 L 2t BT
LA 7,
HETT PETT R RS ET
Wildcard <A |57=2®I2, Wildcard ¥ A7 % |IPv4d 7 R L A2 JE= B WEAST]
4 BELET,
AEIRTEY biger kLrgtig LET, [Prd 7 LA |
§i5 Wildeard SEET R L A B ET 5
728012, Wildcard ¥ A7 Z 45 [IPv4d 7 R L A JE BMEAST]
< AT _
ELET,
IPvA LR T 72 A Y A T,
oot PETL/ 50T RL Ak LT et -
RARNT RLREBETHY
BlzorET,
WEAFTT IPv6 7 [RE{RTT IPV6 T L7 4 v 7 A : e Lo
I/ Ny X ; ~
Lo 4w A | BEELET IPv6 FV7 4 w7 AR | ERARTT
54 IPv6 7L 5855 TPV 'L 7 o v 7 A% . oo || s
1/ D 7( j I~
S A [HEELET IPv6 717 4 v 7 A3 | AR
.| TE FaEE T e B e | |4 To 1CMP
P 217 i s (FEECEBIOP S A7 | 2
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ICMP % A 7 HfRE L E T, administratively—
prohibited

|a1ternate—address

|conversion—error

\dod-hos t-prohibi ted

\dod-net-prohibited

|echo

|echo—rep1y

general—parameter—
problem

|host—isolated

host—precedence—
unreachable

|host7redirect

|host—tos—redirect

|host—tos—unreachable

|host—unknown

|host7unreachab1e

|inf0rmation—rep1y

|information—request

|mask—rep1y

|mask—request

|mobile*redirect

|net—redirect

|net—tos—redirect

|net—tos—unreachable

|net*unreachab1e

|network—unknown

|no—room—for—option

|option—missing

|packet—too—big

|parameter*prob1em

|port—unreachab1e

|precedence—unreachab1e

|protocol—unreachable

|reassemb1y—timeout

|redirect
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|router—advertisement

|router—solicitation

|source—quench

|source—route—failed

|time*exceeded

|timestamp—rep1y

|timestamp—request

|traceroute

|tt1—exceeded

|unreachab1e

[ICMP % o 7°fifl (0~255)

ICMPv6 # A 7
(IPv6)

7 ko LF ST iempve” &
FBELEZSEAIC, &8T5
ICMPV6 % A 7 ZFaE L £ 7,

TCMPv6 % A 7

|address—unreachable

administratively—
prohibited

|dest—unreachable

|ech07rep1y

|ech0*request

|erroneous—header—field

hop—limit-exceeded—in—
transit

multicast—listener—
done

multicast—listener—
query

multicast—listener—
report

|neighbor—advertisement

|neighbor—solicitation

no-route—to—
destination

|packet—too—big

|parameter*prob1em

|port—unreachab1e

reassembly—time—
exceeded

|redirect

|router*advertisement

ETO

ICMPv6 # A

o

7
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262

|router—solicitation

|time—exceeded

unrecognized-next—
header

|unrecognized—option

255)

ICMPv6 & A 7*fli (0~

N— M@tk

RN— b &S Z#PATHRET D
eoiz, A—hEtziREL
£

eq

FRIET B A— kA
e

gt

FET B H— M
XD RENHE—
A

1t

FiET B — M
B SR
R

neq

HET 5K — M
B OH— 1B
L

range

R— b OFiPHZ 5
ET 5

ETDHIR—
N (CARERR
ERL)

TCP R — &
252

7a hanTtep” BHREL
T25ET, KR ET D TCP AR
— "NEFEBELET,

ITCP R — &5

%@

|chargen

|cmd

|daytime

|discard

|domain

echo

exec

|finger

|ftp

|ftp—data

|gopher

|hostname

|ident

|irc

|klogin

A TO TCP
A N
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|login

l1pd

|nntp

|pim—auto—rp

|pop2

|pop3

|smtp

|sunrpc

|syslog

|tacacs

|tacacs—ds

talk

|te1net

|time

|uucp

|Whois

o

ITCP R— F & (0~

UDP AR — h &
7l27_L

Zu haTudp” BT L
725 EI, kB ET 5 UDP R
— MRS EEELET,

UDP 7R — h % &

biff

|bootpc

|bootps

|discard

|dnsix

|domain

|echo

|isakmp

AT o UDP

|mobile—ip

H— b

|nameserver

|netbiOS*dgm

|netbios—ns

|netbios—ss

ntp

|pim*aut07rp

|rip

|snmp
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|snmptrap

|sunrpc

|syslog

|tacacs

|tacaCS*ds

talk
[tftp

|time

|who

|decp

UDP AR— h&EH (0~
65535)

BTN

preceience— precedence—value Z iR E L F 0~7 BT
value 7,

|routine(0)

|priority(1)

|immediate(2)

precedence— |precedence—named-value % &% |f1ash(3)

w e HWEA ]
named-value™ | L £, |f1ash*override(4)

|critica1(5)

|internet(6)
|etw0rk(7)

B WA AT

tos—value™ tos—value ZRE L E T, |0~15

|min*momentary*cost(1)

|maX*reliability(2)
|max—throughput(4) HWEA ]
|min—delay(8)

tos—nhamed— tos—named-value Zi%7E L £
value™ 7,

|normal(0)

dsep-value™ |dscp—va1ue BERELET, |0~63 B WEAST]

ef (101110b)
bf (000000b)
af11(001010b)
dscp- d- |dscp- d-val RE .
scp ;ame scp—named-value 3% E L £ AF12(001100b) W]
value”* 9,
af13(001110b)

af21(010010b)
af22(010100b)
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£23(010110b)
af31(011010b)
af32(011100b)
af33(011110b)
af41(100010b)
af42 (100100b)
af43(100110b)

LA _ LR . En=—4 ONB\ %L<!i\ O’\’BO’\’
ip—flag-value |ip—flag—value Zi%E L % 3 (DAL KH— K% AT

7, 2
o o e 0~63, b L< 1%, 0~63:0
tep fiéag tep—flag—value Zi%E L F ~63 (T A KH— ke 2 | EIEA T
value” =
7)
. . B s [0~2550 B L<IE, 0~
: N~2Z27)

flow-label  |flow-label ##iF LEF,  |0~1048575

Ry N7 4 VR Tk RE
WZBW TSR (THAD

Iy LT Ny R, 7 O

log SN E Y L Ta IzEREES N log v ra sk
*7, Pk L EH
dynamic f5E DA, FH Mo
L7=FE 74002y R L

AN %ﬂﬁbi-@f/\/
HEHEHRE LTI 4 L ZICE

v LTy ML S b .
B gR LET pvehE
count Sedynamic JEE DA . 2 count zb VEH

L7002y L
TNy MXGREER L 8 A,

Rk M UEK : ip access—group CTREHAIIT 72 access—list [Z%F LT, K 1024 = RV
REE AR T 1024 = R Y
ipvd, ipv6 ORXGIMES | HEERKRTRK 1024 = Y
HA L H =7 ==X EOHIIREE | HEE2ATRK 1024 = Y

K INODNRTA=Z T A NE ) 7 THEATLHEITEEE A,

Loozzsannises
access—list ZfiH L7 T £ A,

Iﬂi%—P
EARET—F
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I ip access—group

access—list A~V RCIRELEZTITANZ ) U ITT—H % KA LA T72—ATHALET,
TANEN U TTF =X, FA VBT 2 —ATZE LTy MCEAT 200, HETH

Ty MO 2 DafaET 20BN H Y £,

refresh a2~y RBICHE®NICR D a~r RTT, (X4 ¥ 7 —13%<)

I EX7EI 1 access—list 1 THELT—42 %, LANEERICERYT S

Router (config) #interface lan 1
Router (config-if lan 1) #ip access-group 1 out

I HEHI2 access—list 2 THELE-T—42%Z. LWALSOZERKICERAT S

Router (config) #interface lan 1
Router (config-if lan 1) #ip access-group 2 in

I:l'?‘/ FEHX

ip access—group <access—list 5> { in [interface | vpn]| out }

I/\°5)‘—’5¢
NS A—AH BRENE REEFE | ABREDE
1~99
access—list & (T4 NE Y T DOF—REZHRE LT 7% [100~199 AT
i AV A NDOFZERBELET, 1300~1999
2000~2699
AVHT 2 —ATDOZER (in) /A4
72— ANBLDEER (out) ODELHT
TUNE) o TTLDONEFEELET,
ZEMT, ESOICUTOLIICHRENTE |in
{ inlinterface |F 4 in vpn .
2 o AWEASA]
[ ven] | out JI- [ JR5E VPN Xt 45 R | |0 interface
1n vpn , out
il
in H JR%adE VPN %587 v k&

interface |fHfH

MLAN A > & 7 2—AB LW IPsec A ¥ 7 =—ATiX, vpn ZiBIRT B Z LITTEERA,
in vpn B LW in interface ZiEIR L7-3B4E. W T 5 access—list DFEsEIL, any &35

MERHY ET,
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|courenbuige

HUA ST 2—ATHEH, IPXTy 74 v H ) TR L ERA,

I P 4B Y2TIZDNT

HIE Ly FEUMEIHEL 720 2 0o 7o X912, % 2 Y 7 4 IO =i 51
T

I%E%—P

LAN A > 2 7 = — AFZEE— R

EWAN A % 7 = — AKEET— K
PPPoE A > % 7 = — AHIEET— N
HAXYT—A BT 2 —AREE—F
IPsec f v Z 7 = —AFREET— K
VLAN A 2 7 = — AR IEET— K
oA BT 2—ARKEET— R
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| X874 v 1—F1v508%E

! ip route

KRIEFED, IPVAAYT 4 v 7 N— R ERELET,
PPPoE <° EWAN {i [+ 284 1%, Nexthop @ IP 7 RL AR b ER2W0Wr—A0H 0 £4 0T,
Nexthop & LTA V¥ 7 —AXIEETAZ LB TEXFET,

Nexthop & L CEWAN A > ¥ 7 = — A Z4FETE 5 D%, WANAOIERFZHEED DHCP 7 Z A
7V NOEEDHRTT,

Z D4, “nexthop” X DHCP H— 375 Bl L 7= "default gateway O IP 7 KL A7 L7420
*9,

refresh A~ FRIZAMITAR D 2~ FTT,

I SBEHI 1 192.168.1.0/24 580 Nexthop % 192. 168.2. 254 & § B84

Router (config) #ip route 192.168.1.0 255.255.255.0 192.168.2.254

I EXEHI2  192.168.1.0/24 580 Nexthop Z. PPPoEl 4 2 T 1 —R & T 5156

Router (config) #ip route 192.168.1.0 255.255.255.0 pppoe 1

I%Ew3 FIAILRIL—FrEPPPOE1 A4 U271 —RET BHEES

Router (config) #ip route 0.0.0.0 0.0.0.0 pppoe 1

ERIS =

ip route <BEERwY FT7—9> <RI > { NextHop> | <4 2 7 —R%&>|
connected { ipsecif <1-500> | null 0 } lan <1-1> | ewan <1-2> | vlan
<1-16>} [<distance>]

I/f%)‘—’;'l
INT A=A BEAB % 7E €6 HEEFDIE
%?*yk?4;??;i§g;i;yﬁ@ﬁ%Jﬂ%?va%ﬁ AW AR T
~ A SESEHR Y U= T o~ A7 |IPvA T KL AR BB
Nexton GBS B IO NextHop D | Lo ;;;%ig;

IP7 KL A HARHD F9
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SESEAFET L7 00DA X T =

ewan 1~2

A H T x— |— A% PPPoE D X 9512, NextHop {~94
24, D IP 7 RLARBREIC DG [P

VB A TR L E T tunnel 1~32
?iﬁiik PRNORIEL LT, IPsee A2y oeif 1~100

. PN
500> 77 = ARIREL ST NextHop @ TP
> Enn=—=
connected e e U T 7R I\/X%—igxni
ull 0 FEFERM O3 ek iiEHmE LET  |null 0 T AVENRH Y
F9,

connected S E LAN A X T =2 —AD lan 1~1
lan <1-1> connected & L CHWFE T, “
connected SRS EWAN A 2 7 =— A D 0 1~
ewan <1-2> connected & L THHWFET, e
connected S5 VIAN A 2 T =2 —AD lan 1~16
vlan <1-16> |connected & L CTHV Y FE T, e

RET 4 I N—TF 4 .
distance ATA T TALTD 2~255% 1

distance fEZzfHE L £7,

BRTVMVE 102420 NY (b—F 4 F—TFNBEEKIZ2048 = R V)
% : distance fHIZ 255 R E L7=HAE. TORKBERIIEDHF N LD T,

Loosrzabuuse

ABT 4 I I—T 4 TITRIE SN E R A
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I (%) o 70 k3)LO distance fE

i7" bz d distance fHIZ, AT DO LI > TWET,

. Joral FIrAME| #E
AT 4wy i 25 A
L — b - AL N
‘BGP (external) |20

BGP (internal)  [200 25 AT HE
BGP (local) 1200

RIP 1120 25 F A
0SPF (external) |10

0SPF (inter-area) |[110 25 S ATHE
0SPF (intra-area) |[110

TKE L — b 0 25 A A
SA-up /b— K 0 25 H A B
IREDUNDANCY /L— |0 25 S AT HE
‘EventAction Jb— k |1 75 AT B
AutoConfig 0 25 A A

Loe=—¢
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I)b—-b?tijEQE

I route—-map

Route—map XEE— NIZBITLET,

Route-MAP &%, /b— MEMDOEZEFRMEOEZELZFHEMICHE L TE LD TT,

J— MEROETZE SR EZE R L % "natch " CHE L., EZET DL — MEHE set
"CHRELET,

no route—map 5 L7251, Routemap TRX/E LIZNAZT XTI U T LET,

I %EH1 1 Route-map &=map1 @ Route-map &BHEE— FIZ#BITT 5

Router (config)# route-map mapl permit 1
Router (config-rmap mapl permit 1)#

I:l?‘/ FERK

route-map <Route-map &> <EB&> < —45 U RES>

I/\"%;‘—’Sl

NS A—%H BRERNE REEFH | ARREOIE

i) —7T 477 kLT, Route—map & .
- g TS S

Route—map 44 b B A D& TR 7 ) £ il BIEASH]
ZDN— b=y TRHT L )EMN (permit) 73 it

JBE @W\ﬂﬂbﬁwﬁﬁ(wm)ﬁ®ﬁéﬁibz G WA T
S o

L merm e s wRoREER 55
7% TORE | a s B A R L 1~65535 [E WA A

IO TFDBE TN, T AFE S TT,

Loozzzanniss
RSB DI A P T X RO DB 0 £
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I Route-map E¥#H

Route—map DFEHNZ DWW TEHBA L £,
Route-map (X, V—T 4> 77 v hard, /T A —2 OHRME - REEHEHRO7 452V
DI DITER L ET,

%11 BGP TIAETHHAIX. A MY vy (MEDME) #5& L=
FITELnet-F140 TIL, M HIE LR WEAIIMED 7 F Y B2 — k&2 AH18412 BGP o7
v 7T — NMEREZ B LET 2, Route-map ZF|HTHZEIZLV, MED7 P B =2—F%&
DIFTBGP DT v 7T — hailmd b5 EnTcEEd,

I%E%—P

BABEET—F
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Iset ip next—hop

FRIE TG D nexthop ZHTE L £,
BGP DA%, NEXT-HOP J@fh & L CaRefEa L £,

ZEHFI1 BGP E 7 (10.0.0.1) 1Z(&. NEXT-HOP Bt & LT, 192.168.100. 1 # DI+ TEIET S
(Jb—b< vy 74 mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#set ip next-hop 192.168.100.1
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I:l?‘/ FE=HK
set ip next—hop <IP 7 KL X>

I INS A—4
NS A—4 HREAR EREHE | AREBOE
. BGP @ Next-Hop JBMEIZEXET H IP T FLA |IPvA 7 KL A |,
SR A i S
P r FRELET sk Glaon

I CDEREEITHEWNGE
Next-Hop J@MEA4 BfEL £ A,

Iﬂi%—F

Route—map g% EE— K
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Iset metric

TG D metric i, MED fE& 5% E L £,
BGP ®#:41%. MULTI-EXIT-DISCRIMINATOR J@ 1 & U Tkl 2 @i L ¥ 3,

IEQ;"'EW}"H BGP E'7 (10.0.0. 1) (2%, MED fiE (300) T UPDATE fF#ZEIEY S

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set metric 300
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I:l?‘/ FERK

set metric < kU v {E>

I NS A—4H
NS A—4 HEAR HREEHE | ARFOE
\ RIP X°BGP T2 A U » 7 fE/MED i |1~ P
ARV e | g 1294967295 | B AT

Loourznbuige

ANV 7 EZBELEE A,

I%E%—P

Route—map X EE— K
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axX

g

I set aggregator

Z @ Route-MAP (2% L 7= R IKIEH D Aggregator JEMEFS LU Aggregator AS//
Aggregator Origin IP 7 KLU ZAZ&EL £1,

REMH 1 BGP E7 (10.0.0.1) [ZI&. Aggregator B % DI+ T UPDATE 3R % 1%X1EF %
(AggregatorAS=100, Aggregator Origin=192.168.100.1)

Router (config) #route-map mapl permit 1

Router (config-rmap mapl permit 1) #set aggregator as 100
192.168.100.1

Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I:l'?‘/ FEHX

set aggregator as KAS&ES> <IP7 FLX>

I ING A—4
ING A—4 BREARE =% 7 & AHERBEDOE
AS F 5 AggregatorAS M AS FH AU E L F T, 1~65535 AWEART]
.. N S > 2
IP?FVX1@g%ﬂ%0ﬁgn@ﬂP7]Vﬂ%mﬂi/I@?T&V7 |
e =

I:@%EEﬁqu%ﬁ

Aggregator JBMEAEAEL A,

Route—map g% EE— K
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Iset as—-path prepend

IS IE R O AS-PATH J@ A BN L £ 9,

REM1 BGP EF7(10.0.0.1) 21k, AS-PATH @& LT, 300 D+ TEET S UL— b
w 74 : mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set as-path prepend 300
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I:l?‘/ FEH

set as-path prepend <AS HS>

I/ﬁ’%)‘—ﬁl

INS A—4H BRENE RESHE HRREFDE
AS 5 AS-PATH JEMEIZATINT 5 AS HE a3 E L ET, |1~65535 A IEA AT

0

I:@%EEﬁbEu%ﬁ

AS-PATH B L2 #1E L £ A,

Iﬂi%—F

Route—map s%EE— K

276



IPvd Jb—F 4 > O DRE

I set atomic-aggregate

PRI IEH D ATOMIC-AGGREGATE &t 280 L % 4,

HEHFI1 BGP E7 (10.0.0.1) I1ZI&. ATOMIC-AGGREGATE B4 %= DI+ TEIET S Ub—kwu T
% : mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set atomic-aggregate
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

set atomic-aggregate

I INS A—4
INTA—=RIHY FH A,

I CDHREEITHEWNGE
ATOMIC-AGGREGATE JE& "% 1B L 4 A

Iﬂi%—F

Route—map f%EE— K
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Iset community

COMMUNITY @2 5% @ LE9,

ZEHFI1 BGP E7(10.0.0.1) [Z(&. COMMUNITY Bt & L T no—export” 28 E93 5 (UL—F<
w 74 : mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set community no-export
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I INTG A—4H
INT A—%H BRANES EEEE  HEREFDE
aIa=T g @RHEEERELET,
local—-AS NO-EXPORT-SUBCONFED =t X = =7 ¢ ||local-AS
I 2= 4 o no—advertise |, .
~ ~ ) H] ~ H
E:Ii{ﬁ advertise NO-ADVERTISE El\i no—export é éTT
A:B
no—export  [NO-EXPORT J& 4
A:B A 2 =T A EERE

I CDREZEITOLEWES
Al a=7 4 B/EERELEEA,

I%E%—P

Route—map X/ EE— K
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Iset community-additive

BGP COMMUNITIES J@: 2% E L £ 7, set community 73, BGP COMMUNITIES @D EHLTH
BHDIZx L. set community-additive IZTIBINT A Z N TEFE4,

ZEHFI1 BGP E 7 (10.0.0.1) [Z(X. COMMUNITY B4 & L T no—advertise” ZiEMT 5 (JL—
k< 7% : mapl)

Router (confiqg) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#set community-addtive no-advertise
Router (config-rmap mapl permit 1)#exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I:l?‘/ FEH

set community-addtive <2 X 2 =F 4 BH{E>

I INS A—4
NG A—=4A BREANE RESEEE  AHREFDE
BMT25ala=7 s BHEEEZZEELET,
local-AS NO-EXPORT-SUBCONFED =2 X = =7 ¢ ||local-AS
I a2=T 4 o no—advertise |, .
~ ~ ) H] ~ H
B dvertise NO-ADVERTISE J@ 1"k no—export AR
A:B
no—export  [NO-EXPORT J& 4
A:B A a=T A EERE

I CDEFEEITHREVNGES
Al a=7 4 BIEEZBIMLEEA,

I%E%—P

Route—map X/ EE— K
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Iset local-preference

FEIE ik LOCAL_PREF J& M35 L O LOCAL_PREF fEZ € L £,
BGP G A N9 S5, LOCAL_PREF fif & 72 v F 4,

E&EHI 1 BGP E77 (10.0.0.1) [Z(&. LOCAL_PREF (300) T UPDATE [g$R%:£1ET 5

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#set local-preference 300
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I:l?‘/ FERK

set | ocal-preference <LOCAL-PRE {E>

I/\"%;‘—’Sl
INTA—AH BRERNE REEHE | AHIREFDE
o FRETHBR Ou—A T Ty LA 0~ .
LOCAL-PREF fi& s Lk 4904967205 BMEAT]

Loourznbuige

=N Ty L AMEREE L EE A

I%E%—P

Route—map X EE— K
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Iset origin

Z @ Route-MAP |Z7%4 L7 &1 ¥ ORIGIN @t 3% E L £ 77,

HEH 1 BGP EF (10.0.0.1) [ZI&. ORIGINEME LTEGP 2% EIT S UL— b7y T4 -
map1)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set origin egp
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I avy RERK
set origin <ORIGIN B1&>

I INS A—4
NG A =4 BRERNE REEE | AREFOE
BGP ® ORIGIN 7 FU Ea— kIt y T35
ORIGIN BMEAHE L £,
egp
ORIGIN J&M: | |egp EGP # 3% E4 5 igp BWEA ]
. 1P &3 ET 5 incomplete

incomplete [INCOMPLETE %% E T 5

I DEREETHEWNGE
ORIGIN BPEA2 28 L £ A

Route—map g% EE— K
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Iset originator-id

Originator-ID Z#& > F LE7,
Originator-ID &1, V7 4 v 7 ZEREER LIV —ZD IP T RLAZEWRL £,

EHI1 Originator-IDIZ, 192.168. 1.1 %ty 33

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) 4#set originator-id 192.168.1.1

I:l?‘/ FER

set originator-id <IP 7 KL X>

I INS A—4
NS A—H BRENE RESHE  AREBOE
. BGP @ Originator-ID (Z& v 3B IP 7 KL A |[IPvd 7 RL A |
SR A : 4 <
IPTRVA e U, st A AT

I COBREFTHHRWNES
Originator—ID Z#ZH L FH A,

Iﬂi%—F

Route—map g% EE— K
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I set tag
AS SNSRI D & T E AR E L E T,

efresh I~ REICHEMZ /b a~vy RT1,

Nien asnmemossus e Ly

Router (config) #route-map tagl50 permit 1
Router (config-rmap tagl50 permit 1)#set tag 150

I avy RERK
set tag <4 J{E>

I/ﬁ’%)‘—ﬁl

NS A—4 HENE A% E # B AR DE
2 718 AS SMERR IR D & Tl & R E L E T, 0~4294967295 | WA

|courznbuige

External Route TagZi% . 0 N RESNE T,

Iﬂi%—F

Route—map %/ EE— K
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Iset weight
BGP Y7 7 B 55 LRI IE D weight fHAZ R E L £7,

IEQE{&IH BGP E7 (10.0.0.1) ® Weight {E% 65535 (&E%k) (295

Router (config) froute-map mapl permit 1
Router (config-rmap mapl permit 1)#set weight 1
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I avy FERK
set weight <weight {&>

INTGA—5 REANE REEHE | HEEROME

BGP @ Weight izt~ I AEZFREL £9,
weight fH  WEIGHT fED K& W BGP 7 7B DIEMAMESE &4 (0~65535 | EIEA ]
i—d—o

Loozezanniss
weight fEIZ 0 &7V F9,

I%E%—P

Route—map X EE— K
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Ilnatch interface

IR LT, Ny MEEA VX 72— AT LET,
ZOREE, RIPIZXLTHEZIE /2D £77,

BREB1 RETA4YIIL—FRZDWTEWANI MWSEETEEDDHARIPLE b—kwv T
% : mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#match interface ewan 1
Router (config-rmap mapl permit 1) #exit

Router (config) #router rip

Router (config-rip) #redistribute static route-map mapl
Router (config-rip) #exit

I:l'?‘/ FEHX

match interface <4 >42 7z —X%&>

I/\°3)‘—’5¢
INT A=A BERAB BREHE | AEEREOE
A BT e—A | . - i ( ABET x|, -
% BETHA 2T 2= AL ERELET, R e BT

I CDREEITHEWNGES
IRy REEA VR T 2 — ADERERITWER A

I%E%—F

Route—map X EE— K
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Ilnatch ip address

access—list (standard) (ZFEE L7= IP 7 KL AZREE L £,
ZOREF, RIPBXOBP IZR L THEDE 2D £,

!E&Tiﬁm BGP E7 (10.0.0.1) IZIE, “192.168.1.0"DIERDAEEST B b— b7 v T4 : mapl)

Router (config) #access-1list 1 permit 192.168.1.0 0.0.0.255
Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#match ip address 1

Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I:l?‘/ FEHX

match ip address <access-list 5>

I/\°3)‘—’5¢
INTG A=A BREAR EREHE | HRREBOE
. o |[IP 7 RLURIZ—8F 5 access—list FH 4 |[1~99 i
access—list &5 pe g4 1300~1999 ) LN
Dee—s

Route—map sX/EET— K
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Ilnatch ip next—hop

Next-Hop ZF5 T L. KA FFT L ET,
ZOFEIL, RIPBELOBCP IZX LTHRIE 720 £97,

ZEHFI1 BGP E7 (10.0.0.1) [Z(%. Next—Hop A%7192.168. 10. 1" DIFEFHD A ZEET S (JL— k
<y 7% :mapl)

Router (config) #access-1ist 1 permit 192.168.10.1 0.0.0.0
Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#match ip next-hop 1

Router (config-rmap mapl permit 1) #fexit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I:l?‘/ FERK

match ip next-hop <access-list &>

INE%—Q
INTG A—4H BREAR Bar i HREDE
1~99
access— Next—hop (Z—%9 % access—list H=. F [1300~1999 S
list F5 |[72IXIPT7T FLAZBEELET, IPv4 7 R L %
TE=
IEQEFE—-F

Route—map f%EE— K
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Inwtch metric

motric BT 2R 2B ELE9,
DOFEIT. RIPB LB 12 LTHRIE 72D £97,

REMFI1 BGP E7(10.0.0.1) [ZIE. A Y v E=3 TREHEL TLWIRBIEFROAEIET D
(Jb—b< vy 74 mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#match metric 3
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #redistribute connected route-map mapl

I:l'?‘/ FEHX

match metric <A k1) w4 {E>

I/\°3)‘—’5¢

ING A—A RERE REHE | HEEFOE
ANY 7| A MYy ZEIC BT DR A RE LE T, |0~4294967295 |4 IS AN ]

I%E%—P
=S

Route—map X EE— R
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L vvinogs

I ip name-server

ARELE T, DNS U I NAREZEHESELEAIZ, DNS T — "D IP 7 RLAZRE LTI,
DNS U Y /B E, A D IPT RLURAEMET 57D, DNSH—NZY 72X &5
HERE T,

DNS —_iF, 7 I9A4~V /A ZIVRRETEET, a~ FTlE, 7794~V «&hv
HUDNAIZIP 7 KL A AT LET,

EEB TS A< DNS H—s 3T xxx. xxx. xxx. 1. A& 1) DNS H—/3[Z XXX, Xxx. Xxx. 2 &

RET D

Router (config) #ip name-server xxx.xxx.xxx.l
Router (config) #ip name-server xXxx.xXXX.XXX.2

I:l?‘/ FEH

ip name-server <DNS 7 KL x>

I/ﬁ’%)‘—ﬁl
ING A—4 BRERNE R EEIH AIEEBOE
DNS DHCP Til&1d %75 A = U DNS F— "0 [P |IPvd 7 RLZ | .
FRL2 |7 RL=% B WA

BRTU NIV 3= Y (ipv4, ipv6 T3 FY)

¥ DNS 7 RLADMESEE X, AJJLFENEIC 3 OETHINCR Y £3, T TlZ, 32O9AERN
TWAIREETA4 ALK Z AN L TCHRE LEY L 720 £4,

Loosrzabuuse

DNS UV N NEFEHTHZ LI TEERA, 7272 L, PPPoE °DHCP 7 7 A 77> MEHE T,
DNS D IP 7 R L AZEH L CWAEATE, DNS U Y L BREA R T £,
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IDNS JJunNelE - - -

FITELnet-F140 705355 (FRECIEARW) T—XIZBL T, A MNEEINTWDHY

A2, DNS B — WG E1T78 O BERE T,

FITELnet-F140 B854 25 —Z 121, LLTOMENH Y £,

* ping

* traceroute

-« SMTP

+ SNMP

+ syslog

s telnet 7 747 b
W ET,

ping / traceroute ZFEITTHHEITa~ ROA T g T, SMTP/SNMP D& 1FH—
DFREWCHA ML ZRELTH, DNS U VL SHEREAEHA L CIP 7 RL AR L. WBE%E

fifed ZeMTEET,

DNS U VL STHAG L2 IP 7 R L ADE#RIL. “show ip resolver—cache” 2~ K THERT

LIENTEET,

I =174

Router#ping www
Sending 5,
2 seconds:
Success rate is 100 percent
0/4/10 ms

(5/5),

Router#show ip resolver-cache

<resolver dns table>

1th direction = [1] (name to addr)
IPv4 Address = [XXX.XXX.XXX.XXX]
Hostname = [www.XXxXXXX.ne.jp]

Router#

100-byte ICMP Echos to xXXX.XXX.XXX.XXX,

timeout is

round-trip min/avg/max =

ip name—server |2 xxX. xxx. xxx. 1/ ip domain—name |Z xxxxxx. ne. jp % € STV 55
Bz, RA L (www) %80 ping ZEITT5H L DNS — 3 (xxx. xxx. xxx. 1) (WA HHE
ZATUV, R A R4 (www. xxxxxx. ne. jp) 25 [P 7 KL A (xxx. xxx. XxX. xxx) ZfFEHR L.

ping Z#EE L ET,

show ip resolver—cache @< KT, RA M (www. xxxxxx. ne. jp) 25 I[P 7 KL &

(XXX, XXX, XXX, XxX) CTHD I ENMERTE E7,

I%E%—P

EAREE—F
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I ip name-server source—interface

DNS U V' N NEfEHT 28560, DNS = S~k HT2EE7X IP 7 LA E LTHEAT S
A BT 2 — AL IR E LET,

EREH 1 DNS H—/INAEETEEDZEETT FLRIZIINA VAT —AD IP7 KLRZE
=2 )

Router (config) #ip name-server source-interface lan 1

I INS A—4
INTA—4A BHANES EREHE | ARREFOE
lan 1
. - DNS $r— "~EEF T HEEOFEILT R |ewan 1~2 -
s T 54027 2—AT7 KL A loopback 1 Al AT

vlanif 1~16

I:@%EEﬁbEu%ﬁ

DNS Y — NA~EFZIRET DA X 7 =— A0 £77,

I%E%—F

BABEET—F
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I ip domain-name
FITELnet-F140 T, DNS U VY A ANEZEH{ESELLEIZ, FAAS VAERELET,
DNS U N NELid, 4D IPT RLAZERTLH-OIZ, DNSYP—NZV 72X hE2T5

HERETT,
IIT. RAALUAERBELESEAS. DNSICTIP 7 RLRAZMRIT ARS. 7R A N DK

TRELTE AL A2 2T, DNSYH—NZ 7= A N LET,

(Y

-
—

)
ip domain—name xxxxx.ne.jp &EFRE L TC. “ping www” & L7234, DNS H— )2k,

WWW. XXXXX. he. jp D IP 7 RV RAEMEAETHLH>V 72 A M LET,

)

I X7 DNS 1) VILNTHERT B KA A &% xxxxxx. ne. jp” [CERET S

Router (config) #ip domain-name xxxxxx.ne.jp

I:l?‘/ FE=HK
ip domain—name < KA A &>

I INTA—4H
NG A—=4A BRENE =% 7E i B HIREFDE

R A A >4 |DHCP CHRENT 5 K A A 2 254 SCFLIN O SCTFH | 1A Af

I:@%EEﬁqu%é

DNS U VLIS, RAAL VZEZEMETHZ LT TEEHAL
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IDNS JJunNelE - - -

FITELnet-F140 7 5i%f5 (FHETIEZRVY) T—XICB LT, ARA MPHEEIN TV HE
AT, DNS H— NI WA DR ELT72 D HERE T,
FITELnet-F140 72 HEET 57 — 2 1ZiE, L TORERH Y 77,

* ping

* traceroute

- SMTP

- SNMP

+ syslog

s telnet 7747 K
NH0 ET,
ping / traceroute ZF(TTHE AT~ KOA T 9 T, SMTP/SNMP DA TP — 3
DFREWCHA ML ZRELTH, DNS U VL SHEREAEHA L CIP 7 RL AR L. WBE%E
1T 2N TEET,
DNS U Y W RTHAS L= IP 7 R L ADIE#RIL, “show ip resolver—cache” =~ RN CHEZRT
HENTEET,

I =174

Router#ping www
Sending 5, 100-byte ICMP Echos to xxx.xxxX.xXxXxX.xxx, timeout is

2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
0/4/10 ms

Router#show ip resolver-cache

<resolver dns table>

1th direction = [1] (name to addr)
IPv4 Address = [XXX.XXX.XXX.XXX]
Hostname = [www.XXxXXXX.ne.jp]
Router#

ip name—server |2 xxX. xxx. xxx. 1/ ip domain—name |Z xxxxxx. ne. jp % € STV 55
Bz, RA L (www) %80 ping ZEITT5H L DNS — 3 (xxx. xxx. xxx. 1) (WA HHE
ATV, RA R4 (www. xxxxxx. ne. jp) 205 IP 7 F LA (xxx. xxx. xxx. xxx) 2R L,
ping ZEEFE L ET,
show ip resolver—cache @< KT, RA M (www. xxxxxx. ne. jp) 25 I[P 7 KL &

(XXX, XXX, XXX, XxX) CTHD I ENMERTE E7,

I%E%—P

EAREE—F
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I ip resolver—cache-time

AZEETDINS U Y NAAREZEESE 25A12, 58 Lz DNS i 2 frfFr L Tl < I (H
fr . ) H#BRELET,

Fx7EMI 1 DNS 1E#RERIFL TH B Z 30 IR TET

Router (config) #ip resolver-cache-time 30

ip resolver—cache-time <timeout EffE]>

I/\"%;‘—’Sl

INS A—4 HREAR R EEIE HRREFDE
timeout MM DNS 53 2 fR4F L CTB < FE (B)) |0~3600 |EWEA AT

Loowrznbuige

DNS 1E#H 2 RFF L £ A,

IDNS DYINEF - - -

FITELnet-F140 7> 52415 (FFfETIEA2vY) 7 —XIZBL T, AA MR EESN TV 55
A2, DNS H— WA E1T78 O HERE T,
FITELnet-F140 75k E9 57 — X2k, I TOBEEIH Y £,

* ping

* traceroute

- SMTP

- SNMP

- syslog

s telnet 7 747 b
N0 ET,
ping / traceroute ZFETT AL HITa~r ROATF > 5 T, SMTP/SNMP & 13—
DFREIWCHA MG EFRELTSH, DNS UV SBEEEAHH L TIP 7 KL RAZfRR L, BE%
Tl 2 emTc&E xS,
DNS U Y L R THUF L7= IP 7 R L ADEMWIL, “show ip resolver—cache” =~ K THER
HZ ENTEET,
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I 1741

Router#ping www

Sending 5, 100-byte ICMP Echos to xxx.xxxX.xXxXxX.xxx, timeout is
2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
0/4/10 ms

Router#show ip resolver-cache

<resolver dns table>

1th direction = [1] (name to addr)
IPv4 Address = [XXX.XXX.XXX.XXX]
Hostname = [www.XXxXXXX.ne.jp]
Router#

ip name—server |2 xxX. xxx. xxx. 1/ ip domain—name |Z xxxxxx. ne. jp N ix € STV 55
Bz, RA N4 (www) %80 ping ZEITT5H L DNS — 3 (xxx. xxx. xxx. 1) [ZfHWEHH
ZATUV, R A R4 (www. xxxxxx. ne. jp) 25 [P 7 KL A (xxx. xxx. XxX. Xxx) ZfFEHR L.
ping ZEEFE L ET,
show ip resolver—cache @<y KT, RA ;M (www. xxxxxx. ne. jp) 2N IP 7 KL &

(XXX. XXX. XXX. XXX) CTHDH I ENFERTE £,

I%E%—P

EAREE—F
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I ip resolver-retries

AZLET, DNS U Y AARZEESELLED, VY ARHEEDY T AEE, U FTA
kg () . V7 =X FA L7 T8 (B) . ZA4LT7 0 (B) 2fRELET,

REHBI1 DNS UYVLADEWELEZ, UESAEKSE, U S ER2#. UJIX b
BALT IR0, BALTYF20WIZERET D

Router (config) #ip resolver-retries 5 interval 2 request-timeout
10 timeout 20

I:l'?‘/ FEH

ip resolver-retries <!) k54 EI%> interval <) 54 Rf@> request-timeout <!)
HBIRREA LT MERD timeout <24 L7 FERD

I/\°3)‘—’5¢
INTG A—4H BREANE REEF | BRREFOE

U N7 A8 U NAARBnWEbEREERELET, 0~5 B A AT

U N7 A UV ARG bEMREEHRELET, 1~5 B WEAST]

request—timeout | U Y ILRHWEDLEY V2 A NZ A LT T b o

W ERELET I~60 |EWAT
S SEALA N R

Cimeout B[] ;—//1// WG bEX A LT 7 FERELE 60 R

|courznbuise

Ur7A0E3E, VNIARBELIE [ VIZANZALT U, ZA4 LT U K10
*Lunxﬁbij—

I%E%—P
BAREE— K
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| LIS

I ip mtu
A BT 2—ADNMUEEZRELET,

refresh <> FRIZAMIZ/ D 2~ FTT,

I %% 1 PPPoE1 @ MTU &% 1400byte IZ9 %

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip mtu 1400

I avy RFEK
ip mtu <MTU £>

I/\"%;‘—’Sl

~
~o
dl
Y%
|
3

BERNR 5% T # HIREFDE
lan 256~1500
pppoe H578~1492
ewan 256~1500

MTU £ MTU RZ$EELET, mobile 256~1500 | WS/ 7A[

vlan 256~1500

ipsec 576~1500

tunnel 256~1500

|courznbuise

FALZT7z2—AZEVUTOLIICRY ¥, BFEFELOLEITH Y £HA,

LAN : 1500
PPPoE : 1454
EWAN : 1454
MOBILE : 1500
VLAN : 1500
IPsec : 1390
Tunnel : 1480
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IMTU k&

MTU &% (Max Transfer Unit) OBET. MTUE &1L, W@, 1 57w FTHERZ LN TE
HIP X7y b (IP~yF+IPfa2—F) OEZZ W ET,

BEE—F

LAN A > % 7 = — ABEET— R
PPPoE A v X# 7 = — AR EET— R
EWAN A > % 7 = — ABEET— RN
FENRA)A R T 2 — AREET— R
VLAN A > X 7 = — AREET— N
IPsec f > Z 7 = —AREET— R
FoRNA BT 2 — AREE— R
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| TCP MSS

Imss

A B T2 —ADMSS EEIETELET,
FITELnet-F140 TiX, TCP ~v X A7 3 |
ENRTEFET,

N
=]

Ry MIZEPIVTWDIE & BRE

FNDMSS EZ U /filc EEHZD
X B

fEZHE L T/ hESWHOEIC L £,
refresh 2~ REIZHNZeHa~r RTT,

I FXFEHI 1 LAN 0 MSS fE% 1300byte 29 %

Router (config) #mss lan 1 1300

I:l?‘/ FERK

mss <4 >3 7 x—R%> <NSS &>
mss ipsec <MSS {E>

I/\"%;‘—’Sl

INTA—4

Ka
filt
0

A

X E B HIREFDIE
lan 1
AET2—A4 A VBT 2—A&FELE£T,

ewan 1~2

pppoe 1~24

ipsecif 1~100 AT

vlanif 1~16
MSS fEZ+5E L £7,

tunnel 1~32
MSS fii

of f ZH4EE L7213, MSSEZ A& o
L, IO~
ipseif O¥AIE. VPN L7 Z D MSS

EAaEETELE9,
%1 : IPsec interface LISMTIREEN A VINEL 7 Z D NSSEDIRE L 720 £3,
% 2 : ipsec, tunnel. pppoe DEREMD ERIZ. ipsec 1420, tunnel 1440, pppoe 1452 & 73
D%,
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|courznpuige

KA BET 2= ANBNT y T BRI, TRt E 7y MZENNL TV DIEE
i U TN ESWHDOEIZLET, BFIIEFEOLEZIH Y FHA,

LAN interface : MTU & —40

EWAN interface : MTU £ -40

PPPoE interface : MTU & —40

IPsec interface : MTU & —40

IPsec VPN selector : (&g IF @ MTU ) -113
Tunnel interface : MTU & —40

VLANIF interface : MTU & —40

IMSS rEF?

MSS (Maximum Segment Size) &%, TCP T—EImIETE AT — X D K,
Rkt A L YA X,
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I ProxyARPD % 7E

I ip proxy-arp
A BT = — AT ProxyARP ZEMESH 25 GITHE L 7,

refresh 2~ REZICHEN e Ha~vr RT, (VIANA ¥ 7 2—ABEE— FO)

Doemt ncoso—xcrogmmenraes

Router (config) #interface lan 1
Router (config-if lan 1)#ip proxy-arp

I:l?‘/ FERK

ip proxy-arp [include-default-route]

I NG A—4
INTA—4H BRENR % 7€ &0 LB DB

. 7 7 4 )V kb— kD
T7H N —Rley D ;rivLﬁé%T

include— HTHED ARP Request (2% L include- §E;:O)/;RP Request

default-route |C. ProxyARP #1T 9 ¥ & IZHRE |default-route | _ .. caues
L/i,j— a\—X‘T L/‘/C(i PTOXYARP

¢ L7200,

I COBREFTHHRWNES
ProxyARP BEREDSENE L 1 A

I ProxyARP #RE & (£ 2

HE NS XEFATO IP 7 L AIZKT 5 ARP Z252{5 L7=BR2, {RBRLIZZ D ARP (224
% HIHEREZ ProxyARP HEHE & W I FE 4,

I%E%—P
IAN A VX T 2—AFREET—NK
EWAN A > % 7 = — AREET— R
VLAN f > X2 7 = — ARTEE— R
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| ARPHIE D3R

! ip arp 802. Tp—priority

ARP Xy b (U7 AN/ UTTA) O, HAOFED 802. IpHEERE L ET,

refresh 3= FRIZAMIC/ D 2~ FTT,

IEQE'EWI ARP /N7y N IBFD 802. 1p BZE 6 & 5

Router (config) #interface lan 1
Router (config-if lan 1) #ip arp 802.1lp 6

I avy FER
ip arp 802. 1p-priority <802. 1p &>

I/\"%;‘—’Sl

INTG A—45 REAR REHE EWEOIE
802. 1p fH ARP /37 IR 802 Ip fEAREL £9.  |0~7 WA AT

I CDREEITHEWNGE
ARP /X4 v NI JIED 802. 1p flEx 0 & LET,

I%E%—P
IANA X T 2 —ARET— K
EWAN A % 7 = — AKEET— R
VLAN A > X 7 = — AREET— K
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I ip arp learning
ZAE LI ARPICED . ARP T —T N aBEETHENEIDOREEZ LET,

refresh 2~ NEZIZENC/ e ha~wr RTT,

Iﬂiﬂ ARP 7 — T L DEBHEITDEL

Router (config) #interface lan 1
Router (config-if lan 1) #ip arp learning disable

I:l?‘/ FEH

ip arp learning <Z$R&HE>

I/ﬁ’%)‘—ﬁ
NG A—=4A BREAR REEIE | AREFDE
ZAE LT ARPIZ XD | ARP 7 — T L &5k 5
EIYMDOFREE LET,
enable
SRR g :
B enable ARP DB ERAAT 9 dlsabli ST
disable  |ARP D& GRZITHO7RU feqTeS
o reply
request |ARP U 7 = A N COIHEEAIT D
reply ARP U 77 A TOHBEREIT D

I:@ﬂiiﬁb@m%%

ARP UV ZARBIRYTFT 412X, ARP T —7 ILDOBREREITVET,

I%E%—P
IANA 2T 2— ABEE—R
EWAN A4 > & 7 = — AREET— R
VIAN f > &Z 7 = — AREET— R
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I ip arp reply

ARP UV 7 T A NMIIRBETHMNE I ERELET,

ARP 7 —T7 NV TEHENTWOMFENL OHSE T DM ZITH Z &Ik, FES O

KD DT — 2 Pk ZATHORWEIEA FTEEIC 22 D £77,

refresh =~ NRIZAZNC/ e h a2~ RTT,

Iﬂim ARP F—JILIZCEBBENTWB IPZFRKLANMSDARPP UH TR MZOIHEET S

Router (config) #interface lan 1

Router (config-if lan 1) #ip arp reply authorized

NG A—=4 BRERNBE
ARP U 7 = A NMIGETHNE D IERELET,

enable ARP Reply Z#1%1E7 %
JENERR TE disable  |ARP Reply Z 3 L2

ARP 7 —T WAAFAET H IP T KL
authorized | A5 ™ ARP U 7 = & NI D s
535

I:@%EEﬁqu%ﬁ

REFE | HEEEROE

enable
disable BHE AT
authorized

ATOARP Y 72X MK L ET,

Iﬂi%—F

IANA VBT 22— ABEET—NR
EWAN A > % 7 = — ABEET— R
VIAN f > & 7 = — ABEET— R

304



IPvd Jb—F 4 > O DRE

I ip arp request

ARP UV /7 = A N ERETHENE I DOREE LET,

2 TCDUKRE AR T 7 ARP CTEHT D L2551, ARP UV 7 =X NOEEEITHRN

BB BRI T

refresh 2~ RRRIZHNZ /D 2~ R TT,

Noen woyuszzreseLny

Router (config) #interface lan 1
Router (config-if lan 1) #ip arp request disable

I:l?‘/ FEH

ip arp request GEEHZRTE>

I/ﬁ’%)‘—ﬁl
INSA—4H HREAR REEE | AREOE
ARP U 7 = A N & E[ETHME I 0OfRELE L
\i—a—o
ElERE Z@“O BT
isable

enable |[ARP U 7/ = A N & X[ET 5
disable |ARP V) 7 =2 R & 3%E L7gwy

Lconzsnnuise

ARP U/ = A h B EET 5,

I%E%—F

IANA V& T =2—ABEE—F
EWAN A > % 7 = — ABEET— R
VIAN f > & 7 = — ABEET— R
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I ip arp static

AT 47 ARP T A, IPT7 RLAXELMACT RLADILEPLEEZHRTELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

HESF O IP7RELR (192.168.10.1) EMACT FLR (XXXX. XXXX. XXXX) ZRA T4 v
ARP [Z%8%9 5%

Router (config) #ip arp static 192.168.10.1 XXXX.XXXX.XXXX

I:l?‘/ FEHX

ip arp static <IP7 FLR> <MAC7 FLR>

I/\°3)‘—’5¢
INT A=A BERNE 2% T #EE HREEFDIE
IP7 RVA | 2&F 4 w7 ARP TS, IPT R |IPvd 7 L AJEA IS TT
MACT RL = [AEMACT RURZIRELET, MAC 7 R L 2, |EIEAT]

BRTV MV FE N ERET 4y 72 P HbETSI22 Y,

|courznbuige

AZT 47 ARP Z Bk L £ A,

Iﬂi%—F

HAREE— K
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I ip arp timeout

ARP 7 —7 LD —U 7 7 N & E L ET,
ARP Z A L7 7 MEZZEEH refresh L7ZESIL, ARP = MU 22 THIHHLL £,

refresh 2~ NBZIZAENC /e ha~wr RTT,

BEH ARPOI—CF7IREINHDET D

Router (config) #ip arp timeout 30
Router (config) #

I/ﬁ’%)‘—ﬁl
INTGA—5 REAE REHEH | HHEEOE
S — R (E i
ARP 44 BT M //\13P7 INOE—=TT Y MR W

57) ERELET,

I CDHREETHEWNGE
ARP # A4 LT 7 MEZ 2053 LET,
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|51 Jo—Fxrx toiE

I ip directed-broadcast

AVHET2—ADRy NI =77 a— Xy A N7 RLVRSGEOHFM Ny hE2, 77— K
Xy A RRTy bELTHKRTLIHAICRELET,

I%EM1 LAINA 22T —RISHLT, FA LI bTA—FXF XX %175,

Router (config) #interface lan 1
Router (config-if lan 1)#ip directed-broadcast

I avy FEK

ip directed-broadcast

I/\"%;‘—’Sl

NTA=HFTHY FHEA,

Loomezannuse

AR T2 —ADFRy NT—7 T a—Rxy AT RUAZGOHRE S > MME, BEELE
ﬁ—o

I@4b9FjD—F$VZF%%tM?

ik Ay MZBWT, /2 H 72— ADFRy hI—7 T u— K%y A 7 KL AZED/R
Ty e, DA UH T 2—ADE FOWARICH L TT n— RE v A Nk oi86E%2. &
A V7 M7 r—RFy A REWVWNET,

I%E%—F

IANA VR T 2—AZEET—FR
EWAN A > % 7 = —AZ/EE— R
VIAN f > & 7 = — RABZEET— R
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| owrsima s

Iip icmp error—-ratelimit

AIEE N, ICMP 2> T 7 — %X ET 580, 1 BEICEET 2RREE v Mk
HRELET, | BEICEET 237y MEBBUESZ B L7551, RO 1BETEEZ
iU E9,

0B ELIESHE, IMP =7 — X v b&—U B L OVREDIRECT A v — VI3t E &S EEA

TT— Uy MR, F— A BEDO D ORHRA S T LE 9 0P SHHETT,

refresh 2~y REIZHEZNC/A B o~y KT,

IE&T@WH IS—\ybhE, K305y #ET B

Router (config) #ip icmp error-ratelimit 300

I:l?‘/ FERK

ip icmp error-ratelimit </84 v FE/F>

I/\"%%—’Sl

INTA—4 BEABE REEHE | AREOME
IP ICMP T 7 —%&ET DD 1 FpHICE
BT oRREGE Ty NMEERELET,

Ny MR |lunlimit ZfEETHZE T, ICMP =T — A >
T —Y B LXOYREDIRECT A v E—Y DL — b
IR ZI TV E R A,

0~2147483647
unlimit

EHE T

I:wﬂiiﬁbﬁu%g
100 /34 v R /BRERESHET,
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I I[P ICMP =5 —/\4 vy FDIELE

IP ICMP = Z—/ 37w ML, LT OMEDH Y £7-,
Type S
3 |ZREBELIEAT Y FOSEESDOHPHEATE 20
4 BIFERARRDID, Ry N BEIE
5 |HFHREEBIONL—ZICEE LI Z &A@
11|y TEPGIRZ B X 7272, BBk TE R0
12 |IPva~v & (A7 arwgte) NRE, b LITRMm
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I ip source—quench

ICMPv4 ¢t L < I, SourceQuench Z%2{g L72FRIZ, TCP v« » R UM KBET B 008 9 )
FRELET,

refresh 2~ RBICENCAR D a~w 2y RTCT,

%EHI 1 SourceQuench #Z{ELT-HZAE. TCP Y« > Fo®EIC KRBT B

Router (config) #ip source-quench enable

~
~o
N
Y
|
fy

BREAR RESIE | ARREFDIE
SourceQuench #5215 L7=F&IZ, TCP 7 ¢ > K
NS ST A8 9 vEafEE L ET,

O 1 el
enable [TCP 7 ¢ > Ko (9~ 5, tsable

disable |TCP 7 ¢ & R HlENI S L 720,

I COBREFTHHRWNES
SourceQuench = L C% TCP 7 ¢ o Ko7l e U £ 4 A,
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| Kus—n—5124

/52<vJoxs

I class—-map

I ITARTE—RIIBATL, NI 74w BT H 73 77 AT 2ERLET,
7 I A~ w7 — FTlE, match ip & L< L, match ipv6 a2~ NIZL->ThT7 74 v 7
DVEEENHRESNE T,

DGR DNRE S NS, match-any OFHEIZ L > T, HEOEMN R FihL 72D
2. AND SR & lEESNE T,

IPv4/IPv6 OEVNZ LV RE SN a~ 2 RS LAWK 2 RBEAIE, B sS40
ITIE SN DD TR, RS EHESNET,

refresh 2~y REIZEZNC /B o~y RTY,

I REB1 VFRAIYTREE—FABITLET,

Router (config) #class-map video-class
Router (config-class-map) #

I:l?‘/ FERK

class-map <7 S A< v & >

I/\"%;‘—’Sl

INT A—5 REAR REEH HESEF DB
U TARyTH | TRy TR ERELET, |16 TFLURNO T |[EIEAR]

Loomezannuse

TITAR TN LD NT 7 4w 7 OSEEITOEE A,

D=+

EABEE— R
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Imatch—any
[f]— class—map N TP match ff?ﬁﬁﬂtéﬂf: SEOEEERELET,
WY 1 DO match T~ v F L7255 12 class—map IZ@A L7 ST L £9,

refresh 2~ NBZIZAENC/ha~wr RTT,

HEF1T IPFIEAVAMDI0FLLLIF 101 BIZTTYFTERNS T4 v EREET D,

Router (config) # class-map video-class

Router (class-map video-class) # match-any

Router (class-map video-class)# match ip access-group 100
Router (class-map video-class)# match ip access-group 101
Router (class-map video-class) # exit

#
#

I avy FEK

match-any

I/\"%;‘—’Sl
INT A—=HFTHD EFHEA

Loozezannuse
£TO mateh 1T~ v F LISRIC, 77 A~ v 7\ Lz S BT L £,

B E LT, REB 1 Tmatch—any ZF5E Lo T2 BIZUL T L 512720 £97,

Router (config) # class-map video-class

Router (class-map video-class)# match ip access-group 100

Router (class-map video-class)# match ip access-group 101

Router (class-map video-class)# exit

OA. IPTZ7EAVARD 100 FICw YT, PO FIC~vYyTFTHRNT 7400 %
xT§§<E LET,

I%E%—P

7 IAT Y TREET— R
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Ilnatch ip/ipv6 access—group

I IAR Yy TNTY YT TEHNTI 74w 7%, IPTIVEAVANMILVERELET,

KT 7 4w 70 IPvA 23y R OBA, match ipvé 2= 2 RIZARKALE 20 £, W b
7 4 v 7N IPV6 2Ny b OE . match ip 2~ RIIARKALE 220 £4,

[fl— class—map N T D match ip & L <IXmatch ipv6 BNEFRINT-HE. TEINT
NEIZREIG S AV E T,

[fl— class—map (23 T match—any N EE STV A EEIZIE, WO match {T12% B
T4y TG Lol A, %2475 class—map [ZITES Lo -b DL SN ET,
match—any 23MEE SILTCWRWIEEIZIE, WTNAD match1TIC N7 7 4 w7 03iA L
Mol 8E8 . 4T 5 class—map IZITHEE Lo b DL ENET,

T8 AU A RD log & count TR I E T,

refresh 2~ NRICARNC/ha~w> RTT,

IEQTE“WH IP7O AR D200 B EIVFIDLI T4 VI ELTEHRET Do

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #match ip access-group 2000
Router (config-class-map) fexit

I:l?‘/ FERK

match ip access—group <ext-ipv4 7o X 1) X &S > [input-interface
K487 x—2%> [port <R— FEED} ]

match ipv6 access—group <ext-ipv6 7o X 1) X +&FEE > [input-interface
KB T7xT—RA4> [port <R— RFEED]}
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INE%—Q
INT A=A BRERNSE Bar i HEREDOE
ATy TNT T T5 KT

ext—ipvd 77 & A 100~199, 2000

P T4 vk ext-ipvd T/ EAY X B W AR AT
U A , . ~2699
VA S RSO LT
lan 1
. _  |lewan 1~2
"X N Sk N Z
IIATYTNTEYIFTITOLT | e 1~24 STOA Y

AR T 2= | T4 T EANIA R T 2— AT

ipsecif 1~100
vlanif 1~16

; LAN A 3 % 7 = — A O ER— b SR

R—  EF o s port 1~4 T xz—AD
FEEELET, . .

R— &=

I CDEREEITHEWNGEES
HHM I TAT Y SICNT T 4 w7 iE~v T LERA

I%E%—P

7 TAYy TEEE— R
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Ilnatch ip/ipv6 input—interface

IIARY TNy TTEHRNT T 4w 0%, ANAVET2—AZEIVEELET,

NT 7 4 w70 IPv4 237w OB, match ipve 2~ 2 RIIARRKA & 72D 9, ¥ b
7 4 w7 INIPV6 2Ny O match ip 22 RIIARNL E 720 £77,

[fl— class—map N THEELD match ip & L <l match ipv6 NEFINIHE. EFRINT
NEIZREIG S AV E T,

[A]— class—map {233V T match—any 2M8E STV DAL, WL D match 1712 % b
T4 I DNEE L7258, %2475 class—map [ZITEA Lo mbDE SNFET,
match—any MEE STV WEHEEIZIE, WO match{TIZ N7 7 ¢ v 7 A L7

Mol HE. %415 class—map IZITEAS Lo 72b D L SET,

refresh =~ NBRICARhNC/ b a~ 2 RTT,

I%Eﬂ1 K5 T4 v ERET HA LR T T—RE BN 1 & LTHET 5

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #match ip input-interface ewan 1
Router (config-class-map) fexit

I:?DF%K

match ip input-interface [input-interface <4 >2 7T —X%&> [port <IR— FHESD]
match ipv6 input-interface [input-interface <4 >4 7 x—X%£> [port <h— FFES>]

I/\"%;‘—’Sl
NG A—4H HREAR E% TE 0B HRFEDE
lan 1
— o _ |lewan 1~2
2 N ) N §
A BTz zj/jé;z‘j;j;jié;z pppoe 1~24 ETCDOA AT
— A4 per | £ dialer 1~20 |=—XA
o ° ipsecif 1~100
vlanif 1~16
LAN A > X 7 = — ZADOHFR— k LAN A v % 7 = —
o = t 1~4 .
N i T por ADF— FEE

I COREFTHHRWNES
HBM TG 2wy IR T T4 v 7wy FLERA

Iﬂi%—P

I IR TEREE—NR
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REDEPACRLY

Iaction—map

action—map E— RIZBITL, NI 74 v 7T 2H7 7 varwERLET,
FITHIC L > THR— FERARAWT 7 3 =0, IPv4A/IPv6 OFEWC LV EREINT- =2
< RBREY LWL S RS, BESNZT 7 v a VidERInET,

refresh 2~ REIZHN e Ha~vr T,

boen: 7003 vy Tmee— i mats.

Router (config) faction-map stream-action
Router (config-action-map) #

I:l?‘/ FERK

action-map <72 3wy 7L >

INEX—Q
K5 A—% RENS RERE | AREOME

I CDEREETHEWNGE
T vaIEREINEE A,

foe=—
HAREE— ]
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Iset ip next—hop

Trvart LT, Ny MREERELET (R v—n—FT4127) |

BNk 9 b, distance [EN S o & H/NI WK N AGZIZ 20 97,

A pfkED 5 6 b o &b distance fEA/ I S W HIHEFEANE— distance B CTHEEAFTE
T 5%, config /R Thed EOREN T SN ET,

distance fANEIE SNIZHEDT 7 /0 X117 LET,

HRESC N BEERRE eSS, T ORKIXEH I ET,

{82 OHFEIE S 2 TERERRERSG A, b LIBE SN TOARWEA, set {ip|ipvé)
next—hop default 2MEE SN TWAIEEICIL, BHEDONL—T 4 TN T7bvET,

FBE SN TWRWEGEAIZE, 7y MIF#ERE 7 v h & LTHEEINET,

Xy RS IPvA DA, set ipvb TR SN E T, W37 v R IPv6 DA, set ip
TR SN ET,

ARa<wr R, I/FZEROYT—ERR) o—L LTEREINTHE L. HREBEROY
—EARY =L LTHREINTGAICORANERD | T/FEERFOY—EARY >—&
L CRESNHEIIIBEH S ET,

IEQEWH Ny MRk A 192.168.100. 1 [Z distance 10 TERET 5.

Router (config) #action-map stream-action
Router (config-action-map) #set ip next-hop 192.168.100.1 distance 10

I:l??‘/ FERK

set ip next-hop <IP 7 FL X> [distance (1-255)]

set ip next-hop <4 >%# 7 x—X> [distance (1-255)]

set ip next—hop connected {ipsecif <1-4> | null <0-0>} [distance (1-255)]
set ip next-hop default

I INTG A=A
NS5 A—5 | BRENE | BEHE | AREOE
) SL R
PTRLA ko PT FLagmELER, e 7 el
PPPOE A L % 7 = —AD L 5T, Fade~ wwl;i4
Av 5T z—2 BT B0 Nexthop O 1P 7 KLz B 5770 AT
BRI DAV IR ELE T, |
tunnel 1~32
connected SR~ L LT IPsec f ¥ 7 =— |ipsecif 1~ |, .
ipsecif AEfRELET, 100 WA
‘connected null ‘%ﬁﬁﬁ DFEIREIEEHR E LET, ‘null 0 BWEAS AT
‘distance ‘EP,{%?EU) distance fHEZHE L £, ‘1’\4255 BWEASA]
RY = N—T 4 T EATOTIC, B .
\ 7 B
default DI —TF ¢ Hs = I E 2L BWEASA]
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|courenbuige
PRLSERE AT R DI E R A,

I (BE) 7o FaJLd distance {E

o7 m k3L d distance fEiZ, AFDO XL 127> TWET,
Jakan TIAILME HE

ABT A 1 2 A[HE
B — B - I RTA]
BGP (external) 20
BGP (internal) 200 AL UDI e
BGP (local) 200
RIP 120 ZE L AIRE
OSPF (external) 110
OSPF (inter—area) |110 AL UDI e
OSPF (intra—area) [110
IKE /L— k 0 ZE AT
SA-up /L— b 0 IS A RE
REDUNDANCY /b — k|0 2 AR
EventAction /L— b |1 ZE T A HE
AutoConfig 0 I A A]
I%E%—P

e

TIvar~y TREE—R
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IﬁU&—ijwii

Iclass

DIGAR LTI arl BRI, VT = ary N T 7 0 v 7Tk
TEHET 7 arvEERLET,

DI TANRERSINGE, 7V I7AS Yy TZOT VT 7y MEICHRE S, &I
~vF LT T ARIT J?“%;'f?/a/@?ﬁ»;éﬁézhi?“

[Fl—27 A=y TR LT, —oDOT7 7 varohithTEEd (A~ 7 A~y
£l ﬂbfi\%mﬂk&wif)o

refresh I~ RBICHMNZ b a< 2 K TT,

IEEM1 95 ATw T (video—class) &74H > a3><wy T (stream-action) Zx2DIT5

Router (config) # policy-map stream-service

Router (config-policy-map)# class video-class action stream-action
Router (config-policy-map)# class audio-class action stream-action
Router (config-policy-map) # exit

I:?DF%ﬁ

class <HSART Y TE> action <7H L 3r<yT4>

I/\°5)‘—’5¢
INTA—4 BRERAR REEFE | AREBOE
)5 Ay TA, K DT DT T A< T ERELE 163{%%7'\?0) D
T, pasl
Trvarvy WS ALAT v a vy THERE |16 LTFELND | .
74, LT, el Ll

I DBREZTHHLEE

JTATyTET I arEORSITERZRINET A

Iﬂi%—F

RN =<y TREE—F
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axX

g

Ipolicy—map

policy-map E— RIZBATL, 7 Ay TZELoTHELIZ N T 7 4 w27k LT, ED
X REEE TR O EERLET,

ZZTHRELERY =<y TE2HAMTT HITNE, HAVF 72— AR EE— T,
“service—policy input/output”’ =~ R CTEEEL ET,

F72. BREEEZRY —v—T 4 T3 58E1L, "servicepolicy local”=~> KT
Bk L ET,

I BEF 1 R —I Y TREE— FABITT D,

Router (config) #policy-map stream-service
Router (config-policy-map) #

I/ﬁ’%)‘—ﬁl
K5 A—4% BENE RERE | AREOME
_ =N D
RY v T R vy TaERELET, [P

I:@%EEﬁqu%ﬁ

RN =~y TOREZITI ZENTEEE A,
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I statistics update

WRHEMDO A T > FEAT O N E I EfREL T,

refresh 2~ RBICENCAR DL a~w 2y RCT,

Iﬂiﬂ1 GEEROH I FEFTS

Router (config)# policy-map stream-service
Router (config-policy-map) # statistics update enable
Router (config-policy-map) # exit

I:l?‘/ FEHX

statistics update <A™ > FERTE>

I/\°3)‘—’5¢
INTGA—4H BHANES EREER  ARREFOE
HEHEFRO AT N EATOME I DEREL
. =7 enable i
A7 MRGE enable [FaHHEHRO I T N EITH disable A

disable [BERHEHD I 7 >~ EITHRW

Loomzsanniss

RN o—= vy IHEET— R
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DU o ——7 1« o 8 NextHop B8

I ip polling—interval

R = =T ¢ TR IR E 9 a2 72012, F87E Sk
)t UCEEAR Ny N ERET HEEO Tpvd B b (ARP) O EMMREHETE L £,
ARP F721I R A NDOF v 27 —TIIVOEMELITV, 1Pvd TIEMAC 7 R L ARG T

ol LZITANTHD LHEESNET,
ThUMT, A TRV EHESNET,

BHTHHEHE, R ——TF 0 VIHREETIE, fHE SN ~DREENSH D &
HEL, TOFHILEZ GBI ETRLET, A TRVEEIX, set ip next hop 2~

v R TRE SN RO OHEZITNVET,

EEEZRDY 71y v a TIIERROBEHE AT v MEER, BESNIEENGH LY

£75

refresh =~ NRIZCARhNC b a~ 2 RTT,

I RERFI 1 B/ Ny FOEERRE 02T S

Router (config) #ip polling-interval 10

54— BHENE

Bifil N7 o b |IPva BEtil 7 b (ARP) D 241E [HIME 2 5 7E

Sl LEJ,

|courenbuige

REHEH | AREOE
EfEHRZ 57

5~60 o
IR ELET,

Bt 7 b OREMEIED b IRESNET,

I%E%—P

BAREE— K
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| =iz rogE

I ip igmp access—group

FALH T 2— AT, SINTFRYRAMN—T 4 VT HHFATEIN—TT RLRAEZT 7%
AV A NEFTHERELET,

refresh 2~ RGIZEZNC /B o~y KT,

I%EM1 HATHIIN—TT7RLREZT7 IV ER)ALES10ET D

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1) 4#ip igmp access-group 10

INSA—4H BHANES REEIE | ARREFDE
AT H TN —TT R A% [Pvd A |1~99

1 S =
TIEAVANES S L2 ) 2 ks bR LE T, |1300~1999

W]

I COREETLGEVES
TRXTDOIN—TT FLAZEFAILET,

I%E%—P

AN A 2T 2 —AHEE— R
EWAN A > % 7 = — ARTEE— R
IPsec f v Z 7 = —AHREFT—F
VLAN f > X 7 = — ARTEE— R
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BRE

I ip igmp fast—leave

KA v H T = — AT, Fast Leave ZHNIT HNEIMDOREEZLET,
BEOZEENFETIA L F 72— AT, ZOREEAENILARNTLIIEE N,

refresh 2~ NBZIZAENC/ha~r RTT,

I EHI 1 Fast Leave ZHMIZT B

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp fast-leave

ip igmp fast-leave

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

Query {2k LT, Report A v E—UNH A L7 T FLTHE, EWIZX LT Leave A vk
—VZEEMLET,

Iﬂi%—F

LAN A > 2 7 = — AZEE— R
EWAN A > 2 7 = — AR IEET— N
IPsec £ VX 7 = —AHREET—F
VLAN A > 2 7 = — AR EE— N
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I ip igmp group—membership—timeout

YNNTF XX A NTN=TIBINT DA 7T = — AHFRORFFRERZ R E L ET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I RERFI 1 REFFREZ 1500 &5

Router (config) #ip igmp group-membership-timeout 1500

I/\"%;‘—’Sl
INTGA—4H BRERNE EREEIF | HIREFDE
L— N = — ~
ey /T Xy A NIV mdas4 0427 30 BT

AN H D LR (%ﬂ W) ARELET, 65535

|courznbuige

TRFFRFRH 2 260 FIICRRE L 7,

I%E%—P

LAN f > 2 7 = — AFBEE— KN
EWAN A > 2 7 = — AFRIEET— K
IPsec £ V' Z 7 = —AHREFT—F
VIAN f V& 7 = — ABREE— R
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Iip igmp last-membership—query-interval

Ef R T o — AT, Leave S5 D Group Specific Query |ZxThtd % IGMP Report %%
BT DO 2% E L £,

refresh 2~ NBZIZAENC /e ha~wr RTT,

!ﬂiﬂ1 RISERE 0B ET 5

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp last-membership-query-interval 10

I RER 2 RFFEEZE 500 2 UM ET D

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1) #ip igmp last-membership-query-interval dsec 5

I:l'?‘/ FEHX

ip igmp last-membership—query-interval [dsec] <{fFimFRE>

I/\°5)‘—’5¢

INTG A=A BRERNSE REERE | HEREFDE
Leave Z{g# @ Group Specific Query 2%t

FFRERER] |5 IGMP Report 253 D 72O ORI (B |[1~25 BHEAF]
AL Fp) ZRELET,

dsec RIS 2 100 X U BHNL CTRET 25,4 I E | ~255 FOHAL DFRE
i LET, 2720 97,

I:@%EEﬁqu%é
RIS E | BICRE L £

LAN A > 2 7 = — AZEE— R
EWAN A > 2 7 = — AR EE— N
IPsec £ VX 7 = —AHREET—F
VLAN A > 2 7 = — AFEFT— N
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I ip igmp proxy

KA B T2 — AT, IGMP Proxy IZ LB ~/NTXv R M—F 4 V7 RFHET 08 5 M
DOHRELET,
Snooping 33X TN, PIM-SMIZEH L CAEE TR —FLTWEHA,

refresh @2~ RBICENCha~vy RTCT,

Iﬂiﬂ1 ipsec £ 2 7T —RAT IGMP Proxy ICKBYILFF¥ A MIL—T 4 VT &I S

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp proxy

ip igmp proxy

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

I:@%EEﬁbEu%ﬁ

VA F XY R MN—T 4 T PR ER A,

Iﬂi%—F

LAN A > 2 7 = — AZEE— R

EWAN A > 2 7 = — AR IEET— N
IPsec £ VX 7 = —AHREET—F
VLAN A > 2 7 = — AR EE— N
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I ip igmp proxy—group

B VAT 2—AIBWNWTELT XY A MN—F 4 VT EITHIBED., IGMP Proxy DENEA
L THIN—TT KL AET /A A MESTHRELET,
BRHRESNTZHBAIE, 7782 Y A MEBIEICY— SR ET,

Flo, AV F T2 —AREET— REEARARTETE—RFRTT 7B AV XA NEENEET IHE
I, AV Z2 72— AFEET— NBELREINET,

refresh =~ NRIZA®NC e H a2~ RTT,

IE&?@WH FTOER)RALESI0EIV—T7 FLRELTEET S

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp proxy-group 10

I INTG A—4H
INTA—7H BRERNE 5% E HEBFRDIE
TIEAVARN |FA—FT KL A% IPvA (EH#ET 7 & [1~99 D
Gz AU A NDOHFNLERLE T, 1300~1999
lan 1 [N
A BT z—A | LAV H T 2—AHRET DAV |ewan 1~2 Lﬂ;;;i
4 572 AR BRIRLET, ipsecif 1~100 |7 o o

vlanif 1~16

I CDHREETHEWNGE
IGMP Proxy IZ XA~/ TFF v A M—F 4 U 7 2P L EHA,

I%i%—F

IANA V2T 22— AREET— K

EWAN A > 2 7 = — ARETET— N
IPsec £ VX 7 = —AHREET—F
VLAN f v % 7 = — AR EE— K
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I ip igmp proxy—group-upstream

BEEARE LTIV TF XY A MN—T 4 T EITHEED, IGMP Proxy OEWEEZHL &4 %
TN—TT RV AT 78 AV A MESTHRELET,
BRHRESNTZHBAIE, 7782 ) A MEBIEICY—FEET,

Flo, AV F T2 —AREET— REEARARTETE—RFRTT 78RV R NEENEET IHE
I, A2 72— AFEET— NBELREINET,

refresh =~ NRIZA®NC/ e H a2~ RTT,

HEF1 TOERYAREE10ZYIL—TF7ELA, ipsecif 1 ZEFA 02 T71—RELTHEET S

Router (config) #ip igmp proxy-group-upstream ipsecif 1 10

I/f%)‘ —A3
NS A—4H BRERAR Bk it HBIEFDIE

lan 1

AV BT x—A | FHA L Z T 2—RAZIEETAHA X7 |ewan 1~2 T

4 T — AL F T, ipsecif 1~100
vlanif 1~16

TR AN |(FTA—FF RL 2% IPvAEH.T 782U [1~99 ST

K A ROF DL F T, 1300~1999 :

|courznbuise

IGMP Proxy \Z KA~/ TFF v A M—TF 0 U T 2Pkl EHA,

I%E%—P

HAREE— K
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I ip igmp proxy non—quer ier-behavior

Non—querier FEDENIEZ FHE L £ 7,

2 BEDN—H TIEHKEZITOHEAIC, F—% 7 A2 b EORIL—% % Querier IRAEL L
ARAEE X Non—Querier JREE & T A A 121X, reject—report A7 a V& BINTAZ L T
EEO ATy kAT A2 ENTEET,

refresh =~ NRICARNC/ e H a2~ RTT,

IEEM1 Non—querier BEIC EFRIC join T B2 </ y bOdfEZE L7

Router (config) #ip igmp proxy non-querier-behavior reject-report

I:l?‘/ FER

11—

ip igmp proxy non—querier—-behavior <Non—querier EX3E>

NS A—4H BRERNE REEIR | ERREFDE
Non—querier FFOFWEZFRT L £ 7,

EPRIZ join L. Tl report 5%
default fFLETN, Wi T&Z ok v default
JIFFEE L L EEA,

Non—querier : : reject— default
RE reject- TN B D report ZBEFE L, LI ||report
Fenort (2 join 325 Z L1ER< T B> 7 |lno-join
1TV E A,
. TUEH D D report 1352+ 5 2 i
no—join

21 join LEHE A,

I DEEZFITHHRWNES
W2 join L. FHEIE report AT LETN, M TEXZ NI by ZITEELTHL EHA,
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I ip igmp querier—timeout

KA BT 2—AT, IGMP Querier DAEHFZ A <~ 2 E L £,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I BEGI1 AEFFAIEEZI0#ETD

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)4#ip igmp querier-timeout 100

I:l?‘/ FEH

ip igmp querier—-timeout <&£7F4 A <D

I/ﬁ’%)‘—ﬁl
INTG A—4A BRENE REEIE | HIREFDE
. - £ W .
Wi 2 o~ WS IGMP Querier DATEX A < W (BAT : FD) 60~300 |4 MR AT

BRELET,

I:@%EEﬁbEu%ﬁ

HElE 2 A <R % 255 FMICERE L E77,

Iﬂi%—F

LAN A > 2 7 = — AZEE— R
EWAN A > 2 7 = — AR EET— N
IPsec £ VX 7 = —AHREET—F
VLAN A > 2 7 = — AR EE— N
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BRE

I ip igmp query—interval

HA ST 2= AT, IGMP Query A v — VY DAERIAZRRE L 7,

refresh 2~ RBICENICAR Db a~w > RCT,

I RERF 1 EEFERZE 100 ET D

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp query-interval 100

I:l?‘/ FEH

ip igmp query-interval EERIR

I/ﬁ’%)‘—ﬁl
INT A—4H BRENE REEHE | AREOE
o : S — DO G i
SR IGMP Querier A v —OEERE (BAL 30~65535 &R

) ZELET,

ol

boozezannuse

FEMRZ 125 BICTREL £

REE—F

| |
ouh

IANA LV HT 2 —AREE— K

EWAN A > 2 7 = — AR EET— N
IPsec £ VX 7 = —AHREET—F
VLAN A > 2 7 = — AR EE— N
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I ip igmp query-max-response-time

KA H T 2 — AT, IGMP Query WIZFRET D NIGERF B2 E L £7,

refresh 2~ NBZIZENC /e ha~wr RTT,

I REMF 1 FRLEFRMZI0RETD

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1) #ip igmp query-max-response-time 10

I RER 2 mARGERREZ S0 I URETD

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp query-max-response-time dsec 5

ip igmp query-max-response-time [dsec] <JKIGZ1FHHEED

I/\°3)‘—’5¢
RS A—% BERE STRE | AREOE
s [IWP Query NICEE @SB I oI a5 B i ] "
Py (AfiE « F5) B LS, I~25 ERART
. RKHVERBIFIE 100 3 0 BRI CRET | [BIRILORE
i DR E LET, W27 F4,

I:@%EEﬁqu%ﬁ

RRIGERHZ 10 ICRELET,

IANA LV HT 2 —AREE— K
EWAN A > 2 7 = — AR EET— N
IPsec £ VX 7 = —AHREET—F
VIAN f vV Z 7 = — AFKEE— R
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I ip igmp static-group
KA LHT2— AT, BICRETHYALT XY ANV —TEHELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

IEEM1 233.0.0.1 ZXILFXv A LT IL—TIZEBMT %

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp static-group 233.0.0.1

I:7>F%ﬁ

ip igmp static—group <ZIL—T7 KL Z>

I INTG A—4H
INTA—4 BREAR EREEHBE | ARREFOME
TN—TT BT ALV TF Xy A N IL—THFE |IPvda 7 R L BT
RLA LET, A% BRE

I:@%EEﬁbEu%ﬁ

~NVFF v AN TN T HFRRINTRER L A,

Iﬂi%—F

LAN A > 2 7 = — AZEE— R
EWAN A > 2 7 = — AR EET— N
IPsec £ VX 7 = —AHREET—F
VLAN A > 2 7 = — AR EE— N
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I ip igmp source-interface

EALH T 2—AT, IGMP /X7y N —AT RUVAZRELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

IEQEWH EWAN 1 (2 IGMP /X7y Y =R 7 FLRAZHREYT D

Router (config) #interface ipsecif 1
Router (config-ipsecif 1) #ip igmp source-interface ewan 1

I:l?‘/ FEH

ip igmp source—interface <4 >4 71T —R%&>

I INS A—4
NG A—4H BRENE Bk il HBIREFDE
lan 1
A 2T == |IGMP /Ny Y —AT RUARET DA > |ewan 1~2 ST
A% T r—AERELET, vlanif 1~16

loopback 1

I:@%EEﬁbEu%ﬁ

fif X7 2—ADIPT RLAZHBRELET,
loopback 1 => lan —> vlan 1-16 => ewan 1 —> ewan 2 DJEIZKE L, EHTx5T7 KL
AMMBOMST2GE6, FDOA L H T 2—ADT FLUAZEHLET,

I%E%—F

IPsec f % 7 = —AFHEE— R
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I ip igmp version
KA BT 2—AT, IGMP Querier OEWENSN—T g U AFRELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I ERTEH 1 IGMP Querier MEMEN—T 3 0% 1 £T 5

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp version 1

I:l?‘/ FEH

ip igmp version <IGMP Querier /N\—< 3 2>

I/ﬁ’%)‘—ﬁl
INTA—4H BRENE REEIE | HIREFDE
IGMP Querier OEWWENR—Y g v 2B ELET,
IGMP Querier NN 1 N
1 IN—"9 /1 % ~
RS S 5 B IEAST]
2 NR— g9

I CDHREETHEWNGE
IGMP Querier DENENSR— g 032 & 780 £,

LAN A > 2 7 = — AZEE— R
EWAN A > 2 7 = — AR IEET— N
IPsec £ VX 7 = —AHREET—F
VLAN A > 2 7 = — AR EE— N
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I ip multicast ttl-threshold

<V F X A MR TTL OEZHE L E7,

refresh 2~ RBICENCAR DL a~w 2y RCT,

Iﬂiﬂ1 TTL OREEE 10 £33

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)4#ip multicast ttl-threshold 10

I:l?‘/ FEH

ip multicast ttl-threshold <TTL>

I INS A—4
NS A—4H BRERNBE REEIE | HIREFDE
TTL < /LT Xy R SRR TTL OBMEZ R E L E9,  |[1~255 |EIEA A

|courznbuige

TTL OfEZ L ICRE L ET,

Iﬂi%—F

HAREE— R

LAN A > 2 7 2 — AZEET— R
EWAN A > 2 7 = — AR EE— N
IPsec f VX 7 = —AHREET—F
VLAN A > 2 7 = — AR EET— N
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I ip multicast-routing proxy

NTF XY AN —T 4 T EITIGEDOYR— 70 ha v ERELET,
Snooping 38 XN, PIM-SM (2R L TARIEE TIEZVAR— M LTWEHA,

refresh 2~ NBZIZAENC/ha~wr RTT,

HERF 1 YAR— k0O 3L IGMP Proxy Z2&IRT 3

Router (config) #ip multicast-routing proxy

I av v RER

ip multicast-routing proxy

I/\"%;‘—’Sl
INT A—=HTH FHA,

I COEREETHLEWNGS
CNF XY A MN—T 4 T EITOER A

oe=—
HAREE— ]
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Iset secur ity-association selector bypass

IPsecSA D L7 ZIRREATOTICHkT 258 E L ET,

meast A7 a VEIRETHILIZKD, vATXY ATy NOIZE VY ZRREELT
DTITHHE L ET,

Jb— b _X—2Z (ipsecif) #fEf L7- IPsec TOHAERN, RN o —_— 2 TIHEMHRL F5,

IPsec HEREAHH L T~ LF X ¥ A M—T 4 U 7 EITOBRBITEEL T &N,

refresh =~ NRIZARNC e ha~ 2 RTT,

I%Eﬂ1 TILFXEXR NN Y FDHELI ZBRFBZTOHTICH#T S

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set security-association selector bypass mcast

I/\°3)‘—’5¢
INTG A=A BRERNE B il HIREFEDE
NV F XY ATy hOBE LT X 2TO/NRTr v FTE
mcast RETOLTICHHT I EAICEELE mcast V7 B kgSREITT
R WL £,

I COEREETHREWNGES
vl Xy T LV y MIEES L E T,

I%E%—F

VPN ® L X EE— R

340



IPvd Jb—F 4 > O DRE

I ip limited-broadcast ttl

VIT7 vy RF7a— ¥y AL (255.255.255.255) 560 IP /%47 bdD TTL HEZHE L £9,

refresh 2~ RBICENCAR Db a~w > RCT,

IE&TEWM YSTyRIO—KXvX bOTILIEE 64125 3

Router (config) #interface lan 1
Router (config-if lanl) #ip limited-broadcast ttl 64

I avy FERX
ip limited-broadcast ttl < TTL {& >

I/ﬁ’%)‘—ﬁ
NG A—=4A BRENE RESEE | AIREFDIE
N oy
TIL i ;;7/ K7 Be— Ry 2 FOTTLEEZfEE L | oss BT

I CDHREEITHEWNGE
V7 R7a— K&y 2O TTLEIE, 1 720 £,

IANA VBT 22— ABEET—NR
EWAN A > % 7 = — ABEET— R
VIAN f > & 7 = — ABEET— R
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I IPsecERED R TE

I IPsecEARaT K

Iip mtu

IPsec f X 7 =—ADMUEXIBEELET,

refresh 3= FRIZAMIC/ D2~ FTT,

I FXEHI 1 IPsec M MTU &% 1400byte 129 %

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip mtu 1400

I:l?‘/ FERK

ip mtu <MTU &>

I/\"%;‘—’Sl

INSA—4H BREAR REEIE HIREFDE
MTU E MU EZIEE L £, |576~1500 A IEA AT

I:m%i%ﬁb@u%%

1390byte & 720 £, WFIFELEOLETHD T A,

IMTU kEF?

MTU & 1% (Max Transfer Unit) ORET, MIUE L I1X., W, 137y N TCHESZ ENTES
IP7y b (IP~yZ+IPRXAB—FR) ORIZNNET,
FEHERY 72 Ethernet T, MTU 1% 1500byte T,

I%E%—P

IPsec f V' H 7 = —AHREE— R
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I | inkdown—-detect
LANfHIA X =T =2 —=ADV I X7 T 20 E ) hOREEITVET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I BEF 1 LANBIA BT I—RAD) V) B UERET S

Router (config) #inter lan 1
Router (config-if lan 1) #linkdown-detect on

I avy FEX
| inkdown—-detect <\ >4 59 VEEE>

I/ﬁ’%)‘—ﬁl

NS A—4H BRERAR REEIFH AREOE
YRR LANBR— s oo 7y T/ H Tk
LANA VBT 2—2DT v 7/ F 7 i) s
LM EIDOREEITVET,

Voo B0 RIE HWEAT]

off
on Voo T o7/ Z0 i SH 5,

of f |V o7 v/ Xy delHicd 5,

I CDHREETHEWNGES
LANflAf 2 —T =2—2D U 7 Xy o UEE A,

I%E%—F

IAN A &7 = —RBEET— R
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I vpn enable

IPsec HEREZ LM L7- VPN BEZ1T 9 LB IR E L £ 7

refresh 2~ RBICENCA DL a~wy RTCT,

I REWH 1 |Psec #pEAFAT S

Router (config) #vpn enable

I:l?‘/ FER

vpn enable [ewan ] [mobile]

I/\"%;‘—’Sl
INTA—4 BERNE BREHE | AHRREOE
LI BRBORNGET DA 2T 2 — A LAN Zfr< 2T
ERRELET, DA HT =
: ewan 1~2 | Ty
ewan ewan 1~2 8E L7z ewan™* DA H L ET, | [a11 &;\i@“{%
A, USEENONS
all ewanl, 2 OWGIZIHEM LET, =
ENA A
BT — A%
. VLI HRBORNRLT DA H T 2—R .
mobile . e mobile 1 |& L7 XKk
Z N LA —
A,

X B LTAEMN R — FE2FIFTABPPPEA VZ7 =—RICbBEHENET,

|courenbuise

VPN (IPsec) IH#MEATE £HA,

I%E%—P

HAREE— K
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vanlog enable

IPsec FEREZ-fi F L 7= VPN B EI{ET (SA OHESL /i) D VPN 1 7 253k Sk

RELET,

refresh 2~ NEZIZAENC/ha~vr RTT,

FREHI 1 SADEESLfEMZE VPN O J 125K

Router (config) #vpnlog enable

I:l?‘/ FER

vpnlog enable

I/\"%;‘—’Sl

NTA=HTHY A,

|courznbuige

SA BESL/ FRIGDIE WA 1 I FR SN EH A

I FITELnet-F140 @ vpnlog &1 ?

FITELnet —F140 @ IPsec #REICEH4 2 1 7/ CT1,

SA ZfENLTE R Te B DIRKRTEL, ®WEA - 720 7% LEEZHA LIZGE]

ZREITLET,

22—y LIZ TELNET Tr 74 > LT, vpnlog DIEHRAEFRT DAL, show

vpnlog =~ > Raflif L3,

I%E%—P

=074

EABEE— R
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I Phasel 7R!) o —DE&XE

Iauthentication

Phasel OFFFH A HE L £4, ik Uzt ETFEEAE (RSA) 57K Pre-shared
key D 2 FRNH Y . TNENIEERFEEZITO N E I D ERELET,
#¥Pre-shared key--- —fiRAIC THaideast) [HEAWMER LIMFENn £,

refresh 2~y REIZHEZNC /B o~y KT,

IEEM1 AR &, Pre-shared key (JRARFBEEALL) &9 53

Router (config)# crypto isakmp policy 1
Router (config-isakmp) # authentication prekey

I avy FERK
authentication <ZREFAH >

I ING A—4
INT A—%H BHANE REEE  AREFOE
Pre-Shared Key |2 & 55 & 325>, RSA
signature M & T 50, BB L OVEIEFRGE %
T2 o ME I MERIRLE T,
reke Pre-Shared Key F87lL + JL3RAERE
b v L prekey
S . _ gz, :zp=rc | |prekeyxauth |
w7 2 prekeyxauth ;e@ Shared Key B3I + FLIRFRAE rsasig AW
— — rsasigxauth
ene RSA signature FREF « YLIEZEEF
¢ AL
) RSA signature F8F « YEIEFEGE
rsasigxauth 50

I CDHREETHEWNGES
Pre—shared key (FEAEFRAEL 72V) ST A L F9,

Iﬂi%—F

IKERY v—REET—F
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I encryption

Phasel OIS 7 /LY L& E LT, FITELnet-F140 OIS 7 /L2 Y X L21%, DES
(56bit DES-CBC) & . 3DES (168bit DES) & AES (128bit. 192bit, 256bit) 238 V0 £,
ZOFRENE. SAEMESTHIHFLEICRETHDLVLERNH Y 7,

refresh 2~ RBICENCA DL a~w 2y RTCT,

I %l 1 Phasel MEFEILT7ILT ) X L% AES(128bit) AR & D

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #encryption aes 128

I:l?‘/ FER

encryption <EES{E7ILT 1) XL>

I/ﬁ’%)‘—ﬁl
INTG A=A BRENE REEIE  ARREFDIE
Phasel DI H LT VT AL ZIREL £
—g—O
des
des DES J55 3des
ST AT Y X4 |[3des 3DES aes 128  EWEAF]

. aes 192

aes 128 AES 128bit aes 956

aes 192 AES 192bit
aes 256 AES 256bit

I CDREEITHEWNGES
DES &R L £,

I%E%—P

IKE RV v —fREE— K
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Igroup

Phasel D F T —3 g VIIZ, Diffie-Hellman $EASH#A 46 L 7= Oakley & IMEIZN D155
{EE R 2 H L E9,

Zoaw RiZDiffie-Hellman Group & L ¥,
Diffie-Hellman Group (2%, 1 (768-bit) &, 2(1024-bit) &, 5(1536-bit) ™D 3 FEFE & Y
*7,

VPN BT LR EN R DAL, “Group 17 TEMEL £,

refresh =~ NBRIZA®NC/ e ha~< RTT,

I HEHFI 1 Phasel ORI IT— 3 VBEFD Diffie-Hel Iman 4 )L—TF%&” Group2” &9 5

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #group 2

I/\°3)‘—’5¢
INTGA—4H BREANE REEFH EIREFDIE
1
DH /' /V— 7 &5 Diffie-Hellman Z /v —7HF5&2ELET, [2 BWEAS ]
5

I:@%EEﬁqu%ﬁ

“Group 1" ZFEH L £,

I%E%—F

IKE RV v —fREE— K
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I hash

Phasel O Ny v a7 )3V ALZHFHE L FE T, FITELnet-F140 O Ny > =27 /03 ) A AT,
MD5 & SHA-1 288V £,
COFREIE, SA BT HFLEURETHHLERDH Y £,

refresh 2~ RBICENCAR DL a~w > RCT,

I EREBI 1 Phasel My aF7)LT) XL%ESHA-1 £ 5

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #hash sha

I:l?‘/ FER

hash </\wy<a7)La ) XL

I/ﬁ’%)‘—ﬁl
INTGA—5 RENE REFE | AR OE
. . < : R =1 g e R
Ny m Ty Ko [RASCLONY 2T =Y XLZHRIE |mdb W]

LET, sha

I COBREFTHHRWNES
MD5 A L E T,

Iﬂi%—F

IKERY v—REE—F
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Iidtype—pre

Aggressive B— R T, #H75 ID DXL TFEL £7,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I REHFI 1 Aggressive E— FTEEHT S IDZE. FADNFEHX LT D

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #idtype-pre fgdn

I:l?‘/ FEH

idtype-pre <ID & A 7>

I/ﬁ’%)‘—ﬁl
ING A=A BRENE REEHE | AREOE
. |Aggressive E— R THH® 1D Z@ET A DX A |fqdn e
ID &% A~ St LT userfadn HIEAT]

I:@%EEﬁqu%ﬁ

userfqdn (UserFQDN) Z{f# f L £ 97,

I FQDN/User—FQDN & (& ?

FQDN & 1%, Fully—qualified domain names W& T, FA RN OLETOEREZ HD R A
AHDEEFTVET,

User-FQDN JEA L (X, B A—AT FLAOEXLE LTHHEND T2—FHOKA A
%1 OFEXTT,

Aggressive &— K CliL, BT 5 ID OJEX A X AHEE CTZIF ANAHER D D &3 50N
HET,

I%E%—P

IKERY v—REE—F
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I idtype-rsa

RSA signatures FRFEDFEIT, Bt FICRIAEL THHIBHHD ID XA TEHIEELET,
ID # A 71214, distinguished—name (DN) . RAA %, EFA—IT RLUA, IPT KL A
N FET,

distinguished—name (DN) ®#;&1%. peer—identity distinguished—name TiE L7-PNE.
RAA G EBTFA—/LT R ADEATL, peer—identity host TiRE L7-HNE. IPT7 KL
ADEEAETX, peer—identity address TaXE L7=WNAE & #piiH FOFEAEICE NN TV LR
Z el UCRRREZ ATV E T,

refresh =~ NRIZA®NC b a~ RTT,

I %EHI 1 RSA signatures EREHERAFRED ID 24 TIZEFA—ILEFERT S

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #idtype-rsa email

I avy FEHK
idtype-rsa <ID & A 7>

I ING A—4

ING A—A BEAR R E SR | HEREFDIE
RSA signatures iRFEDEAIT, B FICFEREL
THLHHIHFD D XA T HIEE,
dn distinguished—name dn .

D% A . - domain AT
domain |RFAA 4 email
email B A—ILT RLX ip
ip P77 RLA

I COBREFTHHRWNES
NAA 2% ID XA 7L U CHEEEMAFICmmL £,

I%E%—P

IKERY v—REE—F
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I ip vpn—-nat pool

VPN-NAT ZH#ad DD, ZBH%D 1P 7 LA ZHEE L £, NAT Z2H# (NAT+TIEZRew)
THLEIEET DL ENRH D £,

ZOawy R, VPN-NAT " — L4 F5 « %D 1P 7 R LU A§iFH (7 KL A/Wildcard
Mask) Z¥5E L. ip vpn—nat inside source/destination =~ KT, {#if4 %5 VPN-NAT 7
— VA ERELET,

refresh =~ NRIZA®NC/ e H a2~ RTT,

! HES TH}BEOT RLRAELT, 192.168.100.0/24 235%F 95 (F—JL4 : vpn—pool1)

Router (config)# crypto isakmp policy 1
Router (config-isakmp)# ip vpn-nat pool vpn-pooll
192.168.100.0 0.0.0.255

I:l'?‘/ FEHX

ip vpn-nat pool <VPN F— )L &> <ZE#ED7 FLR> WNildcard ¥ X4 >

I ING A—4
INT A—7H BHANES BRTEEHE  ARREOE
VPN-NAT 7=V DA EFRE L E 7,
VPN-NAT ip vpn—nat inside source / destination =
S, |V FERET HEGIIRET 2 VPN-NAT 77— - B AT

WL E L THEALETOT, D)o T WA
IZLTL7EEN,

BEHHEDIP T RLRAZHRELET,

B D | EHEOT RUAZH#EHTIEET 22 EMNTE [IPVAT R

FRUA S, SIS A BB LT s Lo (BT
AN

Wildeard B DT KL AZFIATET T 572D, Pva 7 I

S Wildcard ~ A7 Z¥5@ L £ 9, EMILEPHIE E S e HEATT

FEEZBR LT EE W,
R hU# 2=~V (isakmp policy 1) HEEET64 = h Y

Loosrzabuuse

VPN-NAT M CE A,
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|cmners

ip vpn—nat pool 22 RTIP 7 RLAZHET HHAE. v~ A7 (Wildcard v A7) %ffi
ALT1= 2 R TTY RVRHEHHEZRRET A ENTEXET,

Wildcard v A7 %, V7% v b~A 7 LIZELXRRRY ETOTHERELTIZEIN,
Wildcard v~ A 27 &EH 7y h~A 7, "17L70"OHBIARHIZ/2 D £7,

1) 24bit v A7 % Wildcard v A7 TRELTHHAE L, V7 Xxy h~RA 7 TRIT DY
B OEWN

Wildcard = % 7 @4+ 0.0.0. 255
YT Ry b~ AT DY - 255. 255. 255. 0

fl2) ARA L&, Wildcard v A2 CTRET DAL, V7 %y h~RA 7 TRUATDHGEOEN

Wildcard A2 O34 ¢ 0.0.0.0
T xR b A7 DA 255. 255. 255. 255

I%E%—P

IKE RV > —REE—FK
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I ip vpn—-nat inside source

BEfFO R > R 7 —2 (LAN) [Al4:% IPsec |ZTC VPN 2444 A8, HVWOXy NU—2 7 R
LANEBE L TWAEENH Y £,

IPsec TIERIURY RU—2ZT7 RLAD LAN #8595 2 E AR ER A,

Z D7z, VPN-NAT BHaZ4T 5 Z & TR FoEEZFREL, BEfFOFR vy hU—27 D 1P
HEID Y TEITH) Z L 72< IPsec ZEHLE T,

LAN {815~ & WAN fHl~0> VPN-NAT Z5#a/L— /L &2 3% & L £,

NAT F=— RDEFE L, NAT+E— R (IP~ A DL —R) OPFE T, RED LNT=NRRD 9
DOTHEELTLIZEW,

XT A—H"static-subnet” ZFEET D Z LIZ L VD VPN-NAT DAL — L% v T —7
BN CTHRETHZELTEET, Ca—HALT RLR BT Xy h~AZ>THRELIZ-e—0/L
T RUVANBLT =T KL R« TRy NS AIO>THEE LB — 30T KL ANDE
ik VT Xy h~RAI>THRE LB CTHERELET,

refresh =~ NRIZARNC/ e ha~ RTT,

I EXFEI 1 NAT Z=#: (192.168.0.0/24 — 192.168.100.0/24)

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # ip vpn-nat inside source list 1 pool vpn-pooll

Router (config-isakmp) # ip vpn-nat pool vpn-pooll 192.168.100..0 0.0.0.255

Router (config) #access-list 1 permit 192.168.0.0 0.0.0.255 ~list 1 DEPHDERE
(Fza)
ip vpn—nat inside source <LANAH|D 7 KL Z&ipH> <WAN DT R L AHiFH>
LR ET,
LANARIO T R L AEPH> I, access—list 2~ RTIHREE L E7,
WAN BT K L AFPE> 1%, ip—vpn nat pool <pool 4>z~ RTHELET,

IEQEWIZ NAT+ZE42 (192.168.0.0/24 — A BT x—AF7 KL R)

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # ip vpn-nat inside source list 1 interface

Router (config) #access-list 1 permit 192.168.0.0 0.0.0.255 ~list 1 DEFHDDERE
[f#a)

ip vpn—nat inside source <LANAHIO 7T KL Z&iH> <WANAHIODO T K L A#i[H>
LR FET,

JIANOT R LU AFPH>IX, access—list 2~ RTIHELET,

WANIOT KL A#FE>IZ, 4 % 7 =2—AT KL AZERNT 55511 interface”,
Mode—config B¥REIC L W HUAG L7277 N L AIZENT 554 1% "modeconfig”, FEE LT K
L ACEERT A5 1L peer <ip-address>” &¥FE L E T,
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I SREW 3 NAT it (—3FZH#E) 158, xxx. xxx. xxx. 0/24——192.168. 100. 0/24 (£ d %

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #ip vpn-nat inside source static-subnet
158.xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

(%]

ip vpn—nat inside source static—subnet <@ — /LT % k> <T@ — LY T X
v "> TRy hw AT

L0 ET,

Jua—)LIPT RLARETTA_X—=KIPT RLUADEHOMHEDLEEAXT 4 v 7 IZ

BTN

R B TE

ZITVET,
NAT 2% 7 4 v 7 2 EATIR DB BT, ~ A7 ZHEE L,

ENTEET (BEHRRER) .

1>z M) THRETHZ

5) local=192. 168. 100. 0 global=158. xxx. xxx. 0, 255. 255. 255.0 F{BE L7-HE
192. 168.100. 0 & 158. xxx. xxx. 0
192. 168.100. 1 & 158. xxx. xxx. 1

192. 168. 100. 255 < 158. xxx. XXX. 255

I:l?‘/ FERK

[NAT ]

ip-vpn nat inside source list <access—list & 75> [ZHiRIBHIAR— ME

75 [ZEHAEHE T AR — &3] pool <F—n4> [ overload | [ZEHEZBMAR— FFE
[ i TR — FE]] ]

[NAT+E]
AN— h&E]]

(A& T 4 v 7 EH]
LT KL RS

[NAT 225 ¢ w7 (—FE4H#) ]

ip—vpn nat inside source list <access—list &=5> [BHtAA— bEE KT
NAT+ZEHath DT K LA overload | [ZEHathBAMAR— N&E 5
BT HR— &S] ]

[ZE itk

ip vpn—nat inside source static <@—H/LT KL ZA> {F1m—,

Y7y b T a—=AY TRy b TRy b AT

ip vpn—nat inside source static—subnet <@ —7Jj/L

A—A
RS A—E BENE | R KRB
N A
access—list HhH |A) fWHEHRELZT 7t 1300 ~1399 BIEA AT
AV A NERELET,

EHARTBA IR AR — . . .
%;?izg%TgagﬁmwﬂRMmﬁ—hé | erran H B — b
e B (#FH) Z2fHELET, JE L

— &S]
¥tk (Fa— L7 R
=N
A A) A FEE L= VPN-NAT [NAT 77— 14, ﬁ%%?%
T NAHERELET,
NAT+EHAR D7 B NAT+EHE DT L A &4 ‘mmﬁ%e‘%ﬁ4y‘mmm%é
L2 ELET, = E<2) ¥ N)
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N T r—
ADT K
L 2T
i
PEEEY/RN
NG
modeconfig |HT=T
KL =iz
R
Y.
peer <IP 7 'ﬂﬂijﬂ‘\é
KL > P77 R
ANTIE
R
overload RN— BT DA E  |overload A= MR
L7an

A B A —

Eﬁéﬁiﬁgng; RO TCP/UDP R— M| o BB R~k
~b%%],\ B (FFA) ZHELET, R
. EHAFTI DO —H VT KL A ]

— AT RLVA | ‘LA BT
o—H LT R vy IPv4 7 R L AR A WEAS ]
Ja— VT Rb [ EREO 7 a— vy R . . o
2 X’%?’EE L/i‘é—o IPv4 7 R I/Xﬂ:/f:t éﬂ]ﬁﬁ:ﬁj‘

EHETOR—H LT FL &
. ERELET,

— % 2w

z ANT TR Sstatic—subnet ZF5E L7= |IPvd 7 R L A AWEA ]
WA, host #Z 1 #487E
L72NTL7ZE0,
T D7 a— LT R

. . s | AEBELET,
— I/ 2

Zi IITT *static—subnet ZF5TE L7z |IPv4d 7 K L A BT
WA, host #IZ 1 #487E
L72NTL7ZE0,
BT Ry N AT T

YT xRy h~vA7 |FBELEZHENTHEREL  |IPva 7 RLAEK B WEA ]
E3e s

BRTUMNIE: DAL MY (isakmp policy &) EELE T2 Y
RET 4 v 5120 Y CEBLEM) Xisakmp policy BOHIBIZH Y THA

I CDEREEITHEWNGES
VPN-NAT 23MEF T A,

I%E%—P

IKE RV v —fREE— K
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I ip vpn—-nat inside destination

BEfFO R > R 7 —2 (LAN) [Al4:% IPsec |ZTC VPN 2444 A8, HVWOXy NU—2 7 R
LANEBE L TWAEENH Y £,

IPsec TIZRUF Y NU—2 7 RLAD LAN 28545 = E RHERE R AL

FD7=, VPN-NAT BHLAATH Z L TR EOBEEHZRHREL, BEFOFR Y hT—27 O 1P
HEID Y TEITH) Z L 72< IPsec ZEHLE T,

WAN {817~ & LAN ffi|~ VPN-NAT Z5#i/L— /L 2 3% E L E 7,

NAT E— ROBE L, NAT+T— K (IP~AHL—F) OBPET, BED LN ELRD 40
THELTLIZEIN,

XT A —H"static-subnet” ZFEET 5 Z 1T LY VPN-NAT DL — V& F v hT—7
BN CTHRETHZ L TEET, <V e— LT KL A« P73y h~AZ>THRELEZZ n—
SNVT RUAMWBLa— )T KL A« 7%y h~RAI>TIRELIZa—h /LT KL A~DZE
ik VT Xy h~RAI>THRE LB CTHERELET,

refresh =~ NRIZARNC/ e ha~ RTT,

IEQEWH NAT 4 (RA T4 v &8 192.168.100. 1 58 TR{EL =5 192.168.0. 1 ITEH]T B

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #ip vpn-nat inside destination static
192.168.100.1 192.168.0.1

[fizan]
ip vpn—nat inside destination static <WANAH|7 KL 2> <LANM|7 KL 2>
L0 ET,
LIS D R o b A NAT ZBH U725 1%, ip vpn—nat inside source Zt< 2 K& ffiff
LT, &ELET,

BEMF 2 NAT+EMR (X2 T4 v V&) 192.168.100. 1:7R— +HFS 1500 TREL =5,
192.168.0. 1:7/R— + &S 80 [CEH#T 5

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #ip vpn-nat inside destination static
192.168.100.1 1500 192.168.0.1 80

(5]

ip vpn-nat inside destination static <WAN/HI7” K LA WANAHIZR— R3&5> <LAN A7
R LA LAN 7R — h 25>

LR ET,

TN D R N F NATHEHL L 72V A1d, ip vpnnat inside source =< K& fifi
HALT, RELET,
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I REH 3 NAT i (—3FZ5H#) 192.168. 100. 0/24——158. xxx. xxX. xxx. 0/24 [Z LT %

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #ip vpn-nat inside destination static-
subnet 158.xxx.xxx.xxx.0 192.168.100.0 255.255.255.0
[zl

ip vpn—nat inside destination static—subnet <Z @ — )% 7R k> <a—A /L
THy B> FT Ry b= RIS

L0 ET,
Jua—/S)LIPT RLARETTA_X—=KIPT RLUADEHOMAEDLEEAXT £ v 7 IZ
RDDBBREEITNET,

NAT A&7 4w 7 B BEATIR D GAICIE, A7 EfREL, 12O R THETHZ
ENTEET (BEEFEIRERER)

5) local=192. 168. 100. 0 global=158. xxx. xxx. 0, 255. 255. 255.0 EBE L7-HE

192. 168.100. 0 & 158. xxx. xxx. 0

192. 168.100. 1 & 158. xxx. xxx. 1

192. 168. 100. 255 < 158. xxx. XXX. 255

I:l?‘/ FERK

[INAT 2257 ¢ v 7 (BEteE) ) ip vpn—nat inside destination list <access—
list F5> AR — NEF K TR — FEF]] pool <F—n4> [FR— &)

[IN\T 255 ¢ w7 (I %F 1) | NAT+AZ T > 7] ip vpn—nat inside
destination static </ m— L7 KU A> [BAlAA— &S (K THR— &S] <=
— BT RLZA> [R— +&EE]

[NAT 2% 5 ¢ w7 (—FEZ#) 1 ip vpn—nat inside destination static—subnet <
0=V Y TRy "> B =AY TRy b (P TRy h~w A7

I/\°5)‘—’5¢
L RS A—H | BENE B EIEEDIE
access—list 2l (70— KL 1~99
Py A) MHERE LT 78R | 000 a0 WA BT
v U R b EfEELET,
list 77ERY
{access—1ist # N CHRE
PN L7 IPT K
7 L A i
Tua— L7 | EEi O a— LT KA .
. e . feE L- 1P | [AIEA ]
NS ZIRELET, qPTbvx>7FVX
FHF5H
modeconfig nH¥THRN
727 RL A
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VPN 7 7
peer <IP 7 K |LfEEIN
LA TRRELT:

IP7 KL%

Lot — o . .
E?E?ﬁi% ZEHRIO TCP/UDP AR — M EH || oo AN— A
%%j (FH) ZHELET, L7guy

s (m—H L7 RLR)
7= HiPAZFRE L7z NAT 7—/L4 [NAT 7'— L4, BT
FHRELET,
n—hNT R | Ef%GEOa—HLT L A% . . .
YU A ~
L2 SELET, IPva 7 FL AR AW AT
. . J5Hi% D TCP/UDP AR — k&= R— A
L P 1765555 LA
EHARTD 70—/ )L 7 R LA
R . FHEELET,
i;i; - G:’Vi% static-subnet ZHFE L7 |[IPva 7 I L ATk B A
7 AL, host #HIC 1 ZHRE L
ROTLEE N,
B oo —h LT KL A%
. mmELES,
;\‘ 7211/4}7 static—subnet ZfEE L7z |IPvd 7 KL AT BWEAST]
7 $A13. host BBIC 1 ZFEFE L
PN TL7Z X,

. LA T 5 b~ A T

i;*/%v BT ERELE  |IPvA T R LR W]

\jﬂo

BRTUMNIE: DAL MY (isakmp policy &) EBELE T2 Y
RET 4 v 5120 Y CEBLEM) Xisakmp policy BOHIBIZH Y THA

I CDEREEITHEWNGES
VPN-NAT 3MEF T EH A,

I%E%—P

IKERY v—REET—F
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Ikeepalive

SA MRSV TND N E D DOMERZAT72 9 T2 KeepAlive T2 9 E ) A skiE L
F7

AREEE TIL, IKE (Internet Key Exchange security association) '@ k=/Ld
KeepAlive ffE, XUV ICMP |2 X % KeepAlive #REZ 7R — b L CWET,

AAEETIL, (R EL LWEEE . IKE @ KeepAlive Z4TWVF9, IKE @ KeepAlive 1.
SA A flEST9% VPN E°7 & IKE O KeepAlive HEREA PR — F L TWARLEE N H Y £4,

IKE TO KeepAlive 1%, DPD (Dead Peer Detection) B L ONEAMEA DO HFX AV HR— KL T
WEd,

SHAOMEENEL S YR —F L TWAEAIL, DPD TEIEL £,

KIAOEBN L L 5D RGP R— LTV WEAIE, IOMP 2/ L= ik TiT-> <
72,

ICMP 12 & % KeepAlive #1790, A7 a i iemp” 2 ELET, IOMPIZ LD
KeepAlive Z4T772 9 A 1%, keepalive—icmp 2~ REZFEETIHOINENH L r—AHH D £,
KeepAlive #1772 72\ GATL, “disable” ZfHE L £77,

KeepAlive 12XV SADMEH TE 7V REEIC 72 o 72356 01%, SA 2L £7,

refresh =~ NZICHADIC e ha~ 2 T,

I SEEFI 1 KeepAlive 217141

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #tkeepalive disable

I EEWE 2 ICMP 0D KeepAlive #4774 S5

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #tkeepalive icmp

I:l?‘/ FERK

keepalive { always—send | response-only | icmp [always—send|traffic—based
[always—send]]| disable}

360



IPsec tEEDERE

INE%—Q
NS A—4H BHANES REERHE | ARREOE
IEEMEDAZITV, HEH Tl KeepAlive 23R
response— Ny REEELERY A response—
only S¢DPD ¢ L <., & EH DPD TOALIRER  |only
HE
icmp ICMP ZFH L 7= KeepAlive Z 4TV NE T, icmp
! ~send VPN 57— X NiEE SN TH, iz always— BWEAS ]
arwaysTsen KeepAlive Z 15 L £, send

PHEMIRTIZEEY SA @ Inbound b7 7 4 v 7

E:iw_ PEET BHAICIE, TOMP-KeepAlive (/3% gi?“
v FEFEFELEEA,
disable KeepAlive #§REZfEH L £¥ A, disable

|courznbuige

IKE @ keepalive TR AL T — 3 U HFTWVVET,
S OEEE & GETE BT, BERIFRYIZ Phase2 SA T Inbound D T 7 ¢ v 7 BNEL
Outbound @ b7 7 1 v 7 3% BE5E1C keepalive DN R &EEE L £,

I%i%—F

IKERY v—REE—F
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I keepal ive—icmp

SA B SIVT WD E D D OFERZIT72 5 728 D KeepAlive & ICMP T1772 9 35412,
KeepAlive ®%4G IP 7 KL 2B L O KeepAlive /X7y hOXETLIP T KL AZERELET,

e VPN BT EETL IP T RLAZRET HA X 72— AD IP T KL A ETHHEIE,
Zoavy RERETLHMLEITIH FHA,

ICMP |2 2 % KeepAlive (%, @7 ICMP Echo Zfil L TWE 4 DT, %5Ei% TCP/IP i@fE 0
T2 DR THIUIL—H TR THEMNEWVWET A, keepalive—icmp DR IE ZEME LT-5%
Bl3sEeE VPN E TS, IXMETL IP T RLAZAKR LTIZGEIET Xy v b 2R ET A ¥ 7 =
—AD P 7 R AZEXETIZE v b L7 KeepAlive 21772V FE 77,

KeepAlive (2 X W, SA2MEA TE W RREIC e o 728 BT, SA Zfiflt L £,

refresh =~ NRICARNC/ e ha~> RTT,

I EXEHI 1 ICMP O KeepAlive MFESEZE. 192.168.0.1(29 %

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #keepalive-icmp peer-address 192.168.0.1

EXEHI 2 1CMP O KeepAlive /87y FDEFETXTT FLRIZIANA V2T —XADIPF7 FLR%E
ERY S

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #keepalive-icmp source-interface lan 1

I:l?‘/ FERK

keepalive—icmp peer—address <FE5E IP 7 KL X>
keepalive—icmp source—interface </ 27 x—RX%& >

I/ﬁ’%)‘—@
INTG A=A BEAR =% 7E i B LREEFDIE
%a.4¢ 1P ICMP @ KeepAlive #4772 HAHFED IP  |[IPv4d 7 KL A VBN B
7 RL A 7 KL A B
\ IOWP @ KeepAlive {53 Bl . iz |10 ! BT 5 VAN )
AU BETx— | . _ . ewan 1~2 .
2% L7 RVAIERT 54 % 7 2 —2R Lioler 190 A BT z—2A
7R DIPT KL
loopback 1
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|courznbuise

keepalive icmp DR EINTWAEES . 48 P T RLAIZVPNET O IP 7 RL A2, %
B IP T RURITERIIN Ty NEEET DA F 72— AD P T RLAIZRY £,

BEE—F

IKERY v —REET—F
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I keepal ive—icmp multi-path

IPsec A BHSREE D TOMP O keepalive BREZITWVE T,

keepalive—icmp =~ KT, HE L7= ICMP @ keepalive %, ARIEE D & ORESIFHRIZHE -
TIEEENFET D, keepalive-icpm multi-path ZfEH 3% & ICMP @ keepalive /347 > kD
NextHop ZFRETH Z &N T F7,

IPsec M /y BUEEE TIE. 120 VPN B 7% L CHL7Z2 DRI D SA ZHESL T 572, ICMP
D keepalive /N7 v N b EHEORKIEET H2LENLNH Y 97,

refresh =~ NRIZA®hNC/ b a~ 2 RTT,

I EH 1 ICMP o) KeepAlive 0 Next Hop . 192.168.0.1 129 3%

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #keepalive-icmp multi-path address 192.168.0.1

I FXEFI 2 ICMP 0 KeepAlive ZX{E59 &4 3 7 1 —R % EWANT [ZERTEY 4

Router (config)# crypto isakmp policy 1
Router (config-isakmp) # keepalive-icmp multi-path interface ewan 1

I:l'?‘/ FEH

keepalive—icmp multi-path { address <IP 7 FLR>| <4 2271 —R£>}

I NG A—5
NS A—=4 HERNE HEHE | HEEOfE
IP7 KL% ;EM;O; Ee;pélivgf)\ Ee;t;iop W25 }I;\;é 7 RV A VPN BT
ton 7m0 DR e 77 e 12 e

Loosrzabuuse

IPsec Bifnf S HEAFEH T Z e TEEHA,

I%E%—P

IKE RV v —fREE— K

364



IPsec tEEDERE

Ikeepalive—icmp redundancy

IPsec TLEMSHEARIFD ICMP @ Keepalive R EEITWVVE T,

crypto map TILEDREE STV E XX, /b— MEBRITHE - TE(E LelT. keepalive
PP T SA DL 7R o 1= HEE RO E T,

FEARFE L LT, redundancy interface /I3 7wk & SR ITIURR D /A,

*7-. ewan FETEHFTHD, A VX —T 2 — AT FL RAREN manual FED I, redundancy
address FRIENMLEE L7200 F97,

refresh =~ NBRICA®NC/ e Ha~ > RTT,

I SEHFI 1 ICMP @ KeepAlive @ next hop Z. 192.168.50.3 (29 5

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # keepalive-icmp redundancy address 192.168.50.3

I FXEfI 2 ICMP 0 KeepAlive ZX{E59 &4 3 7 1 —R % EWANT [ZERTEY 5

Router (config)# crypto isakmp policy 1
Router (config-isakmp) # keepalive-icmp redundancy interface ewan 1

I avy FEHK
keepalive-icmp redundancy f{address <IP 7 KL X>| interface </ >4 71 —RA%&>}

I NG A—7H
ING A—A BERNR R EE HEREFDIE
. ICMP @ KeepAlive @ next hop (2925 IP 7 |IPv4d 7 KL A )
1P LA . e o VPN &
sr RLRZEELET, sk s
ewan 1~2

A KT = — |ICMP @ KeepAlive ZE(ETHA v X 7 = —

24 AT KL AZHE LET, popoe 124 | ST FT

dialer 1~20

I COHREFTHHRWNES
IPsec TTEMHEAEH T O Z EMTEEHA,

Iﬂi%—F

IKERY v—REE—F
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I key
Pre-Shared Key* &% L £,
LFHNITHRET 25 A X ascii” Z#E, 16 B THRET 555813 binary” 245 7E L7-1%.
Pre—Shared Key Z X /E L £,
refresh 2~ RRIZHHZ D a~r RTT,

$¢Pre-Shared Key---—fi%lC Faidtask LAWERE & LFEENET,

HEH 1 Pre-Shared Key [Z3XFFID "secretF140"XE T %

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #key ascii secretF140

IE&EWJZ Pre-Shared Key 1= 16 #£41D"123456789abcdef” #E Y %

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #key binary 123456789%abcdef

I:l?‘/ FERK

key {ascii|binary} <Pre-shared Ke> [{secret | private} [encrypted]]
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| |
~
0
N

A—4
K5 A—%5 | BENE | BERE | LREOE
. Pre-shared Key Z 74 (ascii) & LCH D i
o s, 16 13 (binary) & LTI MEHRELE o0 BT
binary + binary
Pre—shared B . K64 3C |,
Key Pre-shared Key i@ L £, D HR BIEAT]
Pre-shared Key &5 5{b9 2 BRIC A K 4t %
R0, EEEERSHEHEFEHRT 2052
ELET, H SR T — R
seeret | [ T BB s B R F@mt Ly
private % private FHA
o T BB R E A b |
. Y5
Pre-shared Key Z W5 SALALEE T B0 E 9 A%
ELET, N S
ZOFTvarEfmTosZlicky, ~RY %;Zm;
encrypted |— RiIXRFBALFEAEHESNE T, * encrypted %;zbf
secret £721%. private &S O THEHT WNE A
H12 ., secret, private DIFENENIEES
IZ, encrypted ZETH I LIk EEA,

X1 : ZDOF T ait, RETAETSICHERE 7Y, Pre—shared Key BB E N
TE/REN encrypted 7Y 3 UAHBEICAIMENE T,

32 : Pre—shared Key BBEIZHEBALIFEADHEEIL. ZDF ST a VEHEETINENRD
D EF,

Loozezannuse
S A ST T E E AL

I%E%—P

IKERY v—REET—F
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I [ifetime

Phasel SA OFfFR A& E L E1,

refresh 2~ RBICENCAR DL a~w 2y RCT,

Dem o Phosel sp osrmms 0 piomets

Router (config) #crypto isakmp policy 1
Router (config-isakmp)# lifetime 1200

I:7>F%ﬁ

lifetime <£E7FERED

I/ﬁ’%)‘—ﬁl

NS A—H BREAR REEIE | AHREFDE
AETFEIERE |Phasel SA OETFER () 2% T L F 9, |60~4294967295 ‘A& nf

|courznbuige

1000 FPiz72 0 £9°,

Lo v emenanzss

SAEMESLLE D ELTWD VPN BT & AFRHOREN R HGAIE. RO X IR

\iﬁ—o

initiator O&HH AEEOREBEEZBRHLET,

responder DGH HENSDRBEINTEEERALET,
I%E%—P

IKERY —REE— K
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Ilny—identity

Aggressive B— RTHHATA2HEOEF D ID 2% E L E7,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I BEF1T BEDIDELT, "FIN"E2EET S

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #my-identity F140

I avy RERK
my—identity <B&® ID>

I/ﬁ’%)‘—ﬁl
ING A=A BRENE s | ARBOE
Aggressive B— RTHAT2HE0BTFD |64 3XF |,
S T L

Lonzsnnnisa
LR DY EH A,

IUI/TI'(”(I/F

PPPoE D L H1Z, IP 7 RLAZHBITEIDV U TOEND L7 Ry FU—T Z L TWBIEA,
VPN E7 D IP 7 R L ARHMEICHRE T W=, 1D 28 L CTHELZHBRET HDLENDH Y
9, LEB->T, BE/FHTFO ID ZRi#T 25 Main T — ROWEEEZIT2 ) T LIXTET,
Aggressive B— R TOBEZEIT/H Z L2 0 £,

Liezonse

FHFRORETIZ, VPN BT 235195 1D OFIEIC., 22 THRET A GREWM 1 T
"F1407) LRI UMEAZRE LWV E . IPsec DEEEIT/H D Z LIXTEX AL
FITELnet-F U —X & 95 LOPEAIE, peer—identity =2~ RCEETAMEF LU ThHLE
N ET,

I%E%—P

IKE RV v —fREE— K
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Ilwat—traversal

NAT-Traversal f$REZfEH T DGR E L E T, VPN BT & ORERREEFIZ NAT EifE21T
729 ) —H DIFLET DA 13 NAT-Traversal #EHENH R T4,

NAT-Traversal ¥&BEZ i -+ A 413, VPN B 712 KeepAlive 234 v N EIFETAMLENRH
D FET, ZHIUTREEE EO NAT b—% D NAT BT — 7 A HR &2 RS T O @M mIEmE T —
R et IE5H7280TT,

Flo., ZDa~vr RT, KeepAlive DEGERHIFEHIHETE ET,

I %7€l 1 NAT-Traversal #REZEHT %, KeepAlive DiEERIRE 207 &9 5

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #nat-traversal enable alivefreq 20

INTA—4 BERNE SRTESEE EIEDIE
NAT KeepAlive OE(FMHME (HAL : B) Z4EE
NAT KeepAlive |L %9, 1~300 | o
EERE of f #F57E L=854. NAT-Traversal ¥§REIZH LN |off -
T2 KeepAlive FEREIZIEZNIC /2 0 £ 97,

Loomzsannuss

NAT-Traversal B§REAFEH L £ A,
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I'7‘/7|'f*f‘/l~

NAT-Traversal BEREZ AT 235G 1L. LT OHIERH D 97,
 Pre—shared key T® VPN 8kt DEa . Aggressive mode TOWR— M2 £97,
Main mode [ZV AR —FLTWEHA,
« RSA Signature T® VPN Bt D4, Main mode TOH R — M7V F4,
Phase 1 IZBITDH ID XA 7L LT'IPT RLRA"Z2HTHZ LT TEEHA,
DEATELTHEHATELDIFUT &2 £7,
* Distinguished name
* Domain name
+ E-Mail address

* FITELnet-F140 % responder il & L CHEBE S 5355, VPN peer @ IP 7 R L ANHEE  (NAT
ABT A4y ZICEDFIZ—E) LTWTHEDIP T RLAZHRELRNTSIEEN,

center (config—isakmp)#fpeer-identity address 158.202.x.x —> X

center (config—isakmp)#peer—identity host f140nol —> O

< WAN fI7 RLANARE (7L » ADSL 7 R L ZBIRYEY 4 OB-E 121X VPN_NAT 134
TEEH A,

Im%w%ﬁ

FHFH NAT-Traversal #EREA M 2 L ERH Y £,

I%E%—F

IKERY > —FKEE— K
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I negotiation-mode

IKE (Internet Key Exchange security association) Phasel D xId v x=—3 g F— RN
ZEFLET, Phasel Dp A m— g F— NIZlE, Main F— R & Aggressive F— F23dH
%9, Main E— K, Aggressive E— FOFHIT, LATDOEBY T,

HHBLOMFO ID 20k (W51k) $22 &N TEET, 72720 1D 230

Main T— K TAESNTLEI DT, IDICKDMFOREZITR) ZENTEEEA,

BHWOHFOREIZEBEO IP 7 RLRICRYDETOT, WANMO 1P T R
VARREDERETIX, HTDHZENTEERHA,
rggressive | HBECHFO DIZL Y MFERELET. LT, UNHO TP
TR T RUARREDERETSH, VPNBEZEIT/R ) ZENTEET (EHE50h—
FIEEBEED IP T RLUARKE)

refresh 2~ FRIZENZ /D2~ R TT,

Dien woinz—kemurs

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #negotiation-mode main

I:l'?‘/ FEHX

negotiation-mode <A ILIT—L 3 VEF— K>

I NG A—7H
INTFA—A BENE REEE | AEREOE
Phasel D d v T —3 3 F— RERE
FAvT— g L3 main WA
F— K main Main E— K aggressive

aggressive |[Aggressive E— K

Loomzsanniss

A H T2 =R IP 7 KLU ADORENETIE, aggressivemode TEMEL £9°,

I%E%—P

IKE RV v —fREE— K
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Ipeer—identity

VNETDIPT FLAHLIE, RAMERELET,
R A M, Aggressive B— R Responder DA, FHENEMLTL H ID & LA
Lij‘o

refresh =~ NRIZARNC/ R H a2~ RTT,

IE&T@WM VPN E7Z®D IP7 FLRIZ, 192.168.100.2 #5¥F 3 5

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #peer-identity address 192.168.100.2

IE&EW] 2 WNET7®DHRREELT, “center"%%ET 5

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #peer-identity host center

I:l'?‘/ FEHX

peer—identity address { WANE7Z®D IP7 KLR | KAALVE |}
peer—identity host <VPN E7 DR 4>

I/\"%;‘—’;‘l
INTA—4H BRERNE 5% 7E & AHREREDOE
IPvd 7 R L%
VPN 27 D . . i = o
P7 KL= VNETDIPT RLAZEELET, IPv6 7 KL % BMEA ]
N

) R AL 40T, W
VPN ]:77% ]‘f{/@lfﬂemﬂ_bi—g—o F\)z/r?/%X] 7[_\‘34“

KA A 4 RAAL A TRELESGEIE. AL - .
X /; ,,_j:l:l
[va | v6] |“ADAHIRIA va, v6 DL HBHNT :gm v, V6 ZEWEL I

= N AL, W CARIE
TJ 975 ’JLIIIN:j—é\_CEz) T%i‘a_o ﬂ%%f??l/\ij«o
o . — I i_EA =] =
VPN B 7 @  |Aggressive B— R CHEHT 550 e K 64 LFD AR

KA N4 VPNET7TDID ZHELET, TR

Xl: RAL VL L LTHRETEDAXFIL. R2IXFETORIFE (A ~ 7)., /NF (a
~2). 8 FE 0O~ "7 ). Ry bO)DHEBRETEZET,

%2 :vpn enable L RS> TWVWABA L EZ T2 —RATvd & v6 AT > TWBEEIT.
VA L V6 DEL BIZARIERIEINEETIHLERDHY 7,
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I DEEFITHHRWNES
VPN ET DT AT T 4T 41350 F8 A,

Lesons

Aggressive &— N T T 254, FHFH
I THRET AE GRER 2 TliX center”) LRI UfEZFRTE LW E
ZEITTEERA,

FITELnet-F U — X & 9 L DAL, my-identity I~ R THRETHMEEF L TH D MEN

HYET,

DFRETIX, VPN B 7 235145 1D O EIT.
IPsec OW@BE&ELT72H

I,-I-\7\ F&IZDUNT
ZDORA ML, Aggressive = — KT Responder DIFAIT
FRHIIET,

CHEFEPBEMLTSSIDELT

I%E%—P
IKE RV v —fREE— K
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Ipeer—identity distinguished-name

FFOFEED DN (distinguished name) ZE&E L E T,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I EHFI 1 #8F D DN & LT, C=JP, 0=furukawa, CN=honsya Z&Ed %

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #peer-identity distinguished-name C=JP,
O=furukawa, CN=honsya

I:l?‘/ FEHX

peer—identity distinguished—name <DN>

I ING A—4
INSA—4 HREAR B it | HEFEDE
DN MFEODNZHEELET, |[BK 128 XTFORET AR

¥ peer—identity distinguished—name Z%4%79 BBE. XFFNIDBIZAR—R & AT
RCBET D - LI E R, AN—R BBV CREL T E R,

Loosrzabuuse
FAT A DN TRAET 5 = L IETE £ A,

I%E%—F

IKE RV v —fREE— K

375



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I release security—association

WAN [BI#R BRI . SA (Security Association) ZfHT 57N, ZOF EHTIERELE
—g_o

refresh 2~ NBZIZAENC/ha~r RTT,

REHF 1 WANEREERFICIE, SAZERT S

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #release security-association

I:7>F%ﬁ

release security-association

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

SA ZfiFEd, FOEFEHRLET,

Iﬂi%—F

IKERY v—REE—F
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I release session addr—changed

IKE Xy hD Y —AT RUABCOMERZITV, By v a UREIRFIZER LT3 EF0
TRLAE, 2O EEFELEIE LTS IKE Xy FORETT KL ADNRR > Tz
4. PIET % SA (Phase 1. Phase 2 :12) 24+ _XTHIFEL £,

HEHHPIZEE LT FUARNET 28 OLRICE D BRI MNA LT 205K ORI
LET,

refresh =~ > NRIZARNC R H a2~ RTT,

Iﬂiﬂ1 IKE /% v FOY—RT FLAZILOHRETS

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #release session addr-changed

release session addr—-changed

I ING A—4
RTA=HITH D T A,

Lconzsnnuise

IKE /X7 b DY — AT R AL ORI TWER A,
F7-. L TH SAITHIBRENET A,

I%E%—P

IKERY v—REET—F
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Isource—interface

EE IKE X7y hD IP ~y XNOIEETLT FVAEREAS L H—T =2—ADT KL A|ZE
WL CTEETAHIED, /{2 72— AEFER/ELET,

VRID Z¥5ETHZ LIZL Y, VRIDIZV v FFTHVRRP 7 L AIZER L THERFLET,

F72. VRRP A7 —% A3 Master LIFLCld, IKE X7 v FOEEEITRWVER A,

SA ZiE > CWAIRHET vrrp AT — X A3, Master LISMTIER LT-3E . Phasel, IT SA ®
HIBRZITWET,

refresh =~ NRIZARNC e ha~ 2 RTT,

Iﬂiﬂ1 EETXTT7FLRZEMN 14 8—TJx—ADTF7 RLRIZERELTEET S

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # source-interface ewan 1

source—interface </ VB Jx—RA> LKA R T —RAES> [ VRID ]

I/\°5)‘—’5¢

INTA—4H REARE B AHRREDOE

A ATz A5 IKE /357y RO 1P~ SNOE ewan

2 BT FLAERRET DA =T | HIEA AT
T—AEBRELET,
PE(E IKE %47y R D 1P~ X INDE

> = N N ’/73_“ ~
AR T UEILT RUAZ VRRP 7 R L A IZAHE |ewan 1~2 BT

— A JTAPRD . EWAN F721% VLANIF A > |vlanif 1~16
BT 2 — ARG ERELET,
PEE IKE X7 > R D

E(E IKE X7 > h D 1P~y X ND%E P~ X NOEG
VRID fRILT FUREAREA L F =T =2 | o) T KL AZIRE
L. VRIDIZ~¥ > F 325 VRRP 7 R L EWAN A > Z—7 =
AWCEBLTEELET, —ADT KL AILE

BLTHELET,

I:@ﬂi%ﬁb@u%%

VRRP BEREZ (i L7~ IPsec MIENTX EH A
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I'tunnel—route

IPsec MWfEIZBUVNT, A Aggressive E— RD Responder & 7257282512, VPN B 7~
DRRRAIE WA T — T VTR ERT DEEITHEL T

ZDO%A . VPN B 7~ NextHop b HOETHELET,

tunnel-route DR E % L 72 4EE T crypto isakmp policy @ peer—identity distinguished-
name T T 5 & tunnel-route NNEEL £H A,

crypto security-association — KT, BT D tunnel-route =~ FIIEEEITXIL 1
OLMBRETERVDIZH LT, Aa~r KL, peer I CRRETH I ENTEET,

Ka< o RINEREIINLD &, crypto security—association B— R CTEREIILTWVD
tunnel-route =~ NI VELMICRIF S ET,

refresh =~ > NBRICARNC/ b2~ RTT,

Iﬂim1 VPN E7 ~DREHRIEHRZE Z 89 5 (NextHop (& 192.168.100. 1 &9 %)

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #tunnel-route address 192.168.100.1

IEEEWJz VPN E7 ~D#ERIEH £ 85T 5 (NextHop (& PPPOE#T & ¥ )

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #tunnel-route interface pppoe 1

I avy FEK
tunnel-route { address <IP 7 KL X> | interface </ >4% 27 —XEZ#}

INE%—Q
NS A—4 BHARES Bl LR DE
P7EL % VPN 7 ~DRE AT 2 8% L. NextHop |IPv4 7 KL &
DT RLAEHFRELET, B
ewan 1 A A AT

A X7 x— |VPN BT ~DORREEIEER 2 58k L. NextHop

R DAVET 2 —ABHELET, pppoe 1~24

dialer 1~20
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I DREETHHEEE

Aggressive E— R ® Responder DA TH ., VPN BT ~DORREIEHR 2 B8 L T A,

Liorsous-

Aggressive E— R Tld, IP 7 RV ATiL7Z2< ID TGFC& 578, Responder Tl IPsec
DRI —2 g U PIEFE S THBHFED IPT RLARDNL LN —ARNH D F7,
ZOHE. FHFE (WPNET) OIP 7 RLA~ORKIL, (L OHE) T 740 hb—MZ
LB TLEY Z LI ET,

Zhawy RITT, iﬁb#%ﬁwwwETA@&%%%@NMM@%%ELT%%\f7j
VR — N EIFEIRE CBELZIT/R) I ERTEHLLITR ET,

I%E%—P
IKE R Y > —EE— KN
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I Phase2 7R!) —MDEXE

I ipsec transform-set

Phase2 AR Y > —L LT, UTFDOEREZZRTL E,
Phase2 OEEEL 5 & LT, DES/3DES/AES128. 192, 256/K=2{L L7\ D
HONGBINLET, VW ET EFRIUERETHLILENH Y 7,
FRAET /L2 Phase2 OFRBFET /LU XA & LT, HMAC-MD5/HMAC-SHA-1 D Hi7s 53884 L
U X 9,
FITELnet-F140 (%, ¥ ®D Phase2 IR v — %2R E CTEX £T DT, 4% Phase2 RN VU 2 —IT1%,
Phase2 N o —Z 2% E L E7,
Z O Phase2 R L —& BT, ERICEO® L7 ZERICR U TEAT 200 EIER L
FT DT, DR TNAHE LTS EEN,

R (W=

refresh 2~ REIZHEN e AHa~vr T,

REH 1 Phase2 /R1) — (Phase2 7R!) —& %5 : P2-POLICY) &L T, BSEAR :
AES (256bit) . ERSE7 /LI XL : HMAC-SHA-1 = %4839 %

Router (config) #ipsec transform-set P2-POLICY esp-aes-256 esp-sha-hmac

I avy FEHK
ipsec transform-set <Phase2 7/K') L —& > <BEEHLAX> GREE7I/ILT) XLD>

I INTG A—4H
NG A—%H BERNE BREERE | HRREOE
Phase2 Phase2 R U v —& LT, O 0F 04 (|16 TFELND W
KU —4F MEtEELET, T
Phase2 OG5 TR EFEE L E T,
esp—des DES J7 = esp-des
esp—3des 3DES = esp—3des
wr (st |[espraes-128[AES 128bit espraes=128 -y
- esp—aes—192
esp—aes—192 AES 192bit esp-aes—256
esp—aes—256 |[AES 256bit esp—null
esp—nul 1 5k L7
Phase2 DFRFET /LT X LZHEELET,
il Hosp-md5-hmac [IMAC-MD5 7 L=t Y X2, | |esprmdb~hmac |, o
=0 WN esp—sha—hmac LN

esp—sha—hmac [HMAC-SHA-1 7 /L 2 I X A
BRRKTV Y 164> Y
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I:m%i%ﬁb@u%%

B4k 72 : DES, #HAFT /L =Y XA HMAC-MD5 TEIEL £

I%E%—P

HAREE— K
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I Mode-configMD % E

Iconfiguration mode (isakmp policy)

mode—config MR T m—3 7 28T, REQUEST/REPLY 4 TEIVET % 7> SET/ACK i1
TEET 2 aRELET,

refresh 2~y RGIZENC /B o~y RTY,

I E% 7l 1 REQUEST/REPLY %I CTEIES %

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #configuration mode initiate

I:l?‘/ FERK

configuration mode <#lfEIE— K> [skip]

I NS A—4H
NS A—4 HREAR REEIR | HEREEDIE
REQUEST/REPLY #ill4# CEh {55 > SET/ACK il f#IC
BET 2 mERELET,
i |l ... |REQUEST/REPLY 1€ — FCTEIMEL. |linitiate |,
AT — R |INITAte im0 veq R4S LT, respond | B AT
. . SET/ACK i€ — R TEI{EL, set &
OSPONC =2 LE,
ki skip Z¥5ET 5 Z & T, mode—config ZEMET 5 ski mode—config
S ZEMTEET, Y FATVET,

Loomezannuse

set—ack E— R CEMEL, set DZEFHHLELET,
Mode Config Z{#H 4 %A 1%, ip vpn—nat inside source =< > KT modeconfig THE|V Y4
THNTE NATEWT 253 EEITOMERDH Y £77,
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I%—P:>747®$%

F— a7 ¢ 2%, VPNIBIEZIT 9 BEIT Peer [ALDOIFM A LT HFETHY . HRR
HagiEix 2 "2 —rH0 £,
1) configuration mode initiate Z87E Li-8&
AEETT—RFary 74 70f=vx—2 L LCEIELET,
AAEFENS, BE—Far 74 7OV ARCZIIR LT, Bk (Request) A 1%

FLT, EZE (Reply) ZFRFHLET,

|Psec

FITELnetal Rum S A
@ Request
_ Reply [@)]
initiate

2) configuration mode respond Z¥5E L7-HE
AREBITE— Ry 74 7OV AR T LTEELET,
AEEX, T—Far 74070 ==L (Set) %7 T, &AGR

(ACk) 7@? ’i L/ij_‘o

|Psec
FITELnet4a] % i 22 1 A
Set [©)

@ Ack _

respond

Iﬂi%—F

IKERY v—REE—F
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Iconfiguration mode (security-association)

mode—config M T m—3 3 2T, REQUEST/REPLY 4 CTHEI/ES % H> SET/ACK I 4E
TEWET 2 aRELET,

refresh 2~ NBZIZAENC/ha~r RTT,

E% I 1 REQUEST/REPLY %I CTENES %

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration mode initiate

I INS A—4

INSA—4H BRERAR REEE | ARREEDE
REQUEST/REPLY il CE)ES 5 2> SET/ACK il # T
FET A NERELET,

) |li ... |REQUEST/REPLY fl#1€— FCEIEL. |linitiate |,

MU= 1 [ ARTHAY e im0 e, req 2 36(E L E T respond Al AT

respond SET/ACK fil|fl-e— R TEIMEL ., set %
POl fapet, 2 L,

Lconzsnnuise

set—ack T— R TEMEL. set OZEFRHE L E£7,
Mode Config #fEH 9 A5 1%, ip vpn—nat inside source 2= > KT modeconfig TEIV Y4
THNTE NAT BT 23 EEITOMERDH Y 77,
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I%—P:>747®$%
FB—Rar 7 4 7%, VPNBEZ1T 9 BRI
Baikiz 2 2 —r b £97,
1) configuration mode initiate Z¥EE L7234
AEBRITE—RaLry 747D =2 —% k LCEMELET,
AIEBEMNS, T—Far 7 4 7OV ARSZITH LT, BR (Request) %%

FLT, EZE (Reply) ZFRFHLET,

=3

Peer [Al LOEHRE AT 2 FIETH Y, HFHR

IPsec
FITELnet{&l #& i ZE & A
[©) Request _
Reply @

initiate

2) configuration mode respond Z¥§E L7-HE
ZIK4L$ IE—RaL 74 VDL ARS AL LTEVELET,

I, E—Rarv 7470 =z —2)5HEH (Set) 5T, &R

A
(Ack) iR L ET,
|Psec
FITELnet{g] RumiEE Al
_ Set @
@ Ack -

respond

I%E%—P
IPsec K FiR EET— K
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Iconfiguration mode application-version message

configuration mode =<2 KCinitiate ZEER LI=HHIC, TV r—TarR"—=Tg
BRI Yy M T AEEEE L ET,
respond ZEHR L7=5&1%, FIALEEA,

refresh =~ RRICARNC/ e ha~ RTT,

IEEM1 FIUr—3on—a3oDEEEY RT3

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration mode application-version
message fitel

I:l'?‘/ FEHX

configuration mode application-version message <Word>

I/\°3)‘—’5¢
ING A—%H BRERAR REEFE | ARREFEOE
TV r—y g =g vEiEictty AR s o
Word e Uk S 127 LRI | IS AS ]

K AR—ZABLXFEHZE LTI FENET,
Bl:ABCOHBE, 5XFELLTHY FENET,

Loosrzabuuse
el LI Y B LET,

I%E%—F

IPsec KFHREE— K
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Iconfiguration mode application-version push

configuration mode application—version message 2~ > ROFEENH Y . 7D,
configuration mode =~ > KT initiate 23R /E STV AHEEIZ, configuration mode
application-version message 2~ KOA vt —T% Y NLT req N7y bEEELFET,

configuration mode application—version message =~ > ROFXENDNRWIEEEIE.
configuration mode application—version message =~ RODF 7 4 /)L MEaZEH L T req

Ny P EKRELET,

refresh =~ RBRICARNC/ha~ RTT,

ERS)

illll

I BEF1 FITIVEF—TaunN—TavIZiEREEY LT request kS

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration mode application-version push

I:l?‘/ FEH

configuration mode application-version push

I/\°5)‘—’5¢
INTG A =HTH FHA

I CDEREEITHEWNGES
request X7 NDOT TV r— g 08— g UHlE null TEELET,

I%E%—P

IPsec £ FHgR EE— K
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I ip vpn—-nat inside source

BEfFO R > R 7 —2 (LAN) [Al4:% IPsec |ZTC VPN 2444 A8, HVWOXy NU—2 7 R
LANEBE L TWAEENH Y £,

IPsec TIERIURY RU—2ZT7 RLAD LAN #8595 2 E AR ER A,

Z D7z, VPN-NAT BHaZ4T 5 Z & TR FoEEZFREL, BEfFOFR vy hU—27 D 1P
HEID Y TEITH) Z L 72< IPsec ZEHLE T,

LAN {815~ & WAN fHl~0> VPN-NAT Z5#a/L— /L &2 3% & L £,

NAT F=— RDEFE L, NAT+E— R (IP~ A DL —R) OPFE T, RED LNT=NRRD 9
DOTHEELTLIZEW,

XT A—H"static-subnet” ZFEET D Z LIZ L VD VPN-NAT DAL — L% v T —7
BN CTHRETHZELTEET, Ca—HALT RLR BT Xy h~AZ>THRELIZ-e—0/L
T RUVANBLT =T KL R« TRy NS AIO>THEE LB — 30T KL ANDE
ik VT Xy h~RAI>THRE LB CTHERELET,

refresh =~ NRIZARNC/ e ha~ RTT,

I EXFEI 1 NAT Z=#: (192.168.0.0/24 — 192.168.100.0/24)

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # ip vpn-nat inside source list 1 pool vpn-pooll
Router (config-isakmp) # ip vpn-nat pool vpn-pooll 192.168.100..0 0.0.0.255

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255 ~list 1 DERH DK

[—]

3

657

ip vpn—nat inside source <LAN{HIOD T KU AHFH> <WANHIDO T KL ZAFa[H»>
Ll ET,

IANOT KL AFP>IX., access—list 2~ RTIHELET,

WANAH O 7 KL AFPE> 1%, ip—vpn nat pool <pool 4>z~ RTHTELET,

IEQEWIZ NAT+ZE42 (192.168.0.0/24 — A VB TJx—RXF7 KL X)

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # ip vpn-nat inside source list 1 interface

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255 ~list 1
DERS DERTE
657
ip vpn—nat inside source <LAN l>7 KL AHiH> <WAN DT RN L AHiFH> & 720 77,
LANHIO T R L A#PH> 1%, access—list 2~ R CTHRELE9,
WANHIOT R U AL, A v Z 7 = — AT RLAICERNT L8413 interface”,
Mode-config #EREIC L 0 5 L7 7 N L AIZHEKT 25613 modeconfig”, FRE LT N
L AR T A5 peer <ip-address>” &L ¥FE L E T,
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SEEM 3 NAT i (—3EZH#E) 158. xxx. xxx. xxx. 0/24——192.168. 100. 0/24 (£ d %

Router (config) # crypto isakmp policy 1

Router (config-isakmp) #ip vpn-nat inside source static-subnet
158 . xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

(]

ip vpn—nat inside source static—subnet <@ — /LY T % k> (T —rLP T Ry
> TRy h~RT>E7R 7,
Ta—s)LIPT RLVAETTAR—=KIPT RUVADODEBDOMIAEDOEE AL T 4 v 71T
R DHEEATVVET,

NAT A BT 4 v 7 @EATIR DO GAITIE, ~ A7 2fE L,

ENTEET (BEHRRER)

1>z h) THRETHZ

5) local=192. 168. 100. 0 global=158. xxx. xxx. 0, 255. 255. 255.0 E{BE L7-HE
192. 168. 100. 0 & 158. xxx. xxx. 0
192.168.100. 1 & 158. xxx. xxx. 1

192.168. 100. 255 < 158. xxx. XXX. 255

I:l?‘/ FERK

[NAT B¥]

ip-vpn nat inside source |ist <access—list BFS> [ZLHFIEAIETR— ~

BB (TR THR— F&EE]] pool <T—JLE> [ overload | [Tkt R— FES
[ZEHEERTR—rES]] ]

[NAT+B¥]  ip-vpn nat inside source |ist <access—list &ZF5> [BtAR— +FEFEE
(fBTHR—FES]] NAT+EHRBOT KL X overload | [ZTH#EEAR— FES [£

MERTR— FES]] ]

(RE T4 vy %]

—/NILT7 FLR>
[IN\TRE2 T 495

(—HE%#) ]

HLH TRy k> FA—NLY TRy k> H TRy FTRD

ip vph—nat inside source static <A—AJ T KL RA> <4 A

ip vpn-nat inside source static—subnet <O—
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o KSA—H BENE | 5% 2 HE HEREE D E
R (m—H L7 RLR) o

access—list &=~ FMEAEE LT 7R A 1300~ 1399 BWEA AT
NEfRE L ET,

ISR R AL —
%ﬂfsﬁfﬁi;;T; ZEHRAIOD TCP/UDP R — MR | F B —
Il () ZHELET, A5t

— h &)

L (Fa— L7 R
BE

T4 R) #iPHAFEE L2 VPN-NAT |NAT 7 — /L4 ?i%%’i%
TN EfRELET,

NAT+EHFE DT R L NAT+HAE# L DT R L A Z4RE ||, Cort EEA v | NAT+D A

2 LET, HReRace g 7 o — | I E




IPsec tEEDERE

j_O

2ADT K
L RITEE
#i
EEEY/
NG
modeconfig |HNT=T
KL =iz
5
Y.
peer <IP 7 nxﬂiﬁié
K12 IP7 R
AN
R
overload R— NEHT BT overload A= MR
L7gu0
TEHA% B N — . .
%;fﬁi%;T; M D TOP/UDP K — MER | o 5 By — b
o (#iPR) ZFRELET, 75 4
— ]
. EHEIOT—H LT RL A% . . .
. L S e 5 2 7 N
o—H LT KL A por | g IPv4 7 R L AR B AT
R . . ML D — LT R LA ) i
— L e S LA BHIEAS
7 — L7 R i LT IPv4 7 R K B AT
EHETOR—H LT RL 2%
BelLEd,
a— YT Ry % static—subnet ZFEE LT [IPv4 7 F L AR BWEA AT
YA 1L, host ¥Rl 1 Z#4RE L
RNTLIZENY,
FHAE DT 0 — LT R LR
. . . PHRTELET,
— L 7w
T\D INFT xR % static—subnet ZF5E L7= [IPvd 7 KL RTEK B WEASTT
YA 1E. host ¥Rl 1 Z4RE L
RNTL7E &,
Bawh 7 Ry b~ AT Tl
T xy hvR7 |ELEHALTCHEHRELE  |IPvd 7 FL AKX A WA T]

BRzVbMYE: URA M1 Y (isakmp policy ) ¥EELRAE T2 Y
AEZT 4w 5122 b (EELE) Kisakmp policy BDHIRIZH Y A

|courenpuige

VPN-NAT M CTE £ A,

BEE—F

IKE R Y v —&EE— K
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| FotouL— rigtenBE

Itunnel—route (HEEBEAMD O RILIL—F)

IPsec IBEICB VT, AIEED Aggressive FF— KD Responder & 7257235512, VPN BT ~
DRRBER 2T — 7 W GET D255 EL T,

ZO%A . VPN BT ~D NextHop b & ETHREL 7,

tunnel-route DX E % L7-IEE(IZ crypto isakmp policy @ peer—identity distinguished—
name ZgXEd 5 & tunnel-route NNEHEL £H A

refresh I~ RBICHAMNZ b a~ 2 R TI,

I REM 1 VPN ET7~DFERIFERZ E8E I D (NextHop (F 192.168.100. 1 &3 3)

Router (config) #crypto security-association
Router (config-crypto-sa) #tunnel-route address 192.168.100.1

I REM 2 VPN ET7~DRZRFERZEFKI S (NextHop [E PPPoE#T &3 B)

Router (config) #crypto security-association
Router (config-crypto-sa) #tunnel-route interface pppoe 1

I:l?‘/ FEH

tunnel-route { address <IP 7 KL R> | interface </ 22 T 1 —REF> }

I/ﬁ’%)‘—ﬁl
INTA—4H BRERNS =% 7E & BB DIE
address VPN E°7 ~D R 2 g% L. NextHop |IPv4d 7 KL A
AP 7 FLA> DT RUVAEFRELET, A
: BT
ir}ti’f&a;@lwx VPN BT ~ORE A B8k L, NextHop | > 2 7 = —
DA VET 2—AZHRELET, AL TR

TR

|courznbuige

Aggressive E— R ® Responder DA TH ., VPN BT ~DORRIEIER 2 B8 L FH A,
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Iﬂmtbm%i?

Aggressive F— FTlL, IP 7 FL A TiE7Z2< ID TERAETE 572, Responder Tl IPsec
DFAL =2 a PIEFESTHBMHFEDOIP T RLARDLNDE EWI X —ANHY £4, 2
O%AE. FHHFE (VPN ET) O IP 7 RLA~DORKIL, (L OHE) 774/ b— ML
RoTLEIZ &I £,

ZOawr RICT, DALV VPN BT ~ORKIEHRD NextHop ZE L TRBX, 57
AV Rb— R ETEIRBETHREZITR O ZENRTEXDH IR £,

I%i%—F

IPsec £ FREE— K
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Itunnel—route (WWN EZBEHED FoRILIL—F)

IPsec MWfEIZBUVNT, A Aggressive E— RD Responder & 7257282512, VPN B 7~
ORBAEHRE T — 7 VB GT H2HEICHRELE T,
Z DA VPN B 7~ NextHop & 8O THELET,

Syt

tunnel-route MK E % L7-4EE |2 crypto isakmp policy @ peer—identity distinguished—
name T T 5 & tunnel-route NNEEL £H A,

crypto security-association — RT, #ET D tunnel-route =~ FITEEEITXIL 1
DOLPRETERVDIZH LT, Ka~r RiE, peer L TRRETLIZ ENTEET,

Ka~ RINRREIILD &, crypto security—association B— R CTREIILTWD
tunnel-route =~ > NI VELMICHIF S ET,

refresh 2~ RRICARNC/ R Ha~2 RTT,

IE&EWH VPN E7 ~DREHRIEHRZE Z 89 5 (NextHop (& 192.168.100.1 &9 %)

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #tunnel-route address 192.168.100.1

IEEEWJz VPN E7 ~D#ERIEH £ 85T 5 (NextHop (& PPPOET & ¥ )

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #tunnel-route interface pppoe 1

I:l?‘/ FERK

tunnel-route { address <IP 7 KL X> | interface </ 227 x—X&#H>
{ewan <1-2> | pppoe <1-24>}}

I INTGA—7H
INS A=A BHARES % EEE HIREEDIE
address <IP 7 K |[VPN &7 ~D R AEH %2 ok L. IPv4 7 KL A
2> NextHop 7 RV AZFEREL £7, V7=
interf A v VPN BT ~ D A A Bk L ewan 1~2 GLEO
eriace NextHop DA > X 7 = —A%ZRELE pppoe 1~24
BT o — AL .
9, dialer 1~20
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/Psec 1#5ED

1 —1
R AE

|courznbuise

Aggressive E— R ® Responder DA TH ., VPN BT ~DORREIEHR 2 B8 L T A,

Liorsous-

Aggressive E— R Tld, IP 7 RV ATiL7Z2< ID TGFC& 578, Responder Tl IPsec
DRI —2 g U PIEFE S THBHFED IPT RLARDNL LN —ARNH D F7,
ZOHE. FHFE (WPNET) OIP 7 RLA~ORKIL, (L OHE) T 740 hb—MZ
L7z oTLEIZ &I ET,

Zhawy RITT, iﬁb#%ﬁwwwETR@&V%%@NMMW%Eﬁbfﬁﬁ‘f7j
VR — N EIFEIRE CBELZIT/R) I ERTEHLLITR ET,

Iﬂi%—P
IKE R Y > —EE— KN
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| SA-UPJL— MZRED R TE

I sa-up route

SA-up /L'— k@ nexthop Z i€ L £9°,

ZHIT L IPsec SADNIEDNT-BE. D ipsec access—list DAL [P 7 R L A DORENG
WEN—T 4T T—T7N EIZEBMLET,  (SAREER LB, £ORKBIERITILV—T 1
VT T =T BHIBRENET)

KRz, B 2172 £C 2 B OBERRITE IT o %6, AL TREGI#EZ1T 5> v—% (CUT
L3 AA v F) I LRIPEDZAF I v I —T 4770 ha)LElirEbEREERO
JINEDTZDITFEA L F9,

refresh 2~ NBZIZAENC/ e ha~vr RTT,

I FREMHI 1 SA-up JL— b D nexthop [2192.168.3.8 ZEELFE T,

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #sa-up route address 192.168.3.8

I avy FERK
sa-up route <nexthop> [ZA kL] [distance]

I INS A—4
ING A—4 ByARES Bk it | HIREFDIE
SA-up /L— K@ nexthop # [P 7 KL A £ 7= R
; IP7 L X
X, AV 2 72— ATHRELET, . )
T
. SA-up /L — K@D nexthop 7 ||ewan 1~2
IP 7 N LA N [ I N
nexthop l RUATHRELET, pppoe 1~24 A FT
A H 7 < [SAup b— kD nexthop & ||dialer 1~20
— 24, VHET o— ATHELET, ipsecif 1~100
Sa koL RIS A INET A7 7 1 haLZa#®  |local-protl rip Tmetric 1
WLET, local-prot2 THMELET,
245 R : Iy
distance ;ﬁxﬂ"é&ﬁ [ distance EEFRELE || . 0

I COBREFITHHEWNES
SA-up /b— MEREZMHT A Z LR TEXEE A,

I%E%—P

VPN & L7 X EE— R
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| EREoRE

I aaa enable

BT & OFRGEIZ, YEEREE (Xautu) 21T HOME I MDA RTE L £,
YROERLEE (Xautu) ZITHo8%501E. HFEO—HH « /XA T — K% gaa peer—name 2 <. N
THRELET,

refresh 2~ REIZHEGNC /B o~y RTY,

I REM 1 HERFBAEEITS

Router (confiqg) fcrypto isakmp policy 1
Router (config-isakmp) #aaa enable

I avy FERK

aaa enable

I NS A—4H
INT A—=HTH FHA,

Loozezannuse
PR & AT\ E A

Imﬁaﬂa@?

IPsec TlX. TBFIFAEE 7213 Pre—shared key TOERIEDIENIT, 2—HP 4 « )RR T — R
DBFEZEATH 2 ENTE, ZNEERIEE W ET,

I%E%—F

IKE RV v —fREE— K
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I aaa my—name

et T DYRIRRERE (Xauth) SNDHED, BHOA—YH LR T— FERELE T,

refresh 2= RZIZHENI /B2~ RTT,

I I HRARSRAL CERAY 2B 5D 1—F £ % FITELnet-F140", /SXT— K% F140-pass” &9 %

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #aaa my-name FITELnet-F140 password F140-pass

I:l?‘/ FERK

aaa my-name <1—H%E> </INXT— K> [{secret | private} [encrypted]]

I INTG A—4H
IXTA—4 | BENE | BERmE | AREOE
. HFA BILIERGE (Xauth) SH2EAOMT Bk 64 X5 | .
PV s e L Dy | TR
o [T D RRGE (auth) SHBEHAOHT [Fok 64 37 | .
PRI g o= R LET s I
PSAD — R AW % B AT W 4 4 ]
T 50, AEEEAR AT S0 A EE L
K1
| E3 ! INAT — R
e secret [HAET DERICIAME SEE (T ||*oore EWEELL
private % private .
tvate LT B BRI IR A W 2 f
. 9%
SSAT — RE R BEABET 570 8 ) ERTE L
ES R
COAT A v ERNT A LIC LD, SR %;Zmi
encrypted |— RIERFSALFA L HE SN E S, * encrypted _;sz
secret £721%, private & HAAHETHEHT B E A
HT17 ., secret, private DIFENHENIES
IZ. encrypted ZEET 5 I LIk E A,
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X1: ZOF Ty aid, BETHETSICAEDERD, "RY— BB LENTER
X encrypted 7> a AR EERICAIINENF T,

¥2 1 NRAU— FPRBRICHEBILEADOREIX. 07 a v 2RETHIVERDY £7,




/Psec 1#5ED

1 —1
R AE

|courznbuise
PEARRAECHI 5 B 5 DA L AT — KIZb ) A,

I *E?'EHIL.\HE t [i ?

IPsec TlX. TBFIFAEE 7213 Pre—shared key TOERIEDIENIT, 2 —HP 4 « RRAT— R
O)Elbl‘lﬂi%'fj—jx——tz))f% ph%#‘aﬁnunﬁkl{‘b\ij—

I'7‘/7|'f'f‘zl~

MTPEYLERAET 256, fHTFO2—W4 - /AU — KL, "aaa peer—name” 2~ KTk
ELET,

I%E%—F

IKERY v—REE—F
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Iaaa peer—name

MFLIBERERE (Xauth) 2580, HFOZ—FH L ANAT— REREL LT,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I B 1 HAREREE CEAY AHEFDI—H LT "WPN-Peer1”, /XX T— K% "VPN-Peeri1—pass” &9 %

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #aaa peer-name VPN-Peerl password VPN-Peerl-pass

I:l?‘/ FEH

aaa peer—name {1—HE> XA T— K>

I/ﬁ’%)‘—ﬁl
NG A—A REAS TR | ARREFDE
I ﬁj?jizgubjﬁé};?h) SNLHEORS nziglgt% BT
SR T R Efig?fﬂf;nﬁﬁéxigk; SNLHHEDHEY %ﬁgl?(? ST

|courznbuige

MFEZYLREET 2 Z LT TE A,

I%E%ﬂt@?

IPsec TlX. TBFIFAEE 7213 Pre—shared key TOERIEDIENIT, 2—HP 4 « )RR T — R
DOFBFEEATH T ENTE, TNEHEERIEE WNE T,

I'7‘/7|'f'f‘zl~

HOMRERGESN D56, B2 —¥4 « /XAU— KL, “aaa my-name” 2~ KT
ELET,

Iﬂi%—F

IKERY v —REET—F
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IPsec tEEDERE

| VPNt L4 4 DEE

Ianti—replay

IPsec 18 217 9 HBAC. EAT 2EERIRREIC L W X v OBIZENEFBRIHR T 5 XL 9 720k
HENNFEAT A L. Replay Attack WEE L LTy FEFEFELTLEY, AL—T v FOKT
MIELETAHZENDY T,

show vpnlog 2~ R&EF(TL T, v 72 Replay Attack WERINDH LI THNUT., A=
~ . RTCdisable Z{EETHHFICLY, AN—Ty NOWEDKNIGENH D £,
WEWRBICISE U T disable IZREL T Z &0,

refresh 2~ > NBZIZENC/ha~wr RTT,

I%EM1 Replay Attack ifiMREZ L LT, £TO/7y FERET D

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) fanti-replay disable

I:l?‘/ FERK

anti-replay < Replay Attack &&E>

I INTA—4H
INTA—4 HEAR REHE  AREFDE
Replay Attack (Z3%49 537 v M &2HEHET 5
MEIDOEREE LET,
Replay Attack enable s
e Replay Attack IZf%¥4 5 25/37 > b ||disable AT

enable

P LET,
disable |2 TDO/N7ry FEZELET,

I:@%EEﬁqu%é

Replay Attack (Z7%49 537 v M&MEE L £9°,

Iﬂi%—F

VPN & L7 X EE— R
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Iaaa peer—name

FHFELIERGET 2560, HFEFOZ—FHENRNAT—FERELET,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I B 1 HAREREE CEAY AHEFDI—H LT "WPN-Peer1”, /XX T— K% "VPN-Peeri1—pass” &9 %

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #aaa peer-name VPN-Peerl password VPN-Peerl-pass

I:l?‘/ FEH

aaa peer—name {1—HE> XA T— K>

I ING A=A
NTA—4 HERE BOEHEE | ARETOIE
A fjﬁ_gi#iﬁnt;;)(auth) TOHAEOMFOL— iﬁgﬁc? T
SR R f%?i%%Lgﬁfm'¢é%ﬁ@miWWV<§£§§¥? |

|courznbuige

MFEZYLREET 2 Z LT TE A,

I%E%ﬂt@?

IPsec TlX. TBFIFAEE 7213 Pre—shared key TOERIEDIENIT, 2—HP 4 « )RR T — R
DOFBFEEATH T ENTE, TNEHEERIEE WNE T,

I'7‘/7|'f'f‘zl~

HOMRERGESN D56, B2 —¥4 « /XAU— KL, “aaa my-name” 2~ KT
ELET,

Iﬂi%—F

IKERY v —REET—F
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IPsec tEEDERE

Icrypto map (EAZEE—F)

VPNET LD L7 ZEROT M) ZRET DA, VWWNELZ XEEET— RIIBITLE
—a—o
REDBIL., BL Y B4R, — o A EERELET,

refresh =~ NRIZARNC/ e ha~ > RTT,

I REHI1 WNELIZREE—K (ELI 2B : Tokyo) [SRBITLET,

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #

I/ﬁ’%)‘—ﬁl
NS A—4H BRERNBE REEE | AREOE
VPN & L7 % D4R ERRELET,
PPPoE A > % 7 = — AEEEE— R/EWAN A > % |Er K 16 3¢
VLI HER | T 2= ARET— KT, #HATHVNELY  (FOIE  |EHIERET
AERELETOT, BHDLTWEAFRRICL (&

TLTEEW,
VAR S ERELET,
U AE BRCEA LY — A AR R LR LR E A E
=2 BL AT ELRIRELEZNE S LEEX
L\i—gﬁo
BRATURY ;1282 R

1~128 BWEATHT

I%E%—P
BAREE—F
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Icrypto map (A4 R ITT—RABEFEE—F)

AH T2 —RTHISTIT A VPN L7 XD MAP 4 % EF LE T,
VPN £ L7 %%, crypto map 2~> R T, VPN B L7 ¥R EET— NIIBITL T, ZELET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

EXEHFI 1 EWANT 4252 T2 —XIZ, MAP & (Tokyo) D VPN L7 2 Z xS F 1T E T

Router (config) #interface ewan 1
Router (config-if ewan 1)#crypto map mymap

I/ﬁ’%)‘—ﬁl
ING A=A BREARE RESIEH | HIREFDE
YLy T ;é;gt;? ax s FTHRELERELVZ 240HE | AT

I CDHREETHEWNGE
DA H T =2—ATIE, VPN (IPsec) Z{HEHALEH A,

Iﬂi%—F

EWAN A > 2 7 = — AR IEET— K
PPPoE A X 7 = — AR EET— K
HAXYT—A BT 2—AREE—R
IPsec f VX 7 = —AFHEE— R
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IPsec tEEDERE

I ipsec access—|ist

IPsec DB V7 X 1EHEEFRLET,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I BEHGI1 E2TONTY FEESIET D

Router (config) #ipsec access-list 1 ipsec ip any any

EREHl2  192.168.100.0/24 — 192.168.200.0/24 3EM/\7 v b #EEILT B

Router (config) #ipsec access-list 1 ipsec ip 192.168.100.0
0.0.0.255 192.168.200.0 0.0.0.255

IE&EWJs T0P /3% v FDHEESIET B

Router (config) #ipsec access-list 1 ipsec tcp any any

IEQEW'M ETOD/NTy F#FEES{ELAILY (bypass)

Router (config) #ipsec access-list 64 bypass ip any any

ipsec access—|list <ipsec-access—list ZFE> { ipsec | bypass | discard }
KFOra)LES> {any | local | host GEEET IP7 FLRY> | GEEFTIPT
KLZR> GE{EFtWildcard <X 4> } [eq <TCP 7R— +&EE>] [eq <UDP iv— +F&
S>] {any | peer | host <BEF IP 7 FLR> | <FE5k IP7 FLR> <3i%
Wildcard <X %> } [eq <TCP R— r&ES>] [eq <UDP ;R— FFESD]
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EET—L2BIEH— FH T4 LX/—45 FITELnet-F140

I INGA—4
X5 A4 BENE 7 BREE DB
FnEhnoEtofRsAEELE
ipsec—access— |9, F7-. ZDOFEFIL. VPNt L7 o
list B8 |po@rEL UL shEs |28 L]
CEEEDS /N S UNT CBSCEEN )
ipsec [EREEI )
SHLI 5
ipsec | bypass R bt & 50, B BB
' discard (bypass) *®ZET D, BEFEXGE ||bypass e B WA ]
LT oahEiRELET,
discard PERERF R
R IS
licmp [TCMP
ip TP
: Fuhangb L<E, 7r bt |wp [TCP A
7u bhaVES | oo, B WA ]
%Fifflg?ﬁ Li’ﬁ‘o ‘udp ‘UDP
0~ |Z7'm khajn
255 | HEEEIEE
FoXTG RA—H (T FLARKR— M E
B E) T, &T) EETLHY
n Al any" 2 A LET, o B
v v L aERE LCHECESTS T
AT, TPaddr=0.0.0.0
Mask=0.0.0.0 C#EI L E 4,
local HRRE 7y NefRET 56 Local B
1%, “local”ZfEE L £,
EETL/SEET L AL LTARA R
host T RUVAREBRETAHEICOTE host -
KR
\;ég— N NAL fm S P - > A
t;]: Por RETT FLRAEIEELET, IPv4d 7 RL AR AT
T e ERET LB AT |
; car 12, Wildeard v 227 %8 L+, | " o
5;15'5 DT RV s v Lzt LT IPvd 7 FLAJBR WA
565: Wildcard (56507 R A Z#BEBET 5720 . P PN
~ A 12, Wildcard = A7 #f8E L ¥ 9, IPva 7 RLABA | EWART
or VPN B 7 58 6 E T D5 A1, cor
' “peer” ZARIE L E T '
TP A— &S |71 haATlep” ZIEE LA [ICP F— FES (0~ [BHARA
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IPsec tEEDERE

12, Bl 35 TCP R— &4+ |65535)
ﬁiﬂ]\/\i‘é—o
Zu kAT udp” B E LA e
P A b 12, A9 WP K— hE B
L’:.E_‘L/\iﬁ—o
BERTVRY 128 kU

BT

|oozezanniss
IPsee HREA T = L1 TE £ A,

I%E%—P

HAREE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Imatch address

Wb T 57y hERELET,
NI RDOEETT ¢ 54T R L AL, ipsec access—list @I~ RTHE L. match
address 1< N ClX, #£H9° % ipsec access—list HEEZFEE L E7,

IPsec TLEZITH> D THIUL Mst/2nd) 7> 9 N2 TAA VPN &89 77 w7 VPN %
BREELET,

Ist/2nd @ 2 2@ crypto map # 1 fiRE L, B L7 X & FIIF—DEHEFEZEEL X7,
F7-. WETHAT 5 crypto map 1T, A v F—7 = —RF— NITTCEEMNIT 217 2b 7
TR Y AL

IPsec A EZ4T 9 O THIUE Imulti-path] 7> a v 2HEX LET,
(RO EICIE [balance] A7 v a v bEHLET)
multi-path @ 2 2@ crypto map # 1L flFRE L., B L7 XFFIEE—DOFZEHEECLET,
Fo, AMOECCHENT 5 crypto map (Z0T, A X — T = — RAE— NI THEfT 217
e TR0 £H A,

refresh =2~ NZICHEDIC /e Ha~ 2 T,

IEQEWH 192.168. 100.0/24 <-> 192.168.200.0/24 £HE2LT 2,84 v & LTHET S

Router (config) #ipsec access-list lipsec ip 192.168.100.0 0.0.0.255
192.168.200.0 0.0.0.255

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #fmatch address 1 1st

match address <IPsec access—|ist %S> [1st | 2nd | multi-path [balance 0-10]]]

I INS A—4
INT A=A HEAR EREEE | HRREDE
[Psec access—list |B5EA{b3%/3 v h& LT, IPsec access— =
&5 List % B A4E LET I~61 R
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IPsec tEEDERE

Ist | 2nd |
multi—-path
[balance {0-
10} ]

IPsec TLEZ1T 2 %Gty
I%. 1st £721%. 2nd
IR L E T,

IPsec A4 AT O
AT, multi-path
balance {0-10} %2R
LET,

IPsec TTENEHED A

Ist A VR EFRE L

S

IPsec TUENERED N
2nd S MAE " e

BELET,
ultie |LPsec AUOEAAT
path IGERELE

—d‘o

Ay, 2
balance | SAIZ/ N7y K&
0-10 BT sEG%

HRELET,

IPsec TUEANERE
R Lt
LI RIZI D E
7

Lonzsnpnusea

IPsec ZfiH C& A,

VPN & L7 R EE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I set peer

HELTUWA crypto map 78 SA LT H VPN BT OT RUAE-IFHRA N EBRELET,
refresh 2~ > REIZHMNZ D a~ 2 RTT,

HERF 1 FJ/ELTULS crypto map D VPN E7 %#7192.168. 1. 172 ET S

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set peer address 192.168.1.1

HEF2 HELTLScrypto map @ VPN E 7 % “vpnpeer 1”128 ET 5

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set peer host VPN1

I:l?‘/ FEHX

set peer address [ WWNEZ®DIP7KLR | KASVE }
set peer host <V\PN E7DHRRX +£&>

I/\°5)‘—’5¢
NS A—4 REAE REEE @ ARBFOE
VINETDIPT RLA, F77IXRA A
VPN BT DO IP 7 (&M ZREL£T, IPv4, v6 7 K
RLA | RAAL |IKERU —fEE— RTRELZ VN E L AKX HREAS AT
A TOIPT RLA, £FITRAAL L LR | FAAL 4

CTHLMENRDHY 7,
. VPN 7 o4 MEfREL £7,
gl;; TOEAT g WY —REE— RTHRELZ VPN B
TOIDERUTHLIVLENRDHY £,
X FAL VAL LTRETEAXNFIT, 12T XFETORILF A ~ 7)., IXF (a
~D. 5 F 0O~9, M7 ). Fy b)) DHEPERETEET,

e K 64 SLFED

e L

|coumennuis
IPsec ZfEHTE £HA,
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IPsec tEEDERE

I/-I-\x F&IZDULT

Z DR A ML, Aggressive FE— R T Responder OIFEIC, FHHESBEM LTS AHIDE LT
S ET,

BEE—F

VPN & L7 X EE— R
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I set pfs

PFS  (Perfect Forward Security) #1T77¢ 9 B3I, Diffie-Hel lman SEAZHaz {7 L7~
Oakley & FRIZN DG S BT AL L E,

Z P o< Rk Oakley Group Z¥5E L7,

Diffie-Hellman Group {21, 1 (768-bit) & . 2(1024-bit) &, 5(1536-bit) @ 3 FEIAN &
nFE9,

refresh =~ NRIZA®NC/ b2~ RTT,

SEW 1 PFS {ERREFD Oakley Group [Z. Group2 Z{#AT 5

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set pfs group2

I ING A—4
NS A—4H ByARES ERESIE HEREFDIE
groupl
DH 7' /v—7 |Diffie-Hellman 7 /L — 7 FK 5 Z2IEE L E T, |group2 |[HIEATAT
groupb

I:@%EEﬁqu%é

Initiator & 725456, PFS ZfEH L £8 A,
Responder & 72 535414, Initiator 205 DIEZED Group 1, 2. 5 THIUL, TNna=zIlT A
nWEJ,

IPFS ElFx

Quick Mode F—23% X5 7= N2 F— D FAHL % H3Rk T2 Internet Key Exchange (IKE)
DOFNETT, F£/o. TORBEICF—D KX X (Groupl or Group2) ZELET,
X2 VT 0 O CIEHEE 2D FT0N, F—OZHUTFR R0 D R AN H Y 7,

Iﬂi%—F

VPN & L7 X EE— R
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IPsec tEEDERE

Iset redundancy

A A B THEENH R o 7285A12, nexthop 7 RLUAZEH LT, Sy 77 v 7
(2 crypto map TRIESITRO-®L 7 X LTI L CL— MEREZBML X, 727201,
crypto map & ewan <{I-2IZRELTHEHAL, 7 RV A2~ 7 /L THELTWDHDTHN
1%, redundancy address i EITMLTVLEETT 23, dhep/pppoe/dialer OIFEITEFICER T DM
TH0 EFHEA,

F7-. delete message ZFRTET HZ EICE D NN 7T v T AFRNS A A VARRIZEITT 5
LEIZ, R T o7 DOETIZX LT, Phasel, Phase2 (In/Out) @ delete message Z 55 L £
7

ZAZMI E 71X FITELnet-F ¥V — X[RETY,

I%EM1 Ny YTy THICEET HREIED next hop 7 KL% 192.168.50.3 (29 5

Router (config) # crypto map 1
Router (config-crypto-map) # set redundancy address 192.168.50.3

I:l?‘/ FEH

set redundancy {address <A.B.C.D> | delete-message-send}

I INTGA—4
NS A—7H BHARES B i HIREFDIE
address N 0T o TEHITHRHOMBFOIP T KLA |IPvd 7 RL A W]
<A.B.C.D> ERELET, e
deletes delete—message & L9, deletes BT
message—send message—send

I CDHREETHEWNGE
IPsec TTEMHEAFEHT D Z EMTEEHA,

I%i%—F

VPN & L7 X EE— R
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Iset secur ity—-association always-up

SA DFENLIRREZAMERF T 27 E D D adaE L £,
ZDavy RERE LS. ML U7z SAIMEL Lkt £3, H—. SADEIRr L7256
WSHENLT D ETY M T4 Lt £97

IPsec @ Aggressive E— N TiEM T 2AIZ, Initiator IZERE L T < EZRMTT,
& Z{ll FITELnet-F >V —X ([EE IP) —— #LSR| FITELnet-F U — X (&h#4 IP)
FREOBREE CIT@EE & v X IR O VPN (ZIENR N2, T4 7 X A LZET SA DHKEZITE
AR BBEMTAEEA,

O~y REMHT A Z L THLEM X 0 B SA BESL SN AT, B ZH 5 OwE(E
NARBEIZR D Z E1EH Y FH A,

refresh 2~ RRICARNC/ e Ha~> RTT,

Dien snemmness

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set security-association always-up

I:l'?‘/ FEHX

set security-association always-up

I/\°5)‘—’5¢

INTA=HTHY EHA,

Loosrzabuuse

TeNE U7- SAIZ. Lifetime DR EIZHEVMIFESL L F T,

I%E%—P

VPN& L7 ZREE— R
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IPsec tEEDERE

Iset secur ity—-association ipsec—src—id

Phase2 ID XA B2 — KD IPT7 RLABLIOT RLAT A7 2 EHRLET,
NAT BH{EE— K237 nat 7 (1 %kt 1 £H) OGAET, BEEOT RUANERGIET 55
B, TOHEBOT RV A #iff) 2Z0a<y RTHELET,

refresh =~ NRIZARNC/ R H a2~ RTT,

I EXEMHI 1 NAT DT KL XAV 192.168.100.0/29 [C7: H35E

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set security-association ipsec-src-id
192.168.100.0 0.0.0.7

I:l'?‘/ FEHX

set security-association ipsec-src—id <IP 7 KL R> [Wildcard ¥ X %]

I NG A—7H
NS5 A—4 HEAR RERHE | AREOE
IR 4 > o . - SN .

7Lz NI EHHE DRy NT—7 T RUAZIRELE 1Pv4 7 RLA BT
D iV

: FHE DT N LA ZHPHIRET 572912, . _ |Wildcard ==

: S LA

Mldeard Wildeard ~ %7 24gE LT, semiainey 7 2 00,00

BEBR LTS, ’ L0 ET,

Lconesnpnusea

1OOT7 FLABHRTE L7 ZEHREFELET,
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

cmners

set security-association ipsec—src—id Z~ > RTIP 7 RLRAZIRETAIHES., v~ A7
(Wildcard ~27) Z@HHLT1I=> FUTT RVAFHAZRET 2 Z LN TEET,
Wildcard v A7 %, V7% v b~A 7 LITEXRRRY ETOTHERELTIZIN,
Wildcard v~ A 27 &EH 7y h~A 7, "17L70"OHBIARHIZ/2 D £7,

1) 24bit v A2 % Wildcard ¥~ A7 CRELT LA L, V7 Ry bR 7 TRETIHGE
DEN

Wildcard = % 7 @4+ 0.0.0. 255
YT Ry b~ AT DY 255. 255. 255. 0

12) AAR%Z, Wildcard v A7 CTRBLT L, L., V7 3y h~A Y TRIT HLEOE
Wildcard = A 7 @4 : 0.0.0.0

F7Hy b A7 DA ¢ 255. 255. 255. 255

I%E%—P

VPN ® L X EE— R
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IPsec tEEDERE

Iset secur ity-association |ifetime

Phase2 SA OFfFR A3 E L E1,
Phase2 SA OAAFREMIIX, Wl & kT — X ETIRETHZ ENTEET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

FXEH 1 Phase?2 SA DATFEsfE % 3600 FICERET S

Router (confiqg) #fcrypto map Tokyo 1
Router (config-crypto-map) #set security-association lifetime seconds 3600

I REHI 2 Phase2 SA DEFHR#MT—2 =% 1000byte (CHRET S

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set security-association lifetime kilobytes 1000

I avy RFEHK
set security-association lifetime { seconds <AE7FEFED | kilobytes <E#FH#FT—42 2> }

INE%—Q
INTA—4H BRERNE REEIFE | ARREEDIE
KR Phase2 SA DAEAFWEE (1) AELET. 0o o EHAE
ap=__ . Phase2 SA OATFHkT — 2 & (KB) Z&/E 1000~ =
BT R 1294967295 | 1 M FT

X R E T — X OMEEERE L-HAIE, HREMER L2 LREBELET—4E&0D
BEBRTRONESEES BRI T LA 7 T) 1T, Phase2 SA L £,
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

|courznpuige

AELEREEIE, 600 BT,
A NECTOAETER RN L £ A

lWNE7a$Eﬁ£mé%e

SAEMESILE DL LTWAVPN BT & AFEREOBRENRL LT, RO L IRV
\iﬁ—o

initiator ®EE | HEEBODZTEAEA L ET,
responder (LA ;%Eg%iﬁ&ﬁ%#%®%ﬁéﬂtﬁ%m@Lf\méwh%ﬁ

I%E%—P

VPN ® L7 R EE— R
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IPsec tEEDERE

I set transform-set

ipsec transform—set @~ R TERET D Phase2 OFF (bR Y o —Z T £ 7,

refresh 2~ RBICENCAR DL a~w 2y RCT,

HEFM1T ZDOELIYAIZBULTIL, ipsec transform-set THE LI="policyl”DHR) o —%
AT 5

Router (config) #ipsec transform-set policyl esp-des esp-md5-hmac

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) fset transform-set policyl

I avy FERK
set transform-set <Phase2 R!) > —&F>

I/\"%;‘—’Sl
INTA—4 BRENE R EE | BRREFDIE
. . - . 16 3C°F
Phase2 /R 3»— |ipsec transform—set Tik/E L7- Phase2 RV || |
tor LI BT
4 S AR ARE LE T il L

I COBREFTHHRWNES
B 5 DES. FAET /LY XA MD5 CTEIEL 9,

I%E%—P

VPN & L7 X EE— R

419



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Iset redundancy

A A B THEENH R o 7285A12, nexthop 7 RLUAZEH LT, Sy 77 v 7
|2 crypto map CTRIESIF bzt L7 X LTI LTV — MEREZBMLE T, 727201,
crypto map & ewan <{I-2IZRELTHEHAL, 7 RV A2~ 7 /L THELTWDHDTHN
1%, redundancy address i EITMLTVLEETT 23, dhep/pppoe/dialer OIFEITEFICER T DM
TH0 EFHEA,

F7-. delete message ZFRTET HZ EICE D NN 7T v T AFRNS A A VARRIZEITT 5
LEIZ, R T o7 DOETIZX LT, Phasel, Phase2 (In/Out) @ delete message Z 55 L £
7

ZAZMI E 71X FITELnet-F ¥V — X[RETY,

REB 1 Nw Ty THICEEFT HIRMIEID next hop 7 KL R % 192.168.50.3 (24 %

Router (config) # crypto map 1
Router (config-crypto-map) # set redundancy address 192.168.50.3

I:l?‘/ FEH

set redundancy {address <IP 7 KL A> | delete-message-send]}

I INTGA—4
INT A=K A% E N X E i B W& RF DA
. Ny VT TEATROMEOIPT KLA |IPvA T RLA |
1P LA oo L 4 ~
TF EERTELET, iz ¥ AT
delete— N delete— P
delete message ZiEE L E9, BMEA AT
message—send message—send

CDREZEITHEWES

IPsec TTEMHEAFEHT D Z EMTEEHA,

I%i%—F

VPN & L7 X EE— R
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Iset redundancy distance

AA L SABEERHE, Ny 7T v SAMIHIEDDBED Ny 77w 7RO distance filf & 7%
FLET,

! REGI 1 NV O Ty THICEFET DRERFEMOD distance fEZE 101295

Router (config)# crypto map 1
Router (config-crypto-map) # set redundancy distance 10

I:l?‘/ FER

set redundancy distance <distance {&>

I/ﬁ’%)‘—ﬁl

ING A=A BREANE REEHE | AREOE
distance i |37 7 v 7 FRIED distance fEEREL £, |1~255 B WEAS AT

|courznbuige

N 7T o TR OESE N BN 7> TLE I, unicastRIP b A X T ¢ v 7 )L—
FHMELhE 2 F 9,
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I (%) o 70 k3)LO distance fE

i7" bz d distance fHIZ, AT DO LI > TWET,

. Joral FIrAME| #E
AT 4wy i 25 A
L — b - AL N
‘BGP (external) |20

BGP (internal)  [200 25 AT HE
BGP (local) 1200

RIP 1120 25 F A
0SPF (external) |10

0SPF (inter-area) |[110 25 S ATHE
0SPF (intra-area) |[110

TKE L — b 0 25 A A
SA-up /b— K 0 25 H A B
IREDUNDANCY /L— |0 25 S AT HE
‘EventAction Jb— k |1 75 AT B
AutoConfig 0 25 A A

Loe=—¢

VPN © L7 X EE— R
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| EriimzcEy 28

Icrypto ca identity

AEAEDY 7 =2 b 2fET 5 T, HEOHREZRET DLERDH D £,
AKa<wr FTE, GEAEDY 72X b &2EKT 2 LT, BFOERERET H7-OIC, BT
AEAE (AH O ID) REET— FICBITLET,

IEQEWH BEFIAE (BSD D) REE—FICBITTS

Router (config) #crypto ca identity
Router (config-ca-identity) #

I:l?‘/ FERK

crypto ca identity

I NS A—4H
INT A—=HTHD FHA,
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Icrl—optional

AEAEOF % CRL THERR T 20 LW a2 E L £,

I REMB 1 GEAEOEMEZ LT CRL THET S

Router (config) fcrypto ca identity
Router (config-ca-identity) #fcrl-optional must

I:l?‘/ FERK

crl-optional <CRL £%%E>

I INS A—4
ING A=~ BRERAS RTEEFH | AREDIE
COIFAEIZE LT, CRLAFEHTANE H A
ﬁ_?l/i—é_‘o
CRL %7 FEMAEOAAENEL T CRL CReR L5, | [must BWEA ]
must |CRL ZSHUEC& ZpVvand, Mg b ofjirs | |notuse
WET,

notuse |FIFAAEZEDO A% CRL THER L £ A,

I:@%EEﬁqu%ﬁ

CRL ZHuf& (20 PLIN) TEAIVUTGEAEDOAMEZ MR L ET 25, BE TE 20 HuidmEsd
TWER A,

I%E%—F

!

BEHE (AFO D) REE—F
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Iemai

SEHHEYV VoA M7 7 A NMZEDDEFA—NALT RLAZHRELET, EFA—LT KL A
DIEREEGORWEEIT, REOXLEILIH Y XA,

REF1 GEBHEVIIRRIZFANIZEDHDIEFA—ILT KLRE LT, F140@xxxxx. ne. jp
HERET D

Router (config) #crypto ca identity
Router (config-ca-identity) #email F140@xxxxx.ne.jp

I:?DF%ﬁ
emai|l <EFA—ILT FLA>

I/\"%;‘—’;‘l
INT A=A BREAE REEHE | EREOE
BWFA—NAT K GEHE) VA N7 7 A VICEDDLHES A |4 o | n

I CDREEITHEWNGES
SEAEY VA N T AT, EMail 7 RLAZEDLHZ LI TEXEH AL

I%E%—F

ETAAE (BY0 D) 7

E£— R

e
it
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I ip address

SFHHEY V2 A N 77 A NMZEDB IPT RLAZZTELET, IPT RLADEHRE SO
WA T, BREOMLEIZH Y FH A

refresh 2~ NBZIZAENC /e ha~wr RTT,

IEQEWH BEAZE YV IR RTI7ANICEDHH IPTRLRELT, 192.168.1.1 Z/ET S

Router (config) #crypto ca identity
Router (config-ca-identity) #ip address 192.168.1.1

I:7>F%ﬁ

ip address <IP 7 KL X>

I/ﬁ’%)‘—ﬁl

INTGA—5 XRERNE REFH | EHFOE

IPv4 7 K
L A

i}

IP7RLVA GFEHEV VA N7 A MIZEDBHIPT FL XA BMEA AT

I:@%EEﬁbEu%ﬁ

SEAEY VoA N T A, IPT RLAZEDLIEITTEERE A,

Iﬂi%—F

ETAENE (AHO D) FHEE—FK
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I ip domain-name

FEAFEY 72X T 7 A MTEDD RAAL VAR ERELET, FAAL CAHROEREZ O
BROGEIT. REDLEITH Y FH A,

REF 1 EERAZEV I IR NI 7AIIZEDD RAAL VRZRE LT, xxxxx.ne. jp #/RET 3

Router (config) #crypto ca identity
Router (config-ca-identity) #ip domain-name xxxxx.ne.jp

ip domain—name < KA A > &>

I/ﬁ’%)‘—ﬁl

ING A=A BREAR BREEE  AHEREEDE
RAAL 8 GERFEY 7 2 A N T 7 A MTED D B AL AT IR 64 305 | B IEAS ]

|oomezanniss
FEAEY 72X b7 7 AT, AL G2 LI TEEE A,

Iﬂi%—F

BYENE (HHO D) REE—F
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Iname server

CRL % HTTP H— NIZHU D AT HA OARIRRICER T 52— 20— =D IP T FL A%
RELET,

BEF 1 RF—LY—/DIPF7RKLRXZ%Z, 192.168.100. 1 [(CERET 5

Router (config) #crypto ca identity
Router (config-ca-identity) #name server 192.168.100.1

I:l?‘/ FER

name server {Rr—LHY—/ D IP7 KL X>

I/ﬁ’%)‘—ﬁl
INT A—4 BREASE REEE | AREBOE
. . |CRL % HTTP ¥ — IZH Y 12T BE D4 .
(o DY — R |, S . : IPva 7 RL A | .
AT i s k= —s—o 7 [PETFEX e
FLAZRELET, i
I%E%—P
BRI (BH O D) FEEE—F
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Iquery—ip
CRL % LDAP Y — NIZH D IZT<S A D ILDAP — "D IP 7 RL AZHELET,

I EGI1 LDAPH—/A0 IP 7 KL A% 192.168.100. 2 [ZERET 5

Router (config) fcrypto ca identity
Router (config-ca-identity) #fquery-ip 192.168.100.2

I avy FERK
query—ip <LDAP H—/\® IP 7 KL X>

I/ﬁ’%)‘—ﬁl
NS A—H BYARES SRESHE  AREOE
LDAP #—/X® |CRL % LDAP $— NZHL 0 (217 < 4 LDAP ¥ |IPv4 7 K WA
IP7TRLA |[—ROIPT RLAEZHRELET, L A
I%E%—F
EFEHE (BH O ID) &EE—F
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| Psecn o ViERICRIT BB E

I nolog-block-type-discard

vpnlog ®”block type discard ~"Z i+ HREELITVET,

ZAE LTy BB AET 20 E 2 0l 5272018 L7 PR EZT AR, Tred X
I IRGAIC Rl IR S N E T,
1) v F L7 ipsec access—list 2° discard 72> 7234,
2) BXIE I ipsec access—list IZ~ v F Lo 28545,

ZOavwy RCEYTHIa 2T L2k, thora 7227752818 T
=FET,

refresh A~ FRIZAMITAR D a2~ FTT,

I EEF 1 192.168.0.1 @ block type discard Z &I 2FEEZLET,

Router (config) fcrypto ipsec-log
Router (config-ipsec-1log) #nolog-block-type-discard 192.168.0.1

I:l?‘/ FERK

crypto ipsec-log nolog-block-type-discard

I INS A—4
INTA—=HRIIHD FHNA

I%E%—F

IPsec B /&£ — R
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I nolog-spi—-no—-match

”SPI no match ~"® vpnlog ZHfl4 AR EEITVET,

ZAE LT ESP XNy RN ALEESLICH 2020006 T, /N7y MM I LTV D SA 23 H 25E
BHTFIZHD SAMZ~ v TF Ligmol=GalicthEansa 72 LE9,

DAy RTEMTLI a2 MT5Z LIk, hon 725 LT <752 8MRT
xFET,

refresh =~ NRIZA®NC e H a2~ RTT,

%EH 1 “SPl no match ~"®M vpnlog ZMHEIT HREZITVET,

Router (config) #crypto ipsec-log
Router (config-ipsec-1log) #nolog-spi-no-match

crypto ipsec—-log nolog—spi—no—match

I ING A—4
RITA=HTH A

I%E%—P

IPsec m /&£ — K
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I vpnlog—detai |

IKE, IPSEC % =® vpnlog & . keepalivefail @ vpnlog HHi/1Z 7 No. Z L IR E L £,
/o, Ra<w L FERET S E. vpnlog enable 2~ R THRE LTZNENANZ Y 4
/Uo

refresh @2~ RBICENC b a~y RTCT,

I HEH 1 keepalivefail @ vpnlog HHEETERRLET,

Router (config) #crypto ipsec-log
Router (config-ipsec-log) #vpnlog-detail all

I INS A—4
NS A—4 BREAR R E S LR DIE

V7 ESERMEATIEET 57202, A— B

MEfEELET,
ECOETEENRR LD E

all
_a—-

o 1100 RETHETHE R EFFO/NAN

q gL el £, L
HETHETHFEZLDREVE  |loq 1~100

gt 1~99 | BEZFFONRADKIGR LD F gt 1~99

e 3, 1t 2~100 A A AT

BETAETERE LY/ SWE | |neq 1~100

1t 2~100 |Bairo S ZRRt L L0 % range 1~100
+. 1~100

neq I~ [FRTETHETHEZUNOE %

100 FFomARBNHRE R 7,

range v & O & f5E LEiFEN

1~100 DFEFZFFONRANR R E 72D

1~100 *9,

Iﬂﬁ%—F

IPsec 1@ 7/ E— R
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I |PsecDKFEERTE

Ialways—up check—interval

SA DFENIRAEZAMERF T 2558 D, always—up DEERFIRZFEE L £,
Ko< Kid, set security-association always—up <> KT, SA OESLIRBE 2 HERF9
HREWZLIEGEDHRETT,

I REH 1 always-up DEERERZ 107 ET S

Router (config) #crypto security-association
Router (config-crypto-sa) # always-up check-interval 10

I:l?‘/ FERK

always—up check—interval <E5#R[Efm>

I/\"%;‘—’Sl

INTG A—5 REAR REHHE | EHEEFOE
BLfifFIbE  |always—up ORI (FPHAD) ZiELET, [1~20 WA AT

Loozezannuse

always—up OEEARFMMEIL 20 70 & 720 F97,

I%E%—P

IPsec KGR EET— K
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Iconfiguration mode application-version message

configuration mode =<2 KCinitiate ZEER LI=HHIC, TV r—TarR"—=Tg
BRI Yy M T AEEEE L ET,
respond ZEHR L7=5&1%, FIALEEA,

refresh =~ RRICARNC/ e ha~ RTT,

IEEM1 FIUr—3on—a3oDEEEY RT3

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration application-version
message fitel

I:?DF%K

configuration mode application-version message <Word>

INE%—Q
INTA—4 HEABE BREE | AHEEFOME
TAY = ar A=Y a VEEICE Y A (127 07 L,
ford B LET, " B AT

H AR—ZABXFEHLE LTI FENET,
Bl:ABCODEFEE, 5 XFELLTHV Y FENET,

I:@ﬂiiﬁb@m%%

EEN LY FLET,

I%E%—P

IPsec FHFREE— K
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Iconfiguration mode application-version push

configuration application—version message 2~ ROKENH Y . 1D,
configuration mode @~ > R T initiate N E IFLTWAHEEIZ, configuration
application-version message 2~ KOA vt —T% %y NLT req N7y bEEELFET,
configuration application—version message 2~ > ROFREND WAL,
configuration application—version message =~ RDF 7 /L MEaZHHA L T req /X7 v
NEEELET,

refresh =~ RRICARNC/ e ha~< RTT,

I%EM1 FIVr—oavn—oav({EFEEY LT request 2259 5

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration application-version push

I:l?‘/ FEH

configuration application-version push

I/\°5)‘—’5¢
INTG A =HTH FHA

I CDEREEITHEWNGES
request X7 NDOT TV r— g 08— g UHlE null TEELET,

I%E%—P

IPsec £ FHgR EE— K
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I crypto security—association

IPsec HERERMR D, FH X A ~HELZRTET H7-DIZ, IPsec FHHRTEE— FIIBITLET,

I REHI 1 IPsec HIBREE— FICBITLES,

Router (config) #crypto security-association
Router (config-crypto-sa) #

I:l?‘/ FERK

crypto security-association

I INS A—4
INTA—=HRTHY FH A,

I%E%—F

BABEE—F
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IaHm
IPsec SA @ KeepAlive & LC, ICMP AT 2HE D, ¥ A ~H/XEREEZRE L ET,

RET DHNAITLLT T,

ES NS A—5 ]
1 [\D KeepAlive TE(ES 5 ICMP Dk fﬁ%ﬁgﬁ%;f
Flo. 20D BIEEEZTRNARD 72 & XITSA |count o
D LR B s a s
- FA—HITHET S
freq

ICMP KeepAlive ME(ZMIkE (7))

ICMP KeepAlive DInZERF B (FD) timeout
ORI A Z 2 TSENRTIUIISE 7 L L AT

REHFI 1 1[ED KeepAlive T4 DD ICMP #:£(ET S, TD 55 3 D2DLEBFEZITERNEGHN D

=I5 EIC SADES EHET

Router (config) #crypto security-association
Router (config-crypto-sa) #alive count 4 3

IEQEW]Z ICMP @ KeepAlive DB A L7 FEEIZE 3R ET D

Router (config) #crypto security-association
Router (config-crypto-sa) #alive timeout 3

I HEHFI3  ICMP @ KeepAlive & 60 IR TEIET 5

Router (config) #crypto security-association
Router (config-crypto-sa) #alive freqg 60

I avy FEK
alive count <ICMP %{5%%> <ICMP %Bx%p>

alive freq GEIEREIRRD
alive timeout <timeout BFfE]>
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I ING A=A
NG A—% BRERNSE R E SRR | HEREFDIE
ICMP %124k | 1[5 KeepAlive TE{E9 5 ICMP D%k 1~15 BMEAH]
., |1 A KeepAlive TIEELIZICMP EH D 5 B, 0 o
IO I | S s oo 7= & X (o SA OBEE &l % (110 (AR
e I ICMP KeepAlive OE(ERINE (7)) 5~1000 |&IEATH]
timeout MR |ICMP KeepAlive DISZEFF B R (7)) 3~60 HIEATT

|courznpuige

ICMP XfE%k |4
ICMP 2Rtk |3 [
A5 TR 60 F»
timeout HERE |3 Fb

I%E%—P

IPsec KGR EET— K
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Iam—3—encr

Aggressive B— RIZ L AR I m—3 30D 3FHD ISAKMP 2347 v K &2 E{bd 53412

EELET,
VPN 7 73 CISC03030 DIFHIE. FRENMLE T,

HERFI 1 Aggressive E— FD I FZBEHD /N v FEREEILT S

Router (config) #crypto security-association
Router (config-crypto-sa) #am-3-encr

am-3—-encr

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

Aggressive BE— ROR I m—3 5D 3FH D ISAKMP 2347 > M, L L EH AL

Iﬂi%—F

IPsec £ FREE— K
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Iam—3—initcont

Aggressive BF— Rl LA x— 9 O 3% HD ISAKMP 24+~ M, INITIAL-
CONTACT Zi5H L £7,

EF 1 3FEB D Aggressive /845y RZ INITIAL-CONTACT #xH T %

Router (config) #crypto security-association
Router (config-crypto-sa) #am-3-initcont

I avy FERK

am-3-initcont

I/ﬁ’%)‘—ﬁl

INTA=HFTHY £ A,

|courznbuige

Aggressive D5E T #IZ informational X% k@ INITIAL-CONTACT Z26H L &9,

Iﬂi%—F

IPsec H{ MR TEE— KR
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I ikealive freq

IKE KeepAlive DG ZRE L £7,

I EXEBI 1 IKE KeepAlive MEERIIREE 30 IZEKET S

Router (config) #crypto security-association
Router (config-crypto-sa)# ikealive freg 30

NS A—H BRERAR RESHE HREFEDE
EIERINE  |IKE KeepAlive A{EMIMEZRE L ET, |10~3600 F> & WEA AT

I CDEREETHEWNGES
EERIEIL 60 BT,

Iﬂi%—F

IPsec K FiR EET— K
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I ikeal ive retry max

IKE KeepAlive ® U kT A A& E L £9,

I REHBI 1 IKE KeepAlive D) bS5 A EIEZE 3EIZERET 5

Router (config) #crypto security-association
Router (config-crypto-sa) # ikealive retry max 3

NS A—4H BREAR RESEE HEREFDE
U~ A A% [IKE KeepAlive DV h I A ¥ ZHELET, [1~5 BWEAT]

|courznbuige

U rZAEEE 1 [ETY,

Iﬂi%—F

IPsec H{ MR TEE— KR
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I ikealive retry timer

IKE KeepAlive ® VU h T A RAZHEL £7,

I REHFI 1 IKE KeepAlive D) S A RifmZx 10 #ZERET 5

Router (config) #crypto security-association
Router (config-crypto-sa) # ikealive retry timer 10

I:l?‘/ FERK
ikealive retry timer <\ k54 &>

I/ﬁ’%)‘—ﬁl

NS A—=5 REAR X EHE | HEEEDE
U N7 A Wl |TKE KeepAlive ® U b T A [MEZ#E L £, [2~60 F) |[HIEAA]

I COBREFTHHRWNES
U b7 A EIE 20 BT,

Iﬂi%—F

IPsec H{ MR TEE— KR
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I i sakmp—negotiation

Phasel D SA DT A 7 X A LW T3 DA, B LU SA ZHENLT 572812 Phasel DR T
T—varERBLET,
Ka<w RTlE, A4 7 ZA L0 T T HMENCEH LWSA DD 3T m— g9 U %
a2 ELET,

RERFI 1 AKEAMN Initiator DBFEEX, F4TFALFETD 100 HATICRITSIT—2 3 %
L)

Router (config) #crypto security-association
Router (config-crypto-sa) #isakmp-negotiation initiate 100

I:l'?‘/ FEHX

isakmp—negotiation < I T— 3 UEAIREFED

INTG A—5 REAR REHE | HEEEOE

Phasel ® % T =— 3 L HHLEEEH A initiate
F7-1%. respond 2> HIER L E4,

HE 2 Initiator @ SAIZDWT, A ||
o initiate |7 %A A28 T 2 TRATCH Lvsa ||initiate 1
ATV 86400 (D= DR AL T — g ARG LE || 86400
va VR +. AWEAS ]
HF 34 - — respond 1

H & 7 Responder @ SA |22\ T, 74 ~86400

respond |7 X A L T AARVRETITHT LU SA
1~86400 | D7~ DX T — a3 VB LE
KR

3 : Phasel ™ SA X° Phase2 M SA ZHEBIZEH T 5 L 5 72 lifetime REX rekey FEIL.
EEAMEZEOIER LRV ETOTITLRVTLLEEN,

|courznbuige

Initiator BFDO R T = —3 = BHIARE] 190 FOR(
Responder Bf D % o> —3 g U BAIARERA |30 FOR(T

I%E%—P
IPsec K FiGR ET— K
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I negotiation

ARIETE TIE, Phase2 D SA DT A 7 XA LW T T HHNS, HLWSA ZHENLT H720
Phase2 D3 A — g &KL £9,

Kavwy RTIE, T4 7 XA L0 T T 50BN LWSA Db oRIvT—a Uk
BT B ERE L ET,
ZOfEIL, ARIEEBEE D Initiator OIS & Responder DA T, REMALFETHZ LMNT
XFET,

Iﬁﬁiﬁh REEN Initiator DIFEIE. T4 TFA LB TD VPRI RTLIT—L a3 U &FRT S

Router (config) #crypto security-association
Router (config-crypto-sa) #negotiation initiate 90

I REHI2  AFFEEED Responder DIFE(E, 54 TR A Lim T D OWFNARITLIT—L 3 VZRIET S

Router (config) #crypto security-association
Router (config-crypto-sa) #negotiation respond 30

I:l'?‘/ FEH

negotiation <X I IT— 3 UEIREED

INTA—4H BRERNE REEFE W |AEREBEOE
Phasel D3 T m—3 3 LA % initiate
F7-1%. respond 7> HIFER L E 9,

L itiage | HEDY Initiator DSAIZONT, T 7 initiate 1~
R | st sl T B R LV sa o | (299 -

oo s D N H AT
A 1 - — respond 1~

H £ 75 Responder @ SA IZDOWTC, A4 7 955

XA DN T DRPEIZHT LU SA D
ORI — g CERRBLET,

respond
1~255

Loozezannuse

Initiator BFDO R T = —3 3 BHAARE 190 FOR(
Responder Bf D % I —3 g U BAIARERA |30 FOR(T

I%E%—P

IPsec KGR EET— K
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I re—establish-sa rekey

Phasel @ SA @ Rekey BI{EZTTVVET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I EHI 1 Phasel @ SA @ Rekey EN{EZE1T S,

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #re-establish-sa rekey

I:l?‘/ FEH

re-establish-sa rekey

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

Phasel @ SA @ Rekey BI{EZITWVEH A,

Iﬂi%—F

IKERY v—REET—F
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I retry

ISAKMP |2 X B HBhEAcHA D FEE[IlE (XT A —% : timer) &, eRFEEE (8T A—

X imax) HRXELET,

Iﬂiﬂ1 ISAKMP (2 & 5 BB BRI B ERMRE 200 &9 5

Router (config) #crypto security-association
Router (config-crypto-sa) #retry timer 20

I%Eﬂz ISAKMP [ & 5 BENBERIMOEAREEEBZE 1 EHETD

Router (config) #crypto security-association
Router (config-crypto-sa) fretry max 1

retry timer <E:i%:fEME>
retry max <gXiE{ERIFD

INE%—Q
INSA—4H BRERAR REEH | HIREFDE
RV ISAKMP (2 & % H B O PR fIfE  (HELAL - N P
e i B) B LT 1~30 BMg A AT
RS ISAKMP |2 L % H Eh#fAs 2 D fe Kk R & s |

Li—éﬁo

I:@%EEﬁbEu%ﬁ

S EEE 20
B REE R (1 (]

Iﬂi%—F

IPsec &Kk EET— K
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I retry guard-time

IKE 2 A/37 w FOEZFIZEWNT, BYNEE L TOLXMOFENT v &2 AU
REL T 2 E CORMARELET,

REH 1 WEDEENT Y DR ITANARERMEZ 5 ICKRET D

Router (config) #crypto security-association
Router (config-crypto-sa) #retry guard-time 5

I:l?‘/ FERK

retry guard-time (S{SHEIARERFRE)

I/ﬁ’%)‘—ﬁl

NS A—4H BREAR RESIEH | HIREFDE
IKE % /37 v hOEZEITBWT, BHEREREL

ZAZTFRERSE | TSR DT E Ny FEZIFANAREE 5 F |1~30 BWEAA]
TOWRE (BAL : B) #%EL £,

I:@%EEﬁbEu%ﬁ

ZAEFRERF % 1 ICRE L 7

Iﬂi%—F

IPsec KR EET— K
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IPsec tEEDERE

I retry rekey—-ipsec

IPsec—SA ® Rekey DV b T A Wl (VXF A —# : timer) &, U bTAHE (RT A —H
max) ZaXE L FET,

REHBI 1 IPsec-SA M Rekey DY) S A Rif@ZE 20 F &9 5

Router (config) #crypto security-association
Router (config-crypto-sa) #retry rekey-ipsec timer 20

F%EHI 2 IPsec-SA D Rekey D!) FS A B ZE 3B ET D

Router (config) #crypto security-association
Router (config-crypto-sa) #retry rekey-ipsec max 3

I:l?‘/ FEHX

retry rekey—ipsec timer <V b 71 [EFE>
retry rekey—ipsec max <V bk 7 A [A1%0

I NG A=A
NS A—4 BENE RTEHE EHHREOE
) b7 s S D Rekey @V BT AR (LB g e
IPsec=SA @ Rekey @ U b7 A B #3¢E L £
Y R A E(jfotimo ZIEET D E Rekey DV N T A % };igimo WA

lifetime fiis | F TV KL £,

EAEMMR [retry timer =~ RCTERELIZBEIRIZA D £97,
BRI retry max 2~ RCRRE L7zBIEIZ 20 £97,

IPsec £ FREE— R
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| 1P in IP#%HE
P in IPigse

I ip address

AV B T2—ADIPT RLA, 7%y bR 7 2HELET,

IEQEWH PPPOE1 D IP 7 FL X% 158. x x x. x x x. 1IZEET S

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip address 158.xxx.xxx.1

EREBI2 EWAN1 D IP7RFLRZE 158 x x x. x x x. 1, TRy k< RXY % 255.255.255.0

IBET S

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip address 158.xxx.xxx.l 255.255.255.0

I:?DF%ﬁ
ip address <IP7 FLRA> < TRy kTRI>

I/\°3)‘—’5¢
INT A=A BREAS BREEHE W HEEFOE
27 L ;’;j’ég; HDETHIPT Y ;;;;TW -

%W%Eﬁi@ﬂ~7ﬂy74/57:~2fﬁ\#7*?%719@%ﬁﬂf%iﬁho
R A v F T =2—ATIiL, unnumbered A7 a  OBIRBATRETY, ZEMIX
ip address unnumbered ZZM L TTF X\,

I%E%—P

IANA VX T 2 —AREET— K

EWAN A % 7 = — AR EET— K

PPPoE A &% 7 = — ARTEE— K

VIAN f VR 7 = — AREE— R

N—=T Ry A HT 2 —AREET— K
Ny RNAA VBT 2 —AREE— R
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I ip address unnumbered

BELIEA U 72— RACHESNTWD IPT RLAZBEHLET,
ﬁ:bt% VH T 2 —ADT RUANEERE SN TR WEEIEL, PR X7 =
WZHEEAT 2 2 itk EE AL
:0)4 VHET 2= AN T X BRETINERSHGEIC, BMETLT KL AL LT
=

IE&TEWH IINA ATz —RADIP7RLRZFURILA VBT T—ADT KLRIZERT 3

Router (config) #interface tunnel 1
Router (config-if tunnel 1) 4#ip address unnumbered lan 1

I avy FEK
ip address unnumbered <4 42 7z —X£&>

I/ﬁ’%)‘—ﬁl

INT A—%H BERAR B il LREEFDIE
lan 1
ewan 1~2

FBELIEA LV H 72— AZEESINT pppoe 1~24 |,
: — A ~
T # WHIPT RLAZEHLET, dialer 1~20 ELOR

vlanif 1~16
loopback 1

I CDEREEITHEWNGE
A UHET2—=ADT RLVAZREFEITLT FLAE L THEH LW,

I%E%—F

NRNA VBT 2 — AREE— R
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I'tunnel destination

N RV DFESET LU A% IPvd 7 RL AR THREL £9°,
tunnel source A~ ROBRTELT FLATZ7 7 I 25bE T I,

I BEHI1 FURILDIEET KL RZE 192.168.100.1 & B

Router (config) #interface tunnel 1
Router (config-if tunnel 1) #tunnel destination 192.168.100.1

I:l?‘/ FER

tunnel destination <%E%&7 KL X>

I/ﬁ’%)‘—ﬁl

INTGA—=5 RERNE REF HEREFDIE

IPva 7 ]“‘1/13121% AT

. N L DE s =
&Eﬁlﬁ? NZSZ Vi @&Eﬁlﬁ? [Nz %DXM_ Li—éﬁo IPv6 7 ]‘VXﬂ%IK‘

|courznbuige

Ky FVDSEHT R AEEE L EH A,

Iﬂi%—F

Fo A BT 2= AREE— R
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I'tunnel mode

NN BT 2= R LT, 7T 'BMEE—RERELET,

IEEM1 EORILDE—FKZ ipip &T 5

Router (config) #interface tunnel 1
Router (config-if tunnel 1) #tunnel mode ipip

I:l?‘/ FERK

tunnel mode <E— FEZE>

I INTG A—4H
INTA—4 BERNE BREHE | AREOE
N R — K% IPinlP 2>, BtherlP ® ¥ H 5%
AT EEL ST ibip
= F&E ([ipip k> FE— R%& IPinlP & LET, ether—ip AT

ether—ip | b > % /LE— K% EtherIP & L ¥7,

I CDHREETHEWNGE
KNy fA X T o — AR FEHTXEH A,

Iﬂi%—F

Fo AN BT 2= AREE— R
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I'tunnel source

NNV DEEFEILT RUA%Z IPvd 7 RLABREIL, IPv6 7 RLABXTHRELET,
tunnel destination 2= RDORELT FL A7 7 IV 2H5bE T 7EE0,

BREHF 1T RRILDEETT FLRAZ192.168.0.1 £ 5

Router (config) #interface tunnel 1
Router (config-if tunnel 1) #tunnel source 192.168.0.1

I:l?‘/ FER

tunnel source GE{ETXTT7 KL RA>

I/ﬁ’%)‘—ﬁl
INTGA—4H ByARES R E S HHEEEDE
IPv4a 7 KL A
e . X R . N i
= R N Z = R 2 :n.n—'—.: 7N N
HEETLT RLA | Fo L DFETLT FLAZRELET, IPv6 7 [ L % HWEA AT
=

Lonzsnnnisea
bR DRIFLT F LA EIE L EE A

Iﬂi%—F

Fo A BT 2= AREE— R
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| EtherlPifaE

| Ether | PR&&E

I internal-bridge
BRELTCWDAS U H T 2—ARET— KB, EOA L H—F VTV o P T N—T T
HINERELET,

I REH EEEAFZ—FILTVYOBES 1, tagFHREBEERET S

Router (config) #interface lan 1
Router (config-if lan 1)# internal-bridge 1 transparent

internal-bridge <4 2 —3J)LJ) v OBE> EREHRTE>

I ING A—5
NG A—4 BERNE REEHE | AHEBEOE
N . S ks N . P, <SSR =

;;i\/%g z—i@h?ﬁ@/r UH—FNT ) VR ERELE 1~16 BT
tag [FHAELT T 5 2 L ZOFE FHRET D
2, H7p% vlan & LTV D (tag (HFHITERE
L CHERR) MEfRELET,

SR A H—FNT Yy VIS LTE | |ransharent |y

IR transparent i@i;%%%ﬁb\i;‘ = terminate HWA

vian Z#&m L £ (tag fHMaFRE
LTERAR)

terminate

|courenbuige

HELTNAAL L E T2—ATOT Y v PRI TE A,

I%E%—P
LAN A > 2 7 2 — ABEE— R
VLAN A > 2 7 = — AHEE— K
KRN VBT 2 — AREET— K
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Ipw—type

koA o H T = —AD PseudoWire # A 71T etherport Z+E L £9°,
etherport Z#fEET A2 LKLY, A X —F T Y D lan/vlan A VX T =2— AL D
TV Uk EITH) DN TEET,

I HESF FRILA AT T—ADPseudoWire 2 A JIZ etherport ZIEET 5

Router (config) #interface tunnel 1
Router (config-if tunnel 1) #pw-type etherport

I:l?‘/ FEH

pw-type etherport

I/ﬁ’%)‘—ﬁl

INTA=HTHY EFHEA

|courznbuige

MWK R X T e — A ME X T AL

Iﬂi%—F

Fo A BT 2= AREE— R
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I tagging never

Ko< RERETAHZ LD, nulltag ZFR%E L untag 7 L— A C HUB

TR IRVWET,

I EH nulltag #BRELFZIL—LEENT D

(Zxk LT

Router (config) #line lan 1
Router (config-line lan 1) #tagging never

I:l?‘/ FERK

tagging never

I/ﬁ’%)‘—ﬁl

INTA=HTHY EFEA

|courznbuige

nulltag =5 LE7,

Iﬂi%—F

LAN A 2 7 2 —AFEE— R
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I'tunnel mode

co A BET 2= LT, BT EMbE—RERELET,

IEEM1 EORILDE—FKZ ipip &T 5

Router (config) #interface tunnel 1
Router (config-if tunnel 1) #tunnel mode ipip

I:l?‘/ FERK

tunnel mode <E— FEZE>

I INTG A—4H
INTA—4 BERNE BREHE | AREOE
N R — K% IPinlP 2>, BtherlP ® ¥ H 5%
AT EEL ST ibip
= F&E ([ipip k> FE— R%& IPinlP & LET, ether—ip AT

ether—ip | b > % /LE— K% EtherIP & L ¥7,

I:@%EEﬁbEu%ﬁ

KNy fA X T o — AR FEHTXEH A,

Iﬂi%—F

Fo AN BT 2= AREE— R
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Ivlan egress—tagging

EET7 L= AR LT, 802.1Q TAG ~y X IS NREIELINERELET,

802.1Q TAG ~» X &ALV ES ., tagVLAN EREZ 92 Z LI TE £H A,

BB, ZETL—LICE LTI, 802.1Q TAG ~vy X H 5/ LICHEbL LT, ZET+ 5L
MTEET,

EMF 1 VLANAR—F 1 DSEETHTL—LICHLTB802.10 TAGAY FZAAMLET

Router (config)#line lan 1
Router (config-line lan 1) vlan 1 egress-tagging always

vlan <k— FFEB> egress—tagging <TAG FZE>

INTGA—5 RERNE REHE | ARFFOE

YR — MR AR L E T
. o |LAN A 5 7 2 — R Z1E, 4 DDR— " R3HHD P
A= bET C romeateE L = WA

EWAN o > &% 7 = —ZADEAIL, "1"EFBELET,
TAG ~ & ZA /B 203 &HE L £,
BTNy M, Z 7RISk

oLy ge cptiE s n g alvays
e Al N = v O
NV e ekig anE T e

mixed |[ETDO/Ty FEZOEFXELET,

|oomezanniss
RTOSY Y ME, B 7 ERESNIRECEE SNET,

I%E%—P

Ethernet X EE— KN
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| NATHEBE

| NAT A

I ip nat log-table-changes

NAT ZEH 7 — 7 /L DAERL/HIBRIFIC, slog (ST 20 E 2 hOBE T,

refresh 3= FRIZAMIC/ D2~ FTT,

IEQEWI NAT ZE#a 7 — J )L DYERL/BIBREFIC, slog ISHHAY S

Router (config) #ip nat log-table-changes

I:l?‘/ FERK

ip nat log-table-changes

I/\°5)‘—’5¢

NI A=HITHY FEA

I:@ﬂiiﬁbﬁu%%

NAT Z2Ha7 — 7 )V OVERL/BIBRIERIZ . slog ITH I L EF AL

I%E%—P
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I ip nat reserved-sessions

NAT ZEHAEH{EIZ 3\ T, UPnP CTEER SN 7-AHL— L0 | R EOEE OO, fiE L
vy g VHPE AR T — TN ETIT A N TEET,

COREICED NAT BT — 7 A NN T LES7HE T, UPnP TR— ME#LZ T
L7zi@(5<°, DNS A0 H R EBEEN AR E 780 £,

refresh =~ NRICARNC/ e H a2~ RTT,

IE&;"'E“W] NAT ZET—JILE 10y 3 onFT S

Router (config) #ip nat reserved-sessions 10

I/ﬁ’%)‘—ﬁl
NS A—4 HERE HREHE HHEROE
o g NAT EBENEIC VT, TR OAMT —T v | J—
?//a/iﬁé&% o |k 1~100 |AWEATT

I DHREETHOEWNES
BT — T I DFRNIITVER A

foe=—s
BAREE— ]
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I ip nat max—sessions

NAT BT — 7 VO A E L £

I EEf NATEHT—JIILE 16384 2y a VR RET D

Router (config) #ip nat max-sessions 16384

I:l?.‘/ FERK

ip nat max-sessions <tw< 3 >

I/\"%;‘—’Sl

NS A—4H BHANES REEHE | AHIREFDE
o a VEIINAT T — T NVDERREERE L ET, (2048~16384 A MEAS AT

Loomezannuse

2048

I%E%—P

HAREE— K
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I ip nat translation finrst-timeout

TCP ® FIN 77 7 E£ 721X RST 7 7 WX IE S T2/ » MOV T NAT/NATHAE# T 5 856
o, BEONT— I NVICTF— 2 2o —T7 7 T AR (B) AELET,

xEH FINRST 25 TMBESNT/NTy FONAT BB A A LT L& 10FITRET D

Router (config) #ip nat translation finrst-timeout 10

INTGA—H REANE REHE | R OIE

FIN/RST 7 F V' NERE ST/ » DWW T D

timeout HE[H] NAT/NATHZEHAT — T LD Z A LT 7 [ (B))

1~86400 | & WA A]

Loowrznbuige
60 P S E T,

IFIN 2357&F?

TCP a2 X7 2 a T, axyva i d 25512, FINZZ 7%y b L7 TCP X/
v NEEELET,

TCP ® 7 u kL Tl&, FIN #3158 LN FIN-ACK 232{29 52 & T, TCPDax 7 g
VOERE R0 £,

DF Y FIN 2355 L7223 FIN-ACK 25215 TE o Toimh, TCP a7 v a Ok
BT ) ZEMMTEEE AL

FITELnet-F140 C NAT #RE A2 H 92 L 5 72i5A . FINOT —X X TCP O THY . £
D% ZDaxryvaEH LT —X@BEET2 O MERRND, T —X(ZH~_T
NAT 77— N2 EHREFE L CEBLSMERD D T A, LIEN-T, thoFT—2kn, XA
L7 MR ZELSREL TBEARNEZ N E T,

THEROBREIZEDE T, REEEZITRoTIZEN,
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IRST 2357&1E7?

TCP ax7 v a T, 77V —varOREICED TCP axs v a rE2HlT 55510,
RST 77 7%~ FLIZTCP N7y FEEELE T,

FITELnet-F140 C NAT #REZ 9% L 5 72356, RST OF — XL TCP OHWrTH Y . %
D% ZDaxryva B LT —XBEETROMERRNED, thoF —2 (2~ T
NAT 77— 7 V& EHIMEE L TR BERH Y ¥ AL, LER-T, thoFT—2L0, Z A
LT U R AELSHE L TRBSEAREZ OGN ET,

THROREICAPE T, RELEZ{TR->TIZEW,

I%E%—P

EAREE—F
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I ip nat translation icmp-timeout

ICMP {ZDUWNT NAT/NATH+EHL ¢ A A0, BEONEST — T NI T —H 22— 7 7
LM () 2R T L £,

ERFEBI ICMP /N4y D NAT RS A L7 b & 10 FMZERET D

Router (config) #ip nat translation icmp-timeout 10

INT A—4H BREAR REEIE HRREFDIE
ICMP 7347~ R IZ2UNT D NAT/NAT+E R T — 7 )LD X

timeout IRffH] A LT 7 N (BD)

1~86400 |A &4 AT

Loowrznbuige

60 RO RRE S E T,
I%E%—P
EARET—F
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I ip nat translation tcp—timeout

TCP 1Z-2UNT NAT/NAT+ZE#A¢ A 512, HEOWNHT — TN T —F 22— T 7 15
Ref (B) ZRELET,

FRFEFI TCP /N7y FDNAT R A LT b& 10 MICERTET S

Router (config) #ip nat translation tcp-timeout 10

INTA—4H BRERAR EREEIF | HIREFDE
TCP 7347 v MT DWW T D NAT/NAT+E LT — T )LD Z

timeout M S AT R (D)

1~86400 & A Al

Loowrznbuige

3600 pssE SN ET,

I%E%—P

BEAREE—F
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I ip nat translation timeout

NAT/NAT+ZERT A A0, EEONE T — T NMITF— 22— 7 7 T A0 (7)) %
RELET,

REH NAT ZHZ A LT L& I0RIZKRET S

Router (config) #ip nat translation timeout 10

ip nat translation timeout <timeout EfE]>

I/\"%;‘—’Sl

NS A—4H BRERNE R ESIE HRREFDE
timeout WEfE] NAT/NAT+EHAT — T N D X A AT v MR (FP) |1~86400 ‘G I& A AJ

Loowrznbuige

86400 AR E S E T,

Iﬂwzvyptwﬁ%

FED/NTy MIHT XA L7 U MEHZRET D22 ENTEET,

« TCP (ip nat translation tcp—timeout)
« TCP (FIN/RST) (ip nat translation finrst—timeout)
- UDP (ip nat translation udp—timeout)
« TCMP (ip nat translation icmp—timeout)

INOERRESINLTWVAEEIX., THELDX A <IZHEV, FFEINTWRWNT w RZOW
T, Ao~y ROBEEICHENET,

I%E%—P

EABEE— R
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I ip nat translation udp—timeout

UDP |Z-2UNT NAT/NAT+ZE#A¢ A 8512, EEOWNHT — TN T —ZF 22— T 7 15
Ref (B) ZRELET,

FREFI UDP /N4y D NAT R A LT b & 10 MICERTET 5

Router (config) #ip nat translation udp-timeout 10

INSA—4H BREAR ERESIE HRREFDE
UDP 734w RIZT-2UNT D NAT/NAT+ZE T — 7 L D 4

timeout M S AT R (D)

1~86400 |44 A< A

Loowrznbuige

300 FODNERIE S IVE T,
I%E%—P
EARET—F
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BELET,

I ip nat inside source
FDAUET 2= ANBLEET Dy FORETLT RLADEHINL— L%
NAT E— ROEE . NAT+E— R (IP¥ A AL —F) OBPE T, RED LT NELY F

TOTEEL TN,
INT A —H"static-subnet" ZFRETHZ LIV, NAT DLW L —)L % Xy NT—FH

MCTHRETHIZ L TEET,
refresh =~ NRICA®NC/ e ha~ RTT,

158. xXX. XXX. 2~158. xxx. xxx. 7)

Iﬂiﬂ1 NAT 254 (192.168.0.0/24 —
Router (config) #interface lan 1
Router (config-if lan 1)#ip nat inside source list 1 pool pooll
|/E

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255
Tlist 1 OEHD

Router (config) #ip nat pool pooll 158.xxx.xxx.2 158.xxx.xxx.7
1 pooll MEHDEETE

[f#3]
EWARTOT R L RA#EPA>IE, access—list a3~ RTHEL £,

ip nat inside source <ZHAR[DT KU A&JH> <EHH%OT KL R&M>E 700 £,
EWH DT R L AHP>IE, ip nat pool <pool £>a~ FTHREL X,

12 NAT+ZH (192.168.0.0/24 — A28 Tx—RF7 FLR)

I&E

Router (config) #interface ewan 1

Router (config-if lan 1)#ip nat inside source list 1 interface

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255
T1list 1 OEHDERE

(]

EHAFTOT KU A#PH> I, access—list 2~ RTIRELET,

ip nat inside source <ZEHAFTDOT KL AHPH> <EHELEOT FL AHE> L7420 £,
EHILOT RUATIDIE, A X2 72— AT RLRAIZEHLET O T, “interface” &

BELET,
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I B3 NAT EH: (RRAT14 v &8  FHEHI 1 OFT 192 168. 0. 1158, xxx. xxx. 2 DAEEZEHR

Router (config) #interface lan 1

Router (config-if lan 1)#ip nat inside source static 192.168.0.1
158 .xxXx.xXx.2

Router (config-if lan 1)#ip nat inside source list 1 pool pooll
Router (config-if lan 1)#ip nat inside destination static
158.xxx.xxx.2 192.168.0.1

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255

Tlist 1 OEDDEE
Router (config) #ip nat pool pooll 158.xxx.xxx.3 158.xxxX.xxX.7

1 pooll MEH DEERTE

[f#a)

BEF 1 EIEIER LT,
9 S0, ip nat inside source static T, NAT A¥ T (v 7 WA L CWAEFT T4
N, ZOAE L. ip nat inside source {EWARTOT R L A> BB OT L A>L
nE9,

Z DA, ip nat inside destination 2~y K&EEHL T, ZFa— Lo —h
MDA LT 4 v 7 BGFEATIROLERH Y 3, (ODHE)

I HERFI 4 NAT i (—HEZEH#R) 192.168.100.0/24——158. x x x. x x x.0/24 [ZZE#T B

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat inside source static-subnet
192.168.100.0 158.xxx.xxx.0 255.255.255.0

6578

ip nat inside source static—subnet <EHAFTDE(ETLHR Y bT—27 T FL A> (A
BORETLRY NT—2 T RLZ> (BT Ry h=wRA 7> £,

Ia—sVIPT RLAETTARX=KIPT RLAOEBROMAEDEEAXT 4
TR DDHELEATVET,

NAT A ST 4w 7 2 8EBATIR DO Hallid, v A7 ZHEL, 1 >Ox M) THRET S
ZENTEET (BEIRRPERER)
5) local=192. 168. 100. 0 global=158. xxx. xxx. 0, 255. 255. 255.0 C{BE L7-HE
192. 168. 100. 0 & 158. xxx. xxx. 0
192.168.100. 1 & 158. xxx. xxx. 1

192. 168. 100. 255 < 158. xxx. XXX. 255
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I:l?‘/ FERK

[NAT B%)
ip nat inside source |ist <access—list BS> [ZEHpiIBAIAR— FBES [FHEAKRT
R— &S] pool <F—JLL> [ overload | [ZHaikBHNA
R— &S [ERELRTR—FES]] ]

[NAT+B%]
ip nat inside source list <access-list HE> [BIAHR— FEE [ THR— +FEE]]
interface [ overload | [Z##%BAAAR— +ES [L#ak
BTHR—+rES]] ]

(RET 4 v Y E#]
ip nat inside source static <E#MAINDT FLR> <E#EBEDT FLR>

INAT X2 T4 w9 (—fEZE#) ]
ip nat inside source static-subnet <ZE#EIDFY FT—U 7 FLA> <EBRED Y
FIJ—OF7 KLR> G TRy hTRID>

 k5A—4 BRENE | BERmE | AREOME
L . BHHEIOT NV ARHEERRE LT (1~99 P
access—list H = SR A AR L ET 1300~1399 BWEAR]
2RI HAN— S ° Sofse o
%%%g?‘gi;? Tigf AR TOP/UDP B — MES (i || oo HEhR— P&
e ) EeELET, 1
St WL DT FUAGPAAZIE Lz |16 SCFLN NAT D551
NAT 7— N2 2R E L E7, DICFH AMEA ]
tert A UHT 2 —ADT KL A NATHE terface NAT+D3EE T
nterrace @Li—a—o fé‘[ﬂ%ﬂ’:ﬂ‘
e hE
overload R— NEHAT DA R E overload 2;1/\ ML
i Py L\/ \C’_ . o Y .
%i%giji;? Tf% JEBAFROD TCP/UDP AR — b5 (il | oo AEAR— M
gg ) AHEELET 4
SO B . S
BWHOT KL% HATORETLT FLAZTRTE L E IP:VZ% 7R AW
77, JE=
IS DEZTET N LA EFRE LR
BREDOT KL% TR DFFTT R HEELE Hiv4 7 R |
77, JE=
BHRIORETR Y NT—2 T FL
I AEEELET, .
IS 2 — NIZSZS
?%T?Z i Kstatic—subnet ZFRE LT85 811, #;:é7 y BHEATA]
host #lZ 1 ZHEE LR TL 72 S -
W,
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L OEE LR Y NT—7 T R
AERELET,

static—subnet ZH8E L7853,
host #BIZ 1 ZHEE L7 TL 2 &
AN

B DRy NT—2

7 RLA ji=e

K T ik

BRTUVRNY : REF 475122 Y, VRARI128= R

|courznpuige

IPvd 7 R

TV 7%y b~ A7 TIREL]Z |IPvd 7 KL

* e

* g

T RV AZEHRITATOEE A

I%i%—F

LAN f > 2 7 = — AFBEE— KN
EWAN A > 2 7 = — AR IEET— K
PPPoE A > X 7 = — AKIEET— N
VIAN A > 2 7 = — AR IEET— K
HAXYT—A BT 2—AREE—R
N RNA BT 2 — AREET— R
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I ip nat inside destination

FDAH T 2—ATZETH/Nr Y FOSHT RUVADOEBRNL— NV ERELET,
INT A —H"static-subnet” ZFETTH I LD NAT DEH L — LA Xy FT—FH
MTHRETHIZELTEET,

refresh =~ RZICHIZ /e ha~ 2 RTT,

I EREBI1 NATZEML (RBT4 v &) 158 xxx. xxx. 258 TRIE L7125 192.168.0. 1 [CEHT S

Router (config) #interface lan 1
Router (config-if lan 1) #ip nat inside destination static
158 .xxx.xxx.2 192.168.0.1

650
ip nat inside destination static <ZEHAR[DSEIET KL A> BHHE O%EHET K LA
L0 ET,

REB 2 NAT+ZEH: (RE T4 v %8%) 158, xxx. xxx. 2:71"— &S 1500 TRIEL = 5.
192.168.0. 1:7R— &S 80 ITEHT B

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat inside destination static
158.202.232.1 1500 192.168.0.1 80

[#za)
ip nat inside destination static <ZMARIDEE LT NL A  KR— hF iG> ZEHt%
DFEFET R A R— R EE> LR £,

I EREBIS  NAT Z#h (—35ZT#2) 158, xxx. xxx. xxx. 0/24<192. 168. 100. 0/24 2T %

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip nat inside destination static-subnet
158.xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

657

ip nat inside destination static—subnet <ZHARDOFX >y hT—27 T KL A> <A
BDOXY NT—I T RLA (P TRy h~wRAIZ>E0 £,

77—V IPT RLALTTAR—=KIPT RLADEBROMAEDEE AL T (v
TR DDHEEAITNVET,

NAT 227 1w 7 ZEATIR OB EIIE, ~AZZEL, 1 2O M) THRET S
ZENTEET (BEIRIRPERER)
5) local=192. 168. 100. 0 global=158. xxx. xxx. 0, 255. 255. 255.0 E{BE L7-HE
192. 168. 100. 0 & 158. xxx. xxx. 0
192.168.100. 1 & 158. xxx. xxx. 1

192. 168. 100. 255 < 158. xxx. XXX. 255
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I:?)P%ﬁ

INNTRE T4 vy (BEIEE) ]

ip nat

[INA\TREZT w9 (Ix1Z#) . NAT+R 2T 1 v T EF)

ip nat

inside destination list <access-list ZHE> [fAtAR— FBE [BTHR—F
Z511 pool <T—ILE> [R— FHBEE]

inside destination static <ZH#RINDT7 FLR> [FaHR— F&EE [BRTHR—

FES]] <EBBBEDOT FLR> [KR—FES]

(NNTRET 4 v (—FE#H) ]

ip nat inside destination static-subnet <Z#EIDHv FT—U 7 FLRA> <Lt
BOXRY FT—DF7 FLAR> TRy bk
TR
IKE%—Q
NS5 A—5 | BRENE | BEHE | AREOME
o o [ EHRIOT RUARRAEE LT 78X [1~99 ”_
access~lst 5 1) 00 o) s 1300~1399 | DT
RN o RN P - (=r==4 “I/ A
BHHIOT FL 2 | ZR055ET L2 548E LET, f;; MY L
(BRI — N5 | TCP/UDP AN— &5 (FPH) Z45 1 ~65535 R— B
KTHR—bES] |ELET, L7a0
. EHEDOT R LA ZHETE L2 NAT 7 — |16 SCFEUN |,
— ]/ 2 7, N
TN WA LS oy AR
IPva7 KL |
EHGOT FLA RGO FUREELET, (L e
M 4L i =] YN e R
Fe R ZHEO TP/ R— MEFERELE || oo | PR
+. L7220
EHARTOSEIETR Y NI —27 T R AEZRT
EHEIOR Y FT |LET, IPva 7 KL R
— 77 KL A Sestatic—subnet ZF5E L7 A 1. host 3 | AT
(21 ZFEE LRNTL7ZE0,
BHE DI Y BT —27 T R L AZRTE
EHEOF Y FT | LET, IPvd 7 FL WA
— 77 KL A Sstatic—subnet ZF5E L7 A1, host 3 | AT
(21 ZFEE LRNTL7ZE0,
. BT Xy b~ AT TIRELZEALT [IPMT R |
~ X e . . 4 ~
PTHy AT T T | 2t BMEAR]
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Loomezanniss
7 R U AEHBITAITOER A,

LAN 4 > X 7 = — ABEE— R
EWAN A > 2 7 = — AR IEET— K
PPPoE A > X 7 = — AKIEET— N
VIAN A > 2 7 = — AR IEET— K
HAXT—A L H T 2 —AREE—F
N RNA BT 2 — AREET— R
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I ip nat outside source

FDAHE =T 2—ATZET By MORETLT RV AOERNL— LV EHRELET,
RT A —H"static—subnet" ZFETHZ EICLV ., NAT DAL — /L&, Xy hT—7 H
NTHETHZ L TEET,

refresh =2~ NZICHDIC e Hha~ 2 T,

I ETEHSI 1 NAT Z#: (192.168.0.0/24 — 158 xxx. xxx. 2~158. xxx. xxx. 7)

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat outside source list 1 pool pooll

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255
Tlist 1 DEHDHRE
Router (config) #ip nat pool pooll 158.xxx.xxx.2 158.xxx.xxx.7
1 pooll MEHDDERTE
[fai]
ip nat outside source <EHARIDEAZITLT KL A& <EBHLEDOEETT KL AH
P> & 720 £,
EHARTORIETLT B L RAFPHDIL, access—list I~ RTHREL £,
B DOEETLT R U AKP>IZ, ip nat pool <pool #>=~> RTHRELET,

IEQEWIZ NAT+ZE#: (192.168.0.1: ~80 — 192.168.0.1 : 8080)

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip nat outside source static
192.168.0.1 80 192.168.100.1 8080

[#za)
ip nat outside source static <EHARTDEEILT FL A HR— hF > KO
EIE7 LA FR— R EEERY ET,
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REGIS NATZEH: (RATo v o8 HEH 1 OHT192.168.0. 1158, xxx. xxx. 2 DHEITE L5t

Router (config) #interface lan 1

Router (config-if lan 1)#ip nat outside source static
192.168.0.1 158.xxxX.xXXxX.2

Router (config-if lan 1)#ip nat outside source list 1 pool pooll
Router (config-if lan 1)#ip nat outside destination static
158.xxx.xxx.2 192.168.0.1

Router (config) #access-1ist 1 permit 192.168.0.0 0.0.0.255 ~1list
1 DEH DERTE
Router (config) #ip nat pool pooll 158.xxx.xxx.3 158.XxXX.XXX.7 «
pooll MDEHDERTE
[##31)

BERI 1 EIRIER U T,
9 S0, ip nat outside source static T, NAT A& T 4 v 7 Bz L CWAEATT
TR, ZOHED,
ip nat inside source <ZEMARIDX(ETLT KL A> Btk DLETLT KL A>
LR ET,
ZDO4A . ip nat outside destination a2~y RZfEHAL T, Za— L fljl-o—H L
MDAZT 4 v 7 BGkEATIR D BERHY 3, (DDOER)

mEM A4 NAT £ (—3EZ#) 192.168.100.0/24——158. x x x. x x x.0/24 |Z&EH#}IT 3

Router (config) #interface lan 1
Router (config-if lan 1) #ip nat outside source static-subnet
192.168.100.0 158.xxx.xxx.0 255.255.255.0

(fzdn]

ip nat outside source static—subnet <EHLFIDOEE LRy NV —T7 T KL ZA>
Bt DEETLRY NT—Z T RLA> <FT Ry h=RAI>ERD $9,

=)V IPT RLAETTARXR=KIPT RLADODEBROMAEDLEE AL T 4
TR DB EEITVET,

NAT 227 v 7 ZBEATIR OB EITIE, ~AZ &2 EL, 1 2O M) THRET D
ZENTEET (BERIRERPEREL) |

) local=192.168.100.0 global=158. xxx. xxx. 0, 255. 255. 255.0 L IRE L7-HE
192. 168. 100. 0 < 158. xxx. xxx. 0
192. 168. 100. 1 & 158. xxx. xxx. 1

192. 168. 100. 255 < 158. xxx. XXX. 255
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I:l?‘/ FERK

[NAT B¥]

ip nat outside source |ist <access—list FE> pool <F—)L&>

[NAT+B%¥]

ip nat outside source |ist <access—|ist B> [LEHBIBHIANR— FES [ETHATR
THR—F&EE]] pool <T—)LE> [ZEER— +ES]

(RET4 v Y E#]

ip nat outside source static <ZHEINT FLR> [LTipiBaR— FBES TR T
R— FEE]] <EHEIDOT7 FLR> [EfgR— FES]

INNT XA T4 99 (—FEEH) ]
ip nat outside source static-subnet <EHFIDFY FT—0F7 FLR> <EHBREDARY
FI—9F FLAR R BTy kR

I INT A—7H
o KSA—m BRENE BERE | AREOME
L L EMEIOT RUAEEERE LT 7 [1~99 "
access—list FH = YRy 2 b EEE LT 1300~1399 B AT
IEHARTBR AL AR — .
ﬁ*ﬁ;&f”gﬁff fﬁ R O> TCP/UDP AR — R 5 (i) HEjAR— K
o AHRE T A — b B L 1~65535 S
i " °
S BHAE DT KU AP ZFEE L7 NAT |16 SCFLAN NAT D54
TN ERELET, DOILFH| ITEMEAR ]
At B A — )
ﬁ%ﬁﬁfiﬁf P sias o 1op/UDP H— R BB (i) HE)R— b
o BHEKE T AR — b BrerE L 1~65535 St
i " °
. . EHRTOREE LT NV A EHRE IPva 7 FL | .
IR DIEIETT R AEIRE IPvd 7 KL |
BHEDOT FL % ;@Tﬁ EELT R PRELE X%;g R WA
EHRTORIETT FLAZEL X
EHETOFR » FT— |37, IPvd 7 KL |
77 KLA ¥static—subnet ZF5E L72HE1E,. [ AEX AT
host #BIZ 1 ZFEE L2 TL Z 30,
. BB OEETLT RLAZRELET .
TR bt 44 2 - I EAS o R
A;%fffi > b7 ¥static—subnet ZF5E L7=HE 1, I;%iz b BMEAA]
host #5IC 1 ZH8E LN TL 72 &0, 7
. iy Ty b~ A7 THRELEHE [IPvd7 FL |
VIRIIEAT e LE Ak AR

BARTVRY : RFF 4o/ b122 b, URBRG4L KD
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NAT #5E

Loomezanniss
7 R U AEHBITAITOER A,

Iﬂi%—F

LAN f % 7 2— ARET— K

EWAN f % 7 = — AREET— K
PPPoE A > & 7 = — AZEET— RN
VLAN A > X 7 = — AREE—F
ALY T — A BT 2— AREET— R
R NA BT 2 —AREE— R

479



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I ip nat outside destination

FDOALH—T 2—ATZETDH/NTy OFEHT RLADOEHNL— L EHRELET,
IRT A —H"static—subnet” ZIRETHZ LI LD NAT OEHL— L&, Xy U — 7 H
MTHETAZ L TEET,

refresh =~ NRIZARNC/ R H a2~ RTT,

I EFI1T NATZH (RET4woZ8E)  192.168.0.1 58 TRE L 1= 5 1568, xxx. xxx. 2 [ZZEHad B

Router (config) #interface lan 1
Router (config-if lan 1) #ip nat outside destination static
192.168.0.1 158.xxXx.xXXxX.2

(&Rt

ip nat outside destination static <EHAFTDIEIET N L A> EH%EOEET R L
A

L ET

HEF 2 NAT+EHR (RATFT 4 v %8 158 xxx. xxx. 2:71h— F &S 1500 TZEL = 5.
192.168.0. 1:7R— + &S 80 IZEH#T B

Router (config) #access-1list 1 permit 158.xxx.xxx..2
Router (config) #ip nat pool pl-1 192.168.0.1 192.168.0.1
Router (config) #
Router (config) #interface lan 1
Router (config-if lan 1) #ip nat outside destination list 1 1500
pool pl-1 80
(##31)
ip nat outside destination static <ZHAFIDSEIT KL A HR— &K 5> LHL
DFEIT LA R— &>
LR ET,

480



NAT #5E

I EREFIS  NAT £ (—3EZT#2) 158, xxx. xxx. xxx. 0/24<192. 168. 100. 0/24 [Z LT %

Router (config) #interface lan 1

Router (config-if lan 1)#ip nat outside destination static-subnet
158.xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

(]

ip nat outside destination static—subnet <ZHARIDOFR > U —27 7 KL ZA> {IEH#
BDOXY NT—I T RLA BT Ry h~RAIZ>ER0 £,
77— NV IPT RLALET T A X—KIPT RLADEBROMBE DT EATT £ v 7
RO DREEITVET,

NAT A BT 4w 7 AT OGAITIE, v A7 Z2fEL

ENTEET (BEHRRER)

1o N TIHRET S Z

5) local=192. 168. 100. 0 global=158. xxx. xxx. 0, 255. 255. 255.0 E{BE L7-HE
192. 168. 100. 0 & 158. xxx. xxx. 0

192.168.100. 1 & 158. xxx. xxx. 1

192.168. 100. 255 < 158. xxx. XXX. 255

I:l?‘/ FERK

INA\TRB2 T4 99 (EBIEE) B
ip nat outside destination list <access-|ist HB> [LEHLRIBHIATR— FES [THAIRT
R— &S] pool <T—)LB> [LEHER— FES]

(NATREZ T4 v9 (Ix1%#) | NAT+R 2T 4 v T ]
ip nat outside destination static <EMAINDT FLR> <E#EDT7 FLR>

INATRB2F4v9 (—fEZEH#H) )
ip nat outside destination static-subnet <ZEIEFID R Y FT—0 7 FLAR> <EBED R
Y RI—=DF7 KLAR> <HITRy bIRYD

I/\°5)‘—’5¢
o KSA—H BENE | OBRERE | AREOME
L o | EBETIOT FUARHEAIEE LT 7 [1~99 "
access—list HF= Y AY R R EEELET 1300~1399 BWEA AT
S S EVR P <~ e YL I
N7 Kvx (o FLasELER (e T
PRAGAR — b RHRATO TCP/UDP A — b5 () | oo R PR
ETR= &S | 2fRELET, L7
} DT NV AHPAZIRE L2 NAT (16 SCFRAN |
— I/ ~
S T2 LT oy [T
40 . S . . IPva 7 Pl |,
TEOT KL EROsET FLAEELET. (L TN e
H— M5 M O TCP/UDP K — R BB &5 E L [1~65535 | R— hZSH
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‘iTo ‘Lfotl/\
BRI DS Ry NI =TT KL A%
EHRiOR > U [FBELET, IPv4 7 R L R
— T KL A Xstatic—subnet Z5E L7515, ZIE x
host ¥ 1 2R E L72WTL 72 &0,
B DRy NT—7 T R A%
Oy U [FBELET, IPvd 7 R L T
— 7 KL% ¥static—subnet ZHEE L7541, 2R :
host §iZ 1 248 E L72WTL 72 &0,
. BT ry h~AJ TIRELZE |IPvda 7 R
T H Z - . o LA
¥7xvbw 7'uféﬁﬁmbi¢o AT WA

BRTUVRY) : 2AFF 475122 k), URKMN128= RV

boomezannuse

TRV AT ER A

I%E%—P

LAN A 2 7 2 —AFEE— R
EWAN o > 2 7 = — AR EE— KN

PPPoE A v 2 7 = — A%
VIAN A > X 7 = — AEFE— R
HAXT— A BT 2—AREE— R

Mo VBT x=— R
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NAT #5E

I ip nat pool

NAT ¥ DD, EHat% o 1P 7 LU RAEFHAZFRE LET, NAT Z# (NAT+TIEARWY) 7
DGR TET HMNENHY £97,

ZDawy KT, F—VA - Btk o 1P 7 R U AHEPH (Start/End) ZfE L. K
WCNAT BT B A X 72— AT, ffTH57—NAEHRELET,

ZITHRETARIAL., EBICNAT BT DA H 7 =2—AD P T RLUANEMEL TV
HEEIT. NATE#HaTx £ A, refresh a~ 2 RBICHENZ/ b a~ 2 RTCT,

refresh =~ NBRIZARhNC/ e ha~ RTT,

I SER ETHBEOT FLARE LT, 158, xxx. Xxx. 2~158. xxx. xxx. 7 Z385%9 5 (F—JL4 : pooll)

Router (config) #ip nat pool pooll 158.xxx.xxx.2 158.xxx.xxx.7

I:l?‘/ FEH

ip nat pool <F—JL&> <EHMBEDT KL R : k5B <EMBEOT7 FLR : &>
I INS A—4
INTGA—4H BREANS RTEEHE | AREOE
=N DL ERELET,
PPPOE A L % 7 = — AR E— R/EWAN A
. BT 2 —AREE—RT, NTOa~> Rad |16 STFUN |,
— - ° —_ ~
A T N e e I GO v paenss e L
LETOT, DD dTWARRIZLTLES
W,
EWE DT K INAT BHZI 1T 5, Bk OT RV A& (1Pva 7 KL WA
VA eEE fRET AL ADNEET RL A AT
B DT K INAT BB 15, BT RUAZH#EA |IPvd 7 L WA
VA Eth RETHHAEOREDT RLA i "

BRKTRY :8x bV

483



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Do

LANlIZE—H L7 RLAZE YD Y TTWLEA, TOEEOT RLATIIAELDO R Y
T—7 (L2 —F v M) ([ZHEFTHZLITTEET A,

ZD X REGEI,

B cx A L 9129 AHERED NAT (Network Address Translation) T,

FITELnet-F140 Tix. #E DO T L R ZEHT S HERE A NAT #hE.

DIERE % NATHRERE & 'R A TV E T,
PAFICA A=K AR LET, XILPPPoE ZAEH T 54 & 725 CUWVET A, EWAN THFEFET

j«o

484

O—HNNT RLAZ T a—s LT RURIZE#H LT, A X —F v T

1507 RLUARIZERKT

INTERNET

7 FLRZEH
ZEHAEIE ;- 158, XXX, XXX. 2

~ 158. xxx. xxx. 7

—
ADSL/r—JILET L

_ ?92. 168.0. 2

¢ B el
7| I _E'?w.ms. 0.3
e

192.168.0. 4

— I1)92. 168.0.5

NAT ##8E

INTERNET

PPPOECHR#E L 7= — A

7 KL RIZZH

YY) 4
ADSL/ 7 —TILET L

- r

— ||

192.168.0. 2

_$92. 168.0.3

Je

192.168.0.4
D

L — [

192.168.0.5

NAT+H%RE




NAT #5E

ImwzvyP&GE%

NAT B§BEZEF T 214 & 7 = — AT, NATHEREDFRE (ip nat inside =<2 K) %1772
IMERH D FT,
FORE, NATE# L DOT KL AL LT, ip nat pool a2~ RTCIRELI-7— V42 EEL

[—
Ka
it
rH
|
-
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| DHCPH—/ \HikE

| DHOP-H—/ N4

I service dhcp-server

DHCP H— ~EEREZFIH T 25 G e L £,

Do oo v— cmezemys

Router (config) # service dhcp-server

I:l?‘/ FERK

service dhcp-server

I/\°5)‘—’5¢

WNTA=HTHY FHEA,

Loomzsanniss

DHCP H— ~BERE A T £ A,
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DHCP —/ i BE

I DHCP Hr—/\#gE & (L2

( )
DHCPTIP7 KLRZEHEIY XT3

N y

DHCP - — " HE & 1%, DHCP (Dynamic Host Configuration Protocol) Z{#ifi L T. LAN
Lok (PC) [ZIP T KL AR EDEHREZEID ¥ CTHHEETT,
FITELnet-F140 @ DHCP H— \BEEE CTlE, AT OERZ@EMTHZ LN TEET,
cIPT7 RLAR/ VT Xy h~ A7
«DNS H— "D IP 7 RL &
T ITFIV T =T =2 ADIPT RL A
« RAAL 4
FITELnet-F140 Ci%, DHCP J L —x=— = > MMEREL R — L CWEd, DHCP J L —=
— Yz MERRIX., BERN T — NI 5D TiEZe < AR DHCP Y — N2V &t L7
BIERETT, MFOEREN SN TWDHEAE, DHCP V L—x=— T = > MERENAINIZRD £
T
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I ip dhcp pool

DHCP H— NG EE— NIZBIT LT,
FITELnet-F140 @ LAN/EWANZ o % 7 = — A . FITELnet-F140 % DHCP H— & LTl
THGAIIIREN LI TT,

DHCP H— pfE L . DHCP U L—x=— 2 = > MMERRIZIGFETE EH A, MTOREN SN
TWAEAIE, DHCP V L—x— = o MEREDN R SN E T,

I EEBI LN A 232 7 —R T DHOP H—/ \MEEEZ(ER Y 5 7=8I2, DHOP H—/\SREE— FIZEITT B

Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #

I:l?‘/ FE=
ip dhcp pool <4 R T T —X%>

I/ﬁ’%)‘—ﬁl
NS A—4 HERNE RERE | EREFOE
N \\Z‘Alﬁ N N
Sy 5T ey [DHCP Y= SHEREEMAT 5 A 57 2 —A flan 1 RS

Z lan 1 £721F ewan 2 >SN L £, ewan 2

I CDHREEITHEWNGE
DHCP H— e 2 i CE ¥ A,
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DHCP —/ i BE

I DHCP Hr—/\#gE & (L2

4 A

DHCPTIP7 FLRAZEIYHTS

|
ID D g D

N J

DHCP ¥ — Sf§HE & 1%, DHCP (Dynamic Host Configuration Protocol) Zffifi L . LAN
EouiR (PC) I IP T RL AR EDFHRAZED X4 CTHEEETT,
FITELnet-F140 @ DHCP #— “H§HETIL, LT OIEFREZ BT H I ENTEXET,
“IPT7 RLR/H TRy hvR Y
“DNS H—_D [P 7 RL A
cF I IR =R T2 A DIPT KL A
- RAAL U4
FITELnet-F140 TiX, DHCP V L—=— = MERESL VAR — F L TWEF, DHCP U L—=
—V v MERBIZ., BERNT— TR 20O TIEAR < AN DHCP Y — R ZRIWE e L7
BIERETT, WFOEREN SN TWDHEA, DHCP V L—>=— V=2 MERENAEIIZRD £
7,
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I doma in—-name

RAL A ZRELET,

I %EHI 1 DHCP TEEFHT D KA A L &IZ abe. com”" ZIEET 5

Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #domain-name abc.com

I:l?‘/ FERK

domain-name < KA A > &>

I/ﬁ’%)‘—ﬁl

NS A—H BREAR 5% 7E #i HHREEDIE
R A A 4 |DHCP TIBENT 5 KA A 4 (39 STRLAN O STRH [ s R AT

|courznbuige

DHCP T R A A U4 Z @M L 4 A,

Iﬂi%—F

DHCP Y — "R ET— K
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DHCP —/ i BE

I dns—-server

DNS = "D IP 7 RV AZHELET, HKRK2MHETHETE, DHCP TAELET,

refresh 2~ NEZIZENC/ e ha~wr RTT,

IEQ%W'H T4 <) DNS H—/\[2192.168.1.100, 2 > 4&'1) DNS H—/\I12 192.168. 1. 101 ZEXET 5

Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #dns-server 192.168.1.100 192.168.1.101

I avy FEX
dns-server <TFS5A4 < DNS 7 KLAR> <EAVEYDNS 7 KLAR>

I/ﬁ’%)‘—ﬁl

INTA—4H BRENE Bk il HBHREEDIE
77 A< U DNS |DHCP TiZn+ 577 A < VU DNS ¥ |IPvd 7 KL
7 RL R — DO IPT KL A ATE

v h &Y DNS |DHCP CilEnd 5t Z U DNSH |[IPva 7 KL | h % VU DNS %
7 KL & — XD IPT LA AT EH L7220

HWEATT

I COBREFTHHRWNES
DHCP “C DNS H— " @i L £ A,

IDNS i AY-r e

DNS /% Domain Name System DEE T, WA REANS IPT FL A (E721320) 2% LH
TYRATFADI L TT,
ZIDVATFADEDIL, KA RLE IPT RLADHAESDOE T — X _R—ANGFEL, Z+
DT —=HRX—=2AZ%EDORA DI L%, DNS — N nvE,

DNS H— 3%, HARFDOKRA NE IPT FLRAOHLEbET —Z RXR— 25> T\ b DI
TiE<, BODET D RAAL VOMBEDEDLERAE L, DOOLRWVWKRA MO 77—
A N EZ T AR, Moo DNS = NIV EDE S LW A EFE o TV ET,

I%E%—P

DHCP #r— " EE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I netbios—name-server

NetBIOS #— 3> IP 7 RLAZHELET, N2 FETHRETE., DHCP TIAELET,

EREBI 1 TS4 <) NetBIOS H—/X(Z2 192.168.1.200, H >4 1) NetBIOS H—/\[Z
192.168.1.201 #EXET 5

Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #netbios-name-server 10.1.1.2 10.1.1.3

I avy RERK
netbios—name-server <754 < 1) NetBIOS H—/"7 KL A> <A &) NetBI0S +

lAV ANV
I/\°3)‘—’5¢
INTA—4H BREANE SR T B HERBEDE
75 4~ VU NetBIOS |DHCP T+ 57T 14~V IPva 7 K W]
H— 7 L2 NetBIOS #— "D IP 7 R L % |L 2T
44 Y NetBIOS |DHCP Ti@sn+ st H &Y IPvAa 7 K BB &V NetBIOS
P— T R LA NetBIOS #— "D IP 7 KL A |[L AR, |[—_EFEH LA

I CDHREEITHEWNGE
DHCP ~C NetBI0S H— "Z1@% L £H A,

Iﬂi%—F

DHCP H—/NFREE— N
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DHCP —/ i BE

Idefault—router

FIAN = T2 DIPT FLAZRELET,
AL, 0.0.0.0 ZHELFHEAIT. IWDIPT RLAEZF 74 L hM—2 L LTIRELE
‘g_o

IEEM1 FIFAIWNETF— L, A4DIP7ELRIZ10.0.0.1 25T 5

Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #default-router 10.0.0.1

I:?DF%ﬁ
default-router <IP 7 KL R>

I/ﬁ’%)‘—ﬁl
ING A=A BRENE RESEF | ARREFDE
e — Sy -
P R mqfﬁﬂ¢677¢/b7 b?x%@ﬁl@@?luxﬁ%xﬁ
7 KL & e

I CDHREEITHEWNGE
DHCP TF 7 4 /v b7 —h U = A OfFH A @I L A,

I??T»h?—h@:%t@?

=T 4 T T =TI D Ny N ERETHGEIC, PRk LTy N E
FEETEH /) —FaE, TT74V M= T =AWV ET,
BE, N ANINN—T 4 T T TN ERo TWERADT, B 7Ry MED4A
TORry Ve, T7HNV TP = U= A|250 F7,

SWHEERZLE, TN TN ARERESN TRy 203, (FEA
E) Ry NU—JHREERIATE o2 &2 £77,

I%E%—P

DHCP #— NG EE— N
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Ioption

ARBEITLY . AEEODHCP EHeF 7 9 U OREEITH Z &M TE £,
hex D%IZ 16 EE TEEDOXLTFINERET HZ ENTEET,

HESF X Window R TF LD Display Manager # 73> (49) &ELT. IP7ZKLX

192.168. 1.1 Z@%19 5

Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #option 49 hex c0a80101

I:?DF%K

option < Fa>ra—kK> hex <FTLavAR

INE%—Q
INFA—4 RERNS REHE | HBEEOE
EET ATV ara—RERELET,
e ARV RVBLERE LGSR, AT Ve | o
F7vara—k Lo RO NS IEIC 4 = b Y s L2 HIEAT]
Y ET,
EIET 50T % 16 R CHE L 9,
I NS PANES 3 e =]
FTa VN BTOFT v a AMEOGFHRN 312 LTF% [k 254 X s

Loosrzabuuse

B2 T-HA1E. 264 CFUNTH > THB |Fo3ET
RTA T a L) F9,

FEEOF T a IR ESNETEA,

I%E%—F

DHCP H— /3% &€ —
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DHCP ¥ —/ V4 E

I search—address

EH DY CREET RLAZNH BNV ERCHRLEFOFHA O ARP [T 2L FOEHE 258
ELET,
EEOERFETIE, EHEOXLEIIH Y HA,

REHNI 1 ARPE[EEZ (1ED) . FALTOME (1#) . 7 FLARFEAAT Y b (1
6) ISRET D

Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #search-address 1 10 16

I:?DF%ﬁ
search-address <ARP ZEEEIZ) > <2 A LT ME> <7 FLRBRZRE/N\7v D

I/\°3)‘—’5¢
NS A—AH BRERNBE RESFHE  AREBOIE
ARP E&{E[E1% ARP % 25159 % [FIEL 1~255 AWEASA]
B Y TAGEL T HT-DODZA LT T Ml o
A LT U ME (B 100m F5) 1~255 BIEAST]
S o 22
7bvéﬁ*/ L O TEET D ARP /X7 v MK 0~255 B WA A]
7y MK
I COREFTHHRWNES
LT CEMEL 77,
2L TDAE [l
ARP %3515 9 5 a1k 1
)Y CTREEL T AT-DODX A LT 7 ME (BEAL 100mF) |10
7 RUARRER AT v MR 16
I%E%—P

DHCP H— " EE— N
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I al locate—address

H ) Y CTRAET R L ADSETEME DHCP 7 a4 — RBLET RLA)  EY S THFER IP 7 R
L ZDOE% (DHCP 7 a7 — M) 2R E L £ 7,
0.0.0.0 ZfELIZHAIE. AA T RLZAOEEHENSE Y B TES,

I EREHI1 192.168.0.1 55 254 AR DT7 RLRAEERHT S

Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #allocate-address 192.168.0.1 254

I:l?‘/ FEH

al locate-address <IP 7 KL A> <7oO#4— 8D

I/ﬁ’%)‘—ﬁl
INTA—4 BEAR BREHE | AHRREDE
. DHCP T4 5 IP 7 KL ADEID K TH |IPvda 7 KL A |
IP7 RL =& JIRSN, o BT
Trd— M |EID Y THEERR IP 7 R L A DA%k 1~255 255

|courznbuige

SEHAME : 0.0.0.0, 7/ — N 255 TEIMEL £97,

I%E%—P

DHCP #— "G EE— N
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DHCP —/ i BE

I |ease

A2 IP 7 RLADOHAEDHIREZHRELET, AR TH1 TR 4] &LL<
1% TR (infinite) | THRELET,
no FEETH L, REZHIBREL, T 740 PR EMICELET,
I&EM1 J—ZRHRZ1BHE 1T 1EBB2 20I2RET S
Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #lease 1 11 22
IE&EWJZ ) —ZHRZERICERTET S
Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #lease infinite
I av v rRER
lease <H> <FfE> <&
HLLIEE
lease infinite
I/\°3)‘—’5¢
INTGA—4 BEARE 5% 7 &0 HBREEFDIE
H DHCP THIV B THHIR (H)  |0~365 B WA ]
- DHCP CHI 0 M C O (| o, 0 (Ll padET 256
o ) 344 W5 A )
4y DHCP THIV ¥ THHIR (43)  |0~59 0
INTA—4H BERAB 5% E #uEE HREEFDIE
S| 1) M 2 4z
Infinite |PHCP THEID T 2 MR A HE R nfinite |BEEFA

T

Lcomesanniss

infinite &7V F£9,
IEQ%FE—-P

DHCP #— N EE— N
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I hosttable

DHCP H— HERECHEIA T2 IP 7 KL AZERIZK L CHEEMAZEI D A 572012, SR
DMACT RLAELEATT D IP T RLADOMASHhEZBEEL E7,

EREHI1 MACTZ KL X 00:80:bd:f0:01:23 MARXR MIZIE, 10.0.0.1 ZEYHTS

Router (config) #ip dhcp pool lan 1
Router (config-dhcp-pool) #thosttable 10.0.0.1 0080.bdf0.0123

I:l?‘/ FER

hosttable <IP 7 KL X> <MAC7 KL &>

I/ﬁ’%)‘—ﬁl
INT A—4H BREANE =R TE E HHEEEDIE
IP7 KL A |DHCP THEIV ¥ TH IPT KL A IPv4 7 R L AR B IEA 0]

MAC 7 K LA |DHCP TEIN Y TAHRA D MAC T RLA MAC 7 RU AR, |[EIEAT]

Icwﬁiiﬁb@m%%

BEEHNZ IP 7 RLRAZEID Y TEHZ LIXTEEHA,

banzorun

16> Rl

I%E%—F

DHCP #—/SiREE— N
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DHCP 1) L —T —=>1 > ~HERE

| DHCPYL—T—C o MihE

|wwup—1—§1>h%%

I service dhcp-relayagent

DHCP V L —x— x> MEREZRIHT I HAICEE L,
DHCP UV L—x=—T = MEREA T 254G, DHCP Ny b2 Y L—F54 X T = —
A (DHCP Hr—/ X~ ik J71h]) T NAT e 245 = S 1E sk = A

I%EM1

Router (config) # service dhcp-relayagent

I:l?‘/ FERK

service dhcp-relayagent

I/\°5)‘—’5¢
INTA—=HFITHD FHA,

I COBREFITHHEWNES
DHCP V L—=— x> MEREZMFEH TS A,
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

IDHCP JL—I—Dxr MEREE

LAN FE®DDHCP 7 547 > "B OERA . WAN [l Y L— L, WAN fH] DHCP H— 375
DB TTHH HERETT,
AFAAT, ZJED LAN A IP 7 R A% —fECEHT 25BN ERE T,

[ A

DHCPY ) ¥ TR +

INTERNET WAN{E = & %DHCPH—/ NI =

JOIRMEY L— I

[T 4
ADSL/r—TILET L

I%E%—F

EAREE— K
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DHCP 1) L —T —=>1 > ~HERE

I ip dhcp relay maxhops

DHCP UV L—x— T = MEREZ AT 25612, MEREETOV—"ETT 7 RXEFH
TLHNERELET,

I % 7EH] DHCP H—NFETOHBEREZE10ET D

Router (config) #ip dhcp relay maxhops 10

I avy FERK
ip dhep relay maxhops <HOP %>

I/\"%;‘—’Sl

INSA—4H BRERNE ERTESIE HRREFDIE
HOP %% B E COY—NRETT 7 AT ATH01~16 BWEAS ]

Loozezanniss
BRI SNET
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

IDHCP JL—I—Dx MREREEE?

[ A
DHCPO 1) & TR +

INTERNET WAN{E = & %DHCPH—/ NI

JOIR+EYL— I
[~ | . B
L=
|

ADSL/ 7 — T ILE T L
N J

LAN _EODHCP 27 74 7> b b OFERZ . WAN MIIZ Y L— L., WAN {fl]0> DHCP #— 3/ 5
FIDHTTHH IKRETY,
AT, KIEO LAN [ TP 7 R LR 2 fETEHEYT 2558 A7 HMIE T,

I%E%—F

EAREE— K
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DHCP 1) L —T —=>1 > ~HERE

I ip helper—-address

FITELnet-F140 ¢, DHCP V L —x=— = MERRZHEH T LB, U L —24Ed DHCP H—3
ARG LET,
FITELnet-F140 ClX, K4 ->F TO DHCP Y — 2Bk Tx £9,

4 )

DHCP® ) 7 T X +

—B
WANELI= 3 2 DHOP+ —/ 312
DHOP+H— VOTARE)L— — Q
=0 <«

Ll -_l’

XXX, XXX, 1

R EEImE
Router (config)#tinterface lan 1
Router (config-if lan 1)#ip helper-address 158. xxx. xxx. 1

I EREHI1 DHOP 1) L—I—T x> hEEETRILVE o % DHOP H-—/\12 192.168.100. 1 %3 5

Router (config) #interface lan 1
Router (config-if lan 1)#ip helper-address 192.168.100.1

I:l?‘/ FE=RK

ip helper-address <DHCP —s\® IP 7 K L X> [source-interface <A >% 7
T —RA%E>]
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EET—LBIEH— F5I T4 LXI—25 FITELnet-F140

INE%—Q
INTGA—AH BAARES =% T & B HBBREDIE
DHCP U L —=— = o MERETY L —

o

— {0) -~
ECE ZLX S THEED, U L—2¢ DHCP H— 30 TP }I;:é 7 R BT
7 RLAZRELET, ’
lan 1
ewan 1~2

- FEERITEE

A HT7x—A DHCP U L—F BFEDEFILT R AT |pppoe 1~24 ;%;y;

4 T AL H T 2—RT LA dialer 1~20 |2 ®
loopback 1

vlanif 1~16

7T z—RA

AN A VX T 2—AFREET— R
VLAN f VX 7 = — AREET— K
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B 5 DNS #5E

| 5 5DNSHEAE

| ssONSHEED BT

Iproxydns mode

ARAIEE DO S DNS #2427 a2 k2L (IPv4 or IPv6) ZIEEL £,
M2+ AEE 1 both” ZF5E L £7,

IEQEWH IPv4, IPv6 /N7y RITEBDY VTR ML THESINS eeZFERT S

Router (config) # proxydns mode both

I EREFI2 IPVANRYTy FZKDY VTR M LTS NS BREZEFAT 5

Router (config) # proxydns mode v4

I avy RFER
proxydns mode <Z’A kaJL>

I/\°5)‘—’5¢

NS A—4H BRERNSE EREEIR | BRREFDE
ARIEFE DS, DNS HREIZ 5t L CRISH 21770 9 B
AT A7 e harslEELET,
" IPv4 23 M2 X 5 name DU 7 T A M%)

) LT, REELR/ISEET D va \

e 6 IPv6 /X%~ MIZ D name DY 7 2 A MIxE Zith L)
UL, R E AT D
both 1Pv4,/ TPv6 Dl 7D 347~ N T nmae DY

7 A MIX LT, RBER/ISEETD

I CDEREETHEWNGE
ProxyDNS #pE 2 H T £ A,

I%E%—P
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Iproxydns default domain-name

proxyDNS #HE T, _EFED DNS — NICRIWEDELBEICOT D RA AL VA% EL T,
LAN 225D DNS D 7 =2 b (Query) 12 KAA VAR ONT WMo T-hse., 22Tk
ELT RAAL D TH—NIZWE b FE T,

I EERFI1 KAA %I furukawa. co. jp Z/TET D

Router (config) # proxydns default domain-name furukawa.co.]jp

I:l?‘/ FERK

proxydns default domain-name <K * A > £&>

I/\"%;‘—’Sl
INTA—4 BENE BREEE HRREDE
1 NN > 1A NIR N Tt
KA 4, DNS DY 7 A MI RAA B DONTWIRN T2y | |

BT D RAAL 4

|courznbuige

ProxyDNS i HIEIZ, RAA VA EEIETHZ LIXTE A,

I%E%—P

HAREE— K
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B 5 DNS #5E

Iproxydns default name-server

ProxyDNS #REAfE T 538550, DNS H— D [P 7 L2 ZfEEL £ 1,

F 72, PPPoE/DHCP (2L W, DNS 7 KL AZFEH L TWAHZETH->TH, Aa~vr R
L ORENETRINET,

IPv4 JH DNS H—,3 /1Pv6 D DNS Y — 2 ek L £,

T RUVAZEG L TANTLHIZEY, T4~V BH XU DIETDINS r—_ZE
LET, MOT7 FLAZASTDELURATILEZT FLAIZ EEXENET, B F T —
DBHEFLTZWEEIT, BESNTWAE T I7A4~Y T RLADOKICET T, #ilzickr o
U7 RLAZASILTLIEEN,

IE&E@M IPvA DN H—/NZ, TS54<) :192.168.200. 1. A4 1) - 192.168.200. 10 #5%E 4 5

Router (config) # proxydns default name-server v4 192.168.200.1
192.168.200.10

IE&Eﬁuz IPv6 A DNS H—/8I=, F5A 1) - 2003:113::1 /& H 4 1) - 2003:113::2 £58ES 5

Router (config)# proxydns default name-server v6 2003:113::1
2003:113::2

I av v RER
proxydns default name-server { v4 | v6 } <TSA4 < DNST7KLR> [Eh A

DNS 7 F L X]
I/\"%)‘—’;‘l
INTGA—4H BREANE =R T B HRREFEOE
DNS r— D@t (IPva H (A L =2—
va|v6 K) or IPv6 ] (AMMA L =2— FR) ) % |v4 or v6 BWEAS ]
Ei=pAss
IPvd 7 R L&
. o e
A el ProxyDNS T3 2% 7 A ~ U DNS .
. s . H LI BWEASA]
DNS 7 KL A& NOIPT RLA IPv6 7 1L %
e
IPvd 7 R L %
thHHY ProxyDNS Cf#E 9 5% 5> % 1) DNS iﬁ; - Y% 1) DNS
DNS7 KL &2 |[— D IP7 KL =& IPv6 7 1L % ZfEH L7720
=
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I:@%EEﬁbﬁu%ﬁ

ProxyDNS #REZ I Cx ¥ A, 7272 L. PPPoE R°DHCP 7 7 A 7 M&HET. DNS @ IP
7 R AEFEH LT DHEETE. ProxyDNS #éRE# i C& £,

[—
kg
it
rH

|
-
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B 5 DNS #5E

Iproxydns default retrans—time

FINEDE ATy P2 PHEL . USRS D IRER DR (AL ) Z2sE LE T,
JEER B RRE L THINENRWEEIE, FELET,

E%7EfI 1 ProxyDNS @SEF LR Z b FICERES S

Router (config) # proxydns default retrans-time 5

I:l?‘/ FERK

proxydns default retrans—time <I5Z&#F5 BED

I/\"%;‘—’Sl

NG A—4H HREAR R EEIE HRREFDIE
ISE R HEEME DNS Y — D OIRE 2 /O () [1~10  [BEEAA]

Loowrznbuige

SHELRD ET,

I%E%—P

BAREE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Iproxydns default retry

JISBENT y NEA LT T M D HEREEZRE L ET,

I B5EHI 1 ProxyDNS iEEDEX £ 3EET

Router (config) # proxydns default retry 3

I:l?‘/ FERK

proxydns default retry <\ k54 B>

I/\"%;‘—’Sl

NFA—4 REANE REEF HIEFEOIE
U kT A B DNS —r30n 6 DISERRWNGED Y BT A B 0~10 B

Loomezannuse

2| ERYD FT,

I%E%—P

HAREE— K
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B 5 DNS #5E

Iproxydns default cache-time

LAN lDO¥EA A S DNS DU 7 = A N %255 L. proxyDNS H§HEIC K 0 MR L7 iz DV T

WD T — 7 MR FF L TR EZRE L £7

FH LI NS fFHICHOWT, ZZTHRE LMY 7 =2 b EXZE LR 12581, #%

Y DNS fEHAHIBR L £97,

%7€ 1 PxoxyDNS @7 — J L DRIFERE % 60 D ICHET D

Router (config) # proxydns default cache-time 3600

I:l?‘/ FER

proxydns default cache-time <3+ w < 1 BEfED

I/\"%;‘—’Sl
INSA—4H BHALNES REEIE | ARREFDE
ProxyDNS @7 — 7 /WARFERER] (BY) %#8%E 0~259900
Xy BEHE (LET, of f B WA ]

of f Z4EET 5 LIRFFL EH A,

X OF vy VBRI, O EFRET 5 & Lz DNS & PRFr Lt 7,

off ZIE LA, L DNS — 2N by 2720 E T,

|courznbuige

86400 Fh & 720 £,
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Iproxydns default source-interface

ProxyDNS #6REIZ L 0 . AL DNS H— NICAFIRI-D 3 v B EHT A0, 2#E5T
IP7 RLRELTHRAT A E 72— AL 2 ELET,

REHF 1 EETT FLRIZLAN ZHEET b,

Router (config)# proxydns default source-interface lan 1

I avy FERK
proxydns default source-interface <4 2 7z —X%&>

I/\"%;‘—’Sl
INTA—4 BHARES BREEE | HERRDE
lan 1
\9/(-‘ g# S | ~ ~ R
BT e A BEEILT RLVAE LTIRET DA %7 |ewan 1~2 SRS
z— A loopback 1

vlanif 1~16

I COBREFTHHRWNES
ERI Ty NEEETAA LA T 2—ADIP T RL ALY F9,

on

I%E%—P

HAREE— K
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B 5 DNS #5E

| B4 A RIS & BONSIRY 51

I proxydns domain

RAAL B EZD RAA AFRTKIGT HDNS IP 7 R AZBEELET,
BOT RUVAZATTTHELFIATILIZT RLARIZ EEEXSINET,

EMFI 1 furukawa. co. jp KA USEODNS ) TR k&, 192.168.200.1 £ L < [&
2003:113::¢0a8:¢801 IZFHLVEHE S

Router (config) # proxydns domain furukawa.co.jp v4 192.168.200.1
Router (config) # proxydns domain furukawa.co.jp v6 2003:113::c0a8:c801

I/ﬁ’%)‘—ﬁl
INT A—%H BRANES 5% 7€ &0 HREEFDIE
RAALH DNSYU T ZARND RAAL A EFRELET, |- HIEAT]
[Pv4d 7 R L ATDNS —_ZRET 255
Za kAl I va BRI L, IPv6 7 KL AT DNS 4 — z6 EWA ]
NERETHHAIII v AL £,
IPvd 7 KL &
- - . . _ B
1 1 — S LA =iy
;874«7) z;;vj DNS H— 3 IP 7 | e IE S ST
° IPv6 7 KL &
B
CHLHY BB LFY DNS D IP T KL R EHETE i/;c:t DNS (VA
DNS LET, PRI b EITV
IPv6 7 LA
B ¢

BERKT MU 8=V

I COBREFITHHEWNES
EOXHRV VA RTYH, &2THEEDDNS — WS Ed,

I%E%—P

HAREE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

| Ex F&FEDNS IP7 FLROBER

I proxydns hosts

RAMGFRE TP 7 FLADMAEDEEZ BT 5 Z LA TE £, ALEEIC DNS R
KA, ZOVANEBRLTUSELET,

%% 1 host. furukawa. co. jp @ IPvd 7 KL X% 192.168.100.17IPv6 7 FL X %
2003:113::¢0a8:6401 IZRET 5

Router (config) # proxydns hosts host.furukawa.co.jp v4 192.168.100.1
Router (config) # proxydns hosts host.furukawa.co.jp v6 2003:113::c0a8:6401

I INS A—4
INSA—4H BREAR Bk it HEFDIE
RA ML KRR M - BT
. DNS H— D@t (IPva fl (AL =2—FK) or|vd _

e IPv6 il (AAAA L 2— R) ) A IE5E v6 AT

IPv4 7 RL %
. DNSDOUTZFZ7A4LLTHEETHIPT FLA B ELIT P

P REA T pyd 7 R L2 £ /1% IPv6 7 R L %) Pv6 7 KL% | PR

T

BRI 16 Y (FxviaT—TINADRREIZ64A T RY)

I COEREEITHEWNGE
KA NG ET KL ADOMAEDLEERTZT, 2 TINS VA7 A& HHLET,

I%E%—P

HAREE— K
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X1 F 3w DNS #EE

| #1473y DNSH#EEE
| o— e

Iddns—server accept-fgdn type

FA T X7 NS P—/SWERE A AEHRAS . 220 ANERFAIY 5 L2 — ROWZE (FQDN, 7
RUABR) &, TI7RANAT =R, La—RDOITALTEA LERELET,
SCTRELIE L a—RERRDL AT I v 7 DNS BOREZZ(E L THALKED DNS 77— ¥
N AR ERE A,

k. XAF w7 DNS b— NEEEA R T 25681213, 2272 57 HITP — 3 BHeds &
M S5 DNS H— B EEZ EIES D K91 L T 7E &0,

refresh A~ FRIZAMITR D 2~ FTT,

EREWHI 1 FADN (hostl. furukawa.co. jp) . 2t 7 KL RFER : IPv4, 7O ER/INRT—K
“pass1”. AXEEE 300 ET B

Router (config) #ddns-server accept-fgdn type v4

hostl.furukawa.co.jp password passl lifetime 300
Router (confiqg) #

I:l?‘/ FERK

ddns-server accept—fadn type {v4|v6} <FOQDN> password </SRX 7 — K> |ifetime <BZhREHED

INSA—4H BHANES Bk il HREDE
FEET 5 FQDN (12357 RLAD 1P /3—
VarEEELET, M

v4|v6

va[IPvd 7 R L 2 CHEE v6 Ll
v6 |IPv6 7 R L A TIRE
] _ _ [ FE TO .
FQDN BRERE TS PN 2B ELEF, | ST ETD gy
T
RAT— R | F AR T — RERELET, éfﬁfifm HWEA ]
JHT
HEhERE (AR AR E LE T, BAL : B 1~86400 BIEASA]
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|courznpuige

ATy NS — BRI TE 8 A,

I FQDN & (% ?

FQDN &%, A . RAA A4 DO E N WE T,

D57 s00 o9 come

AEED K A F I w7 DNS — 3T, HITP D GET U /7 =X F&Z{Z L (Gl Tl a— R&%
T oEMEE 2D £,
CGI 71 7 Z L24401%, 7" (V4) cgi-bin/ddns—v4.cgi, (V6) cgi—bin/ddns—v6.cgi” T,
La— REBEETH-0D I NT A= T T &R0 £,

ZES CGl /XZ A—% B85
FQDN dn dn=hostl. furukawa. co. jp
IPv4a 7 RV A |i4 14=192. 168. 0. 1
IPv6 7 R LA |i6 i6=aaaa:bbbb::1
INAYT— R pw pw=pass1

HEE1 :i4,i6 OFFNRFEELRWVWGET Y Z7 = 2 hOBA 1L, HTTP OEETT KL%, 7
RLURIEHRE LTEELET,
HEE2 14, i6 DB FNFEETHGET Y 7 X ME, =F— (403) L7220 ¥7,

I%E%—P

HAREE— K
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I ddns-server enable

XA F w7 DNS — e Z T 25810 E
XA F 3 w7 DNS — e FIH T 25581214,
DNS Vr— NBEREAEIMES A L H I LT 7 &0,

refresh @2~ RBICENC b a~vy RTCT,

I EEF 1 AAF IV NS H—N\BEEEEFMIZT S

ia“
IR B HTTP S — N RE TS KO 5

Router (config) #ddns-server enable
Router (config) #

I:l?‘/ FEH

ddns—server enable

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

I DBREZTHHLEE

AT v NS B SRR T E E AL,
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Iddns—server logging address—changes

ZAF w7 DNS b — S HEREZ R HIE, FUFQN X LT, 7 RLADEERH 7= 2
LxnY (slog) \CHATHELAEIC, Kavy RERELET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

BEGI1 BHETFLRAEEOJTZHATS

Router (config) #ddns-server logging address-changes
Router (config) #

I:?DF%ﬁ

ddns—server logging address—change s

INE%—Q

INTA=HTHY EHA,

Loosrzabuuse

BT RUALEEn 72 LEE A,

I%E%—F

EAREE— K
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| /547> piige (543 v HNSEIHED BT
!ddns—client

HAFI T INS T TAT 2 MR, BEERA =V EEEFETEHARN N EEENED

BIEEITVET,

X E I/F &— RO IPv4/IPv6 7 R L A DZEALfIZEITT 5 http-client BREZIEIRN L £7,
£/, I/F 7 KU RREZALOHIWHE —E DO RINE &2 521 2 BIEALE D% E KOV, — & Wi

AR BB ELRWGEOTEMREEZITH) Z L TEET,

refresh 2~ REIZHN e AHa~vr T,

REFIT LANA VA7 —RD lpvd 7 FLRIRREZEERF(Z, http—client E— F 1 [2&§k L T1=
Ayt —UFEE

Router (config) #interface lan 1
Router (config-if lan 1)#ddns-client address ip action http-client 1

I:l?‘/ FERK

ddns—client { address { ip | ipv6 }} action http—client <http—client E— K>
[ delay GEIEMIEERTE> 1 [ interval <EHi:EXERFR ]

I/ﬁ’%)‘—@

INT A—4H BRERNE EREEIE | HEREFDE
BERFR A =% FRIE 1/F D Ipvd 7 KL AZ  |address
b, F72EIpve 7 RLAZEDO EL L TEET D |ip
address { ip | HEELE T,

) HMEART
| ipv6 ) IPvd 7 R L AZLERZIEET A55E laddress ip ?ddgess
ipv
1Pv6 7 K L AL IE(E T A E5E laddress ipv6
http—client |., _ 2 . S
g BETHREERA vE—V AR L ET 1~16 AW T]
. . I/F 7 RV ZAREEZAL DO HETZ—E DRIMEZ 5% T 5
}_' ,LT: L S ~ 4N
TRUIRRIE |y e Lt 0T 0~60 5%
e _ |\ EHE, UF 7 RURREEZ LA X 2V GEIC TEHAME EAT
THIRVEERRG | e e . o ~
IR |oco stz p oot LE T, WAL - B 10~86400 | (334,
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I:@%EEﬁbﬁu%ﬁ

I/F7 RUZADIRIEZENFFZA v E—VZ2EE LER A,

Iﬂi%—F

LAN f > 2 7 = — AFBEE— KN

EWAN A > 2 7 = — AR EE— N
PPPoE £ ' H# 7 = — AKEET— K
AT —A BT =2—AHEET— R
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o572 rigte TIPS 172 RT3 %)

Idescription

http—client ® Description Zf&E L £,

refresh 3= FRIZAMIC/ D 2~ FTT,

I I 1 http—client @ Description & HTTP-CLIENT1 &9 3%

Router (config) #http-client 1
Router (http-client 1) #description HTTP-CLIENT1

I:l?‘/ FERK

description <X=F>

I INS A—7H
INS A—4 BREAR R R EE HRFEDE
e igiﬁ*cl1ent @ Description Z g% 7E L g B SR B

X1 e 264 XFFE T, AR—ATREISHZ &2 XY 2033 XFE TASFRETT,
7212 L., show a<> RK(arv 7 4 FORTRERI®) TEREN D XFHEIT. &
D 254 XFETERVET,

X2 :avT7 4 DRI TIL, 20383 XFEETHRRAINET,

|courznbuige

http—client ® Description ZF%E L X A,

Iﬂi%—F

HTTP 7 94 7 v FiREE— K
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Ilogging

HITP 7 7 A4 7 > FOBMEIZBWT, AT a7 of@R%Z, LLTFORNPGBERR L E9,
= A A AN DA

= PP =R g s B

s =T —EIET TR, BEIRICY R 7 A2 N7 5

refresh =~ NRIZA®NC e H a2~ RTT,

Iﬂiw1 2TOOYEHNT S

Router (config) #http-client 1
Router (http-client 1) #logging detailed

I/ﬁ’%)‘—ﬁ
INTA—4 BHANES R EEIE ERREFDIE
27NV ERRE LI e T EER L ET,
detailed | =CoORrZ & H) detailed
a7 r error BWEAA]

error TT—al O
none oM LEEA

none

|courenbuise

T7—u DR LET,

Iﬂi%—F

HTTP 7 94 7 v FiREE— K
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I method

HTTP @ Request-Line Z#§E L E£9, HITP @ Request-Line iX, LA TFDERXE 220 £4,
A v K Request—-URI HITP /3—37 g >

AEEEDO HITP 7 9 A4 7 > FTiE, AV v RIZGET OAIEET & 720 £9°. Request—-URT I,
URL & CGT > a v pfgiE s £,

HITP N—2 g T LOFEEE 20 £,

Request—-URT DFFE HIEIZ, LT D& BV TY,

F140 D # A F 3 w7 DNS — FIZiKET 2561, IPvd 7 R LA THIUT ddns—v4. cgi,
IPv6 7 R L A THIUZL ddns—v6. cgi ZFFE L T 72 &0,

Request—-URL <CGI A7 3 1> KCGl A7 > a i 1> <CGL A7 32> KCGL A7 =3
E 2>

7= & % 1E. http://192.168.0.1/cgi—-bin/ddns—v4. cgi |2, dn=abc. co. jp, pw=passl &%
DImWEEIE, LD X D RIEEICR Y £97,

http://192.168.0. 1/cgi-bin/ddns—v4. cgi dn abc. co. jp pw passl

refresh =2~ NZICHDIC /e ha~ 2 KT,

HEMH 1 http://192.168.0.1/cgi-bin/ddns-v4. cgi [Z. i4=192.168. 200. 1
dn=abc. co. jp, pw=passl Zi% 5

Router (config) #http-client 1
Router (http-client 1)#method 1 get url http://192.168.0.1/cgi-
bin/ddns-v4.cgi dn abc.co.jp i4 $id pw passl

I:l?‘/ FE

method <FEE> get url <E$FERE> [KCGl AT 3> Gl AT afE> - - -]
I INS A—4
NG A—4 BREAR RESHE | AREBFOE

&5 L AEE 1~16 AMEA AT

N L DDNS H—/3D RL 2/ CHREL £, |[1~254  |HIEAA]
Gl AT artZzofiz AL—AT

CCL AT var> |[RKUoTHELET, - 184, 518 E

CCI A7 a D> | Z OMAEDOEIIEEIEET 2 2 &7 BELEE A,
TEET,
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L7 Lrosarss

WEL7ZWT RLUAMNPPPOE D X 5 BRARET RLADAA—ZATiL, 7 FLAFRE LT
7 v EITVET,

F140 THAR—F L TWA~ 7 BB kE. LLTD 2 >TT,

$i6+ + IPv6 7 KL &

$i4 - + IPv4 7 KL R

722X, RED IPv6 7 KL A& XA 7 DNSHEREZFIH L Cilkn L7=Wiaix, U
TOXEIICHELET,

Router (config) #http-client 1

Router (http-client 1) #method 1 get url http://192.168.1.1/cgi-
bin/ddns-v4.cgi dn abc.co.jp pw passl i6 $i6

EDOA BT 2 —ADT KL AT DML, reference-interface 2~ N TiRE L £
T,

I F140 TH A4+ 3 v DNS H—/N\Z{T7 o T\ HIFEDEEF

192.168.100.1 7 RL A% EFDF140 TH A F I w7 DNS —R_EZHEHEIHE TV DAL,
PIFOBREEITH Z & T, BERERAZITH> ZEMTEFET,

Router (config) #http-client 1
Router (http-client 1)#method 1 get url http://192.168.100.1/cgi-
bin/ddns-v4.cgi 14 10.1.1.1 pw passl dn F140.domain.co.]jp

I:@ﬂi%ﬁb@u%%

AT I NS = SABEERA v — V2 RE L EE A,

I%E%—P

HTTP 7 24 7 > FaXEE— R
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I reference-interface

method Z <> R T, RET RLABEEDOT- DT~ 7 a BigkxiTo 810, O 27
== ADREESIRTEOPEHRELET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

BEGI1 LANA BT —REBFERAVE—DDF LR (IPVA/IPv6) BREIZSRT 5

Router (config) #http-client 1
Router (http-client 1) #reference-interface lan 1

I avy RERK
reference—interface </ >4 Jx—X%&>

I INS A—4
INTGA—4H BRERNE SR E S HHEEEDE
BERER A v E—T DT FL 2 fan |
AR T —RA ewan 1~2

(IPv4/IPv6) BEHLFFIZEMRT B A BIEASA]

1~24
e o pppoe
H— T m = AR EARE L ET, dialer 1~20

%

I CDHREEITHEWNGE
AR T2 —ADT RLAZZHLUEH A

Iﬂi%—F

HTTP 7 94 7 v FiREE— K
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I request—timeout

ZAF w7 DNS — % LT E LT BRERER A v — Y DB 5D AR .
BXOU b TAEEEFEELET,
I THRELERMISEEZZE LR > =5813) b4 21TV ET,

refresh =~ NRIZAZNC/ e h a2~ RTT,

I REFI 1 BRERAVE—VDLEZEFLRIALTI N0/, ) bS5 AEEK 2 EICICERE

Router (config) #http-client 1
Router (http-client 1) #request-timeout 10 retry 2

I/ﬁ’%)‘—ﬁ
INT A =4 BHRANES BT HRREDE
fRELES, B B
T R o T i S Pk

|oomezanniss
BERERZA LT T L 108, U bIA LAVICRIESET,

Iﬂi%—F

HTTP 7 54 7 > FREE— K
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Isource—interface

BERHRA =V DREILT FLAERA LV F—T =2 — AL THELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I REMB 1 LINAETT—REBBRERAVE-—VDEETT FLRET D

Router (config) #http-client 1
Router (http-client 1) #reference-interface lan 1

I:l?‘/ FEH

source—interface </ 42 Jx—XR%&>

I/ﬁ’%)‘—ﬁl
INTGA—%H BERAR B il LREEFDIE
lan 1
ewan 1~2
A UH T x—A PBEFERA v E—UDOEETLT RLA |pppoe 1~24 WA
4 A A —T 2 — AL TRELET, dialer 1~20
loopback 1

vlanif 1~16

I:@%EEﬁbEu%ﬁ

source—interface fREM L CEIEL 77,

I%E%—F

HTTP 7 94 7 v FiREE— K
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| 5074704+ — L HkE

| shim o DRI A

I remote—-access |imitation

INAT— REFRERBUL EfEZ 72 & 2237 7 B RS T 28ED, AT — R0 &
FFAT SR BE LET, 0 2ET D EARIET 7 B AM 21T o< e £,

I%EM1 NA)— R HAREBIHZE 2 EIZEKRET D

Router (config) fremote-access limitation 2

I:?DF%K

remote—access |limitation </SRX T — FIB Y HAREED

INE%—Q
INTGA—4 REAR REHH HHEFFOE
RIET 7B A TR & A d /32 07— R 2
A,

INAT — K

Y 2RI ZORELDOBRY R o781, NIET 7 ® X |0~5 AW ]

EHIp L, B AN s T U A
EEINFET,

Izwﬁiiﬁb@u%%

3EERD FT,
AL ENRAT— REEZ D &, 1007 7 8AREL LET,
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I$E77txﬁ%ﬁbt%é

RIET 7B AR LI2GE 1%, LT ORI TebivE T,
QL A— Nk BHi@Em
EBEA UL, FEENIC, RET 7 EARNRI -2, RETVZEATOIPT
R RAEDOEREZBHLET,
EA A — /VIBARSBEOR ElT mail o~ RE2EH L £,

o= /)
slog IZ [Security Emergency from xxx.xxx.xxx.xxxJ (Xxx.Xxx.Xxx. xxx [IRIET 7 &
AHEDIPT FLRA) EFRRLET,
syslog DERENDINTWAEEIX, ERHO syslog — N2 TV A NZi@N4 52
EHTEET,

@7 /& AEE
RIET 7V BATNEDT VA%, —ERET 7B AZGIRBLET, 778 AHIRER O
X EIL remote—access time 2~ R TCRE L £,

I%E%—P

BABEE—F
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I remote—access time

SAY— R EHEEE, LA T2 & 2ITIET 7 AT BRED 7 2 A AR
ERELET.

REH1 FAETIECARERDT Y AFREMZ 5 7ICHRET D

Router (config) #remote-access time 5

I:l?‘/ FERK

remote—access time <7 %t X #HlIRERE>

INEX—Q
NS A—4 BRERNE EREEIH | HIREFDE
TR RET 7B AOHFIIK LT, TV B AGIREAT " )
PR 7SR (4)) ARELET, 1~60  AREATA]

Loowrznbuige
105 L 720 T,

I$E79txﬁ%ﬁbt%é

RIET 72 AREE LIS, LLFOHIENT/2biE 7,
@E 1 A— /LT L HaEEn
BT ALY BIEIC, RET VAR o722, RIETZEATLO IPT
N U RAEEDEHRZ @ L ET,
BA A — )VIAFERE DR E T mail =~ REfH L £,

| J=R/4ei]
slog IZ [Security Emergency from xxx.xxx.xxx.xxxd (xxx.xxx.xxx. xxx (LFRIET 7 &
ZHEDIPT KL RA) LFRLET,
syslog DFREN SN TNWDGEEIT, ERHIOD syslog — N2 U TAX A MTBET DH 2
EHTEET,

@7 /AT
RIET VB AT DOT V8 A%, —ERM7T 7 AZHRLET, RAT—RAD OF
AEHET remote—access limitation 2~ RCTHREL ET,

I%E%—P

HAREE— K

530



B5 2747714 —/Lt%EE

RV EDPYL

I ipv6 access—group

access—list A~ RTCHELLE-7 4 VZ U v 75 —% % 4 (PPPoE. LAN, EWAN) A >
BT = — ATt LFET,
TANEY T —HE, % (PPPoE. LAN, EWAN) A > &% 7 = — A TE LT3 v MT
WHT 500, % (PPPoE, LAN, EWAN) A > & 7 = — RITEETH 347y MIEHT 2 00
EIRETLOMLENRD D 7,

refresh 2~y REIZENC /B o~y KT,

I REMFI 1 access—list 1 THRELET—4%. LAINXERKICERT S

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 access-group 1 out

I REH 2 access-list 2 THELIE-T—42%. LNASOZERICERT S

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 access-group 2 in

I:l?‘/ FERK

ip access—group <access—list &%> { in | out }

I/ﬁ’%)‘—ﬁl
INSA—4H BRERAR REEIE | ARREOE
access—list |74 NVH VT DT —HERE LT 7 AU A [3000~3499 T
x FNOFFZERELET, 3500~3999
A BT 2 —ATOZER (in) /A X T =—|.
{in | out} [ZA)DHOEERE (out) OEEHELTT A AZ Y ;zt BT
T L00ERELET,

|courznbuige

BUA BT =2—ATIE Py F T4 NZ ) TR LEE A,

531



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I IP24LBY2TIZDNT

BELE ANy RESMIFE L e v o7z X 912,

BT

BEE—F

X =2 U T iD= O 51

PPPoE A X 7 = — AR EET— K
IAINA LV HT 2 —AREET—NK
EWAN A > % 7 = — AR EE— K
IPsec f % 7 = —AHFHEE— K

N RNA BT 2 — AREET— R
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I ip access—group

access—list A~V RCIRELEZTITANZ ) U ITT—H % KA LA T72—ATHALET,
TANEY T TF—=2L, HEAHE T 2—ATEZE LAy MIEAT 500, %ET5
Ny MCHEAT 200 EHETHI0ERH D £7,

refresh a2~y RBICHE®NICR D a~r RTT, (X4 ¥ 7 —13%<)

I EX7EI 1 access—list 1 THELT—42 %, LANEERICERYT S

Router (config) #interface lan 1
Router (config-if lan 1) #ip access-group 1 out

I HEHI2 access—list 2 THELE-T—42%Z. LWALSOZERKICERAT S

Router (config) #interface lan 1
Router (config-if lan 1) #ip access-group 2 in

I:l'?‘/ FEHX

ip access—group <access—list 5> { in [interface | vpn]| out }

I/\°5)‘—’5¢
NS A—AH BRENE REEFE | ABREDE
1~99
access—list & (T4 NE Y T DOF—REZHRE LT 7% [100~199 AT
i AV A NDOFZERBELET, 1300~1999
2000~2699
AVHT 2 —ATDOZER (in) /A4
72— ANBLDEER (out) ODELHT
TUNE) o TTLDONEFEELET,
ZEMT, ESOICUTOLIICHRENTE |in
{ inlinterface |F 4 in vpn .
2 o AWEASA]
[ ven] | out JI- [ JR5E VPN Xt 45 R | |0 interface
1n vpn , out
il
in H JR%adE VPN %587 v k&

interface |fHfH

MLAN A > & 7 2—AB LW IPsec A ¥ 7 =—ATiX, vpn ZiBIRT B Z LITTEERA,
Xin vpn B LW in interface ZiBIN L7-EA. WH T B access—list DFELEIL, any & T5
PVERH Y F£9,
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|courznpuige

HUA ST 2—ATHEH, IPXTy 74 v H ) TR L ERA,

I P 4B Y2TIZDNT

HIE Ly FEUMEIHEL 720 2 0o 7o X912, % 2 Y 7 4 IO =i 51
T

I%E%—P

AN A VX T 2—AREET— R

EWAN A % 7 = — AKEET— K
PPPoE A % 7 = — AREE— K
HAXYT—A BT 2 —AREE—F
IPsec f v Z 7 = —AFREET— K
VLAN f v X 7 = — AREET— R
oA BT 2—ARKEET— R

534



B5 2747714 —/Lt%EE

I ip stateful max—sessions

FERTANE Y T T =T NOREERE LET,
I TCHRET HENL, IPv4a/IPv6 TR T AFE 7 AV X U T T —T DL 721
F9,

I BER FEIANZ)GT—TNEI63BAEY L a VRERET D

Router (config) #ip stateful max-sessions 16384

I:l?‘/ FERK

ip stateful max-sessions <tw< 3 %>

I/\"%;‘—’Sl
NFA—4 REAE REGHE | HEEOE
e |FETANE ) T T NORKREEREL 2048~ |
t//a/ﬁzih 16384 BT

|courznbuige

2048

foe=—
HAREE— ]
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| o—Exsimia

I console exec—timeout

A= TrIA U ENTWDHIREET, E@REEARMZRELET, a2 Y —LTo
TAESN, ZOa<wy RTRE LTS a2~ ROANRero-8561L, BETr
TT7T o R LET,

I REMB 1 B4 LT REEZE 0 DICRET HEE

Router (config) #console exec-timeout 30

Iﬂimz BEBOSTY S LSS

Router (config) #console exec-timeout off

I:?DF%K
console exec—timeout <% 4 L7 ™ MDD

I/\"%%—’Sl

NS A—4H BHALNES EREEIR | HREEFDE
oY= s Ei, AN —v g UOMT

A LT TN i lkoThbHEIR 7T U M5 F TOEE [1~60

HEE ] M (AL 4y) Z2fEELET, off
of f ZIRETHEHEIR T U FLERA,

BT

I COEREEITHEWNGE
60 CHEIR T U N TH L5127 >TVnET,
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-z
IIE'
LT -

HEn 77 b/ B2 7T T MZh»bbd, a2y —)LTHRE LNk S
NTNET,
fthD—H N TELNET Tr 7 LT, save 3~ RE AL, HEELZRATERE 72
STLEWVET,

HEEABPTIED, TOWRBICETIZE, load 2~ REFRHA LT T 7 R LTL
AN

[—
kg
it
rH
|
-
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I ftp-server exec—timeout

FTP Tr 74 > S TCWAIREE T, BRI A2 EL 9, FIP Tr /A v &,
ZDawy RTHRELEERMES o~ ROANNRN-T28E81T, HEITcr 77 FLE
‘a_o

Dien s scu7s rmmesnsmesone

Router (config) #ftp-server exec-timeout 30

!ﬂiﬂz BEBOSTY P EELEEE

Router (config) #ftp-server exec-timeout off

I avy FERK
ftp-server exec—timeout <2 A L7 MEFRED

I/\"%;‘—’Sl

NS A—4H BHANES ERTEEIE  HRREFDE
FTIP Cu /4 &, AL —a U RNMrbnis
HALT UM Ko ThbHEIMZ T T 2% TORR (H [1~60
PR AL :57) =HELET, off
off ZIFETHLHEHE R ST M LER AL

BT

|courznbuige
5HTHBR ST Y b AL IR THET,

I%E%—P

HAREE— K
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I'ftp—server shutdown

FTIPIZ L BT 7 B A BT AGEITHEEL LT,

Iﬂiw1 FIP 07 9 £ R EHEET %

Router (confiq) #ftp-server shutdown

I:7>F%ﬁ

ftp-server shutdown

I/ﬁ’%)‘—ﬁl

INTA=HFTHY A,

|courznbuige

FIPIZ L DT 78 A& E7,
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I'telnet—server exec—timeout

TELNET Cu 74 > SN TWAHIRET, MR ERARM 2 3% E L ¥ 9, TELNET Tr 71 >
S, ZDOawy RCTRELEERRTS o~ ROATIR o285k, BEicn /77w
l\ L/\i—a—o

I REBI 1 BA LT EEZE 0 DICHKET H5HE

Router (config) #telnet-server exec-timeout 30

REHI2 BEFOT T RSELRNES

Router (config) #telnet-server exec-timeout off

I avy FERK
telnet-server exec—timeout <4 4 L7 FEFRED

I/\"%;‘—’Sl

NS A—4H BHANES ERTEEIE  HRREFDE
TELNET Cu 7' A > i, A —a U iMTbil

A LT N |l oThbHEIR T U M5 FE TOREGY 1~60

REfH (AL : 57) ZEETELET, off
of f ZIRETH LRI /T U FLEYA,

BT

|courznbuige
5HTHBR ST Y b AL IR THET,

-, =
I FE!

HEio 777 b /B2 77 7 MIhhvib 59, TELNET TRE LT-NEITe S T
b\i‘é‘o
gL YR, D —H S TELNET T 7' A » LT, save a2~ Ra AL, HiE# Lz
MR CTaHEER>TLEWNET,
WEEBFTIED, JTTORBEIZETIZIE, load a~> FEFALTHLRZ T FLTLE
él/\o

I%E%—P
AR EET— N
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Itelnet—server shutdown

TELNET I K 2T 7 v AR T 25 EICHEE L 9,

Iﬂiw1 TELNET 07 & £ R EH6E T %

Router (config) #telnet-server shutdown

I avy FERK

telnet-server shutdown

I/\"%;‘—’Sl
INT A—=HTHD FHA,

I COBREFTHHEWNES
TEINET |2 X B 7 7 & A &5 71 £9,

I%E%—P

541



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I http-server authname

N—3w VEEE R OA A D = A NP A3 A <REALM B> ZI5E L E7,
ZOfiElX, HITP 7 A 7 > MANZ ISV DERGEmE FICERFEA TR E L CEREINET,

refresh 2= RLIZHEMNI /2B a~<2 RTT,

E%EHI 1 REALMfEZ TFITELNET) &9 %

Router (config) #http-server authname FITELNET

I:l?‘/ FER

http-server authname <REALM {E>

I NG FA—4
INT A=A BREARNB REEE | HREEDE
N—3 ot T NI i TSR SN e
i > D BRERCIA D= A BT |y ooy rons

% REALM fEZF5E L £ 7,

|courznbuige

REALM fE %22 301272 0 £,

I%E%—P

HAREE— K
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Ihttp—server authtype digest

HTTP (Web % 7E) (LD _X—2 v VEGERZEHIZ L, XA V= A MIEEAINZ L £,

refresh 2~ RBICENICAR Db a~w > RCT,

I ;QE{;I] 1 HTTP (Web EQE) o)&_:/ Y 7 HIL\HEEEXJJ'\ l/ g ’f V TR FnlunE %ﬁ)‘jﬂ -g_%)

Router (config) #http-server authtype digest

I avy RER

http-server authtype digest

I/\"%;‘—’Sl
INT A—=HTHD FHA,

I DEEZITHRWNES
HTTP (Web 3% %E) ICX DX A V= A FRGEE L, N—y v VG EE2HMILET,

I%E%—P
BAREE— K
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Ihttp—server digest—-auth nonceage

AV = A NRFERHZAE FH 9% <NONCE fii> DA I 2 458 7E L £,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I B5Efl 1 NONCE fE% 100 & ¥ %

Router (config) #http-server digest-auth nonceage 100

I:l?‘/ FERK

http-server digest-auth nonceage <NONCE {&>

I/\"%;‘—’Sl
INSA—4H BRERNE EREEIF | HIREFDE
NONCE i HA Y = A NFRIEREIZAF 95 NONCE D 2h A 1~180 &R

A (F) zZfELET,

|courznbuige

NONCE 1% 60 F 272 £97,

I%E%—P

BEAREE—F
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I http-server shutdown

HTTP (Web Z¥7E) IC L AT VA ZELET AEAICHEELE T,

refresh 2~ RBICENICAR Db a~w > RCT,

Iﬂiw1 HTTP (Web %) D75 £REEET S

Router (config) #http-server shutdown

I avy FERK

http-server shutdown

I/\"%;‘—’Sl
INT A—=HTHD FHA,

I COBREFTHHRWNES
HTTP (Web &%7E) (X AT 7 v A &2 £9,

I%E%—P

BAREE— K
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| TEAMEE

| VRRPiEE

I ip vrrp enable

N—H HHMNVRRP L—% & L CEET 20 &0 E2RELET,

refresh 3= FRIZAMIC/ D2~ FTT,

Den we—seLcmpraes

Router (config) #ip vrrp enable

I:l?‘/ FERK

ip vrrp enable

I/\°5)‘—’5¢

INTA=HTHY FHEA,

I:@ﬂiiﬁbﬁu%%

VRRP —% & L CEMEL £ A,

I%E%—P
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Ivrrp address

KA BT 2= A TENETHNV—F T N—TOFHIEIP 7 FL AR E L £,

Owner ZFHE L7125 001E, IP 7 RLAZIRETLILENH Y FH A,

H/33 Master L—HX DGETH-THEBH., FEIPT RLALEIT RLAEZT L—TD
AP T RL 2 LTHELET,

refresh =~ NZICHEDIC e Hha~ 2 T,

I ExEHI 1 EWAN D VRRP JL—%Z 7 KL X% 192.168.0. 254 IZERET 5

Router (config) #interface ewan 1
Router (config-if ewan 1) #vrrp 1 address 192.168.0.254

I INS A—4
INT A—%H BHANE BEEE  HEREFDE
VRID \7}1;3)2%;1;;;(@1@#6 VRRP A= D ) ose ame R
H o
AA BT 2= KL CORAEIP 7 L A%
BELET
KA VAT 2 —ADFDIPT K
VRRP /L— % | |owner L A% VRRP L—Z D [P 7 R L & |OWher ) R
7 L2 LT LET, ® IP 7 Kl R AR
=
b en A VRID i o — s |
it THASND IP T KL AZRE

L/jz‘é—o

MVRRP V— &7 FLRIZBALTiE, IR IP 7 FLREZSBR LTI E XY,

¥ 1 : VRID OREZFIT 1~255 TT2, 1 BDEBICHRETXAHVRIDIZ3I 2FETLERY
7,
2L, BEAVE Tz —RIZHRETEZAVRIDIZ, 22FTITR Y ET,

% 2 : VRRP owner X EZ I 5HBAICIE, R L VRID TEfET HEA L FX T =2—ART
owner BREZITH- TLZE W,
¥7-. BICVRID CEHET BAEA L F 72— AT—HLTWVWALERHY £,

IVRID EFx?

VRRP Béfe O FH X5 . VRRP L— % 7 )L—F DR 1T,
VRID 2 [A—@ VRRP b—% %, R U7 A—7 12 L E7,
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I Master JL—% & [&?

VRID 23[R U7 )—T7" DT, /N7y NORLIEEIT A5 DN Master T,
MON—2 TNy 7T 7L UTHE L. Master |ZFEENFA LA CHEICEI/EL 5] %
kX F T,

Lcozezannuse

VRRP 7 R L ADEREEITOER A,

I%E%—P

AN A VX T 2—AFREET— R
EWAN A > X 7 = — AREET— K
VLAN f v X 7 = — AREET— R

548



TURIEEE

Ivrrp adver—interval

KinHRA A 7 = — A TEIET S VRRP /L— & @ ADVERTISEMENT /%4 v ~ DE(E IR 2 3%
ELET,

refresh 2= RLIZHENI /B a~<2 RTT,

E%7EMI 1 ADVERTISEMENT /8% kDX {EREIRRZE 3 BIZERET S

Router (config) #interface ewan 1
Router (config-if ewan 1) #vrrp 1 adver-interval 3

I/ﬁ’%)‘—ﬁl
INTA—4 BRERNE BREEE | HEERFOE
RID i;gi;;wxf%¢¢évmpwﬁy@VMDlw%w ST
SEAZ f;:;;;li;n?t Ny FORERR B #) 30 W

3% : VRID DR EEFHIL 1~255 TT A, 1 BOEBIIRETES VRIDIZ3 2ETL A
NEF, 72720, BAVF T2 —RITRETE A VRID L, 2 20FE TR0 £,

IVRID ElFx

VRRP #RECAEH &5 . VRRP L—& 7 L —F ORI+ T3,
VRID 23 [E]—@ VRRP b—Z 1%, R U7 A —7 2B L £7,

I ADVERT I SEMENT /N4y k&1 ?
Master /L—% 7 b EHIRIEIE Sh 2 BIREHEH O /37 » FTT,

I DEEZFITHHRWNEE
ADVERTISEMENT /x4 v b OREHREE 1 IR E L £T,

I&E%—F
IAN A 27 = —RBEET— R
EWAN A > X 7 = —AH}EE— R
VIAN A > 2 7 = — AHEFT— K
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Ivrrp auth-type

KimhA ¥ 7 = — A THEIET B VRRP /L— & DFE niEjoE&Unu nE'T X EE ﬁbi*ﬂ”
FHILEAT O HAIE. R— 2V —FHNTRIU AR T — REER LARWE 2 — TR AT R %
HA,

RERTE D text—password IL, FVWVRRP 7’11 h 2L L D HHNMED = DICHE SN DT
HY., Bxa Ty VN/D@F'?J: IHEE5ETAHLOTIEH Y FHA, WL, auth-type
none—auth TIFIH L 72Xy,

refresh =~ NRIZA®NC b a~ RTT,

I REMBI 1 SREEEA X% text-password & L. FREE/NRT— K% vrrppass & LET

Router (config) #interface ewan 1
Router (config-if ewan 1)#vrrp 1 auth-type text-password vrrppass

I INTGA—4

INTG A=A BREARE REEFE | AEREBEOE
ARAH T 2= ATEWES D VRRP L—H D st L

VRID VRID %324 U 1~255 BHIEART]
Ny NORREXY A T HEERELET,
none—auth |[FRAEZITRD7R\, *2 none-auth

mh uJ‘_E& /], 7 T - . text— fé\lﬂgz_\‘ﬁf
text— 8 LTLINDT A hTF—H % password
password i L CREGEEIT2 D,

s SHEEH A 7127 text—password” ZIRE L7728 |8 UTFLIN R

NRAT— K |&IZ, RAT— R FHERELET, D HRHT-

X1 : FEEH A 712 none—auth &R L72HAIE, BEENRATV— RIZALTEERA,
32 : VRID DR EHMAIL 1~255 TTHA, 1 BDEBIZRETEXSHVRIDIZI3 2ETL
R ET,
77 L, HAVE T 2—RCRETEXAVRIDIZ, 220FETICRV ET,
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IVRID ElFx

VRRP #RECEH &5 . VRRP L—& 7 L —F ORI+ T3,
VRID 23 [E]—@ VRRP b—Z 1%, AU A —7IZFTiB L £7,

I:@ﬂiiﬁb@m%%

none—auth N E INF T,

I%E%—P

AN A V&7 2—AREET— R
EWAN A > X 7 = — AREET— K
VLAN f VX 7 = — AREET— R
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Ivrrp preempt

KiGFEA v H 7 = — A TEIET A VRRP /L—Z @ Preempt mode A%hZ+E L £,

refresh 2~ NEZIZENC/ e ha~wr RTT,

I %EHI 1 VRRP JL— A D Preempt mode ZB®NIZLET

Router (config) #interface ewan 1
Router (config-if ewan 1) #vrrp 1 preempt

I:l?‘/ FEH

vrrp <VRID> preempt

I INS A—4
NS A—4 REAR REEE | HRREEDIE
RID $ii&71wa%¢¢émww%5@mm I ~055% W R
AERELET,
3% : VRID DR EHIFHIL 1~255 TTA, 1 FOEBICRETED VRIDIX3 2FETLA
nEd,

L, AV ETo—RACRETEBVRIDIZ, 29oF Tl £4,

IVRID ElF?

VRRP Béfe CfEH X5 . VRRP L— & 27 )L—F DA 1T,
VRID 23[A]—@ VRRP b—Z %, WU 7 A —71ZFE L $£7,

I Preempt mode &Il&?

Master L— | ZEENFE L TRy 7T v T N—F U Y b AEAESC. Master L—#
NEIRLT, N7 v N—2hbH 0L 08EERTE L £7,
SCHEEE) L72BRIC . B OEIEEN —FE o 258 0 EDORE
Preempt mode 2372 |vrrp priority 2~ N TERE L7 EJLE CHIK L, HITE
e JEDEIL—H )3 Master L—HF L7200 F4,
Master L —Z | ZEENFEA LNy 7T v 7 )L—H M Master /b
Preempt mode NEZhD | —H 270> 71412, HHID Master L—HEBNEIH L= & LT
BE %, vrrp priority 2= N CRE L7I-EIEIZEMR: < BfE
D Master v—% (X0 7T v T )—HF) NMEFEFESET,
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I VRRP & IPsec O)EHE

EWAN {fI]C VRRP ZE){E S, [Psec ZEMESH2561%. L TOEENPMLETT,

FITELnet-F140 72 £ CPE 77, FITELnet-F1000 (2%} L T [Psec Di#{E #4729 ¥, VRRP
TIHRELLRMBIP 7 FLASEICR T o—2 3 052179 Z ENARETY, 7272 L. VRRP @
RFENV—FEENREAELTESGA. Ny 7 T v 7O —2 D IPsec 1818 Dkt 2 kA £ 5
B, B kST — 2 2 E T LT 27O DERN oD, WEEMETHZ LN TEE
A,

FITELnet-F1000 <C VRRP Z{i [l L. IPsec Milfg Z4T 9 ¥4 . CPE T SA DR AT H
B34 YV £9, FITELnet-F140 Tl%. DPD (Dead Peer Detection ) 72X . SA BEARHEREN
PFHR—=FEINTVWETOT, BTHETHELICL TSN, D SAEHRBEREICI Y,
SANYINTZZ L EFRETE, HERXIT T —Va VEITH) I ENTEXET,

F7-. FITELnet-F1000 @ Preempt (4&fH]) E— KA ON (272 5T 5 & . VRRP OESEEEN
EVL—XNEEITHZ LI LD, REAL—FX DU B ZINFET D720, IPsec D SA 23—
UM S E 4, Preempt OFREDBIIIEE NI T,

|courznbuige

Preempt mode IZ#EZN T,

I%E%—F

LAN A > 2 7 2 — ABEE— R
EWAN A > 2 7 = — ABEET— R
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Ivrrp priority

Master W—& ZRET HEEEEZHELE T, KREVWEFIIEELETELS 20 7,
Z OB, Master — Z ITEENEA LT BAIEEITAIER ICHEH S ET,
ESCRE N U Cdh o 723881 ADVERTISEMENT /X4~ RN IP 7 KL A (1) T, &b A
VM Z @ %N L 7= — 2 M3 Master L—Z 12720 £,

refresh =~ NRICARNC e Ha~ > RTT,

IEEM1 IW—BDEBFEEZ 120 IZRET S

Router (config) #interface ewan 1
Router (config-if ewan 1)#vrrp 1 priority 120

I/ﬁ’%)‘—@
NS A—4H BRERNBE RESIEH | HIREFDE
KA BT =2—ATEHES 2 VRRP /L— & @ VRID s |
VRID e | 3 1~255% B IEA~A]
i li/[;stor router |CBEBT HT-DDENIEZZEL E ~o54  [GWERTT
3% : VRID DR EHIFHIL 1~255 T, 1 FOEBICRETED VRIDIX3 2FETL A
nET,
2L, HA VAT 2 —RTHRETES VRIDIZ, 220FE TRV ET,
IVRID ElEx?

VRRP Béfe CfEH X5 . VRRP L— & 7 )L—F DA 1T,
VRID 23[A]—@ VRRP /b— &%, R L7 V—1ZF1@ L £7,

Loozezannuse

JL— 2 DS % 100 [Z3RE L £,

I%E%—P

LAN A > 2 7 = —AFEE— R
EWAN A > X 7 = — AR EE— K
VLAN A > X 7 = — AFKTEE— K
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BRI PEY |-

I event—class

JL— 2 TUERSEEIZ BT D event—class & event—action D~ v B 7 AR E L ET,

refresh 2~ RRRIZHENZ /D a~r RTT,

IEEEWH ANV SRBES 1 EARV LTI aVES 1 ZHEDITD

Router (config) fevent-map
Router (config-event-map) # event-class 1 event-action 1

I:l'?‘/ FEH

event-class K</ X2 9 S REEB> event-action KA R 7o 308>

I/\"%;‘—’;‘l
INTA—4 RENE REE | HREFF DB
{/:“/%7"7'2 BI#H ST H AR N T AFFERELE 1~100  |EREAH
CiSEs R
AXRCENT 7Y |BESTLIAR NT 7 a v BREREL S
o ey 1~100  |[AHEAT]

Loosezannuse
= SRR A T A,

I%E%—F
A==

AR b=y TREET—F
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Icheck ip—icmp

L3ping |2 X A FEMEZL D ICMP-CLASS &5 (56%%) REZITWVET,

AREEB 2 EEEEE LT-EA101E, <ICMP-CLASS BEONFR—D b DI L Tk FEXx b

L. <ICMP-CLASS A >MNERH5A1IX, BIRRE L 720 7,
HEDORENE - 285121, ICMP-CLASS %5 CHEILE 2 i £,
Bl (1 EREE — 500 : EREEEY)

refresh =~ NRIZARhNC e H a2~ RTT,

FRERFI 1 L3ping [C& HENEHERD ICMP-CLASS BESZ 1&£9 5

Router (config) #event-class 1
Router (config-event-class 1)# check ip-icmp 1

INE%—Q

INTA—4 BENE R | HEREOE

o [L3ping (2 & % B EEHERE > ICMP-CLASS % R

ICMP-CLASS & 5 i ~ BWETR
Y5 Gik) wk LT I~500 KA

H (true) . 1%
invert L (true) 245 (False) DRIRE [HR ST invert (false) &€ D
AT 2% EITHEE LET, FFEEmMLE

‘a_o

Lconzsnnuise

TURBEREIZEE T & £ A,

Iﬂi%—F

AR NI TAREE—F
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Icheck interface status

MELIA EZ T = — ADWREFSRZIT W E T,
ARBEHEBEXEBRTE LTS AICIE, A ¥ 72 —ALANR—OLOIZE LT EEx L
L. AV 27 2—RALNELRDEAI1203, BINERESE LET,

refresh =~ NRIZARNC/ e ha~ > RTT,

IEQTE"WH EWANT DIRREBERR 21T 5

Router (config) #event-class 1
Router (config-event-class 1) # check interface status ewan 1

I INS A—4
ING A=A ByARES R E S HBHREEDIE
lan 1
ewan 1~2
AU HETz—A [REEHREZITH>A X7 =—A% |pppoe 1~24 o
4 A dialer 1~20 |0 MEA
ipsecif 1~100
vlanif 1~16
H. (true) & 14 (false) DIRHER X H (true), 14
invert i S CIRAT H5OIZFEE LE |invert (false) #Z D F
R F@MmLET,
I CDEREEITHEWNGE
LRI T 8 A,

Iﬂi%—F

AR NI TAREE—F
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Icheck signal-level

BRI L VB LT — X BE T — ROBE L~V L, KFRED L~
THRE SNIEOLENIC LV E (true) . 14 (false) 24 X2 h@E L £9,

BIWIREEEN TEoWnT —H@BE 7 — RBHASNZY, fHRL7eb 7 —4@mfEh—F
INT A FARREIC 72 > 12381, invert OFEIZE D 5T RE (unknown) %A X2 MEE
LET,

EICR IR A2 EHIFICES 5121, monitor signal-level =i~ ROBENPETHLE T,

refresh =~ NRIZARNC e ha~ 2 RTT,

I FHEGI1 10RLE, EBRLANLNIULEDIZGSIE true & L TEHT S

Router (config) #event-class 1
Router (config-event-class 1) #check signal-level 3 mobile 1 hold-times 10

I:l?‘/ FERK

check signal-level <L ARJL> mobile 1 [hold-times <TRUE fETERFRE> [<FALSE #&5E RRS
>11 [invert]

I/\°5)‘—’5¢
k5 A—4 | BRENE | BERmE | AREBOE
Lo ﬁﬁ%ﬁk#é%&va%%ﬁLEINRS R

BIEIOARAENNE (true) ISR T, TRUE #EE
R (GEAL - FD) ofC A — RoEER L
LD HBE LT LALVEL B E 7ol .
TRUE e E R | AIOIRREZ BT (true) & LA X0 Ml |0~86400 ggﬁfgﬁii‘
HE (true) Z@A L ET, - ©

7272 L. invert MEEIINTWAEGED
A R N EFNEA (False) Z A L7,

HEIDNREED M (false) LIS C. FALSE fife
FEREE GEAL - FD) ORI — RO
LU, FE LT UL & e o 7 = .
FALSE feERFH | BB IRAE A4 (false) & LA X2 Ml |0~86400 Tgfgggﬁﬁ &l
B4 (false) I L F T, ‘
7272 L. invert MEEIINTWAEGED
A AR MEANTE (true) 2@ L E T,

=N v
4 (true) & 4 (false) DIRRER SliE S 4 Hltrue) 12

. A bt invert (false) x D E F
T@%ﬂﬁ—éi}ﬁm ZL?EE L\i—a—o @iﬂbi'@“e

invert
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I COBREFTHHRWNES
FBWL NV EBARXNT 7y g LTHALEY A,

Iﬂi%—F

AN I TAREE—R
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Icheck vrrp status vrid

AREREIC LV . B%E L72 VRID @ VRRP IRRERLIH 2179 Z LW T& £,
WHE DR ETIL, Master DS true, Master SN DA false & 720 £,
invert X E DALY (Master 28 false,Master LAZRDS true) o

refresh =~ NRIZAZNC/ e h a2~ RTT,

I E%EHI 1 VRID 1 @ VRRP IKEEEEIRZ1T S

Router (config) #event-class 1
Router (config-event-class 1)# check vrrp status vrid 1

I:l?‘/ FE=HK
check vrrp status vrid <VRID> [invert]

I INS A—4
INTGA—4 BRERAS =% TE & HERFOE
VRID VRRP JRFEECHI AT 9 VRID 3% E L £, 1~500  |AWEAT]
= %
. B (true) & 4 (false) OIRIER KBRS & Cill |, H(true), &
invert B 8 A 4B L T invert (false) &£ D E
A ° FiEmLET,

|courznbuise

VRID @ VRRP IREEREAL 24TV EH A

Iﬂi%—F

AN I TAREE—R
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Idampening disable

AR NT T TR T = TR T 5 E 20O EE LET,
1 \lDA Ry N THESNDRF LT ¢l 1000, 2F LT fEOFERMEIT 156 BT,

refresh 2~ NBZIZAENC /e ha~wr RTT,

BREB1 ANVNISVTFUTZUTHEEEDET D

Router (config) #event-class 1
Router (config-event-class 1) # dampening disable

I:7>F%ﬁ

dampening disable

I INS A—4
INTA—=HRITHY FHA

|courznbuige

AR NT TGy IH TS = TR IR T,

Locoiosuosio—sommen

ARV RNT T oI T=20 TR EIE, ARV N7 Ty (F7e2%) 2&EL
PRRERANY M LTI AT A 2T 52 LIC8), —EEEZIZXDETDA N
& 2 Z HERTOIRTE (true or false) IZ[HE L. ~XF T iz FHEIS Z & THOA N
Y EORBEIZEVEFHTE DL HICT HHEETT,

AEEEIX, A XU NI TATEICHRET DI ENTEET,

I%E%—P

AN I TAREE—R
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Idampening—parameter

ARV NI T TFE T = THERED R FRR EE TV E T,

refresh 2~ NEZIZENC/ e ha~wr RTT,

REGI 1 FERMZ S, 75y EVTRERIEE 2000, 75 v ELJEIRREEZ 750 &
ER)

Router (config) #fevent-class 1
Router (config-event-class 1)# dampening-parameter 45 2000 750

I:?DF%ﬁ

dampening-parameter < {EEED <75 v EVIRERLERBE <75y EVJEIRRIE>

INE%—Q
T A—% BEAS BT | AREOE
NPT OB EG %, ~F AT o
LB (O T AR TOMMTRELET, (H [1~45  EKORT
fir : 4y)

S5y |l 7Y EXTRIBERIETAST AT A fH (T
ﬁ%%¢%@¢v%4@ﬁﬁﬁﬁ%:zt%ém7iyﬁyi 1~65535 |4 WA AT
e KL B/pd) R ELET,
7Ty B TIRENOEIE LT BT T
7T T\ T A (ST T A ENREMEE LT ([FfE A i
GIHEE  |B1) (kOB AITEIR & i) 2 || 09930 HIEATT
L\jETO

I:@%EEﬁqu%é

AEWRER - 5 4. 7T v B REERIE - 20000, 7T v v ZEIHEIE - 10000 & LFET,

562



TURIEEE

I4&>h75v7§>j:>7%%tﬁ

ANRVNT T TR T2 TR, ARV DT T T (F722%F) 12k-T
T arBNERTDHOEMIET 5T 0OERETT,
AR FOWRBEZACDFHAE LTZBICRT AT o l2 BB L., 77 v B ZRERAERMEE
MB2DEZTDARY N HEAORRE (True H L < 1X False) I[ZEET 2HRETT,
NRFNLNT A EIFFFRE E EDIZEA L, 7T v B IREEEIBREEE FElD & HO X
¥ NOARBENEALT D L H IR T,
ARERRIE, A RNV NI TARATEICHRET DI ENTEET,

I%E%—F

AR NI TAREE—F
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Idescription

% event—action IZ Description Z3E L ¥4,

refresh 2~ RBICENICAR Db a~w > RCT,

I 7l 1  event-action IZ Description % description EVENT_ACTION 1 Main Route &9 3%

Router (config) #event-action 1
Router (config-event-action 1)# description EVENT ACTION 1 Main Route

I:l?‘/ FEH

description <LINE>

I INTA—4H
ING A=A BRENE ERESIE HRREFDE
LINE % event—action |Z Description iR E L £9, |- BMEA ]
X RESCFEEICHIBIZH V FHAM, show event—action 2= K THHERIL 256 3L
FETTT,

I:@%EEﬁbEu%ﬁ

£ event—action IZ Description Z % E L £H A,

Iﬂi%—F

AR NT I a B EE—FR
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I event match-any

AR NI T RTEE ST D A X MEBIEETE DD AT —H AD True DIGE
AR NI T ADAT—H A% true & LET,

refresh 2~ NEZIZAENC/ha~vr RTT,

SEMBI 1 L3Pingl & L3Ping2 M EL 5/ A true MEF event—class & true &5

Router (config) #event-class
Router (config-event-class 1
Router (config-event-class 1
Router (config-event-class 1
Router (config-event-class 1

# event match-any
# check ip-icmp 1
# check ip-icmp 2
# exit

I:l?‘/ FERK

event match-any

I/\"%;‘—’Sl
INT A—=HFTHD EFHEA

Icwﬁiiﬁb@m%%

ETOmatch TIZv vy FLELAIZ, 77 Ay FIZ#EG L Ll L ET,

fBlE LT, BXEHI 1 Tevent match—any ZHE LR > GEIFLTO L 12720 77,

Router (config) #event-class 1

Router (config-event-class 1)# check ip-icmp 1
Router (config-event-class 1)# check ip-icmp 2
Router (config-event-class 1)# exit

Z O, L3Pingl 28 true, 7D 3Ping2 A3 true OHF event—class 73 true & 720 97,

Iﬂi%—F

AR NI TAREE—F
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I logging event state—change

Ko< KT, enable BEREIINTWAHEA. icmp—class, event—action, event—class
DT T ADRREEALR AT L Ea 7V amdd# LET,
disable E£721%, KRXE(T 7 4/V N OEAITFEH I N EF A,

refresh =~ NRIZARNC e H a2~ RTT,

I RERFI 1 event-class MIRAEZLARE LI-IGEO T FRHT S

Router (config) #event-class 1
Router (config-event-class 1)# logging event state-change enable
Router (config-event-class 1)# exit

I:l'?‘/ FEHX

logging event state-change <A 4'E&%E>
I ING A—4
INTG A—4H BRENE REERRE | ARREFDE
R bIZL Yy n 7 2# T 50 E 2 EEEL
EScS
R erabe  lmar
enable |17 %5#T 5 Lsable

disable | 7 & 50k L 72\

Loosrzabuuse

KA LTbr 7 Z2i# L EH A,

I%E%—F

AR NI TAREET—R
AR NT I a VRREE—R
ICMP 7 7 AHTEE— K
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Imatch duration

AR NI TR TRR OFPATREZIT O B A IR E L E T,

from THE L7ZREZIN 5, to THRE L7ZFEZIE T% TRUE OMRFEE L £,

F7-. range minute A7 T 3 VAFRET H Z & T, FBE LIEEZ ) B RREEFEN 4 TRUE
KL 2F L HRET,

refresh =~ NRICARNC/ e Ha~ 2 RTT,

I;Qi{ﬁlﬂ #FFR$EE & 2008/02/01 00:00 ~ 2008/02/15 00:00 &9 %

Router (config) #event-class 1
Router (config-event-class 1)# match duration from 2008 2 1 0 0 to
2008 2 15 0 0

I EREBI 2 EHBHIERE Z 2008/02/01 12:10 M5 12 K5I E T 5

Router (config) #fevent-class 1
Router (config-event-class 1)# match duration from 2008 2 1 12 10
range minute 720

I:l?‘/ FERK

match duration from <&> <B> H|ER )} <E>HODto<E>HA> { B | B
B } <H‘—*r> 5> [mvert]

match duration from <&> <A> { B | BB | <> <&H> range minute <»H>

[invert]
I/\"%;‘—’Sl

NS A—4H BHANES E% TE 0B HREEDE
T, £/~ 1Xany ZFEEL E7, any

H ;g;i?;ﬂ;ﬂ“é ZEIENEE L LT 2000~2035 BIEAS ]
H. £/-Tany Z2HELE9, o

A any HEET B Lick0 AT LT (D BT
Wb E,

WICH/EH, £/-1Zany ZFEELE T, lany

any ZIFRETHZ LIk mA"E LT |1~31

H | #H Wb E, sun e N
F72. last ZfEET A Z & THERAZIRETE mon
TBHZ ENHEET, tue
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wed
thu
fri
sat
last
KE, 703 any ZHELET, .
5 any AAEETH 2 Lic kY LT | BWEA
W ET,
S EllEany ZRELET, an
5y any ZHEET S Lic k0 e e LT | BT
W ET,
1;2\156 R N e L A 0~5000000 |4 A]
B A
| FE (true) & (4 (False) DIRIEE SR ST | s (true) 18
invert T B A I fe R L invert (false) %D F
1 (=) H o i@%ﬂ Li‘j—o

|coueenpnis

AR NI TAE

BEE—F

L CHRZ OB E # TV EE A,
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I reset card

ARVET 7 varyt LT, T—XEEI—FDOY vy MEIT0ET,

T — X 8E — RRERIREEOS A X, EekELsiR LT — Y BEV—FO Uy b &
fTWET,

F—R@E D — ROIRREE L % state—timeout A7 > 3 » CHE LIRS L 4, ¥
ALT T NLIEGAE, T XBEI— FOMEENEZ ONDLTD, BEAZHEEHL T

— X BE N — RaefEATREZREICEBE L £9,
refresh =~ NBRIZA®NC/ e Ha~ > RTT,

XTFT—HBEI—FDOYEY b Litdetach ., attach #2175 X TE2ELET,

I%Eﬂ1 ARNUETHaVELTH—FEB1E) Y FT 5

Router (config) #event-action 1
Router (config-event-action 1)# reset card 1

I:l‘?‘/ FRz =

reset card <h— F&HS> [state-timeout <FFHEEERED]

I/\°5)‘—’5¢
ING A—4 BRERNE REEF | HIREFDE
AN N N 1 - N
AXRANTIZvaryELl T, Vey 457 —4 ! AT

Y e =
P T — X5 51— RS detach FIREIZ 72 D £ TOfRFE |30~
i pfa] (HLAOL - D) ZfRE LR, 2000000 |

I:@%EEﬁqu%é

AR NT Vv aryTTr—HiBEN— R0ty ME{TbDRV,

I%i%—F

AR NT I a BEE—FR
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I reset system

ARCENT I varE L THEEZ VY PLET,

722 L, LFORROGEIT, EEY By MRFERINLETA,

BT 7 — AT = T RNER TRV

BT = AT =T B EERI TV ESEE

-BE T 4 T EEEHRZTVWDLIGEE

* boot firmware/configuration =t~y KZ&FE{TH
T Do T 4 TN, save A~ RTHRIESIN TV WSS

F7o. UTORROEGAL, —ERFFZRZARHIIICEEY £y MO FERI N ET O THE
BLTIZEN,

Z O, condition—wait &7 3 o CTREL £,

EBENE TRWT 7 — AT = TN IERE ThRWGEE

CEBE TRV r— AT 2T EEIRITVDLGEE

- EEE TRV ar T s IREZHRZ 5N TV LGS

*FTP B8 L ONSCP D& w3 UL L TW D 5GE

7B, RA N RS Activate (IZ72 > T, FEERMBZICERY &y MEMEZ I S &
HZENTEET,

Z OWFEIL action—delay A7 v a o CTHRELET,

TOT I alE, AR R True I8 L LI EFICHERE LET,

FLASH fEIk BT RT3 U & v b 21ThT ., EHRK T T202/f> TorbEEZ By
rLET,

refresh 2~ REIZENC /B a~y RTT,

I HEH 1 action-delay & 120 . condition-wait % 20 ¥} 29 %

Router (config) #event-action 1

Router (config-event-action 1)# reset system action-delay 120
condition-wait 20

!:l?‘/ FRz =

reset system [action-delay <EIEBERE>] [condition-wait <{FHERERI>]
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INE%—Q
INSA—4H BRERNE REEF AREEDE
. EENY By NA[RENT = v 7 ZBAtGT 5 £ TORE [0~
AL IR )
BER oy g B miEE L £ 2000000 |80
EENY By FA[EENT = v 7 BB I TN L Y |30~ 600 T
2000000 -

PSR 2 2 coRSR (BT B) AR L ET

Loomzsannuss

AR RT I varyt L TCEERZ)EY FLEREA,

I%E%—F

AR KNT Vg VREE—R
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I send e-mai |

ARVET 7 arb LT, BFA—IVENEZITIINE I DOREZITVET,

EAA— LT, A2 FOD true—>false, false—>true D ELHDOEBETHEELET,

AKavy REMFERTHICE, B A— X DEEBEAEE (nail to a2~ K) Z3RE
TAHAVERHY £77,

refresh =~ NRICARNC/ e Ha~ 2 RTT,

IEEM1 ARNETaELT, BFA—IILBHMZETD

Router (config) #event-action 1
Router (config-event-action 1)# send e-mail

I:7>F%ﬁ

send e-mai |

I/ﬁ’%)‘—ﬁl

INTA=HTHY EFHEA

I:@%EEﬁbEu%ﬁ

B A—VIBM ATV ER A,

I%E%—F

AR T Vg VREE—R

572



TURIEEE

I send snmp-trap

Ko< REEELESAEIL., AT —H2 AN activate B LN deactivate [ZTiBE L7T-ERIZ,

S\MP T v FEREELE T,

refresh 2~ NBZIZAENC /e ha~wr RTT,

! EERFI1 EETDHNMP FSw FITdescriptionavy KTHEELEEREZSH S

Router (config) #event-action 1
Router (config-event-action 1)# send snmp-trap

I:7>F%ﬁ

send snmp—trap [description]

I/ﬁ’%)‘—ﬁl
ING A—7H BRENE =R TE E HBHREEDE
AR NT Vg VREET— RO SNMP ~Z v 7T
description |description @< > K CIRE LTZHNE description |description %
Z., S\P F T v FIZEH WML £, Elen

I:@%EEﬁbEu%ﬁ

SN\MP 7 v 7R ELEH A,

AR NT I a B EE—FR
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Iset ipsec—status discard isakmp—policy

AXRVRNT 7 varOT77arE LT, HET D ISAKWP A —%FHT 5 SA %
DISCARD fRTEIZ L £ 9,

DISCARD JREEIC 705 & . e LT\ % IPsec—SA,/ TKE-SA ZfEh L. f5E L7- SA & O#
1T TR 772 £7,

refresh 2~ RRRIZHZ /D a~2 R TT,

I F%EMH 1 SA 10 IPsec ikR&% DISCARD &3 %

Router (config) #event—-action 1
Router (config-event-action 1)# set ipsec-status discard isakmp-policy 1

I INS A—4
NS A—H BRERAR RESEHE HREFDE
SA IPsec {RfEA DISCARD (295 SA ZFRE L F T, |1~100 |[AlEAnf

I:@%EEﬁbEu%ﬁ

IPsec IR7EA DISCARD IZ L £H A,

Iﬂi%—F

AR NT I a B EE—FR
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Iset policy-flag

BELERY —T77 7% (EEOXTH: 64 LTLIN) OT7F7 7% NIZLET,
BEDOAN FTHRURY =7 7 72 BET 2REDHE, £ TOREBIZBNTHRY &
— T TN OFF I/ oA IZ0FF 72 . 1-OTH ON DIREENSIELET A EAITIZ ON & 7
D E7,

BELERY —7 7 71, QSHIED 7 T A~y 7 THEALET,
FRELERY =TT TOIREET, QS DT T A5 &#1TH 2 LM TEET,
RN —T7F 7% L7 QS ©7 7 Z45F1X. match policy-flag =~ RTIREL F7°

Ko< FBIW, 77 A~y TRKEET— RO match policy-flag’ o~ Ra{FEf45 =
CWZED ., ARV IBRELISE E L TWRWEET, QSR v—b—7 1 > 7 Ol
BRZ DI ENARETT,

A VBT = —ADIRAERL, VRRP DIREEZ A L, F#KIZ QoS AR Y & ——F 1 7
DOl Z 22 GEATAHZ ENTEET,

refresh =~ NZICHEDIC e Hha~ 2 T,

I EXEFI 1 POLIT-FLAGD 7S5 % ONIZT 5

Router (config) #fevent-action 1
Router (config-event-action 1)# set policy-flag POLI1-FLAG

I:l?‘/ FERK

set policy-flag <Ry —27545 4>

INE%—Q
NS A—%H BHANES REEIR | HREREFDE
RV —=TF 7 |77 7% NICTHR)—T7T7 74 %%F |4 I YN
4, = LET K 64 3T PANEAHT

Loomezannuse
7T 7% ONICTHRY) =TT VT EBRELEEA,

I%E%—P

AR NT I a B EE—R
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I suspend icmp—-class

icmp—class I~ RTHEEL IOMP 7 T 2 DRIEEAR 22 1L L £ 9,
fE1E L7 BRIE, BRI OIRREIL Suspend IRAE L 720 97, 7272 L, #EHERDO 27 Y 7%
SR AN %L*?ﬁﬁbfﬁ‘?/ FLET,

suspend icmp—class 2~ R&EHT25 2 & T, REBEDRBER 21T O LIENIEA
(VRRP (BT 2y 7 7 v TN— 2 %) ICREERZIFIET 52 N TEET,

refresh =~ NRIZARNC e ha~ 2 RTT,

I REHNI1 ICMP &~ 5 R&ES 100 DEBEREFLT S

Router (config) #event-action 1
Router (config-event-action 1)# suspend icmp-class 100

I/\°3)‘—’5¢
NS A—AH BREANE RESFH  AREBOE
1P 7 5 25 Lgfﬁ%{kTélmP77X%b%? L~ 100 WA

I DBREZTHHLEE

PREEAR AT L LEE A,

fee=—s

AR RNT I g VBREE—R
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| secmizms

I icmp—class

ICMP 7 T AR EE— RIZBIT L £ T,

refresh 2= FRICAMIZ/LDa~ > FTT,

Noen opsszmee—rpaLEs

Router (config) #icmp-class 1
Router (config-icmp-class 1)#

I:l?‘/ FERK

icmp—class <ICMP & 5 X &ES>

I/\°5)‘—’5¢

ol

INTA—4 RENR
ICMP 7 5 A& |[ICMP 7 5 A HZ B4 I5E LF 7,

REHHE HEEFOE

1~100

WA ]
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Iaddress

L3ping (2 X D RIEMR DS IFR T H2 TRV ET

AR EIXF—D icmp—class W TITEEEREEIT/R O ZEILTEEHA,

source—interface MFRENH DAL, HELIEA VX 72 —AD IPT RL A% EE
JTLIPT RLAELLTEELET,

nexthop DERTENH DL AL, < BIENRA v Z 7 2 —A4H LI, IPT RLRIZXDY
BEN 2D £,

B BIEBS, A F 72— RADGEIT, AV F T == AL TRET 24 4 —T =—
A~ L3Ping DIX[EEATRVET,

refresh =~ RZICHDIC /e ha~ 2 KT,

I EREHI1 192.168.1. 158~ LN BIOD IP 7 K LR ZEEETeE LT, BN A 22 T 2 —REATEET S

Router (config) #icmp-class 1
Router (config-icmp-class 1) # address 192.168.1.1 source-
interface lan 1 nexthop ewan 1

I:l'?‘/ FEHX

address <IP 7 KL R> [source-interface <f & 2 x—RX%&>] [nexthop KA %
TJ1—RE&>|KIP 7 FLAD}]

INE%—Q
NG A—4H BHARES 5% 7E & B HIREFDIE
. MR H O L3ping #1857 5405 . o || me o
~ LA _ SLA > ~
IP 7 R DIPT RLA%EL £ IPv4 7 R B B
lan 1
ewan 1~2
. o . (2 <1 - 0 __ |pppoe 1~24
A HTx L3p1n§f{L1 ?fﬁf’rjwi' VAT dinler 190 WA
A4 AZET HHAITHELET,
loopback 1

tunnel 1~32
vlanif 1~16

Loozezannuse

LRI TE 8 A,

I%E%—P

ICMP 7 7 AHTEE— K
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I interval

L3ping OEIFERMEZR EZITVE T,
refresh (XD X A ~fHNEE LR o501 B W TCEE, TNETOX A ~vEEG| S
F9,

refresh =~ NRIZAZNC/ e h a2~ RTT,

I REH 1 EEMRZE 1208, BIHERGIZTORREZE0FET D

Router (config) #icmp-class 1
Router (config-icmp-class 1)# interval 120 restoration 60

I avy RERK
interval <INTERVAL> [restoration <REST-INTERVAL>]

I INTGA—74
NS A—H BERNE BREEHE | HEEROE
INTERVAL til;gi@ L3ping DE(EMIME (BAL : B) Z3E ;(’)\(“)OOOO WA
REST- INTERVAL iﬁg)ﬁ%g?ig;fleo RFDXEMME (B ;(’)\(“)OOOO 30

|courznbuise

true IR 30 #b, false FF 30 FV45(Z L3ping MER A TVNVE T,

Iﬂi%—F

ICMP 7 T AR EE— K
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Itrial

L3ping IZH1T D RIEER £ COREZE L £
L3ping MIRAEAS false RFITIEAE L C<TRIAL-TIME> RIBUEBMERSIC 72 o 7o Rl CHIJJIRE %

true & LE9,

F7o. true REIFEE U CFAIL-TIME> [RIBEAMERE & 72 o 7 Rf sl CHUJIRAE A false & L
F9,

refresh IZ X W HEFREIHNET L /e > T28BBICB W TR, TNETOH A ~fHE B kX
S

refresh =~ NRIZA®NC b a~ RTT,

IE&EWH BOoERIZ 1 B, REGERI 1 B ZEH#ERKET D

Router (config) #icmp-class 1
Router (config-icmp-class 1)# trial 1 fail 1

I:l?‘/ FEH

trial <TRAIAL-TIME> fail <FAIL-TIME>

I/\°5)‘—’5¢

NS A—AH BRENE RESEF HEREFDE
TRATAL-TIME |BfdfERS & A 72T £ COMERRIEEZRE L 97, 1~16 BMEAA]
FAIL-TIME | REfiE#EFE & 72T £ COMREIREZZRE L ET, |[I~16 AR

|courznbuise

TRATAL-TIME : 3[R, FAIL-TIME : 2 [RIO#ER ATV E T,

Iﬂi%—F

ICMP 7 T AFREE— K
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Isize

L3ping /37y MY A XEFEE L ET
FaiE Li=Y A X%, ICMP-ECHO OF — Z A X272 £3,

refresh 2~ NBZIZAENC /e ha~wr RTT,

REBI1 Ny bHARXE256ETD

Router (config) #icmp-class 1
Router (config-icmp-class 1)# size 256

I:l?‘/ FEHX

size <INy R A XD

I/ﬁ’%)‘—ﬁl

NG A—A RERNE REHE BHEEFOE
Ny B A X L3ping DT YA RERE L ET, [10~3000 [E AT

I:@%EEﬁbEu%ﬁ

N7y B A AL, 561272 ) T,

Iﬂi%—F

ICMP 7 T AFREE— K
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Iprobe

L3ping XM+ A, EEMEO IOMP 2 v —U %2 EMLET,
BESNT Y DI B 1237y R THERD BNHIVUTEL &l L £,
F7-. (Layer3 Z A7 )N iIPfIMitc 1%, R0 FOBEELERE AL

refresh @2~ RBICENC b a~vy RTCT,

Iﬂiw1 BTy FE0ET S

Router (config) #icmp-class 1
Router (config-icmp-class 1) # probe 10

I:l?‘/ FEH

probe <PROBE PACKET>

I/ﬁ’%)‘—ﬁl

INTA—4H BRENE RESEE HRREFDE
PROBE PACKET [L3ping ®EH /N7 v M AFRELET, [1~10 BT

I:@%EEﬁbEu%ﬁ

Ny UL 202720 £

Iﬂi%—F

ICMP 7 T AFREE— K
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I timeout

L3ping OREIR 5 1 L7 7 MK () OREZITVET,

MR B D 157 FORIEMD tineout RENRIAKEE L7z b5 A A7 ¥ b &
I L £,

refresh 12 £ BB 3~ > KT, BRBMBMBOBAEIL, UHIO K A L7 ¥ Mk
R LR DREAR AR HREE SV 5 A 57 0 b AR LET,

refresh =~ NRIZA®NC e H a2~ RTT,

Iﬂiﬂ1 BALTYREOBETS

Router (config) #icmp-class 1
Router (config-icmp-class 1)# timeout 10

I:l?‘/ FEH

timeout <Z A LTI k>

I/\°3)‘—’5¢
NS A—4H ByARES REEIFH | HIREFDE
L3ping DXEHX A L7 7 M (B) O%E% o
HALNT TR FEF 1~10 ) LN

I:@%EEﬁqu%ﬁ

ZALT T e 3ELET,

I%E%—F

ICMP 7 T AFREE— K
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I logging event state—change

Ko< KT, enable BEREIINTWAHEA. icmp—class, event—action, event—class
DT T ADRREEALR AT L Ea 7V amdd# LET,
disable E£721%, KRXE(T 7 4/V N OEAITFEH I N EF A,

refresh =~ NRIZARNC e H a2~ RTT,

I RERFI 1 event-class MIRAEZLARE LI-IGEO T FRHT S

Router (config) #event-class 1
Router (config-event-class 1)# logging event state-change enable
Router (config-event-class 1)# exit

I:l'?‘/ FEHX

logging event state-change <A 4'E&%E>
I ING A—4
INTG A—4H BRENE REERRE | ARREFDE
R bIZL Yy n 7 2# T 50 E 2 EEEL
EScS
R erabe  lmar
enable |17 %5#T 5 Lsable

disable | 7 & 50k L 72\

Loosrzabuuse

KA LTbr 7 Z2i# L EH A,

I%E%—F

AR NI TAREET—R
AR NT I a VRREE—R
ICMP 7 7 AHTEE— K
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Idescription

icmp—class @ Description &% E L £,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I %EHI 1 icmp—class M Description Z L3PING ICMP Class Description#tl &9 %

Router (config) #icmp-class 1
Router (config-icmp-class 1) # description L3PING ICMP Class Description#l

I:l?‘/ FEH

description <3F>

I INTA—4H
ING A=A BRENE RESEE HRREFDE
A icmp—class @ Description ZE LET, |- BMEA ]
X RESCFEEICHIRBIZD V FHAMN, show icmp-class 2~ R THORRIL 256 LF
£ TTI,

I:@%EEﬁbEu%ﬁ

icmp—class @ Description Z%E L ¥ A,

Iﬂi%—F

ICMP 7 T AFREE— K
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|77>3>

Iadd ip route

TR H OB ZATVET

refresh =< > FRIZADIZ /D3~ R TT,

I EXEMHI1 192.168. 1.0 255. 255. 255. 0 ~D#EEE % NextHop192.168.100.1 &9 %

Router (config) #event-action 1
Router (config-event-action 1)# add ip route 192.168.1.0
255.255.255.0 192.168.100.1

I:l?‘/ FERK

add ip route <FEFERY FT—4> KT RX%H> NextHop> [<distance>] [onetime]

I/ﬁ’%)‘—@
INTG A=A BHANES =% 7E i B HBIREFDE
SRty N | AET 4 I N—T 4 T DS F > b . e |
Sy ey KL% IPv4 7 R LA IS A AT
~ A Sty NU— kT H~ AT IPvd 7 R LA AR A]
IPv4 7 KL A
ewan 1~2
SaAE~RN =T B 72D NextlHop D IP 7 |pppoe 1~24
NextHop RLAEFIZ, /£ X7 =2—ZAFFEEL |loopback 1 BT
ESc dialer 1~20
ipsecif 1~100
tunnel 1~32
. ABRT 4V )V—T 4 7D distance
distance A teE L ET 1~255 1
true 75 false ~BBIFOREIFEHROH e 0D
W35 b A HRE LT, e,
. onet ime B)VEIRF ORI HII BRI & Pk #) . .
onetime . B et g onetime B DR
FrE /=13, 3Z224 D onetime RT U727 o8 0 il
EE LA S TR A IR S 1 by
F 179
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Ih

REETOEVVGE

PR 2 B L E A,

S

Iﬂi%—F

AR NT v a UREE—FR
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Iclear ipsec—session isakmp-policy

FEE L7z ISAKMP 7R Y o —3F B\ BJ# 5% Phase 1 SA & Phase 2 SA D& vz v &k
L/\i—é_ﬂo
true—false |27 2 72 A0, (AT HITWVER A,

refresh @2~ RBICENC b a~vy RTCT,

IEEM1 isakmp-policy 1Dty 3 BRI 5

Router (config) #event-action 1
Router (config-event-action 1)# clear ipsec-session isakmp-policy 1

I:7>F%ﬁ

clear ipsec—session isakmp-policy <ISAKMP iRV o —#&K 75>

I/ﬁ’%)‘—ﬁl
NG A—H BRERAR RESIH | HIREFDE
ISAKMP iRV o—  |[Bw v a U &2fifilcd D ISAKMP R Y o —& = o
i EEE L2 1~100 AT

I:@%EEﬁbEu%ﬁ

Ty va ML EE A,

I%E%—F

AR T Vg VREE— R
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Idescription

icmp—class @ Description Z# @& E L £,

refresh =~ NZICHEDIC /e ha~ 2 T,

I %11 icmp—class @ Description % L3PING ICMP Class Descriptionffl &3 %

Router (config) #icmp-class 1
Router (config-icmp-class 1)# description L3PING ICMP Class Description#l

I:l?‘/ FEHX

description <{X=F&>

I INTGA—4
ING A=~ BRENE RESEE HRREFDE
B icmp—class @ Description Z@EL 4, |- BWEAS AT
X RESCFEEICHIBIZH VD THAM, show icmp-class 2= 2 R TORRIL 256 LF
E£TTT,

I:@%EEﬁbEu%ﬁ

icmp—class @ Description Z%E L ¥ A,

I%E%—F

ICMP 7 7 ARREE— F
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Id isconnect mobile

[E#R AR B DS AT, M@ 5 E R[] CROE SIVEINSEE R T & v 7 T UiEE
MUl L £,

refresh 2~ NBZIZAENC /e ha~wr RTT,

REMF 1 EREGRHOZEIS. 0 MEEE NS EY I NETNIEEREDNT S

Router (config) #fevent-action 1
Router (config-event-action 1) #disconnect mobile 1 idle-timer send 30

I:l?‘/ FEHX

disconnect mobile 1 [forced | idle-timer send <ZE@{E%I5ERFRE>]

INEX—Q
INTA—4A BRERNSE B il HBIRREFDE
ey || IR RE e SORFRE (HAT . ‘
sz |0 VEETEET S ECOME O a0 sk
: N C; S LS T5HFETIL, 60
forced forced %?Hﬂij—é Seickh AR RTE forced e ) ij—o

v 7\ ZBERR 7R < e P DRl & W L £

|courznbuise

e th ORI 2 A4 X N T 7 2 g I TR,

I%E%—P

AR NT I a B EE—FR
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Ie—mail body false-to-true

ARVIENT 7 arb LTCEETHIETA—NDORLEHELET,

BAA— VORI, ERLL7->TEY, FELEARIL, ERXoOK FTIZBNS
F9,

ZOEZ. A R False—True LR o880 7 7> a v OBEASITENENET,

refresh =~ NRIZA®NC e H a2~ RTT,

IEQEWH BHIT DEFDAIZ VRRP status changes to Master. ZEN9 5

Router (config) #event-action 1
Router (config-event-action 1)# e-mail body false-to-true VRRP
status changes to Master.

I:l'?‘/ FEHX

e-mail body false-to-true<{A3>

I/\°5)‘—’5¢
NS A—4 BHANES REEE | BREEFDIE
False—>True DA X2 MZ KX VEFTHE A —/V K254 |,
okt 1 fraRE LT g [T
I:@%E%ﬁbmu%é
ERSLORRELET, ERLIE, LFoEXE 2D 7,
< TERI ST A >
SysDescr : FITELnet-F140 Ver 01.30-052003 v02.03(00) 082905
IP Address : 192.168.2.254
Time : 2005/08/30(TUE) 12:45:18
Iﬂi%—F

AR NT I a B EE—R
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Ie—mail body true-to-false

ARVIENT 7 arb LTCEETHIETA—NDORLEHELET,

A A—VOARILE, ERLER->THEY, FELENFIL, R XK FHicBEmsh
F7,

ZORETEIX. AN I True—False E >80T 73 a L OBEAITEBENMENF 1,

refresh =~ NRIZA®NC e H a2~ RTT,

IEQEWH BHIT BDEFDAIZ VRRP status change to Backup. ! ZENd 5

Router (config) #event-action 1
Router (config-event-action 1)# e-mail body true-to-false VRRP
status changes to Backup.'!

I:?DF%K

e-mail| body true-to-false<{A&3>

I ING A—4

INTHA—4H BREANE SREEF  HEREEDE

True—False DA X2 MIEVIEEFETDHEFA—/V K254 |,

R |oksiEm s 1 ramE LET g [T

I DERTE ETHEWNGES
TR SL OB BE L ET, BRI, UTFoEXNE 2D £,

< B S >

SysDescr : FITELnet-F140 Ver 01.30-052003 V02.03(00) 082905

IP Address 1 192. 168. 2. 254

Time : 2005/08/30 (TUE) 12:45:18

fze-:

AR NT 7 a VREE—R
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Ie—mai | subject
ARVENT I vark LT, EFA—BMEITOBOY T V=7 b

BELET

refresh 2~ RBICENCAR DL a~w 2y RCT,

I HEF 1 BHITBZEFNOY I H % VRRP status change 11&F 3

Router (config) #event-action 1
Router (config-event-action 1)# e-mail subject VRRP status change !!

I avy FERX
e-mail subject <HITxH k>

REFH | HREFOE

K54 —4 RENS
ey o |[EFANERET D ROY TV m s bR
Li—éﬁo

§5%4 EW AT
%

I CDHREEITHEWNGE
Event—action occurred on FITELnet-F140 (KLAN/H| IP 7 KL A>) True—>False & L < I%
False—>True (77 2 a o OjEBEEHEIC LY 2 H)

Iﬂi%—F
AR NT I a B EE—FR
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I igmp—proxy disable-upstream

AKa<w  RERETHZ LWL, ARVIT 7V a BEIC, FBELIZA VX T = —
ACIE IGMP Proxy OENEAZ N L E T,
refresh 2~ RBICENCAR DL a~w 2y RCT,

REHFT EWAN 14237 z—RIZHLT, AR 7S 3 UREFZ IGMP Proxy DENME
=EMNZT D

Router (config) #event-action 1
Router (config-event-action 1)# igmp-proxy ewan 1 disable-upstream

INE%—Q
INS A —4 BERS 5% E i LI DE
PRy o AN BT 7Y a U@, IGMP M%HN2
Proxy DEMEZ AR E Ligng a7 [0 WS T
A ipsecif 1~100

T—AZFEELET, vlanif 1~16

Loomzsanniss

A BT x—AT IGMP Proxy OENMEZMERNIC L £H A

I%E%—P
S

AR NT T alBHEE—R
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I | gMp—proxy non-quer ier

RKa<w RERETHZEIWTLD, AXUNT 732 a3 U0SBE L 722 non—querier JRHE
WCRBATLET,

refresh 2= RLIZHENI /2B a~<2 RTT,

I HEB T OEWAN 1 4 >3 7 —XRIZxH LT non—querier IREEE T 5

Router (config) fevent-action 1
Router (config-event-action 1)# igmp-proxy ewan 1 non-querier

I:l?‘/ FERK

igmp—proxy <A X 7 x—A%> non—querier

I/ﬁ’%)‘—ﬁl
INT A—4H BRERNE SREEE | ABREFDE
L e R o lan 1
S4BT ez [POD querier JREEEL T AA X T = — R v 1 ST

e
EIRE LT, vlanif 1~16

|courznbuige

non—querier W& L FEH A,

AR NT I a BEE—FR
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I logging event state—change

Ko< KT, enable BEREIINTWAHEA. icmp—class, event—action, event—class
DT T ADRREEALR AT L Ea 7V amdd# LET,
disable E£721%, KRXE(T 7 4/V N OEAITFEH I N EF A,

refresh =~ NRIZARNC e H a2~ RTT,

I RERFI 1 event-class MIRAEZLARE LI-IGEO T FRHT S

Router (config) #event-class 1
Router (config-event-class 1)# logging event state-change enable
Router (config-event-class 1)# exit

I:l'?‘/ FEHX

logging event state-change <A 4'E&%E>
I ING A—4
INTG A—4H BRENE REERRE | ARREFDE
R bIZL Yy n 7 2# T 50 E 2 EEEL
EScS
R erabe  lmar
enable |17 %5#T 5 Lsable

disable | 7 & 50k L 72\

Loosrzabuuse

KA LTbr 7 Z2i# L EH A,

I%E%—F

AR NI TAREET—R
AR NT I a VRREE—R
ICMP 7 7 AHTEE— K
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IVI’I’p

vrid @ Priority OZEH 2 {TW\VET,

refresh 2~ NEZIZENC/ e ha~wr RTT,

IEQEWIH vrrp : 10, track : 1. decrement : 120 & LE 9

Router (config) #event-action 1

Router (config-event-action 1)# vrrp 10 track 1 decrement 120

I/ﬁ’%)‘—ﬁl
NS A—H BREAR REEIE | HIREFDE
vrid EE LW vrid #5ELET, 1~255 | REARA]

track_no fH R E L E 7,

VRRP O priority 234 > TRETX £,
track_no |tack FHOEMILMENI /2 T3, (EHEHOLAW

&b )

Flo. 420U EORENTIImED LT T,

priority  |priority fHEZF%E L £7,

Loozezannuse

vrid @ Priority fHZZE L £ A,

I%E%—P

AR NT I a B EE—R
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I?\y E>9

I event-map

AR Iy TREET— FICBITLET,

I BREFI1 ANV ATy TREE—FICHBITLET,

Router (config) #event-map
Router (config-event-map)

I:l?‘/ FERK

event-map </ N> b7y TEE>

I/\"%;‘—’Sl

NTA=HFTHY FHEA,
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Ievent—class

JL—H TLEMEEIZ BT 5 event—class & event—action D~ v B VAR EL £,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I%iﬂ1

ARV ZRBENEARV LTIV VES 1 ZHEDITD

Router (config) #event-map

Router (config-event-map) # event-class 1 event-action 1

I:l?‘/ FEH

event-class </ N> r49 S5 REE> event-action <A RV FF7H L3 08ED>

I/ﬁ’%)‘—ﬁl
K5 A—% BERE o iaE | AREOE
;%;“77 MHES 5 ARy h 7 T ABEERELET, [1~100 |BHRWT
Nk N N Nk > \ s Zyu
ANV b7y BHEST AN bT I v a VESERELE | W

va &S 7,

|courznbuige

=B ILREEZHITE A,

I%E%—P

AN Yy TREE—F
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I QoS/CoSHéRE

IO%Z?V?@E%

Iclass—map

JIAR T E—RIIBITL, NI 74w eI 7 74T 2EHRLET,
77 A< w7 E— NI, match ip b L<IZE, match ipv6 2~ RIZL-ThT7 7 1 v
7 DAYFESIENRESNET,

B DOSEMENRE S NS, natch-any OFEIC L - T, BEOSMEN OR Kbt e b
73, AND SfEE B R E SN ET,

IPv4/IPv6 DIEWVC XV BRE SN2~ RBEY LWL 2 A%, BE I =440
TR SN DD TR, R EHESNET,

refresh A~ FRIZAMITAR D 2~ FTT,

Iﬂiﬂ1 DAY THREE—FABITLET,

Router (config) #class-map video-class
Router (class-map video-class) #

NS A—4H BREAR =R TE E HBHREEDIE
TITARTE |\ TAR TEERELET, |16 LT-LAINDO LT B IEA 7]

|courznbuige

PIAR T D N T T 4w 7 DGEETOERA,
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Ilnatch—any

[il— class—map N CHEELD match TR SN E OEEEZIRE L £ 7,
W 1T DD match 1712~ v F L72E 12 class—map (25 & L7z & HWr L £,

refresh 2~ NBZIZAENC/ha~wr RTT,

IEQEWH IP7OER)A D200 BEIVFIDHLI T4 ELTHRET %,

Router (config) #class-map video-class

Router (class-map video-class) #match-any

Router (class-map video-class) #match ip access-group 2000
Router (class-map video-class) #exit

I:l'?‘/ FEH

match-any

INE%—Q
INT A—=HFTHD EFHEA

Loomzsanniss

E2TOmatchfTICv vy F LG, 77 A~y 0@ e Lz L HT %

I%E%—F

7 IARy TREE—F
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Ilnatch ip/ipv6 access—group

I IAR Yy TNTY YT TEHNTI 74w 7%, IPTIVEAVANMILVERELET,

KT 7 4w 70 IPvA 23y R OBA, match ipvé 2= 2 RIZARKALE 20 £, W b
7 4 v 7N IPV6 2Ny b OE . match ip 2~ RIIARKALE 220 £4,

[fl— class—map N T D match ip & L <IXmatch ipv6 BNEFRINT-HE. TEINT
NEIZREIG S AV E T,

[fl— class—map (23 T match—any N EE STV A EEIZIE, WO match {T12% B
T4y TG Lol A, %2475 class—map [ZITES Lo -b DL SN ET,
match—any 23MEE SILTCWRWIEEIZIE, WTNAD match1TIC N7 7 4 w7 03iA L
Mol 8E8 . 4T 5 class—map IZITHEE Lo b DL ENET,

T8 AU A RD log & count TR I E T,

refresh 2~ NRICARNC/ha~w> RTT,

IEQTE“WH IP7O AR D200 B EIVFIDLI T4 VI ELTEHRET Do

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #match ip access-group 2000
Router (config-class-map) fexit

I:l?‘/ FERK

match ip access—group <ext-ipv4 7o X 1) X &S > [input-interface
K487 x—2%> [port <R— FEED} ]

match ipv6 access—group <ext-ipv6 7o X 1) X +&FEE > [input-interface
KB T7xT—RA4> [port <R— RFEED]}
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I/\"%%—’Sl

INTGA—5 REAR R EEH HESEF DB

T Ay TNT 577
extoipvd 7 og |27 2TYIRTIYYFTHRTT 0 199, 2000

s o A v % ext-ipvd T 7 B AU A & B AR AT
2 = T ~2699
VARMES e cmEL
lan 1
ewan 1~2
I A TN T~vTF 5877 |pppoe 1~24 P
AVBT2—2K |4 v T EBATA 2 T 2 —ATHRE |dialer 1~20 ;7 g
L%, ipsecif 1~100 -
vlanif 1~16
tunnel 1~32
- LAN A © % 7 = — 2 Oy FAE — b & LAN A » &
= ]\ﬂéﬁ =] ===y port 1~4 Tz —AD
FrEELET, . o
N— &

I CDREEITHEWNGES
HHM I TAT Y SICNT T 4 v 7 iE~ T LERA

I%E%—P

JTAY Yy THEE—N
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Ilnatch ip/ipv6 input—interface

IIARY TNy TTEHRNT T 4w 0%, ANAVET2—AZEIVEELET,

KT 7 4w 70N IPvA 287 R DA, match ipve T~ RIZARRALE 720 47, w2 b
T 7 4w 7N IPV6 X ROBEA | match ip a2 RIIARANL & 720 97,

[fl— class—map N T D match ip & L <IXmatch ipv6 BNEFRINT-HE. TEINT
NEIZREIG S AV E T,

[A]— class—map {233V T match—any 2M8E STV DAL, WL D match 1712 % b
ZT7 4w T INHE LI o T2 e, %415 class—map [ZIZHEE LR o2 b D& SNET,
match—any MEE STV WEHEEIZIE, WO match{TIZ N7 7 ¢ v 7 A L7

o T=6. %495 class—map I[ZIF#ES Lo/ b D SN ET,

refresh =~ RZICHEMIC /e h a~ 2 T,

I%Eﬂ1 NS4y ENETEALEFTT—REENMN 1 ELTEET D

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #match ip input-interface ewan 1
Router (config-class-map) fexit

I:l?‘/ FERK

match ip input-interface [input-interface <4 >2 7T —X%&> [port <IR— FHESD]
match ipv6 input-interface [input-interface <4 >4 7 —X%£> [port <h— FHESD]

INTGA—H REANE R E #E HEEEFDIE

ewan 1~2
JIAyTNT<yTT5 K |pppoe 1~24

AVHET2—RE (T 4T EANNA X T x2— |dialer 1~20 mToA s
2 THELET, ipsecif 1~100 §7==A

vlanif 1~16

tunnel 1~32
RN— NEF LAN o =57 7 = — 2 DY AR — | port 1~4 ];Aii/xi)
HoafEELET, R— h &S
N k=2
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|courenbuige

HM TG 2wy IR T T4 vy F LERA

Iﬂi%—F

I IR TEREE—NR
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I77>3>7v7®i§

Iaction—map

action-map ©— NIZBATL, NI 74 vk HT7 7 v a2 ERLET,
%ﬁ%ﬁ’iofﬁf FENZWT I3 R0, IPvA/IPv6 OIEWC L WV RES LT =2
RREEY LWL 2 G E, fESNZT 7 va VidiEHESnET,

refresh 2~ RGIZHEGNC /B o~y RTY,

Doen 7502~y omes—rmrts.

Router (config) faction-map stream-action
Router (action-map stream-action) #

I:l?‘/ FERK

action-map <72 3oy 7L >

I/\"%;‘—’Sl
INSA—4H BREAR Bkl HREEDE
Tovarvwy T \Trovarvy T ERELET ;?ﬁ]um@ HWEAA]

|courznbuise

T a N TERINEY A,

I%E%—P

BEAREE—F
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Idrop

TIvar& LT Ny MNEEERELET,
=727 varsyAoa~y FRARESNHTNTS, Kavwr FRELEINET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

BEG1 ToaELTNTy FREZRET S,

Router (config) #action-map stream-action
Router (action-map stream-action) #drop

I:7>F%ﬁ

drop

I/ﬁ’%)‘—ﬁl
INTA—=HRITHY FHA

|oomezanniss
Ny MIEES L EE A,

Iﬂi%—F

T varvwy TREE—FR
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Iset ip dscp

TIvart LT, IPA~Ny ZIHTH~v—F o V2R ELET,

KGNy RN IPVA Ry R TIER D> T2 88, AREITEH SN ET,

prec & tos I(TFABOHTHWAD Z LN TEFE M, dsep &P & 720 F5,

2T 4 TR TOMIR L LT, dscp D% E SN TWAEAIT dsep sk ENEIE &
FUprec & tos DFRTEILMEN 72 97,

dscp BRE SN TWRWEE DI prec & tos DFRENANIRD £7,

T aryPMRESINRDoT~Ny X T 4=V RiE, ~—F 7 E3NTICEDOFE FiRES
nEI,

refresh =~ NBRICA®hNC b a~ 2 RTT,

I REH 1 OIPVAAYRIZHTBHI—F T E LT, dscp (Zef 2_TET 5,

Router (config) #action-map stream-action
Router (action-map stream-action) #set ip dscp ef

I:l'?‘/ FEHX

set ip dscp {<dscp-value>|<dscp-named-value>}

I/\°5)‘—’5¢

ING A=A BRENE % 7 & AHEREDOE
dscp—value dscp—value ZiE L £, 0~63 N LN

ef (101110b),

bf (000000b)

af11(001010b),
af12(001100b)
af13(001110b),
af21(010010b)
af22(010100b),
af23(010110b)
af31(011010b),
af32(011100b)
af33(011110b),
af41(100010b)
af42(100100b),
af43(100110b)

dscp—named-value |dscp—named-value Z 5% & L F 9, AMEATAT
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I COBREFTHHRWNES
=X I AT bIVER A

Iﬂi%—F

T g~y TREE—R
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Iset ip next—hop

Trvart LT, Ny MREERELET (R v—n—FT4127) |

BNk 9 b, distance [EN S o & H/NI WK N AGZIZ 20 97,

A pfkED 5 6 b o &b distance fEA/ I S W HIHEFEANE— distance B CTHEEAFTE
T 5%, config /R Thed EOREN T SN ET,

distance fANEIE SNIZHEDT 7 /0 X117 LET,

HRESC N BEERRE eSS, T ORKIXEH I ET,

{82 OHFEIE S 2 TERERRERSG A, b LIBE SN TOARWEA, set {ip|ipvé)
next—hop default 2MEE SN TWAIEEICIL, BHEDONL—T 4 TN T7bvET,

FBE SN TWRWEGEAIZE, 7y MIF#ERE 7 v h & LTHEEINET,

Xy RS IPvA DA, set ipvb TR SN E T, W37 v R IPv6 DA, set ip
TR SN ET,

ARa<wr R, I/FZEROYT—ERR) o—L LTEREINTHE L. HREBEROY
—EARY =L LTHREINTGAICORANERD | T/FEERFOY—EARY >—&
L CRESNHEIIIBEH S ET,

refresh =~ NRIZARNC/ e ha~ RTT,

I EREFI1 /N4y hoh#Ese £ 192.168.100. 1 (2 distance 10 THRET 5,

Router (config) #action-map stream-action
Router (config-action-map) #set ip next-hop 192.168.100.1 distance 10

I avy RFER
set ip next-hop <IP 7 FL X> [distance (1-255)]
set ip next-hop <4 >%# 7 x—X> [distance (1-255)]

set ip next—hop connected {ipsecif <1-500> | null <0-0>} [distance (1-255)]
set ip next-hop default

I INTGA—4
 RkSA—a | BRENE | BEEE | AREOE
o IPvd 7 RLA |
1P 7 KL% o 17 FLxgmE LT (D077 e
PPPoE A > Z 7 = —AD X HIZ, %5 |ewan 1~2
. - e ~BES 5 720 D NextHop ® IP 7 |pppoe 1~24 |,
AT T 2R L IR 7 b AV B AT 8 |dialer 1~20 | P TE
ELET, tunnel 1~32
. B~ DRRIEE L LT IPsec f ' Z 7 |ipsecif 1~ |,
connected ipsecif e L4 100 B A AT
‘connected null ‘%%ﬁﬁ@?ﬁﬁ'ﬁﬁ%%ﬁk LFET, |r1u11 0 A N
‘distance ‘E{ﬂ%liﬁ'ﬁ@ distance [AZ R T L £, |1~255 BAWEAS AT
default HY—A—F 4 L7 %ATDTIC,  [BL BT
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o

|courznpuige

BEDON—T 4 T ERIIRNE
ﬁ—

kSRR E 3T IR b E A

I (%) 7o FaJLd distance {E

i7" bz d distance fHIZ, AT DXL DT> TWET,

Joral TIHILNE EE
ABT A 1 2R A[HE
B — B - I RTA]
BGP (external) 20
BGP (internal) 200 AL UDI e
BGP (local) 200
RIP 120 25 W Al HE
OSPF (external) 110
OSPF (inter—area) |110 ZE L AIRE
OSPF (intra—area) [110
IKE /L— k 0 ZE AT
SA-up /L— b 0 IS AT RE
REDUNDANCY /L— [0 2 AR
EventAction /L— k |1 ZE T A HE
AutoConfig 0 I AH]

I%E%—P

T~y TREE—R
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Iset ip prec

Trvart LT, IPVA~Ny DT H~—F U T EFRELET,

KRRy NN IPvA Xy N TE o oG E . AREITEHE I NE T,

prec & tos I(TFABOHTHWAD Z LN TEFE M, dsep &P & 720 F5,

a7 4 THRAMUTOER - LT, dsep NERTE I TW DAL dsep iRENEE S
FUprec & tos DFRTEILMEN 72 97,

dscp MWRREIN TV WA DI prec & tos DREDNHENTR Y £97,

T arPREINRD T~y AT 4L RiE, v —F 7 ENTICEDOF TRk S
NET,

refresh =~ NBRICA®hNC b a~ 2 RTT,

I%EM1 IPv4 Ny HZxtd B —F 245 E LT, preclZroutine #ERET 5,

Router (config) #action-map stream-action
Router (action-map stream-action)#set ip prec routine

I:l'?‘/ FEHX

set ip prec {<precedence-value>|<precedence—named-value>}

I ING A—4
ING A—4 BRERNE E% 7 & B AHEREDOE

precedence- precedence-value Z#&E L E 7, 0~7 AW AT

value
routine (0),
priority (1)
immediate (2),

recedence— flash(3)
b precedence—named-value ZiX/E L £79, |flash- EWEART]

named-value override (4)

critical (5),
internet (6)
network (7)

Loomzsanniss

YR TR ER A,

I%E%—P

S

T ar~y TREET—FR
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Iset ip tos

Trvart LT, IPVA~Ny DT H~—F U T EFRELET,

KRRy NN IPvA Xy N TE o oG E . AREITEHE I NE T,

prec & tos I(TFABOHTHWAD Z LN TEFE M, dsep &P & 720 F5,

a7 4 THRAMUTOER - LT, dsep NERTE I TW DAL dsep iRENEE S
FUprec & tos DFRTEILMEN 72 97,

dscp MWRREIN TV WA DI prec & tos DREDNHENTR Y £97,
T arBRRESNRNSTEANy X T 4 — )L RiX, v —F U7 ENTICEDOE FIREIN
F9,

refresh =< RBRICARNC/ R Ha~< > RTT,

I BEF 1 IPVAANYFITHT HT—F 2 & LT, tos T min-momentary-cost ZEET B,

Router (config) #action-map stream-action
Router (action-map stream-action) #set ip tos min-momentary-cost

I:l'?‘/ FEHX

set ip tos {<tos—value>|<tos—named-value}

I INTA—4
ING A—4 BREANE =R T B HERBEDE
tos—value tos—value Z% & L E I, 0~15 BWEA AT
min—-momentary—cost (1)
- - S, max-reliability(2)
tos—named-value tos-named-value ZFIE L % max—throughput (4), BWEA AT

D

min—
delay(8) , normal (0)

Lonzsnnnisa
v =% RPN EE A,

I%E%—P

T varvwy TREE—FR
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Iset ipv6 dscp

Trvart LT, IPVe~Ny X H~v—F 2 TEHRELET,

KGN RIS IPV6 /Ny R TIE R o 7256, RREIFER S ET, traffic—class
& dsep ElTHEML L 720 F T,

32T 4 T FAIMUITCOMER L L, dscp DNERE IV TV D AT dsep iRIEDEIIL S
traffic—class OB TEITIMNIC /20 F,

dsep MEE SN TWARWEE DI traffic—class DFREDEFIHT/2 D £,

T arPREINRNoTo~y AT 4 — L RiL, =—F 0 7 ENTICEFOE FEES
nEJ,

refresh =~ RRICA®NC b a~ 2 RTT,

I REH 1 OIPVEAYAIZHTBHI—F T E LT, dscp [z ef 2/TET 5,

Router (config) #action-map stream-action
Router (action-map stream-action) #set ipv6 dscp ef

I:l'?‘/ FEHX

set ipv6 dscp {<dscp-value>|<dscp—named-value>}

I/\°5)‘—’5¢

INTGA—4H BREANE 5% T BB HIREDE
dscp—value dscp-value ZiE L £, 0~63 B WA

ef (101110b),

bf (000000b)

af11(001010b),
af12(001100b)
af13(001110b),
af21(010010b)
af22(010100b),
af23(010110b)
af31(011010b),
af32(011100b)
af33(011110b),
af41(100010b)
af42(100100b),
af43(100110b)

Zuts

dscp—named-value |dscp—named-value Z 3% & L F 9, AMEATAT
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I COBREFTHHRWNES
=X I AT bIVER A

Iﬂi%—F

T g~y TREE—R
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Iset ipv6 next—hop

Trvart LT, Ny MREERELET (R v—n—FT4127) |
BNk 9 b, distance [EN S o & H/NI WK N AGZIZ 20 97,
A pfkED 5 6 b o &b distance fEA/ I S W HIHEFEANE— distance B CTHEEAFTE
T 5%, config /R Thed EOREN T SN ET,
distance fANEIE SNIZHEDT 7 /0 X117 LET,
HRESC N BEERRE eSS, T ORKIXEH I ET,

{2 OFHEIC ETREARELREG S, b LAHRESNTHRNEA,

hop default 2MEE SN TWDIEEITIL, WFON—T ¢ TP T72bivET,

BESNLTORWERIZIE, "7y MITHARE AT v & LTHEESNET,

sy RS IPvA DA set ipvb TR SN FE T, W37 v R IPv6 DA, set ip

FEASNES

set {ip|ipv6}next—

Ko<y R, I/FEZERFOV—EZARY) —E LTHRESN-HE L., BREEEROY
—EARY =L LTHRESNLGAICOREZIE 7D | I/FEEROY—EARY >—&

L CREINHE

WCIEER SN ET,

refresh =~ RRIZARNC e Ha~ RTT,

I SEFI 1 Ny oS £ 2002:1004::1 [ distance 10 THRET S

Router (config) #action-map stream-action
Router (config-action-map) #set ipv6 next-hop 2002:1004::1 distance 10

I:l?‘/ FERK

set ipv6 next-hop <IP7 KLR> [4 2% 7 x—R*][distance (1-255)]

set ipv6 next—hop <4 >%& 7 T —X*% [distance (1-255)]
set ipv6 next-hop default

I/\"%%—’;‘l
kT A—4 BRENE | BEEE | AWM
_ SLA

1P KL% PRSED 1P 7 R LA RE LT v EYE
NextHop l2 VU v 7 a—Hh)LT RLUAZKE |lan 1

A UH T 2= U IE, A F T 2 — ADRENMLE ewan 1~2 —
<7, pppoe 1~24
PPPoE A > X 7 = —AD L H 2. 58 ~F| 1 ~94

LB T 2— 2% [EF 5720 NextHop D IP 7 K L X A3 iﬁilkﬁZ B WA T
N7 WGARICRE L £,

distance ‘Efjfﬂ'iéﬁ'ﬁ@ distance iz E L £, ‘1~255 ‘1
TV —F 4 v TR ATD T, W

dofault RN ——T 4 T HITHOTIC, BED AL W]

N—T 4 T BT RWET,
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|courznbuige
R E TR b EE A,

I (%) 70 k)LD distance {E

oo~ m k3 d distance fEiZ, AFDO XL 127> TWET,
Joka T4 ME (#E

ABT 407 1 2 AIRE
[E42/L— b - I ANH]
BGP (external) 20
BGP (internal) 200 22§ R RE
BGP (local) 200
RIP 120 2 AIRE
OSPF (external) 110
OSPF (inter—area) |110 AL UDI e
OSPF (intra—area) [110
IKE /b— b 0 I RTA]
SA—up /L— b 0 75 Al HE
REDUNDANCY /L — [0 2 AR
EventAction /L— b |1 ZE T A HE
AutoConfig 0 I A A]
I%E%—P

T ar~vy TREE—R
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Iset ipv6 traffic-class

TIvart LT, IPv6e ~y ZIxTHr~v—F V2R ELET,

KGN RIS IPV6 /Ny R TIE R o 7256, RREIFER S ET, traffic—class
& dsep ElTHEML L 720 F T,

AT 4 TPHIABRMTOLEE L L, dscp DREE STV D TEIE dsep sREDMEIL S
traffic—class O EITIENIZ 72D 5,

dscp DERTE SN TWRWIGA D I traffic—class DFRENDNHF N0 F97,

T arPREINRNoTo~y AT 4 — L RiL, =—F 0 7 ENTICEFOE FEES
nE,

refresh =~ RRICA®NC b a~ 2 RTT,

I HEB 1 O IPVbAYHIZRTBHY—F2TE LT, traffic-class DIEZ 5 [ZHRTET 5.

Router (config) #action-map stream-action
Router (action-map stream-action) #set ipv6 traffic-class 5

I:l'?‘/ FEHX

set ipv6 traffic—class <traffic—class—-value>

I/\°5)‘—’5¢

INTG A—4H BREANE EREERRE | ARREFDIE
traffic—class—value |[traffic—class—value ZXE L F7, 0~255 BWEAA]

I:@%EEﬁqu%é

Y=F U TIIT RO ER A,

I%E%—P

Trvarvy TREE—NR
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Iset queuing

T arE LT, CBQ b U< L PRIQ IC K CEZ HIAE0= 6 bl 2 1T 7V E 9,
BELEXF2—ANERINTVRWEES, RET T -0, BHINET,

refresh 2~ NBZIZAENC/ha~r RTT,

I HEH 1 stream-action [T stream—que ZERFET 5

Router (config) #action-map stream-action
Router (action-map stream-action) #set queuing stream-que

set queuing <que—name>

I INS A—4
NS A—4H BREAR =R TE E HHEEEDIE
que—name |que—name ZFEE L E7, 16 XFLIN DO LT B MEA ]

I:@%E%ﬁbﬂu%%
8 SRR AT DI E R A,

Iﬂi%—F

T varvwy TREE—FR
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Iset 802. 1p priority

773 g LT, Ethernet ~v & 802. 1p Priority IZxd5~—F L VAR ELET,

T varMREINRIoTGAE, v—F 7 EnNTICEOEFEHEINET,

WA % 7 = —ZM Ethernet A % 7 = —A (EWAN & L < /L LAN) % L <% PPPoE Lk
HThHoTHAEITIE, AREIIERAINET,

refresh =~ NRIZA®NC e H a2~ RTT,

I EMH 1 BEET T, 802.1p Priority [T A2 —F 25 42%FTT S

Router (config) #action-map stream-action
Router (action-map stream-action)# set 802.l1p priority 7

set 802.1p priority <B%LE >

I INTG A—4H
NG A—4 BRERNBE R EEIE | BRREFDIE
L Ethernet ~ % 802. 1p Priority IZxfd A ~—==F .
e At i ~ “ Z
e VT DOBEEART LET, o~ L

I:@%EEﬁqu%ﬁ

Y—=F U TIT RO EE A,

Iﬂi%—F

T varvwy TREE—FR
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IﬁU&—ijwiﬁ

Iclass

DIGAR LTI arl BRI, VT = ary N T 7 0 v 7Tk
TEHET 7 arvEERLET,

DI TANRERSINGE, 7V I7AS Yy TZOT VT 7y MEICHRE S, &I
T LI TRIIKT AT Vv a  DHENETINET,

Fl—27 A< v 74X LTE, —2DT7 7 varDhithTEET (Fl—2 A~y
TR LTIR, B L 720 F£9)

refresh 2~ NEZIZENC/ e ha~vr RTT,

I%EM1

Router (config) #policy-map stream-service
Router (policy-map stream-service) #

I avy FERK

class <class-map-name> action <action-map—-name>

I/ﬁ’%)‘—ﬁl
NG A—=4 BEAS BREEHE | HREOE
class—map—name class—map—name %€ L £, ;ggiii;gfvﬂ HWEAT]
action-map—name |action—map—name Z &% E L £ 9, ;§£§€;;5qu BMEAT]

Loomezannuse

IS5 A T I ar OMISIEERSNER A

I%E%—P

RN =~y TREE—F
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I policy-map

policy-map B— RIZBITL, 7T A~ v TICLoTHHELIZ N T 7 4 w72 LT, Yo
%

KO il ZAT/2 D e ERLET,

refresh 2~ NBZIZAENC /e ha~wr RTT,

I BEF 1 R —I Y TREE— FABITT D,

Router (config) #policy-map stream-service
Router (policy-map stream-service) #

INTGA—5 RERNE

e

policy—-map—name |policy—map—name Zi%E L £ 7,

I:@%EEﬁbEu%ﬁ

REFE | AMEFOE

16 3CFLA

Mgy | BT

ENTEEREA,

(Y

WY =~y TOREZIT D
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I statistics update
HAHERDO A 7 NEATIDE I DERELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

Iﬂiw1 BEHEED DD Y b EITS

Router (config)# policy-map stream-service
Router (config-policy-map) # statistics update enable
Router (config-policy-map) # exit

I/\°3)‘—’5¢
INTG A=A BREARE RTEEFE | EEREFOE
HEHEFRO AT N EATOME I DEREL
*7,
AN Z@%T W A
enable |[FEHEBRD I 7 M &EATH tsable

disable [BERHEHD B 7 > F &ITH7RW

A==

RN v—= THEE—N
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|ﬁu>—7vﬁ®@mt#l—®iﬁ

Iqos frame—length-offset

CBQ 1T & » THIKHIE N T b 546, HiGHE CHEMNT 2 7 L— AR O IEME 215 E
LET,

BREEIT, WHTAA L T — AT LICTOED LN 7 L — MG A EE L TT R
OIFETH, VT LHHELE B LWEERHDH720, NES U TARa<w 2 Rigk-T
IEZIT2VET,

MELT-ERENEHT A 0 72— AT LICTFOED SN/ T L— LAY A X% FE
STEGE, 7 V= A ARHWLNET, &7 L—2Y A XZONTIE, FRed

/N7 =AY A X2 LT 22 L THFEN,

refresh =<2 FRICAMIZAR D 2~ RTT,

FBEG 1 FEHAETERTLIIL—LRE20ATEY LEED

Router (config) #interface ewan 1
Router (config-if ewan 1)# gos frame-length-offset increment 20

I avy FERK
gos frame-length-offset {increment < #Z7+w ~E > | decrement < A7t KME D}

I/ﬁ’%)‘—’ﬂ
INTG A=A ByARES RESIEH | HIREFDE

— # LA N =y
increment ;tiiﬁ%fu)J”éﬁéﬁm DX Tt f\flﬁ%nx 0~127 %\B]%Z:ﬂ‘

— NE 2 FELA ok B
docrement éti;wﬁ%{ﬂz// SERHEDOAT Y MEER || 00 W

|oomezanniss
7 L= ARMIEIFATRVWERE A,
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I%mvp—Aﬂ4zn@Lt

1Psec—1F 4
SIF NEREREM + /7 L— A F (64bytes) — FCS(4bytes)

- DIALER-IF O34
DIALER PNiE% B

LSO IF OBE
PIF N¥fa%Efl + f/7 L— A (64bytes) — FCS(4bytes)

A VBT 2—ANPPP ZRIHT DA, PPP B 7R AL OB = R o — T ALEE )N T 7
DIVET N, HEGHREIX PPP 7 7 ULRICAT bbb 7o D, = A7 — 7O R % 1F
MEICHIET D2 LT TEEHA,

72¥5, PPPoE 1 AL TIXm A — 7 ALE N T o7\ Wz s, Z O K 9 ZehillBRIT R A
LEH A,

I%E%—P

IANA V2T 2 —AREE— K

EWAN A > % 7 = — AR EE— K
PPPoE A v X 7 = — AZEET— K
HAXYT—A( BT 2 —AREE—F
IPsec f v Z 7 = —AFREET— K
VIAN A > X 7 = — AR EE— K

Fo A BT 2 — AREE— R
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Iqos output bandwidth

AT 2= AT TE SHEIB LV, QS DA EEELET,
L, WEREE LR AR E LT &0,
QoS UL, CBQ (ClassBased Queueing) / PRIQ (Priority Queueing) D EH HZAIEIR L E 4,

refresh 2= RLIZHEMNI /B a~<w2 RTT,

BEF1T LAINA 7z —ADEFHEE 100Mbps& L. 00SDAHKZECBQ &F 5

Router (config) #interface lan 1
Router (config-if lan 1)# gos output bandwidth 100M cbg

I avy RFEK
gos output bandwidth <& X{ERHE> <0oS FHE>

NG A—%H BHRANES REER  HEREFDE
RELTNWAAL LV Z T 2—A T, DAEOHHEHE
(HL @ bps) ZERELET,
. sy PBWIL, WA V8 T 2= 2 ERELET, e Laepeone
RBEFIRI ps 2R ALK, Mops ZRdBA s [RHEL SRR
EHTXxET,
f5il) 100kbps—"100K”, 50Mbps—"50M”

QoS DK ZHEE L £,
CBQ (Class—Based Queueing) J=% 5

bq |

QswE | ELET, - BHE AT
i [PRIQ (Priority Queueing) ftafEE |
PP,

|courznbuise

QoS HIfH 24T 2 7evy (IR A =7+ — ) o HREIIWEA & 7 = — 2 E,

I%i%—F

LAN f > 2 7 = — AFBEE— KN
EWAN A > 2 7 = — AR IEET— K
PPPoE A v & 7 = — AR EE— K
HAXYT—A BT 2—AHEE—FR
IPsec f X 7 = —AHFHEE— R
VIAN A V& 7 = — AHKEE— R
N A BT 2 — AREE—
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Iqos—que cbqg

QoS FEREIZI VT, CBQ CHEMTAX 2 —%2ERLET,

Fa—4lE, T7var~y B0 Txa—2HETHRICSRENET,

Bandwidth C. qgos bandwidth =~ RCTIRE LI-HIE O = &2 Z DO F 2 —|2H|Y
YCHMNERELET,

borrow NEE SN TWAELEIT, Bl = — OISR N H AL, TOmREFH T
HZEERLET,

Priority IZF 2 —0 b7y NERETHREOBILE L LTSI, T NREELE, 0
DEAKESEE L 720 £

Fa—Ridqlimit THREI N, SNy MIFEESNLET,

red (Random EarlyDetection) MNEESILTWAHBAE., TCP Oy FHEZEXK L., H5
WD LRTOEERET T o 7 NMIBEFEN TR bIVE T,

default Z4EETHE, KX a—NT 74V X a—THAHZ L&KL, action—map TH =
—BRRESINRDST Ty FidFa—A VT EINET,

parent |[Z'NULL” #8575 & ROOT queue Z/n 9 H D & LFET,

delay WRESNTWDAELE, T Fa—SNERADORTERMABEZ TX=—IZ@F Y
BT 7237 v MIBEEINET,

delay f8ENR2WIGAIZ LD L 2 Z28E, REIT7 v M EEFET 28R T EE A,

refresh 1~ > REICHMIC/R D 2~ RO,

I EEMH 1 root-que M 10%% video—que MaiE & L THEAT S

Router (config) #interface ewan 1

Router (config-if ewan 1)# gos-que cbg video-que bandwidth 10
parent root-que

I:l?‘/ FERK

gos—que cbg <Fa1—%> bandwidth <FHE{ERZE> parent <F1—%> [{BEE]
[alimit <Fa—RKE>] [delay <EKRIEIEEERED>] [borrow] [red]

[default]
I INTGA—4
K5 A—4 | BENS | BEEE | AREBOME
%ok |CBQ D% w—FREEE LT 16 SCEI | gy

DILTH

R AR O WG| T % AR (H
W W) EHELET

m o |[Psec A BT x— ATK LTk 24T o N g
B s, setamsic v mowsmmeam |10 [T
SNET, IPsec £ #7 = —AEWAN DJIA
= 2 BB HERE Sn 3T

ek EERELET, EEEREN TR (0~T 0
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X, EEE DR T RS, HELFD
REM N 2 £,

ZOENRRKREWVEE, EBREILESL R F
?—O

RRBEIER; |2 D7 T ADERKREIERE] (B : v ) %
ﬁfﬁ é&ﬁ; L/i‘g—o

1~999999

0

Fa—R  |[Fa-RERELET,

1~200

50

AR CRETE2WnWGaic, Bl 7 A
ZEENHITZE DI EZFRAT 2085 0%
BELET,

ORIk EFIHT 554513, borrow ZfEE L
e

borrow

borrow

BT AD
W 2 FI
L2

Fo— Ny 7 7B )7, RED (Random
Early Detection) ZfEHT 2GAIT, red &
BELET,

RED [ L7 WEEIE, Fa— Xy 77030
SIEWNZR S T By M EEHEE (Tail-
Drop) L9723, RED Zfif L7-5A&IF,. F=
—®H ST X DHERENEAET DRI T X A
WIEZ PG+ D720, TCP DL H72 T 7 4 v
JEEMTEL L7272 ba T, LV
LA T 50T, BESKRTHRD
ERNEMEL 2D 9,

red

red

RED ZffH L
VAR

TI7 4NN TADEBEIHRELET, T 7
VNI TRE, V=7 T ATR LTV
MERH Y £,

default

default

default LIok

Loozezannuse

Fa—[FERINEEA,
priority ®F 7 #/L MZ 0, qlimit ®F 7 + /L & 50,

I%E%—P

LAN 4 > % 7 = — AEE— R

EWAN A > 2 7 = — AZFEE— R
PPPOE A v X 7 = — AR FEE— R
HAXYT—A BT 2—AKEE—FR
IPsec f V' X# 7 = —AREET—F
VIAN A V& 7 = —AHKEET— R
N BT o— AREET— RN
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Iqos—que priq

QoS HEREIZIH VT, PRIQ CHEHAT A X2 —Z2ER L E T,

Fa—ZlE, TI/Var~ylIlBWWTFa—42EET 2RISR ENFE T,

Priority I3F o —0bH 37y MERET HREOEBEE L LTSI, 7 0 REELEE,
0 DEARBEIE L 720 £,

F o —fK T qlinit THEIN., H5N7E37 v MIFEFEINE T, RED (Random
EarlyDetection) 2MEE SN TWAEA. TCP D347 v NEXELZER L., H5NHLLETOBE
PECT o & NI T bivE T,

default ZRETHE, KX 2—NTF 74NV b FHa2—ThHDI %A RL, TV ar~y
TTCTHxa—REEINRDoT2 Ty bR Fa—A T ENFET,

refresh =2~ RZICHEICHa~ 2 T,

I REH 1 voice—que DEFXEF 0, F2—K#%=H0ICHET D

Router (config) #interface ewan 1
Router (config-if ewan 1)# gos-que prig voice-que priority 0 glimit 50

I:?)F%ﬁ
gos—que prig <Fa—% > priority <BEE> [glimit <Fa1—&K>] [default] [red]

I ING A—4
kS A—% | BRENE | BERmE  AREOE
e 16 CFLIN |,
F o —H PRIQ DF = —4MERELE T, DL HREATT
BREZEELET,
BERENENF 22—y "B LR, &
B TEDRNF 2 — BNy RREHESND D |0~T 0
CiIIbHY EHEA,
COMENRRKREVIFE, BEEEXELS R £,
Fa—f  [Fa—RE@ELEd, 1~200  [50
Fa—y 77 FETAUZ, RED (Random Early
Detection) Z(HHTHLGAIZ, red ZFEE L E T,
RED 2 LZAWEGAIL, Fa— Ny 77030 o
VN YA i1
=AY - NN /TjEFfEEZﬁ (Tail-Drop) }/ RED % {6 i
red FI M, RED 2EH L72561E. F=2—H51UT  |red L7t
L ABFENIEAET ARNC T o X MEEABIET 5
72, (CPDOL IR T T 4 v 7 BEETEL L
T a ha ik, KV BLAEEA RN TX D
DT, BEEIRTHD LEENEL 2D F97,
default |57 40 b2 T AOEAICHEE LET, default jifau“ U
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Ih

DHREZEITHLEWNES

Fa—lFERShEREA,

I%E%—P

630

IAN A VT 2 —ABRET— K

EWAN A > X% 7 = — A EE— K
PPPoE A v & 7 = — AR TEE— K
BAXYT—A L H T 2 —AKEET— R
IPsec f V' Z 7 = —AHKEE— N
VIAN A > X 7 = — A EE— K

N A BT 2 — AREE—
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I service-policy

AHET2—=ADANES) Ny MR LT, —ERRY o—%wHAL ET,
P—ERARY V—NRERTHS7ZD, RERERENPRELED LTWEEAS, =7 —X
vE—T% elog I L, REITEAINETA,

AVHE T 2—ADOH Ny MZRTT 2V —EARY —IZB8WTik, LFOT7 7 v a v
W ST, EH IR ET,

refresh =~ NRIZA®NC e H a2~ RTT,

HEF 1 AANTy RIRLT, RYS—Tw T pre-service AT B

Router (config) #interface ewan 1
Router (config-if ewan 1)# service-policy input pre-service

INE%—Q
INT A—%H BREAR BREEE  HEREFDE
AJH (input) . WMl (output) D& —
AHAIRRE BLICH—EARY —m @R B | BWE AT
FLET output
e ok 16 STFLIA |, .
RYV—vw 7% R v—~v 7 LERELET DL AMEAST]

I CDHREEITHEWNGE
Y= 2R A S EE A,

Iﬂi%—F

LAN A > 2 7 2 — AZEE— R
EWAN A > 2 7 = — AR IEET— K
PPPoE A X 7 = — AR EET— K
BAXT—A 2 H T 2 —AFKEE— R
IPsec f % 7 = —AFHEET— R
VIAN A > 2 7 = — AZREE— R
NN BT o — AREE— R
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I service-policy local

HREE A7y Mkt LT, —E 2R v—%2mA L £,
P—E AR V—RREFZTHH7ZY ., MEREBRBVBALLIZY LTWDEEE, =7 — X
vt—T% elog i1, REITHEAHINE A,

refresh @2~ RBICENC b a~vy RTCT,

I HREF 1 BREEE/NYY M LT, R —< v T4 local-service AT 5,

Router (config) #service-policy local local-service
Router (config) #

NS A—H STENE REEIFE | AREBOE
16 SCTFLIN
D LT

i

ouh

RN =~y 7Y RV =~y THERELET HWEATT

I:@%EEﬁbEu%ﬁ

P—EZARY —FTEHA SN EE A,
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L2 QoS #EEE

I L2 QoSHEEE

| L2 cosigae

I[Jriority classification

L2 QoS ZEMESH A HEAICHEEL £,

L2 QoS &iX, ZET —Z D 802. Ip N6, T — & B/ I DRI EZITV, EEFRFIC
PBHe T — & A ST 4 S ERE T,

EEHE 21T 9 %A 1X, priority queuing 2~ ROFRENLETT,

LAN f % 7 = — A TEIWESHDH Z LN AEETT,

refresh 2~ > NBZIZENC/hHa~wr RTT,

Do mmiroc smrens

Router (config) #line lan 1
Router (config line lan 1) priority 2 classification

I:l?‘/ FERK

priority <port-number > classification

I INS A—4
INTG A—7A BHALNES EREEIF | HIREFDE
port-nunber %% QoS ZENMESH 2R — FESEZIRELE | ~d BT

I:@%EEﬁbﬁu%ﬁ
S % 35T RV EE A,

Iﬂi%—F

Ethernet X EE— K

633



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I[Jriority default-priority

ZAE LT 7 L—A78 802. 1Q VLAN Z 7R ONT W o =354, 802. 1p fEZ2 W< S TEME
THNERELET,

802. IpfEAZLEHTHZ LICLVERELAIEET S ENTEET, 802. Ip fERKEWIZE
EBIEENELS D £,

refresh =~ NRICA®NC/ha~ RTT,

I REM 1 RIETL—LIZ802.10 VLAN Z TAMFNT VAo =I5E12, 802. 1pfiEZE 3 &3 3

Router (config)#line lan 1
Router (config line lan 1) priority 3 default-priority

I/ﬁ’%)‘—ﬁl
INTG A=A ByARES EREEEHE HIREFDE
- HE L7c A — hEH T 802. 1p fHZ W< D THhE P
port—number e 1~4 BMEA ]
A \77' 3 :fE'A
802. 1p fit 802. 1Q VLAN #Z Z' I3 DN T Wi o 723558 D 0~7 BT

802. IpfEZfE L £7,

|courenbuise

802. Ip HDOEF 4T\ EH A
802. Ip fEIX"0" & L CHbnE7,
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L2 QoS #EEE

Imzmﬁw%%&uﬁbr

A

802. Ip fll%, HBILEA 0~T7 THET L LNTEET,

802. Ip DT T A A VT 4 Loy, AT 8EEMICHE SN TWVET,
B E (802. 1p &

D

e > > > —

P
-

SEE—F

7

O = | DN Wl ] o1 O

TSAF VT4 LRILOARE
i)

S DT
DA VT AT 4T
flilzZVEmET TS r—a v
JUT 4 ANT T r—a s
FEHER) 7o A R U — A
A

NRA RN T F— N

n

Hh| K

=

=/u

Ethernet 5%

EE— I
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Ipriority queuing

L2 QoS OX(EHIEHAZITH AR — hEfRELET,
RERET, B/ FEE O TV BT — X BB E L ET,
L2 QoS DEERIHEZ1T 2 B8 1%, priority classification @<~ ROBEEE G MLE T,

refresh =~ > NRIZARNCH a2~ RTT,

I EFI 1 PEAR— 2 TL2 QS DEEFIEZEITS

Router (config) #line lan 1
Router (config line lan 1) priority 2 queuing

INT A=K RENE FXTEHIPH [ B IRE DA
port—number |[L2 QoS OEEHIEHZITH> A — FEEELE T, |[1~4 HIEAT]

Lconzsnnuise

L2 QoS DIEEHIHZITVEE A,

Iﬂi%—F

Ethernet X EE— K
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L2 QoS #EEE

I[Jriority threshold

BT —2 L LCEIET D37y Ma, 802 IpfECIRE L £7,
802. Ip fEN KT WIFEEIHENE L 2D 97,

refresh 2~ NBZIZAENC /e ha~wr RTT,

!EQEWH BET—F2ELTHONI/NV 7y F#B02. 1pfES T 5

Router (config)#line lan 1
Router (config line lan 1) priority threshold 5

I:?DF%ﬁ
priority threshold <802. 1p &>

I INS A—4
NS A—H BREAR SRESHE  ARBOE
BT —4 & LCEET 537 v &, 802. 1p
ECHRELET,
O TEELAEL ED 802, 1p A E>F — 4
=N = - - i - =Xy
802. 1p i ENT — X I ZCHRE LT EARNE O 802. 1p {~T ST

EaERO>T — X 2 IFERT—2 L LTHRWET,
LAN A > & 7 = — AZEETHERC, BEF=—
OHINBIET — 2 BHEET 2561, FEELT —
ZITEFEESNET A,

I CDEREETHREWNGS
802. IpfEiX 4 & LTEMEL £,
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I%ZWE@E%EE%LT

802. 1p flilx. HESCHE % 0~7 CTIEETAHZ LN TXE T,
802. 1p DT T A A VT 4 L-ULid, LLTFSEMICHESN TWHET,

BEE 802.1pfE| TSA4AVT4LRILOARE
i)

S DT
DA VT AT 4T
flilzZVEmET TS r—a v
JUT 4 ANT T r—a s
FEHER) 7o A R U — A
A
NRA hxT 74—k

E=N AN

[

Hh| K

—

R — > — —

S — Do w = ol (o)}
p=11

Pd
Pg

I%E%—P

Ethernet FEET— K
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UPnP gk

| uPnP ke

J e i

IlJpnp—server access—group

UPnP iR 2 FIM I 220K &2, 727 B A Y X MES CTHIRL £,

permit &72 o7 UiARDIA, UPnP FEREIZH T 07T 7 B ARA N M ZERAREIC 2 D £,

Il SAFHRY A MILDTFT U ZARA =03 RRRE L ITERRLS, Ty b
BEFRERIPH O BIARNZE T2 2 LN TEET,

refresh 2= RRIZHENC /2D a~2 RTT,

I REH THUERAES 0 BDIHAD UPnP #EEEFHIRT H155,

Router (config) #fupnp-server access-group 90

I:l?‘/ FERK

upnp-server access—group <access-|ist &FxS>

I INTGA—4
INS A—4H BHANES R B HREBFDIE
access—list |[UPnP #§REDFIH ZHIIRF HuiA % |1~99 (IPv4 fZUET - WA
F5 fEELET, AU AR :

Icwﬁiiﬁb@m%%
UPnP HehE % I 5 SR 2 IR L 4 A,

I%E%—P

HAREE— K

639



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I upnp-server enable

UPnP #BEZ 9 DG AR E L £
UPnP #8813, LAN#L A > & 7 = — ZADOBEHT 5 Z L B3k E T,

refresh 2~ REIZHN e Ha~vr RTT,

RERB UPnP #EREZE AT H5H

Router (config) #upnp-server enable

I:l?‘/ FER

upnp-server enable

I/\"%;‘—’Sl

INTA=HTHY FHEA

|courznbuige

UPnP BEREZME 42 Z &3 TE ¥ A,

I%E%—P

BAREE— K
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Iupnp—server target-interface

Ta—RNLT RLALE LTEDA X T 2—ADT RUAZRERTANEETELET,
P LTWAAL LU EZTx2—ZAD 55, priority B b/NSWA L Z 72— 22 LET,
7272 L. AU priority OAEITIE, config IZFKRINDBINEL 72D F7°,

refresh =~ NRICARNC/Ha~< RTT,

IﬂiﬁlHw¢1&U%P%ﬁiﬁﬁ?é4>&7:—xc%ib$¢°

Router (config) #upnp-server target-interface pppoel

I avy FERK
upnp-server target—interface < %2 7 x—X%> [priority]

I/\"%;‘—’Sl

INTA—4 BAES REEE W HERRDE
ewan 1~2

A BT x2—A [UPnPHEREAMEMN T 21047 =— A% pppoe 1~24  |EWEA T

# ELET, dialer 1~20
o UPnP BEREZ T 54 X 7 = — ADE
priority SeEE e LE T 0~100 50

|courznbuige

REZLTWRWA L Z 72— 2T, UPnPHfeA i TX A,
ETCDA U H T 2 —ALRE L TWRWEESIX, Connection $—E AL down JRAEL 272 L
E

I%E%—P

BAREE— K
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| £/31 i EE
L= 31 i

Iauto connect

F—H R, T — S BIE T — FIC L BB VA BT O 08 5 hOREE
LETS
refresh <> FRIZAMIZ/ D 2~ FTT,

I%EM1 BRERT—FZAMICLBERRERZLICT S

Router (config) #interface mobile 1
Router (config-if mobile 1) 4#auto connect on continuous delay 5

REH 2 TR RERERICEBEREZITOGEW

| |
o

Router (config) #interface mobile 1
Router (config-if mobile 1) #auto connect off

I:?DF%K

auto connect {on [continuous [delay <1-255>1]1 | off}

I INTGA—4

RS A—4 BERE wEiE | ABEBOE
e BT 5 (on) lon "

on [ off o BgELA (off) BERELET.  |off e

, BT — R AT B 5 eI E L . BIEEGE— I

continuous contlnuous .
*9, 7
BEEGT— FE A E LA oY)

- e Ol F
delay Wil O FEBEGES 5 = COMIE (BML:  [1~255 ggém&m
- ivIn

) ZRELET,

Loourznbuge

T HRAERFT, T X WBEN— NICLDEAA VA BBEIRIZIT W E T,

I%E%—P

FNRANA BT 2 —AREET—F
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Icaller

BEESET 7 B ARA L b OB ERE LET

refresh 2~ RBICENCAR DL a~w 2y RCT,

I BEGI1 BRI DTV ERARA L FOBFEES T+ 1HIZRET D

Router (config) #interface dialer 1
Router (config-if dialer 1) #caller *99***14

I avy Rk
caller <AP EEFEES>

I/i’%)‘-@
INTA—4 HEAR T | ERREFDE
. Pt 27 VB ARA v NOBFEESERE  B2HLELTD |,
ST . /é’ AN
/\P FEL AR B /7 Li—éqo ,,éﬁrﬁ%ﬁﬂ . ga% H]% =]

Lonzsnnnisa
FEIRIC K 55/ S MEHROBEREN T & WA,

Iﬂi%—F

BAXYT—A L BT 2—AREE—F
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I card out-strings init

KA FERETHIEICED T—=2BEI— FagHb+ 2700 FFN 2RI
RETLHZLENTEET,
@%6177#A‘7:77§>Wﬂ%' (ORFF L CW DB 2 FRIRME Sk 40T, Aa~v
ERETDLEITH Y FH A,

refresh =~ NRIZA®NC e H a2~ RTT,

I REMB 1 T—RBEN—FITH L THHEXFIERETS B,

Router (config) #interface mobile 1
Router (config-if mobile 1)#card out-strings init 1 ATEOV1Q0&C1&D2

XMHULORNEIX, TRESRL TSN,

RERNE

i}

ATa< > Kl

n||||

g~ Ro o —ifilE
—RNIZR L CERF Liza~vyr Rae, HEMIc=a— 1y 7 LZRWVEE
UL b a— R

EO

UYL b o R SRR Y
UL N a— RFRHIE Q0
UYL ha— RaFRT 5 E
DCD il 4l
DCD B 5% T —X U v 7 HESLRED I ON 12T D% iE
DTR il ] D2
DTR 1§ 5% ON 7> OFF (2l L 7= 35A Bl 2 O3 5 5% E
I avy Rk
card out-strings init <>—4 U RBEEE> FEALXFEFHD
INE%—Q
INSA—A HREAS EREEEE  ARREEDE
U A | AF SRR L ET, 1 BWEA ]
e T HWIE N — REIET 57200 F  |feKk 254 X |,
s ST At g |[ERRT
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E/NT L IERTHEEE

Loomezanniss
77— 5 = 7 AMERIT R LTV Bl R RIAEE SR E T

Iﬂi%—F

FNRANA BT 2= AREET—F

645



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Iforced disconnect cumulative-time

1 7 A CHT 2R ARFMZ2EE LET,

RRETARRFRIN 2 2 CRE LT B2 B 2 2561, BEEEG R ThuXuRr L, LIED3E
EEMEEEE L £,

msil to Iv 2 REHRETHZ LKLY, V77— MEIZEEE LR, 3 X OB ERH
R TR A— L CHlIT 52 LN TEET,

calender set I~ KX, SNTP#EIC L V. BIFEREZ OWNEIZ, ADEGRETE R H -7
LT, e ) S v X oREZ L L E9,

A 1HD0:0:012, &V I v HERIIZ IV TINET,
FTORE, BENPHIREIN T AIRELMEINET,

« BIEORMIL, show limiter cumulative—time status 2~ R CHERTE £1,

s FEDPHIBRINTWDEEAIEL, clear forced disconnect cumulative—time mobile Cfi#
PRI &N TEET,

refresh @~ RZRIZENI/ba~ RTT,
KERREEPICRELLER LT refresh LEERE. FA~ITFOFEFEEEINE T,
F7-, REIGIMDOZ A < BNREMEBZ TWRE. ERIIREMICEREINET,

I%EM1 1 4 B ORELHEEME 2000 HIHET 5

Router (config) #interface mobile 1
Router (config-if mobile 1) #forced disconnect cumulative-time 2000

I:l?‘/ Rz

forced disconnect cumulative-time <BIEHBHM> [FL 75— HE | warning-only]

I/\°5>‘—’5‘

K5 A—4 BENE BEGHE | AREOE
Uy A OBRER BRI O) A RELE T, [

PRI it AT
of f ZAEET % = & THIRA ST LET,

- RRE LT BRRFAREICR LT, B AT

LT S— Ml B o 1~99

TYTTT M g wRELET R 90
varning-only Z4RET 5 = & T, RAEEAN CHIER

warning-only RS A AP m N s willrning— 0 ET,
B sn-E 100 £, only
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I:m%i%ﬁb@u%%
PRI 2 BIR L £ A,

Iﬂi%—F

EFNRANA HE T 2 — AFKEET— R
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I'forced disconnect packet

1 H (24 Fff) CEZEEZHATHy MEERELET,

BZAENRT y M ZCRE LIEZ B 2 25681, BiEERT chhuiuwr L., DA%
DORIGEMEEIZIE L ET,

mail to A~ RERET DI LIZLY, ATy MO INTELIZ L &, BIUFF
BRIy N EBZ &L, A—LTEMTHETEET,

forced disconnect cumulative—time =~ K EIZHE72 0 | BIEHIER 205D &, BEIT
IEEER S E R A

FIEHIPRIL. clear forced disconnect packet mobile =~ RIZ XL W ERTE £,

< BAEOWRMIL, show limiter packet status 2~ RCHERR CE £7,

c BIENHIR S L TWAEETL, clear forced disconnect packet TERT 2 Z &N T
7,

refresh =~ RZICHEDIZ /e ha~ 2 KT,

KERREGETICRELLEE LT refresh LERE, FA~ITFOFEEEEHEENET,
Fir, REIGIEOF A v BREMBEBITVWZEE., BEIREIMICHERINE T,

I RERFI 1 24 B DERAE /N v S #Z 75000 /N4y MSHIBRY S

Router (config) #interface mobile 1
Router (config-if mobile 1) #forced disconnect packet 75000

I:l?‘/ Rz

forced disconnect packet <EFR/\4 v F£D

K5 A—% BENS RERE | ABHOE
LA (4 W) CEZFEEFFATL/7
MKEHEE LET, off #4EET 52 &1

S L VA< 7 off
[N USRS T T VRS PR P—

YDAy NEIEL — 2 NECEH L 4294967294
TWHEIETHY . B LTT,
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E/NT L IERTHEEE

|courenbuige
BRI ETTT 575 MRERIRL £ A,

on

17y ME, 12831 hDa—FF—2 L LTHRHELTWET,

I%E%—P

ENRANA H T 2 —AREET—F
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Iidle—timer send

HMET — 2 ICHET D A EEARE (B) 2&ELET,
ZITHRE LERHEET =2 B3 20Gai, 7—Z8ED— FICX 2 E/ A Lk & Y)
Wr L9,

refresh =~ NRIZAZNC/ e h a2~ RTT,

I REMB 1 EET—FICHT HEBEERKEZ 60 ICKRET S

Router (config) #interface mobile 1
Router (config-if mobile 1)#idle-timer send 60

I:l?‘/ FRz =

idle-timer send <#EF{SEStRAEFRED

I INTA—4H
INTG A=A ByARES RESHE | AIREFDE
EE T — BT 2% MiE G R AR 2 5% E
P 15 R A PR | ~3600 AMEA AT
of f ZIFET H Z & T, Hm{E A 2 4|
LET,

I:@%EEﬁqu%ﬁ

FET D7 =20 60 BHENGAIT. 7 —FWEV— FIZLDE A VR 2 Il L £
R

I%E%—F

ENANA VBT 2 — ABEE— R

650



E/NT L IERTHEEE

Iidle—timer receive

257 — 2 ICET L A EEARE (B) 2&ELET,
ZITHRELERHZET =2 030G aid, 7—Z8ED— FICX 2 E A Lkt &2 Y)
Wr L9,

refresh =~ NRIZAZNC/ e h a2~ RTT,

I REHB 1 RET—2ICEHT HERBEERKEZ 60 ICKRET S

Router (config) #interface mobile 1

Router (config-if mobile 1) #idle-timer receive 60

I:l?‘/ FRz =

idle-timer receive <fE@&{EEtREFRD

I INTA—4H
INTG A=A ByARES RESHE | AIREFDE
AT — X IR % ME (R AR 2 5% E
P 15 R A PR | ~3600 AMEA AT
of f ZIFET H Z & T, Hm{E A 2 4|
LET,

I:@%EEﬁqu%ﬁ

ZAET DT — 203 60 BHENGEIX, T — X IBED— FICLDE A k2 i L%
R

I%E%—F

ENANA VBT 2 — ABEE— R
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I ip address

HEBEDENA VKR —MIOIPT RLAZEELET,
A TN T FLAZE VIR TH B 9841 Tnegotiated) ZHEL E T,
refresh 2~ NBZIZENC /e ha~wr RTT,

%D E A VAR T OGS TRETIT LEY, Eo, b— MERBEE L ET,

IEQEWH IP7RLR%ZE10.1.1.1, TRy < R4 % 255.255.255. 0 [CEETET B

Router (config) #interface dialer 1
Router (config-if dialer 1) #ip address 10.1.1.1 255.255.255.0

I avy FEK
ip address <IP 7 KL X>

I INTGA—74
ING A=A RERNE REE HEREF DB
TANA A TR TS, T8 A LR — Ml
DIPT RLAZHRELET,
. Bt F0 5 1P 7 FLag nesotiated
IP7 KL |negotiated o fyue g osym IPv4a 7 R LA | IEATT

— =
IPT7 RFLARLEYT Ry b
A7 % IPvd 7 R AT

RIET D50,

IPv4 7 R L%
|72V

|coueenpnis

FT—HEEN— REERA LI A VB AITY 2N TEEHA,
RELITOR WAL, ip address negotiated & L THERE L £ 77,

I%E%—P

BANYTG—A 2R T 2—ABREE—F
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I ip access—group

access—list A~ R THRELIZTANVE ) 75 —2 % dialer £ v % 7 = — A Ciii [
L/ij_‘o

TUNEY o TF =%, dialer f Y E T = —ATEZAE LIy MCHEMT 500, 3%
18Ty MCEAT 500 % EETHHEND Y F7,

refresh =~ NRICARNC/ e Ha~ 2 RTT,

I FX7EMI 1 access—list 1 THEL-T—2 %, dialerl EXERIEAT B

Router (config) #interface dialer 1
Router (config-if dialer 1) #ip access-group lout

I REH 2 access-list 2 THREL-T—42 %, dialerl Ao DZERKICERT S

Router (config) #interface dialer 1
Router (config-if dialer 1)#ip access-group 2 in

I:l'?‘/ FEH

ip access—group <access—list ZE> { in [interface | vpn] | out }

I/\°5)‘—’5¢
INTA—4H BRENE REEFE | ABREDE
1~99
access—list & (T4 NE Y T DOF—REZFHE LT 7% [100~199 T
) AV A NDOFZERBELET, 1300~1999
2000~2699
A BT 2 — ATOZAFRE (in) /A X
72— AL DOEER (out) ODELHT
TUNE ) TTHONEFEELET,
ZEMT, SOICUTOLIICHRENTE |in
{ inlinterface |F 4 in vpn .
2 o BWEASA]
| vpn] | out } . %8 VPN 5t 84« k%4 ||in interface
1n vpn , out
1
in H JR%adE VPN %587 &

interface |fHfH
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|courznpuige

RELTWD dialer f Y Z 7 =— AT, IPXTy b 74N EZ ) T2 LER A,

I P 4B Y2TIZDNT

HIE Ly FEUMEIHEL 720 2 0o 7o X912, % 2 Y 7 4 IO =i 51
T

I%E%—P

BAXT A VBT = ABEE— I
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I ip nat inside destination

FDAH T 2—ATZETH/Nr Y FOSEHT RUVADOERL— LV ERELET,

BT, REDOLNTENEARD FTOTHEZLTLEZN,

INT A —H"static-subnet” ZFRETHZ LIZL Y NATOEH L — /LA Xy NU— T H
MTHRETHZLELTEET, <a— LT RLR P TRy b~ RAIZ>THRELIZ 01—
PNIVT RUANDBLE =BT RLA « BT Ry A~ RAIOTHRELZR—ILT KL A~D
Tk VT xy b~AZ>THRE LB TR ELET,

refresh =~ RBRICARNC/ e ha~< RTT,

I SEEFI1 NAT M (RAT 4w Z5R) 158 xxx. xxX. 25 C2{EL -5 192.168.0. 1 [Z£H#d 3

Router (config) #interface lan 1

Router (config-if lan 1) #ip nat inside destination static
158 .xxx.xxx.2 192.168.0.1

(]

ip nat inside destination static <Z B— L7 RL- 2> <a—A A7 K1 &>
LR ET,

LS D S NAT 2583 U 7= WA

. ip nat inside source =~ K& L
T, ZHELET,

HEF 2 NAT+EH:R (RA T4 v ) 158 xxx. xxx. 2:ih— F &S 1500 TREL=5.
192.168.0. 1: 7/R— + &S 80 IZE#T B

Router (config) #interface lan 1

Router (config-if lan 1) #ip nat inside destination static
158.202.232.1 1500 192.168.0.1 80

[f#71])
ip nat inside destination static <Z B— U7 KL &7 a— U7 R— N FKE>
<a—H N7 R zxaa—h W iliR— hEE>EARY £4,

TNLIAN Dy S E NATHEHL U 72D RE1T

. ip nat inside source =~ K& L
T, ZRELET,

I EREMI 3 NAT i (—3EZ#R) 158 xxx. xxx. xxx. 0/24<192.168.100. 0/24 |ZZ#ad %

Router (config) #interface lan 1

Router (config-if lan 1)#ip nat inside destination static-subnet
158.xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

[f#a)

ip nat inside destination static—subnet </ @ — L%y hTU—27 7 KL &> <&
— VT U= T RLA> BT Ry h=AZ>E7320 £,
Ja—s)VIP T RLAETTA_—=KIPT RLRAOEHOMAEDEE AT 4 v
WZRD LR EZITVET,
NAT R 2T 4 v 7 #BBEATRHOEGEIIE, ~AZZBEL, 1 2O M) THETDHZ
ENTEET (BEIFREREL) |
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) local=192. 168. 100. 0 global=158. xxx. xxx. 0, 255. 255. 255. 0 L I5&E LI-E
192. 168. 100. 0 <& 158. xxx. xxx. 0
192. 168. 100. 1 & 158. xxx. xxx. 1

192. 168. 100. 255 &

I:l?‘/ FERK

158. xxx. xxx. 255

INATRE T4 vy (BEIEE) ]

ip nat inside destination list <access-

list 5> [BtAR— &S & THR—rFES]] pool <T—)LEB> [R— +ES]
INA\TRE2F 499 (AR 1ZEH) | NAT+R 2 T 1 v VB
destination static <4/ B—/\L7 KLR> [BAR— +ES [KRTHR—FFEE]] <O
—HILT7 LR [R—+EE]

(NNTRET 4 v (—FE#H) ]

ip nat inside

ip nat inside destination static-subnet <4 &

— NNy RT—OF7 KLA> KA—HILAY bT—O T RLA> TRy kAT

A—A
RS A—E | BERE BEHE | AMBEOE
L o [BHAET (Zr— LT KL R) AR (1~99 P
accessHist W5 |0\ o) b 2y 2 R tEE LE T 1300~1399 | o
Ja—s VTR BERIO e — LT RUAERELE (I T KL |,
L% +. S T
[BRAaAR— b | ZHRATO TCP/UDP A — b5 (REPH) & | .. [ — PR
KTAR—FER] FBELET, L7gw
. ¥tk (m—H 7 RUR) §HZFRE |16 PR | L.
— L B Z N
7 Ui NAT F— s 245 7E L £, S I O
- 1 R S
PTAMTEY g on—nnT kuasELE, b L NV e
A A
. . JEWit% D TCP/UDP R— BB A FEE L £ R— N
R— F &R iy 1~65535 L zate
s, [EBEIO T =Ry N =7 T R L
i o [REEELET IPvad 7V oy
= *static—subnet Zf8 & L7-%HA 1. S
host #8IZ 1 ZFFE L2 T &0,
B oa—hNFry NI —27 7 KL A
n—hrFry b | BERETELET, IPv4d 7 KL W]
U— 27 KL A |¥static—subnet ZfEE L7-HB411. S
host 5T 1 Z45E L2 W TL 72 &0y,
YT Ry kR (| BHarY T Ry h~ A7 THRELZHEN |IPvda 7 R L ST
7 T—HERTELET, AT

BRRT MY RET
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E/NAILIERHERE

I:@%EEﬁbﬁu%ﬁ

HELTWAZa— 2l 2T 2—ATIiE, NAT ZAZ T 4 w7 NAT+A R T 7 %
BEAfEHT A LI TEERAL

Iﬂi%—F

LAN A > 2 7 = — AZEE— R
EWAN A > 2 7 = — AR IEET— K
PPPoE A X 7 = — AR EET— K
VIAN A > 2 7 = — AR IEET— K
BAXYT—( VBT 22— AREE— R
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I ip nat inside source

TDAUVHE T 2—ANLEET D/ NOEETLT RLAOERL— LV EHELET,

NAT E— ROEE . NAT+E— R (IP¥ A AL —F) OBPE T, RED LT NELY F
TOTEELTLIIEEN,

N A —H"static-subnet” ZFRET D EITL D, NAT OEHL— /L&, Fv hT—J7H
MNTHEETHIZELTEET, CO—HLT KL A - BT %y h~RAI>THRELIZr =L
T RUANSKT B — LT RL A« 7%y h~AVO>THRELZZ a2 — LT KL ZA~D
Tk TRy b~AZ>THREL-HEMN TR ELET,

refresh =~ RBRIZARhNC/ b a~ > RTT,

I EZEMH 1 NAT 42 (192.168.0.0/24 —  158. xxX. xxX. 2~158. xxx. xxx. 7)

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat inside source list 1 pool
pooll

Router (config) #access-1ist 1 permit 192.168.0.0 0.0.0.255
~list 1 DR DEE
Router (config) #ip nat pool pooll 158.xxx.xxx.2 158.xxx.xxX.7
— pooll MERHDDERTE
[f7ai]

ip nat inside source <E—H/LHIDOT KL AHEFH> <7 a— )LHllOT KL A
LR ET,
LANHIOT KU ZFPE> 1L, access—list 2~ RTHRELET,
T a—)UOT KL ZHPE>IL, ip nat pool <pool >~ RTHTEL ET,

I%Eﬂz NAT+ZE4 (192.168.0.0/24 — A 2B TJ1—RX7 KLX)

Router (config) #interface ewan 1
Router (config-if lan 1)#ip nat inside source list 1 interface

Router (config) #access-1ist 1 permit 192.168.0.0 0.0.0.255
~list 1 DR DEE
(Fza)
ip nat inside source <@ — W JLAIDOT R L ZAHFH> <7 a— U7 KL AHFHD
L0 ET,
LANIOT R L AHiPH> X, access—list =~ RTHEL £,
T a—r O T RUREHMIZ, A v 2 7 =2—AT7 RLRIZEHLETOT,
“interface” EfEE L £ 7,
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E/NT JLIEERE

REFS NATZEH: (RETF 4 v 7% HEH 1 0OFT 192.168.0. 1158, xxx. xxx. 2 DAHEFEZE

Router (config) #interface lan 1

Router (config-if lan 1)#ip nat inside source static 192.168.0.1
158 .xxXx.xXx.2

Router (config-if lan 1)#ip nat inside source list 1 pool pooll
Router (config-if lan 1)#ip nat inside destination static
158.xxx.xxx.2 192.168.0.1 [

Router (config) #access-1ist 1 permit 192.168.0.0 0.0.0.255 ~1list
1 DB DERTE
Router (config) #ip nat pool pooll 158.xxx.xxXx.3 158.XXX.XXX.7 «
pooll DERHD DEETE
(&)

BEH1 EIFER T TT,
9 S0, ip nat inside source static T, NAT A¥ T (v 7 WA L CWAEFT T4
N, ZOHAEE . ip nat inside source <E—HNADOT KL Z> <Fa— LT R
LZ>ERD ET,
Z D4, ip nat inside destination I~y K&EMHEH LT, /o — Ll —hL
MDAZT 4w 7 BEREATIROLENHY £, (DDOHSY)

HERFI 4 NAT i (—HEZEH#R) 192.168.100.0/24——158. x x x. x x x.0/24 [ZZE#T B

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat inside source static-subnet
192.168.100.0 158.xxx.xxx.0 255.255.255.0

[fz#]

ip nat inside source static—subnet <B—H /LR hU—7 7 KL ZA> (J/a—\)L
Iy FT =TT RL A (T Xy h~RARZ>ERD £,
Ja—sVIPT RLRAETTAR=FIPT RLADEROMBEDEEAZT 1 v 7
RO DEREEITVET,
NAT A& T 4w 7 BEATR Y GAICIE, A EREL, 12O R THETHZ
ENTEET (EEFIRERE)

5) local=192. 168. 100. 0 global=158. xxx. xxx. 0, 255. 255. 255.0 E{BE L7-HE
192. 168. 100. 0 & 158. xxx. xxx. 0
192.168.100. 1 & 158. xxx. xxx. 1

192. 168. 100. 255 < 158. xxx. XXX. 255
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BE:

FE=

[NAT B] ip nat inside source |ist <access—|ist 5> [LTHFIRHIAR— &
5 [ZEHATHE THR— +FES]] pool <T—JLE> [ overload | [ZEEKFAAR— FES
[(EMBERTR—+ES]] ]

[NAT+BF]  ip nat inside source list <access-list HE> [BAHR— +HFES (&
THR— +&SB]] interface [ overload | [ZE#&BRKR— FES [EREETHR—
FES]] ]

(RET 4 v ZEH])
INILT FLR>

[N\TREF 4 w4 (—3EZH#) ] ip nat inside source static—subnet <O—#
WAy RT—=9F7 RLA> KT A—=NILEY bIDT—0TF RLAR> TRy kI RYD

ip nat inside source static <A—AJIT7 FLR> <FO—
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| KNS A—45 | BENE | BREEHE | 4B
LT (m—D T RLU2) | o
access—list FH = PHA¥EE LT 7 AU A & 1300~1399 BWEA T
fEELET,
[ZEARAIPHAG R — 2 5 | 2S8R D TCP/UDP AN — NS | (o A8 R — R
EHETHE T R— h&E] | GEPH) 2FELE7, #a
Ltk (V' a— L7 RLR)
=l Y j:E]A
Sk, WP & S57E L7 NAT 7 — L4 % §§;¢WW>E%%§“i
EELET,
Ctort AV BT 2—ADT KL AT - NAT+D AT
1nterrace NAT+%T@L§¢O 1nterrace %H]%Z:ﬂ
Fe— s
overload R— MNEHT HGEITHETE overload ;1;1/ . R L
(e PRAG R — N5 |ZEMRER 0 TCP/UDP AN — NS | o A8 — b2
B TR— bEE] | G 2fEL £, e
. EHRTOa — L7 R 2A%$E |[IPvda 7 RL A |,
—HNT KL & - : HWEAR
2—A AT F Lt il B A
. . . AL DT a— )L T KL 2% |[IPvd 7T RL A |
— LT KL% - . BWEA
7B sT R teE L iz AR
BHETOT — TRy NT—2
. 7 RUVAZRELET, .
— 1/ N [— N
; }:‘[73};«7 v =7 ¥static—subnet Z5E L7~ ;;Yé 7 FLA BMEATH]
A%, host BT 1 2HE LAV [
TLESV,
TG D 0 —r LRy R —
. o JT7 RUAEEELET, .
— N — s
z; F‘/I/VXZ v kY Kstatic—subnet ZfEE L7~ ;Eié 7 FLA HWEATT
B3, host BRI 1 45 L2 [0
TLTZEWY,
7 E Y bv R BT Xy b RS THE [IPvA T RLA AR




E/NAILIERHERE

L7ZBALC—HERE L £, B
BRTVRNY : REF 475122 Y, URKR128=> R Y

I:m%i%ﬁbﬁu%%

HRELTCWDHa—hnflA X7 =—ATiE, NAT/ NATHEREZ T 52 i cafd
/Uo

BEE—F

LAN A > 2 7 2 — AZEE— R
EWAN A > 2 7 = — AR IEET— K
PPPoE A v % 7 = — AR EE— K
VIAN A V& 7 = — AHKEE— R
HA YT —A L HT 22— ARET— K

661



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I lcp keepalive

T —Z G 1 — REFRIH LT3 A VG & 5 T — R CHEMT 284512, LCP Echo
\Z X% KeepAlive TF — X @G 1 — FOERMEREZIT O BB E L £7,

refresh 2~ NBZIZAENC/ha~r RTT,

SEM 1 LCP Echo IZ & % KeepAlive 175

Router (config) #interface dialer 1
Router (config-if dialer 1)# lcp keepalive

I:l?‘/ FRz =

lcp keepalive [ {ERfEME | ZEMMR [ retry <EX[EED] ]

I INT A—4H
INTA—7H BENE REEE  HREFDE
B} 7 L— AOEEREE (BAL ) &iEE B

LCP Echo DJSE D72 WGEITAT 9 Bt al iz 5
HEEE  |[ELET, 22 THRELEREISEN R -T2 [0~10 2
Bl B VEEGRRR 2 IR L E T,

|courznbuise

LCP Echo 1Z X % KeepAlive Z{TWVEH A,

Iﬂi%—F

FAX T BT = AT — R
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I [cp maxtimes

LCP OFERB O EE LET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

Iﬂiw1 LCP OEXEHE 5 BISHES B

Router (config) #interface mobile 1
Router (config-if mobile 1) #lcp maxtimes 5

I:7>F%ﬁ
lcp maxtimes <EiEE%HD

I INTA—4H
INTA—4A BRENE B il HERFFDIE
FiEEE LCP O ERHEHE L £7, 0~255 BMEAT]

I COBREFTHHRWNES
LCP O %A 10 IR E L £7,

Iﬂi%—F

EFNRANA BT 22— AFETEE— R
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I lcp restart

LCP DY A& — NEFH O EE L ET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

Desm 1 ouzs— rmms t0oomses s 5

Router (config) #interface mobile 1
Router (config-if mobile 1) #lcp restart 100

I:l?‘/ FRz =

lcp restart <) R4 — MEERED

I/ﬁ’%)‘—ﬁl
INT A—A HERNE BEHE | HRREFOE
1 — Iz AT -
Y 2 R ES€JT>JAZ;9 NEER (HAAZ @ 10msec) % 100~6000 | BHE7R T
mELET,

I:@%EEﬁbﬁu%%

LCP D U A % — M % 3000msec (Z3%E L £7,

Iﬂi%—F

EFNRANA VR T 22— AREE— R
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Ilogging signal-level

BIRCREDPEG TE 20— RN 7 Z v FIRETH Y . D OBEBARED G rIRE 2255 (2R
. HRERMEICTOEBREL slog (TRt L £,

BHEARED G TE RV — FOBFE, BEAREAHEE L TWRWEEIT slog DRt
ATV ERE A,

refresh =~ NRIZA®NC e H a2~ RTT,

I REH1 25 EITT—2BEN— FOBERIKEZ slog [CFLERT D

Router (config) #interface mobile 1
Router (config-if mobile 1) 4#logging signal-level interval 120

I:l?‘/ Rz

logging signal-level [interval <z2&EfEME>]

I ING A—4
INTG A—4H BHANES RESIE | ARREOE
SR BIIRIES slog IZReEkT DM (AL : 7)) . 300 T &z
EREaN L T 10~86400 S |

X T BEI— FRBETOLEEIE. BEREZIETE YA,

I COBREXTHHEWNGES
T E N — ROEIIRIEE slog I[ZREE L £ A,

I slog 2 &%45
slog lZIX, RD X H T —HBE N — ROERIREN LK I N FE T,

Router#show slog
000 0000:00:00.00 2009/09/07 (mon) 18:07:20 0 00000000 00000000
Mobile 1 signal level 3 at 2009/06/02 17:57:10 (0000:04:35:00)

/\/\/\/\/\/\(1)/\/\/\/\/\ /\/\/\/\/\/\/\/\(2)/\/\/\/\/\/\/\/\ /\/\/\/\/\/\(3)/\/\/\/\/\
(1) : VRS ENTOLEE L~V (0 (5 ~4 (RK) ) *

(2) : BX T LT ER LV BB LR (FEA HEEY D)
(3) : FER SN LoULIIEB L LT D DR EERT (A B RD)

X BRLVAVIT, 7oA BEI— FICK W ERRERRRY £7,

I%E%—P

ENRANA VBT 2 —AREE—NF
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Ilnax—call

T—HIWENT— RIZE DA N T, VS v X 0REET 5 1 K &H 72 0 o#EgRIE o
REAZLET,
HEHEEE LT refresh L7256, VI v X REMEL CWIUEERL, oo bEnr s
V7 snEd,

refresh =~ NRICARNC/ e H a2~ RTT,

Iﬂiﬂ1 )2y ANEET S 1 B &7 Y DiEkkEIEE 100 BIZRET S

Router (config) #interface dialer 1
Router (config-if dialer 1) #max-call 100

I:7>F%ﬁ

max-call <) 2 v A MNENMET HEIED

I/ﬁ’%)‘—ﬁl
135 A—4 BERE wriE | AEOIE
) <o pp [T, VS o 5 BB 5 1
o 720 OB ORELS LET 1~1000 .
= o o /. <
gw#au off BIGHET S L. HEEEEHIROERZIT S |off AT
1A,

Lconzsnnuise

F—HWET— RIZ L DA BT, 1B H 720 OFRMERE A 40 B2 L £,

I%E%—F

TAXT—A BT 2 —AFEE— N
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Ilnonitor signal-level

T — X g 1 — RIZx L C. interval TIEE L7-MREICERREORGZI TV ET,
Hfs U= @Bk ag X, slog ~OE$k, show 2~ RTOER, A X "7 T Z@HAHE
R Z EnTEF9,

refresh =~ > RRIZARNC/H a2~ RTT,

I REBI1 25 EICT—R2BEN—FOERREZRET S

Router (config) #interface mobile 1
Router (config-if mobile 1) #monitor signal-level interval 120

I:l?‘/ FRz =

monitor signal-level [interval <BStRfEFE>] [average range <Fi&1L&ED]

I/ﬁ’%)‘—@
R"SA—% BENE BERE | AREOME
EEEHRE A s = (BAY - T SAN=—g 55 =

o |ERIEERT B (S0 - 1) &30 | RARIRIL, 60

B | 1O Ty w1
e W Lier—

o |ET AIBE — OB | i R

Bl R TS RS TR M S e

X T BEI—-FPBETOLEEIT. BERREZRETEEEA,

Loozezannuse
7 S — R ORI S AT L EH A,

I%i%—F

FNRNA A BT 2 — AREET— R
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Ippp account

A H 7 =—A|Tmobile RN L5112, SR ET 2 B0 ORGEH 2 —Y 4,
NAT—RERELET,

refresh 2~ NEZIZAENC/ha~vr RTT,

HEF 1 A—HIDIZem /SRAT—FKRIZemZEHFET 3

Router (config) #interface dialer 1
Router (config-if dialer 1) #ppp account em em

I:7>F%ﬁ

ppp account <userid> <password>

I INS A—4

INT A=A BRERABE BREHE | ARREFDIE
. Bt e lC kG5, BOORE— 4 ZRE (127 XTFLL |,

userid L DS B~ T]

BEEICRET 5. B DRI SR Y — R&# (32 TTLA |,

password |\ g, S I L

X WREL— VA B L ORISR T — FIZBL Tk, ZHIAO 7 v 31 FEITREW
BHOETEN,

|courenbuise

ENRA N AT ZENTEEHA,

Iﬂi%—F

BAXYT—A L BT 2—AREE—F
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ES e L L

| SNMPT— 1 o iR

Isnmp—server community

SNMP = % — ¢ 036 DESRIZISET 2 HAICRE L ET,

IEEM1 OSa=T4%%" public”IZERET D

Router (config) # snmp-server community public

I%EMZ A3Sa=T4B%Z public”IZREL. 7O EREEHAI T 5RR M access—1ist &
E11Z5%5

Router (config) # snmp-server community public 1

I:l?‘/ FERK

snmp—server community <A I a2=F 144> [7FUV X)X FES]

NS A—4 BHARES Bna | EHEDIE
SNMP DSBIEA (TR 9D a I 2 =F (32 SLFLIN
4 HERELET, DILFH|
TR AEHFATHRA NERET D 99 EIRARINBD
. ﬁwm:%ﬁﬁ%y?7txu;<kﬁgérS%WMM% SNMP 7 7 & A3
N RELET, AT

BERKT MU : 5= R

BT

I CDREEITHEWNGES
SNMP = % — % 0 OFRIZITIRE L EH A

I%E%—P

EARBEE— K
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Isnmp—server enable traps

N7 TOMEZIT O GAEICERELET,

NZ v T HEETHITIE., PR T snmp-server host 2~ ROFRE L MLE T,

F7m. BENBICERLATEEO T v T EEE LI-WEA X, snmp-server host < K
T, EETHN T v T ERHELET,

REGI1 FSVTDEEEZEMICL, BELSYTOHEETD

Router (config) # snmp-server enable traps snmp

I:l?‘/ FER

snmp-server enable traps [ F5 v 7MDiELE]

I NS A—4H
NS A—%H BRERNE EREEIE | AREREFDE
KETDH Ty TOMEAEELET,
snmp XN T T DIEETD snmp PN S
k5 o F O = = config 2ECDORNT v

config |JESR hT v 7 DOHEETD
event A F T T DOIEET S

S

event

|cosrznbuige

FT v T EEELEEA,

I%E%—P

BAREE—F
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Isnmp—server host

N7 T DORERERELET,
EEEX. SHFETEBRTH LN TEET,
NT v FEEETHITIE, T snmp-server enable traps =~y ROEHMLETT,

HEB1 FFTYTOEEFEEXE10.0.0.1 &L, ASa=Ts&ZFpublic, N—TavE2E
LThSyTEEETH

Router (config) #snmp-server host 10.0.0.1 public v2c

I:l?‘/ FERK

snmp-server host < kS5 TMDEERD <AZ2=2F 448> (N—C 3] S5y TOFiESE]

I/\"%;‘—’Sl

NS A—4 BREADE HREHEHE | HBEOE
N7 YT DRER | N T v TORBERERE L ET, WA NGRS AT

- FT o FICRHET D3I 2=T A A2 32 XTUUN |0,
aAI2=T 44 FLET, =l AMEAT]

SN\MP DR—2 3 VERELE T,
SN g vl [SNMPv1 vl SNMPv1
va2c

v2c |SNMPv2 (Community Based)
EETH N Ty TOfMELEE LET,
snmp  (fEE LT v TDHRKEET D snmp snmp-server
= . . fi ble t
config[EiE k5 v FOHEIET S O ety
- event DEETENHED
event (A XU M FT v T OREETD

BRRT U $:8x 1Y

~Z7 > 7 ORE

Lconesnonusea

FT7 T ERETLH I LIFTE ERA,
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Isnmp—server source—interface

NI FEEETABOEET IP 7 RLAL L THHT AL 2 72— 245 BELET,

fsehii 159 TEET SBOMERT FLRICLNA V5 I2—20 IP7 FLREEAT 5

Router (config) #snmp-server source-interface lan 1

I:l?‘/ FEHX

snmp-server source—interface <{ 271 —R% >

I INS A—4
INTGA—4 BN BT | AREFOME
lan 1
. o N7 TOFEEILT RVAIEHTHA 2 |ewan 1~2 o
ke 2T 2—AT KL A loopback 1 AT

vlanif 1~16

I CDHREEITHEWNGE
N7 o T HEERICEETHA L E T 2—ADT KL AR £97,
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Isnmp—server name

ARIEEDLHZHELET,
WHNENTZT %A M, system Z/L—7 D sysName |[ZHE S ET,

I REHF 1 AREEDHAAETZFITELnet-F140#17 (28R ET B

Router (config) # snmp-server name FITELnet-F140#1

I:l?‘/ FERK

snmp—server name <XELZH >

I/\"%;‘—’Sl

INTGA—5 REAR R E R AHEEEFDIE
EELP | AREEOLHRERELET, 32 XFLAD TS |G A ]

I COBREFTHHRWNES
FBERLIZRY £,

I%E%—P

BAREE— K
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I snmp-server contact

ARIEEOEBE ZRELET,
WS N T % A M, system Z/L—7 @ sysContact IZERESNET,
BRI AT 32 UFE T,

I HEF 1 AEBOEIEE % root@fitelnet-f140"IZBET S

Router (config)# snmp-server contact root@fitelnet-£140

I:l?‘/ FERK

snmp-server contact <EEEZ>

I/\"%;‘—’Sl

INTG A—5 REAR R E #a HESEFDIE
EEHEY  AEEOEHELEELET, (32 TN OCTH |[E A AT

Loowrznbuige

FRERLICRY £,

I%E%—P

BEAREE—F
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I snmp-server location

AEEEORESTERELET,
WHE - T F A M, system Z/L—7 @ sysLocation |2 E I E T,

FREH 1 ARFREIBZFTE "Honsha (K#t) "ICERET S

Router (config)# snmp-server location Honsha

I:l?‘/ FERK

snmp-server contact <EBEIBRE >

I/\"%;‘—’Sl

INTGA—5 REAR R E HEEEF DB
REG T4 | ANEEOREST 2 HE L3, (64 XL DR [ IEAH]

I COBREFTHHRWNES
EERLIZRY £,

I%E%—P

BAREE— K
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| SYSLOGD~ 0D [ 2 58 4N 44 A

I logging-level elog

elog % syslog TiEFETHED, v 7N L~ VEHRELET,
elog % syslog TEE L7ZWEAT,
IEEZRE L ET,

refresh 2~ REIZHEZNC /B o~y RTY,

I%EM1 elog DHALALE 3 (ERR) &7 %

syslog level a2~ RTIRELZL~LLL EDO L

Router (config)# logging-level elog 3

NS A—4H EBREAS
L lelog pi LR BE LET,
L~ N
A VSIB | Lo ne 248795 & elog &35 L £t A,

Loomezannuse

REEH AREEDIE
0T Ly

none

elog Z L~ 4 (WARNING) TH L £,
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BEZE . BAEFE

Imﬁli—b&»tﬁ?

syslog DA v B—ITiE, LULE W SEIBABES N TV ET,
WEIX, AvE—VEZELEEHEEN, FOXIRBRAKOSH D A viE—T OO0k iz
THOICHALET,
syslog D L~ULE, 7' ha /U X0 LIRS BRBECHIE STV ET,

LALE [LALES | AvE—SORE - RRE

EMERG [0 VAT ADFIHTERL Aot (< DVEAHEELY)
ALERT  [1 [RAUTKRHE L7 < TR B 7L

CRIT |2 Bk g

ERR 3 = F —J/ERE

WARNING [4 B

NOTICE |5

Fo 6 i

DEBUG |7 TRy TR =

IFITELnet—F140 MDelog &L1Ex?

VN T%ibfméﬁ/fﬁ@i7 BHRDORA v v—2TT,

DA E—UNFEAE LT L REEEZET Ry NV EREAE TR TSI,
:VV~»%L<@EWMTB74/LT elog DIEM = F£R"T 5886 1%. show elog =
<~ REFEHALET,
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I logging—level slog

slog & syslog THEETLHEEDO, mn 7N L~V ZFELET,
slog % syslog TEE L7-WEIETE, syslog level 2~ RTIREELZL-LLL EDO LR
B ZFRE L ET,

refresh =~ RRIZARNC/ e ha~ RTT,

Iﬂiﬂ1 slog DA LAILE 4WARNING) &5

Router (config)# logging-level slog 4

I:l?‘/ FERK

logging-level slog <HALAN)LED>

I/\°3)‘—’5¢
INT A—4H BHANES EREEIRHE | HIREFDE
HI L~ slog DT L~V %R E L £ T, 0~7 AW A

F7-. none ZHEETH & elog ZiXEL EFH A, |none

|courznbuige

slog Z 1L ~UL 5 (NOTICE) CH /1 L £9,
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BEZE . BAEFE

I&ﬁu&»a@?

syslog DA v B—ITiE, LULE W SEIBABES N TV ET,
BEIL, AvE—VEZELEEHER, COLIRBAMOH D A v —VkhOn iR
THEDICFHALET,
syslog DL~LlL, Fa ha LV UITF S BRI HESNTWET,

LARLE LALES | AyE—SONE - RAE

EMERG |0 AT ABFIATE R Aot (< HVERAERE)
ALERT  [1 [RAUTKRHE L7 < TR B 7L

CRIT |2 ETUN

ERR 3 = F —J/ERE

WARNING [4 B

NOTICE |5 FOHN B H R

Fo 6 i

DEBUG |7 TRy TR =

IFITELnet—F140 D slog &£1Ex?

AAERE D slog TIE, AUEEIZ TELNET R FTP TF 7 B AN H > - DFBEHL, A& 7
= — A UP/DOWN FRED A v&—TTT,

a2 = LALTELNET Tr 74 » LT, slog DIFERAFERT HE41E. show slog =
~ REfHLET,
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Ilogging—level flog

flog % syslog TEETHED, v 7ML~V ERELET,
flog % syslog TEE LT-WEAIX, syslog level a2~ RTHRELLL-ULLL ED LN
IMEEHELET,

refresh =~ RRIZARNC/ e ha~ RTT,

IEQ;"'E"WH flogMEHLANIILZE 3 (ERR) &35

Router (config)# logging-level flog 3

I:l?‘/ FERK

logging-level flog <HALAN)LED>

I/\°3)‘—’5¢
INT A—4H BHANES EREEIRHE | HIREFDE
HI L~ flog DH IV~ ZRE L E T, 0~7 AW A

F7-. none ZHEETH & elog ZiXEL EFH A, |none

|courznbuige

flog % syslog TEE L FH A,
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BEZE . BAEFE

I&ﬁl%—b&»tﬁ?

syslog DA v B—ITiE, LULE W SEIBABES N TV ET,
WHEIX, Av—VEZELEEHEN, FOXIRBEMEOLDL A vE—U O E 0
THEDICFHALET,
syslog DL~LlL, Fa ha LV UITF S BRI HESNTWET,

LARLE LALES | AyE—SONE - RAE

EMERG |0 AT ABFIATE R Aot (< HVERAERE)
ALERT  [1 [RAUTKRHE L7 < TR B 7L

CRIT |2 ETUN

ERR 3 = F —J/ERE

WARNING [4 B

NOTICE |5 FOHN B H R

Fo 6 i

DEBUG |7 TRy TR =

IFITELnet—F140 D flog &7

KRIEBET, logA 7> a & o7 78R A2~ (dynamic EBED H DIXRL) TT (b
A TGl o=y hEa X/ (Filtering Log) 52 EMNTE £,
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Ilogging—level tlog

tlog & syslog THEETLHEEDO, m 7N L~V ZRELET,
tlog & syslog TEE L7T-WEIETE, syslog level 2~ RTIRELZL-LLL EDO LR
IMEEHELET,

refresh =~ RRIZARNC/ e ha~ RTT,

IE&TEWH tlogMBEAHALARI)LE 2 (CRIT) &9 5

Router (config)# logging-level tlog 2

I:l?‘/ FERK

logging-level tlog <HALAN)LED>

I/\°3)‘—’5¢
INT A—4H BHANES EREEIRHE | HIREFDE
HI L~ tlog DIV~ ZRE L E T, 0~7 AW A

F7-. none ZHEETH & elog ZiXEL EFH A, |none

|courznbuige

tlog Z L~y 3 (ERR) THI /1 L £,
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BEZE . BAEFE

I&ﬁu&»a@?

syslog DA v B—ITiE, LULE W SEIBABES N TV ET,

BEIL, AvE—VEZELEEHER, COLIRBAMOH D A v —VkhOn iR
THEDICFHALET,

syslog DL~LlL, Fa ha LV UITF S BRI HESNTWET,

LARLE LALES | AyE—SONE - RAE

EMERG |0 AT ABFIATE R Aot (< HVERAERE)
ALERT  [1 [RAUTKRHE L7 < TR B 7L

CRIT |2 ETUN

ERR 3 = F —J/ERE

WARNING [4 B

NOTICE |5 FOHN B H R

Fo 6 i

DEBUG |7 TRy TR =

I FITELnet-F140  tlog & ?

ABEEBTRALTVWIEEDT T —IFEROA v E—TTT,

DA E—UREAELLELGAIR, AEEEZG Ry N —VBRESZ THHBEIIEI N, £,
DEDNBIUL, REBEBLZHEETL2HOLEL LTI EIN,

a2 =% LILTELNET T 74 LT, tlog DIFRAZFETRT DAL, show tlog
a~vr REfFHLET,

683



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Ilogging—level vpnlog

vpnlog % syslog THEET LD, m Z7HAL XLV ERELET,
vpnlog % syslog TEE L7-WEEE1E. syslog level 2~ RTHREL-L~ L EO L
NMEEZRELET,

refresh =~ NRICARNC/Ha~< RTT,

IE&TEWM vpnlog DAL ARJLE S5 (NOTICE) &9 3

Router (config) # logging-level vpnlog 5

I:l?‘/ FERK

logging-level vpnlog <HALAN)LE>

I/\°3)‘—’5¢
INTDA—4H HREAR REEE HRREFDIE
HI L~ vpnlog O L~UUHEZEET D, 0~7 WA AT

F7-. none ZHEETH & elog ZiXEL EFH A, |none

|courznbuige

vpnlog % L ~yL 6 (INFO) THi /1 L E4,
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BEZE . BAEFE

I&ﬁu&»a@?

syslog DA wE—I Tl LW IR HE SN TV ET,
BEIL, AvE—VEZELEEFHER, LOLIRBEMOHD A v —VR0nE R
THOICHALET,
syslog D L~ULE, 7' ha /U X0 LIRS BRBECHIE STV ET,

LARLE LALES | AyE—SONE - RAE

EMERG |0 AT ABFIATE R Aot (< HVERAERE)
ALERT  [1 [RAUTKRHE L7 < TR B 7L

CRIT |2 ETUN

ERR 3 = F —J/ERE

WARNING [4 B

NOTICE |5 FOHN B H R

Fo 6 i

DEBUG |7 TRy TR =

I FITELnet-F140 @ vpnlog & (&2

AHEE D 1Psec HEREICEE T 5 v /T,
SA ZFESL CE o T2 A DORNTEHC, S - 20 TF L% 2R LEEAIC, vl%
FATLUET, SA DFESL/ R A vpnlog (254 %& 1. vpnlog enable 2~ FARRE L E
7,
22—t UL TELNET Ta 7 A > L C., vpnlog DI A2 F T 2855 1%. show vpnlog
avr REFEHLET,
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I syslog facility

0 7% syslog THRHTAEDO 7 7 ) T7 4 a—KEE (0~23) ZXELET,

refresh 2~ RBICENICAR Db a~w > RCT,

I REH 1 syslogDT 7T 41EE” local0[ZERET S

Router (config) # syslog facility 16

I:l?‘/ FER

syslog facility <7 7> U7 4 a— &>

I/\"%;‘—’Sl
INSA—4H BRERNE EREEIF | HIREFDE
S 1) S — K
;;/)74:1 I syslog D7 7 U7 4 flEZfRELET, 0~23 HWEA ]
B

|courznbuige

Ty T a—RES1IThRD E9,
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BEZE . BAEFE

Iwﬂ%®779U54kﬁ?

syslog D77 VT 4 Lid, v A vbe—VofEEzRLET,

—RENZIE, EO LRI T SRR AE L ERT RS E L THRESNET,

RFC3164 TiX, AFO XS ICHEENTWET, OSIZEVHoxTNFELL IR 7
7YV T ELH YD ET)

a—F

27) T4 s J27) T«

:—P‘

‘kernel message 12 ‘NTP subsystem

‘userflevel messages 13 ‘log audit

‘mail system 14 ‘log alert

15 ‘clock daemon

16 ‘10031 use 0 (local0)

‘system daemons

‘security/authorization messages

18 ‘local use 2 (local2)
19 ‘local use 3 (local3d)
20 ‘1oca1 use 4 (local4)
21 ‘10031 use 5 (localb)
22 ‘local use 6 (local6)
11 ‘FTP daemon 23 ‘local use 7 (localT)

syslog M L7260, V= MUTIE 7 7 VT A BIBRTFETD 7 7 ANVEEZ D END
KO MERAFELAREE D £,

‘1ine printer subsystem

‘network news subsystem

‘UUCP subsystem

‘clock daemon

10 ‘security/authorization messages

|
|
|
|
|
|
|
|
|
|
|
|

0 |
! |
2 |
3 |
1 |
5 ‘messages generated internally by syslogd ’ 17 ‘10031 use 1 (locall)
6 |
7 |
8 |
9 |
|
|

Doee—s

EAREE—F
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I syslog format bsd

AIEENEHT D syslog A vy &=V D7 4 —~ > F%& BSD Z A 7 (PRI #5. HEADER 5,
MSGE B o 77—~y ) L LET,

74—~ hME, (facility*8)+level THHEINDZ T TA AV T 4. XA LAX LT,
RANL, v T DEAT, = AF 5, Ty T HA L, TID, 727 1D, A vE—TKIK
DIEIZ 720 97,

ARa< R, elog A vt—, flog A vtE—, slog A vtE—, tlog A vE—,
vpnlog X v —U %R L7720 £,

refresh =~ NRIZA®NC b a~ RTT,

I%EM1 SYSLOG * v £—SD T4 —Ty hEBD 84 TET S

Router (config)# syslog format bsd

I:7>F%ﬁ

syslog format bsd

I INS A—4
INTA—=HRTH FH A,

|courznbuige

syslog AvE—VDO 73—~y MI, 77944V T 4li. o= AEF, T o7 XA AL,
BALDAZ T TID, B 1D, A vE—UKREDNEICR Y £,
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PEZEHE - BAIERE

I syslog sending

syslog r—NiCu JEREEETHNE I NERELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I EMH 1 syslog B—NIZOFIEHRE BT S

Router (config)# syslog sending

I:l?‘/ FERK

syslog sending

I/\"%;‘—’Sl

INTA=HTHY A,

Loowrznbuige

v 7 EH %, syslog — NZEE L EH A,

I%E%—P

BAREE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Isyslog level
0 75 % syslog CEAIT HEEOHDHIR L~ (0~7) ZFELET,
TITEELEL-VUUMEL FOBRAEE LSO LD r VERE syslog — N CHEI L
E
refresh =~ RRICARNC/ e ha~> RTT,
I;&;’iﬁlﬂ Debug (7) LN LEDREEZ L OO S ERE syslog TEHT S
Router (config)# syslog level 7
I avy RFERK
syslog level <LRNJLES>
I NS A—4H
INT A—4H BREAR EREEIHE  ARREOE
% ~ =
L LR syslog TBINT B EEDH HIR T ~)VAE % 52 7E 0~T WA

sz—g_‘o

|courznbuige

LALER- T2 0 F3,

I syslog ML ARJLEE?

syslogDL~YLbid, a7 A vb—VORIEEZELLET,
RFC3164 Cix, LLFO X ITHE S TWET,

LRILE LRILVES AvtE—CORR - BRE

EMERG |0 VAT APFIHTE R Ipole (SHEWERENREY)
ALERT |1 RAallxs L TIER 620

CRIT 2 BRAURRE

ERR 3 = 7 —FAARE

WARNING |4 R

NOTICE |5 BHIO YRR

INFO 6 15t

DEBUG |7 TNy T A y—
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PEZEHE - BAIERE

I FITELnet-F140 @ L XN )LIEERTE

ARBEE 1L, %o 7 (elog/slog/tlog/vpnlog) FRIZL-UUEZFHREL E7,
BT 7O LAVEORRGEL, logging level 2~ R TITRWVWET,
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Isyslog server

syslog VP —NIRA RDIP T RLUAZREL £7,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I XMW1 syslog H—/N[2, 192.168.100. 1 ZE&ET B,

Router (config)# syslog server 192.168.100.1

I:l?‘/ FERK

syslog server <syslog H—/\>

I/\"%;‘—’Sl
INS A—4H BENR Bl HREBFDIE
syslog syslog Zi@HT HY— "D IP 7 L AZFR |IPvd 7 KL A | .
yrs ok A

KRz MU 1RV

|courznbuige

v 7 E %, syslog — NIZEE L EH A,

I%E%—P

HAREE— K
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PEZEHE - BAIERE

Isyslog source—interface

syslog N7 v FEHOBOEETL IP T FLAE L THERTLIA X 72— A4 BB EL
F7,

refresh 2~ NBZIZAENC /e ha~wr RTT,

REF 1 syslog EZEBDZEETT FLRIZ. IWNA VA7 —AD IP7 FLRZFEARAT S

Router (config)# syslog source-interface lan 1

I:l?‘/ FER

syslog source—interface </ X 7zt —X%&>

I/\"%;‘—’Sl
INTA—AH BREAR RESIE  ARRBOE
. . RO 1 1
Ao BT ez |SYslog AT DERO Ty FOEETT e:;ln o
RIS DA B T2 — AT R X AMEAS ]
A loopback 1

Ab,—l—_f
ERRELET, vlanif 1~16

I COBREFTHHRWNES
syslog /X7 v B REBITEETEHA ¥ 72— A0 £7,

Iﬂi%—F

HAREE— K

693



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

| 27— sy s =AM

I mail server

mail HHFERENE 7 A — NV EEETIEOA =LY —R"ERELET, BEITANTHZ
LICX Y 3oETHRY, 4oLl RidEH I ET,
FEICAN Ule— "B E T, A= P — IR A NG E IPT RLAEZETE
TEEd, BFA—NTUTONELZBMT AL ENTEET,
s RIET 72 ANH - 23546
c TURMHE CRIEARRE MEIHZ B L5 6
CRFZFRE Y By MERBICK VIEEOFREEINE Z 5754
< ENA VA BYIEHESRE N EEN S L < IXESIRREIC e o TGS

I BREHI1 A=Y —/\DIPT7 FLRX% 192.168.100. 1 [CERET 5

Router (config) #mail server 192.168.100.1

I:l?‘/ FERK

mail server <SMTP —/\®D IP 7 FL X>

I/\"%;‘—’Sl

INSA—4H BHANES SR E g HREEDE
IPv4 7 KL A B
SMTP H— "D | A — /L EEET DD IPv6 7 KL A
IP7 RLA  |SMTP #— "D IP 7 KL & ARA MTE
DUNT LD

A REAA]

BRT MUV 3= RY

|courznbuige

B A=V X DEMETRVEE A

IZ:IETD'&Z&IJ:?

FITELnet-F140 i, TELNET £72I1Z FIP I XV v 7/ A » EN DA, HERELL E R 2
U— RO PNRAE LSS, RET 7 ¥ 2 LWL ET,
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PEZEHE - BAIERE

IRE%%&@?
FITELnet-F140 <Cif, #HEDEMRZFA LT, N7 7 v FREEZEKRT 5 Z R TEET,

1)
BEILFTITH 24 L, FITHHICEBEN CTE 22 oo 72 8A12, ADSL [BIFRIZY) % 2 Tl

fE5 5.

FITELnet-F140 TlX, Z DXy 7 7 v 7% MHH L CllE 2k 26E % [0 R
el EWVnET,

Iﬁ%%iUtvb%ﬁtﬁ?

FITELnet-F140 Tl%. FTP T”"RESETAT" 7 7 A L& 155 Z L12 LV . "RESETAT” 7 7 A /LN
IR SN TV AR ERZNICEE 2B EfRI T2 N TEET,
1)
2003. 4.1 12:00:00 {Z SIDE-A D7 7 — A7 = 7 /SIDE-A OFHE 7 7 A )L CTRENT 54
l
RESETAT 7 7 A V2, LLF®D X 9 125ak LT, FITELnet-F140 (Z FTP TiX{E4 5
reset at 12:00 1 Apr 2003 SIDE-A. frm SIDE-A. cfg

basncmnrann
[(RET 7 EADHE
Subject : [RAAS] Illegal Connect Request on FITELnet-F140 (3&E @ 1P 7 KL &)
SysDescr WEEAT N—T g v
TP Address [EED IP 7 KL A
Application | RIET 7B R &M LT=7T 7V r—ya v

Sender RIET Vv A& T2 AR A RDIP T KL A
Time RIET 7 & A %521} 7= R

695



EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

[HizF8E U &~ MEREDGA]
Subject : [RAAS] Auto Reset on FITELnet-F140 CEE D TP 7 K L-R)

SIDE-A/SIDE-B

SIDE-A. f r m., SIDE-B. f r mDIEHEH

VALID/INVALID : ffi el BB /AR AR A] (BENL TV D)

ACTIVE/INACTIVE : fEHIH D7 7 — 20 =7 /FEH O 7 7 — 20 =7
KTy — AT T DR— 3 UER

SIDE-A/SIDE-B

SIDE-A. cfg. SIDE-B.cfg DI
ACTIVE/INACTIVE : fifi i 1 D% i 15 ., 1k O 5% & 15 i
LAST SAVE : & ITfRAF S 7= H B

‘reset at

R BT B - T 7 — Ay =T - BRI

B, BT A—NLOEHAN From:) (X, WINDFr—ATH, “Router Auto
Administration System” & 720 F£9,

696




PEZEHE - BAIERE

Inwil from

A—)LDEEFETLT FLAZRELET,

I BERF 1T A—ILOFEIETT FLRE LT F140@xxxxx. co. jp" ZIEET S

Router (config) # mail from F140@xxXXXX.CO.Jjp

I avy FERK
mail from GEEFETA—ILT FLR>

NS A—4H BRERNE ERTEEIRE | ARREBDIE
EETLA—NT | A= VBHSEE CHETHEA—LD
AR

From IZ ANLH A—/LT KL A - A AT

Loowrznbuige

From (Z1%, I Ha%E SNEH A,
ZOFEFR, A=/ TOBAERELEE 8 A,

I%E%—P

BAREE— K
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

Imail to

A=V DFEELET RV AZRHRE TR LUET,

BEAITANTHZLI2ED . 5 X THEMRETT,

F7=. B A —/VIBEIERE

SEENS DA LT O HER L £,

- BFA—ILRES1SIVY BEFPED,
RET 7 A |RIET 7 A GRS A 127 linvader
‘5@]@@@] ‘77_A'7I7@Q@JEE@J75§:F5:O7L:54’ NV ‘filemaintenance
JRE T MDD OB B A DT —H DEZ(E, HDHVE
A VA ﬁﬁﬁﬁyFﬁuh®?~&®1§%ﬁ&ot&4iyﬁlmﬁq
B BTN O LT T — MEIZBIELZXA I 7,
BLOARE 2B =21 7
[Psec TUEME BB MEEEIAE LNy 77 TRIE~T) 0 #do - 7~ iz edundanc
4e A LTV A A ARBENE IR L)Y R o 7 y
IPsec A5y |MERESHRETEA L 7oy L ti-path
e RN IE L7 b
AR NT 7 a AEHEDT 7 a AN A mEE e
.. EL, TDOT 72 a  Axd B A~ b OARIEZE b
;if\;;}‘7757 I LUT-E, event—action
N AR NT T 3 LHSHED A — VBHIC SN TIE.L send
email I~ RESH LTSN
EEBI 1T A—JLDIEET KL X% admin@xxxx. co. jp [CRTFT D (GEERE: FET7I LR,

[Psec TURA%AE)

|Router(config)#mail to admin@xxxx.co.jp invader redundancy ‘

I:l?‘/ FERK
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PEZEHE - BAIERE

INE%—Q
INT A—A BRENR X E B HEREFDIE
SRS A —/v | A—/VIBAERE CIEE T DS A | P—
T RLA —LD To lZANDA—ILT RL-A A
invader
filemaintenance
fd N DK
T A [BFA— T DA vl [T AT
DR O redundancy A —)LZEH
- } mul ti-path +%

event—action
OWT G L < I3
BRIV : 5=

I COREZITOEWNGS
BT AL DB EIT RV ER A,

I%E%—P
EAREE—F
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EET—L2BIEH— F5I T4 LX/IL—2% FITELnet-F140

I mail source—interface

SMTP 2347y R DOBEORETL IP 7 RL AL LTHEHAT A v 2 72— 24 % ELET,

XEHFI 1 SMTP /X7y FDZEEFETT KLRAIZLAND IP7 FLRZEAT S

Router (config)# mail source-interface lan 1

I:l?‘/ FERK
mail interface <4 2 7z —RX%&>

I/\"%;‘—’Sl
INTA—AH BRERNE REEIE  AHBREFDE
lan 1
AR T 2 —R SMTP‘/\"ﬁ‘y FDOFEETT RL AL LTI |ewan 1~2 R
4 HAUHE T 2— A loopback 1

vlanif 1~16

I COBREFTHHRWNES
ERI Ny NEEETAA X T 2—ADIP T RL AR 9,

on

I%E%—P

HAREE— K
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NTP #5E

| NTPi#%EE

| SNTPH S 4 7 > ke

Isntp retry

A A DY —=NNEDIEEN ST GEDY NI AMREB LY ~ T A BEREM 258 E L
\ij—o

U kZ A MMRIX sntp retry interval” =<y T, U b T A BERMIX sntp retry
keepalive” 2~ RCREL FT,

refresh 2~ > NEZIZENC /e hHa~vr RTT,

I REHF 1 SNTP DY S AREbmZE 100 #IZRET S

Router (config) #sntp retry interval 100

I REMB 2 SNTP DY 5 A EjfERREZ 10 73 (600 #) [SERET S

Router (config) #sntp retry keepalive 600

IE&Eﬁus SNIP DY RS54 % LA

Router (config) #sntp retry interval off

I:l?‘/ FERK

sntp retry interval <\ kS« Rl
sntp retry keepalive <) ;b5 A BERED
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EET—LBIEH— F5I T4 LXI—25 FITELnet-F140

I/\"%%—’Sl
INSA—H BHALNES 5% T iR HIRFEDE
_ —. ISNTP =S AN T2 728 [of £ (U b T A L7 | .
L PN 6L 1L 6d~1024 | PR
Y ko pgpy | U D7 HEGERERL. ZORFREE o P

Lzt U IAIMEZR&T T 5

Loosrzabuuse

U kT A (64 7
U N7 A WfE (1024 7

I%E%—P

EAREE— K
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NTP #5E

I sntp schedule

Y= NZHWEDEL AT V2 — L EIRELET,
CITHRET DAY 2—/Wi%, LLFOEHE T,
c ABEEORBFFIZHWE DT EITR I NDE I N2
i RER B X T WS DR E1T 72 9 D IRFIC R WS DR 2T 9 0 ?

ARIEERLEGIZ WS DR 21772 9 5A1E, boot ZFEEL 7,
WIZEWEDEZITZ2 5 MRS L IEFM O EXinterval”$ L < 13 time” TR E L F
ER

refresh =~ RRICA®NC b a~ 2 RTT,

IE&EW‘H AEEDEFFICEHVEHLEZTL., EBRE I KRESESISHVEDES

Router (config) #sntp schedule boot interval 1

I BEGl 2 AEBOEBECEEVADEETAHT. EBREEE 12:00 ISV AhE ETE S

Router (config) #sntp schedule time 12:00

sntp schedule [boot] interval hour < VW& ioH[EkE >
sntp schedule [boot] interval sec < FVV&HEHE >
sntp schedule [boot] time < fW&ioHHFZl >

I INS A—4

NG A—4 BREAR Bk it HHEFEDIE
TEEFLEIFIZ SNTP CHREZ D W& b TEE BN TR

boot AT 9 E 90T 9 AT, boot  |boot WEbYETR D
HRET D A
SNTP H— N[ZH5ZI % B E it 2 RiTBE
(WA - FERRED)
hour 8 E DA 1L, 1~65534 off (U ~7

RIWE D [sec FEEDHEAIL, 16~16384 A L72\Y) W

B3 KO E/oUL, off Z¥FELZLEAIE. B |b LLIX
WEDbEZITWER AL 0~65535
hour B LW sec ZEME LT-EE1%,
BN AER (hour) & 720 F,
SNTP H— N[ZHEZI % G it 5 e

AN
E;;U SRS TN 0:0~23:59 |BHEAR T

B H Z OFREZNC, 12 SNTP H— (2
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Z v ‘/u\b“]i‘%)
¥0:0 ZRE L72HAE. Bunabts
ITWEH A,

I:@%EEﬁbﬁu%ﬁ

EENRERIOG D L
BIWA DRI |1 R
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NTP #5E

Isntp server

BT 282 A L — N (FIF7A4=V, BH o HFU)DIP T RLAZHELET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

IEQ;"'EWH SNTP 4—/X (T54 <) :192.168.100.1, A4S 1) : 192.168.100.2) ZEFHRET S

Router (config) #sntp server 192.168.100.1 192.168.100.2

I:l?‘/ FER

sntp server <FS5 4 <1 SNTP H5—/> <tAH 4 1) SNTP H—/3>

I/\"%;‘—’Sl
INT A=A RERNE 2% E HEBFRDIE
7 74’\‘7 U SNTP |~ Ziv U @ SNTP H—N Pvd 7 KL 2B SRS
P I E
T H Y SNIP B & U D SNTP H— . S BT Y SNTP
s e IPv4 7" K L A B L el

I COBREFITHHEWNES
SNTP fREZ i H CX £H A,

I%E%—P
HAREET— N
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I sntp source—interface

SNTP EHDERDIXEFEITL IP 7 FLAE LTI 54 2 7 = —AAEREL X7,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I EXEHI 1 SNTP ZEET DRDEETT FLRIZLANA U E T —AD IP7 RLRAZFERT S

Router (config) #sntp source-interface lan 1

I:l?‘/ FERK

sntp source-interface </ 27z —X%& >

I/\"%;‘—’Sl
INTA—4 BENE BREHE | AHRREOME
lan 1
. - SNTP /%77 > FDEETTT FU A |lewan 1~2 =
AP T =R TAHEA LK T 2—AT KL A loopback 1 AW
vlanif 1~16

|courznbuige

SNTP Z FEFRICEET DA X 72— R TR0 £,

I%E%—P

HAREE— K
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NTP #5E

| NTPH—/ ShlhE

I ntp-server enable

NTP 3 —/ SHRE A B DB O RE L E T,

NTP 4/ SHEHEIE AL NTP 35— S0 5 B A 21 L0 < C BRI ATE T 25,
IO R A AR IR O LIS R OREIE L 72 5 C L 5 720, SNTP 7 54 7 MERED Y %
(7720, B NTP 3 — S BRI A AT 5 & 5 12 LT S0,

refresh 2~ NEZIZENC/ e hHa~wr RTT,

Noen wro—mmsemss

Router (config) #ntp-server enable

I:l?‘/ FERK

ntp-server enable

I/(?%-—Q
NI A=HITHY FEA

Loomezannuse
NTP 4—SHEE & M C & St o,

I%E%—P
AR EET— N
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I ntp-server stratum

ARIEE TNIP Y — e A EH 3 D BR D Stratum HAZFRE L £ 7,
Stratum fi & 1%, NTP %-— RO E %274t O T, Stratuml 235 B OMEE 220 £97,

refresh 2~ NBZIZAENC /e ha~wr RTT,

EXEHI 1 StratumfEZ 2 IZERET S

Router (config) #ntp-server stratum 2

I:l?‘/ FER

ntp-server stratum <stratum {E>

I/\"%;‘—’Sl

NG A—4H HEAR ERTE SR HBIREFDE
stratum il [NTP @ Stratum fEZ$5E LET, [1~15  [BEEAA]

|courznbuige

Stratumfiz 1 & L £,

I%E%—P

HAREE— K
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SSH Y —/ ViEE

| SSHY—/ 4k

| SSHH— / \HleE

I ip scp server enable

Secure Copy DISFEZHANZ L £,

ARIEED SCP Y — EREA T 2L, 77— AU =T 77 AN RET 7 A NV%, BEE
L L TR T D2 R TEET,

SCP Y — BEREZ (9" D BE1L. ssh—server enable 23 #ABE T,

refresh 2~ > NEZIZENC /e hHa~vr RTT,

I%EM1 SCP #REZ AT S

Router (config) #ip scp server enable

I avy FEK

ip scp server enable

I:@%EEﬁbﬁu%%

SCP —E R TEMEL £HA
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I ssh—server access—group

AREEIZT 7 RATHSSHZ TA T b, F8ELET 78R A MIWENT 402 )
7 LET,

permitn |[CEE MU T AEERDOLT 7B ANT SN ET,

AT D permit DT ZEAV R SRRWGEE, T 7B AIEGSNET,

refresh =~ NRIZARNC/ e H a2~ RTT,

Iﬂiﬁh 192.168.0.0/24 Dy kT—H DRR kA SDF 5 L RADHEHAT B,

Router (config) # access-list 10 permit 192.168.0.0 0.0.0.255
Router (config) # ssh-server access-group 10

IEQEW]Z 3ffe:110:: /64 DIy RT—Y DRRA DLDT Y LADHEHAT S

(config) # access-list 3000 permit 3ffe:110::/64
(config) # ssh-server ipv6 access-group 3000

I:l'?‘/ FEH

ssh-server [ipv6] access—group <79 tX )X +E B>

I/\°3)‘—’5¢

INTA—4H RERNRE =R T B HERBEDE
1

| IPv6 7 2 AU % MR AR H8E |, e 7ot

ipv6 i L ipv6 A NEFERTE

- ° TXFEHA,
) TIEREAVANT, 77 2AZHFT5 1~99
2R SSHZ 747 v hMEfREL, TOESTEZ [3000~ BT

I CHRELET 3499

Lconesnpnusea

T_XTOSSHT 7/ B AZHALET

I%E%—F

EAREE— K
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SSH Y —/ ViEE

I ssh—-server enable

SSH S —RZEfES 258 EL T,

AIGE T SSH versionl DFHZYR—FLTWET, £/, BT /LAY XAT

CBC,3DES-CBC ZH# AR — ~ L TV ET,
F7-2. generate key ssh THRA MNEF#AZER L T MLERH Y £7,

refresh =~ NRICARNC e Ha~ > RTT,

I RERFI1 SSHY—NZE}ESED

DES—

Router (config) #ssh-server enable

I avy FER

ssh-server enable

Loomzsanniss

SSH H— EEREITENME L £H A

I%E%—F

EAREE— K
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I ssh—-server exec—-timeout

IEaE AR MR ELETS,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I FREM 1 TELNET TIF, 3 HEAANALZWNMGEIFEFE T TV T B

Router (config)# ssh-server exec-timeout 3

I:l?‘/ FER

ssh-server exec—timeout <#E@{EEBSRAFRT>

I/\"%;‘—’Sl
NS A—4H BRERNE EREEIE | ARREBDE
M SRR (BEAT : 50) ZRE LT,
B I TCRRE LT 2202 b AT DNA1E, Bl [1~60 WA
B Mlce 7o P LET, off "

off ZFET D L HER /T U AL LE T,

|courznbuige

5 RN I WG &I 7T P LET

I%E%—P

HAREE— K
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SSH Y —/ ViEE

Issh—server response—timeout

SSHOR AT —2 3 AZBWT, SSHZ 74 7 2 "D DOINE/RHLIFHEZRE L 7,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I FRERFI 1 60 REISEARZWMERIT ty i a Vv EUY S

Router (config) # ssh-server response-timeout 60

I:l?‘/ FERK

ssh-server response-timeout <% 4 L7 MERED

I/\"%;‘—’Sl

NS A—%H BHANES REEHE  AREOE
SSH Z S A 7> Fvb OB R (AT
AZALT TN,
PR ZITHRELERWEZ 747 2 by OIREMN
WA, SSHE v v a v EMRRLET,

1~120  |AWSARA

I COBREFTHHRWNES
SSHZ Z 47 > b6 OINEFFHERTIL, 120 B2/ 0 £97,

I%E%—P

HAREE— K
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I EthernetfgE

I Ethernettge

Ihardware macaddress conventional

BETOR—=FTR—=OMCT FRVRZERT 570D a~ 2 T,
AIEEIZIT, EEMAC T FL2 (MACT RLA 1) EFEITRNcE 9 —2>DMAC T FL A
(MAC 7 FLR2) BNEIDETHNTWET,

Doso scok—rcm—omer rLxzamTs

Router (config) # hardware macaddress conventional
Router (config) #

I avy FERK

hardware macaddress conventional

I/\"%;‘—’Sl

INTA=HFTHY A,

|courznbuige

LAN & EWAN2 [IZMAC 7 KL A2 1, EWANL IZMAC 7 FL- R 2 NI B TCToHET,

% : PPPoE [ZBH L Clid, TN ZENBEESIT LN/ EWAN AR — PO MAC 7 R L RIZ2 D 7,

I%E%—P

BAREE— K
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Ethernet #5E

Ilme

Ethernet 4 ¥ # 7 = —AZ2WT, #E /T 27 L v 7 X MI/MI-X DFEZIT7

Ethernet & EET— RIZBITT B0 a~<r RTT,

refresh 2~ NBZIZAENC/ha~r RTT,

I REM 1 EWANHT AR— FDERTEZETH S E— FISBITTS

Router (config)# line ewan 1
Router (config line ewan 1) #

K5 A—4 BENE

RIEERATIROMIIA VB 7 = — A RIR L £,
wppe gy x ||lan 1 LANA > 7 x—2 (SW-HUB4 A — b)

7 rz—A ewan 1 |[EWANE1 "R— h
ewan 2 [EWAN#2 7R— b

I%E%—F

REFE | AHFOE

lan 1
ewan 1 AREAS ]
ewan 2

AR EE— I
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I | inkdown—-detect

WEH)IR LA R— DV I T v T/ E T ELAWNA VBT 2= ADT 7/ X0 i)
SHELIMEIDPDOREEITONET,

interface Ina 1 C linkdown-detect on EFRETHZ LWLV, LANKR— N&FEHT 5
VIAN A % 7 = —AIZH ZORENEH I NET,

refresh =~ > RRIZA®NC/ e ha~ > RTT,

HEF 1 OHREMGLANA VA I —RADT YT/ Z9ELNKR— D)o T YT/ oY
EESED

Router (config) #finter lan 1
Router (config-if lan 1)#linkdown-detect on

RE mENE e g %ﬁfw

WEI R LANR—bDY v 7T w7/ Ak
IANA VBT 2—2DT v 7/ F 7 i) S
HDHME I DOREEITVET,

U729 GRIE er N
on | Vo T w7/ Ay EHEEIEES,
off |V I T w7/ F Y mIBHENIT D,

Icwﬁiiﬁb@m%%

MBI LAN R — DV 7T o7/ F 7 AZEDLT, AN A VU E 72— R XEIT v
W& 720 £,

FFREICHNA T LAN 721X LAN DR — k& LTS 2 VLAN o > % 7 = —Z|Z, VRRP D%
END DY &) JEDLE T,

I%E%—P

LAN A 2 7 2 —AFEE— R
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Ilnac access—|ist

VACT RLVARIZR D7 4NnZ Y TEATIHEDMACT 78 A Y A FOREZITWVET,

ERFEE, FIARa~ RTMACT RLUAZIRE L7721, mac access—group 2~ > KT
HELEMCT 78RV A NEEEEELET,

mac access—list |, FHNEIZHEH S ET,

F72, FILEED mac access-list \(ZEEITORTELY LIzHEIE, LTI ET,

refresh =~ NRIZA®NC/ e H a2~ RTT,

BEHI1 NMACFTHOERIR K, MAC7 KL X 1122.3344. 5566 Z#EFalf@1E & L TERET 5

Router (config) # mac access-list 1 permit 1122.3344.5566

I FHEF2 MCTIERIVRAMI, 2TOMCT7 RLRAZXRHFAREEE LTEET D

Router (config) # mac access-list 1 deny any

I:l?‘/ FERK

mac access—|ist <mac access—|ist &FS> remark{a A > k>
mac access—|ist <mac access—|ist &S> permit <MAC 7 KL X> [log] [count]
mac access—|ist <mac access—list HEE> deny {KMAC 7 KL X>|any} [log] [count]

I INS A—4
INTG A=A BRENE % 7E & HERFEOE
mac access— |XETHMCT 7 AU A NEEEZIFE o
list ®2  |LEF ol Ll
) BRETHMAC T 7 AU A MIFFA g% ) P
permit b AHAHEE LET permit AR
FRIETHMAC T 7 AU A MIARE A EME P
deny 552 HYAMCIEE LE T deny AR
MACZ RLAZ HHHDOEXTHRTELET, VAC 7 K L %
MAC 7 K12 MAC 7 RL-A23, 11.22.33. 44. 55. 66 DA R BWEAST]
1. 1122.3344.5566 & 72 0 £, 7
deny ZFEE LA, MAC T KL ADA
any DOV any ZIREETAHZEITLD, £TO  |any BWEA AT
MACT RUAZIETHI LN TEET,
2RI BT 4 A THERRIZ RV CREY 4K
log S (ATHAL) Iy L2 BAS, |log VA= v 3
T AN T a SRR SIVET, LFEH A,
count Wt LT &Iz w b L7237 |count T NEAT

i
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v ML S MIEFRIRLET, WEH A

240 XFET
MAC 727 & AU A NMZATL v NEYRE . .
SN Liﬁ? ) Iaﬁfézf/lamﬁm¥ﬁﬁﬁ W
: . oRE

|courznbuige

MACT RLVARIZCKB 7 4 NZ ) T EITNER AL

I%E%—P

HAREE— K
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Ethernet #5E

IlﬂaC access—group

mac access—list A~ RTHRELIZTANEZ N U ITTF—Ha KA H T x— ATl
L/\i—g_ﬂo

TANEBEN U TTF—=H1T, KA H T2 —ATEZELI ATy MIEAT 500/ A4~
BT 2= R ZIRET BNy NMIEAT200ERETHHLERDH D 7,

refresh =~ NRIZA®NC e H a2~ RTT,

IEQE{FIH mac access—list 1 THELI=T—4%%. EWAN 1 Z{EBIZERT 5

Router (config) #interface ewan 1
Router (config-if ewan 1) #mac access-group 1 out

IE&EW]Z mac access—list 2 TIEELI=T—2%. EWAN 1 S DZERFICERT S

Router (config) #interface ewan 1
Router (config-if ewan 1) #mac access-group 2 in

I:l'?‘/ FEH

mac access—group <mac access—listZES> { in | out }

I/\°3)‘—’5¢

INTG A—R BREANE REEFH | ERREFEDE
mac access— |ZANE VT TF—HERELIZMC T 7 A
list F VA NDOFEZERTE LET,

AUHB T 2—ATOZER (in) /A4 7= .

{in | out } | =AM DHDEERF (out) DEHL LT 4 /LH EL BWEATA]

VST BONEEE LET, ?

1~512 ) LN

I CDHREETHEWNGE
MACT RLAIZL DT A NNE ) U T EHITWER A,

I%E%—F

IAN f V& 7 = —RBEET— R
EWAN A > % 7 = —AH/EE— R
VIAN A > & 7 = — ABZEET— R
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I shutdown

WIS R— 2 I S AN ELET,
RKa<wy RCHR— M EIESEEGE, Y T3R8 NIV 777 L2 £7,

refresh 2~ NBZIZAENC /e ha~wr RTT,

HEFT LINA VAT —RADKR—F1Z2) 97y T LEVIREEIZT S

Router (config)#line lan 1
Router (config-line lan 1) #shutdown 1

I EBI 1 EWAN#2 A VB3 D2 —R%E) VI T7 v TLEWVKEIZT S

Router (config) #line ewan 2
Router (config-line ewan 2) #shutdown 1

I:?DF%ﬁ
shutdown <FR— +FFESE>

I ING A—4
ING A—4 BRERNE REEF | BRREFDE
LANA 27 2—RZ1E, 4 ODFR—FRHDHD
RN— &S | T, TOHFFEHEELET, 1~4 e Nl

EWAN £ > % 7 = —ZADHE1%. "1 EfHELET,

I CDREETHEWNGES
LAN 38 L OVEWAN A > & 7 = — A )M AT RE T,

I%E%—F

Ethernet & EET— R
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Ethernet #5E

I speed—dup | ex

Ethernet OBIGHE /T 2Ly 7 A (& FHor Y-_#H) 2R TELET,

refresh 2~ NEZIZENC /e ha~vr RTT,

IEQ;"'E"WH LAN (R—+BEES4) OBEREZE. 100Mops/Full T2 TL YOI R (&ZF) ICEET S

Router (config) #line lan 1
Router (config line lan 1)4# speed-duplex 4 100-full

NS A—4H ByARES REEHE HREFDE
LANA U Z 72— Z1E, 4 ODOFR—EERH5H
AV HTz—RA (DT, ZOEFFERELET,
A EWAN £ > % 7 = — 20513, "1"%fFEELF
‘a_o
HE LTV A Ethernet f & 7 = — ZADE[E
WE/ T2y AEFRELET,

1~4 BMEA AT

10~full |10Mbps/Full &= 7L v 7 % 10-full
—— e 10-half
;iL;X 10~half |10Mbps/Half 7= 7L v 7 A 100-full & AT
7 100-full |100Mbps/Full &= 7L v 7 & 100-half
100-half |[100Mbps/Half T = 7L v 7 & auto
auto AUTO kG m—3 90

Loosezabnuse
MTO %=yt 2w T L7,

I%E%—F

Ethernet FEET— K
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I Sw

Ethernet @ MDI/MDI-X Z#&E L £7°,
refresh 2~ > REIZHMNZ D a~ 2 RTT,

lﬂiﬁn LAN (GR— RES4) %. WDI-XIZBET S

Router (config) #line lan 1
Router (config line lan 1)# sw 4 mdi-x

I:l?‘/ FERK

sw BT —REE> DI FHE>

I/ﬁ’%)‘—ﬁl

NG A—4 BREANE
IAN f > Z 7 = — 2%, 4 ODOFR— DN dH
ALHTx—A |HDT, TDOEFFEHELET,
T EWAN A > % 7 = —ZD%4E1%. "1" % EE L
ESC

HE L TCWA Ethernet f > X 7 =—AD
MDI/MDI-X Z 3% E L £,

mdi  [MDI A— k
mdi—x MDI-X A"— b
auto |HEhY)HL

MDI %7

Loomezannuse

REFH | ARFOE

1~4 BT

mdi

mdi—x BWEATA]

auto

HEMHACEEL £9,
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IMDI/MDI—X ElFx

Ethernet 78— MZFWTC, DIE & LCHEHTHA— FZ"MDI "— K", DCE & LT3
HIR— hZ"MDI-X AR— R &N ET,
W O NIC L MDI AR — k. HUB JZ MDI-X /R— h Tl & Tk,
A b b— =T NV E AT 55, FHENMI THHEEITE S IEMDI-X, FHFEA MDI-X
THHEEITHZITIMI T2 TIEAR D A,

PEGE T BB OIS E OSE 1L, AEE TIZETYHIZ LN I LT &N,
Ethernet NEHATEX R WGERH D 97,

I%E%—P
=

Ethernet X EE— K
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| VLAN#SRE
| vianigse

Ibr idge—-group

RELTWAVLANA VX 72— ATHHATHT ) v I N—TF S5 ELET,
ZORTEIZED  VIWNA o H T o—RL TV TN—TDOHMTEITH ZENRTE
\ij—o

I REMB 1 VWA V2T —RTHERITEITVYCITIL—TE1EETD

Router (config) #interface vlanif 1
Router (config-if vlanif 1) bridge-group lan 1 1

I:l?‘/ FERK

bridge-group <4 22 T —RA> KTYwSHI—THEE>

I/\"%;‘—’Sl
K5 A—4 FENE BERE | GBEOE
P gg*ggif;;:x%fimfré%y&7:~ i32n11~2
Tl S [TV IR ERE LT 0~15  [BWEAT

Loomezannuse

AE T2 —RAEMHATHENTEEREA,

I%E%—P

VLAN f VX 7 = — AREET— R

1

I
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VLAN #5E

I ip access—group

access—list A~ R THELIEZT7 4 NVE Y 75 —2% VIANA VX7 =2—ATHEML
jz—g_‘o

TUNEN T T—=H1E, VLAN A 2V H T =2 —ATEZE LTy MZERAT 200, &5
T 5y MZEAT20O0EBETH2HERH Y £,

refresh =~ NRICARNC e Ha~ > RTT,

I EX7EMI 1 access—list 1 THELT—2 %, VLANI EERIERT S

Router (config) #interface vlanif 1
Router (config-if vlanif 1) #ip access-group 1 out

I REB| 2 access-list 2 THELET—42%Z. VLWI ASOZERKICERT S

Router (config) #interface vlanif 1
Router (config-if vlanif 1)#ip access-group 2 in

I:l'?‘/ FEH

ip access—group <access—list&ZS> { in | out }

I/\°5)‘—’5¢
INTA—4H BRENE REEFE | ABREDE
1~99
access—list & (T4 NE Y T DOF—REZFHE LT 7% [100~199 T
) AV A NDOFZERBELET, 1300~1999
2000~2699
A BT 2 — ATOZAFRE (in) /A X
72— AL DOEER (out) ODELHT
TUNE ) TTHONEFEELET,
ZEMT, SOICUTOLIICHRENTE |in
{ inlinterface |F 4 in vpn .
2 o BWEASA]
| vpn] | out } . %8 VPN 5t 84« k%4 ||in interface
1n vpn , out
1
in H JR%adE VPN %587 &

interface |fHfH

MIAN A > & 7 2—AB LW IPsec A ' F 7 = —ATiX, vpn ZiBIRT B Z LITTEERA,
*in vpn B LW in interface ZiBIR L7=354E. WH T S access—list DIESEIL, any &
TAHOLEIDH Y T,
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|courznpuige

HRELTWAVLAN A VX7 =2 —ATlE, IP X7y b7 4V E U 7R LEE A,

I P 4B Y2TIZDNT

HIE Ly FEUMEIHEL 720 2 0o 7o X912, % 2 Y 7 4 IO =i 51
T

I%E%—P

VLAN f VX 7 = — AREET— R
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VLAN #5E

I ip address

VINA 2T 2—ZADIPT LRV T3y h~RAZ7E2EELET,

IE&EWH VLN 37Dz —RADIP7RLR%E 158 x x x. x x x. 1 |[IZRET S

Router (config) #interface vlanif 1
Router (config-if vlanif 1) #ip address 158.202.232.2 255.255.255.0

I:l?‘/ FE=HK
ip address <IP7 FLRA> < TRy kTRI>

I/ﬁ’%)‘—ﬁ
K5 A—~ BENE DEHE | AIEOE
. AUET2—RZEYYTHIPT RLA |[IPvA T RLA |
LA ~ . N
. BELET. ok e
R s o == T A A
VTR g o x s ke pmE LT [Pvd ot BHR T
b /4 i
I%E%—F

VIAN A v Z 7 = — AHKEE— R
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Ivlan bridge—group

TNV VI N—TEEERELET, ZOXRTEICLY, MEAR— ETY vV T N—TD
ObLMITZEITHY 2 mTEET,
LAN R — FORIFET D ENTEET,

I EFI 1 VIANBBECHERAT AMBEAR—MI1FEE, TV DIIL—T5BZVLMAITS

Router (config) #line lan 1
Router (config line lan 1) vlan 1 bridge-group 5

I:l?‘/ FEH

vlian <iR— &S bridge-group <T Y v HIL—THESE>

I/ﬁ’%)‘—ﬁl
NG A—4A BREANE ERTEEIFE HIREFDE
A— FEH WA — NEFERELET, 1~4 BWEATHT

TV ITN—=THFG | TV v IIN—TESERELET, (0~156  |EHIEAT]

Lcowrznbuge

TV DI N—TEE=0 THELE T,

I%E%—P

Ethernet X EE— K
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VLAN #5E

Ivlan egress—tagging

EET7 L= AR LT, 802.1Q TAG ~y X IS NREIELINERELET,

802.1Q TAG ~» X &ALV ES ., tagVLAN EREZ 92 Z LI TE £H A,

BB, ZETL—LICE LTI, 802.1Q TAG ~vy X H 5/ LICHEbL LT, ZET+ 5L
MTEET,

EMF 1 VLANAR—F 1 DSEETHTL—LICHLTB802.10 TAGAY FZAAMLET

Router (config)#line lan 1
Router (config-line lan 1) vlan 1 egress-tagging always

vlan <k— FFEB> egress—tagging <TAG FZE>

INTGA—5 RERNE REHE | ARFFOE

YR — MR AR L E T
. o |LAN A 5 7 2 — R Z1E, 4 DDR— " R3HHD P
A= bET C romeateE L = WA

EWAN o > &% 7 = —ZADEAIL, "1"EFBELET,
TAG ~ & ZA /B 203 &HE L £,
BTNy M, Z 7RISk

oLy ge cptiE s n g alvays
e Al N = v O
NV e ekig anE T e

mixed |[ETDO/Ty FEZOEFXELET,

|oomezanniss
RTOSY Y ME, B 7 ERESNIRECEE SNET,

I%E%—P

Ethernet X EE— KN
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Ivlan—id

TDAVET2—ATHHIZ T 7L —L IDEEFEELET,
ZOMEIE., EETAHET 12 A v T E) LRILTHAVNENRDD 7,

BREF1 EETAHVAN-IDZ 1 ELFET

Router (config) #interface vlanif 1
Router (config-if vlanif 1) vlan-id 1

I:l?‘/ FERK

vlian-id <VLAN-ID {E>

I INS A—4
INTGA—4H HRERNE RTEEFH | EEEDIE
: - “\;12‘5 /)3 - HiE ~
VLAN-ID fif i;§71 ACEETHEROVIANID &3RE || 0y lmeorer

|courznbuige

AVE T2 — AT DHENTEEEA,

Iﬂi%—F

VIAN f > & 7 = — ABZEET— R
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VLAN #5E

Ivlan port-vlan

A— K VLAN 2525 E&, VLAN-ID Zf5E L £7,
AR— F VLAN TEAT A EE . TAG ~v XD DONT NIRRT — X B2 U843, &EL
72 VLAN-ID & L TVLAN A X 7 =—ZAZFIH L £,

I RERFI 1 R—FVLANZFEAT ER—ZYEAR—F1F, VLAN-IDZ 10 & LET

Router (config) #line lan 1
Router (config line lan 1) vlan 1 port-vlan 10

I:l?‘/ FEH

vlian <iR— F&EE> port-vlan <VLAN-ID {E>

INTGA—5 RENE REHE  EHEOE
WP — MRS ERE L E T,

. o ILANA 27 2= 20, 4 ODR— b RHDD i
TTNEE o romsamE L. S
EWAN A > % 7 = — ZADEEIE, "1 EfRELET,

VLAN-ID f& |A— k VLAN Tl % VLAN-ID Z$5E L3, |[1~4094 |[HIEHRH]

|courznbuise

AR— KM VLAN Z2fEHT 52 LR TEEEA,

I%E%—P

Ethernet X EE— K
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| 79ERUZRE

| 752Uz +

I access—1list

WEDNRTy e, 207y NOEME (Bikor BEE or FEH 7 4NV Z Y ) ZFREL
E3c

FBE LI Ny M, UTOMRETHER L 9,

« 74 VH 1Y Y (ip access—group <> K)

T B2 Y (ip access—group <2 K)

A 7%y U AL (offset-list a2~ K)

« RIP/BGP TE[FT 25 A MU v ZfHEOHRE (distance 2~ K)

« BGP TEET 2R DOIRE (neighbor <IP-address> distribute-list 2=~ K)

« BREIEHROE (match ip address 2~ K)

« NextHop DF5E (match ip nexthop =< K)

« NAT Z2¥apiio 7 KL 2¥gE (ip nat inside =<2 K)

ERTEE, ETARa v R Ty RERE LR, EidEEZFEHT 55— KT,
WBELET 72 A NEEZIRELET,

refresh 2~ RRZRICHEMZ/ D a2~ RTT,

77 E8AY R FEFIZONT
AEEOT 7 A Y X MEFIE, LTORERHY £7,

ATVENS s RENE

1~99, 1300~1999  |IPv4 FEHERRTE |IPv4 RFTT K L AR

IPv4 X570/ 5567 R L AFRIE
100~199, 2000~2699 |IPv4 JLIER & 7a halLEeEEE
KBTS R — N EEHRE
3000~3499 |IPV6 FEHERETE |IPv6 K15 TT /58567 N L A FRE
IPv6 EEILT R L RIEE
3500~3999 IPv6 JEIRER & 7u halLEeRiEE
KGR — ESHRE

BENT v FOEEREIZ OV T
FBE LIy hEPfktR e 350, BEENLETI0ERELET, T4 4%
Yt id permit, FEIHEXRIG LT 5551 deny Z2FEE L E T,
ZOREDREROIL, T4 VZ Y TR ROFEE,NextHop DIFEDT-DIZT 7 &
AV A NERETHIHAEDHRTT, tMOHARTHRET 25A1T pernit Z2fE L T 7Z &0,

IP 7 F L R&HEIEE
TI7EBAVANa<wy RTIPvA T RLAZRET HHAE., v A7 (Wildcard ¥ A7) %
EALT1I MY T FLARMHEZIRET D Z LN TE £7,
Wildcard ~ A7 (%, V7 x v b~AZ LFEKXNELRY TTOTHEELTLEEN,
Wildcard ~ A7 LB 7 3y h~A 71X, 717707 DHBINHIZ /20 F97,
Bil1) 24bit ~ A7 % Wildcard ¥ A7 CRUT LA L, V7 xy b~R T TRELT 1
B DFEN
Wildcard = & 7 O34+ 0.0.0. 255
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PT Ry v AT DA+ 255. 255. 255. 0
Bl2) RANE, Wildeard v A7 TRETLEE L, V7 Ry b~RA 7 TRELT 5650
vy

Wildcard A 27 ®#:4 1 0.0.0.0

PT Ry b~ A7 DA 255. 255. 255. 255

A— FEEDEE

IPv4/1Pv6 JLIRFRE TlE, TCP/UDP BN — hESEZIBTETHI LN TEET, ZOHETE
I, TANE VT SEZHT B T OIREDTDICT 78 AT A NERBETHEAIC
NEPRH £, OB THRET 2561%, BERETT 78RV A MEfRELTLEE
U,

I?%?4»9U>7

A —Fy NOFERER CHEAT 250, EX=2 V7 0 & LCUIERDREBIZEICS S
SRTOET,

FETANEY L TBERETIE, LAN D DA U Z—%y NERIIHT DINET — & DIAME
TANEV T (BEE) THZENTEET,

FETANE) TR ERT 25 A1, MBSO T X (Teb %) 1T TERLARDY
9, (TI7BAEZHFTHT RLAZIRETHZ LIXTEED)

72720, VPN 2B DZEICEA LTI 7 4 V& U v T BTV ER A,

AEEET, FEHI4NE ) T EERT 5551, access—list a~ > ROEMET,
“dynamic” ZfEE L E T,

I REMFI 1 IPVAFEET VXY R KM, 192.168.100.0/24 ZE&EJ 5 (FFaIEME)

Router (config) # access-list 1 permit
192.168.100.0 0.0.0.255

REH 2 IPVAHRERT VR 1) R M2, src=192.168.100. 0/24 dst=192.168.200.0/24 % :&%7E
9% (FEFRIEM)

Router (config) # access-1list 100 deny ip
192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255

BREFI IPVOBEETFT IR R MI, src=3ffe:110::/64 % dst=3ffe:111::/64 Z&ET 5
(FFrIEME)

Router (config) # access-1list 3000 permit
3ffe:110::/64 3ffe:111::/64

EMHA  IPV6YEEET Y R R M. src=any srcport=any dst=any dstport=80 ZiX%Ed 5
(REFaIE M)

Router (config)# access-1list 3500 deny tcp any gt
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BRIER 5

|O any eq 80

HEHT4NE ) T EIRET D (1Pv4)

Router (config) # access-1list 100 dynamic permit ip
any any

I:l??‘/ FERK

IPVAZEET O LAY A+ (FOERAJRAFES : 1~99, 1300~1999)
access—|ist <access—list &FB> { permit | deny } {any | GEETIP7 K
LR> GEfEFTWildeard 24> } [log] [count]

IPVAYESR 7 VR UR N (7R R RES : 100~199, 2000~2699)
access—| ist <access—list &E> { [dynamic] permit | deny } <Z7A koL
EFS> {any | host CEEET IP7RLR> | GREET IP7 KLR> GEER
Wildcard ¥« x> } [KiR— FEM> <TCP 7R— FFEED>] [<FR— FEME> <UDP R
— r&ES>] {any | host <BEBEL IP7 KL R> | <3B% IP7 KL R> <FE%k
Wildcard < Xo> } [ ICMP 24 7 1 [<R— REM> <TCP R— +FES>] [R
— FEM> <UDP 7R— +FEBD>] [[precedence {<precedence-
value>|<precedence-named-value>}] [tos {<tos-value>|<tos-named-
value>}1| [dscp {<dscp-value>|<dscp-named-value>}1] [ip-flag {<ip-
flag-value>|<ip-flag-value:wildcard mask>}][log] [count]

IPV6 2T VX)X b (7R X FEF : 3000~3499)
access—|ist <access—list HFE> { permit | deny } { any | <GE{E5T IPv6 7
L74vo x>} {any | <585k IPv6 LT 4 v42 x>} [count]

IPV6 5k 7O R U R b (7O ERJR FES : 3500~3999) access—|ist
<access—|ist &FS> { [dynamic] permit | deny } <70 FaJLES> { any |
GEEFT IPVE TL 74w oR> ) [KiR— FBEM <TCP R— F&ESB>] [KFR—+
B> <UDP 7/R— +ES>] { any | <GB IPv6 TL 74y H2A> ) [ ICMPv6 &
147 1 [KR—rEM> <TCP R— rFEBD] [FK— FEME> <UDP R— &S]
[tep-flag {<tcp-flag-value>|<tcpflag-value:wildcard-mask>}] [traffic-
class <traffic-class-value>|dscp {<dscp-level>|<dscp-name>}] [flow-
label <flow-label-value>][count]
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i
1300~1999
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kea LET, 2000~2699 S
IPv6 fEUET
3000~3499 |7t &1 =&
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FOEXYX F

IPv6 JILEE T
3500~3999 |7t =AU %
B
FHE7 4N
P $§74wauyﬁ%ﬁm¢-dmmc XU TD
v BEAIIRELET, Y EAVAS
A
[permit | |ZFAli@MEA. FeFa @bk ||permit [FFalBiE P
deny } B ET, deny | RFFAIEME
Cisco’ s GRE
ere tunneling
ICMP (IPv4 $L3E
iemp |77 AU AR
i)
ICMPv6 (IPv6 fi&
. . icmpv6 [IET 7 AU
. 7o harg s L x7a koY .
= I WA
R e HE) A
lip 1P
lipinip [IP > 5L
ltep  [TCP
udp  [UDP
7' ko
k %*%%E
ENTG A= (T R ARHR
. —hEBRY) T, TRT | )
’ R A any B A Y
ILET,
FEILIPT R [EELT NLAZEBELE Pvd 7 1 L st WA
LA 7,
HETT PETT R RS ET
Wildcard <A | 572912, Wildcard ¥ A7 % |[IPv4d 7 R L 2 JE= B WEAST]
4 BELET,
f%W7FV ST RLAZEELET, |IPvd 7 RLRJEX BMEAST]
§52% Wildeard SEET R L AE#HEET 5
72812, Wildcard ¥ A7 Z 45 [IPv4d 7 R L A B BMEAST]
<A _
ELET,
IPV4HEIRT 72 A Y X kT,
st R(ETE/50%T FLas LT | )
RARNT RLREEETHY
Bz ET,
[IETC IPV6 7 [EETLIPV6 7L 7 (w7 A [IPv6 7L 7 1 v 7 AG [ EIEA A

735




EET— R BIEH— FAI T4 LX)L—24 FITELnet-F140

136

|V74y7x

\EHEELET,

SE5E IPv6 7 L
T4 T A

S5 IPv6 LT 4 v T A%
FRELET,

IPv6 7L 7 4 v 7 A

A WA AT

ICMP & A 7

7u fa ST iemp” 215
ELIEEAIL, R4 5
ICMP % A 7' &g E LE T,

HEETX D IOWP &4 7

administratively—
prohibited

|alternate—address

|conversion—error

\dod-host-prohibi ted

\dod-net-prohibited

|echo

|echo—reply

general—parameter—
problem

|host*isolated

host—precedence—
unreachable

|host—redirect

|host—tos—redirect

|host*t05*unreachable

|host7unknown

|host—unreachab1e

|information—reply

|information—request

|mask*rep1y

|mask—request

|mobile—redirect

|net—redirect

|net—tos—redirect

|net*t057unreachable

|net—unreachab1e

|network—unknown

|no—room—for—option

|optionfmissing

|packet—too—big

|parameter—prob1em

|port—unreachab1e

|precedence—unreachable

4T O ICMP
HAT
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|protocol—unreachable

|reassemb1y—timeout

|redirect

|router—advertisement

|router*solicitation

|source—quench

|source—route—failed

|time—exceeded

|timestamp—reply

|timestamp*request

|traceroute

|tt1—exceeded

|unreachab1e

ICMP % A 7 (0~255)

ICMPv6 % A
(IPv6)

v ka )%k 5T icmpve” &
BELESSIC, R4 5
ICMPv6 % A FZf8E L E T,

1CMPv6 4 A 7

|addreSS*unreachable

administratively—
prohibited

|dest—unreachab1e

|echo—rep1y

|echo—request

|erroneou57header*field

hop—1limit—exceeded—in—
transit

multicast—-listener—
done

multicast—listener—
query

multicast—listener—
report

|neighbor*advertisement

|neighbor*solicitation

no-route—to—
destination

|packet—too—big

|parameter—problem

|port*unreachab1e

|reassemb1y—time—

ETD

ICMPv6 & A

o

7
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738

|exceeded

|redirect

|router—advertisement

|router—solicitation

|time*exceeded

unrecognized-next—
header

|unrecognized—option

255)

ICMPv6 % A 7°fiti (0~

N— b B

RN— NEFEHHTHRET S
720z, A—MEMEEfEEL
ESc I

Xgt, It 2T 256, R
ET DR — NS G
ZEENTEEA,

eq

fRET HAR— b2
PSES

gt

e+ A5R— &
T REVWR—
AT SE S

1t

e oK — M E
B XS OE—
A

neq

fRiET 5K — N
BLSOH— b
k4

range

R— b OFEPH 2 f5
ET D

ETDOR—
k (LARERR
E7RL)

TCP AN— h &&=

Zu ha T tep" BT L
725ET, kS &5 TCP R
— MRS EEELET,

ITCP R — &5

|bgp

|chargen

|cmd

|daytime

|discard

|domain

echo

|exec

|finger

|ftp

|ftp—data

|gopher

|hostname

AT D TCP
H— b
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|irc

|klogin

lkshell

|login

l1pd

|nntp

|pim—auto—rp

|pop2

|pop3

|smtp

|sunrpc

|syslog

|tacacs

|tacacs—ds

talk

|telnet

|time

|uucp

|whois

o

TCP R — R &5 (0~

UDP 7R — h &5

7a k) udp” EFEE L
725E, k5 EF 5 UDP R
—  NEEERELET,

UDP 7R — h %5

biff

|bootpc

|bootps

|discard

|dnsix

|domain

echo

|isakmp

|mobile—ip

|nameserver

|netbios—dgm

|netbiOS*ns

|HetbiOS*SS

|ntp

4C o UDP
RN— N EF
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140

|pim—auto—rp

|rip

|snmp

|snmptrap

|sunrpc

|syslog

|tacacs

|tacacs—ds

|talk

|tftp

|time

|Who

|decp

UDP R— h&EH (0~
65535)

precedence—

precedence-value Z % E L £

value™

‘3—0

af11(001010b)

af12(001100b)

value® +. 0~7 BT
|routine(0)
|priority(1)
|immediate(2)
precedence— precedence—named-value % &% |f1ash(3) WA
named-value®™ L E£7, |f1ash—override(4)
|critica1(5)
|internet(6)
|etwork(7)
tos—value™ tos—value ZRE L £, |0”VI5 BIEAS ]
|min—momentary—cost(1)
|max—reliability(2)
tos—named— tos—named-value Z i€ L £ - .
valuoH +. |max throughput (4) BWEA AT
|min—de1ay(8)
|norma1(0)
dscp-value™ |dscp*value ERELET, |O~63 HHEA ]
ef (101110b)
dscp—named- dscp-named-value %% & L £ ||[bf (000000b) AT
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af13(001110b)
af21(010010b)
af22(010100b)
£23(010110b)

af31(011010b)
af32(011100b)
af33(011110b)
af41(100010b)
af42(100100b)
af43(100110b)

ip-flag-value # & E L ¥

0~3, b L<IE, 0~3:0~

L7402l ey b L

T2y MEEE L EE A,

ip—flag-value™ 3 (VAN RKI—R~A AMEAST]
7
7)
L L e 0~63, & L<IE, 0~63:0
;Egcp flag—value ‘;(jp flag-value X E L £ 63 (T A R e K 2 AT
° 7)
. N . B s |0~2650 B L<IE, 0~
\tlla“?iilc class ti;fgic class—value Z iR 1E 955:0~255 (T A L K4 — BHSA T
‘ K<)
flov-label  |flow-label #FELET,  |0~1048575 AW A
PRIy N7 4B Y v TRERE
WZBW TR M (TTHAD)
e MLz 7y Rd, 7 74 HE Y
lo S VE Y e SRS 1o N A=V
¢ = ¢ L EY
¥dynamic fEEDGG, FE Mo
L7 7 o0&y b L
TNy MIXREER L £ A,
MEtEHmE LT7 4 Xk
::/]*L?i:/\/f‘y N, A b P
count Bafon LT count 1ITWEHE
Xdynamic fEEDLGE, FE 'y

BART b U%K : ip access—group CRESf 1T 72 access—1ist IZxF LT, &K 1024 =2 kU
EBLETI024 1Y
ipv4, ipv6 OXBIEL | EBELETHRK 1024 = Y
AU E—T7 2 —AFEOHIBES, BELAETRKRX 1024 =Y

X INODNRTA=FETA4NEF ) T THERATLIEIITEER A,
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I:m%i%ﬁb@u%%

access—list ZfHEH L7z EH TE A,
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Iaccess—l ist remark

TIEAUAMIXLT, a A el T5H5Z N TEET,
F00R L7=NA 1L show access—list TERINE T,

refresh 2~ NBZIZAENC /e ha~wr RTT,

EREHI1 192.168.100. 1 Mo DT VR ZEBL TSI AV M EFIT5,

Router (config) #access-1ist 100 remark Reject access from 192.168.100.1
Router (confiq)

I/ﬁ’%)‘—ﬁl
INT A—%H BHANE R LREEFDIE
access—list |ZAV NEfHFLHT 7 EAY A MNES s o
2o e Ut 1~3999 BT
e DAV FEANLET, 240 TFETON | e ooy

PHT, iR
¥ : access-list BEOREZHMFICE L CTiX. access-list a<=Y RZSRLTLLEEV,

I%E%—F

EAREE— K
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| V=T 91080—ADEE

Lv—F1vs1o801—208%

I interface loopback

N—=T Ny I A BT 2 —AFEET— NITBITLET,

I HEGI1 W—TNY A VETI—RABREE—FICBITLET,

Router (config) #interface loopback 1
Router (config-if loopback 1)#

I:l?‘/ FERK

interface loopback 1

I/\"%;‘—’Sl

INTA=HFTHY A,
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i—d

2R AE

I ip address

N—T Ry T AR T2—ADIPT RLAZETELET,
72y b A7 1%, HEIFYIC 255, 255, 265, 265 ICERE SNVE T,

FEB 1 IW—TNyIDIPF7RLR%E192.168.0. 1 IZRET S

Router (config) #interface loopback 1
Router (config-if loopback 1)#ip address 192.168.0.1

I:l?‘/ FER

ip address <IP 7 KL X>

Loosrzabuuse

N—T Ry J AR T2—R |, IPT RLANED B TEHEREE A,

Im%x—@
NS A—4 BENE BREHR | HIBRFOIE
. AB T2 —AZEIV Y THIPT KL A% |IPvda 7 KL | .
BT RV ge g, 2t L
Iﬂi%—F

=T Ry A BT 22— AREET— N
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I ipv6 address

NW—T N TR T2—ADIPv6 7T KL A (Fa—sL - U r7ua—0) ZEEL

£7,

Vo ra—h)NnT7 RURAEZRE LR THEE, BUI-64 IEXDY > 7 a—v7 KL A
NHECHRESNET,

FITELnet-F140 TliX, 12D A VX T = —A 24 DD 7 a—LT RLAZIEETHZ &
MTXFET,

IEQEWH TL74wH9 R :2002:1004::/64 EUI-64 R THET S

Router (config) #interface loopback 1
Router (config-if loopback 1)#ipv6 address 2002:1004::/64 eui-64

I mEFI2 YA —hILT FLRZE, fe80::1IZRET D

Router (config) #interface loopback 1
Router (config-if loopback 1)#ipv6 address fe80::1 link-local

I/\°5)‘—’5¢

NS A—4 HREAR 5% 7 #0 B HIEEDIE

IPv6 IPv6 Y7 a—HhL7 RLAZH [IPV6 T KLA |,

7RLA  ELET. ik A

. Vo rm—hLNT RLATHDY |, o

link-local Aot LT link-local BWEA AT

IPv6 L7 |IPv6 L7 v 7 AHRIRELE IPv6 L7 4 | .

tvrx | oy g | PR
B LI=HAT S
o —/N)L7 KL A

R EUI-64 G T/ m— L7 FLa | L ELTHALEYE

ERETDIHAICHEELET, luo RA TIRET

VT 4w 7 AR
OHFHLET,

BRI 30 = MY (EEL2E)
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|courenbuige

=T RNy J A BT 2—ATiL, IPv6 7 FLAREI DY CToEFA, 7272L. PD &
fERLTCA v —Fy b EBERTHHEIE. REOXLEIIHY XA,

fuze—:

=T Ny AR T 2 —AREET— N
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| zothigae

ICLI@%:T:(:F‘;&?’%:*%’QE

IaH%

I RITTDa~vr R, BESXTCAWREEra~ > K&, alias a3~ RCTREE(LLT
ik L Clh&E £,
Zhawy Rk, ANSET LR a2 0 £,

refresh 2~ REIZHN e Ha~vr T,

IEQ;“EW'H show interface lan 1 A< > KM alias &%. "shlan" &9 5,

Router (config) # alias shlan show interface lan 1

I:l?‘/ FERK

alias <alias &> <A< K>

I/\"%;‘—’Sl
INTG A—4H BRERNSE R EERR HRREFDIE
alias 4 o<y REfEALT D04 FE |- AMEA AT
a<w K |fEH T sa~v R - 255

Loomzsanniss

a<wy ROBAKIEIIMEH TS £ A,

stconnsn

A& 1 : FITELnet-F140 ® <> K& alias AIHEHA LRV T 72 &0,
FAE LTIV 220 ]
alias save save /var/cardla/config/boot. cfg
“save” L9 3= RAILFITELnet-F140 D2~ RTHDH-H, ZD LI H|
WIT 7200,

\
s

(E L TIE

r
o
X

HE2: T TICHRELTHD alias Da~vr R4 %, alias AIHEA LW TL7ZE0,
(B L i 720 vl]

alias aaa bbb

alias bbb aaa
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;bbb” LW A=y FAITT TIZ alias B SNTWDH 2O, ZO X IIZERE L TIWT
NN

BEE—FK

EAREE— K
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Idescription

FAET2—RAZKH LT, aAL FERBRTAHIENTEET,
SOl U72NA T show interface TE/RINE T,

refresh 2~ NBZIZAENC /e ha~wr RTT,

BREB1 FANT—AUATI—XR([ZAX(D MERFITHS

Router (config) #interface dialer 1
Router (config-if dialer 1) #description backup line

I:l?‘/ FEHX

description <{X=F&>

I INTA—4H
NG A=A BRENE R HBERFFDIE
X A MEASILET, (240 LFFETOPAIET, e AR
IEEE:E— N

IANA V2T 2 —AREE— K

PPPoE A v # 7 = — ARTEE— K

EWAN A > % 7 = — AREET— R

VLAN A > # 7 = — ARTEET— R
HAXT—A BT 2—AREE—F
IPsec f v X 7 = —AFETET— K
N—T Ny J A BT 2= AREET— N
N A BT 2 — AHEET— R
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I shutdown
REEELIEEEF AU E T — A EILSELABEAICIEE LET,

refresh 2~ RBICENCAR DL a~w 2y RCT,

I REHN1 LANA VBT —RE—FKMICERATELRVREICLET,

Router (config) #interface lan 1
Router (config-if lan 1) #shutdown

I:7>F%ﬁ

shutdown

I/ﬁ’%)‘—ﬁl
INTA—=RITH FH A,

I COREFTHHRWNES
A BT 2 — ADMEARRETT,

Iﬂi%—F

LAN A > 2 7 = — AZEET— R

EWAN A > % 7 = — AR EET— N
PPPoE A > % 7 = — AR EE— K
FENRANAE T 2 —AREE—F
BAXT—A L H T 2—AREE—F
VLAN A v Z 7 = — AR EE— R

N FNA BT 2 — AREE— N
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Ihostname

TarFhERELET,
ooy NiE, ANRET LIRS THENNCZA Y £,

refresh 2~ NBZIZAENC /e ha~wr RTT,

BEG TOUT REFIAMITICERET HHE

Router (config) #hostname F140#1
F140#1 (config) #

I:l?‘/ FEHX

hostname <78 > 7 F3XFF>

I INTA—4H
NG A=A BRENE REEE | AREFOE
Tua 7 MERT AT EFREL |16 TFLUN

7uy7hi%ﬂ:?h DL BWEATHT

I:@%EEﬁbﬁu%%

"Router” &7z F 7,
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R R 1.

I flow-cache ip

Ny kAR, flow ¥y v a2 B AW TEHRIZFEITLET,

refresh 3= FRIZAMIC/ D 2~ FTT,

I%EM1 flow %+ v <2 EEA LA

Router (config) #flow-cache ip disable

I:l?‘/ FERK

flow-cache ip <Fv v aFlZE>

I/\°5)‘—’5¢
NS A—4 BAANES EREEE | HRREFDIE
flow ¥ v v a2 ZfliHlT 2008 5 hOEE
Xy Lo ELET. enable PN
VY 2BE lenable |flow % v = 2H8cT 5 disable Ll

disable |[flow v v ¥ = ZHEZ 5

Izwﬁiiﬁb@u%%

flow ¥ v v a2 LET,

I%E%—P

753



EET—LBIEH— F5I T4 LXI—25 FITELnet-F140

e

A
aaa enable......................... 397
888 MY NAME. . o vttt 398
aaa peer—name................. 400, 402
access—list............... 96, 256, 732
access—list remark................. 743
action—map........... 29, 121, 317, 606
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event match—any.................... 565
event—action..............oiiinn.... 25
event—class............... 24, 555, 599
eVeNtMap. « oo ettt et 26, 598
F

flow—cache ip.......coviiinno. .. 753
forced disconnect cumulative—time.. 646
forced disconnect packet........... 648
ftp—server exec—timeout............ 538
ftp—server shutdown................ 539
G

o o015} o 348
H

hardware macaddress conventional... 714
hash....... ... .. i 349
hostname............. ..o, 752
hosttable.......................... 498
http—client........ ... ... .. 39
http—server authname............... 542
http—server authtype digest........ 543
http—server digest—auth nonceage... 544
http—server shutdown............... 545
I

iecmp—class...... ..o, 27, 577
idle-timer receive................. 651
idle—timer send.................... 650
idtype—pre.....c.ooeviiinnn. 350
idtype=—rsa......ovuiiiiinnn. 351
igmp—proxy disable-upstream........ 594
igmp—proxy non—querier............. 595
ikealive freq......... ... 441
ikealive retry max................. 442
ikealive retry timer............... 443
interface bri........................ 9

interface dialer.................... 10
interface ewan....................... 8
interface ipsecif................... 31
interface lan........................ 6
interface loopback............. 11, 744
interface pppoe.......coiiiiiin. 7
interface vlanif.................... 32
internal-bridge.................... 455
interval ......... ... . . ... . 579
ip access—group..... 266, 533, 653, 725
ip address 47, 128, 426, 450, 652, 727
745
ip address dhep....... .. ... 54, 129
ip address unnumbered.............. 451
ip arp 802. Ip—priority............. 302
ip arp learning.................... 303
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