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ahaeyrarorZ ) TROMEHERO 7Y 7T EEEEFIET SO0 a v RIZOWTHHA L THET,
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a<w R Y77y R - EHER

< — 7 1ZOWNWT

(k77— =7

N— g ]
[#ne

[ AT
[T 2—%#]
[BfFE—F]
[FiA]
[(EE]

[zF—%vE&—]

[ =4741]

[%7 14— K DEK]
[Re%Ew]

i RO EHE

v REYR—FLTWVWAE T 77— AT =T A= g o &2TE#E L TWOWET,

A< FOBEMEZHL THhET,

ANFEAXETHL T ET, L0 TRediL T ET,

<D L RT AL ERLTWET,

[ ] :fMNOL T a0 T A=K TEL LRl TOET,

{ } N A T a R0 TGA—=2DHr b, ENNERIRTHZ 2R 0
TWVWEd,

KNG A= OERETHL THET,

A~ R E2ETAREAREIEE—F 2L T ET,
A~ R ORI AL TWET,

v ROEEFHEEALKRL TOET,

TT— A=V OBRIZOVWTRHEHEL TWET,
a~v R OETHIEZTLIRL TOET,

a<y FORRFONFIZONTHHEL THET,

v FORBRERHIOWTHHAL, BRELE AR SINDa~2 R Er#
LTWET,

BEFIETHBEL TWD b ODIENIT, fEFREZHIAL TWET,

BETIEZR LB SEIH AL TO D EATE R L £

avy REBHAT 25613 UTORICTERESZS W,

Qa~ UV FOREBIOEERNK T LD save I~ R AZETL TH B commit 2~ K £/ idreseta~2 K
EHEITL, REEADCL TLIEEW, save I ~< 2 R E#FITHT (T reset I~ N EILBRFHRAEZIT-

7258, a~v Ko

RIEDITTORIEIZR Y £,

F7-. save AU R EZFEITLARWT comnit 2~ REEITLEEE. —BAICREIXENCR D 923,
reset 2~ R 3B REBEBRAZIT 285BI~ ROFRENTIZRY £9°,
Q REZHIBRT ALAIZIE, FEREA~V FIUNUEHIBRa~ REFEITLTLIE S,

HIBR L 72 3%

. show working.cfg(show candidate—config) 12K R I N2 <720 9,

AREZBIT APEEDRFLIT DN T

Windows, Microsoft 365, Office 365 I3 K[E Microsoft Corporation @ K[E I L ONZF DO [ENZ 1T D BREEpHIE T,
iPhone 1% Apple inc. D PEE T,
AREICFEH SN T D ZOMO A B L ORLA L, SO P F 72 13I8 G PEE T,
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ARIEE D~ = 2 T ILOERK

AEEEOTHFAEIL, UTOEBVHERSATWET, MHAT2BIISE T, BN 7ZE0N,

THMCHT=-T KEBEDOZRBEHERLY 7 P =T DA A D=L HEEZHAL TOET,

v R U7 7 LR - EUERMR - | BEOMEDOIMEEZRET 27200~ RIZOWNWT, /N7 A—Z Otz EHm %
ML TV ET,

a<w R U7 7L R - EAERE - | BEOFESRSERICEDavr RN, B0 rbarkyrarorz ) TR

(RE) REHEWRD 7 U T I CEEBEEHIET 7200 a < RIZOWT, /T A—F O
e RAE AL T ET,

FERER A & ALEE DREREIC OV TR L TV £,

NITNY =T 4T b TN E T L EOFN &L EESBRHL TOET,

Ay U4 AT A TERRED A= OFEMAREREFAL TOET,

R AIEEDON—FK V7 by =Tk E MIB/Trap & Z2FHHAL T ET,

0SS —& ABEE AMEFH L TV % Open Source Software D7 A o A —B& T4,
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1=

CLI O fE

% 13 CLI O#fE

a< v REMEIZDOWT

AIEETIE, =22V — /b0 TELNET 226 O3 <> REERRIC, DUTFIR TR BRE (5 —#fE) 29K —bhL

1.1

TWET,
*—fRfE HnE
Ctrl+a ITORFEICH — Y IV EBIT 5,
Ctrl+b H—=Y %1 LTFRT,
Ctrl+c a~vr REHEHEL T a7 MRS,
Ctrl+d AR FORBEICH =Y N3 2581E, MiETEdavr Fo—ka
FIRT D,
AU ROBBPIH =Y VR HDHHEE, H— YV EOTF4E 1 SUFH
NS AN
Ctrl+e =V NEITORBICHED D,
Ctrl+f =Y N1 LTHED D,
Ctrl+h B =Y VDD FwHIRT 5,
Ctrl+ av R EMET %,
Ctrl+j, <Enter> &[F L,
Ctrl+m
Ctrl+k A=Y NInBRDOILTFHNEHEET D,
Ctrl+l Wiz 27 V7 9%,
Ctrl+n DBIZAD LTma~y RE 12T ORRT 5,
Ctrl+p DRHCAN LTra<wy RE 1 SFHoRET S,
Ctrlt+t J— Y VALE & Z DR 1 LT EANEZ D,
Ctrl+u J— Y VETOIFINEHET 2,
Ctrl+w A=Y VOEFIDOLFHNEEET D, (x1)
Ctrl+y Ctrltk TIHZE SN CFFNE L0 (HT 5,
Ctrl+z Pt —FE—RITBATT 5 (—PFE—FRELSN),
<TAB> & — AR afiised 5, Cultd R,

1DV01.03 XA S TVWET,
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[=~> FHfisElizonT]

ABLTEXFINCH LT, avwr Rt 7y a v R —BILRELBEICHEDTT,

#) hostname 2~ N (FEAFEET—F) 2T D,

h<TAB> HsE SN2, h 721 Tit, hostname 2~ R DIENT help 2~ > R AR L FET D720,

ho<TAB> e END, ho THES 2~ FiE. hostname = <> K DIENITRN T8,

MH AN LB ThHavwr RO 7 g v RN—BICRELI LI TE £1,
f) configure terminal 2~ K (FFHEZ—WE—F) ZHied 2,

configure <TAB> configure =T <> K DA 72 g 1% “terminal” DH72 DT, b AL 7% < TH <TAB>
AN THES LD,

CAREILTEDIT
<TAB> F—IZ L DHfi58lE. H—Y AR a~r RITORKICH DGEICAEZTT,
*(SPACE> o~y KA T v a v oKy L UCHERAL £7,
AN LT XFHTa~vy RR—RBICREDLSLAIT, BAOXTHIEZ AL Tha~vy NI Ed,
f5]) “hostname host01” ZF%E T 5 ¥, “ho host01<Enter>” T & ER[BE T,
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1.2 fEARRET

A~ RIERTLXFHORICL Y | HRAARFRCTRER Y 3,

[ACLNAME %]

TRy =T = A, arhbag—)Ldxy T 74 BLO, BRECFIIEATE T A, LELTFIZS A
THZENTEERA, B TETTHERINCFINIMEATEETHA, £/, ASCII 2 —RF THREINTWD X
FTOHRTH, UTOXFIFEHRTIZ N TEERA,

ASCIl == — R pe=
0x20 SP
0x21 !
0x22
0x27
0x3c <
0x3e >
0x3f ?
0xbc ¥
0x60
0x7c
[CDATA #!]

IR =TS = A aria—AXx T4 BIO AAEXFIIMEHTEEYA, £/, ASCIZ2—K T
BESNTVWAXFOFRTH, UTOXFIIEHTE EHA,

ASCIl 2 — K L
0x20 Sp
0x21
0x22
0x26 &
0x27
0x3c <
0x3e >
0x3f ?
0x5¢ ¥
0x60
0x7c

[CDATA-X %]
IR =TS = A aria—LAXx T 74 BIO AAEXFIIMEHTEEYA, £/, ASCIZ2—K T
BEENTWAXFOHRTH, UFOXFIIEATE EEA,

ASCIl =2 — R F
0x20 Sp
0x21 !
0x22
0x26 &
0x27
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W51 CLI O#fE

ASCII @ —F

0x2¢

Ox2f

0x3c

Ox3e

0x3f

0xbc

0x60

0x7c

[WORD %]

TRy =T =R arta—Adxy I 78 BRO, BAEXTFIIMERNTEEEA, Fiz,
BESNTVDLXFORTS, UTOXLFIMEMTE EEA,

ASCIl = —FR T

ASCII = —R

S

0x20

SP

0x21

0x22

0x27

0x3c

0x3e

0x3f

0xbc

0x60

0x7c

[TMNAME %]

TRy =T = A arte—AXy I 72 BLO, BAEXFIIMERATEEEA, Fiz,

ASCIl =— R T

FHESNTVLXLFOPTE, UTOXFHIMEATE A, LFFIOEHIZ " 1IHEX A, LFFIPITH

AR (7 EPACHRIN ) IME R ER A,

ASCIl =2 —F

B

=

=

0x20

SP

0x21

0x22

0x27

0x3c

Ox3e

0x3f

0xbc

0x60

0x7c
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[STRING %]
TR =T = A aribu—AXy T4 BIO AREXTEHFEHTDLZ LIETEEEA, 72, ASCI
A—FTHESNTWAELFEORTEH, UTOXFIIFHTE A,

ASCIl a— R ST

0x20 SP

0x3f ?

[FILENAME %!]
IRy =T = A, aria—LXx T4 BIO, BABEXFIIMEHTEEFA, £/, ASCIl 2—K T
BEINTWLXFOHRTY, UTFTOXFIIMEATE A,

ASCIl == — K XF
0x20 Sp
0x22
0x2a *
0x2c
0x3a
0x3b
0x3c <
0x3e >
0x3f ?
0x5c ¥
0x7c

[DOMAINWORD #/]

RKIXF (A~7), ICF (a~2z), T 0~9, ~"AM7> (), Ky b () OEBIMERRTT, KIXF, /b
CFFRBIL THRbNET,

WFHNER y h CTRUIAEATH Y, FOKLTFHNONEIINT TIT 77Xy b TRIFIURR Y A, 72, X
FHNDEAENNA 7 I 2 FH A,

Ky MEOXFHNOE ST 63 XFURATHY, ZTNEBATHEHTLIZ LIFTE EHA,
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1.3 o< RL~b

Za<wRICIZ0~15DL L (<2 RLUL) BV, 2—H L ~UL (privilege-level) |ZfE > CTEITTE B
VURPHESNLTWET, 2=V L XL EOL XL EFFoa~wy RIIFITTE A,

Ka~v s ROa<wr KL~k privilege 2~ KN THRETE £,

=LV ERET DT, UTFD 2505 ERD Y £,

¢ 17 A UH%D enable AV ROAT Y 3 o THRE

) —HF L~ 14 ITBITT DS

>enable 14

password:

vl al A HRO—F L L EIRE

) —P4 user-A (VXAT—FR :adminl23) 2L~V 14 ZEY Y THEES

username user—A privilege 14 password admin123
aaa authorization exec user-A local

1.3.1 show privilege

[B%AE]

gL R L~ULDFRTR

[ATIE ]

show privilege

[EiEE—F]
Z—HPE—F
GICZ)

BEDa~<wy R~V ERRL ET,

[ F1741]
a<w R~ aRELET,

#show privilege
Current privilege level is 15

#

(&7 1 —L R OFEKE]
Current privilege level is........ BIEOa~ R~ LERELET,
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# 18 CLI O#E

avyRKE—F

avURIA A AT 2—A L, SFESFEFRa~vUFE—RIONET, a~r FE—RKIZ LI AHATRER:
AU RRERSIN, a~v U FE—RICBITTHZETa~r FOAIRTREL R £4, ~LVTHERETHRRE
Nza<r g, 20avry FE—RIZBWTHHFRZLDODOHLTHY, thoa~vr FE—RFoa~vr FBRE

IRENDZEIEHY FH A,

avRE—RO—EZ, T2~ R 77 U A—BUEEMR] O, Ta~vr RE—F] OFEEZTHRAL

BB s

1.4.1 configure terminal

[#hE]
HAREE— K ~OBAT

[ATEK]

configure terminal

[EFE—FK]
i — Y E—RF (a<rRFNL L 14)

(3]
HABEE—FICBITL £

(547611
HABEE—FICBITL £

#configure terminal
(config)#

1.4.2 disable

[B%AE]

=P L AR~ DOBIT

[ AT
disable [ L—H L ~L >]

BENE

A

AW

D

=L BATT 52— L L ERELE

0~ 15

[EEE—FK]

—PE—F, fE2—FE—F (v FLL14)

(R ]

2LV EBITL ET, B —F L UL RNZ—F L L ~DOBITRTE ET,

29

a<v U RE—FR



avwr R Y7y LA - EHER

# 18 CLI O#E

[51761]
=P L~ EBITLET (2—FLr~r 1),

#disable
>

1.4.3 enable

[F&RE]

2—F LA ~OBT

[ A
enable [ —H L ~UL >]

INTA=F RENE

AW

YL BATT 22— FL L EEEL F
R

0~ 15

15

[EFE—FK]

SRR

(R ]

=P L ULEBITL T, L{i@na*f‘v&/v BATT BEE, XA =R OANRKEL 720 7, Rt —
PE—RD2—FL L HEHTE v R £,

[51761]
=L~ EBITLET (2—F L1 7)),

>enable 7

password:admini23

#

1.4.4 exit

[547 1]
HAREE—NICBITL £,

#configure terminal

(config) #tinterface gigaethernet 1/1
(config-if-ge 1/1)#exit

(config)#
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1.4.5 end

[#4RE]
FeffEe — Y — | ~ OB

[ AT

end

[Ehffe—N]
A—PE =R, 2 —PE—-FUAOTTOE—F

[Ft1]
E-REMKTL, B —FE—FICBITL £

(547 1]
Frble— £ — F BT L £,

#configure terminal
(config)#tend
#
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1.5 a<w FK~LF

1.5.1 help

[B%AE)

~NIVT DFR

[ AT

help

[@fEE—K]
FATOE—F

GICZ)
NCKDANNVT VAT LOMGIERNEIR S E T,

(547 1]
fli S i R L £

>help

32 a<w R~
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# 18 CLI O#E

1.6 =awrkutd

1.6.1 show command-log

[#%5E]

awr N (FTHRA - k4 - EfTa—V4) OFxR

[ AT

show command-log [last-messages] [reverse]

[XF x—%#]

RT A=K RENE R E A A R

last-messages EEFEST O~ NEROA | - LB Mm%

ARRTHHEEICHEL 7, Da<RIE
B For

reverse KRSz W FRT 2 BB E | - HVIE
LE7,

72l EEFEIBGEOa v NERZ Y | - -
WIRIZE R T 25 AICEEL £
R

[EhEE—F]

g —FE—F (2~ L~ 15)

[FimA]

Ea—WORITLI-a~y NBE (TR - ks - FT7=2—V4) 2E2 7L ET,

[54761]

av U REREZERRLET,

#show command-log

2013/01/01
2013/01/01
2013/01/01
2013/01/01
2013/01/01
2013/01/01
2013/01/01
2013/01/01
2013/01/01
#

00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00
00:00:00

ttySO operator >enable

ttySO operator #show running. cfg
pts/0 operator >enable

pts/0 operator >enable

pts/0 operator #exit

pts/0 operator >enable

pts/0 operator #show calendar
pts/0 operator #show uptime
pts/0 operator #show command-log

33
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1.7 a<w Rz AfUT R

1.7.1 show alias

[#rE]
HWELIza<wr Rz 7 AEROER
[ATE]

show alias

[BEE—FR]

a—HPE—FK

[FimA]

RELLa~vy FxA U T AFRERRL ET

[51761]
HELTZa~r Reg Y T AFEREFERLET,

#show alias

a alias

¢ configure terminal
e exit

r refresh

#
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5

2.1

2.1.1

2.1.2

2 3 dEE R

P BEE

ARIEE T, Network Time Protocol(NTP) (2 & 5 Rl [l 2 HESE L £ 4,

NTP |2 & A REAIE 265 H L Ze WEEIciE,
HEL TLIEE N,

clear sntp statistics

[#rE]
sntp FEHE RO WIHIL

[ AT

clear sntp statistics

[EFE—FK]

i — Y E—RF (a<rRFNL L 14)

G
sntp FEHERZ ML 57

[521741]
sntp FEHERZ ML 57

EE IR NRF ICB %) 2 iR L. calendar set =t~ > N CHERZ %

#clear sntp statistics

date / calendar set

[#4E]
BAED AT &L OFRE

[ AT
date <hh:mm:ss> {<day> <month> | <month> <day>} <year>
calendar set <hh:mm:ss> {<day> <month> | <month> <day>} <year>

[/XF7 A2 —#]
INT RA—H B E A X AE i B
<hh:mm:ss> BEO BN ERAEREL £, Wy B A WA A]
<day> <month> | <month> <day> HA (AR
{year> 4 HT DOV E
[#{EE— K]
i —YE—F (a~<r Rl 14)
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th

[Ft1]
BUED AT & BRI ZREL £
AOBEITU T OEMECFEMHL ET,

1H :Jan,2 A : Feb, 3 H : Mar,4 A : Apr, 5 H : May, 6 A : Jun,
7TH :Jul,8 H :Aug, 9 A : Sep, 10 A : Oct, 11 A : Nov, 12 A : Dec

[31761]

BED AT &L 23R EL £4 (197041 A 1 A 00:00:00),

#date 00:00:00 1 Jan 1970

2.1.3  show date  show calendar

[#&6E]
BED HF DR

[ATE]
show date

show calendar

[EhEE—F]
ek
[FimA]
WRICRESN TS, BEDBREZFRL £9 (HAFERER),
[54761]
BWEOBREZERL T,
#show date
Tue Jan 1 00:00:00 JST 2013
#

2.1.4  show ntp

[F&RE]

ntp 2> K CTRELEHNEDOFRR

[ AT

show ntp

[EEE—1]

i

G
ntp 2~vY KR CRESNTEZAREERZRLET,
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[521741]
ntp A<y R TRESINTENRFEFRRLET,
#show ntp
ntp server Xxx.XXX.XXX. XXX
ntp vrf vrf-A server yyy.yyy.yyy.yyy
ntp source loopback 1
#
(&7 14— R OEK]
NED SEIVETnneeeeeeeeeeeeeeeennns NTP 4 —_DT7 R L 2% F L FT,
ntp vrf vrf-A Server.............. VRE %> T —ZDNTPH—_"OT R L 2% F L E7,
NED SOUICE vevvneveeeeeneeennnnenns HEETLT L AEFRRLFT,
2.1.5 show ntp status
[#hE]
NTP Y —/MFHRD R
[AE]
show ntp status
[EFE—F]
a—FE—k
G|
NTP = DiFHAE R L £,
[5£4741]
ntp 2vY KR CRESNTEZAREERZRLET,
#show ntp status (NTPH—/NE L TEMEL TLVREE)
HHHHHHHHHHHH . ntp status fHHHHHHHHHHHHHHHE
STATE AS NTP SERVER :
operating state : active
stratum : 4
precision : =20
reference clock @ xxxxxxxx.xxxxxxxx Tue, Jan 1 2013 00:00:00. 000
LIST OF SERVER's PEERS :
remote refid st t when poll reach offset jitter
XXX. XXX. XXX. xxx LOCAL (0) 14 1 3 2 371 0.000 0.001
+XXX. XXX. XXX. XXX XXX. XXX. XXX. XXX 4 - 3 16 37 -396.91 8.056
XXX, XXX, XXX, XXX XXX. XXX. XXX. XXX 3 — 7 16 37 -394.08 7.244
LIST OF ALL PEERS (rather than refid) :
remote st t when poll reach delay offset disp
37 IR B
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XXX. XXX. XxX. xxx 14 | 3 2 377 0.000 0.000 0. 001
+XXX. XXX. XXX. Xxxx 4 - 3 16 37 38.726 -396.91 8.056
XXX, XXX. XXX. Xxx 3 — 7 16 37 33.574 -394.08 7.244

ASSOCIATION ID's LIST AND STATUSES FOR THE SERVER's PEER :
ind assID status conf reach auth condition last_event cnt

1 25028 9024 yes yes none reject reachable 2
2 25029 b424 yes yes none candidat reachable 2
3 25030 b624 yes yes none sys.peer reachable 2

#show ntp status (NTPH—/ & LTEIMEL TLVELVMER)

HHHHHHHHHAHH T ntp status T
STATE AS NTP SERVER :
operating state : non-active

LIST OF SERVER's PEERS :
remote refid st t when poll reach delay offset jitter

XXX, XXX, XXX, XXX XXX. XXX. XXX. Xxxx 3 — 4 16 37 15.280 21.609 0. 662
+XXX. XXX. XXX. XXX XXX. XXX. XXX. Xxxx 4 — 8 16 37 13.862 22.177 0. 906

LIST OF ALL PEERS (rather than refid) :
remote st t when poll reach delay offset disp

*XXX. XXX. XXX. Xxxx 3 — 4 16 37 15.280 21.609 0. 662
+XXX. XXX. XXX. Xxx 4 — 8 16 37 13.862 22.177 0. 906

ASSOCIATION ID's LIST AND STATUSES FOR THE SERVER's PEER :
ind assID status conf reach auth condition last_event cnt

1 56964 b624 yes yes none sys.peer reachable 2
2 56965 b424 yes yes none candidat reachable 2

(&7 4 —L R DOE%]
STATE AS NTP SERVER....... =L L COBEREZR L 7,

operating state .........o.c.uun.... NTP #— 3L L TEHEL TWDEMNE I hEFRRL £,
active : NTP $r— "t L TEIEL TV D,
non-active : NTP $h— 3 & U TEIfEL TV W,
SEPAtUM coveneeeeie e NTP $r— " & L CEIEL TV AGAICE RIS ET, NTP — & L CEETHEE
D, NTP ¥ A LAX T8y MZEET S Stratum % FRm L £7
PreCiSioN wvveveveierieeerienienias NTP #— & L TEMEL TWABEICRREINET, NTP h— L U THET DB

D, NTP B A DAL T3y MIFRET 2 Precision fHEZ R R L £,
reference clock: NTP %-— 3 & U CTEIEL TWABAIZEREINET, NTP — 30
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ZRL TWAY 7 by = THFOMEAEERL £9 (timeval fEDFEFE & show calendar

i),
LIST OF SERVER’s PEERS:..NTP — _OHIEOWK N EFR L 7,
FEIMOLE wvveeeeeeeeeeeeeeeeeeens NTP % — "D IP TR L AZFRL E£7T, SR NABFERTE TORWERITERE

NFEEA, NTP P9 — "N VRF v b U —27 FIZFET HHE. IPT R L ADHAIC
I(VRF &%) DERRINET,

PEfid oo NTP H— SR L TWABBIEHR AN D 2FE 7L T,
SNTP B — 375 KoD(kiss of death) /X4 v h #3{5 L 7244, refid &% [.RATE.] &
FoR L, FINTP ="~ DT 72 A%EIEL £, ZOREL 72572 NTP —r3~
@77tx%ﬁ%¢5twum\%%@NWﬁwﬂwﬁi%wokhm%Lfaﬁ

BICHBRTET 5D, ntpd 7 12 2D FLHE) (process command kill ntpd 38 X OF process
command boot ntpd D=~ > K FELT ) BDMLE T,
Sttt NTP H—/ D& (strutam) iz £~ L F£97,
B e Y= O ERRL ET,
u a=Fx AL
b: 7u—K¥ ¥y &b
m ~NVFF v A
l: a—J v
When.......ooovvviiiiiieeeeeeeeee, BEONRT Y N EBZELTHhLORERE (BAL . B) 2R <L 7,
1510) | ORIt A=V 7R (B ) 2R "L ET,
reach covoeeeiiiiiiiiieeee e S HHEFLORIEREMEL DA X RN L 97,
delay .overeeiiieeee e NTP P —"OBUEDHEEEIERER] (B 0 I UR) 2R £,
OFFSEL vvvveeeiveee e, 7%y ME(HA : S V) 2F2RLET,
FEEOT e, TEERIERE O 8l (B . S VRD) 2RRLET,

LIST OF ALL PEERS(rather than refid)
........................................ ~ﬁw4y&7m—x7va%ﬁ%LT@ﬁbtuxb%%ﬁbi#o

QISP wvvrieeee e FIHL CWEERY —XCBITHELXM (BAL : I VR) 2R AL ET,

ASSOCIATION ID’s LIST AND STATUSES FOR THE SERVER’s PEER

........................................ RIVE DRSO NTP J— SO (in-spec) DIBFHTIZONWTOT VY oz —
va VB EOHERERRL ET,

N e TV — 3 VIREE S (index) ZFRRL ET,

aSSID v NTP =" BZE L EEEOT Vv o—y g Vil 2R L £7,

SEALUS ©ovveeeeree e NTP ="M EZAE L IREBY — R 2 KR L £9°, LLIT O conf, reach, auth,
condition, last_event,cnt [XIRETV —RF 2T a— R L=ERE2ERL ET,

CONT v a7 47—y alDFEZFRRL ET,

reach ...oooeeivvveeeiiiiieeeeeennn, B ER RO A EE R RL £7,

AUEN. e AEE— N OAEZFRRL £7,

condition ......vvveeeeeieineenenn, BIfEORIER FRL £7,

last_event .......ceeeveviiiuneneennns BRBICEE LA MIREERRRL £97,

CIUE e ARV MEHERRALET,

2.1.6 show sntp statistics

[#E]
sntp #EFHE B O R

[ AT

show sntp statistics

[#h{EE—F]
Ko —HE—F (<L~ 14)
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Gz
P—=T R R EHEHERERRL £7,

(3217411
P—=T R R EHEHERERRL £7,

#show sntp statistics

server: 100.0.0.10

0 request sent, 0 request send error

0 reply received, 0 reply timeout

0 invalid packet received, 0 not synchronized received
0 time updated

#

(%7 4 — LR DEK]

SEIVEL wevveneeeieeeeeeeeeeeeeeenes SNTP = 3D 7T R L 2% RRL ET, FZIRHAZIT2 > T WA IS HRE
NEEA,

requUest SEMNt.....eereuuueeeeennnnn. WG bE My hREHEFRRL F7,

request send error ............... WA bE Ny hEE T — a2 FRL £7,

reply received .....ceuveeunnnnnn. BNy N ERER L ET,

reply timeout .......oeeeuveuneenn.. INEIFHL 2 A LT NEAEFRRL 9,

invalid packet received ......... RENRT Y MEZEHERRLET,

not synchronized received..... Stratum fif = 0( Y — XL FEHA T2 > TR W) X7y M REHEFRRL 7,

time updated.........coceeerrnnnn.. LB O ZFH Lz FRor L £7,

2.1.7 show uptime

[B%AE]

HE OB O 2R

[ATIE ]

show uptime

[EiEE—F]
=
[Fif]

WEOV AT LRI EZFRTL £7,
BERFHEICL VRN T +—< v MIEDY 7,

(547 1]
VAT WEBRREERL £

#show uptime

18:48:57 up 2:58, 2 users, load average: 0.10, 0.06, 0.06
#
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(&7 4 — R DOE%]

18:48:57 weveeeeeeeeeeeeeeen BIERR 2R L £,
UP 2:58 e PEEEENO OV AT AR ZEZRL 7,
2 USETS evvenneeeeeeeeeeseeeaaeenenns g Ay a—VEEERLET,

........................................ B 14 /54y /15 5 DF-H) CPU fE A=A FR L 7,
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2.2  NRAT—RDOHE
2.2.1 password enable

[F&RE]
HEHEL — PR AT — R DOIE

[ AT
password enable [level < L —HF L ~YL D] XA T —R >

no password enable level < — L~ L >

[RF x—#]
INT RA—H ENAE 5 E A A WERE D
a—HF L~ 2—HFL~LEIREL £7°, 1~15 15
Bt — VP RAT — R Z4EEL 30 SLFLIND o
AT =R E STRING 7 A
[Bh{EE— K]

Bt —Y £ —F (<2 R L~L 15)

(G
Rt — VAT =N EZREL £, LAV T LI AT =R EEETE ET,
B ANAY = R IFREHRICIIRAFE S N ET A (EEONBEIKICRFEESNET ),
8 SUTEART . WFEINT, MEFIETONRRAT —REFREL GG, REIFTONETR, LLFOLI R Ay E—UR
KRINET,
C AN LTeRAT =R RN 0, 213 AY =R ZHIBRL 7256 -
“<WARNING> weak enable password: set the password”
¢ ASJUTz/R AT — R K3 8 SCFAM
”"<WARNING> weak enable password: contain at least 8 characters”
C AN LT RAY = R REFETHT DR

“<WARNING> weak enable password: contain a different kind of character”

[54761]
B — VPR =R 2RETD (22— L ~YL 15, RATU—F : example)

#password enable level 15 example

N
enable /X2 7 — N | NULL(Enter ®%-% AJ)) TEMEL £,

2.2.2 password login

[BE]

0y AU RAT— R OBE
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[ AT
password login < /X277 — 1R > [sha512]
[XF x—%#]
RT A=K BENE A i B IR DAL
o e 07 AU NRAT—REEELE | 30 LFLUND i
IRA T —R +. STRING 7l B A ]
sha512 SHA-512 THFB{LL £7° - MD5 THE kL %
EDS
[BhfFEE—N1]

Bt —HE—F (22 KL ~UL 15)

(R ]

07 AV RAT—RERELET, 27 A 78AT —K (L, aaa authentication login =~ K T "login” Z$8E L 7=
B4 b L < 1%, aaa authentication login @< > RERENRWEED/ XA T —R (27 A 1D X operator) & 72 0 £,
ek, ANRRT— R IIREBRICIIRGTE SN EEA CEEOPRERICREINET ),
REIITONETN, UTOLI R Ay E—UR

8 WFARIM . EFIF ., HFIETFTDOANRT — R 2REL Y

FRENET,

VAL TeRAT =R EN0, AT —RZHIBRLIZ5HE
“<WARNING> weak login password: set the password”

C AN LT AT — RN 8 UK ¢

"<WARNING> weak login password: contain at least 8 characters”

S AN ULTEARNRAY — R REFEFITTFEOR

“<WARNING> weak login password: contain a different kind of character”

[5£1741]

Oy A UNAT =R ERETDH (RNAT—F

- admin123),

#password login admin123
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2.3

IR DOEME

2.3.1 tty—echo

[B%AE)

Sk = = —ORE

[ATE]
tty—echo on

no tty—echo

[@fFe—F]
g —V¥E—FK (<L~ 1h)

[FimA]
R AOTa—EFNCL £9,

< RO 0 ZET DI LT, WR~DTa—&2EHL £,

[1741]
IARNDT 2 —ZHL T,

#tty-echo on

2.3.2 show tty—echo

[#%AE]

B AR D= 2 —RREDFIR

[ATEK]

show tty—echo

[EFE—FK]
i — Y E—RF (a<rRFNL L 14)

GEEZ)
RA~OT 3 —RIEEFRRL ET

[521741]
IARSDOT 2 —REEZFIRL £,

#show tty-echo
tty-echo : on
#

(%7 4 — LR DEK]

tty—echo iiveviiiiiiieeei, MARS~ND T a—REEZFRL F7,
on : Ta—Hb
off : Ta—7L
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2.3.3 prompt timestamp

[#&8E]
B ALARE T CPUMHE, AEVHFEHEOR R

[ AT
prompt timestamp {msec | sec}

no prompt timestamp

[RF x—#]
N A=K BRENR R TE it B B B
msec | sec HALAR T BN TEIRT D | msec: 2 U FHAL EWEA 7]
. I URBANCERRT D0 EIEE | sec: FVHAL
L7,
[EhEE—F]
i — Y E—RF (a<rRFNL L 14)
(&)
AKa<wr REFEITLEBROa < RIETRRIC, FALAX T CPU AR, AT VERALELERTIHE
WCFEITLET,

O ROEHEIC 0 ZHETDHIET, FALAZ T CPUMBHR, A VHHAROFREZELICL 7,

[321741]
FALALZ T CPUMMER, AFVMHREFRL LT (I UBHEA),

#prompt timestamp msec

[prompt timestamp sec & g EH D =~ K FEITHER]

#show calendar

CP utilization for five seconds: 15%/26%; one minute: 16%; five minutes: 15%
NP utilization for five seconds: 0%/0%: one minute: 0%; five minutes: 0%
App utilization for five seconds: 2%/0%; one minute: 1%; five minutes: 1%
Total: 3665452 kByte, Used: 1492940 kByte, Free: 2172512 kByte

Thu Sep 19 17:39:37 JST 2019

Thu Sep 19 17:39:37 JST 2019
#
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2.4

TELNET 27 A7 > M%sE

2.4.1 telnet
[#%5E]
TELNET #-— "~ 7 A
[ AT
telnet <TELNET H—/3 > [/ipvd | /ipv6 | /vef <VRE 4 >] [-s <3EETLT R L A >] [-p < sEeR— FFKH D]
[RF x—#]
RT A—H BEAR T A P B IRE
TELNET H—/% TELNET $— % HEEL £, RA N4 254 SCFLL | AREAT]
P WORD
IPv4d 7 K L AJE
IPv6 7 K L A
/ipv4 | /ipv6 | /vrf IPv4 7> IPv6 7> VRE A48 E L £ - [Pv4
ED
VRF 4 VRF 4 & fEL £7, 63 SCFELIND WORD | IR Af
1
EEILT KL A EEILT R AZEEL T, IPvA 7 R U AR IPvE | EEA L X T = —AD
7 R L AEK TRL R
SiSEAR— AR — N FE T EEREL £ 1~ 65535 23

[EEE—1]

Fifg—FE—F (a~vrFL~UL14)

(]

FELEY—NIZTELNET 2/ A L9,

[5£1761]

HBELEY—NICTELNET 22 A > L £9 (TELNET ¥—3 : 192.0.2.2),

#telnet 192.0.2.2

Trying 192.0.2.2. ..

Connected to 192.0.2.2.

Escape character is ’

login:

T
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2.5  SSH ¥égE

2.5.1 clear known—hosts—pubkey

[F&RE

WA S DB OHIFR

[ AT
clear known—hosts—pubkey < 7 A k> [< [EA#FREEE >] [moff]
[XF x—%]
INT A—H PENZ X E 1 B I
R AR HRANEREL 7 RA N4 1 254 SCFLANO WORD T B AT
IPvd 7 K L 2B
IPv6 7 R L ZJER (x1)
all: T RTOHOKRA K
EAAEEE | EAEEEAREL £9 rsa T RT DB
dsa
ecdsa (*1)
ed25519(x1)
moff FITHER OB WEDEZ L2 WES | - FATHROMNEDOE
WHREL T, 21T

(1) V01.02 £ © AR —h

[EhEE—F]

Fitg— Y E—RF (a<r L~ 15)

[FiA]

ARIEE THRFEL TWOBEA N OABISEEHRZHIRL 9,

[31761]
RA N OABRFERAZHIRL £ (A B $192.0.2.2, T _XTOARE),

#clear known-hosts—pubkey 192.0.2.2
Are you sure? [y/N]:yes
Deleting public key. ..

[0K]

#

2.5.2 clear crypto key authorized—keys
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[#rE]
SSH ZABRSEFRAEAAT 5 £ DABRFEDHIFR
[ A1)
clear crypto key authorized—keys < & — ID> [moff]
[/3F7 2 —#]
RT A=K B ENZ % A s [ AW D
M \HE - = JEEEN
CE D> HIBR 32 ABHSED % — ID Z2H5E | 32 SUFLAN O WORD BT
LET il
off FITHER OB abEE L2y | FATHER O E D
BEIHEEL £7, HEITD
[£—F]

Mefe o — Y —R (w2 L ~UL 15)

[FAA]

SSH ABHEERBRE A AT 5 2288k L 7 ABREOHIREZITWET (F+—ID : rsakey),
[51761]

INBRBEN R A HIBR L £9,

#clear crypto key authorized-keys rsa-key

[Key ID]:rsa-key

[Public keyl:ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAACAQC2qRwr+Ppj/
zHemNb6G+0T i kd i pQOyV6H8a i PJiVEDr S2h4vDCtfogMhC7a6POK47B+bbktJQpv/pl TWOAwk+rET4TECVP/
I nwwkSvMi OhAOr aFQKWT | CoHr 30WxJczhhh@Xp1TV5y9pvz 7 jW/6KfIUBaKKARRFWb4A/
ytolLe5R00GK1Fdhk+MgkGbyCVTdtCLTh6N4VXdEYs91VAbo40h9EUKMy 1czaBAsXGYMAUBO jRDtQq/C | SBhGYNy jV5z jayrSdZC+2KHW1d/
8RmtmBK1/RSRwi | KVNwNuwuOmvFyw02cZKgSIL12tZh5ycr [c+0koe55TrKFNCZBVWPC/0BKUFFWKO j I sAW76aX00Subcg9a/
G2x0hKzdfh+kHVwcOV6F dMHbZZW1WezRZr 2uTnXdBF xvdpguX I MnpkmQS i jBCSPdAsKKMz7/
mLn0ZPvdQrtBseiFyzDRywCVUXwSVZJhcYvr6WEKIxYs jcYXa3aEzSkRGtzrsD9QtUrv72Q0ZQU6EZz71 jHzAAWmWHca1AE8QktduThtsVFAD
fid6ZuETsAh6GH jGLS IHR471wbxah8GADzzeCtugXXHCAx/rRKDuxg2pG9Q7w6QEmM3zalpV00/
d4rr7Zko2zaRo3t9kL3zSBdPyBm1gkoGEsneWwzAgD i TfPsQl jz | k6f+FX5NmQ== SSH-RSA-KEY

Clear specified public key from authorized-keys. [y/N]:y

2.5.3 crypto key authorized—keys

[#&6E]
SSH ABHEREFEGEZ 1T 5 25 DA BREED Bk

[ A
crypto key authorized—keys < F— 1D> [ AB8# 7 7 A /L7 A > [moft]]
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[/XF7 x—#]
RT A=K AXEZ AR E iR B IR DAL

P INBHSEZ _ b ‘ T

<X —ID> BT HAMEIC KEY-ID Z2 fif il gi%um®wmm BT
35, b
BETHNBEET 7 ANV DB D 255 SCFLAN O File- | ®FFEA T CARRSEE

N USRS -

ApgT 7 ANV T 7 AR ENEET D, url % ANT 5,

moff FATHB ORI W& ZE Lk ~ FATHEGR ORI WE b
SEIHEEL £, BEITH

[£—F]

Mg —E—F (<2 FL~UL1b)

G
SSH ABASEREREA AT 9 A DNBRRRO B ATV ET,
gk L 729 — ID I ssh—server authuser T L £97,

[31761]
SSH ABRSEZRFFE AT 9 D ABRBEOBEZITOET (F— 1D : rsa—key., APHELZEHEAT),

SSH

#crypto key authorized-keys rsa-key

Enter the SSH public key

[Key ID]:rsa-key

[Public key]:ssh-rsa
AAAAB3NzaG1yc2EAAAADAQABAAACAQC20Rwr+Pp jzHemNb6G+0T i kd i pQOyV6H8a i PJi VEDr S2h4vDCt fogMhC7q6POK47B+bbktJQpvpl7
WIAWK+rETATEVP | nwwkSvMi OhAOr aF QKWT | CoHr 30WxJczhhhQXp1TV5y9pvz 7 jW6KTIUBaKKARRFWb4AytoLe5R00GK 1F dhk+MgkGbyCV
TdtCLTh6N4VXdEYs91VQAbo40h9EUKMy 1czaBQAsXGYMAUBO jRDtQqC | SBhGYNy jV5z jayr SdZC+2KHW1d8RmtmBK1RSRwi | kVNwNuwuOmvFy
w02cZKgSIL12tZhbycr Ic+0koeb5TrKFNCZBVWPCOBKUFFWKO j 1sAW76aX00Subcg9aG2x0hKzdfh+kHVwcOV6F dMHbZZW1WezRZr 2uTnXd
BFxvdpguX IMnpkmQSi jBCSPdAsKKMz 7mLn0ZPvdQr tBse i FyzDRywCVUXwSVZJhcYvr6WEKIxYs jcYXa3aEzSkRGtzrsD9QtUrv72QZQU6E
271 jHzAAWmWHca1AE8QktduT5tsVFADT i d6ZuETsAh6GH jGLS IHR471wbxah8GADzzeCtugXXHCAX rRKDuxg2pGIQ7w6QEm3za0pV00d4r r
7Zk02zaRo3t9kL3zSBdPyBm1gkoGEsneWwzAaDi TfPsQl jz | k6f+FX5NmQ== SSH-RSA-KE

Install the public key to authorized-keys. [y/N]:y

NBABEREE AT O ADOAHEO B GFKEZITWET (F—1ID : dsakey, ABREET 7 A /L XX : /drive/

ssh_host_dsa.pub)

#crypto key authorized-keys dsa-key /drive/ssh_host_dsa. pub

Enter the SSH public key

[Key ID]:dsa-key

[Public key]:ssh-dss
AAAAB3NZzaC1kc3MAAACBAKKkUeOHBu I Cg | Ad I 0Q7NWPQxsszDrYYZ9iupoNC5ax 73 1W0uzSfruvxdRtg06JBumpEC jJEZTLDU8G1r jaiSnXPh
U8 jmtKkLadPYMN2T3Fs19KH3ZhumyGLSr 3iyRSGF902zagkR6zWCpvDncdzeg8rP j1pCEBi 0adc0zKZv9aPAAAAFQCO jkegm9ORcTMWuva j
Q1x9fcQg2wAAAIBrWEUTFLOUKgMJOWGYU5e9BnCsyzy10VINnLBT j28RNcAhY3cY0sa9ZDORS4QzXkz [ GXConr zgLLWwzmOCCSuvVtQDc616
b7K1Myp
uUr pKNt59fk0eCzdUCm| ScXTS1890wQ5b3695KFtFHI TNpORK3TC4A82yt827BxXUG4z0QAAAIBrzoW4gbruoCFBnIuA3JgBuZsMHy8cnbZ
Y21KJpT
h1DpyDEQbT8L+eBmyJPHPo4t1g0t65 | D7THKFR+MaxV32zKLMI xDLcCZ+Y88GuuabOf |06VL jGJDU | R INZGANdx tK3NNQvGe0Q7znmx TWEPZ
DdH+RQ5
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YOoNKur rc7oFNw== SSH-DSA-KEY
Install the public key to authorized-keys. [y/N]:y
#
2.5.4 crypto key generate
[#hE]
RA b OEARDER
[ATE]
crypto key generate < [ $#FEEE > [moff]
[T x—%]
INT A—H BRIENE X s R AW
I A7 SR FEARAEEAIEEL 9 rsa BMEAT]
dsa
ecdsa(*1)
ed25519(x1)
moff EITHEROMNEhEEZLRNWGE | - FITHEROMWA g
IZHRELET, 1T

(*1) V01.02 & © R —h

[EhEE—F]
i — Y E—RF (a<rRNL L 15)

[Ft1]
SSH #EZ A ANCT H7olc, AR bEGHEERL £

R A S EAEHEAERNT 5 729120% hostname =< K TR A M4 %, ip domain—name 2 <> K TR A A V4 & RE
LTBLRERHY FT, FAML, BIOR AL VABBEEINTWRVRETRA NEA#EZAERL LD &

L725AE. UTIORT 2T — Ay b=V FoRLEBOARZ WL 7,
+No hostname specified (78 2 M A REZDIHH)

+No domain specified (K X A v ZREZDLGE

RSA(1024 ~ 4096bit), DSA(1024bit), ECDSA(256,384,521bit), ED25519(256bit) D#E% £ K TX 7,

T CITAR A M EAEED RS TV B IREE T, B crypto key generate =<2 K 2 EfT L 723&1%., T CIO&EHES
NTHWDEANEAHEEZVSTZABEELZS LICHERELET, Z0HATH, HATO SSH By v a iz o

FEFHTEET,

[Z£174]

AANEAEREZARLET (FAR4 hosty, K A A4 @ example.com, [EHSEFELE : rsa),

#crypto key generate rsa

The name for the new key will be: host. example. co. jp

Choose a key bit size: 1024-4096 bits.

RSA key bit size[3072]:

Generating RSA Key ...

The key fingerprint is:
MD5:d4:10:1e:2b:42:9d:de:30:6f:20:62:4e:1a:31:¢4:9f host. example. co. jp
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The key's randomart image is:
+——[RSA 3072]——+

=0 .. .+ |
|.o+.. * = |
| *..o00. %+ |
|. .E ..o+ |
| .S |
| |
| |
| |
| |
f [MD5]

2.5.5 crypto key zeroize

[#rE]

RA L OEAHROHIER

[ATE]

crypto key zeroize < [EAG $#FE%E > [moff]

[T x—%4]

INT A—H BENE AR T R B I

I A7 SR EARAEEAIEEL £9 rsa BMEAT]
rsal
dsa
ecdsa(k1)
ed25519 (x1)

moff FITHEROMNEbEZ LR WGEE | - FATHROMNEDOE

IZHELET, ot o)

(1) V01.02 X 0 ¥R — b

[BifFE—NR]
i —HE—F (<L~ 15)

[FiA]

SSH HSREZ MEhIZ T 27201, AA MEAHREZHIBRL 7,
FEOHIRLARTNCHESL L T2 o v 2 g oW TIUl L 8 A,

[51761]

RAMEAEEEZEIFRL £ (KA M4 :hosty K A A4 : example.com. [EA#EFESE : rsa),

#crypto key zeroize rsa

WARNING: You will delete the existing keys.

The name for the existing keys is: host.example. com.
Are you sure? [y/N]:yes

Deleting crypto keys...

[OK]
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2.5.6 disconnect ssh

[HrE]
SSH & v v a > o4l

[ AT

disconnect ssh <SSH =% 7 3 5 > ID> [mofi]

[T A—4]

INTA=H

BIEPTE R A i

SSH=z %27+ 3 ID

SSHaxZ7varvIDERELET, |0~ 15 BWEAT]

moff

FATHER O WEDEZ LRWES | - FATHER DG DY

IZHELET,

2179

[EEE—1]

g —YFE—F (a<r L~ 15)

GZ)

SSHEy I a r2dlkL £7,

[Z2174]

SSHEy v arzdkiLEd (FAF 192,022, SSHaxZ7v a2 1ID: 1),

#disconnect ssh 1

Disconnect OK?[y/N]:yes

#

2.95.7 scp

[#%AE]

SSHEyvarvzEALEZ7 7ALDaE —

[ATEK]

scp { A —TET 7 ANL > A =T 7 AN D> [-s <EHETLT KL 2] [{/ipvd | /ipve}]
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[R5 x—%4]
IR A—H AE X i B IRE
AT T ANS | AT s AN ERREL ET, | 255 CFLAN O FILENAME H AWM T]
URL 7 7 A V4 : < oa—H 4 >@< R
AR or IPTRL A>T 7 A%
Z >
abv—ET AL | AT s AN ERELET, | 255 CFLAN O FILENAME H AW T]

URL 7 7 A V4 : < 22— 4 >@< 7R
A R4 orIPT7 RL A>T 7 AN
Z >

EEILT R LA EEILT R AERELET,

IPv4 7 R L A
IPv6 7 K L 2

EEA BT 2 —AD
TRV R

/ipv4 | /ipv6 IPv4 7 IPV6 I Z 48 E L £, - BESNEERA MR
FONP TR L AT
IBr 1Pv4/1Pv6 CRl—7&
A b DOYE Pv6 &
(5
[#h{EE—F]

B2 —FE—F (<> RFL~UlL14)

(R ]

SSHEv a2 ALY 7 ALDat —&2iT 0 Ed,

[Z£174]

SSHEv Y arvzElLz7 7 AvOar—%2{TWEd (av—x7 7 A I)V4 : /drive/firmware/boot.frm, =2 & —

77 AN

user—A@host.example.co.jp:/firm/boot.frm) ,

#scp /drive/firmware/boot. frm user-A@host. example. co. jp:/firm/

2.5.8 sftp

[#%5E]
SSHEv Y avrzHEHALEY 7 A VigE

[ AT

sftp <SFTP - —3 > [-s CEETL T K L & >] [{/ipv4 | /ipv6)]

53

SSH #ne

ﬁb



A<=y N Y7 7Ly A - @GR

[$F 2—4]
RT A—H BRENE AR i A W
SETP #— SETP #— % 5EL 7, 254 LFLAPN D WORD AW A
AN K 2—FL O @K FA N
orIP 7R L A X 2—H4 > #fEL
RWEAE, a~vr R EFEfTLEZ2—
FO—VL4EHHAL £,
EEILT R A EEILT RUVAEREL £, IPvd 7 K L 2B EEAHET2—AD
IPv6 7 R L AT TRL A
/ipv4 | /ipv6 IPvd 7> IPv6 248 E L £, - ESNERA 4B
L OVIP 7 R L A CH
IPv4/IPv6 TlAl—7 A k
£, DL IPv6 A5
[Eh{EE—F]

g —YFE—F (a2 LUl 14)

(]

SSHYvvavra#EH LT 7 A NVIREEZITVET,

[£1741]

SSHE v arvzHEHALEY 7 A NVEEEEITWOET (SFTP H—

: user—A@host.example.co.jp) o

#sftp user-A@host. example. co. jp
test@rkk, ook kkk dokok’ § password:
Connected to sk sk xkk sokk

sftp>

2.5.9 ssh

[BaE]

SSH H— "~ 7 A

[ATEK]

ssh [-1 < =4 5] [-c CHEEALT VT Y X1 5] [-p < G — b B 5] SSH H—3 > [-s CGEfFTET B L 2] [/
ipvd | /ipv6 | /vrf <VRF 4 >] [ 2= R4 5]
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[3F x—%]

INTG A—H AEZ AR E iR A
—H4 a—PHEREL £, 254 3CFLAN O WORD % BED 22— 4
[HEER (A 2=l B N WS L7 L= U X LEHRE | 3des—cbe SEBE 2N

LET, aes128-cbc
aes128-ctr (k1)
aes128-gecm@openssh.com (1)
aes192-cbc
aes192-ctr (x1)
aes256—cbc
aes256—ctr (k1)
aes256—-gcm@openssh.com (1)
chacha20-poly1305@openssh.com (k1)
SEMER— b B GAYER— P FSEEEL E |1~ 65535 22
7
SSH #— SSHH—ZHREL £7. | RA M4 1 264 LTFLANO WORD | HWEASA]
IPvd 7 K L 2B
IPv6 7 K L ZJE
-v2 SSHAN—Y a v ZBELE |- -v2

ER

EELET LA

EETXT R AEREL £
kL

IPvd 7 K L 2B
IPv6 7 K L A

EEAVHT 2—AD
TRL A

/ipv4 | /ipv6 | /vrf

[Pv4 7> IPv6 > VRE 2% 45
ELET,

BESNZRANAE
LOIP 7 R L ATH
-
IPv4/IPv6 ClA—7 A
k& DEA TPv6 %
5

VRF 4

VRF 4 & fEL 7

63 XFLAN D WORD

Mg ]

avw R4

SSH#—=N"THIFT L2~
YRAHEREL ST,

64 CFLAN O STRING

awrFEFTLARY

*¥1) V01.02 L O AR — R

[EEE—1]

g —FE—F (a~<vrFL~UL14)

(]

HBELEY—NICSSHe Y A LET,

PO CHRE T HEE (ABEEZZITE -S> TWARWERE) I SSH T 7 AT 58481, LTFOX ) ITHTEED
fingerprint fFHE R R L., B AL THNE I NEHRL 7,

(5217 61]

FBELEY—NIZSSH e A L £ (SSH ¥—,% 1 192.0.2.2),

#ssh 192.0.2.2

The authenticity of host ' (192.0.2.2)" can't be established.
RSA key fingerprint is XXIXXIXXIXXIXXIXXIXXIXXIXXIXXIXXIXXIXXIXXIXXIXX.
Are you sure you want to continue connecting (yes/no)?yes

operator@192.0.2.2' s password: «—/SRXRJ— K% AA

remote—host%
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2.5.10 show crypto key
[#rE]
RA N EARE, AREEOREORR
[ AT
show crypto key {mypubkey | fingerprint} [< [ $8FEEE >
[XF x—%]
INT A=K WENE T A P B I
mypubkey | fingerprint A SR OFTRD, ABREEOIRR | - B AT
(fingerprint) 2 Zf8E L 7,
Il 7 SRR E AR EREL £, rsa AR T DT T D
dsa TR a TR
ecdsa(*1)
ed25519 (x1)

(1) V01.02 £ 0 ¥R — b

[EFE—FK]

it —YE—RK (a<wRFNL UL 14)

(R ]

LEEICRE S TR A b B E 721X ABR# DO FRAL (fingerprint) 2 EK AL £7,

[Z£174]

ALEE IR E SR A b EAR (APREOER) 2FRL £9 (ERFEADOTXTOREH).

#show crypto key mypubkey —RX FEHEDIGE

% Key pair was generated at: Mon Jul 10 13:52:56 2023

Key name: host. example. com
Key type: SSH2-RSA Key
Key Data:

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABEQCA9Q8+tAWF3cHZENaBAON1EB+xaR 14Du4Xx i 7UhdXw72re1X6eOm+YwF | i SFBJ8BVBE
tJeXo6t4AxSTSAs+IBXCkYNZ | R+woZOMa9KUWy 17xkGzwuKWEVZKVL949fv jVK912UteV jNGheGVtepe16ZPk8UBwgokabDPBKHF 13Q1bsa
tGvRLeE iUrpYaS8mn1YZMLyNJk 1UAHF5MhOXsy | ¢ jzwex08weWusY i n | YUNDKAF Gf2mGFRg+v 7hFOdg2+Y3xZC21VaMJKKb6s 14 1wOghdF
tf/rbli2X]jjae2JBeMyYzcXOcR1E002 jbX1vbOHIWpUUDsCD jymC6bpW jTUbzL8pgoWaBaH jOnPfc20Mh1MKu4KDIazeRoUi TPg4TSsam

| 3KkGPKuxR1tCCf1F7KaWIv61d82eJ03N2/sh1iyeD3i64dREIMALYsx6UTIEIN/JzaMCQ/ppY i IMJv1J0aobdP2ua7 jN4F2a | KT8mNv
iDivYxvItOonAp4m+oe/eHk= host. example. com

#show crypto key fingerprint —2ABIBRDIEHDIES

% Key type: SSH2-RSA Key
Key sizes: 3072 bits
Fingerprint:

MD5:d4:10:1e:2b:42:9d:de:30:61:20:62:4e:1a:31:¢4:9f

56

SSH #ne



a<w R U7 7Ly A - EHEHR

(&7 4 — R DOE%]

Key Name: «...uvevveneveneeennnenn. RARNLER AAS AR L -EAE#HOLRIZRZRL £,
KeY tYPe: cevevneeeeeeeieeeeeenen. FEAH#HOFEIEEZ, TFLo®EY XRL F7,

Fingerprint: ...ccoovvvininininnnnn..

SSH2-RSA Key :SSH2 RSA

SSH2-DSA Key : SSH2 DSA

SSH2-ECDSA Key : SSH2 ECDSA (1)
SSH2-ED25519 Key : SSH2 ED25519 (k1)

NHAREFRRL £T,
BEZFRLET,

(1) V01.02 L 0 HR—F

2.0.11

show crypto key authorized—keys

[F&RE]
SSH ZABHEERRAE T gk L 7= AP Y 2 b % 207

[ AT

show crypto key authorized—keys

[£—F]
it —Y T —F (a<r Ll 14)

[FiA]
SSH ABHSEZRFF TR L - ABRSE Y 2 F 2 F R L £,

[31761]
SSH ABHSERRGE TR ER L 72 ABREEY X k 23R

2.5.12

INBRSED ¥ (fingerprint) &K R L F£97,

#show crypto key authorized-keys
[Key ID]:testuser-rsa—key
[Public key]:ssh-rsa

AAAB3NzaC1yc2EAAAABIWAAATEAWAZozDtapQ1VX+oK5k69w84 1hKr jqUPKxw | I TOnwZA3EmIMNBPLNOF jvio2cQJ5v6pTXMg9N4y1hOp7B
TWWZ6evm6WtXs1z2071PUAg jf2no jgeQQ5r5yv7ouCMLe jHNi gmHoXZ/5DtZgd0zkw7NgOPBquvHYstJUFT/Y1udM= SSH-RSA-KEY

[Key ID]:testuser-dsa—key

[Public Key]:ssh-dss AAAAB3NzaC1kc3MAAACBALG3e3dHaSKIXFKAGAT11nTne6rAkvS4Y2|+37TMMPegwpnretmRM2falp/
4RP8 j i OYTDDWFRMbSbkN+QC10YI jYyDQ3ZFPt7t90nC1c+31uS6CAHGWkwyg IHsP2hwPDzwM4ALbbomu28ad jgfN6J4tJh4ppPgkQFwbdZt
5bAAAAFQC8FeBIUoRBI | Gew9z i hMvUa25ZcwAAATA3Zrh2uXDOM7xXNPEB+31CNi 3Z+vUUNwD70ovGhNtW9zyok3VddJzJzdBR jtJCUdY8PVw
hsotr3bX9p374p68GgzDDCI6uarm8UbOpNZ3VNHZi 1QZBgaeSvFNS1QV13aA99K2fU95SzWQJr i00edoX1wlzspdLbHPBtwv2 | CvOrgAAAL
A94yWCKF sJCL tUpFgyNF7ihyac5NBMQvbPSAUFVD8hGwsMC I nc4ok8i4 | TOkpYkZESZFnNXhdAA | Os i GR57vr J4pGIXUcTXTx50LLBOzL gt

g1RpaybwlhlrK2ivXsalLRTkhwabprWj85GdUfZo18fTue01yN/wjtpGYfCpGvXA== SSH-DSA-KEY

show ip known—hosts—pubkey

[#4E]
A N ABASEDO LR

[ AT
show ip known—hosts—pubkey < 75 A b 44 > [ [E A HAERE )
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2.5.13

[T x—#]
INT A=K BRENE X AE i B IRE
KA KN4 RANBEREL £75 all: T _TDHRA b A WEAT]
ARA N4 1254 SCFLAN O WORD %l
IPvd 7 K L AT
IPv6 7 K L ZJER (x1)
SRR SRR REL £, rsa HERRIE B D F R T O
dsa 1H#H & TR
ecdsa(*1)
ed25519 (1)
(x1) V01.02 L v #AR—k
[Eh{EE—F]
g —FE—F (2~ L~ 15)
(GED
AMEE TIREL TWAHR A M ARELZFRL £7,
[51761]
ARIEETHREFL TWDHHRAMABREEZEZERLET (FAM  TXTORA N, BFE  AREAOT X TOH

ICE

#show ip known-hosts-pubkey al |

XXX. XXX. XXX. XXX ssh—-rsa AAAAB3NzaC1yc2EAAAABIWAAAIEAY6V810/35bKi++
GIPEP3SN/r IoWARBV+MYUNVw8ScVe i gKr84eupnQpdir 15Fp IBEMk fezWVEoBfhWp
bpuAj/3riddi6ihP7oMvBSR IndDM72/BBG5TaVowFwir6mTeFpdQb6yDrp6TYq/al

KINBcd IuMpXT+xzRtn1fmkwJD8E=
%There are 1 host public keys stored

show ip ssh

[#&6E]
SSH Y — DR EIREDFK IR

[ATEK]

show ip ssh

[EEE—FK]

g —HPE—F (avr LYl 14)

GEEZ)
SSH H— DR EREEL R L 7,

[F4741]
SSH H— DR EREEL R L 7,

#show ip ssh
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SSH Enable . version 2.0
Authentication timeout: 60 secs
Authentication retries: 3

Port: 22
VRF: none
#

(%7 4 — L RDEK]

SSH Enable.......coveeveeerennns SSH #— iR F R L £7,
VETSION.cciiiiieeeeeeeeeeeeeeeeeeenn, SSH D/X—T g v EFRL 7,
Authentication timeout: ........ FRRES A LT U ME(BREM) 2R~ £,

BAEY N7 AEE A (BREME) xR~ LET,
POrt: e SSH Y —"\NBHEHTHR—FFEFERRLET,
VRE: i SSH #r— "\HRe & BAA L T\ 2D VREF AR KR L £,

2.5.14 show ssh

[#%5E]
SSH & v 3 = O F T

[ATEK]

show ssh

[BhfFEE—N1]
it —YE—F (a<wr L~ 14)

[FiA]
SSHEv v aroFReEERLET,

[31761]
SSHEv v aroFReEERLET,

#show ssh

Connection Version Encryption State Username Line

0 2.0 AES128-CTR  Session started operator /dev/pts/0
#

(&7 ¢+ — R DEKE]

Connection ...e.eeeeeeeeeeeeeennenn. SSHEvv a3 ID&EFRRLET,

VSO cuvvveeevieeieieeeieneeens SSHZ & h annN— g 2Rl E7, AREE T, 2.0/none DWW FANNIRD
=3

Encryption......ceeeeeeveeeenne.. BEHL TWDIEE(LT AT Y A LZRRL EF, REETIX, AES128-CTR/

AES192-CTR/AES256-CTR/AES128-GCM/AES256-GCM DWW niZze v £
(V01.02 X 9),
SEALE weeieeeiie e SSHE®w > arolREZ2RL £,
Session initiating :SSH &~ 3 = LV #EEHEN © — P EREHK T E CO R
Session started : L —VFRIERL T LAKER R
USErName .......coveeeeeuveeeennns. SSHEvyvarcas Ay Lica—FA%F R £9, SCP EITHRIL, SCP 2fEH
LTy varvEillca—4%5FR L £9, RIAREAITITEMIC/RY £,
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LN B L TV AMROLEFRL £
2.5.15 show ssh statistics

[#&6E]
SSH & v v a VEEHEm O FE R

[ATEK]

show ssh statistics

[BifFE—NR]
g —HE—F (avrRFL YL 14)

[FiA]
SSHE v v arOfitEReER~RLET,

[31761]
SSHEv v aroOFREERLET,

#show ssh statistics

Connection Version Encryption State Username Line
0 2.0 AES128-CTR Session started operator /dev/pts/1
Statistics:
Total sessions Active sessions Rejected sessions
1 1 0

SSH TRAP: disabled

(&7 ¢+ — R DEKE]

Total Sessions........ceeeeeevnn.. SSH Yr— N~ S N7Z SSH By v a v o E R L £9,

Active SeSSIONS .eeueeeneerneenn.s RO SSHEY v aro#iarFRrL £, FRIND SSH v v 3 > (Session
initiating & Session started) D% & —F L £9°,

Rejected Sessions ................ SSH H— "0 b 58 S e SSH & v & a v ok a R AR L £¥, SSH ET

Z—WREE, BELON FABEIHI Lty > a VP CRPAR— N SSH A=Y 3
WZEBRIM, 778AVANREICLDEK, SSHEYavr EToas 1380
K, SSHEy v a v ETOFFRRAE ) IRl Tl bLET,

SSH TRAP....vveveeeeeeeaen SSH B8 MIB @ TRAP Z Al a2 F L £,
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2.6 FTPZ 5 A7 MR

2.6.1 ftp
[#%5E]
FTP #— "~ a 2 A
[ AT
fip <FTP H— 3> [-s <EETLT R L 2 ] [/ipvd | /ipv6 | /vrf <VRF 4 >]
[RF x—#]
RT A—H BEAR T A P B IRE
FTP #— FTP ¥ —_ZHEEL £, RA N4 2654 XFLL | WA ]
P WORD

IPv4d 7 K L AT
IPv6 7 K L A

EETT LA EETT RV AZEREEL 9,

IPv4 7 K L 2= [Pv6
7R LA

EEA L ET2—AD
TRV A

/ipv4 | /ipv6 /vrf IPv4 7> IPv6 7> VRE & 48 E L F

fEESNTERA N

7 FOIP 7R L ATH

IBr 1Pv4/1Pv6 CRl—7&
AN DA 1PvA &
B

VRF 44 VRF 4 #HEL 7, 63 SLFLAN D WORD | WA Af

1

[EhEE—F]

g — Y E—RF (a<rRFNL L 14)

G|

BELEY—RNICFTP s A LET,

[ F1741]
BELEY—RNICFTP s A LET (FTP —,3: 192.0.2.2),

#ftp 192.0.2.2

Connected to 192.0.2.2
220 FTP server ready
User (192.0.2.2: (none)) :
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2.7  DNS #pe

2.7.1 clear ip name—server resolver—cache

[#rE]
DNS % v » ¥ =2 fFH O g1k
[ATE]
clear ip name—server resolver—cache [domain < K X A > 4 >] [mofi]
[/XF7 A2 —#]
RT A—H BENE AR T R ol
RAAL% WML LT R AL B EFEE L F | 253 XFLUADOTET, | DNS F ¥ v & 2 Fil %
7, o FATHIBR
[moff] FATHROBWEDEE LRWES | - %”ﬂ‘@% DRINE
IZHEELET, AT
[BEE—FR]

i — Y E—RF (a<rRFNL L 14)

(@A)

AMEE T - 72 DNS fRIFER O X v v v 2 20k L £,

Ko< RYHUEREO DNS F v v v 2 2T 28BITLLTIZR ) £7,
+IPinIP HHAE

+EtherlP #E

+FQDN-list F¥AE

oF B < dao bR

[51761]
ARIEENTT > 72 DNS FRIFER O X v v o 2 2 HIHE L £97,

#clear ip name-server resolver-cache
clear ok?[y/N]:yes
#

2.7.2 clear ip name—server statistics

[#E]
DNS IR Dt et 6 H O A1k

[ AT

clear ip name—server server statistics

[#h{EE—F]
g —YE—F (a<rFL~UL14)
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(G|

LU OREREIC X 0 AREEE 23T - 72 DNS R OFFHE R 2 M1k L £9-,
+IPinIP f&5E

+EtherlP f##/E

+FQDN-list #hE
oF 5 < dao LB EERERE

ESFET)
AL DT - 72 DNS IR OFEEHE B A TIHUL L £

#clear ip name-server statistics

2.7.3 renew ip name—server resolver—cache

[#%5E]
DNS 3 ¥ v ¥ = {5 o> 5 5
[ A
renew ip name—server resolver—cache [domain < K A A > 4 >] [moff]
[RF x—#]
INT A=K BRENE X AE i B IRE
RAL% FHLIWR A AEIEEL E | 253 UFLANOHET . | DNS F v v v 2 (Fl%
7+, o F AT HIRR
[moft] FATHGBOMWAbEEZ L 2WES | - FEATHERR DRIV Gbod
IHREL £, L )
[BhfFEE—N1]

g —HPE—F (avr LYl 14)

G

KREEDPRA T D DNS RIRFER DX v v ¥ 2 ZHH L £7,

A< FEHREGD DNS ¥ v v ¥ 2 2 HT HHERIZLLTICR Y 77,
+IPinlP H§HE

+EtherIP ##E

+FQDN-list H%HE

oF 5 < dao b HUEERE

(547 1]
RIEEDPMRA T D DNS FRRFEROF ¥ v > 2 ZTHL £,

#renew ip name-server resolver-cache
update ok?[y/N]:yes

#
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2.7.4 clear dns server statistics

[#&8E]
DNS H— HBEF5 L O ProxyDNS BERE DR EHE H D #IHI{ L

[ AT

clear dns server statistics

[EhEE—F]
i — Y E—RF (a<rRFNL L 14)

[Ft1]
DNS 4 —$thEds & U ProxyDNS HERED KERH T 2 MIBMEL £

(547611
DNS S fhiEds & U ProxyDNS HERED RERHTE# 2 MIMEL £

#clear dns server statistics

2.7.5 show ip name—server resolver—cache

[#rE]
DNS & ¥ v ¥ 2 WD FR
[ A1)
show ip name—server resolver—cache [domain < K X A >4 >]
[/3F7 A2 —#]
NG A—H RENE X s PR AW
KAAL U4 SWLTEWR AA A ERELE | 253 LFLHD DNS % % v ¥ = [E# %
7+, DOMAIN-WORD %! TARTER
[BhfFEE—N1]

i — Y E—RF (a<rRFNL L 14)

G

ARZEE AT o 72 DNS fRRAE ROF v v v 2 2R R L 7,

AKavwr RTRRIND DNS F v v a 2T 28IZLL TSR £9,
+IPinIP H&HE

+EtherlP H%#E

+FQDN-list #hE

oF 5 < dao bHUEERE

[34741]
AYEE DT o 1= DNS RIRAERDF ¥ v v 2 2 FR L ET,

#show ip name-server resolver-cache
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Domain / Last update time / Next update time TTL (sec)

www. fnsc. co. jp /
Dec 4 11:35:18 / Dec 5 11:35:18

192. 168. 100. 100 : 1/500
2001:1234:1234:1234:1234:1234:1234:1234 : 2800/3600
2001::10 : 2800/3600

inf. fnsc. co. jp /
Dec 4 11:35:18 / Dec 5 11:35:18
192.168.0. 1 : 1/500
2001:1234: :1 : 2800/3600

(&7 ¢+ —/ R DEKE]

DOMAIN wueeeneeneeeeeeeeeeeenen, DNS ik 4T > 7= R AA & FRr L £7°,

Last update time ................. Bt 2 DNS Rk B2 4T o 7o % & FRoR L 77,

Next update time ................ WkIE] DNS fEk T @Rz & For L £97,

TTL oo DNS L AR ARy N Tl ENT- TTL #F R L E£7 .

2.7.6 show ip name—server statistics

[#hE]
DNS fi# ik OFEFHE WM DO R

[ AT

show ip name—server statistics

[#h{EE—F]
g — Y E—F (a2 FL UL 14)

(5]

LUN OBEREIC X 0 ARZEB AT 272, DNS fEEOIWEDOEOREHERE R T L £7,
+IPinIP H§HE

+EtherIP HHE

sFQDN-list H%HE

oF 5 < dao bHUERERE

[521741]
DNS R DfEFEHEHR 2 FR L £,

#show ip name-server statistics

Server
192.0.2.1
statistics
A record:
success 4294967295
fail 4294967295
timeout 4294967295
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not find 4294967295
AAAA record:
success 4294967295
fail 4294967295
timeout 4294967295
not find 4294967295
192.0.3.1
statistics
A record:
success 4294967295
fail 4294967295
timeout 4294967295
not find 4294967295
AAAA record:
success 4294967295
fail 4294967295
timeout 4294967295
not find 4294967295
3ffe:cafe::1
statistics
A record:
success 4294967295
fail 4294967295
timeout 4294967295
not find © 4294967295
AAAA record:
success © 4294967295
fail © 4294967295
timeout 4294967295
not find © 4294967295
#
(&7 4 — R OEK]
SEIVET et DNS #— "7 R L A& FRL £7,
SEAtISEICS wuvvneeneeeeeeeieaennns WRHERE RN L £,
ATECOrd ovviiiiiiiiiiieieenn AL a—RICET D REHERA R L £,
AAAA record ..oovvinieennnn, AAAA L o — R IZEAT 5 HFGEHEREZ R R L £
success DNS ik D ka2 £r L £,
Fail eeieeee e DNS gD BBl a2 KR L £97,
timeout HALT T LY DNS RN L 72 EFRL £9°,
not find ..o.eevvveiiieieieeenn DNS #—/3X ¥ not find DEFIZ Z T2 RIEERRL 7,
2.7.7 show dns server statistics
[#rE]
DNS H— 3B§RE TS & OF ProxyDNS BERE D FERHE D For
[ AT
show dns server statistics
[BEE—R]
B — Y E—R (a2 R~ 14)
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[Ft1]
DNS S fhiEds & U ProxyDNS HERED RERHE 2 2R L £

(547611
DNS 4 —$thEds & U ProxyDNS HERED RERHEHZ 2R L £

#show dns server statistics

Query

0 received, 0 discard

0 sent, 0 send error

Response

0 received, 0 discard, 0 timeout
0 sent, 0 send error

(%7 4 — LR DEK]

QUETY . DNS 7=V Avv—UDEREFERL T,
received .....oveeeeeeeeeeiiiiiiiii, DNS 7V Avb—V D% EREFRRL ET,
discard.........coveeeeeeeeeeneennn, DNS 7= U Avb—VOREFEREFR L ET,
SEN.iiiiiiiiiieee e eeeeeaas DNS 7= X t—VOXRERERRL £7,
Send error ..........ceeeeeevvunnn.. DNS 7V XAy b=V DERET—HEFRLET,
ReSpPonse.....ccuuvvviiiiiienennns DNS L ARV A Xy =V D EFRRL £9,
received ........oovieeeiiiiinee, DNS L ARV ARy =V DOZEHEFRRL £,
discard......coceeviiiieeeiiiiiene, DNS L ARV A Ay —V OFEFS R L £7,
HIMEOUL 1., DNS 7=V Aoy B—U%EH DNS L ARV 2 X B —VIRERLTH A LT U b
L7237 0 £97,
Y | SRR DNS L ARV A Ay =V OREREFRFL £,
Send error .....veeeeeeeeeeeeeennns DNS VARV ARy B—VDORECT—HEERLFT,
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2.8  BREE/FrRIEERE
2.8.1 show accounting

[#%5E]
T T 4T L a—RKDFER

[ AT

show accounting

[BEE—FR]
g —FE—F (2~ L~ 15)

(G|

TIT 472y a Al LT, REENEE LTIV T 407 b a—REFRLET,
B, BRTDHTAIVT 47 a—RoFRE, §TT 00T 4 v T REEINESE
VIBSBE R AR EMEL R Ao TG A ICHIBR S IV E T,

(547 1]
FEBBREFE LT AT T 4L a—RERFLET,

TATT A

#show accounting

Active Accounted actions on pts/1, User operator Priv 1
Task ID xx, EXEC Accounting record, xx:xx:xx Elapsed
task_id=xx start_time=xxxxxxxxxx timezone=JST service=shell

(&7 4 =R DOEK]
Active Accounted actions on

WA DME, showusers 2~ K CTHERTHZ LN TEEJ,
USET i a—HFLHEFRRLET,
PLIV oo a<w R L~ULEFRRL 7,

DUTORRE, 7HU T4 7 a—RaEETHERCERRLET,

Task ID.uuieieeiieeiieeeieee, Task ID K/~ £7°,
Accounting record ............... THIT 47 a—RKoX AT EFRRLET,
Elapsed ...ueeeeueeeeeeiiaeeinnnnnn, FMT Ay a A AT OGN EFRRL £,

task_id=xx start_time=xXxXxXXXXXXx

FRUET, HHEICLY 27 IR 2 BANH 0 T,
2.8.2 show authentication

[thE]
RBRET 7 AL, FRRERIKE L O o

[ATEK]

show authentication

=R AL TWDmALERTLET, EOa—FREDHAKLFMHL T

EELIET I T4 7 a—RiZgEn W7 M Iva—hE&, ZOMEER
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[E{EE—F]

SR

[Ft1]
WALT 7 & Ak & FRAER IR A FoR L £

(547 61]
WALT 7 & Ak & FRAER IR A FoR L £

#show authentication

connections fails
login 8 0
ftp 0 0

Authentication TRAP: enabled

(%7 4 — L RDEK]

CONNECiONS ...ovvvverrivernn. TR EFRRL ET,

FALS ceeeeeee e ARERME A KR L £,

Authentication TRAP: .......... RERIRHZ b T v T2k ET 20 E O e R L £,
enabled : FET D
disabled : EELZW

2.8.3 show radius

[#E]
RADIUS #—/ M 0 #7

[ATEK]

show radius

[EEE—1]

S

[FifA]
2 — P FRALA RADIUS H— otz R L £,

[E9741]
L — WAL RADIUS Y — D@ &2 FRR L 7,

#show radius

Internet:
Primary Server Status Auth-port

XXX. XXX. XXX. XXX non_use 1645

Radius Key . AAAkey
Radius retransmit count : 3
Radius timeout : 3 seconds
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(%7 4 — LR DEK]

Primary Server .................... RADIUS — "D IPvd 7 R L A& E£Rw L F£9°,
SEAtUS vveeeeeeee e RADIUS % — ORI A TR L £7 (x1)
non_use : —JE Y RADIUS H— 3~T 7 AL TU 720
down : RADIUS ¥ — A3 A w]
up : RADIUS H— 23 i 7]
AUth=pOrt....ccvevieviiieieeennn, RADIUS H— 28T B 7= O — A MUOR— N BEEERLET, * 13754
~ VxR THDEZ L ERLET,
Radius Key .....ooovvvevvineeeennnn. HEHEREX—%2FRRLET,
Radius retransmit count ........ Bt F D U N 7 A B (FREME ) 2R L £,
Radius timeout .................... RADIUS =376 DISERF B IR (BREME ) /R L £,

*1) FREY— T 7 £ ARFORIEEZ R L TWET, ERTORIET 7 B ARICEIT 5 — " OREERL £7,

2.8.4 show tacacs+

[#rE]
TACACS+ % — FHRDOFEIR

[ATEK]

show tacacs+

[Bh1EE—K]
Z— AR

(5]
= — PRI TACACST ¥ — S DffH % FR L £

[ 5247 41]
2 —PFFEH TACACS+ H— R Off#aFr L 7,

#show tacacs+

Primary Server Status Auth-port

XXX. XXX. XXX. XXX non_use 49

Tacacs key . AAAkey
Tacacs timeout : 3 seconds

[%7 ¢ = F OFER]

Primary Server ........coeeeeeun... TACACS+ H— "D [Pv4d 7 KL A& FRL F£9,
SEALUS veveneeeeeeeeeeeee e TACACS+ H— SO HlRILZ TR L 7 (x1),
non_use : —JE Y TACACS+ H— 3~T 7 AL T
down : TACACS+ B — S 3Mf A H]
up : TACACS+ H— 353 HI 7]
AUth=POrt..evieeiiiieieeveeeeennes TACACS+ B —NIZEHT 2 b O —MUlOR— N FHEERL 7,
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Tacacs KeYy wuueeeeeeeeeeeenaennnn. HHERE S —2 R L F7,
Tacacs timeout .........eevuneee.. TACACS+ — 305 OJSEFFH R (BEME ) #Fr L £77,

*1) FBAEY— T 7 ARFOIRFEZ R L CTWET, EATOFRIET 7 B ARFCBIT 2 — DR ELZRL £9°,
2.8.5 show users

[#4HE]
0y Ay a—FHEROFR

[ AT

show users

[E{EE—F]

Z—PE—F

(G|
2V —)V/TELNET Cra s A4 L C\WAda—FL4OEHREERL 3,
“ttyS0” X Y — b oua s A “pts/x” 1 TELNET oo a /' A v &R L £97,

[521741]
=YL OHERERRL £T,

#show users

operator ttyS0O XXX XX XX XX (XXX. XXX. XXX. XXX) enable (15) *
operator pts/0 XXX XX XX:XX  (XXX. XXX. XXX. XXX) enable (15)

#

(&7 ¢+ — R DEKE]

OPETALOr ..ueeivieeeeiieeeeeans =YL EFRRLET,

TS0t ARG FRRL ET,

PES/X eeiueeiiieeiieeeee e WKL ERRLET,

XXX XX XXIXXururrnerrnerneernenanns ns A LEAREEFRRLET,

(XXX XXX XXK XXX vevvvvvnnnnnnnnns TELNET b 0m 7 A AZ[RY | FETXRDIP T RV AZRRLET,
enable(15).........ccovvvvurunnnnn.. av R ERRLET,

e Ra<wr REFEITLEZa—Foxz Y E2RLET,
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2.9 BREFWMOEH
2.9.1 background-refresh
[#%5E]
A O EE WO K
[ AT
background-refresh [moff]
[/XF7 A2 —#]
INT A=K RENE R E R B I
moff FITHGR OB WA DbEE L2 WEA | - FATHAROMNEDOE
IZHELET, 2179
[#h{EE—F]
g —HE—F (2~ RL~UL14)
GLEED
Ny 77 R CEATOFEEM (current.cfg) IZBEL 97,
refresh F721% commit <> R ZEATHIX, IKR[F refresh WWBEZ THIL £,
[ F1741]
Ny 77 Z 0 R CEAFORENGH (current.cfg) (2L F5,
#background-refresh
background-refresh ok?[y/N]:yes
#
2.9.2 clear background-refresh
[#rE]
FH X 7= refresh WLFR D fiRBs
[ A1)
clear background-refresh
[#h{EE—F]
Bt —YE—F (a2 FL~UL14)
GILED
background-refresh =~ > R CTF#) X417z refresh LBEZ fiRBR L F 7,
[Z=1741]
FHKIE 7z refresh ALFR A2 MR L £97,
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#clear background-refresh

2.9.3  clear candidate—config / clear working.cfg
[#rE]
RAEF OB E WO MEE

[ATE]
clear candidate—config

clear working.cfg [moff]

[RF x—#]
INT A=K B E A X AE i B IRE
moff FEITHEROMNEGbEE LARVGES | - FATHER ORI NEbE
IZHRELET, E17H
[Eh{EE—F]

Fifgo—FE—F (a~rFL~UL14)

G
HEEF OFRETE R (candidate—config, working.cfg) Z ##{L L F4,

[ F1741]
e O ETE R (candidate—config, working.cfg) Z ##{L L F4,

#clear candidate-config

working.cfg ZfRE . save Z1T D HilZ clear candidate—config =<~ K (clear working.cfg =T~ K) ZFEITL 7=
B UTDORA Yy =Y RERRENET,

WARNING: You have NOT saved after editing working. cfg.
If you clear, you lose working. cfg.

2.9.4  commit / refresh

[#4AE]
S e O 3 A D S

[AE]

commit [ 7 7 A VA& > | fip://< =4 YK /RAT —F DJ@FTP — >/ 7 7 A N4 SHCEETT F L A D]
[passive] | scp://< —H4 >@LSCP H—% >/< 7 7 A4 SHC EFTTT K LA ] [{/ipv4 | /ipvél]} [{append |
load}][rollback—config [ % A ~—1# 1]]

refresh [{[< 7 7 A /L4 > Happend | load}][rollback—config [ Z A ~ —fE 1] [moff] | ftp://< = —H 4 >[:< X2 T — K >]J@<FTP
P— >/ T 7 A4 SECEETTT B L & ] [passive] [{fappend | load}][rollback—config [ #Z A <~ —1# 11| scp://< =—
P4 D@CSCP H—r3>/< 7 7 A )4 SHCEEITLT K LA > [{/ipvd | /ipv6}] [append | load}[rollback—config [ 4 1
~—fii 111]

i
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[RF x—#]
NG A—H B E A X AE i B IRE
77 AN Ty ANGHERELET, 255 SLFLAN D it FH % E 1
FILENAME % (working.cfg)FTP

SCP #—z=HT2
LAITiE, AR

a—H4 a—PHEREL ET, - BB NI

INAT —R NAT—RERELET, -

FTP H—/% FTP — % fEL £7° RA N4 FTP = ED7 7 A

[Pvd 7 K L 2
IPv6 7 K L 2

N fRET D HEAIC
. AT

HEETLT LA

REELT RV AZRELET,

IPv4 7 K L 2B [Pv6
7 R U AEA

EEAFT2—AD
TR A

passive a2 R FETHEO FTP Olsik s - JE passive
passive &— K TEMESH B 5A1C
BELET,
append | load HAED working.cfg (ZIBIN9 2 ), append: JBN HIAED working.cfg (218
BTN EREEL 7, load: & # n
SCP H— SCP #—REHEL £7, RA N SCP#—~EDT 7 A
IPvd 7 K L AT NEIRET DHEIT
IPv6 7 R L 2B I, AT
/ipv4 | /ipv6 IPv4 7> IPv6 DA 4EEL £7, - fRESNIEERA MR
LIP 7 R L RATH
[#7 1Pv4/1Pv6 ClR]—7
A N4 DA 1Pve &
B
moff EITHGR OB WEDbEE L2 WEA | - FEITHER O WA bt
IZHELET, ot o)

rollback—config (1)

—EFREHERGR%, 2~ R ETRO
running.cfg =2 7 (7 % HiHIAIITL

gt

a2 REITRIO
running.cfg =7 4 7

el %9, DFRIIABEITNEYR
A
& A~ —1H (1) o< K FE{THIO running.cfg = >/ 300 ~ 3600 600
T 4 7 EHirATe ETORRE (H
fr: B ZREL T,
Bl PREM OB EE RAEA T OREE | - -
WIS DA ICHREL £,
*1) V01.04 £ 9 YR —
[#h{EE—F]
B —HE—F (a~vr R 14), 2REE—F (BEEXTEETA)
[FiA]
#E P O ERE#H (current.cfg) 1ML £,
Bt —PE— R TlL, 77 AV, FTP $— 3 F 7213 SCP H—RZHE L AT, REBMREFAT L [H

WFIZRCBR L %9,

FTP & L 7284121, binary —F TSN ET,
FRET—RK T, 77 AN, FTP H—NFE (X SCP H— DR EIFXTE A,
working.cfg DR E D I KRB D 90% Z B 2 7 IRHE ., F 7213 KR E & B 2 7-IRHE T refresh F 7213 commit %

FATLIZEAIE, ThEh, V-0 7 Ay =V FERE= 7 — Ay -V 2 AL £F FERNITERED

B BRRBERD)

TT— A=Y ST DIREE T commit 1T TSN FEHA,

=L

AX e
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#commit
ERROR:’ Tunne| mode ipsec’ exceeds max configurations. (20001/20000)

% Can not refresh

rollback—config Z 57 L 74, WIHIMHE 10 of&iEtk. 22~ R FATRIO running.cfg 2 7 4 7 & iR AR L
E

RIEFEM% O 2= > K EITATO running.cfg 2> 7 4 7 Ot AaA A L ORI E 1ED 5551, KRNI TR~
YR OMNPEFATL TSN,

+save

¢ rollback—config clear

¢ reset

rollback—config % A < —DEZHENIRAE T refresh £721% commit ZFEATL7=25A1F. =7 —Av®—Y%2HHL F9,
T = Ay E—URHANINTHHRETIE, AJILiza~vr FEFETINEEA,

#commit
Rol Iback-config is running.
This command cannot be executed.

[51761]
T A O E R # (current.cfg) \ZKBEL F77,

#commit

2.9.5  discard / restore

[#E]
ERFOREFHROEFESHL

[ A ]

discard [[K 7 7 404 > | ftp://< 22— 44 D[ 7XZ T — R D]@FTP $— N >/ 7 7 A JL4 SHCEETLT K L & D]
[passive] | scp://< =4 >@SCP H— 3>/ 7 7 A N4 SECEE T T F L % >] [ipv4 | /ipvell)]

restore [{[K 7 7 A 144 > [moff] | ftp://< —H 4 D[ /AT — K D]J@LFTP H— >/ 7 7 A V4 SECEETT R L
Z >] [passive] | scp://< —H 4 D@LSCP H—/ >/ 7 7 A )4 S[HCEE LT R L & D] [{/ipv4 | /ipvelll]

i
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[T x—%4]
NT A=K B E A X AE i B
77 AN Ty AN ERELET, 255 SLFLAN D it FH % E 1
FILENAME #! (working.cfg)FTP /

SCP #r— %M+ 2
BaZid, A

a4, 2L EEEL T, - BRAT)

PR — R NAT—RZH/ELET, -

FTP #—% FTP #— % EL £, KA FTP #—R_ED7 7 A

[Pvd 7 K L 2
IPv6 7 K L 2

N fRET D HEAIC
. AT

EELET LA

REELT RV AZRELET,

IPvd 7 K L AT
Pv6 7 K L ZIER

EEAFT2—AD
TR A

passive a2 K FETHFO FTP Olsiks - JE passive
passive &— K TEMEX 55 AIC
BELET,
SCP H—3 SCPH—ZEL £, KA S SCPH— kDT 7 A
IPvd 7 R L 2 JE NWERRET DA
IPv6 7 K L A 1. BWEAT]
/ipv4 | /ipv6 1Pv4 2> IPv6 22 & FREL 97, - BESNTZAANE
FOIP 7R L ATH
IBr IPv4/1Pv6 CRl—7&
A N DY IPvA &
moff ETHROMNEDEEZ LRWGEES | - FEATHERR ORIV Ao
IHEL £7, 21T
mL BEEA P OREERERER O | - -
EBRICEZHTEAICEEL £
kR
[EhEE—K]

g —FE—F (a~rFL~UL14)

(]

FBELET 7 A0, FTP 3 —/ 3F7213 SCP Y — ~HIEEH T D

FTP Z 487 L 72354121, binary T—F TRk S £,
working.cfg % .. save 21T 9 BT discard T~ K| F/zld restore 2~ REFEIT LA, LTFTDO XAy &—

URRFENET,

FRIETEH (current.cfg) Z#EXHL F9°,

WARNING: You have NOT saved after editing working. cfg.
If you restore, you lose working. cfg.

[Z£174]

HAEEH P O ETF R (current.cfg) ZEXHL £,

#discard

% reading configuration file.
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2.9.6 load

[#%5E]

e H O E W D R A A

[ AT

load [{[K 7 7 A V4 > | fip://< 2—H 4 S[K /RAT — R YJ@FTP — >/ 77 AL S EETT R LA D]
[passive] | scp://< =344 >@<SCP P — 3 >/ 7 7 A )4 SECEETLT F L & >] Wipv4 | /ipv6}l} lappend]] [moft]

[ x—4]
IR A—H RIENE R E B
T AN Ty AN ERELET, 255 LFLAN D boot configuration = <
FILENAME 7 vRThEEShE, &2

B EEH 7 7 AV
R E T WA Bt AriA
e,
FTP/SCP ¥ — 3% fifi
AT 2856121, A
]

Z—P4 22—V EREL T, - B A7

INAYT—K NRAT—=REHEL ET, -

FTP #—/3 FTP —RZHEL £7, RA N FTP Y= S ED7 7 A

IPv4d 7 K L A JE

IPv6 7 K L AT

NEFRET DA
3 AT

EEILT R LA

EETT RV AZREL 9,

IPvd 7 F L ZJER
IPv6 7 K L 2

EEA BT 2—AD
TRV A

passive o~ K FETHEO FTP Olnik% - F passive
passive &£— K CEIES LA
BELET,
SCP H—3 SCP ¥ —_EHEL £ RA N4 SCPH— kD7 7 A
IPv4 7 K L AR NERET DHAIC
IPv6 7 K L ATE &, BWEA AT
/ipv4 | /ipv6 IPvd 7> IPv6 DA 4EEL £7, - fRESNIERA MR
LWIP T R L AT
[#7 1Pv4/1Pv6 ClR]—7
A N D% 1PV &
(3
append AED working.cfg (2B 50>, - BIED working.cfg 1218
BTN EEELET, n
moff FITHEROMNEbEZ LRNWGE | - FEITHEROMWA g
IZHRELET, 179
[BEE—FR]

i — Y E—RF (a<rRFNL L 14)

[Fif]

FBELZZ 7 A4, FTP %— NFE 7L SCP Y — 0D fEH D

FTP #$5%& L 72341213, binary E— R TlEEI N E T,
working.cfg % fitEtk. save Z4TH Al load 2~ > R 2 EITLIEHA, LTFOA v —URNEREINET,

U

X AL

f

=3

F ¥R (working.cfg) (ZFt AR IAI £97,

WARNING: You have NOT saved after editing working.cfg.
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If you load, you lose working. cfg.

[F1741]
FRAEH OB EEH (working.cfg) IZFHiAAIAHFE T (7 7 A V4 @ /drive/boot.cfg) ,

#load /drive/boot. cfg

load ok?[y/N]:yes

% reading configuration file

100% | | 10199 / 10199 (Bytes)

2.9.7 rollback

[B%AE]
5 FH O B3 AE A 4 D Rt A dA 7

[ AT
rollback < 1% 5 > [moff]

INT A—=H BRIENA el B

A= RIFE ST ZREL 7, 1~20 HWEA ]

moff ”fﬁﬁ%; \DWEDEZ L2NES | - FATHRR OV Ebt
IZHREL £ 2179

[EFE—F]
g —FE—F (a~rFL~UL14)

G
auto config save enable =~ > N CHEIRIFE S N EF M E . wmEH O ERE MW (working.cfg) IZFEAIAL F T,

PRGSO “17 1ZAI1E] refresh F721E commit FTOFREH & 72V . KT 20 BIFTO refresh F 721X commit AIFEE
PR ENET,

working.cfg Z#RER . save 1T I Bl rollback 2~ R ZEITL=HE. UTFTO A v =V RNEREINET,

WARNING: You have NOT saved after editing working. cfg.
If you rollback, you lose working. cfg.

[31761]
P O EEH (working.cfg) IZFEAAKRE T (REFS : 1,

#rol lback 1

rol Iback ok?[y/N]:yes
% reading configuration file
100% | | 828 / 828 (Bytes)
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2.9.8  rollback—config clear

(G577 7—2 T =27 "—T 3 ]
V01.04 DIFE

[#hE]
rollback—config % A ~—MD{% 1k

[ATIE ]

rollback—config clear

[#hEE—1F]
it —VE—F (<~ FL~UL14)

G
rollback—config # { ~—%4%1E L £9°,

[51761]
rollback—config # { ~—% 1%L L £9°,

[rol Iback-config & 4 T —AENE L TLNBIEE]
#rol Iback-config clear

STOP: rolIback-config timer

#

[rol Iback-config % 4 < —A\EE L TLVELVES]
#rol Iback-config clear

#

2.9.9  rollback—config start

[T 7 — BT =T R—T 3 ]
V01.04 DLKs

[HnE]
rollback—config # A ~—1ifi THIIZ, EHIZa—i Ny 7

[ATEK]

rollback—config start

[#h{EE—F]
g —HPE—F (avr LYl 14)

[FiA]
rollback—config & A ~—ifi THIIZ, EHiZa—L vy 7L ET,

[31761]
rollback—config # A ~—Jfi THIC, EHIZr—n Ny 7 L ET,

&
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[rollback-config # 4 Y —MEfEL TL\B15E]

#rol Iback-config start

% reading configuration file

100% | | 845 / 845 ( Bytes)

refreshing

[rol Iback-config & 4 = — M ENE L TLVELMESR]
#rol Iback-config start
#

2.9.10 save

[#hE]
A OB ERHOFZ ML

[ ASEK]
save [{[K 7 7 A V4 > [moff] | ftp://< 2 —H 4 D[:K 7RAT — R Y]J@FTP — >/ 7 7 A NE SECEETT R L A
>] [passive] | scp://< —H 4 >@SCP H—3>/< 7 7 A V4 S EETLT R L2 >] Wipvd | /ipv6l]H]

&
=
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[RF x—#]
NG A—H B E A X AE i B IRE
77 ANV T ANLEREL T, 255 SCFLLN D boot configuration = <
FILENAME % yRTHEESE, &
BRFEEE W T 7 AV
IR EE WA X H
7
FTP/SCP #— 3% fifi
AT 256121%, Al
ASH]
moff FATHERDOMNEDEE LW ES | - FATHAROMNEDOE
IZHEEL T, et )
2—HF4 a—PHEREL ET, - BIEA T
PNRAT—R NAT =R &HELET, -
FTP #—/% FTP ¥ —_ZHEL £, KA N4 FTP — LD 7 7 A

IPv4 7 R L 2
IPv6 7 R L 2B

NEfRET 2HEIC
3 HEATT

EEITLT R R

REELT RV AEZBEL T,

IPvd 7 R L ZTER,
IPv6 7 K L 2

EEAV AT =2—AD
TRV A

passive o~ R FE{THEO FTP Ok % - F passive
passive E— K TEMWESH B 5A1C
BELET,
SCP H— SCP 4 — %572 L £, A 4 SCPH—3 kD7 7 A
IPv4 7 K L 2 NERRET AT
IPv6 7 K L AE 1. AT
/ipv4 | /ipv6 1Pv4 7> IPv6 D2 & FEEL £, - BESNTZFRANE
FOIP7 R L ATH
It 1Pv4/1Pv6 TRl — 7k
A N DA IPvd &
ik
[Eh{EE—F]

g —FE—F (a~rFL~UL14)

(@D

ELZT 7 A/, FTP % —s3FE721% SCP Y — " ~fREH O EN #H (working.cfe) Z#E X HL £,

FTP Z45& L 7= 3HA 121, binary E— K THzE S ET,

working.cfg DR EB NI KR ELLD 90% 28z 72 IKRE, 71T KRR EE & B 2 72 IRIE T save & FEIT L 7285513,
T == Ay =R ML ET FEIMPIZBRIEORRER B ER)

#save /drive/boot. cfg
save ok?[y/N]:yes
WARNING:’ Tunnel mode ipsec’ is close to max configurations. (3600/4000) —>90% %#{Bx -i5&

% saving working-config
100% | | 14435 / 14435 (Lines)

[E9741]
WEHRORERBEH (working.cfe) #EEHL £ (7 7 A /v4 : /drive/boot.cfg) ,

#save /drive/boot. cfg
save ok?[y/N]:yes
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% saving working-config

100% | | 18 / 18 (Lines)

#

2.9.11 show background-refresh

[#rE]
T refresh fHFHMDOFR

[AT1K]

show background-refresh

[Eh{EE—F]
g — Y E—F (a2 FL~UL14)

[FAA]

T refresh 2R AL 77,
[51761]

T refresh R EZ R AL 7,

#show background-refresh.

Refresh process : IDLE
Next Refresh - NONE

#

(&7 4 —L R DOE%]

Refresh process .......oeeeeuen.... refresh JLEEDIRAEZ R L £,
“IDLE” refresh ZLER | L CU 720
“RUNNING” :  refresh LB

Next Refresh............ceeeeenn. TH refresh OMRIEE R R L £7,
"NONE” T refresh 72 L

"WAITING” : T#) refresh e H

2.9.12 show boot

[B%AE]
ECENE L, EEFERER T 7 A 4 DFR

[ATIE ]

show boot

[EEE—1]

=

(]

HEE AL B O R EN I 1 W & EBFBOERR T 7 AV DT 7 AN RRL ET,
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(547 1]
SEE PR B RO BN & BB E W T 7 ANV DT 7 AN EFRLET

#show boot

next-boot-side: other-side
config : /drive/boot. cfg
#

[%7 ¢ = FOFER]
next-boot—side:........ccceec... EEFEEREOEBmERE R L £7,
present side : EL
other—side : AL
CONFIZ ¢ vvveveeiiee e HERFRTEER 7 7 ANVDT 7 AN T TR L £,
T TERIL /drive/boot.cfg ZFREE L TWETMN., 7 7 A Vi save FRICIERR S IV E
7T, HEEDFICHEESNTE T 7 AVBHEELRWGEAITIH = 7 4 72 HL
TE#L £,

2.9.13 boot configuration

[#rE]
SEE LI SRR E Y 7 A VA DR TE
[ AT
boot configuration < 7 7 A /L4 > [moff]
[RF x—#]
IRT A=K PENE T A P B I
77 AN Ty ANV ERELET, 255 XFLAN D A WEAT]
FILENAME 7
moff FITHROMNEDEE LAWES | - FATHR O NEDOE
IZHREL 7, 2179
[#hEE—F]

Hrlgr—HFE—F (<2 Nl UL 15)

(G|

HEEEHFICHAADRE Y 7 ANVAEERELET, Ra<v RTHEELLEY 7 A V4IE, LA "boot.cfg” D4
AICBRATRE L 72 0 F9,

BELEZTZ 7 AVNEELZVWEAIR, V—=2 7 Ay =2 N L CETHEROMONEbEEITWET O T,
B2 WAL 7y Z AL TLIE &,

THGHRIERIT /drive/boot.cfg ZFEL TWET, 7 7 A VBIEEL R WA save BRICIER S L E 4, 2EEET)
RRCIRESNTZ 7 7 ANVBNEEL WS a > 7 o &R L TGEEIL £,

[Z=1741]
IEE B CRAAD R E Y 7 ANVAEREL£T (7 7 A V4« /drive/boot.cfg)

#boot configuration /drive/boot. cfg

i
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2.9.14

[#hE]
TR DR O 2

[ AT

show candidate—config [no—password | < E— K 4 >]

show working.cfg [no—password | < E— K4 >]

[XF A—%]

show candidate—config , show working.cfg

BOEWNE

i

A A R

IR

NAY — R kA R AICiRE L
£

SRR — R kA R &S
VA

BEE—RN4 BEE—RNAZERELET, - TRTCOFEE—RN %
FoR
L FTRCOBEET—F &RV —RH | - -
WA RS RV TERT BEAITIRE
LT,
[EFE—FK]
i — Y E—RF (a<rRFNL L 14)
[FiA]

LM ORERBE R £

“no-password” Z5E L 72HA 11X, NAY — R EE%E “<removed>” EFRLERT I ENTEET,
working.cfg(candidate—config), current.cfg(running.cfg). boot.cfg(startup—config) D EEfRIL. A F DO L H 1270 £9,

refresh » restore boot. cfg
working. cfg 4 current. cfg boot. cfg
restore refresh boot. cfg
save boot. cfg
load boot. cfg
[517H1]

M OB ERBEZRL £

#show candidate-config

LAST EDIT

XXIXX:XX XXXX/XX/xx by operator

LAST REFRESH xx:xx:xx XXxx/xx/xx by system at boot

!
!
I LAST SAVE
!
!

snmp-server community public
snmp-server enable traps

XXIXXIXX XXXX/XX/XX by operator

snmp—server host Xxx.XxX.XxX.Xxxx public-polling

!
logging level informational
logging host XXX. XXX. XXX. XXX
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!

ntp server XXX.XXX. XXX. XXX

!

username local1b privilege 15 password 1 yxpIS9PruookM
username local2 password 1 Jmlgbg04WHIos
username local3 password 1 4Q2ikskdg8JnA
!

hostname FITELnet

!

!

end

2.9.15 show file configuration

—

HRE]

EERT 7 ANVNEDFR

e

[ AT
show file configuration < gXETER T 7 1 V4% >
[RF x—%4]
T A—H WENE T A P B I
BREEWT 7 A V4 BREBH T 7 ANVAERELET, | 255 XFLUAD B WA A
FILENAME 7
[#h{EE—F]

it —YE—FK (a<wrRFNL UL 14)

(3]
RERWT 7 ANVOWNEERRL ET,

[31761]
REBHRT 7 ANVONBEEFRL FT,

#show file configuration /drive/boot. cfg

I LAST EDIT XXIXX:XX XXXX/XX/xx by operator

I LAST REFRESH xx:xX:xXx XXXX/xx/xx by system at boot
I LAST SAVE XXIXXXX XXXX/XX/xX by operator
|
!

snmp-server community public

snmp-server enable traps

snmp—server host Xxx.XxX.XxX.Xxxx public-polling

!

logging level informational

logging host XXX. XXX. XXX. XXX

!

ntp server Xxx.XXX.XXX. XXX

!

username local1b privilege 15 password 1 yxpIS9PruooKM

85 Rl



avr R Y77 vr A - ENE R 2

username local2 password 1 Jmlgbg04WHIos
username local3 password 1 4Q2ikskdg8JnA
!

hostname host01

!

!

end

2.9.16 show current.cfg / show running.cfg

[B%AE]
OB ERF O TR

[ AT
show currentcfg [no—password | < E— R4 >]

show running.cfg [no—password | < &— K4 >]

[XF A—%4]
INT A—H B E A R i E

no—password SRR — R A RTIGAICEEL | - INAT — R HEI A R &
E3 S 20

BEE—F4 REE-NAEIELET. - TATOREE—F &

FKor

L FTRTCOBREE—RNENAT =R | - TRTOFREE—RN %
WA RS 2N TERRT DHAIIEE EGN
LT,

[BEE—FR]

g —FE—F (a~rFL~UL14)

@)

HEHATHOREHREFRFL E7

“no—password” ZFEE L 72HE 121X, /XA U — R EIE % "<removed>” L KR LB TZ ¢ N TE £,
working.cfg(candidate—config), current.cfg(running.cfg,). boot.cfg(startup—config) DEERIZ. LLTFD X 5172 £,

refresh restore boot. cfg

>

working. cfg current. cfg boot. cfg

<

restore refresh boot. cfg

save boot. cfg

load boot. cfg

[547 1]
B OBER WA R L ET,

#show running. cfg
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I LAST EDIT xx:xx:xx xxxx/xx/xx by operator

I LAST REFRESH xx:xx:xx Xxxx/xx/xx by system at boot
I LAST SAVE xx:xx:Xx Xxxx/xx/xx by operator
!
!

snmp—server community public

snmp-server enable traps
snmp—server host xxx.xxx. xxx.xxx public-polling

logging level informational

logging host XXX. XXX. XXX. XXX

ntp server XXX. XXX. XXX. XXX

username local1b privilege 15 password 1 yxpIS9PruookM
username local2 password 1 Jmlgbg04WHIos
username local3 password 1 4Q2ikskdg8JnA

hostname FITELnet
!

!

end

2.9.17 show startup—config / show boot.cfg

[#hE]
B OB WO R

[ AT
show startup—config

show boot.cfg

[EEE—FK]

g —HE—F (avr LUl 14)

(R ]

EBRFOREFRERRIL E7,
working.cfg(candidate—config), current.cfg(running.cfg). boot.cfg(startup—config) D EERIL. A F DO L H 1270 £,

refresh » restore boot. cfg
working. cfg 4 current. cfg boot. cfg
restore refresh boot. cfg
save boot. cfg
load boot. cfg
[ 5247 61]

EEHORERBRE R £
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#show startup-config

I LAST EDIT XXIXX:XX XXXX/XX/xx by operator

I LAST REFRESH xx:xx:xx XXxX/xx/xx by system at boot
I LAST SAVE XXIXX:XX XXXX/XX/xx by operator
!
!

snmp—server community public

snmp-server enable traps

snmp-server host Xxx.XxX.XxX.Xxxx public-polling
!

logging level informational

logging host XXX. XXX. XXX. XXX

!

ntp server XxX.XXX.XXX. XXX

!

username local1b privilege 15 password 1 yxpIS9PruooKM
username local2 password 1 Jmlg5g04WHIos
username local3 password 1 4Q2ikskdg8JnA

!

hostname host01

!

!

end

2.9.18 show timestamp working.cfg

[#rE]
BADNAR LT ORI

[ATEK]

show timestamp working.cfg

[BifFE—NR]
g —HE—F (avrRFL YL 14)

[FiA]
working.cfg DX A ZNAH T EIRHEMRGFDO X A LA R TR IR L £,

[31761]
working.cfg DX 4 DA K T EIRHEMRGFDO X A LA X TR IR L £,

#show timestamp working. cfg

LAST SAVE: 00:00:00 2013/01/02
LAST EDIT: 00:00:00 2013/01/01

#show timestamp working. cfg
LAST SAVE: 00:00:00 2013/01/01
LAST EDIT: 00:00:00 2013/01/02 (modified) <—mERFLYRICIRESINI-IGS
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2.9.19 wait-refresh

[#rE]
refresh WLER D EEAR

[ AT

wait-refresh

[EEE—1]

g — Y E—F (a2 FL~UL14)

(]

background-refresh =~ K CTH) S 17z refresh WHEAEHE L F9, Ko~ N5E
LEERRTav s R TL, 7Ry I RR-TCEET (RRIIH Y EHA),

srefresh JLEEZ L TV 20
¢ PRI Iz refresh 2372100

[Z=1741]
refresh WLER 2 BEAR L

E

- LUF OS24~ T 7z

#twait-refresh

#

2.9.20 import equipment—info
[#rE]
TEEAE RO TR S
[ AT
import equipment—info < 7 7 A /L4 > [moff]
[$F 2—%]
INT A—H ENRE X i A W
77 AN MR T 7 ANV ETREL E7, | 255 SLFLIA D FILENAME B WEA AT
moff ETHEROMNEDLEZLRWES | - EITHGR O WE b %217
WCHREL £, )
[EhEE—F]

it —Y £ —F (a<rRFL~L14)

GLZ)

export equipment-info 2~ K CERIFL 727 7 A V&G AAIAIET,

[EE]

AKavr FEFETTHESICE. THEABOREBIZEL THALFEML T EE 0,

TR O]

&
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=

(547611
EENWE T 7 A NS HEHIAB ET,

#import equipment-info /usb1/filelNFO. data
import ok?[y/N]:

2.9.21 export equipment—info

[#hE]
LEEEHRORATE
[ A ]
export equipment—info < 7 7 A /L-44 > [moff]
[XF x—%]
NG A—H AR ENZ FRE it PR A WK IRE
77 AN RAFRET 7 ANVAEIREL £, 255 CFLAN @ FILENAME %4 HWEA W]
moff fﬁﬁ%; LDV EDLEELRVES | - FATHER OGO AT
WHREL £75 )
[EFE—F]

g — Y E—F (a2 LUl 14)

[(FiA]

UUT OdiEERE 7 7 A VITREFEL £,
=0 A AV SV

senable /XA T —R (L~ 1~ 15)

o ECENRERLE 8

+PKI FiEHA E1EH

*+SSH #175 #t

varTFra—Fr—4

[Z=4761]
HEEERE 7 7 A VIREFEL 15,

#texport equipment-info /usb1/fileINFO. data
export ok?[y/N]:
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2.10 USB AFV 0O#fE

2.10.1 mount

[#%5E]
USB AEY D~ b

[ AT
mount usb <USB ""— F F 5 >

[T 2—%]

NG A—=H B E A % A i

B IE

USB R — &5 USBR— M EZZEEEL £, 1

A A]

[BifFE—NR]
g —HE—F (avr LUl 14)

[FiA]
USBAEVZ~DU 2 NLET,
USB R —RMIZUSB AE Y 2 A L2, ZEEDBIHIZ mount =<2 R EFETL ET,

[51761]
USB AV A~ hLET (USBAR—F 1),

#mount usb 1

2.10.2 show mount

[#hE]

T 7 ANY AT AOREDOE R
[AFE K]

show mount

[BhfFEE—N1]

s

[FimA]

T ANV AT LAOWREEFRRLET,

[31761]
T AN AT LAOWREEFRRLET,

#show mount

Filesystem 1K-blocks Used Available Use% Mounted on
/dev/root 757680 669988 32644 96% /
devtmpfs 1824028 0 1824028 0% /dev
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tmpfs 262144 10336 251808 4% /dev/shm

tmpfs 131072 51444 79628 40% /dev/shm2
/dev/mmcb | kOp1 65390 10 65380 1% /mnt/boot
/dev/mmcb |kOp5 992 80 844 9% /equipment

/dev/mmcb |kOp8 2736240 1704132 873400 67% /drive
/dev/mmcb |kOp7 999320 2548 927960 1% /drive/core

cgroup 1832444 0 1832444 0% /sys/fs/cgroup

/dev/mmcbkOp6 1998672 918816 958616 49% /drive/Ixd/storage-pools/default
tmpfs 100 0 100 0% /drive/Ixd/shmounts

tmpfs 100 0 100 0% /drive/Ixd/devixd

/dev/mmcb1kOp3 on / type ext4 (ro, relatime, data=ordered)

devtmpfs on /dev type devtmpfs (rw, relatime, size=1824028k, nr_inodes=456007, mode=755)
proc on /proc type proc (rw, relatime)

sysfs on /sys type sysfs (rw, relatime)

debugfs on /sys/kernel/debug type debugfs (rw, relatime)

tmpfs on /dev/shm type tmpfs (rw, relatime, size=262144k)

tmpfs on /dev/shm2 type tmpfs (rw, relatime, size=131072k)

tmpfs on /tmp type tmpfs (rw, relatime, size=131072k)

tmpfs on /etc type tmpfs (rw, relatime, size=131072k)

tmpfs on /var type tmpfs (rw, relatime, size=131072k)

tmpfs on /run type tmpfs (rw, relatime, size=131072k)

fusect! on /sys/fs/fuse/connections type fusectl (rw,relatime)

/dev/mmcblkOp1 on /mnt/boot type vfat (ro, relatime, fmask=0022, dmask=0022, codepage=437, iocharset=is08859-
1, shortname=mixed, errors=remount-ro)

/dev/mmcb [kOp5 on /equipment type ext4 (rw, relatime, sync, block_validity, delalloc, barrier,user_xattr, acl)
/dev/mmcb [kOp8 on /drive type ext4 (rw, relatime, data=ordered)

/dev/mmcb [kOp7 on /drive/core type extd (rw, relatime, data=ordered)

devpts on /dev/pts type devpts (rw, relatime, gid=5, mode=620, ptmxmode=000)

cgroup on /sys/fs/cgroup type tmpfs (rw, relatime, mode=755)

cgroup on /sys/fs/cgroup/cpuset type cgroup (rw, relatime, cpuset)

cgroup on /sys/fs/cgroup/cpu type cgroup (rw, relatime, cpu)

cgroup on /sys/fs/cgroup/cpuacct type cgroup (rw, relatime, cpuacct)

cgroup on /sys/fs/cgroup/blkio type cgroup (rw, relatime, blkio)

cgroup on /sys/fs/cgroup/memory type cgroup (rw, relatime, memory)

cgroup on /sys/fs/cgroup/devices type cgroup (rw, relatime, devices)

cgroup on /sys/fs/cgroup/freezer type cgroup (rw,relatime, freezer)

cgroup on /sys/fs/cgroup/net_cls type cgroup (rw, relatime, net_cls)

cgroup on /sys/fs/cgroup/perf_event type cgroup (rw, relatime, perf_event)

cgroup on /sys/fs/cgroup/net_prio type cgroup (rw, relatime, net_prio)

cgroup on /sys/fs/cgroup/hugetlb type cgroup (rw, relatime, hugetlb)

cgroup on /sys/fs/cgroup/pids type cgroup (rw, relatime, pids)

name=systemd on /sys/fs/cgroup/systemd type cgroup (rw, relatime, name=systemd)

none on /sys/kernel/security type securityfs (rw, relatime)

Ixcfs on /var/lib/Ixcfs type fuse. Ixcfs (rw, nosuid, nodev, relatime, user_id=0, group_id=0, al low_other)
nodev on /mnt/huge type hugetlbfs (rw, relatime, pagesize=2M)

/dev/mmcb [kOp6 on /drive/|xd/storage—-pools/default type extd (rw, relatime, data=ordered)
tmpfs on /drive/|xd/shmounts type tmpfs (rw, relatime, size=100k, mode=711)

tmpfs on /drive/Ixd/devixd type tmpfs (rw, relatime, size=100k, mode=755)

(&7 4 —FDOEH%]

Filesystem .....veeeeeeeeneeeennnnnn. mount 57 7 A /L AT LA AZ R R L £97,

TK=bloCKS vvveeeerieeeeciieeenns T 7 ANV AT AEEOBRERREE 1Kbytes 7 1 v JETHRIRL £7,
USEd. e FHEHL CWAREES 1Kbytes 7 2y 7 THR/RL F,

Available .....oooeviiiiiieeen R AR R E% IKbytes 7 2 v 7 TRL T,
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USER e T AN AT AOERAFEEFR L ET,

Mounted 0N ..eeueveneeneeenaennnen. mount L CWABT 4L 7 M V&AEERL FT,

/devV/TO0t cecuusiiieeeiieeiinnen. BENH O T 7 — LT =2 T ZEML TWDE T 7 AV AT LEEE T,

deVEmPLS weveeeeeieeeiieeeiies VAT APMMERT DT 7 AN AT AGEKTT,

/dev/mmeblkOpl ................. ROM ZH#AHL TWD 7 7 A /L AT KNE T,

/dev/mmeblkOp5 ................. VAT ABNERT AT 7 AN AT AFEKTT,

/dev/mmeblkOp7 ..veveeeennnn.e. W AT 4 7T DT 7 AL AT LR T,

EMDPES wevve e, VAT LAPEMRTDT 7 ANV AT AEETT,

/dev/mtdblockO .......c.eea..... VAT EAPMERTET 7 AN AT AEIKTT,

/dev/mmeblkOp2 ................. KEHEOT 7 — 20 =T EHENL TND T 7 AV AT LEK T, reset other—
side L 723813 /dev/mmeblk0p3 (272 0 £97,

/dev/sdal cooooviiiiiiiiinnenn, USB AE VDT 7 ANV AT LEEKTT,

/dev/sdbl covviiiiiiiiiin USB AV DT 7 ANV AT LEEKTT,

2.10.3 umount

[#rE]
USBAEVZT o ~vT7 b
[ AT
umount usb <USB R — k &5 > [force]
[T x—%]
RT A—H R ENA X AE i AW IRE
USB R— &5 USBAR—FESEZHEL £7, 1 1)
force USB A& U Z88fIICT >~ v - SR T >~
MBI AICHREL £ R LN
[BhfFEE—N1]

g —HE—F (avrRFL UL 14)

[FiA]
UBAEVZT v~ L ET,

USBAEY EDT 4L 7 U ZEDLU T 4L 7 RYELTWAEAIL, umount 2~ R 2#FEfT T FHA, =
V7 FTUSB AV~ L TWDEEED, umount a~v> R EFETTXEHA,

[Z=4761]
USBAEV AT~ hLET (USBAR—F 1),

#umount usb 1
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2.11 o—¥osgkIas 7ok

2.11.1 clear line

[#%5E]
a—¥oua s 7y bk
[ AT
clear line < WK 4 > [force] [moft]
[XF x—%]
T RA—H BWENR X E A I
UhA A SRAEREL E7, 254 LFLAN O WORD %Y BWEA AL
force a—Y RIS T NS5 | - O] =y NI S AN
BACEEL T, W
moff FATHEERO WA DEEZ L RWES | - FATHEGBO WA bR 21T
WHREL £, )
[BhfFE—N1]

Bt —HYE—F (<~ L~ 14)

[FiA]
a4y L TCWba—HE2a 77y hEEFET, vl AL TS —W (X show users 2~ K CHER T %7,
“force” HIRET H Z & T, show users 2~ KO IFERD pts/x 127" Bt EENFz2—VF ol 7o 385

ZLEMTEET,

[ F1741]
al AL TCWbha—Fr2ua s 7y FEEET (ERSA pts/l1),

#clear line pts/1
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T D EEE)

reset

2.12

2.12.1

[#&5E]
JEE O AL E)

[ AT

reset [ BRET 7 A /V4 > [rollback—config [ % A ~—1{#& 1] | clear |

[force]l] [moff] [event < 7 7 > g > % 744 >] [moff]

[T A—4]

other—side [update < 7 7 —A U =7 7 7 AL >

INTA=F

BENE

A A

A IR

WIET 7 ANV

PR BRI FR AT RIET 7 AV
LT DB EIREEL £,

255 CF LA @ FILENAME 74

AL LB ISR A A TR
77 ANEREEL 2N

rollback—config (*2)

SEEEBRCRET 7 AN e
T HAAB L £9, —ERF
Famtg, BEkL Th DEERBINIC
FEARIATRRRTE 7 7 A )V & B R AAIA
ML E9,

LEE B R I B ARA TR E
T ANERET D

Z A <1 (+2)

ik L Th 2 HBEEBFICHA AL
WIET 7 A )V &R AL £ TORH
) zfRELE7,

300-3600

600

clear |
factory—default (1)

THHREBICRTHAICEEL %
D

THHmIREBIZ L Ze v

T =T 7 7 A VTR R ETHERO
MnaEbes, HESL 3,
—ERD v ZIERIIY LS v E T,

other—side B, REMAmT CEEST25E1CH | - BEOEE E CHE®§ 5
ELFET,

update RN, REMAEICT 7—5 | - REAEIZT7 77— T =7
T =T 7 7 ANERRT OEGAICHE 77 ANVERERL W
ELET,

Tr—hU =T BB, REHEICEBRTS | 255 XFLLN O FILENAME 5 EWEAA]

T AN T ANHEREL £T,

force Ty =T =2 T =g UN[ED | - T 7= T RN— g
LA THMEINICEE T 25810 ME—OEGEI TR L e
ELFET,

event Uty hFETHICARC T 739 | - AR NT I a v BFT
VM event manual =~ N TFEEL L7
2T v a T HRRCEEL
£,

TIovarvETL Uty FIEATRHCIAT S D A | 32 XL O WORD Y BUEAST]
cNTovaroT a2 4%
fBEL £7,

moff EITHEROMWEDLEZLRWGE | - FATHEROMNE DR 21T
WHREL T, )

2L B T OREN R 77— b | -

*1) clear 4~ 7°Y 3 o & factory—default 473 3 > Tld,

*2) V01.04 L O ¥R —h

FATOIZDD AT D20 £ ([FE76]] 2)
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[EhEE—F]
Fitg— Y E—RF (a<r L~ 15)

@)

EELBEEL £,

AREEILT 7 — LU =T BT D120 O E 2 SFf> TV ET,

working.cfg Z fifEf&. save Z1T I Hillreset A~v U REZFEITLIZHA, UTO Ay =Y RRRENET,

WARNING: You have NOT saved after editing working.cfg.
If you reset, you lose working. cfg.
reset ok?[y/N]:

¥ 7-. working.cfg ZfEEE1% . refresh Z1T O Hijll reset I~ R 2 E(TLT2HE U TFD A v = NERENFET,

WARNING: You have NOT refreshed after editing working. cfg.
If you reset, next boot configuration is /boot.cfg, not current.cfg.
reset ok?[y/N]:

ET 7 A4 L rollback—config € L 725A 1L, EEEBRCFHAATLRE Y 7 A /VOBGFKITITHT, EE
RLENRELZ 1 TS B A B SR L E T,

FIIAME 10 ik, Bk S TV D IEEEBIFICHIAIALHE 7 7 A NV & BRI L £,

FRBEE % DR E T 7 AV DFEHrIAH I L OB A 1L 28613, FERINIZ T2 v Fofifivh 2 7L T
720N,

¢save

srollback—config clear

*reset

[Z=1741]
LELPHEREL 7 GEAIATRKE Y 7 A /v : /drive/boot.cfg) ,

#reset /drive/boot. cfg
reset ok?[y/N]:

WEZBEEL £ (THHAREICRT),

#reset clear
reset ok?[y/N]:
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2.13 T7r7—2b0=xT 77 AIVOEE

2.13.1 extract—firmware

[F&RE

77 =AU =T ORHN

[ AT
extract—firmware < 7 7 A /44 > [force] [moff]
[XF x—%]
INT A—H RENE X E A I
77 ANV Ty ANGHERELET, 255 SLFLAN O FILENAME % AIEAT]
force N— g R EITDT, BEHE | - Fl—nN_—a0D7 77—
BT A58IREL £7, 7= TIXREEL 20
moff FITHEROMNEDbEE LA WES | - FATHEROMNE DR 24T
WHREL 7, )
[BhfFE—N1]

o —HE—F (<L~ 15)

(i8]
BEOREAEIHREL 127 7 — A7 =7 ZRIL £7,

AEEXT 77— 20 =T 2T 57000 E 2 > (REim, REMm) 2> TWET, “force” ZHEL AR
WIRAICIE, REREICRHEN TWA T 7y —A T 2T DN — g U A ERL . B B5E5I121F U7 w—
I EFRLUBEHINRE L ET,

[1E]
running.cfg {2 “update firmware” R EN G ENTWVWALHE, Ka~<w U RICLb2 7 7—AU 2T A A —LHC, &
JHOFF Yty h A v FICLDEEREIRZE/ML 2V EHICTEELEIN,

2.13.2 update

[B%AE]

updateinfo 5% X D Ft A+ A F-

[ATIE ]

update [passive] [moff]
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[XF 2x—%]
INT A—H X EZ X E i A W

passive o< R FETIREO FTP O#sik % - JE passive
passive E— K TEMES H 35412
fBEL £7,

moff EITHEROMNEGDbEZLRWGES | - FATHEROMNEbEE L
WHEL T, E3x

L JE passive TFTP —"m b7 7— | - -

AT =TT 7 ANERGL T, £
1THER O WEbEE L £7,

[EhEE—F]

i — Y E—RF (a<rRFNL L 14)

(G|
updateinfo € & @t riAH, FTP Y — "G 7 7 — A7 =27 7 7 AV ETHL A A b —L L E7,

2.13.3 verify file firmware

[#rE]
Ty =D xT 77 ANDTF =7

[ AT
verify file firmware < 7 7 A /L4 >

[XF Ax—=2%]

IRT A—H R ENA X i R A WK IRE
77 AN Ty ANHERELET, 255 LT LLN O FILENAME # B WA AT

[EhEE—F]
i — Y E—RF (a<rRFNL L 14)

G|

TP —AT 2T T 7 ANDT = 7 EITFNET,

T T =PRI SN AEITE, UTOA Yy E—YF2 )L ET, USB AEYREL HFHAINTWAD, FEEL
727 7 A NVBIEL W B iR, WAL AN B F 7213840 BE L 2 I Bl TR < 72 E

[T — 2y &—V]

File access error. .....c.......... WEESNTEZ7 7 ANVERIT EE A,

Read error < 7 7 A V4 >

BESNET7 7 ANEGRHFRADETN, 77 AN AN T 7 —A0 =T 774V
P AXELLTCGEROLNDE VA XL D/PNENWZ EREZLNET,

Can’t open < 7 7 A JL4, >.This is not firmware

........................................ T 7 ANDBERONY /A, 77 ANAEMERL TITEIN,

{7 7 A4 > is not firmware file. This is not firmware

........................................ Tr—AU T 77 ANTIEH Y FHAL

Ty =AU T 77 ANDlength 7 4 — IV RIZEINTZT 7 AT A XL, FEED
T 7 AN A XBRIR Y £,
MD5 mismatch. ........ceeeeeeen. MDS IZXDBF =y 7 TRENHY F LI,
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2.13.4 verify file md5

[#rE]

77 ANDMDS F =y 7Y ADER

[ AT

verify file md5 < 7 7 A /V44 > [KMD5 F = 7 ¥ 2 >] [moff]

[$F 2—4]

RNT A—H BMENE AR E Hh A A I

77 AN T ANHEREL £7, 255 SLFLLPN O FILENAME %4 A WAL

MD5 F = v Z7H L5 | Hlkd 5 MDs F =y 7 LEBFEE | 32 UF MD5 F = v 7% MEDOFKR
L%, D I

moff FITHER OB WA bEE L2 WA | - FATHER O WG 21T
WHREL £, 9

[#h{EE—F]

it —FE—F (a<r L ~UL 14)

[FiA]

T7ANDMDS F w7V LERRLET,

MD5 F = v 79 LMEEZATITEHZ LT, ERELETEET,

2.13.5 show file firmware

[#hE]

Ty —LT 7 AN EDT 7 — AT =T RN—2 3 L DFER

[A A K]

show file firmware [difference] < 7 7 A V4 >

[RF x—%4]

RT A—H R ENZ et A W RE

difference 7 7 AV kB, AR A O - T AN EDT F— AT -
T =AU =T N—T g U ERERT TR—= g v DIRFER
LHEEITHREL ET,

77 ANV Ty =L =T 77 ANLEREL | 255 LTLINO FILENAME & HIEAT]
£,

[#h{EE—F]

g — Y E—F (a2 LUl 14)

G
T — AT T T 7 AN DT 7 — AT 2T A= g o EFRRLUET,

“difference” ZIELT-BE. 77 AN DT 77— 2T "= a0 EESBRBLBEIT " BFRELET,

99

Ty =L =T 77 ANOFRE



aw R YT 7L A - ERERR GRESE G

2.14 T7—AT T N_— g

2.14.1 show version

[B%AE)

WEDT 77— 7 2T =V g DER

[ AT

show version

[Ehffe—1]
Z—PE—F
GICZ)

ARIEBEBORENE, RERAED 7 7 —L U =27 ONR— g UEHRERTIL E7,

AIEBIINERIZ T 7 — D0 = T 2T 2720 O %E 2 DFF> TV | show version 22 R TEN—T 3 v %
Ml T & £9°, present—side DNEHIERLENT DT 77— L =7, other-side DEEIL TWRWT 7 — A7 =T D/—
VaregL TWnET,
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2.15 77— =TT v 7T —MNEHR

2.15.1 show reset—update

[F&RE

T7 =AU T DA AN —VEROFR

[ AT

show reset—update

[#h1EE—F]
Ml —E—F (<o FL~UL14)

(G|
T 7= =T DA A= MEREERLET,
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2.16 VY —AIEH
2.16.1 ps

[B%AE)

It AR} T gy hDOFER

[ AT
ps [ A7 ar]

[T 2—%]

INT A—H RENE X E A I
F T a FTvarvERELET, - 7 a vl L CEIME

[BifFE—NR]
Ko —HE—F (<L~ 15)

[FiA]
BEEITEN WA EADRAF Yy P ay NEFERLET,

[31761]
BEEITEN WA B EAD Ay P ay NEFERLET,

#tps
PID TTY TIME CMD
6995 pts/4 00:00:00 ps
12645 pts/4 00:00:00 cli
12704 pts/4 00:00:00 cli.bin

(&7 ¢+ — R DEKE]

PID oo Tuv A0 ID EFRLET,
TTY oo FITL TV DKL ERRL ET,
TIME ..o RFEL 7= CPU IRl & RR L £7,
CMD oo FiTa~vr FERRLET,

2.16.2 process command

[#&5E]
TavAOEIR, ZE), 7 FEE

[ATEA]
process command {kill | hup | abrt | boot} < 7 & & 244 > [moff]

Tt

102 Y v — 215



a~vr R U7 7Ly - EREHR B2 Ak B
[T x—#]
INT A—H X E A RRE At PR A W
kill | hup | abrt | boot T ADEIELREIEZ T ok | kill: et R EEIE A WA ]
AT T VOREEREL T, | hup: 7 2®AIZHUP v 7%
E(E
abrt: 7 @& A2 ABRT > 7 F %
S
boot: 7' 1t A Z L)
A =N TrkR4, HHVEPID ZHEE | 254 CFELANO WORD Y BWEAT]
L7,
moff TR O WE % LARWEGES | - FATHEAROMNE D
WHEL £, ot o)
[EFE—F]
g —YFE—F (a2 RFL~L15)
G|
Fov AOEIEORE), £t R S FAAOREEEITVET,
[ 5247 61]
HERITEIN WA 7 o2& EIEIEET (Fat X syslogd),
#process command kill syslogd
USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
root 2036 0.0 0.1 17008 3072 ? Ss| Nov25 0:14 /usr/sbin/sys
logd
kill process syslogd now . 0K?[y/N]:
2.16.3 show buffer
[#RE]
Ny 7 7 O RO RR
[ AT
show buffer
[T x—#]
[EFe—F]
Z—HPE—F
(5]
Ny 7 7 ORI ERRL 75,
[54741]
Ny 7 7 ORI ERRL 75,
#show buffer
Physical memory statistics
Total Used Free Buffers Cache Slab  Shared File
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2948740 201796 2160532 3084 336596 246732 238444 101244 kB

Kernel slab cache information

Active / Total Objects (% used) 178866 / 179938 (99. 4%)

Active / Total Slabs (% used) © 12673 / 12673 (100. 0%)

Active / Total Caches (% used) 2101 / 147 (68. 7%)

Active / Total Size (% used) : 245362. 27K / 245721. 20K (99. 9%)

Minimum / Average / Maximum Obj-size : 8 / 1398 / 10240

Unix domain socket statistics

Stream Datagram

InSeg/Dgr : 1783355 1543
OutSeg/Dgr : 913216 1543
InErr: 0 1
OutErr: 0 0
RevqErr: - 0
SndbufErr: 0 0

(&7 ¢+ —/ R DEKE]

fEFHTATHEZ: RAM O s a2 Fon L £77,

ERY A X EFRL F7,

BEFARXERRLET,

T ANy T IEHT oM AT Y 2R AL ET,
NR—=TF % v 2 (Shared Z&Te) ZFRL F9,
H—=FNVNOT —ZEEROX v v v 22 TR L ET,
HHEAEVIZH VY ToNZ AT Z2ERLET,
File: vooioeieeeeeeeciias Ty ANFY v amFRrLET,

2.16.4 show memory

[#%AE]

BV 2= LOWERY Y — A RO

[ AT

show memory f{all | Y = —/14 }

[T 2—%]
PRT R—i BWENE Byt W

all | Y 2 — 4 FRTDHEY 2— L EREL all: T_XTHEY 22—/ A MEA ]
+, TV a— V4

[Eh1EE—1]

Z—PE—F

G|

EV 2= LOWIRY Y —AERERRL £T,
[521761]

EYV 2= LOWNHY Y — 2 EWREFRL T @),

#show memory al |
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2.16.5

NSM Memory Statistics:
Memory type

Free cells Alloc cells Exceed cells

NG Pending Msg

Cal Iback data

Smooth Update procedure
Smooth Update strings
NSM message

Hash

CSPF session

CSPF message buffer
CSPF nexthop data
GSPF LSP list

GSPF TED node

CSPF TE LSA structure

O O O ©O o o

o O O ©O O o

1399
1399

o O O ©O O o

O O ©O ©O O o

o O O O ©o o

show network—stack buffer

[#%AE]

RUMP N A & U OfEFRBLIE R O R

[ AT

show network—stack buffer

[E{EE—F]

SR

(G|
RUMP N A & U fE LRI #Z KR L £97,

[51761]
RUMP N A & U fE LRI #Z KR L £97,

#show network-stack buffer

Pool memory statistics
Name Size
aclnopl 1864
aclpl 136
acltblpl 1864
biopl 288

cache 0 hits

Total
128
145
128

0

Used Free
0 128
0 145
0 128

0
0 misses

0

Fail
0

0
0
0

Npage
64
5
64
0

0 groups

Idle
64
5
64
0

Total-byte Used-byte Free-byte

262144
20480
262144
0

0

0
0
0

262144
20480
262144
0
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Total of each pool 18591744

15990784 2600960

mbuf statistics
36/112 mbufs in use
3 mbufs allocated to data
33 mbufs allocated to packet headers
31/40 mbuf-clusters in use
136 Kbytes al located to network (80% in use)

Total number of packet abandonment by the shortage of socket buffer:

Family Receive Send
inet 0 0
inet6 0 0
ipvpn 0 0
ipvpn6 0 0
route 0 0
netlink 0 0
unix 0 0
other 0 0

netlink queue statistics
0/65536 entries in intrq
0 peak of entries in wait queue
0 drop entries

route queue statistics
0/65536 entries in intrg
4 peak of entries in queue
0 drop entries

ip pktg statistics
0/256 entries in ip pktg
0 drop entries

ip6 pktg statistics
0/256 entries in ip6 pktg
0 drop entries

rump pktqg statistics
0/2148 entries in rump pktg
0 drop entries

rump output error statistics
0 drops

Log message buffer statistics
0 overflow entries
0 drop entries

(&7 4 —FDOEH%]

Pool memory statistics.......... pool IETEHLL TV D A VRN EZRRL £9°,
NaAME ceuiiieeeiieeiieeeieeeenn, pool DE4FRE R RL 77,
SIZE e pool 1 fHD AEVH A4 X&KL £,
Total veeneeeeeee e, FER STV 5 pool DA RRL 97,
USed.iveeieeeiieeeieeeieeeeaen, fEFHF O pool %% TR L £,
Free covuvieiie e, AR FHD pool EH A TR L £,
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Fail oo, TR RRL L 72 B2 /R L £75
NDAZE e RSN TNDE AT R=VOMEEFR L 7,
TdIE weeeeneie e A= D REMBRMEH O pool D AT Y R—UiRSERRL T,
Total=byte...ccuvveeureeineannn. 4 pool R—=TDNA S EEFERL FT,
Used=byte ..coveeveeeeereennen. B F D pool —T DA MEEERL ET,
Free—byte...icuueveeueeeeeaennnnn. KAEHD pool X—T DA M ERRFL ET,

CAChe wvveveeeeeeieeeee e pool # A7) cache D & T FRENFT,

LS v Fyviallby hLEEEERRL E7,

IISSES vvvveeeeeeeeireeeeeeeinns Fyviallby b LahozmeRRL £7,

GLOUDS e eeeeeeeeeeeeeeeaenns Xy al—TEEFRRILET,
Total of each pool............... 4 pool DIE/NA N, BEFIANA N REHANA M EEFRTLET,
mbuf statistics.................... Ny MBEHAEY OFERARRERRL T,
mbufs in USe......coceeevvuunnnnn.. Ny NEEH AT OFEHPOEEERTL ET,
mbufs allocated to data........ Nry MBEHAARYVOT—X L CTHAYOEEEFERL $7,

mbufs allocated to packet headers
........................................ Ny NBER ATV Oy NEET—% L L CTERTOMEERRL £,
mbufs allocated to socket options

........................................ Ny MBREHATIOY ry b AT g UEREL THATOREBKAERRL £

75
mbuf-clusters in use............. ay 73y MBEH AT O R EE S BIEOMRREERRL £,
Kbytes allocated to network (#%% in use)
........................................ Ny MEEHAETY LU TBEMRERL T DA X & BUEHEY A XI2HD 5
EHPEIGEZRRILET,

Total number of packet abandonment by the shortage of socket buffer
........................................ Tuabharry I —mOY Ty NEZEONy 7y —EnEHER T ET,

Family ..oovveveieeeiieeiieeennn, FuabharrzyrI)—HEFRLET,
RECEIVE et Vs NERERON Yy 7 B EFE R L T,
SENd v Vv NEERDO NNy 7 7 —aiEEE R AL £,
netlink queue statistics ......... netlink & = —{F#H A2 X RL £,
entries in INtrq «oeeveeeeeeeennnn.. netlink ¥ 2 —lZBFEF-o>TNDE A=V EHR KX 22— MU EER L F
j_‘o

peak of entries in wait queue

....................................... netlink % = —72 wait JREEIZ o7 & & D MV — 7 KR L £,

drop entries .........ceeevennnnnnn. netlink ¥ = —#mh L7z MV A FRL 7,

route queue statistics ........... route ¥ = —HFHRAEFRL £9,
entries in iNtrq ......o..ouuveeeen. route ¥ =2 —IZE-> TWNDB Ay E—VHERRKF 22— NI EERRLET,
peak of entries in queue....... route ¥ =2 — (i Foe= U PV KOEY —T 2#FRRL 7,
drop entries ........ceeevvunnnnnn. route ¥ = —N L7 bV EEFRRL £,

ip pktq statisticS.......ccevuneeen. ip pktq [HMEFRL £,
entries in ip pKtq ...oeevvnnennnn. ippktq I FE- - TWDB Ay b=Vl RKF2a—2 0 NIV HFERRL T,
drop entries .....eeeeeeeeeennenenn. ippktgiftL7==> b U EFRRL 7,

ip6 pktq statistics .....ceeenen.... ip6 pktq [ ZFK R L £,
entries in ip6 pktQe...eeeenn.... ip6 pktq I FE->TVE A =Vt AFa—2 0 N U EEFRRL 7,
drop entries ....oeeeeveveevnnnnnnn. ipb pktq L L7==> M U AERRL £,

rump pktq statistics.............. rump pktq [FH#E T L £9,
entries in rump pktq............ rump pktq IZIFEFSTWNWDE A v b=Vl RKXa2—2 0 MU EEFRRL FT,
drop entries ....eeeeeeeeeeereeeen... rump pktq L L7z M U EAFRL £9,

rump output error statistics...rump O/ v MEEZ T —FRAEFRL F7,
ALOPS teveeeee e, EETE ooy M EERRL T,

Log message buffer statistics
........................................ Xy NI =7 AH v 7 Oua T ERERFFL TWDH Ay 7 7 3, P CHAIAER
Pihiza 7 b, WhT&ERhotca 7 ORFERRLET,
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overflow entries.........ccoe..... whcH I EmYIn e SRR L £9,
drop entries .......oeeevvuneennn. HIic&igrol-n 7 #aFRnrL £7,

2.16.6  show processes cpu

[#&8E]
EMT vty P o CPU R %ZFKR

[ AT

show processes cpu [sorted[5sec|1min|5min]]

[R5 2—%]

INT A—=H BRAEE R A i D A MR

sorted [5sec | 1min | 5min] CPU i HEROEWIEIZY — T35 5sec : it 5 B> CPU i H=R/IE | PID JIE
BEICHREL £ Imin : £UT 1 430> CPU il =RJIE
5min : HilT 5 47[# > CPU i =#IH

[#hEE—NK]

Z—HPE—F

G

B o7 oty 0 CPUMHAREZFRRL £77,

[51761]
B ooy o CPUMHARERRL £,

#show processes cpu

CP
CPUO utilization for five seconds: 27%/32%; one minute: 19%; five minutes: 19%
NP
CPU1 utilization for five seconds: 0%/0%; one minute: 0% five minutes: 0%
SP
CPU2 utilization for five seconds: 2%/0%; one minute: 1%; five minutes: 1%
App
CPU3 utilization for five seconds: 1%/0%; one minute: 1%; five minutes: 1%
PID RT ST CSW bsec 1min 5min PRI TT Process
(msec)  (msec) (times) % W %)
1 0 2250 31821 0.00 0.00 0.00 20 ? init
2 10 0 599 0.00 0.00 0.00 20 *? kthreadd
4 0 0 8 0.00 0.00 0.00 0 ? kworker /0:0H
6 0 0 4 0.00 0.00 0.00 0 ? mm_percpu_wg
7 1190 5010 1793319 0.00 0.00 0.00 20 ? ksoftirqgd/0
(B )

[%7 ¢ = FOFER]

CP

CPUO utilization for five seconds:

........................................ WL5ﬂW®amﬁﬁ$%%fLiﬁ ROIOETIE N —% VD CPU I, 2%
E OEFUTENV IAZR L~V TEHA SN CPUBAREERL 97,

one MiNUte:..........ovvvevennnnnn.. il 1 3o s —# v CPUEREZFRL F9°,
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five minutes: .......coceevveenenn..
NP

=

BT 5 Mo b —4 v CPUMEHREFRL £,

CPUI utilization for five seconds:

one minute:

five minutes: .......coceevvenenenne.

BT 5 WO NP (fy hU—2Fuvy¥) HHFEEZFERLET, ROOKTIT
h =%V O NP AR, 2 FB OFIFEI VAR L~V CHEH &7z NP HERE2 %
LET,

BT 1o b — &0 NP SR & FoR L £,

BT 5 430 b — &L NP SR & FoR L £,

SPCPU2 utilization for five seconds:f T 5 BREID SP (k¥ =2 V7 4 Tty W) HHREFRL T, HOOEKT

App

L b —Z VO NPEHFE, 2FBOETFITEIV AL L~/ Tl &z NP %%
FL £9, one minute: T 1 5D b — XV NPEARAZF/RL £9°, five minutes:
SR =2V NP EHEEFRL ET,

CPUS3 utilization for five seconds:

B 5 MO App (2T F) FEHFEEZFRRLET, BAOEFIX N —H /LD App
SR, 2 F/ B OBFITEI Y AH L~V TR S App R 2R L £,

one MiNUte:......ccvvreerneeeennnn. BT 1Mo s —%v App EHFEEFRL £7°,
five MINULES: voovveveeeeeinnnnns BT 5 MO —F v App R EZFR/RL £9°,
PID oot TuavRAIDEERRLET,
RT oo FrbtANT—FE—F EM L7 CPU R (BfZ : S VM) 0BEiELFRL $
7
ST tvveeteeerie ettt TRV ANH—FNE— R THEMA L CPU KR (B4 : S UH) OBRBEEFRL
F7,
CSWotiieivteie e TaRRIH A BAT A ANED B THREEEEFRRL ET,
BSEC teeiieieee e Tuv AT O CPUMHAREFR L 9,
LI e, Iut AT 1 55O CPUERREZFRRL 9,
BITN e It AOEKIT 5 5O CPUERREZFRRL T,
PRIL..oooveeeeeeceeeeeeeeeeeeeea TR ADBEEERTL ET, BEEITAOEMEO T PE L, EORE REIHEIX
BIREMEN EEERL £,
TT oottt BYEATNCER SN TV OMAAZRRLET, EOMRICLBS 2V 2R
LAY EFRRLET,
Process ...ooeeeiveeeeiiiiiieneeenns Tt AO4HIERRL £,
2.16.7 show processes memory
[#rE]
AE VMR L DRR
[ AT
show processes memory [sorted [mem | real | virt | peak]]
[/3F7 A2 —#]
RT A—H RENE R i PR A WK IRF
sorted [mem | real | virt | peak] —hTBGEIHEEL £7, mem: % A& VA HIE PID JIE
real: & A€V i £JA
virt: A8 2 £ U EIE
peak: FE AT Y DKV A XNE
[#h{EE—F]
Z—PE—F
GLEED
K7 ADOAEVEHRREZFRRLET,
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[51761]
KTavADAEVHEHRREEFRRLET,

#show processes memory
Total: 3665452 kByte, Used: 1508556 kByte, Free: 2156896 kByte
218M Act, 169M Inact, 27M Exec, 113M File
PID TT %MEM  Real Virt Text Data Stac Peak Process
() (KB) (KB) (KB)  (KB) (KB) (KB) Process

12 0.0 1248 1836 32 180 132 1836 init

2 7 0.0 0 0 0 0 0 0 kthreadd

4 7 0.0 0 0 0 0 0 0 kworker/0:0H

6 2 0.0 0 0 0 0 0 0 mm_percpu_wqg

7 ? 0.0 0 0 0 0 0 0 ksoftirad/0

(FFR&)
[%7 4 —F DOEK]
Total ceveeneeeiiiieeeeeieeeeeennn. 4 A€V (kbytes) R/ L £,
USEd.uniiieeeieeeieeeieeeeiees i A€ VU (kbytes) #FK/~L F9°,
Free voviieeeiiieeieeeeeiiieeeeeeeans fEHIATRE A £ VU (kbytes) &R L £77,
ACE. ittt FETFO2—VFTreR 20T —4MEHFOAEY 2R RL ET,
[NACT . cceiiee e, KTLETar 7 AMEHRERALET,
EXECuuiiiioiiiiiiiieeiieeeiien FIra—R AV ERRLET,
File vveiiieeiee e T ANF Yy a2k RRLET,
PID woiiiiieeiee e TuvAIDEERRLET,
TT oottt BEEATNER SN TV DAL ZRRLET, EOMmRICLBS VW oA
LA EFRORL T,

BMEM..vveeeiiieeesivieeeiieee s T ARFHL TWLIERATY ONX— T —UEFRL 7,
Real.uuiiiiiieeeieeeeeeeee FAEY DY AKX (Kbytes) xR RL F77,
VAL o AR AEY OH A X (Kbytes) R RL £7,
TEXE 1evvveeeerieeeeerieeeeiiee e AR AT Y OF F A MMEKO Y A X (Kbytes) R L 77
DAt c.veveeveeeenieneeeeeieeene s FARAE Y OF — Z DY A X (Kbytes) ZFRRL £,
SEAC. tieeeeeeiriieeeeeeeiiireeeeean AR AE Y DRAZ > 7 FIROY A X (Kbytes) &R L 797,
Peak ...ooiviiiiiiieieeieeeeee EAEY OBREHEKY A X (Kbytes) R~ L £7°,
Processes ......cceeeveviveueenennnn. Tt AO4HIERRL ET,
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2.17 HRAMEHR

2.17.1 show hosts

[#rE]

IPva 7KL A/ IPv6 7 R L A LR A N 4 OfAAHEDER
[ATE]

show hosts

[BEE—FR]

Z—PE—F

[FimA]

ip host/ipv6 host 2~ R CHE L7, IPvd TR L A/ IPv6 7 R L A LR A NG OMAEDLEERRL 7,

[ F1741]
IPva 7 RL 2/ IPv6 T R L Z LR A NLOMABELEEFRRLET,

#show hosts
127.0.0.1 localhost
o localhost

# IPV4 setting

# IPV6 setting
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N j: Et-:
2.18 ZEETE#R
2.18.1 show environment
[#rE]
HEEERE VAT —F ADHR
[ATE]
show environment [{equipment|everything }]
[T x—%]
INTG A=K RENE AR T A 4 R
equipment EEERODLEZRRTIHAIHEELET, | - B WA R
everything EEEREEE e 7 ERERTFTHHAIC | - LEE N WA R
BEL £,
[Eh{EE—F]
g —FE—F (2~ FL~UL14)
(G
BEEERE VAT —F AZFRLET,
[54761]
BEEERE VAT —F AZFRLET,
#show environment everything
EQUIPMENT INFORMATION:
Name Serial Mode| Firm Ver/ROM Ver
F310 xxxxxxxx  F310 01.00(00) [0100.00.0
00087-g7f8aef2eTe
EQUIPMENT STATUS:
Name Status Alarm/Severity Boot status
F310 ready normal /none power on
TEMP SENSOR STATUS:
Sensor Gu/Pk/Th Temp/Sever ity Last clearing of Pk Last recorded Pk
TEMP1 21/ 21/ 83 normal/none Never 2024/02/27 11:24:31
USB DEVIGE INFORMATION:
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Name Status Device name

USB1 none

USB SLOT STATUS:

Name Status Expected Slot/Severity

USB1 vacant none normal /none

TEMP SENSOR LOG:

No. Recorded date TEMP1

001 2024/02/16 18:11:13 46

(&7 ¢+ — R OEK]
EQUIPMENT INFORMATION:
HEEEREFRL T,
ELEFRRLET,
HEEOV ) TAEZEFRRLET,
HEOAMXL 2R RLET,
F310 : EA (EE)
EEOT 7 — A7 T & ROM ENFRENET,

WEREZ ZRL £

EEAEZRRILET,
HEEOWREELRRL ET,
[ZEERAE]
ready : TEE N EF I ZEEL TV AR EE
error : TEE AR TR R < 7R RE
warning : REE AR DT /3R D3 S 7R g
Alarm/Severity .....c.ccooeeevunnn. HEOT 7 —2OREREEE Y T 4 fliEEzRL T,
[Alarm] : 77— A RAREEZFRRL £,
normal : RS DT T — DT L TRV VREE
alarm : WSS DT T — LNFAEL TV D IRTEE
[Severity] : 8% @& S 417= severity #F R L £,
none : BRERL
critical : 77T 4
major : AV ¥ —
minor : ~AF—
warning : J—=7
Boot status..............ueennnn.. EEOREER AT — X A 2R ET,
power on : IEEEIR ONCEEEA~O@EL & ) |2 X A EEH)
software reset : reset 2= NIZ X 2 HEEH)
watchdog : watchdog % A4 57 7 A K 5 FRLE)

panic : /X=v 7 RAEIZ X 5 HESE)
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TEMP SENSOR STATUS: ..... {8 Y DIREE FR L £97,

SENSOT wvvveieeeeeeeeeeeeirarinannnns BEEVEZEFRRLET,
TEMP1 : ZEENIRRE (B2 : C) 2FRF-L £
Cu/PK/Th eeeeeiieieieeene, HEt Y OfFREFRL £7,
Cu : BERE (BAL: C) 2Rl ET,
Pk : BKIEE (AL °C) 2FRL 9,
Th : 77— LRAERE (B 0 C) BRRL T,
Temp/Severity «....e.eeeeeunnne... BEDOT 7 —2ORAEREEE ) T i ErmL £9,
[Temp] : T T DIEAEREEFRRL FT,
normal : BEYXYOT T —LMEEEL TR VIREE
alarm : REXLYDOT T —A0n54EL TV A IRTE
[Severity] : E I N7 severity ZFoRL £9,
none : BRIERL
critical : 70T 4 A1V
major : AY ¥ —
minor : ~AF—
warning : U—=7
Last clearing of PK .....cecvvnn... BRKIBEO 7 VT AR HRRL 7, KREMBOEGAIL "Never” Fr L £7,
Last recorded of Pk.............. BKIBE OGRS AREZFRL £, Peak BEDZ UV 7™M Tb=HE1X., 7 U TH

RPLFC HEFE R F9,

USB DEVICE INFORMATION:
........................................ USB /34 ZDRIEZFR L £97,

Name ..oeoeeirieieeeeeeeieeeeeen USB4&#FKR~LET,
SEALUS +vvevveveeveeeeeieeie e USB 7 /34 ADIRER TR L 77,
exist : USB AE Y 2% mount &AL TV D IRAE,
USB /3 A4 A7 attach &N TV B IREE,
none : USB A< U 73 umount M ORFEIEDIREE,
USB 773 A A 73 detach & TV 5 IREE,
unknown : USB A€ U E£721X USB 73N A AL EEE S 7R EE
Device name .............ccceun..... USB 7N A A4 % F R L ET, USB T A ANLESHKIZARERRL £7,
USB SLOT STATUS:............ USB ZAm v s DIRAEZ TR L F9°,
Name .....oueeeeiiieeeeeieeeeee, USB& &L £7°,
SEALUS weveeeeeeeeeeeeeeeiirinnnn USB AR — h OREARRL T,
occupied : USB ¥ = — /L3 %EEE (FfA) SIn7oRiE
vacant : USB EY o —/LRREE (hE) ShiokiE
Expected..cccuureeeneeiineneinnnnnn. &5 USBEY 2 —/LOEIRERZFRL £77,
occupied : USB £V =—/LRFELE (FFA) InizikEz Hes
vacant : USB EY 2 — VR FEE ((hE) Inikesr Hiry
none : USB EY 2 —/L DAL / RITEELH 52 RE & W (5235 / RHE
EELHTHA)
Slot/SeVerity......ceevvreeverennns USB Ay b7 F—LBEREELEVE ) T A lHERRL T,
[Slot] : 7T —RIEREEFRRL FT,
normal : USB Ay b ORENHFHE LR L TY 7 — L08R EL T
VR EE
alarm : USB 21 b DIRENHIFHE & 720 77— ARFEL TV D
BN =
[Severity] : RIE ST severity #F L £97,
none : BERL
critical : 7 UT 4 AN
major : AT v —
minor : ~ A —
warning : U—=7
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TEMP SENSOR LOG: ......... HEEOEE S ERERRL £,

Nttt n &k EERRILET,

Recorded date......ccuveeneenn.... HEn NI ARER R £,

TEMPL woeeoeieieeeeeeeeeee, RELY 1 CEENTRE) ol 2F L £1,
2.18.2 show nsm

[HaE]

NSM & = — /L VEELT 5 ID O RO F R

[ATIE ]

show nsm {nhid | rtexpid} summary

[RF x—%4]
NT A=K WEAR R TE R AW IE
nhid | rtexpid FRRIGEEEL 7, nhid A WEAST]
rtexpid

[EEE—FK]

e —HE—F (avr LUl 14)

[FiA]
NSM &Y 2 — /L VEHT 5 ID ORI AZ R R L £9°,

[31761]
NSM &Y 2 — /L VEHT 2 ID ORI AZ R R L £9°,

#show nsm nhid summary

Name Used/Total Use-rate (%)
NHDN-NHID 4/65535 (0%)
LINK-NHID 16/1000000 (0%)
LSP-NHID 200007/229375 (87%)
#show nsm rtexpid summary
Name Used/Total Use-rate (%)
RT-EXP-ID 0/999423 (0%)
[Pv6 Encap Counter ID 0/600000 (0%)
(%7 1 — VK OEK]
NAME «.vvveiiineiiieeiieeeeis ID4&FRRLET,
Used/Total ...ccoevnviiineiinnnnns %R LIRS A FRRL £,
USETate .vvvvereeveneeiieeeinnnens EHFEEZFRRL T,
2.18.3 show tech—support / show report—all
[#rE]

HEE IR TR 2 AT 2 72 D OAFH O B
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[ AT

show tech—support [{qos | no-route | install | mainte | mainte—ipv6 | no-detail}] [ 7 7 A /L4 > | ftp://< —W 4 >[:< /%
AT — R YJ@FTP H— >/ 7 7 A V& S[HCEETLT R L & O] [passivell]

show report—all [{gos | no-route | install | mainte | mainte—ipv6 | no—detaill] [ 7 7 4 /L4 > | fip://< 22— 4 [ /SR
U — R >J@LFTP H—/X >/ 7 7 A V44 Y[HCEETLT K L A D] [passivel}]

[ X7 #x—%4]

RT A—H FXEZ X AE i A
qos QoS IZBT A IEMD A% TR T HLHAITIHREL £, - W RR
no-route RN WMA R L A, - WHEE R (1)
install AU AN VERBEEEFICLERa~v L ROLERRTD | - R

BEICHEELET,
mainte 00 5y FRSFIEERFIC LB R 2 = > N T IPve Bz fr< = | -
~ U R EFETTHEEICHREL 7,
mainte—ipv6 B0 A HREST R B e o <= R CIPvE [iEia < K | -
EIATTHHEAICHEEL £,
no-detail AEIIIMELE R, BEIILETRWVERER v R | -
FETLET,
77 AN M7 7 ANBEREL ET, 255 SLFELIN D RIC R R
FILENAME 7
a—¥4 =YL EFRRLET, - AEAN
PRAT — R NRAT—REHEL F7, -
FTP #— FTP r— % f5EL £7 KA N4 fip:// FBEDH AT
IPv4d 7 K L ATE | AR ]
IPv6 7 K L 2=
EEILT R A BETLT R AEEELET, IPv4a 7 R L AR | BG4 27 =—
IPv6 7 KL 2B | ZDT R LA
passive a2 R FETHEO FTP O#isik % passive — R TEMMES & - F passive
LEEITHREL ET,

*1) show tech—support ,/ show report—all IZFWV T, BREEHFROFRITIBAETR—FLTEBY £HA,

[BEE—FR]
g —FE—F (2~ F L~ 15)

(G|

EEOREEZMNT T D720 DOFHREIEL £,

ARavw RIZEVRRINDERD H B, REBFRORRIT— VI G SN FREL I K> THIRZ S
%7 (show current.cfg(show running.cfg) =T~ > K ZEBEEITLZHAE LRETT), =& 21X, FHEL ~UL 14 O
[RZ >z —H 7% show tech—support =T <> K £721% show report-all I~ R EZE{TLTZHE, a2 LU
14 LFICEEY T AREBFEROLNETREINET (LUL 15 1Y TABRTEHRIIERINEFRA), TXTOH
EEREETTI2H81T. K EMLOFHEL ~L 15 2R o2 —F TEITL TLEEW, 72720, T RTOREFH
MERENETOT, TORDFNIFTITEELTZEW,

K< K HD show current.cfg(running.cfg) =~ > K IZIE4 T “no—password” 2MEEINET DT, RNAT—KH
FTX “<removed>” & RRINNRAT —RIIRINET,

RKa<y R CRHBEEON— 27 (more filff) BTHONEEADT, HiEE AV B—/LTX5 XD ICHET HH,
FRINDIEREY TNVEA LT 7 ANMRGFT DL ICHEL TEBLLERH Y £7,
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2.19 Z.7 (LED) OEME

2.19.1 led locator-led blink

[B%AE)

ENERRT T (PWR F 7 - SYS T 7) OffE

[ATE]
led locator—led blink
no led locator-led [blink]

[E{EE—F]
g —HE—R (<R~ 14)

[FiA]

PWR > 7 (LEMERTE - E@SH) 26808, SYS T 7 (AE@Epim - EESm) 2SIl £,

a2 ROEHEIC o ZETHE. PWR T 7 & SYS T 7O EHEEIEL £9 (PWR T 7 2&kA4T L. SYS
T T TR AT IR STIC L £9),

[31761]
PWR Z 7L SYS T 7 a ML £ (PWR T2 7 @ fEaii. SYS 7o 7« FEABD .

#led locator-led blink

% Command succeeded.

#show led
PWR LED : BLINK(GREEN)
SYS LED : BLINK (AMBER)
COMMAND : RUNNING

PWR T 7 & SYS T 0 7O EHZEIEL £9 (PWR T 07 @ fkakT. SYS 707 ¢ T E 721388 54T) .

#no led locator-led

#show led
PWR LED : BLINK (GREEN)
SYS LED : BLINK(GREEN)
COMMAND :

2.19.2 led info-led

[F&RE]

EHFRT 7 (INFO 7)) OFREHEE

[ A1)
led info-led {alb|c|d|e} {greenlamber} [blink [fast]]
no led info-led {a|blc|d|e}
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[XF x—%]
RT A=K RIENE X E At I
albleldle BET 2 INFO 5> 7R EL 7, a,b,c,d,e B AT
green|amber HET 5 INFO v 7B EIEEL £7, green, amber HIEAST]
blink BET 2 INFO 70 72 RS 5 5EICHEL | blink T
£,

fast BET 5 INFO 7 0 7 & @iE il S & 535512 | fast W DI
ELET,

[B1fFE— K]

Fifg—FE—F (a~rFL~UL14)

(G|

ED INFO T v FHRRE2EL £7°,

{ 17151]

EEO INFO 70 7T FRERELET @ETDHT7 7 1 a, 14 : green),

#led info-led a green

% Command succeeded

2.19.3 show led

[F&RE]

LEENERR T V7 ORATIREE, led locator-led blink == > F O FEITIRAED R R

[ AT

show led

[#h{EE—F]
g —YFE—F (a2 LUl 14)
[FiA]

[31761]
BLFIX. PWR T v 7 25kE18, SYS T v 7k L . led locator-led blink =t =2 K 23T L TW A 55 DOFR M
-’C\‘jﬁo

#show led
PWR LED : BLINK (GREEN)
SYS LED : BLINK (AMBER)
COMMAND : RUNNING

INFO LED : exec—command

A : OFF

B : OFF

C : OFF

D : OFF
E : OFF
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AT, PWR T 2 7m0 4T. SYS 7 o 723k AT L. led locator-led blink =@ <> K #5E{T7L TWRWEADER
BT,

f#tshow led
PWR LED : BLINK (GREEN)
SYS LED : BLINK(GREEN)
COMMAND :

INFO LED : exec—command
A . OFF
B : OFF
C : OFF
D : OFF

(%7 4 —LFOEE]

PWRLED ..ovvvviiiiiiiieeenn, PWR 7 7O UTIREEZR R L £7,
LIT(GREEN) :  fkmu4T
BLINK(GREEN) : kS5
OFF : THAT

SYSLED vvieviiieeeeieeeen. SYS 77O AITIREEZ R AL £7,
LIT(GREEN) :  fsikT
LIT(AMBER) : & 04T
BLINK(GREEN) : # ik
BLINK(AMBER) : ¥ 50&%

OFF : THAT
COMMAND ....ccovvvvinieennn, PWR T 7 « SYS T 7Ol EER TR L £,
RUNNING : HEEMNERR D~ R ETH
FReL IR ERT I~ R RELT
INFO LED ..ovvviiiiiiiienenn, INFO 7 0 FIHESNTWAERRE—RZRRLET,
exec—command : INFO 7 7 #ifEa~2 K (led info-led) 12Xk BT 7 DIREE
FRT DI

te-signal-level : LTE &Y 2 —/LOREFHIREE L BH L ~ L E FKRT D
container—status : = v T FEIRIREEEZ RRT S
A~E i INFO 7 7D iyTIREE TR L £97,
LIT(GREEN) : k. JcT
LIT(AMBER) :  f&s%
BLINK(GREEN) : ﬁ,ﬁ/ﬁz (1 # k)
BLINK(AMBER) : #&sid# (1 #0[0E)
BLINK-FAST(GREEN) : fkmid i (0.25 F0fka)
BLINK-FAST(AMBER) : #&mi#E A% (0.25 FokE)
OFF : HET
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2.20

core 7 7 A VDOEAE

2.20.1 Is corefile

[#&5E]

core 7 7 A I)VDFKIR

[ A K]

Is [K A7 > =3 v >] corefile

[3F x—%]

INT A—H RENE X T A WK

F T a FTvarvERELET, -d: T4V TNV ET AN EREICER F7 v a v L CEME
p: T 4 L7 N VADORKIZ ) BT TER
~h: BALZ AT WIENTHRR
-l 7 7 A NVEE A FR
-m: 7 7 ANVHEH TR D
-Q: VT ANKEL TN y—T—a T
[ A TR
- WY — N FoR
“t: XA DARAF LT T — N FER

[#hEE—NK]

Fifg—FE—F (a~vrFL~UL14)

G

core 7 7 A NVEFRRLET,
[51761]

core 7 7 ANVEFRRLET,

#ls corefile

#

2.20.2 delete corefile

[BaE]

core 7 7 A VDY

[ATEK]

delete corefile

[EEE—FK]

g —HE—F (avr LUl 14)

[FiA]
core 7 7 AI/VEHIRL £,
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[ F1741]
core 7 7 A VEHIEL £97,

#tdelete corefile
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2.21 THHRMREEDHER

2.21.1 show factory—default status

[F&RE]
U R

[ AT

show factory—default status

[BEE—FR]
Fifg—FE—F (a~rFL~UL14)

[3t1]
THFRAEC T e 2R L £

(54711
THIEFRIBICR T A R L 23 (LRI,

#show factory-default status

=login/enable password status=
%Initialized]

=show boot=
next-boot-side: present-side

config : /drive/boot. cfg

=show crypto key fingerprint=
%No crypto key generated.

=show crypto key mypubkey=
%No crypto key generated.

=show crypto pki key mypubkey rsa=
< For IPsec >
%No crypto key generated

=show crypto pki certificates=

=show container list=

| NAME | BASE IMAGE | STATE | IPV4 | IPV6 | MAC | SNAPSHOTS |

#

(%7 4 — 1 FOEK]
=login/enable password status=
........................................ login/enable password DFREIREEL RN L 97,
%Initialized : login/enable password & & FREZR L
%Not Initialized : login/enable password M & H 5 IZERED V
=show boot=...........ceeeeerrnnn. show boot <> K OFATRERZHFKRL £7,
=show crypto key fingerprint=
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show crypto key fingerprint @~ K OFE(THER 2 E R L £97,

=show crypto key mypubkey=
........................................ show crypto key mypubkey =~ K O FEITHE R A2 TR L £,

=show crypto pki key mypubkey rsa=
show crypto pki key mypubkey rsa @~ K O EITHREREZFKRL F9°,

=show crypto pki certificates=
show crypto pki certificates @~ K O FEITHER A FE R L £97,
AT FTOREEZZRLET, 2T TMMERS L TORWERIT=a T T O&RFR

3H 0 FEA,
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2.22 BEMWIYELMERE (boot—back)

2.22.1 Dboot—-back

[B%AE)
ISR O B B)Y) 0 IR L EhEZE TH)

[ AT
boot-back in < EEhEFRT >

no boot—back

[*Fx—%]

T A4 B B R AW
[E U0 R LEBI A fREL 9. | 1-60(4)) WA T
[EhfFE—F]

g —VE—F (a~rRL~UL14)

(@D
WS EEER O BB D RLUEIEZ TROL £7°,
o< K FEITEF, running.cfg 73 boot—back.cfg & L T /drive IZIRFE N F7,

WIESE DB . F5E L2 (1 ~ 60 %)) PNIZ Tboot-back confirmed] =~ K2k » CHENYI Y & L BH{EI i
BRENDWEES., Ka~vy NETROBE 7 7 — A7 = 73 L S Config DIREECEEZ FHESHL £3,

BEICEBE D RUEMER TSN TV ARETHER v RRETTH L, Ui TRIEEEEINET,
no boot—-back =~ > K% boot-back in 2~ N2 X AU ELEEDOFRIEZ/ERL £9,
HEN D R LUEMEN TR S NTIRRE T, reset clear (2 & 2 FHZEIRFICIZ BEIEI D R LEMED THRIDEIR I L E T,

[547 1]
WL B O B BB =L BEE AL £ (10 2%ICEIVREL).

#boot-back in 10
Boot-back scheduled for next boot (10min, boot-back.cfg).
#

TARIFEERL £

#no boot-back
Boot-back canceled for next boot (10min, boot-back.cfg).
#

2.22.2 boot—back confirm

[#AE]
HEI) Y R LB EOR T
[AJEK]

boot—back confirm
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[EhEE—F]
it — Y E—RF (a<rRFNL L 14)

(G|
HEW D RLBERAI CTHLHAE. BEUI D RLUEMEZK T35 & b, BRI ASh - ZihE (77—
L =T, Config) TEMEZMEIL £7°,

Z O#E% boot-back in <> K THELZREINICITOARWES., BEIY Y RLEIMEZ PR L ZBoL#im
(77— =7, Config) ZAWT, HEENEEWICHEZEL 7,

[521741]
HEIWI W RLUEMEZRK T L 7,

#boot-back confirm
Boot-back terminated.

#

2.22.3 show boot—back

[B%AE]
HENU) Y R LB {EDIRREZ 2R

[ATIE ]

show boot—back

[EFE— K]

g —FE—F (a~vrFL~UL14)

(@D

HEM W R LEMEDIREE (REEEIRNFO T L, BIEOBERE) 28R £7,
[517H1]

HEMW W RLUEIEDOREEZFRL T (FREINTHDHEES).,

#show boot-back

Boot-back firmware version 01.01(00) [0]00.00.0 [2020/01/16 15:00]
Boot-back scheduled for next boot (10min, boot-back. cfg).
Boot-back not effective now.

#

HEWI Y RLEEOREZRRL £F (PRSI TOHRNESR),

#show boot-back
Boot-back not scheduled for next boot.
Boot-back not effective now.

#

HEW Y RLEEOREZZRL £F (PRBICERENFES L 25HE).
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f#tshow boot-back

Boot-back firmware version 01.01(00) [0]00.00.0 [2020/01/16 15:00]
Boot-back effective now (10min, boot-back.cfg).

Reset scheduled at 13:12 Jan 23 2020 / in 0:09.
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2.23 CPUa7DE|Y YT

2.23.1 dp core

[#rE]

NP (% hU—277uavy#), SP (Bx=2UT 47 avyd), App (225 F) (8D M TH a7 oEBEEE

[ATE]

dp core np <np_num, sp <sp_num> app <app_num,

no dp core

[RF 2—%4]

RT A—H AXEZ AR E iR B IR DAL

NP IZHEIV Y THaT OfEEts o -

np_num L £ 1~2 AWEAS AT
SPIZHEIY 24T % a7 ok & . .

sp_num ELEF 0~1 AT

] App (ZEID ¥ CT D a7 OfE%E g . P -

app_num ELET 0~2 B A ]

[EFe—F]

Bl —FE—F (a<r FL~UL14)

[FimA]
UTFToa7E ) Y CEEzEEL 7,
NP (Rv hU—27 7 atyd) : FRELELZ6HH
*SP (Ex =2 VT 47 ukyY) : IPsec DRFSLALEIZ A
cApp (U TF) arTFT TV r— g OB
*CP (mrba—nTVL—2) —T 1 T HIEHZE
(&4 a7D9%5, NP, SP, App IZEID ST M CPIZEID Y ToET)

T 7 /L FTILSP 0 22 7T, NP 2 IPsec DR SALAIRZITVNE T, [Psec D/NT 4 —< 2 A& ESEWgGE
IZ, SPIC 1 a 7B YT TIHALIEE, App # 0 I 7T IZRELTZEAIZ. App IZCPOa 7 &2MHAL £,

AR EILEEHEB®IC SN ET,
CPa7idiatds 1 a7 HETTDOT, NP, SP, App Z2G5bH T4 a7 EFEELSLESG, =7 — L#EEIFIK
MesnEtA, 720 NP, SPEADLE T3 a7 UERELEHA, =7 —LETIIKMENEEA,

[AE]

NP & SP Oa 7 A 2 ICRELIIREET, NP/SP Da T HAETERWT 7 — LU =T IZF T L — 3
DAL, FRIC no dp core ZEIZLE W NP DaTHE 1, SPOaTHE 0IZL TLEEW,

FEoS TNP/SP Oa TN 2L EOFEE, NP/SP Oa T HERETERNWT 77— AU =T IZX V7L —R LTz
YA, CPU2 28 CP/NP/App DWW b TX7WRiELE 720 $9, BIHSEL7-OI121E, FHENP/SP D=7
BEEECTED 77— =77 v 77 L —R LT, nodpcore E|ZLY NPOaTH%E 1, SPOaTH % 01
LThb, BEFD L —RLTLEEND,

[Z=4761]
NP (xy hU—=277uvy W), App (2> 7F) IZHEHVYTHa7ofkEEELET (NP: 14, App: 11#),
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#dp core np 1 sp 0 app 1

NP (Ry b U—27FatyH), SP (EF2UT 47 atyd) ., App (2T F) ICEIV LTS a7 Dlkkiis
FELET (NP:1fE, SP: 1{H. App: 1),

#tdp core np 1 sp 1 app 1

[ R ErE]
CPl=aa7, NP2=27, App 1 =2 7 CEIfEL £,

2.23.2 show dp configuration
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[Z2174]

BUEANZ/ > T2 a7 0 M TE | RIEEBEIRFHICAT/2 D 2 7EH D Y TOHRERRL £7,

#show dp configuration

Current configuration
dp core np 1 sp 0 app 2

Next boot configuration
dp core np 1 sp 0 app 1

(&7 ¢+ — R DEKE]
Current configuration ........... BEAH > TWAaTED Y ToOFREFERL £77,
Next boot configuration ........ WIE BRI CH /2 5 a TEID B ToFREFR L 7,
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2.24 X4 T arT 4 TRE

2.24.1 clear pre—config

[#%5E]

pre—config D)k

[ AT

clear pre—config [status] [moff]

[RF x—#]

RT A—H PENE X E 1 A R
status /drive/pre_config/pre—config.cfg % - /drive/
HIERL £ A, pre_config/

pre—config.cfg
ZHIBRL £
S

[EhEE—F]

Bl —HFE—F (< Nl ~UL14)

(G|

show pre—config status CTHE/R X L5 AT —H A% Disable 75 Enable (ZZ 8 L | 5>-D /drive/pre_config/preconfig.cfg

ZHIBRL £97,

status A7 a v BfHT 2354 . /drive/pre_config/pre—config.cfg OHIRIZITH T, AT —F ADEEZ T #ITW\WE

j_‘o

[ F1741]

show pre—config status CTHE/R X LD AT —H A% Disable 75 Enable (ZZ 8 L | 5D /drive/pre_config/preconfig.cfg

ZHIBRL £,

#clear pre-config
clear pre-config ok?[y/N]:yes

#

2.24.2 show pre—config

[#rE]
pre—config O HIIRIEZE R

[ AT

show pre—config status

[EEE—1]

2R
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(G|
IEE BN, pre—config ZFtAIATNE I M EFRRL £7, AT —H AN Disable DAL pre—config (2 L 5 HEE
EENI TN EE A,

[51761]
IEE BN, pre-config ZHiAIATINE S M EFRRL T,

#show pre-config status

/drive/pre_config/pre-config. cfg
pre-config:Enable

(%7 14— R OEK]
Pre—COnfig: «evveuuuueeeeeaneeeeeees pre—config D AT —H A %FKRrL £7,
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H3E AL FT7 — AHHE
3.1 AVETz—ADEERDO I T

3.1.1 clear interface

[#%5E]
show interface = <> K OFEFHE RO WAL

[ A
clear interface < f v X 7 =2 — AL >K AV HF T =2 — ALK = >]

[T x—%]

RT A=K R ENA B s [ A W
A BT 2—A% AU HFT 2= AL EREL T, - B WEAR AT
AV BT x2—RFEE AV BT 2 —AFEFERELET, |- TRCDOA U HT 2 —A
i
[BhfFEE—N1]

it —YE—RK (a<wRFNL UL 14)

G

show interface =< K TERR I N D MEHEHRZ WML 7,

A BT =— AT "port—channel” ZFEE L 72854 121%. port—channel |2t < ¥R A o # 7 = — A (gigaethernet)
DIy EH LS ET,

[51761]
HEHERZ WL L £+ (f ¥ 7 = — A% : port—channel, A > X7 =z —A&K5 : 1),

#clear interface port-channel 1

3.1.2 clear ip fragments statistics

[#&8E]
T AR Fy vy 2 OREHEROEL

[ AT

clear ip fragments statistics

[BhfFEE—N1]
it —YE—F (a<wr L1 14)

[FiA]
show ip fragments statistics 2= K TR TE 5, 777 A ¥ ¥ v a2 OfGFHERZ VML L £,

[31761]
TIT AN F v vy a OREHERZ L £,
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#iclear ip fragments statistics
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3.2  [ElRRHIH

3.2.1 offline / exec shutdown

[#%5E]
VERKHE I+ A > Z 7 = — A D shutdown

[ AT
offine< f v Z 7 2 —AL > A X7 2 —AFKE > | all}
exec shutdown < f V' ¥ 7 = — A4 > A v & 7 = — AFKE > | all} [moff]

[ X7 #x—%4]
INT A—H BRENE A i A W IRE
AUHT 2 — R AVHT 2 — A EIRELET, - B WEAT]

AV BT 2—AFFT al | AV FT 2= AFFZEEFTXITCOAH | AV BT 2—AFKE
T 2—2%S (L, BT A ET=— |al: TR_RTHOAH

AFBR<) BREL T, 7z —AFKE (2L,
YT A BT 2 — AR
<)
moff FATHGRO WA bEE LARAVWEAICHEE |- EATHER O MW Gbd
L%, 179

[BifFE—NR]
e —HE—F (avrRFL UL 14)

G

VERRE I+ A~ 27 = — A% shutdown L £, offline L72A > ¥ 7 = —ZAZHIRL., FEMERL 285G offline ®

FORIZZ U T ENET,

a7 47 O shutdown 2= R LIFHIEHOZDH, LIFOEEICARY £,

sonline 2> R CUPTAHA L H T = —A, offline 2~ K TCDOWN L72 A Z 7 = —ADIH T, shutdown =
~RIZEY DOWN LA &7 =2—AD UP XL £ A,

soffine 2~ R TCHELIEA LV H 7 =—RA X, 2227 4 7 @ shutdown =2~ K ZHIRL TH UP L £H A, online
A< R Toffline DERE 7 V7T 0ERHY £,

[tunnel £ > Z 7 = —ZADHE]

soffline L7z tunnel A > % 7 = — A ED tunnel mode 2~ > K # AT L 72856 13, offline DERIZZ V7 S ET,

[F1741]
VERRE I+ A > 27 = — A% shutdown L £ (f > X7 =— A4, : gigaethernet, A X7 = —AFK5F : 1/1),

#offline gigaethernet 1/1
#

3.2.2  online / exec no—shutdown

[#%aE]
VERR A v Z 7 = — A D online
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[ AT
online< f v H 7z —A%4 > A Z T 2—AFKE > | all)
exec no-shutdown < f ' ¥ 7 = — A% > K A X 7 = — AFK5 > | all} [moff]

[XF x—%]
RT A=Y RENR R L
Y (V8T 2= AR EREL £, - WAl

A HET2—AFS al | A F T 2—ABFERIFTTRATOALE | AV 2T 2—AFE
T2 —2A%KE (L, Y7 A EZT— |al: TR_RTHOAF

AT L) BEEL £, Tz — AR (2L,
YT A BT =— AL
<)
moff FATHERDOIWAbEE L2WEAIEE | - FEATHER DWW Gbd
L%, 179
[#h{EE—F]
Bt —YE—F (a2 FL~UL14)
[FiA]
VERR A+ A v 27 =— A% online L £97, offline L7z A %7 =—ZAZHIBRL . HELERL =546 1% offline DFK
X7V T7TEnNET,

a7 47O shutdown =~ K LIFRIEHO D, UTFOBMEICRY £7,

sonline 2~ R TCUPTHA L H 7 =—AT, offline =<2 KR TDOWN L72A > %7 = —ADH T, shutdown =
v RNIZEYDOWN L7 A 27 =2—AD UP ILL £HA,

soffline I~v> R THRELTEA L X7 = — AL, 227 47 @ shutdown 2 <> K ZHIERL TH UP L £& A, online
a< 2 R Toffline B:REZ 7 V7T HHENH Y £7,

[tunnel £ > &% 7 = —ZADIGE]

soffline L 7= tunnel A > # 7 = — ZFRED tunnel mode = <> K #ZH L -84 13, offline DERIZZ U 7 S ET,

[Z=1741]
VERRE A 27 = — A% online LET (A X7 =— R4 : gigaethernet, A > X7 = —A &K= : 1/1),

#online gigaethernet 1/1
#

[Z=1741]
VERR A v 27 =— A% online L £9 (¥ 7 =— A4 : gigaethernet, A ¥ 7 =—AFK7F :1/1/1),

#online gigaethernet 1/1/1
#
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3.3 AVETz—ADHYUHE - KEt - RERED
RN

3.3.1 show interface description

[thE]
AV BT == AR E LI O 2R

[ AT

show interface description

[EEE—1]

e

[FiA]
AVHET 2= RTHESINTHHEZFRRL 7,

[31761]
AVHET 2= RTHESINTHHEZFRRL E7,

#show interface description

Interface Status Protocol Description
Loopback 0 up IP
#

(%7 4 — R DOEK]

Interface........coeeeevveuuneeeennnn. AR T 22— AL 5Tz RLET,

SEALUS oeeeeeeeerreeeeeeeeerreeeeenn A H T 2—AD up/down ZFRL £7°,
Protocol........cceeeeiiiuueeeennn. TuabhanrERRLET,

Description ceue.eeeeeeeeeeennneen. AR R ET,

3.3.2  show interface gigaethernet

[B%AE]

gigaethernet A > % 7 = — AfHFMRMDO KR

[ AT
show interface gigaethernet [K £ > % 7 = — AR BT AL T 2 —A AT v 7 ZAF 5 >]] [extended-statistics]
[verbose] [detail]
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[$F 2—4]
IRNT A—H X E A A i A B

A BT 2—RAFEE | gigaethernet £ ¥ 7 = —ADF | 1/1 ~1/5,2/1 FTRTOA X
BE. 1/ FA— M FEEOIEIEE 7 — ARKE
LE7,

YT A BT 2= |V TA B Tc—AL T v 7 | 1~9999 YT A 2T x—

AT v I AEE AZEEREL E7, ABFEELRW

extended-statistics Ny BRNCKHGRHE R Z R | - 2y b BRINCHE
THEAITHREL E7, SHER A ER L7

vy

verbose Mt mE R THHEICHE | - MEHEmERRL
LEd, 1/ R —F OgEAITHmE A
THWEFRL EHA,

detail 7'a b a VRNSHEHERE R | - 7ok a VBINCHE
THEEITHEELET, 1/ F— FHERAERRL 22
rOHEEFET v b 3 BOFEE Y
THWEFRL EHA,

[Eh{EE—F]

Z—PE—F

(@D

gigaethernet /1> % 7 = —ZADIE#REE R L £97,

10Gbps LD H/INIWEHETY L 7T v 7 LTND EXIC, Xy NV —JAWMEAFRICEV YV V7 EELBZ 57
L —LADOEENFEAT D &, BEREEOBEICEMER ., Pause 7L —A% BT b THZERHY T,
WMHH T A UNORFITTSNERADT, ML TBHEWNEEN,

(5217 61]

gigaethernet A > % 7 = — ADIEFMEFT AL £7°,

#show interface gigaethernet 1/1

GigaEthernet 1/1 is up, line protocol is up
Hardware is GigaEthernet, address is 0080. bdf0. *x*xx

Description:

IP address is 192.168.0.1/24 (Port-channel 111)
Broadcast address is 192.168.0. 255
Bridge-group 111

VLAN is 111

Ether MRU is 9118 bytes
Encapsulation ARPA, Duplex half, speed 10Mb/s, media metal

EEE: Disable
MDI: MDI-X

Flow control: send off, receive on
ARP type: ARPA, ARP Timeout 00:20:00
Since: Feb 8 13:44:23 2019

SNMP | ink-status trap: Enabled

Last clearing of “show interface” counters never
300 seconds input rate 0 bits/sec 0 packets/sec
300 seconds output rate O bits/sec 0 packets/sec

Statistics:

0 packets input
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0 bytes input, 0 errors input, 0 dropped
—— unicasts, 0 broadcasts, 0 multicasts
0 CRC errors, 0 overrun, 0 undersized, 0 oversized
0 pause frames
0 packets output
0 bytes output, 0 errors output, 0 dropped
—— unicasts, 2 broadcasts, 0 multicasts
0 pause frames

#show interface gigaethernet 1/1 extended-statistics

GigaEthernet 1/1 is up, line protocol is up
Hardware is GigaEthernet, address is 0080. bdf0. *xxx
Description:
IP address is 192.168.0.1/24 (Port-channel 111)
Broadcast address is 192.168. 0. 255
Bridge-group 111
VLAN is 111
Ether MRU is 9118 bytes
Encapsulation ARPA, Duplex half, speed 10Mb/s, media metal
EEE: Disable
MDI: MDI-X
Flow control: send off, receive on
ARP type: ARPA, ARP Timeout 00:20:00
Since: Feb 8 13:44:23 2019
SNMP | ink-status trap: Enabled
Last clearing of “show interface” counters never
300 seconds input rate 0 bits/sec 0 packets/sec
300 seconds output rate 0 bits/sec 0 packets/sec
Statistics:
0 packets input
0 bytes input, 0 errors input, O dropped
—— unicasts, 0 broadcasts, 0 multicasts
0 CRC errors, 0 overrun, 0 undersized, 0 oversized
0 pause frames
0 packets output
0 bytes output, 0 errors output, O dropped
—— unicasts, 2 broadcasts, 0 multicasts
0 pause frames
Packets by size (octets) counters:
Input
64 octets
65-127 octets
128-255 octets
256-511 octets
512-1023 octets
1024-1522 octets
1523-ether MRU octets :
Output
64 octets
65-127 octets
128-255 octets
256-511 octets
512-1023 octets
1024-1522 octets
15623-Ether MTU octets :

O O O O O ©o o

O O O O ©o o o

#show interface gigaethernet 2/1 verbose detail
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GigaEthernet 2/1 is up, line protocol is up
Hardware is GigaEthernet, address is 0080. bdf0. **xx
Description:
IP address is 10.0.0.1/24 (Port-channel 301)
Broadcast address is 10.0.0. 255
Bridge-group 301
VLAN is 301
Ether MRU is 9118 bytes
Encapsulation ARPA, Duplex full, speed 100Mb/s, media metal
EEE: Disable MDI: MDI-X
Flow control: send off, receive on
ARP type: ARPA, ARP Timeout 00:20:00
Since: Feb 8 13:44:22 2019
SNMP | ink-status trap: Enabled
Last clearing of “show interface” counters never
300 seconds input rate 0 bits/sec 0 packets/sec
300 seconds output rate O bits/sec 0 packets/sec
Statistics:
0 packets input
0 bytes input, 0 errors input, 0 dropped
—— unicasts, 0 broadcasts, 0 multicasts
0 CRC errors, 0 overrun, 0 undersized, 0 oversized
0 pause frames
0 packets output
0 bytes output, 0 errors output, O dropped
—— unicasts, 0 broadcasts, 0 multicasts
0 pause frames 180 seconds input rate 0 bits/sec 0 packets/sec
IPv4 input rate 0 bits/sec 0 packets/sec
IPv6 input rate 0 bits/sec 0 packets/sec
180 seconds output rate 0 bits/sec 0 packets/sec
IPv4 output rate 0 bits/sec 0 packets/sec
IPv6 output rate 0 bits/sec 0 packets/sec
port VLAN statistics:
0 packets input, O bytes
0 IPv4 unicasts, 0 IPv4 multicasts, 0 IPv4 broadcasts
[Pv6 unicasts, 0 IPv6 multicasts
L2 unicasts, 0 L2 unknown unicasts
L2 multicasts, 0 L2 broadcasts
discards, 0 errors 0 packets output, 0 bytes
[Pv4 unicasts, 0 IPv4 multicasts, 0 IPv4 broadcasts
[Pv6 unicasts, 0 IPv6 multicasts
L2 unicasts, 0 L2 unknown unicasts
L2 multicasts, 0 L2 broadcasts
discards, O errors

W o O O O O o o o

#show interface gigaethernet 2/1 extended-statistics
GigaEthernet 2/1 is up, line protocol is up

Hardware is GigaEthernet, address is 0080. bdf0. #xx+ Description:

IP address is 10.0.0.1/24 (Port-channel 301)

Broadcast address is 10.0.0. 255

Bridge-group 301

VLAN is 301

Ether MRU is 9118 bytes

Encapsulation ARPA, Duplex full, speed 100Mb/s, media metal

EEE: Disable

MDI: MDI-X

Flow control: send off, receive on

ARP type: ARPA, ARP Timeout 00:20:00

Since: Feb 8 13:44:22 2019
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SNMP | ink-status trap: Enabled
Last clearing of “show interface” counters never
300 seconds input rate 0 bits/sec 0 packets/sec
300 seconds output rate 0 bits/sec 0 packets/sec
Statistics:
0 packets input
0 bytes input, 0 errors input, 0 dropped
—— unicasts, 0 broadcasts, 0 multicasts
0 CRC errors, 0 overrun, 0 undersized, 0 oversized
0 pause frames
0 packets output
0 bytes output, 0 errors output, 0 dropped
—— unicasts, 0 broadcasts, 0 multicasts
0 pause frames Packets by size (octets) counters:
Input
64 octets
65-127 octets
128-255 octets
256-511 octets
512-1023 octets
1024-1518 octets
1519-ether MRU octets :
Output
64 octets
65-127 octets : 0
128-255 octets
256-511 octets
512-1023 octets
1024-1518 octets
1519-Ether MTU octets :

O O O O O ©O o

o

O O O © O

(%7 1+ — VK OEK]
GigaEthernet 1/1 S wuueeenn..... shutdown g% E L CTWA AL “administratively down”, exec shutdown L TV AIEETE
“operationally down”, % 9 TZ2WEEIL "up” LR L £,
line protocol is .......ovevvunenenn. Vo277 L TWABEARIT "up”’. Vo ZF U L TWAEAEIE "down” EFRRL F
9", monitor FEEN D DAL, % AIZ “(monitor)” £ FRRINET,
Hardware is GigaEthernet, address is

........................................ MAC 7 R L 2% 3R L £9°,

Description:.......ceeeeeevunnnnn.n. B N3

Trunk—group......cccoeeveveenenen. trunk—group FFFEEKRL £7°,

IP address is coooeeeeeeereeeennnnnns [Pvd 7 R LU A%FRRLET,

Broadcast address is ............ Tua—KR¥XY AT RL AR RLET,

Secondary address is............. Secondary Address ##~xL £,

IPv6 is disabled ................... [FE#R - CIPv6 Uy 7 a— A VS EM L, IPv6 @G 2MEIRIETH D Z L2 FRL

F9, ZOBEAE. Vo u—hNEBEOEREZIRY BV =%, Port—channel 3%
EDOHIER BHREEZITDRWVIRD, ¥ A X7 = — R TIPV6e BEE{TH Z &

IITEEREA,
IPv6 address(es) ....eeueeeneenn... IPv6 7TRL A (Za—)L e Yo rua—h) L7 4w 7 AREZFRRAL T,
Bridge—group «...eeeeeeeeeeeeeenn. FTJ& 3 % bridge—group ZFE /R L £9°,
VLAN is VLAN F 5 &£/ L £97, “any” RERL "any” L ERL E£7
RANGE ceeeeeeeeeeeeeeeeeeenn “VLAN is any” BFZ54 & 70 5 VLAN B 5 O#HZF R L £
track status iS .eeeveeeeeenneennen. AU BT 22— AD track WHEEL TWADIBAIT, track DIREEZ R R L £,
up: kZ v Z4RHEN UP
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down: k7> 7 4KHEH DOWN
Ether MRU {5 ...voveveveaneene. KRG HAL (byte) ZFR L 7,
Encapsulation............eveevnnees BTt K EFERL £7,
DUPLEX eeevieeiee e TaZly 7 AE—R (£ ful), L <, ¥ Eha) 2R ET,
SPEEA it HWEAEERLET,
media........vvveeeeeeeeeeeeiieiiiin, RN—hNX AT XL ET,
BEE: tiiiieiieieiee e BENE—ROBREBLOEHIERELZERL £7,
Disable: BESE— R RENENIRGE
MDL..ooiiiiiiiiiiiieeee e, Ethernet @ MDI/MDI-X Z £/~ L F£9°
Flow control: ...................... Pause 7L — Al kB 7n—ar ha—LE2THOME I 0EFRLE
7

ARP type: ARPA, ARP Timeout 00:20:00

........................................ ARP # A7 & ARP MR L Te= b U DX A LT T N ZFRTL £7,

SINCE cvrvieviereeniere e eea A2 BT 2= ADIRENBIEDIRREICE L L IR 2 FR L 7,

Last clearing of “show interface” counters

........................................ 21T clear interface =~ R BFEITINTR AR RL £, LEEE R, — &
HEIT SN TRWEEE "never” EFRL £7°,

300 seconds input rate 0 bits/sec 0 packets/sec

........................................ WA E y hb—h, BE, Xy b —bZ2ERRALET, BT 2RI,
load-interval I~ R CEHE T 7,

300 seconds output rate 0 bits/sec 0 packets/sec

........................................ VAT y hLv—h, BEXO, Xy L — b EFRRLET, HRET DRI,
load-interval =< K TEHE TE £9,

SNMP link-status trap: ......... Uo7 o7/ U2 B0 D TRAPEHEZRITINE I vEFRoRL £,
Enabled :  TRAP #{5%179
Disabled : TRAP FE & 1T 72\
Statistics: vovveeririiieiiiinnn. MEHEmEFRTL £,
0 packets INpUt.......coeeevvenn.. ZELE Ny M EEFORL 7,
0 bytes iNPUt «evveeeernreeennenenn. ZAE L7 bytes &2 Fr L £,
0 errors iNPUt......eeeneeeunneeen.. ZERM L T2y M EFRTR L £9,
0 dropped.....ccccceuvueeeeeennnn... ZENRD SN EFRRL ET,

0 unicasts, 0 broadcasts, 0 multicasts
........................................ ZELIETa—RXxy 2 Ty M A TFHR Yy ATy MEEERER
FTRLET, ZBELEa2=F Y XA Ty MR RSN ETA 7 EE ),

0 CRC €ITors.....ccvvvvvecennn.. CRC(K[ETLEMRE ) =7 —L7==E 7y MaRR-LET

0 OVEITUN ..oevvvvvvviineeannnn. TL—LDZEL— " NNN—FR U =T OZERNEB 720, ZITERN
MolzmlEERRL T,

0 undersized, 0 oversized...... TL—AEN6M LVENTL—A, HEIVEVWIL—2DOZERTry M
ARRLET,

0 pause frames .................... ZAE L 7= Pause 7L — LA FRRL £,

0 packets output.........cce...... EELEATy MEFRRLET,

0 bytes output .......ceeeevvnnn... EE L7z bytes iaFrR L £97,

0 errors output.............c.on... EERR LIy N EERRLET,

0 dropped......ccooevieieeeeeannns EERDSNImEERRL ET,

0 unicasts, 0 broadcasts, 0 multicasts
........................................ EELETa—RXx ATy M TRy X MTy MIEZEREN
FRLET, FELLEaZ=F ¥ ATy MUIERTRENEEAL (7 EE ),
0 pause frames .........cccevenenn. FELT Pause 7L — LA FRL £97,
180 seconds input rate 0 bits/sec 0 packets/sec
........................................ Hi[E @ show interface T~ R EZFITL ThHDESED L2, EHANE v b
L—h, BEO, Xy b —b 2R RLET,
k. EEEEINS 1 [EH O show interface, 38X X, HiEID show interface 76 1
FERICL ERGE L 723580, 77 CRRESNET,
180 seconds output rate 0 bits/sec 0 packets/sec
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........................................ HiEI O show interface =2~ F ZEITL THHDOESZS LI2, EHH AL v |k
L—h, BELO, "Fry b —FE2RRLET,
7ok, SEERLEN) S 18] B O show interface, 38 KON, Hif[E]D show interface 725 1
RERICL ERGR L 7285/, 7 TERENET,
port VLAN statistics: ........... A BT 22— ATEZELZVLAN # 772 L 7L —A, BEO., Port Vlan ([ZATE
THEIFET L — L0 ERE LRI £,
0 packets input, 0 bytes ....... ZIELT=e/N 0y ML bytes iaFomL £97,
0 IP unicasts, 0 IP multicasts, 0 IP broadcasts
........................................ ZRELTEIP2=XXx ANy M, VT F v ARy bk T e—F
Xx AR Ty MR EENENR AL E7,
0 L2 unicasts, 0 L2 unknown unicasts
........................................ ZELZL22=%x ATy bORA, HAR— b OFENRBEII TS
DERFEEDE DD 7 L — b BELTNENFTRL £7,
0 L2 multicasts, 0 L2 broadcasts
........................................ ZELEL YATFXR Y AT =28 L2 78— RFX ¥ AT L =2 ER
~LET,
0 discards, 0 errors.............. ZELETL—L0L, BEERLE-VL—2H, =T — L7 L — 2R ER
L E7, bridge/IP/IPv6 7L — LN Xy NU—7 T nky b CTREEINZLEES
WZAT Y N T v LET,
0 packets output, 0 bytes ..... BEELZE Ny ML bytes A FRL £97,
0 IP unicasts, 0 IP multicasts, 0 IP broadcasts
........................................ EELEZIP2=X Y ATy b K, v~V F Xy ARy ML T r—FR
Xx AR Ty MR EENENR AL E7,
0 L2 unicasts, 0 .2 unknown unicasts
........................................ EELZL22=F% v ATy bORA, HAR— b OFENRBEII TS
DERPFEOLODT7 LV — 2 ETnNENFRL £T,
0 L2 multicasts, 0 L2 broadcasts
........................................ BELEL vATFXRY A7 =28 L2 78— RFXF ¥ AT L =25 ER
RLET,
0 discards, 0 errors.............. EERICEE L7 —2H, =29 — L7 —2 2t nNEFnERLET,
Packets by size (octets) counters:

........................................ Ny NRBOAY L ZEFRLET,

INPUL weeeeeeeeee e ZlEA 2R LET,

64 OCLETS.eeunneeereeeeeeeenaeennn. 64bytes /X7 N DZAZ Ny A FERL ET,

65—127 OCtetS ceuneernneeenaannnn, 65 ~ 127bytes /N7 > s DZAE v M AR RL £,

128-255 0Ctets eveveneeennnnnn. 128 ~ 255bytes /X7 b DZAZG Ny N A FERL £,

256=511 OCtets weuuvevrnrernnnnnn. 256 ~ 511bytes /N b DZAE Xy N AEFRRL F9,

512-1023 octet .coeevvvrunnnnnnnn. 512 ~ 1023bytes /X7 > s DZER T v M A FRRL £,

1024-1518 octetS..uuueeunnnn.n.. 1024 ~ 1518bytes /X7 v b DZAE N r v " B AEERL 9,

1519-Ether MRU octets ....... 1519 ~ MRU bytes /X7 v b OZA5/3r v M a2 FRRL 9,
OULPUL e+ eeeeeeeeeeeeee e BRI FERRLET,

64 OCLES..ccvvurrreeeeeeeireeeennn, 64bytes /X7 b DREFENT Y M EERRL ET,

65127 OCLELS cvvverrarerreienias 65 ~ 127bytes /37 v b DIREST v M EERFL £

128-255 octets ..ovveviviennnnne. 128 ~ 255bytes /X7 h DEE Ny M EFERL F9,

256-511 OCtEtS vvvrveeneeneennnns 256 ~ 511bytes /37w b DFEENT v M ERARTL £,

512-1023 octets....ceuvenennnnen. 512 ~ 1023bytes /7 v kN DEFEXT v M EFRRL 9,

1024-1518 octetS cevueeunnnnen.. 1024 ~ 1518bytes /X s DEE N v M AR RL 97,

1519-Ether MTU octets........ 1519 ~ MTU bytes /X7 > b DEE Ny " EaFERL £9,
3.3.3 show interface port—channel

[BE]

port—channel 1 > % 7 = — A [EHMDOETR
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[ AT
show interface port—channel [ A > ¥ 7 = — A5 >] [detail]
[XF x—%]
INT A—H X EZ X AE i A W

A BT 2—AKE port—channel £ > % 7 = —Z2ADFK 5 EL £7°,

0~ 16777215

TRTDA 2T =— A%
=

detail 7' b aVBNCHEFHERE ZoRT G EICHREL | - 7 b a VNSRS R
£7, FRLAEWN

[EEE—FK]

Z—HPFE—F

[FiA]

port—channel /> ¥ 7 = —ADIEREZF R L F1°,

(217 4]

port—channel /> ¥ 7 = —ADFEREFERLET ([ X7 =2—AFHF 1),

#show interface port-channel 1

Port-channel 1 is up, line protocol is up, survey status is up
Description:
IP address is 192.0.2.1/24
Broadcast address is 192.0.2. 255

Secondary address is 198.51.100. 1/24, Broadcast address is 198.51.100. 255

MTU is 1500 bytes
DP-Redirect: enable
Encapsulation ARPA, loopback not set, not point-to-point Iink
Survey interworking is set
No. of active members in this channel: 1
Member 1 : GigaEthernet 1/1 is up, line protocol is up
Since: Apr 1 07:07:07 2017
Last clearing of “show interface” counters never
—- seconds input rate 0 bits/sec 0 packets/sec
—- seconds output rate 0 bits/sec 0 packets/sec
SNMP | ink-status trap:Enabled
Statistics:
0 packets input
0 unicasts, 0 broadcasts, 0 multicasts
0 packets output
0 unicasts, 0 broadcasts, 0 multicasts

(%7 ¢ — F OFER]

Port—channel 1is................. IP7RUVABEESNTEY, 1 2L EOME A 27 2 —AREL TWEEHEIC
“up”. shutdown % E L TV A E 13 “administratively down”. exec shutdown L TV 5
Y13 “operationally down” EFRENFET, BLTWAYE AL X T =2—AD Y v

ZRIEITIFEFEL £/ A,

line protocol is ....eevvvenevunneen. Vo277 L TWABEARIT "up”’. Vo Z7F T L TWAEAIL "down” EFRRL
7

survey status IS Up .....e....u.... “survey” <> K @ “interworking” (2L B A X T =—ADREEZRL T,
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ARBEAREEN T — L TV B EAICIL, “down” &R L £77,

Description: .....eeeeeeeeeeeennn. I E R AL £,

IP address is .ocoeeeeeeeeerenennn. IPva 7 KL 2A%&FRLET, IP-VPN 7R L RZREL TWDHHEAIZIE, IP-VPN
TRV RAZRRLET,

Broadcast address is .......... Tua—RX XY AT RLVRAZERRLET,

Secondary address is.......... Secondary Address ##F /R~ L £9°,

IPv6 is disabled ................. E#R ETIPve V> 7 a— A EBE L, IPv6 BfEMEILIRETH D Z L2 RRL

T, ZOBEAIE. Vo u—hVEEHOBERZEY R -1%. Port—channel 3%
EOHIER BREZITORVIRY | YA ¥ 7 = —XITTIPVGBREEIT) 2 &
IITEEEA,

IPv6 address(es) .........c...... IPv6 7RLA(Zmr—rb e Y ya—in) b7 L7 4y 7 ARERRLET,

MTU is 1500 bytes, MPLS MTU is 1500 bytes

...................................... B RIREHAL (byte) #FRL 97,

DP-Redirect .........ccocvenen. T=2 7= O VIR L PREPA D RGEICERL £,
enable : T T =TIV IRL TS
disable: T—=H T L= TH VIR L L 7
Encapsulation.................... BT EFREFRL 97,

==y

Survey interworking is set ..... “survey” =2 K @ “interworking” MERXE I N TWDHZ EERL F9,
“survey” == K @ “interworking” 23E%E S ATV R WG EIZIFRRRIN TR A,
loopback not set..........uee..... loopback 23 > b SN TWNWAENE I nEF AL FT,
not point—to—point link ......... point to point A > H 7 = —ATHIHIME IMEERL 9,
No. of active members in this channel:

........................................ BT AWML L H T 2 — ADEEFR L ET,

Member 1 : Giga Ethernet 1/1 is up, line protocol is up
.................................... BT oMEA L X T 2— A Flid, PTA T 2—RE | TOREEZFRR
LET,
SINCE v AV BT 2 — ADIRENBIEDIRREIZE L L 72 &2 FoR L 7,
Last clearing of “show interface” counters
........................................ 1% 1Z clear interface 1~ R WEATI N 2R L £, HiEkLEi%, &
HEITSINTRWEE L "never” EFonL 7,
—— seconds input rate 0 bits/sec 0 packets/sec
........................................ B[ D show interface T~ R EZFITL ThHDESED L2, FHANE v b
L—h, BEO, Xy b —bbE2RRLET,
k. EEEENNS 1 [EH O show interface, 38X Y, HiEID show interface 736 1
FERILL ERGR L 7235803, 77 CTRRESNET,
— seconds output rate 0 bits/sec 0 packets/sec
........................................ HiEIOD show interface =2~ F ZEITL THHDOESZDS LIZ, FHH AL v |k
L—h, BEY, "y b —FE2RRLET,
7ok, HEERLENI) S 1 [B]H O show interface, 38X Y, Hii[EID show interface 725 1
RERICL ERGB L 7285/, 7 TERENET,

SNMP link—status trap: ......... Voo 77/ V287D TRAPREEITINE I hEFRRL £9,
Enabled : TRAP %15 %179
Disabled : TRAP EE 2 {TH 720
StAtIStICS: veneernneeeeeereeeennnn MEHEHRE R L 7,
0 packets input ............... ZELIE ANy N EFRLET,

0 unicasts, 0 broadcasts, 0 multicasts
.................................. ZRELIa=F%x ANy MU/ 7T —RXXx ATy NI/ vV FF %
ARNTy NMREENENRRL F7,
0 packets output ............. EELEANTry M EFRRLET,
0 unicasts, 0 broadcasts, 0 multicasts
.................................. EELIEZ=F XY ATy NI/ T —REX X ANy M/ <~V FF %
AMNNTy M EENENERTL ET,

144 AV BT 2= ADIT U H R RIERE OFR



a< R Y7 7Ly A - JEHEHR BIwE A X7 x— AR

3.3.4 show interface port—channel survey

[#%5E]

port—channel A > % 7 = — A ® survey HEEHFHR O —EL R

[ AT

show interface port—channel survey

[E{EE—F]

s

[Fif]

port—channel > % 7 = — A ® survey BHEERE —ELRL 7,

[ F1741]
port—channel > % 7 =— A ® survey i —E 2K RL £7,

#show interface port-channel survey

Interface Status Survey Since Description
Port-channel 1 up up Jun 19 11:22:08 2019
Port-channel 2 up — Jun 19 11:30:25 2019
Port-channel 3 up up Jun 19 11:38:35 2019

(%7 4 — LR DEK]

Interface ...........coovvvvveennnnn.. AUBT 2— AL EFRRLET,

SEALUS oeeeevvreeeeeeeeinreeeeeeeans A BT 2 —AD up/down ZFKRL £7°,

SUIVEY  eeveeeeeeeeeeeee e A BT =—AD survey up/down Z K x L F9, Survey HH#EL TWRWA X
Tx— AL " ERRENET,

SINCE teveveveerrerienieieeieeene AL BT 2= ADRENBRIEDORIBICEL L LA 2R L £7,

Description .....coccccevvueeeenen. WA R R £9,

3.3.5  show interface loopback

[#rE]
loopback A > Z 7 = — A fEHRDFR

[ AT

show interface loopback [ £/ v % 7 = — A% = D]

[ 3T xA—=%]
T RS REN R W

A BT 2 —A%KE |loopback £ > ¥ 7 = —ADFEFEEEL £, 0~ 16777215 FTRTCDA L ZT 2 —AF
5

[EEE—1]

Z—HPE—F

G
loopback £ > Z 7 = —ZADEFREZFRL £7°,
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[ F1741]
loopback £ v # 7 = —ADFHREFTRLET (A X T7=2—2AF5 1),

#show interface loopback 1

Loopback 1 is up, line protocol is up
Hardware is Loopback
Description:
IP address is 192.0.2.1/32
MTU is 33168 bytes
Encapsulation UNKNOWN
Since: Apr 1 07:07:07 2017
Last clearing of “show interface” counters never
SNMP | ink-status trap:Enabled
Statistics:
0 packets input
0 bytes input, 0 errors input, 0 dropped
0 unicasts, 0 broadcasts, 0 multicasts
Discards: 0 unknown protocol
0 packets output
0 bytes output, 0 errors output, 0 dropped
0 unicasts, 0 broadcasts, 0 multicasts

(&7 ¢+ — R DEKE]

Loopback 1iS...ccccccevuuneennn. shutdown % /& L T\ 541X “administratively down”. exec shutdown L TWA A X
“operationally down”, % 9 T7Z2WEEIL "up” EFRRL £7
line protocol is «.cevvvuueeeeennnn. shutdown FRE L TWAEAIL "down”, & 9 THRWIEEIX "up” ¢ ERL £9°,
Hardware is Loopback ........ LEiERTIL ET,
Description: ..eeeeeeereeeunnnnen. I EFRRL £,
IP address is ......ceeeevevunnnnn. IPva 7KL AL Ry v AT 2FRLET,
Pv6 address(es) ................ IPv6 7 RL A (Za—rv sV rua—hn) b7 v 0y 7 AERFRRLET,
MTU S vt R RERIEHAL (byte) ZFR L 7,
Encapsulation.................... BT ERERL 97,
SINCE vrvreereieeieie e A H 7 == ZAORENBALORIBICEL L 2R 2 R L £7,

Last clearing of “show interface” counters
...................................... B2 clear interface T~ R MWEITINTEEM 2T R L 9, EEEEH%, —FE
HEITINTRWEE L "never” EFRL £97,

SNMP link-status trap: ....... Uo7 o7/ U2 B 70D TRAPHEERITINE I aFRoRL £,
Enabled :  TRAP #{E%479
Disabled : TRAP FE &2 1T 72\
Statistics: veveeeeeeereeiieeiiiinn, MEHERE R L £,
0 packets input................ ZELE ANy N EFRLET,

0 bytes input ....ceeeve.... ZELIEANA M EERRLET,

0 errors iNput.......cc....... ZERM L T2y M EFRTR L £9,

0 dropped.......c.ovvevnnenen. ZERSSN-BEEFRRL FT,

0 unicasts, 0 broadcasts, 0 multicasts
.................................. ZELEZ=X Y ARy "N/ Ta—FRXxy ATy N/ <~V F % x
ANy MIEENENRRL T,

Discards:..............ouvvne. 7ak a VAR ODNETERnoTe Ty NERRL ET,
0 packets output.............. EELIENTy M EERRLET,

0 bytes output .............. EELTANA M EFRRL T,

0 errors output.............. BEERBL 7=y N AEFRL £97,
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0 dropped.........

............ EENRD SN e 2Rl £

0 unicasts, 0 broadcasts, 0 multicasts

............ FELEZZ=F Y AR Ty NI/ Ta—RXx ATy M/~ FFx
ATy RN ENEIRL £7

3.3.6 show interface null

[B%AE]

NULL A > % 7 = — AfFHOFE R

[ATIE ]

show interface null [0]

[EiEE—F]
Z—HPE—F
[@if]

NULL f > & 7 = —ADEREERRELFET,

[£1741]

NULL f > & 7 = —ZADEFEERRL FET,

#show interface nul

Null O is up, line protocol is up
Hardware is Unknown
MTU is 65535 bytes
Encapsulation ARPA, Duplex unknown, speed unknown
Since: Apr 1 07:07:07 2017

Last clearing of

Statistics:
0 packets input
0 bytes input

“show interface” counters never

, 0 errors input, O dropped

0 packets output
0 bytes output, 0 errors output, 0 dropped

(&7 4 —L R DOE%]

Null 08 wvvniiiieiiieinenes

..... shutdown %7€ L TV 2354 1% “administratively down”. & 9 TRWIEAIX "up” & FoR
LET,

..... Vo277 L TWABEAIT "up”s Vo 7X 7 L TCnAEAI “down” & FRL F
7

......... MAC 7 R L 2% ERL £9, Unknown EE &7V £,

......... B KERIEHAT (byte) Z#FR L £77,

......... TR ERRL ET,

......... Fa Ly I AE—REFRLELET,

......... HE, MELY o XA TR ET,

AV BT 2 — ADRENBAEORIEBIZE(LL IR 2R L £7,

Last clearing of “show interface” counters

Statistics:...ceveuenen.n.

......... B2 clear interface =~ R WFEITEINZR M 2 £ /R L 9, HEEEH®K, —E
HFEITINTRWIEEIE "never” LRl £,
......... WEHERE TR L £,
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0 packets input................ ZELE ANy N EFRRLET,
0 bytes input ....ceeevun.... ZELIEANA M EAERRLET,
0 errors input................ ZERKE LT Ty NERRLET,
0 dropped......ccuuveeennen... ZERSSNZEREFRRL £7,

0 packets output.............. EELEAT Yy NIRRT LET,
0 bytes output «...evv...... EELTEANA N EERRLET,
0 errors output.............. BERBL TNy N ERRL 97,
0 dropped.......ceeeeeeennn... EERD SN ERRL ET,

3.3.7 show interface tunnel

[#rE]
tunnel £ > # 7 = — AEHOFE
[ A
show interface tunnel [ A > &% 7 = — A& 5 >] [detail]
[ X7 #x—%4]
NT A=K HEAR X A i [ B
A BTz — AT tunnel f > # 7 = —ADFEEEEL ET, 1~ 16777215 TRCDOA VR T =2 —AF
5
detail 7' b a VRNCHEHE R E RN TG AICREL | - Zu bk a VRN SR A
E3 N FRL 720
2L FTRCDA VBT = —ARGOEREERT DY | - -
Bl EL £,
[EhEE—F]
Z—HFE—F
G|

tunnel £ > ¥ 7 = — ADFREFRL T77,

[ F1741]
tunnel £ ' Z 7 2 —ADEREFRRLET ([ X2 T7x2—2FK5F 1 1),

[IPsec tunnel MiZ&]
#show interface tunnel 1

Tunnel 1 is up, line protocol is up
Hardware is Tunnel
Description:
[Pv4 address is not configured
Inner MTU is 4000 bytes
Encapsulation ESP, point-to-point Iink
Since: Apr 1 07:07:07 2017
Last clearing of “show interface” counters never
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors
0 packets output, 0 bytes
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0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors

#show interface tunnel 1 detail

Tunnel 1 is up, line protocol is up
Hardware is Tunnel
Description:
[Pv4 address is not configured
Inner MTU is 4000 bytes
Encapsulation ESP, point-to-point Iink
Since: Apr 1 07:07:07 2017
Last clearing of “show interface” counters never
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, O bytes
0 IPv4 unicasts, 0 IPv4 multicasts, 0 IPv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, 0 errors
0 packets output, 0 bytes
0 IPv4 unicasts, 0 IPv4 multicasts, 0 IPv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, 0 errors

[IPinIP tunnel MiE&]
#show interface tunnel 1

Tunnel 1 is up, line protocol is up
Hardware is Tunnel
Description:
[Pv4 address is not configured
[PinIP tunnel-profile profile-A
Profile mode [PinIP encapsulation
Source address XXX. XXX. XXX. XXX
Destination address
Inner MTU is 1480 bytes
Encapsulation IPinIP
Since: Apr 1 07:07:07 2017
Last clearing of “show interface” counters never
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors
0 packets output, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors

XXX. XXX. XXX. XXX

#show interface tunnel 1 detail

Tunnel 1 is up, line protocol is up
Hardware is Tunnel
Description:
[Pv4 address is not configured
[PinIP tunnel-profile profile-A
Profile mode IPinIP encapsulation
Source address XXX, XXX, XXX. XXX

149

AVBT 2—=ADHT U H - ffEE - RAERE OFR



a< R Y7 7Ly A - JEHEHR BIwE A X7 x— AR

Destination address XXX. XXX. XXX. XXX
Inner MTU is 1480 bytes
Encapsulation IPinIP
Since: Apr 1 07:07:07 2017
Last clearing of “show interface” counters never
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, 0 bytes
0 IPv4 unicasts, 0 IPv4 multicasts, O IPv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, O errors
0 packets output, 0 bytes
0 IPv4 unicasts, 0 IPv4 multicasts, O IPv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, O errors

[MAP tunnel MiE&)
#show interface tunnel

Tunnel 1 is up, line protocol is up
Hardware is Tunnel
Description:
[Pv4 address is not configured
[PinIP tunnel-profile profile-A
Profile mode MAP encapsulation
Encap source address check enable
Inner MTU is 1460 bytes
Encapsulation IPinIP
Since: Jun 9 08:33:59 2019
Last clearing of “show interface” counters never
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, O bytes
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors
0 packets output, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors

#show interface tunnel detail

Tunnel 1 is up, line protocol is up
Hardware is Tunnel
Description:
[Pv4 address is not configured
[PinIP tunnel-profile profile-A
Profile mode MAP encapsulation
Encap source address check enable
Inner MTU is 1460 bytes
Encapsulation IPinIP
Since: Apr 1 07:07:07 2017
Last clearing of “show interface” counters never
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, 0 bytes
0 IPv4 unicasts, 0 IPv4 multicasts, O IPv4 broadcasts

150 A UBT 2= ADHT U H - HEEE - IR L DFOR



a< R Y7 7Ly A - JEHEHR BIwE A X7 x— AR

0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, O errors
0 packets output, 0 bytes
0 IPv4 unicasts, 0 IPv4 multicasts, O IPv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, O errors

[EtherIP tunnel MHBE]
#show interface tunnel 1

Tunnel 1 is up, line protocol is up
Hardware is Tunnel
Description:
Bridge—-group 1
Quter MTU is 4000 bytes
Encapsulation EtherIP, point-to-point |ink
ether-ip tunnel Profile-A
tunnel source address XXX. XXX. XXX. XXX
tunnel destination address XXX. XXX. XXX. XXX
Since: Jun 13 18:54:19 2017
Last clearing of “show interface” counters Jun 14 08:54:07 2017
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, O bytes
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors
100 packets output, 12400 bytes
100 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors

#show interface tunnel 1 detail

Tunnel 1 is up, line protocol is up
Hardware is Tunnel
Description:
Bridge-group 1
Outer MTU is 4000 bytes
Encapsulation EtherIP, point-to-point link
ether-ip tunnel Profile-A
tunnel source address XXX. XXX. XXX. XXX
tunnel destination address XXX. XXX. XXX. XXX
Since: Jun 13 18:54:19 2017
Last clearing of “show interface” counters Jun 14 08:54:07 2017
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, O bytes
0 IPv4 unicasts, 0 IPv4 multicasts, 0 IPv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, O errors
100 packets output, 12400 bytes
0 IPv4 unicasts, 0 IPv4 multicasts, 0 IPv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, O errors
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[PPP/L2TPv2 tunnel MBE]
#show interface tunnel 1

Tunnel 101 is up, line protocol is up
Hardware is Tunnel
Description:
[Pv4 address is not configured
Outer MTU is 1320 bytes
Encapsulation PPP/L2TPv2, point-to-point |ink
Since: Sep 2 10:47:43 2020
Last clearing of “show interface” counters never
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors
0 packets output, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors

#show interface tunnel detail

Tunnel 101 is up, line protocol is up
Hardware is Tunnel
Description:
[Pv4 address is not configured
Outer MTU is 1320 bytes
Encapsulation PPP/L2TPv2, point-to-point link
Since: Sep 2 10:47:43 2020
Last clearing of “show interface” counters never
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, O bytes
0 IPv4 unicasts, 0 IPv4 multicasts, 0 [Pv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, 0 errors
0 packets output, 0 bytes
0 IPv4 unicasts, 0 IPv4 multicasts, 0 [Pv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, O errors

[USB Modem M i54&]
#show interface tunnel 1
Tunnel 1 is up, line protocol is down
Hardware is Tunnel
Description:
IPv4 address is not configured
Inner MTU is 1500 bytes
Encapsulation PPP, point-to-point link
Modem profile modem-profile-A
Since: Jul 7 23:45:16 2017
Last clearing of “show interface” counters never
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, 0 bytes
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0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors

0 packets output, 0 bytes
0 unicasts, 0 broadcasts, 0 multicasts
0 discards, 0 errors

#show interface tunnel 1 detail

Tunnel 1 is up, line protocol is down
Hardware is Tunnel
Description:
[Pv4 address is not configured
Inner MTU is 1500 bytes
Encapsulation PPP, point-to-point Iink
Modem profile modem-profile-A
Since: Jul 7 23:45:16 2017
Last clearing of “show interface” counters never
SNMP | ink-status trap: Enabled
Statistics:
0 packets input, 0 bytes
0 IPv4 unicasts, 0 IPv4 multicasts, 0 IPv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, 0 errors
0 packets output, 0 bytes
0 IPv4 unicasts, 0 IPv4 multicasts, 0 IPv4 broadcasts
0 IPv6 unicasts, 0 IPv6 multicasts
0 discards, 0 errors

[%7 4 — F OFER]

Tunnel 1S wueeeevneeeneeeeeeenn. shutdown % 7E L TV A 3E 1% “administratively down”. exec shutdown L T\ 241X
“operationally down”, % 9 TZ2WEEIL "up” EFERL 9,
line protocol is .......ovevvunenenn. Vo277 L TWABEARIT "up”’. Vo ZF T L TWAEAIL "down” EFRL F
7
survey status iS Up ....ueeevvnnees “survey” <2 N @ “interworking” I LD A H T = — ADIREEZ R L T, UKRE
FTUREEN =T — L TWALEITIEL, “down” EERRL F7,
Hardware is Tunnel.............. ZHiEFRRL ET,
Description: ..oeeeveeeeeeeeneeneen. I E R AL E9,
Outer MTU S cevvnveeeeeeennnnn. Fe KERIEHAT ( BT © bytes) R L 97,
[Pv4 address iS..............ouuu. IPvd 7 KL AZHRKRL 9,
IPv6 address iS...............uuu. IPv6 7 KL AZHRK L 9,
IPv4 ipv6—tunnel-profile........ foxvrary ANVAEFRRLEFT,
IPinIP tunnel-profile............. IPinlP b > %D a7 7 ANZHEFERLET,
Profile mode ........cccccevvunn... Ty ANDE—RNREEERLET,
Rule IPV6 prefiX......cccuueeen... Rule IPv6 prefix #3# <L F£9
Rule TPv4 prefiX........c......... Rule 1Pv4 prefix &R L £9°,
Encap destination address.... Encap destination address ZZ~x L £,
Encap source address.......... Encap source address &~ L £,
EA-bit length...........ooeonill EA-bit B&FRL £7,

Encap source address check

........................................ Encap source address check % & F/r L £,

enable: Hzh

disable: E7sh
Inner MTU iS ..oovvuneeeiiiinnnn.es B RERDSHAT (byte) &R~ L £,
Encapsulation...........ceeevvnnees BT ERE R R L £T,
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point—to—point link............... point to point f > Z 7 = —ATHHZ L EERL E7,
IVFRAL S SARA L H T = —ADEA L “point-to—multipoint link” &R L £
7

ether—ip tunnel-profile.......... hoxvrar7r AN ERzRALET,

VNI, VXLAN @ VNI fEZFRL £7°,

Source—address ................... VXLAN 7L T BEEORETLT L A 2R RL 97,

==y

Survey interworking is set ..... “survey” == K @ “interworking” X E SN TWNWDHZ A /RL £9, “survey” =
~ 2 R ® “interworking” ¥ E SN TV RWEAITIEE RSN ETA,

SINCE vevrerereeneeieie e A HT7 == ZADORENBAEDRIBICEL L T2 2 RR L 7,

Last clearing of “show interface” counters

........................................ 1% I\Z clear interface 2~ R NEATI N 2 FoR L £9°, HEEREI%, &
HEIT SN TROWEEIL "never” EFonL £,

SNMP link—status trap:......... Vo7 y7 /) V787D TRAPEEEZITINE IDERRLET,
Enabled :  TRAP #{F%179
Disabled : TRAP = 2 {TH 720

tunnel source address........... BT ]NMET BEORETT R L A&2FRL £9,

........................................ BTN T BREDSEET L AR R L £,

FVRE e, Outer VRF @ VRF 4 & #/rL £97,
StAtiStICS: veneenreeeeeeeeeeaeenn eSS A FRL £,

0 packets input, 0 bytes........ ZE LTy M, NA M EEFRL £97, errors, inactive discards 43 1E A 7 >
hxIgALE T ET,

0 unicasts, 0 broadcasts, 0 multicasts

........................................ ZELEZ=X Y ARy M T —RXxy ATy L L FFx
ANy NMEENENERL E7, discards 53TV FxtB Lm0 £7,
errors. inactive discards 431E A v > bR E 2D £,

0 discards, 0 errors.............. BRIHEL -7y ", =TI LTy N EENENFRRL £,

0 discards, 0 errors, 0 inactive discards

........................................ BIEL =y N =T —BEEL =Y > &, Inactive v 3 VEEO X
Ty N7 ANVEBERICEVBEEL 7oy MR ERRL £

0 IPv4 unicasts, 0 IPv4 multicasts, 0 IPv4 broadcasts

........................................ ZELIIPvA =% v ATy M T =Xy ATy M <b
FXx ATy MIEENENFRRL £7°, Psec Tunnel LIS TIL 0 [EET
7

0 IPv6 unicasts, 0 IPv6 multicasts

........................................ ZELEIPVE 2=F Y A RTy M AT F X ATy M REENE
NERL £9, IPsec Tunnel LAF Tl 0 [EE T,

0 packets output, 0 bytes...... EELT ATy MR, NA M ERERRL T,

0 unicasts, 0 broadcasts, 0 multicasts

........................................ EELEZ=X Y ATy M, T —RXxy ATy L v F % ¢
ARy MEENENRRL 7,

0 discards, 0 errors.............. BEE L=y M, m T —BEE LNy MR ENEFNERLET,

0 discards, 0 errors, 0 inactive discards

........................................ BIELI= Ry N, =T —BEEL =/ > M, Inactive v 3 U EED N
Ty N7 g VABERRIC L VIEIEL 1oy N EERRL £7°,

0 IPv4 unicasts, 0 [Pv4 multicasts, 0 IPv4 broadcasts

........................................ EELIEIPVE 2=F v ATy M, 7 r—R¥ ¥ X b3y ML <L
FX ¥ A MR Ty N EENTENFRRL £9, IPsec Tunnel ATl 0 [EET
R

0 IPv6 unicasts, 0 IPv6 multicasts

........................................ EELEZIPVE 2=F ¥ A My MR, AT Xy A MR Ty N xEne
NFERL £, [Psec Tunnel LAZLClE 0 [EHE T,
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3.3.8  show interface tunnel survey

[#%5E]

tunnel A > Z 7 = — A D survey HEHEE D —E TR

[ AT

show interface tunnel survey

[E{EE—F]

s

(G|
tunnel £ > Z 7 = — A D survey HHEE A — BRI L T3,

[ F1741]
tunnel A > Z 7 = — A D survey HHEE A — BRI L 9,

#show interface tunnel survey

Interface Status Survey Since Description

Tunnel 1 up up Jun 12 10:18:07 2017

Tunnel 100 down down Jun 12 11:05:23 2017

Tunnel 1001 up — Jun 12 12:13:52 2017 Surveillance disable
Tunnel 1002 down — Jun 12 12:14:58 2017

Tunnel 16777215 down down Jun 12 11:10:51 2017 Surveillance enable

(%7 4 — LR DEK]

Interface .......coeeeevvevuuneeennnn. AEBT 2 — AL EFRRLET,

SEALUS +eeeevereeeeeeeeirreeeeeeeans A BT 2 —AD up/down ZFKRL £7°,

SUIVEY  eeveeeeeee e A BT =—AD survey up/down Z KR L F9, Survey @H#EL TR\ A X
Tx— AL " ERRENET,

SINCE teveverveeeieiienieieeienens AV BT 2= ADRENBEIEORIBICEL L 2R 2R L £7,

Description we.eeeeeeeeeeeeeennnns. AR ET,

3.3.9 show interface trunk—channel

[#rE]

trunk—channel 1 > % 7 = — A ERDOF T

[ A

show interface trunk—channel [X f v Z 7 =2 — A FE M VT A v 2T =2 — AL T v 7 AEKE >]] lextended—
statistics]
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[T x—#]

IR A—H AE AR i P B
A BT 2—AFKEs | AV ET2—AEKGERELET, |1~2 TXTDOA 2 H

Tz —AEKE
BT A BT 2—RA | TA BT 2—AAL T v 7 A% | 1~ 9999 YT HT 2 —R
AT v I AEE BEEELET, FRRELZWV
extended-statistics Xy NRINCHEHEREFRRTD | - X7y M RRNCHERE
BEICHEEL £7, EHE TR LR

[EFE—F]
Z—HPE—F
(5]

trunk—channel £ > % 7 = — ADFREZ TR L £,

[51761]
trunk—channel £ > % 7 = —Z2DE#HEZ TR L £,

# show interface trunk-channel 1

Trunk-channel 1 is up, line protocol is up
Hardware is Trunk-channel, address is 0080. bdf0.567d
Description:
IP address is 192.168.0.1/24 (Port-channel 1)
Broadcast address is 192.168.0. 255
Bridge-group 100
VLAN is 100
VLAN-Tag terminate
Encapsulation ARPA, Duplex full, speed 1000Mb/s
ARP type: ARPA, ARP Timeout 00:20:00
No. of active members in this channel: 2
Member 1 : GigaEthernet 1/1 is up, line protocol is up
Member 2 : GigaEthernet 1/2 is up, line protocol is down
Since: Mar 23 16:29:33 2020
SNMP | ink-status trap: Enabled
Last clearing of “show interface” counters never
300 seconds input rate 0 bits/sec 0 packets/sec
300 seconds output rate 8 bits/sec 0 packets/sec
Statistics:
0 packets input
0 bytes input, 0 errors input, 0 dropped
—— unicasts, 0 broadcasts, 0 multicasts
0 CRC errors, 0 overrun, 0 undersized, 0 oversized
0 pause frames
packets output
68 bytes output, O errors output, O dropped
—— unicasts, 1 broadcasts, 0 multicasts
0 pause frames

—_

[“extended-statistics” /35 * —4 5 ERF]
# show interface trunk-channel 1 extended-statistics

Trunk-channel 1 is up, line protocol is up
Hardware is Trunk-channel, address is 0080. bdf0.567d
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Description:

IP address is 192.168.0.1/24 (Port-channel 1)

Broadcast address is 192.168.0. 255

Bridge-group 100

VLAN is 100

VLAN-Tag terminate

Encapsulation ARPA, Duplex full, speed 1000Mb/s

ARP type: ARPA, ARP Timeout 00:20:00

No. of active members in this channel: 2
Member 1 : GigaEthernet 1/1 is up, line protocol is up
Member 2 : GigaEthernet 1/2 is up, line protocol is down

Since: Mar 23 16:29:33 2020

SNMP | ink-status trap: Enabled

Last clearing of “show interface” counters never

300 seconds input rate O bits/sec 0 packets/sec

300 seconds output rate 8 bits/sec 0 packets/sec

Statistics:
0 packets input

0 bytes input, 0 errors input, 0 dropped

—— unicasts, 0 broadcasts, 0 multicasts

0 CRC errors, 0 overrun, 0 undersized, 0 oversized

0 pause frames

packets output

68 bytes output, O errors output, O dropped

—— unicasts, 1 broadcasts, 0 multicasts

0 pause frames

Packets by size (octets) counters:
Input
64 octets
65-127 octets
128-255 octets
256-511 octets
512-1023 octets
1024-1522 octets
1523-ether MRU octets

Output
64 octets
65-127 octets © 14
128-255 octets
256-511 octets
512-1023 octets
1024-1522 octets
1523-Ether MTU octets

—_

O O O ©O © O

-~

O O O ©O O

[%7 4=’ DOEK]

Trunk—channel 1 iS......ccuu..... shutdown % E L CTW A3 AL “administratively down”, exec shutdown L TW A EETE
“operationally down”, % 9 TZ2WGEIL "up” LR L £9,

line protocol is ....eevuveeneenne... Vo777 L TWABERIT "up”’. Vo Z7F U L TWAEAIL "down” EFKRL F
7

Hardware is Trunk—channel, address is

........................................ MAC 7R L A%&FRL £7°,

DesCription: «eeeeeeeeeeeeeeeennnns I EFRRL £,

IP address is ......coeeeevevunnnnnnns Pvd 7RV AZFERRLET,

Broadcast address is ............ Ta—RF¥¥Y AT RV RAEZERLET,

Secondary address is............ Secondary Address Z#/~L £,

IPv6 is disabled ...........c....... B ETIPve V7 a— A3 EB-E L, IPve BEMEILIREETH D Z L 2R L
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FF, ZOBAE. V7 a—hLVEEOERETY R =%. Port—channel 5%
FEDHIER BHREEITORWVIRD, A X7 = — R TIPV6 BEE{TH Z &

ITEEHEA,
IPv6 address(es) .c..eeueeeneenn... IPv6 7TRL A (Za—)L e Yo rua—h) L7 4w 7 AREZFR AL T,
Bridge—group ....eoeeeeeeeeeeennn. FlTJ& 3% bridge—group ZF /R L £9°,
VLAN 8 et A BT 2—ADVLAN BEEEFRL E7,
Range: "VLAN is any” BRIZ x5 & 725 VLAN F 5 O#HEZ FRL £9°,
VLAN-TAg .eovvevreirieerenenn, ZAE7 LV — 2% VLAN # 7 &% ) THAET 57>, VLAN & 7 Z[REL TR T 270
ERRLET,

transparent: VLAN % 7' & U Tk
terminate: VLAN & 7 &R L Clingk

track status is .............ceeee.. A BT 2 — AN track HHEL TWBIEAIC, track DIRFEEZ RN L 77,
up: N Z v Z4RHEMN UP
down: k Z v 7 RHEN DOWN
Encapsulation..................... BT FREFRRL T,
DUPIEX v, TaZly 7 AE—RF (£IE @), L <iE, ¥ 2E al) 2R/ ET,
SPEEA. it speed HEZFoR L £9 (WHEAR— N AFH ),

ARP type: ARPA, ARP Timeout 00:20:00

........................................ ARP # A7 & ARP R LTc= U R Y DX A LT U MM ZERRL £7,

No.of active members in this channel:

........................................ WREWEA L 27 2 — 20K EFTRLET,

SINCE v.vrvenverieieeeeeieeeneeiea AV BT 2 — ADIRENBIEDIRREIZZL L 7R &2 FoR L 7,

Last clearing of “show interface” counters

........................................ B %12 clear interface =~ > K NFEITI N 2 FR L £4, EEEER, —F
H TSN TRWEETL "never” EFRRL £97,

300 seconds input rate 0 bits/sec 0 packets/sec

........................................ ATy F—h, BEXO, "y b —hERRLET, HRHET DR,
load-interval 2~ K CEECT& £7,

300 seconds output rate 0 bits/sec 0 packets/sec

........................................ W AE y hr—h, BE, Xy b —bhZ2ERRALET, BT DRI,
load-interval 2~ > K CEETE £7,

SNMP link—status trap: ......... Voo 77/ V727D TRAP REZITOME I mEERL £7,
Enabled :  TRAP #{F%179
Disabled : TRAP = #{TH 720
StatiStics: .ovvvrrrrrriiierieeeeeneans MatidaE R £,
0 packets input ....c.ueevennenenn. ZELTEATry M EERRL T,
0 bytes input «....veeeunnnennn. ZELEAAL N ERRLET,
0 errors input.........ceee...... ZERM L T2y M ERTRL £9,
0 dropped.....ccceeeeeeeeeenn... ZEND SRR ZEFRL ET,

—— unicasts, 0 broadcasts, 0 multicasts
.................................... ZELIEZ=F Y ATy NI/ TR —REXF X ANy M/ =T F %
ANy MEFENENR AL T,

0 CRC €rrors.....cceeeenn.... CRCOKIEITUEMRE ) =7 —LIZE Ty AR RLET

0 OVErTUN ....oevvvvvviinnnnnnnn. TL—LDZEL — " WNN—FR U =T OZERNEBZ 2720, ZITERN;
MoleBlfiaERR L ET,

0 undersized, 0 oversized.. 7 L —ARN 64 L VW T L —A, BRIVEVWT L —LADZE A7y MK
ERRLET,

0 pause frames ................ AZ U 77 Pause 7L — A AEFRRL £,

0 packets output .......c.uee..... EELEAATy NERRLET,

0 bytes output «....ceeune..... EELEAAL N ERRLET,

0 errors output................ BRI L T2y N aEFRRL 9,

0 dropped......ccounveeunnnnnn. EENDSNITEEEERL £,

—— unicasts, 0 broadcasts, 0 multicasts

.................................... EELEZZ=F v AR Ty NI/ Ta—RXx ATy M/~ FFx
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ATy N EENENRRL T,
0 pause frames ................ PE(EL - Pause 7L — LA FE L 7,
Packets by size (octets) counters:

........................................ Ny MRBOAY L ZEFRLET,

TNPUL +eeeeeeeee e ZEIT U HEFRRILET,
64 octetS....covuereeeeininnnnn.. 64bytes /X7 v N DZAE Ny M EERL £9,
65-127 octets ...covevenenn.. 65 ~ 127bytes /347 > h D7 » MEEFRRL 7,
128-255 octets ....uvvnenen.e. 128 ~ 255bytes /N7 v b DGy N EFRRL 9,
256-511 0Ctets .ooervennenne. 256 ~ 511bytes 737 v b DZAE/ Ny MR EFRRL £,
512-1023 octets.............. 512 ~ 1023bytes /X7 > b DZE Ny M EEFRRL ET,
1024-1518 octetS ...u........ 1024 ~ 1518bytes /X s DZAE N v M AR RL 97,
1523-ether MRU octets.... 1523 ~ MRU bytes /X%~ h DZ(E/ 7 v b EFRL £7,
OULPUL wevneeeiieeee e EEAIV 2 ERRLET,
64 octetS....covueeeeeiinnnnnnn.. 64bytes /X7 b DREFENNT Y M EERRL ET,
65127 OCtetS .uverveeenennne. 65 ~ 127bytes /X7 v h DEE T v MEERRL £7,
128-255 0Ctets evvvuneennnnn. 128 ~ 255bytes /X7 h DIXENRT v MEAEERRL T,
256-511 octets ............... 256 ~ 511lbytes /N7 v b DEFE ATy NMIEFRRIL T,
512-1023 octetS...ceunn...... 512 ~ 1023bytes /X7 b DEE Ty M EEFRL FT,
1024-1518 octetsS ............ 1024 ~ 1518bytes /X h DEE N v M AR RL 97,

1523-ether MTU octets.... 1523 ~ MTU bytes /347 v s DREE 7 v M aFERL £,

3.3.10 show interface usb—ethernet

[#rE]
USB Ethernet A v # 7 = — ZADIFEHROFR
[ AT
show interface usb—ethernet [ A > % 7 = — ZAF 5 D]
[XF x—%]
IRT A—H AE X AE i A B

A BT 2—AFKS | A2 72— ABFEEELET, |1

TRTCDOA L H T = —AFK S

(B — ]
ke
(i8]

USB Ethernet f > % 7 = — ADEHREFRL F9,
T —XBEmAE K< EHREHERIIE S ET,

[51761]
USB Ethernet f > # 7 = —ADEHRERRLET (M ¥ T7=2—RAFF 1),

#show interface usb-ethernet 1.

USB-Ethernet 1 is up, line protocol is down
Hardware is USB-Ethernet, address is a036.9f4b. d900
Description:
IP address is 10.0.0.1/24 (Port-channel 101)
Broadcast address is 10.0.0. 255
Ether MRU is 4018 bytes
Encapsulation ARPA
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Flow control: send off, receive off
ARP type: ARPA, ARP Timeout 00:20:00
Since: Jul 19 11:01:58 2017
Last clearing of “show interface” counters never
300 seconds input rate 0 bits/sec 0 packets/sec
300 seconds output rate 0 bits/sec 0 packets/sec
SNMP | ink-status trap: Enabled
Statistics:
0 packets input
0 bytes input, 0 errors input, 0 dropped
0 CRC errors, 0 overrun, 0 undersized, 0 oversized
0 pause frames
0 packets output
0 bytes output, 0 errors output, 0 dropped

(&7 ¢+ —/ R DEKE]

USB-Ethernet 1S ..eeeuneen.... RIEDIRWNIEE R shutdown 3 E L TV A A1 “administratively down”.
execshutdown L TV 534 1E “operationally down”, % 9 TZRWIEAIT "up” & FRL
E e
line protocol iS ..eeueeeevueeunnnnns Vo777 L TWAEESIT "uw”. Vo 7X 7 L TWAEAEIT "down” & ER
L7,

Hardware is USB-Ethernet, address is
........................................ MAC 7R L 2% FRLET,

DesCription .....eeeeeeeeeeeeeennn. T E R AL £,

IP address is .ccoeeeeeeeeereeeennns IPvd 7R L 2A&FRL £9,

Broadcast address is ............ Tua—RX XY AT RV RAEZERRLET,

Ether MRU i$ ...ovevveveevenene. B RZAFHAL (byte) ZFERL FT,

Encapsulation ..................... B /AL F R EFRL 9,

Flow control: ..........ccoeeee.... Pause 7L —AIZk b 70— ha—L&i7o0E IR RILET,

ARP type: ARPA, ARP Timeout 00:20:00

........................................ ARP # A7 & ARP MRIR LT F U DE A LT T MR AR L 7,

SINCE wovervierierieieieeie e A HT7 == ZADRENBALDORIBICEL L 2R 2 R L £7,

Last clearing of “show interface” counters

........................................ B2 clear interface T~ RN FEITI N2 FRL 9, EEREE, —&F
HET SN TRWEEE "never” EFRL £7°,

300 seconds input rate 0 bits/sec 0 packets/sec

........................................ SEAIIE y FL—bh, BEXORNT Y b — R Z2FRLET, RHET DERREIL,
load-interval 2~ > K CEETE 7,

300 seconds output rate 0 bits/sec 0 packets/sec

........................................ VHMAEy —h, BIORNT Y b —FZ2RRLET, T DHREREIL,
load-interval =3~ > K CEHE T E£7,

SNMP link-status trap.......... Vo7 v 7/ Ve 7F 7D TRAP EEE2{TINE I DEFRLET,
Enabled: TRAP 45 %#17 9
Disabled: TRAP #E & 1T 720
Statistics ...evvvvvvvrieieeeeeeenns. WrHERE R L £,
0 packets input .........eeeeeeee. ZELT Ny N EEFRRL 9,
0 bytes input ....ceevvnvenenn. Z{E L 7= bytes #t&x F7RL £9, FCS (4dbytes) & Ethernet ~> % (14bytes)
O A X FEENEEA,
0 errors input w......eee....... ZERIRU TNy N EFRLET,
0 dropped «..uevevuneeenannn, ZERDSNZEHERRL T,
0 CRC €rrors ....ceeeeenn.... CRC (KEIERE) =7 —L7=%Ery M EEFRTRL £,
0 OVErTUN ...oevvvvvvreennnnnnn. TL—LDZEL — W= =T OZERNEB 2720, ZITERN
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MoleBaERTILET,

0 undersized, 0 oversized.. 7L — AL 64 LV EWT L — A, HEIVEWVWI L —ADOZENry ML
ERRLET,

0 pause frames ............... ZAE L 7= Pause 7L — A FRRL £,

0 packets output ................ EELEAT Y M ERALET,

0 bytes output ............... 2513 L7z bytes £ &4 Rk L £9°, show interface 7> 5 1 B LL ERGE L 72386
X, 7" TEREINFEFT, FCS (4bytes) & Ethernet ~w & (14bytes) OV A
RFEENEEA

3.3.11 show ip fragments statistics

[#&8E]
TIT ARy v a REHERO IR

[ATEK]

show ip fragments statistics

[EFE—FK]

SR

[FiA]
TSI AR v 2 OFHIERESESRL T,

[31761]
TSI AR v 2 OFEEHIERESESRL T,

# show ip fragments statistics

=NP=

===== [Pv4 fragments statistics =======

Fragments received : 16
Fragments process succeeded : 12
Discard for malformed fragments : 0
Discard for timeout : 4
Discard for table threshold over 0
Discard for threshold over 0
=====  [Pv6 fragments statistics =======

Fragments received : 16
Fragments process succeeded : 12
Discard for malformed fragments : 0
Discard for timeout : 4
Discard for table threshold over 0
Discard for threshold over 0
===== Fragments-cache current information =======
Fragment-cache tables : 10/4096
Cached packets : 10/10000
Fragment-cache table Expire Time : 1000 msec
=CP=

===== |Pv4 fragments statistics =======

Fragments received : 16
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Fragments process succeeded : 12
Discard for malformed fragments 0
Discard for timeout : 4
Discard for table threshold over 0
Discard for threshold over 0

===== [Pv4 fragments-cache current information =======

Fragment-cache tables : 10/200
Cached packets : 10/8192
Fragment-cache table Expire Time : 30000 msec

===== [Pv6 fragments statistics =======

Fragments received : 16
Fragments process succeeded : 12
Discard for malformed fragments : 0
Discard for timeout : 4
Discard for table threshold over 0
Discard for threshold over 0
===== [Pv6 fragments-cache current information =======

Fragment-cache tables : 0/200
Cached packets : 0/8192
Fragment-cache table Expire Time : 30000 msec

(%7 4 — FOEK]

Fragments received: ............. SEIENTE Ay N OZEHEPR R ET,

Fragments process succeeded :

........................................ DRSSy MR L T, HROBI SR EEE R L 7,
Discard for malformed fragments:

........................................ RRONIR3HFNTE 5 T2 eIz, IS NTBEAERRL £7,

Discard for timeout: ............. AALT D MO, WEINZEHERTL E7,

Discard for table threshold over:

........................................ cache TAT —7 /WENR K->, WEINZEHKEFERL ET,
Discard for threshold over: .... 18/ X7 b DI K EZ B X 72 7o I, ESNEHAERTL £,

Fragment—cache tables: ........ fragment—cache 7—7 /LD L | HAREEFRL £7,
Cached packets: ...coooevevvnnees FEHE N N o ER Ty ol R REEFRRL £,

Fragment—cache table Expire Time:

........................................ fragment—cache 7 —7 /L D i KK 2 FK R L £9°,
3.3.12 show vlan—id—any status

[#rE]
vlan—id any BRED 9 b . A7 > TV 5 vlan-id 23R

[ATEK]

show vlan—id—any status

[EEE—1]

R

[FiA]
Lan DAL H T 2 —ACHESILTWS vlan-id any iRED 5 b, A&7 - T3 vian-id #F R L £9°,
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3.3.13 show tag—map

[#RE]
A B T o — ABNCERE STV 5 mapping & RN
[ AT
show tag—map [summary | tunnel < A > % 7 = — AFK5 > ]
[XF7 x—#]
INT A—H BENE X T B IR
summary 4 tag-map DX EM & TR T HGAICHE - 4> tag-map DR E & TR
ELET,
tunnel < f > #7 = — |tunnel< A > H 7 = —AF > Dtagmap | A X7 =—AFK=7 : 1
AET > REERTTOHEITHEL £, ~ 16777215
[EhEE—F]
FeHE o —FE—
(3]

REDH BT tag-map DIFHRERRL £7,

163 A UBT 2= ADHT U H - HEEE - IR L DFOR



a< R Y7 7Ly A - JEHEHR % 4 ¥ PPPoE P

¥ 4 2 PPPoE BHE

4.1 PPPoE E#RHIEB IO 7 « $Et - KRB
EDFRR

4.1.1 pppoe connect

[#rE]

PPPoE & v 3 a v OB

[ AT

pppoe connect tunnel < A > Z 7 = — A& 5 > [moff]

[T x—%]

T A—H HENE BX E A B I

AL BT 2 —AFE tunnel £ > ¥ 7 = —ADFSEIRE | 1 ~ 16777215 BWEA ]
LET

moff EITHEROMNEbEZ LRNWGE | - FATHROMNEDOE
IZHREL £, 2179

[EhEE—F]

it —Y £ —F (a<rRFL~L14)

(G|
FEEL 7= tunnel £ > % 7 =—AD PPPoE ¥ v a v OS2 BIMEL £,

[31761]
PPPoE ¥ v a v ORI #BIGEL £,

#oppoe connect tunnel 1
Connect PPPoE session? [y/N]:yes

4.1.2 pppoe disconnect

[F&RE]

PPPoE & v ¥ a v DT

[ATIE ]

pppoe disconnect tunnel < A > % 7 = — R > [moff]
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[T x—#]
RNT A=K BRENE X AE i B IRE
A BT 2 —AKE tunnel > ¥ 7 = —ZADFFEFE | 1 ~ 16777215 B WA AT
LT
moff EITHEROMNEhEE LRNWGE | - FEATHERR ORI\ Abod
IHEL £, L )
[EEE—FK]

it — Y E—RF (a<rRFNL L 14)

[FiA]
EL tunnel f v X 72— ADPPPoE > v a v K TLET,

[31761]
PPPoE v a2 TLET,

#oppoe disconnect tunnel 1
Disconnect PPPoE session? [y/N]:yes
#

4.1.3 show pppoe session

[#%5E]
PPPoE & v 3 5 > OFFMIE RO IR
[ AT
show pppoe session [tunnel < A > ¥ 7 = — AFK 5 >]
[RF x—%4]
IRT A=K PENE T A P B I
A BT 2— AR tunnel > ¥ 7 = — ADFZEIRE | 1 ~ 16777215 B WA AT
LET
L tunnel £ > &% 7 = — AFSIEICHIE | - -
ICRFTHHEEIHREL 7
[EhEE—F]

Fifg—FE—F (a~vrFL~UL14)

[FimA]
PPPoE v a v OFMEHRAZEFZRL T3 tunnel f > X7 = — AZEEL o> 25812 tunnel > % 7 = —
AT FIRIZ NI R RSN ET,

[51761]
PPPoE & v ¥ a > OFEfiE#RE R~ L £7,

#show pppoe session

Session id 5 is up
Interface Tunnel 1
Lower Interface Gigaethernet 1/1
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Peer MRU 1492
Authentication Protocol CHAP
Profile pppoe-profile-A

Username xXxx@Xxxx. XX. XX

Server Name A-provider
Opened NCP IPCP

Local Address xxx.XXX.XXX. XXX

Remote Address Xxx.XXX.XXX. XXX

Primary DNS Server XxxX.XxX. XXX. XXX
Session state is Established since Nov 01 16:38:06
Statistics

PADI: 1 Packets sent,
PADO: 0 Packets sent,
PADR: 1 Packets sent,
PADS: 0 Packets sent, 1 received, 0 discarded
PADT: O Packets sent, 0 received, 0 discarded
SESSION: 12 Packets sent, 12 received, 0 discarded

received, 0 discarded
received, 0 discarded

0
1
0 received, 0 discarded
1

(&7 ¢+ — R DOEK]

SeSSION id evvvvveeeeeeeiieeennnn. Ty aryIDERRLET, PADS ZZ G L TORWEAIX "0 EFRL 7,
is DB EITiE, By a UL TWAEAIT "up”. #ESLL TWARWEREIE
“down” EFEIRENET,

Interface ...........ooevvvvvuennnnn.. MEA T 2 —AEFRLET,
Lower Interface ................... MR AL BT 2 — AR RLET,
Peer MRU 7O MRUEZRRL £,
Authentication Protocol ........ WEEE T e b avERRL £9,
USername ............coeeeeeeenenn. BREINTWDE—FHERRLET,
Server Name ...........ceeeeeenn. BEINTWDEY—"ZEFKRLET,
Service Name ......eeeeenvennnen. REESNTWAY—E 24 E2FRL 1,
Opened NCP ......ccoevenennne. XA T—2 a3 VICREI LT NCP 2R L £77
Local Address .........cccue..... IPCP CIRELT=r—ANADIP T R AEFRL T,
Remote Address ................. IPCP CIRELTZETDIP TRV ABFRRLFT,
Primary DNS Server ............. IPCP CIREL7Z7TF7A~<YUDNSTRL RA&EFKRL £,
Secondary DNS Server.......... IPCP CIREL 72 Z UDNS 7R L A%FKRL 7,
Interface 1D .eeeeeeeeeeenenne IPv6CP TIRELEHED A Z 7 = —A D R RLET,
Session state is Ty a L ?Dstate FRRL ET,
Idle: PPPoE v v a v &BMEL T2
PADI send: PADI # {5 L 7=
PADO recv: PADO #%{ L 7=
PADR send: PADR # 5 L 72
PADS recv: PADS Z#5%f5 L7

LCP negotiation: LCP D %I T —3 g

Authentication:  FEFEH

NCP negotiation: NCP D Rr 2> — g 1

Established: PPPoE & v ¥ a U B HENL L TW 5, HENL L 72RERT D Foom

REASON wvvveeeeeeeeieeeeeeiiiinnnn, Ty a D state 2 Idle THAEHHBHEZFRRL T,

Lower Interface down:#j¥E A > % 7 =— A7 down L TV 5

Tunnel Interface shutdown: tunnel -f > & 7 = — A3 shutdown XL TV 5

pppoe disconnect executed: disconnect @~ K NFETI 7=

Tunnel Interface Address disable: tunnel f > % 7 = — A IIEEINTZT KL ABRH
IR

Unnumbered Interface disable: unnumbered > % 7 = —AD 7 K L ARFRTIL/2
W
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Wi 4 % PPPoE B

StatisticS cuvevviviiiiiiiiieiieans

Linklocal Address for IPv6CP don’t set:
PVv6CP 3R EIILTWVDDIZ, V7 —AnT KL ARERK
SN TV
PADI, PADO, PADS, PADR, PADT. SESSION /X% v k ZALENDEZIE, FEFEIE
WEFRTLET,

4.1.4 show pppoe session summary

[F&RE]

PPPoE ¥ v g ¥~ U EHROFER

[ AT

show pppoe session summary

[EEE—1]

g2 —FE—F (<> RFL~UlL14)

(]

PPPoE t v a O~ UV ERAFRL T, tunnel A % 7 = —2AEFIEICHIETESNET,

[5E4761]

PPPoE v L a ¥ < U EREERL F9,

#show pppoe session summary

Session ID Loc Addrs Giga I/F  Tunnel I/F State Uptime
6 10.0.5.1 1/1 1 est 00:25:12
9 100.100.107.1 1/2 2 est 00:12:02
#

[%7 4= F OFER]

State

By arIDERRLET,
JAPCP CIRMELT-2— LD IP TR L A&2FrL £,
WA BT 2 — A FRL T,

v g ? State ZFERL £,

idle: PPPoE & v ¥ a V&AL TWhen

dis: Discovery A7 —Y D3I m— g
lep: LCPOxIT v T— g

auth: BUREH

nep: NCP ORI =— g H

est: PPPoE v a UM ENL L TW 5

.PPPoE & v a UL L Tb OB 2 F R L £9°,
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555 % RIP [

% 5 3 RIP B

5.1

[Pv4 B

5.1.1 clear ip rip route
[#&6E]
RIP T3 L 7= R B O HIBR
[ A
clear ip rip route {KIPvA 7R L 2> < Ry h =R 7 > [KXIPvA TRV R >/ F VLT 4 v 7 AR D)
[XF x—%#]
RT A—H RENA B E A WS I
IPvd 7 R L % IPvd 7 R L 2&REL £7, IPvd 7 R L 2JB HWEA ]
E AN Fv h~v AT ERELET, IPvd 7 R L A=, AT
TV T4 I AR | TV T4y I ARERELET, 0~ 32 A REA ]

[EhEE—1]

Bt — Y E—F (a2 LUl 14)

(R ]

RIP DR B HEE L 2R A HIBR L £7

[Z2174]

RIP THE L - RIREMAEIERL £4 ((Pv4 7R L R :192.0.2.0, Xv h~Z 7 : 255.255.255.0),

#clear ip rip route 192.0.2.0 255.255.255.0

5.1.2

[#hE]
RIP DREHER DF T

[ AT

show ip rip [route]

[EEE—F]

SRR

(R ]

show ip rip

RIP DL EZ RS E9,

(217 4]

RIP DL EZ RS £,
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555 % RIP [

f#tshow ip rip
Codes: R - RIP, C - connected, S - Static, 0 - OSPF, i - IS-IS, B - BGP, I — ISAKMP, L - Local Breakout
Network Next Hop Metric From Time
R 0.0.0.0/0 XXX. XXX. XXX. XXX 4 XXX. XXX. XXX. Xxx  02:53
R XXX, XXX. XXX. XXX/XX ~ XXX. XXX. XXX. XXX 3 XXX. XXX. XXX. Xxx  02:53
R XXX. XXX. XXX. XXX/XX  XXX. XXX. XXX. XXX 3 XXX. XXX. XXX. Xxx  02:53
R XXX, XXX. XXX, XXX/XX  XXX. XXX. XXX. XXX 3 XXX. XXX. XXX. Xxx 02:53
R XXX, XXX. XXX, XXX/XX  XXX. XXX. XXX. XXX 3 XXX. XXX. XXX. Xxx 02:53
R XXX, XXX. XXX, XXX/XX  XXX. XXX. XXX. XXX 12 XXX. XXX. XXX. Xxxx 02:53
#
(%7 4= R OEK]
COAES e, BELZFEEERLET,
R: RIP #% %
C: connected &
S: static FRI
O: OSPF #%#%
i: [S-IS #&
B: BGP #%i#%
[: ISAKMP #% %
L: a—HNT LA TT T MR
Network ......cevveeeeeiivieeeenenns SRRy U =T (ARAD ) #FRRLET,
Next Hop Next-hop 7 KL 2 & F L £9°,
MEtTIC.cuvnneiiiieeeeiieee e ANy 7EEZRRSLET,
FIOM wvevvevieveieieee e RS REZ RS L TWAHL—FDIPvA 7T R L 2% FRL £7,
TIME et eiee e BN FY U ETORMERLET, A=V FETrFOTs h VIZON TR

garbage collection ¥ifi T £ COREMAZFRL £97,

5.1.3  show ip rip protocol

[#E]
RIP 1250 T OfF O Fo7

[ATEK]

show ip rip protocol

[EFE—FK]

S

[FiA]
RIP IZOWTCOE#REFRL £,

[31761]
RIP DA R R L £77,

#show ip rip protocol

Routing Protocol is “rip”

Sending updates every 30 seconds with +/-50%, next due in 44 seconds
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Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update filter list for all interface is not set
Incoming update filter list for all interface is not set
Default redistribution metric is 1
Redistributing:
Default version control: send version 2, receive version 2
Interface Send Recv  Key-chain
port-channel1 2 2
Routing for Networks:
XXX. XXX. XXX. XXX/XX
Routing Information Sources:

Gateway BadPackets BadRoutes Distance Last Update

XXX. XXX. XXX. XXX 25 0 120 00:00:05

XXX. XXX. XXX. XXX 24 0 120 00:00:21

XXX. XXX. XXX. XXX 0 0 120 00:01:37
Distance: (default is 120)

Address Distance List

XXX. XXX. XXX. XXX/XX 100 98

[%7 4 — VR OEK]
Routing Protocol is .............. N—T 4T 7akarEzRrl £7,
Sending updates every 30 seconds with +/-50%
....................................... FEMREZRRL ET, EREOXREMMREIL, REMED 0.5~ 1.5 {FDT & L5
B2 0 %9,

next due in ......coeeeeeeiierees WBIDOEFEF A I T H2FRLET,
Timeout after ..........ccccee..... 2 A LT D NRERZERRL E7,
garbage collect after ............ garbage collection BRG] 2 F /R L F9°,

Outgoing update filter list for all interface is
....................................... EETANZ ) o TEREFRRLET,

Incoming update filter list for all interface is
....................................... ZETANZY T IERERRILET,

Default redistribution metric is

........................................ redistribute FF D A N U w7 2 FIRL £77,

Redistributing: .......cc.ccove.. RBIERE FIRET DIENDOL—T 17T a bk arkRrl £,
Default version control: ........ EZENA—T g EFRLET,

Interface EZEA LR T 2 — AL R R L ET,

Send FBENN—Va e RRLET,

Recv ZEAN—VaraRTILET,

Key—-chain Key—chain D& FrE R L £,
Routing for Networks:........... Xy b= %FRLET,

....................................... BREEIREL QAR A MEREFERL F9,
Gateway BREEILEL TWARANDIPVA T R L A2 K RL F£9°,
BadPackets ZELIEARERYy BRI 7,
BadRoutes ZE LA ERBE RS E R~ £7
Distance FAAZ L AMEEFRRLET, BEONV—T 4T T a bk an
TRRBREZZEFEL TWLIEAIC, ELLEZRINTIMNRETHEICHEHL £,
Last Update /v—7 4> 770 b a0y b & HREBIZZEL THDHOREEE

MzRRLET,
DiStance: ........ueeeeeveineeenenn. FTAAR L AEDT 7 v b EHERL ET,
Address SRR R TN L £,
Distance SESERRIR T LSRR ESNIT 4 A AMEEFRRL ET,
List WHT2T7 78RV A NEEERRLET,
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56 % OSPF B

% 6 3= OSPF BHE
[Pv4 BHE

6.1

6.1.1

[BaE)

5t

clear ip ospf neighbor

OSPF v ¥ 3 v O ¥IH1L

[ AT

clear ip ospf [vrf <VRE 4 > | all] [< A > A & > ZFK 5 >] neighbor <OSPF % A 23— > [interface < f > X 7 = — A4 >
A BT 22— AFK5 > [virtual-link] [moff]

[ X7 #x—%4]
N A—H BENR % A i [ B
VRF 44 VRF 4 %8 E L £7 63 LA D WORD # VRF ZfRE L 722\

all

INET, VRF 3R CHEyvar
XEETHEBITHEL £,

AV ARB AT AVABR AT EERELET, AVAR AT 0~ FRT
65535
OSPF H A 73— OSPF %A N—%fREL 7, * T RTORA/N— B WA AT
Jb—% 1D : IPvd 7 K L A
=
AV BT =—AL AVET 22— AR EREL £7°, - AU BT 2 —AEPRELARN
AV RT 2 —AFE AVET 2 —AREERELET, |-
virtual-link N—=F XY LR ANRN—ZR/ELET, |- BH DR A N—
moff FEITHROMNEhEE LARWES | - FATHER DN A B E21T 5
WHREL T,
[EhEE—F]
it —Y £ —F (a<rRFL~L14)
G|
OSPF & v a 2 #HMLL 9, EITRHIFATHGRZITV., By v a VWML T 2855813 7y 2 AL T2
S,
[ F1741]

OSPF v g v 2¥IHHLL £9°,

#clear ip ospf neighbor *
clear ip ospf neighbor? [y/N]:y

#clear ip ospf neighbor 192.0.2.2 interface port-channel 1

clear ip ospf neighbor? [y/N]:y

#clear ip ospf vrf vrf-A neighbor *
clear ip ospf vrf neighbor? [y/N]:y
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56 % OSPF B

6.1.2

6.1.3

clear ip ospf process

[#&5E]
OSPF 7' & & 2 D FiL Bl

[ AT
clear ip ospf process [ 7' 17 & & ID>] [moff]

[NF 2 —#]

INT A=K RENE X s R A W I
Zut D OSPE D7t A ID ZEEL £T, | al: §_XTOF kR | ospfd/ospfbd & FLH)
Fu€AID:1~5
moff FITHEB OB NG E LR WEES | - FITHER O WA bt
IHEEL 7 179

[#hEE—K]

g —FE—F (a~rFL~UL14)

(]

OSPF 7ot 2 ZFHiEgh L, B4

Y ERADLTLIEEN,

[5=1761]

OSPF Yt A& FHiZE L, B&Mti285bE x4,

Mz B Ed, FATRHIETHERB 21TV, OSPF 7 v A2 HiEE T 5 5813

#clear ip ospf process

clear ip ospf process? [y/N]:y

#clear ip ospf process 2

clear ip ospf process <1-5>? [y/N]:y

#clear ip ospf process all

clear ip ospf process all? [y/N]:y

#

[BaE]

clear ip ospf redistribute

Vo g AT — T —F_X—ZADHAHER

[ATEK]

clear ip ospf [vrf <VRF 4 >] redistribute {k | < A > 2 & > ZF5 >} [moff]

172

1Pv4



a<w R Y77y R - EHER %56 % OSPF B

[T x—#]
INT A=K BENE T A B A WS

VRF 4 VRF 4 & fEL £75 63 SCFLAPN D WORD INET 2AEIR S,

* TRTCDA LV AZ L AZRNRETD | - BIEAST]
HBAEICHEEL £7,

AVABRURAFT | AVAZ U AFTTEREL 7, 1~ 65535 B WEA AT

moff ETRHEOMWEDEEZ L2WEGEEIT | - FITREOM WAL ZEITH
REL £,

[EhEE—F]

Fifg—FE—F (a~rFL~UL14)

(G|

BREEAERITH L route-map R EZFEHAL, V7 AT — T —F_X—2%2FHEKL 7,

[ F1741]

INET ORREEFHRIZRF L route-map [HHMEZFEAL, Vo 7 AT— T —F_X—REFEHRL T (FXTDOA

AR R,

#clear ip ospf redistribute *
clear ip ospf redistribute *? [y/N]:yes

6.1.4 clear ip ospf statistics

[#&6E]
OSPF #taH&E®ROWH

[ATEK]

clear ip ospf statistics

[Bh{EE— K]
it —YE—R (a<wRFNL UL 14)

[FiA]
OSPF IZBAF 2 #HEHR 2 P L £9°,

[31761]
OSPF IZBAF 2 #HEHR 2 P L £9°,

#clear ip ospf statistics

6.1.5 show ip ospf

[#&5E]
OSPF & LRI D KR

[ AT
show ip ospf [[vrf <VRE 4 >] [X £ 2 A& 2% >] | all]
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[/XF7 x—#]
NG A—H B E A X AE i B IRE
VRF 4 VRF 4 & fEL 7 63 LFELAND WORD | INET D3R
1
AV ARB L AE AVAB AT FERELET, 1 ~ 65535 TRCDA AL R
B FoR

all INET, BLOVRF +_RCEFRT |- INET @D #3%7%
LEEITIEEL £,

L INET O Z® OSPE OEM A+ | - -
T ABAIEELET,

[Bh{EE— K]

Z—HPFE—F

[FimA]

OSPF ORI AZFRRL £7°,

[31761]
OSPF ORI AZFRRL £7°,

#show ip ospf

OSPF Routing Process 10, Router ID: xxx.XXX. XXX. XXX
Supports only single TOS (T0SO) routes

This implementation conforms to RFC2328
RFC1583Compatibility flag is disabled

Initial SPF schedule delay 50 msecs

Minimum hold time between two consecutive SPFs 1000 msecs
Maximum wait time between two consecutive SPFs 10000 msecs
Initial LSA throttle delay 50 msecs

Minimum hold time for LSA throttle 1000 msecs

Maximum wait time for LSA throttle 10000 msecs

Minimum LSA arrival 500 msecsRefresh timer 10 secs

Number of external LSA 6. Checksum Sum 0x3D1AA

Number of non-default external LSA 5

External LSA database is unlimited.

Maximum queue length for LS update message 10000 (default:10000)
Number of areas attached to this router: 1

Area ID: XXX.XXX. XXX. XXX
Shortcutting mode: Default, S-bit consensus: no
Number of interfaces in this area: Total: 2, Active: 2
Number of fully adjacent neighbors in this area: 1
Area has no authentication
Number of full virtual adjacencies going through this area: 0
SPF algorithm executed 128 times
Number of LSA 6817. Checksum Sum Oxd3eOaaa

OSPF Graceful Restart
Restarting neighbor: 0
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(&7 4 —/L R OFEKE]

OSPF Instance Process......... A VAR AT T EFRRLET,

Router ID: .o, N—52 1D ERRLET,

This implementation conforms to RFC2328

........................................ RFC2328 IZIh o 7o R TH D Z L 2 FRL 7,
RFC1583Compatibility flag is

........................................ RFC1583 Compatibility 7 7 7 Ok #EAZ R L 77,
OpaqueCapability flag is........ opaque-lsa—capabilty DR EEHRE TR L £,
Initial SPF schedule delay...... SPF B E Z BG4 5 F CORERROMEEEZFRL 1,
Minimum hold time between two consecutive SPFs

........................................ WG L 7= SPE EHEL O B/ MR 2 R L E 97,
Maximum wait time between two consecutive SPFs

........................................ e L 72 SPF 3R O KEFER R 2 R L £7,
Initial LSA throttle delay....... LSA Ak D AN ERE I 2 o L 9,

Minimum hold time for LSA throttle

........................................ e L 72 LSA ZERR D i/ MR 2 FR L £
Maximum wait time for LSA throttle

........................................ EHfgE L 72 LSA AR O KRR 2 Rox L 97,

Minimum LSA arrival............. LSA O/ EEERRL £,

Refresh timer ...........coeeeeen. LSAY 7L v aDfRERRL £,

Number of external LSA........ Vo AT — KT —H_X—ZAND external LSA & F L £7,

Checksum SUm ......ccvervenene. VY AT = T —HRXR=AMRFEL TN D, ASHLSADTF = v 7 AMEZFRRL
N

Maximum queue length for LS update message
........................................ KAy E— (LSA) a2 FoR L £7°,
Number of areas attached to this router:

........................................ iEd 5=l 7HEFRRL £7,

IHICETY TIZOWTUFOF#RERTRL 7,
Area ID: ceoeveiiiiieieieee U7 D EFREEYTEATERRLET,
Shortcutting mode: ............. ABRZ A 7N a—b by hOBEAEICT Y TRIL— b OHFETEEZFRL £,
Number of interfaces in this area:
....................................... T U TICHTF T2 OSPF A X4 7 = — A wFR L ET,
Number of fully adjacent neighbors in this area:
....................................... FULL state D 2 A N—ZFz R~ L £7,
Area has ..ooooeeeeeeiiiiiiiiiiinnnn, TREORTENRZFKRL £,
Number of full virtual adjacencies going through this area:
....................................... Ry 7 R—=PUHNOT Y T OEAIT, FULL state DIRARFR A N—E A2 FRL £7,

....................................... SPF A0 RS AR L 57,

Number of LSA ....cccceovrnenne. Uy I AT —hTF—=HZ_X—=ZANOD LSA Fx£RrL £7,
Checksum SUm ..........cocv.... YUYy I AT —hTF—=H_R=R L T D, U THNLSADF = v 7% ME%E
KRLET,
OSPF Graceful Restart ........ Graceful Restart DfF#H A £/RL 77,
Restarting neighbor: ............ HIE Restart FORAN—FZFRL £7,

6.1.6 show ip ospf bad—checksum

[#rE]
Fry 7Y bTT =0y FNEDORR

[ATE]
show ip ospf [vrf <VRF 4 > | all] bad—checksum
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[/XF7 x—#]
INT A=K B E A X AE i B IRE
VRF 4 VRF 4 & fEL 7 63 LFELAND WORD | INET D3R
e}

all INET, BELWVRF §R_RCEFRT | - INET O B3R
LHEEITHEEL £,

mL INET DHDF =y 7 LT —0 |- -
Ry N ONKEERRT DGR
ELET,

[EhEE—F]

Z—PE—F

[FimA]

F v IV LT —Ory NONEFEFRL FT,

[ F1741]
Fxv IV AT =Ry N ONEFEEFERLET,

#show ip ospf bad-checksum

Checksum received — 6166, computed — 6140, XXX XXX XX XX:XX:XX XXXX

Raw data
4500 0044 0363 0000 0159 OA8F COA8 0A02 E000 0005 0201 0030 0202 0202

0000 0000 6166 0000 0000 0000 0000 0000 FFFF FFOO 000A 0201 0000 0028
COA8 0AO2 COA8 0A01 0101 0101

(%7 4 — LR DEK]

Checksum received .............. ZELEF oy 7Y AMEEFRRL ET,
computed .oeeeeeveeiiiinn. HELE-TF =y 7V AEEFRL 7,
XXX XXX XX XX:XXIXX XXXX....... Nry NEZELZARERRLET,
Raw data ...........ooevvvvennnnnnn. Ny NTF—FEFRLET,

6.1.7 show ip ospf border—routers

[#rE]
4> ASBR. ABR [H#OFER

[AFE K]
show ip ospf [[vrf <VRE 4 >] [ A > A & ZF5 >]| all] border-routers
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[T x—%#]
NT A=K B E A R i B
VRF 4 VRF & ZfEL £7, 63 SCTFLAND WORD | INET D4 FoR
il
A ARB ARG AVAZ U ARFGEREL ET, 1~ 65535 TRTCDOA L AF A
BTN
all INET, BL O VRF T XCHEERT | - INET D &Frw
DGAIHEEL £,
L INET @& D4 ASBR, ABR D1 #H - -
EFRRTHGEIHREL 7,
[BifFE—NR]
2 e
[FimA]
42 ASBR, ABR DE#HAERRL £7,
[ 5247 61]
42 ASBR, ABR DE#HAERRL £7,
#show ip ospf border-routers
OSPF process 10
============ (SPF router rou‘ting table =============
R XXX. XXX, XXX. XXX [1000] area: xxx.xxx.xxx.xxx, ABR, ASBR
via XXX. XXX. XXX. XXX, port-channell
#
(&7 ¢+ — R DEKE]
OSPF Instance: .......coeeevvvnnes AAB L AEEFRRILET,
Reviiteeie e ASBR, H L<I&. ABROIPv4 7KL A%FRL £,
[1000] e X MEEZRRLET,
ATCA e e e e eee e e e eaenns T T HEERRLET,
ABR ..o ABR THDHZ L&aRLET,
ASBR ..ot ASBR CTHDHZ L&ERLET,
VIt et ST K L A~D Next-hop ZFKRL £,
port—channell ...........couuv...n. ST R U ANBETHODA L AT 2 — AL BFERL £7,

6.1.8 show ip ospf database

[#%AE]

Yo7 AT — b T = H_X= A EROFR

[ AT
show ip ospf [[vrf <VRF 4 >] [ A > A & 2% 5 >] | all] database
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[T x—%#]
RT A—H RIENE R i B
VRF 4 VRF & ZfEL £7, 63 SCTFLAND WORD | INET D4 FoR
il
A ARB ARG AVAZ U ARFGEREL ET, 1~ 65535 TRTCDOA L AF A
BTN
all INET. 8L VRF §_XTEFRRrT | - INET D &Frw
DGAIHEEL £,
el INET DHD Y 7 AT —FF—& |- -
R—2ADIERERTT D HEITIEE
LET,
[EFE—F]
e
G|
Uy I AT = T —=E_R=ZADFERERTLET,
[ 5247 61]
UV I AT = T —E_R=ZADFERERTLET,
#show ip ospf database
OSPF Router process 10 with ID (xxX. XXX. XXX. XXX)
Router Link States (Area xxx.XXX. XXX. XXX)
Link ID ADV Router Age Seq#t CkSum Link count
XXX. XXX. XXX. XXX XXX. XXX. XXX. XXX 499 0x800014ef Oxca3f 1
XXX. XXX, XXX. XXX XXX. XXX. XXX. Xxx 37 0x80001650 OxObfa 2
Net Link States (Area xxx.XXX. XXX. XXX
Link ID ADV Router Age Seq#t CkSum
XXX. XXX. XXX. XXX XXX. XXX. XXX. XXX 67 0x8000011a 0x9537
XXX. XXX. XXX. XXX XXX. XXX. XXX. XXX 63 0x80000103 0x28b1
Summary Link States (Area XXX. XXX. XXX. XXX)
Link ID ADV Router Age Seq#t CkSum Route
XXX. XXX. XXX. XXX XXX. XXX. XXX. Xxx 804 0x8000149d 0x2eeb XXX. XXX. XXX. XXX/XX
XXX. XXX. XXX. XXX XXX. XXX. XXX. XXX 966 0x80000a09 0x4ffc xxX. XXX. XXX. XXX/XX
ASBR-Summary Link States (Area XXX.XXX. XXX.XXX)
Link ID ADV Router Age Seq#t CkSum
XXX. XXX. XXX. XXX XXX. XXX. XXX. XXX 1752 0x800009ea 0x76f4
XXX. XXX. XXX. XXX XXX. XXX. XXX. XXX 1226 0x8000428a 0x93fc
AS External Link States
Link ID ADV Router Age Seq#t CkSum Route
XXX, XXX. XXX. XXX XXX. XXX. XXX. XXX 81 0x800016fe 0x8b69 E2 xxx. xxx. xxX. xxx/xx [0x0]
XXX, XXX, XXX. XXX XXX. XXX. XXX. Xxx 406 0x800016fa OxaOce E2 xxx.xxx.xxx.xxx/xx [0x0]
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(%7 4 — LR DEK]

Link ID woovoiiiececceeeec Vo7 25—k D &#FRrLET,

ADV ROUtEr....vvvveeeeeinnann... LSA #/ERR L7 —# ID #FRL £9°,
ABC e, LSA OB 2= L £97,

SEAH et = AR T ERRLET,

CRSUM +eeve e, Frxv YLz RLET,

Link count (Router LSA 7 )
........................................ N—E BB LT A v X7 2 — 2 EFR L £97,

E1/E2 iiiiiiiiiieieiieeeeaann, ARV 7 X AT HFRLET, ELOSGEIFI AN v Z7IZASHNOB@EE= A R &4
Wazx N NEENET, B2 OWAITASHO@E D X MIEGENEE A,
L0X0T veeeeeeeee e, route-tag Z F/~ L £9,

6.1.9 show ip ospf database asbr—summary

[F&RE]

Vo 7 AT —hF— & ~_— 2t ASBR-summary f§HRDOFER

[ AT
show ip ospf [[vrf <VRE 4 >] [ A v 2 Z > 2 F 5 >] | all] database asbr—summary [<IPv4 7 R L & >] [adv-router <IPv4
7 K L A > | self-originate]

[RF x—#]
N A=K BRENR X AE i ARG HE
VRF 4 VRF 4 #fEL 77, 63 SCFELIN D WORD | INET O A3oR
#l
AV AL AT AV AL ABZBEEREL 7, 1 ~ 65535 TRTCDOA L AH A
B R
all INET, BLOVRF ¢ _RTHEFRT |- INET O # 3R
HHEAICHREL £7,
IPvd 7 K L & IPvd 7 R L 2&HEL £, IPv4 7 K L A TRLUAZEELRW
adv-router | self-originate D —Z AR L 72 LSA fE#A>, | adv-router: flidd/L—% | T TOE MW
HE WAL T7- LSA SN ZIEE self-originate: H &
LEJ,
L INET O Z& > ASBR-summary &% | - -
FoRTHGEAIREL £7,
[#h{EE—F]
Z—PE—F
[FiA]

Vo 7 AT —bhF—H_X— 25D ASBR-summary {E¥#a F R~ L £7,

[51761]
Vo 7 AT —bhF—H_— 25D ASBR-summary {E¥#ka F R~ L £7,

#show ip ospf database asbr-summary

OSPF Router process 10 with ID (xxXx. XXX. XXX. XXX)
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ASBR-Summary Link States (Area XXX.XXX. XXX. XXX)

LS age: 1586
Options: 0x22 (x|-|DC|-|-|-|E|-)
LS Type: summary-LSA
Link State ID: xxx.xxx.xxx.xxx (AS Boundary Router address)
Advertising Router: XXX.XXX.XXX. XXX
LS Seq Number: 80000a06
Checksum: 0x3d12
Length: 28
Network Mask: /0
TOS: 0 Metric: 100

(&7 ¢+ —/ R DEKE]

OSPF Instance: .........c......... AVAZ L MEE R ET,

LS 8801 ceveeeeenenerirrrarennes LSA &5 L T b OFRBIRE R (HAT - B) 2RRL £,
OPHONS: cvveneeeeee et LSA R LTV —Z DA T v a Ui AR AL £,
LS TYDE: eerveveavieeieiianieenn. LSA ¥ A T &RRL ET,

Link State ID: ...ccceeeeeenene. Vo7 27—k ID&FRLET,

Advertising Router: .............. LSA #4 L7V —ZD)L—Z D #FK R £9°,

LS Seq Number:................... V=l AT G EFRRLET,
Checksum:......coceevvvvuneennnnn. Frzy 7Y LERRLET,

Length: .oeeeveeeeeeeieeieieene LSA DA P REFRLET,

Network Mask: ..........ceeeeennn Iy b —I~RIEFRLET,

TOS: ettt Type of Service fEZ KR L 97,

MeELIiC: uuneeeeeeiiieeeeiennnn. ANy 7EEZRRLET,

[Options 7 4 —/V K]
Options 1Z 8 B D7 4 —/L K THERL &AL, FAZL 4 B > M Type of Service i, A7 4 By MFREEA (0) & 72
DET, LFICE Y hOEKRERL ET,

0 0 0 0 N MC E T

T TOS

E S 8IL—T 4« T8RN

MC <)LFF+ R FEES

N NSSA &EH

Options A0 MIFE 1L Type of Service (X TOS 0 D& &AL . Options A2 DIFESIENEIL—T 1« VTRENERY ET,

6.1.10 show ip ospf database database—summary

[#dE]
3 L7z LSA Seat i Mo #oR

[AFE K]
show ip ospf [[vrf <VRE 4 >] [ A > A & > ZF5 >] | all] database database-summary
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[/XF7 x—#]
NG A—H B E A X AE i B
VRF 4 VRF 4% fEL £7, 63 LFELAND WORD | INET D3R
e}
AV ARB L AE AVAB AT FERELET, 1 ~ 65535 TRCDA AL R
B R

all INET, 8L WNVRF §_RCEERT |- INET D HFEoR
LEEITIEEL £,

2L INET ®H DB L 7= LSA OfEHE | - -
WMERRTHHAIHEL £7,

[Bh{EE— K]

Z—HPFE—F

[FimA]

FE L7 LSA OfFHEREZFR R L £7,

(217 4]

FBH U7 LSA OfiHE#RE R RL £7,

#show ip ospf database database-summary

OSPF Routing Process 10 with ID (xxx. XXX. XXX. XXX)

Area ID: xxX. XXX. XXX. XXX
LSA Type Count
Router 1
Network 0

Summary Net 23
Summary ASBR 2
NSSA external 0
Opaque Link 0
Opaque Area 1
Total (Area) 27

Area ID: XxxX.XXX. XXX. XXX

LSA Type Count
Router 15
Network 6

Summary Net 5163
Summary ASBR 7
NSSA external 0
Opaque Link 0
Opaque Area 3
Total (Area) 5194

external LSA 3
Opaque AS 0

Total (Process) 5224

[%7 4 — LK OE]
Opaque LinK c..veeuereeeeneeinnnns Link-Local Opaque LSA 4% £ R~RL £97,
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Opaque Area........ccovueuenenen..

Opaque AS oovvvveeeeeeiieeeen, AS-Global Opaque LSA ¥t & R L £,

Total(Area) ........cccceeeeennn... Area HI\L D LSA & £r L £7°,

Total(Process) process AL TP LSA # A FRL £,
6.1.11 show ip ospf database external

Area—Local Opaque LSA # & FE R~ L £,

[B%AE]

Vo AT — N T —H_R—ZFDAS I > 7 AT — NEROFETR

[ATIE ]

show ip ospf [[vrf <VRE 4 >] [ A > A & > 2 FE- >] | all] database external [<IPv4 7 K L & >] [adv-router <IPv4 7 K

L 2 > | self-originate]

[/3F7 2 —#]

IRT A=K RENE X s PR AW
VRF 4 VRF 4% fEEL £7, 63 SCFLANO WORD | INET O &FoR

?jg
AVAB AR AVAB ARG EREL ET, 1 ~ 65535 TRTCDOA LV AZ A
& FRoR
all INET, BLWRVRF §_XTEFrT |- INET O &FoR
LEEITHEEL £,

IPvd 7 R L A IPvd 7 R L 2 & EL £, IPv4d 7 K L AJE TRUVAZEEL RN

DL — & MR L 72 LSA A,
B & AAERL L 7= LSA @2 H6E
L7,

adv-router | self-originate

adv-router: fho L— %
self-originate: H &

FAT O

L INET OHD AS S Y > 7 AF— R | - -
WlE R S BAIEL 27

[BifFE— K]

Z—HFE—F

(5]

Vo AT = T —=HRXR=ZAFDASH Y 7 AT — MMEREFRL T,

(5217 41]

Vo AT = T —=HRXR=ZAFDASH Y o 7 AT — MMEREFRL T,

#show ip ospf database external
OSPF Router process 10 with ID (XxxX. XXX. XXX. XXX)
AS External Link States

LS age: 787

Options: 0x2 (x|-|-|-|-|-|E]|-)

LS Type: AS-external-LSA

Link State ID: xxx.xxx.xxx.xxx (External Network Number)
Advertising Router: XXX.XXX.XXX. XXX

LS Seq Number: 8000171e

Checksum: 0Ox4a8a

Length: 36

Network Mask: /0
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Metric Type: 2 (Larger than any link state path)
TOS: 0

Metric: 1

Forward Address: xxX.XXX. XXX. XXX

External Route Tag: 0

(%7 4 — L RDEK]

LS 8e: wuvueeeiiieeeeiieeeee, LSA 2 5 L THh b OFRRMEEH (HAL . f0) 2R R £7,
OPHONS: tvveveeeeveeeeeiienieeae LSA AWML To—F DA T v a Ve E KA L 7,
LS TYDE: eerveveaviaeieiianieenne LSA Z A T &R/ L ET,
Link State ID: ....cceeveeennnne. Yy 7 A7—hID ZFRLET,
Advertising Router: .............. LSA #4 L7V —ZD)L—%Z D #FK R £9°,
LS Seq Number:.....coevuuvenne... = AR T ERRLET,
Checksum:......cooeeevvvuneeeennnn. Fry 7Y LERRLET,
Length: .oeevvereeeeeiieieiee LSA DA P REFRLET,
Network Mask: ..........ceeeeennn Iy U —I <RI EFRLET,
Metric TYDPE: euueeeeraeeennnnnn. AN I RATHBFERLET
TOS: e, Type of Service fE & F/r L 7,
Metric: «ovvveeeeiiiieeeeeeiinnn. ARV 7EERRLET,
Forward Address: .............. Next-hop 7 K L 2 & &R L £9, 0.0.0.0 DHAIE, LSA ZAEK L 2—F HHN
Next—hop 1272V 9,
External Route Tag: ........... BRI E D S ToENER2E Yy F 7 4 — LR EFRFLET,

6.1.12 show ip ospf database max—age

[#rE]
Vo 7 25—k F—F2_X— 200D MaxAge 123 L 72 LSA [ & £
[ AT
show ip ospf [[vrf <VRE 4 >] [ A > A & > ZF 5 >]| all] database max—age
[ X7 x—%#]
N A=K BRE A X AE i AW
VRF 4 VRF 4% fEEL £7 63 SCFLANO WORD | INET O &FoR
?jg
AVAB AR AVABUAREERELET, 1~ 65535 TRTCDA LV AZ A
R
all INET, BELWVRF T R_RCEFrT | - INET O B3R
LHEEITIEEL £,
mL INET ®Z D MaxAge (2L 72 LSA | - -
HRERRTTHHEAEITHEL £75
[Eh{EE—F]
Z—PE—F
(G

Vo 25—k F—2_X— 20D MaxAge 1T L 72 LSA A £~ L £,
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[ F1741]
Vo7 AF—hF—2~_X—ZH 0D MaxAge 12 L 7= LSA I a #F <L £,

#show ip ospf database max-age

OSPF Router process 10 with ID (XXX. XXX. XXX. XXX)

MaxAge Link States:

Link type: 1

Link State ID: xxx.XXX. XXX. XXX
Advertising Router: XXX.XXX.XXX. XXX
LSA Tock count: 3

(%7 4 — LR DEK]

Link TYPE:.cevivueeeeiiiieeeeann. LSA X AT %FRL 7,

Link State ID: ..ooeeevenveeenen. Vo7 25—k ID &#FRL 7,

Advertising Router: .............. LSA 4K LI —F2D)L—H D Z#FRL £,
LS lock count:.......ccovvvennn... LSA vy Z7HFRL £7,

6.1.13 show ip ospf database network

[#hE]
Vo AT = TF—=HRXR=ZAHD Ry b U—7 LSA [FMOER

[ AT
show ip ospf [[vrf <VRF 4 >] [ A v A& ZFK5 >] | all] database network [<IPv4 7 K L Z >] [adv-router <IPv4 7
L 2 > | self-originate]

[/3F 2 —#]
NT A=K BRENR X AE i ARG HE
VRF 4 VRF 4% fEL £7, 63 SCFELIN D WORD | INET O AFoR
}jg
AVAB AR AVAR U AFZFERELET, 1 ~ 65535 TRTCDA L AZ A
B R

all INET, BLWVRF §R_RCTEFrT | - INET O 3R
LGEITHEEL £,

IPvd 7 K L & IPvd 7 R L 2 & EL £, IPv4 7 K L 2K TRUVAZEREL RN

adv-router | self-originate D —HZ BNAR L 72 LSA fE#A>, | adv-router: oD /L—% | T CTOEMW
HENER L LSA M) ZH8E | self-originate: H &
LET,

72l INET OHDF > b T —2 LSATE#R | - -
ERATHHAITHEEL £7°,

[#h{EE—F]

Z—PE—F

184 IPv4 [



a<w R Y7 7L R - @SR % 6%  OSPF

(G|
Vo IAT— KT —=F_X=2AF DRy hU—7 LSATFEHRZFRL £7,

[ F1741]
Vo IAT—KT—=F_X=2AF DRy hU—7 LSATFEHRZFRL £7,

#show ip ospf database network

OSPF Router process 10 with ID (Xxx. XXX. XXX. XXX)
Net Link States (Area XXX. XXX. XXX. XXX)
LS age: 510
Options: 0x22 (x|-|DC|-|-|-|E|-)
LS Type: network-LSA
Link State ID: xxx.xxx.xxx.xxx (address of Designated Router)
Advertising Router: XXX.XXX.XXX. XXX
LS Seq Number: 8000014f
Checksum: 0x2b6c
Length: 112
Network Mask: /27
Attached Router: xxx.XXX.XXX. XXX
Attached Router: xxx.XXX.XxX. XXX
Attached Router: xxx.XXX.XxX. XXX

(&7 ¢+ — R DEKE]

LS 8e: wuvueeeiiieeeeiieeeee, LSA 2 5 L THh b OFRRMEEH (HAL . f0) 2R R £7,
OPLONS: ceevveeeeeeeeeeeeeeeeeee LSA AR LTV —F DOF 7 g Ve =R L £,
LS TYDE: tevveeeieieeeeeeeeeene LSA X A7 %FRLET,
Link State ID: ..coeevvenveeennn. Voo 27—k ID Z#FRL £7,
Advertising Router:............... LSA Z#AERR LTV —2D)—H 1D Z#FE L ET,
=l AFEERFLUET,
Frxy IV LAERRLFET,
Length: ..ooeiviveeeeiiiiieeeeeen, LSA DA NEEFRRLET,
Network Mask: ....oevueeeneennnen. Py NI =T < AT BFRRLFET,
Attached Router:................ Fv hT = RENTNERL—FDONL—HZ D 2F L ET,

6.1.14 show ip ospf database nssa—external

[#&6E]
Vo7 AT — kT —H_— 20 NSSA-External LSA [ DF <

[ A1)
show ip ospf [vrf <VRF 4 >] [< A v 2 Z > ZF5 >] | all] database nssa—external [<IPv4 7 K L 2 >] [adv-router <IPv4
7 R L A > | self-originate]
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[/XF7 x—#]
NT A=K B E A X AE i B
VRF 4 VRF 4 & fEL 7 63 LFELAND WORD | INET D3R

341‘—,9_

A VAR AT

AV AR AFFEBEL £,

1 ~ 65535

FTARTDA AL A
B IR

all

INET, BLOVRE +_RTHEFRT
LEEITIEEL £,

INET O HFRR

IPv4a 7 KL A

IPvd 7 R L 2 &HEL £,

IPvd 7 R L 2

7R AZBREL RN

adv-router | self-originate

DV —H PR L 72 LSA [E#HM.

H &2 ER L 72 LSA @28
= o

adv-router: fh> /L — %
self-originate: H &

Tl

L INET 70 NSSA-External LSA 1§ | - -
WMERRTHHEAIHREL £7,

[B{EE— K]

Z—HPE—F

[FimA]

Uy 7 AF— k5 —Z_X— 210 NSSA-External LSA 158 A2 F R~ L 4,

[Z=4761]
Vo 7 AF— k5 —Z_X— 210 NSSA-External LSA 158 A2 F R~ L 4,

#show ip ospf database nssa-external

OSPF Router process 10 with ID (xxx. XXX. XXX. XXX)
NSSA-external Link States (Area xxx.XXX.XXX.XXX)

LS age: 78
Options: 0x0 (x|-|-|-[-]-]-]-)
LS Type: AS-NSSA-LSA
Link State ID: xxx.xxx.xxx.xxx (External Network Number For NSSA)
Advertising Router: Xxx.XXX.XXX. XXX
LS Seq Number: 80000001
Checksum: 0xc9b6
Length: 36
Network Mask: /0
Metric Type: 2 (Larger than any |ink state path)

TOS: 0

Metric: 1

NSSA: Forward Address: xxx.XXX.XXX. XXX

External Route Tag: 0

(%7 ¢ — F OFER]

LS 88C1 teieeeeeieieiiieiiieeenaes LSA Z5A 5 L TH b OFRRMEEH (HAL - f2) 2R AL £7
OPLiONS: eeveeeeeeeeieeeeeeeeenans LSA AR LTV —F2 DA T g U REAZ FoRr L £,

LS TYDE! cueeeieeeeeeiririreaeannns LSA Z# AT % FRL 7,

Link State ID: ....cccvvereveenee. Vo727 —hFID ZF&RLET,

Advertising Router: .............. LSA ZAER L 72V —F D —% 1D 2R L £79,

LS Seq Number:......ceeeeunn.... =l AREEFRRLUET,
Checksum:............ccuvvennnnn.. Fry IV LERRLET,
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Length: ceveeeees e, LSA DA N EERRLET,
Network Mask: ............eeennn.. Xy NI —I v AT EHFRLET,
Metric TYDPE: .uvieueeeeineeennnnenn. ANV I EATHBRRLET
TOS: et Type of Service Z KR~ L 77,
MELTIC: vevvrrerieieieeeeeeeeeennn, ANV JEERRRLET,
Forward Address: .............. Next-hop 7 K L 2 &R/ L £9, 0.0.0.0 DAL, LSA ZAEMK LI L—2 BHN
Next-hop (272 0 £,
External Route Tag: ........... ENERREIZE D Y THENTZR2E Yy 74—V REFRRL 7,
6.1.15 show ip ospf database opaque—area
[#rE]

Vo 25—k F—2_X— 210 OPAQUE-LSA % (TYPE=10) D FR

[ATIE ]

show ip ospf [[vrf <VRE 4 >] [ A v A &% o A3 >] | all] database opaque—area [<IPv4 7 K L & >] [adv-router <IPv4

7 R L & > | self-originate]

[RF x—%4]
IRT A=K RENE X s PR AW
VRF 4 VRF 4 #HEL £7° 63 CFELAND WORD | INET D A3oR
?jg
AV AL AFKE AVAB U AREEREL ET, 1 ~ 65535 TRTCDA VAL R
B KoK
all INET, BLWVRF §_XTEFrT |- INET O &FoR

LHEIHEEL £,

IPvd 7 R L &

IPv4a 7RV 2 %&$EL £7,

IPv4d 7 K L ATE

TRV AZRELRN

adv-router | self-originate

DIV — & PR L 72 LSA [EHMH,

HE&RER L 72 LAt &2 HE
LET,

adv-router: fho L— %
self-originate: H &

FRT O

L INET ® 70 OPAQUE-LSA 1 - -
(TYPE=10 (= U 7 %k x T
EL7eWY)) 2RRT DEHEIHE
LET,

[EEE—1]

Z—HPFE—F

G

Vo 7 25—k F—F~_— 2t OPAQUE-LSA 53R (TYPE=10 (= U 7 Z#i 2 ToOWMMIIL22\)) #FrxL £,

(217 4]

Vo 7 25—k F—F~_— 2t OPAQUE-LSA 53R (TYPE=10 (= U 7 Z#i 2 ToOWMMIIL 2\)) #FrL £,

#show ip ospf database opaque-area

OSPF Router process 10 with ID (XXX. XXX. XXX. XXX)

Area-Local Opaque-LSA (Area Xxx.XXX. XXX. XXX)

LS age: 78

Options: 0x0 (x|-|-|-|-]-]-]-)
LS Type: Area-Local Opaque-LSA
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Link State ID: xxx.xxx.xxx.xxx (Area-Local Opaque-Type/ID)
Opaque Type: 10

Opaque ID: 6576

Advertising Router: XXX.XXX.XXX. XXX

LS Seg Number: 80000001

Checksum: 0xc9b6

Length: 36

(%7 4 — L RDEK]

LS age: wovverviiiieeeeiiieeeeee, LSA 255 L THh b OFRREEEN (AL . 7)) 2FRR L ET,
OPHONS: tvveveeeeveeeeeiienieeae LSA AWML ToV—F DA T v a Ve E KA L £7,
LS TYDPE: wevereeaviieeeieaieneenns LSA # AT &R RL £7,

Link State ID: ....cceeveeenene. Yy 7 A7—hID ZFnRL E7,

Opaque TYPe: .euevvevveennennn. OPAQUE # A % £RL £7°,

Opaque ID: coovvevieeiieee, OPAQUE ID fE&#F/~L £,

Advertising Router: ............. LSA Z4Ak L= —2 D —X2 1D #E L £9,

LS Seq Number: .................. V=l AT G EFRRLET,

CheckSUm: ..vvvvvereeeeirenennnn. Frxy IV LERRLET,

Length: weveeeeeviieeeiieeeinn, LSA DA R EEFRLET,

6.1.16 show ip ospf database opaque—as

[#hE]
Vo 7 25—k F—&_— 200 OPAQUE-LSA % (TYPE=11) DFxR

[ AT A]
show ip ospf [[vrf <VRF 4 >] [ A > A& ZFK5 >] | all] database opaque—as [<IPv4 7 K L Z >] [adv-router <IPv4 7
R L 2 > | self-originate]

[XT7 x—%#]
IRT A—H BRE A X AE i AW
VRF 4 VRF 4% fEEL £7 63 SCFLANO WORD | INET O &FoR
Bt}
AVAB AR AVABUAREERELET, 1 ~ 65535 TRTCDA LV AZ A
R
all INET, BLXOVRF T R_RCE2FERT |- INET O B3R
LEEITHEEL £,
IPvd 7 K L & IPvd 7 R L 2&HEL £, IPv4 7 K L 2 TRLUAZEELRW
adv-router | self-originate D/ —Z BNAR L 72 LSA fE#A>, | adv-router: flidd/L—% | T TOEMW
HENER L LSAEMR)ZHEE | self-originate: B &
LET,
2L INET ® A OPAQUE-LSA 15 # - -
(TYPE=11 (AS N CHhiTimmnd
%)) BFRRTDHIEEIHEELET,
[EhEE—F]
Z—HPE—F
[FieA]

Vo AT —FTF—HZ =250 OPAQUE-LSA 1f# (TYPE=11 (AS N THhiIuFT@E+2)) 2R nrL £7,

188 IPv4 [



a<w R U7 7Ly A - EHEHR

56 % OSPF B

(5217 41]

Vo AT — kKT —H =A% OPAQUE-LSA fE# (TYPE=11 (AS NTHhIUIBEMT D)) XL ET,

#show ip ospf database opaque-as
OSPF Router process 10 with ID (XXX. XXX. XXX. XXX)
Area—Local Opague-LSA (Area XxxX.XXX. XXX. XXX)

LS age: 78

Options: 0x0 (x|-|-|-|-|-]-]-)

LS Type: Area-Local Opaque-LSA

Link State ID: xxx.xxx.xxx.xxx (Area-Local Opaque-Type/ID)
Opaque Type: 11

Opaque ID: 6576

Advertising Router: XXX.XXX.XXX. XXX

LS Seq Number: 80000001

Checksum: 0xc9b6

Length: 36

(&7 ¢+ — R DEKE]

LS age: wovverviiiieeeeiiieeeeee, LSA 255 L TH b OFRREEEN (AL . 7)) 2R TR ET,
OPLIONS: weveeeivrieeeeeiieeeeeen, LSA AR LTV —2DF T v a ViR E R L £9,

LS TYDPE: wervervraviieiaieaeeneenne LSA # AT HFRRL £7,

Link State ID: ....ccoevveeenene. Yy 7 A7—hID ZFRLET,

Opaque TYPE: weveevueeeeneeeennnns OPAQUE # A FfiZ &K R~L £,

Opaque ID: coovveeeeeiieeee, OPAQUE ID fE&#F/~L £,

Advertising Router: ............. LSA #4 L7V —FD)L—Z D #FK R~ 9,

LS Seq Number:................... V=l AT G EFRRLET,

CheckSUm: ..vvvveeeeeeeinneennnn. Fxzy 7Y LT RILET,

Length: ..ocvveeeeieeeieenne LSA DA P REFIRLET,

6.1.17 show ip ospf database opaque—-link

[#&5E]
Vo 7 A5 — Kk F—FZ_X— 210 OPAQUE-LSA {5 (TYPE=9) O

[ATIE ]

show ip ospf [vrf <VRF 44 >] [ A > A % > AF 5 >] database opaque-link [<IPv4 7 K L A >] [adv-router <IPv4 7 K L

2 > | self-originate]
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[T x—#]
NG A—H B E A X AE i B IRE
VRF 4 VRF 4 & fEL 7 63 LFELAND WORD | VRF Z457E L 72\

341‘—,9_

A VAR AT

AV AL AFFEEEL £T,

all: $_RTDHA 2 AH
VA

AL AR AFKE
~ 65535

TRTCDA VAL A
&5

IPvd 7 R L &

IPvd 7R L AZEL £,

IPv4 7 K L 2B

TRV RERELRD

adv-router | self-originate

v

ftd/V—Z B L 72 LSA T #>,
fi

BSR4 R L 72 LSA T 245 7E

L%7,

adv-router: fh o L— X
self-originate: H &

T

2L INET 7@ OPAQUE-LSA & - -
(TYPE=9 (link-local =V 74} Zi#
ML) 2RARTHLEIHEE
L%,

[#h{EE—F]

a—HPE—F

[FiA]

Vo U AT — KT —H_— 2D OPAQUE-LSA 1F# (TYPE=9 (link-local = U 7AMI@EI L 72\N)) #FR/RL £7°,

[Z£174]

Vo U AT — KT —H_X— 2D OPAQUE-LSA 1H# (TYPE=9 (link-local = U 7AMI@EI L 72\N)) #FR/RL £7°,

#show ip ospf database opaque-|ink

OSPF Router process 10 with ID (xxX. XXX. XXX. XXX)

Area-Local Opaque-LSA (Area Xxxx.XXX. XXX. XXX)

LS age: 78

Options: 0x0 (x|-|-|-|-]-]-]-)
LS Type: Area-Local Opaque-LSA
Link State ID: xxx.xxx.xxx.xxx (Area-Local Opaque-Type/ID)

Opaque Type: 9

Opaque ID: 6576

Advertising Router: xxx.XXX. XXX. XXX

LS Seqg Number: 80000001
Checksum: 0xc9b6

Length: 36

(&7 4 —L R DOE%]

LS 8860 wivvoeeeieieeeeeeeeen LSA 2% 5 L TH 6 OREFFH (A7 : B) 2R LET,
OPLIONS: wevereiiiiieeeeiiieeeeeens LSA ZAER LTV —2 DA 7 v a U HiEE R L £97,

LS TYDPE: coveveeeeeeeeccieeeennn, LSA # A7 %R L 7,

Link State ID: ..vevvvvvveveeennns Vo7 A7—hIDZFRRLET,

Opaque TYPe: ..vvunevevrennnnnnn. OPAQUE # A 7fliz £~ L £7,

Opaque ID: ...oooviiienieeennn, OPAQUE ID iz %~ L £7,

Advertising Router: ............. LSA 4K LI —H2D)L—H D #FRRL £,
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LS Seq Number-:.......
Checksum: .............
Length: ......cocoeeuiiie

6.1.18

[B%AE)

VY I AT —=h7—

[ AT

............ V= AEFERRLET,
............ Fxv I LERRLET,
............ LSA DA N EEZFRRLET,

show ip ospf database router

B NR—ZPD)L—F LSA IO FTR

show ip ospf [[vrf <VRF 4 >] [ A v 2 Z > ZF 5 >] | all] database router [<IPv4 7 K L Z >] [adv-router <IPv4 7 K L

A > | self-originate]

[RF x—%4]
IRT A=K RENE X s R AW
VRF 4 VRF 4 &#fRE L £7, 63 SCFLANO WORD | INET D& 3R

binl]

AV AL AFKE

ARG AFFEIFEL £,

1 ~ 65535

FTRTCOA VAL A
EFIR

all

INET. BLUVRF +_RTHFRT
LEEITHEEL T,

INET O HFoR

IPvd 7 R L &

IPv4a 7RV 2 %&4EL £7,

IPv4d 7 K L AJE

TRLUAERELRW

adv-router | self-originate

oDV — & PR L 72 LSA [EHMH,
B & AAERL L 7= LSA @2 H5 &

adv-router: fh > L— X
self-originate: H &

T

LET,

L INET ODHD)—Z LSAEREFoR | - -
THHEAITREL 7,

[EhEE—F]

Z—HFE—F

[FimA]

VoI AT —=hT—

[51761]

VoI AT—hKT—

ANR—ZPD)L—H LSAFEREFRL ET,

ANR—ZPD)L—H LSAFEREFRL ET,

#show ip ospf database router

OSPF Router process 10 with ID (XXX. XXX. XXX. XXX)

LS age: 796
Options:
Flags: 0x3
LS Type:

Router Link States (Area xxX.XXX. XXX. XXX)

0x22 (*|-|DC|-|-|-|E[-)
- ABR ASBR
router-LSA

Link State ID: xxx. XxxX. XXX. Xxx

Advertising Router:
LS Seq Number:

XXX. XXX. XXX. XXX
8000150d

Checksum: 0x8d5e

Length: 36

Number of Links: 1
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Link connected to: a Transit Network
(Link ID) Designated Router address: XxX.XXX.XXX. XXX
(Link Data) Router Interface address: XxX.XXX.XXX.XXX
Number of TOS metrics: 0

TOS 0 Metric: 200

(%7 4 — L RDEK]

LS 8e: wuvueeeiiieeeeiieeeee, LSA 2 5 L THh b OFRRMEEH (HAL . f0) 2R R £7,
OPHONS: tvveveeeeveeeeeiienieeae LSA AWML To—F DA T v a Ve E KA L 7,
Flags: «vevveeeeeeieeieieieeieeane LSA Z#AER LIV — % OFEEZ TR L £7,
LS TYDE: eerveveavieeieiianieenn. LSA ¥ A T &RRL ET,
Link State ID: ....ccveeeuvenen.. Vo7 A7—hID#FRLET,
Advertising Router: .............. LSA #4 kL7 —ZD)L—% D #FK R 9,
LS Seq Number:................... V=l AT G EFRRLET,
CheckSUM:..uvvvveeeeeeeireeennn. Frxy IV LERRLET,
Length: .oeeevereeeeiieieeenn, LSA DA P REFRLET,

Number of Links: ................. OSPF A v X2 7 = —A¥AaFERLET

Link connected to:............... Py NI —I AT HFRLET,

(Link 1D) Designated Router address:
........................................ ABAN—HDIPVA T R L RAERRL ET,
(Link Data) Router Interface address:
........................................ AVBET 2 —ADIPvA T R L 2A%FRLET,
Number of TOS metrics: ....... TOS A MV v 7 HAaRTLET,

Tos 0 Metric:..vevereeeenne. TOSOD ALY v 7 H#FRLET,

6.1.19 show ip ospf database self-originate

[#%8E]
VY I AT =T =2 _X=AHOER L = LSA [FROER
[ AT
show ip ospf [vrf <VRF 44 >] [K A v A X o AF& 5 >] database self-originate
[XF7 A2 —#]
INT A—H BENE T A P B IR
VRF % VRF & ZHEEL £7, 63 STFLIN D WORD | VRE Z45E L 22\
i
A ARB AT AVAB ARG EREL ET, al: TRTHOA L AH | TRTDOA L AZ A
VA 5
A AH L AEFT 1
~ 65535
2L AR LT _ToO LSA ez RR | - -
THGAICHREL £7,
[EhEE—F]
Z—HPE—F
[FieA]

Vo AT =R T—=F_X—=2AFOAER L 7= LSAEREZERL ET,
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(5217 41]

Vo I AF—hF—2_X—2F 04K LT LSA f58a =L £9,

#show ip ospf database self-originate

OSPF Router process 10 with ID (XXX. XXX. XXX. XXX)

Router Link States (Area xxX.XXX. XXX. XXX)

Link 1D ADV Router Age Seq#
XXX. XXX. XXX. XXX XXX. XXX. XXX. xxx 1371 0x8000005d Oxc3d6 2

CkSum Link count

(%7 4 — LR DEK]

Link ID oo Vo727 —kID ZFRLET,

ADV ROUtEr....vvvveeeeeinnnnn... LSA Z4AR L=V —F DN —& D #Fr L F7,
AGE i LSA OfBEE 2 £ L 97,

SEAH e, =l AFEERILUET,

Link count (Router LSA @ #x)

........................................ =B PRI A BT = — A E TR 7,

6.1.20 show ip ospf database summary

[#rE]
Vo AT — KT —H_X=2FOH <V LSA fFHOFR

[ATEK]

show ip ospf [vrf <VRF 44 >] [ A > A % v AFE >] | all] database summary [<IPv4 7 K L % >] [adv-router <IPv4 7 K

L Z > | self-originate]

[XF x—%]

INT A=K RENE Bt iiil W
VRF %4 VRF 4 ZfEL £, 63 SLFLAND WORD | INET O AFEIR

bin]
AV AL AT ARG AZ G ERELET, 1 ~ 65535 FTRTDOA L AHZ LA
EFR
all INET, BLRVRF +_XCTEERT |- INET D375
DgLEICREL £,

IPv4 7 R L % IPvd 7R L A% $EEL £7, Pvd 7 K L ZJE FEYEH )
adv-router | self-originate oo v—Z B34 L 72 LSA 15 #RA>, | adv-router: oD/ —% | X TOEH

H & AR L 7= LSA @28
= o

self-originate: H &

L INET D& DH <~V LSA IEHREFR | - -
TOHAIEEL 7,

[B{EE— K]

Z—HFE—F

[FiA]

VoI AT— KT —F_X=2F DY~V LSAFHREZFRL 7,
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[ F1741]
VoI AT — KT —=F_X=2FDH <V LSAFHEFRL £7°,

#show ip ospf database summary
OSPF Router process 10 with ID (XXX. XXX. XXX. XXX)
Summary Link States (Area XxX.XXX.XXX.XXX)

LS age: 917
Options: 0x22 (x|-|DC|-|-|-|E|-)
LS Type: summary-LSA
Link State ID: xxx.xxx.xxx.xxx (summary Network Number)
Advertising Router: XXX.XXX.XXX. XXX
LS Seq Number: 800014bc
Checksum: 0xef06
Length: 28
Network Mask: /32
TOS: 0 Metric: 1

(&7 ¢+ — R DEKE]

LS 8e: wuvuieeiiiieeeeiieeeee, LSA 2 5 L THh b OFRRMEEH (HAL . f0) 2R R £7,
OPLiONS: vvveeeerivieeeeeiieeenenn, LSA AR LTV —2 DA T v a ViR E R L £9,
LS TYDE: eervevravraeraiianieneenne LSA # AT HFRRL £7,
Link State ID: ...cccveeeeenene. V7 A7 —hID&FRLET,
Advertising Router:............... LSA ZAERR LTV —2 D)L —H 1D Z#FERLET,
LS Seq Number:....ccoeeuueenn.... = AR T ERRLET,
Checksum:...ccoeeeeeeeiniiirannns Frxy I LERRLET,
Length: ...ooeeiiveeeeiiiiieeeenen, LSA DAL NEEFRRLET,
Network Mask: ..........cceeeeeeenn Iy b —I~RIEFRLET,

TOS: oo, Type of Service Z##H&~L £9°,

MELIiC: wovvivvviiieeeeeeeeeeeeeians ANy 7EEZRFLET,

6.1.21 show ip ospf interface

[#&6E]
OSPF L CWA A v ¥ 7 = —AFMOER

[AFE K]
show ip ospf [vrf <VRF 44 D] [K £ A X L AF&5 >l interface [K A V' X T =2 — AL > AV X T =2 — A% ]
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[T x—#]
NG A—H B E A X AE i B IRE
VRF 4 VRF 4 & fEL 7 63 LFELAND WORD | VRF Z457E L 72\

93‘—,2

A VAR AT

AV AL AFFEEEL £T,

all: $_RTDHA 2 AH
VA

AL AR AFKE
~ 65535

TRTCDA VAL A
&5

A BT 2— A%

AVET 2= AAEHWEL £,

A BT 2 — A

AVET 2 —AEBGERELET,

TRCDA L HT = —
A

2L OSPF #fHL CWH A ¥ - -
72— AOWNWTOERERRT D
LEIEEL £,

[EhEE—F]

Z—HFE—F

[FimA]

OSPF ML TWA AL ¥ T 2 — R ZHONWTOEREFRLLET,

[ F1741]
OSPF ML TWA AL ¥ T 2 — R ZHONWTOEHREFRLLET,

#show ip ospf interface

port-channell is up
Internet Address xxx. XxX.XXX. XxX, Area XXX.XXX. XXX. XXX

Loopbackl is up

line protocol is up

Process ID 10, Router ID xxx. xxx. xxx.xxx, Network Type BROADCAST, Cost: 1000, TE Metric 0
Bandwidth 1250000000 Byte/sec
Transmit Delay is 1 sec, State DROther, Priority 0

Designated Router (ID) xxx.XXX.XXX. XXX

No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:07

Neighbor Count is 20, Adjacent neighbor count is 1

Interface MTU is 1500

Interface OSPF MTU is 8900
Authentication is not configured

line protocol is up
Internet Address xxx.XXX.XXX. XXX/XX, Area XXX.XXX.XXX. XXX

Interface Address xxx. XXX. XXX. Xxx

Process ID 1, Router ID xxx.xxx. xxx.xxx, Network Type LOOPBACK, Cost: 100, TE Metric O

Bandwidth 0 Byte/sec

Transmit Delay is 1 sec, State Loopback, Priority 1
No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in inactive

Neighbor Count is 0, Adjacent neighbor count is 0

Interface MTU is 33184

Interface OSPF MTU is not configured
Authentication is not configured

Track Information

Track 500, state is Down

Track down-action cost:

100
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port—channell is ................. IPT7RLUVAPZRESNTEBY, 12U LOYHA L 27 2 —ARBL T DEHAIT
“up” ERRLET, BLTVWAYH AL Z T 2 —AD Y ¥ 7 IREBIZITEF L 2H A,
line protocol iS ....eeeuevevunnenn. Vo7 REERRL ET,
up: Vo o7y
down: Voo gy
Internet Address ................. [Pvd 7 R LU A%ZFKRLET,
AT@A wvvvvvieeeeeeeeeeeeennnn Y7 IDEFRRLET,

AVAB AT T ERRLET,
N—F D ZFRRLET,
I WU =T X AT R FT,

POINTTOPOINT
BROADCAST
LOOPBACK
COSE teveeeeeeeiee e A HE T 2— A A NMEZFRRL FT,
TE Metric .ooooveveeeeeeiennnnns Traffic Engineering FF > =t 2 MMEAFR L £,
Bandwidth ......cccvveieieeniennne AVET 2 —ADHEERTL ET,
Transmit Delay .......cceuunenee.. IV AIY R T4V AEERRLET,
StAte wieeeeeeiieee e OSPFDA VBT 2 —AAT—N&EFERLET,

“Down”: A7

“Loopback”: /L—""/3v 7

"Waiting”: 54 /L—F . Nv 7T v T4 L — FEE T
“Point-To-Point”: A8 A > kiR A > b

"DROther”: fif /N —%, Ny 77T v T4 N —Z LISk
"Backup”: N 7T v TR N—H

"DR”: R —x
Priority ..ooooveevvvveiieeiinns TIAFT VT @R ET,
Designated Router (ID)......... BanL—2oNL—2 1D 2K RLET, REL TWRWEETX, “No designated
router on this network” &FRL £9°,
Interface Address ............... BN —H2DIPva TRV AR RL T,

Backup Designated Router (ID)

........................................ Ny I Ty TRAN—FDON—Z D ERRFLET, REL TOHRVIGEIL,
”No backup designated router on this network” & FRL £,

Interface Address ............... Ny P27 v THRAENV—FDIPvd T R L AR L £7,

........................................ KfH A A ~fili (Hello interval, Dead interval, Wait interval, Retransmit interval) % %%

~LFET,

Hello due in ...ceveeevereennennns RIZ Hello X532 ETORMERTLET, A FT7=2— ANy T A
VAT 2= AIREIN TS AL, “No Hellos (Passive interface)” & #E/R L
E3 N

Neighbor Count ........c.ue...... FANR—FEFRL ET,

Adjacent neighbor count....... BEHERUR AR A TWA XA N—FEFRL T,

Interface MTU iS ....u.eeevnn... BRHEEHAL (byte) #RRL £7,

Interface OSPF MTU is ........ ipospfmtu 2~ FIZXVRREI N MTU fEZ £ RL £,

Authentication is not configured

........................................ AEDBRENEEZR-L T,

Track Information ............... NIy IIERERRLET,
Track 500, state is Down.. F 7 v 7 &S FEIE N T v 7 7 NV—T 4 LIREEZFRL £7,
Track down—action cost:... DOWN £ OSPF == 2 MEA#FKRL 97,
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6.1.22

[#%5E]
OSPF A R —IREED FKoR

[ AT

show ip ospf neighbor

show ip ospf [[vrf <VRFE 4 >] [< A 2 A & 2 2% B >] | all] neighbor [<OSPF % A 23— > [detail] | [detail] all | interface <

BT 2—AT KL A >]

[RF x—%4]
RT A—H BEAR T A P B IRE
VRF 4 VRF 4 Z#HEL £7° 63 LFELAND WORD | INET D A3oR

7

AVAZ U AFE

ARG AFFEIFEL £,

1 ~ 65535

FTRTDOA AR
EFIR

all

INET, BLOVRF +_RTHFRT
LHEITHEEL ET,

INET O HFRR

OSPF % A 73—

OSPF %A/ N—®D IPvd T KL A%
BELET,

IPvd 7 K L A

FRTORAN— R
T~

detail

HMERRTOHEICHEEL £,

Bl €N

all

DOWN L TW 5 R A= & T
FRTHBEAIIHEEL 7,

DOWN L TW % %A
N—ZFRR LR

AV HE T 2— AT KL A

AV BT 2—AT L AEEL F
T

IPvd 7 R L 2

TRV AZBREL RN

2L INET T. #L T\% OSPF A |- -
N—DIRIEZ BEH TR T DHAICIE
ELET,

[EEE—F]

Z—HFE—F

[FiA]

OSPF A R—DIREE KR L £,

(217 4]

OSPF XA N—DREEZFRL £7,

#show ip ospf neighbor

OSPF process 10:

Neighbor ID Pri
XXX. XXX. XXX. XXX 0
XXX. XXX. XXX. XXX 0
XXX. XXX. XXX. XXX 0

#show ip ospf neighbor detail

Neighbor xxx.XxX. XXX. XXX

State

2-Way/DROther
2-Way/DROther
2-Way/DROther

Dead Time
00:00:39
00:00:39
00:00:33

Address

interface address XXX.XXX. XXX. XXX

In the area xxx. xxx.xxx.xxx via interface port-channell
Neighbor priority is 0, State is 2-Way, 2 state changes
DR is xxx.xxx.xxx.xxX, BDR is Xxx.XXX.XXX.Xxx

Options is 0x02 (x|-|-|-|-|-]E|-)

Dead timer due in 00:00:37

Interface

XXX. XXX. XXX. XXX port-channel1
XXX. XXX. XXX. XXX port-channel1
XXX. XXX. XXX. XXX port-channel1

RXmtL RgstL DBsmL

0 0 0
0 0 0
0 0 0
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Minimum dead time remains 30 sec

Database Summary List 0

Link State Request List 0

Link State Retransmission List 0

Thread Inactivity Timer on

Thread Database Description Retransmission off
Thread Link State Request Retransmission off
Thread Link State Update Retransmission off

(%7 4 — L RDEK]

N—F 1D Z#F L ET,
TIAF VT BT ET,
FAN—DREEFRRL 77,

KA NSHERFRER] (BANL - BD) 2 RR L E9,
IPvda 7 KL 2% F "L 9,

Vo7 AT = HEVANEEERLET,
VoI A7 — U ANV ANREERRL ET,
F—=H_R=2Y< VR NEEERLET,
N—% 1D 2R L ET,

interface address ................. A HT2—ADIPvA T KL A%FRLFT,

In the area........ccceeeevvueeee. Y7 IDE#FRLET,

INLErfACE. vuvvvrnieeeeeeeeeeeeieeiann, FANR—NERINTND A H T 2= AZ TR FT,
Neighbor priority ..........cc..... TIAF VT 4 fEERRLET,

State is .ooevvvveverririiieeeeeeenns. FAN—DOREERRL T,

state changes......oeeeveueeeunnnes RAN—=AT— F = IRIEER L cBl#E R L £7,
DR/BDRS weevveenieeiieeiieiene DR/BDR ®/L—% ID &R L £77,

OpPtioNSs 1S voveveeeeeeieiiieieeeenn, LSA ZAR LTV —2DOF 7 a UsRER TR L £,

Dead timer due in FAN—HERFER] (BN - B) Z2FRoR L 97,
Minimum dead time remains... % /N—HIfR F TOHK Y /R A2 FRL F97,
Database Summary List......... T A RX—=2Y < U R NREEFERLET,
Link State Request List ........ VoI A7 = 7x2A Y RAMRERRLET,
Link State Retransmission List
........................................ VoI AT —MEEVANREZRRLET,
Thread Inactivity Timer ........ RNEHELY A~— ALy FORFBEEZFRRL T,
on
off
Thread Database Description Retransmission
........................................ DD FFEfE AL v FOFMEZFIRL £,
on
off
Thread Link State Request Retransmission
........................................ Uy ZIRRBEDRFIEE AL v FOF#EARRL £7,
on
off
Thread Link State Update Retransmission
........................................ U ZIREEHFHEEAL Yy FNORFEZERRL £7,
on
off

RAN=DPERENTNWD A T 2= AK TR L £7,
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6.1.23 show ip ospf protocol

[#%5E]
OSPF 25\ T O 3%

[ AT

show ip ospf protocol

[E{EE—F]

s

(G|
OSPFIZ oW TOIE#REERL £,

[51761]
OSPF D1z FRRL £7°,

#show ip ospf protocol

Routing Protocol is “ospf 1”
Redistributing:
Routing for Networks:
XXX. XXX. XXX. XXX/XX
XXX. XXX. XXX. XXX/XX
Routing Information Sources:

Gateway Distance Last Update
Distance: (default is 110)
Address Mask Distance List

(%7 14— R DEK]

Routing Protocol is .............. N—T 47 bhariEFRoRL 9,
Redistributing: ................... REEREHILET2E»rONV—T 477 bharzRnrLET,
Routing for Networks:........... Iy NI —75BF£RLET,

Routing Information Sources:

........................................ R ZIREL TNWDHRA MERERRLET,

GateWAY «eeevnereneeeeeeernneens BRBEILREL TWARANDIPVE 7R L A2 ERLET,

DISLANCE vovvveiveeeereireeieeannnnn FUAB L AEERTFLET, EEOL—F 477 a ha L TRURKE S
FBLTWIHAIL, EL02BIRT 20 RETDEICHEHL £5,

Last Update..........covveeunennne. N—=F g7 7abansly M ERBICZEL THO OB ZRRL F
7

DiStance: .....oeeeeeeeeeeeeienennnns TFTAARABZ L AEADT 7 IV N EFRR L FT,

Address mask ........ccoeuunnnn. IR A RN L £,

DISEANCE ©vevveveereereeeeireanas SHSERRIR T EICRESNIZT 4 A AMEEFRL £7,

LASE cevveeeeeeeeeieeeee e HWHTAT 782 A NKEEERFLET,

6.1.24 show ip ospf route

[#%AE]

OSPF CH#E LIN—T 4 T T —T NVDFRKR
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[ AT
show ip ospf [[vrf <VRF 44 >] [ £ > A & o 2% >] | all] route
[T x—%#]
RT A—H RIENE R i B
VRF 4 VRF & ZfEL £7, 63 SCFLAN D WORD | INET D4 FKoR
il
A ARB ARG AVAZ U ARFGEREL ET, 1 ~ 65535 TRTCDOA L AF A
BTN
all INET, BLWVRF §_RCEERT |- INET O HEKR
DG EIHEEL £,
2L INET ®#0 OSPF THE Liz— |- -
T AT T =T N ERRTHGEIC
BELET,
[EFE—F]
Z—PE—F
G|
OSPF CHELTeN—T 4 VI T—TNEFRLET,
[ 5247 61]
OSPF CHELTeN—T 4 VI T—TNEFRLET,
#show ip ospf route
OSPF process 10:
============ (SPF network routi ng table ============
N TA XXX. XXX. XXX. XXX/XX [1001] area: XXX.XXX. XXX. XXX
via XXX. XXX. XXX. XXX, port—channel1l
N TA XXX. XXX. XXX. XXX/XX [1001] area: XXX.XXX. XXX. XXX
via XXX. XXX. XXX. XXX, port—channel1l
N TA XXX. XXX. XXX. XXX/XX [1001] area: XXX.XXX. XXX. XXX
via XXX. XXX. XXX. XXX, port—channel1l
============ (SPF router routi ng table =============
R XXX. XXX. XXX. XXX [1000] area: xxx.xxx.xxx.xxx, ABR, ASBR
via XXX. XXX. XXX. XXX, port-channel1l
R XXX. XXX. XXX. XXX [1000] area: xxx.xxx.xxx.xxx, ABR, ASBR
via XXX. XXX. XXX. XXX, port-channel1l
R XXX. XXX. XXX. XXX [A [1100] area: xxx.xxx.xxx.xxx, ASBR
via XXX. XXX. XXX. XXX, port-channel1l
============ (QSPF external routing table ===========
N E2 XXX. XXX. XXX. XXX/XX [1100/1] tag: O
via XXX. XXX. XXX. XXX, port-channel1l
N E2 XXX. XXX. XXX. XXX/XX [1100/20] tag: O
via XXX. XXX. XXX. XXX, port-channel1l
N ET XXX. XXX. XXX. XXX/XX [1120] tag: O
via XXX. XXX. XXX. XXX, port-channel1l
#
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(&7 4 — R DOE%]

[1001] e AR MEZFIRL 75,

VI8 et ST N L A~D Next-Hop # /5~ L £97,

BAE weeeeeeee et eens route—tag ZFK/~L 97,

=T DU T TERRLET,

N e ST R L ZA~OREERRFL £7,

R ABR, ASBR ~DOifRgAF R L £

TA ot T U 7 OB ERT IA DFLBRB 2GS, =) THORBEEZFRL £7,

ANV 24T %FRLET, ElOGAEIEFANY v Z7IZAS HOEEZ X N &4
Wazx N NEENET, B2 OWAITASHO@E T X MIEGENEE A,

6.1.25 show ip ospf te—database

[#hE]
TE 57— Z _X— 2RO F R

[ AT

show ip ospf [ A > A ¥ AFK 7 >] te—database

[XF x—%]
RFA—H BEWNE BE AW

AV ARB L AT AVAB AT FERELET, 1 ~ 65535 TRCDA AL R
B FR

[E{EE—F]

SR

(e ]
TE 7 — 4 _R—= 2O HREFRL £,

(317411
TE 7 — 4 _R—= 2O HREFRL £,

#show ip ospf te-database

LS Age : 0

Options o 0x2

LS Type : 10 (Area-Local Opaque-LSA)
Opaque Type o1

Instance © 0x1

Advertising Router TOXXX. XXX. XXX. XXX
LS Sequence Number : 0x800000ab

LS Checksum o 0xf118

Length 128

Router Address TOXXX. XXX. XXX. XXX
Link Type * Multiaccess
Link 1D TOXXX. XXX. XXX. XXX
Local Interface Addresses TOXXX. XXX. XXX. XXX
Remote Interface Addresses ' XXX.XXX. XXX. XXX
Te Metric © 10

Max Bandwidth © 1000 Kbits/s
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Max Reservable Bandwidth : 100 Kbits/s

Available Bandwidth
Priority 0 © 100 Kbits/s
Priority 1 © 0 Kbits/s
Priority 2 © 0 Kbits/s
Priority 3 © 0 Kbits/s
Priority 4 © 0 Kbits/s
Priority 5 © 0 Kbits/s
Priority 6 © 0 Kbits/s
Priority 7 © 0 Kbits/s

Resource Color © 0x10

#

(&7 ¢+ —/ R DEKE]

LS AQE: weeverieeiieeiree e LS Age £ RL £7,
OPtIONS: v LSA DA 7V a iz FRL £7
LS TYPE: weveerrviivieieanianeenns LS Type # R 7L £7°
Opaque TYPe: wuvevevieeinannnns Opaque Type Z#~L £9°,
Instance: Instance................ BEEFRRILET,
Advertising Router: .............. Advertising Router D IP 7 K L A& FK/RL F£797,
LS Sequence Number:........... VU ARG ERRLET,
LS Checksum: ..........cc........ Fxy 7Y MEZRRL ET,
Length: cooeeeiiiiiiiiiiiiiin, Length &K/~ L 77,
Router Address: ................. N—FT R RAEFRLET,
Link TYPE: wevureeeeeeineeeennnnn. Link Type Z& <L 9,
Multiaccess
Point to Point
Link ID: wevveeieiieiieniceiens Uo7 1D aFRRLET,

Local Interface Addresses: .... @ — )LD A X T 2— AT KL A% FRL FT,
Remote Interface Addresses:.. Y E—h DAL X7 =2 — AT KL A% FRL F7,

Te Metric: woeevveieierieeiennns TEARY Y 7 EERRLET,

Max Bandwidth: .........cc....... REIAERRL ET,

Max Reservable Bandwidth: ... fe K PRI RIRERT Ik 2 Rom L £,

Available Bandwidth: ............ TIAF VT AEZ & ORI A FTRER A FoR L £,
Resource Color: .......c......... V=27 —%RRLET,

6.1.26 show ip ospf trap

[#%5E]
OSPF THR—KLTW5S k7 v 7 HEHROFR

[ AT

show ip ospf [ A > A Z o A &5 >] trap

[R5 2—%]
IRT A B BENE e B

AVAB AR AVAR U AFZFERELET, 1 ~ 65535 FT_RTDA L AF R
R

[EEE—1]

Z—PE—F
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(G|
OSPF THR—F LTS T v 7 EMEFRL

[51761]
OSPF THR—FLTWD T v 7 EMAEFRL

gﬁﬁ—o

gﬁﬁ—o

#show ip ospf border-routers

OSPF Router process 10

OSPF support traps

Trap type 0ID Status
ospfVirtIfStateChange ospfTraps 1 Enable
ospfNbrStateChange ospfTraps 2 Enable
ospfVirtNbrStateChange ospfTraps 3 Enable
ospflfConfigError ospfTraps 4 Enable
ospfVirtIfConfigError ospfTraps 5 Enable
ospflfAuthFailure ospfTraps 6 Enable
ospfVirtIfAuthFailure ospfTraps 7 Enable
ospfTxRetransmit ospfTraps 10 Disable
ospfVirtIfTxRetransmit ospfTraps 11 Disable
ospfOriginatelLsa ospfTraps 12 Disable
ospfMaxAgelLsa ospfTraps 13 Disable
ospfLsdbOverflow ospfTraps 14 Enable
ospfLsdbApproachingOverf low ospfTraps 15 Enable
ospflfStateChange ospfTraps 16 Enable
#

(%7 4= K O]

Trap tYPE weueeeereeeeeeeeeeaaennnn. MEER L ET,

OID 1eiieeiieeie e OID ZH&RL £7°,

SEAtUS wevveneeiiiieee e AT —H A ERRLET,

Enable: Ty FIRERBICE Ty T ERIRE
Disable: NT oy TREERETHL N Ty T EEELRND

6.1.27 show ip ospf virtual-links

[#rE]
Virtual-Link & ¥ D=

[ AT

show ip ospf [[vrf <VRE 4 >] [ A > A & 2F5 >] | all] virtual-links
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[T x—%#]
RT A—H B E A R i B
VRF 4 VRF & ZfEL £7, 63 SCTFLAND WORD | INET D4 FoR
i)
A ARB ARG AVAZ U ARFGEREL ET, 1~ 65535 TRTCDOA L AF A
BTN
all INET, BL O VRF T XCHEERT | - INET D &Frw
DGAIHEEL £,
2L INET DO Virtual-Link O1§#%E | - -
FRTIHGAIHEEL £,
[BifFE—NR]
S—E—
[FimA]
Virtual-Link O # %R K<L 97,
[ 5247 61]
Virtual-Link O # %R R L 797,
#show ip ospf virtual-Iinks
OSPF Routing Process 10, Router ID: XXX.XXX. XXX. XXX
Virtual Link to router Xxx.XXX.XXX.XXX is up
Transit area 1, via interface port-channel121, Cost of using 10
Transmit Delay is 1 sec, State is Full/ -
Timer intervals configured, Hello 10, Dead 40, Retransmit 5
Authentication is not configured
#
(%7 4 — 1 FOEK]
Router ID: .ovvveviiiiiieeeen, N—F 1D EFRLET,
Transit area ......coeeeeeeeeennnes BT 7T ERRLET,
via interface .........ccoeeeivunnnns A BT 2— AL ERRTLET,
Cost of USING wvvvevvnneeeneennnn, a A MEEZFRL ET,
Transmit Delay is ......ueeevnn..n transmit delay i GR/EfE) Z#FE L 7,
SLAte IS vevvveereneeiieeiieeiinnas AT —HARFRRLET,
Timer intervals configured .... %-f& % - < (Hello interval, Dead interval, Wait interval, Retransmit interval) % #7~
LET,
Authentication .........c......... REOBRENETE X RLET,
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6.2.1 clear ipv6 ospf neighbor

[#rE]
OSPF6 & v 3 2 > OYIHHE
[ATE]
clear ipv6 ospf neighbor <OSPF % A 23— > [interface < A > ¥ 7 =— A% > { A > X 7 = — A% >] [virtual-link]
[/XF7 A2 —#]
RT A—H RENE AR T R ol
OSPF & A /X — OSPF R A N—%HEL £7, kT RTOHRAN— BWEA ]
JL—Z 1D : IPv4d 7
L 2R
A BT x—A% A BT 2= AL ERELET, - A BT 2— ALIRE
AV 27 =25 18T == ABBEEELET, |- L
virtual-link N=F Y VRAN—ZHELET, |- WH DR A /N—
[EFe—F]

B2 —FE—F (<> RFL~UlL14)

[FAA]

OSPF6 & v 3 2k L £,

[51761]

OSPF6 v v a v ZHHkL £ (FXChkyar),

#clear ipv6 ospf neighbor *

6.2.2 clear ipv6 ospf process

[#&6E]
OSPF6 7" 1 & A O F AL )

[ATEK]

clear ipv6 ospf process

[BifFE—NR]
g —HPE—F (avr LYl 14)

[FiA]
OSPF6 7ut A& HiEE L, BAMEEEbEET,

[31761]
OSPF6 7u vt A& HiEE L, BEME2EbEET,
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#clear ipv6 ospf process

6.2.3 clear ipv6 ospf statistics

[B%AE)
OSPF6 it o 1L

[ATIE ]

clear ipv6 ospf statistics

[#h1EE—F]
Mg —E—F (<2 FL~UL14)

(G|
OSPF6 |23 2 EHRZz L £,

[51761]
OSPF6 (2R3 2 Mg ® 2 Mt L £7,

#clear ipv6 ospf statistics

6.2.4 show ipv6 ospf

[#hE]
OSPF6 &R DR

[ AT

show ipv6 ospf

[EEE—1]

s

[FiA]

OSPF6 OiEMRIAEFR L £7°,
[31761]

OSPF6 OiEMRIEFR L £7°,

#show ipv6 ospf

Routing Process “OSPFv3” with ID XXX. XXX. XXX. XXX
SPF schedule delay 5 secs, Hold time between SPFs 10 secs
Minimum LSA interval 5 secs, Minimum LSA arrival 1 secs
Number of external LSA 1. Checksum Sum Ox7AFA
Number of areas in this router is 1
Area BACKBONE (0)
Number of interfaces in this area is 1
SPF algorithm executed 3 times
Number of LSA 1. Checksum Sum OxOB1E
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[%7 4 — LR DOEK]
Routing Process “OSPFv3” with ID
........................................ N—XZ 1D %#FrLET,

SPF schedule delay .............. SPF #HHL % Blte4 2 £ TORERM 2 FRL 9,

Hold time between two SPFs..SPF # B OMIFEE Frr L £,

Minimum LSA interval .......... [Al— @ LSA 4K T 2/ a R L £9,

Minimum LSA arrival ............ [Fl—® LSA %59 D/ E E R L £9, ZORIMELL T T%{E L7ZF—" LSA
W RICZELETBREDCR Y £,

Number of external LSA........ Uy I AT — T —H_X—ZNO external LSA & F/RL £,

Checksum Sum .........c......... Vo I AT = T —=F_X=RRFL TS, ASHLSADF = v 7 AMEEERRL
9,

Number of areas in this router

........................................ BT 7HERRLET,

SIHIEZ Y TIZOWTLUTOFERERRL 7,

Area BACKBONE(0)............ V7D EF VT HXA TR R ET,

Number of interfaces in this area

........................................ T U THWIZHTHEF TS OSPF6 A v ¥ 7 = — A A FRL £,

SPF algorithm executed ........ SPF 3tHE O BRI E TR L £7,

Number of LSA .....cccoeeeene... Vo I RAT—hT—H_X—=AND LSA $ixFRL £,

Checksum Sum ..........cc....... Vo IAT— KT —H_X—=RRFELTND, TUTHNLSADF =y 7 MMia%
FoRLET,

6.2.5 show ipv6 ospf database

[F&RE]

Dy RF— b T S R e AR D FR

[ATIE ]

show ipv6 ospf database

[#hEE—K]

Z—PE—F

G

Vo I ATF— N F—B_R—2DEMEFR <L £1,
[51761]

Vo AT — N F—B_R—2DEMEFR <L £1,

#show ipv6 ospf database

Router-LSA (Area xxx. XXX. XXX. XXX)
Link State ID  ADV Router Age Seq#t CkSum Link
XXX. XXX. XXX. XXX XXX. XXX. XXX. Xxxx 41 0x800000c7 0x2461 1

XXX. XXX. XXX. XXX XXX. XXX. XXX. Xxxx 43 0x800000a2 0x0a2e 1

Network-LSA (Area Xxx.XXX. XXX. XXX)
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Link State ID  ADV Router Age Seq# CkSum
XXX, XXX. XXX. XXX XXX. XXX. XXX. XXX 46 0x80000001 0x56d1

Inter-Area—Prefix-LSA (Area Xxx.XXX.XXX. XXX)

Link State ID  ADV Router Age Seq# CkSum Prefix
XXX. XXX. XXX. XXX XXX. XXX. XXX. XXX 163 0x80000001 0x0b34 xxxx:xxxx::/64

Inter-Area-Router-LSA (Area xxX.XXX.XXX. XXX)

Link State ID  ADV Router Age Sea#t CkSum
XXX. XXX. XXX. XXX XXX. XXX. XXX. xxx 1563 0x80000002 0x548c

Link-LSA (Area xxx.XXX. XXX. XXX)

Link State ID  ADV Router Age Seq# CkSum Prefix Interface
XXX, XXX. XXX. XXX XXX. XXX. XXX. Xxxx 99 0x80000002 0xa83c 1 Port-channel 12
XXX. XXX. XXX. XXX XXX. XXX. XXX. Xxx 268 0x80000001 Oxf5e9 1 Port-channel 12

Intra-Area—Prefix-LSA (Area xxX.XXX.XXX.XXX)

Link State ID  ADV Router Age Seq# CkSum Prefix Reference
XXX, XXX. XXX. XXX XXX. XXX. XxX. xxx 47 0x80000009 Ox1ad0 1 Router-LSA
XXX. XXX. XXX. XXX XXX. XXX. XXX. xxx 36 0x80000001 Oxeadf 1 Network-LSA

AS-external-LSA

Link State ID  ADV Router Age Seq#t CkSum Type Prefix
XXX. XXX. XXX. XXX XXX. XXX. XXX. XXX 259 0x80000005 0xd496 E2 xxxx::x/128
XXX. XXX. XXX. XXX XXX. XXX. XXX. XXX 1559 0x80000005 Ox142¢  E2 xxxx::x/128

[%7 4 — F OFER]

Link State ID eeeeveveereeeeennnns Vo7 27—k ID #F L 9,
ADV ROUtEr.....cceveeveeeeenn. LSA AR L7V —H ID #FR"L £,
ABE i LSA OfRmE R 2 FoRm L £,

=l AFEERRLET,

Fxv 7Y rEFRLET,

Link count (Router LSA @ #x)

=B PR L ToA VBT = — AT L £7,

ANV 7 AT%EKRLET, ELOFAIFANY v Z7IZAS HOEE= X |~ &4}

HMax b nEENET, E20AFASHO@ERD 2 MIEENTEA,

6.2.6 show ipv6 ospf database database—summary

[#&8E]
S L 72 LSA #EHE R O E R

[ AT

show ipv6 ospf database database—summary

[Bh1EE—F]
2 E— R
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(i8]
FE LT LSA OfEHEREFRL £

[52176i]
FE LT LSA OfEHEREFRL £

#show ipv6 ospf database database-summary

Routing Process “OSPFv3” with ID xxx. XXX. XXX. XXX
Area ID: XXX.XXX. XXX. XXX

LSA Type Count
Router-LSA 3
Network-LSA 3

Inter-Area—Prefix-LSA 1
Inter-Area—Router-LSA 1
Group Membership-LSA 0
NSSA-external-LSA 0

Link-LSA 5
Intra-Area—Prefix-LSA 5
Total 18

external LSA: 8501

(&7 ¢+ — R DEKE]

Router—LSA ...covoviviieeiinnnen. Router-LSA 8% R~ L £97,
Network—LSA ...ovvvvveeiinnnens Network-LSA # & F /R L 97,
Inter—Area—Prefix-LLSA ......... Inter—Area—Prefix-LSA & & R L £,

Inter-Area—Router-LSA........ Inter-Area-Router-LSA &£/~ L £7°,
Group Membership—LLSA ....... Group Membership—LSA #t% #~R L £7°,
NSSA-external-L.SA NSSA-external-L.SA & #£/rL £,
........................................ Link-LSA Link-LSA $t& £7~ L £7
Intra—Area—Prefix-LSA ......... Intra-Area—Prefix-LSA $t & F /-~ L £,
Total oeeeeeiiiiiiiiiiiiieeeeeeee LSA#AEFRRL £7
........................................ external LSA external LSA #t & #/RL £,

6.2.7 show ipv6 ospf database external

[#rE]
Vo 7 AF— R F—Z_X—=Z2FD ASH Y v 7 25— MMEROFER
[ATEA]
show ipv6 ospf database external [adv—router <IPv4 7 K L- X >]
[T #x—%4]
INT A—H RENE X s PR AW
IPvd 7 R L % IPvda 7RV AEHREL 7, IPv4 7 R L 2 JT
[BhfFEE—N1]
.
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(G|
Vo AT =T —=FRXR=ZAFDASHY) 7 AT — MEREFTL £,

[ F1741]
Vo AT =T —=HRXR=ZAFDASHY) 7 AT — MEREFTL £,

#show ipv6 ospf database external

AS-external-LSA
LS age: 754
LS Type: AS-External-LSA
Link State ID: xxx.XXX. XXX. XXX
Advertising Router: XXX.XXX.XXX. XXX
LS Seq Number: 0x80000001
Checksum: 0x96DC

Length: 36
Metric Type: 2 (Larger than any link state path)
Metric: 20
Prefix: xxxx:xx::/xx
Prefix Options: 0 (-|-|-|-)
#

(&7 ¢+ — R DEKE]

LS age: wovverviiiieeeeiiieeeeee, LSA 255 L THh b OFRREEEN (AL . 7)) 2FRR L ET,
LS TYPE: tovvreeivieeireesireaenenn LSA # A T &R R L ET,
Link State ID: ...ccoovvvevienninns Uy 7 A7—hID ZERLET,
Advertising Router: ............. LSA Z#AER LT V—2D)L—H 1D Z#FERLET,
LS Seq Number: ......cceeeuunn... =l AB SRR RLUET,
Checksum: ..cooeeeuveeevniiirannns Frxy IV LEERLET,
Length: weeeeeeeeieeeeeieeeienn, LSA DA N EERRLET,
Metric TYPe: weveveeeeeeeieeneans ANV I AT RN FT,
MEtTIC: wevenieiiiiieeeeiiieeeeee, ARy 7EEZRFLET,
PrefiX: «oovveeeiiiiieeeeeieeeee T HR—RFETH TV T v 7 AMaEFRRLET,
Prefix Options: .........c...c...... FVT7 4y DAF T a MiaRRLES, V7 4y 7 AF T asid, R
@ (PIMCILAINU) O v F THFERL £,
P: NSSA =V 7 &#/RL £,
MC: IPv6 v /L F ¥ ¥ A M —TF 4 VT HBEIZED ET,
LA: TV 7 4 T RIRELV—HDIPV6 A H T =2— AT KL AT
bHZ LERLET,
NU: IPv6 =% ¥ X MR B RS L F37,

6.2.8 show ipv6 ospf database inter—prefix

[#%5E]
Inter—Prefix [E ¥ D F R

[ATEK]

show ipv6 ospf database inter—prefix [adv-router <IPv4 7 N L A >]
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[RF x—#]

NG A—H B E A X AE i B IRE
IPvd 7 K L & IPvd 7 R L 2&HEL £, IPv4 7 K L 2 4T
[#h{EE—F]
Z—PE—F
GILEED

Inter—Prefix DF# A2 TR L £,

[Z=1741]
Inter—Prefix DF# A2 TR L £,

#show ipv6 ospf database inter—prefix

Inter-Area-Prefix-LSA (Area Xxx.XXX. XXX. XXX)

LS age: 120
LS Type: Inter—Area—Prefix-LSA
Link State ID: xxx.xxx. Xxx. Xxx
Advertising Router: Xxx.XXX.XXX.XXX
LS Seqg Number: 0x80000001
Checksum: 0x406A
Length: 36

Metric: 10

Prefix: xxxx:xx::/xx

Prefix Options: 0

[%7 4 — F OFER]

LS 8801t LSA 25 5 L TH 6 OREFFH (AL B) 2R LET,
LS TYPE: tevvveeeeieeciieecireeenen LSA Z AT HRKRLET,
Link State ID: ....ccoveevevennn. Vo7 A7—hID#FRLET,
Advertising Router: .............. LSA ZAk L= —2 DO —X 1D #E 5L £9,
LS Sequence Number:........... =l AR S EFTRL £, CheckSum:F = v 7V L &HFKRL £,
Length: cveeeveeereeieeiieiieneans LSA DA P REFIRLET,
MEtTIC: wuvniiiiiieeeeiiieeeeeee ANy 7EEZRFLET,
PrefixX: wovvevvieiieeeiiiieeeee TR ANAFET DTV T 4y 7 AMEEFERL T,
Prefix Options: .....cceeeuueeeeees. TV I A I AT T a s fliznrnlEd, V74w AF T arii, UTO
(PMCILANU) OE v h THERL F7,
P: NSSA =V 7 &#RL £,
MC: IPv6 v /L F ¥ ¥ A M —TF 4 VT HEBEILED ET,
LA: TV T 4 T RIEELV—HDIPV6 A H T =2— AT KL AT
bbb LkwRrLET,
NU: IPv6 =% ¥ X FEENHERINL T,

6.2.9 show ipv6 ospf database inter—router

[BE]

Inter—router [F# D E R
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[ AT
show ipv6 ospf database inter-router [adv—router <IPv4 7 F L A >]
[T x—#]
RT A—H RIENE R i B
IPv4 7 R L 2 IPvd 7R L 2AZfEL £9 IPv4 7 B L A3 ERONS
[EFE—F]
Z—PE—F
G|
Inter-router DIFWEF R L 97,
[ 5247 61]
Inter-router DIFWEF R L F£9°,
#show ipv6 ospf database inter-router
Inter—-Area—Router-LSA (Area xxx. XXX. XXX. XXX)
LS age: 94
LS Type: Inter—Area—Router—-LSA
Link State ID: xxx.XXX. XXX. XXX
Advertising Router: Xxx.XXX.XXX. XXX
LS Seqg Number: 0x80000001
Checksum: 0xGC83F
Length: 32
Options: 0x000013 (-|R|-|-|E|V6)
Metric: 10
Destination Router ID: xxx.XXX.XXX. XXX
#
(&7 4+ — R DOEK]
LS 8861 cuveereeeeeeieieieeeeinennn LSA Z%ZE L THh b OREIFER (AL : B) Z2RARL ET,
LS TYDE: torreeeeirieeeeeeeeeenne. LSAZ AT 2R RLET,
Link State ID: ..c.oeeeeeuneennne.. Vo7 A7 —kID ZFRLET,
Advertising Router: .............. LSA ZAk L= —2 D —X2 1D #FE L £9,
LS Sequence Number:........... VU AR T EFRRLET,
CheckSUum: «...eeeeeeeeieiiiiienanns Fxv 7Y LERRLET,
Length: ooooeieeiiiieeccieeeen LSA DA M FEEFRRLET,
OPLIONS: cveveeeeeeeeeeeeeeeeennn FF v arERRLET, A7 a 3T (DCRINMCIEIVE) OE v b TRR
LE9,
V6 : By R R TOARWEA, IPv6 DL— FEFEICED £H A,
E: ASHNER Y > 7 IR MR LIAENE T,
MC : IPv6 v VF Xy A NT—HT T AN T+T—RKINET,
N : Type=7 ®V > ZIRREIREZHLY N F 9,
R: By BN o T RWESE, RS TS/ — N E@iRd s1—1h

HEETEEE A, By FRYoTHARWES, L—F 4 L 71T 0 720 A8,
Fo—HINVT RV ARy N7 4T =T 47 LI RN~ /LTR—LKA R

23 T,
DC : demand circuits T,
MetriC: vovvveeiiiiiieeeeeiiiann, ANV 7EEFR AL ET,

212

1Pv6 B



a<w R Y7 7L R - @SR %6 % OSPF B
Destination Router ID: ...... SN —H DN —H D BERL FET,
6.2.10 show ipv6 ospf database intra—prefix
[#rE]
Intra—Prefix [ # D £
[ A ]
show ipv6 ospf database intra—prefix [adv-router <IPv4 7 K L- A >]
[T x—%#]
RTA—H RIENE R i B
IPv4 7 R L & IPvd 7R L A &4REL £, IPvd 7 K L 2B ERNE
[EFE—F]
Z—PE—N
G|
Intra-Prefix DfF#H A2 £ RL £,
[54741]
Intra-Prefix DfF#H A2 £ RL £,
#show ipv6 ospf database intra-prefix
Intra—Area—Prefix-LSA (Area xxx.XXX. XXX. XXX)
LS age: 34
LS Type: Intra-Area—Prefix-LSA
Link State ID: xxx.XXX. XXX. XXX
Advertising Router: xxx.XXX. XXX. XXX
LS Seqg Number: 0x80000001
Checksum: 0x4638
Length: 44
Number of Prefixes: 1
Referenced LS Type: 0x2002
Referenced Link State ID: xxx.XxxX.XXX.Xxx
Referenced Advertising Router: xxx.XXX.XXX. XXX
Prefix: xxxx:xx::/xx
Prefix Options: 0 (-|-|-]|-)
Metric: 0
#
(%7 14— R OEK]
LS 886 wieeeeeeeeeee e, LSA 2% 5 L TH 6 OREFFH (A7 : B) 2R LET,
LS TYDE: wevureeeeeecieeceeene LSA A T % EKRLET,
Link State ID: ..c..oeeeeuveennne.. Vo7 A7 —hID 2FRLET,
Advertising Router: ............. ISA ZAERKLI-V—FDO)L—F 1D #HRK 7L £,
LS Seq Number: .................. V= U ARG ERRLET,
ChecksUm:....uvvveneiineeinnnnen. Fxv I LERRLET,
Length: c.ocovveeeeeeiieeiieeene. LSA DA P REEFRRLET,
Number of Prefixes:.............. LSA O EGEENDIPV6 LT 4w 7 AAEFRRL 9,
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Referenced LS Type: ............ LSA # A4 &£ L 7,

1: LSA 23)L— 4 LSA

2: LSA 3%y kU —7 LSA
Referenced Link State ID: ..... U & 7 A7 — K ID #F R L £7,

0: LSA 23— 4 LSA

VU JHAN—FDT R R 3y b T —27 LSA
Referenced Advertising Router

KENL—HZDIPv6 7 R L AR L £, L—HF LSA OBAILE[EFE L1 —Z D IPv6

TRLA, Xy hU—7 LSA OGEITEANV—F D IPv6 7T R L ANRERRINET,

PrefiX: voeeeeee e, T =B R=RFETHTL T 4 7 AMAEERL F7,
Prefix Options: ....eeeevveeeennn.. TV I A4 VAT T a flizRrLET, v 7 4y 7 AF T arii, UFoO
(PIMCILAINU) ®E v F TERL £,
pP: NSSA =V 7 &L 97,
MC: IPv6 /L FF % A R L—F 4 P EHEICED T,
LA: TV T 4y T AIIRENV—FDIPV6 A F T =2— AT KL AT
HBHZLERLET,
NU: IPv6 =% ¥ X FFHHENGRINL £7,
Metric: ARNY y 7EEFRRLET,
6.2.11 show ipv6 ospf database link
[#rE]
Link ff DR
[ A K]
show ipv6 ospf database link [adv-router <IPv4 7" K L R >]
[N x—%4]
IRT A=K RENE X s R AW IR
IPvd 7 KL & IPvd 7RV AZEEL £7, IPv4 7 K L A ERONE
[#h1EE—F]
Z—FE—K
G|
Link OfF @R &2 FR L £,
[F1741]
Link OfF#®EFR L £,

#show ipv6 ospf database |ink

Link-LSA (Interface port-channel1)
LS age: 735
LS Type: Link-LSA
Link State ID: xxx.XXX. XXX. XXX
Advertising Router: XXX.XXX.XXX. XXX
LS Seq Number: 0x80000002
Checksum: 0x253D
Length: 44
Priority: 1
Options: 0x000013 (-|R|-|-|E|V6)
Link-Local Address: Xxxx:Ixx::X
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Number of Prefixes: 0

(%7 4 — LR DEK]

LS 8% vievieeiieeeeeeeeeeen LSA %5 L T D OfBRER] (AL - ) 2RRLET,
LS TYDE: wovveeeieeeeeeieeeeenn LSA X AT %FRLET,
Link State ID: ..ovveeveieennne. Yo AT —hID 2FRL ET,
Advertising Router:............... LSA ZAERR LTIV —2D)—H 1D Z#FERLET,
LS Sequence Number:........... =l AT FRRL FT,
CheckSUm: «.ouvvvveneiiieeiinneens Fzv IV LEFRRLET,
Length: ...coeieiveeeeiiiiiieeeenen, LSADANA NEEFRRLET,
Duration:........cocvvveeeeveeeenn. LSADAA FEEZRRLET,
Priority: «oveeeeeeeieiens TIAFT VT 4 ZRRLET,
OPLONS cuvvvveeeeeeieieieeeeeeeas F T arEFRLET, A7 a T RO (DCIRINMCIEIVE) ot > h THRARL
£,
V6 : By R o TR WS, IPv6 OL— R EFEICED XA,
E : AS MY v ZIREPLIAENET,
MC : IPv6 ¥V TF XX ANT —F T TANT+T—FINET,
N : Type=7 ®V > 7 RBEIRE 2 B N F7,
R : By RN o TR WEA, JRET S/ — K E2@iRd 50—k

ITEHETEEHA, By BT TWRWES, L—F 4 7Mbb 720, 3F
=BT R ANy N e T30 —F 47 LTa V< L FR—AR A NI

E Qs
DC : demand circuits T9°,
Link-Local Address:............. LSA A Lo —2 DY 7 a—HNT KL RAERRLET,
Number of Prefixes:.............. LSA OHICEGFENDIPV6 LT 4w 7 AERRFL 9,

6.2.12 show ipv6 ospf database network

[#%5E]
VU AT —=RFT—=FR=2HDF v N T —7 LSA FHRDOER
[ AT
show ipv6 ospf database network [adv—router <IPv4 7 K L- A >]
[RF x—%4]
INT A—H RENE X s R AW
IPv4 7 R L & IPv4d 7 KL A% HEEL £7°, IPv4 7 K L A R NS
[BhfFEE—N1]
e
[FimA]

Vo IAT— KT —F_X=2AF DRy NU—7 LSATFERZFRL £7,

[31761]
Vo IAT— KT —=F_X=2F DRy hU—7 LSATERZFRL T7,

#show ipv6 ospf database network
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Network-LSA (Area XXX.XXX. XXX. XXX)

LS age: 657
LS Type: Network-LSA
Link State ID: xxx.XXX. XXX. XXX
Advertising Router: XXX.XXX.XXX. XXX
LS Seq Number: 0x80000003
Checksum: 0x5CB5
Length: 32
Options: 0x000013 (-|R|-|-|E|V6)

Attached Router: xxx.XXX.XxX. XXX

(%7 =R OEKE]

LS age: wovverviiieeeeiiieeeeeea, LSA 255 L TH b OFRREEEE (AL . 7)) 2FRR L ET,
LS TYDE: wovveeeieieeeeieeeeenn LSA X A7 %FRLET,
Link State ID: ..oveeeveuveennen. Vo727 —hID ZFRL £7,
Advertising Router:............... LSA ZAERR LTIV —2D)L—H 1D Z#FERLET,
LS Sequence Number:........... V=l AR EFRRLUET,
CheckSUm: «oeeveeeeeeeeeaeeenen. Fry IV LAERRLET,
Length: ...ooeieivieeeiiiiiieeeenea, LSADANA NEEFRRLET,
OPLiONS: cuvvvveeeeeeceiireeeeeeennns A7y arERFLET, A7V a VI FO (DCRINMCIEIVE) O v k THRRL
Er N
V6 : By Ao TWRWERES, IPve DL— R EFEICED /A
E : ASHMIRY > 7 IRERT LA ENET,
MC : IPv6 ¥~ /VFFx AT —H T T LANT7 U —KSNET
N : Type=7 OV > ZIRBBIREZ T o F 5,
R : By DS TOWRWEES, BET5 /—FN&Efd25/1—h

FEETXEHA, By PR TORWVES, L—F 1> 7Mbb 0 =0, 3k
=BT RU ATy N T30 —F 47 LTa WV LT R — AR A RIS

% -C\‘j_‘o
DC : demand circuits T,
Attached Router: ................. Iy h = ZICHH SN TWD N —ZD)N—XZ D R L ET,

6.2.13 show ipv6 ospf database router

[#hE]
Uy 7 AT —hF—EZ_R—=2HD/L—Z LSA [EHDOFR
[AFE K]
show ipv6 ospf database router [adv-router <IPv4 7 K L X >]
[/3F7 2 —#]
INT A—H BRE A X AE i AW
IPv4 7R L & IPvda 7RV ZAZ4REL £, IPvd 7 K L 2B TT
[Eh{EE—F]
=
(G

VY JAF— N F—F_R—2AFDO/NL—F [ SAHHREFR L FT,
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[ F1741]
VYo 7 ATF— RN F—2_R—= 2D —X [ SAEREFR L F9,

#show ipv6 ospf database router

Router-LSA (Area XxXX. XXX. XXX. XXX)
LS age: 560
LS Type: Router-LSA
Link State ID: xxx.XXX. XXX. XXX
Advertising Router: XXX.XXX.XXX. XXX
LS Seq Number: 0x80000007
Checksum: 0x5BA6
Length: 40
Flags: 0x00 (-]-]-1]-)
Options: 0x000013 (-|R|-|-|E|V6)
Link connected to: a Transit Network
Metric: 10
Interface ID: 1
Neighbor Interface ID: 1
Neighbor Router ID: XXX.XXX. XXX. XXX

(&7 ¢+ — R DEKE]

LS age: wovverviiiieeeeiiieeeeee, LSA 255 L THh b OFRREEEN (AL . 7)) 2FRR L ET,
LS TYDE! reeereeeeeiiririiaeennnns LSA # AT %FRL 7,
Link State ID: ...ocovvveeennnn. Voo 27—k ID Z#FRL £7,
Advertising Router: ............. LSA Z#AER LT V—2D)L—H 1D Z#FERLET,
LS Seq Number: ......cceeeuunn... =l AB SRR RLUET,
CheckSUm: voveveeeeeeeeeeeeenen, Fry IV LAERRLET,
Length: weeeeeeeeieeeeeieeeienn, LSA DA N EERRLET,
FIags: woeveeeveeeeeeeeciieeeeeenn, LS oEttaF R L £, BHIZLLTFO WIVIBE) oty h THFRL 17,
bit V: 1 O EDOBEE L 724 Y v 7 oL —4 GRi= Y 7)
bit E: B3 AT AR L— 2 (ASBR)
bit B: T U 7HERIL—Z (ABR)
bit W: wild—card multicast L' > — "D L—% (T D multicast 7 — %
%5ZA8)
OPLIONS: wevvvevveiieieeeieeeeeeenns. FFarEFRRLET, A7 a i, LLFO (DCRINIMCIEIVE) OB v h THER
LET,
V6: By M ABILo TWARWES, [Pve DL— R EHEIZED £/ A,
E: ASHNERY > 7 IR MR LIAENET,
MC: IPv6 v~ /VF XX A NT—HT T LN 73U —KINET,
N: Type=7 @V v 7 IRREIL S 2B D F9,
R: By RS TWARWES, RETS /) —R 2@iEd5/L0—h

FEETEEHA, By PR TORWVES, L—F 1> 7Mbb 720, 3k
B—ANT R ARy N7 4T —F 427 LIz i\~ /bFR— Ak A b il

E QIS
DC: demand circuits T3,
Link connected t0:............... Py NT—I B AT EFRRLET,
MeLTiC: wvveeeiiiiieeeeiiieeeeee, ARV 7EERRLET,
Interface ID: ...oeeveiiiinnnnnnns A B2 7 2—AIDEZFKRLET,
........................................ AANR—=DA VBT 2 —AID BFRLET,
Neighbor Router ID:............. 2AN—=D D BFFRLET,
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6.2.14 show ipv6 ospf interface

[#&8E]
OSPF6 Zfi L TW5 A2 ¥ 7 = — A HFWMDETR

[ AT
show ipv6 ospfinterface [ A > X 72— AL D> AV HF T = —AFK = ]

[R5 2—%]

INTA—=H BRIENA Bl

B

A BT 2 —ARK A HBT 2 — A EREL 7, -

AUHT 2—AFE AVET 2 —AFBEERELET, |-

TRTDOA L ZT = —
2

[E1EE—1]

Z—HPE—F

G

OSPF6 L TWA AL X T 2 — R IZOWVWTOEREERLFT,
[51761]

OSPF6 L TWA AL X T 2 — R IZOWVWTOEREFERL FT,

#show ipv6 ospf interface

port-channel1 is up, line protocol is up
Interface ID 1, Instance ID 0, Area xxx.XXX. XXX. XXX
IPv6 Link-Local Address xxxx:xx::X/xx
Router ID xxx.xxx.xxx.xxX, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State Backup, Priority 1
Designated Router (ID) xxx.XXX.XXX. XXX
Interface Address xxxx:xx::x
Backup Designated Router (ID) XxxX.XXX. XXX. XXX
Interface Address xxxx:xx::x
Timer interval configured, Hello 10, Dead 40, Retransmit 5
Hello due in 00:00:07
Neighbor Count is 1, Adjacent neighbor count is 1
Interface MTU is 1500
Interface OSPF MTU is 8900

(%7 4 — LR DEK]

port—channell is........cc........ IP7TRUVABRBRESNTEY, | 2ULOYEA L ¥ 7 2—ZANEL TWDHEEIC
“up” ERFELFET, BLTWAMBIA L ¥ 72— 2D U o ZIRBBITIIEEL $H A,

line protocol iS ....eeeuevevunneen. Vo7 REERRL ET,
up: Vo o7y
down: IS/ By
Interface ID ..oovveveeeeiiennne. AVET2—AID EERLET,
Instance ID .....ccceevvvvunnnnnnnn. AL AFAID BERRLET,
ATEA evieeeeeiiiiiiiiiieee e, U7 IDERRLET,

........................................ A BT 2—ADY 7 a—hLVT RL 22K RLET,
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Router ID ...coeeeeeeeeeeiiiieiinn, N—2 DR RLET,
Network TYPe .ocevevvveneeinnnss Iy NI —=I 2 AT HFRRLET,
POINTTOPOINT
BROADCAST
LOOPBACK
COSt eeeeeeeeieeiieeee e, AU BT z—AaAAMEEFRRL FT,
Transmit Delay is ....couveeenn..n NFZUAIy b T 4L AfEEFRRL E7,
SEALE wevrerveeieeiiie e eiee e OSPF6 DA v H T = —AAT—hEFKRLET,
“"Down”: e

“Loopback”:  JL—T v 7

"Waiting”: o —5, Ny 2Ty TR — 2 EE T
“Point-To-Point”: I8N A > b iR A > b

"DROther”: 84N —% ., Ny 77 v T4 —F LSk

“Backup”: Ny 7T v THRENV—HF
"DR”: BaL—2
PHOFLY oveveeeeeeeeeeeeeee, TIAFVT 1 fliEETRLET,

Designated Router (ID)

........................................ RN —2 DN —% D ZRKRLET, IREL TWRWEHAEIE, "No designated
router on this network” & ZFK/R L 97,

Interface Address ................ Ban—420V - 7a—hVT R RAERRLET,

Backup Designated Router (ID)

........................................ RNy 2Ty FHREN—ZDON—F D ZFm LET, WEL THRWEEIE, "No
backup designated router on this network” & ;R L 97,

Interface Address .......eee..... Ny I T o THRANV—HDY) o 7a—hLVT KL A&2F L ET,

........................................ #-4& 2 A ~fii (Hello interval, Dead interval, Retransmit interval) ##-x L £,

Hello due in ....oeeveeeeeeeeeennn.. Iz Hello 32T A E COMMEZRRLET, A2 F 72 —ABNy T (v
BT 22— R EINTWAHEEIL. “"No Hellos (Passive interface)” & &R L £9°,

Neighbor Count .................. FANRN—EEFRRLET,

Adjacent neighbor count ....... BERZBAMR A FEA TWD RANRN—HEFRL F7°,

Interface MTU IS .ovvevvvennene. B RERIEHAL (byte) ZFR L 7,

Interface OSPF MTU is ........ ipv6 ospf mtu 2 <> R IZL VERE I N7z MTU EZFRL £7°,

6.2.15 show ipv6 ospf neighbor

[FrE]
OSPF6 A /S —{RBED T

[ AT A]
show ipv6 ospf neighbor [{ £ >V Z T = — A% > A2 X T = —AF 5 > | COSPF F A 73— >] [detail]
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[$F 2—4]
RNT A=K BRENE X AE i B IRE
AV HT 2 — R AV BT = — AL ERELET, - AV HT 2 — AELEE

AV BT 2 —AFKE

AV BT 2= ARGEHEL £,

L7auw

OSPF %A 73—

OSPF xA/X—D IPv4d T KL A%
BELET,

IPvd 7 R L 2

RAN—ZHREL 2

detail AR AT OEAICEELET, |- FERIERR L 72
7L LAY BT 2 —AD OSPF6 F A - -
N—DIREEZ B F T 55124
ELET,
[E1Ee—K]
a—pE— s
[Fm]

OSPF6 R A N —DiRREE TR L T,

[Z2174]

OSPF6 R A N —DiRREE TR L T,

#show ipv6 ospf neighbor

Neighbor ID Pri
XXX. XXX. XxX. Xxxx 0 Full/DR
XXX. XXX. XxX. xxx 0 Full/DR

Dead Time Interface
00:00:32 port-channel1
00:00:33 port-channel1

(%7 ¢ — F OFER]

Neighbor .....cccovvvviivininiin.
Dead Time .....cocovvvininiinennnn.

Interface ....coveveiiiiiininninnns

6.2.16

[F&RE]

N—2 1D ERRLET,
TIAFVT iR T ET,
RAN—DOREERRL F7,
ID V—% 1D Z2FRL 9,
A N—HERFREH] (BL - B) 2R £,
FAN—DPDEHINTND A F T 2 — AL TR L £7,

show ipv6 ospf route

OSPF6 CTHB LIz —T 4 7T —TIDFKR

[ AT

show ipv6 ospf route

[EEE—1]

Z—PE—F

(R ]

OSPF6 CH#E LIV —TFT 4 v T —TNEFERL ET,
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[51761]
OSPE THB LI —F 4 v IV F—T N5 TRk L ET,

#show ip ospf route

Destination Metric Next-hop Interface
XXXX I XX:D/X 10 - port-channel1

(%7 4 — LR DEK]

Destination ........ceeeeeneeniinnnns ST KL AEFRL T,

MELIIC wuveeeeeeeeiiiiiiiiinann. ST R ASNOD AN v JEZEFRL T,

Next—hop eeeuveeeeeiieeeennenn. ST N L A~D Next-Hop <L £97,
Interface...........ooevvvuvveennn.. SEAET RV ANBIET BIODA 2T 2 — AbEFRRLET,

6.2.17 show ipv6 ospf summary—prefix

[BE]

summary-prefix $$8E D EHF R DO TR

[ AT

show ipv6 ospf summary—prefix

[EEE—1]

R

[FiA]
summary-prefix #§FEDOR EFHRE TR L 7,

[Z=1741]
summary-prefix #§FEDR EFHRE TR L 7,

#show ipv6 ospf summary-prefix

summary-prefix xxxx:xx::/xx Metric 20, Type 2, Tag 0
summary-prefix xxxx:xx::/xx not-advertise Metric 20, Type 2, Tag 0

[%7 4 — F OFER]

XXXXIXXDD/XX vavvrnnneneeeeeennenns KT D AS AR AEERRL £97,

not—advertise ..................... VHREICE END ASHREEZ T T U AL BRWGERICRRL £7°,
MELTIC wevveeeeivieeee e ARV 7EERRLET,

TYDE weeeeeeeeeeeeeeeeeeeinans ANV 72 AT HRRLET,

TAZ oeeeeeeeiee e YT ERRLET,
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6.2.18 show ipv6 ospf topology

[#&8E]
OSPF6 /L— & ~D /S A [H# D FE <

[ AT

show ipv6 ospf topology

[E{EE—F]

s

(G|
OSPF6 /L—H ~DNAFH A=) 72 LIZFERL 7,

[51761]
OSPF6 /L—H ~D/AFH ATV 72 LIZFERL 7,

#show ipv6 ospf topology

OSPFv3 paths to Area (xxx.XXxX.XXX.XxX) routers

Router ID Bits Metric Next-Hop Interface
XXX. XXX. XXX. XXX E 10 XXXX XXX port-channel1
#

(%7 4 — LR DEK]

Router ID ..vooovievieerieirennns OSPF6 /L —# ID %R L £77,
BIS weeeiieeiie e LS otz FRL £7, BiEX, LLTO (WVBE) o v F TFRL £7,
bit V: 1 2L EOBEL AR Y v 7 ok —4 GBiR=Y 7)
bit E: By AT LEEFUL—Z (ASBR)
bit B: = U 7ERNL—4% (ABR)
bit W: wild—card multicast L > — 3D/ —% (X T @ multicast 7 — &
& 515)
MetTIC. vevvevieveeie e AT R A~DRARNY v VEERRL ET,
Next—hop eeeeveeeeviiieeeiinnnn. FESET K L A~ Next-Hop R R L £,
INtErface «oveuveeneeeeeeeeeannnnn, SEHET N L ANBFET A 72D interface £ x Fm L £7,

6.2.19 show ipv6 ospf trap

[#hE]
OSPF6 THAR—F L T3 b T v FIHROFT

[ AT

show ipv6 ospf trap

[EEE—1]

Z—PE—F

[FiA]
OSPF6 CTHHR—F L TCWAB N T v HHREF L T,

222 IPv6 [



a<w R U7 7Ly A - EHEHR

56 % OSPF B

(5217 41]

OSPF6 THHR—F LTS Ty I FEREFRL T,

#show ipv6 ospf trap

OSPF Router process 10

OSPF support traps

hT TR EEICN T v T EEE

Trap type 0ID Status
ospfv3VirtIfStateChange ospfv3Traps 1 Enable
ospfv3NbrStateChange ospfv3Traps 2 Enable
ospfv3VirtNbrStateChange ospfv3Traps 3  Enable
ospfv31fConfigError ospfv3Traps 4 Enable
ospfv3VirtIfConfigError ospfv3Traps 5 Enable
ospfv3TxRetransmit ospfv3Traps 8 Disable
ospfv3VirtIfTxRetransmit ospfv3Traps 9 Disable
ospfv30riginatelLsa ospfv3Traps 10 Disable
ospfv3MaxAgelLsa ospfv3Traps 11 Disable
ospfv3LsdbOverf|ow ospfv3Traps 12 Enable
ospfv3LsdbApproachingOverflow ospfv3Traps 13 Enable
ospfv31fStateChange ospfv3Traps 14 Enable
#

(%7 4 — FDOEK]

Trap tyPe eeeeeeeeveveeeeeeeennnnn. FEAE R ET,

OID 1iieeiieeiie e OID Z#&R~L £7,

SEAtUS wevveneeieiieeeeeeiiee e AT —H A ERRLET,

Enable :
Disable :

Ty TRERETH Ty T EREL RN

6.2.20 show ipv6 ospf virtual-links

[#rE]
Virtual-Link {F# D FR

[ AT

show ipv6 ospf virtual-links

[EEE—1]

s

[FiA]
Virtual-Link OfF#HzE=HRRL £7,

[31761]
Virtual-Link OfF#HzE=HRRL £7,

#show ipv6 ospf virtual-Iink

Virtual Link VLINKO to router xxx.XXxX.XXX.XXX is up

Interface 1D 2147483649 (0x80000001), Cost of using 10
Transit area xxx.XxX.XxX.xxx via interface port-channell,

instance 1D 0
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Local address Xxxxx:XxX::X/xx

Remote address Xxxx:Xx::x/xx

Transmit Delay is 1 sec, State Point-To-Point,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04
Adjacency state Full

(%7 4 — L RDEK]

Interface ID ..oovveveeeeiienne. A BT =2—AD BERLET,
Cost Of USING «evvvveverreaannnn. I AMEZRRLET,
Transit area .......cceeeeeeeeeeee.s. HETY 7 ERRLET,
via interface .............ccoeeee... AR T 22— AL TR ET,
instance ID .......ccceeeeeeeennnnn. instance ID ZFK /<L £7°,
Local address ..........ccceeunn... HEDIP6 7R 2ZFK L £,
Remote address .................. ZAN—=DIPv6 TRV A2 FRL £T,
Transmit Delay is transmit delay i GREM) ZFRL E£7,
State IS veveeeeeeriiiiiiiiieeennnn. AT —H A ERRLET,
Timer intervals configured..... i # A ~fii (Hello interval, Dead interval, Wait interval, Retransmit interval) Z#/5~x L £
7
Hello due in ....ooveveeenennnne. Hello # A ~—3RICHE T3 2 FCORMERTLET, A 27 =2— ARy v
TALHET 2= AR ESINTODEATEL. "No Hellos (Passive interface)” & 7R
LET,
Adjacency state .................. IN—F v )L XA N—DIREEZ TR L £,
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7.1

7.1.1 clear ip bgp

[#rE]
BGP & v a »OWIEIt

[ AT

clearipbgp < v a v >[rf<VRE£ DI [K 7 KL 27 7 3 U —>] [[soft] inlout]
clear ip bgp [Vif <(VRF £ D] [K 7 R L A7 7 X U — >] table-map

BIENE

Boastiliil

B

Wb 52y a v EREL £
R

kT _RTOEYya v
ASEE 1 1~
4294967295

BGPE T :IPT7T KL &
external:AS #h D& v
a v

peer—group:255 XFLL
PN CDATA %

HWEA ] (+2)

VRF 44 (x1)

VRF 4% f8EL £7,

63 LFLAIN D WORD
i

VRF Z457E L 72\

TRVATZ 73—

ML T BT R L A7 7 2 ) —%45
ELET,

ipv4 unicat
ipv6 unicat
vpnv4 unicast
vpnv6 unicast

12vpn evpn

table—map V7 RVarg4 v —varEE |- V7 Varyrz s

T D5 EICEEL £, L—ya vV EERLAR
W

soft table-map O H % £ 5548 | - Route-Map JBIN<°
IZHRE L £9°, Route-Map 1BIIX° Route-Map 0 PN A3
Route-Map DINAENEE SN TH, FENTH, TTICH
FCICBER S LTz RIB X H 247 SN RIBIZEH %
v, Ka<wr KEHAWTTE Th7au
B TEHTLHIHLERDH Y 7,

in | out UPDATE Z 2R3 27, #5925 | intUPDATE % 23K 7

MEREELET,

out:UPDATE % %13

*1) v ¥ 3 T "peer—group” FHRE L AL, BETE EHEA,

*2) VRE4, 7R A7 7 I U—_ table-map ZfEFRHZIX, By a v 2EWTHIENTEET,

[EEE—1]

g —FE—F (a~<vrFL~UL14)

(]

BGP vy 3 ZHHHEL £,
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[51761]
BGP vy a v &Ll £9 (FXTHEv 3

“/)O

#clear ip bgp *

7.1.2 clear ip bgp treat—as—withdraw

[#rE]
Treat—as—withdraw % 1T -2 729~ T DR H O IR

[ AT

clear ip bgp treat—as—withdraw

[EhEE—F]
it —VE—F (<~ FL~UL14)

(]

Treat—as—withdraw 247> 72T X TORKOFEHR L HIRL £,

[51761]
Treat-as—withdraw 7 —7 /L Z gJ#{L L £,

#clear ip bgp treat-as-withdraw

7.1.3 clear ip bgp redistribute

[#%5E]

route—map {E# O [ #t Ak 7

[ A
clear ip bgp redistribute < X% > [vrf <VRF 44 >]
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INT A—H B E A X AE i B IRE
KFGR B KRR EIEEL £7, * T RTORREE AW T]
connected:connected &
iz

isakmp:SA-UP /L— k
T LR
kernel:kernel (2% > b
STk

ospf:OSPF T&HE L 7=
TR

rip:RIP THH U 7o
static: AX T 4 v 7%
#

local-breakout: LBO #&
iz

VRF 4 (x1) VRF 4 #fREL £7° 63 SCFLAN D WORD | IPv4
i

*1) XFRBREE & L T local-breakout ZfEE L 723/ 1E. FEETX F¥A,

[BifFE—NR]
g —HE—F (avrRFL UL 14)

[FiA]
BGP @ redistribute = <> K CHEE T % route-map & #H % 2 5 L 7212, route-map [HHM O FREAIALEIT 2 LA
FITL ET,

[SE9741]
route-map [HHM O Rt AAABREITWVET (TR TORE),

#clear ip bgp redistribute *

7.1.4 clear ip bgp statistics

[#hE]
BGP IPv4 & v 3 3 U iEEHERO I HIL,

[ AT

clear ip bgp statistics

[#hEE—F]
B2 —FE—F (<> RFL~UlL14)

[FAA]

BGP IPv4 &> ¥ a3 VBT B REHE R 2 ML L £3,
[Z=4761]

BGP IPv4 & ¥ a3 VICBIT B REHE R 2 ML L 3,

#tclear ip bgp statistics
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7.1.5 show ip bgp attribute—info

[#&8E]
BGP ®O7 kU E o— MMERDOET

[ AT

show ip bgp attribute—info

[BiFEe—F]
SR

(G|
BGP D7 h VB a— MEHREFRRL ET,

[51761]
BGP D7 h VB a— MEHREFRL ET,

#show ip bgp attribute-info

attr[4] nexthop XxX.XXX.XXX. XXX
attr[4] nexthop XxX.XXX.XXX. XXX
attr[4] nexthop XxX.XXX.XXX. XXX
attr[6] nexthop XxX.XXX.XXX. XXX

7.1.6 show ip bgp cidr—only

[B%AE]

7T AL AR ORR

[ATIE ]

show ip bgp cidr—only

[EEE—1]

=
[Fif]
7T AL AREED I E TR L ET,

show ip bgp ipv4 unicast cidr-only 2~ K RIFROFE R ER D F97,

[31761]
75 AL ARBD I EFALET,

#show ip bgp cidr-only

BGP table version is 3, local router ID is XXX.XXX.XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i -internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
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D XXX, XXX, XXX. XXX XXX. XXX. XXX. XXX 0 32768 ?

Total number of prefixes 1

#

(%7 4 — K DOEK]
BGP table version is.............
local router ID is ......cceueeneens

Status codes: .....oevviiniininnnn.

Origin codes: ...coovvivininininnn..

LocPrfo.iiiiiiiiieeeas

Total number of prefixes .......

BGP 7T —7 VD= g v EFRRLET,
N—Z 1D %#FrLET,
‘fxﬁk@XT H AR/ L F£9, Status codes [T REISIF MO ICTAIZCR RENF T,

s FRIEEERIMERE D Suppress IREEIZH DREM A EHR L £7
d: N— T T T HE T = T HERED dampening JREEIZ I D RRKE %
BWRL 7,
h: BGP Route Flap Damping 23i% € S 4L TV 5 & X (T, withdraw 5
F7REBORE 2 BERL £7,
* RENENTHLZ EEERL £9,
SESE~ORBE D IERE TH D EEEWRL £,

I\

multipath & U GEIRSN 7R EZEWRL £7°,
iBGP THE LR TCHDZ LEERL £7,
RIB OBEIZRIR L 2R TH D Z L2 BRL £,

—_-

r:
S: Graceful-restart @ receiving speaker & L CEIfEL TV 5 & X (T
restarting speaker & ¢ TCP session 3HIWr & v, stale & L CT~— 7 SN K % EIR
LET,

R: HIBRLEh DR TH D Z L 2 ERL £7,
ORIGIN J@tE% £/~ L £, origin codes IZTK R IHFROKZICERINET,

i: ORIGIN JE&M:28 IGP TH 52 BEWRL 77,

e: ORIGIN J&MEAS EGP Th 5K A FRL £,

?: ORIGIN J&MEA UNKNOWN TH 5 Z L # R L £7°,

BGP THE LR EERTRL T,
Next-hop 7 R L 2% FKR_RL £,
MULTILEXIT_DISC @42 #& R~ L £7,
Local Preference fE&# £~ L £97,
IR 2 BT 2R L T,
AS-PATH J&: & ORIGIN @A FR L £9°,
R ER I ET,

7.1.7 show ip bgp ipv4 unicast cidr—only

Ka<r R OMAERTZ, ASIERZ W T, show ip bgp cidr-only @< K & U T9, 26X, [7.1.6 show ip bgp
cidr-only| (P.228) &ML T 72X\,

7.1.8 show ip bgp community

[BaE]

BESN-aI 27 4 ZEORKOFR

[ATEK]

show ip bgp community [ 2 2 =2 =7 4 >] [{ & X = =7 1 >] [exact—match]
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[XF A—%4]
RT A—H RIENE R E s
a2Ia2=7 4 aIa=T 4 BEEEEL E7, 2Ia=7 4 aIa=T7 4 @BEETE
254 SCFLANG WORD | L 72\
gt}
local—as
no—advertise
no—export
exact-match II2=T 41 BTHRKEER | - a3 2=F 4 ITES—
RTHEAIREL £, B9 B A TR
7wl fEEShzala=Fy (@ la= |- _
T4 BYEITHRE L Ae) R ORRE
DHHEFRRT DHEIEL £7,
[EFE—F]
Z—PE—N
(5]

BEShEaIa=T s 2HORBOLEFTL ET,
show ip bgp ipv4 unicast community 2~ K & [REED KR 720 F97,

(3217411
fREESNcala=7 1 2R OBEOAZEZRL £,

#show ip bgp community

BGP table version is 3, local router ID is XXX.XXX.XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i -internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
XXX XXX XXX XXX XXX, XXX, XXX, XXX 0 32768 ?

Total number of prefixes 1

(%7 4 — LR DEK]

BGP table version is............. BGP T —7 VDA — g v EFERLET,
local router ID is ...vvvvvvvnnen. N—2 1D EFRRLET,
Status codes: ...........vueennnn.. RO AT — 4 A FRk L £9, Status codes 1EEFRIETHE RO ILHEICE RSN ET,
s: FRIEEERIMERE D Suppress IREEIZH DREM A EHRL £7°
d: N—bET7 Ty FE T = THERED dampening RAEIZ & D FRHE %
BRLET,
h: BGP Route Flap Damping 23i% € S 41TV 5 & X (T, withdraw 5
FTREBORE 2 BERL £7,
* ﬁ"ﬂ%f@ﬂﬁ?ﬁf“%él&%%%bi@—o
> SESE~ORBE D IERE TH D EEEWRL £,
=: multipath & U CIEBRINT-RBKREZEWL 97,
i IBGP CHEH LR THHZ LEEHRL 7,
r: RIB DBRGRICKIM L TR THD Z &2 EWRL £,
S : Graceful-restart @ receiving speaker & L TEMEL T\ 5 & &2,

restarting speaker & @ TCP session 23HIWr X v, stale & L C~— 7 SN K % EIR
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LET,
R: HIBRAUEBEF ORI TH D Z L2 ERL 9,
Origin codes: ....uuveeveeereeee.... ORIGIN @M% &R L £9, origin codes 1B RBIHF RO BZBICETRENFTT,
i: ORIGIN J&MEN IGP Th DR A B L £,
e: ORIGIN &2 EGP Th 2B A2 EWL £,
?: ORIGIN J&M:72S UNKNOWN TH D Z L2 EHL £7°,
NEtWOIK weeeeeeeeeeeeeieeeeinn. BGP THE L =R E2F L £7,
Next HOp vevevereieiieeeeennnn, Next-hop 7 KL AZF/rRL £7°,
MELTIC oo MULTILEXIT DISC @& &R~ L £7°,
LOCPI .o Local Preference fE % Fx L £7,
WeEIght weeeieeeeiieeeiee e, BRI T EAFITFEFRL 7,
Path coveeeeeeeeeeeeeeeeeee AS-PATH J&#£ & ORIGIN JBtEZFR L £9°,

Total number of prefixes ....... R 2 £~ L £9°,

7.1.9 show ip bgp ipv4 unicast community

1|

Ko< KO, AJTERXZBRV T, show ip bgp community 2 <> K &[G L TY, £, [7.1.8 show ip bgp
community] (P.229) &ML TL<7Z2E 0,

7.1.10 show ip bgp community—info

[#4HE]
BGP #&#§ D= X 2 =7 1 WO &

[ATIE ]

show ip bgp community—info

[EiEE—F]
Z—PE—F

[FifA]
BGP D= I 2 =7 4 BEZFRL £

[ 5247 45]
BGP KD a I = =7 4 @EERRL ET,

#show ip bgp community-info
Address Refcnt Community
[0x807f304] (10) no-export
[0x807f3d0] (21) local-AS

#

(&7 4 — R DOE%]

Address......cooevveeeeeeeeinnnen... AS-PATH Z ML CHAHER AT Y FOTRL X (16 #3) Ly 20F 5%
[AB] DA TERL £77,

Refent voeeeeeeiieeeeeeeieeen ASWWHf%ﬂLTw5%%ﬁ%§TLi¢

COMMUNILY «evneeeeeeeeneeeennnenns Ra=T 4 @EEERRLET,

231 IPv4 [



A<=y N Y7 7Ly A - @GR

% 7% BGPE#

7.1.11 show ip bgp community-list

[#rE]
BESNTEala=7 4V A MNI—BTEREDOFETR
[ AT
show ip bgp community-list K 2 I 2=F 4 VA EFE S OK 2 I 2=F 1 U A 4 >} [exact-match]
[XF x—%]

INT A—H WENE AR T R B I
Kala=F4UANEE> A32=TFT 4 VANEEERELE |19 23=2=7 11U | HWEARA]

+. AN (fEHE)

100-199: =2 I =2 =7 4
UK (IESEB)

(ala=FT44 VAN

a3a2=FT 4 UAMEREL £3 | 255 XFLINO CTH]

exact—match

A3a=T 4V AMZE—EKTHRE| -
HAEFRT DS EL£T,

N :L:?:’f U A ]\ (:
N5y —8T Dk a2«

S

| €0

N

[E{EE—F]

SR

[Fif]

BESNaIa=T 4 VA MI—ETHIRKOLER L ET,
show ip bgp ipv4 unicast community-list 2~ Kb FEEEOR R E R D 7,

[Z£174]

fRESNLaAI2=T 4 VR M BT OIRBOHLERRL 7,

#show ip bgp community-Iist community-|ist-A

BGP table version is 3,

local router ID is XXX.XXX.XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i -internal
Origin codes: i — IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
A XXX, XXX, XXX, XXX XXX. XXX, XXX. XXX 0 32768 ?
Total number of prefixes 1
#
(%7 4+ — R OEK]
BGP table version is............. BGP 7 —7 VD=V g 2 FK R L £7,
local router ID iS vevuveeneennan.. JL—H 1D #FKxL F£9,
Status codes: .ooeuuerivnneinnnnnns RO AT —H A% FKRm L F£9, Status codes |TERIEE MO ILIHICE RSN ET,
s TRBEEFIBERE O Suppress IRABIZH DRI A B L £9°,
d: N—RT Ty THE T = THEEED dampening IREEIZH DR &
BRRL £9,
h: BGP Route Flap Damping 23f%E STV 5 & X (T, withdraw %32

FJTOREEOREE 2 B L £
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* FEEEIHEHL T IRBHEHRTHLZ L2 BHRLET,
> ﬁ%A@@Vﬁ%ﬁ%%f%é’&%ﬁ%biTo
i: iBGP THEE L =RETHDHZ E2BWRL 7,
Origin codes: .evveeeeeereeeenennn. ORIGIN @A FR L £9°, origin codes IZTBRBFROFKBICERINET,
i: ORIGIN J& M2 IGP Th DR A B L 77,
e: ORIGIN &2 EGP Th 2B A2 EWL £,
?: ORIGIN /&M UNKNOWN Th 2D Z L2 EWL £,
NEtWOIK weeeeeeeeeeeeeieeeeinenn. BGP THHE L =R E2F R L £7,
Next HOp vvvviiiieiiieeiinn, Next-hop 7 R L A& F/RL £7°,
MEtTIC. vveevviieieeeeeeeeee MULTILEXIT DISC @it %&# R~ L £7,
LOCPI . eeeeeiiee e, Local Preference fHZ R~ L £,
Weight c.eve e R 2 BT 2R R L T,
Path coveeeeieeeceeeeeeeeee AS-PATH J&#E & ORIGIN JBMEZFR L £9°,

Total number of prefixes ....... R 2> £ RL £7,

7.1.12 show ip bgp ipv4 unicast community-list

Ka<r KOMEEL, ATIERZ RV T, show ip bgp community-list 2~ K S [EC T4, 2EMI%, [7.1.11 show
ip bgp community-list] (P.232) &L T 72 &0,

7.1.13 show ip bgp dampening parameters

[#hE]
N—h"T T TE T TOEREY A, T A—ZfliEFR

[ATIE ]

show ip bgp dampening parameters

[#1EE—F]
Z—PE—F

(]

BIEORTEIESL, V=T Ty T F T2 TO{FES A~ E, NT A—2EERRLET,
(5217 41]

BIEOREIESL, V=T Ty T F T2 TO{REE A~ E, NT A—2EERRLET,

#show ip bgp dampening parameters

bgp dampening 1 750 2000 4

Half-life time > 1 mins
Reuse penalty © 750
Suppress penalty © 2000

Max suppress time © 4 mins
Max suppress penalty : 12000
Decay time © 155 secs
#

#show ip bgp dampening parameters

dampening not enabled for IPv4

#
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#show ip bgp dampening parameters

No BGP process is configured

#

(%7 4 — LR DEK]

bgp dampening ..........cce.n.. BUE, W— b7 T T H T = POREAT S RICEDRESN TN D /NT A—
ZhERRLET, RERHIEB SN AT A—=21T, T 74/ FDETHEINT
FRINET,

Half-life time.......c.cvevevene.n N—bT T TET =T ONF T BN, BUEED 1/2 £ TR T % Il
(BAL : 43) DERRINET,

Reuse penalty........cceeevvnneen. MR Z R T AN — T T FE T = TORF VT 4 FIRENFERRENET,

Suppress penalty................. 2T TD2NV— T T T HE T = T ORFVT 4 ERERFRRENET,

Max suppress time .............. N—RT Ty T X T =TI L DM AT O KRB (AL )) BFERINE
7

Max suppress penalty .......... REZ~RIZLVBESINTANT A= L0 RO L NTZTF VT fEREY 155

BREDRRRESNET, V—F 77 v AT X ORI EIND T T 1 fED,
ZOENWEYVREL LD ZEITHY FHA,

Decay time ....cevveneveuneeennnnns ~F LT 4 i) Max supperss penaly OfEA> & Suppress penalty O £ TR 5 7=
WCET B (AL : BD) BRREINET,

dampening not enabled for IPv4

........................................ N—NT T T E T = TREN > TOERA,

No BGP process is configured
........................................ BGP OB ENH NI > THERF A,

7.1.14 show ip bgp dampened—paths

[#rE]
=k T T TIRREICH D RIS TEROE TR

[ATEK]

show ip bgp dampened—paths

[EEE—1]

S

[FiA]
N—h 7T IREICH DRBEOFEHREFRL 7,

[547 1]
W=k T Ty FRIEICH DRBE O REFR L ET,

#show ip bgp dampened-paths

BGP table version is 0, local router ID is XXX.XXX. XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i - internal
Origin codes: i — IGP, e - EGP, ? - incomplete
Network From Reuse Path
d XXX XXX, XXX, XXX XXX, XXX, XXX. XXX 00:28:37 100 i
d XXX, XXX, XXX, XXX XXX, XXX, XXX. XXX 00:28:37 100 i
d XXX XXX, XXX, XXX XXX, XXX, XXX. XXX 00:28:37 100 i
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Total number of prefixes 3

(%7 4 — LR DEK]

BGP table version................ BGP F—7 D NR—2 g0 (0FEE) #FRLET,
local router ID is ....cccoeeeenn... J—2 1D BZFKRLET,
e, N—KT T T RO T (P RETCHALZ EaFERLET,
Network ....veeeveeeieeeneennn N—h 7Ty FIRREICH HREEERE TR L F7,
From woveeeeeeeeiiiiiiieiiiiieee, BGPE T D IPvd 7 KL A& FK/RL £7,
REUSE weneeeeeeeeeee e, o= T MEILEESND EFTORFMEFERL £9,
Path coooeooeeeieeeeeeee, AS-PATH J&# & ORIGIN BMEZFR L £7°,

Total number of prefixes ....... =TT THE T = TREEICH HREEIEREEFoRL £,

7.1.15 show ip bgp filter-list

[#hE]
FEE &S 72 AS-PATH U 2 M Z—ET 2R IEDFoR
[ A ]
show ip bgp filter—list CAS-PATH U A 4 >
[XF x—%]
IR A—H BRE A R it PR AW
AS-PATH Y & + 4 AS-PATH Y A N ZFREL £7°, 254 SCF LA D WORD | WA A]
v}
[BEE—FR]
SR
(G|
FEE SN/ AS-PATH U A MZ—HT 2REOHEFRRL £T,
show ip bgp ipv4 unicast filter-list 2~ K H FEEEDE R ER D 77,
[ 5247 61]
FEEENTZ AS-PATH U A MM —HT 5RO EFIRL £T,
#show ip bgp filter-list as—path-list-A
BGP table version is 3, local router ID is XXX. XXX.XXX. XXX
Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i —internal
Origin codes: i — IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
D XXX, XXX. XXX. XXX XXX. XXX. XXX. XXX 0 32768 ?

Total number of prefixes 1
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BGP table version is.............
local router ID is ......ceeneennnn.

Status codes: .....oevvininiininnnn.

BGP F—7 VDR —V g 2R RLUET,
N—Z 1D ERFLET,
RO AT —Z 2% FKm L £1, Status codes |TAFRIETE MO IEHEICE RSN ET,

s TEIREEAIERED Suppress KRBT 2 B2 BEIRL £7,

d: NN— T T THE T = T HEEED dampening REEIZ I D RIS %
BWRL £7,

h: BGP Route Flap Damping 23i% € S LTV 5 & & (T, withdraw %32
F7TREBORE 2 BERL £7,

p: Graceful-restart @ receiving speaker & L TEIfEL T\ 5 & &2,

restarting speaker & @ TCP session 23HJWr X 41, stale & L CT~— 7 ST %2 BIR
LE9,

m: multipath & U CERINTZREEZEWRL 7,
* EEIHFEHL T IREERTHDHZ EEBEHRL £,
> SESE~DORBE D IERE TH D EEEWRL 77,
i: internal DX TH D Z L EEMRL 7,
Origin codes: .oeveeeeeeeeeeenennn. ORIGIN @A R L £9°, origin codes ITEBRBBFRORBICERINET,
i ORIGIN JBPED IGP Th LA BRL £7°,
e: ORIGIN J&PED EGP Th 2R A B L 7,
?: ORIGIN J&MEA UNKNOWN TH 5 Z L # R L £7°,
Network ..oeeeeeeiieeeeeiiiiennnn.. BGP THE LR EER LT,
Next HOD weeeeeeeeeeeeeeieeenn. Next-hop 7 K L 2% FR L 7,
MetriC...ooviiiiiiiiieieeeeeans MULTIEXIT_DISC @& Fr~L £,
LOCPI .. Local Preference fE% F~x L £,
Weight .ovneiiiiieeeeiieeeeee, R K T D2 EAMITE2RRL T,
Path .o, AS-PATH &1t & ORIGIN @& FrL £9,
Total number of prefixes ....... SR HEEE2 TR L £,

7.1.16 show ip bgp ipv4 unicast filter—list

W

Ka<wr FOMREZ. ANTEREZBRW T, show ip bgp filter-list =~ R L[ LC T, ZHMIL. [7.1.15 show ip bgp
filter-list] (P.235) ZZ& ML T 7Z &V,

7.1.17 show ip bgp flap—statistics

[BaE]

N— K7 Ty TIREIZH 2R OEHERDFR

[ AT

show ip bgp flap—statistics

[EEE—1]

R

(R ]

N—h 7Ty IREICH DO EREFRRIL 7,

[Z2174]

N—h 7Ty IREICH DO ERERRIL 7,

#show ip bgp flap-statistics

BGP table version is 0, local router ID is XXX. XXX.XXX. XXX
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Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i - internal
Origin codes: i - IGP, e — EGP, ? - incomplete
Network From Flaps Duration Reuse Path

d XXX, XXX, XXX. XXX XXX. XXX. XXX. XXX 3 00:03:05 00:28:42 100 i
d XXX, XXX, XXX. XXX XXX. XXX. XXX. XXX 3 00:03:05 00:28:42 100 i
d XXX, XXX, XXX. XXX XXX. XXX. XXX. XXX 3 00:03:05 00:28:42 100 i

Total number of prefixes 3

(%7 4 — L RDEK]

BGP table version ............... BGP 7 —7 DR —T g (0FEE) #FRLET,
local router ID is J—% 1D ZFRRL ET,
A oo N—hT Ty TligoFrT=2r (W) RETHHZ EERRFLET,
NEtWOIK wevneeeeeeineeeiieeeens N—hKT7 Ty TREBICH DB ERE TR 7,
From .ocoveveeeieeeiieeeeeeeenne, BGPE T D IPvd 7 KL A& FK/RL £7,
Flaps ooevvveeeeiiiieeeeeiieeee, N—hT7 Ty T ERRILTEEEERRL T,
Duration .......ccoceeeeevvreeenn.. I—h 7Ty RO 2R L £,
REUSE eeveeeeeeeeieeeeeeeees o= e END EFTCORMAZERL £9,
Path woooovoeiiiieieeeeeeeen AS-PATH &1 & ORIGIN BMEZFR L £7°,

Total number of prefixes ....... N—hT T T E T = TIRBEICH DR IERE TR L £,

7.1.18 show ip bgp ipv4 unicast

[#hE]
BGP THH L Ic R FHROFR R
[AFE K]
show ip bgp ipv4 unicast [{ x> b 7 —27 7 K L A > [longer—prefixes]]
[RF #x—%4]
INT A—H BRE A X AE i AW
Xy b= TRV A Iy MT—=2T RV AZfEELE | IPvd 7T R L AKX Xy hT—=JTRL A
D ZIREL 720
longer—prefixes TV T 4w T ACEENDTITO | - T
T MYV ERRFTHLEAEICHEL £
N
2L BGP C¥E Lokt ma@my® |- -
T AGEAICIREL 7,
[BhfFE—N1]
a—#E—FK
[FimA]

BGP THE L - REERE TR L £,

(51745
BGP T2 L ik a 27 L £

#show ip bgp ipv4 unicast
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BGP table version is 476992, local router ID is XXX. XXX. XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
D XXX, XXX, XXX, XXX XXX. XXX. XXX. XXX 0 32768 ?
*> VY. YYY. YYY.YYY VYV YYY. YYY. Yy 0 32768 ? (Attribute discard)

Total number of prefixes 2

#show ip bgp ipv4 unicast 192.0.2.0

BGP routing table entry for 192.0.2.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Local
XXX. XXX. XXX. XXX from xxx. XxX. XxX. Xxx (XXX. XXX. XXX. XXX)
Origin EGP, metric 0, localpref 100, weight 32768, valid, sourced, best
Discarded attribute: ORIGINATOR_ID - Attribute is received from eBGP peer
Last update: Tue Jan 1 00:00:00 2013

[%7 4 — 1 FOEK]
BGP table version is
........................................ BGP 7—7 VD=V a3 v EFRL £,
local router ID is ...vvvvvvvennn. N—2 1D EFRRLET,
Status codes: ..ooevuvrvvrrrrennnns WD AT —H A% FRL £7, Status codes [TFARRIEIFEHROICTHIZER REINET,
s FRIEEERIMERE D Suppress IREEIZH DREM A EHR L £7°
d: N—RNT Ty TE T = T HERED dampening IKFEIZ & 5 R &
BRLET,
h: BGP Route Flap Damping 23i% € S 4L TV 5 & X (T, withdraw 5
FTREBEORKE 2 BEHRL 7,
p: Graceful-restart @ receiving speaker & L TEIfEL T\ 5 & &2,
restarting speaker & ¢ TCP session 23HIWr X 4, stale & L CT~— 7 SN K % EIR
LET,
* FEEEIHEHL T IRBEHRTHLZ L2 BHRLET,
> SEIE~ORBEPRERE TH D Z EEBEHRL £3,
i IBGP THFH LTRBETHLZ L EHRL £7,,
Origin codes: ..vvvvunrievuneiinnnss ORIGIN EBMEZF-R L £9°, origin codes IZFRIEHFMORBICERRINET,
i ORIGIN JEMEAY IGP Th 5 M & Wk L £,
e: ORIGIN J&tEAY EGP Th 2RI Z Bk L 7,
?: ORIGIN J&PEAY UNKNOWN CTh 5 Z L ZEBRL £9°,
Network ..oeeeeeeeeeeieiiiiiennnnn. BGP T LK E R R L 7,
Next Hop Next-hop 7 KL A& F R L £7°,
MetriC..oviiiiiiiiiieieieeeeeeans MULTLEXIT.DISC @t:xF ~rL £7,
LOCPI oo Local Preference iz &/~ L 7,
WeEIght weeiveeeieeeeieeeiieeeiis R T D EA T 2R RL £,
Path .ooeeeeeeceeceee AS-PATH J&#E & ORIGIN BtEZE £RL £,
Total number of prefixes ....... R 2 £~ L £9°,

BGP routing table entry for

SedeRy NI — 2 HRFRLET,
SRRy N U= I T DR OREEFRL £7,
available D P CTEIFITER SN TV OIRKBEOREZEERL £,

.............................. HEORKTHHZ LAEWRLET, BGPE T LFE L -REBOBAIE, AS
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localpref..........ceuneen...
weight ..oovviveiiiiniinnn,

sourced ....oeeeeeniinnnnn.

Community ...............
Extended Community

Originator ................
Cluster list ...............

Discarded attribute

Last update: .............

FTINRRENET,

Next-hop 7 K L 2 LR AEAM LI BGPETOT KL A, BLUWL—Z 1D %
FRLET,

ORIGIN J&H AR L £7,
MULTLEXIT_DISC J@tE&2FRL £,
Local Preference % &/~ L £9°,

BRI T 2 EAMFTERRL E7,
BUEAN R CHDH Z L HRRLET,
RO AT ERRLET,

internal

confed—external

external

aggregated, local

sourced

sourced, local
ATOMIC_AGGREGATE Bz FEHL £7,
NA ML= EERLET,
aIa=T A BHEEFRL ET

iRa I =7 4 mEEFRL £7,
ORIGINATORID J@tEZ R L £9°,
CLUSTER.LIST J@tEa &R L £7°

discard L 72 @M & discard L 72JR K2 KR L £,

..... RBICEH SN HRERRLET,

7.1.19 show ip bgp
[#&5E]
BGP T8 L 2R B IE MO F R
[ A K]
show ip bgp [ %> kU —2 7 K L & > [longer—prefixes]]
[/3F7 2 —#]
IRT A=K X ENE e ol A MR
Fv hU—IT KL A Fy h =277 RLAEEELE IPvd 7 R L AJER Xy hT—=IT LA
R ZRRE L 72\

longer—prefixes

TV 4y JATEENDTRTO | - WH R
T M) EFRTOHAIHEL £

R

2L BGP THH L - RKIER A @H R | - -
AT DMAICHEL 9,

[EFE—FK]

=P —F

[FiA]

BGP THE L - REERE R R L £,

(217 4]

BGP THE L - REERE R R L £,
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#show ip bgp

BGP table version is 476992, local router ID is XXX. XXX. XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid, > best, i - internal
Origin codes: i - IGP, e — EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
D XXX, XXX, XXX, XXX XXX, XXX, XXX. XXX 0 32768 ?
£ YYY.YYY. YYY. VYY O YYY. YYY. YYY. YYY 0 32768 ? (Attribute discard)

Total number of prefixes 2

#show ip bgp ipv4 unicast 192.0.2.0

BGP routing table entry for 192.0.2.0/24
Paths: (1 available, best #1, table Default-IP-Routing-Table)
Local
XXX. XXX, XXX. XXX From Xxx. XXX. XXX. XXX (XXX. XXX. XXX. XXX)
Origin EGP, metric 0, localpref 100, weight 32768, valid, sourced, best
Discarded attribute: ORIGINATOR_ID - Attribute is received from eBGP peer
Last update: Tue Jan 1 00:00:00 2013

[%7 4 — F OFER]

BGP table version is............. BGP 7 —T VD=V g v EBFRRLET,
local router ID is ....ceeeeeeee.... N—F D ZHRKR-LET,
Status codes: ...ceeeevvveuneennnn. D AT —H2 A% FRL £, Status codes IFEFRIIEMDOLIAICFE RINFE T,
S : PRI AERIHEBE D Suppress IRAEIZH DK EWRL £7°,
d: N—hT Ty TE T = T EERED dampening IRAEIZH D ifEH 2
BRL T,
h: BGP Route Flap Damping 23i% & S 4L TV 5 & (T, withdraw &5
FREEORR 2B L £,
p: Graceful-restart @ receiving speaker & L CEIfEL T\ 5 & &2,
restarting speaker & @ TCP session 23HJWr X 4, stale & L CT~— 7 SN K %2 EIR
LET,
m: multipath & L TIRIRI N7 EERL £9°,
* FEHERAL TV ARKBIERTHHZ EEEML £7°,
> SR~ ORBENRERE T D Z L2 E®RL £,
i IBGP CHEH LR THDHZ LEEHRL 7,
Origin codes: ....vveeeveunnennn. ORIGIN Bt %Z 7R L £, origin codes IZHRIEITHF RO BICERRINET,
i: ORIGIN BYEDY IGP Th 5 A EWL £7,
e: ORIGIN J&tEAS EGP CTh 2R Bk L £7°,
?: ORIGIN J&EA UNKNOWN CTh 5 Z L ZEBRL £9°,

BGP CHE LR EERRL £,
Next-hop 7 R L 2% FKR_RL £,
MULTLEXIT DISC @it x &KL £7°,
Local Preference i % R L £9°,

R ICKI T 2 BT E2ERTRLET,

Path cooveiieiiceceeeeeeeee AS-PATH J& % & ORIGIN B:A2FRL £9°,
(Attribute discard) ............... Attribute discard 24T > 72 R DA TR L 7,

Total number of prefixes ....... ¥R 2 £~ L £9°,

BGP routing table entry for ...57&5'6% v NI —J &R RLET,

available SRy MU — Z KT DR ORBE R £,

DSt iiiieeeeeeeie e available D THEEFIZERININ TV EIRBEOEFEER R L 7,
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Local...cooeiiieeiieieeeen HYDORKETHDZ La2BWRL £7, BGP 7678 L2REOSLEIT.
AS BT NERINET,
fPOM e e e Next-hop 7 R L A LR #BIAA L/ BGPETDOT KL A, BLW, L—FID

BFRALET,

Origin.....eeeeeeeeeeeeeennen. ORIGIN @& FRRL £77,

METiC. . eveeeeeeeeeeereennn. MULTILEXIT_DISC @& R L £,

localpref.....eeeeeeeeeanen, Local Preference & R L £,

WeIghtueu e e eeeeeeeeeen, R T D EA ST ERRL FT,

valid .oooeeieeeieeeeee AR T D L aERLET,

SOULCEanneeeeeeeeeennnn, DX AT HFRLFT,
internal

confed—external
external
aggregated, local
sourced

sourced, local

atomic-aggregate........... ATOMIC_AGGREGATE B A&k L £,
DSttt NAPMLV—FEEWL 7,
Community..........ceuun.... A= A BEERRLET,

Extended Community

.................................. FiRalz=7 4 BEERTLET,
Originator ......oeeeveneennnns ORIGINATORID EiE&2 R RL £,

Cluster list ..oevvenveennneen. CLUSTER_LIST @t A2 R~ L 97,

Discarded attribute .....discard L 72 )@ & discard L7=JfiK & F R L F£9°,
Last update: .....cceeeunnnn. KBICHEFEINT- AR 2ERL £9,

7.1.20 show ip bgp neighbors

[#hE]
BGP ¥ 7 & O#EeRIN DR R
[ATEA]
show ip bgp [ipv4 unicast] neighbors [<BGP £° 7 >] [{ X SR H >]
[T #x—4]
INT A—H BRIENE X s R AWK
ipv4 unicast IPvd DGEITHREL £ - EEaNE
BGP &7 BGP T ZfaEL £7, IPvd 7 R L 2B FTRTOBGPET
IPv6 7 K L 2B
PIES 3 KGR AR EL 7, advertised-routes TR T OTRREE
received-routes
routes
L T _TOBGP Y7 L oEkknE | - -
FRTDHHAEIHEEL £,
[Eh{EE—F]
a—HPE—FK
(G
BGP &7 & DRI AR R L £77,
show bgp neighbors 2 <> K H RIEEDFR R~ L7200 £,
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[ F1741]
BGP &7 & ORI AZ R AL £7°,

#show ip bgp neighbor

BGP neighbor is xxx.xxx.xxx.xxx, remote AS 64497, local AS 64496, internal |ink
BGP version 4, remote router ID xxX.XXX. XXX. XXX
BGP state = Established, up for 00:09:41
Surveil lance nexthop-validation-check inactive
Survei | lance-peer inactive
MD5 : disable
Last read 00:00:40, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Address family VPNv4 Unicast: advertised and received
Received 13 messages, 0 notifications, 0 in queue
Sent 25 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 5 seconds
Update source is Loopbackl

For address family: IPv4 Unicast
Index 1, Offset 0, Mask Ox2
25 accepted prefixes (INET:XxX. XXX. XXX. XXX)
2 announced prefixes (INET:XXX. XXX. XXX. XXX)
0 Treat-as-withdraw prefixes (SUM) (INET: xxx.XXxX.XXX.XXX)
0 Attribute discard prefixes (SUM) (INET: xxx.XxX.XXX.XXX)

For address family: VPNv4 Unicast
Index 2, Offset 0, Mask Ox4
Community attribute sent to this neighbor (both)
269 accepted prefixes (INET:xxx. XXX. XXX. XXX)
1 announced prefixes (INET:xxx.XXX. XXX. XXX)
0 Treat-as-withdraw prefixes (SUM) (INET: Xxxx. XXX. XXX. XXX)
0 Attribute discard prefixes (SUM) (INET: Xxxx. XXX. XXX. XXX)

Connections established 1; dropped 0
Local host: xxx.xxx.xxx.xxx, Local port: 63572
Foreign host: xxx.xxx. xxx.xxx, Foreign port: 179
Nexthop: XXX.XXX. XXX. XXX
Nexthop global: xxxx:x::x
Nexthop local: xxxx:x::x
BGP connection: non shared network
Read thread: on Write thread: off
Last Reset © Fri Mar 5 15:58:22 2021
: due to Transfer temporary BGP peer to existing one at Active
at Established: Fri Mar 5 15:53:36 2021
: due to FSM stop at Established

(&7 4 — R DOE%]

BGP neighbor is .....ceeeevun.... BGPETDOT7T RL AZFK L ET,
remote AS eeeevriiiiieeeeeeinnnn. BGPE T D AS HFHHEFRL £7,
10€al AS wooveeeeeeeeee HEDAS BEZERRLET,
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BNK e Uy 7 OREEFRRLET,
internal
external
AYNamiC wuvvevvneiieiieeiineen, BIICHERE SN BGPE T THAZ L 2R/ L 9,
BGP version ...........cceeeevuns N—=VaruEfrLET,
remote router ID ................ BGPETD/NL—Z ID #Fr~L £,
BGP State ......cceoeereereereenne BGP ORBEL B v ¥ a U ISERNI 2o TH D ORGEBIEE 2 FR L £7,

Surveillance nexthop—validation—check

........................................ SRR L SIS RE & OMEEIRIE AR KR L £,

Surveillance—peer ................ TR FEO T R L 22K R L £77,
MDB: i BGP MD5 f§RED IR FR L £,
enable
disabl
Last read ....ceeeeeeeeeereeeennnnnn, BGP B 7 MBIRBICA v —T 2 LR &ty v a 2 MR 5 IR,
keepalive Z 55T AR E TR L T3,
Neighbor capabilities: ........... HihE 7p o TN 5 capability ZF <L £,

advertised: 1B%1 L 7= capability

received: &{g L 7= capability

Received .....cooooveeeeeeeeenn.. Z{E L7z BGP A v t—U% & %15 L 7= notification 3%, Z{5/Xv 7 7Z& 5 BGP
AytE—VEERRLET,

SENt tiverieeeeeiee e EE L 72 BGP A v B—U% & 352 L 7= notification 2. B&E/3y 7 7128 % BGP
AytE—IEERRLET,

Route refresh request:........... %518 L 72 Route-Refresh A vt —I A £ RL £97,

Minimum time between advertisement runs is

........................................ I SN RN E10% s ZN A i ko - N D= S

Update source is ................. EETLT R RAZERLFET,
For address family: .............. % address—family ## R~ L £97,
INAEX ©rvivenieerereeieiere e BGPET DA LT v 7 AlEWAERRL 7,
OFFSEE wvvervivrevieeeereeieeeeeeas BGPE 7 DA Ty MEREFRL T,
MasK evvererrieeeiiiee e BGP E T O~ A 7 fflERRL £7,
accepted prefixes ................ ZELETV 7 v 7 2%k (REBERER) 2R ET,
announced prefixes .............. WEILET V7 0w 7 A (BREERE) 2R KL ET
Treat-as—withdraw prefixes ... Treat—as—withdraw Z{T>7=7 L 7 (v 7 ADHEFHE (BREHEHRE) 2R F
7
Attribute discard prefixes...... Attribute discard 24T 2727V 7 ¢ v 7 ZADOEFHE (REIE®RE) 2F L F
75
Community attribute sent to this neighbor (both)
both: HE%E Community /L3 Community O )7 2155 L £,

extended: ¥L3E Community 2355 L £7°,
standard: ¥ Community Z 3% L £9°,

Connections .....ceeeeeveuneennne. =g SRV WMV S Lo [ Nab Aol el C1b= Pk | 3 [N A oW A 1~ & o~ Za i D= 3 IS

Local host: oovvveveueeeeeeenn.n BGP BT LB L CWHHEDIPVA T RL A& TCPR—FESZERL E7,

Foreign host: ...ecueeeeeeeennnens BGPETDIPvda 7T RL A& TCPR—FFEFEFERL ET,

NEXhOD: e BGP & 71Zxt L T UPDATE A v &—U %% 5B8Z, £ Next-hop BIHEIZAND
IPv4d 7 R L 2% FR L E7,

Nexthop global: .................. BGP B 7 I1Z%f L T UPDATE 2 v & —T %% 5B8Z, % D Next-hop JBHEIZ AN D
IPv6 7 o — LT KL ABERRL F9,

Nexthop local: ......ccocvveenn... BGP B 7IZxf L C UPDATE % vt —T %X 5B, & ® Next—hop JBHEIZ AN D
IPv6 2 — LT R L ZA&FRLET,

BGP connection: ................ BGP YT MNE—Fy hU—7 RICHEETEZNE I NEFR L ET,

shared network:[fl— %> U —7

non shared network:JE[F—% v U —7
Read thread: ............c........ ZEREEERRLET,

on
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off
Write thread: ..........c.......... EEREEFRRL ET,
on
off
Last ReSet .eovevereeriereeeeenne BGP FSM 73 Idle S 2 & Tdle (ZBR L7z & & DR L BRI 2 ZR L £7,
at Bstablished ................. BGP FSM 7 Established 75 Idle (2R L7z & & ORfE] &L WK 2 FR L £7,

7.1.21 show ip bgp paths

[#rE]
2B LT D AS-PATH D FR
[ AT
show ip bgp lipv4 unicast] paths
[T x—%4]
INT A—H B E A X AE i B IRE

ipv4 unicast IPv4d OB EL £97, - ERaNS
[#h{EE—F]
Z—PE—F
GLEED
EL TV D AS-PATH 1A FRL £7,
[Z=1741]
LTS AS-PATH IR AFRL £7,

#show ip bgp paths

Address Refcnt Path

[0x2d80de8:13] (2) 10

[0x2d8114c:59] (1) 10 100 200

#
(%7 1+ — VK OEK]
AAress......oceeeeeeeeeeeeeneenn, AS-PATH Z# L TWAMELAEY EOTRL A (16 #E) Ly v 2 0B E%

[A:B] O TERL 7

REfCNt ...vvveveeeeeieeieeeieenena AS-PATH THE L TWARKBHAFRL 1,
Path ...ooooveiiiiieeieecieeeee, AS-PATH @tEZ R <L £3,

7.1.22 show ip bgp prefix—list

[#&5E]
BEISNETV 7 4 v 7 AU R MI—FTHREOER

[ AT
show ip bgp prefix-list < 'L 7 (v 7 A4 >
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[R5 x—%4]
NG A—H B E A X AE i B IRE
A Y TV T 4y AV ANLEREL F | 254 LFLNO WORD | AW A]
D 2
[Eh{EE—F]
Z—PE—F
(@D

BEESNTETV T 4 v 7 AV AN —HETIRBEOHLZFRRL T,
show ip bgp ipv4 unicast prefix-list =<2 K & [REED TR L7720 F97,

[51761]
BEINTZTV T 4w 7 AV AMI—HTIREOHRZFRL £7,

#show ip bgp prefix-list prefix-list-A

BGP table version is 3, local router ID is XXX.XXX.XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i -internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
D XXX, XXX, XXX. XXX XXX. XXX. XXX. XXX 0 32768 ?

Total number of prefixes 1

(%7 4 — LR DEK]

BGP table version is............. BCGP 77— NVDNR—V g R RLET,
local router ID is .vvvvvvvnnnen. N—2 1D EFRRLET,
Status codes: .......coevvverennnn. D AT —H A% FR L £7, Status codes [T RRIEIFHROILTHIZR REINE T,
s : PRI EEFIMEBE D Suppress IREEICH DR EZEIRL £,
d: N—= T Ty T E LT = HERED dampening JRAEICH DR &
BRLET,
h: BGP Route Flap Damping 23i% € S 41TV 5 & X (T, withdraw %5
FTREBORKE 2 EHRL 7,
p: Graceful-restart @ receiving speaker & L TEIfEL T\ 5 & X 1Z
restarting speaker & @ TCP session 238 & 1, stale & L CT~— 27 &7z /8 # %i%
LET,
m: multipath & L GRIRSNT-RKEEZEWRL 9,
* m: multipath & U CEIRIN7REEERL £,
> SRS ORIEN R THDHZ L2 ERL £7
i: IBGP THFHE L7-RBETHLZ L2 EHRL £7,
Origin codes: ....uuvveveeereeee.... ORIGIN @M% &R L £9, origin codes 1B RBIHF RO BZBICETRENFTT,
i ORIGIN J&PEN IGP Th DA BEHRL 97,
e: ORIGIN JB&tEAS EGP Th 2R Z Bk L 7,
2 ORIGIN &A% UNKNOWN ThH 5 Z L ZERL 7,
NEetwork ......covveeeevevieeeennnn. BGP THE LR EERTLET,
Next HOp uveevvvvneeiiiiiieeeeens Next-hop 7 R L 2% F/RL £7°,
MELTIC. veeeveseieeieiieeeee e MULTLEXIT DISC @t R L £,
LOCPI e Local Preference iz #&/~K L 7,
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WeIght weveeeeeeeieeeeeeeeeeee. BRIkt 2 EAMT B FRL 97,
Path cvveeiiiiececiiececeeee AS-PATH Jgt & ORIGIN @M For L £,
Total number of prefixes ....... K E TR L £7,

7.1.23 show ip bgp ipv4 unicast prefix—list

Ko< R OMAERL, ANERERWT, show ip bgp prefix-list Z<> K L [E U T9, 2L, [7.1.22 show ip bgp
prefix-list] (P.244) ZZML T X0,

7.1.24 show ip bgp regexp

[#%5E]
& &7z AS-PATH IEBIRBUZ —ET 2 RE ORI
[ A
show ip bgp regexp < IEHEH >
[RF x—#]
N A=K BRENR R TE it B ARG HE
IEMFRE AS=PATHO EMEHREFREL 77, | 2564 CFLAND WORD | ZIEASA]
A (1)

*1) 1 CFOZEH (AN=2R) [IEMAARETY, BHOZEH (A=) F1XFICELDLNET,

[EiEE—F]
Z—PE—F
[@if]

FBE &7 AS-PATH IEHRBUZ —H T 2REDOAHAEZRRL £7,
show ip bgp ipv4 unicast regexp 2 <> K b [RIEEDFR /R L7220 £,

[ SE1741]
FBE SN 7= AS-PATH EREHIC—HT 5RO ZFRL £7,

#show ip bgp regexp 65000 65001

BGP table version is 3, local router ID is XXX.XXX.XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i -internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
D XXX, XXX, XXX, XXX XXX, XXX, XXX. XXX 0 32768 65000 65001

Total number of prefixes 1

#

(&7 ¢+ —/ R DEKE]

BGP table version is............. BCGP T —T7 VD=V g R RLET,

local router ID is ........vvveneee. N—2 1D ERRLET,

Status codes: ..oeevvvrvvrrrrennnns D AT — 4 A% FR L £9, Status codes 1LEFRIETERDICHEICE RSN ET,
s: FEFEERAUBERE D Suppress HRABIZH DRI Z BEIRL £7,
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Origin codes: ...ccovviininininnn..

Network ...cevveveeeviviieinienneen.
Next HOp voviviiiiiiiiiieeenns
MEtriC..eun e
| IoTe] =0 R
Weight covviiiiiiiiiiiiieenns

d: N—RT7 Ty THE T = THEEED dampening IREEIZH 5 I %
BRL £7,

h: BGP Route Flap Damping 235% € S L CU\ 5 & & (2, withdraw 2%
F7TREBEORE 2 BERL £7,

p: Graceful-restart @ receiving speaker & L TEIfEL T\ 5 & &2,
restarting speaker & @ TCP session 73BT & 41, stale & L C~— 27 SN IK A2 EH
LET,

m: multipath & U GERIRSN TR EZEWRL 7,

* EEEIHEHL T IRBERTHDHZ EEBEHRL ET,

> 5@5‘6“@@%753%i@%};%“@%5 ZEEEWRL ET,

i: iBGP CHE LR THDHZ L 2EBRL £7,
ORIGIN % £ R L £9°, origin codes [IFH-REEERORZICERINET,

i: ORIGIN BN IGP Th H R KA B L £,
e: ORIGIN JEMED EGP Th AR HEWL £,
?: ORIGIN &2 UNKNOWN TH D Z L2 EWL 9,

BGP THE LR EERTLET,
Next—-hop 7 KL A& F/RL £9°,
MULTIEXIT_DISC @& F£ R~ L £7,
Local Preference fEZ 5~ L £97,

R T D EAMTERTRILET,
AS-PATH &t & ORIGIN EME2FrL £9,

M e 2R L £

7.1.25 show ip bgp ipv4 unicast regexp

1

Ko< FOMAEIZ. ASBRKEZBERVW T, show ip bgp regexp 2~ K &R L T, ML, 7.1.24 show ip bgp
regexp] (P.246) #Z ML CTL7E &,

7.1.26 showip bgp s

[BaE]

Nexthop Validation Announce

[ATEK]

show ip bgp scan [detail]

can

FEHRDFR

i

AR A A R IR

detail

BGP connected route OFEHIE#RZ | - BGP connected route @
RETLOHECHEL £, FEMIE R A RN L £
Mo

[E{EE—F]

SRR

(R ]

Nexthop Validation Announce

(217 4]

DIFHRERRL £7,

Nexthop Validation Announce DfF# A F R L £9°,
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#show ip bgp scan

GLOBAL :
BGP scan is not support
Nexthop Validation Announce is enable
Nexthop Validation Announce Delay is Osec
BGP instance : AS is 64496, DEFAULT
Current BGP nexthop validation result:
XXX. XXX. XxX. Xxxx valid [IGP metric 2]
BGP connected route:
XXX. XXX. XXX. XXX/XX

VRF-A:
BGP scan is not support
Nexthop Validation Announce is enable
BGP instance : AS is 64497, DEFAULT
Current BGP nexthop validation result:
BGP connected route:

XXX. XXX. XXX. XXX/XX

[%7 4 — F OFER]

GLOBAL: e eeveeieeeiieeei address—family Z &L F9,
GLOBAL: INET
VRF 4 : VRF

BGP scan is not support ....... K7 7 =20 7 TIE, KD BGP A% v NIAHY T 2 EWIR 2B N R — |k &
NTHRNnZ 2 ERLET,

Nexthop Validation Announce is enable

........................................ K7 7 =07 =7 TiE, HERO BGP A% v > O & 722 % Nexthop Validation
Announce BERENA N Lo TWVWD Z L ERL £,

BGP instance: ..........ccceeunn... HEDOASHTFSE AL AL AL EFRL T,

Current BGP nexthop validation result:

........................................ Nexthop Validation Announce #HE % FIJH L . validation check %17 7= nexthop ® x>/
kU & check fifRAFR R L F9, HEKD BGP A%+ > T nexthop validation check
DEM AR ¥ UFERITHY L 9,

BGP connected route: .......... BfiSnTWbry NI —752FRL E7,

7.1.27 show ip bgp summary

[#hE]
BGP O¥~ U OFRR
[AE]
show ip bgp [ipv4 unicast] summary
[XF x—%#]
NG A—H BRE A R it PR AW
ipv4 unicast IPvd DGEIHEEL £9, - I _T
[EFE—F]
Z—PE—F
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% 7% BGPE#

(G|
BGP ¥~V ERRL ET,

[ F1741]
BGP ¥~V ERKRL ET,

#show ip bgp summary

BGP router identifier xxx.Xxxx.Xxx.
2 BGP AS-PATH entries

1 BGP community entries

Total number of neighbors: 4
Total accepted prefixes : 4

Total announced prefixes: 4

XXX,

local AS number 64496

Neighbor v LocalAS AS MsgRcvd MsgSent  ThIVer InQ OutQ Up/Down State/PfxRcd
XXX, XXX. XXX. XXX4 64497 64497 0 0 0 0 0 00:00:00 Active
*XXX. XXX. XXX. XXX4 64497 64497 0 0 0 0 0 00:00:00 Active
*XXX. XXX. XXX. XXX4 64498 64498 0 0 0 0 0 00:00:00 Active
XXX, XXX. XXX. XXX4 64498 64498 0 0 0 0 0 00:00:00 Active
* Dynamical ly created based on a listen range command
Dynamical ly created neighbors: 4, Subnet ranges: 4
BGP peer—group Group listen range group members:
XXX. XXX. XXX. XXX/XX
XXX. XXX. XXX. XXX/XX
XXX. XXX. XXX. XXX/XX
XXX. XXX. XXX. XXX/XX
Total number of neighbors 4
#
(%7 4= FDOEK]
BGP router identifier-............ J—4 1D #FRKrxL £,
local AS number .................. HEDAS FFEFRLFET,
BGP AS-PATH entries ......... AS-PATH D> M VA RRFL E7,
BGP community entries ........ 2Ia2=F 4O NI EEERRLET,
Total accepted prefixes: ....... ZELETVT v 7 AERRL FT,
Total announced prefixes: ..... IS LTV T 4y A ERRL 9,
NeigGhDOr w.eveeeeeeeeeieeeee BGPETOT RV AZHRRL F7,
V e W=V g ERRLET,
LocalAS ...ooooveeeeiiiiieeeeeinnn, LocalAS FH a2 FKRL 7,
AS ittt BGP &7 D AS FHEFRL £,

ThIVer ..couviuiieiiiieiieiieien, BGP 7 —T7 DN —V g R L ET,
INQ coeiieeieee e ZEFBHIRED A v =V a2 £ RL T
OULQu e EEFHHINED XA v =V EFRL £,
Up/DOWn ..oevvieeeiiieeeeennn, UP/DOWN O#%EE 2 F R L £,
State/PfxRed .oovvvvvvviennnnnn... AT —RERRLET,

Dynamically created based on a listen range command]

Ay —VEZELEEEFRRL 7,
Ay —VEEELEREFRLET,

....................................... JEHHIC "7 3P To =2 b U, BIEICEERIS N BGP E T THDH Z LR L E

jﬁo
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Dynamically created neighbors: 4, Subnet ranges: 4

....................................... BRI BERE S L7 BGP ¥ 74, 3 K OV listen range A F R L F£97,
BGP peer—group Group listen range group members:

....................................... peer—group Group DR VY > — %9 % subnet range #FRK/RL £7,
Total number of neighbors.....BGP £ 7 O &2 FKRr L £9°,

7.1.28 show ip bgp treat—as—withdraw

[F&RE]

Treat-as—withdraw %17 > 7= [Pv4 BREIF RO F R

[ A ]
show ip bgp treat-as—withdraw [ x> U —27 T KL & > ]

[XF x—%]
RF RS BEWNE B AW

Ay PT=I TRV Xy hU—I T RUAZIEELE | IPv4 T R L AJER F T
7

[EFE—FK]

SRR

(G

Treat—as-withdraw % 17> 72 [Pv4 RISE A F R L £T, IRREEZFEEL 2854 120%, Treat-as—withdraw 247>
TeRRIR OFEMIERAERTL 7,

RAFEL TV LREIERITLL T OB ICHIBRE N E T,

¢ EORBEEINELZET Oy v a rBng

sclear ip bgp treat—as—withdraw =~ K 2 FE179 5%

* ZORBEEILE L IZE T 0B OREEICKT % IE LV update/withdraw A > &— %5211 HLD

[51761]
Treat—as—withdraw % 17> 7= [Pv4 RREIE R Z F#rn L £,

#show ip bgp treat-as-withdraw

BGP Treat-as-withdraw table version is 2, local router ID is XxXX.XXX.XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
LXK XXX XXX XXX XXX, XXX, XXX, XXX 200 0 E

Total number of prefixes 1

#show ip bgp treat-as-withdraw 192.0.2.0

BGP Treat-as-withdraw table entry for 192.0.2.0/24
Local
192.0.2.0 (inaccessible) from xxx. XXX. XXX. XXX (XXX. XXX. XXX. XXX)
localpref 200, valid, internal
Error: ORIGIN — Attribute flag value is invalid
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Local Label: no label
Remote Label: no label
Last update: Tue Jan 1 00:00:00 2013

[%7 4 —F DOEK]
BGP Treat—as—withdraw table version is
........................................ Treat-as—withdraw 7 —7 /LD N—2 g V2R L £9,
local router ID is ................. N—52 1D ERRLET,
Status codes: ..........ccceeeunn. MDD AT —H A% FKRL £, Status codes ITEFRIETEIRDILHAICE RSN FE T,
s: FRIKEEAIHERE D Suppress IREBIZH DRI A EEL £3 (Treat-
as—withdraw SR OLEIIRRIND Z LT FHA),
d: N— b7 Ty PE T = FHEBED dampening RAEIZ & 2 1R EE &
BERL £ (Treat-as-withdraw SR OLAIFRREIND Z LIEH D THA),
h: BGP Route Flap Damping 235%E ST\ 5 & & (2, withdraw 2%
FTREED R 2 B L £9° (Treat—as—withdraw & 7= RRIEDIEE IR REND Z
LiEH Y FHA),
p: Graceful-restart @ receiving speaker & U CEIfEL T\ 5 & &1(Z,
restarting speaker & @ TCP session 23 X 41, stale & L C~v—7 SN7-REKEEEER
L £ (Treat-as-withdraw SR OLAIIRRINDIZ LIEH Y FHA),
m: multipath & U TRIRS 7R A2 EH L £7 (Treat-as—
withdraw SN7ZRREOGEIFIFRIND Z LT D THA),
*: %@Zﬁmbfwéﬁ%%ﬁThélk%%%biT(ﬁwv
as—withdraw SN7ZREOBEITFH IR RENET),
> S~ ORI P RERE TH D Z L BEWRL £3 (Treat-as—
withdraw SRR OLEIFIFRRIND T LT FHA),
i internal DR THDHZ L EHEHRL £7°,
Origin codes: .eeveeeeeereeeennnnn. ORIGIN @t A /R L £9°, origin codes ITBRBFROFKBICERINET,
i: ORIGIN JBPEAY IGP Th D& BHRL 77,
e: ORIGIN J&PEA EGP CTh 2RI & Bk L £9,
2: ORIGIN J&P£AY UNKNOWN Th 5 Z L 2B L 7,
Network .oeeveeeeeeeeeieiiinnnnn. BGP CHE L 7Rk EF L £7,
Next HOp cevvveviveeeiiieeeiinnn, Next-hop 7 K L & %%Tbi?—o ZOT7 M E2— DT —NFK T Treat-as-
withdraw S 172 E12IE "E” EFRL £7,
MELTIC weevveveeeeeieiieieenienene WLNEMHMCE@%%TLiﬁg_®7h961~bmi§wﬁﬁﬁfnwr
as—withdraw SN7=HAI2IT "E” EFRL 97,
LOCPIE. e, Local Preference fﬁ’%%ﬁ LET, ZOT MV E 2—FDxT—2F KT Treat-as—
withdraw S 72 HA121E "E” EFRoxL £,
Weight ..ooovvvieeeiiiiieeeeeeenn, 233 NS e B E#H’ FERRLET,
Path eeeeereiciceeeeee A&WWHE@&OMGNE%%%?L&?O:®7FUE;~%®I?MﬁEET
Treat-as-withdraw S W72 HA1CIL "E” &R L £,
Total number of prefixes ....... R AR RLET,
BGP Treat—as—withdraw table entry for
....................................... SRy NU— 2 BFRL £,

Local vvvieiiieieieie e HEORBKTHDHZ L2EWRLET, BGPETHLZITI - - REOSAIT. AS
B‘FNERINET,
FEOM e, Next-hop 7 R L A L REAAL7-BGPETOT RL A, BLOWL—# 1D %
FRLET,
OFigin .oeeeeveeeeeeeeccreeennn. ORIGIN EtEERRL £79°,
MELEIC vevveeeenieeeeereeeene MULTILEXIT DISC @it~ L £7°,
localpref ..ocoovveeeeeeeenanns Local Preference fE% &R L £7°,
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WEIZNE weeeeeeeeeeeeeeees R T D EA ST ERRL FT,
Valid oo BUEAN R THDH L ERRLET,
sourced .....ocevveereeieeennnn.. REOX AT HHRKRLET,

internal

confed—external
external
aggregated, local
sourced

sourced, local

atomic-aggregate ............ ATOMIC_AGGREGATE @M% B L £,

COMMUNItY «.eeeeeeeeenennnnnn. aIa=T A BEERRLET,

Extended Community ...... JrRala=7 s @MERRLET,

Originator ........ceeeeveenees ORIGINATORID EM &£ R L £9°,

Cluster ist ....coocevveeeunnns CLUSTERLIST @& &R L £97,

BITOT woveeiiiiiieeeeeeeen Treat-as-withdraw DJR[K £ 72 >727 M VB =2 — bk LREKNZFRL 7,

Local Label: ..covvevneenn.... Local label DfEZFR L £9 (Treat—as—withdraw & U7-fRKEOBE1XHIZ "no
label” & F/RSNET),

Remote Label:................. Remote label DfEAZFR/RL £,

Last update: .......ccceeeen.nn RBICEF SN AREZFRL $9,

7.1.29 show ip bgp treat—as—withdraw ipv4 unicast

[#hE]
Treat-as-withdraw % 1T > 7= IPv4 fREEE RO FR
[ AT
show ip bgp treat—as—withdraw ipv4 unicast [{ X h T —Z7 TR L & > ]
[XF x—%]
RT A—H RENE AR E R A
EANVEY S S Xy NT—=J TRV AZELE | IPvd 7 F L AJER TRT
T
[EhEE—F]
a—#E—FK
(3]

Treat-as-withdraw %47 > 72 IPv4 IR E KR L 9, MEREKEEHE L 728581203, Treat-as—withdraw Z17 >
TeRRIR OFEMIERAERTL 7

RAFL T LB HRIILL T OSEICHIFRE N £,

¢ EORBEINELZET Oy v arp’ng

sclear ip bgp treat—as—withdraw =~ K 2 FE179 5%

¢ FORBEIE LY T D FORRKIZKRN 5 1E LU update/withdraw A v v—T %% 1S

[51761]
Treat-as—withdraw 17 7= IPv4 REIERZ R R L £,

#show ip bgp treat-as-withdraw ipv4 unicast

BGP Treat-as-withdraw table version is 2, local router ID is XXX.XXX.XXX. XXX
Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i - internal
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Origin codes: i - IGP,

*

Network
i XXX. XXX. XXX. XXX

e — EGP, ? - incomplete

Next Hop Metric LocPrf Weight Path
XXX. XXX. XXX. XXX 200 0 E

Total number of prefixes 1

#show ip bgp treat-as-withdraw ipv4 unicast 192.0.2.0

BGP Treat-as-withdraw table entry for 192.0.2.0/24

Local
192.0.2.0 (inacces
localpref 200, va

sible) from xxx. xxx. Xxx. Xxx (XXX. XXX. XXX. XXX)
lid, internal

Error: ORIGIN - Attribute flag value is invalid

Local Label: no |
Remote Label: no
Last update: Tue

abel
label
Jan 1 00:00:00 2013

(&7 4 — R DOE%]

BGP Treat—as—withdraw table version is

Treat—as—withdraw = — 7 /LD NX—2 3 U 2R R L 97,
N—F D 2R R-LET,
BIED AT —Z 2% FKR L £9, Status codes ITEREBEHEMOEHICTRENET,

s: FRIKEEAIHERE D Suppress IRABICH DRI AZ EEL £3 (Treat-
as—withdraw SR OLEIIFRRIND Z LT FHA),

d: N—KT T T HE T = THEEED dampening IRFEIZH D% %
BEMRL £9 (Treat-as-withdraw SI7ZRE OB EITERIND Z LiTH Y THA),

h: BGP Route Flap Damping 23i% & S 41TV 5 & (T, withdraw &5

J7EREEORK Z B L £9 (Treat-as—withdraw SN 7=REOGEAITFRRIND Z
LiEH Y FHA),
p: Graceful-restart ™ receiving speaker & L CEIfEL T\ 5 & X |Z
restarting speaker & @ TCP session 23HIWr & 4, stale & L C~— 7 SN K % EIR
L £ (Treat-as—withdraw SN 7-RIEDLAIIERIND Z E1TH Y THA),

m: multipath & U CEIR I N7 A B L £9 (Treat-as—withdraw
SNTRBEOBZEITERIND T E1TH Y FHA),

*: FEREL Jf}ﬂb’(b‘éfxﬁ:ﬁfﬁiﬁfﬁé LEBEWL £9 (Treat-
as—withdraw S V7R OLGAITFICE RSN ET),

> ﬁu%“@fxﬁkﬁ’ﬂiﬁﬁﬂﬂfﬁ)é LHEEWL £9 (Treat-as-—
withdraw SN7ZRREOGEIFIFRIND Z LI D FHA),

i internal DX TH D Z EEBEMRL 7,
ORIGIN B2 2R L £9°, origin codes IZFK R MOFKBICKRINET,

i ORIGIN M3 IGP TH 52 BEWL £,

e: ORIGIN J&PER EGP Th 2R A B L 7,

2: ORIGIN J&MEA UNKNOWN Th 5 Z L #ERL 77,

BGP THH LR ERTRL £,
Next—-hop 7}\“1/2%2%/?{/?’9"0 TOT RV a2— DO T —MNHK T Treat—as—

withdraw S 72581213 "E” LR L 97,
Mmemmmcﬁﬁ%%rLiﬁo_®7kUE;—F@I?—ﬁEﬁfﬂwv
as—withdraw EN725HEIZIL "E” & FRL 97,

Local Preference ﬁ%?ﬁ%ﬂ?b F9, ZOT MV 2—bFDOxTT —NRK T Treat-as—
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withdraw S 3L72 AL "B &R L £7,

Weight wovveviiiiiieiiiiiiieieie, TR I3 2 E%ﬁﬁ FEFRRLET,

Path oeeeeeereeeceeeee A&WWHE@&OM@NE@%%rLiﬁo:@7%951~F@I§~ﬁﬁﬁf
Treat-as-withdraw S V72 A 121X "E” EFRoRmL £,

Total number of prefixes ...... R AE £ R L £9,
BGP Treat—as—withdraw table entry for
........................................ TRy NI — T EFRLET,

L0Cal weveureeieiiieieiiee e HEORKETHDZ EE2ERL £, BGP BT OZIT B 2 REEOEAIX, AS
FTENRERREINET,
FEOM e, Next-hop 7 R L A L REAHAL7-BGPETDOT L A, BLOWL—# 1D %
FrLET,
(051 RS ORIGIN E@tE& R AL £,
MELTIC weveveeeeerenieieseeees MULTLEXIT DISC @& &AL £7,
localpref .....cocovevininnininnn. Local Preference i & R L £,
weight «ooovveiiiiiieee, PRI KIT D EAMFITZRRAL £77,
valid cveeeiieiieieien BIEA R THDZ L2 RKRLET,
sourced ..........oevveeeeennnn. REEDOH A TR ET,
internal

atomic—aggregate ............
Community ....ooevvvvinnenenns
Extended Community .......
Originator ........ccoceeuenen..
Cluster list ....cveveevvneennnes
Error: .oooovviiiiiiiii
Local Label: ..................

Remote Label: ................
Last update: ..................

confed—external

external

aggregated, local

sourced

sourced, local

ATOMIC_AGGREGATE @2 EkL £9,
aIz=7 4 BEERRLET,

TRaIa=7 1 JBHEERRLET,

ORIGINATORID JEMEAFRL 7,

CLUSTER LIST J§ttE 2 &R L £7°,

Treat—as—withdraw OJR[K & 72 >7-27 h U E 2 —k LN EFRRL £,

Local label D Z##F R L £9 (Treat—as—withdraw & V72 RE DAL E T "no

label” L FKRENET),

Remote label DfE%# £/ L £97,

BRICEH SN HRERRLET,
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7.2 IPv6 BEhE

7.2.1 clear ipv6 bgp redistribute

[#%5E]
route—map F O -7t A A 7
[ AT
clear ipv6 bgp redistribute < XERAEE > [vrf <VRF 44 >]
[/XF7 A2 —#]
IRT A=K BENE T A P B I
PO S KGR AR EL £7 *: T RT ORI BMEAT]
connected:connected %
%
isakmp:SA-UP /L— |k
T LR
kernel:kernel (& > b
ST
0spf6:OSPF6 T8 L
TR
static: AX T 4 v T#E
%
local-breakout: LBO #%
#
VRF 4 (x1) VRF £ Z2f8EL £7°, 63 SCFLAN® WORD | Global Routing
it} Table(GRT)
*1) RIRAREE T local-breakout Z45E L 72HE 1L, FEETE EHA
[Eh{EE—F]
g —FE—F (a~rFL~UL14)
[FimA]
BGP @ redistribute =< > K THET 5 route—map fE# % Z 5 L 722, route—map 1H RO FHAIALELT D HEIZ
EITLET,
[51761]

route—map [HFWMDOFFHAIALZITVET (TXTORE) .,

#clear ipv6 bgp redistribute *

7.2.2 clear ipv6 bgp statistics

[#&6E]
BGP IPv6 & v ¥ 3 vk EHE SR O

[ATEK]

clear ipv6 bgp statistics
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[E{EE—F]

it —Y £ —F (a<rRFL~L14)

[Fif]

BGP IPv6 & v v a VIZBET 2 HeHERZ WL L £7,

(217 4]

BGP IPv6 & v v a VIZBET 2 HeHEREZ WL L £7,

#clear ipv6 bgp statistics

7.2.3 show ipv6 bgp

[#hE]
BGP T2 L - i o 2o
[ATE]
show ipv6 bgp [ X~ F U —2 7 K L A > [longer—prefixes]]
[T #x—%]
INT A—H RENE X s R AW
Fy hU—=ITRL A Xy NU—=ITRUVAZEELE | IPv6 7R L AR Xy NU—=ZTRL A
kD ZHREL W
longer—prefixes T T 4w T ACEHEENDTRTO | - R
TR ERRTHLGAICHEEL £
7
[BEE—FR]
S—E—
[FimA]
BGP TH#H L IcRERE R L £7,
[54761]
BGP TH#H L IcREEERERRL £7,
#show ipv6 bgp
BGP table version is x, local router ID is XXX.XXX.XXX. XXX
Status codes: s suppressed, d damped, h history, p stale, m multipath, *valid, > best, i - internal

Origin codes: i - IGP, e — EGP, ? - incomplete
Network Next Hop Metric

*> XXXX:XX: /XX XXXX XX IX

* XXXXOXX: /XX XXXX XX IX 0

x> yyyylyy:i/yy Yyyy-yy-oy

Total number of prefixes 3

#show ipv6 bgp 2001:db8::

LocPrf Weight Path
0 32768 i
0 200 i

0 200 i (Attribute discard)

256

1Pv6 [



a<w R Y77y R - EHER

%7 BGP B

BGP routing table entry for 2001:db8::/32
Paths: (1 available, best #1, table Default-1P-Routing-Table)
Local
XXXXIXX: X From XxXX:xx::x (XXX. XXX. XXX. XXX)

(XXXX T2 XXXX T XXXX D XXXX : XXXX)
Origin incomplete, metric 0, localpref 100, valid, external
Discarded attribute: ORIGINATOR_ID - Attribute is received from eBGP peer

Last update: Tue

Jan 1 00:00:00 2013

(&7 14— R OEK]
BGP table version................

local router ID.......ccvvvenennnn.

Status codes ....cceevviiniininnnn.

Origin codes: ...ccovvivvninininnn..

Network ..oeuvveveeineiiiieennenn.
Next HOp e,
MEtriC. eun e
| IoT¢] =0 R
Weight covvviviiiiiiiiiieienns

Total number of prefixes .......
BGP routing table entry for ...

available........cooooiviiininin,

localpref.................

weight..oooooviiinnnnn,

external .................

T NOREERTLET, FLWEFRNBAS TS D L, =T a  OEHEN

LET,

N—& 1D R L ET,

BED AT — 2 2% FR L ET, Status codes ITBRKHEMOLTICTRENET,

: RRIREEKIBERE D Suppress IRAEIZH DRI A TR L 97,

V=T Ty T E T = TRERED dampening JRFEICH HRRIE A ERL £,

DFEBRICEHL TV ARBIERTH L Z LA EWRL £7,

SRS ORBE P IERE CH DL Z LR BERL T,

= : multipath & L GRS N7 E B L 9,

i:iBGP CHEHLIERETHDL Z L EERL 77,

ORIGIN B4 #R L £9°, origin codes IZBIRBIERDREHICFRENET,

i : ORIGIN /&MY IGP TH 2R A B L £,

e : ORIGIN &M EGP Th AR A& B L £,

? : ORIGIN B2 UNKNOWN TH 5 Z L 2B L £,

BGP THE LR EERTRLET,

Next—hop 7 KL A& FE/RL £9°,

MULTIEXIT_DISC @i % #& R~ L £7,

Local Preference % #r L £9°,

Rt 2 AT 2 RRL T,

AS-PATH J&: & ORIGIN @M Z2FR L £9°,

Attribute discard 247> 7-REDLEEITE R L £,

R ERIL ET,

Sty N U — 7 BFRL £,

SRy b U — JICKT AR OREE R R L 97,

available D P TEERITEIREN TV IRKEOESE2FRL £,

o HBEORETHD Z LE2ERL £, BCGP E 7L E LR OLEAIE, AS
BTG NERINET,

........ Next-hop 7 R L A LB ARATL7ZBGPET DT RL A, BLW, L—FID

FFRRLET,

V% aow

........ ORIGIN EMEEFR R L £7,
........ MULTILEXIT DISC j@it:%&F R~ L £7°,
........ Local Preference & R L £9°,

........ RIS 2 EATTERRL ET,
........ BEEM R THHZ xR L ET,
........ BREOX AT HFRRLET,

internal

confed—external

external

aggregated, local

sourced

sourced, local

........ ATOMIC_AGGREGATE BB L £7°,

........ NRAML—FEERL 7,
........ aa=T 4 BEEEFRRL ET
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Extended Community ....... Lo I 2 =7 (fEEERL 9,

Originator ..........eeeveeen.... ORIGINATORID EMAF£/RL £7,
Cluster list c....coovvvreeennn... CLUSTER_LIST @& &R L £7°,

AddPath ID .......coovvennnne Addpath ID Z#F/RL £7,

Last update ........ccvvvunnnnns BBICEF SN AREEZFRL £7°,

7.2.4 show ipv6 bgp community

[#hE]

BESNZAI2=2T7 4 2 RFORBEOFRR

[AFE K]

show ipv6 bgp community [ = I =2 =7 1 >< 2 2 2 =T 4 > [exact-match]}]

[T x—%#]

INT A—H BRE A X AE i AW
aAIa=T 4 ala=T 4 BEEEELET, IIa2=74:24 X | aIa=T 4 @R

FLAN O WORD % EL 72N
local—as

no—advertise

no—export
exact-match Al a=T e BTARKBEER | - a3 2= 4 |TES—
RTBBEICHEEL 1, B9 B A TR
L BEshizalia=74 (a3a=|- -
T4 BYETIRE L 2) R ORI
DHHEFRRTDHEIEL T
[EFE— K]
Z—PE—F
(5]
BEShEaIa=T s 2 ORBOLEFTL ET,
[5£4741]
BESNFEaIa =T 4 2B ORKBOEFTRL T,
#show ipv6 bgp community
BGP table version is 3, local router ID is XXxx. XXX.XXX. XXX
Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i —internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
> XXXX:IXX: XXXXIXXDX 0 32768 ?
Total number of prefixes 1
#
(%7 14— R DOEK]
BGP table version is............. BGP T —T7 VD= g R RLET,

local router ID iS ....cvuvevunnnee. N—% 1D Z#FrL E£7,
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Status codes: ..........oveeennnn.. D AT —H A% FKm L £9, Status codes [FEFRIEEMOLHAIZCTE RSN FE T,

S : PRI AERIHEBE D Suppress IRAEIZH DIRKEEEWRL £7°,

d: N—hT Ty TE T = T EERED dampening IRAEIZH D ifEH 2
BRL 7,

h: BGP Route Flap Damping 23f%E STV 5 & X (T, withdraw %32
FTORREDRR I &2 Bk L £97,

h: BGP Route Flap Damping 23i¢ & & TV 5 & (2, withdraw &5
FREEORR 2B L £,

p: Graceful-restart @ receiving speaker & L TEIfEL T\ 5 & & (Z
restarting speake & @ TCP session 23UIWF &A1, stale & L Tv— 7 SR 42 Bk
LET,

* FEZHERAL TV ARBIERTHHZ EEEML £7°,

SESE~ORBE D IERE TH D EEEWRL £,

I\

multipath & U GEIRSNT-RKEZEWRL 7,
i: internal DRI THDH Z EEEWRL £9°,

Origin codes: ....cccccevvuueenen. ORIGIN EBMEZ 7R L £9°, origin codes IZFHRIEHE MO BICRRINET,
i: ORIGIN J&MEAY IGP Th iR 2 B L 7,
e: ORIGIN JEPEA EGP THh M A B L £,
2 ORIGIN J&PEAY UNKNOWN CTh 5 Z L ZEBRL £9,
Network ..oeeeeeeeeieiiiiiieennnn. BGP T LB E R L 7,
Next HOp vevuvereieeieeieennenn, Next-hop 7 KL AZF /R L £9°,
MetriC. vveeeereeieeeireesieeeeenn MULTLEXIT_DISC @A &AL £9,
LOCPI i Local Preference % /R L £7°,
WeEIght weeeieeeeieeeeiee e, IR T D EA T 2R RL F9,
Path .ooeeeeeeeeeieee AS-PATH J&#E & ORIGIN BtE&E £RL £,

Total number of prefixes ....... R 2 £~ L £9°,

7.2.5 show ipv6 bgp community-list

[#hE]
BESNala=7 4V ANMI—HETIREOETR
[ AT A]
show ipv6 bgp community-list { 2 I 2=F 4 U A+ E B >K a2 I 2=F ¢ UV X 4 >} [exact—match]
[XT7 x—%#]
IR A—H BRE A R it PR A Iy
A3a=T 4V ANES I a2=T 4V ANEEEIEE 1~99:aI=2=74 |HKERW
7 VAN (FEYE)
100 ~199: 2 I ==
T4 VAN (IEHEH
)
aIa2=F4Y AL aIa=7 4V ANEREL £ | 255 LTLNOSLTH)
exact-match FTEHLIELDDORFRTIHE | - R
IZHEL 7,
[EFE—F]
Z—PE—F
G|

RESNAI2=2T 4 VR M BT OIRBOHLERRL 7,
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[54761]
BESNEaI2=2FT 4 VAMI—HBTLIREOHEZERKTLET,
#show ipv6 bgp community-Iist
BGP table version is 3, local router ID is XXX.XXX.XXX. XXX
Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i -internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
D XXXX D IXX: XXXX XXX 0 32768 ?
Total number of prefixes 1
#
7.2.6 show ipv6 bgp dampened—paths
[#rE]
N— k7 7y TREBICH HREIH MO R
[ATE]
show ipv6 bgp dampened—paths
[EFE— K]
Z—PE—F
(5]
N—hT7 Ty TIREBIZH DRBEOEREFRL 7,
[54741]
N—hrT7 Ty TIREBIZH DRBEOEREFRL T,
#show ipv6 bgp dampened-paths
BGP table version is 0, local router ID is XXxx. XXX.XXX. XXX
Status codes: s suppressed, d damped, h history, p stale, * valid, > best,i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network From Reuse Path
d XXX, XXX. XXX. XXX XXX. XXX. XXX. XXX 00:28:37 100 i
d XXX, XXX. XXX. XXX XXX. XXX. XXX. XXX 00:28:37 100 i
d XXX, XXX. XXX. XXX XXX. XXX. XXX. XXX 00:28:37 100 i
Total number of prefixes 3
#
(%7 4= R DOEK]
BGP table version ............... BGP F—7 D=V g (0FHE) 2FRLET,
local router ID is ..vevevnnenn.n. JL—% 1D #FERLET,
TR N—KTFyFeROET=7 ) RETHLZ EERFLET,
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% 7% BGPE#

NEtWOIK wvveeeeeeeeeeeeiieeeens N—hKT7 Ty IREICH DB ERE TR 7,
From .coveeeeeieeiiieeeeeeeenne, BGPE T D IPvd 7 KL A& FK/RL £7,

REUSE wneeeee e o= T MEIEESND EFTORBAEZFERL £9,
Path ..oooovviiiiiiiiiieeeen, AS-PATH J&1 & ORIGIN BM:A2FRL £9°,

Total number of prefixes ....... N—hT T THE T = TREEICH DRGSR FoRL £,

7.2.7 show ipv6 bgp filter—list

[#hE]
fEE S L2 AS-PATH U 2 M ic—ET 2R DT+
[ AT A]
show ipv6 bgp filter—list CAS-PATH U A 4 >
[XF x—%]
INT A—H RENE R it PR AW
AS-PATH Y & + 4 AS-PATH Y A A% FREL £7°, 254 SCF LA D WORD | WA A]
i)
[BifFE—NR]
S—E—
(3]
FEE &2 AS-PATH U A MZ—8+ 2RO A ERRL £,
[ 5247 61]
FEE SN2 AS-PATH U 2 MZ—8+ 2RO A ERRL £,
#show ipv6 bgp filter-list as—path-list-A
BGP table version is 3, local router ID is XXX.XXX. XXX. XXX
Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i -internal
Origin codes: i - IGP, e — EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
D> XXXXDIXC XXXX XX 0 32768 ?
Total number of prefixes 1
#
(%7 4 — 1 FOEK]
BGP table version is............. BGP 7 —7 DR —V g o 2F R L £97,
local router ID is ...ouvvvenneeeen. N—Z 1D %F L ET,
Status codes: w.eeeureeneeeneennnnn. BREDO AT —Z 2% FK L £9, Status codes ITHKREFHROEIAICE REINE T,
s FRISEERIMERED Suppress IRHEIZH DB A B L £7,
d: N—NT Ty T T = THEEED dampening IRAEIZ & D IR %
BRLET,
h: BGP Route Flap Damping 235%E STV 5 & X (T, withdraw %52

FToREORE 2 ERL £,

p: Graceful-restart @ receiving speaker & L CEIfEL TW 5 & &2,
restarting speaker & @ TCP session 23HIWr X 4, stale & L CT~— 7 SN K % EIR

261

1Pv6 [



avwr R Y7y L v - EHAERRE %7 BGP B
LET
m: FEREZHEHL T ORBIERTHLZ EEEWL £7,
* BRENEITHLZ LEBEWRL 7,
> SEHE~ORBE D IERE TH D EEEWRL £,
i: internal DX TH D Z L EEMRL 7,
Origin codes: ..eveeeeeeeeeeenennn. ORIGIN @A R L £9°, origin codes ITEBRBBFRORBICERINET,
i ORIGIN J&MEDS IGP Th DRI A B L 77,
e: ORIGIN J&IE2S EGP Th 2RI &2 B L 97,
?: ORIGIN J&1E2S UNKNOWN TH D Z L& B L £9°,
NEtWOTrK weeeneeneeeeeeeeeeeeen, BGP T L 7oK 2R R L £7,
Next HOD «eeeeeeeeeeeeeeeeeennn Next-hop 7 R L 2 & F <L £,
MeEtriC. . oveeieeee e MULTLEXIT_DISC @& &R L £,
LOCPIE. e, Local Preference fEZ 5~ L £97,
Weight cveeevee e RIS 2 EAMFTITERRIL ET,
Path ...ooviiiiiiiiens AS-PATH &t & ORIGIN B2 F R~ L £7,
Total number of prefixes ....... IR KEE &2 TR L £7°,
7.2.8 show ipv6 bgp flap—statistics
[#RE]
J— k7T IREICH D RREEOFEHE R OEKT
[ AT
show ipv6 bgp flap—statistics
[BiEE—1]
R
[FimA]
N— 7Ty TREEIH D RE O RERRL 7,
[54761]
N— k7 Ty TREEIH D RE O RERRL 7,
#show ipv6 bgp flap-statistics
BGP table version is 0, local router ID is XXX.XXX.XXX. XXX
Status codes: s suppressed, d damped, h history, p stale, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network From Flaps Duration Reuse Path
d XXX, XXX, XXX. XXX XXX. XXX. XXX. XXX 3 00:03:05 00:28:42 100 i
d XXX, XXX, XXX. XXX XXX. XXX. XXX. XXX 3 00:03:05 00:28:42 100 i
d XXX, XXX, XXX. XXX XXX. XXX. XXX. XXX 3 00:03:05 00:28:42 100 i
Total number of prefixes 3
#
(%7 4 —L K DOEK]
BGP table version ............... BGP 5F—7 VR —2 gy (0[EE) #2F R~ L £1,
local router ID is ........ueenn.... N—Z 1D %#FrLET,
Ao N—KT 5y FeRpWE T (M) RETHDLZ LE2FERFLET,
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% 7% BGPE#

NEtWOIK wvveeeeeeeeeeeeiieeeens N—hKT7 Ty IREICH DB ERE TR 7,
From BGPE T D IPvd 7 KL A& FK/RL £7,

Flaps N—hrT7 T TR Lz EFE R ET,
Duration I—h 7Ty FREOMER 2R L £,

REUSE eeveeeeeeeeieeeeeees o= e END EFCORMAZERL £9,
Path wooooveiiiiiieeeeeeee AS-PATH J&# & ORIGIN BMEZFR L £7°,

Total number of prefixes ....... N—=K"T T THET = TIREICH DREEREE TR £,

7.2.9 show ipv6 bgp neighbors

[#nE]
BGP v 7 & O#EEFRRILO TR
[ A ]
show ipv6 bgp neighbors <BGP £ 7 > < it %K >
[XF x—%]
IR A—H BRE A R it PR AW
BGP v 7 BGP BT #EEL £7 IPvd 7 K L AJE BWEA ]
IPv6 7 R L AR
KSR W HNREEEREL £9°, advertised-routes
received-routes
routes
[EFE—F]
Z—PE—F
(5]
BGP B L o#wikinE R R L £7,
[54741]
BGP B L o#wikinE R R L £7,
#show ipv6 bgp neighbors sekkkkk: % advertised-routes
BGP table version is 3, local router ID is XXX. XXX.XXX. XXX
Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i —internal
Origin codes: i — IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
> XXXX:IXX: XXXX:IXX:X 0 32768 ?

Total number of prefixes 1

(&7 4 —L R DOE%]

BGP table version is.............

local router 1D is

BGP T —7 VD AA— g o EFERFELUET,
N—2 1D ERRLET,

Status codes: ....evrereeuunnnnn. RO AT —H A% FKm L £, Status codes |TERRIEIE MO ILIBICE RSN ET,

s RRIREEKIMEBED Suppress IRBEIZH 2R EEWL £,
d:V—b 7T TFE T = THEEED dampening JREEIZH DR A B L £97,
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h : BGP Route Flap Damping 238/ E STV 5 & X2, withdraw % 52T 72 IRIEDREIE
EEWLET,
p: Graceful-restart O receiving speaker & L CHEIfEL TV 5 & X|Z, restarting speaker
L ® TCP session 23 X 41, stale & L Cv—7 SNT-REEEWRL 7,
m: multipath & U CEBIR S N7 REE A BRRL £97,
¥ ERRIHEAL COWARKERTHLZ EE2EHL £7,
> SRRSO N RERE TH DL Z L2 ERLET,
i:internal DR THDHZ LEERL £7,
Origin codes: ..vvvvunrieeuneeinnnss ORIGIN EBMEZF-R L £9°, origin codes IZHRIEHE MO BICERRINET,
i : ORIGIN JE@ 123 IGP Th DM E Bk L £,
e : ORIGIN JEM:2S EGP Th 5k & Bk L £,
? : ORIGIN J@M:2Y UNKNOWN ThH 5B Z L2 EWRL £,

Network ..ooeeeeeiieeieiiieennnn. BGP THE LR EER L ET,

Next HOp eeeeneeeeeeieeeeinn. Next-hop 7 KL AZF /R L £7,

MetriC. cveeeeeie e cireeeireeeenn MULTLEXIT DISC @& #axL £,

LOCPI o Local Preference fH% #/rL £7°,

WeEIght weeeieeeeieeeeieeeiieeeiis R T D EA T 2R RL F9,

Path .ooeeeeeeeeceeeeceee AS-PATH Jgtt & ORIGIN @M% £RL £9,

Total number of prefixes ....... R 2 £~ L £9°,

7.2.10 show bgp neighbors
Ka<r KOMEEL, LTFOSZEFRWT, show ip bgp neighbors =<2 K L [E L T,
¢ A
¢ X5 X—% (BGP B'7 D HIEE W HE

EHNIL. [7.1.20 show ip bgp neighbors] (P.241) &ML T 7Z &V,

g=11113

7.2.11 show ipv6 bgp prefix—list

[#hE]
BESNTE-TV 7 4w 7 AU RANI—ET HRBEOFR

[ AT A]
show ipv6 bgp prefix-list < 'L 7 ¢ v 7 A4 >

["F x—=%]
RF A=Y RUENA RE Wi

TVT 4y I AL TV T 4y AV ANAEREL F | 254 XFLUNO WORD | BIEAR AT
T A

[E{EE—F]

SRR

[Ft1]
BESNETV T 4y 7 AY A BT HRBOHEFRL ET,

[5:47 1]
BESNETV T 4y 7 RAY AMC—BT HRBOHEZFRRL ET

#show ipv6 bgp prefix-list prefix-list-A
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BGP table version is 3, local router ID is XXX.XXX.XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i -internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
D XXXX D IXX: XXXX XXX 0 32768 ?

Total number of prefixes 1

#

(%7 4 — L RDEK]

BGP table version is............. BGP 7 —TNVDNR—V g U EFERLET,
local router ID is ....ccoveeennen. N—% 1D &FRKRFL ET,
Status codes: .......coevvverennnn. D AT —H A% FRL £7, Status codes [T RRIEIFEHROILTHIZER RENF T,
s : PRI EEFIMEBE D Suppress IREEICH DR EZEIRL £,
d: NN—h~T Ty THE T = THERED dampening JRAEIZ & DRI &
BRLET,
h: BGP Route Flap Damping 23i% € S 4L TV 5 & X (T, withdraw %5
F7OREEDRBE 2 B L £77,
p: Graceful-restart @ receiving speaker & L TEIEL TV 5 & &I(Z
restarting speaker & @ TCP session 238 & 1, stale & L CT~— 27 7&K 2 B
LET,
m: multipath & U GERIRSN TR EZEWRL 7,
* FEEEIHEHL T IREEHRTHLZ LA EHRLET,
> LI~ ORI N EERE TH D Z EEBERL £,

= multipath & L GRIREN7-REEZEWRL £,
i: internal DRKETHDH Z L EEHRL £7°,

Origin codes: wuvvevunreeuueeeennnns ORIGIN Bt Z 2R L £9°, origin codes IZFK BRI RMOFBICRRINET,
i ORIGIN JBPEM IGP Th DA BEHR L 97,
e: ORIGIN J&PED EGP Th 2R A B L 7,
?: ORIGIN J&MEA UNKNOWN TH 5 Z L # R L £7°,
NEetwork ......covueeeeevivneeeennnn. BGP THE LR EERTLET,
Next HOP wevvveneeieeeiieeeiinenn, Next-hop 7 KL 2 & F L £9°,
MEtTIC. eeveeeeeeieeiieeie e MULTLEXIT DISC @t R AL 7,
LoCPr e Local Preference fE% F~ L £,
Welght ceveeeeieiie e TR D BT 2 RN L £,
Path .o, AS-PATH &t & ORIGIN EMA2FrL £9,
Total number of prefixes ....... R KEE &2 TR L £7°,

7.2.12 show ipv6 bgp regexp

[#%5E]
FBE S 72 AS-PATH IEREIHIZ—ET 2 REEDFR

[ AT
show ipv6 bgp regexp < IFFRFRI >
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[RF x—#]
RNT A=K BRENE X AE i B IRE
IE#IZREL AS=PATH OIEREBREFREL £, | 254 XFLINO WORD | AWEA ]
A (1)

*1) 1 CFOZEH (AN=2R) [IEMAARETY, BHOZEH (AN—X) F1XFICELDLNET,

[B1EE—F]
Z—PE—F
(@i ]

FEE S N7 AS-PATH IEBIERIUC BT 2RO A2 FR L £

[547 1]
HEE S iz AS-PATH IEBIRBUC— BT 5 REEOH A RRL £

#show ipv6 bgp regexp 65000 65001

BGP table version is 3, local router ID is XXX. XXX.XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i —internal
Origin codes: i — IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
> XXXXDIXX: XXXX ' IXXDX 0 32768 65000 65001

Total number of prefixes 1

#

[%7 4 — F OFER]

BGP table version is............. BGP 7 —T VD=V g v EBFRRLET,
local router ID is ....cceeeeee..... N—F D 2R R-LET,
Status codes: ...ceeeevvvvrnnnnnn. D AT —H2 A% FRL £, Status codes IFEFRIIEMDOLIAICFE RINFE T,
S : PRI AERIBEBE D Suppress IRAEIZH D IRKEEEWRL £7°,
d: N—hT Ty TE T = TEERED dampening IRAEIZH D fEH 2
BRL T,
h: BGP Route Flap Damping 23i% & S 4L TV 5 & (T, withdraw &5
FREEORR 2B L £,
p: Graceful-restart @ receiving speaker & L CEIfEL T\ 5 & &2,
restarting speaker & @ TCP session 23 X 41, stale & L C~— 7 SN7-RKEEEER
LET,
m: multipath & L TIRIRI N7 EERL £,
*: FERIZHEHL TOWORBIERTHHZ EEEHL £,
> SESE~ORBEDIERE TH D EEEWRL £,
i: internal DR TH D Z L2 EHRL £,
r: RIB DBGRICKIM L TR THD Z 2 EWRL £,
S : Graceful-restart @ receiving speaker & L TEMEL T\ 5 & & (Z
restarting speaker & @ TCP session 23HIWr X 41, stale & L CT~v— 7 SR K %2 EIR
LET,
R: HIBRWLEh DR TH D Z L 2 ERL £7,
Origin codes: ..oveeeeeeveeeenennn. ORIGIN @A R L £9°, origin codes ITBRBBFROBBICERINET,
i ORIGIN JBPED IGP Th LA BHRL £,
e: ORIGIN J&PED EGP Th 2R A B L 7,
?: ORIGIN J&MEA UNKNOWN TH 5 Z L # R L £7°,
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NEtWOrk weeeeneeneeeeeeeeaeennenn, BGP THFEH LR A FRL £7,

Next HOD evevveeeeeiiiiiiiiieinnns Next-hop 7 K L A& FK/RrL £,

MEtTIC. vveeiviieieie e MULTILEXIT DISC gt % F R~ L £7°,
LOCPI .o Local Preference fE % L £7,

Welght cuveeiiecieeeeeeeeeee, IR 2 BT 2R L ET,

Path coveveeeeeeieeeeeeeeee AS-PATH J&#£ & ORIGIN JB¥EZFR L £97,

Total number of prefixes ....... R 2 FR L £97,
7.2.13 show ipv6 bgp summary

[#hE]
BGP O¥~ U OFRR

[ATEK]

show ipv6 bgp summary

[EFE—FK]

R

[FiA]
BGP DY~V EFRRL ET,

[31761]
BGP DY~V EFRRL ET,

#show ipv6 bgp summary

BGP router identifier xxx.xxx.xxx.xxx, local AS number 65000
1 BGP AS-PATH entries

1 BGP community entries

Total accepted prefixes : 10

Total announced prefixes: 10

Dampening enabled

Neighbor v AS MsgRcvd MsgSent TbIVer InQ OutQ Up/Down State/PfxRcd
Address-Family: Unicast

XXX. XXX. XXX. Xxxx 4 65000 100 1000 21 0 0 00:00:30 10

#

[%7 4 — F OFER]

BGP router identifier N—F 1D 2R R-LET,

local AS number ................. HEDAS FFEFRILET,

BGP AS-PATH entries ......... AS-PATH x> b VAR R L £,

BGP community entries ........ I3a2=7T 4D MV EEERL ET,

Total accepted prefixes:........ ZIELT VT 4w ) A EFRRL £,

Total announced prefixes: ..... INGE L=V T 4 7 A ERRLFT,

Dampening «....coeeeeeeveeeennnnnn. Ho T = THBEONMER A KR L £,
enabled: AT = THRES Y
disabled: FoT = TR L

BGPETDIPv6 7 KL A& FK/RL £,
N—=Vg v EFRLET,
AS EFEFRRLET,
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MSEREVA oeeeeeieeeiieeei A=V EZELEEFRRLFET,
MSESENt vuvvivneiiieiiieeiinnnens A=V EBERELIEHEEFRLFT,
ThIVEr .ociieieiiiiieeeeeeiieennn. BGP 7 —7 VD= g v EFRL ET,
INQ cooeeeeeeeceeeeees ZRHFOREO Ay v —UHEFRRL 9,
OULQ evvvevereeeeeeeeeeeeeeeeeeene EERHFLIRED XA v —U8aEFRL £,
Up/DOWN eevveeeeeeiieeeeieen, UP/DOWN O#&GEFFRZF R L 9,
State/PfxRed ovvvvvvvviennnnn. AT—hMERRLET,

Total number of neighbors..... BGP v 7 Ot aF L £9,

7.2.14 show bgp summary

% 7% BGPE#

Ka< KOMAEEL, ANERZ RV T, show ipv6 bgp summary <> K L [E U T, AL, 7.2.13 show ipv6

bgp summary| (P.267) ZZML T 7Z &V,

7.2.15 show ipv6 bgp treat—as—withdraw

[#rE]
Treat-as—withdraw %17 > 7= IPv6 REIF IR DO F R
[ A1)
show ipv6 bgp treat-as—withdraw [{ x> h T —Z7 T N L & >]
[T x—%]
RT A—H RENE X A B A
EANVEY S S Xy NT—=JTRLAZELE | IPv6 7 F L AJE TRT
T
[BhfFE—N1]
Z—HFE—F
[FimA]

Treat-as—withdraw #1772 IPv6 BREEEHREF R L £9, IRREEEE L 28551213, Treat-as—withdraw 47>

TeRRIR DM RAERTL 7

RAFEL TV LREIERITLL T OB ICHIBRE N E T,

¢ EORBEEINELZET DRy v a rpng

sclear ip bgp treat—as—withdraw =~ K 2 FEI79 %

» ZORBEEINE L TZE T 0B OREEIIKT 5 IE LV update/withdraw A > B— %5211 HLD

[51761]
Treat—as—withdraw % 17> 7= IPv6 RREIE#R 2 F#rn L £97,

#show ipv6 bgp treat-as-withdraw

BGP Treat-as-withdraw table version is 2, local router ID is XXX.XXX.XXX. XXX

Status codes: s suppressed, d damped, h history, p stale, m multipath, * valid,> best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* i XXXXIXXD /XX XXXX XX 1/XX 200 0 E

Total number of prefixes 1
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%7 BGP B

#show ipv6 bgp treat-as-withdraw 2001. db8::

BGP Treat-as-withdraw table entry for 2001:db8::/32

Local

2001:db8:: (inaccessible) from XxXX:XX::X (XXX.XXX.XXX. XXX)
ORIGIN IGP, localpref 200, valid, internal
Error: MULTI_EXIT_DISC - Attribute flag value is invalid

(%7 = F OFER]

BGP Treat—as—withdraw table version is

local router ID is .................

Status codes ......oevvenininninnn..

Origin codes: v..oevveenveneennnnnn.

LocPrfo i,

Weight coovviiiiiiiiiiieenn,

Total number of prefixes .......

BGP Treat—as-withdraw table

Treat-as—withdraw 7—7 /L DNX— 3 U B FR L £7°,

N—& D ZxF L ET,

RO AT —H A% FKRL £9, Status codes [TEFRIIEMOLIAICTE RINFE T,
s @ IREREEFIBEBED Suppress IRIBIZH DRI A EHRL £7°,

d: V=TT FE T = THEEED dampening IREIZH DRI A EHIRL 97,

h : BGP Route Flap Damping 238 E STV 5 & X2, withdraw % 32T 7o IREED R
EEWLET,

p: Graceful-restart @ receiving speaker & L TEIfEL TV 5 & (T, restarting speaker
L @ TCP session DNHIMr &, stale & L C~~—27 SN RKAZEWRL £9 (Treatas—
withdraw SIVTCRBEDGHIIRREND Z LT H Y FHA),

m: multipath & U GRIREN7-REKE A2 EWL £ (Treat-as—withdraw S 372 B DY
BRFREINDZ EEIHY EEA),

* ERICHEAL COOREBIERCTH D Z A BHRL 7 (Treat-as-withdraw S 4172
R OF AT FICEREINET)

> SRRSO N RERE TH DL Z L2 ERL T,

i:internal DR TH DT EEERL 7,

ORIGIN @M% /KL £9°, origin codes I EREFRORBICEREINET,

i : ORIGIN B2 IGP Th R A Bk L £7,

e : ORIGIN JEME2S EGP T 5k & Bk L £,

? : ORIGIN J&%£2% UNKNOWN Th 5 Z L #EIRL £,

BGP THH LI AR R L £7,

Next-hop 7 RV AZF/RLFET, ZOT7 PV E 22— DT —MJRIN T Treat-
aswithdraw S N72381201F "E” EFRR L £7°,

MULTLEXITDISC @A RFLET, ZOT MV Ea— DT —NRRE T Treat—
as—withdraw SN7=HA121L "E” £ FRL 97,

Local Preference fEZF R~ L £, ZDOT h IVt 2— kDT —NE[K T Treat—
aswithdraw SN 7=HE121F "B EFRL £77,

R ICxT T 2 BT 2R L T,

AS-PATH J&M: & ORIGIN B Z2 R RLET, ZOT I a2—FDO=T7—0HKT
Treat-as-withdraw S L7285/ 121% "E” EFRoR L F7,

iR E R L E7,

entry for
ety NU— 7 BFoRL T,
L HEORKTHAZ L EEWRL £9, BCP E T L EE L 2RBOEAIE. AS
T NRRENET,
........ Next-hop 7 R L A LR AR L7Z-BGPETOTRL A, BXO, »—%ID
ERRLET,
........ ORIGIN @t &2FRR L 97,
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w1

BGP P

sourced .....oceveenenninnnnn.

atomic—aggregate...........
Community

Extended Community .....

Originator
Cluster list

Error: ..oooviviiiiiiiiinn.
Local Label

Remote Label

Last update: ................

MULTLEXIT DISC &&= £~ L £9°,
Local Preference fH% &~ L £,

RN T D BEAFITERRL E7,
BUEAN R CHDH L ERRL ET,
RO LA TR L £7,

internal

confed—external

external

aggregated, local

sourced

sourced, local
ATOMIC_AGGREGATE J@ME& B L £77,
a=T 4 BHEERRLET,
PiEaIa =7 (xR L ET,
ORIGINATORID @it &x £~ £7°,
CLUSTER_LIST @t A2 R~ L 9,
Treat—as—withdraw OJRK L 72 >7-T7 MV 2 —k EJRRAZFERL £7,

s Gy
<
X

Local label D& 3R L £9 (Treat-as—withdraw & U7-RE OIS ILHEIZ "no

label” & KRS NET),
Remote label DfEZF£/RL 97,
KBICEF SN HEE R £,
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% 7% BGPE#

7.3

VPNV4 B5E

7.3.1 show ip bgp vpnv4
[#%5E]
BGP T%:3% L 7= VPNv4 #RIE G D R
[ AT
show ip bgp vpnv4 {all | rd <RD & > | vrf <VRF 4 >} [{detail | < v b T —27 7 R L Z > | tags}]
[R5 x—%4]
INT A—H FRENEA FRE FEPH B
RD fi Route Distinguisher(RD) fE % $57E L £9°, | 1 ~ 65535:0 ~ 4294967295 B WA AT
EXofEE T 2 EEHD . EJ S
<AS FEE >:0-4294967295 IPv4 7 K L ZJE 0 ~ 65535
F70
AP 7 R L & >:0-65535
TIEL £7,
VRF 4 VRF 4 & fEL £7 63 LT LA WORD B WEA AT
detail PR AR T AMAICEEEL T, | - BTN
Fy T =T RLA | Ry b= T RLRAZEELET, IPv4 7 R L ZJB EEANE
tags (+1) MPLS T ~)UEM %2 KR T DA ITIRE | - RN
=

*1) VRF Z 18 E L 25813

[BiEe—F]
SR
[FiH7]

FRETE £ A,

BGP T#38 L 7= VPNv4 fRIEE A2 FoR L £9°,

[51761]

BGP T#38 L 7= VPNv4 fRIEE A2 FoR L £9°,

#show ip bgp vpnv4 all

Network

Route Distinguisher:

A3 1 XXX, XXX, XXX. XXX/XX XXX, XXX. XXX. XXX
*>TYYY. YYY. YYY. YYY/YY YYY. VY. YYY. yyy

#show ip bgp vpnv4 all 192.0.2.0
Route Distinguisher:
Advertised to non peer-group peers:

XXX, XXX. XXX. XXX

Local

XXXXX:XXXXX  (vrf-A)

Next Hop Metric
XXXXX:XXXxX (vrf-A)
0
0

LocPrf Weight Path

100
100

07

192.0.2.0 (metric 1001) from xxX. XXX. XXX. XXX (XXX. XXX. XXX. XXX)

Origin incomplete, metric 0
Extended Community: RT:xxxxx:xxxxx
Original RD:XXXXX:XXXXX

localpref 100, valid,

internal, best, installed

0 ? (Attribute discard)
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%7 BGP B

Originator: xxx.xxxX.XxX.xxx, Cluster list: XXX.XXX.XXX. XXX
Discarded attribute: ATOMIC_AGGREGATE - Attribute length is not zero
Last update: Tue Jan 1 00:00:00 2013

(%7 4 — LR DEK]

Network ..ooeeeeeiieeeveiiiiennnn.. BGP THE LR EERTRLET,
Next HOD weveeeeeeeeeeeieeennn Next-hop 7 K L 2% F7RZ L 7,
MEtTiC. eeveeeeeieeieiieieie e MULTLEXIT DISC @t &AL 7,
LOCPIfuueiieiiii Local Preference fEZ 3~ L £7°,
Weight .ovniiiieeeeeiiieeeeee, R K T 2 EAMITEZRRL T,
Path .oooeeeiiiiiiiiiiiiieieeenes AS-PATH Jg& M & ORIGIN EMEAEFRL £9°,
Route Distinguisher:............. e IS er e TN D= I
(Attribute discard) .............. Attribute discard 24T > 72 DA IZF R L 7,
Route Distinguisher:............. i | ST = s B
Advertised to non peer—group peers:
........................................ BGP E VI L TEELTcm v MU BRRLET,

Not advertised to any peer....BGP 7 IZ& L TEEL TW s b U 2Rl F,

LOCaAl.eeeioiie e BEORKTHDZ E2EWKRL 9, BGPE T LEE L EREOEAIL. AS
BB NERRINET,
MNELTIC e eeeeeeee e e IGP ANV v Z7fEEFRRL ET,
fFOM weeeeierieeee e Next-hop 7 R L 2 &R ABA L7 BGPET DT KL 2, BIO, L—& 1D %
FRLET,
OTGIMN. e ORIGIN @& FR L £7°,
MELEIC e oo MULTIEXIT DISC @& R L £,
localpref..........covvvvuieeeeennn.. Local Preference % &/~ L £9°,
Valid .o AR THD 2 EaFRL £7,
internal......cooeeeeeuueeeeeneeeen. RO H AT HFRR L E£7,
internal

confed—external
external
aggregated, local
sourced

sourced, local

DEStuuueeeeeeeeeieiiee e NRAPMNL— K EEKRLET,
installed...........oouvvuiieeeennnnn. RG22 E 2 ERL £,

COmMMUNILY ..vvvevvnneiiineeiannnnns A= A BEERRLET,

Extended Community: .......... Ea I a=7 4 BHEZERRLET,

Original RD: wuvvvveeeeieeeinnneen. NETEOMTE L7 RDfEEFERL £97,

Originator: ......c.ceeveeveennenn ORIGINATOR.ID @z &~ L £7°,

Cluster lSt: .voovvevereenereeenes CLUSTERLIST B2 R R L £77,

Discarded attribute: ............. discard L 7z @M & discard L 72 RN A F R L £9°,
Last update: ...cooeevvvvunnnnnnn. RBICEF SN AREZFRL £9,
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7.3.2 show ip bgp vpnv4 neighbors

[#rE]
BGP &7 & RO E R
[ AT
show ip bgp vpnv4 {all | rd <RD fi& > | vrf <VRF 44 >} neighbors [<BGP £°7 >] [ 5 S#%HE >]
[$F 2—4]
INT A—H RENZ T i PR B IR
all TRTCORKEERRTLIHEIHEELE |- AWEAST]
s
RD i Route Distingusher(RD) fi & 57 L 37, 1 ~ 65535:0 ~ 4294967295 B AT
EXROFHIL 2 fEH V| El b
<AS %5 >:0-4294967295 IPv4 7 K L A :0 ~ 65535
Foix
P 7 R L A >:0-65535
THEL 7,
VRF 4 VRF 4 Z#fREL £7° 63 XFLAPN D WORD % BRG]
BGP v°7 BGP Y7 #HEL £7°, IPv4 7 K L 2 T_THBGPE T
IPv6 7 K L AJE
KGR BRI A FREL £97, advertised—routes T R_RTOXERRE
received-routes
routes
[#h{EE—F]
Z—PE—F
GLEED

BGP &7 & Ok EFR L £7°,

[31761]
BGP &7 & Ok EFRr L £7°,

#show ip bgp vpnv4 all neighbors

BGP neighbor is xxx.xxx.xxx.xxx, vrf VRF-A, remote AS 64497, local AS 64496, internal link
BGP version 4, remote router ID XxX.XXX.XXX. XXX
BGP state = Established, up for 00:01:18
Surveil lance nexthop-validation-check inactive
Surveil lance-peer inactive
Last read 00:00:12, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old and new)
Address family IPv4 Unicast: advertised and received
Address family VPNv4 Unicast: advertised and received
Received 0 messages, 0 notifications, 0 in queue
Sent 0 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 0 seconds
Update source is Loopbackl

For address family: IPv4 Unicast
Index 2, Offset 0, Mask O0x4
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0 accepted prefixes (INET:xxx. XXX. XXX. XXX)
0 announced prefixes (INET:Xxxx. XXX. XXX. XXX)
0 Treat-as-withdraw prefixes (SUM) (INET: xxx.XXX.XXX.XXX)
0 Attribute discard prefixes (SUM) (INET: xxx.XXX.XXX.XXX)

For address family: VPNv4 Unicast
Index 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
0 accepted prefixes (INET:xxx.XXX.XXX. XXX)
0 announced prefixes (INET:XxXX. XXX. XXX. XXX)
0 Treat-as-withdraw prefixes (SUM) (INET: xxx.XXX.XXX. XXX)
0 Attribute discard prefixes (SUM) (INET: xxx.XXX.XXX.XXX)

Connections established 1; dropped 0
Local host: xxx.xxx.xxx.xxx, Local port: 65411
Foreign host: xxx. xxx.xxx. xxx, Foreign port: 179
Nexthop: xxx. XXX. XXX. XXX
Nexthop global: xxxx:x::x
Nexthop local: xxxx:x::x
BGP connection: non shared network
Read thread: on Write thread: off
Last Reset © Fri Mar 5 15:58:22 2021
 due to Transfer temporary BGP peer to existing one at Active
at Established: Fri Mar 5 15:53:36 2021
: due to FSM stop at Established

(&7 ¢+ — R DEKE]

BGP et neighbor is BGP 7D T7 KL A% FKRL £77,
VIT e VRF 4% FK K<L E7,
remote AS ...oeeeeiiiiieeeeeeiinnn. BGPE T D AS FEFEFXRL FT,
10cal AS woviieieeeieiee e HEDASFSE2FRLET,
0K Uy 7 DREEZFRL E7,
internal
external
AYNAMIC wveeeeeneeeeeeeeeeeeeee, BRI SN BGPE T THAZ L 2R/ L £9,
BGP Version ............cceee...... NV a &R nrLET,
remote router ID ................. BGPETDNL—% ID Rl £,
BGP State ....cevvevvereeeeeennne BGP OIRHEL & v v a U SN/ o TH D ORGSR 2 For L £77,
Last read......ceeeeeeeeeeeeneeennnn, BGP E T MO HZIZA Yy -V a2 E LR & By v a a2 iERr 5 REHE,
keepalive Z %59 D EREEF L £,
Neighbor capabilities ............ BH5h & 72> T D capability Z#FR <AL £9,

advertised : %01 L 7= capability

received : 513 L 7= capability

Received ...ooevereeireiienene. A5 L 72 BGP A v & — V%L %5 L 7= notification ., Zf5/3> 7 7 2% 5 BGP
Ay —UHEFRRLET,

TS | PEE L 72 BGP A v &— % £ 3%15 L 7= notification . %#E/ N> 7 71ZdH 5 BGP
AytE—VEERRLET,

Route refresh request: .......... %55 L 7= Route—Refresh A v v —U A FK R L £9°,

Minimum time between advertisement runs is

........................................ IS INC e RN E10% S ZAN T ko N D= S

Update Source is ......oeeeeunn... FEETLT RV AEZHRRL 7,
For address family: .............. £ address—family Z#/~xL £9°,
INAEX cvvievrienieeiieeiieereeieene BGPET DA LT v 7 AEHRERRFL ET,
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OFFSEE wvvevveveerieeiereieeeeenean BGPE 7 DA Ty MEREFRL £7,

MaSK wevvenreeeeeeeneenieienieeeas BGP BT D~ AV IFREFRRL £7,

accepted prefixes ................ ZELETV 7 v 7 28 (REERER) 2F-L 7,

announced prefixes .............. BHILI=T V7 0y 7 2 (BREERE) 2R ET,

Treat—as—withdraw prefixes ... Treat—as—withdraw Z{T->727 L 7 4 v 7 AD & RETHEHRE) 2R £
7

Attribute discard prefixes...... Attribute discard Z4T>7=7 L 7 v 7 ADOEE (REFERK) 2#FRL F
75

Community attribute sent to this neighbor (both)
both: ##E Community ,/ ¥E3E Community Dl 7 &2 %G L £,
extended: #53E Community 5B L £,
standard: #Z#E Community % %5 L 7,

Connections ....eeeeeveveeeennenn. SN AV I VR [N ol il F1 = R 2 [ b ol el F1F ' - N D= B

Local host: w.coveveveeereeeene.. BGPE T LHHi L CTWHHBFDIPVA TR A& TCPR—F B HE2FRLET,

Foreign host: .....c.coovvveen... BGPE 7D IPva 7 RL AL TCPR—FEEFRL £,

NexXthop: veveveeeeeeeiirveeeeennn. BGP E°7I1Z%f L T UPDATE A vt —U %5 DB, £ Next—hop JEMEIZ AN D
IPvd 7 KL 2% FRL £,

Nexthop global: ................... BGP B 7Zxf L T UPDATE £ vt —T %65 B8IZ, % ® Next—hop JBHEIZAILD
IPv6 7 B— LT RL 2%FFLET,

Nexthop local: .cc.ueeeeueeennnen.. BGP B 7 1Z%F L T UPDATE * v &—Y %5588, & ® Next—hop BIEIZAILD
IPv6 B— A NVT KL A%FRL ET,

BGP connection: .......cee...... BGPE T NFE—%y N U —7 BITHEETANE I 0EHRRL 17,

shared network: [l —% > Fh U —7
non shared network: 3E[Rl—F v U —7

Read thread: ..........cccceenn.... ZlEREEFR L £,
on
off

Write thread: .......ccoooeeeeii. EEREEF L £,
on
off

Last RESet .vveveeeereereeaeeaenan. BGP FSM 78 Idle BA#F2 & Idle (BB L7z & & DI L BR A RRL £7,

at Established ................. BGP FSM 73 Established 725 Idle (238 L7 & X OFFH & ER 2R R L £,

7.3.3 show ip bgp vpnv4 summary

[#hE]
BGP O¥%~ U OFRR
[AFE K]
show ip bgp vpnv4 {all | rd <RD fi > | vrf [<VRF 4 >]} summary
[RF #x—%4]
RT A=K BRE AT X AE S [ A B IRE
RD fi&i Route Distingusher(RD) fE# f§EL £9°, | 1 ~ 65535:0 ~ 4294967295 B WA ]
EXORHEIL 2 HEH V| 7212
<AS %5 >:0-4294967295 IPvd 7 K L ZFE :0 ~ 65535
Ee
P 7 R L A >:0-65535
THREL 7,
VRF 4 VRF 4% fREL £7, 63 LFLAN O WORD H! ERONS
[EhEE—F]
Z—HPE—F
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% 7% BGPE#

(G|
BGP ¥~V ERRL ET,

[ F1741]
BGP ¥~V ERKRL ET,

#show ip bgp vpnv4 all

summary

BGP router identifier xxx.xxx.xxx.xxx, local AS number 64496

1 BGP AS-PATH entries

0 BGP community entries

Total number of neighbors: 4
Total accepted prefixes : 4
Total announced prefixes: 4

XXX, XXX, XXX, XXx4
XXX, XXX, XXX, XXx4
XXX, XXX, XXX, XXx4

Neighbor v LocalAS AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd VRFName
64497 64497 0 0 0 0 0 00:00:00 1 vrf-A
64497 64497 0 0 0 0 0 00:00:00 1 vrf-A
64498 64498 0 0 0 0 0 00:00:00 1 vrf-B
64498 64498 0 0 0 0 0 00:00:00 1 vrf-B

XXX, XXX, XXX, XXx4

* Dynamical ly created based on a listen range command
Dynamically created neighbors: 4, Subnet ranges: 4
vrf-A BGP peer-group Group listen range group members:

XXX. XXX. XXX. XXX/XX
XXX. XXX. XXX. XXX/XX

vrf-B BGP peer-group group-A listen range group members:

XXX. XXX. XXX. XXX/XX

vrf-B BGP peer-group group-B listen range group members:

XXX. XXX. XXX. XXX/XX

Total number of neighbors 4

(&7 ¢+ — R OEK]
BGP router identifier............

local AS number ..................

Total announced prefixes: .....
Neighbor c.o.vviiiiiiiiinen,

MsgRevd
MsgSent
ThIVer ..couviuiieiiiieiieiieien,

N—F 1D 2R R-LET,

HEDAS FHaxRILET,
AS-PATH x> V& F£ R L £7,
IIa2=F 4D NI EKERELIET,
ZIELETV T 4y 7 A EFERLET,
IELIET VT 4y 7 A EeRARLET,
BGPETDOT RFL 2&xFK L ET,
N—=V g r&FrLET,

LocalAS FH &2 FKRL 7,

AS BHEFRRLET,

Ay —VEZELEEEFRRL 7,
Av—VEEELEEEFORLET,
BGP 77— LD NR— g o EFoR L FT,
ZEHOREBO Ay v —UHE TR L ET,
RE[ROIREO A v v—HEFRRLET,
UP/DOWN Dl %2 2R L £,
25—k &EFRL E9, AT — h Established D36, ZELIERKEEZFRL
7

VRF O4MERRL E7,

276 VPNVA4 R



AR A s ik MTE BCPHE

Dynamically created based on a listen range command

ﬁ—o
Dynamically created neighbors: 4, Subnet ranges: 4

........................................ B8 S 7= BGP B 78, 88 KX OV listen range & For L £7°,

VRF-A BGP peer—group Group listen range group members:
........................................ peer—group Group M7~ Y v —% @3 5 subnet range &/~ L £7°,

Total number of neighbors..... BGP v 7 Ot a F L £97,

7.3.4 show ip bgp treat—as—withdraw vpnv4

FERIC 7 MW Te N U, BIICEERRL SN BGPE T THDHZ L ERL E

[#rE]
Treat—as—withdraw %17 o 72 VPNv4 FRE&1E D £
[AFE K]
show ip bgp treat—as—withdraw vpnv4 {all | rd <RD i > | vif <VRE & D} < % " U —Z 7 KL & >
[RF x—%]
INT A—H B ENA X AE i A B IRE
RD & Route Distinguisher(RD) fEZ 5 E L | 1 ~ 65535:0 ~ 4294967295 B WA T]
9, HEoEEIT 2 BELHY Foix
<AS %5 >:0-4294967295 IPv4 7 K L AFE :0 ~ 65535
Ele
AP 7 R L & >:0-65535
THELE7,
VRF % VRF 4% fEEL £7 63 LFLAN D WORD #
Fy hT—=IT KL R Fy hU—=I T RUAZEEL IPv4 7 K L 2 J T
75
[#{EE— K]
TR
GLEED

Treat—as—withdraw #1772 VPNv4 fRIEEHRZ TR L £, B RE AT L 72358 121%, Treat-as—withdraw 247>

TR OFEMIGRAERTL £7

TAFL TO L RBERIZLL T OLEICHIBRShE T,
CTORBEEIE LT LDy v a riing

sclear ip bgp treat—as—withdraw =~ K 2 FEI79 %

¢ EORBEINE LT E T O ZORIRITHT D IEL VW update/withdraw A > & —T 22T LD

[ F1741]
Treat—as—withdraw %17 7= VPNv4 #REIE R 2 Forn L £97,

#show ip bgp treat-as-withdraw vpnv4 all

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: xxxxx:xxxxx (vrf-A)
* XXX, XXX, XXX, XXX/XX XXX, XXX. XXX. XXX E 0i

#show ip bgp treat-as-withdraw vpnv4 all 192.0.2.0

Route Distinguisher: xxxxx:xxxxx (vrf-A)
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BGP Treat-as—withdraw table entry for 192.0.2.0/24

Not advertised to any peer
Local
192.0.2.0 (inaccessible) from xxx.Xxx. XxXx. XXX (XXX. XXX. XXX. XXX)
Origin IGP, valid, internal
Error: LOCAL_PREF - Attribute length is not four
Local Label: no label
Remote Label: 1000
Last update: Tue Jan 1 00:00:00 2013

(%7 4 — L RDEK]

Network .......ocveeeervvvrneeenenn. BGP THFE LR =R R L £7,

Next HOp vevveveeveeiieeeinnnenn, Next—hop 7 K L & %i%fbi’a" TOT7 I E2— DT —FA T Treat—as—
withdraw S 72 E12IE "E” EFRL £7,

MELTIC weeveeveeieiieiieiieieeas MmemmmcEﬁ%%rbiﬁ ZO7 MV Ea2a— DT =K T Treat-
as—withdraw S L7258 121% "E” & RoRL £,

LOCPIf v, Local Preference m%?ﬁi‘b F7, ZOT NI E2—sDxT T —HJHK T Treat-as-
withdraw S V72581208 "E” EFRoRvL £,

Weight veveveieiiiiiiieieiiieieee, RT3 2 E%‘H‘ FEFRRLET,

Path .oeeeeeeeeeeceeee A&WWHE@&OM@NE@%ﬁfLiﬁo:@7%951~F@I§~ﬁﬁﬁf
Treat-as-withdraw & L7235 E 121X "E” £ R L £,

Route Distinguisher:............. S IR S S N =

BGP Treat—as—withdraw table entry for

............................... STy b — 7 R FRLET,

Local vvvieiiieieiee e HEORKTHDHZ &2 EHL FT, BCP TSl =R OBAI1E. AS
HENFRENET,
FEOM wevveeeeeieeeeeceee e Next-hop 7 R L A LR ABAT L/ BGPET DT RL A, BLWL—Z D %
FRLET,
OFigin wvvveeeeeeeeeiieeienn ORIGIN J@tE&FRL £7°,
MELEIC vevveeeeeieeeeeeeeenn. MULTILEXIT_DISC @& R L £,
localpref .....cccovevivinnininin. Local Preference % R L £,
WEINE e e e e R T B EA ST ERRL FT,
Valid oo BEADRRE TH DL EaFRL T,
SOUrCEd wnevneeneeeeeeaeennnnn, RO X AT HFRR L ET,
internal

confed—external
external
aggregated, local
sourced

sourced, local

atomic—aggregate ............ ATOMIC_AGGREGATE B2 E L £9°,

COMMUNILY «eeveeeereeerannnnnn aIa=T A BEERRLET,

Extended Community ....... JrRala=7 s @BHERRLET,

Originator .......eeeeeeunneen. ORIGINATORID Bit&2FrL £9,

Cluster list CLUSTER_LIST B &R~ L £7,

EITOr: tiviiiiiiiiiiieeeenn Treat-as-withdraw DJRK £ 72 >727 b U B = — bk RN ZFR AL 7,

Local Label: .ccoevvevnvennn... Local label DfEZFH7R L £9 (Treat—as—withdraw S 7= R OBE1LHIZ "no
label” L FKRENFET),

Remote Label: ................ Remote label DEZ R L £,

Last update: ........ccce...... BBRICEF SN AREZFRRL $7,
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7.4  VPNv6 Bh&E

7.4.1 show ip bgp vpnv6

[#%5E]
BGP T5:8 L 7= VPNv6 RIS IE MO FR
[ AT
show ip bgp vpnv6 {all | rd <RD & > | vrf <VRF 4 >} [{detail | < v b T —27 7 R L Z > | tags}]
[R5 x—%4]
T RA—H RENE X TE B IR
RD f# Route Distingusher(RD) % f&7E L £9°, 1 ~ 65535:0 ~ 4294967295 B IEAT]
EXOFEEIT 2 HEH V| EJ A
<AS 5> :0-4294967295 IPv4 7 R L 23K :0 ~ 65535
Ei e
P 7 Rl A > :0-65535
THREL 7,
VRF % VRF 4 & fEL £75 63 LFLIN O WORD Bl BHIEAT]
detail FEE S E R T DA EL T, | - R
Ay hI—=IT7FVA | Xy b= T RLUAZREL £, IPv6 7 K L 22 SRS
tags (1) MPLS 7 ~OUIER A FRT HIHGICHRE | - RS
LET,

*1) VRF 218 E L 28813, BETEEHEA,

[EEE—F]

SR

G|
BGP T#38 L 7= VPNv6 RIS E A2 FoR L £9°,

[51761]
BGP T#38 L 7= VPNv6 RIS E A2 FoR L £9°,

#show ip bgp vpnv6 all

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: xxxxx:xxxxx (vrf-A)
*D T XXXX XX XXXX XX DX 0 100 07?
*iyyyyiyy:: yyyyyy:ly 0 100 0 ? (Attribute discard)

#show ip bgp vpnv6 all 2001:db8::1

Route Distinguisher: xxxxx:xxxxx (vrf-A)
Advertised to non peer-group peers:
XXXX XX 1X

Local
2001:db8::1 (metric 1001) from Xxxx:XX::X (XXXX:XX::X)
Origin incomplete, metric 0, localpref 100, valid, internal, best, installed
Extended Community: RT:xxXXX:Xxxxx
Original RD:XxXXXX:XXXXX
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Originator: xxx.xxx.xxx.xxx, Gluster list: Xxx.XXX.XXX.Xxx
Discarded attribute: ATOMIC_AGGREGATE - Attribute length is not zero
Last update: Tue Jan 1 00:00:00 2013

(%7 4 — LR DEK]

NEetWork ....ooevvveveriivieeeenenn. BGP THE LR EERTRLET,

Next HOD weveeeeeeeeeeeieeennn Next-hop 7 K L 2% F7RZ L 7,

MEtTiC. eeveeeeeieeieiieieie e MULTLEXIT DISC @t &AL 7,
LOCPIfuueiieiiii Local Preference fEZ 3~ L £7°,

Weight .ovniiiieeeeeiiieeeeee, R K T 2 EAMITEZRRL T,

Path .oooeeeiiiiiiiiiiiiieieeenes AS-PATH Jg@: & ORIGIN @t & F R L £,

Route Distinguisher:............. e IS er e TN D= I

(Attribute discard) .............. Attribute discard 24T > 72 DA IZF R L 7,
Route Distinguisher:............. R T2 FR L £7,

Advertised to non peer—group peers:
........................................ BGPETIZH L THELTz= MY 2FRL £7,
Not advertised to any peer....BGP 7 IZXf L TEEL T\ MY 2R L F,

Local .uveieiieieeeeeeeeee HEORKTHHZ EEEHL FT, BGPE T HFE L RIEOEAIT. AS
HENFRENET,
MELEIC et eeeee e IGP ARV v iRl £7,
FPOM e Next=hop 7 R L A LR AEAH L7 BGPETDOT FL A, BLW, L—&ID
FFRRLET,
OFigIN.eveee i ORIGIN @& FR L £7°,
MELEIC . cwvveeeeiee e MULTILEXIT_DISC B % &R L £,
localpref....cvvevevviiiiiinnn, Local Preference % R L £,
VAl oo REANRETH D LEFRLET,
internal......oooeveviiiniiinnnennnn, RO X AT HFRR L £,
internal

confed—external
external
aggregated, local
sourced

sourced, local

DEStuurereeeee e NARNV—FEEBEWRL ET,
installed...........oovvvveeeeennnnn. RRERITBBR L 22 L2 EIRL £7°,

COMMUNIEY . eeeeeeeeeenieaennnn. Il a=T A BEERRLET,

Extended Community: .......... JRala=7 s J@EERRLET,

Original RD: ..veovveieieiieneas REITEAFT 5 L= RDEE£RL £,
Originator: ......oeeeeveeueeeeeeen. ORIGINATORID BHx2FR L £9,

Cluster list: .....oovvvvuieeeennnnn. CLUSTER LIST @tz &£~ L £79°,

Discarded attribute: ............. discard L 7z J&M: & discard L72 RN &R~ L £,
Last update: ....uvevevevveenenen.. BBICEF SN AREEZFRL $7,

7.4.2 show ip bgp vpnv6 neighbors

[#&5E]
BGP &7 & ORIk DR

[ AT
show ip bgp vpnv6 {all | rd <RD f& > | vrf <VRFE 44 >} neighbors [<BGP £°7 >] [ xS #L8& O]
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% 7% BGPE#

[$F 2—4]
RT A=K B ERNA X A i B
RD & Route Distingusher(RD) fi & &5 L 9, | 1 ~ 65535:0 ~ 4294967295 BWEAST]
EXROFEEIL 2 FEHH Y | EJ/ts
<AS %5 > :0-4294967295 IPv4 7 K L AFE :0 ~ 65535
Fx
AP 7 KL A > :0-65535
THREL 7,
VRF 44 VRF 4% EL £7, 63 CFLAN D WORD B WEAT]
BGP &7 BGPE T #HEEL 7, IPv4 7 K L 2B T _TDHBGP VT
IPv6 7 R L 2
PSS KGR ETREL 7, advertised-routes TR T ORERIE
received-routes
routes
[EhEE—F]
2 FE— R
[FimA]

BGP &7 & DRIk Z £R L £,

(5217 41]

BGP &7 & DRIk Z £R L £,

#show ip bgp vpnv6 all neighbors

BGP neighbor is xxxx:x::x, remote AS 64497, local AS 64496, internal link

BGP version 4

BGP state = Established, up for 00:01:18

Surveillance nexthop-validation-check inactive

Survei | lance-peer inactive

Last read 00:00:12, hold time is 180, keepalive interval is 60 seconds

Neighbor capabilities:
Route refresh: advertised and received(old and new)
Address family IPv4 Unicast: advertised and received
Address family VPNv6 Unicast: advertised and received

Received 0 messages, 0 notifications, 0 in queue

Sent 0 messages, 0 notifications, 0 in queue

Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 0 seconds
Update source is Loopbackl

For address family: IPv4 Unicast
Index 2, Offset 0, Mask Ox4
0 accepted prefixes (INET:xxx.XXX. XXX. XXX)
0 announced prefixes (INET:XxX. XXX. XXX. XXX)
0 Treat-as-withdraw prefixes (SUM) (INET: xxx.XxX.XXX.XxX)
0 Attribute discard prefixes (SUM) (INET: xxx.XXxX.XXX.XXX)
For address family: VPNv6 Unicast
Index 1, Offset 0, Mask Ox2

Community attribute sent to this neighbor (both)

0 accepted prefixes (INET:xxx. XXX. XXX. XXX)
0 announced prefixes (INET:xxx. XXX. XXX. XXX)

0 Treat-as-withdraw prefixes (SUM)
0 Attribute discard prefixes (SUM)

remote router ID XXX.XXX. XXX. XXX

(INET: XXX. XXX. XXX. XXX)
(INET: XXX. XXX. XXX. XXX)
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Connections established 1; dropped 0
Local host: xxx.xxx.xxx.xxx, Local port: 65411
Foreign host: xxx.xxx.xxx.xxx, Foreign port: 179

Nexthop: xxx. XXX. XXX. XXX
Nexthop global: xxxx:x::x
Nexthop local: xxxx:x::x
BGP connection: non shared network
Read thread: on Write thread: off
Last Reset © Fri Mar 5 15:58:22 2021
. due to Transfer temporary BGP peer to existing one at Active
at Established: Fri Mar 5 15:53:36 2021
 due to FSM stop at Established

(&7 ¢+ —/ R DEKE]

BGP neighbor is .................. BGPE T DT NV A%ERLET,
TEMOte AS .overeeeeieeieneeiennns BGP T D AS FEHEERL E7,
10cal AS woviieieiieieee e HEDAS HoaRrLET,
0K Uy 7 OREEZFRL E7,
internal
external
BGP Version ............ceeeee..... N—=Tar&zFrLET,
remote router ID ................. BGPE T DNL—X D #FRRL £,
BGP State ....ceevevvereeeerennne BGP OIREL & v v a U SN2 o TH D ORGSR 2 For L £77,
Last read ...coeeeeeeeeeereeeiennnnn, BGP E T MO HZICA Yy -V a2 E LR & By v a Va2 HERr 5 REHE,
keepalive Z 559 AR EZF L £7,
Neighbor capabilities: ........... BH5h & 72> T D capability R~ L £97,
advertised:  1#%1L 7= capability
received: %Zfg L 7= capability
Received ...ooveierierieieceene A8 L 72 BGP A v & — V%L %5 L 7= notification #, Zf5/3> 7 7 12% 5 BGP
Ay —UHERRLET,
SNt e PE L 72 BGP A v &— % £ 3%15 L 7= notification 1. #E/ N> 7 712 5 BGP
Ay —UEEFRILET,
Route refresh request: .......... %55 L 7= Route—Refresh X v v —U A F R L £,

Minimum time between advertisement runs is

........................................ PR 2 IR D MR O /MR 2 FoR L 97,

Update Source is........eeevnn..n FETLT KL AEHRRL 7,
For address family: .............. £ address—family Z &/~ L F97,
INdeX cvveeeriiienreniiesieenieene BGPET DA LT v 7 AEREFRL T,
OfFSEL v BGP BT DA 7y MEREFRRL £7,
MaSK «veaveeeeeienieeeie e BGP &' 7 D~ A /iR EFRRL £,
accepted prefixes.......cuunee.... FZELESL 7 0y 7 28 BREBEHRK) 2R F7,
announced prefixes .............. SEEILT= L 7 0w 7 2 (RBESRE) 2R L F1,
Treat-as—withdraw prefixes ... Treat-as—withdraw Z 1T o727 L 7 4 v 7 ADOHEFHE (BEEHRE) 2R L F
7
Attribute discard prefixes...... Attribute discard Z4T->727V 7 4 v 7 ZADOEEE (BEEHE) 2FERLF
7
Community attribute sent to this neighbor (both)
both: FEUE Community / $E3E Community D )72 1%E L £97,

extended: PR Community #3515 L £77,
standard: FE#E Community & 255 L £,
Connections .......ceeeeeenneenn. IRT YA BNEMNIIR o T mE E BN o R EFRR L ET,
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% 7% BGPE#

Local host: ...cooeviniiiiiin.
Foreign host: ......cccceveneennns
Nexthop: .ooovvviviiviiiininnn.
Nexthop global: ..................

Nexthop local: ...cccevieiininin,

BGP connection: ........c..en....

Read thread: ...........ccceenieis

Write thread: ...............o.....l

Last Reset .....oeviviiniiniininnns
at Established..............

BGPE T LB L CTWHHBFDIPVA TR L A& TCPR—F B HE2FRLET,
BGPE 7D IPva 7 RL AL TCPR—HFEEFRL £,
BGP &' 7 1Zxf L T UPDATE A v &—T %% HBRIZ, %D Next-hop BIEIZAND
IPvd 7 KL 2% FRL £,
BGP B 7 1Zxf L C UPDATE % vt —U %K 5B, % D Next—hop JBHEIZAINLD
IPv6 7 B— LT RL 2%FFLET,
BGP B 7 2% L C UPDATE A vt —U %% 5B, & ® Next—hop JBHEIZ AL D
IPv6 B— VT KL A%FrL ET,
BGP V' 7Rl —%y hU—727 FIZEET HME 9 EFRL E1,

shared network:— [Al—x > b U —7

non shared network: FE[Fl—x% > b U —7
ZEREEFRRL £,

on

off
EEREERRL ET,

on

off
BGP FSM 723 Idle LIS & Tdle IZ@ER L 72 & X OIRGfE] E BR A2 RRL 77,

....BGP FSM 73 Established 7> 5 Idle |23 L 7= & X OFFH L ER 2R R L £,

7.4.3 show ip bgp vpnv6 summary

[#hE]
BGP %< U OFER
[AFE K]
show ip bgp vpnv6 {all | rd <RD fi > | vrf [<VRF 44 >]} summary
[ X7 x—%4]
INT A—H X EA X i A B IRE
RD fi&i Route Distingusher(RD) fEZf§E L £9, | 1 ~ 65535:0 ~ 4294967295 B WA ]
EXROFEEIL 2 FEH Y | F721%
<AS F5 > :0-4294967295 IPvd 7 K L AT :0 ~ 65535
El e
AP 7 KL A > :0-65535
THEL 7,
VRF % VRF 4% fEEL £7, 63 LFLIN O WORD #l ERONS
[Eh{EE—F]
Z—HPE—F
[FimA]

BGP O~V #FKR~L £7,

(5217 41]

BGP O~V #FKR~L £7,

#show ip bgp vpnv6 all

summary

BGP router identifier xxx.xxx.xxx.xxx, local AS number 64496

1 BGP AS-PATH entries

0 BGP community entries

Total accepted prefixes : 0
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Total announced prefixes: 0

Neighbor v LocalAS AS MsgRcvd MsgSent  TbIVer InQ OutQ Up/Down  State/PfxRcd VRFName
XXXX XX DX 4 1 64497 12 16 0 0 0 00:00:00 0 vrf-A

Total number of neighbors 1

(%7 4 — L RDEK]

BGP router identifier............ N—F 1D %FrLET,

local AS number .................. BED AS FEoaRrLET,

BGP AS-PATH entries.......... AS-PATH D= b Va R R L £,
BGP community entries ........ A a2=T 4D UEEERLFT,
Total accepted prefixes:........ ZELET VT 4w 7 A EFRLFT,

Total announced prefixes: ..... INELT=V T 4w 7 A EFRRL 9,
BGP ' 7T DT L 2% FRL £,
N—=Va &R LET,

LocalAS FHZFK/RL 7,

BGP BT D AS FHEAEF/RL £7°,
MSEREVA weeveeeieeeiieeee, Ave—VEZELEHERRLET,
MSESENL wveeeereeeeeeieeeeannn Av—UEBRELEHEEFRL FT,
ThIVEr ..cooiiiiiiiiieeeeeeeee, BGP T —7 DR —V g o &2FRLET,
INQ oo, ZEBHIED A v B —VB A2 FRL ET,
OUtQuveieeeee e EEHHIREO A vy =V E2FRL £7,
UD/DOWN evvvveieeeeeciiieeeeeen UP/DOWN D #&lmR %2 2R~ L £9,
State/PfxRed o.oovvveeeeieeen. AT —hMEFRLET, AT — b7 Established DA, ZIE L -REHEEERL £

R
VRENGME ..covevveeeeeeeeanen. VRF O4MERRL E7,

Total number of neighbors.....BGP B 7 O#a# R L £,

7.4.4 show ip bgp treat—as—withdraw vpnv6

[#rE]
Treat—as—withdraw %17 72 VPNv6 FRE& 1 D £
[ AT
show ip bgp treat—as—withdraw vpnv6 {all | rd <RD i > | vif <VRE & D} < % hU—Z 7 KL & >
[ X7 #x—%4]
IRT A—H AEZ X AE i A B RE
RD f Route Distinguisher(RD) fEZ 5 E L £9, | 1 ~ 65535:0 ~ 4294967295 A WEAST]
EXROFEEIL 2 FEHH Y | F721X
<AS F5 > :0-4294967295 IPvd 7 K L ZFE :0 ~ 65535
Ele
AP 7 KL A > :0-65535
THREL 7,
VRF 4 VRF 4 #fREL 77, 63 SCTFLAN D WORD
FYRU—=ITRLVZ | Ry hT—=IT R AEEELET, IPv6 7 K L 23k FRT
[EhEE—F]
Z—HFE—F
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% 7% BGPE#

(@A)

Treat-as-withdraw %1772 VPNv6 fREEIE#H A FR L 3, AIGREEZREL 125
TR OFEMERE LR L £7,

AL TO 2R AIILL T OSEICHIBRS L E T,

v ZORBEINELZET Eo®y v a IS

sclear ip bgp treat—as—withdraw =~ K 23474 %

21X, Treat—-as—withdraw %17 >

¢ FORBEIE LTZE T D FORKKIZK 5 1E LU update/withdraw A v & — %% 1T H S

[51761]
Treat-as—withdraw %17 7= VPNv6 fRIEIHF M A2 Frm L £97,

#show ip bgp treat-as-withdraw vpnv6 all

Network Next Hop Metric LocPrf Weight Path

Route Distinguisher: xxxxx:xxxxx (vrf-A)
* I XXXXIXX I D/XX XXXX XX DX E 0

#show ip bgp treat-as-withdraw vpnv6 all 2001:db8::1

Route Distinguisher: xxxxx:xxxxx (vrf-A)
BGP Treat-as-withdraw table entry for 2001:db8::1/32
Not advertised to any peer
Local
2001:db8::1 (inaccessible) from xxxx:xx:ix (XXX.XXX. XXX. XXX)
Origin IGP, valid, internal
Error: LOCAL_PREF - Missing well-known attribute
Local Label: no label
Remote Label: 2001
Last update: Tue Jan 1 00:00:00 2013

(&7 4 — R DOE%]

Network .ccocoeeeeeeveveviiinnnn. BGP CH#E LR EFRRL £,

Next HOp vevvnveveeeiieeeinneen. Next-hop 7 K L A %2%?], ¥4, 2OT7 MV a— DT —NEK T Treat—as—
withdraw S 72 HA1201E "E” & FRoRmL £,

MELIIC wuveeeeeeeeeeeieeeiiinn. MULTILEXIT_DISC E@’Ei\%ﬂ“b 7, ZOT7 MV 2— DT =K T Treat—
as—withdraw S 72558121 "E” EFRoRL £,

LocPrf Local ..........vvvveennn.. Preference ﬁ‘%?@ﬂ“ L i‘?‘ ZOT7 MY E 2— DO T —NFE[K T Treat-as-withdraw
SNTHAIIEE” EFRRL F7,

Weight .eoeeeeeieiieieiieieens ﬁ%_ﬁﬁéﬁﬁﬁféﬁmbiﬁo

Path .oeeeeeeeiieiciceee A&WWHE@&OM@NE%%%fLiio:@7%UB;~%®I?—ﬂEﬁf
Treat-as—withdraw S V72 8A 101 "E” EFRon L £,

Route Distinguisher: ............ R 2 TR L £7,

BGP Treat—as—-withdraw table entry for
........................................ ety NU— 7 BFRL T,

Not advertised to any peer....BGP ¥ 7IZ& L TEFEL CWirW\Ww=o b Y BFKRL FT,

Local vvvieiiieieieie e HEORETHDHZ L2EWRLET, BGPETHLZIT - - REOEAIT. AS
HENFRENET,
fFOM wevvvieeeeeeeeeeeeeeeiias Next-hop 7 R L R L REZEAAFL7ZBGPETDOTRL A, BXOVL—ZID #F
~LET,
OrigIN v ORIGIN BPEZFR L F7,
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sourced ....

..................... MULTLEXIT_DISC J& % &R L £9°,
..................... Local Preference %~ L £7,
R 2 EAMFTERRL ET,
BAEA IR THD L ERTILET,
..................... RO X AT HFRLET,

internal

confed—external

external

aggregated, local

sourced

sourced, local

atomic—aggregate ............ ATOMIC_AGGREGATE @it Bk L £,

Community

.................... ala=T A BEERRLET,

Extended Community ....... Ea I a=7 B ERRL T,

Originator
Cluster list

Error: ......

..................... ORIGINATORID BMEEFKRm L F9°,

CLUSTER_LIST @M%+~ L £7,

................... Treat—as—withdraw OJR[K L 72 >72 7 P U E 2 —k ERRAZFERL E7,

Local label DfEi &3/~ L F9° (Treat-as—withdraw S 2UL72 R B DAL H I "no
label” L FRENET),

Remote Label: ................ Remote label DfE % FRm L £97,
Last update: ......coceeeenenn. KBICEF SN HEE R £,
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%5 8 ¥ route—map B

% 8 B route—map BHE

8.1

8.1.1

route—map [FERDITR

show route—map

[#%5E]
route—map [HER D TR
[ A1)
show route—map [bgp | ospf [all | < 71 ZFK 5 >] | ospf6 | rip] [<route—map 4 >]
[T x—%]
RT A=K ENA % A i [ AW IR
bgp BGP IZBF 2 EHME X RT HELA | - N—F 47 bkarkig

WZHREL £,

ospfall | < 7 mt& 2%

OSPF IZBIF 2 1 a K- T 255

all: X TH7ut 2FE

fEEL £

Zd WHREL 9, FatAKE 1~5
ospf6 OSPF6 IZd 2 1E#HAERTT DY | -

BIHRELET,
rip RIP ICBT 21 # 2T RTHHEIC | -

ELZN

route—map %4

route-map 4 #F5EL £797,

254 SCF-LAN O WORD #!

route-map % f§E L 72\

L T route-map DIFWAEFRT | - -
LHEEITHEL 7,
[#h{EE—F]
Z—PE—F
GLEED

route—map DFEHMEF R L 77,

[Z£174]

N—T 77 abaVilBlTaEmEFRRLET,

#show route-map

RIP Route-map:

route-map SET_METRIC, permit, sequence 10

Match clauses:

Set clauses:
metric 10
OSPF Route-map:

route-map SET_METRIC, permit, sequence 10

Match clauses:

tag 10
Set clauses:
metric 10
BGP Route-map:

route-map SET_METRIC, permit, sequence 10
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Match clauses:
tag (tag filter): 10
Set clauses:
metric 10
0SPFv3 Route-map:
route-map SET_METRIC, permit, sequence 10
Match clauses:

Set clauses:
metric 10
#
[%7 4 —F DOEK]
xxxxx Route-map ~v # ZF/~L £7°,
TOULE™MAD «evvnernneereneennnns route—map £ &~ L F97,
DETTIE wvveeeeeeeeeeeeeeeeeeeeeeeeenn, permit £721% deny ZF R L £97,
SEQUENCE «nevneeeneeneenaeeaannnns = AR SRR ET,
Match clauses: ................... Match BH|OFENEFEFKRL £,
Set ClauseS:......cevvruneeeevnnnn.. Set HAIOBRTENREFRL £7°,
MELIIC tovvvvvviiiiiieeeeeeeeeeeeenans ANV 7EERRLET,
Call clause ...cccvvvevvvvvunnnnnnn. Call HAIOBRENEZ R L ET,
ACHON weveeeieeeieee e Z @ route—map 1O ZFR L 17,
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WOE 778 RAY R EHE
9.1 T Z7kBARURNDOKEHEHRDZ VT

9.1.1 clear access—lists statistics

[#&6E]
778 AU R NREHERO

[ A
clear access-lists statistics [ f v Z T 2 —ZAL4 > K A v B2 T7 2—AFE>{inlout) K 77 EAY A NEE K77
AU A2 N4 ]

[$F x—%]
IRT A—H RENE AR E i PR B HE

A BT 2—R% AV BT 2 —ABEWREL 7, tunnel FTRCOA L H T =— A%
gigaethernet
trunk—channe

AT 2 —AFKE AV HET 2 —AFEEREL 7, A BT 2—AEF T TRTOA L ET =2 —AF

in | out ZRFEPFEF P EREL £ in: in J5 [ EEBLOEE

R out: out J5[A]

TR A NEE TIRAYANEEEBELET, | T7ERUANES FTRCOT 7 A A NES

TIEAYAN TIEAYRANGERELET, 63 SCFLAN D T4 TRTOT78AY AN

[EEE—F]

o —FE—F (<> RFL~UlL14)

G

show access-lists statistics 2= K TR/REINDT 7 AU A DOFFHE®RZ AL L £5,

LANfll (Za vy b LIZETHAR—F) OFREICOWVT, [FH—0 vian IEED A > ¥ 7 = —ABNET 5550
TEHRITPIHECx £ A (clear access—liststatistics lan out 2 <2 R Z{FEHL T 7ZE W),

(547 1]
77 BAY A b OFEHERE DL £

#clear access—lists statistics

9.1.2 clear access-lists spi

[BE]

SPIl F—7 x> K U OHI

[ A
clear access-lists spi [ f v F# T =2— AL > AL H T = —AFK 7T >]
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[$F 2—4]
RTRA—H RIENE e 2 s
A BT =2 — A4 AV BT 2= AL ERELET, - FTRTCDOA X T =— A%
AV BT = —AKE AV BT 2 —AFEERELET, - TRTCDA L E T =2 —AF
e
7oL FTRTOSPl F—7 = b U E2FIHHE | - -
THEARIHREL £,
[EhEE—F]
Befe o — Y —R (<2 L~ 14)
[FiA]
SPl7—7 x> b U ZHIBRL £,
[Z=1741]
SPl7—7 x> b U ZHIBRL £,
#clear access-lists spi
9.1.3 clear access—lists statistics spi
[#%5E]
SPl 7—7 =2 b U OFFHEROAIHME
[ AT
clear access-lists statistics spi [ f ' X 72— AL > A X T =— A5 >]
[$F 2—%]
IRT A=K R ENEA R b 2 s
A BT =2 — A% AV BT 2= AL ERELET, - FTRTDOA L HT 2 — R4
LB T 2 —AEE AV BT 2 —AFFEREL £7, - FTRTOA L Z T 2 —RAF
ke
7oL FTRTOSPl F—7 V= N OFEHE#REY | - -
PTG AR EL £,
[EhEE—F]

g — Y E—F (a2 FL UL 14)

[Fin]
SPl 7—7 v b Y ORfEFHERZ ML L £7,

[51761]
SPl 7—7 x> b U OFEHEREZHIERL £,

#clear access-|ists statistics spi
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9.1.4 clear access—lists statistics spi summary

[#RE
SPL7—7 vy kU oY= VIERO ML

[ AT

clear access-lists statistics spi summary

[EhEE—F]
i — Y E—RF (a<rRFNL L 14)

(o]
SPL 7 —7 vy b U oY~ VIEREZNLEL £

[F1741]
SPL 7 —7 vz b U oY~ VIEREZMLIEL £

#clear access-|lists statistics spi summary

9.1.5 clear access—lists statistics to—host

[#4AE]
FRSEEESERIEM T 7 2 2 ) A k OFEHERO YL

[ AT

clear access-lists statistics to—host

[#h{EE—F]
g —YFE—F (a2 FL UL 14)

G
show access-lists statistics to—host T~ R CRRI N5, HRFEELFHT 7 82X U 2 s O#FEHEREZ ML L
*7,

[547 1]
FRSEEERBM T 7 2 2 U 2 b OFFHEREIEL £

#clear access-|ists statistics to-host

9.1.6 clear access-lists log statistics

[#&8E]
77 AY R s O EROIL

[ AT

clear access—lists log statistics
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[B1fFE— ]
ot — T —
(@A)

(<=2 R~ 14)

T 7EAY A7 OREHERZOEEL £,

(217 4]

B /RsiE et AT 722U 2 ks OffFHE#RE L L £37,

#clear access—

lists log statistics

9.1.7 clear access—lists statistics lan out
[#rE]
show access-lists statistics lan out 2~ K CE/RINBT 7R Y X s OEEHEHR & F1H1L
[ AT
clear access—lists statistics lan out [{< 7 7RV Z " FE B> [< T 7R Y A4 > 1]
[RF x—%4]
IRTG A=K BRENE R T A AW IF
TIEAYANES FoRTHT /AT A |1 ~99 (IP{EH%E ACL) RELTHHETOD
FEFEEELET, 100 ~ 199 (IP $8% ACL) TIREAY A NBE

10000 ~ 19999 (IP fZ=#& ACL)
100000 ~ 199999 (IP #Z=#E ACL)
1300 ~ 1900 (IP FE#E ACL)

2000 ~ 2699 (IP $53E ACL)

20000 ~ 29999 (IP $i59E ACL)
200000 ~ 299999 (IP 459§ ACL)
3000 ~ 3999 (IPv6 #&#E ACL)
30000 ~ 39999 (IPv6 fE#E ACL)
300000 ~ 399999 (IPv6 fE#E ACL)
4000 ~ 4999 (IPv6 $59E ACL)
40000 ~ 49999 (IPv6 JL5E ACL)
400000 ~ 499999 (IPv6 $59E ACL)
500 ~ 599 (mac)

5000 ~ 5999 (mac)

50000 ~ 59999 (mac)

500000 ~ 599999 (mac)

TIEAV AN FRTHT7EAV A |63 LFLAN O ACLNAME B o> 3055 HELTHDHETO
MEREL £7 LETET 78R
A b
VLAN-ID fi VLAN-ID fEZ 48 E L £ | 1 ~ 4094 B WEAR AT
R
any LAN 7R — b (GE1 " — -
k) Tl AF @ VLANID
%4 < 4 VLAN-ID %45
ELET,
[EEE—FK]
o —YE—R (<2 RFL UL 14)
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(G|
show access-lists statistics lan out I~ K CR/REINDHT Z7EAY X b OFEFHEREZ L 9,

[51761]
T 7EAY R N OFFHEREIHUEL £,

#clear access-lists statistics lan out
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9.2 T 27%RVRMEROFR

9.2.1 show access—lists

[#&5E]
T A R MMEROFT

[ AT
show access—lists [{< 77 BAV A FERZ > |<TI7BAY AL >}]

[XF x—%]

T A—H RENE 7% 7E i e
TIRAYANEE TIRAYANEEERELET, | T/7ERUANES FTRTCOT 7 A A NES
TIEAY AN, TIEAVARNGERELET, 63 SCFLAN D L T5] TRTCOT 7 EAY AN,

[Eh1EE—1]

Z—PE—F

[FAA]
TI7EAY R NDEREF L ET,
[Z=4761]
TIEAYANOE#RERRL ET,

#show access-|ists

access—list 100

description :

permit ip 192.0.2.1 0.0.0.255 any

deny udp any 192.0.2.1 255. 255. 255. 255
access—|list 101

description : Accept TCP

permit tcp any range [100, 200] any eq [100]

#

(&7 4 — R DOE%]

access—list ....ooeeeiiiiiiieeeeiinn. TIEAVANESERITT 78RV AN EFRRL ET,

description ....ocoveeeiiieeiinnnnns TIEAYANMIERESNT-MAESEZRRL ET,

DEIME weveeeeeeeeee e, HETHE Ny NEFRAT AN ERRLET,

AENY oo BETOHNNTy NEREST OIS N ERRLET,

FANZE tevneveeneiieneeieeeeeaneeenns TCP £721% UDP ® range 8§ €& 17> CTWAEAIZ, range #FHD TR, EIR%A £
LET,

9.2.2 show access—lists statistics

[#4HE]
77 AY A b EEHERO R
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[ AT
show access—lists statistics [ £ > Z 7 =—2Z4 > [{in|out }[{(K T Z7BAVRARES I T 7RV XM >}1]]]
[XF x—%]
RTA—H AEZ AR E i PR A
A BT 2—R% AVHET 2= AL EREL £7, TRCDA VBT = — A%
tunnel,gigaethernet,trunk—
channel
AV HT 2 —AFR AVET 2 —AFFERELET, | AV ¥ T 2—2FF TRCDOA X T 2 —AFE
in | out ZAGWRFICHE AT 22/ EERFICHEA | in: in F1A) EEB IO
THNEREL T, out: out J5[A]
TIEAY A NEE TV RAYANESEBELET, | T7EAVANES TRCOT 7 AY A NEE
TIEAY AN TIEAYANAERELET, 63 SCFLAN D L5 TRCOT 7 A A4
[EFE—F]
Z—PE—N
GILEED

TR AD AN OFEHEREFERL £7, ip/ipv6/mac access—group 2~ K T count A7 a3 U EFREL TV
Wy F VoW TIEERENEEA,

LANfll (2ey kN 1ICETAHR—F) OREICONT, [FH—0 vian IZEBED A > ¥ 7 = — AN E/T 585 0OKE
TEMRITF R TE TH A (show access—lists statistics lan out 2 <2 R Z{HEHL T 7ZE W),

[31761]
T EAY A N OKEHEREFRRL E9,

#show access-|ists statistics

Gigaethernet 1/1

Input
access—|ist 100
description :

permit ip 192.0.2.1 0.0.0.255 any
match 0 packets
deny udp any 192.0.2.1 255. 255. 255. 255
match 0 packets
access—list 101
description : Accept TCP
permit tcp any range [100, 200] any eq [100]
match 0 packets

Output
access—list 100
description :

permit ip 192.0.2.1 0.0.0.255 any

match 0 packets
permit udp any 192.0.2.1 255. 255. 255. 255
match 0 packets

[%7 4 — LK OEH]
Gigaethernet .......ceceeeevunneen. A HET 2= A A 2T 2 —AF T hERKRLFET,
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Input Input ANCRE T B 1EME TR L £,

match 0 packets

access—list FREDEAITT &l match L7237 v b aEFRRLE4, LANfH] (e v b

LIZET AR —1F) OREIZOWVT, [F—D vlan [IZEED A X7 = —ANET S

HBaid, ORI T-) RRFRSNET,

OULPUL v, Output IZBIF 2R EF R L £7,
9.2.3 show access—lists statistics spi
[#rE]
SPI 7—7 /L kU OFfEFHEROFE R
[ A1)
show access-lists statistics spi [ £ X T =— A4 > [ £ ¥ 7 = — AFK 5 >]] [detail]
[T x—%]
RT A=K RENE AR e A HE
AU HT 2 —ARE AVHT 2 — AL EREL £7, TRTOA L HT =—A

AV BT 2= AFF AV BT 2 —AFSEHEL £, AVHET =2 —AFE

FTRTCOA L X T 2 — R

R

detail AR AR T OHEAICREL T, | -

L WHERTRAL X T 2—ADSPLTF— | - -
TNy N OREHEREFRRT DHHE
IZHELE7,

[EhEE—F]

Z—HFE—F

[FiA]

SPL F—7 =y b U OfEHERZFRL 3.

[5=1761]
SPIL 7—7 Ly kU OfEHE#R % #R L £9.

#show access-lists statistics spi

GigaEthernet 1/1
ip default spi enabled
ipv6 default spi enabled
ip spi ftp-data enabled
ipv6 spi ftp—data enabled
Input
SPI table
created by : access-list 100 out
permit tcp(6) 200.0.0.200 0.0.0.0 eq [50001] 100.0.0.100 0.0.0.0 eq [15000]
match O packets, remain 89 sec, TCP status:E

#show access-|ists statistics spi detail
SPI table informatio
Total entries
ip 5/250000, peak 5
ipv6 : 0/250000, peak 0

Global Counters

296

77 EAY A NEROER




a<w R Y7 7L R - @SR H9E T IEAU RN HE

ip

total match
icmp error
others

total mismatch

table overflow

ipv6 :

total match
icmp error
others

S o 4o X

total mismatch

S oo oo

table overflow

Timeout [sec]
ip : tcp-syn 60 tcp—fin 30 tcp-idle 3600 udp-idle 300 icmp 30 others 86400
ipv6 : tcp-syn 120 tcp—fin 120 tcp-idle 3600 udp-idle 300 icmp 60 others 86400

GigaEthernet 1/1
ip access—group spi timeout tcp-syn 120 tcp-fin 60 tcp-idle 3600 udp-idle 120
Input
SPI table
created by : access-list 100 out
permit icmp(1) 10.0.0.10 0.0.0.0 10.0.0.20 0.0.0.0 echo-reply (0) id 12345 seq 0
match 1 packets, remain 20 sec

(&7 ¢+ — R DEKE]

GigaFEthernet 1/1.cccuveeneenn.... AHE T 2—AG{ AN BT 22— A BT HEHRK R FT,
ip default spi enabled............ ip access—group default spi DR EN I N TWILIHEAICFERINET,
ipv6 default spi enabled......... ipvbaccess—groupdefaultspi DFEEN I N TWDHGHICFRRINET,
ip spi ftp—data enabled.......... ipaccess—groupspiftp—dataenable DR EN SN TWVWAHH/ICERINET,
ipv6 spi ftp—data enabled....... ipv6 access—group spi ftp—data enable DFREN I N TWVWDGEICERINET,
INPUL e Input NI B IEREERL 77,
SPI table .....ccerriiicann. SPItable 2R3 D1 H A Z R L £
createdby: ceeueeeueeeneeannn, SPl=y N U EERT Dt 72o727 7RV A 2FRL 7,

permit tep(6) 200.0.0.200 0.0.0.0 eq [50001] 100.0.0.100 0.0.0.0 eq [15000]
R EN=SPl= MU A#FRLET,
SPl=> R~y F LTy NMEFRRLET,
FEMAIN vevneeneeeeennnnn. SPl =~ U DHIBRE LD EFTOREE (BN . ) 2FRL F9,
TCP status............. TCP DIRENERIINFET,
S: B Eok 2 153 L 728 (SYN=1,ACK=0 D#%1F)
R P B RIS B IR U T2 RRE (SYN=1,ACK=1 D%(3)
E: B MESL L TV DIRRE (SYN=0,ACK=1 D41(E)
F P AT L LD L LTWAREE (FIN=1,ACK=1 Di%(F)
Total entries ...ooeeeeeeeeeeneennn.. SPlT—7 Nz b/ T—T N b R EFEARL 7,
total Mmatch..eeeuneeeeneeeneeeeennns Input KFiZ, SPI = MU=y F LI ry hofaE£RrRL F7,
totalmatch (C T 7> b EN727 v DN, icmp =T —/87 v b EZFEHTL .
F A EENDE Xy PSPl U I~y F LiBm L3 7 v h D

icmp error

ARRLET,
Others.......coovvvvvviiiiieeenn... FRONRT y NS LWy hOEERRLET,
total mismatch ...o.uuvveuneernnnss Input FFIZ SPI = F U MR L, SPl=> M VIZ~wyF Lo 7e Ty D
PaeRRLET,
table overflow ..................... SPIl 7—7 NWVOixk KTy b UEAEBATSPL= MU Z/ERRL K5 & L CTRE

LTy bofERrL £,
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Timeout[sec]....oveeeeeeeenaaenn.. ip/ipv6 spi entry 2~ K TREINT-ZX A LT U MM EZFERL £, RENR
WIEAIE, T ANV MEERRL £,
ip access—group spi timeout... f > ¥ 7 = — A IR ESINTZX A LT 7 MR ZFRL 9, REDLRWVGES
IE, BREITWVER A,

9.2.4 show access—lists statistics spi summary

[BaE)

SPl 7—7 x> b U DY~ U EROETR

[ AT

show access-lists statistics spi summary

[EEE—1]

e

G|
SPI 7—7 vy b YOV~ U EREFRRL £,

[ 5247 61]
SPI 7—7 vy b YOV~ U EREFRL £,

#show access-|ists statistics spi summary

SPI table information
Total entries

ip 5/250000, peak 6
ipv6 : 0/250000, peak 0
Global Counters
ip
total match 45
icmp error 0
others 45
total mismatch 0
table overflow 0
ipv6 :
total match 0
icmp error 0
others 0
total mismatch 0
table overflow 0
#
(&7 4 —L R OFEKE]
Total entries .............cc.ouu... SPL7—7 N>y MU/ T—7 = b Y BB, SPl=> MU oY — 7% %
~LET,
total match ........coecvevennene. Input FEIZ, SPI =2 b Vv F L7727y F OFEFRRL £7,
iCIMP eITor wvvvvveiiviiieeeeennnnn. total match |2 W7 > b iz F O, iemp =7 — 37y R EEATL .
T—=HEIZEENDTy RSPl MV IZwyFLERLIZ/ VY N O
ERRFLET,
Others .oooovvveeeiiiieeeiin. ERoONry MZEES LRV y NOFAEFRRL £97,
total mismatch ..........c......... Input B2 SPI =2 R U MR L, SPI=y M VIC= v F LR34 » O

298 TR ) A MEROFR



a<w R U7 7Ly A - EHEHR

H9E T IEAU RN HE

table overflow

9.2.5 show access—lists statistics to—host

[B%AE)

BRSEEB MY 7 2 U 2 M #EHEROFR

[ AT

show access-lists statistics to—host [detail]

ZFoRL £7,

SPlF—7 NVDig Ry F VEEBZ TSPl MY 2{ERLL L9 & L THRBLT-
Ry OB EFRRL ET,

[R5 x—%4]
NT A=K HENE T R IR
detail B E R R TOLAICHEEL £ R
R
[#h{EE—F]
Z—PE—N
[FiA]

HRsuBEHEM T 7 82U 2 b OFGEHERZRRL £,

[Z2174]

T RERAY A O

RHEHRAE RN L £,

#show access-|ists statistics to-host

entry

IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
[Pv4
[Pv4
[Pv4
IPv4
IPv4
IPv4
IPv4
IPv4
IPv4
[Pv4
[Pv4
IPv6
IPv6
IPv6
IPv6

BGP
DOMAIN
FTP
ISAKMP
NTP
SNMP
TACACS
TELNET
VRRP
L2TP
OSPF
L2TPv3
SURVEY/SLA
SSH
DHCP
1CMP
RADIUS
SIP
RIP
1GMP
TWAMP
BGP
DOMAIN
FTP
ISAKMP

match packets
0

0

420

181
585

6813

2511

o

O O O ©O O O O O O o o o o
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IPv6 NTP
IPv6 SNMP
IPv6 TELNET
IPv6 VRRP
IPv6 L2TP
IPv6 ND
IPv6 OSPF
IPv6 L2TPv3
IPv6 SURVEY/SLA
IPv6 SSH
IPv6 DHCP
IPv6 ICMP
IPv6 SIP
IPv6 TWAMP
#

O O O O O O O O O O o o o o

#show access—|ists statistics to-host detail

[Pv4 BGP
permit tcp(6) any eq bgp(179) any
match 0 packets
permit tcp(6) any any eq bgp(179)
match 0 packets

[Pv4 DOMAIN
permit udp(17) any eq domain(53) any
match 0 packets
permit udp(17) any any eq domain (53)
match 0 packets
permit tcp(6) any eq domain(53) any
match 0 packets
permit tcp(6) any any eq domain(53)
match 0 packets

IPv4 FTP
permit tcp(6) any range [ftp-data(20), ftp(21)] any
match 420 packets
permit tcp(6) any any range [ftp-data(20), ftp(21)]
match 0 packets

[Pv4 1SAKMP
permit udp(17) any any eq isakmp (500)
match 0 packets
permit udp(17) any any eq [4500]
match 0 packets

[Pv4 NTP
permit udp(17) any eq ntp(123) any
match 782 packets
permit tcp(6) any eq [123] any
match 0 packets

[Pv4 SNMP
permit udp(17) any any eq snmp(161)
match 0 packets

IPv4 TACACS
permit udp(17) any eq tacacs (49) any
match 0 packets
permit tcp(6) any eq tacacs(49) any
match 585 packets

[Pv4 TELNET
permit tcp(6) any eq telnet(23) any
match 0 packets
permit tcp(6) any any eq telnet(23)
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match 6832 packets

IPv4 VRRP
permit [112] any 224.0.0.18 0.0.0.0
match O packets

IPv4 L2TP
permit udp(17) any any eq [1701]
match 0 packets

IPv4 OSPF
permit ospf(89) any any
match 2521 packets

[Pv4 L2TPv3
permit [115] any any
match 0 packets

IPv4 SURVEY/SLA
permit icmp (1) any any survey/sla
match 0 packets

[Pv4 SSH
permit tcp(6) any eq [22] any
match 0 packets
permit tcp(6) any any eq [22]
match 0 packets

[Pv4 DHCP
permit udp(17) any any eq bootpc (68)
match 0 packets
permit udp(17) any any eq bootps (67)
match 0 packets

IPv4 ICMP
permit icmp (1) any any
match 0 packets

IPv4 RADIUS
permit udp(17) any eq [1812] any
match 0 packets
permit udp(17) any eq [1813] any
match 0 packets

IPv4 SIP
permit udp(17) any any eq [5060]
match 0 packets
permit udp(17) any any eq [5070]
match 0 packets
permit tcp(6) any any eq [5060]
match 0 packets
permit tcp(6) any any eq [5070]
match 0 packets

IPv4 RIP
permit udp(17) any any eq rip(520)
match 0 packets

IPv4 1GMP
permit igmp(2) any any
match 0 packets

IPv4 TWAMP
permit udp(17) any any eq [862]
match 0 packets
permit tcp(6) any any eq [862]
match 0 packets

IPv6 BGP
permit tcp(6) any eq bgp(179) any
match O packets
permit tcp(6) any any eq bgp (179)
match 0 packets
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[Pv6 DOMAIN
permit udp(17) any eq domain(53) any
match 0 packets
permit udp(17) any any eq domain(53)
match O packets
permit tcp(6) any eq domain(53) any
match 0 packets
permit tcp(6) any any eq domain(53)
match 0 packets

IPv6 FTP
permit tcp(6) any range [ftp-data(20), ftp(21)] any
match 0 packets
permit tcp(6) any any range [ftp-data(20), ftp(21)]
match 0 packets

[Pv6 ISAKMP
permit udp(17) any any eq isakmp (500)
match 0 packets
permit udp(17) any any eq [4500]
match 0 packets

IPv6 NTP
permit udp(17) any eq ntp(123) any
match 0 packets
permit tcp(6) any eq [123] any
match 0 packets

IPv6 SNMP
permit udp(17) any any eq snmp (161)
match 0 packets

IPv6 TELNET
permit tcp(6) any eq telnet(23) any
match 0 packets
permit tcp(6) any any eq telnet (23)
match 0 packets

IPv6 VRRP
permit [112] any ff02::12/128
match 0 packets

IPv6 L2TP
permit udp(17) any any eq [1701]
match 0 packets

IPv6 ND
permit icmp6(58) any any neighbor-solicitation (135)
match 0 packets
permit icmp6(58) any any neighbor-advertisement (136)
match 0 packets

IPv6 OSPF
permit [89] any any
match 0 packets

IPv6 L2TPv3
permit [115] any any
match 0 packets

IPv6 SURVEY/SLA
permit icmp6(58) any any survey/sla
match 0 packets

IPv6 SSH
permit tcp(6) any eq [22] any
match O packets
permit tcp(6) any any eq [22]
match O packets

IPv6 DHCP
permit udp(17) any any eq [546]
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match O packets
permit udp(17) any any eq [547]
match 0 packets

IPv6 ICMP
permit icmp6 (58) any any
match O packets

IPv6 SIP
permit udp(17) any any eq [5060]
match 0 packets
permit udp(17) any any eq [5070]
match 0 packets
permit tcp(6) any any eq [5060]
match 0 packets
permit tcp(6) any any eq [5070]
match 0 packets

IPv6 TWAMP
permit udp(17) any any eq [862]
match 0 packets
permit tcp(6) any any eq [862]
match 0 packets

(&7 ¢+ — R DEKE]

ENELY wvvvieeeeeeeee e BELIZT N UEE, FRETIT 740 N CEERBEIXISRE DT 0 b a L eRR
LET,

match packets .....ccoeveevnnenen. 7k aVORRFEIZyTF LB 3Ty MEREFRRL FT,

IPv4 BGP .voovieiiciiieiiene, HEMAERTTL S0 b a Lt FRELET,

permit tcp(6) any eq bgp(179) any

........................................ ~ v T ERTLET,

BEO~ Yy FERERH DT 0 kAT TUIEBITERL 75,

Y FRRERDOITARIENT Y FDHTT,

match 0 packets ................. Rz~ FLIZBRSEAS Ty M ERRL £7,

9.2.6 show access-lists log statistics

[#&8E]
T2 A Y A oS OHEIERE FR

[ AT

show access—list log statistics

[E{EE—F]

SR

(G|
TR AY AN aZOEHEREERLET,

[51761]
TR AY AN a O EREERLET,

#show access—|ists log statistics

Access-list log limit 60
IP
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Logged packets 0
Missed packets 0
Syslogs 0
IPv6

Logged packets 0
Missed packets 0
Syslogs 0
#

(%7 4 — L RDEK]

Access-list log limit ............ access—list log limit F% EFWE X RL £,
TP IPvd 237w b OFEHER AR T L £,
Logged packets ................... NP CACL BV HREDF — X _N— R |Z50 L=y AR FRFLE7,
Missed packets ..........c........ NP T ACL B 7 HEREDT — X X— AN NS XN D= DREE TE R o T2
MgEERRLET,
SYSIOZS weneeeeeeieeeeeeeeeen, WALz Al HeRzrL £7,
IPV6 e IPv6 /Xy b ORFEHEHREZ RS L £7,

9.2.7 show access—lists statistics lan out

[#&6E]
LAN (2o vy k1 OFR—F) OEEFEMOT 7R Y A KO vlan FOFFHERE FR

[ A
show access-lists statistics lan out [{< 7 Z7E AV AR FEZ | T 7R XA 4 >}]
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[T x—#]
RT A=K X EA X AE i AR IRE
TIEAVARNER FRTLHT7BAVARNE |1 ~99 (IPfZE#E ACL) BELTHDLETO
BEREELET, 100 ~ 199 (IP fIZ5E ACL) TIRAY A NFE
10000 ~ 19999 (IP #E#E ACL)
100000 ~ 199999 (IP fE#E ACL)
1300 ~ 1900 (IP f=#E ACL)
2000 ~ 2699 (IP Jiz4E ACL)
20000 ~ 29999 (IP #i59E ACL)
200000 ~ 299999 (IP A3 ACL)
3000 ~ 3999 (IPv6 IE#E ACL)
30000 ~ 39999 (IPv6 #Z%E ACL)
300000 ~ 399999 (IPv6 1=t ACL)
4000 ~ 4999 (IPv6 459 ACL)
40000 ~ 49999 (IPv6 JIL8E ACL)
400000 ~ 499999 (IPv6 i3k ACL)
500 ~ 599 (mac)
5000 ~ 5999 (mac)
50000 ~ 59999 (mac)
500000 ~ 599999 (mac)
TIRAU A4 FRTDHT7RAV AN | 63 LFLINO ACLNAME L L7251 BELTHDILETD
ERELET, LAt ET 72 AY
N
VLAN-ID fi VLAN-ID fEZf8EL £7, | 1 ~ 4094 B AT
any LAN R —h (GE1 &R —F ) -
T VLAN-ID %R
<4 VLAN-ID Zf5E L £
7
[#h{EE—F]
Z—PE—F
GLEED

LAN (Zav b 1 OFR—F) OFEROT 7R AR vlan HBOFEFIEREERL £9, ip/ipv6/mac access—
group 2~ K Tceount &7 ¥ 3 VEHEL TWRWVWTZY F U IZOWTIEFRRENERA,

(517 1]
LAN (Zm2y k1 OF—F) OEEMOT 7% 2D Z b o vian BOFFHE @A R L ET,

#show access-lists statistics lan out
LAN

vlan-id 11 output

access—list 100

description :

permit—log ip any any

match 0 packets

(%7 4= F O]

LAN ittt LANl A &7 =2—ATHDHZ LaRLET,

vlan—id 11 output vlan ® ID EEFEROKHFERTHD Z 2R T,

access—list 100 .........ccceee.. access-list FH F/-IFL4RIEERL T,

description : ..eceeeeveeeeeeeennns description REDNEEF/RL £,

permit-log ip any any ........... access-list DFATOHREEFE/RL £,

match 0 packet ......ceeeveeeeee. REIC~yF LTy M (Mi% vlan O LAN Ml A > 2 7 = — ZADEFHE) 2FER
LET,
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9.2.8 show ext—base filter

[T 77— A7 =T R3—T 3 0]

[#5E]
A7 ¢ L X HEREBEE O FoR
[ AT
show ext-base filter <allowlist Z 5 > { summary | allowlist [ mac | ip | failed ]}
[RF x—%4]
RT A=K X ENA X AE S [ AW IRE
allowlist 7%= allowlist FZZHEEL E7, |1 HWEA AT

summary | allowlist

W~ VIHEH /allowlist D7 K
U ARERIERE TR L F
7

summary: = U {F#
allowlist: 7 R L 2 &gk 5 #t

mac | ip | failed

FRTHT RNV ADfEH %
REL £T,

mac : MAC 7 R L &
ip:IPvd 7 KL A

allowlist (28 gk S
TWABT KL A%4

failed : BERIFLT K L R TERRLET,
[#h{EE—F]
a—PE—F
GLEED

BT ¢V ZBERECHEA T2 allowlist [IZBAE T 2@ A R L 75,

[31761]
allowlist OV~ U R EFRRL £,

#show ext-base filter 1 summary

Destination : 12.1.1.2

Allowlist

No. Protocol Entries Last update

1 MAC 4/600 03:18:21 2020/11/05
1 IP 4/600 03:18:21 2020/11/05

allowlist D7 K L ABERIF#HR A TR L £,

#show ext-base filter 1 allowlist

Allowlist

No.  Protocol Entries Last update

1 MAC 4/600 03:18:21 2020/11/05
1 IP 4/600 03:18:21 2020/11/05

MAC address : 2e:d4:44:01:23:45
MAC address : 2e:d4:44:01:23:46
MAC address : 2e:d4:44:01:23:47
MAC address : 2e:d4:44:01:23:48
#

[P address : 192.168.0.1
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[P address : 192.168.0.2
[P address : 192.168.0.3
[P address : 192.168.0.4

#show ext-base filter 1 allowlist ip

Allowlist
No. Protocol Entries Last update
1 IP 4/600 03:18:21 2020/11/05

[P address : 192.168.0. 1
[P address : 192.168.0. 2
[P address : 192.168.0.3
[P address : 192.168.0.4

#show ext-base filter 1 allowlist mac

Allowlist
No. Protocol Entries Last update
1 MAC 4/600 03:18:21 2020/11/05

MAC address : 2e:d4:44:01:23:45
MAC address : 2e:d4:44:01:23:46
MAC address : 2e:d4:44:01:23:47
MAC address : 2e:d4:44:01:23:48

#show ext-base filter 1 allowlist failed

Failed to register in the allowlist.

MAC address : 2e:d4:44:01:23:50
#
IP address : 192.168.0. 50

[%7 ¢ — F OFER]

Destination ..............cceeeunnn.. BT VA FEEEOERIEE IP T R L A% KR L 7,
ANOWISt oo allowlist DIFWAFRL 97,
NOueeeeie e .allowlist FHERRL £,
Protocol....ceeeeeeeeeeeeeiiiiiiann, aharEzRnRL ET,
ENtries......oeeeeiviveeeeeiiieeees allowlist [ZB RSN TVWDH = b U EBERFTREZR IR N U ZR AL £7°,
Last update «eeeeeeeeeeeneeennnnes IAET AT H R Fon L £9,
MAC address .........cceeeeennn... MAC 7 R L A& FKRL 9,

IP address ....ooceveeevenneennnnnnn. IPvda 7 R L R&FRL £7,

9.2.9 show fqdn-list

[#&8E]
fqdn-list IZHE LTV 5 FQDN D5 % F<
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[ AT

show fgdn-list [fqdn-list &= ]

[R5 x—%4]

RT A=K X EA X AE i AR IRE

fqdn-list &5 ¥ L1z fqdn—list B D4 | 1-50 AT O fadn-list FH =
B U727 R L A& FoR DIERNFRINE
LET, T

[Eh{EE—F]

Z—PE—F

[FimA]

fqdn-list {23 E SN TV 5 FQDN DI a #Fr L £,

[547 6]
fqdn-list |ZF%E STV 5 FQDN Ok &2 FRr L £77,

#show fadn-list

fadn-1list 1
www. fnsc. co. jp
[Pv4 Address
192.168.0. 1
192.168.0. 2
192.168.0.3
192.168.0.4
[Pv6 Address
unknown
www. fnscl. co. jp
[Pv4 Address
unknown
[Pv6 Address
2001:abc::1:
2001:abc::1:
2001:abc::1:
2001:abc::1:
fadn-1list 2
www. fnsc2. co. jp
[Pv4 Address
192.168. 2.1
192.168.2.2
192.168.2.3
192.168.2. 4
[Pv6 Address
2001:abc::
2001:abc::
2001 :abc::
2001:abc::

B w N =

B ow N =

(&7 ¢+ —/L R DEKE]

fqdn=list ...ovvveeeeiiiieeeeeeienn. fqdn-list DFFERRL 7,
WWW.TNSC.COID vevvneernneeenannns FQDN Z#F& /R~ L 77,
IPv4 Address ........c..c....... LRI U= IPvd 7 R L 2B FoR L 77,
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IPv6 Address ......oueveuneenn.. ARRI L T2 1Pv6 7T R L A& KR L £97,
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9.3 MACTERULRAZ 4)N&VY v RADIUS 333FRS
M

9.3.1 clear macfilter interface

[#%5E]

SREEAE I L TW A MAC 7 R L 2D ERL,

[ A7)

clear macfilter interface [{ A > Z 7 = — 24 > K A v # 7 = — AFK5 dvlan-id KVLAN-ID f& >|any}} [MAC 7 K L A ]]

[T x—%]

RT A=K BERZ % A i [ AW IR
AUV HT 2 —ARE A BT 2 — AL EREL 7, gigaethernet, lan ETCDA L HET =—AD
N AHE 7

AV BT 2 —AFEE AV BT 2= ABZERELET, | A 27 =2—R2FS MAC T L 2 & Bt

VLAN-ID f§ VLAN-ID fEZ fEE L £7°, 1-4094 HIEAT]

any vlan-id any JE A > X 7 = — ARX} | -

Gl ET,

MAC 7 K L & MAC 7 R L AZHEL £7, HHHH.HHHH.HHHH &3 BELEAVEZ T 2—AD
ATHMAC 7 K L A% 5
it

[E{EE—F]

g —FE—F (2~ L~ 15)

[FAA]

FREEMNAREIL TW5D MAC 7 R L 2 2Bk L £,
[51761]

FREENAREIL TW5D MAC 7 R L 2 2Bk L £,

#clear macfilter interface

#

9.3.2 clear macfilter statistics

[#&6E]
FRREIC L W 1B D72 MAC 7 4 V2 —DREFHER O WML

[AFE K]
clear macfilter statistics[{ A > % 7 = — A4 > A ¥ 7 =— A% 5 dlvlan—id {{VLAN-ID f& >|any}} [MAC 7 K L 2 ]]
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[T x—#]
INT A=K RIENE % T it R A M B
A BT 2 — A% A BT 2 — AL EREL £7, gigaethernet, lan BETDA LV H T = —ADKE
Ao H T AR | A BT AEREEEL I, | Ao F T A B il
VLAN-ID f§ VLAN-ID fEZHEE L £, 1-4094 BMERT]
any vlan-id any BREA > ¥ 7 = — AN% | -
LLrien 1,
MAC 7 R L & MAC 7 R L 2% #EL F£7, HHHH.HHHH.HHHH Bz BELILA X T = —ADHK
FHE SR AL
[BifFE—NR]
Ko —HE—F (<L~ 15)
[FiA]
FRREIZ L W BB e MAC 7 4 V2 —O#EHESREZ IR L £,
[F=1741]
FRREIZ L W BB e MAC 7 4 V2 —OREHEREZ L L £,
#clear macfilter statistics
#
9.3.3 clear radius—group
[#%aE]
show radius—group = ~ > K O#c 1 O gIH L
[ AT
clear radius—group statistics [< FRFFEZ /L —7"4 >]
[RF x—%4]
NT A=K RIENAE T R B I
REALT N—T 4 FRES VT A EREL £, 63 SCFLAPN D CDATA ! A TORIT N—T DFEEE
A RHYL
[#h{EE—F]

il — Y —FK (<2 KL~ 15)

G|
show radius—group 2~ > K TR/RSINDMaHERZ L £,

[ 5247 61]
show radius—group 2~ K TR/RSINDMaHERZ L £,

#clear radius—group statistics

#
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9.3.4 show macfilter interface

[#rE]
FWEFIZ L VESNTZ MAC 7 V2 — 15D FR
[ AT
show macfilter interface [ A > Z 7 = — 24 > K A v & 7 = — AFKF dlvlan-id KVLAN-ID f& >|any}} [MAC 7 K L 2 ]
[XF x—%]
IRT A=K HENR X E A B IR
A BT x— AL A BT 2 — AL EFREL | gigaethernet, lan ETDA L HT =—
9, A DG AE R
A BT 2—AF AVET 2 —AFFERE | AV X7 =—REFF
LET,
VLAN-ID i VLAN-ID fliZ 48 EL £9°, | 1 ~ 4094 BWEA AT
any vlan-id any &*EA > 7 =— | -
ANKIRERY F7,
MAC 7 R L & MAC 7 RL ZAZ¥EL £ HHHH.HHHH.HHHH &3 LETOMAC T R L
+. ADIERE TR
[#h{EE—F]

Bt — Y E—F (a2 LUl 14)

[FiA]
FEEIC X W ES N MAC 7 4 V2 —IEHEFoRL 7,

[Z=4761]
FEEIC X W ES N MAC 7 4 V2 —5HEFoRL 7,

#show macfilter interface

MacAddress AuthStatus Elapsec Timeout NAS-Port
[lan vlan-id 1]

0080. bdf0. 1111 AUTHORIZED 12345 1
[gigaEthernet 2/1.1]

0080. bdf0. 2222 AUTHORIZED 10234 0502010001
#

[%7 4 — F OFER]

[(an vlan—id 1]............coevvn. A BT 2— A% FRLFET,

LAN il (v b 1IZETHHR—F) OEEIE vian-id EZ R R L £,
MacAddress............oueeeeeen. FRECTHELNZMAC 7 RV AR FRL £,
AuthStatus .......ooveeeeeevnnnnnns. HAFCHELNTZMAC T RV ABDOAT —H A%HFRL £1,

AUTHENTICATING : REEH
AUTHORIZED : F8FEARZH L 815 "l HE
UNAUTHORIZED : #jpJE8REIC R L 7= U

ElapSec cevueeeeeeeeeeeeieeeeenen. FRRERRE L 7= ™ U D3MREF L et TV DB (BLL - ) 2R L £,

TIMEOUL .oevvvevvviiiieeeeeeeeeeens Session-Timeout fEDKFR] ( BAL : B) #FKAL £,
Session—-Timeout fENEEVWIGAIXZEM & 720 £97,

NAS=POIt coeieeiiiiiiiiinn. RADIUS $—/ 3% %€ C nas—port interface—number Z 7% & L TW DA, NAS-Port (2
ANDEERRL ET,
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9.3.5  show macfilter statistics
[#rE]
FRERIC L VBB NI MAC 7 4 v X — D EHTFR O E R
[ AT
show macfilter statistics [ f > &% 7 = — 24 > 4 ¥ 7 = — 2% 5 dlvlan-id {({VLAN-ID f& >|any}} [MAC 7 K L 2 ]]
[XF x—%]
IRT A=K HENR X E A B IR
A BT x— AL A BT 2 — AL EFREL | gigaethernet, lan ETDA L HT =—
7, A DG AE R
A BT 2 —AKE AVET 2 —ABBERE | AV ¥ 72— AEE
LET,
VLAN-ID i VLAN-ID fliZ 48 EL £9°, | 1 ~ 4094 BWEA AT
any vlan-id any &*EA > 7 =— | -
ANKIRERY F7,
MAC 7 R L & MAC 7 RL ZAZ¥EL £ HHHH.HHHH.HHHH &3 LETOMAC T R L
+. ADIERE TR
[#h{EE—F]

Kt —YFE—F (a2 L~ 15)

[

GILED|

SRERIC L VBB MAC 7 4 V& —fE#HH5 AUTHORIZED & 72> TWA T b U OfEHERE R AL £7,

[31761]
FRERIC L VBT MAC 7 4 V& — &35 AUTHORIZED & 72> TWA T b U OfEHERE R AL £7,

#show macfilter statistics

MacAddress recv frame recv bytes send frame send bytes
[lan vlan-id 1]
0080. bdf0. 1111 0 0 0 0
[gigaEthernet 2/1.1]
0080. bdf0.2222 0 0 0 0
#
(%7 1+ — 1 FOEK]
[(an vlan—id 1]............coevvn. A BT 2—A5FRLET,
LAN il (v b 1IZET DR —F) OEEIE vian-id EEZ R R L £,
MacAddress............oueeeeeen. FRECTHELNZMAC 7 RV AR FRL £,
recv frame ...........coeeeeeeennnn.. ZET7V—AHEFRL ET,
recV bytes wuuvvvvuvernreinnennnn, ZENA AR £,
send frame ............coevvveeennnn. EET7LV—EEFRLET,
send bYtes .oouuvevveeeeneeennnnenn. EENA N ERRLET,
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9.3.6 show radius—group

[#rE]
RADIUS ¥ — DR AEFK IR
[ AT
show radius—group [ FRiEZ IV —7"44 >]
[T x—#]
RT A—H BRENE X E A B IR
PRET V—T 4 PREZ NV —T B ERREL F | 63 SUFLIAND CDATA 7! ETORFET N—T
+. TR
[#h{EE—F]

g2 —FE—F (<> RFL~UlL14)

[FiA]

RADIUS ¥ — _DIREEEFR L F7,
[51761]

RADIUS Y — _DIREEEFR L F7,

#show radius—group

[ Radius group : RADIUST ]

Server Status Auth-port Acct-port
1.1.1.1 not_use 1812 1813 *

Radius retransmit count : 3

Radius timeout : 5 seconds

Radius changeback time : 0 minutes (00:00:00)

Timeout/Last timeout : 0/

Radius send : 0
Auth-Request/error : 0/ 0
Acct-Request/error : 0/ 0

Type start/error : 0/ 0
Type stop/error : 0/ 0
Type on/error : 0/ 0
Type off/error : 0/ 0

Radius recv : 0
Auth-Accept/error : 0/ 0
Auth-Reject/error : 0/ 0
Acct-Response/error : 0/ 0
Auth-Chal lenge/error : 0/ 0

#

[%7 4 — LK OEK]

Radius group :...eeeeveveuneeeeenn. RADIUS /' Vv —7 % &L £77,

SEIVEL et RADIUS #— 3D IP 7 R L 2% FR L 9, " BT W0Wadxr b Ui, #IDIChH
WEDEEITO V=N (B b =) D= MY ERLET, TR AN 30X
FL LR DG EITUATL TERLET, WL b =D ) A FRHF A A
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T RLESE. ROV—="BHL v b= £9,
SEALUS v e e e e e RADIUS % — ORI AR R L 7, BEATORFET 7 & AREZI1T 5 RADIUS
P—"ORREERL FT,
up: RADISU Y — "B C& /=2 L &RLET,
down: RADIUS — "RMEHTE oz Z B2 L ET,
not_use: —J& ¥ RADIUS H— "~T 7 XL TWRWIRREZ R L £,

AUth=POrt...cvvieieeieiienienene. RADIUS ¥ — 2R T 2 720 DR — &R (F— M) Z2FRL £9,
ACCEPO e RADIUS Y — N ZEE5E T 5 72 D Accounting AR — M B HE2FK AL £9,
Radius retransmit count: ....... RADIUS H—/3~D U b 7 A Bl GREM) #RR-LET,
Radius timeout: ................... RMMB%—Aﬁ%@mKﬁ%ﬁW( REM) ZFRRLET,
Radius changeback time: ....... BRESNTE RLUREMEFR AL 9, FEINAITE Y B350 a2 RR L 7,
‘“Hﬂﬁlfib‘%/u\& Hohh 0 RRRINET,
Timeout/Last timeout. : ....... AL R —=RELTY NI4T T LB &% R T 470 b LR

ERTALET, VNITAT U LT RITIUE, BBV N T7A4T7 0 8 L7KRE-E
IXFERENFH A, changeback-time 2~ K OFRENLWEAE L L L 0 NETR

SNET,
Radius send: ........cccoveruennenn. RADIUS $—/SIZiEE L 72X MR R L £7
Auth-Request/error:............ Access—Request ZE[F L7 Ty N/ HZA LT R LTy MEERRL
3N
Acct-Request/error:............ Accounting-Request ZEF L7287 v N/ A LT T R LT Ty NfEZR
RLUET,
Type start/error: ............. Acct=Status—Type 73 Start TH o727 NOEEH, XA LT T~ LTI2¥%E
HRLET,
Type stop/error: .............. Acct=Status—Type 25 Stop TH o737y N DEEH XA LT U b LTI-&EFE
RLUET,
Type on/error: ................ Acct-Status=Type 73 On THo72/37 v N DOREFE X A L7 7~ LickkzaE
~LFET,
Type off/error: ......ccuue..... Acct-Status—Type 28 Off T o7-/ "7 v N DEER Z A LT T LIEKER
~LET,
Radius recv:..coeeeeeeeeeeereeennns RADIUS =B 325 LTy M ERRL £97,
Auth—Accept/error: ............. EFIZS21E L7z Access—Accept DXy N/ =5 —5{5 (ACK FH Tlidewn
Ny NRORERI L 723y FERAR) LTEHER <L ET,
Auth—Reject/error: .............. EHFITSEE LT Access—Reject D3,/ =T —51(5 (ACK FH Tl 7 v k
OFRAELRI L 7oy b &BZ(R) LIz RT~LET,
Acct—Response/error: .......... EHZ512 L 7= Accounting—Response D% =7 —5215 (ACK 5H TIX /R
Ty NRBFERM L 1237 v N 2%E) LIEBEERRL E7,
Auth—Challenge/error: ......... EHFIZ5218 L7 Access—Challenge D3,/ =7 —%{Z (ACK HH TlERW iy

}\%munﬂz%ﬁ'ﬁbf;/\b‘/ ]\%Xﬁj) Lf;;&%é‘%ﬂ“bij—o
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10.1

10.1.1 ping

[BaE)

BB L 725658 £ To@E DR

[ AT

ping [[iplipv6|-1] < $64% > [source < EfEITLT K L 2 >] [repeat < EfE AL >] [size < F— & ¥ A X >] [timeout < & A A
77 b R O] [df-bit] [tt] <TTL & >] [interval < {2 R0 >1]
ping vrf <VRF 44 > [< 5d4% > [source < IXETCT K L & >] [repeat < 2E{E[E1%% >] [size < T — & ¥ A X >] [timeout < ¥
A L7 7 FEERA T [df-bit] [tt] <TTL {i >] [interval < ZEZ G >1]

[/3F7 2 —#]
IRT A—H ENA X AE i [ A B IRE

ip | ipv6 | vrf| -1 ping DB ZIEEL F7, ip : IPv4 S TIP 7 R L AEHEE
ipv6 : IPv6 L7235 &%, ip/ipv6 % H
vrf : VRE BB, RA N EEE
-1 : MPLS #%H1 (LSP k) TIAT L7254 1E, ip — ipvé @

Jig,
VRF % VRF 4% fEEL £7 63 LFLAN O WORD %! VRF Z$8E L 720
5650 S EEEL £, BRA N4 1 254 XFLANO WORD | A REA AT

}ﬂ
IPv4d 7 K L 2B
IPv6 7 R L 2Tk

EETT PV AZBEL £,

IPva 7 R L A
IPv6 7 K L 2

EEAH T 2—ADT R
LA

PSRN EEEEEREL £7, 1 ~ 2147483647 5 [A]
F e A AR F— B A X (BAT : bytes) & FF | 56 ~ 18024 100bytes
ELET,
HALT DR | #A L7 7 REE (AL D) & | 1~ 3600 28
BELET,
df-bit DFEy Mty T 25EAICEE | - DFEy hEEy LA
LET,
TTL fi& IPv4 1ZB1F D TTLAEE 721X IPv6 12 | 1 ~ 255 255(1Pv4)
¥1F % Hop Limit fEZ$5EL £7, 64(IPv6)
S L] Ny N OEGEHM (BEAL: IY | 0~ 60000 EERRERETEL 20
W) #HEELET, EBEO@EZ
10 X VAL (—OITI 0 B
T) e EF, 0~9%HEEL
FBEIET 7 0 METEIEL %
75
[EEE—F]
Z—HFE—F
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(@A)

BELEEEE COmBELEHRL £3,

INERD S T2 GAIL "V B INEDR WAL ZEmIZERL ET,

ZALT T NEEDEERREL D REWIGEIZ ping FERVBF A LT U M358, FEMRIIZ A L7 7 MREHIC
0 ET, ping EERDBLX A LT U N LeholtGaid, RELLEERBTERFL £,

ping <> RDH, H L L ping vif <VRF 4 > a <= RDOHEFEITTHI LT, FERTA—FEHRETH &
NTEET,

(54711
HEL S E TOME LR L £

#iping 192.0.2.2 —ISELHDEE

Sending 5, 100-byte ICMP Echos to host.example(192.0.2.2), timeout is 2 seconds

Success rate is 100 percent(5/5), round-trip min/avg/max = X. XXX/X. XXX/X. XXX ms

#ping 192.0.2.2 —iEMNLZWGE

Sending 5, 100-byte ICMP Echos to host. example.com(192.0.2.2), timeout is 2 seconds

Success rate is 0 percent(0/5),

#oing 192.0.2.2 <&M LMEE (NetUnreach)

Sending 5, 100-byte ICMP Echos to host. example.com(192.0.2.2), timeout is 2 seconds
U.u.u.uu
Success rate is 0 percent(0/5),

#ping 2001:db8::2 —EEMNHDIHGE
Sending 5, 100-byte ICMP Echos to 2001:db8::2(2001:db8::2), timeout is 2 seconds

Success rate is 100 percent(5/5), round-trip min/avg/max = X. XXX/X. XXX/X. XXX ms

#oing 2001:db8::2 —EEMNE LGS
Sending 5, 100-byte ICMP Echos to 2001:db8::2(2001:db8::2), timeout is 2 seconds

Success rate is 0 percent(0/5),

#ping 2001:db8::2 —EEMLLLMEE (NetUnreach)

Sending 5, 100-byte ICMP Echos to 2001:db8::2(2001:db8::2), timeout is 2 seconds
uuuuu

Success rate is 0 percent (0/5),

ping A~V ROAEFETTHZ LT, FEEBETEET,

#iping

Protocol [ip]|ipv6]:

Target IP address or hostname: 192.0.2.2
Repeat count [5]:

Number of TTL [255]:

Datagram size [100]:

Timeout in seconds [2]:

Interval in milliseconds [0]:
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Extended commands [n]:
Sweep range of sizes [n]:

Sending 5, 100-byte ICMP Echos to 192.0.2.2(192.0.2.2), timeout is 2 seconds

Success rate is 100 percent(5/5), round-trip min/avg/max = X. XXX/X. XXX/X. XXX ms

fiping
Protocol [ip|ipv6]:ipv6

Target IP address or hostname: 2001:db8::2

Repeat count [5]:

Number of Hops [64]:

Datagram size [100]:

Timeout in seconds [2]:
Interval in milliseconds [0]:
Extended commands [n]:

Sweep range of sizes [n]:

Sending 5, 100-byte ICMP Echos to 2001:db8::2(2001:db8::2), timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = X. XXX/X. XXX/X. XXX ms

FRETELRT A=ZIILUTOEY TY,

faiE Zur7 b FEAE T & 2 il
A=R =% Protocol [iplipv6] ip or ipv6
5650 Target IP address or hostname IP7RLRor AN
BESEIEIE Repeat count 1 ~ 2147483647
TTL & Number of TTL 1~ 255
T—HHh AR Datagram size 36 ~ 18024
2 A LT D NREH Timeout in seconds 1~ 3600
EAE R Interval in milliseconds 0 ~ 60000
EEILIP TR L A Source address P7RFLA
TOS & Type of service 0 ~ 255
Don’t Fragment(DF) £ v k Set DF bit int IP header? yes or no
WNET — X DIRFE Validate reply data? yes or no

T B RE =

Data pattern

0x0000 ~ Oxffff

LSRR/SSRR/Timestamp/Record/Verbose Loose,Strict,Record, Timestamp, | L,S,R, T,V
Verbose

F—Z A2 (%1) Sweep range of sizes yorn

RANT—S R Sweep min size 36 ~ 18024

KT —HE Sweep max size 36 ~ 18024

T — Z E N Sweep interval 1~ 17988

*) Py BALE LIHa, LRCRELLT =4 ¥ 1 XONEILERIR Y

fEEH5y 720 ping 2 EATL £7,

[T — X%y E&—V]

% No such VRE oovveeveeeenan, FEE L 72 VRE BIEEL 2 WS

Unknown protocol ="%1”, type ping ? for help

(/WNT =S~ KT —4) | &

........................................ ELT v b and "ip” 7203 "ipve” TRWIGE

%1:

“ip” F721% "ipve”
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% Cannot resolve “%1” (%2)....565C7 K L A £ 72135650008 A b AR RIERGE

%1: ST R L AETIIFEF A 4
%2: =7 —HiH
% Invalid source address........ BETLT RV ABRRERGE

FxkkWarning! sendto failed#
....................................... sendto() IZRM L 72355
packet too short (%1 bytes) from %2
........................................ ISRy NS ICMP OF/NE & 0 A

%1: ZELZIP Ay b E
%2: IEEERLCEZRARNDIP TR L A

wrong total length %1 instead of %2
........................................ FEEEO Ny hEE P~y XNONRT Y N ERRRL5E

%1: EBEON Ty M E
%2: P~y ZRNONRTry &

wrong data byte #%1 should have been %2 but was %3
........................................ FELTZICMP X7y b DA v — R PNEFE ERE TR T25E

%1: ICMP X7y R DA B —RDAF 78y b
%2: HEE L2
%3: ZAE LT ME

unknown option 0x%1............ ZELTERTYy "OIP AT Y a VIR RIERGS

% Invalid default ICMP source address
% Invalid default ICMP source address
........................................ AT 4T TRESNTVWBICMP Y —AT7 KL ADA VBT 2—AEIET R L
A3 down IRREDIGH
% A decimal number between 1 and 2147483647.
....................................... IPv4 THE L 72X E B G O 5
% Please answer 'yes or 'no’.
....................................... AFILT=SCFFIN 7y, “yes”. "n”, "no” D ENTH RWEE
% A decimal number between 1 and 255.
....................................... EE L 7= TTL A O 5 A
% A decimal number between 36 and 18024.
....................................... IPvd THE L 727 — & A X3RN D5 G
% A decimal number between 1 and 3600.
....................................... IPv4 CTHREL 24 A L7 7 kR AFFHI O HA
% A decimal number between 0 and 255.
....................................... IPv4 THRIE L 72 TOS A3 FEIRAN D BB
% A Hex number between 0x0000 and Oxffff.
....................................... BEL =T — & F—r @A o5E

% Bad minimum size............. BEL /T — 2 ER&EEAOSE
% Bad maximum size............ BELERKT — 4 ER&®ENAOSE
% Bad Interval size............... BEL T — % EHMEE S ®ESOHE

% Only one source route option allowed

....................................... IP A7 22T Loose & Strict Di 5 & 4&7E L =854
% No room for that option..... f§ ELTZIP A7 a > DOF —H % A X5 40bytes B X 1258
% Up to 9 routes can be specified

....................................... Source Route ¥ E T 10 L EDOHR A P& E/-IXIP TR L A& AN L84
% Invalid Number of Hops..... FRE LAy RGN DSGE
% Invalid Number of Timestamps

....................................... FBELTZH A LAY T REEINOSE

A decimal number between 1 and 2147483647.

....................................... IPv6 THRE L 7238 (E B FEH A D 56

A decimal number between 56 and 8156.

........................................ IPvd THE L 727 — & A X3RN D5 G

A decimal number between 1 and 3600.

........................................ IPv6 THREL 724 A L7 U kRIS OHA
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A decimal number between 0 and 255.

........................................ IPv6 CTHEE L 7= Traffic-Class fEN &I DO 5E

Unknown output interface %1

....................................... HAOA Y BT 2= 22— T 55 DORRNEA
%1: AV HT 2— A%

Unknown source interface %1

....................................... BETXAZT 2= A —HT Db DORRVEGEE
%1: AR T =— AR

10.1.2 trace

[#hE]
$EIE L 72558 £ TORBOMERR

[ A
trace [iplipv6|vrf <VRF 4 >|-1] < 564% > [ttl <TTL fi& >] [port < 565 — &5 >] [source < EfETLT K L A
{HALT TN D]

>] [timeout

[$F 2—%]
RT A—H RENZ X TE B IR
ip | ipv6 | vrf| -1 trace OFEFAAZIEEL £, ip : IPv4 PR
ipv6 : IPv6
vrf : VRF
-1: MPLS #&H1 (LSP k) THEAT
VRF 4 VRF 4 & fiEL £7 63 XFLAN O WORD VRF Z457E L 72
l/\
560 S EREL T, ARAN4 1 254 SCFLAN O WORD A BIEAST]
IPv4 7 K L 2B
IPv6 7 R L ZJE
TTL i TTLfEZ$EEL £7, 2 ~ 255 32
SEER— &R SRR — N EEFEREL 7, 1~ 64771 33434
EEILT R LA EEILT RV AERELET, IPvd 7 R L A=, EEA X
IPv6 7 K L 2B T —ADT K
LA
XA LT T R X ALT T NEEE] (AL FD) & | 1~ 65535 5 Fp
BEL £,
[#{EE— K]
Z—HFE—F
[FiA]

BEL IS E TORKEHAL 7,

(547 1]
HEL 150 £ TOMMBEHRL £

#trace 192.0.2.2

traceroute to 192.0.2.2 (192.0.2.2), 64 hops max, 40 byte packets
T XXX XXX. XXX XXX (XXX. XXX. XXX. XXX) X. XXX MS X. XXX MS X. XXX MS
2 XXX, XXX, XXX, XXX (XXX. XXX. XXX. XXX) X. XXX WS X. XXX MS X. XXX ms
3 XXX, XXX, XXX, XXX (XXX. XXX. XXX. XXX) X. XXX WS X. XXX MS X. XXX msS
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trace

#trace ipv6 2001:db8::2

traceroute to 2001:db8::2 (2001:db8::2), 64 hops max, 40 byte packets
T XXXXIXXE X (XXXXIXXDIX) X XXX WS X. XXX MS X. XXX MS
2 XXXXIXXDIX (XXXXIXXDIX) X. XXX MS X. XXX MS X. XXX MS
3 XXXXIXXIIX (XXXXIXX:IX) X. XXX MS X. XXX MS X. XXX MS

v ROBLEFITTH LT, FHEEETE £,

#trace

Protocol [ip]|ipv6]:

Target IP address:192.0.2.2

Datagram size [40]:

Source address:

Numeric display [n]:

Type of service [0]:

Timeout in seconds [3]:

Probe count [3]:

Minimum Time to Live [1]:

Maximum Time to Live [30]:

Port Number [33434]:

traceroute to 192.0.2.2 (192.0.2.2), 30 hops max, 40 byte packets
T XXX, XXX, XXX, XXX (XXX, XXX. XXX. XXX) X. XXX MS X. XXX MS X. XXX MS
2 XXX. XXX, XXX. XXX (XXX. XXX. XXX. XXX) X. XXX MS X. XXX MS X. XXX ms

#trace

Protocol [ip|ipv6]:ipv6

Target IP address:2001:db8::2

Datagram size [40]:

Source address:

Numeric display [n]:

Type of service [0]:

Timeout in seconds [3]:

Probe count [3]:

Minimum Time to Live [1]:

Maximum Time to Live [30]:

Port Number [33434]:

traceroute to 2001:db8::2 (2001:db8::2), 30 hops max, 40 byte packets
T XXXXIXX: X (XXXXIXXIDX) X, XXX MS X. XXX MS X. XXX mS
2 XXXXIXXIIX (XXXXIXXIIX) X, XXX MS X. XXX MS X. XXX MS

BETEDLNT A—ZIILTO@EY TY,

A E A=A FRE T & il
a=3 =y% Protocol [iplipv6] ip or ipv6
565 Target IP/IPv6 address IP7RLZorRARN
TR AX Datagram size 40 ~ 18024
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#5010 % {5 R B

/e A= fEE T & H#ibH
EELT R A Source IP/IPv6 address IP7RFL XA
HA 7 1] A Numeric display yorn
TOS & Type of service 0~ 255
B A LT Y Timeout in seconds 1 ~ 65535
& TTL LV TEEE SN D 7 v —7 Ok Probe count 1 ~ 65535
1 ZHO7 a2 —7 0 TTL A Minimum Time to Live 1 ~ 255
A ATREZR TTL O KAE Maximum Time to Live 1~ 255
s — h B 5 Port Number 1~ 64771

10.1.3

trace—icmp

[#rE]
ICMP ZAfi ] L 72487 L 7250 5% £ TORBEOHER
[ AT
trace—icmp {ip | ipv6 | vrf <VRF 44 >} < 555 > [ttl <TTL A >] [source < EEICT K L 2 D] [timeout < Z A L7 7 K ERfE] >]
[/3F7 2 —#]
RT A—H R ENA X s R AW IE
ip | ipv6 | vrf trace—icmp DFFHZFEEL £, ip:1Pv4 BIEAST]
ipv6:1Pv6
vrf:VRF
VRF 4 VRE 4 2 fEL £7 63 CFLAN D WORD %Y VRF %57
L7awn
5650 e EREL £9, BRA N4 1 254 XFLANO WORD | A ]
gg
IPv4 7 K L 2
IPv6 7 K L ATE
TTL fi TTLEZEEL £7, 2 ~ 255 32
EEILT R A BEILT R AEZEELET, IPv4 7 K L 2 EEA
IPv6 7 K L 2T Tz —AD
TRV A
A A LT 2 ALT T N (AL : BP) & | 1~ 65535 5 b
BEL £,

[EEE—F]

S

(R ]

BB L 725050 £ TORK A ICMPICMPVE) Z 0 L THEER L £,

(217 4]

FELISEEE TORK A ICMP 2 H L THERL £,

#trace—icmp 192.0.2.2

traceicmp to 192.0.2.2 (192.0.2.2), 64 hops max, 40 byte packets
T XXX, XXX, XXX, XXX (XXX, XXX. XXX. XXX) X. XXX MS X. XXX MS X. XXX mS

2 XXX, XXX, XXX, XXX (XXX. XXX. XXX. XXX) X. XXX WS X. XXX MS X. XXX ms

3 XXX, XXX, XXX, XXX (XXX. XXX. XXX. XXX) X. XXX MS X. XXX MS X. XXX mS
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#trace-icmp ipv6 2001:db8::2

traceicmp to 2001:db8::2 (2001:db8::2), 64 hops max, 40 byte packets
T XXXXIXXE X (XXXXIXXDIX) X XXX WS X. XXX MS X. XXX MS
2 XXXXIXXDIX (XXXXIXXDIX) X. XXX MS X. XXX MS X. XXX MS
3 XXXXIXXIIX (XXXXIXX:IX) X. XXX MS X. XXX MS X. XXX MS

(=7 — v &—V]
traceicmp: Warning: %1 has multiple addresses; using %2

........................................ RANLPEED P T R L A TRRENT-5HE

%1: A4
%2: HBEHTHIPTRL A
% Invalid source address........ FEILT KU ARRERGE
Cannot resolve “%1” (%2) ...... EEITLT RV RAEITSHT KV ARRERGE
%L: HEILT RV AL 58T RV AICANLEEIP T R LA FX
AR
%2: 7 —HH

% Invalid default ICMP source address
........................................ aAVT AT THREENTWHICMP Y —AT RLAD AV Z 7 =—A, Fid, 7
K L A% down JREED S
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%11 = [Pv4 BEE

11.1 ARPF¥ v =af§HDI7UT

11.1.1 clear ip arp—cache

[#hE]
FH L7 ARP 7 —7 v o w1k
[ A1)
clear ip arp—cache [vrf [<VRF 4 >]] [<IPv4d 7 R L X 3]
[T x—%]
RT A—H X E 2T X i R A W RE
VRF % VRF A4 %ZEL £7, 63 LFLANG WORD # 1Pv4
IPvd 7 KL A IPvda 7R L A&FREL £7, IPvd 7 K L 2B T_XTHZ MY
7oL TRTCOFELIZARP 7—T V% | - -
e 2 E AR EL £,
[Eh{EE—F]

Fifg—FE—F (a~vrFL~UL14)

[FAA]
72 ARP F—7 A AL L £,

[F174]
FELUIARP 7—7 NV ENIMEL £F (FRToTr R Y),

#clear ip arp—cache
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11.2 DHCPZ AT /P —/ VL —x2—V =
v MEREOHIEE X OKEIEHROZ VT

11.2.1 clear ip dhcp client lease

[#rE]
DHCPv4 7 Z A7 > h DIEIE
[ A
clear ip dhep client lease K £ > X 7 =2 — R4 > A X T = —AFK 5 > [moff]
[XF x—%#]
RT A=K X ENA e il 24 W
LV BT 2— RS AU AT = — AL EEE L £, - BIEA A
AV BT 2—AFE | A2 T7=2—2F5E2EELET, - AWEAR ]
moff FEITHEROBWEDbEE LW AICEEL £, | - FITHEROMNEbEZEITH
[EhEE—F]
Befe o — Y —R (<2 R~ 14)
[FiA]
DHCPv4 7 Z A7 > h @OV —REREHIFRL., DHCPv4A 7 7 A 7> F &1L 7,
[31761]
DHCPv4 75 A T FD Y —ZAIERZHIREL., DHCPvA 7 5 AT v FaEIl L ET (A2 %7 =—Z : port-
channel 1),

#clear ip dhcp client lease port-channel 1
clear ok?[y/N]:

11.2.2 clear ip dhcp statistics

[#&8E]

DHCPv4 77 AT h /=R ==V 2V NREPANER S TWNDE A H T = — ZADMHFHIE RO
it

[ A K]

clear ip dhep {client | server | relay} statistics [{ f > Z 7 =2 — R4 > K A F T = —AFK = >]]

325 DHCP 7 74T v /% =3/ L —x—2 = MEREDHIER L O



a< R Y7 7Ly A - JEHEHR F11EFE  Pv4 B

[T x—#]
INT A—H X E A X i A W
client | server | relay DHCPv4 B$REA 8 EL £, client: 77 A4 7 > b %EE HREAT]
server: Y —/\F¥HE
relay: U L —x=—3 =~ HfE
AL BT 2 — AL AUV BT c—ALEEELET, - BA BT 2 — ADFEE
LB T2 —AFE | A F T AF/EEEELET. |- WEMMEL £9,
[#h{EE—F]
Befe o — Y —R (<2 L~ 14)
GILEED
DHCPv4 7 5 AT b /= V==V = FREDADNE RS> TND A Z T = — ZADREHER & FIH
bl £,
[Z=1741]

DHCPvA 7 5 AT > RBENELNER>TWAA L F T 2 — ADKEHERZOHMILL T RIBAL H¥ T =2—R

port—channel 1),

#clear ip dhcp client statistics port-channel 1

DHCPv4 H— RBERF Lo TND AL X T 2 — ADFHEERE L L T3 G A2 X7 =—A : port—

channel 1),

#clear ip dhcp server statistics port-channel 1

DHCPv4 VL —x—V = FBRENHL E > TS A ¥ T 2 — ADMEHEREZ WML L £7,

#clear ip dhcp relay statistics

11.2.3 clear ip dhcp server decline

[#rE]
DHCPv4 #— ST DECLINE & 72> TWAT R L ZZfEHAIRET N L A IZEHE

[ A1)
clear ip dhep server decline < f > X 7 =2 — A4 > A X T =—AFKF > [moff]

[#h{EE—F]
g —HE—F (avr LUl 14)
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[XF x—%]
RT A=K BRENA Bl B Iy
AV BT 2 —RE A BT 2= AN EREL 7, - HWEAS AT
AVBET 2 —AEE | AV E T z2—ABFEHREL T, - BWgA AT
moff FATHR OB NEDLEE LAWEAIL | - FITHR OB WA DEEITH
fREL T,
G

DHCPv4 %—/ ST DECLINE & 72> TWAT R L AZEHAGET KL AICEHL £97,

[Z=4761]
DHCPv4 %—/ ST DECLINE & 72> TWAT R L AZEHARET KL AICEHE L £97,

# clear ip dhcp server decline port-channel 1
clear ok?[y/n]

11.2.4 dhcp server

[#%8E]
DHCPv4 ¥ — S Hil{H
[ AT
dhep server [K f v &7 = — A4 > [ A & 7 = — ZFKE >]] {enable|disable} [moff]
[XF x—%]
INT A—H HENR T i PR B IR
AV HT 2 — R AR T 2 — AL EEELET, port—channel DHCPv4 H— 323888 L T
2T RTCOAHT =2 —R
A BT 2= REE AT 2= AR GEEELETS, |- DHCPv4 #— 323F§RE L T\
DITRTDOALHT = — A,
AL BT = — ALIRERRL,
BELIEAVE T 2= A4 D
TRCDA LV E T 2 —AEFS
enable HENZ L 7= DHCPv4 H— "2 H%) - B WEAR AT
W25 ICHEEL £7,
disable FEREL T\ % DHCPv4 H— %4 | -
ML £,
moff EITHGROM WA bEE LRWEGES | - FITHEROMNEhEZEITH
WHREL £,
[BhfFEE—N1]

i — Y E—RF (a<rRFNL L 14)

G|

BAEREEL T\ % DHCPv4 — e 2 i L £,

F72, HEHICL 72 DHCPvA o — e Z A2 L £,

HEEFIZL Y, DHCPv4 — BERE S HIBR S 4172356813, DHCPv4 H— BERE D B ITARR S v E T,
DHCPv4 H— KERE 2 #2012 L 7235 &, show ip dhep server statistics I~ R TA Vv X 7 =2 — AL D% AT
”(Disable)” &KL £,
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#11E IPv4 B

#show ip dhcp server statistics
Port-channel 1 (Disable)
Input
Discover 0, Offer 0, Request 0, Ack 0
Nack 0, Decline 0, Release 0, Inform 0
Forcerenew 0, Errors 0
Output
Discover 0, Offer 0, Request 0, Ack 0
Nack 0, Decline 0, Release 0, Inform O
Forcerenew 0, Errors 0
Errors
Address exhaustion 0

[5£1761]

BAEREEE L CU 5 DHCPv4 Y — EERE A ME5hC L £97 (A > & 7 = — A4 :Port—channel, /> % 7 = — A& 5:1),

#dhcp server port-channel 1 disable
disable ok?[y/N]:yes
#

11.2.5 dhcp relay

[#rE]
DHCPv4 VL —x— = > [ Dl
[AFE K]
dheprelay [K A # 7 = — 24 > [ A v ¥ 7 =— A% 5 >]] {enable|disable} [moff]
[XF x—%]
IR A—H AE R i A4 I
A BTz — AR A BT 2 — AL EREL £, port—channel DHCPv4 VJ L —x=— = ks D EEE
LTWABTRTDOA L HXT =—A

AV BT 2—AFE | AvEZT=2—AFSE2EELET, |-

DHCPv4 U L —x— = o | 25kfE
LTV T RTDOA U HT = — A,
A HT 2 — ALIRERIL, FBEL
AR T 2= ARG DT XTDA
BT — AT

enable Mz L 7= DHCPv4 VL —x— -
TV MEREANCT DGAICHE
ELET,

disable HHEL CW\W5 DHCPv4 VL —x— | -
Vb EEHZTLGEICHREL
7,

B T

moff EITHGROBWEDLEZ LR WER | -
WIZHREL £,

FATHROMNEDLEETTD

[EEE—1]

g —FE—F (a~<vrFL~UL14)
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(G|

BI/EREREL TV 5 DHCPvA U L —x— = o MMERE R LN L £,

Fio. B L7 DHCPvA VL —=—Y = MEREER BN L £3,

BREEHICL Y, DHCPv4 U L —x=—Y = o MERRDHIFR S N7235A1X, DHCPvE U L —x=—3 = > M#EED &)
fLidfEpR s E 7,

DHCPv4 VL —— = o MMEREZ T L 72354 . show ip dhep relay statistics T~ K CTA U ¥ 7 = — A4 D

A2 ”(Disable)” # L £97,

#show ip dhcp relay statistics port-channel 1

Port-channel 1 (Disable)
SErver: XX.XX. XX. XX
BOOTREQUEST: O received, 0 discard, 0 sent to server, 0 send error

BOOTREPLY: 0 sent, 0 send error

[51761]
BITEREREL TV A DHCPvA U L —x=—U = MEREZ 22 L £,

#dhcp relay port-channel 1 disable
disable ok?[y/N]:yes
#
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11.3 V7497 AV ANDOFEEROZ VT

11.3.1 clear ip prefix-list

[#%5E]

show ip prefix—list detail ==~ > K @ "hit count” i O FIH{L.

[ AT

clearip prefix-list K 72 ha A4 D] K VLT 4 J AV ARG DK TV T 4w 7 A >]]

[T x—%]

IRT A—H PENZ T A PR B IR

7akans FuhalKEREL £7, rip Zu kA VA EREL RN
bgp
ospf

TVT7 4y JAVANL | TV T 4w 7 AV ANAEIRELE | 264 STFLUNO WORD B! | 7L 7 4w 7 AU AN %R

7, FE L2
AP/ TVT7 4y 7 AERELET, IPv4 7 K L 23 TVT 4y 7 AEREELRND
L F_TO “hit count” fEEWHULT 5 | - -

BEICHEEL £7,

[EhEE—F]
it — Y E—RF (a<rRFNL L 14)

(G|
show ip prefix-list detail = <> K CTR/RZ 415 “hit count” fEZHHHL L £,

[FiA]
“hit count” fEZ 1L L £,

#clear ip prefix-list
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#11E IPv4 B

11.4

PERS TR DAL

11.4.1 clear ip route
[#%5E]
PR DA M
[ AT
clear ip route [vif <VRE 44 >] (¢ | <IPVA 7R L X > [K v F <=2 7 >]}
[T x—%]
RT A—H BENR X E B 2053
VRF 4 VRF 4 #fEL £7° *: 4T D VRF IPv4
VRF 4 : 63 SCF-LAN O WORD %
* FTRCORBEOZAIHREL T, |- £y ¥ N1
IPvd 7 K L & IPvd 7 R L AZEEL £, IPv4 7 K L 2B
Fv h~vRA Fy b~ AT EREL T, IPv4 7 K L 2
TVT 4y I AR TVT7 4y I AREREL 7, 0~32

[E1EE—1]

g —FE—F (a~rFL~UL14)

[Fif]

R TE R OBEAEEZ ADE £,

(5217 61]

REEROEEEZEDEET (T XTORE).

#clear ip route *
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11.5 #EHEHRDOZ VT

11.5.1 clear ip traffic

[B%AE)

show ip traffic =@ <> K @ IPv4 #EEHEHR ORI

[ AT

clear ip traffic

[#h1EE—F]
Ml —E—F (<o FL~UL14)

(G|
show ip traffic =~ K TE/RI N5 IPvd OFEFHE®RZHIHI L £,

[51761]
IPv4 OFEHESRZ WML L £5,

#clear ip traffic
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11.6 DHCPZ AT v U —RIEFHROFH

11.6.1 renew ip dhcp client lease

[#%5E]
DHCPv4 7 5 A7 > b @DV —RIEHRO T Hr
[ AT
renew ip dhep client lease < f v H 7 =2— AL > AV X T = — A% 7 > [moff]
[XF x—%]
IRT A—H PENZ T A I
AU BT 2—RK AU BT 2 — AL EREL £1, - B IEAST]
AVET 2—AFH | AV F T =—AFKBEEREL 7, -
moff FATHEROMWEDLEEZ LWEAICREL £, |- TR OB D EITH
[EhEE—F]

g — Y E—RF (a<rRFNL L 14)

(G|
DHCPv4 7 A7 F DU —AIEREFHL £,

[51761]
DHCPv4 7 547> s DY —RHEHREEHL £9 (&5 A ¥ 7 =—A : port—channel 1),

#renew ip dhcp client lease port-channel 1
renew ok?[y/N]:
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11.7 ARP X% v ¥ 2 FHDOFTR

11.7.1 show ip arp

—

tahE]
L 72 ARP IO &R

[ AT
show ip arp [Vif S(VRE A Y] [K A BT 2 — AL > A BT 2 —AFK B D] KIPA T RL A > [ AMAC T RL Z > |

cache | static]

(8T 2—%]
T A=K RENE R TE i AW

VRF 4 VRF & &f{EL £7, 63 CFLAN D WORD # VRF ZHRE L 720

AV BT 2 —RE A BT 2= AN EREL 7, - AV BT 2 —AERELRN

AVET2—AFE | AV FT2—AFBERELET, |- BWEA AT

IPv4 7 R L A IPvd 7 R L 2&HEL £, IPv4 7 R L AJER IPv4 7 F L ZE$EEL 720

MAC 7 K L & MAC 7 R L ZZ4REL £7, HHHH.HHHH.HHHH X | MAC 7 R L A& fREL 720

static ABT 4y 7 ARPIEREFRTD |- AHT 4 v 7 ARP HEHICIRE L
BEIHEL £ 720

cache ARP ¥ v v ¥ a2l RRT o8 | - cache TEHIZIRE L 720
AHIHEEL £,

7L FTRTOFEE L ARP @2 #R | - -
FTHLEHEEL £,

[EfFE—1]

a—PE—FK

G

¥ U7 ARP A ZOR L £,

[5£17 4]
3 U= ARP 2 20R L 27,

#show ip arp
Maximum held packets for all entries, per entry: 2048, 32
Current held IP packets: 0

Hardware Address Interface Flags NHID
Loopback 1 dyn 0

Protocol Address Age
Internet xxx. xxx. xxx. xxx 00:14:29 xxxx. XXXX. XXXX

[%7 ¢ = FOFER]
Maximum held packets for all entries, per entry:
....................................... ARP R DR RIMGR S b RERE, = F YT L) 2FRLET,
Current held IP packets: ...... BERE ROy N AEFRL 7,
Protocol .......cccoovvvvvuiinnnnnn.. PRy NT—=ITRLVAT v harvERRLET,
Address .......oovviiieeeeeeeeaii. MAC 7 KL RIZ=wy 7 ENAT RV AERRLET,

334

ARP ¥ v v ¥ 2 (R OFR



RS ik ] A 1LE 1Pv4 Bl

ABE et FELTHOORERMEFRRIL 77,
ARP = — 0 R EAR9 5 % A~ 13 300 B CEEL £9°,
Agel200 ~ 1500 B ARP = —0 > Z'BEAREEC, ARP = b U 2 L 72 @E RN —E
%ﬁ#ot\WON@M&%ﬁ@z4nﬁ%®ﬁ%ﬁffbﬁwﬁA IZ% D ARP
= R VIFHIBRE N ET, ARP= N EFEHALIZBENS—ETLH o7, HLL
1% ARP R D A NA) & ORRBENFIEL TV AEAEITIX, ARP iR 21TV, Bl
EDLAHTHIIL Age 1T 0 12 LS, BEHTHIIZIRD ARP = — > 7 BRI

IZHIBRE L ET,

Hardware Address ............... MAC 7 R L AZF R L F4, MAC 7 K L A REFR D & =13 “(incomplete)” & FrR
LET,

Interface ..ocovvvveeeeeeevuveenennn. FELIA L H T =R ER L ET,

Flags oeeueeeeeeieeeeiieeeienn, BEEFR AL ET,
static: arp 2 NICE D FIICERES =2 b U dyn @ BhR9IZ 88k
Shic=r U (V01.01 £ 9)

NHID ..o NH-ID ) (5r 7 A bRy TEROFEAEF S (NEEHR)) 2R R ET,
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11.8 COMMUNITY EMHF#HFET~

11.8.1 show ip community-list

[#%5E]

ZELEaIa=T @M%Y 2 FDFER

[ AT

show ip community-list [K 2 I 2=F 4 VR FES>|[<a3Ia=F 414U 24>}
[XF x—%]

RNTA—H HENE T i B IR
aA3a2=F 4 VANEE |232=T 4V ANESEHELET, | 1~199 T
aIa2=FT 4 URARN aIa2=FT 4 VARARNGEREL E7, 255 LA O CDATA il
[#h{EE—F]

Z—HPE—F
G

ZfELlzaia=7 4 BEOY A b 2&RL £,

[51761]
ZELEala=T 4 BHEOVANEFTLET,

#show ip community-list

Community standard list 1
permit
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11.9 #$EiE COMMUNITY EMEF#ER

11.9.1 show ip extcommunity-list

[#rE]
ZELTFEaIa2=T B A hOFRR
[ATE]
show ip extcommunity-list [K #EET I 2=F 4 U A N BEOSKIEEI I 2=F 1 U 2 4 >)]
[XF x—%#]
IRT A—H RIENE R E H B
Ea I a2=7 4 VA ME PRI 2= A VANEBZHEELE | 1799 JEEaI=2=7 1 U A ( F T
i ¥ e )
100-199: ¥R S =2 =5 44 U A b
(IEHEI)

ka2 a=7 0 VAL | HERE I 2=T 0 YA MAEIREL £, | 255 LFLUNDO LTS

[EEE—FK]

SRR

[FiA]
ZELEEEaI 2= B0V AN EFERLET,

[31761]
ZELEEEaI 2= B0V AN EFERLET,

#show ip extcommunity-list

Standard extended community-list |ist-A
permit RT:IXXXXXIXXXXX

Standard extended community-list |ist-B
permit RT:IXXXXXIXXXXX
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11.10 ICMP REIIRREDFR

11.10.1 show ip icmp status

[#%5E]
JE{E O ICMP 3% EIRRE D R

[ AT

show ip icmp status [vrf <VRF 44 > | all]

[R5 x—%4]

RT A—H RENE BX E A A I
VRF 4 VRF & ZfEL £7, VRF 4 : 63 XLFELLNOD WORD B | INET O & 3R
% 1 _TPD VRF
all INET/VRF T _RTOEHRERRTIHEICHEELE | -
E

[EhEE—F]

Z—HFE—F

(G|

EE O ICMP (ZB T 2 @R EE FR L £,

[ F1741]
EE D ICMP IZBHT 2R EREEZ R /R L £9 (INET/VRF 9X7C),

#show ip icmp status all

ICMP Echo Request/Reply is always sent
Unreach (NeedFrag) is always sent
Unreach (Host/Proto) is never sent
Unreach (Port) is never sent

TTL exceeded is always sent

Redirect is always sent
ParameterProblem is always sent

ICMP source address:

No ICMP source address is configured
vrf-A

Loopback 100 192.0.2.1 valid

vrf-B

192.0.2.2 valid

vrf-C

Loopback 150 —— invalid

vrf-D

192.0.2.3 invalid
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(%7 4= R DOEK]

ICMP Echo Request/Reply is

........................................ ICMP Echo A v &—3, ICMP Echo Reply # v ¥ —U 2% ET 508 9 &aFRL £
T, WIZEE (always send) & 72 V) £,

Unreach(NeedFrag) is........... fragmentation needed and DF set X v B —U 2R ET AN E 2 a2 R RL £9°,
always sent: EETH
never sent: EELARWD
Unreach(Host/Proto) is ........ host unreachable X~ —3> " protocol unreachable X v & — % KETEHME I 0
FRLET,
always sent: EETH
never sent: EE LR
Unreach(Port) is ...eevueveevnn... port unreachable A v E—V & EETEINE I NERRL ET,
always sent: EETD
never sent: EELARW
TTL exceeded iS...ueeeerennn.... TTL exceeded A v B—V R EEFETHMNE I ERRLET,
always sent: EETH
never sent: FEE LW
Redirect iS.......oovvvvvvvvunnnnnnn. Redirect A B —VZFETHMNE I NERRLET,
always sent: EETH
never sent: EELARD
ParameterProblem is............. Parameter Problem A v £ — V% EETHME I NERRLET,
always sent: EETD
never sent: EELRWN
ICMP source address:........... HEETHICMP Ay B—VDREELT F L ADWHR (VRE4, BEETLTRL &L
THEATAZA X7 2—RALG, EEAET=2—ADIP TR A, IRHE) #FRL
E RN

No ICMP source address is configured:
ip icmp source interface/addres 23F% € SN TV 2 WA
=" Vinvalid”: A T 2 — AT KL ABRFHTRWIGE
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11.11 IPv4 IZBIT A A v ¥ 7 = — A EHOFR

11.11.1 show ip interface brief

[B%AE)

AU BT 2 —AD IPvA fl Z 5RO FT

[ AT

show ip interface brief

[E{EE—F]

Z—PE—F

[Fif]

EBAH T 2—AD PV IZET G EREZR L T,

(5217 41]

BAVHT 2 —AD IPva [T B S ERE R RL £9,

#show ip interface brief

Interface

Null O

Loopback 0
Loopback 1
Loopback 2
Gigaethernet 1/1
Gigaethernet 1/2
Gigaethernet 1/3

#

[P-Address
unassigned

121.
XXX.
XXX.
XXX.
XXX.
XXX.

0.0.
XXX.
XXX.
XXX.
XXX.
XXX.

1

XXX.
XXX.
XXX.
XXX.
XXX.

XXX
XXX
XXX
XXX
XXX

Port-Channel
unassigned
unassigned
unassigned
unassigned
Port-channel 1
Port-channel 32
Port-channel 100201

Status Protocol
unassigned

up
up
up
up
up
down
down

IP
IP
IP
IP
IP
IP

(%7 4 — LR DEK]

A BT 2 — AL EFRRLET,
IPvd 7 KL 2%&FRL £7,

AV HE T 2—AEEEFRTILET,
A BT 2 —AD UP/DOWN ZFKRxL £7°,
TabkarEzRRLET,

11.11.2 show ip interface gigaethernet

[BaE]

gigaethernet A > Z 7 = — A D [Pv4 {FH DO FER

[ATEK]

show ip interface gigaethernet [ £ v X 7 = —AFE LKV T A BT =2 —AA T v 7 AFK T >]]
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[XF 2x—%]
NG A—H FXEZ RRE At PR A I

AV BT 2—AEKE gigaethernet f > ¥ 7 = —ADFEE%, 1/ FA—+&FE | 1/1 ~ 1/5, FTRTOA L HT =2 —RAF
DIRIZFEEL 97 2/1 =2

PITA LT =R PTA BT 2= AL T v I AFFEREL £7 1 ~ 9999 YT A HT 2= AEIRE

AT v I AEE L720

Bl T D gigaethernet A > X 7 = —AD [Pv4 1295 | - -
HMERRTHHEIHEEL £,

[EFE—F]

Z—HPE—F

(GED

gigaethernet £ > %2 7 = — A D 1Pv4 1T AIEHRAEERL £77,
11.11.3 show ip interface port—channel

[#%5E]
port—channel A > % 7 = — A D [Pv4 [ DO E R

[ATEK]

show ip interface port—channel [ £ v % 7 = — A& = >]

[ X7 #x—%4]
INT A—H AE X AE i A W
A # 7 x—AFH | port-channel £ ¥ 7 = —ADF G EIEEL £7, 0~ 16777215 TRTDOA L ZT =2 —RAF

=

=2

[EEE—1]

Z—PE—F

(G
port—channel A > % 7 = —A® IPv4 |ZHT A E#RAE F R L £7,

[51761]
port—channel f > % 7 = —AD IPv4 IZBT 2 E@MAERRLET ([ X7 =2—RFF 1),

#show ip interface port-channel 1
Port-channel 1 is up, line protocol is up
[P address is xxx. xxx.xxx. xxx, subnet mask is xxx.Xxxx.Xxx.Xxx
Broadcast address is XXX.XXX. XXX. XXX
Secondary address is XXX.XXX. XXX. XXX, subnet mask is XXX. XXX. XXX. XXX
Broadcast address is XXX.XXX. XXX. XXX
MTU is 1500 bytes, MPLS MTU is 1500 bytes
Multicast groups joined : 224.0.0.1
ARP timeout : 1200 sec
ARP Max-request/retry-interval : 5 / 20 sec
ARP suppress—time : 20 sec
ARP Max-neighbors : 100
Proxy ARP is disabled
ip directed-broadcast is enabled
ip icmp send-errors-disable:
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“unreach” is set
“ttl-exceeded” is not set
“port-unreach” is not set
“redirect” is not set

[%7 ¢ = FOFER]

Port—channel 1 is................. IP7RUABRRESNTEY, 1 2L EOWHA L X7 2—ANREL TWHHAIC
“up”, BIEMN TR WEGERC shutdown 7% E L TV 554 1% “administratively down”, exec
shutdown 3 X WY offline L TV 5 3A 13 “operationally down” & FRRrENE T, BEL T
WHEMBLA LV BT 2= 2D v ZRREITIHIKEL £H A,

line protocol is .....ceeeeeveennn.. Vo777 L TWBEAIE "uwp”. V740 L TWBE5A1E "down” EFR/RL F
7
IP address is .ccoeeeeeereereeennns [Pvd 7 R LU A%FKRLET,
subnet mask is ................... Y7 Xy bh~RATEBFRLET,
Broadcast address is ............ Tua—RX XY AT RLRAZERRLET,
Secondary address is ........... Secondary Address # %K/~ L £9°,
MTU S cvveereeieieeie e I RERRHAL (byte) Z#F R L £,

MTU is 1500 bytes, MPLS MTU is 1500 bytes

........................................ I RERE BAT (byte) R L £,

Multicast groups joined :....... “NTF XY AN T N—TEFRLET,

ARP timeout ......eeeeeueeeennnnes TDAVHE—T 2—ATHEH LI arp = b U D timeout Rl &2 FK R L £9°,

ARP Max-request / retry—interval
........................................ DAV HE—T 2—ATHEE LZap = b OFEEE, HEFEEZRRL E

7
ARP suppress—time .............. CDAVE—T 2 —ATHFELE arp BIEOIHIBIMAEZRL £97,
ARP Max-neighbors............. FHTED ARPHOFREMAR T L ET (V01.02 LY HHR—F),
Proxy ARPiS wuvevvueiiineeinnnnes proxy—arp & i%{59 57> E 9 »> (enabled/disabled) K/~ L 77,

ip directed-broadcast is:....... Ta—RF¥ ARy FEET B0 9D (enabled/disabled) & FEoR L £97,
ip icmp send—errors—disable:.. ip icmp disable—sending—errors =~ K DR EIREEZF R L £9°,

11.11.4 show ip interface loopback

[#rE]
loopback A > # 7 = — A D IPv4 [FHDFER

[ A
show ip interface loopback [{ A > # 7 = — RAF 5 >]

[RF x—%4]
RT A=K R ENA X AE i A W IE
A BT 2—AFK S | loopback A >4 7 =—ADFEEREL £, 0~ 16777215 | ¢+ _XTDOA L Z T = —AFK

=]

&2

[E{EE—F]

Z—HPE—F

[FieA]
loopback A > % 7 =—AD IPv4 IZHT AIE#RA FE R L £97,
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[ F1741]
loopback A > % 7 = —AD IPv4 [T HEREERLET ((v ¥ 7 =2—R2F 5 : 1),

#show ip interface loopback 1
Loopback 1 is up, line protocol is up
[P address is xxx.xxX.Xxx.xxX, subnet mask is 255.255.255. 255
MTU is bytes
Multicast groups joined : 224.0.0.1
Proxy ARP is disabled

(%7 4 — LR DEK]

Loopback 1S veeeuuvereuneeinnnees BRIED72WVIGE X0 shutdown 3% E L TV 534 1% “administratively down”, exec
shutdown 3 X W offline L TV B A1 “operationally down”, % 9 TR WA "up”
LRARLET,
line protocol is ......eveueeeeen.. Vo7 7L TWABEAIT "up”s Vo 7F 7L TCnAEA “down” & FRL
7
IP address is coooeeeeeeereeeennnnnns [Pvd 7R A%FKRLET,
subnet mask iS ..........ceeeennenn YT Ry b~ AT EFRRLET,
MTU S cveevieiieieee e I REZEHAL (byte) #HF R L £77,
Multicast groups joined :....... “NFFXY AN N—THFRL ET,
Proxy ARP iS wuvevveeiieeinnnnns proxy—arp #5159 575> E 9 »> (enabled/disabled) /R L 797,

11.11.5 show ip interface null

[#rE]
NULL A > % 7 =— A D IPv4 [ D37

[ATEK]

show ip interface null [0]

[Bh1EE—F]
2R

[FiA]
NULL A > Z 7 =— 2D IPvA IZBT 5 E#REFRL £7,

[31761]
NULL A > %7 =— 2D IPvA IZBT 5 E#REFRL £7,

f#ishow ip interface null
Null O is up, line protocol is up
[P address is unassigned, subnet mask is unassigned
Broadcast address unassigned
MTU is 65535 bytes
Multicast groups joined :
Proxy ARP is disabled
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(&7 4 — R DOE%]

NULL 008 v FRE DR NGA SR shutdown 32 E L TV 5 A 1L “administratively down”, & 5 T7Zg\»
Biaid "up” L ERLET
line protocol is .........oeeeeeeen. Vo777 LTWAEHEE ", V777 LTHWDEAIE "down” LR L E
D
[P address is .....eveeeeeeeeeennnn. Pvd 7 KL 2A&FRRLET,

Y7y b~ R EBFRLET,
Ta—RX Y AT RV RAZERLET,

MTU IS weeeeeeeeeeee e, e KBS HAT (byte) 2R L £77,
Multicast groups joined:........ “NFFXY AN N—THFRL ET,
Proxy ARPiS .eueeveeeeeeeeennnn. proxy—arp & E{E T 5 03E 9 7> (enabled/disabled) Z# /R L £,

11.11.6 show ip interface tunnel

[#%AE]

tunnel £ > # 7 = — A D IPv4 5O TR

[ AT

show ip interface tunnel [{ A > % 7 = — A% 5 >]

[R5 2—%]

INTA=H B E AR A

g E

AV ET 2 —AFKE |tunnel A Z T = —ADFESEIFEL £, 1~ 16777215

TRTDA 2T = — A%
=

[EEE—1]

Z—PE—F

G
tunnel £ > Z 7 = —AD IPv4 IR+ A HREFTRL £9,

[51761]
tunnel 4> %7 = —AD IPv4 IZBETBIERERRILET (M ¥ T7=2—RXFHF: 1),

#show ip interface tunnel 1
Tunnel 1 is up, line protocol is up
[P address is 100.0.0.1, subnet mask is 255.255.255.0
Inner MTU is bytes
Multicast groups joined :224.0.0.1
ip icmp send-errors-disable:
“unreach” is set
“ttl-exceeded” is not set
“port-unreach” is not set
“redirect” is not set

(&7 4 —L R DOE%]

Tunnel 118 cooviviiiininiiiinnne.

FRIEDN 72 WA= shutdown 7% E L TV 53541 “administratively down”, exec
shutdown 3 X WY offline L TV B 35A 1% “operationally down”, % 9 TR WEAIL “up”
EFRIRLET,
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line protocol is w.eeeeuveeuunnnen.. Vo777 L TWABERIT "up”’. Vo Z7F U L TWAEAIL "down” EFKRL F
7
IP address is cooeeeeeeeeeeerenennns IPvd 7R L 2A&FRL F9,
subnet mask is .................... Y7 Xy b~RATEBFERLET,
Inner MTU S «.vvveeeeeeeenne, B KEZIEHAL (byte) ZFR L £77,
Multicast groups joined:........ ~“NT XY AN T N—TEFRL ET,

ip icmp send—errors—disable:.. ip icmp disable—sending—errors =< K OFREREL R~ L £,

11.11.7 show ip interface trunk—channel

[#rE]
trunk—channel A > % 7 = — A ® IPv4 IR D FE =
[ AT
show ip interface trunk—channel [ £ > X 7 2 —AFEILK T AL T 2 —RA AT v 7 2% 5 D]
[T x—%]
RT A—H BMENE X E i A IR
AV BT 2 —AFKE AVET 2 —RAFFE | 1~2 TRTDA L ET = —AFS
BELET,
PBTA BT 2= | P TAHXT2—AA | 1~9999 YTA L BET2—=AA Ty
VT U AEE VT U AR/ BERE I AZEERE LR
LE7,
[BhfFEE—N1]
Z—HFE—F
[FimA]

trunk—channel £ > % 7 = — D IPv4 I[CBHTA1EHRE2FE L 7,

[F1741]
trunk—channel 1> % 7 = —ZAD IPvA IZBETHERERRLET (f 0¥ T7=2—RAFE 1),

#show ip interface trunk-channel 1

Trunk-channel 1 is up, line protocol is up
[P address is xxx. Xxx. xxx. xxx, subnet mask is xxx.Xxxx.Xxx. Xxx
Broadcast address is XXX.XXX. XXX. XXX
Secondary address is XXX.XXX. XXX. XXX, subnet mask is XXX.XXX.XXX. XXX
Proxy ARP is disabled

(&7 ¢+ —L R DEKE]

Trunk—channel 1 i ....cc........ shutdown g% E L TWA3EA 1L “administratively down”. exec shutdown 3 J OF offline L
TW A A 1T “operationally down”, & 9 TZRWEAIL "up” EFRmL 7,
line protocol is .....ceeeeuenennnn. Vo277 L TWABEARIT "up”’. Vo Z7F T L TWAEAIL "down” L FRRL
7
IP address is .oooeeeeeeeeeeeeennns IPvd 7 R L Z&FRRL ET,
subnet mask iS ..........ceee..... YT Rry b~ RITEFRLET,
Broadcast address is ............ Ta—RF¥¥Y AT RV RAEZERLET,
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Secondary address is............. Secondary Address ##/~x L £77,
Proxy ARPiS ....ccoeeviivunnnnn.. proxy-arp % &5 3 2 02E 9 ) (enabled/disabled) Z#F /R L £97,
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11.12 TRV A —vdOF7 (IPv4)

11.12.1 show ip local pool

[#%5E]
IPsec R° L2TP/PPPIZ L V@IS A IP 7 K L AEFHROFK R
[ AT
show ip local pool [{ 7 K L A7 — /L4 >]
[XF x—%]
T RA—H BMENE T A I

TRV AT — 4

TRVAT =N affELET,

63 LFLAN D CDATA %

FTRTOTRLAS—AVERELE
7

[E1EE—F]
Z—PE—N
(@i ]

[Psec(Mode—config/Config Payload) <> L2TP/PPP (Z X V@45 IP 7 KL ADFERAEFE R L £97,

[Z£174]

[Psec(Mode—config/Config Payload) <> L2TP/PPP (Z X V@45 IP 7 KL ADFERAEFE R L £97,

#show ip local pool

[Pool name : pool-A]
Start Avai | /Max
End
XXX. XXX. XXX. XXX 254/254
YYY. YYY. YYY. yyy
XXX. XXX. XXX. XXX 254/254
YYY. YYY. YYY. yyy
[Pool name : pool-B]
Start Avai | /Max
End
XXX. XXX. XXX. XXX 254/254
YYY. YYY. YYY. yyy
Configured Pool Addresses : Range/Max/Limit
762/762/67108864
#
(%7 4 — K OEK]
Pool name: ......ccoeevvvvunnnennn. TRUVAS =N xFRRLET,
SEAt veveeeee e B Y CRAT FL A&2FRL 77,
BNd e B Y TRMET R RAEERRLET,
AVl ceveeiei BHESRWHLUATEER T R L 2 $E #oaR L 7,
MaX teiiieieiiiiieeeee e BRIV LT R L 2EEFRL £T,
Configured Pool Address....... WE2EOT R L AT —UEREZFRL £,
RANZE wevveeeeeeeeieeeieeeen, WAELNHLUARER T R L A EFRL £9,
MaX weiiiiieeiiiee e BRIV L7 R L 28EFRL £,
LMt ©eeveieeie e RIERIGEIR T R L A Ba R L £7,

347

7 R L 27— /)L DR (IPv4)



a<w R U7 7Ly A - EHEHR

#11E IPv4 B

11.13 IPv4 V7 4 v 7 AU AN DFER (IPv4)

11.13.1 show ip prefix—list

[B%AE)

TVT 4y 7 AU A MEROFIR

[ AT

show ip prefix-list [ 772 Fh 2 AL DK FL T 4 v 7 AY A RE > K F L7 4w 7 &> [first-match | longer] | seq <

=t 2 ]

[$5 x—%]
8T Ak RENR R E R W
o kanrk ok anrkEEEL £, rip FT
bgp
ospf’

TV T4y I AV AL

TV T4y I AY AN EREL E
3, BGP/OSPF/RIP CTFL 7 ¢ v
I AV ANERETHHEIE, 20
LW EERL £,

254 CFLAN D WORD #

A S

FLT 4y 7 AREELET,

IPvd 7 K L 2T

first-match | longer

first—-match 7> longer 22 &8 E L ¥
75

first-match: NI~y F Lz U DA
longer: A& L CWAx=y kU DR

=l A

VU AREEEEL ET,

1 ~ 4294967295

[B1EE—F]
Z—PE—F
GICZ)

ip prefix-list 2~ K CRELEZT VT 4 v 7 A A NDIFEREF L £7°,

[51761]

ip prefix-list I~ R TCRELEZTL 7 4w 7 A A NDEFEREFRL £97,

#tshow ip prefix-list

RIP Prefix-List

ip prefix—list prefix-list-A: 1 entries
Description: prefix-list-A
seq 1 permit Xx.Xx.X.X/X ge xx

OSPF Prefix-List

ip prefix-list prefix-list-A: 1 entries
Description: prefix-list-A
seq 1 permit Xx.X.X.X/X ge xx

BGP Prefix-List

ip prefix—list prefix-list-A: 1 entries
Description: prefix-list-A
seq 1 permit Xx.X.X.X/X ge xx
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(&7 4 — R DOE%]

Prefix=List woocevvevreeieriennnn ~y ZEFRRLET,
ip prefix—list wooveeeeeeeeenennnss T T 4y T AV A RNLEZRRTLET,
ENLHES evvveeeeeeeeeeriiiiiiinnn TVT 4y I A EERL T,
Description: ......ceeeeeevuennnn.n. Description /KL £9°,
SEQ wenneeiiiee e TVT 4y 7 AERERRLET,

11.13.2 show ip prefix—list detail

[#%aE]

TUT 4y 7 AY AN FEHEROFR TR

[ AT

show ip prefix-list [ 7’& b V4 d] detail [K L7 4 v 7 AU A N4 >]

[RF x—%4]

T A—H HENR T 24 IR

7ubansg FubargEEEL T, rip ERONS
bgp
ospf

TV T4y IJAVANG | TV T 4w 7 AV AMNAEREL £7, BGP/OSPF/ | 254 SCFLAN G WORD H
RIP CH L7 4w 7 AV ANERETHHEIE, 20
L EERL £7,

[EFE—FK]

R

[FiA]
ip prefix-list A< R TRELEZFLV 7 4 v 72U 2 N OFEEFREYFERL £,

[31761]
ip prefix-list A< R TRELEZFLV 7 4 v 7 2 2 N O#FEEFREYFERL 1,

#show ip prefix-list detail

Prefix-list with the last deletion/insertion: prefix-list-A
RIP Prefix-List
ip prefix-list prefix-list-A:

Description: prefix-list-A

count: 1, sequences: 1 -1

seq 1 permit x.x.x.x/x ge xx (hit count: 0, refcount: 0)
Prefix-list with the last deletion/insertion: prefix-list-A
OSPF Prefix-List
ip prefix-list prefix-list-A:

Description: prefix-list-A

count: 1, sequences: 1 - 1

seq 1 permit x.x.x.x/x ge xx (hit count: 0, refcount: 0)
Prefix-list with the last deletion/insertion: prefix—Ilist-A
BGP Prefix-List
ip prefix—list prefix-list-A:

Description: prefix-list-A

count: 1, sequences: 1 - 1

seq 1 permit x.x.x.x/x ge xx (hit count: 0, refcount: 0)
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(%7 +—L FoER]
Prefix-list with the last deletion/insertion

........................................ BBRICERELENMToNET L7 4y 7 AV AN EFRLET,

Prefix—List .....covvviiiiiiiennnn.. ~y B EFRRLET,
ip prefix—list ..ooeeeeeeeeeeennnenn. LT 4 T AV A NLERTLET,
Description: ....eeeeeeeeeeeeeeennn. Description #3&/~L 77,
COUNLS evvvereeeeiiiieeeee e, TVT g4y I A EFRRILET,
SEQUENICES: evvnnereneereeeennnees TV T 4y VAV ANPREET DV - AFEFOFEMERRL £,
SEQ weuneeeiiee e TV T 4w 7 AMFRERRL ET,
hit COUNt: .uvvveeeeeeeeeeeeeieennns L7 4y 7 AY ANy NLEEEERRL T,
refcount: ....o.oooeiiieiiiiinnnn. TV T 4y VAV AN ESZRLUERSEEER L ET,

11.13.3 show ip prefix—list summary

[#rE]

TV T 4y 7 AV A NOY 7 VIFROKR

[ A

show ip prefix-list [{ 7’17 s = )L4 D] summary [K L7 4> 7 AU A N4 ]

[RF x—%4]

INT A=K HENE A i B IRE

7k an Ta b aVbERELET, rip TRT
bgp
ospf

TV T 4y JAVANGL | TV 7 4y 7 AV ANAEREL £9, BGP/OSPF/ | 254 SLF-LAN G WORD %l
RIP TFV T (v 7 AU A EIRET 2HEIT. 2

DLHELEAL 7,
[Eh{EE—F]
Z—PE—F
(G

ip prefix-list 2T~ R TRELLT VT 4 v 7 AV XA b OY < UIEHREZFRL £,

[51761]
ip prefix-list I~ R TCRELEZTVL 7 4 v 7 AV ANOY~ U IFRAERRL £9°,

#show ip prefix-list summary

Prefix-list with the last deletion/insertion: prefix—Iist-A
RIP Prefix-List
ip prefix-list prefix-list-A:

Description: prefix-list-A

count: 1, sequences: 1 - 1
Prefix-list with the last deletion/insertion: prefix—list-A
OSPF Prefix-List
ip prefix-list prefix-list-A:

Description: prefix-list-A

count: 1, sequences: 1 - 1
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Prefix-list with the last deletion/insertion: prefix-list-A
BGP Prefix-List
ip prefix-list prefix-list-A:

Description: prefix-list-A

count: 1, sequences: 1 - 1

(&7 4= R DOEK]
Prefix-list with the last deletion/insertion
BBICRELEENMTONET L7 4 v 7 A AL EFRLET,

Prefix—List .....covvviviiiiennnn.. ~y B EFRLET,
ip prefix—list wovevveeeeieeineennss T T 4y T AV A RNLERRTLET,
Description:.......ceeeeeevuennnnn.. Description /R L £9°,
COUNL: evvveeeeeeieieeeeeee e, TVT gy I A EFRRLET,
SEQUENCES: weveeeeeeeeeeeeeeeeenens TV T 4y VAV ANPRET DV —Fr U AR FOHEMERRL £,
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11.14 »—F 477 v s a)LOFHRER

11.14.1 show ip protocols

[#%5E]

N—T 77 na bk artERoER

[ AT

show ip protocols [rip | ospf [all | < 7" & & 2 &5 >] | bgp)

[$F 2—%]

T A—H RENZ T i PR A I

rip RIP (BT 2 ME£RRTHHAICHREL | - FTRTCHOTu bk an
9,

ospflall | ¢ 7 & 2FR | OSPF ICBT 2R E £ RTHHAIHEE | adl: $XTOTrEAEKE

>] L7, IugAF S 1~5

bgp BGP IZBT 2 E R R T HGEICHEL | -
7,

[#h{EE—F]

Z—PE—F

[FiA]

N—=T 477 n b aVETOEREFRRL £T,

[321741]
N—=T 77 a2V T SR ERRL £

#show ip protocols

Routing Protocol is “rip”
Sending updates every 30 seconds with +/-50% next due in 44 seconds
Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update filter list for all interface is not set
Incoming update filter list for all interface is not set
Default redistribution metric is 1
Redistributing:
Default version control: send version 2, receive version 2
Interface Send Recv  Key-chain
port-channel1 2 2
Routing for Networks:
XXX. XXX. XXX. XXX/XX
Routing Information Sources:

Gateway BadPackets BadRoutes Distance Last Update
XXX. XXX. XXX. XXX 25 0 120  00:00:05
XXX. XXX. XXX. XXX 24 0 120 00:00:21
XXX. XXX. XXX. XXX 0 0 120  00:01:37
Distance: (default is 120)
Address Distance List
XXX. XXX. XXX. XXX/XX 100 98

Routing Protocol is “ospf 1”7
Redistributing:
Routing for Networks:
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XXX. XXX. XXX. XXX/XX
XXX. XXX. XXX. XXX/XX
Routing Information Sources:

Gateway Distance Last Update
Distance: (default is 110)
Address Mask Distance List

Routing Protocol is “bgp 64496”

IGP synchronization is disabled

Automatic route summarization is disabled

VRF representative IPVPN socket is x
VRF:

VRF representative IPVPN6 socket is x
VRF:

VPN route reflection: disable

VPN route transparency: disable

Neighbor (s) :

Address

XXX. XXX. XXX. XXX

XXX. XXX. XXX. XXX

Incoming Route Filter:

BGP bundle-time Osec

[%7 4 — VR DEK]
Routing Protocol is .............. N—T 47 7akariEzFRnrl £7,
Sending updates every 30 seconds with +/-50%
........................................ FEMEEZRRL £T, EREOFREMMRIL, REMED 0.5~ 15FDT7 ¥ A
B2 0 %9,

next due in ......coeeeeeiiieneeis WEIDEEF A I T EFRLET,
Timeout after ...........c.ce...... 2 A LT D NRRZRRL ET,
garbage collect after............. garbage collection BRAARFR 2 F /R L F9°,

Outgoing update filter list for all interface is
........................................ EETANE ) T ERERRILET,
Incoming update filter list for all interface is
........................................ ZEZANZ) T ERERRLET,
Default redistribution metric is

....................................... redistribute FF D A N U w7 2 FIRL £77,

Redistributing: .......cceeevvunees BB REHILE T2 ErONL—T 47T abalrzEnrl £9,
Default version control: ....... EZENA—T g o EFRLET,

Interface ......ooeeeeereeveennnnn. EZEA L E T 2 — AL TR ET,

Send .ooeeeeiiiiiieeee e EEN—VarBRRLET,

RECV v ZER—VarERRLET,

Key—chain .....covevuvvuvenannnns. Key—chain D& #a FRr L £9,

Routing for Networks: .......... Fy U= %FKRLET,

Routing Information Sources:

........................................ R ZIREL TWDARA MERERTL £,

GateWAY +neeeneereeeeeeeeenaneenn BRBEEIREL TWAFRANDIPVA T R L 22 FKRL £9°,

DiStance .........cccveeeeeeieennnn. TAAR U AEERRLET, BEON—T 47T ahaLTRURKE %
FLTWDIEAIC, EBLEERTHIRET HEEICHEHL 7,

Last Update .....oeevvvnvevnnneen. N—TFT 7T abkanry N EERRICZEL TOHL OB ZF R L £
7

DiStance: .......oeeeeeevevneeenenn. FTAAR L AEDT 7 v b EFERL ET,
Address mask ...........cceeee..n. IR E RNl £,
Distance ...........ccvveeeeennnn. SRR T S IR EINTZT 4 AZ  AMEEFRRL T,
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LISE e WHTA2T7 7RV A NEFEFRL £,
BGP bundle—time ................ BGP & & iR IR\ B Gk T D £ T T D 2 R R L $£9°,
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#11E IPv4 B

11.15 BEEIEHROFR

11.15.1 show ip route

[#rE]
RGO R R
[ATE]
show ip route [vrf {K<VRF 4 > | #}] [K482c7 R L &2 > | < 71 k /L4 > | summary | statistics | tag < % Zf# >}]
[T x—%]
NG A—H RENE AR Hh A A I
VRF 4 VRF &% EL £7, VRF 44 : 63 LRI WORD B | VRF Z487E L 720>
ST R LA SEFET R L AZEL F7, IPv4 7 R L ATE T RTOREEIE W
7'a bk ans JabharlERELET, bgp
connected
cp
dhepclient
kernel
ospf
rip
static
isakmp
isakmp sa—up
isakmp tunnel-route
summary BEN—T 7T a2 TREL | -
TR AR KRR T HGEICIHREL £
7
statistics (1) HAHERE R TR T HHEAICHELE | -
7
2 JAH (%2) ZUEEREELET, 1 ~ 2147483647 ST EERRE LR
L TRCORKERERTTDHEIT | -
fBEL £7,
*1) VRF Z48E L 723 &1d, IETE £t A,
*2) VRF Z¥5E L 125812, RETEET,
[BifFE—NR]
S—E—
[FimA]
REEIEHRE R R ET,
[ 5247 61]
R IEHRERRIL ET,
#show ip route
Codes: K - kernel route, C - connected, S - static, R - RIP, 0 - OSPF,
B - BGP, T - Tunnel, i - IS-IS, V - VRRP track
[u — ISAKMP SA up, It — ISAKMP tunnel route, Ip — ISAKMP 12tpv2-ppp
Dc - DHCP-client, L - Local Breakout
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> - selected route, * - FIB route, p - stale info
C> * 127.0.0.0/8 is directly connected, Loopback0
0> * xxx. xxX. xxX. xxx/xx [110/1100] via XxX. XXX. XXX. XXX, port-channel1, 00:00:00
0> * xxx. xxX. xxX. xxx/xx [110/1100] via XXX. XXX. XXX. XXX, port-channel1, 00:00:00

#show ip route summary

IP routing table name is Default-IP-Routing-Table
Route Source Networks

kernel
connected
static

rip

ospf

bgp

isis

dhep client
i sakmp

O O O O N O O — —

total 4

[%7 4 — 1 FOEK]
CodeS: weveiieiieee e, gL e FEERRL £,
K: kernel &
C connected #%#
S: static F&H
R: RIP &
0 OSPF %%
B BGP %
T: tunnel F& ¥
i IS-1S &
V: ip route vrf cp track (& S+ D RRH
track JREEAS DOWN T OS M BRI 2 TV A HEEIT V 23
. track JRAEDY UP T OS TR B BER S AL TV D H/ATL V B 720

Iu: ISAKMP SA-UP #&%
It: ISAKMP tunnel-route %%
Ip: ISAKMP L2TPv2 #R#%
Dc: DHCPv4 7 Z A 7 > M REE >: IR S T D R
*: THI—FT 4 TR T A MY
p: stale IRFEIZ & 2 RRHE
[110/1100] .oevvovieeeeieeennnn. TAAX L ABEE AN v 7EERRL ET,
Vid XXX XXX XXX XXX eeneernennnns a5 7 K L A~D Next-hop Z#FKRL £,
00:00:00 ..eeveeeeeeeeeeeee, RIP/OSPF/BGP Oi5A 1L, RREENBEI N TH O OREFMEZ R R L £,
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#11E IPv4 B

11.16 #EEHEROFER

11.16.1 show ip traffic

[B%aE

IR OFLRHF RO RN

[ AT

show ip traffic

[E{EE—F]

Z—PE—F

[Fif]

R OREH TR Z RN L £,

(5217 41]

BEOMEHEREZFRL £,

#show ip traffic
[P statistics:

Revd:

0
0
0
0
0
0
0
0
0
0
0
0
0
0

20389 total

bad header checksums
with size smaller than minimum
with data size < data length
with length > max ip packet size
with header length < data size
with data length < header length
with bad options
with incorrect version number
fragments received

fragments dropped (dup or out of space)
fragments dropped (out of ipgent)
malformed fragments dropped
fragments dropped after timeout
packets reassembled ok

20389 packets for this host

0
0
0
0
0
0
0

Sent:

0
0

packets for unknown/unsupported protocol

packets forwarded ( 0 packets fast forwarded)

packets not forwardable

redirects sent

packets no matching gif found

packets no matching tunnel found

encap packets discard due to some reasons
16627 total

packets sent with fabricated ip header

output packets dropped due to no bufs, etc

1333 output packets discarded due to no route

output datagrams fragmented
fragments created

datagrams that can't be fragmented
datagrams with bad address in header
datagrams that can’'t be encapsulated
statistics:

call to icmp_error
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0 errors not generated because old message was icmp
Output histogram:
echo reply: 1
destination unreachable: 1
source quench: 0
routing redirect: 0
alternate host address: 0
echo: 0
router advertisement: 0
router solicitation: 0
time exceeded: 0
parameter problem: 0
time stamp: 0
time stamp reply: 0
information request: 0
information request reply: 0
address mask request: 0
address mask reply: 0
others: 0
0 messages with bad code fields
0 messages < minimum length
0 bad checksums
0 messages with bad length
0 multicast echo requests ignored
0 multicast timestamp requests ignored
Input histogram:
echo reply: 0
destination unreachable: 1
source quench: 0
routing redirect: 0
alternate host address: 0
echo: 1
router advertisement: 0
router solicitation: 0
time exceeded: 0
parameter problem: 0
time stamp: 0
time stamp reply: 0
information request: 0
information request reply: 0
address mask request: 0
address mask reply: 0
others : 0
1 message response generated
0 path MTU changes

[GMP statistics:
0 messages received
0 messages received with too few bytes
0 messages received with bad checksum
0 membership queries received
0 membership queries received with invalid field(s)
0 membership reports received
0 membership reports received with invalid field(s)
0 membership reports received for groups to which we belong
0 membership reports sent
TCP statistics:
Sent: 10109 total
5551 data packets (272170 bytes)
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0 data packets (0 bytes) retransmitted
2790 ack-only packets (5401 delayed)
0 URG only packets
0 window probe packets
0 window update packets
1768 control packets
0 send attempts resulted in self-quench
Revd: 11220 total
5629 acks (for 272300 bytes)
58 duplicate acks
0 acks for unsent data
5424 packets (154500 bytes) received in-sequence
0 completely duplicate packets (0 bytes)
0 old duplicate packets
0 packets with some dup. data (0 bytes duped)
43 out-of-order packets (0 bytes)
0 packets (0 bytes) of data after window
0 window probes
7 window update packets
1 packet received after close
0 discarded for bad checksums
0 discarded for bad header offset fields
0 discarded because packet too short
1700 connection requests
65 connection accepts
128 connections established (including accepts)
1832 connections closed (including 0 drops)
1637 embryonic connections dropped
0 delayed frees of tcpch
5627 segments updated rtt (of 7266 attempts)
0 retransmit timeouts
0 connections dropped by rexmit timeout
0 persist timeouts (resulting in O dropped connections)
38 keepalive timeouts
0 keepalive probes sent
0 connections dropped by keepalive
84 correct ACK header predictions
2044 correct data packet header predictions
1768 PCB hash misses
1637 dropped due to no socket
0 connections drained due to memory shortage
0 PMTUD blackholes detected
1 bad connection attempt
65 SYN cache entries added
0 hash collisions
65 completed
0 aborted (no space to build PCB)
0 timed out
0 dropped due to overflow
0 dropped due to bucket overflow
0 dropped due to RST
0 dropped due to ICMP unreachable
0 delayed free of SYN cache entries
0 SYN, ACKs retransmitted
0 duplicate SYNs received for entries already in the cache
0 SYNs dropped (no route or no space)
0 packets with bad signature
4376 packets with good signature
0 successful ECN handshakes
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0 packets with ECN CE bit
0 packets ECN ECT(0) bit
0 packets with SACK option transmitted
0 SACK retransmitted
0 packets with SACK option received
0 SACK of outside window sequence
UDP statistics:
Revd: 9197 total
0 with incomplete header
0 with bad data length field
0 with bad checksum
1 dropped due to no socket
6218 broadcast/multicast datagrams dropped due to no socket
0 dropped due to full socket buffers
2978 delivered
2979 PCB hash misses
Sent: 4907 total
ARP statistics:
49 packets sent
23 reply packets
26 request packets
89 packets received
10 reply packets
79 valid request packets
79 broadcast/multicast packets
packets with unknown protocol type
packets with bad (short) length
packets vrfid of interface and packet is different
packets with null target IP address
packets with null source IP address
could not be mapped to an interface

0
0
0
0
0
0
0 packets sourced from a local hardware address
0 packets with a broadcast source hardware address
0 duplicates for a local IP address
0 attempts to overwrite a static entry
0 packets received on wrong interface
0 entrys overwritten
0 changes in hardware address length
0 packets received exceeding the limit per interface
13 packets deferred pending ARP resolution
11 sent
0 dropped
0 failures to allocate Ilinfo

[%7 ¢+ — R OER]
[P statistics:
Revd: coiiiiiiiieiee e Ny b DZEBEFR L ET,

bad header checksums.......... N DOF v ITHANRELL RNy N OZEREFRL $7,
with size smaller than minimum
........................................ P AZXBBELD ENART y FOZERERRLET,
with data size < data length... JRED /N MTUMEL D & /hE W7y N OZEREFRL $9,
with length > max ip packet size
........................................ BEDRKAMIUME D b REWWITy hOZEHERRL 7,
with header length < data size
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........................................ SN X Oy FEREBRID BTy O ERERSRL ET,

with data length < header length

........................................ Ny EONRTy EPREBELD SRV Yy NOZEHRERRL ET,

with bad options ................. NoBF T arNIELL Wy OSZEREFERL £,

with incorrect version number

........................................ [PAN=D g 34Dy b OZERERRL ET,

fragments received............... SEIINZ Ty b OZEREFRRL T,

fragments dropped (dup or out of space)

........................................ TEICEZE, FREANY T P ARROEDICEEINDE v N OZEEE
FoRLET,

fragments dropped (out of ipgent)

........................................ ipgent RIE D7D IS NI DEr v s OZEREFRL £,

malformed fragments dropped

........................................ RN BN S T e OIZFEE SN REI ATy N OZERERRIL £,

fragments dropped after timeout

........................................ ZALT Y hDOTDICHHERTETRESNIZST AT v F OZEREFRL

3N
packets reassembled ok ........ HERTE 08Ny NOZEREERLET,
packets for this host ............ HR% 37y N OZEREFRTL £,

packets for unknown/unsupported protocol

........................................ KA, FFRVR— T harry NOZEREFRRL T,

packets forwarded (0 packets fast forwarded)

........................................ g SN (B0 IAHALBCEEMICEEEINT) Ty hoZEREFRTL

E3 AN
packets not forwardable......... BRI N2 o T2y N OZEREFR L ET,
redirects SeNt......coeeeevvuunnenn. Fl—Fy hU—7NITIREINT= T b OZERHEERLET,

packets no matching gif found

........................................ gif R =PI N Ty hOZERERRLET,

packets no matching tunnel found

........................................ tunnel R—EBRH STy N OZERERRL E7,

encap packets discard due to some reasons

........................................ BEFES NI TR v N OZERERRL ET,
SEN: tvveeereeereere e Ry b ORERERRLET,

packets sent with fabricated ip header

........................................ N~y B EEBIRoT Ty NORERERTLET,

output packets dropped due to no bufs, etc.

........................................ Ny 77 REREOHMIZL A3 v FOBEEEEERRL T,

output packets discarded due to no route

........................................ SESERBNC L D27y N OFEFERAERFL £7,

output datagrams fragmented

........................................ EENTZIP T —H 7T 208EFRL ET,

fragments created................ DEIENTZIPT —X2 T 7 5AOMFOEEFR L T,

datagrams that can’t be fragmented

........................................ BEICE 2o IPT—H 7 T 20 EFRL 7,

datagrams with bad address in header

........................................ ANYANDOT RUARELLBRWIP T —X 7 7 A0OHEFRRLET,

datagrams that can’t be encapsulated

........................................ NT/NMETERD STy N EFRRL 77,

ICMP statistics: ......eveeunnens ICMP O#EHE#R AR R L £,
calls to icmp_error ............. ICMP = J — X vy b—U Ol aE L £9,

errors not generated because old message was icmp

....................................... HTWAY =0T — Ay =T ZBE LR ol AR R L £,

Output histogram: ............... Whho o 2eFrLET,
€cho TePIY: weveeeeeeeeeaann. o — 5 (Type0) D ICMP A v v —Y OEEMEFRL £17,

361 O



RS ik ] A 1LE 1Pv4 Bl

destination unreachable: ....... FZEARFE (Type3) D ICMP X v v —V OFEEH LY FERL T,

source qUENCh: .......ceeevveneees 1R ] (Typed) D ICMP A v v—Y OXREREFRL £,

routing redirect: .o...oeeeeeeeren. PRI TIE R (Typed) D ICMP A v v—Y DR EHEFRRL 7,
alternate host address: ......... alternate host address(Type6) ® ICMP X v & — DR EREZFRL £7°,
€ChO: wevee i, T a—33R (Type8) D ICMP X v v —T DR EHEFR R L £,

router advertisement:........... J— & JREE I (Type9) @ ICMP X v v —Y DOEEHEFRRL T,
router solicitation: .............. J— 2 FERERIN (Typel0) @ ICMP X v v —Y OEEHEZF R L £7,
time exceeded: ....veeuveenenn.. AR (Typell) @ ICMP A v v —Y OEREH L FERL £9,

parameter problem:............... & (Typel2) D ICMP X v B—Y OEREHREFERL 7,

time Stamp: .......cecerernenne. B A DAL TER (Typel3) D ICMP A v —T OEEREERRL 7,
time stamp reply: coeeeeeeeeerene. B A DNAH T IE (Typeld) D ICMP A v v —Y OEEREF L ET,
information request: ............. [E#ER (Typels) D ICMP X v B —Y DOEREREERL 7,

information request reply: ..... TG (Typel6) D ICMP A v =V OREHEERL £,

address mask request: .......... T RL A< A7 HR (Typel?) D ICMP A v —Y OB EHEZFRL £,
address mask reply: ............. TRV A= A7 JEE (Typel8) D ICMP A v B —V DOREHAEZFRL £7°,
Others:.......oovvveeviiiiiieeeennnn. ERLAD ICMP A v =V OEEHEFR L 7,

messages with bad code fields

........................................ code 7 4 —/LREBIEL < RWICMP A v &=V O ERRL £7,

messages < minimum length... FHEDEI L VHEWICMP A v &=V O EFRL £9°,

bad checksums ................... F vy V7Y LMENRIELLKRWICMP A v 2= 0 %E R L £,

messages with bad length ...... A=V ENELLZZWICMP A vy —Y 0O a2 TR £7,

multicast echo requests ignored

........................................ < /LFF ¥ A D AT 2 —BER (Type8)ICMP A v ¥ — Y DFETER A F R L £7,
0 multicast timestamp requests ignored

........................................ VT F vy A RGEH A LAY T IR (Typel3)ICMP A v & — DFEFER KRR L

7,
Input histogram: .................. NN I o BEFRRLET,
echo reply: .oveveeveinviinneeen, T a—J5% (Type0) @ ICMP X v v —Y O G AR R L £,
destination unreachable: ....... B|EARRE (Type3) D ICMP 2 v B—V OZERERRFL ET,
source qUENCh: w..eeevveveeunnnen. HE L INH] (Typed) O ICMP A v b —V OZ 8 a2 F R L E£7,
routing redirect: ...........oooo.. LW IR R (Typed) D ICMP A v v —Y OZEHEF R L £7,
alternate host address: ......... alternate host address(Type6) ® ICMP X v v —Y OZEHaFE R L £97,
eChO: tiveviiiieeiiee e, T a2 —3R (Type8) D ICMP A v E—Y D58 % £ RL £7,
router advertisement:........... JL—F RN (Type9) @D ICMP X v v —Y OZEH A TR L £,
router solicitation: .............. JL— & ZEREE A (Typel0) D ICMP A v v —Y O E¥aFr L £7,
time exceeded: .......ocevunnni. REE I (Typell) @ ICMP 2 v & —Y O E8REFRL £7,
parameter problem:.............. [ (Typel2) D ICMP X v v — D2 EREZERL 77,
time StAMP: eveveveeeeeeeeieneens B A DAL TER (Typeld) D ICMP X v v —Y OZEHEZFRL £,
£iMe STAMD vevvneerrneereneeennnnns reply: Z A LA KX LTI (Typeld) D ICMP A v v —Y O E8AFRRL £9°,
information request: ............. EHIER (Typeld) D ICMP X v =Y O EMEFERL £7,
information request reply: ..... g [EHILE (Typel6) D ICMP A v v —YDZEHEFR L ET,
address mask request: .......... TR L A=A 7 B3R (Typel?) D ICMP A v v —Y OZEHAFRL £1°,
address mask reply: ............. TR A< A TIRNE (Typel8) D ICMP A v v —Y OZEHE R R T,
OthETS: vevviivieiieieieieeieeeias FFLISAD ICMP A v 2=V DZERFRL £,

message responses generated

........................................ ICMP A v E— I3 0B =R AL £7,

path MTU changes............... MTU REF XN/ 20 EFRR L F4,
IGMP statistics: .................. IGMP OfEaHEHR AR T L £
messages received ............... IGMP A vt —V O E 2R~ £,

messages received with too few bytes

........................................ IP 7 =827 LORIVBEEDR/IMEE Y LN IGMP A v £ —Y OZEHE £
RLET,

messages received with bad checksum

........................................ F oy ZHLMENELLSRWDIGMP A v —Y O EHERFLET,
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membership queries received

........................................ IGMP query D f58aFKrL £7,
membership queries received with invalid field(s)
........................................ RIEZ2 IGMP query DZEH AT R L £1,
membership reports received

........................................ IGMP report D E5 &£ rL £7,
membership reports received with invalid field(s)
........................................ ARIE7Z2 IGMP report O 5% ax Fr L £,
membership reports received for groups to which we belong
........................................ AREEENFTBT D 7 /b —7 D IGMP report D258 EF R L £7°,
membership reports sent....... IGMP report DEEE A F R L £9°,

TCP statistics: ....ceveeervenens TCP OftatE#a £ L £,
SEN: wvvveeeeeeeiiee e Nry FOEEREERRILET,
data packets ........coevevunnennn T =Ky N DEEE (TCP T — X EDEENRA M) 2#FRL 9,
data packets retransmitted.... 77— % /N7 v F OFEE (TCP 7 — X OFENA M) #FXRLET,
ack—only packets ......coee...... ACK 2347w b (GBIE ACK /N7 v ) ORBREHEFRRL F9,
URG only packets .............. BEUZIRT RET—INEGEENTWDH N MEFORL £7,
window probe packets........... WINDOW PROBE /347 v s OEEEE2F L £7,
window update packets ......... WINDOW UPDATE /3% > h DFE#AEERRL £7,
control packets .................. aybhe—777 ey ) 5B, RST. SYN, FINA "1” O3 v k
DEFERERRLET,

send attempts resulted in self-quench

........................................ AFYARRREICEVEESNIZEE ATy M EREFRL ET,

RevVA: e Ny b DOZEBEFR L ET,
ACKS tiiiiieiiee e ACK "7 kO 548 (TCP T — X EOZAENA M) Z2FoRL 7,
duplicate acks ........cccceevenneen ACK ICE W ZEHREN TV LT —XICx L TOEB L2 ACK X7 v b D%
EHEFRILET,
acks for unsent data............. ELNTWRWNWT — (R L TACK JRE L 2Bl EFRR L £,

packets received in—sequence
........................................ HRZE L I2T — 2% s OZEH (TCP T —ZEOZE3 14 MY &FoR
LET,

........................................ HELTRELET =27y NOXER (TCP T —#MOZENAL ML) %
FRLET,

old duplicate packets............ = U ABRENEBE LTy bOZEREFRRLFT,

packets with some dup. data

........................................ RFC1323 PAWS OHIEIZ L Y BEFES i 7 v b D8 (TCP 7 —# D%
B M) 2RARLET,

out—of-order packets ........... EFFE B0 TRWT—H 7y s DOZEE (TCP T —Z DZE A M) %%
RLUET,

packets of data after window

........................................ ZEUV AV RO EBATT =237y FOZIEHR (TCPTF—2 DA M) %

FrLFET,
Window probes .........coeeeun.... WINDOW PROBE /X7 v b D258 &£~ L £1,
window update packets ......... WINDOW UPDATE /47 v b OZEH AR L £1,

packets received after close

........................................ ax T aryPMIENTEROT 27y N OZEREFETRLET,

discarded for bad checksums

........................................ F =y 7Y LBREL KRWEDITEESNIZ AT v FOZEREFRRL £7,

discarded for bad header offset fields

........................................ TCP~y X HOF 7y MENIEL K BV ITBEEI N/ v b OFZEEK
ERARLET,

discarded because packet too short

........................................ T=2y PEPHEOREI LV EWEDICEREIN Ty N OZERE
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HRLET,
connection requests............. aRxyaryEERLEEEEFERL FT,
connection accepts .............. AR T a rEZT AN REEFRAL 9,

connections established (including accepts)

........................................ ARy arEZIFANZEREED, a X7V a VR U TR ERRL
£,

connections closed (including drops)

........................................ AR 7Y a AR TZEE L ED, ax s a v EHUEEEFRRL
7

embryonic connections dropped

........................................ REESLD A X7 2 a YW LI RE#R7 L £7,

delayed frees of tepeb........... BEfge G i (tepeb) T — 7L 2T 5 BRICHEGE I i (tepeb) T — 7 LD H A <=8
BEL CWIEE. ZA~Nl T T50%/F> T biliEE4s LzmE£RL
Ex RN

segments updated rtt (of attempts)

........................................ FUr R NY 7R RTT) 288 L7z (RTT EFH 2Rl AazblE) 2#R7R
LET,

retransmit timeouts.............. HEECORELRMNZ A LT 7 b Lzl EFR L 7,

connections dropped by rexmit timeout

........................................ FEETCORFLIEMNRZ A LT T N Lizldicaxy v a syl S vizE%
ERRLUET,

persist timeouts (resulting in dropped connections)

........................................ REDOT 4 RO AN 0ICRSTEBEICEBISNDZA~REA LT T RL
R (2o arntifrsnizBE) 227U ET,

keepalive timeouts .............. Keepalive 3% A A7 7 b L72RIEFRL 9,
keepalive probes sent........... Keepalive (25T A0 A v t—VZEHEL 2RI EZERL £9°,

connections dropped by keepalive

........................................ Keepalive FFINIZISE RN oo T2 ax 7 v a YL 2 E8E Fos L
£,

correct ACK header predictions

........................................ o B OFEAIRMTATNC ACK LR 24T - 7= E A FR L £9,

........................................ ~v X ORI ZFRER AT 2B e R L £,

PCB hash misses ................ ZELITCP ~y X DfER (IP 7RV A, R—FF7) 7 PCBNITARVR
7y NOZERERTILET,

dropped due to no socket...... VI NIRRT DIZBEE I NIy v N O EEEFRRL £,

connections drained due to memory shortage

........................................ AEYRRBIZED TCPD Y TR T A% 2 —HIREITo I EFoR L £
7

PMTUD blackholes detected

........................................ Path Maximum Transmission Unit Discovery(PMTUD) (231757 T v 7 Rk—/L «
N—Z RN LR ERRL £7,

bad connection attempts....... SYN/ X7y " EILL ViRoTcax s va v BN L LD & LzhlaFRrL

3

SYN cache entries added ...... ER SN SYNF v vy oDz b EAEFERLET,

hash collisions .................... Frvrazs b EBERTIERC, Ny A NOERERND - B E R
~LET,

completed SYS ..uvvvvniiiinnn. Frovaz NP TaRrsya iy L-BEE2E R0 £7,

aborted (no space to build PCB)

........................................ AEYREDTZDIZF ¥ v a2z b Y OERE PRI 2EEEZRRL E7,
timed Ot ..oovvreviieiieiienenn, ZALT T ROIDIZHIBRE NI b OFERRL 7,

dropped due to overflow ....... Fyrovval) ANRDLESNTZTZOICEEINZ N OFEFERL 9,
dropped due to bucket overflow

........................................ ¥ ovanTy MRBSNTTEDICEEIN= N OBERRLET,
dropped due to RST............. RSTIZE W FEFEEIN-Z N oFEERL £T,
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dropped due to ICMP unreachable

........................................ ICMP BEEARGEA v =V D7D IEEI N N OREFRRL £,

delayed free of SYN cache entries

........................................ SYNF v vax b ZHETIERICSYNF vy a2z P IO AR
BEL TOWEBE. XA ~DM T 720> ThHaEEs LizblgkzsFoRL
£,

SYN,ACKs retransmitted...... SYN, ACK N7 v F OFEEREFRRL £7,

duplicate SYNs received for entries already in the cache

........................................ TTIF Yy v alfFETDLT MY OFHESYN ST v N OZEHEERL
£7,

SYNs dropped (no route or no space)

........................................ BEFEI NI SYN Xy b OERRL 7,

packets with bad signature .... 7 X F ¥ BNIEL < 72V W7y b O EFRL £,

packets with good signature .. 7 X F ¥ DIEL W W7 v N OFEFRRL £9,

successful ECN handshake .... ECN(Explicit Congestion Notification) /~o K ¥ = A 7 O # £r L £97,

0 packets with ECN CE bit ... CE(Congestion Experienced) £~ k233572 TCP /X v s OZE¥ 2 FRL £
7

0 packets ECN ECT(0) bit ... ECT(ECN-Capable Transport) £ k 233,572 TCP /37 v h OZ {58 %E KR L &
R

0 packets with SACK option transmitted

........................................ TCPSACK A7 ¥ a Mt &7y h DR EHEFRL £7,

0 SACK retransmitted.......... TCP SACK A 7'V a U&7y h OFEEHERTL £7

0 packets with SACK option received

........................................ TCPSACK A7 v a UMy & 7y N OZEHERT L ET,

0 SACK of outside window sequence

TCPSACK A7 v a Dy —b v AN —r v AT 4 RUSNDRT > kDX

EHEFRTLET,
UDP statistics: .......ceeeeenn.... UDP O#igHE#MaER=RL 7,
Revd: oo Ny NOZEREFRRLET,
with incomplete header......... Ny B IRFERINT v N OZEREFRIL 7,
with bad data length field ...... 7—% 7 7 ARNPIEL K RV T v b OZEREFRTL 7,
with bad checksum............... F v JHIMENIEL KRNy NOZEREFRRL T,

dropped due to no socket...... VI NIRRT DIWEIES NIy N OZEEEFRRLET,

broadcast/multicast datagrams dropped due to no socket

........................................ iy R WEDILEES N7 a—RX 3y AL LT Aoy b
DEZEHERRLET,

dropped due to full socket buffers

........................................ Ny 77 B SNICTEOIZEEINT ATy N OZERERRL ET,

delivered ..........covvvueeeeeennnn. ZETE Ry b @iﬁf&%m LET,
PCB hash misses ................ ZAEL7ZUDP ~y X OfEHR (IP 7 KL A, R—1F%ES) 2 PCB IZ/R S
7y NOZERERFLET,
SENt: veveeeieiiiie e Ny NOEERERRILET,
ARP statistics: .........coeeeeis UDP OfiaHE#MA R~ L £,

packets Sent .....ceeeeeeeeeinnnnns ARP OREE N7 v M EEFRRLET,
reply packets ......o..oeeeiinnnss ARP reply ODEEH A E£ R L £7,
request packets ........o.coounn.. ARP request DEEEEFRL £9°,

packets received ................. ARP OGN r v N EFRL 97,
reply packets .....oeeeeeeeeennnnns ARP reply OZ 58 & £ L £9,
valid request packets............ ARP request DG AR R L £,

broadcast/multicast packets

........................................ Vo r@Em@7Ta—R&xy AL, FEALTF X v A LD ARP %537 » MK
ERRILET,

packets with unknown protocol type

........................................ ARP ~y AHRDOTFa s a7 4 — VR BRERSZE Ay " EFRLET,
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packets with bad (short) length

........................................ ARP Xy N EDNRIERZE Ty MasFRRLET,

packets vrfid of interface and packet is different

........................................ ZEAE T 2= ALy NOVRF O ID MNED ZE 7y MkERRLE
R

packets with null target IP address

........................................ ARP ~y Z DX =% M P T KL Z2730.0.0.0 &72 o T2 G 7 » ME%
FRLET,

packets with null source IP address

........................................ ARP ~y H# OEFILIP 7 R L A28 0.0.0.0 &72 5 CWB 537 v M EFor
LET,

could not be mapped to an interface

........................................ ZELIEARP Ry E B AV H T 2= AT R AND~ v B IR
TeHERILET,

packets sourced from a local hardware address

........................................ ARP ~y X HNDEFETN—R T 2T T RV ARERON—R T =T Lo TH
TGy NERTRL 7,

packets with a broadcast source hardware address

........................................ ARP ~y X NORERFITEN—R T =T TR ART e —RF ¥ Ak &lpo T
ZEANTy MIERRLET,

duplicates for a local IP address

........................................ BROIPT NV RER—DZFE ATy M (IP7 RV ANEBEL TV D ATEE
WRnH5) 2R RLET,

attempts to overwrite a static entry

........................................ static ARP I\Z&f L T, ARP @ EEX ZRAIHEFZRL 7,

packets received on wrong interface

........................................ T=TNVIRGEDS DAL R T 2 — AL RIZDH AL BT = — A D ARP &%
EL. BEN®RE EEX LR ERRLET,

entrys overwritten ............... T CTIZARP 7T — 7 WICREDOH HIE#HE EEES LI K2 FRL £7,

changes in hardware address length

........................................ MAC 7 RV ADESIZEERS > T- e £ R L TT,

packets received exceeding the limit per interface

........................................ A ET 2= AT LICEIIZTFETED ARPE AL . ARP FETER
MoleZFE Ry hOERRLET (V01.02 LD H+AR—1),

packets deferred pending ARP resolution
........................................ ARP ZRZ 71U, ARPIGERFLDIDIZEFERD L Loy MIRERRL E

ﬁqo
SEIL weveeeeeeeeeeeeeeeeeeeeeeeens ARP fRUSICREY L =227y PR ERL 7,
dropped ceeeeeeeeeeeeeeeeeeeennn ARP R RL CHREL R E Ny b A2 FERL 9,

failures to allocate llinfo........ T—TIVOEEIZRKB L. ARP OBGRIZEKR L - E2 R L F1,
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11.17 DHCP 2 AT /P —_/ VL —x2—V =
v M EBED R

11.17.1 show ip dhcp statistics

[#%5E]
DHCPv4 7 T AT 8 /Y= VL —x2—=V =V FREDEN LR TND A F 7 = — ADFEHERDF R
[ A7)
show ip dhep {client | server | relay} statistics [{ £ v Z 7 = — 24 > K A B2 T = — ZAFK 5 >]]
[T x—%]
RT A—H R ENZ % A s [ AW IE
client | server | relay DHCPv4 #$REZHREEL £ client: 77 A4 7 v Mg | BIEATF
server : Y —/H&HE
relay: YL ——=—Y = b
s
A BT 2—R% AV HT 2= ALEREL T, - DHCPv4 BENAZN & 72> TV
=1 N = b = 6@“’\T0)4‘/571_7<@ﬁ'5§
: 7= 7z o - - .
TITETAEE (| AHT = AREEREL T BHEE 2R T,
[EhEE—F]
i —HPE—F (a~vr R~y 14)
[FimA]
DHCPv4 277 AT b /= V==V = FREVEDN LR TND A U F 7 = — ADFEHERE R
l/ gzj_‘o
[54761]

DHCPv4 7 T AT > FREDFEDE > TNDBA LV Z T = — ADMeHERE TR L £,

#show ip dhep client statistics

Port-channel 1

Input Discover 0,0ffer 1, Request 0, Ack 1,Nack 0 ,Decline 0,Release O
Inform 0, Forcerenew 0, Errors 0

Output Discover 1,0ffer 0, Request 1,Ack 0,Nack 0 ,Decline 0,Release 0
Inform 0, Forcerenew 0, Errors 0

DHCPv4 —NBENANE R > TWNDA L T 2 — ADMEHEREZFRL £7°,

#show ip dhcp server statistics
Port-channel 1
Input
Discover 0, Offer 0, Request 0, Ack 0
Nack 0, Decline 0, Release 0, Inform O
Forcerenew 0, Errors 0
Output
Discover 0, Offer 0, Request 0, Ack 0
Nack 0, Decline 0, Release 0, Inform O
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Forcerenew 0, Errors 0
Errors
Address exhaustion 0

VL —ax =V FREDAL Lo TWA AL Z T 2 — 2D EHEREF TR L £,

#show ip dhcp relay statistics

Port-channel 1
Server I XX.XX. XX. XX
BOOREQUEST: O received, 0 discard, 0 sent to server, 0 send error
BOOTREPLY: 0 sent, O send error

#
(%7 1 — VK OEK]
Port—channel .........coeeeeunn.... 1 A H T 2—A4 %K RL F£9, (Disable) RERINTWAIEEIL. & DHCPv4 #
REDNEEZ) & 7p > TV KT,
INPUL wevveee e ZEERERTLET,
OULPUL ..evvveeeeeeee e EEHERERRL ET,
DISCOVET woevviiieeieeieiieeenn DHCPDISCOVER A v ®v—Yh o 2Rl £75,
Offer wvvveeeeieeeiieeeeeeeeeen, DHCPOFFER Ay &=V WU v ZaFmL £,
REQUESt wvvvvviiiiiiiiiiieeeieee, DHCPREQUEST * vk —I v v Z&2ForL £97,
ACK e DHCPACK Ay ®—Uh o 2 EFRLE7,
NaCK ©vvvieviie i DHCPNACK Ay v —Uh o X aFRL 7,
Decline .ovvvevvvviiiiinieeienn.. DHCPDECLINE Ay v —V 7 v ZA2FRL ET,
Release ..ouvvvevveeeeeeeeeennn. DHCPRELEASE A v v — 0 B2 &FRL £9,
INfOrm .oovveeeieieeeeeeeee DHCPINFORM A v v — o B EaFRL T,
FOrcerenew ........ccceeeeeeeun... DHCPFORCERENEW X v & —U B v 2 &FKRkL £,
BEITOTS wneeeeeeeeeeee e eeaeanes IR/ ZIERM Y v X R L7,
SEIVEL: eeeeeeeeeeeeeeeeeeeennns UL —%D DHCP Y — &2 F R L £,
BOOREQUEST: ......coven... BOOREQUEST O ffi#aR=AL £9,
reCeiVed .uuveereeieeeieeeeiaes Z{Z L 72 BOOTREQUEST Ayt —U oo 2 aFKnL £,
discard ......oovveeiieeeieeienen. ff3E L 72 BOOTREQUEST A v E—YH U X KR T,
Sent t0 SErVEr .....eeeeeeeeeeenn.. YL —L72BOOTREQUEST Avt—U b X aFR L £7,
SENE EITOL wvvveeeeeeeeieeeeennnn EIEHRAL 72 BOOTREQUEST A v ¥ —Yh v X EFRL £7,
BOOTREPLY:....oevvviveeenn.. BOOTREPLY O #H A+ R L £,
SENE e e e #EE L7 BOOTREPLY A v =V v 22K R L £,
SNt EITOT evneeeneeeeeeeeeenaennnns PR L 72 BOOTREPLY A vt —U b o X aFRnrL £,
Address exhaustion8 ............ DISCOVER %2, TR LU AfEE I T o 2 E2F R L 7,

11.17.2 show ip dhcep client lease

[#&8E]
DHCPVA 7 S AT v NEREDEDNER>TWAAL L BT 2 —AD Y — A EHOER

[ AT
show ip dhep client lease[< £ > % 7 =— AL K AV X T = —AE 5 >]]
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[T x—#]
INT A=K B E A X E i A B

AV BT 2 — R A BT 2 — AR EL £7, - DHCPVA 7 5 A7V hERENED E IR TNDH TR
TOAVET 2—ADY) —AEREFRL E7,

AV AT 2—AFKE | AV ET=2—AESE/ELET, |- DHCPvA 7 5 A7 v "RENED EIR>TNDH T
TOAV BT 2 —AFFO) —AFEREFRL T
R

[EhEE—F]

g —HE—F (avr L UL 14)
[FiA]
DHCPv4 7 AT > FREDNADE RS> TWNWDEA L E T 2 —AD ) —AEREFRL £7,

[31761]
DHCPv4 7 AT v FREDENE > TWVWDEA L X T 2 —AD ) — A IEREFRL TT,

# show ip dhcp client lease port-channel 1
Port-channel 1
Client Status : BOUND Client ID :

NGN Mode © Enable

IP Address 0 192.52.144. 151

Subnet Mask : 255.255.255.0

Router Address 0 192.52.144. 20

DHCP Server Address @ 192.52.144.10

DNS Server Address 0 192.52.144.10
©192.168.100. 1

Domain Name © example. com

Static Route ©192.168.100.0/24 192.52.144.1
0 192.168.122.0/24 192.52. 144.100

SIP Server 0 192.52.144.10

Vendor Specific Information
Enterprise Number : 210

MAC Address © 00:a0:de:37:05:37
Tel Number 0362699120
Addition Tel Number : 0362699121
0362699122
0362699123
0362699124
SIP Domain © ngn. east. ntt. co. jp
Lease Time : 00:10:00
Expire(T/T1/T2) :00:09:49 / 00:04:50 / 00:08:34

#

(&7 4 —L R DOE%]

Port—channel 1 ......cccuvennenn. P VESY CY & A3

Client Status: ..eeeeeeeeeeennnnnn.. DHCPv4 7 5 A4 7> F DIREEEZ TR L £,
INIT: WIHLIRAE
SELECT: B R
REQUEST: Y — AfEHRE D YR
BOUND: U — 2 HREND 2T
RENEW: U — 2 W RAE & Bk
REBIND: U — 2 EHMEE D Y CTER P
STOP: (AN
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Client ID: veveneeeeeeeeieeeenn, Client ID fEZF R L 77,
NGN Mode: .uvivvenviiieeiinnnnns ngn enable fEZ &R L F9°,
Enable: REH Y
Disable: ERL
[P Address: .....ocoeeeeveeeennn.. HOLTHNLEIPT R 2AE2ERRLE9,
Subnet Mask: .....oeevvueeeennnen. Blo B Conzy 7 xy h~vRA7E2FRLET,
Router Address: ....coeeeeeun.... B TOENTNLV—FT R ZAZEKRLET,
DHCP Server Address: ......... DHCP % — "D P 7RV A& F/RL E7,
NTP Server Address:............ DHCP — MBS B L7 NTP H— "D IP 7T R L A& FRL £7°,
DNS Server Address:............ DHCP " — BB L7 DNS H— "D IP 7 R L A& ERL £,
Domain Name: ........c........... DHCP #— BB L7 DNS K A A ZFoR L £7°,
Static Route: ......c.coevvveennnn. DHCP #— "\ LG L 7o R 2 2R L £,
SIP SErve: ..vevevevveeeeeeeeeenn. DHCP #— "B BEL7ZSIP YV — "D IP TR L A FEIIR AL 4 E2FRL T,
Vendor Specific Information...DHCP H— "SRG L 7= ¥ —Fla R L £7,
Enterprise Number: ............. R —IHFROBEFZFFEFRRIL FT,
MAC Address: ........ccceeen... N B — RO MAC 7 R L 22 F KL £T,
Tel NUMbBEr: wevvveeeeeeeeeeenees RUF—IEROBRIEFE SRR L ET,
Addition Tel Number: .......... R —HEROBNEREFE2FERLET,
SIP Domain: ....eeevveeeeeeeeeenn. NUH—FERD SIP R AA A E2FRL £,
HGW Server .......coeeeeveen... AR —ERO HGW BEY— S FQDN 4 &~ L £77,
Lease Time: w.eeeeeeeeeueeeennnnnn. DDHC YV — 2l &2 Frn (RIS T84 " #ox) LET,
Expire(T/T1/T2): weveeeeenn. DHCP U — 2 #if] D7 v Refi] & #on  (ERIBRIZETZ "—" £7) LETS
T R E ORI ERRL £,
T1 FHER ETOXR YRR ZFRL £,
T2 BEI0 L THERETOEY FREFRL ET,

11.17.3 show ip dhcp server lease

[#rE]

DHCPv4 —R_BEDNEARN L 2> TWAEA L BT 2 —AD Y — A EROFR

[ AT

show ip dhep server lease [ f V' H 72— A% > [K A X T =— A% 5 >]]

[RF x—%4]

RT A=K RENE X AE i [ AR

AU BT 2— R AV BT 2 — A EIREL 7, - DHCPv4 $— "BENAZh & 72> T A
FTRTOA L HF T =2 —RAEFRL £,

AV BT 2—AFT | AV F 72— AFEEE/ELET, |- DHCPvA — SERENHZ &> TV D
TRTDA L ET =2— A& FoR L ET,

[Eh{EE—F]

g —FE—F (a~vrFL~UL14)

[FAA]
DHCPv4 % — RGRENHL Lo TND A X T 2—AD Y — A EREFRL £7,

[51761]
DHCPv4 %— RGRENHL E 7o TND A X T 2—AD Y —AEREFRL £7,

# show ip dhcp server lease port-channel 1
[Pv4 DHCP Server Informations
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Port-channel 1

Lease IP Address 0 192.168.1.2 - 192.168.1. 100
Default Router Address : 192.168.1.1

DNS Server Address 0 192.168.1. 1

TIME Server Address 0 192.168.1. 1

NTP Server Address 0 192.168.1. 1

WINS Server Address 0 192.168.1. 1

SIP Server Name/Address : 192.168.1.1

Domain Name : example. com

Lease Time © 0001.00:00:00

Active Client List

No. Status IP address MAC Address Lease remain
0001 allocate 192.168.1.2 00:00:00:00:00:00 0000. 23:59:00
0002 allocate 192.168.1.3 00:00:00:00:00:00 0000. 23:59:00
0003 allocate 192.168.1.4 00:00:00:00:00:00 0000. 23:59:00
0004 static 192.168.1.254 00:00:00:00:00:00 0000. 23. 59. 00

DECLINE IP Address List
No. I[P address Reusable time

0001 192.168.1.5 0000. 23:59:00

(&7 ¢+ — R DEKE]

Port—channel ...................... A BT 22— A5 FRLET,
Lease IP Address ................ BeAi IP 7 R L RSCEE - AT IP 7 R L Ak a2 Fon L 97,
Default Router Address......... BT 7 ANV R —R2 T RV A2RRLET,
DNS Server Address............. oA DNS — X7 R L 22 FRL £9,
TIME Server Address ........... A # A LY — T R L 2&2FRL £,
NTP Server Address............. BiAi NTP — "7 KL 2% FRL F9°,
WINS Server Address ........... BiAi WINS — "7 R L ZA& KR L £,
SIP Server Name/Address ..... B SIP — T R L A& EKRL ET,
Domain Name ...........ccc....... BN A4 A5 RRLET,
Lease Time ............cceeunnnn.. V—2#MzR R~ ET,
Active Client List ........c.o.... IP7RLADINHLIE#RAERRL 7,
NO ettt BEERTNLET,
SEALUS vvveevreeereeereereeereeneans IP7 RV AOERKREZRRL £7,
static : EERAA LT IP T KL A
allocate : HEfdAA L7 IP 7T R L A
IP address ......cc.ccoevveeeeenen. IP7RLREFRLET,
MAC address MAC 7 R A&FRrL £7,
Lease remain .........cccouue...... D U — AR AR R L F9,
DECLINE IP Address List..... BAAi AR ATREZR IP 7 R L A E KR L £7,
IP address ..........cevvvveennnn.. B ANFIREZR IP 7 R L AERRL ET,
Reusable time ...........ccceunn... BoAi AN RTREZR FER A R L £,

11.17.4 show nsm dhcp gw data

[#rE]
NSM &2 2 — VN EHT 5 DHCP ¥ — T =2 AT RV AFEREFDF — P T2 AT RLVRAEZR T ARy T L4
% static RREIEHOFE R
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[ AT

show nsm dhcp gw data

[EhEE—F]
it — Y E—RF (a<rRFNL L 14)

[FrAA ]
NSM &Y 2 — AN EH T2 DHCP ¥~ V= AT RV AEREZDF D2 A TRV AER T A MRy ST
% static REIE M A FRL £77,

[51761]
DHCPv4 7 T AT > FREDNEN L5 TNDBA L E T 2 —AD Y —AEREFERL 7,

#show nsm dhcp gw data

DHCPv4 client

data entryl
flags 1, mib_ifindex 1, system_vrf_id 0
gateway: AFI 1, address 192.0.2.1
si_list 203.0.113.0/24

(%7 4 — LR DEK]

data entry .ooeeeeeeeeeeeneeeeannn =N UFEERRLET,

flags wveeeveeeeieiee e DHCP D7 —h 7 = A 7 R LU ARSI N THODHE 1. SNTHWRWIES 0 #FoR
LET,

mib_ifindex ........cuvveieeeeenn.n. MIB interface index DfE&FK R L £,

System vrfid .oeeeeeeeereeennnnen. VRF ID DfEAR/RL £9, AEBEBTIIHIC0BDERINET,

AFT e DHCP 7" — R~ U = A7 N L 2D Address Family Identifiers &R L £7,

address .......coeeeeeiiiiiieeeeiinn. DHCP 7 —hF T =2 AT KL A&FRLET,

STHSE weveeeeee et DHCP 7 —h U = AT RV A% R ANKy 7 LT 5 static REEEZFRL 7,
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12 F [Pv6 BEE
12.1 DHCP 7 F A7+ MESREDHil4HE

12.1.1 clear ipv6 dhcp client binding

[#&6E]
DHCPv6 7 5 A4 7> ks D&k

[ A

clear ipv6 dhep client binding < £ > # 7 =2— A4 > AV X T = — A% 7 > [moff]

[XF x—%#]

RT A=K X ENA 75 i A A WG

L BT 2— RS AU AT o — AL EEE L £, - BIEA 7]

AV BT 2—2AFE | A 2T 2—AFFE2IEELET, - B REAT]

moff FEITHER OIS DY E L WEAICEEL £9, - FATHER ORI NG DR EITH
[EhEE—F]

B2 —FE—F (<> RFL~UlL14)

[FiA]

DHCPv6 7 F AT > s DN A > RIEREZHIBRL ., DHCPv6 7 Z A 7 > b {5 IEL £,

[31761]

DHCPV6 7 T A7 > b DA v RIERAZHIFRL . DHCPv6 7 5 A4 7> & EIEL 4 Cd%A v X7 = — A :port-
channel 1),

#clear ipv6 dhcp client binding port-channel 1
clear ok?[y/N]
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#12 E  IPv6 B

12.2 DHCP DR HERD 7 VT

12.2.1 clear ipv6 dhcp statistics
[#%5E]
DHCPV6 SRENE RN & 72> TWND A 2 ¥ 7 = — ADFFHEROWIHIL
[ AT
clear ipv6 dhep {client | relay | server} statistics [[K f v # 7 = — A% > K A v & T = —AFKE >] | all}]
[XF x—%]
INT A=K WENE R A B IR

client | relay | server

DHCPv6 #§EZ 5 EL 77,

client: 77 A4 7~ B&hE
relay: VL —x— = > e

server: % — SHhE

WA ]

A BT 2—A%

AV BT 2 —AHLERELET,

AV BT 2 —AFKT

AV BT 2—AFSERIEEL £,

DHCPv6 5% E N A 72> T
WHTRTCDOA X T =—A

all

EEAROFEEREREL £,
DHCPv6 ¥EHE T relay fRE R D 45
ETHENTEET,

DHCPv6 VL —=— = > |k
FEREMN B N7 > TV DT
TDOAVH T z—RA

[E{EE—F]

K — T —

(G|
DHCPVE BRENHF RN E o TWAA v BT =— ADMEHEREZ L £,

[31761]
DHCPV6 7 5 AT > NBEENEN Lo TWAAL L H T 2 — ADREHEREZVIMLL FT RIBA L F T =2 —R

port—channel 1),

(<=2 R~ 14)

#clear ipv6 dhcp client statistics port-channel 1

DHCPvE H— SR ENENE RS> TNB AL BT 2 — ADKEFEROPIILL T3 CGFL A X 7 = — R : port—

channel 1),

#clear ipv6 dhcp server statistics port-channel 1

DHCPv6 VL —T—Y = MEENAERI L > T0D A X 7 = — ZADHEHEREZ L £,

12.2.2

#clear ipv6 dhcp relay statistics

clear ipv6 dhcp server binding

[#&8E]
DHCPvV6 h— _DIEELT=A 2 & T = —ADNA o RIEHROPIHHL
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[ AT
clear ipv6 dhcp server binding < A > #Z 7 2 — A4 > AV X T = —AFKE > [moff]

[XF x—%]

IR A—H X EZ X AE i A B RE

AV BT 2 — R AUVET 2= A EIFEL ET, - A WEA AT

AV BT 2—AFKE | AT 2—AFKEEEELET, - B WA ]

moff FEITHEROMNAEDLEE L2VWESICEEL | - FATHEARDOMNE DR EIT D

F9,
[#h{EE—F]

Bt —HYE—F (<~ L~ 14)

[FiA]
DHCPV6 — DI ELI-A v X7 = — AL > NEBREZ L L £,

[Z=1741]
DHCPv6 = DI EL T2 A v F T 2 —ADNA 2 N FHRAEYELL £79 4% A > # 7 = — A :port—channel 1),

#clear ipv6 dhcp server binding port-channel 1
clear ok?[y/N]

375 DHCP #BED#ERHEMD 7 Y 7



a< R Y7 7Ly A - JEHEHR H12 % 1Pv6 B

12.3 IPv6 XA N—FHDOZ VT

12.3.1 clear ipv6 neighbors

[#%5E]

R U7 1IPv6 R A A — TR o9

[ AT

clear ipv6 neighbors [vrf [<VRF 4 >1] [<IPv6 7 K L & >]

[R5 x—%4]

RNT A—H BENE T R AW

VRF 4 VRF 4 %2 45EL £7 63 SLFELAIPND WORD Y | IPv4

IPv6 7 K L & IPv6 7 R AZEL £, IPv6 7 R L ATE FTRTHxT b
)

el FTRTOFE LT IPv6 R A N—IEFREPILT 25 G512 | - -

ELET,
[EEFE—FK]

B —HT—R (2= FL UL 14)
[(FiA]
FHE LT IPv6 XA N EREHHEL 5,

[ 5217 61]
FE U2 IPVE KA N—IEREIUEL £9 (F_Tox> R Y),

#clear ipv6 neighbors
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124 V7497 AV ANDOFEEROZ VT

12.4.1 clear ipv6 prefix—list

[#%5E]
show ipv6 prefix-list detail = <> K @ “hit count” fi D #JHA4L.
[ AT
clear ipv6 prefix-list [ 7B b I NI KTV T 4 v JAVRANL > KTV T 4w 7 A D]
[XF x—%]
RT A—H RENE AR E Hh A A IR
7o kanrs o karbEREL T, bgp ZaharGEREELRN
TV T4y I AY AR TV T4y VAV ANAERELE | 254 LFLUNO WORD AL | 'L 7 4w 7 AV AN EHRR
g4 R FELAWN
AR/ FUT 4y I AREELET, IPv6 7 K L AJE FULT 4y I AEEELRN
mL FXTO “hit count” fEEHIHULT D | - -
LA EL £
[Eh{EE—F]

B2 —FE—F (<> RFL~UlL14)

G

show ipv6 prefix-list detail 2= K CTHRK/RrE 15 “hit count” fEZ&FHLL F7°,
[51761]

“hit count” fE & FIHL L £,

#clear ipv6 prefix-list

377 TLT 4y 7 AY AN OREFFRD 2 )T



a<w R U7 7Ly A - EHEHR

#12 E  IPv6 B

12.5

[Pv6 B RHROFII L

12.5.1 clear ipv6 route
[#%5E]
PR DA M
[ AT
clear ipv6 route [vrf <VRF 44 D | <IPv6 7 R L 2 >/ FL 7 4 v 7 ZF D}
[R5 x—%4]
RNT A—H BMENE AR Hh A A I
VRF 4 VRF 4 % 45EL £7 *: TP VRF [Pv6
VRF 4 : 63 3C5-LAN D WORD &Y
* TRTCORBKOHBAIHEL 7. | - B WEA A
IPv6 7 R L & IPv6 7 KL A& HEL £7°, IPv6 7 K L 2
TLI 4y IAE | T4y VAREBREL T, 0~ 128

[EEE—1]

g —VE—F (a~rRL~UL14)

(R ]

REHROEAMEZEDE LT,

[Z2174]

REEROEEMELZEDEET (TXTORK).

#clear ipv6 route *
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12.6 #EHEHRDOZ VT

12.6.1 clear ipv6 traffic

[#%5E]
show ipv6 traffic =@~ K D [Pv6 #EtH1 O gIH L

[ AT

clear ipv6 traffic

[#h1EE—F]
Ml —E—F (<o FL~UL14)

(G|
show ipv6 traffic @~ K THR/RI D IPv6 OFatiE®RZ L L 5,

[51761]
IPv6 OFEHEREZ ML L 5,

#clear ipv6 traffic
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12.7 DHCP 75 AT Y XAV RIEHROEHT

12.7.1 renew ipv6 dhcp client binding

[#%5E]
DHCPV6 77 5 A 7 > b DA 2 RGO HH
[ AT
renew ipv6 dhep client binding < £ > # 7 = — AL > A X T = — A% > [moff]
[XF x—%]
IRT A=K RENZ BX E HH 4 IR
A BT 2—RK A BT 2— AL EL £, - B REAT]
AVE T 2—AFH | AV F T 2= AFKEEEBELET, -
moff FITHGBO WA DEE L2WESICHREL £7, - TR OB D EITH
[EhEE—F]

g — Y E—RF (a<rRFNL L 14)

(G|
DHCPVE 77 5 AT v h DA NIERAETHL £,

[ F1741]
DHCPv6 7 7 AT > h DA RIEREEH L £ IR A ¥ 7 =—R : port—channel 1),

#renew ipv6 dhcp client binding port-channel 1
renew ok?[y/N]
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12.8 DHCPZIAT7 /P —/ VL —x2—V =
v M EBED R

12.8.1 show ipv6 dhcp client binding

[#&6E]

DHCPV6 7 T AT > "REDENE RS> TNDA LV E T 2 —ADNA VT 4 TR E TR

[ A

show ipv6 dhcp client binding[< £ v % 7 = — A% DK A X T = — A% >]]

[XF x—%#]
RT A=K R EPNA 5 A 24 W

AU BT 2— R AVHET 2= AL ERELET, DHCPv6 7 7 A7 v NRENHD EIR>TNDH T

TDAVET 2 —ADNA VT 4 VTR EERRL

AL BET 2 —AERT | A X T 2—AKBEIEELE - -

R

[BifFE—NR]
e —HE—F (avr LUl 14)

[FiA]
DHCPVE 7 AT v FREDENE RS> TWAAL L BT 2 —ADNAA T 4 o TIEREFRL £77,

[Z=1741]
BELEZY —RAEROAEFERLETST (X T = — R4 : port—channel, £V X7 = —AFF 1),

#show ipv6 dhep client binding port-channel 1
Port-channel 1

Client Status : BOUND

NGN Mode : Enable

TAID : 300000001

Client DUID : 000300010080bdf041c5

Server DUID : 000100012011ef97842b2b8d69da

Server Preference . 255
SNTP Server Address : 2001:abc::3
DNS Server Address : 2001:abc::3
2001 :abc: :1
Domain Name © example. com
SIP Server Address : 2001:abc::3

Vendor Specific Information

Enterprise Number : 210
MAC Address : 00:a0:de:37:05:37
Tel Number 0362699120
Addition Tel Number 0362699121
0362699122
0362699123
: 0362699124

SIP Domain

Prefix Delegation
Delegated time
T1/72
Preferred lifetime

© ngn. east. ntt. co. jp

© 2015/12/24 10:00:00
©09:03:22 / 07:00:00
© 00:05:32
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Valid lifetime ©20:21:11
Prefix/Prefixlen : 2001:abc::/48

(&7 ¢+ — R oEE]

Port—channel 1 .......ccccovn..... A HT 2 — AL 5B FRLET,
Client Status: w..eeeeeeeenneennnn. TIA4T v hDORREEFRRL T,
INIT: WIHLIRAE
SELECT: H— R

REQUEST: /XA > RIFWE Y Y4 CTERp
BOUND: NA R EREID YT
RENEW: INA R IR B R
REBIND: NA VR EHREEN Y Y CERF

STOP: (EAIR7N=

NGN Mode: wevneeveeeiiaeaanns ngn enable & FRL £9°,

Enable: FHEDH Y

Disable: EHEMRL
TAID: e IAID fEZFRL £
CHENt eeveeeeeeeieeieieieie e DUID: 7 Z A 7> k@ DUID fExFrL 97,
SEIVET wuvueeeeeeeeeeeeeeeeeiiennn DUID: ¥— 3@ DUID fE& FR L £7°,
Server Preference: .............. P—NT 7 7L AMEEFRL FT,
SNTP Server Address: .......... DHCP H— 3B UG L 72 SNTP H— 17 R L 22 FKRL F£77,
DNS Address: .....cceeevverunnns DHCP H— "B HfF L 72 DNS — 7 R L 2% FR L £7°,
Domain Name: D..........c...... HCP — v BB L 72 DNS R A A v &R L £,
SIP Server Address: ............. DHCP % — "B EfF L 72 SIP $— "D [P 7 R L 2R &R R L £79°,
SIP Domain :...cevveeeeeeennene. DHCP $— SInB G L2 SIP K A A v 2R R L ET,
Vendor Specific Information: .. DHCP ¥ — "L EfG L 7= _o # —fFif a2 TR L £,
Enterprise Number: .............. R —EROBFEREFERRLET,
MAC Address: .....ccoccervenene. NRUA—ERDOMAC 7T RV AZFRL E7,
Tel Number: ........ccoeeeeeevnnn.. RUF—IEROBREFE TR LET,
Addition Tel Number: ........... NUH—IEROBMEFEZEFRRLET,
SIP Domain: .....eveveevenennen. NRUF RO SIP R A A 2% FRRL ET,
HGW Server .......oceevevveneen. Ry —IEHO HGW EBEH— N FQDN 4 &2 £ L £7,
Prefix Delegation ................ DHCP H— "I HBG LT KL AT L7 4 v I AFEREFRRIL T,
Delegated time: .....cceeeeunn.... TRUVAFL T 4w 7 AEEEEEZRRL £17,
T1/T2: oo T1 EHERETORD R A FRRL £7,

T2 FEID Y CHERETOERVFMEERRL 7,
Preferred lifetime: ....c.u........ VYU TOHNTETRLVARAT LT 4w 7 AT AHERA IR 2R R L 17,
Valid lifetime: .....ccoeeeeeeeern. OB TCOENTZT RV ATV T 4w 7 AT DREEDREFRRL 7,
Prefix/Prefixlen: ................. BOYTENETRVAT LT 4w 7V RABRRLET,

12.8.2 show ipv6 dhcp statistics

[#hE]
DHCPV6 BRENERI L 72> TWB A 2 F T = — AFFHERDER

[ATEA]
show ipv6 dhep {client | server | relay} statistics (K f > Z 7 =2 — R4 > K A X7 =—RAFKE > ]| all}]
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[XF x—%]
INT A—H AE A X AE i A WK IRE
client | server | relay DHCPv6 f¥REAfEEL 97, client : 77 A7 b EERE HREAST]
server : Y —/\FEHE
relay : VL —x=— = b fRE
AL BT 2— AL AVHET 2 —AZEREL T, - DHCPv6 &% ENHEZh & 72> T
P 5 s WAHTRXRTDOA L H T =2 —A
VAT 2— R = VHET 2 — AEKE ETEL F - . .
™~ & jf/ EEERE OYFHERE TR L £
all FEDROFEHEREIEE L F - DHCPv6 J L —=— = b
7. DHCPv6 HEHE T relay ¥8ERED HEEEDN BN Ie > TV DT
FIRETDH ENTEET, TOA BT = —ADMEHE
WERRLET,
[#h{EE—F]

g —YFE—F (a2 LUl 14)

[FAA]

DHCPvE BRENHARh Lo TWBH A v X T = — ADMHEHIHEFRAEFRL £,

[Z=4761]

DHCPV6 72 5 AT > NBRERELN Lo TWAA L Z T = — ADREHEREFRTL T,

#show ipv6 dhcp client statistics
Port-channel 1
Input Solicit 0, Advertise 9, Request 0, Confirm 0, Renew 8 ,Rebind 0,Reply 9
Release 0,Decline 9, Reconfigure 0, Information request 0
Relay request 0, Relay reply 0, Errors 40
Output Solicit 9, Advertise 0, Request 9, Confirm O,Renew 8 ,Rebind 0, Reply 0
Release 0,Decline 9, Reconfigure 0, Information request 0
Relay request 0, Relay reply 0, Errors 0

DHCPv6 %— R"EEDH N 7> TND A X T = — ADMRHERE TR L £,

#show ipv6 dhcp server statistics
Port-channel 1
Input
Solicit 0, Advertise 0, Request 0, Confirm O
Renew 0, Rebind 0, Reply 0, Release 0
Decline 0, Reconfigure 0, Information request 0
Relay request 0, Relay reply 0, Errors 0, Discards 0
Output
Solicit 0, Advertise 0, Request 0, Confirm O
Renew 0, Rebind 0, Reply 0, Release 0
Decline 0, Reconfigure 0, Information request 0
Relay request 0, Relay reply 0, Errors 0
Errors
Address exhaustion 0

V==YV FRREVANER->TND A F 7 =— ADFaHEFR TR L £75,
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#show ipv6 dhcp relay statistics

RELAY-FORW: O received, O discard, 0 sent, 0 send error
RELAY-REPL: O received, O discard, 0 sent, 0 send error
Other: 0 received, 0 discard, 0 sent, 0 send error

Port-channel 1
Server: XX:XX:IXX
RELAY-FORW: O received, 0 discard, 0 sent to server, 0 send error
Other: 0 received, 0 discard, 0 sent to server, 0 send error
0 sent, 0 send error

(&7 ¢+ — R DOEK]
Port—channel 1 .....ccoeevuvenne... AU HT 2 — ALz R L ET,
INPUL wevveeeeeiie e ZEEREFR L ET,
OULPUL wevveeeeieeeeeeeeeeeeeeeene, EEEREERLET,
SOLCIt wvvveveeeeee e, SOLICIT Ayt —Y oo X eRnrL T,
AdVertise ......ocovveveeeeeeennnn. ADVERTISE X v —Vh v 2 aFKRkL £,
Request REQUEST A vt —Y oo ZaHEnL £9,
Confirm CONFIRM A v & —Uh oo ZEFRLET,
RENEW wvvveiivieeeeieeeeeieeee, RENEW X vt —U oo X eRKnRmL 7,
Rebind ...ooovvviviviiieeiiieeene, REBIND 2 v & —Uh o ¥ &2FRrL 7,
REDLY v, REPLY A vt —y o X EFrL £7,
Release w.cooovvevevveeeeeineeenn, RELEASE X v & —U B0 X agRr L £,
Decline ovoveeveeieeeeeieeenn. DECLINE Ay t—yho ¥ EFRL£7,
Reconfigure ........cccceceeuunn... RECONFIGURE A v =YWy X EFRLET,
Information request.............. INFORMATION REQUEST A v &—Th U ¥ 2FKRL £,
Relay request .........ccoveeeenn.. RELAY REQUEST A vt —Uh o 2 aFR L £,
Relay reply ..coooeeeeevinnnnnnn. REPLAY REPLY X v ¥ —Uh o Z KR L £3,
EITOES woeeeeeeeeeeeeeeeeeeeenn S EVE AN AV R -GN U=
DiSCArdS..eeveneeeneeeeeeeaaeenn. ZE LTy FOffEES %R L £9 (V01.03 LV FRmxw),
RELAY-FORW: .....ccccveen... VL —i5EOFE 2R RL E7,
RELAY-REPL: ..oeeeveeeennnn.. UL =B DM ERTL ET,
Other: oovvviieeiiieeiiieeiies UL —#5i% - UL —nBFUNOHGEFRRL 7,
received .oouueeieneeiieeiieeeean, ZEBERRLET,
discard w..veeeeeiieeiieeeen, BEIEE AR L £,
SENE weeeee et EEHERRLET,
SENd EITOr wunveneeeeenaeeaeannne. EEZT—HEFRRLET,
SENt t0 SEIVEr .eeeevevueeeeeann.. DHCPv6 YV — " ~DOEEHEF R L £7,
SEIVEL +veeeeeeeeeeeeeeeeeeeeeees DHCPv6 #-— "D IP 7 R L 2 & FRL £7°,
TNPUL weeeeeee e ZIEHEHREERRL FT,
OULPUL eveeeiiieeeeeieeeeee, EEERERTRLET,
SOLCIt vveevrreeeeeeeiiireennn. SOLICIT A v &=V o ¥R RLET,
Advertise ...ococoveeereenn. ADVERTISE A v —Uh o v 2 &R L £9,
ReqUESt evvvneeeeeeeiaeeenn, REQUEST A v t®—U oo ZE2E£mnL F£9,
Confirm C .ovvveeeeeeene ONFIRM A v Y=y B v X eFnrm L £,
RENEW weeeeeeeeeeeeeeeeeennn, RENEW X vt —U o Z &R £9,
Rebind .oooovvvniiieeeiinen. REBIND A v tE—Uho v ZaRprL £7,
REPLY wvveeeeeieieeeeeeee REPLY Avbt—Y B0 v ZeFnr L £7,
Release ......ccocvvveeeeeenn... RELEASE A v &—U o 22 F£RL T,
Decline .....oovvvvveevveeeennnn. DECLINE X v & —Uh v ZaFRrL £,
Reconfigure RECONFIGURE A v v —Y A0 #aFrRL £7,
Information request.......... INFORMATION REQUEST A v &=V h v X EFRL £7,
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Relay request ........oeee..... RELAY REQUEST A vt —Uh oo X a2HKRL £9,

Relay reply ..ooooeeevunvvennns REPLAY REPLY A v v —Uh v X &2FRL £9°,
EE S ZERR Y v 2 ERRLET,

Address exhaustion.......... SOLICIT %Z{5Wf, TRV AW v X2 FRL 7,

12.8.3 show ipv6 dhcp server binding

[#%aE]

DHCPv6 B — R ENE E 2> TWDE AL H T 2 —ADNNA T 4 T IEROFR

[ AT

show ipv6 dhcp server binding [ f > # 7 =2— AL MK A X T = —AFF >]]

[RF x—%4]

RT A=K BENE R TE A AR

A BT 2—RK AV BT 2— AL EEEL T, - DHCPv6 - — NHENRHFL & 72> TV 5
FTRTDOA L HT = — A

A BT 2—AFE | A ET=2—AFEEEELET, |- AVHET 2 — AL TIHRELTZTXTDA
VT 2 —AEH

[Eh{EE—F]

g —FE—F (2~ FL~UL14)

G|
DHCPvE #— RERIENAL Lo TWD AL X T 2 —ADNNA T 4 o TIEREFRL £,

[ F1741]
DHCPvE — R ENANE RO TWNWDEA L BT 2 —ADNAA T 4 o T EREFRL 7,

# show ipv6 dhcp server binding port-channel 1
[Pv6 DHCP Server Informations

Port-channel 1

Server DUID : 0003000100000€58a00b
Server Preference : 0
Lease Address © from 2001:db8::100
to 2001:db8::1f0
DNS Server Address © 2001:db8::2
© 2001:db8::4
DNS Domain Name  examplel. com
SIP Server Address © 2001:db8::3
2001:db8::5
SIP Domain Name . exampled. com

exampleb. com
SNTP Server Address : 2001:db8::6

2001:db8::7
Active Client List:
No. [IPv6 address Lease remain
Client DUID IAID
0001 2001:db8::100 0000. 23:59:00
000100010d9e75e70019db134032 134224347

Active PD Client:
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Client DUID . 000300100000a65T034

IAID D2

Prefix/Prefixlen :© 2001:db8:1001::/48

Preferred Lifetime ©infinity

Valid Lifetime ©infinity

Delegated Time :2017/05/22 12:00:01

Lease remain ©infinity

#
[%7 4 —F DOEK]
Port—channel:............c......... AEBT 2— AL EFRRLET,
Server DUID: ...oivvvveeeeiinnn. H— N DUID fEZ TR L 7,
Server Preference: ............... Y—NT VT L AEEERL T,
Lease Address :from............. Y Y CHIEIPVG T R L A EFRL £7,
H0ueeeirieeene, VY TEKREIPVG TR ZAEFRLET,
DNS Server Address:............ AT 7 A~V DNSH—R_TRULRAEEHH Y DNSH— T R L RAEFRL
£7

DNS Domain Name:.............. BiAi DNS R A A v A& RRL ET,
SIP Server Address: ............. Bl SIP =T RL AL Z Y SIPY—N"T R REERRFLET,
SIP Domain Name: ............... BATSIP R AA 2B Z Y SIP R AL A EBFRLET,
SNTP Server Address: .......... BAf SNTP =T RL Rt HZ Y SNTP Yy — T KL 2% R RL ET,
NOuitteeiitie e e e e e e e WERERRLET,
IPv6 Address ........ceeveneenn. BiAi [Pv6 7 R L A& FRL £7,
Lease remain ............cceeen.... B0 U — 2R AR R L T,
Active Client List: ............... II7AT VN OERERRL ET,
Client DUID ..cvevvievrierenennes 7747 O DUD #FRLET,
TAID oo ITAT L FDIAD 2FRL £7,
Active PD Client: ................ PD 77 A7 b OIE@RAERRL £,
Client DUID: ..ocvvveveeeneenee, PD 7547 h®DUD #FKRL £7°,
TAID: oo PD 747 FOIAID &KL 7,
Prefix/Prefixlen: ................. B L7 4V AERRRLET,
Preferred Lifetime: .............. Preferred Lifetime & &/~ L £,
Valid Lifetime: .........uuveeenenn. Valid Lifetime 3%/~ L £7,
Delegated Time: .....ceeeeunn... B 2 R L £,
Lease remain: .................... V—2FHREFRRL 7,
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12.9 IPv6 ICMP [FHRODOFER

12.9.1 show ipv6 icmp status

[B%AE)

JE{E O ICMPv6 % EIRIE D KR

[ AT
show ipv6 icmp status [vrf <VRF 4 > | all]

[T x—%]
R A—H BENE B B

VRF 4 VRF 4 %2 5EL £7 VRF 4 : 63 LA O WORD B | INET O BFER
*: T D VRF

all INET/VRF +_RCOEREFRTHHGITHEL 7, -

[EEE—1]

Z—HPE—F

[FAA]
TEE D ICMPv6 (2B DR EIRRER RR L £97,

[ F1741]
HEE D ICMPv6 (2B A% EREEAZ /R L £9 (INET/VRF §xX7C),

#show ipv6 icmp status all

[CMPv6 Echo Request/Reply is always sent
Packet Too Big is always sent.

Unreach is never sent

Unreach (Port) is never sent

Hop limit exceeded is always sent
Redirect is always sent
ParameterProblem is always sent

[CMPv6 source address:

No ICMPv6 source address is configured
vrf-A

Loopback 100 2001:db8::1 valid

vrf-B

2001:db8::2 valid

vrf-C

Loopback 150 —- invalid

vrf-D

2001:db8::3 invalid

[%7 4 —F DOEK]
ICMPv6 Echo Request/Reply is
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....................................... ICMPv6 Echo A v t—37, ICMP Echo Reply A v B—T 2 FEETHME 9 0v&2FRL
F9, WITEE (always send) & 720 £,

Packet Too Bigis ...ceeeevvuneen packet too big A v =V BEETENE I NEFRRL T3, HIZE(E (always send)
L7 ET,
Unreach is ...........covvvueennnnn. unreachable A v =Y ZEETEMNE I 0ERRL T,
always sent: EETH
never sent: EELRWN
Unreach(Port) is ..eevvueveennn... port unreachable A v E—V & EETEINE I NERRL ET,
always sent: EETD
never sent: EELWN
Hop limit exceeded is ........... Hop limit A v B—Y %2R EFETLHNE I NERRLET,
always sent: EETH
never sent: EE LW
Redirect is .....ooovvvvvvvrinnnnnnn. Redirect A B —VZFEETHIMNE I NERRLET,
always sent: EET D
never sent: EELRWN
ParameterProblem is............. Parameter Problem A v £ — V% EETHME I NERRL ET,
always sent: EETD
never sent: EELRWN

ICMP v 6 source address:...... EETHICMPVE Ay B—TDEEFETLT KL ADFEHR (VRF4, IHET KL R &
LCHERATDA L E T o —RA%, FEEA LV HT=—ADIP T R A, RIE) 2HER
LET,
No ICMPv6 source address is configured:
ipv6 icmp source interface/addres 235% i€ S AL TWR WA
" ivalid”: AL H T 2 — ART R L ARENTROES
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12.10 IPv6 (ZBId B A v ¥ 7 = — R EHOFRR

12.10.1 show ipv6 interface brief

[#&5E]
BA BT 2 —AD IPV6 i3 RO FT

[ AT

show ipv6 interface brief [all]

INTA=H AR ENA % A i

B

all Vo 7a—hNT KL ARFERTHGEICHEEL £ -
R

Vo ra—hNT KL AEFRLEND

[BFE—F]

Z—PE—N

[FiA]

BAUH T 2—ADIPv6 IZET A S EMEFR L 7,

[31761]
BAUH T =2—ADIPv6 ICET A S EMEFR L 7,

#show ipv6 interface brief

Interface Port-channel Status Protocol
[Pv6-Address

GigaEthernet 1/1.1
2001:db8:1::1
2001:db8:2::1

Port-channel 111 down  IPv6

#show ipv6 interface brief all

Interface Port-channel Status Protocol
[Pv6-Address

GigaEthernet 1/1.1
fe80::0080:bd12:3456
2001:db8:1::1
2001:db8:2::1

Port-channel 111 down  IPv6

[%7 4 — F OFER]

Interface .......ccoeeeevvvvuneeennn. A BT 2 — AR RLET,
Port-Channel ..................... A BT 2—ABBEHRRL FT,

SEALUS +eevvrenveeneeeeeeieeeieenieans A 87 =—AD UP/DOWN ZFRL £,
[Pv6-Address.......cceeeveennne.. Zu haiERRLET,

EIRIEOHAIFH% AT “(disable)” EFRSNET, ZOHAR, U ra—hn
EEOBERZR Y RO %, UM ¥ 7 = — 2 REOHIR/ FREETbARVE
D, YA H 72— AT TIPVE BIEZITH 2 LIXTE A,
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12.10.2 show ipv6 interface gigaethernet

[#rE]
gigaethernet A > Z 7 = — A D [Pv6 {HFHR DO FER
[ AT
show ipv6 interface gigaethernet [ £ > 7 2 —RAFEIL I T AL Z T =2 —AA T v 7 A% 5 >]]
[XF x—%]
RT A—H RENZR X TE B IR
A BT 2 — A% | gigaethernet f ' X 7 = —ADF 4, I/ R—rEFS |1/l ~1/ 3T
DONEIZHREL 77, 5,2/1
PBTA BT 2—R | VT A BT 2= AT v IV AFFERELET, [1~9999 | VT A FT7x—RAEIBELR
AT v I AEE W
L T D gigaethernet A > X 7 = — A D IPv6 (2B - -
LIERERRTHHAIEEL £,
[Eh{EE—F]
Z—PE—F
(@D

gigaethernet f > % 7 = — A @ IPv6 IR+ AR EFRL 9,

[5£1741]

gigaethernet > ¥ 7 = —AD IPv6 IZBET B HEWMERRLET (A ¥ 7 =2—RXFH: 1/1),

#show ipv6 interface gigaethernet

GigaEthernet 1/1/1 is up, line protocol is up
[Pv6 is enabled, link-local address is xxxx:xx::x
Global unicast address(es):
XXXX XX IX/XX
Joined group address(es) :

XXXXIXX: DX
XXXXIXX: DX
Ether MRU is

bytes

ND reachable time is 44000 milliseconds

(&7 4 — R DOE%]

GigaEthernet is .......

.......... BRIENT2 WA shutdown B E L TWA AL, “administratively down”, exec
shutdown 3 X WY offline L TV B 35A 1% “operationally down”, % 9 TRWEAIL “up”
ERRLET,

.......... Vo777 L TWBEAIE "uwp”, V740 L TnBEE5A1E "down” EFRRL F
7

.............. E#R ETY v 7 m—R VN ERE L 7 8561T “disabled” EERRL £, ZOHEIL,

Vo r7a—iVEEOERZIY RV 1%, Port-channel i & DHIFR B E %
TOROVIRY, BiEA L F 72— A TIPVGEEE1TH 2 LI TE LA, IPV6
TRUANKRBRETSH, FHEL TIPEIBEEZITZ 5 & 9127 55E 1% “enabled”
ERRLET,
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link-local address is ............. Vorua—nT R RAEERRLET,

Global unicast address(es):.... 72— LT KL ZAZFRLFEFT, T=2—F ¥ AT R L ZADOEAITHAIC
“anycast” & FRINET,

Joined group address(es): ...... N FXRY A NI N—TTRL 2%2FERLET,

Ether MRU iS ..eovveeevieenn.. I RZIZHAL (byte) Z#F R L £,
ND reachable time .............. FAN—FRHBEATREREE (BAL : S UR) 2FRRLET,

12.10.3 show ipv6 interface port—channel

[F&RE]

port—channel £ > % 7 = — A ® IPv6 [EE D FE T

[ AT

show ipv6 interface port—channel [ A » ¥ 7 = — AFK = >]

[XF x—%]
RT RS BIEWE RUEAH i

A BT 2 —AFKS | port—channel /v % 7 =— ADFSFEIEEL £, |0~ 16777215 AUHT 2 — AFREHIEEL
A

[E{EE—F]

SR

(G|
port—channel > % 7 = —ZA®D IPv6 ICHT B IEREPERL 77,

[ F1741]
port—channel £ > % 7 = —A®D IPv6 [T AHEHREZFRLET (S0 X7 =2—RAFF 1 1),

#show ipv6 interface port-channel 1
Port-channel 1 is up, line protocol is up
IPv6 is enabled, link-local address is XXXX:XX::X/xx
Global unicast address(es):
XXXXIXXIIX, subnet is Xxxx:xx::/xx
Joined group address (es) :
XXXX XX DX
XXXX XX DX
XXXX XX DX
MTU is 1500 bytes, MPLS MTU is 1500 bytes
ND reachable time is 23000 milliseconds
RA send:
RA packets are sent every 200 seconds
router |lifetime is 1800 seconds
retransmit interval is 1000 milliseconds
reachable time is 0 milliseconds
curhoplimit is 64
MTU is not set
managed-config-flag is set
other-config-flag is set
ipv6 icmp send-errors-disable:
“unreach” is not set
“hop-1imit-exceeded” is not set
“port-unreach” is not set
“redirect” is not set
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[%7 4 —F DOEK]

Port—channel 1is................. IP7TRLUVARRESNTEY, 1 SULOYERA L Z 7 2—2ARNBEL THWHHEIT
“up”. BREMIRNVEGE R shutdown i E L TV A A1 “administratively down”, exec
shutdown 3 X WY offline L TV 5 3A 13 “operationally down” & FRrENE T, BEBL T
WEMBIA L X7 = — 2D Y > ZIRBITIIEFEL $H A,

line protocol is ...eeevuveeuunnnen.. Vo777 LTWABEEIE "up”. Vo740 L TWDEATE “down” EFRL F
9", monitor EEN D DELHAITIL, % AIZ “(monitor)” & RRIILET,
IPVB IS weeeeeeeeeeeeee e B ECY v 7 a—aARNEELZEAT “disabled” EFARL £9, ZOHEIL.

Vo a—hVEEOERZ Y RV -1, Port-channel i€ D HIFR, %€ %
ITORVIRY | YA X7 2— R TIPVBBE21TH 2 LiIxTE £H A, IPv6
TRUVABPRKRERETH, REL TIPv6 BEEZTTA D L 5127253613 “enabled”
ERRLET,

link—local address is ............. Vo ora—Aan7 KL RA&FRRLET,

Global unicast assress(es): ... 2—/ SV T7 R L 22 KRLET, T=—F ¥ AN T KL ADEAIFIHAIC
“anycast” & FRFET,

SUDNEL IS wvvvveeiiiiieeeeeeeie, T T 4y I AERFRLET,

Joined group address(es): ...... TN—TT R RAEFRRLET,

MTU is 1500 bytes, MPLS MTU is 1500 bytes

........................................ I REREBAT (byte) 2R L E797,

ND reachable time is............ FAN—REHBERERE EAL: S V) 2FRL ET,
RA send: ..o.ovvvveveiiiiiiiiiiinn, RA/XT w h DT A—HEFRRL FT,

ipv6 icmp send—errors—disable:
........................................ ipv6 icmp disable—sending—errors =~ K OFREREL TR L £7°,

12.10.4 show ipv6 interface loopback

[#rE]
loopback A > % 7 = — A IPv6 fEHOFETR
[ A
show ipv6 interface loopback [ A v ¥ 7 = — AFK = >]
[T x—%]
RT A=K BEAR B A s [ A MEHE

A BT 2 —AFE |loopback £ > H 7 = —ADFEE/EL ET, |0~ 16777215 | A X7 = —AFFEHEL 2V

[EiEE—F]
Z—HPE—F
[@if]

loopback A > % 7 = —A®D IPv6 IZHT AIE#RA FE R L £97,

[51761]
loopback A > & 7 = —AD IPv6 IZBEHT A EHARRLET (M ¥ T7=2—RAFF 1),

#show ipv6 interface loopback 1
Loopback 1 is up, line protocol is up
IPv6 is enabled, no link-local address is configured
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Global unicast address(es):

XXXX:XX::X, subnet is xxxx:xx::x/128
Joined group address (es) :

XXXX XXX

XXXX XX IX

XXXX XX DX

XXXX XX IX

MTU is 33184 bytes

ND reachable time is 43000 milliseconds

(%7 4 — L RDEK]

Loopback 1S veeeuuviivuneeinnnees RIEDIR WA shutdown X E L TV A4 1% “administratively down”. exec
shutdown 33 £ N offline L TV 5 35A 13 “operationally down”, % 9 TR WAL "up”
LFRRLET,
line protocol iS ....eeeuevevunneen. Vo7 7L TWABEAEIT "up”. Vo 7X 7L TCnAEAIE "down” & FRL F
97, monitor FENH YA ITIT. % AT “(monitor)” L RRENET,
TPVB S vvevrereereeieeereeeneens IPv6 7 L AREFENTHD Z L &R RL ET,
link-local address is ............. Vo ora—Aan7 KL RA&FRRLET,
Global unicast address(es):.... 7 B—/ LT KL A& KR L £77,
SUDNEL IS wvvvvveiiiiiiieeeeeeiaas TV T 4y I ARFRLET,
Joined group address(es): ...... YNFXXYARNTN—TT R AZFRLET,
MTU IS covereriereeieieieeee e B RERRHAT (byte) ZFR L £77,
ND reachable time is............ KA N—fEH BT RN (AL S UR) 2RRLET,

12.10.5 show ipv6 interface tunnel

[#%8E]
tunnel £ > ¥ 7 = —AD IPv6 IR DR
[ AT
show ipv6 interface tunnel [{ £ > Z 7 = — A&7 D)
[T x—#]
RT A=K RENZ X E A A R

A BT 2—AFES |tunnel A VX 7 =2—ADEFEFEHEL T, | 1 ~ 16777215 | A X7 =—AFEEBEL R

[Bh1EE—K]
2R

[FiA]
tunnel £ > % 7 = —AD IPv6 IZBT A5 8RAFRL £9,

[31761]
tunnel A > %7 = —ZAD IPv6 1T 2EHREZRLET (A X7 =2—2AF5 1),

#show ipv6 interface tunnel 1

Tunnel 1 is up, line protocol is down
IPv6 is enabled, link-local address is fe80:xx::x/64
Global unicast address(es):
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XXXXIXX::X, subnet is xxxx:xx::/48
Joined group address (es) :

XXXX XX o X
XXXX XX o X
XXXX XX o X
XXXX XX :X

Inner MTU is bytes

ND reachable time is 29000 milliseconds

ipv6 icmp send-errors-disable:
“unreach” is not set.
“hop-1imit-exceeded” is not set.
“port-unreach” is not set.
“redirect” is not set.

(&7 ¢+ —/ R DEKE]

Tunnel 1is .............

RIEDIRWNIEE R shutdown X E L TV A4 1% “administratively down”. exec
shutdown 38 & WY offline L TV 5 541X “operationally down”, % 9 TR WAL “up”
EFRRLET,

........... Vo7 v L TOBEAE up”, Vo727 L TnA5A1E "down” EFRL £

9, monitor FERENH HILHFE I, % AT “(monitor)” ERREINFET,

............... IPv6 7 R ARFEHITHDHZ EE2FRL ET,

............. Vo r7ua—VT7 KL AL FT,

Global unicast address(es):.... 7 2 — L7 KL A &2 KR L £,

subnet is ............

............... FLT 4y I AEFRRLET,

Joined group address(es): ...... NTFXR XY AT N—TT R ABFRLFET,

Inner MTU is .......

............... I REREHAL (byte) ZFR L £,

ND reachable time is............ RAN—FRHBERTRER ] (AL : S UR) 2RRLET

ipv6 icmp send—errors—disable:

............... ipv6 icmp disable-sending—errors = <> K DR EREZ TR L £97,

12.10.6 show ipv6 interface trunk—channel

[#5E]
trunk—channel £ > % 7 = — A ® IPv6 [ R D FE <
[ AT
show ipv6 interface trunk—channel [{ £ > Z 7 = —AB G5 LT AL BT 2—A AT v 7 2AFKE D]
[RF x—%4]

RT A—H HENR X TE A A R
AVBT 2 —RAEE | AV FT2—AEFFEREL |1~2 F_T

7,

VT A H T 2= | T A ETz2—AL Ty | 1~9999 YT A BT 2 — R
AT v I AEE I AFZ G ERELET, BELZN

[E@hffe—1]
Z—HPE—F
(GICZ)

trunk—channel £ > % 7 = —A® IPv6 I[ZT A 1FHREZFRL 7,
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[ F1741]
trunk—channel f > % 7 = —A®D IPv6 IZBT D HREF R L ET (A X7 =2—RF5 : 1),

#show ipv6 interface trunk-channel 1

Trunk—channel 1 is up, line protocol is up
IPv6 is enabled, link-local address is XXXX:XX::X/xx
Global unicast address(es):
XXXX:XX: X, subnet is XXXX:XX::X/Xx
Joined group address (es) :
XXXX XX IX
XXXX XX IX
ND reachable time is 27000 milliseconds

(%7 4 — LR DEK]

Trunk—channel 1 iS.....ceeuneen.. shutdown X/E L TWAIEAIL. “administratively down”. exec shutdown 3 & OF offline
L TWAA 1L “operationally down”, & 9 TRWIEAIX "up” & FRL £17,
line protocol is ....ceevvvenevnnneen. Vo7 LTOWBEAIE up”. Vo7& L THWA5A1E "down” EFRL F
7T
PV S v [E# BTV v 7 m— VS EE L 72 A1T “disabled” EFERL 7, ZOHEIL,

V7 ma—hNVEEOEREZEY R\ 2%, Port-channel 3% & DHIbR,FHRE &
TORVIEY . MiEA ¥ 72— AT IPv6 BEE1TH 2 LI TE £ A, IPv6
TRUAPKEETH, HEL TIPV6 lBEEITZA D X 91272 5851 “enabled”
EFRRLET,

link-local address is ............. Vorua—nT RV RAEERRLET,

Global unicast address(es):.... 72— V7 KL ZAZFRLFEFT, T=2—F ¥ AT R L ZADOEAITHAIC
“anycast” EFIRIINET,

Joined group address(es): ...... NF XY A NI N—TFTRL 2%2FERLET,

ND reachable time .............. FAN—RHBIEAREREE (AL S UR) 2FRRLET,
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12.11 TRV AP —L D37 (IPv6)

12.11.1 show ipv6 local pool

[#%5E]
[Psec R° L2TP/PPP IZ L W B S U5 IPv6 7 R L RFHOE R
[ AT
show ipv6 local pool [{ 7 K L A7 —/ L4 D]
[XF x—%]
INT A—H ENE X TE B g

TRV AF— 4 TRLAF =N E2IEELET, | 63 TFEUAND CDATAR | $_RTOT R L A 7S — L &2FRL £7,

[EEE—FK]

R

[FiA]
[Psec(Mode—config/Config Payload) %2 L2TP/PPP (2 L W i@%14 5 IPv6 7 R L ADIFREZF <L £,

[F1741]
[Psec(Mode—config/Config Payload) %2 L2TP/PPP (2 L W i@%14 5 IPv6 7 K L ADIFREZF L £,

#show ipv6 local pool

[Pool name : poolv6]

Start Avai | /Max
End

XXXX:X: 1 254/254
Xxxx:x::fe

Configured Pool Addresses : Range/Max/Limit

254/254/67108864

it
(%7 4+ — 1 FOEK]
Pool name:..............eveeennnn.. TRUVAS =NV EFRrL ET,
=1 AN B YBCRMBT R A EFRRIL £,
Bnd v E) Y CTRMET R AZERLET,
Avail covoeiiiieee e BELWNHLUAREZR T F L 2z FRoR L £7,
MaX ceeeeeeeeeeeieeeeraes BRIDVHL T R L 2FE2FRL 9,
Configured Pool Address:...... WEAARDOT RV AT — VIR EFERL 97,
RANZE tevveeieeeeeeeeeeeeeen, B UATREZR 7 R L 2 &2 R L £,
MAX ©vvrrieeeeeeeeeeeeeeenns RIWVHL T R L 2 EFRL 1,
LM e LETRETMERT F L AREKERRIL £,
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12.12 IPv6 XA N—{FHRDFIR

12.12.1 show ipv6 neighbors

[#%5E]
IPv6 / — R fFHOFRR
[ AT
show ipv6 neighbors [Vif <(VRF & D] [K f v 2 T 2 — AL > A BT =—AFKE > | APv6 T R L X >]
[T x—%]

RT A—H RENE T i PR 4 IR
VRF 4 VRF 4 #fEL £7° 63 SCFLAN D WORD % | VRF Z487E L 720>
A BT 2 — AL AV BT 2 — A4 HHEEL E7, - AV BT =—RERFELRN
ABT2—RES | A E T 2—AF S EEEL E7, - B WA AT
IPv6 7 K L & IPv6 7 R L 2&$EL £, IPv6 7 K L 2B IPv6 7 R L Z&FRE LR
2L TRTOIPv6 / — R EHRERITDHHE | - -

IZHREL £,

[Eh{EE—F]
Z—PE—F
G|

IPv6 / —RfFRERR~L ET,

[ F1741]
IPv6 / —RfFRERR~L ET,

#show ipv6 neighbors port-channel 2

Maximum Neighbor Solicitation retransmissions: 3
Maximum held packets for all entries, per entry: 2048, 32
Current held IPv6 packets: 0

[Pv6 Address Age Linklayer Addr State Interface NHID  Flags
XXXX XXX 0 XXXX. XXXX. XXXX REACH Port-channel2 20 dyn
XXXX XX 0 X 0 XXXX. XXXX. XXXX REACH Port-channel2 30 dyn
XXXX XXX 0 XXXX. XXXX. XXXX REACH Port-channel2 40 dyn
#

[%7 4+ —FDOEK]
Maximum Neighbor Solicitation retransmissions:
........................................ NS D KRFEREERRL £,

Maximum held packets for all entries, per entry:

....................................... ND iR DR KIE N7y Mg GEERE, = MU TE) 2R RLET,
Current held IPv6 packets:.... BREMRE T O » N A FERL 77,

[PV6 AdAress .oeeeeeeeeeeeeenenenn. EENL— B FETFA L Z T 2—ADIPVE T RL ZAERRFLET,
AGE oo TR L APNRBICEIERREIC /R > T B\ L =R (AL : 4y) 2FRL £,
Link-layer Addr........coeeen.... MAC 7 R L 2%ZF 7R L $9, MAC 7 R L ARKRAOEAIZIE, “(ncomplete)” &3
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ALET,
FAN—=F vy oz b UOREEZFRRL £,
INCMP(Incomplete):
TRV RERBZ P VIZH L TEITINTOVET, RFAN—FEEFERA Y -
N, HABOFRFERENTZ /) —FO=AFF v ART P L RATEFENZN, 5hE
TDRAN—T RNREAXRA N Ay —T1F, FEZEINTOEEA,
REACH(Reachable):
TN — Z ~DEEE S ANEFITHEEL TWD 2 EOEEINEN, I UBORK
Reachable Time (FZEFIRERFE]) WIZZIE SV E L7z, REACH IREED, »37r v b
DOEBIIEC TR T 7y a v idfThbiEE A,
STALE:
ﬁ%ﬂx®%%ﬁEﬁf%é*&@%%®¢*mﬂﬁ§ﬁéhfﬁ6\I)@@
Reachable Time (E|:EF[RERFH]) ZHx 2 WRFMAPGE L £ L7z, STALE IRREDH,
Ty RREEENDZ LT MOT 7 arbithbiuEdi,
DELAY:
HRIE R ADHRENER TH D Z L ORBOEERERZEINTHL, T VPO
Reachable Time (EIZEFHERFE]) % # X 2 Kff#] DELAY FIRST PROBE _TIME #PPNIZ 2%
fgah= Lf:e DELAY JRAEIZ A - ThH>5 DELAY_FIRST PROBE_TIME #Iz., HE
TTREMEMEGR N ZAZE SN DS BB, R A N—EFER A /t_i/%ji{"fcll/\ E7N
%PMBE’Wzi?
PROBE.
BE AT REMEMERR S ZE SN D £ T, 2 U RO RetransTimer (FFE 4 A <) 75§7 v
TAHNERAN—EFERA =TV E2HETHZ EICL D, ZOMBNEEENT
RO LI ET,
P99
REDIRAE
TR U ANBIERFGES T A v X T 2 — A RR L ET,
NH-ID &3 ((r 7 A bR > TIEROEBIE S (NEHEHR)) #FRL £,
BMEEFRIALET (V01.01 L V),
static : ipv6 neighbor 2 <> RIZ L W HAICRES N MY
n o ERICESRS R R Y
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12.13 IPv6 L7 4 v 7 AU A s DF5R (IPv6)

12.13.1 show ipv6 prefix—list

[#%5E]
ipv6 prefix-list I~ R TRELLT L7 v 7 AU R MMEROFR
[ AT
show ipv6 prefix-list [bgp] [ 7'V 7 4 » 7 AV A R4 > [{ SV 7 v 7 A > [first-match | longer] | seq < ¥ —7% 0 2
%5 >l
[RF x—%4]
INTG A—H AR ENA X i R AW IRE
bep BGP #f8EL £7, - G C
TV T 4y 7 AY AL TV T 4y P AV ANLEREL E | 254 3CFLAINO WORD Bl
4 4, BGP/OSPF6 TF'L 7 4 v 7 A
URANERETHEHAIL. 204K
AL £,
A S S TUT 4y I AERELET, IPv6 7 K L 2B
first-match | longer first-match 7> longer &8 € L F first-match: @I~y F LIz N U DI
T, longer: A& L CWbxT hUDH
L=l RE V=T AEFEREL £7, 1 ~ 4294967295
[BhfFEE—N1]
R
[FimA]

ipv6 prefix-list 2> R CRELES L7 4 v 72U A NDIEF#REFR L ET,

[31761]
ipv6 prefix-list 2 ~<w> R CRELES L7 4 v 7 AU A NDOIE#REFR L ET,

#show ipv6 prefix-list

OSPFv3 Prefix-List

ipv6 prefix-list prefix-list-A: 1 entries
Description: prefix-list-A
seq 1 permit Xxxx:xx::/xx

BGP Prefix-List

ipv6 prefix-list prefix-list-A: 1 entries
Description: prefix-list-A
seq 1 permit Xxxx:xx::/xx

(&7 ¢+ —L R DEKE]

Prifix—List..........coovvvrruennnn. N~y X ERRFLET,

ipv6 prefix-list LT 4y VAV AN EFRRLET,

ENLTIES veeeeeeeneaerenrrerennnns TVT 4y I A ERRILET,
Description: w..eeeeeeeveeeeennnenn. Description ##~xL £,

SEU +eerneeene e e TV T 4y I AEFREFRRL ET,
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12.13.2 show ipv6 prefix—list detail

[#rE]
ipv6 prefix-list =<~ R THRELETL 7 4 v 7 A Y A+ OMEEROFR
[ AT
show ipv6 prefix-list [ 7' &2 k /L4 Jdetail K L7 4w 7 2 Y X M4 0]
[$F 2—4]
INT A—H BENE T B W IR
VAR =y 24 JabhargERELET, bgp 4T

TVT 4y T AYVRARNG | TV T 4y 7 AV ANAERREL £7, BGP/
OSPF6 TFL 7 4 v 7 AU X s ZIEET HHAIL.

DA EHAL T,

254 SCFLAN @ WORD 4

[E{EE—F]

B

(R ]

ipv6 prefix-list 2~ R CTRELZZTL 7 4 v 7 AU A N DOFEHEREZERL 77,

(217 4]

ipv6 prefix-list 2 < R TRELTZT V7 4 v 7 AU A OfFEHEHREFRTRL £,

#show ipv6 prefix-list detail

Prefix-list with the last deletion/insertion: prefix-list-A
OSPFv3 Prefix-List
ipv6 prefix-list prefix-list-A:

Description: prefix-list-A

count: 1, sequences: 1 - 1

seq 1 permit xxxx:x::/xx (hit count: 0, refcount: 0)
Prefix-list with the last deletion/insertion: prefix-list-A
BGP Prefix-List
ipv6 prefix-list prefix-list-A:

Description: prefis—list-A

count: 1, sequences: 1 -1

seq 1 permit xxxx:xx::/xx (hit count: 0, refcount: 0)

(&7 ¢+ — R DEKE]

Prefix—List ..veeereeeeeeeiieenenn ~y B eRRLET,
ipv6 prefix-list ......ccceeeeevnnnn. LT 4y AV AL EFRLET,
Description:..eeeeeeeeeeeneennnn. Description # R~ L £,
COUNL: tvvevvvriiieeeeeeeeeeeeeeenns LT 4y I A ERRLET,
SEQUENCES -eevvnereneeennarennnees LT 4y A ARNDBRET AL — U AFFOEMMBMAELERL £9,
SEQ wruneeeeree e TUT 4y 7 AERERTILET,
hit count: .......cceeeeevevuneeenns TV T 4y P AVANMZEy b LEEEEFRRL £,
PefCOUNL: evvvvveeeeieiiieeeeeean, TV 7 4y 7 AV AN ESRUZEBERRSL £,
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12.13.3 show ipv6 prefix—list summary

[#%5E]
ipv6 prefix-list A< R TRELTEZF LV 7 4 v 7 2 U 2 DY = U IEHROFER
[ AT
show ipv6 prefix-list [ 7' &2 k =2 /L4; ] summary [ 'L 7 ¢ v 7 AU A M4 D]
[$F 2—4]

INTG A=K RENAE R T A s
A=A N=IZ FubhalKERELET, bgp JT
TV T 4y I AY AR T T 4y 7 AY A MLEIEEL £, BGP/OSPF6 | 254 SLFLAN O WORD
4 TFL 7 4w 7 AU AR ERETHHAT. 204K

AL £,

[EhEE—F]
Z—HFE—F
(&)

ipv6 prefix-list 2~ R CRELZZT LV 7 4 v 7 A Y A SO <V IEREERL 97,

[31761]
ipv6 prefix-list 3 <> R CHRELTZTVL 7 4 v 7 AV A MOV < U IEREFRL 7,

#show ipv6 prefix-list summary

Prefix-list with the last deletion/insertion: prefix-list-A
OSPFv3 Prefix-List
ipv6 prefix-list prefix-list-A:

Description: prefix-list-A

count: 1, sequences: 1 - 1
Prefix-list with the last deletion/insertion: prefix-list-A
BGP Prefix-List
ipv6 prefix-list prefix-list-A:

Description: prefis—list-A

count: 1, sequences: 1 -1

(&7 ¢+ — R DEKE]

Prefix—List ..veeereeeeeeeiieenenn ~y B eRRLET,
ipv6 prefix-list ......ccceeeeevnnnn. LT 4y AV AL EFRLET,
Description: weveeveeeeeeeeneeennn. Description ##/~xL £,
COUNL: wveevvvriieeeeeeeeeeeeeeenns LT 4y I A ERRLET,
SEQUENCES: eevnnerenaeereaeeenaees LT 4y A ANDBREET AL — U AFEFOEMMBMAELERL £9,
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12.14 BREFWMORT

12.14.1 show ipv6 route

[#rE]
RGO R R
[ATE]
show ipv6 route [vrf {KVRF 4 > | ] [K 58267 R L 2 > | < 71 k @jL4 > || summary | statistics | tag < Z 7 >}
[XF x—%]
NG A—H RENE R E A B I
VRF 44 VRF 4 ZfiEL £, VRF 4 : 63 SCFLLN O WORD | VRF ZH5E L 720
* 1 T XTD VRF
SEET R LA ST RV ARREL £7, IPv6 7 K L AJER T RTORKRIE R
=R N=T A JabhargEREL 7, bgpconnected TR TORKE R
cp
kernel
ospfb
static
isakmp
dhep—client
dhcp-relay
ra
summary F—F 4 7a ha L TRE LR | - T _RCOREIER
B ERRTHHEEICHREL £7,
statistics (1) Mt mE XA THEAICHELET, | - TR T ORI
A AC) 2 EEEEL £T, 1 ~ 2147483647 2 T EAEFREL R
7L TR ORI A R DR AIHE | - -
LET,

*1) VRF Z$5E L 72581, BETE EHA,
*2) VRF ZH5E L =&, lBETX 7,

[B1EE—F]
Z—PE—F

(@i ]
IR E R £
[S1761]
IR E R £

#show ipv6 route

Codes: K — kernel route, C - connected, S - static, R - RIPng, 0 - OSPFv3
B - BGP, T - Tunnel, i - IS-IS, V - VRRP track,
[u — ISAKMP SA up, It - ISAKMP tunnel route, Ip - ISAKMP |2tpv2-ppp
Dr — DHCPv6-PD-relay, Dc — DHCP-client, Ds — DHCP-server, r — RA

> — selected route, * - FIB route, p - stale info
C > * ::1/128 is directly connected, Loopback0
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C > * xxxx:xx::/xx is directly connected, port-channell
S > * xxxx:xx::/xx [1/0] via xxxx:xx::x, port-channell
S > * xxxx:xx::/xx [1/0] via xxxx:xx::x, port-channell
S > * xxxx:xx::/xx [1/0] via xxxx:xx::x, port-channell

#show ipv6 route summary

Route Source Networks
kernel
connected
static
ripng

ospf6

bgp

isis

dhep relay
dhep client
dhep server
i sakmp

ra

O O O O O O O O O w —= O

total 4

[%7 4 — 1 FOEK]
CodeS: weveiieiiieee e, BELEFREFRTLET,
K: kernel &
C connected &
S: static F&H
R: RIPng &%
0 OSPF6 %
B BGP %
T tunnel %1
IS-IS &%
V: ipv6 route vrf cp track |25 & 415 BRIEK
track JREEAS DOWN T OS 2 BRI 2 TV A HEEIT V 23
. track JRAEDY UP T OS TR B BER S AL TV D H/ATL V B 720

—-

[u: ISAKMP SA-UP #%#
It: ISAKMP tunnel-route %%
Ip: ISAKMP L2TPv2 %%
Dr: [Pv6 DHCP U L — &%
De: DHCPv6 7 Z A 7 > 2%
Ds: DHCPv6 ¥ — /%
r: RA FEB >1 TR S T BRI
*: Tx T =T 4 TWHEHT D= Y
p: stale JRAEIZ & D REHE
(1701t TAAZAEE AN v 7 EEFRRL E9,
VIA XXXXIXXIIX evnernenneennaenns Fide T K L A~ Next-hop #FE/RL £9°,
is directly connected ............ A BT 2—A)— s DFHICFERL 7,
00:00:00 ...evveeeeieeeeeeea, RIPng DA, BEREEI N TH L ORIERMEZFRRL 77,
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12.15 IPv6 —Z 2B A 5@ E =R

12.15.1 show ipv6 routers

[#%5E]
F v hU—2 L0 IPv6 )L— X D FTR
[ AT
show ipv6 routers [interface < £ ' X 7 2 — AL > AL X T = — A% 5 >]
[XF x—%]
IRT A—H PENZ X TE 7 A WK
AV HET =R A BT 2= A{EBEL £, - TRCDA L HT = —A

AVHT 2 —AFE AV BT 2—AFFERIEEL £1, -

[B1EE—F]
Z—PE—F
(@]

Fv h T —27 LD IPv6 L—Z T AEREFRL £,

[51761]
Iy b U —27 LD IPv6 —Z T A IEREFRL £,

#show ipv6 routers
Router xxxx:xx::x on Port-channel 1, last update 2013/01/01 00:00:00,
Hops 0, MTU 1500 byte, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0,
Preference=high, Reachable time 0 msec, Retransmit time O msec
Prefix xxxx:xx::/xx onlink autoconfig

Valid lifetime 2592000 sec, Preferred lifetime 604800 sec
Prefixes Delegate to Port-channel 2

#

[%7 =R DOEK]

Router xxxx:xx::x on Port—channel 1

........................................ =R BEHERGELTNAV—FD) v 7a—ANT KL AL, Z0@MEZELLA
VBT e AR FRLET,

last update ......oveeivnviiinnnnnnn. RA Z52{5 L 7o & FRoR L £9,
HODS e ZELIENV—HBHIICRES N TWAERy ) 2y MEAZFERL 9,
MTU oo ZELEZLV—FEHAICRESN TS MTUEZFRL £9, EFRELBMS
ni=BEAIE, 01200 EFRL £,
Lifetime evveeeeeeeeeeeeeeeenn ZAE LI — Z AR E STV S Router lifetime 8 (BA7 - B) 2#FRL F
T, 07 LIANOMEIE, T ANV M= FTHDZ L ERLET,
AdArFlag .oooooovvveeeiiineen, ZELIELV—FBEAIERESNLTVWD AT I 7 DEEFRRL £,

BEMM 70" DL, V=N ZE LI —ZEIE, TRV ARAT—K 7
NWHBRREA D= AL ZHEHAL THESNL TN EE2RL ET,
A "1 DBEITUL, TRV ARAT—F ZVHBREA =X LEHEHL T,
HESHTWLZ LERLET,

OtherFlag .....ovvvveneiinnnennn, ZELIENA—FBAICRESNTWDL L7 77 0EE2FERL £7,
5D 70" DGhE. V—FPZET DN —ZWBINIAT — N 7IVHBEREA =X
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LEERTHE, TR ALUADERETFTE RN L2 RLET,
fED 717 OLFEITIE, AT — N 7 IVHBIRREA D =X LZFHHL TEOMDOIEHR

FRAATEBRZEERLET,
Preference .....ceeeweeeeeeeeeeennn. S U T — HEANIERE STV D preference DfEA F L £7,
01: high
00: medium
11: low
Reachable time ................... ZIE L To b — Z@ANIER E LTV D ReachableTime . (HAL : S VD) &#FxR

L9, WHBEEREREOZODIC, 2oV 7 ECHEATIREBEZRL £,
2 70" DAL, FERMEA L — Z @M AT L —ZIZ Lo THRES LTV W
ZEHERLET,

Retransmit time .................. ZE L T2 — FBANIRE STV 5 Retransmit time fEE (HAL 0 T UFD) 2FRor
LFET, EHEFAEICHL T, 20V 7 ECHEASNABEET, 7RL A
R L BB E N REMR N TREAH L £7,

PrefiX «ooveeereereenieeienreninenn. ZRELIEA—ZITHRESILTWIHEM T L7 4y J RAERRFLET,
FrVr 7 By b ERITHERREL vy RBRL—Z@HMA Yy E—UTEY PSR
TWVHZEHRLET,

Valid lifetime ..........ccveenenns ZELEAV—ZEAICRES N TWDEA S LT v 7 AT % Valid lifetime
mEFRRLET,
F U TREDIZD, Ob—FBHMOEERLNGE 272) TV T 4y JABEHE
HTHHRIE (B B) 2L E9, 2 7-17 (& > k "17 “Ox{H")
TR AR L F7,

Preferred lifetime ................ ZELIEAV—ZBHICHESNTODEM TV T 4 7 AT % Preferred
lifetime fEZFRL £,
TV I REDTD, Ob—ZBMOEERHLNSLF-T) TV T 4w 7 ABHE
W ThHLHRE (B B) ZRL E9, H2 7-17 (& > b "17, “Ox{Hm”)
IR AR L £7,

Prefixes Delegate to Port—channel 2

........................................ T T 4y I AERENA L Z 72— A THEHL TOWAEAICERINET,
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12.16 #EHEROFER

12.16.1 show ipv6 traffic

—

tahE]
WE OFEFHEHR O R

&

[ AT

show ipv6 traffic

[E{EE—F]

Z—PE—F

[3t1]
BEOFEEREZRL 27,

(54711
BEOFEHERERRL 2T,

#show ipv6 traffic

[Pv6 statistics:
Revd: 42 total
0 with size smaller than minimum
0 with data size < data length
0 with bad options
0 with incorrect version number
0 fragments received
0 fragments dropped (dup or out of space)
0 fragments dropped after timeout
0 fragments that exceeded limit
0 packets reassembled ok
42 packets for this host
packets forwarded
packets fast forwarded
fast forward flows
packets not forwardable
redirects sent
packets no matching tunnel found
encap packets discard due to some reasons
ndp packets relayed
ndp packets not relayed
Sent: 20032 total
0 packets sent with fabricated ip header
0 output packets dropped due to no bufs, etc.
0 output packets discarded due to no route
0 output datagrams fragmented
fragments created
datagrams that can't be fragmented
packets that violated scope rules
multicast packets which we don’t join
packets whose headers are not continuous
tunneling packets that can't find gif
packets discarded due to too many headers
failures of source address selection

O O O O O ©O © © ©o

O O O O ©O © © O
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0 forward cache hit

0 forward cache miss

0 datagrams that can’'t be encapsulated
ICMP6 statistics:

0 calls to icmp6_error

0 errors not generated because old message was icmp6 or so
0 errors not generated because of rate limitation

Output histogram:
unreach: 0
packet too big: 0
time exceed: 0
parameter problem: 0
echo: 0
echo reply: 0
multicast listener query: 0
multicast listener report: 9995
multicast listener done: 5997

router solicitation: 0

router advertisement: 0
neighbor solicitation: 3998
neighbor advertisement: 0
redirect: 0
router renumbering: 0
node information request: 0
node information reply: 0
others: 0

0 messages with bad code fields

0 messages < minimum length

0 bad checksums

0 messages with bad length

Input histogram:

unreach: 0
packet too big: 0
time exceed: 0
parameter problem: 0
echo: 0
echo reply: 0
multicast |istener query: 0
multicast |istener report: 0
multicast |istener done: 0

router solicitation: 0

router advertisement: 0
neighbor solicitation: 0
neighbor advertisement: 0
redirect: 0

router renumbering: 0

node information request: 0
node information reply: 0

others: 0
Histogram of error messages to be generated:
0 no route
0 administratively prohibited
0 beyond scope
0 address unreachable
0 port unreachable
0 packet too big
0 time exceed transit
0 time exceed reassembly
0 erroneous header field
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0 unrecognized next header
0 unrecognized option
0 redirect
0 unknown
0 message responses generated
0 messages with too many ND options
0 messages with bad ND options
bad neighbor solicitation messages
bad neighbor advertisement messages
bad router solicitation messages
bad router advertisement messages
router advertisement routes dropped
bad redirect messages
path MTU changes
UDP6 statistics:
Revd: 0 total
0 with incomplete header
0 with bad data length field
0 with bad checksum
0 with no checksum
0 dropped due to no socket
0 multicast datagrams dropped due to no socket
0 dropped due to full socket buffers
0 delivered
Sent: 0 total

O O O O O O o

(%7 4 — FOEK]
[1Pv6 statistics:]
ReVA: vviiiiieeeciee e Ry N OZEREFRTILET,
with size smaller than minimum
........................................ TAXPEELY NSy O ERERRLET,
with data size < data length ... REDHR/NMTUE XL U & /NS Wy N OZEHEYFERL £,
with bad options ................. Ny BF T a U BNIELL WYy N OZERAEFERL £97,
with incorrect version number
........................................ IPN—=T a3 N6 LSOy FOZERERRL T,
fragments received .............. DEISNT ATy NOZEREFRRLET,
fragments dropped (dup or out of space)
........................................ THIIRE, FREANAYy 7 s REOTEDICEEI N SEIN Sy N ORERER
~LET,
fragments dropped after timeout
........................................ BALT T NOTDICHBE TETEEINEDFNNT Y hOZERERRFL E
T
fragments that exceeded limit
........................................ VIy hEBZX o nEI SNz ry NOZERERRAL ET,
packets reassembled ok ........ FHER CE =0y b OZEHEFRRL F7,

packets for this host ............ HR%E/37 v b D% 5 EFRRL £7,
packets forwarded ............... RE SNy b OZEHEFRRL £,
packets fast forwarded.......... B0 AHLIBLCEIEICIRE S NNy R ERRL £,

fast forward flows | V) IAZALE CHEICAICHRE T B 7 o — a2 F R L £9,

packets not forwardable

........................................ kSN ooy hOZEHERRLET,

redirects sent ............cceeenn. Fl—3xy U =7 NIZERE SNy N OZEHEFRRLET,

packets no matching tunnel found
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....................................... tunnel R —EBHMH SN ATy N OZEHEFR L ET,
encap packets discard due to some reasons

........................................ BEIEENT- I Tty F OZEREFERLET,

ndp packets relayed ............ YL —&E N7 NDP ™7y b OZEHEFRL £,
ndp packets not relayed........ VL =S o7 NDP Xy N OZERZR AL 7,
SENL: wrvreeeeeeeeeeeeee e Ny FOEERERSRL ET,

packets sent with fabricated ip header

........................................ Ny B EEIRoTNT y NOBRERERTLET,

output packets dropped due to no bufs, etc.

........................................ Ny 77 REpEOBMIZL DGy N OBEFERE R £7,
output packets discarded due to no route

....................................... SRR L DEE T v b OREFEREFRL £7,

........................................ DEEINEZIPT—27 7 AORMEEEFRLET,
fragments created ............... NEIESNEZIPTF—X T 5 LAOMF OFEREERLET,

datagrams that can’t be fragmented
........................................ DEITERNSTZIPT =T 7 AOEERERRL ET,
packets that violated scope rules
....................................... BASER D IP T —4 7 7 AOREHERRL £T,
multicast packets which we don’t join
....................................... Join LTWRWS LT X ANIPT—H7 7 AOEEEERRLET,
packets whose headers are not continuous
........................................ KAy v ZIFBIERY AR — K TY,
tunneling packets that can’t find gif
....................................... KAy v ZIFBIERY AR — b TT,
packets discarded due to too many headers
........................................ PEERA~ > Z N 50 A X TV OIS NTZE Ty NIRRT L £,
failures of source address selection

........................................ KA ZIFBHERYR—F TT,

forward cache hit ................ RKAo o ZIFBERY R — KT,
forward cache miss .............. A v ZIFBIERY AR — T,

datagrams that can’t be encapsulated

........................................ BTV TE o737y " EFRTRL £,

[ICMPS statistics:]
calls to icmp6_error.............. ICMP6 =5 — X v b — @Az~ L £7,
errors not generated because old message was icmp6 or so
........................................ HTWAY =D T— A=V EBEML 2o TeBlE R L £7,
errors not generated because of rate limitation
........................................ WMRERREBA D, =TT —AvE—VERELRP SRR ERRL 7,
Output histogram:

UNTEACh: evvvveeeeiiiiiieeeeeeias FZEARFE (Typel) D ICMP6 A v & —Y DREHKEFERL £9,

packet t00 big: veeeeeeveueeeinnnns A Xt (Type2) D ICMP6 A v B—T DOREHRERRL £,

time exceeded: ....oeeeueeeinnnn.. FERTEEIE (Typed) @ ICMP6 A v E—Y DOEEHEFRRL £,

parameter problem: .............. &2 (Typed) D ICMP6 A v v — DOEEREFERL 7,

€ChO: eeueeiieiieiieee e T —FR (Typel28) O ICMP6 A v ¥ —VOEEHAZFERL 75

echO Teply: weveveeeeeeeeeeeeeaeen, o —5% (Typel29) @ ICMP6 A v v —Y DOREREFERL £

multicast listener query: ....... Multicast Listener Query(Typel30) @ ICMP6 X v b —Y OEEHEFE R L £9,
multicast listener report:....... Multicast Listener Report(Typel31) @ ICMP6 X v v —Y OREH A FE R L £9,
multicast listener done:......... Multicast Listener Done(Typel32) @ ICMP6 % v v — DEEH AR RL £,
router solicitation: .............. JL— Z SRR N (Typel33) O ICMP6 X v 2 — DR EREFRL £7°,

router advertisement: ........... J— X RSB H (Typel34) O ICMP6 A v B —Y OEREHEFRL F7°,
neighbor solicitation: ............ T BEFEREIE A (Typel35) @ ICMP6 A > E—Y DEEHRERRL £7,

neighbor advertisement:........ TS @ %N (Typel36) @D ICMP6 A v B —Y DOEEHKEFRL £,
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redirect: .ooveieieiiiiieene FREEIE IR R (Typel37) @ ICMP6 A » E—V OREHEFRL 7,
router renumbering: ............. Router Renumbering(Typel38) @ ICMP6 * vt —Y DO EHEZF R L £,
node information request:...... {HEHRELR (Typeld9) D ICMP6 A v —Y DEEKEF L £,

node information reply: ......... [EHISZ (Typeld0) D ICMP6 X v v — OREBAEERL £97,

Others: .vevvirieieierieeeeeeeanes RS D ICMP6 A v v —Y OREREFRL £7,

messages with bad code fields

........................................ code 7 4 —/LRBIEL <RV ICMP6 A v E—V DA R R L £,
messages < minimum length ... lIEEDE I XL VB W ICMP6 A v E—T 0 EF£RL £7,

bad checksums .........cccene. F v 7Y AMEREL K RWICMPE A v B—Y 0% FRL £,
messages with bad length ...... A=V ENDELLRWICMPS A v v —C 0 aE R £97,
Input histogram:

UNTEACH: weneee e, F3EAHE (Typel) @ ICMP6 A v v—V O 58 EFK L £,
packet t00 big: ...ceerireriennns FAR ﬂéﬁ:ﬁ (Type2) @ ICMP6 A v 2 —Y DR EFRL 7,
time exceeded: ........oevviinnnns FERTEEIE (Typed) @ ICMP6 A v E—Y O fE#a R L £7,
parameter problem: .............. &2 (Typed) D ICMP6 A v v — D3 AT R L £7°,
€ChO: wvvviiiiiiiiiii, T a—3R (Typel28) D ICMP6 A v —V O EHEF£RL £T,
echo reply: weveeveeeeeiieeiies T a— R (Typel29) @ ICMP6 A v B—Y DO EHAEFRRL F9°,
multicast listener query: ....... Multicast Listener Query(Typel30) @ ICMP6 X v b —Y OZ (582 FE R L £9,
multicast listener report: ...... Multicast Listener Report(Typel31) @ ICMP6 X vt — D% A2 FK R L £9°,
multicast listener done:......... Multicast Listener Done(Typel32) @ ICMP6 X v 7 —Y OZEH A2 F/RL £9°,
router solicitation: ............... JL— X }?ﬁ %i‘ﬂ (Typel33) D ICMP6 * vt —V OZE¥AEFRL £9,
router advertisement: ........... J— & [R5 H (Typel34) @ ICMP6 A v &—Y OZE#EF R L £9,
neighbor solicitation: ........... ST B R %%ﬂ (Typel35) ® ICMP6 A vt —Y OZE8H a2 ERL £9,
neighbor advertisement:........ W RIS A5 18 %0 (Typel36) D ICMP6 A v B — O 58 a2 £ L £97,
redirect: oovveieieiiieeieene, FREEIEHHR/R (Typel37) @ ICMP6 A » E—V DZEHEFRL 7,
router renumbering: ............. Router Renumbering(Typel38) @ ICMP6 * v v —Y OZEHEF L £7,
node information request:...... TEHIER (Typel39) D ICMP6 A v v — DOZEHEERL £97,
node information reply: ......... [EHISE (Typeld0) D ICMP6 X v v — OZERAERL £97,
Others: tvevvereeeieierieeeeeeeanes LIS D ICMPE A v &=V OZEERRL 7,

Histogram of error messages to be generated:
NO TOULE wevvvvvvrennnieeeeeaaeeeenns SEAE~ORRBEBIFLEL IV y b &2 RE L e R L £,
administratively prohibited .... 8568 > N U — 7B LD T 7 B ARG SN2y N ABRAL 7B E KR

LET,

beyond SCOPE ..vvvueerreeennnnns TR AR —FO#HFEPEZT- 7y NERILEEEEYFR L 9,
address unreachable.............. SESET R U AMNBERFER /N v MR L BB A2 ERL £97,
port unreachable ................. SRR — N DEERGEZR Ny M ERAL 2R E R L £,
packet 00 big ....oveeieiennnnn. MTU ORI X © kT X220 87w R &AL - a FHr L £,
time exceed transit .............. hop limit 2L 7=/ v b Z e L7z EFRL £9,
time exceed reassembly ........ TIT A MBS TR ZBIm L7237y b ERAEL 2R E R R L £,
erroneous header field .......... RIEZe~y X &Fory MRl -hml¥ERr L F7,
unrecognized next header...... RIERF T AN~ X EFONRYy "ERALUT-REEER T ET,
unrecognized option............. RERFT v a B EEEFFO/Nry b EREL RS EFRRL 97,
redirect .oooeeeeeeeiiiiiiiiinn, redirect DEFEPME /2Ty M ERAML R ZR AL 7,
UNKNOWN wevneeeeeeeeeeeeeeeines Type fEDRE 72 ICMP6 /347 v ks OE[E kA iz £or L £77,

message responses generated

........................................ ICMP6 DERIZH L CURE 2 RAT AR R L 7

messages with too many ND options

........................................ Neighbor Discovery DA 73 a VAR KIE (10) B2 o537 v M EFRRL F
o

messages with bad ND options

............................................ N 7047 a & o 7= Neighbor Discovery Z/8/37 v M Ea£RL £97,

bad neighbor solicitation messages

............................................ 772 neighbor solicitation Z{EH/ X7 v A FRL £9°,

bad neighbor advertisement messages
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........................................ . 72 neighbor advertisement 52 580347 v M x £ R L £97,
bad router solicitation messages

bad router advertisement messages

....................................... )72 router advertisement A v M AR FORL £,
router advertisement routes dropped

....................................... router advertisement fEHOXRGEITIH L - R A FK R L £9°,

bad redirect messages........... 572 redirect message LGN T v N ERRL ET,
path MTU changes............... Path MTU Discovery IZEBW T, 2SZ2 MTU O b2 L =R AEFr~ L 7,

[UDPS6 statistics:]

REVA: v UDP "7y b DZEREFRRL E7,
with incomplete header......... N B IRELEIZNTr y D OZERER I £,
with bad data length field ...... F—=2 T T AENELLBRWWRT Yy 8 OZEHEFRRL £,
with bad checksum............... F v JHAMENIEL <RV ry OZEHEERL 9,
with no checksum ................ Ty 7Y LMEROSNTWRNAT y NOZERER L ET,

dropped due to no socket...... VI NINTRWTEOIZEEEINT= Ny B OZEHEFR R L F9,
multicast datagrams dropped due to no socket

....................................... VT NIRRT DIZEEI N LTIy A Ny N OZEREERL ET,
dropped due to full socket buffers

........................................ RNy 7 7 B SNICTeOIEFR S NI ATy FOZEHRERFRLET,

delivered ....ooooovvveeeeiiiinnnnns ZETETry hOFEERLET,
SENL: tevveeeeiiee e UDP X7 h DREGE#HER L E7,
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% 13 & NAT &
13.1 NAT BhEFHRDO AL

13.1.1 clear ip nat acl statistics

[#&6E]
NAT 7 7 &2 U 2 M2 A 5RO

[ AT

clear ip nat acl statistics

[#h{EE—F]
g —YFE—F (a<rFL UL 14)

[FiA]
show ip nat acl TERENDLNAT 7 7R ) 2 MNCET AEREZOHELL £,

[Z=1741]
show ip nat acl TE/RENDHNAT 77 R ) 2 MNCET AEREZOHELL £,

#clear ip nat acl statistics

13.1.2 clear ip nat translation

[#rE]
NAT F—7 /L D YL,
[ AT
clear ip nat translation [ vif (VRE & > [ f v X T = — AL D> A BT = —AFK5 > | all ]
[RF x—#]
IRT A—H BENR T AWK IR
VRF 4 VRF 4 &#fEL £75 63 XTFLLN D Inet ® &% FIHHE
WORD 7
AV BT = — A AVET o—AL4LERELET, port—channel, TRTDA L HT =— R
tunnel Inet O X% HIHAL
AT 2 —AFKE AV ET 2 —AFBEERELET, - TRTDOA LV HFT 2—R
Inet O Z % FIHHL
all Inet BEWVRF DT RCDOA L HT = —AD - -INET O &% ¥I#ik.
NAT 7 —7 V& YL T 255 ITHBEL £7,
[#{EE— K]

it — Y E—RF (a<rRFNL L 14)
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(G|
show ip nat translation THE/RI N5 NAT 7—7 L2 HHME L £,
AU BT 2—RERELEBAIE, YA % 72— XD NAT T—7 V&2 0#bL £7,

[31761]
NAT 7—7 V&L L £,

#clear ip nat translation

13.1.3 clear ip nat translation per—address statistics

[ 7 77— A7 =T 3— 3 0]
V01.02 DL

[#rE]
NAT OftEHE#H % WL
[ AT
clear ip nat translation per—address statistics [vrf <VRF 4 >lall]
[$F 2—4]
INTG A=K RENE X E i P B IR
VRF 4 VRF 4 & fEL £75 63 SCFLLN O WORD | INET D2
bir)}
all INET, BXOVRF T_XTE2YHLTIEHE |- INET @ %
IHEL £,
[EhEE—F]

Hrtg—HFE—R (<2 L~ 14)

[FiA]
show ip nat translation per—address statistics TFR/x & 115 NAT O FHGRZ VL L £97,

[F1741]
show ip nat translation per—address statistics TFR/x & 415 NAT O#FEFHFHRZ WL L £97,

#clear ip nat translation per-address statistics

13.1.4 clear ip nat translation statistics

[#hE]
NAT OFEEHEHR O L

[ AT

clear ip nat translation statistics [vrf <vrf £ >lall]
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[RF x—#]
RT A—H X ENA BXAE A B
VRF 4 VRF 4 &#fEL £7° - INET O 7
all INET, BLOVRE ¥RTEUHULTHHEE | - INET 07
WCHREL 7,
[EhEE—F]

i — Y E—RF (a<rRFNL L 14)

(G|
show ip nat translation THE/RE L5 NAT OFFHERZ O L £,

[51761]
NAT O#ErHERZ WL L 7,

#clear ip nat translation statistics
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13.2 NAT BHEfFHROIT

13.2.1 show ip nat acl

[#%5E]
NAT 7 7R Y 2 MZBT HEHROER
[ AT
showipnatacl [K f v Z 7 2 —ZZ > A X T = —AFKE > | statistics)]
[XF x—%]
T RA—H HENR T P B IR
AV HET 2= A A BT 2= AR EEEL £7, - FTRTCDODA LV HT =2— A
A BT 2—AFKS A BT 2= AFSEREEL T, - FTRTOA L HT = —R
statistics HEHEMRIZ T 2 RN T GBI EL £, - A BT 2—ADIERE NAT 77
AU R N OFEIEREFRT
L FTRTDOA L X T 2 — ADER LHHERE | - -
FoRTDHEBITREL 7,
[Eh{EE—F]
Z—PE—F
(@D

NAT 7 7R U X MIETHEROERERRL ET,
AV HE T 2 —RAEEBELFEAIE. Z4 A X7 2—ADNAT 7 7R Y A NDIEFHREERLET,

[51761]
NAT 7 7 AU A MIBETIEREERL ET,

# show ip nat acl

[Pv4 nat permit:

Statistics:
unmatch in 10000
unmatch out @ 20000

[port-channel 2]
nat acl direction match

1 in 1

100 out 2
200 reverse 33

55
#

(&7 ¢+ —/L R DEKE]

[Pv4 nat permit: .......oeccoun.... NAT 7 7t 2 Y A sDOFREFRL 7,
Statistics: wevevveviiveeeeeeiiinnnnn. WEHERE TR L £,
unmatch in: ..oooooeveevieniennnnn, inONAT 7 7RV ANIw T Lol ry MgEFRL T,
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unmatch out @ .ooeeeeeeeeiiiiiin, out DNAT 778 AV A NIy F Lo T- 7y M EFRRL E7,
[port—channel 2] ................. NAT 7 7B AVARNBRESNTWDAS L H T 2— AR RLET,
nat acl .ooooeeeeeeeieiieiiiiinnnn. NAT 7 7 AU XA N FHEERRLET,
direction ....eeeeeeeeeieieenne NAT 7 7R AU AR T g NEZ YT LTS FMERRFLET,
in : ZEAT Y ML TCOT A NE Y T EFRLET,
out : EERTy ML TOT7 4 NZ Y o T aRRLET,
reverse : G/ ZE MG L TCOT g vB ) TR ET,
match ...oooeviiiiiiiiiiie NAT 7 7 EBAU ANy F LTy xRl £3,

reverse DFE 1L out, in DNETHERL T3,

13.2.2 show ip nat translation

[#rE]
NAT 57— /L & NAT O#EEHER D FR
[ AT
show ip nat translation [ vif (VRE 44 > |[< f v 2 T = — A% > A B T = — AFK5 > | all ] [verbose]
[T x—%]
IRT A=K RENE X E i 4 IR

VRF %4 VRF & ZfEL £7, Inet D % R

A BT 2 — A% A BT 2 — AL EREL T, port—channel

tunnel

AV BT 2—2AFE | AV F 72— AFKEEEELET, -

verbose NAT 7—TNVDH A LT D NFHERRLE | -
7
all Inet BEOVRF DT RTDA L HX T 2—AD |~

NAT 7 =7 N RrmT 25 EGIHEEL £7,

[EEFE—FK]

a—PE—K
[FiEA]
NAT 7—7 /L & NAT OfciHERE £ 7L 7,

AV BT 2 —AEIEELTEAIE, SN A 2T 2—ADNAT T —7 V52 FR L 7,

[51761]
NAT 7—7 L & NAT OFFHEROEHRE TR L £,

#show ip nat translation

Port sharing: disable
TFTP ALG: disable

Statistics:

Session:
current : 0
peak : 0
limit : 65535
per-address limit 0
reserved sessions 0

Translate:
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inside source 0
inside destination 0
outside source 0
outside destination : 0
pass 0
error 0
Fragment:
ok 0
error : 0
Error:
lack of memory : 0
table not found : 0
other reason : 0

List of active sessions:
Pro Inside global Inside local Outside local Outside global
XXX XXX, XXX. XXX, XXX IXXXX XXX, XXX, XXX. XXX XXXX XXX, XXX. XXX. XXX XXXX XXX. XXX. XXX. XXX : XXXX

(&7 ¢+ —/ R DEKE]

Port sharing.......c.cccoevevvnneee. R—bhr =TV THERBOREZFRRL 7,
enable : R—=b =T VT EBITNET,
disable : R—=bv =T V7 E2ITOVEREA,
TFTP ALG cveeveeveeiieneieene TFTP ALG DREZFR T L £7
enable : TFTP ALG ZATWE7,
disable : TFTP ALG 21T\ EE A,
default action: ............ceeeue.. default action FXEDIKFEEZ TR L £97,
pass : NAT/NAT+ ZE#i %979 Z &7 <HREL £,
reject : BEEEL £9,
Statistics: .oooeivviviviviiieennnn. WMEtEHRERRL E7,
SESSION: cevvvieeeeeiieeeeeeiiannn NAT 7 —7 VB O EHE#RE FKR L £7,
CULTENE: oeevveveeeeeeeeiaeeeennn NAT 7—7 VO REERRFL 9,
0150 SNSRI NAT 7—7 VOO — /7 fix R L 7,
limit: o NAT 7—7 0 EREFRRFL £,
per—address limit: ............... LANIOT KL 24D NAT 7—7 v D ERZFRL £9 (V01.02 LV PR —
Mo
reserved sessions: ............... ip nat reserved-sessions = <> K THREEHIZTKI LT NAT 7—7 /L OfE A
HaRRLET,
Translate: ...cceeeeeeeeeeeeeeeeennn, NAT ZHRHH O 7 N BOKFHERE R R L 77,
inside source: .......coceeeevunn... EET DTy hOEFEILT RV AD NAT B &2 4T o730 v MR R L
3N
inside destination: ............... ZETH/ Ny hOSHET KU ADNAT B AT o728 v N B FoRL %
75
outside source: ................... Z(ET D/ FDOEEITLT R AD NAT B EIT 723 v M aFoRL
E3 AN
outside destination:.............. BEETDH/Nr Y FOFEHRT KLU AD NAT B a7 o737 v b EFRRL E
7
DASST eeeee e NAT B FIlmE L7237y MR FRRL £7,
EITOT:  eeeeeiieeeeeeieeeeeeiiannns NAT Bl =T — L 7=y b EEFRRLET,
Fragment: ..oeeeeeeeeeeeeeeenns T A Ny NEEOREE#RERRL T,
OK: vttt T I 7 A hoXTy b D NAT BHICHKS L 72 Bi¥e o L £7,
EITOT wvveeeeeeeeeeeeeeeeenaeeenns T A Xy b O NAT BRI L 7-[EE FR L £97,
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EITOT: et NAT BRI O eHEHRE T L 7,
lack of memory: .................. NEAE Y ODRBIZE Y NAT T—7 ADMEN R o =B AEF R L £,
table not found: .................. NAT 7 —T AR WTeOIZBEF L 137 v M EFRRL 7,
other reason: ......ceeeeeuenenn.. FOMOBAHIZL Y T —L AT ERL E7,
List of active sessions:.......... NAT 7 —7 U iElE R#RL £7,
Pro coeeeeeeeeeeeeeee e FubhanrfEFEFTe b anrFEseERoRL £, tep, udp, icmp UAMEIT B R
ANEEERRLET,
Inside global........ccocevuveennn... LAN > NAT Z#it D IP 7 R L A, BLOFR— MES (1) 2R/ L ET,
Inside local ...oeovveeeeeeeeen. LAN {ll> NAT BH#RETO P 7R VA, BLOKR—FEE x1) 2FRL £7,
Outside local .....cceoveeene... WAN D NAT ZBHETO IP 7 R L A, BLOR— FEE ) 2E€ 7L ET,
Outside global .......cccecu..... WAN > NAT ZE#a% D IP 7 R L X2, BLOR—FFS (1) Z2FRL ET,

*1)icmp TiX icmp B T2 F R L £7, tep. udp, icmp DAV TIZERIO 1) 28O TERRL EHA,
13.2.3 show ip nat translation per—address statistics

(kP77 —2T =T "= 3 ]
V01.02 DL

[#rE]
7 R U AEALO NAT OF# %2 £R
[ AT
show ip nat translation per—address statistics [vrf <VRF 44 >|all]
[T x—#]
RT A—H BENE AR E B B IR
VRF 4 VRF £ &4 EL £7, 63 LFLANOD WORD | INET D% For
7l
all INET, BLOVRF §RCEFRTHHAWIC | - INET O A% R
BELET,
[BEE—FR]
Ak
[FimA]

TR L ABALO NAT O HREFRL £9°,

[51761]
TR L ABALO NAT OEHREFRL £9°,

#show ip nat translation per-address statistics all

[INET]

Inside local current peak overflow
100.0.0. 100 50 100 200
100. 0. 0. 101 10 10 0
100.0.0.102 3 3 0
[VRF0001]

Inside local current peak overflow
200. 0. 0. 200 50 100 200
200. 0. 0. 201 10 10 0
200. 0. 0. 202 3 3 0
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%133 NAT B

(%7 4 — LR DEK]

Inside local: v.veevenvenieniieenenns LANH|D IP 7 K L A

NAT FLOW O %k
DEAK: et NAT FLOW O %oy — 7 &
OVErfloW: «vvneeeeee e, limit % #8 2 7= 814K

13.2.4 show ip nat translation statistics

[#%5E]
NAT OFEFHERD TR
[ A
show ip nat translation statistics [vrf <VRF 44 >|all]
[/3F7 2 —#]
IRTG A—H RENE e ) B W I O

VRF % VRF 4% fEL £7,

I INET 8L OVRF R CTEFKRT INET O %% 3%
¢ BEAIHEELET,
[Bh{EE— K]
Z—HPFE—F
[FiA]

NAT O#EFHE#REZ R RL £7°,

[Z2174]

NAT OFFHEROHERER R L 77,

#show ip nat translation statistics

Statistics:

Session:
current
peak
limit
per—address limit

Translate:
inside source
inside destination
outside source
outside destination :
pass
error

Fragment:
ok
error

Error
lack of memory

o O o o

o O O O ©o o

o
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table not found : 0
other reason : 0

(&7 ¢+ — R oEE]

Statistics: voveeeerriiiieiiiiinnnn. MEtEHRER I ET,
SESSION: evvvvieeeeiiieeeeeiiannnn NAT 7 —7 VB OFEERE R L £7,
CULTENE: teeiveeeeeeeeeeeeenn NAT 7—7 VO REERRFL 7,
0150 SRS NAT 7—7 VOO — 7 lHEF R L £7,
Lmit: oo NAT 7 —7 v ® EREFRRL £,
per—address imit: ................ TRV AONAT 7—=7 0D EREZFRL £ (V01.02 KW ¥AR—1),
Translate:........coeeeeeeeuuneee.n. NAT ZHB#HD 7 N B OFFHE#RE R R L 7,
inside SOUrCe:......cvvvvvennnnnn... EETD/y FOEEILT RV AD NAT B AT 7237 v MEFERL
E3 N
inside destination: ............... ZAETH/Nry hOSEET KU AD NAT Bz 177237 v M EFRRL F
75
outside source:.........cceeu...... ZAET BTy OEETT R AD NAT BHaZ AT o723 v b iaFERL
Ex AN
outside destination:.............. BET D/ bOFEHRT R L AD NAT B AT v " EFRRL F
7
DASS? +eeeeeiee e NAT ZBHEFIG@E L 727y M EFRRL £,
EITOT: wvvneeeeieeeeeeiieeeeeeiinnns NAT Bl =T — L7727y b EaFRRLET,
Fragment: ...o.eeeeeeeeeeeeeeennnns T A Ny NEEOREERERRIL T,
OK: vttt TI7 A bRy b @O NAT BHICHKS L 72 Bi¥e R L £7,
EITOT wvveeeeeeeeeeeeeeeeeeneenens T A My b O NAT BRI L 7-EaE FR L £97,
BITOT: 1ot NAT PR DR EHE S A £R L £,
lack of memory:....cc.ccoeeeun.... NEEAEY ORZBICE Y NAT T—7 UV BMEN R o B2 FR L £97,
table not found:................... NAT 7 —T VRN OIZBEEEL T M EFR L £7°,
Other reason: .......ccoeeeeuvuvnnns FOMOBEBIZL Y =T — Lz EFRRL T,
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% 14 = MAP-E/HB46PP B

14.1 MAP-E/HB46PP BhEEHR

14.1.1 clear map—e rule—get status

[#rE]
MAP-E OAREED )AL

[ AT

clear map—e rule—get status

[#h{EE—F]
efg o — Y —R (w2 L ~UL 15)

G|

MAP-E® CE LT W6 7Z 2, TIPv6 A7 a2 ] b L<IE TOCN N—=F pLaxy hH—E 2 (IPoE)] %
FIHL TWaEEOREZIIHEL 97,

EFROE 2 24T > 2 BITREN TERWEAIE. T2 MmOV L £,

MAP-E IZ X 2@ENFHINETOT, TEHEELZIN,

[51761]
MAP-E OIAREEA FIHL L £,

#clear map-e rule-get status

14.1.2 show map—e rule—get status

[#4AE]
MAP-E® CE L LT W6 77 A, NIPv6 A7 =] HL<IE TOCNA—=F ybax7 pH—E A (IPoE) ] %
MAL TV D56 ORIEE ZoR

[ AT

show map—e rule—get status

[EEE—1]

S

[FiA]
V6 7Z A, MIPv6 47> ar] L LLIE TOCNAX—F vy /)Lax s ¥ —E & (IPoE)] DIRIEEZFRL £9°,

[31761]
V6 7Z A, MIPv6 47> ar] L LLIE TOCNAX—F y/)Lax 7 ¥ —E & (IPoE) ] DIRIEEZFRL £9°,

[E7611: 8189 IP DIFE]
#show map-e rule-get status
HGW : exist, map-off
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Rule get : 2020/10/26 16:50:00
CE IPv6 address : 2001:db8:1234:5600:c0:2:ed00:5600
CE IPv4 address : 192.0.2.237
Port-set : 4440 - 4443

8536 - 8539

12632 - 12635

16728 - 16731

20824 - 20827

24920 - 24923

29016 - 29019

33112 - 33115

37208 - 37211

41304 - 41307

45400 - 45403

49496 - 49499

53592 - 53595

57688 - 57691

61784 - 61787
#
[E7H1 2: TON /S—F ¥ Ly H—EX (IPoE)] EE P8 DiFE]
#show map-e rule-get status

HGW © -

Rule get : 2020/10/26 16:50:00

CE IPv6 address : 2001:db8:1234:5600:c0:2:0000:5600
CE IPv4 address : 192.0.2.237 - 192.0.2.244

Port-set : unlimit

DNS status : example.com 2020/10/26 16:48:00 complete

[%7 4 — F OFER]

HGW e A= —h 7 = A DREEZRRL E7,
none : HGW DMFEL A,
exist : HGW 23MFEL £77,
map—on : HGW Tv6 77 A% L <IXIPv6 47> a3 UIFEIEL TV ET,
map—off : HGW Tv6 77 A% L <IXIPv6 47> a VIFEIEL TV EHA,
- OCN /S—F % /L ax 7 kTl HGW ORIEZ AL £ A,
RUle €t weveeeeeeieeiieeeeen. B HRE B L 722 2 F#on L 97,
MR L 7254, BERBEREZHICRRL £7,
timeout : ZALT T b
xxx(3 MTDO#EF) : HTTP — 7 —
invalid : G N DN L)
CE IPv6 address ................. HIEE D MAPIPV6 7 R L 2R & F/RL £,
CE IPv4 address ................. HIEE D MAPIPv4 7 R L A& FRk L £,
Port=set @ wo.ocooveeeeeiiiiiennnn. Port-set &K ~L 77,
none : ~ v PN — VRIS DOYE
XXXX — YYVY : AN— bk D&

DNS status : example.com 2020/06/26 16:48:00 complete :
........................................ DNS =3~ D7 A h & DBERIRILZ R L £ 7, ipinip tunnel 7’1 7 7 A LRTE
£— R @ profile-mode = < K T option—c ZEIRL TWAILGEDHLERL F9,
example.com :  BEHNBRDORA ML EFRRL £,
2020/06/26 16:48:00 : Fii D> A~ N IARL A FKRL £,
complete : ARV NAREERRLET,
- RA N4 RKETG
complete : DNS Y— R ZEGRSE T
timeout : HEkZ A LT T bk
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xxx(3 T D) error : HTTP — 5 —

error : P T —E
14.1.3 clear 46pp status

[#&8E]
HB46PP O 14 % 11k

[ AT

clear 46pp status

[EhEE—F]
it — Y EF—RF (a<r KL~ 15)

(G|
HB46PP D& W1k L £, HB46PP IC L 2@ENTHENET O T, THEELEZE N,

[31761]
HB46PP D1 2 FIHHE L £,

#clear 46pp status

14.1.4 show 46pp status

[F&RE]

HB46PP(HTTP-Based IPv4 over IPv6 Provisioning Protocol) O D # =

[ AT

show 46pp status

[EEE—1]

s

[FAA]
HB46PP D IE# A Fr L £,
[51761]

HB46PP D{F A T~ L £7°,

#show 46pp status

ipinip tunnel-profile PROF-A
Enabler name : A-Provider
Service name : [Pv4-over-IPv6-access-service

[SP name : A-Provider
Init(sec) . 320/600
TTL (sec) . 3640/86400
Failed Reason: Timeout
Protocol . IPinIP

BR IPv6 address : 2001:db8:7::1
CE IPv6 address : 2001:db8:7:100::7
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CE IPv4 address : 203.0.113.0/29

(%7 4 — LR DEK]

Enabler name ............c...c..... VNE/ISP D4R & FRR" L 7,
Service Name.......cccecuvvvvennns - A EZRRLET,
ISP name ..........ooevvvvuvunnnnnn.. ISPAERRL ET,
INFE(SEC) . vevevenierrere e HB46PP | & % 15 MmIASBR4A7% 0 BER] (B )/ 2 A v fEEZ R L 7,
TTL(SEC) tevenveveeveeiieiieienans TTL il (F% Y FER /TTL B ) 2R HAL CRARL £7,
Failed Reason............c......... HB46PP TO MR 2 FR L 97,
Protocol.......coeeeeiiivieeeenan. WEFXERRLET,
51 ) IPinlP/Lightweight 4over6/DS-Lite

BR IPv6 address .................. b DT a AL FZHD outer 7 KL A& Rl £9,

CE IPv6 address......ccc......... ror@ BEEMD outer 7 R L ABFRL F7°,

CE IPv4 address.................. hyp®BEEMO inner 7 KL A&FRRL F9,
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¥ 15 B [Psec BEE

SA TH#

clear crypto isakmp sa

515 & IPsec [¥#

15.1

15.1.1

[BaE)

ISAKMP-SA/IKE SA OHl bR

[ AT

clear crypto isakmp sa [{fvrf | vrf} <VRF 44 >] [map <crypto—map % > | peer <VPN t°7 > [port < "— k %F5 >] | client-
address < BT K L A > | client-identity < =—#44 >]

[XF x—%]

RG A—H RENE Bt il R
furf <VRE 44 > (1) FVRF 4 & f8EL £ 63 SCFLAN O WORD % FVRF ZH7E L 7220
vrf <VRF 4 > (x2) VRE 4 ZHEL £, 63 SCFLAN D WORD ! VRF Zf5E L 72\

crypto—map %

crypto-map 4 ZHHEL 77

63 XFLAPN O CDATA 7l

HMEATT

VPN &7 VPN E T Z#HEEL 7, IPv4 7 R L ATE
IPv6 7 R L 2Tk

R BB K- EHFEBELET, 1~ 65535

WEHIT R LR Mode—config/Config Payload CIBHIL7=7 KL A | IPv4 7 K L AJE
PRELET, IPv6 7 K L A

a—¥4 PEIRFERE (XAUTH/EAP) O = —%4, (JRIRFAGE | 128 SXFLANO STRING &Y
EHERAL TWRWESIZIKEID) Z2EL £,

2L F TP ISAKMP-SA/IKE SA #HI&3 25412 | - -

FHELET,

*1) peer DAIEETE E7,
*2) client—address. client—identity D A5 E TE £97,

[EhEE—F]
g — Y E—RF (a<rRNL L 15)
G|

ISAKMP-SA/IKE SA ZHIBRL £9, furf 0 vif 236 E L 72 W A1 INET/VRE O TO SA ZHIBRL £,
IKEv2 D54, IKE SA ZHIbr9 25 &, BH#9 2% CHILD SA b HIBRS IV ET,

[31761]
ISAKMP-SA/IKE SA ZHIFR L £3 (FXT? ISAKMP-SA/IKE SA),

#clear crypto isakmp sa

15.1.2 clear crypto ipsec sa

[#&8E]
IPSEC-SA/CHILD SA D HlIk:
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[ AT
clear crypto ipsec sa [{fvrf | vrf} <VRF 4 >] [map <crypto—map 4 > | peer <VPN E°7 > [port < A"— k&5 >] | client-
address < J@H1T K L A > | client-identity < s—444 >]

[R5 x—%4]
T RA—H BMENE T A P A IR
furf <VRF 4 > (1) | FVRF & & EL £7°, 63 SCFLAPN D WORD FVRF Z487E L 720
vrf <VRF 4 > (2) VRF 4% EL £7° 63 LFLAN O WORD %l VRF ZH87E L7220
crypto—map 44 crypto-map 4 Z#HREL £9°, 63 LFLAN O CDATA Bl AMEAT]
VPN &7 VPN E 7 ZEEL £, IPvd 7 K L 2R
IPv6 7 K L 2

RA—FEE R—FEEEHEEL £7, 1 ~ 65535
BT KL A Mode—config/Config Payload Ci#MIL 727 KL 2% | IPvd 7 F L A

BEL £, IPv6 7 K L 2R
a—¥4 JEIRFERE (XAUTH/EAP) O = —H%4, (JRIRFEREZ | 128 STELAN O STRING !

EAL CTWRWEAIXIKEID) #fEL £7,
2L J_T D IPSEC-SA/CHILD SA ZHIBxt 2841 | - -

BEL £,
*1)peer DAFEETE F7,

*2)client—address. client-identity DA $gE T £97,

[EFE— K]
g —FE—F (2~ L~ 15)

[FAA]

IPSEC-SA/CHILD SA ZHIBRL £, furf <0 vif 235 7E L 72 WAL INET/VRF O4TO SA ZHIBRL £97,
[51761]

IPSEC-SA/CHILD SA ZHIfrL £9 (FXT? IPSEC-SA/CHILD SA),

#clear crypto ipsec sa

15.1.3 clear crypto sa

[#E]
ISAKMP-SA/IKE SA/IPSEC-SA/CHILD SA ®HlJER

[ A
clear crypto sa [{fvrf | vrf} <VRF 4 >] [map <crypto-map % > | peer <VPN &7 > [port < "— h %% >] | client-address <
WEIT K L A > | client-identity < =—4 >]
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[$F 2—4]
RT A—H AEZ BXAE A A B
furf <VRF 4 > (1) | FVRF & & #EL £, 63 SCFLAPN D WORD FVRF Z45& L 72\
vrf <VRF 4 > (%2) VRF 4% EL £7, 63 LFLAN O WORD %! VRF ZHE L7220
crypto—map 4 crypto-map 4 ZfHEL £, 63 XTFLIN D CDATA A B WA A]
VPN &7 VPN E 7 ZEEL £, IPv4d 7 F L 2B
IPv6 7 K L ZATE
R—h&EE R—=FEFEHEELET, 1 ~ 65535
W7 KL A Mode—-config/Config Payload CiBEI L 727 KL A% | IPvd 7 K L A
fBEL £7, IPv6 7 K L ZATE
a—H4 JEIRFERE (XAUTH/EAP) O = —44, (JRIRFEREZE | 128 STFLLAN O STRING !
AL TWARWEAIXZIKEID) ZEL T,
72l J- T ISAKMP-SA/IKE SA/IPSEC-SA/CHILD - -
SA ZHIBRT B2HEITREL £,
*1)peer DAIEETE E7,

*2)client—address. client-identity D A $5E T £9°,

[EEE—1]

g —FE—F (2~ L~ 15)

[Fif]

ISAKMP-SA/IKE SA/IPSEC-SA/CHILD SA ZHIBR L F7°, fvrf R° vrf ZF57E L 72V 551X INET/VRF O£ TO SA %

HIBRL £

[5£1741]

ISAKMP-SA/IKE SA/IPSEC-SA/CHILD SA ZHIBrRL £7° (F-XT?D ISAKMP-SA/IKE SA/IPSEC-SA/CHILD SA),

#clear crypto sa

15.1.4

[BE]

show crypto isakmp sa

ISAKMP-SA/IKE SA & D 37

[ATEK]

show crypto isakmp sa [{fvrf | vrf} <VRF 4 >] [{map <crypto—map 44 > | peer <VPN E°7 > [port < R— h &5 >] | client-
address < JBENT RN L X > | client-identity < = —H4 > | sip-profile [ 71 7 7 A /L4 >}
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[R5 x—%4]
RT A—H AEZ X AE i A W
furf SVRF 4 > (1) | FVRF & & EL £7°, 63 SCFLAN D WORD FVRF Zf8& L 72\
vrf <VRF 4 > (%2) VRF 4% EL £, 63 LFLAIN O WORD %! VRF Z#$57E L 720

crypto—map 44

crypto-map £ # fEEL £7°,

63 LFLAN D CDATA Bl

AL TWARWEAIZIKEID) ZEL £,

VPN &7 VPN BT ZHEEL £, IPv4d 7 F L 2B
IPv6 7 K L 2T
A—FEE R—=FEFEHEELET, 1 ~ 65535
BT R LA Mode—-config/Config Payload CiZI L 727 KL A% | IPvd 7 K L A
fBEL £7, IPv6 7 K L ZATE
a—H4 JEIRFERE (XAUTH/EAP) O = —44, (JRIRFREZE | 128 STFLAIAN® STRING !

B ]

A= A

set peer CIREL = SIP#ERIHO T 07 7 A V4
EHRELET,

63 CFLAIN D CDATA

F~_T D sip-profile
ASSES

2L F_RT D ISAKMP-SA/IKE SA D% R R 58 | - -
AIHEEL £7,
*1)peer DAFEETE ET,

*2)client—address, client—identity D A $g§E CT& £9°,

[B1EE—F]
Fitgr—F T —R
(@i ]

(<= R~ 14)

ISAKMP-SA/IKE SA O1fF#H A2 F L £9, frf R vrf ZF5E L 72W5A1E INET/VRF £ TO SA #F/RL £97,

[Z£174]

ISAKMP-SA/IKE SA D1E A2 Fr L 7,

#show crypto isakmp sa

IKE_SA

Mode: <R>

FVRF: Unknown

SIP PROFILE : Kyoten-A

Local IP : xxx.xxx.xxx.xxx/xxx (behind NAT)

Local ID : xxxxx.Xxxxx. Xxxxx. xxxxx (fadn)

Remote IP : userl XxXX.XXX. XXX. XXX/XXX

Remote ID @ XXXXX@XXXXX. XXXXX. XXXXX. XXXXX (emai |)
Local Authentication method : RSA signature
Remote Authentication method : RSA signature

Encryption algorithm :
Hash algorithm :
Diffie-Hel Iman group :
Initiator Cookie :

3des-chc

shal

2 (1024 bits)
c2e022db 0d7cad7a

Responder Gookie : dc66334f 9bc84bb6

Life time :
o off

Dont-route :
. 7e788af89bd7083642d6998402a049bfd43f7b3315¢8a61277dabc7al3b2fd269
17e5273bc22f9fecalb0d21872adct58f9f113b50350d91daee7cabd3d705715
. 6alfi1dabee9b3cfaf40c790d5cd12e91cdbedc2e
. 24debbab83d3al1163e664ab17702928572e7b88f

DPD

Sk_ei
Sk_er :
Sk_ai
Sk_ar

80/3600 sec

on

Total number of ISAKMP SA 1
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(&7 ¢+ — R oEE]

TKE_SA. e IKEvl TlZ "ISAKMP SA”. IKEv2 TiZ "IKESA” ¢ ERENFET,
MOAE: e, ISAKMP-SA/IKE SA D32 v =—3 g 0 F— R &2 FKRL F9,

<{R> : Responder

<I> : Initiator

Main : Main Mode
Aggressive : Aggressive Mode

FVRE: (oo VRFIZJB L TWAEAIZ FVRF 4 %2R L £9, VRFIZEL TWAWEEEIEERR
ERERA,

SIP PROFILE : ..coovvveeenne. %“—& X7 FEFEHAL TWAEAICSIP e 7 7 L L4 %%?L %9, Radius
FAEE VTV A AL *RADIUS AUTH & ForEnEd, T—%ax7 L&
L CWARWEARIEIERRINETA,

Local TPt ovveiiiiiieeceee D SA ZRESLL TWAHHIEEMOIP 7KL 22F KL £, /2. NAT EED
#AIZWB A, “(behind NAT)”, & L <&, “(behind NAT spoofed)” 23F/R &L F
kRS

Local ID & eeeeeieeeeeeeeeeeeeeee, H 3 O Identity 2R~ L 97,

Remote IP : .oovveveeeeeen, TDOSAEMESIL TWABVPNETRIDOR A A4 (RESHTWLHEE), BX

O, IPT RV RAZRRLET, £/, NATEEOH A2V B4, “(behind
NAT)”, & L <I%. “(behind NAT spoofed)” BNFE RS E T,
Remote ID :...eeeeeeeieereinne VPN 7 @ Identity # R L £7,
Authentication method ......... FEEF XA FRL 9, IKEvI OAFRINET,
Local Authentication method :
........................................ Local lOFERES XA R RL £F, IKEV2 ODARRINET,
Remote Authentication method :

........................................ Remote HIOFEFESF & TR L £9, IKEV2 DAFRINET,

Encryption algorithm : .......... B e RRL 7,

Hash algorithm @ ........coooevnn. Ny aT ATV X AEFRRLET,

Diffie-Hellman group : .......... Diffie-Hellman 7' Vv —7" & 5% F~L £9°,

Initiator Cookie :................. Initiator ¢ Cookie | % FrL £,

Responder Cookie :....ueennn... Responder @ Cookie [k & £~ L £9,

Life time : .vevveveeveieeerennnn. ISAKMP-SA/IKE SA OHEZIER] / AEAFHERE] (BAT : B ) 2 Fom L 9,

DPD i, Dead Peer Detection(DPD) BERENSENEL TW DA E I 0 aFRRL £,

Dont-route : ON...........c....... dont-route B ENA BN IHEITR T L £7°

) N SRR SK_ei D#fEH A L £ (crypto isakmp key—displa %&EH#@%@%? EhET),

SK I & et SK_er D#EEHH 2 TR L £ (crypto isakmp key—display iR ERF DO L ERENFT),

) (S SRR SK_ai D#EEH A FKR L £7 (crypto isakmp key—display R ERFD SRR I N ET ),
AES-GCM DA% A1 SKoni MERENET,

SKLAT i, SK_ar O#EE#R A F7R L £9 (crypto isakmp key—display iR ERFO AT R I ET ),

AES-GCM DA 1E#H A SKanr BRI N ET,
Total number of ISAKMP SA..ISAKMP-SA/IKE SA ## R~ L £,

15.1.5 show crypto ipsec sa

[#&5E]
IPSEC-SA/CHILD SA 5D

[ AT
show crypto ipsec sa [{fvrf | vrf} <VRF 4 >] [{map <crypto—map 4 > | peer <VPN E°7 > [port < ;R— ~ &5 >] | client-
address < EIT K L Z > | client-identity < =—4%4 > | sip—profile [ 7 & 7 7 A /L4 >}
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[$F 2—4]
RT A—H X EZ X AE i A W
furf <VRF 4 > (1) | FVRF & &2 EL £7°, 63 SCFLAPN D WORD FVRF Z487E L 720>
vrf <VRF 4 > (%2) VRF 4% EL £, 63 LFLIN O WORD %! VRF Z$5E L 720>
crypto—map 4 crypto-map 4 ZfREL £7, 63 SLFLAIN D CDATA Bl NG
VPN &7 VPN E 7 ZEEL £, IPvd 7 K L 2B
IPv6 7 K L 2T
A—FEE R—=IEFEHEELET, 1 ~ 65535
W7 KL A Mode—-config/Config Payload CTiZI L 727 KL A% | IPv4d 7 K L A
fBEL £7, IPv6 7 K L 2T
a—H4 JEIRFERE (XAUTH/EAP) O = —H%4, (JRIRFEREZ | 128 STELAIN O STRING
AL TWARWEAIZIKEID) ZHEL £,
Fuzy AL set peer CIEEL - SIPESEE IO 07 7 A L4 | 63 CELINO CDATA 9T D sip-profile
EREL T Ay e
L 4T D IPSEC-SA/CHILD SA D@ A2 FRT5 | - -
LHEICHEEL T,
*1)peer DAFEETE ET,

*2)client—address, client—identity D A $g§E CT& £9°,

[#h{EE—F]
e —HE—F (avr LUl 14)

[FiA]
IPSEC-SA/CHILD SA OfF# %z FKm L £7, frf Lvrf Z5E L 72 WEE1X INET/VRF O2TO SA #HRKR L £,

[31761]
IPSEC-SA/CHILD SA OE#AFrL 3,

#show crypto ipsec sa

CHILD_SA <R>
Selector :
XXX. XXX. XXX. XXX/XX ALL ALL <-—=> xxx. XXX. XXX. Xxx/xx ALL ALL
VRF : vrf-A
Interface : tunnel 59
Peer IP : userl xxx.XXX.XXX.XXX/XXX
Local IP @ XXX.XXX. XXX. XXX/XXX
Encryption algorithm : 3DES-CBC/192
Authentication algorithm : HMAC-SHA1-96/160
Life time : 929/3600 sec
PFS : off ESN : off
IN
SPI : ¢627a909
Packets 0
Octets 0
Replay error : 3
Auth error 0
Padding error : 0
Rule error : 0
Cipher Key : 0x1f93a06af77878e04eac7d377007e79d1b307190952461ba
Auth Key : 0xa282580da7e4f1f1dec1075260a5323da60e983f
ouT
SPI . e6d425a8
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Packets : 0
Octets : 0
Seq lapped : 0

Cipher Key : Oxc6dabd76f9b0248fee6a699304803c779f4badfc8de79703
Auth Key : 0xc8d905fff928c717713862d46720b0ef7171a5f8

Total number of IPSEC SA 1

[%7 4+ — VK DOEK]
CHILD SA ..vvvveieeeeeiieennn. IPSEC-SA/CHILD SA DT> — g F—RZFKRL £7°,
<R>: Responder
<I>: Initiator
SeleCtor & wuveeeeeeieee el vL 7 AEREFRALET,
= DIENEETC, ARSEOERE R F9,
XXX.XXX.XXX.XXX/XX | LA T— g %DIP TR ARV~ AT ZFRL E7,
ALLALL : 3TV 2=y a3 %o7 e b a R OR—- R ESEFRRLET, 27T
DOHEPHDOBEIL "ALL” #FR L £,
DT a b a LA TIER— B EIL 0" 2F~ L £7,
ICMP, TCP,UDP,ICMPv6,SCTP
TFo7 e b a v CidR— MRS "ALL BE &7 £7°,
ICMP,ICMPv6

VRE & oo, VRFIZJBEL TWAEAIZ VRF 4 2 F R L £9, VRFIZEL TOWRWEAIZET
SNERA,
INLErface & vevueeeneeeeeeeeeeaannnns E T EFRRL £,

tunnel: tunnel mode

transport: transport mode

Peer IP & wovveveieeieeieeiiee, VPNET DR A% (RESNTHWDHHE), PTRLV A, BIXOR—MNES
ERRLET,
Local IP ¢ .ovevviiiieeeiiieinee HEBEMOIP 7 FL A, BIOKR—FEFERRLET,
Encryption algorithm : .......... b e FRRL 7,
Authentication algorithm :..... FET VT U X A& FKRL 77,
Life time : .vevveveverieieneennnn. IPSEC-SA/CHILD SA OHESLIFR]AELFH (B - B) 2 &KL %7
PES & e Perfect Forward Security(PFS) Of# FlkBEA Foxv L £,
ESN & i Extended sequence number(ESN) Off FlRBERZ FRoR L 97,
IN e INBOUND SA Dff#zFrmL £7,
SPL e SPIfEAZFRL 97,
Packets: ....oovvvvevviiiiieeeennnn. BEL LTy N ERRL T,
OCLEtS: veveererereeereeeieeennen Wb LT Ty FOA 7T v M (L3outer) R R L £77,
Reply error: ....oceevuveveunnennnn. anti-replay —E AL VIEEL 7237 v N aFRL 7,
Auth error: .......ccoeeeeeeiienn. ESP ¥GERUCIEE L 723w A oL 97,
Padding error:......coeeeeeeeen.. padding D RIEIZ K DAEEEL 7237 » M gEFRRL 7,
Rule error: .......ccccceeeeeeenn... YL I I BRTHEEL Ny MR FORL 9,
Cipher Key: evuveveieaeeaaannnn. INBOUND SA OF5 581 #H % K~ L £9 (crypto isakmp key—display 7% & FF D 7
FRLET),
Auth Key: ..ooovvvveeieieinnnn. INBOUND SA D/~ o 2 HEEHR A2 F /R L £ (crypto isakmp key—display 7% & B
DHFRLET),
(0] 01 KRR OUTBOUND SA Of&aRRFL £7,
SPL: e SPIEZ AL £7,
Packets: ....oovvvevvviiiiiieeennnn. Bt Lo "7y b aEFRRL £,
OCLEtS: verrrrrrrerrrereeeeeeeennn. B b L7227y b oA 77 v b (L3outer) KR L £97,
Seq lapped: ..oooeveeeiieeaaaann. Sequence Number 237 v 7 L /=R & FR L £7,
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Cipher Key: «eevveeeeeeeeeaaenn.. OUTBOUND SA D558 #H % K~ L £9 (crypto isakmp key—display 3% i€ FF D
HFRLET),

Auth Key: .oooviviviiieieie, OUTBOUND SA @~y & = EHR % F/R L £9 (crypto isakmp key—display 5% &
RDAHAFRRL ET),

Total number of IPSEC SA ....IPSEC-SA/CHILD SA # & #£R~L £,
15.1.6 show crypto sa

[#hE]
ISAKMP-SA/IKE SA/IPSEC-SA/CHILD SA D& D FHR

[ AT

show crypto sa [{fvrf | vrf} <VRF 4 >] [{map <crypto—map 44 > | peer <VPN E°7 > [port< A" — k %= >] | client-address
<3@HT K L A > | client-identity < =—34 > | sip-profile [< 7 &2 7 7 A /L4 >])]

[T x—%#]
T A= TN R i ] HHEHE
frf (VRF 4 > (%1) | FVRF A4 ZHEL £, 63 SCFLAN D WORD % FVRF Z48E L 72
vif <(VRF 4 > (%2) | VRE4ZHEL 7, 63 SLFLLN D WORD VRF ZHRE L 720
crypto—map 4 crypto—map & ZfEEL £, 63 SLFLAN D CDATA Bl EWEAS ]
VPN &7 VPN BT ZHEL £, IPvd 7 R L 2B
IPv6 7 K L 2 gk
R— &S A= E/EEEEL T, 1~ 65535
WHT R LA Mode-config/Config Payload T L 727 K- A | IPv4 7 K L A=
ZHELET, IPv6 7} L 2 JB
=4 JLAERRAE (XAUTH/EAP) @ 2 —4, (JEHEFRRE | 128 SCFLAN D STRING 7Y
AL TOWRWESIZIKEID) Z4EEL £7,
Fuzy AN set peer THE L= SIPEHEH D707 7 A A4 | 63 LFLLNGD CDATA F T D sip-profile
EIRELET, PSS
2L + T D ISAKMP-SA/IKE SA/IPSEC-SA/CHILD | - -
SA ZFRT HEEITHREL £
*1) peer DRFEETE £7,
*2) client—address. client—identity D A5 E TE £9°,
[EfEE—NF]
Fg—HE—F (2~ RL~UL14)
G|
ISAKMP-SA/IKE SA/IPSEC-SA/CHILD SA Of#ZRAR L £, frf R vif ZHE L 2V 561X INET/VRF O4AT
DSA ZFRKRL ET,
[ 52174 ]

ISAKMP-SA/IKE SA/IPSEC-SA/CHILD SA O AR L £,

#show crypto sa

IKE_SA
Mode: <R>
FVRF: Unknown
Local IP : xxx.xxx.xxx.xxx/xxx (behind NAT)
Local ID : xxxxx.XXxXxX. XXxxx. xxxxx (fadn)
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515 &=

[Psec P

Remote IP @ XXX.XXX.XXX. XXX/XXX

Remote ID @ XXXXX@XXXXX. XXXXX. XXXXX. XXxXX (email)
Local Authentication method : RSA signature
Remote Authentication method : RSA signature
Encryption algorithm : 3des—cbc

Hash algorithm : shal

Diffie-HelIman group : 2 (1024 bits)
Initiator Cookie : ¢2e022db Od7cad7a
Responder Cookie : dc66334f 9bc84bb6

Life time : 80/3600 sec

DPD : off

Dont-route : on

Sk_ei : 7e788af89bd7083642d6998402a049bfd43f7b3315c8a61277dabc7a3b2fd269
Sk_er : 17e5273bc22f9fecalb0d21872adct58f9f1f3b50350d91daee7cabd3d705715

Sk_ai : 6alfldabee9b3cfaf40c790d5cd12e91cdbedc2e
Sk_ar : 24debbab83d3a1163e664ab17702928572¢7b88f

CHILD_SA <R>
Selector :

XXX. XXX. XXX. XXX/xX ALL ALL <-—=> xxx. xxx. xxX. Xxxx/xx ALL ALL

VRF : vrf-A
Interface : tunnel 59
Peer IP : userl xxX.XXX.XXX.XXX/XXX
Local IP @ XXX.XXX. XXX. XXX/XXX
Encryption algorithm : 3DES-CBC/192
Authentication algorithm : HMAC-SHA1-96/160
Life time : 929/3600 sec
PFS : off ESN : off
IN

SPI : ¢627a909

Packets 0

Octets 0

Reply error 03

Auth error 0

Padding error : 0
Rule error : 0

Cipher Key : 0x1f93a06af77878e04eac7d377007e79d1b307190952461ba
Auth Key : 0xa282580da7e4f1f1dec1075260a5323da60e983f

ouT
SPI . e6d425a8
Packets : 0
Octets : 0
Seq lapped : 0

Cipher Key : Oxc6dabd76T9b0248fee6a699304803c779f4badfc8de79703
Auth Key : 0xc8d905fff928c717713862d46720b0ef7171a5f8

Total number of ISAKMP SA 1
Total number of IPSEC SA 1

(%7 14— R OEK]
show crypto isakmp sa. show crypto ipsec sa & [a] U T,
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515 & IPsec [¥#

15.1.7

[#%5E]

show crypto session

Ty va UEROFR

[ AT

show crypto session [{fvrf | vrft <VRF 44 >] [map <crypto—map 4 > | peer <VPN &7 > [port < A"— } #&%5 >] | client-
address < @17 F L A > | client-identity < s—444 >]

[XF x—%]

RT A=K RIENE % E i B
frf (VRF 4 > (#1) | FEVRF 4 ZHEEL £7°, 63 CFLAN D WORD il FVRF Zf8E L 72w
vrf <VRF 4 > (%2) VRF 4 ZfEL £7°, 63 SCFLLN D WORD i VRF Z5E L 72\

crypto—map 44

crypto-map 4 Z#HEEL £97,

63 LFLAN D CDATA HY

B AT

VPN £ 7 VPN E 7 ZHEEL £7, IPvd 7 R L AR
IPv6 7 K L AJE
R—FEE R—FEEEHEEL £7, 1 ~ 65535
BT KL A Mode—-config/Config Payload CIZI L 727 KL 2% | IPvd 7 K L A
fBEL £, IPv6 7 K L ZATE
a—H¥4 JEIERRRE (XAUTH/EAP) O = —H4, (JRIERGEZE | 128 SUFLAIN® STRING
EAL CTWRWEAIXIKEID) #fEL £7,
2L vy a OFERERTTLHHEITIEEL £ - -

ER

*1) peer DAFEETE FT,
*2) client—address. client—identity D A5 E T& £9°,

[#hEE—F]
Bz —FE—F (<> RFL~UlL14)

[FAA]
Yy aroFEREFERLET, Mt Rvif ZHEL R WAL INET/VRE D& THOYy L g o #FrL £7,

(5217 41]
Ty g rOFRERRLET,

#show crypto session
Peer/Local : example XXX.XXX.XXX. XXX/XXX XXX. XXX. XXX. XXX/XXX 2 sec
User : cpe-A@example. com
[VRF : IVRF-A FVRF : FVRF-A
Map Name : MapName-A Version:IKEv1
Allocated Address : xxx.XxX.XxX.Xxx/xx radius
DNS Address @ XXX. XXX. XXX. XXX, XXX. XXX. XXX. XXX
NBNS Address :
Route-radius :

XXX. XXX, XXX. XXX, XXX. XXX. XXX. XXX
XXX. XXX. XXX. XXX/XX
XXXX D XXXX/XX
Session Timeout : 2/600 sec
Idle Timeout : 2/60 sec
Acct Session ID : 0x3fa14549
IN/OUT : 4032853580,/4802802350
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515 & IPsec [¥#

Total number of Peer

1

(%7 4 —L FDEK]
Peer/Local : ....covevvveeiinnnnnn.

Map Name : .....ooovvvninininnnnn..

Version: ....oeeeveivinenenennnn.

Tty arEWY LTS VPNETDOR AL A (BRESHTWLEA) EIP TR
L ALR— &S, MOKEBOIPTRL AL R— B SE2FRLET,

Fo, By g BGRGERE (AL ) 2R LET

Yo g ARSI L T BROYEIEREE (XAUTH/EAP) O o — 4 (YERRIEA AL T
WARWEEIT IKE ID) 23R/ L £97,

IPSEC-SA/CHILD SA 723 VRE IZ/B L TWAHBAIC VRE A4 A2 FRL 7, VRFIZEL
TWeWEEIIFRRINEEA,

ISAKMP-SA/IKE SA 73 VRF IZJB L TW AL AIZ VRF 42 & RrL £7, VRFIZEL T
WRWGERIIERRINER A,

L TW5 cryptomap 4 F R L £9°,

... IKE @ version # /R~ L £7,

.... Mode—config/Config Payload IZ X D AWV L 72 IP 7 KL 22 FRrL £,
radius : Server il C radius $AVVH L #1T - 72K BE
local : Server {] T local fAVNH L #1T - 720K BE
client : Client fll CHAWHI L &5 1T 724k TE
.... Mode—config/Config Payload {Z X W FAWVHL 72 DNS 7 R L R &£/ L £7°,
....Mode—config/Config Payload IZ X D #AWVH L7 NBNS 7 KL A& R R L F9°,
....sa—up route-radius 2 <> R RENA LG EICF RS I, radius —30 B D
Attribute Zf5% L CTWAHAIFIZOT KL AEREFRRL 7, ZEL TN
BRI -(NA 7 ) BRFERENET,
VPN ET LDy v a ORI E, XA LT 0 MR ZFR L F9,
VPN BT L OE@ERHE & BlE S A L7 0 MRz RRL £,
[Psec HA OYREEMN A Z X A 4RHE. & L < IZ crypto isakmp suspend =2~ > K 34T
FRIZIXFR RSN ER A,
LBy ar D EFRRLET,
ESP OS5y M ERE T v MIREFRRL 97,
tyaBERRLET,

15.1.8 show crypto map

[#rE]
crypto map DIRHE, B LN

[ AT

ZUCREET S v g OB HROFET

show crypto map [tunnel < £ > Z 7 = — Z &5 > | map <crypto—map 4 > | remote {K HBEEE 5 > | sip—profile < 711 7 7

AL >}
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[XF 2x—%]
NT A—H X EZ AR E iR B I

A BT 2—AE [Psec tunnel ® A > % 7 = — A% & 1 ~ 17000064 HREA ]

EE2 EHRELET,

crypto—map 44 crypto-map 4 & FEEL £9°, 63 LFLAN O CDATA HY AR AT

WA T—Faxy NMERHFOEFEES | 1~ 2 HOFHTF, v H BREAT]
ERELET,

Tu7 AN F—Fax s MEGAOT 07 7 4 | 63 LFLND CDATA Al HWEA ]
WL ERELET,

[BEE—FR]

g —VE—F (2~ Rl UL 14)

(G|
crypto map DIREE, BILO, THICHETZ2 v a v DIFREFRRIL F7,

[ F1741]
crypto map MIREE, BILO, THICHETZ2 v a v DIF#REFRRIL T7,

#show crypto map

map: MapNamel, type: static, ike-version: 1, status: valid
IPsec tunnel 1 is up established
remote: 192.0.2.1:500 (user1@example. com (email)/xauthi@example. com), local:
198. 51.100. 1:500 (gwl@example. com (email))
P1: f28d33ea3b901201 (R), P2: ¢293801e(R)
map: MapName2, type: dynamic, ike-version: 2, status: valid
map: none, type: none, ike-version: none, status: none
[Psec tunnel 2 is down
[Psec tunnel 3 is down

(&7 ¢+ —/ R DEKE]
ITAD: eeeeeeeeeeeeeeeee e crypto map & & F /R~ L £7, "none” EFRINTWAEHETIE, ¥4+ Iv kL

I E AL —FIZR LT FEEID B TH TR IPsec tunnel O A > &
72— AEFFBIORENRFRINET,

£YPE: CIYPLO evvvneeeneeenaennn, map DX A TR £,

static: Static SPD
dynamic: Dynamic SPD

TKe—Version: ..euveeeeereeeeeenees IKE D=V g & FR L £9,

1: IKE version 1
2: IKE version 2

SEALUS: veeeeeieieieiiieieeeeees crypto map DINEEER F/R L £77,

valid: H%72 crypto map
invalid R: < fEZHBRHE > © ME4)72 crypto map & fELhEEH

invalid D& 1% discard, suspend DIRFEITE R I L FEH A,
discard: crypto isakmp discard 233217 X LTV DR fE

discard JRIEDGE . valid TR RSN FE A,

FEMOLE: neeneeeeeeeeeeeeeeeaan, VPN B 7 @ IPsec #&um 7 K L AR L OV IKE ID, JEiEFRGEA ID &K R L £,
Ty a PRSI L TOWRWEAITFRRENEE A,
locals voveeeeeeeiieeeeeeeeeeeee B AEE O [Psec &7 R L AB LI NIKEID #F K<L F£9°,
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Pl e, ISAKMP-SA/IKE SA @ H¥:& CTA % L 7= COOKIE fE & . initiator, responder @
EBHLL TS LT ER L ET,
R: responder & L THENT
[: initiator & L THENL

P e IPSEC-SA/CHILD SA @ B ¥:@& TR L 7= SPI{ii & | initiator. responder ® & %
5 CHENL L 7oin& FoR L E£97, IPSEC-SA/CHILD SA MWEBAFET 255157/
T2 OHDFEFRBITVET,
R: responder & L CHEST
I: initiator & L CHESL

15.1.9 show crypto isakmp status

[#%AE]
ISAKMP B Dk fig 327

[ AT

show crypto isakmp status

[EhEE—F]
g — Y E—RF (a<rRFNL L 14)

(G|
ISAKMP Bi#DfRiEZE FRR L £,

[ F1741]
ISAKMP Bi#DfRiEZE FRR L £,

#show crypto isakmp status

crypto isakmp key-display has been enabled since 00:00:00 2013/ 1/ 1 by root

[%7 ¢ = FOFER]

crypto isakmp key—display has been enabled since

........................................ crypto isakmp key—display 2~ K OFEITIRE L | EIT SN2 AR « =2 — VP A E KR
LE9, FITESNTWRWIEEIT “crypto isakmp key—display has been disabled” & s
SNET,
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15.2 HrEHEH

15.2.1 clear crypto statistics

[#rE]

show crypto statistics = <> K @ [Psec et ko g1k

[ AT

clear crypto statistics [global | policy-manager]

[XF x—%]

INT A—=H RENE BX TE i 2 IR
global | policy-manager VUL T D HFHER OB 2 FEE L £9, | global: ZE (KD IPsec FatEH PR A FRE L

policy-manager:IKE =2 = —3 3 720
v OREEHE

[Eh{EE—F]

Kt —YFE—F (a<wr L~ 15)

G
show crypto statistics @< K TR/REI 1D [Psec DFErHE®RZ AL L £,

(5217 41]
Psec OFFHEHRZ MBI L £ CGRERERD IPsec HFHEFR) .

#clear crypto statistics global

15.2.2 clear crypto isakmp statistics

[#hE]
show crypto isakmp statistics =~ K TR E N5 IKE OFEFHEFR O AL

[ATEK]

clear crypto isakmp statistics

[BhfFEE—N1]
g —HE—F (avrRFL~L15)

G|
show crypto isakmp statistics =~ K TR I N5 IKE OFEFHERZ ML L 9,

[31761]
IKE OfaHEHR 2 P T 5,

#clear crypto isakmp statistics
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15.2.3

show crypto statistics

[#rE]
IPsec HRHERDFR
[ AT
show crypto statistics [global | policy—manager [ike—version 1 | ike—version 2]]
[XF x—%]
RT A—H BRENE T i P 4 IR
global | policy-manager FRT HHEHEROFE L FEEL £ global: & 2{KD [Psec #2175 A 2 BRE L 72

R

policy-manager:IKE x> T —3 3
DHFEFHE

|7

ike-version 1 | ike-version

IKE D= g o #IBEL 77,

ike—version 1:IKEv1

IKE ©/3—2 5

92 ike—version 2:IKEv2 VEREL RN
2L FRTD IPsec DfEaHEHRAFRRLE | - -
R
[Eh{EE—F]
g —FE—F (2~ FL~UL14)
(G
[Psec DFEEHEHREZRRL £7,
[54761]
[Psec DFEEHEHREZRRL £7,
#show crypto statistics global
Global Counters
Last clearing of “show crypto statistics global” counters never
ESP packets
IN
Decrypted : 9234920
Replay error : 0
Auth error : 0
Padding error : 0
Rule error : 0
ouT
Encrypted 19234920
Overflow error: 0
Seq lapped : 0
Trigger Packets : 1
#show crypto statistics policy-manager
Policy-manager GCounters
Last clearing of “show crypto statistics policy-manager” counters never
IKEv1
PHASE1
active : 0
succeeded/failed : 0/0
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retry : 0/0
XAUTH
active : 0
succeeded/failed :
retry : 0/0
MODE-CFG
active : 0
succeeded/failed :
retry : 0/0
PHASE2
active : 0
succeeded/failed :
retry : 0/0
INFORMAT IONAL
DPD
active : 0
succeeded/failed :
retry : 0
DELETE

send/receive : 0/0

IKEv2

0/0

0/0

0/0

0/0

IKE_SA_INIT/IKE_AUTH(Initial Exchange)

active : 0

succeeded/failed :

retry : 0/0

EAP
succeeded/failed

Cookie-req Packets :

CREATE_CHILD_SA
IKE SA
active : 0
succeeded/failed
retry : 0/0
CHILD SA
active : 0
succeeded/failed
retry : 0/0
INFORMATIONAL
DPD
active : 0
succeeded/failed :
retry : 0/0
DELETE
active : 0
succeeded/failed :
retry : 0/0
GSA
active : 0
succeeded/failed :
retry : 0/0

IKEv1/IKEv2

Limit discard Packets :

1CMP-DPD
active : 0
succeeded/failed :
retry : 0
NAT-KEEPALIVE

0/0

2 0/0

2 0/0

2 0/0

0/0

0/0

0/0

0

0/0
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send/recv : 0/0

P1 allocation : 0
P2 allocation : 0
Peer allocation : 0

[%7 4 —F DOEK]

Last clearing of “show crypto statistics global” counters

........................................ clear crypto statistics global 2~ R &#FEITLT-BEEZFRRL £, FEITI TR
WAL "never” EFRRENFET,

ESP packets........ccccvrveneene. ESP /X7y MZOWTOE#RARRL £,
IN o INBOUND SA I[ZBT 2 1F@MAEFRL £7,
Decrypted «o.evenvenneennannn, EEALIZRS LTy N AR RA L ET,
Replay error.................. anti-replay —E ZZ L VAEFEL =37 v M EEFRRL ET,
Auth error.....cccooeeeennn. ESP #BAE R CEE L 7o v AR FoR L £77,
Padding error................ padding D RIEIC X WKL 7237 v i EFRRL 7,
Rule error........ccoeeuvee.... YL X HETWIEL Ny M EFRL £T,
OUT oo OUTBOUND SA ([ZBH ¥ 21 e R R L £7°,
Encrypted....oeeeeueeeennn... REBALICR T L T2 N a TR L $9,
Overflow error............... Sequence Number Overflow 23FAE L7237 v M aFRRL £,
Seq lapped.......uuveveevnnns Sequence Number 237 v 7' L Iz [ml$ & Fom L 97,
Trigger Packets ......ccecuu..... SA TSI L 70 D3 v R BT LU SA R ER DAL 2R E TR L £9°,

Last clearing of “show crypto statistics policy-manager” counters
...................................... clear crypto statistics policy-manager 2~ R 23T L= HRFZF R L £, EIT7&8h
TWRWIEATE "never” EFRENFET,

[IKEv1]
[PHASE1]
ACTIVE & eeeeiiiee e BIE Phasel DA —3 g U &{ToTW\D SAEEFRL £,
succeeded/failed : ............... Phasel R v =—3 3 UBAE) / RIRL =B KRR L 7,
FOLTY Torvreeeeeeeeeieeee e Phasel /X7 b ZFE L 72BlEk (525 / BEICT 5 %) 22 R~LET,
[XAUTH]
ACHIVE & eevveriereeeree e, BUEXAUTH ORIy o—a U EI{To T D SA BERRLET,
succeeded/failed : ............... XAUTH FREEDS AT / KRB L 72 A R R L £7,
POLTY Torvreeeeeeeeeeeee e XAUTH /37 v R & FE L2 BEL (B / BEICkT 2 H/%) 2RR- L £7,
[MODE-CFG]
ACEIVE & eeeeiieeeeee e, HAE Mode—cfg DRI v T —3 9 U &2fToTWAD SA BEFRL £,
succeeded/failed @ ...eveunenn.... Mode—cfg 23akT) / L 7= mlE 2 £or L 97,
FOLTY Terrreeeeeeeeeieeee e Mode-cfg /37> b ZFREL 2[4 ( Bk / XI5 /E) 2R R L ET,
[PHASE2]
ACTIVE & ovieiiie e, HIfF Phase2 D3I =—3 3 0 %f7-> CW5D SA FAFRL £7,
succeeded/failed : ............... Phase2 XA v =—3 a U / RIRL =R aRAR L £7,
TOELY fereeeeee e e e eens Phase2 /X7 v k ZF6 L 7zml¥ (F25 / BRlcstd 2 8% ) 2R L 9,
[INFORMATIONAL]
[DPD]
ACHIVE I veveveeereieie e BI/E INFORMATIONAL(DPD) O % =¥ =—3 9 > #4772 - T 5 SA Bk &R
L ¥7., RUTHERE #%{5 L. RUTHEREACK Z#~> CTWHEEIZH 7> b
TyTLET,
succeeded/failed: ............ INFORMATIONAL(DPD) =¥ =—3 3 U 3ERY) / gL 72k 2 &R L £9,
RU_THEREACK ZIXET2MTIIAT - 7 v 7L 8 A,
FEETY ©evvrereeereeeieeereeeneens INFORMATIONAL(DPD) @ R.U_THERE /34 v b & Fik L 2 m# &2 For L £,
[DELETE]
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[IKEv2]

INFORMATIONAL(DELETE) @ 3% > b #3415 / %G LT2E¥as £RL £,

[IKE_SA_INIT/IKE_AUTH(Initial Exchange)]

ACtIVE it

succeeded/failed : ...............

[EAP]

succeeded/failed : ...............
Cookie—req Packets :...........

[CREATE_CHILD_SA]
[IKE SA]

ACtIVE I iiiiiiiiiiei e

succeeded/failed : ...............

[CHILD SA]
ACHIVE it

succeeded/failed : ...............

[INFORMATIONAL]
[DPD]

ACtIVe & iiiiiiiiiee e

succeeded/failed : .........

[DELETE]

ACLIVE & iviiiiiiiiieeaa,

succeeded/failed :

succeeded/failed : ...........

BTE IKESAINIT, IKEAUTH ®fF v T—3 9 > %4T->TW\W5D SA e R

3
IKE_SAINIT, IKEAUTH %= > m—3 g U0kt / R L B3 A F R L F
jﬁo

IKE_SA_INIT, IKE AUTH /3% v | & F25 L 72 B3 (REQUEST/REPLY) %/~ L
9,

EAP BBGEN ) / KL 7=l & Fon L 97,
crypto isakmp negotiation cookie-req MR EIZ L W COOKIE #ER L 7= % & For
LET,

BITE CREATE_CHILD_SA(CHILD SA) D3I =—3 3 » &4T-> T\ 5 SA # %
KRLET, VIZAMRTy hEEREL, VI T4y b &EFRF> TV D
o "N Ty L ET,

CREATE_CHILD_SA(CHILD SA) r =¥ m—3 g VU SEEh / B L 7= B3 % FoR
LET,

CREATE_CHILD_SA(CHILD SA) /3% > b % % L 72 [ (REQUEST/REPLY) %
FRLET,

BIE CREATE_CHILD_SA(CHILD SA) D r ¥ =—3 3 » &4T-> T\ 5 SA # %
FRLET, VIZAMRTFy b EEEL, VI T4y b EFRF> TV DEE
o "N Ty L ET,

CREATE_CHILD_SA(CHILD SA) X = —3 3 U MRRRY) / KE L 7= 813 % F7=
LET,

CREATE_CHILD_SA(CHILD SA) /3% > b % %k L 72 [ (REQUEST/REPLY) %
FoRLET,

BAE INFORMATIONAL(DPD) % T3 T—3 g 247> TW5D SA A FRL
F9, VZIZAMRTy bEFEFL, VFT7A47y b ERFS>TWAERICAY
VT LET,

INFORMATIONAL(DPD) %> m—3 5 W spkE) / i L -2 FR L £,
REPLY Z & ETAMITIEAT L F 7 v 7L EHA,

INFORMATIONAL(DPD) 3/ v b % % L 72013 (REQUEST/REPLY) % 2/~ L
£,

HI/E INFORMATIONAL(DELETE) ® 2T = —3 g U &17-> T\ 5D SA &R
RLET, VIZARMTy NEEREL, VT4 y N EFF>o TWBHERIC
BT v LET,

INFORMATIONAL(DELETE) RT3 = —3 3 U AT / R L 7B a2 Foas L
¥4, REPLY ZXETAMTIIIT T 7 LERA,
INFORMATIONAL(DELETE) /3% » b % 2% L 72 [ (REQUEST/REPLY) % 3
~LET,

BI/E INFORMATIONAL(GSA) DR AL m—3 3 U 51T T35 SA BEERL

F9, VAR bEFEL, VT4 v b ERFo T HEICh Y
VR T v LET,

INFORMATIONAL(GSA) x>t —3 g U AT / R L 7zEZ2FoR L £7,
REPLY # & ET 2 TIEAT U R T v 7 L EHA,
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FELEY Tarerieieereerieneeeneneens INFORMATIONAL(GSA) /37 b & ik L 7214 (REQUEST/REPLY) Z #/R L
E3x AN
[IKEv1/IKEv2]
Limit discard Packets : ......... crypto isakmp negotiation limit =~ K OFREIZ L VX o N BHEEL 72808 £
LE9,
[ICMP-DPD]
ACHIVE & vevieereeienieieieeeeeeas BIfE ICMP 12 & % DPD %17\, ICMP Echo Reply f$5H Ot F£rL 77,
succeeded/failed : ............... ICMP |2 & % DPD 233 / R L 7=z Rom L 7,
FEIY Turevienieneereereereeneeneeneas ICMP (2 X % DPD @ ICMP Echo % Fik L 7z [l & Fom L £,
[NAT-KEEPALIVE]
SENA/TECV Teuneeeeeeeeaeeaaannne. NAT-Keepalive /X7 v s DEE / ZE T NxEFRRL £77,
P1 allocation...........cecvuenn.n. [ Z R L 7= ISAKMP-SA/IKE SA %% For L £,
P2 allocation ............c......... IS & FefR L 72 IPSEC-SA/CHILD SA 0%k % Fr L £,
Peer allocation ................... MEIE R LTy v a v OEERTIL £,

15.2.4 show crypto isakmp statistics

[#rE]

IKE O#tEHE RO KR

[ AT

show crypto isakmp statistics [{ikevl | ikev2}] [detail]

[RF x—%4]

RT A—H BENE X i A W

ikevl | ikev2 FRT A D IKE version &2 | ikevl:IKEv1 FIAABRE L 22
BEL £, ikev2:IKEv2

detail SRS SR R T DA EL £ | - R
R

2L TRTO IKE OFFHEHRE@ER | - -
~LET,

[Eh{EE—F]

g —FE—F (a~rFL~UL14)

[FAA]
IKE OffrHEHRE T~ L £,

F 7 a Tl BELEEAIE. IKEvl OEHE#RE L OV IKEvL/v2 @O MEHERE FZR L £, FEEIZ, v2
ZHELT & XL, IKEV2 OFEHEHRE L OV IKEv]/v2 @ oMEHE#REZ TR L £7°,

detail Z 57 L 7B, SRRt i@ae R L £7

[Z=4761]
IKE OfGFHER 2 FElZE R L £,

#show crypto isakmp statistics detail

——————————————— IKEv1/v2 -
Total received packet : 83
[Discard Packet]

Peer is locked out :0(D)
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Internal connection error 2 0(D)
Unsupported IKE version 2 0(D)
Invalid IP Address 2 0(D)
IPv6 Src Address is Linklocal 2 0(D)
IPv6 Dst Address is Linklocal 2 0(D)
Dst Address not found 2 0(D)
Invalid ISAKMP Header ©0(D)
Length too short (NAT-T) :0(D)
First 4 bytes not 0 (NAT-T) ©0(D)
Length is shorter than ISAKMP header : 0(D)
Length mismatch to packet size 0D
Local address has been invalid :0(D)
IKE major version has been changed : 0(D)
On crypto isakmp discard :0(D)
———————————————— IKEvl ———————————

[Exchange Type]
Base Exchange 0D
Identity Protection Exchange : 0
Authentication Only Exchange : 0(D)
Aggressive Exchange : 0
Informational Exchange : 0
Configuration Exchange : 0
Quick Mode Exchange : 0
New group Exchange 0
Other Exchange 0
Notification 0
[Notify Error Messages]
INVAL ID-PAYLOAD-TYPE
DOI-NOT-SUPPORTED
SITUATION-NOT-SUPPORTED
INVAL ID-COOKIE
INVAL ID-MAJOR-VERSION
INVAL ID-MINOR-VERSION
INVAL ID-EXCHANGE-TYPE
INVALID-FLAGS
INVAL ID-MESSAGE-ID
INVAL ID-PROTOCOL-ID
INVALID-SPI
INVAL ID-TRANSFORM-1D
ATTRIBUTES-NOT-SUPPORTED
NO-PROPOSAL-CHOSEN
BAD-PROPOSAL-SYNTAX
PAYLOAD-MALFORMED
INVALID-KEY-INFORMATION
INVALID-ID-INFORMATION
INVAL ID-CERT-ENCODING
INVALID-CERTIFICATE
CERT-TYPE-UNSUPPORTED
INVALID-CERT-AUTHORITY
INVAL ID-HASH-INFORMAT ION
AUTHENTICATION-FAILED
INVALID-SIGNATURE
ADDRESS-NOTIFICATION
NOTIFY-SA-LIFETIME
CERTIFICATE-UNAVAILABLE
UNSUPPORTED-EXCHANGE-TYPE
UNEQUAL-PAYLOAD-LENGTHS
[Notify Status Messages]

O O O O O O O O O O O O O O O O O O O O OO O oo oo o oo

"
St
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CONNECTED
RESPONDER-LIFETIME
REPLAY-STATUS
INITIAL-CONTACT
[DPD]
R-U-THERE
R-U-THERE-ACK 00
[Others]
Unsupported Message Type 0D
[Discard Packet]
Invalid exchange type
Invalid cookie
Negotiation wasn't allowed
P1 is being deleted
Waiting for IKE processing
Retransmit not requiring response
On retry-guard
500-port request after NAT detection

o O © o

o

4500-port request after no-NAT detection :
10)
2 0()
2 0()
2 0()

Address or port number has been changed
Phase-2 packet before Phase-1

Packet during DH calculation

Decode error

[Exchange Type]

IKE_SA_INIT Exchange-req 2

IKE_SA_INIT Exchange-res 1

IKE_AUTH Exchange-req 12

IKE_AUTH Exchange-res 1

CREATE_CHILD_SA Exchange-req : 0

CREATE_CHILD_SA Exchange-res : 0

INFORMATIONAL Exchange-req @ 22
INFORMATIONAL Exchange-res : 55

Other Exchange-req 2 0(D)
Other Exchange-res :0(D)
Notification : 8

[Notify Error Messages]
UNSUPPORTED_CRITICAL_PAYLOAD
INVALID_IKE_SPI
INVALID_MAJOR_VERSION
INVALID_SYNTAX
INVALID_MESSAGE_ID
INVALID_SPI
NO_PROPOSAL_CHOSEN
INVALID_KE_PAYLOAD
AUTHENTICATION_FAILED
SINGLE_PAIR_REQUIRED
NO_ADDITIONAL_SAS
INTERNAL_ADDRESS_FAILURE
FAILED_CP_REQUIRED
TS_UNACCEPTABLE
INVALID_SELECTORS
UNACCEPTABLE_ADDRESS
UNEXPECTED_NAT_DETECTED
TEMPORARY_FAILURE
CHILD_SA_NOT_FOUND

[Notify Status Messages]
INITIAL_CONTACT

O O O ©O O O O O O O O O O o o o o o o

10);
10);
10);
10))
10);
10);
10);
10);

0(D)
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SET_WINDOW_SIZE
ADDITIONAL_TS_POSSIBLE
IPCOMP_SUPPORTED
NAT_DETECTION_SOURCE_IP
NAT_DETECTION_DESTINATION_IP
COOKIE
USE_TRANSPORT_MODE
HTTP_CERT_LOOKUP_SUPPORTED
REKEY_SA
ESP_TFC_PADDING_NOT_SUPPORTED
NON_FIRST_FRAGMENTS_ALSO
MOBIKE_SUPPORTED
ADDITIONAL_IP4_ADDRESS
ADDITIONAL_IP6_ADDRESS
NO_ADDITIONAL_ADDRESSES
UPDATE_SA_ADDRESSES
COOKIE2
NO_NATS_ALLOWED
[Others]
Unsupported Message Type
[Discard Packet]

O O O O O O O W W O O O O O O o o o

o
—~
=]
=

Invalid SPI for IKE_SA_INIT 0D
P1 limit exceeded 20D
P2 limit exceeded 2 0(D)
Unknown responder packet 2 0(D)
Exchange type is not IKE_SA_INIT 2 0(D)
On crypto isakmp suspend 2 0(D)
On refreshing IPsec HA configuration 2 0(D)
Response is duplicated 2 0(D)
Response outside of window 2 0(D)
Response for unsent request 2 0(D)
Response without matching request 2 0(D)
Response received while deleting P1 2 0(D)
Request is too old 2 0(D)
Request on retry-guard 2 0(D)
Request don’'t have response 2 0(D)
Request is duplicated 2 0(D)
Request which has been already rejected : 0(D)
Request with invalid contents 2 0(D)
Request with incorrect window size 2 0(D)
500-port request after NAT detection 2 0(D)
Address or port number has been changed : 0(D)
Decode error 0D
On protected-rekey-interval 2 0(D)

Invalid Exchange Type/Message ID/Flags : 0(D)

1st/Retry
Sending succeeded : 83/0
Sending failed : 1/2

———————————————— IKEvl ——F——————-
[Exchange Typel 1st/Retry
Identity Protection Exchange : 0/0

Aggressive Exchange : 0/0
Informational Exchange :0/0
Configuration Exchange : 0/0
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Quick Mode Exchange : 0/0
Notification : 0
[Notify Error Messages]

INVALID-PAYLOAD-TYPE
DOI-NOT-SUPPORTED
SITUATION-NOT-SUPPORTED
INVAL ID-MAJOR-VERSION
INVAL ID-MINOR-VERSION
INVAL ID-EXCHANGE-TYPE
INVALID-FLAGS
INVALID-PROTOCOL-ID
INVALID-SPI
ATTRIBUTES-NOT-SUPPORTED
NO-PROPOSAL-CHOSEN
BAD-PROPOSAL-SYNTAX
PAYLOAD-MALFORMED
INVALID-ID-INFORMATION
INVAL ID-HASH-INFORMAT ION
AUTHENTICATION-FAILED
INVALID-SIGNATURE
UNEQUAL-PAYLOAD-LENGTHS
[Notify Status Messages]
RESPONDER-LIFETIME
INITIAL-CONTACT : 0
[(DPD]
R-U-THERE : 0
R-U-THERE-ACK : 0

O O O O O O O O O O O O O o o o o o

o

[Exchange Type] 1st/Retry
IKE_SA_INIT Exchange-req :1/0
IKE_SA_INIT Exchange-res 1 2/0
IKE_AUTH Exchange-req :1/0
IKE_AUTH Exchange-res 1 2/0
CREATE_CHILD_SA Exchange-req : 0/0
CREATE_CHILD_SA Exchange-res : 0/0
INFORMATIONAL Exchange-req : 55/0
INFORMATIONAL Exchange-res 0 22/0
Notification 27
[Notify Error Messages]
NO_PROPOSAL_CHOSEN
INVALID_KE_PAYLOAD
AUTHENTICATION_FAILED
NO_ADDITIONAL_SAS
INTERNAL_ADDRESS_FAILURE
FAILED_CP_REQUIRED
TS_UNACCEPTABLE
TEMPORARY_FAILURE
CHILD_SA_NOT_FOUND
[Notify Status Messages]
INITIAL_CONTACT
NAT_DETECTION_SOURCE_IP
NAT_DETECTION_DESTINATION_IP
COOKIE
REKEY_SA
ESP_TFC_PADDING_NOT_SUPPORTED
NON_FIRST_FRAGMENTS_ALSO

O O O O O O © o o

W w o o o o —

"
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Invalid tunnel

[Psec SA exist

Ongoing IKE negotiations
Configuration is inactive

Tunnel interface is shutdown

Tunnel interface is not ready

Set peer is not set or responder-only
On crypto isakmp discard : OCannot start
Internal connection error

MPSA is not ready

P1 limit exceeded

P2 limit exceeded

Session limit exceeded

Peer destined to local interface

Peer destined to local interface (DNS)
Referenced P1 is unusable

Aborted while waiting for P1
Unexpected P1 is used

Peer is not reachable

O O O O O O O O O O O 0O oo oo — o oo

Internal error

Invalid syntax

No proposal chosen

Invalid KE payload
Authentication failed

TS unacceptable

Temporary failure

Out of memory

Invalid argument

Crypto operation failed
Negotiation timeout
Transmit error

Discard packet

Use IKEv1

NAT mode mismatch

GSA conf mismatch
Encryption algorithm mismatch
PRF algorithm mismatch
Integrity algorithm mismatch
DH group mismatch

Ex Sequence Number mismatch
IKE transform attr mismatch
ESP NULL-NULL proposed
Remote psk not found

No [Psec rules configured
Peer IP address mismatch
Local IP address mismatch
Local TS mismatch

Remote TS mismatch

Local ID mismatch

Remote ID mismatch

Lost on simultaneous SA rekey
IKE version mismatch
Unsupported algorithm

O O O O O O O O O O O O O O O O O O O O O O O O O O O oo o o o oo
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Auth method mismatch
Unsupported auth method
Encapsulation mode mismatch
Exchange type mismatch
Received notify

Pool exceeded

Pool is not configured
Extended authentication mismatch
P1 limit exceeded

P2 limit exceeded

Session limit exceeded
Discard command
reject—duplicated-request
Local auth failed

Radius auth failed

Radius timeout

Radius attribute error

Auth group not found

CP Payload mismatch

EAP Payload mismatch
Certificate is not found
Public key is not found

old session is deleting
rekey ts unacceptable

can’' t attach child info
can't allocation blkid

can't allocation inbound blkid
old out spi not found

can’' t create child info
can't create peer info

Error blk struct to Ip

Error inbound sa to sp

Error outbound sa to sp
Error ipsec sa to sp

can't get nexthop id

Error tnl struct to Ip

peer is not found (ifup)

can' t update child info
can't add tunnel if

Error wait if num

Failed add route

peer is not found(end)

tunnel if is inactive

Group SA unusable

CP Payload has no internal address
P1 is deleted by peer

P1 is deleted

Acct-on is incomplete yet
can' t create interface tunnel
peer/local address version mismatch
no entry from DNS server
timeout

max-initiate reached
max-pending reached

no entry from DNS server
can't resolved domain name from refresh
Invalid payload type

Payload malformed

Payload lengths do not match

O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O O OO OO OO O OO OO oo o o o oo
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fixed-tunnel-check failed

specified tunnel interface is already in use
session reject-duplicated-request

NAT-T draft is not supported for transport mode :
can' t set policy-map

tunnel if is shutdown

can't get interface tunnel information
[Psec rules deleted

Radius authorization failed

Radius authorization timeout

Radius Tunnel-Password length is invalid
Delete half-sa in negotiation

Other

O O O O O O O O O o o o o

——————————————— IKEv1/v2 -
Expired session-timeout
Expired idle-timeout

Expired dpd-timeout

Expired icmp-timeout

Expired info-timeout

Expired ipsec-lost-time
Expired isakmp-lost-time
Received delete packet

Exec clear command

Expired acct-start-timeout
Expired IKE SA lifetime
Expired IPsec SA lifetime
Exec refresh command

Rekey (IKE) timeout

Rekey (CHILD) timeout
Negotiation failed

Destroyed Tunnel IF

0ld session delete

0ld IPsec SA delete

Phasel failed by dpd trigger
P1/P2 failed by dpd trigger
Phasel failed by P1 softlimit
P1/P2 failed by P1 softlimit
Expired info-gsa-timeout
Expired Group SA lifetime
Sequence number over flow
Received notify packet

0ld session delete for ip/port change :
Route update failed

tunnel if is shutdown

Destroyed IKE IF

Destroyed IKE address

Expired IKE SA |ifetime (KB)
Survey is down

Survey destination is duplicated
Survey-map does not exist
Detected disconnection to surveyd
Other : 0
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[%7 4 =LK DOEK]
INFO RECV
%5 ISAKMP /377 b OfftaHE#Z R L £,

*************** IKEv1/v2———
........................................ IKEv1/v2 @ O#EHEHRE KR L 7
Total received packet........... 255 ISAKMP /37 v M aEFRR L £7,
[Discard Packet].................. WEEL 72315 ISAKMP O EHEREFRL £7,
Peer is locked out................ X m—Tgrny 77T MIRBERHCE(E L 7= ISAKMP 2347 v h Z e L 7= (4]

PaRRLET,

Internal connection error ...... NEBE =T — D7 OMEE L 725218 ISAKMP /X7 v b &EFKR L £9,
Unsupported IKE version...... KW AR — b @ IKE version D 7= DAEZE L 725215 ISAKMP /X7 v M aFRoRr L £,
Invalid IP Address................ IP7 RVANRRIETH D 7= DMEEL 72545 ISAKMP /37y M A FRRL 75,

[Pv6 Src Address is Linklocal
HIEIC7 R L A (IPv6) 78 Linklocal T & 7o DAEFE L 725247 ISAKMP X7 > MK
ERRILET,
[Pv6 Dst Address is Linklocal

%6557 R L A (IPv6) 73 Linklocal T % 7= ORKIE L 725215 ISAKMP /347 » %
FRLET,
Dst Address not found.......... SEHCT R L ADNEEEIZ R ON D RN T2 ORI L 725215 ISAKMP /37 » iz 3R
RLET,
Invalid ISAKMP Header ........ A~y ERRIETH B - OMEH L 72515 ISAKMP /37 v MMiaFRoRL 97,

Length too short (NAT-T)

NAT Traversal {# (237w R ENEWZOEE L 725%21(5 ISAKMP /7 v b
BoeFrL T,
First 4 bytes not 0 (NAT-T)

NAT Traversal fif FIIFIZH28H 4byte 23 0 TR W= OAKIFE L 725213 ISAKMP 2847
MgEFRRLET,

Length is shorter than ISAKMP header
Length {25 ISAKMP (D~ ' —4 A X L 0 N2 O WEFE L 725215 ISAKMP /3

Ty NIEFRRILET,

Length mismatch to packet size

Length i & EERD /37 > N EWRRR D 12 OREE L 725215 ISAKMP N4 v N &
FrLET,

Local address has been invalid
"=V T R L ABREENT R > T2 7o DRETE L 725245 ISAKMP N7 > M e FRoR L
i‘g—o

IKE major version has been changed
IKENR—Y g oIy m—3 g 0 PIZA L L 72 72 O REEE L 7235 ISAKMP /3

Ty Mg ERRLET,
On crypto isakmp discard...... crypto isakmp discard Z FEITH DO 7= OMEEL 725212 ISAKMP /X7 v M a2 FoR L £
7

........................................ IKEvl OHEHERZ TR L £7,

[Exchange Typel...eccuueeeunn... Exchange Type Z & @ ISAKMP /%7 v b ODZ {58 &= Fr L £97,

Base Exchange ~ New group Exchange

........................................ 4 Exchange Type @ ISAKMP /377 v b OZ 58 %R R L 7,

Other Exchange.......ccoeeeeuun.. % Ofth,® Exchange Type @ ISAKMP /X%~ b OZEH A F