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Router (config) fevent-class 1
Router (config-event-class 1)

I:va%ﬁ

event—class </ R h 9 5 XESD

| IS A—4
INTA—4H BERNE REEHE | ARREEDIE
ARVNITAT T AN TABZEERELET, [1~500%  EBIEARET

% :F80, F100 MFEIL, 1~100 (272D ET,

B

HAREE—F

22



EBREFE— FADETI VR

I4“\/F77/ELG EFE—K

I event-action

AT 7 a FBEE—RICBITLET,

refresh 2~ RZICE NI Ha~w L R T1,

Ren (<o 7o s BREE—FIBATS

Router (config) #event-action 1
Router (config-event-action 1)

I:va%ﬁ

event-action <A R 793 0FS

IN%%—@
NS A—AH BREANE REEFE | BRREFEDE
ARNT I arE g ARXUIT 7 ar B EEAEELET, 1~500%  |[EB& A ]

% :F80, F100 MFEIL, 1~100 (272D ET,

B

HAREE—F

23



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| ~obwyrgeE—+

I event-map

ANV YT REET—FICBAITLET,

Dsms (1~ ey TBEE—RIBATS

Router (config) #event-map
Router (config-event-map)
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Router (config-class-map) #
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Router (config-policy-map) #
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Router (config) #interface dialer 1
Router (config-if dialer 1)#
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Router (config) #interface loopback 1
Router (config-if loopback 1)#

I:va%ﬁ
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|/\°3><—9

INTA=BTHVERE A,

B
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BREE— F~DBITI~vF

| PsecA AT T—RBEE—R

I interface ipsecif

[Psec A2 X7 — AR EE—RICBITLET,

Ren1 (Psec 4257z —RBEE—FIZBHTS

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#

I:va%ﬁ

interface ipsecif < IPsec 4 >3 Jx—RAEF >

|/\°3><—9

NS A—4 RENR REEE | HRREFDIE
[Psec A2 B 72— AFH |IPsec /2 F 72— ABELEBELET, [1~500% |Gl 0T
% :F80 DFA L. 1~32,
F100 DA 1%, 1~100 (220 ET,

| B

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| oL osos—RBEE—F

I interface tunnel

N RNA BT 2 — AR ET—R I TLE T,

Been1 rornas s —2BEE—FCBALET.

Router (config) #interface tunnel 1
Router (config-if tunnel 1) #

I:va%ﬁ

interface tunnel <k RJILA R T —RESD

|/\°3><—9

INTGA—H RERNE REFE HHFOIE

]\T/*/I/ N = ~ N (=0 = ~ AN
by RNAIT = AR BEIELET. (1~32 R

bexs—+¢

HAREE—F
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BREE— F~DBITI~vF

|vuw4>97:—x$i%—P

I interface vlanif

VLAN A2 BT = — A%k T HT-D12 VLAN A Z T = — AR EET—RICBITLET,
VLAN A2 A7 2 —ATlE. BT AT Vo7 N —7F 0 i 425 VLAN-TAG {EEZ DR EHEITU
i—é—o

Paen WM A28z —RBEE— F~BITTS

Router (config) #interface vlanif 1
Router (config-if vlanif 1)

I:va%ﬁ

interface vlanif <VLANA >4 7 = —RXR&ESB>

|/\°3><—9
NS A—AH BREARE RTEEF AIREDME
VLAN A H 7 2— 25 [VLAN A Z 7 = —AFK FHIEELET, [1~16 BWEAT]
| B
AR EET—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| ZriimzEgoD) FEE—F

Icrypto ca identity

REFAEDOY 7 AN T2 LT, BEDIEFREFRETHLERHNET,
Ka< R, GFAEDY I T ANARR T 5 ETh ., BE DIEREHRETDH-DIT, B
E(BHHGO D) FEEET—RIIBITLET,

Bsts 1 Brame @50 D) BEE—FBAT

Router (config) fcrypto ca identity
Router (config-ca-identity) #

I:va%ﬁ

crypto ca identity

I/\"%;‘—’;‘l

INTA=BTHVE .

bexs—+¢

HAREE—F
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BREE— F~DBITI~vF

IneﬁU&—%E%—P

Icrypto isakmp policy

Internet Key Exchange 7RV —(VPN E 7 D7 2— A | 3L = — 9 ORI —)Dx N
ERRETHIOIT, IKE RV —ZEET—RITBITLET,

refresh 2~ RRICH IR Da~ R TT,

Rosem KEAUS— GRUS—BS . 1) BET—FICBATS

Router (config) fcrypto isakmp policy 1
Router (config-isakmp) #

I:va%ﬁ

crypto isakmp policy <policy &>

|/\°3><—9

INTA—4 BRERNE SRTEEEE ARREDE
oy o KB RV —0% BEHELET,
POICY B = D D /NS RY S — BB S T T L £,
% :F80 MIFATL, 1~32,

F100 DA 1%, 1~100 (2720 ET,

1~500% |4 B A]

fsxes—r

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| ventLosgEE—F

I crypto map

VPN BT EDBL I HIERO N EERTETH A, VPN BL X R TEE—RIIBITLET,
REDERIL, BV I XL, v — T A EEIRELET,

refresh I~ REICH RN /25Tv L R TT,

Basemi PN ELosBEE—F (2LY 88H: Tokyo) SBT3 3

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #

I:va%ﬁ

crypto map <LV AEZF> <O—H U REED

| IS A—4
NG A—4 RERNR RESHE | AREBOE
VPN B 72 D4 ERELET,
PPPOE A2 #7 = — AR EE—R/EWAN A2 %7 | K 16 %
VLIBLT  |— AR EE—RT, gmﬁ#?;a%xﬂ
WA 25 VPN BL X AR TELETOT, DD
TV R T &N,

AR B ERELET,
U AR (BRI LI — AR B LRICE A EEL [1~2000%  |EREAR A]
THERATHEURRREL-NEE EEELET,
XijRARTUN
F80:64 =R
F100:128 =N
F1000:2000 =2~V
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BREE— F~DBITI~vF

| Psect B EE—F

Icrypto secur ity-association

[Psec HERE X D | KFHL A~ HEEA TR E T DD, [Psec FHER EE—RIZBITLET,

Bsoem IPsec #BHEE—FISBATS

Router (config) #crypto security-association
Router (config-crypto-sa) #

I:va%ﬁ

crypto security-association

INE%—Q
INTA=HIHVFER A,

B
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I IPsecAY E—F

I crypto ipsec-log

”SPI no match”. “block type discard” 22 H 71D 3 L O, vpnlog a2 H ) & #4149 A7=
WIZ IPsec B/ E—RIZBITLET,

Baeni1 (Psec oy E— FIZBITT S

Router (confiqg) fcrypto ipsec-log
Router (config-ipsec-1log) #

crypto ipsec-log

|/\°3><—9

INTA=RTHVERE A

bexs—+¢

HAREE—F
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BREE— F~DBITI~vF

I Etherneti% EE—F

Iline

Ethernet A2 A7 =—A|ZOWTC HBE/F 2717 A/MDI/MDI-X O E %1779 Ethernet 3%
EE—RIIBITTH0Da<w R TT,

Dstmi B K- FOBEEAESE—FITBATS

Router (config) # line ewan 1
Router (config line ewan 1) #

I NG A—7H
ING A—4 BREANE SREEIF | BRREFOE
. R lan 1
RIEZATIROMPRA L H 7 =— A% lan 1. ewan
A —= ix AE N N -
WEA57 = 1. ewan 2 HIIRLFT, ewan ; HIEAET
ewan

B

AR EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I HTTPYSA 7 R EE—R

Ihttp—client

H A7 DNS HEREICEE 92 HTTP 2747 VMO EETTI2D HTTP 7747 MR ET—RIZ
BATT A0 0a<w  RT,

Basemi TP oS 70 FBEE— FICBITT S

Router (config) # http-client 1
Router (http-client 1) #

!:vppgﬁ

http-client <HTTP 4 54 7> FESD

B i5x—5
INTA—4H BENE HREEE HEEFEOE
HTTP e ey _ e .
7§4Ty%%gAEﬁE%ﬂfﬁHﬂTP7747ykﬁbéﬁﬁﬂbiﬁl 1~16 AT
| B
AR EE—F

40



PPPoE t#5E

| PPPoE#AE

| PPPoEZ RIS 51 DT

I pppoe server

PPPoE #Gif FOL4 AR ELE T, ZORTEIL, DT WA AR EL TIEEW,
PPPoE %1 9256 15, ZORENMIEITRVET,

RERF 1 EHETHMHEFLIE” A-Provider”(2ERET S

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe server A-Provider

|:7>F%ﬁ

pppoe server <¥EHEMEFRHFR>

I/\°5)‘—’5¢

ING A—%H BRERNBE =R T & HHEEDIE
BEGEFA T4 B8 |PPPOE #5ifH O AR ELE T, |20 STF-LAN D SLFH A WA A]

foosesannusga
PPPoE MEH TEEE A,

I:@%EMﬁtﬁbnéwb?

BEGAH FORR T Z AT A2 DA TR T, T A F BT DI DT A—=HTILH D FH
Juo FITELnet-F U —XTlE, [R5 &y a® PPPoE A% E TXFET DT, D=9 )
AR ESITHHBORE T,

exs—r

PPPoE A2 %7 = — AR EET—NK
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I pppoe account

FOaNARENSFEESN-a2—Y D ENAT —RERELET,

I ZERF 1 o—4F ID [ F100@xxxxx. ne. jp, /SA 7 — KI[Z f100pass 2R E T 5

Router (confiqg) #interface pppoe 1
Router (config-if pppoe 1) #pppoe account fl00@xxxxx.ne.jp fl00pass

|:7>F%ﬁ

pppoe account <1—4 D> </NRTT— K> [{secret | private} [encrypted]]

I NG A—7H
NG A—4H BERNR BREEHE | ARREOE
e TUSRAEPOIFESNZ, 22— D ZFELE (127 XFLL |, -
22— D ¥ N L F HIEA ]
e e [TERAAEDBIRES I SAT—RERELE 32 30FRL |,
SAT—R Mooz | A
AT —RE B BAL T DB A I S 8A 32
o, HEEE AR SR T A ERELE T, AT
secret | [soeret [ BALT BBRICIAM BREMITTS |0y g
private N . private
. BT DRI L B [ A W S a A Y
private
T%
INAT =R WG FAC LR T B9 E R ELE T,
ZOF T arw M INT ALY, /SAT —RITHE INAT —R%
| BEERCESRET, * oneeg |-
P secret F721X. private LAY TR H4 572 P ZEU TN
¥ . secret, private DFE E DS, FHA

encrypted Z45 & T HZ LT HRERT A,
XK1:ZOFTva i, RETHLIITERNLRY, NRT—FREE SLEN TR
encrypted A 7T ar s B BIROICAHINISIVETS,
¥2: AT —RRBRICRE BALBEADZRIX, 2O TV av ERETHIVLERHVET,
¥ AT —ROREBAkiX, F80:V01.02(00), F100:V02.08(00) LAY —k

Loosrezabuuga

TRNAL N T DI ENTEER A

bexs—+¢

PPPoE A2 %7 = — AR EET—NK
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PPPoE t#5E

I pppoe auth-accept

PPP O 1=/l (CHAP or PAP) #¥8E L %7,

BHFIX, 7oA FEOFRTL == aNZIVRELET, 7o (FeoxrT v —rarOfi R
e A i”auto”%#ﬁﬁibiﬂ“

7]:1/\/1,575 %\ B 7‘:1]‘:'/1/0)}!:!/71‘75 &)éiHA EAY 7]:’]‘:”1/%+ ﬁ:l//c<7b:él/\o

IE&EWM PPPOEREJO b LZEBEE (RIS IT—2avItiEd) &35

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe auth-accept auto

faenz PPo@mEToraLEPRERETS

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe auth-accept pap

o> rest
pppoe auth-accept <EREF 70 kLD

B i34
INT A—4H BEAS BREEE  HIREFOE
. chap
umqu7Df\:I/1/ FRRE7 =% chap (CHAP [# 7€) . pap (PAP [E &) R

£71%. auto (CHAP 7213 PAP) oL £, PP

auto

foozesabuuse
auto TEMELET,

Leee—r

PPPOE A2 X7 +— AR EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I pppoe interface

PPPoE A %7 =— AL —K (EWAN 1~2) 2RI S £,
FITELnet-F > U —X* %, 24 ® PPPoE AL Z 7 = — A& FFOZLINTEXET,

% :F80 X, 5 M PPPoE AL F#7 = —RAIZRVET,

F80:V01.02(00) ARG H7R—Fk

[ s 1 PPPOE 6 % ENAN 2 TREFET 3

Router (config) #interface pppoe 6
Router (config-if pppoe 1) #fpppoe interface ewan 2

I:va%ﬁ

pppoe interface <EWAN R— k>

B i52—5
INTG A—A REARE SREEF | BRREFEDOE
PPPOE A 47 =— A% 804 5, MR — e ts
. ELET, 1~2 P
EWAN 7= none Z¥EELT- AL X7 =—ATlL, PPPoE Z{£ [ |none AT
TEFEHA,

foosesannusga

EWAN 112 1~4, EWAN 2 |Z 5 23HEE S HiCnvEd,

| B

PPPoE A2 X7 = — A EET—FR
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PPPoE t#5E

Ipppoe service

Y= AL LR ELET, BHIIREDOLETHIEE A,
TaNAL LY AL R ESNTGE DI EPLETT,

Bmm1 v—ExamE LT ne jp BET 3

Router (config) #interface pppoe 1
Router (config-if pppoe 1) fpppoe service xxxxx.ne.jp

|:7>F%ﬁ

pppoe service <H—E XZ>

I/\"%%—’Sl

INTG A—5 REAR R E E A DIE
P—E2L TR [P —E AR ELET, (20 LFLANDO LT | A ]

foosesannusgea
RERLERES,

| B

PPPoE A2 X7 = — A EET—FR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ipppoe type

PPP @ IP il 72 h= )L T IP TR AZADV I = AN T AL WA R e L ET,
SRS DA host 3R E L, IP8/IP16 D EAHIZ LAN BlHEks DA lan LR ELET,

[ ssei 1 PPPoE & LAN I T B

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe type lan

|:7>F%ﬁ

pppoe type <¥EfE2 A T

|m5x—9
INGA—4H EBREAS 5% 7€ &0 HREDOIE
S ks o St ks o P h A -
AT PPPoE D2 A7 25 LET, la?ft W AT

Loosrezabuuga

host L CEIEL £,

I MimsRE ] TLANE) &%

MR X, IP TRV AR LD EIN S ToNLIERE, TLAN B 11X, IP 7R A EED 24 C
LIDIEREE L F T,

| B

PPPoE A2 %7 = — AR EET—NK
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PPPoE t#5E

I pppoe ncp

PPPoE ##5e i 1o 195 NCP 232 2L £, ipcp DEX (L IPCP %, ipvbep DE XL IPv6CP %,
both DEEIXF DM FAEMHL £,

a1 NeP i< IPOP 0 & S B

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #pppoe ncp ipcp

|:7>F%ﬁ

pppoe ncp <70 kL

I INTA—F
NS A—4 HENE REGE | HEEFOE
P PPP b#rhifhd 57 ahe ipep(IPvd), ipvecp |0 P
$%7maw(m@ikﬁmm@%xm@ﬂﬁﬁ%ﬁﬁbft1zﬁp HEA ]

foozesabuuse
IPCP ZfE L £,

Buce ez~

NCP (Network Control Protocol) &%, PPP DA 7> =G, PPP 285t 4 Aili#E Citfsg + 57 1k
VERET AR Ay — a4 57 ahaL T,
PPP X, ¥ LCP(Link Control Protocol) {ZLV, Z® PPP &L D IANEHTHhD T =—1 g
VEITV, LCP ORI =gl B T LTtk EDIH7e 7 ahaL @ d oIy m—a
(NCP) 24772\ E97,

IPv4 Z38 3 7281217729 NCP % IPCP, IPv6 287 721217729 NCP % IPv6CP SV vET,
il 21X PPP ZHESr T HAH T LT, IPCP DUV AR E(E L, MENLATREDL AR A (ACK) %
A LT8G0, PPP BT IPvA OB S ATRIC 20 £,

ZIZTORREIL, PPP _ETIPv4/IPv6 DELEL (AW ) DBIEEITRW WD ERELE
‘é_o

fexes—r

PPPoE A X7 2 — AR EET—N
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip address

PPPOE A2 X7 x2—AD IP TRLAZELET,
PPP C. TRLAZE Y THNAr — ATl iXEDMLEITHVET A,
TORAE I RETHTRL AR ESNI- B A IR EL TLIEE N,

27EHI1 PPPE1 () IP7 FLR% 192.168.0.1 IS%ET %

Router (config) #interface pppoe 1
Router (config-if pppoe 1)#ip address 192.168.0.1

|:7>F%ﬁ

ip address <IP 7 KL X>

I INTG A=A
INTG A—4 HREAR REEE | ARBFOE
. ABT 2 — R ZEYCTH P TRUAEZREL |[IPvA TRLA |
IP 7RLA ey o B WEAS ]
| B

PPPoE A2 # 7 = — AZ TEE—R
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PPPoE t#5E

I Ip name-server

T RAZ S ER TSI TV AT, 7 a A E b E 7= DNS 3— 3D [P 7R
A AN LFET, EHTOBMPBP2WNGE L, RELRS OO FENERE A,

HEF1T TANAENLSDINSH—NDIPFRLRELT, F54<1) DNSH—/\:
158. xxx. xxx. 1. A& 1) DNS H—/\ : 158, xxx. xxx. 2 AN @S ht=

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip name-server 158.xxx.xxx.l 158.xxx.xxxX.2

|:v>p§ﬁ

ip name-server <DNS 7 FL X>

I/ﬁ’%)‘—’ﬂ
RS A—% RENE RERE |4BEOE
 [Persarnsmmsh pNs R o7RLA P TREA |,
SLR | : BIEA
NS 7RV s, i AW AT

¥ DNS 7RV ADEEEE X, AN LTNEIZ2OETHEIIZRDET, 3T, 22 A& TS
RT3 OAUBEEZANLTCORE LERLRVET,

fcosesannugea

PPP THE TERWGEIL, UV ANl 5 DNS HREA TS ER A, 12720, AR EE—R
@ ip name—server, proxydns default name—server I~ KRR EIILTCWDE AL, T HHDEHE
ERHLET,

F72, PPP THE TEI2G AR, FE LI DNS =0 [P 7L AR L ET,

IDNS e

DNS (% Domain Name System DT, ARARE DS [P TRV A (F7213F D) 2R LT3 AT A
DZETT,

ZDYVAT DD RANMLE [P TRV ADF B BT —Z R —ZNEEL ., TDT —H X
—RA%H ORARD I A DNS r—r kT,

DNS H— 3%, R OHRARE [P TRV ADM A G DT — XX =25 Ff> T Db Tl
Hr DR THRAA L DA DEDHRELRA L, DLW AN, OV 2 AN T T 5513,
fthod DNS H— NIZHIWA DD LWL > TV ET,

faxs—r

PPPoE A2 X7 = — A EET—FR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iip mtu

PPPoE A2 %7 =—AD MTU E&#fEELET,
7L ADSL £7713 B 7L YA/ LT PPPoE & #f 538551 MTU £4 1454byte LD kX
T D&, WETERLRDGARHVET O THEEL TLIEEN,

refresh I~ RBICH NI Ha~ 2 RT1,

I E%7EfI 1 PPPoE1 ) MTU &£ % 1400byte 129 %

Router (config) #interface pppoe 1
Router (config-if pppoe 1)4#ip mtu 1400

oo rest

ip mtu <MTU &>

I/\"%;‘—’Sl

INSA—4H BHALNES REEIF | HIREFDE
MTU £ MTU EZ248ELE T, |578~1492 A MEAS ]

foozesabunsgea

PPPOE A %7 =— AT 1454byte E720FE T, BEIIEFEOMLEITH F A,

IMTUEtIi?

MTU &1 (Max Transfer Unit) O T, MTU &1, @5, 1 2Ny N CIESIENTEDL P Xy
~IP ~ & +1P A a—R) DEEEWNET,

LY ADSL, B 7L T o856 TR TS IP Xy kT —27 D MTU fEAS 1454byte
272> TWET, L7223 T PPPoE 271+ ADSL ° B 7L oA L Tt o E1E, 0%
E% 1454 LA FIZEREL TLEEW,

| B

PPPoE A2 X7 = — A EET—FR
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PPPoE t#5E

I ipv6 mtu

PPPoE A2 %7 =—AD MTU E&#fEELET,
7L ADSL £7713 B 7L YA/ LT PPPoE & #f 538551 MTU £4 1454byte LD kX
T D&, WETERLRDGARHVET O THEEL TLIEEN,

refresh I~ RBICH NI Ha~ 2 RT1,

I E%7EfI 1 PPPoE1 ) MTU &£ % 1400byte 129 %

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ipv6e mtu 1400

oo rest

ipve mtu <MTU &>

I/\"%;‘—’Sl

INSA—4H BHALNES EREEIR  HREEFDE
MTU £ MTU EZ2$5ELET, |1280~1492 |AI& A Al

Loosezabuuga
PPPOE A > %7 =—ATIX 1454byte L7220 FE -, @HITE EOMEIIHY FH A,

IMTUEtIi?

MTU &1 (Max Transfer Unit) O T, MTU &1, @5, 1 2Ny N CIESIENTEDL P Xy
~IP ~ & +1P A a—R) DEEEWNET,

LY ADSL, B 7L T o856 TR TS IP Xy kT —27 D MTU fEAS 1454byte
272> TWET, L7223 T PPPoE 271+ ADSL ° B 7L oA L Tt o E1E, 0%
E% 1454 L NI EL TLIESNY,

| B

PPPoE A2 X7 = — A EET—FR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I mss
A BT = —AD MSS EEEELET,
FITELnet-F 2V —XTlL, TCP ~w & F 7L a2 Fn5 MSS [E2 /M Elic Xz 2L
NCTEFET,
ANy MEEDPILTODIEE R E A i L NS W OEICLE T,

refresh I~ RBICH NI A~ KT,

s5Em 1 LAN @ Nss E# 1300byte 293

Router (config) #mss lan 1 1300

|:7>F%ﬁ

mss <4 >3 7 —R%> <NMSS &>
mss ipsec <MSS {E>

I/\"%%—’Sl
NG A—4H BREAR % EEE HIREFDIE
lan 1
ewan 1~2

pppoe 1~24%1

ABT2=2G A BT 2= AEHRELET, ipsecit 1~500% A s A Al
tunnel 1~32
vlanif 1~16%?
MSS fEZfEEL £
off ZFEE LIS AL, MSS [EA AT L £ .
MSS i A, LA wpe o

ipseif DELA L. VPN L2720 MSS iz |°T
BELET, M
¥ 1:F80 MBFAIX. 1~512720FE 9,
¥ 2:F80 MFAIX. 1~32,
F100 DA 1L, 1~100 (2720 F T,
3% 3:vlanif DFEEIL. F80:V01.02(00), F100:V02.06(00) LY —k,
$¢4:1Psec interface LAAMZIRMEEND VPN L 7D MSS fEDIRELRVET,
% 5:ipsec. tunnel, pppoe DFEREMD FFRIZL. ipsec 1420, tunnel 1440, pppoe 1452 &720FE4,
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PPPoE t#5E

Loogesabuiga
BAL LT 2= AB Ny Mk DB, TREDMEE 7y MIED L TODfEZ L T/
SV OMEICLET, @FIIEEOLIEIHVEE A,

LAN interface: MTU £ -40

EWAN interface :MTU £ -40

PPPoE interface:MTU £ -40

[Psec interface :MTU £ —40

IPsec VPN selector: (3%/g IF @& MTU )-113
Tunnel interface: MTU & —40

VLANIF interface: MTU £ —40

Bussseixe
MSS (Maximum Segment Size)XiX, TCP TR TEDLT —HXDIx K&, | K BT AL RFAX,

exs—r

EARFREE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| DHCPH 517 > h ke

| DHCPYSA7UREL TS B DBRE

Idhcp—cl ient retries infinitely

ARRREIZEY, DHCP 7747 MEIEIZ B W TT KL ANES TE D ETT KL 2AHG B EA kT
L\iﬁ—o

refresh 2~ RRIZH N /2Ha~< R TT,

Daep1 7rizrmEcEsEcRERHEERET S

Router (config) #interface ewan 1
Router (config-if ewan 1) #dhcp-client retries infinitely

|:7>F§ﬁ

dhcp—client retries infinitely

I/\°5)‘—’5¢

INTA=LHTHVERE A,

foozrzabuige

DHCPDISCOVER % 2 AV 74 L TH DHCPOFFER MESHILARWEEAS . TR AR EIEL T H
HnE9,

bexs—+¢

EWAN A Z 7 =— AR TEE—NR
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DHOP 2 Z 4 7 > F #%6E

I ip address dhcp

EWAN A X7 = —AT, DHCP 7747 . M&REAE i+ 25A 12 ELET,

ADSL &5 AT PPP ##&UiL EWAN fH/iZ DHCP TF RL 2& @A 55727 — A2, CATV A
U H—Fw & DHCP TT RV AZE) Y CTHT A ZIZEHH L TWBE L, 20T —R T 4
HZENRHNET, MAL TS ADSL,CATV A2 Z—F M —E ATHEZ L TLEE Y,

ZDOFE—RDOEA . DHCP H— 30517547 M DI LLIE R ANM | DI EAFETRSNAGS
NHVET, ZOEAIL,. a~v L ROA T ar LU TR RESNT-NEZ R TEL TSN,

| BEGI1 EWAN A 22 I —RTDHP 4S54 7V MMikeE AT %

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip address dhcp

|:7>P%ﬁ

ip address dhep { client—id [{ ascii | hex} <254 7>k ID>] [[type <B4 T
>] [hostname <7xZR F%£>]]|[hostname <7kZX F&>]]| hostname<rk R

k%)
I ING A—4
NS A—AH BRERNE =% T B HIREEDIE
. |BK 63 3
ascll _
{ascii | hex)  |ZF47 M ID % ASCI £7-1%. T(ASCID [ |74 7N ID %A+
7747 MDD |hex THRELET, | ek 126 #7 | |T720
16 R
2547~ D
o e A3 ASCIL O |0
Py ITAT UMD DIATEREL | o o
ES =

2747 MDD 1

2 hex DS
RAN RANMLEEELET, 5K 63 08 RANG FAHF 720
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Loogesabuiga

DHCP 7747  MEREZE I CEER A,

IDHCP HSAT MSREE L

DHCP 7mh=L ZF LT, IP 7RV RAEDFHAZEF Y TTHHW, ZONEIZLIZn3->TIP
WEEA1T72OKREZR . DHCP 7747 v MEREL VW ET,

FITELnet-F 2 U—X1%. LAN A %7 =— 2T DHCP $#— \ffeE£7/-1Z DHCP UL ——=— =
NMEEREDME I X . EWAN A2 Z 7 = —Z T DHCP 7547 MEREZ i TX £,

BEE—F

EWAN A2 X7 = — AR ET—R
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DHOP 2 Z 4 7 > F #%6E

I ip dhcp—client dont-register—implicit-default-route

DHCP CTT7 RL Az B L7-BRC, BEIICT 7 4V ML— DB GkE T 72N I L ET,

F80:V01.04(00) LAREH7R—k
F100:V02.10(00) LA[&H7R—k

faen1 amuicForL b— FOBRETDEVNESIZTS

Router (config) #ip dhcp-client dont-register-implicit-default-route
Router (config) #

EEAE

ip dhep-client dont-register—implicit-default-route

| IS A—4
PTG A— BT EH A,

fcozezabuige
DHCP TT7 RV AZEUGLIZBRIC, BEIWIZT 74 /L MLV — DX EREI TV E T,

exss—r¢

AR EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iip mtu

EWAN A2 X7 2 —2ZD MTU EXEELET,

refresh I~ R ICEN /2D~ R T,

REMH 1 EWAN @ MTU % 1400byte [Z9 %

Router (config) #interface ewan 1
Router (config-if ewan 1)4#ip mtu 1400

|:7>F%ﬁ

ip mtu <MTU &>

I/\"%%—’Sl

INTA—4 BEABR R AEEFOE
MTU & MTU E2f8ELET, 256~1500 |4 WA A]

foosesannusga

1454byte L7e0ET, BHE IFEFOLETHVER A,

Biuseme

MTU &3 (Max Transfer Unit) OB T, MTU E &%, 8%, 1| Ny NCESIENTEXL P Xy
RIP ~y & +1P RAB—R) DREZNOWET,
FEHER 72 Ethernet Tk, MTU £1% 1500byte T,

B

EWAN A # 7 = — AR TEE—R
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DHOP 2 Z 4 7 > F #%6E

I ipv6 mtu

EWAN A2 X7 2 —2ZD MTU EXEELET,

refresh I~ R ICEN /2D~ R T,

REMH 1 EWAN @ MTU % 1400byte [Z9 %

Router (config) #interface ewan 1
Router (config-if ewan 1) #ipv6 mtu 1400

|:7>F%ﬁ

ipve mtu <MTU &>

I/\"%%—’Sl

INSA—4H BHANES EREEIR  HREEFDE
MTU £ MTU E&$5ELE7, 1280~1500 |AH& A~ Al

Loosrezabuuga
1454byte L7V &, WHFITE T OLEIHV EE A

Biuseme

MTU &3 (Max Transfer Unit) OB T, MTU E &%, 8%, 1| Ny NCESIENTEXL P Xy
RIP ~y & +1P RAB—R) DREZNOWET,
FEHER 72 Ethernet Tk, MTU £1% 1500byte T,

B

EWAN A # 7 = — AR TEE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| DHCPV6 547 > MHkE

| DHOPV6 51 7o MlREE AT - DB

Iaddress—pool enable [F100/F1000 o< > K]

KAav U RERETHIET, TRVAT = L2 HHLET,

F100:V02.08(00) LAB& 7 R—b
F1000:V02.08(00) LAFEH7R—

faen 7ELT—LEEDIZT S

Router (config) #address-pool ipvé 1
Router (config-address-pool-ipv6) # address-pool enable

o> rest

address—pool enable

|,<3x—9

INTA=HTHVERE A,

Loosezabunga

TRUAT — VTR A 720 FE 9,

| B

IPv6 7RV AT — LR EE—NR
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DHCPv6 2 Z 1 7 > EEEE

Iaddress—pool ipv6 [F100/F1000 o< > K]

IPv6 DT RL A — LR ETHIZ0IC, IPv6 TRV AT — LR EE—RICBITLET,
BEERENHIH A X, 7 — V4 Tsort LC, —HFILIHEDTRL AT — VDBV ET,

F100:V02.08(00) LAfEH7R—k
F1000:V02.08(00) LAfEH7R—

Bssm P67 FLRT-ABEE— FIZBATS

Router (config) faddress-pool ipve 1
Router (config-address-pool-ipvo) #

I:va%ﬁ

address—pool ipv6 <7 FL R T—)L£&>

IN%%—@

NS A—4H BREAR SRESHE | AIREFDE
16 SCFLIN

TRLVAT =% [ TRLVAS — VAT ERELET, DL

BT

foosesrannusga

IPv6 7R A — LD ENTZEE A,

be=ss—r

EAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ipv6 address address—-pool [F100/F1000 a< > K]

TRUART —03b, /64 ZUIVHL T, Ao X7 2 —ADTRLAELTEN Y TET,

TRV AT — B0 Y TRIBEZR /64 N2WEAIE, B0 Y CTEEA (713 H L7220,

TRUADEN Y TR A[REII R o7 H A7 C, TR AR BN Y TES,

Fo  BEHLTWDTRLARME 2L L E7p > 72354 (1] : DHCP 7747 > b RENEW T#722% 7
L7 4 P ANED Y THONIZE) 13, TRUARZBELET,

RAIZEVEAT L CWA T L7 4o 7 A0ME R IR 72 o 7= 855 1%, Valid/Preferred Lifetime % 0 &
T5HRAZEGBLET,

F100:V02.08(00) L& 7R—k
F1000:V02.08(00) LAB&H7R—bk

BEHI1 T RLRT—)LE (DHCPvE) MH7 KLRZEIYH TS

Router (config) #interface lanl
Router (config-if lanl) # ipv6 address address-pool DHCPv6 prefix-length 64

|:7>F%ﬁ

ipv6 address address—pool <7 KL A F—JL&> prefix-length <TL T4 v O RE>
[interface-id </ 2 27 xz—X ID>]

| NS A—A
INTA—4H HERR R AREOE
o /64 ZEHLTEW Y TATRL AT — A 4% |16 TFLUN |,
LA — )L ; BREA
TR A S — L4, bl £ DL HBWEA AT
TVITg VAR [TV TV AR EIRELET, 64 e LNl
IPv6 7R A

A BT 2—AID  |BRY LD H T 2—ADT R AR ELET, BWEAT]

=

fcozezabuige
AL BT 2—=ADT RLAEL T, TRVAT — VAR L ER A,

exs—r

LAN A2 BT = — AR EET—R
WAN AL HZT 2 — AR TEET—R
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DHCPv6 2 Z 1 7 > EEEE

I ipv6 dhep client [F100/F1000 3 < > K]

DHCPv6 7547 » MEREA 5 TE LT~ DHCPV6 7I9A T L "X a7 7 AV iE CElfES Y £,
DHCPv6 ZEMESEAA L AT =— AL | A BT 2 —AD IRV ET,

F100:V02.08(00) LAfEH7R—k
F1000:V02.08(00) LAfEH7R—

R i1 DHCPY6 £ 547> T 077 A LAFE DHOPVE 1 &3 %

Router (config) #interface lanl
Router (config-if lanl)# ipv6 dhcp client DHCPv6 1

I:va%ﬁ

ipv6 dhep client <A 774 IL%&>

B i5x—5
K5 A—% BRENE REHE  AREOE
FRELI- AL 27 =—AT DHCPv6 FBEZ BN ES 16 SC0L
TATTANA [EBBED ITATANTOTTANEREL | R A

ijqo

foosesrannusga
FBELTWAA L Z T =—ATlE,. DHCPv6 7747 U RSEMEL £48 A,

exs—r

LAN A2 BT =— AR EET—R
WAN A2 2T = — AR TEET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ioption—request prefix—delegation [F100/F1000 o< > K]

Prefix Delegation Z# 35K 3 A A 18 ELE T,

BENSNI= T VT 47 A1, address—pool THRE T HA RO T — /WIMRE L, LB 1 (fth IF TO
DHCP H— EESE) ICFIH TEHIENTEET,

ARa<w RRRESHTODEATE. OPTIONIA_PD 251 T SOLICIT Ayt — 2 5L £,

F100:V02.08(00) L& 7R—k
F1000:V02.08(00) LA H7R—

Bsth 1 BaEntTLI vy ABERES S address-pool £Fi% DHOPVE 1 &5

Router (config) #ipv6 dhcp client-profile dhcpv6
Router (config-ipv6-dhcp-client-prof)# option-request prefix-
delegation delegates address-pool DHCPv6 1 prefix-length 64

|:7>F%ﬁ

option-request prefix-delegation delegates address—pool <7 KL X J—)L£&>
prefix—length <FL T 4 v H R{E>

I INTG A=A
INT A—4 BREARNR REEE  AREBOE
. . WBHSNT=T VT4 I AMEERETDHTRUA (16 CTFLN |, -
N — X 0 . 7 % N
TRVAT =N\ e e L oy |
TVI4y Ml | TV TV AMEERTRELET, 64 B WA ]

Loosrezabuuga
Prefix Delegation Z 25 sR L £,

B

DHCPv6 77 AT a7 7 AV EET—R
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IPV6 Jb—TF 1 > O DRE

| IPv6 L—T 12T DB

| IPv6 PRL RZ5E

I ipv6 address

AR T2 —AD [Pv6 TRUA(Za— LY ra—H L) 8 ELET,

U rma—J )L 7 RL 2GR E L2128 81%, BUI-64 TG DU 7 a— L 7 RL 20 H B Tf%
ESNET,

FITELnet-F S V—RATIiL, 12D AL Z T 2—AZ4 DD a— LT R AGFRETHIENTE
3

D1 JLo 0 v p % 2002:1004: /64 EUI-64 R THET %

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 address 2002:1004::/64 eui-64

Depiz yrrao—hL7 FLRE, fe0::1 ISBET S

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 address fe80::1 link-local

I:7>P%K

ipv6 address { <IPv6 7 KL A> link-local | <IPv6 L 74 w4 ZX> [eui-64] }

I INTGA—4
INTA—4 BENE R B HBREEFDIE
. IPv6 V> rma—h VT R A% . R N
N A > NS B WEAR
[Pv6 771 L%t [Pv6 771 AL BT
UN — N NYY
link—local Vor 7B ANT REATHLH; link-local HREAT]

AIHELET,
f;ti; V74 1;26 TV T4y I AEFRELE ;;;;%7 VT4 T A W]
BTG a3 a—
ity (SIS T e o,
HET DL BIRELET, RA TIEEF BT LT 4y
JARZDHEHLET,

BARTURIE:30 =N EELEK)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

foozesabuuse

A BT 2— AT IPv6 TRUANE Y THNET A,

| B

LAN AL X7 2 — AR EET—K
EWAN AL H# 7 = — AR EET—NR
=T R T A BT 2 — AR EET—R
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IPV6 Jb—T 17 2T D

BRE

I ipv6 address autoconfig

AR T = — AT Stateless Address Autoconfiguration Z{# AL, IPv6 7Rl A% HEERELF T,
KR EEITOH AL, ipvb nd receive—ra I~ RO ENDMIETT,

F80:V01.02(00) ARG H7R—Fk
F100:V02.06(00) LAFEH7R—k

Bsem RAEZETE L8 T—REEIMI LT3

Router (config) #interface ewan 1
Router (config-if ewan 1)# ipvé6 address autoconfig

I:va%ﬁ

ipv6 address autoconfig [interface-id <4 2 7 x—X |ID>]

B i5x—5
INTG A=A BHANES RSB HERFFDIE
e
A BT =—A |Stateless Address Autoconfiguration {233\ ?4 b BUI-64 B3t
L XXXX I XXXK: Xxxx:xxxx |EUI- 7
D THMT B8 72— D HARELET, (g o -
o

foosesrannusga

Stateless Address Autoconfiguration (2557 KL A HBENEID Y CTAITWER A,

exs—r

LAN A2 BT =— AR EE—R
EWAN AL HZ T = — AR EET—NR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ipv6 enable

AR T 2 — AT a— LT R AZEN Y T4 (ipv6 address 2~ REHEH LRV Vo r7mo—
HIVT R AD T IPv6 {5 217720 ([Rl—V 7 IND B D5d(E) G a g €L ET,

Besm INA2592—2% Urs0—NLT ELRAOHTERT S

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 enable

|:7>F%ﬁ

ipv6 enable

I/\"%%—’Sl

INTA=HIHVEE A,

foosesannusga

ipv6 address 2~ R T, IPv6 7RV AZ I RINICE E LR WES . Vo Za— i )L T R ADE|D Y
THOIFEHE A,

| B

LAN A2 57 2— AR EE—F
EWAN A2 X7 =— AR EE—NK
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IPV6 Jb—TF 1 > O DRE

I ICMPv6 [ZB84 2R

I ipvé icmp error-ratelimit

AZEED, ICMP 2l > C=T7—%EF T DD, 1 RIZER TR KER /7y MIEsREL
F9, 1 BRNCHE T2 3 NI B & Bl L= 3551, RO 1 B ECTHEEMIELET,

0 ZHRTELTZHA . ICMP =7 — Ayt — B OV REDIRECT Avb—I Lk 2SN EE A,

Ty MR, F—SEE DT ORI > TLEIOABIHERET T,

refresh A< RRRICH /0B~ RTT,

Basem1 T5—ryrge BR300y MBbETS

Router (config) #ipv6 icmp error-ratelimit 300

I:va%ﬁ

ipv6 icmp error-ratelimit {/84 v REU/FY | unlimit]

| IS A—4
INTGA—4 BRERNE RTEEFE | AREDOE
. [Pv6 ICMP TxF7—% 559 B0 | BRENZEE 0~ .
- /J\ s N
STINB | kR o 1 0147483647 | P
- ICMP 27— At~ 5 LU REDIRECT Ave— | —

OV —MlfRZATWEE A,

Loogesabanss
100 /37y b/ ESIVE T,

fir <o i 58y roiEE

[Pv6 TD ICMP =7 — 37y NZIiE, UL FOFEERHVET,
Type ABE
1 AL Ty bOFEIEA~DHHEN TE2UN
2 NIy RERMTU EXVREWZD | 55 TERWN
3 Ry T HDRIREZ 7272 | Rk TERAR N
4 [IPv6 ~o & (EBRA~yZ ZEte) EF B ULIEARA
137 |HHkSE AR DN — 2 AR L= A imEn

| B

EARFEE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ipv6 hop-Iimit

Hop limit &%, Z D/ "R BIEE RIRE/ 27> 7 40T, 213, Hop limit (271007 235% B ST
WDy MEL BEETCD ) —RD35, 100Hop DSEEETIXBETEXETN, FNLVdEnxy T —
TNV BIFETERNWI LA ERLET,

AAEETIL, BEDHEET S IPv6 237w bd Hop limit i, BLOALEE A RA 2355535
A2, RA ®”current hop limit "IZ ANDEA R ETEFE T, RA #5225 L7=/—NRIZL, “current hop
limit” DfE%, 261575 IPv6 237y b | IPv6 ~o & H1IZ&H D Hop limit (2 AILET,

Bem 1 RAD current hop limit %, 100 £9°5

Router (config) #ipv6 hop-limit 100

|:7>F%ﬁ

ipv6 hop-limit <gXKtwv T

| NS A—4
INSA—4H BRERNE REERH HIRBEFDE
KRBT H | HH E21X RA THl%E19% hop-limit fEZFXELE T, |1~255 AR

foosesannusgea

AIEE B Y NEET S8y R0 Hop limit B 64, RA TE{E3 % current hop limit 1% 0 (JL—
HIFTHIELRN) E7R0FET,

| B

HAREE—F
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IPV6 Jb—TF 1 > O DRE

I ipv6 hoplimit-receive—enable

Z{Z L7~ RA THEESN T CurHopLimit fEE2 A 2T A% AT ELET,

HNELT-HA . ZE L RA ICHLESN TV CurHopLimit iz sy 77Uy Ml e L TFE L
‘g_o

ZN

R

EXITHOHETL, ipv6 nd receive—ra I~ RDOFRENMLEL T,
F100:V02.06(00) L& 7R—k
F1000:V02.06(00) LAB&H7R—bk

EHI1T OEWANI A U2 D —AMSZELERAICRE SN TLVAS CurHopLimit fExEHw TV
Sy MEET D

Router (config) #interface ewan 1
Router (config) # ipvé hoplimit-receive-enable

o< rest

ipv6 hoplimit-receive—enable

I NS A—4H
INTA=HTHVFER A,

foozesabunsgea

ipv6 hop—limit I~ RO EIHEVET,

fexes—r

LAN A2 B 7 2 — AR ET—NR
EWAN A2 Z 7 = — AR ET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ipv6 nd receive-ra

ARaw RERETDHIEIZEY, RA ZZETHA/F 72— AL LET,
RICAY 47 x—AT, ipv6 nd send-ra N ESILTCWAIGEITIRT ZH 1L, RA OXE /%215
DEWEZITI2NER A,

F100:V02.06(00) L& 7R—k
F1000:V02.06(00) LAfEH7R—

Besem 1 RAEZETE L5 T—REEIMI LT3

Router (config) #interface ewan 1
Router (config-if ewan 1)# ipvé6 nd receive-ra

I:va%ﬁ

ipvé nd receive-ra

I/\"%;‘—’;‘l

INTA=LHTHVERE A,

fcozezabuige

RA Z3ZEL CH ML £,

exss—r¢

LAN A2 BT = — AR EE—R
EWAN AL Z T = — AR EET—NR
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IPV6 Jb—TF 1 > O DRE

I ipv6 nd rs—delay

AL HT =AW UP L THRMID RS 55 FCTOERIERE SR B LI O EFMEE R ELET,
ipv6 nd rs—times 2w R CIRE LB ET, X E LI AEMETRS 2550 E7,
ARa<Rid, ipv6 nd receive—ra I~ RNRESIVTWDGEDILHFELRDET,

F100:V02.08(00) L& 7R—k

! REMB 1 RAICRS ZEETHETOEERMZ ST, TORIOVEEZITERET D

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd rs-delay 5 30

|:7>F%ﬁ

ipv6 nd rs-delay <RS #][EI:E{E:EERERD> <RS E{EfEIR>

I/\"%%—’Sl

NS A—AH REAR RESHE  AREBOE
RS FIELE(E (Ao X7 2—RA8 UP LCTHRAID RS IHEFTOE
T IE PR ] FERER] (AL D) 248 ELE T,

WIEIE(E LARED RS 2515 kR (AL D) ZF5 &L

RS 25{F M 6@ e 4~3600 |EMEAH]

0~3600 |EHIEAH]

foosesrannusga
AT RS 25052 COMIEIN 0 B, WIEILAEIE 4 BB SR ELET

exs—r

LAN A 2T =— AR EET—N
EWAN AL Z T = — AR EET—NR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ipv6 nd rs—times

RS X5 BHAAHe . RA 3215 k72 W 5A D RS G RIEA R ELET,
ipv6 nd rs—delay 2~ R CHE LRI C. 5 E LTSGRy RS #1855 LF 7,
ARa<Rid, ipv6 nd receive—ra I~ RNRESIVTWDGEDILHFELRDET,

F100:V02.08(00) L& 7R—k

Bstmi RSoEEHRE 0EIZETS

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd rs-times 10

|:7>F%ﬁ

ipv6 nd rs—times <RS ZEF{E[EI%E>

|/\°5><—9
INSA—4 REARE SREEFE | AIREEDE
vimm RS DEARBRAATE | RA MEZAZHORZZV LA D RS 2% | .
RS }é{;[al%{ RS L{ Bﬁﬁn{ﬁ R/\75’x1 Hj;E LW D RS 15 O>.<,\,65535 %ngziﬁj

R E R ELET,
RS REEIEE 0 ITERELZE /X, RA BZETEXAETRS 2 EURITET,

Loosezabuuga

RS OEEEIFE 3 B2V ES,

| B

LAN A2 57 2— AR EE—F
EWAN A 27 = — AR EET—NR
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IPV6 Jb—TF 1 > O DRE

I ipv6 nd send-ra

ARIEFE D RA ZEETHNEINERELET,
ipv6 nd prefix-advertisement DX ENBHDGEIL, FRESNIZ TV T 4o 7 A HA B ET,
S HIE

ipv6 nd prefix—advertisement DFR ED72\GA L, ipv6 address I~ R TR ELTZAL H T =—
AZEYTOEND T LT 4o A maL £ 1,

Pasenn mzETs

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd send-ra

|:7>F%ﬁ

ipvé nd send-ra

I INTG A=A
INTA=HTHVER A,

Loosrezabuuga
RAZEELEE A,

Iszs—r

LAN A2 57 2— AR EE—F
EWAN A2 27 =— AR EET—NK
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iipv6 nd ra-interval

AELEDD RA ZEWIEE T 2800, A5 MR GRAL: D) Z3EL £,

Bien1 RAZ30BEECRETS

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd ra-interval 30

|:7>F%ﬁ

ipv6 nd ra-interval <RA DE{ERENE>

I/\"%%—’Sl

ING A —4 REAR RELHH HIEFFDIE
RA OXfEHINE |RA Z2EHE(E I DERO (S HME (RAL:F)  [3~1800 | WEA ]

foosesannusga

200 FPREIFE T RA 2352 %1,

bexs—+¢

LAN A2 57 2— AR EE—F
EWAN A2 X7 =— AR EET—NK
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IPV6 Jb—TF 1 > O DRE

Iipv6 nd ra-|ifetime

ARILEDIEIET D RA DIV—FTATZAMMEERELE T, lifetime fEIL, RA 2 5 L7/ —R25,
RA DEE 0NV —F 5T 74V NL—2 LT CE AR (B)) T,

Bsstmi RA lifetine #3000 B ET 3

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd ra-lifetime 3000

|:7>F%ﬁ

ipv6 nd ra-lifetime IL—2 5S4 T4 A LE>

I/\"%%—’Sl

NG A—H BHANES R EERR | HEREFDE
JV—HTATHAIME |RA TABRT DNV —XTA7 %A 2ME (FHEAL:FD) [0~9000 | HEA ]

foosesannusgea
1800 #&7eEd,

| B

LAN A2 57 2— AR EE—R
EWAN A2 X7 =— AR EE—NK
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ipv6 nd ns—interval

AREEE DN, RA 2255 D812, Retrans Timer fEE L CGlRETTAEZHELET,

ZD RA 2515 L7/ —NRiZ. NS (Neighbor Solicitation) Z 542K, 22 THELME (BA7:m
) MR cEELET,

FTo, RIEED NS 2 ETHEG ., ZOMEEHEHLES,

Dsem 1 N oExmmE 105 (10000m#) 75

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd ns-interval 10000

|:7>F%ﬁ

ipv6 nd ns—interval <RA T:@EZ013 % NS DE =R

I INTA—7B
NS A—4 HERE EXE SRR | B OfE
RATTIERITS - RA TN NS OFRRRIRES SO RZEEAT 1000~ oo
NS OFF LM |[FFE(E 9 HBRO R R (AL :m ) 3600000 |

foozesabunsgea

RA T3 0 GRIEE) AL, FITELnet-F > U—X% 1 #(1000m F) TEIEL £,

fsxes—r

LAN A2 57 2— AR EE—F
EWAN A2 27 =— AR EET—NK
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I ipv6 nd managed-config-flag

AIEE D RA (Router Advertisement) 255 T 2HFRC M 777 %717 M EINERELE
T, ZOaRURERELIESEAIEZ M 797 %"1"E LT RA X ELET,

M 7Z 7 MR35 TCD RA %5 L7-/—RI4, Stateless Auto Configuration CTl&7e<,
DHCPv6 72 D7 L 2 B #ihgx & (Stateful Auto Configuration) {729 ABENHY F 4,

faeni Wos55500%

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd managed-config-flag

|:7>F%ﬁ

ipv6 nd managed-config—flag

I INTG A=A
INTA=HTHVER A,

fcozrzabuige
M 7527%"0"LL T RA ZRXEL COET,

| EREs

LAN A2 57 2— AR EE—F
EWAN A2 27 =— AR EET—NK
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I ipv6 nd other—config-flag

AZEE DD RA (Router Advertisement) Z15(5 T2F5I2, O 777 %"1"LT 50 EINERELE
T, ZOaw U RERELESEAIL. O 797 %71"LL T RA X EL £,

O 777 N 171Z7e>TWD RA ZAG LT/ —RIiE, TRV AL ONE #ZE B Bk &3 572012,
AT =R I NIRRT a bV T AN ERHVET,

faeni 05555003

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 nd other-config-flag

|:7>F%ﬁ

ipv6 nd other—config—flag

I/\"%%—’Sl

INTA=HIHVEE A,

Loosrezabuuga

O 757 %70"L LT RA ZEELTWVET,

| EREs

LAN A2 57 2— AR EE—F
EWAN A2 27 =— AR EET—NK

80



IPV6 JL—T 1 > T DRE

I ipv6 nd prefix-advertisement

RA THHT DT VT 407 AR ELET, ZORENRNIG AL LAN A 47 =— X ZH[D Y
TONIT VT 4y 7 R i@L £,

LA R THBHT DTV T4y I A RE T D561, TV 74y 7 ZEDIFNZ, [Valid
Lifetime | [ Prefferd Lifetime] lonlink 77" | [ Autoconfig 777 | b8 ELF T,

Valid Lifetine |27 L7 42 2% /—RME T 585 G fH PTHEZR I ] (7))

ZDTVT 47 A% ) —RMER T D561, 14700 257 R H
()

IR~V Mff e oo be kT 757

ZDTVT 4T A% ) —RINZAG LT85 12, Stateless Auto Configuration
TTRLAZERAL TRV E e 757

Prefferd Lifetime

‘onlink 757

Autoconfig 777

EEMF 1 RATEMTEIL I« v o X%E"2003:114::/64"(25%E (Valid Lifetime:500 Fb.

Prefferd Lifetime:400 #. Autoconfig 754 HY) 35

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd prefix-advertisement
2003:114::/64 500 400 autoconfig

|:v>p§ﬁ

ipv6 nd prefix-advertisement <IPv6 L 7 4 w4 X> <Valid Lifetime>
<{Prefferd Lifetime> [onlink] [autoconfig]

IN%%—@
L RkTA—E BRENS | BE#HE | AREOE
. RA Tiff IPV6 FL 74 I A%ZRTE IPV6 TL T4 | .
IPV6 LT A A Li;’jm% VO T AR Ny T R
o s
o T TR ——— —
Valid Lifetime \éfhd Lifetime fi (0L £5) & BEL & 229 so67905 |EHERTT
. o AT N A= ~
Prefferd Lifetime gliefferd Lifetime fif (WL : £9) ZRUEL & 2294967295 BWEA ]
onlink Onlink 77/ £ CHBEIAMNELET, onlink |k 777E
autoconfis Autoconfig 777 ZNL CAHGAICHRTELE autoconfig Autoconfig 77
B T 2SETAR N
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foozesabuuse

ipv6 address I< R TIRELTZ 7L 74w 7 AMilia RA THALET,

| B

LAN A2 AT 2 — A EE—R
EWAN A&7 =— A EET—R
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BRE

I ipv6 nd reachable-time

AREEE N E(E9 5D RA @ reachable time fEZ X EL £,

EX7EHI 1 reachable time {E% 15000 [ZE2E 4 %

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 nd reachable-time 15000

|:7>F%ﬁ

ipv6 nd reachable-time <Reachable Time {E>

I/\"%%—’Sl

NG A—%H BRERNSE REEER  ARREFDIE
Reachable Time fl |Reachable Time fEZfFELFET (BN :m #) |0-3600000 & IEAS AT

foosesannusga

30000m FHE7RDEH,

bexs—+¢

LAN A2 57 2— AR EE—F
EWAN A2 X7 =— AR EET—NK
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I ipv6 ns—interval-receive—enable

ZAE LT RA THRESIN TWA RetransTimer [Ex A zhE A58 18 EL £,

ZAG L7z RA THUESIL TS RetransTimer fHE, A2 # 7 = — R TR ESFL TS RetransTimer
1l (ipv6 nd ns—interval 2~>R) Z Ll L, NSV MEZE AL 57 =— A Retrans Timer fEE L CTEHL
*9,

RIEFITHOHETL, ipv6 nd receive—ra I~ ROFRENNLEL T,

F100:V02.06(00) LLf&H7R—k
F1000:V02.06(00) LAfEH7R—

fssem 1 BN 25 72— RTEME LT RA THE SN TL\B RetransTiner &AL T S

Router (config) #interface ewan 1
Router (config) # ipvé reachable-time-receive-enable

I:va%ﬁ

ipvé ns—interval-receive—enable

I/\"%;‘—’;‘l

INTA=FTHVERE A,

foosesrannusga

ipv6 nd ns—interval 2~ R DR EIZHEVVET,

exs—r

LAN A2 BT =— AR EE—R
EWAN AL HZ T = — AR EET—NR
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I ipv6 reachable-time-receive—enable

ZAE 7= RA THESHN TS Reachable Time [EAAZhETHB A ELET,

ZA5 U712 RA THIEZILTUD ReachableTime fEE, AL Z 7 2 — AR ESIL TN

ReachableTime f# (ipv6 nd reachable—time =~ F) Z bl L . /NSUVMEZ AL X T =—AD
BaseReachableTime fHE L TEHALET,

KRB EEATOS AL, ipvb nd receive—ra I~ FORBRENMETT,

F100:V02.06(00) LLf&H7R—k
F1000:V02.06(00) LAfEH7R—

I REHI1T OEWANT 4 2 7z —RTRIEL=RATHEE SN TL S Reachable Time [EZHIET S

Router (config) #interface ewan 1
Router (config) # ipvé reachable-time-receive-enable

I:va%ﬁ

ipv6 reachable-time-receive-enable

| IS A—4
PTG A— B FI) EH A,

foosesrannusga

ipv6 nd reachable—time I~ R DR EIZHEVVE T,

exs—r

LAN A2 BT =— AR EE—R
EWAN AL HZ T = — AR EET—NR
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| RiPng

I ipve prefix—1list

IPv6 DTV 7 47 AVANMEHAH ELET,

TV T 4 AYANT, RIPng CIRE T2,/ JRELRWT VT 4o A%l T 57O HLET,

ARa<w BT, VT4 Ml FFATH0EINEFRE L. RIPng —E AR EET—RD,
distribute-list 2~ R C, JRETD/ ZIFAND TV T4V ABFRET HIcOIL, KA~ R CTEIE
L= L7497 AV AN S H R ELE T,

refresh I< > RZIZH N/ Ha~ R TT,

Baep 3ffe 100 /64 #HATHTILIA v I RYR L (R PES 1) EHEAT D

Router (config) #ipve prefix-list 1 permit 3ffe:100::/64

I:va%ﬁ

ipv6 prefix—list <1y X F&ES> <permit | deny > <IPv6 TL T4 v o RX>

I ING A —4
NG A—H BEARE BT | HEREFOE
YARNEH TV T 4 A ARG B 1~99 AW T]
permit | deny zt;gzgig%iﬁigigirnnh FFRILZRWG AT gigsn s
Sy (LB ING T 7 L, P77 e

Loogesabuiga
ETO IPv6 B HA RiPng TEZELET,

| B

EARBEE—K
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I router ripng

RIPng ¥ —E AREE—R~BTLET, RIPng DAFIREET TV T,

ZEH 1 RIPng H—ERBEE— RICBTTS

Router (config) # router ripng
Router (config-ripng) #

| ERPA =

router ripng

INE%—Q
INTA=ZTIHVEE A,

fcozrzabuige
RIPng Al T &4 A,

| B

AR EE—F
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I network

RIPng —E AZARMS B0 H T 2 — 2% AL BT 2 — A LT IPvE TRV AR CIEL £
—a_o

refresh I< > RRRICH /0B~ RTY,

Baem1 LN 255 z—2TRIPe #BAT S

Router (config) #router ripng
Router (config-ripng) # network lan 1

|:7>F%ﬁ

network { </ %271 —X%&> | <IPV6 7 FLR> }

I NG A—7H
INTG A—4H BAANES & EEE HIREFDIE
lan 1
ewan 1~2
==y AN — =z e )
P §;§%@m¢g4/&7i ot |
° dialer 1~20%? BWEAS A]
vlanif 1~16
== ZA — ~ ‘
IPv6 THL % RIPng Z#EH 5% 7 = %«ﬁ/?lR%TFVX%i

72— A0 IPv6 TR ATHRELET,

%1:F80 MEA X, 1~512720%F 7,
¥2:F100 DAIEEFBETT,

foozesabunsge

B2TCDOAHT 2—AT RIPng ZiEMALE YA,

fsxes—r

RIPng #—E A EET—N
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Idistribute—list

RIPng BEZ KL CIANZI L T DR IEERITIRVET,

ipv6 prefix—list A< R TR TELIZ TV 7407 ADTERD I a2 1T NIVD, ST AdZaun, £7201%
EETDIEELR NV ST Rl AZ T/ 2N TEE T,

Fio, TANEZV T RIEETIROTZD DAL E T = — AR ETHIEL TEET,

refresh I~ RBICH NI A~ KT,

[ semi 1 3ffe:101:220::/64 DTLT 4 v ) AEROHEZ I3

Router (config) fprefix-1list 1 permit 3ffe:101:220::/64

Router (config) #router ripng
Router (config-ripng) # distribute-list prefix 1 in

Bapia 3ffe101:220:: /64 DI LT 1 v o RIEH/OB ER-IE LB

Router (config) #prefix-1list 1 deny 3ffe:101:220::/64

Router (config) #router ripng
Router (config-ripng) # distribute-list prefix 1 out

I%EMs 3ffe:101:220:: /64 DT LT 4 v R1EHE. LANASIEZIE LG

Router (config) #prefix-1ist 1 deny 3ffe:101:220::/64

Router (config) #router ripng
Router (config-ripng) # distribute-list prefix 1 in lan 1

|:7>P%K

distribute-list prefix <prefix&EE> { in | out} [41 42 7x—R4%]

89



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I INTG A—5
INT A—4 BRENED REHE | EEEOIE
T SR 2 =} ==
orefix B pf/r;ﬁ;_ list 2~ R CHELIZVANE S EZ IR E 1~99 WA
, =15 (in) /215 (out) DEBLLTTANVHT D |in P
in out MEFRELET, out R
lan 1
(87 5 T A ST MDA 5T et o 2 L e s
L poe 1™~ ) - -
“ ELET dialer 1~20% |+ CE/
vlanif 1~16

¥1:F80 DFAIX, 1~5 12720 T,
¥2:F100 DAIEEREETT,

foozesabuusge

ETCDT VT4 A EZZLET,

fsxes—r

RIPng #—E A EET—N
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I redistribute
RIPng LIS D FE: CHUASL7- RIS #0095, RIPng CHEMT 5 FERARELET,

refresh A< RRRICH /0B~ RTT,

Basni1 257495 TBELBKIESE RIPhe THERHT

Router (config) #router ripng
Router (config-ripng) #redistribute static

Dsmse mEL— FoRBESERIPe TEEAT S

Router (config) #router ripng
Router (config-ripng) #redistribute connected

o> rest

redistribute <BE T S FIKIEHR>

B i34

INTG A—4H BHANES REEEE | ABREFDIE
RIPng LSO FB CHUS L= HH OB RIPng
THAT T AbDE4RELET,

d

RS2 connecte "

R connected | B ERE S kerr?el A A Al
kernel kernel |22y FEAVT IR IS 1 7 statie
static ABT A4 T N—T T R

Lcogesabuiga
RIPng TEARLIAGFROAEILEL T,

| B

RIPng —b A% € —K
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Idefault—information originate

B &% 7 74/ M—heL T, RIPng ClATT 20390 & ELET,

refresh A< RRRICH /0B~ RTT,

Ben1 o401 bL— L OEEERIP TRET S

Router (config) #router ripng
Router (config-ripng) #default-information originate

|:7>F%ﬁ

default-information originate

I/\"%%—’Sl

INTA=HIHVEE A,

Loosezabuuga

HE %7 74/ —he L TT@mml £ A,

| B2

ZOREIL, T 7 ANV DIEREF > TR EX|Z, RIPng TF 74 /L NV —ha @45
MEIMDIERETT,

BT A VRIETT T4V — R EL TN, v—T 4 7 7 aha)biZ K05 7 4L kL —
FMeZ B L QWA ZORTIZEST T 74V ML — D% RlPng TG LET,

B

RIPng % —E A EET—NK
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Itimers basic
RIPng (P32 FOX A~z ELET,

refresh A< RRRICH /0B~ RTT,

REF 1 TEXERRZE 20 7. BIRFREENETHFTTORMEZ 120 B, FBEFE®RZ RIP
T—IINLHEIRT 2FETORMZONET D

Router (config) #router ripng
Router (config-ripng) #timers basic 20 120 80

| EEPAs =

timers basic <EHXEMIE <BRIEREFEDNEIT HETORED
BRHIEREHIPRT 5 FE TORRED

NS A—%H BRERNR REEHE  HREFOE
EMN AN |RIP OB (AL D) 245 ELET . [5~2147483647 |EIEAS ]

RIP DV AR A% 5 LI Ip o Tk, 151
[EMA M LT AETORRE (B D) 25 E

TR 1 A Lt
A ez e L
. R TIED LT L—T 4 T F—T L)
DITHIBRESNE T,
R 1 BREIERA DL T, RIP 7T —7 LBl
THETOR] (BAL D) 2 ELE T, e
ﬁ%éi@]) ZOWRRETIL, RIP 77— /WZ AN v 7 16 TR 5~214T483647 R T

FFSIVCTRRE DN/ o T 2 I RELET,

foozesabuuse

BATDAE T+ ME
HIEAE IR 30
E% G A BN &9 D E CTORFH] 180
B IE A HIBRTHETOR  [120

?&@3%}

H

B

RIPng #—bE A EE—R
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I route

RIPng T2 N &E~=a 7 L CREELET,
TITCHRELRBESIL. RIPng CESETA-OE I SN ET, EEOAXT 197 /L—]
LTI EENEEAD THEEL TR,

refresh I~ RBICH NI Ha~ 2 RT1,

It 3ffe11::/64 DIEEHRE RIPne THEET 2

Router (config) #router ripng
Router (config-ripng) #route 3ffe:11::/64

|:7>P%K

route <RIPng TIL& 9 % Prefix>

I ING A—4
INTGA—AH BRERE Bk il HBREDIE
RIPng TIAET5 RIPng CINET DTV T 40T AGRE  |IPv6 TV T 40T A | .
. - AWEAST]
Prefix LFET, i

foozesabuuse

AT A7 ERITHVEE A,
redistribute <> ROIFE B L OEE LT RIPng [F DA%, RIPng CTRELET,

fexes—r

RIPng #F—E AR EE—R
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I aggregate—address

PREAE AL, TOE#H% RiPng ClERALET, BT DER3., EHI%OREIE RO %18
AL, ENSIN- TR EISNEE A,

ZOHEEEIZLY . RIPng CHHIT AT L 7 4o 7 ADEE LT e TE | Ry NI — 22 HNF]
HATDTENTEDHINNTET,

B2, L F DL —ATHZTT,

EWAN Lz, 3ffe:1::/64 v hT—7 3ffe:2::/64 T hT—7 3ffe:3::/64 Ry RT—72 e 25
NANA D 3ffe THLHHY NI =T DEZE AFAET D
LU
3ffe::/8 ELC, LAN {AIZ RIPng Ci@ %N

refresh I~ RZLICH NI/ D~ RTT,

a1 3ffe:100::/32 IC## L TRIPhE ZEMLET,

Router (config) #router ripng
Router (config-ripng) # aggregate-address 3ffe:100::/32

|:v>p§ﬁ

aggregate-address <&%D IPv6 TL 74 v o R>

B i52—5
INT A—A HEAR R EEE EREEFDIE
I D IPv6 T L7 4 [ ERI%D IPVv6 T T4 I AR ERTE |IPv6 T LT o7 W
A LET, A "

Loogesabaunss
Aggregate LEH A,

| B

RIPng —b A% € —K
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Loovsursons

I access—|ist

KEE DTy he 2Dy sOEME (Hflk or BEFE or FE 7 ANZV 7)) Z 4G ELE T, refresh
v U RRIZE N2 Ba~<w R T,

FBELI ATy NI LT OBRETHERLET,

« 7427 (ip access—group 2 RK)

T V27 (ip access—group 2 R)

A7y R AR (offset-list Z<K)

*RIP/BGP T&{E T2 AN v 7 E D45 E (distance =~ 2/K)

*BGP T3 T AR DR E (neighbor <IP-address> distribute-list @< K)

RIS OFE & (match ip address =< 2R)

*NextHop O#57E (match ip nexthop Z<K)

NAT ZHapi D7 KL AF5 7€ (ip nat inside 2= 2F)
ERFEIZ, ET AR R TRy MRELR %, e a 325 —RC HBEL:
T RAVANE S ERRELET,

refresh 3= RZIZHE N/ Da~RTT,

77 BAVAREHITONWT
KAEEDOT 7B AV ANE 1T L FOBERHVET,
TreRIANES A RENE

1~99, 1300~1999  [IPvd BEHERE [IPva (R 77 L AIRE

IPv4 X5 L,/ S8 e 7T RUAFRE
100~199. 2000~2699 |IPv4 fLIEZR T FahaL B S E

EIETT/ sa R — R SR E

3000~3499 1PV FEHERR T [PV 1%(5 7T,/ 58557 L ARRE
IPv6 557 KL AR E
3500~3999 IPv6 fLIERR & TakaE ST

EE T BN —NE SR E

BENT Y IOBEREIZ OV T
BRI ATy Mkt e300 BEEERIRET 2R ELET, PRk SRET 5513
permit, FEFEXRET D613 deny ZFEELET,
ZOREDVEIDIX, 74NEZV T/ RRIETEROFEE / NextHop DI EDT=DIZT 7B AU AR
EHRETDHHE DR TT, OB THE T 5541 permit ZH5EL TTEIV,
IP 7RV A& BHIE E
T HBAVARTV R T IPvA 7RV AZRE T DA, v A2 (Wildcard v A7) LT 1 =k
UCTRUAHPHA R E T HIENTEET,
Wildcard ¥ A%, 7 o b A7 LIFERNR RV ET O THEL TZEW, Wildcard v A7 &
A SN0 &/4 % S e V7O | 1T NS Tl A = S
%) 24bit ~ A% Wildcard ¥~ A7 CERBL T D55 L, 7 Ry b~ A7 TRITHYE OEN
Wildcard ~ A2 D 34:0.0.0.255
W7 Ry b A7 DA 1 255.255.255.0
#12) AN Wildcard A7 CRBLT DG L, 7 Ry M~ A7 TRITH5E DEN
Wildcard < A7 D#:4:0.0.0.0
YT R M AT DA 1 255.255.255.255
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R—IEEDIE
[Pv4/IPv6 HEIRFR & Tl, TCP/UDP iR —ME &2 ETHD &ﬁ)f%iﬂ“ ZORE, 74
/W)/ﬁ/fwwwé?)/ﬁ DFREDT-DOIZT 7B AVANARE T D5 A IR BBV ET, tho
R CTHRET AL, EHERETT 7 BRAVARAEEL TLEEN,

Bzsonsuy

A B —F O F FEG T84, BF2UT 4L UG IRAE EHENTWE
R
BT V) T RERETIE, LAN IS DA U 2 — oy MEEGHI T DINE T —Z LUIIME T 4L 21
7 (BEEE) THZENTEET,
BT ANE) T REREE T DAL, INIINDDT 72 A (Web 28) (X CE /e Ed, (77
VAL AT HT RV AZRETHI LT TEET)
72721, \/PN MEDZFIZEAL UL T AN T EHATWVER A

AREEE T, FH TNV T T 55618, access-list 2= RO JEME T, “dynamic” 5 &
Lia“o

I BREFI1 IPVABEET VR X R, 192.168.100.0/24 #5%FE 9T 5 (Fral@t)

Router (config) # access-list 1 permit
192.168.100.0 0.0.0.255

BREH 2 IPVAIRERT V2R X RZ, sre=192.168.100.0/24 dst=192. 168. 200. 0/24 % E%7E
95 (REFAIENMN)

Router (config) # access-1list 100 deny ip
192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255

BEHI3 IPV6IFEET VR R M, src=3ffe:110::/64 % dst=3ffe:111::/64 Z®ZET 5
(FFrIETE)

Router (config) # access-1list 3000 permit
3ffe:110::/64 3ffe:111::/64

EMHA IPV6YEEET Y R R M. src=any srcport=any dst=any dstport=80 ZiX%Ed 5
(FEFulE )

Router (config)# access-1list 3500 deny tcp any gt
0 any eqg 80

Dsmss 2Eo L8y s2EETS (PW)

Router (config) # access-1list 100 dynamic permit ip
any any

I:va%ﬁ

IPVAEET O A RA b+ (FOERAJAMES : 1~99, 1300~1999)
access—|ist <access—list ZFE> { permit | deny } {any | CEETIPF7 K
LR> GEfExWildecard ¥ 22> }[log] [count]
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IPVAYR 7O R UR N (7O ERJRRES : 100~199, 2000~2699)
access—|ist <access—list &F5> { [dynamic] permit | deny } <ZF@ koL
EBE> {any | host GEEFTIP7RFLA> | GREEFT IP7RLR> GEETT
Wildcard <X o> | [KiR— FEM> <TCP R— FBEB>] [<FR— FEME> <UDP 7R
— +&ES>] {any | host <BEEL IPF7 KLR> | <3B% IP7 KLR> <BE%E
Wildcard < x>} [ ICMP #4 7 1 [<FR— REM> <TCP R— +FES>] [KR
— FEM> <UDP 7R— +FEBD>] [[precedence {<precedence-
value>|<precedence-named-value>}] [tos {<tos-value>|<tos-named-
value>}1| [dscp {<dscp-value>|<dscp-named-value>}1] [ip-flag {<ip-
flag-value>|<ip-flag-value:wildcard mask>}][log] [count]

IPV6 ZBET IV ERJR N (FUER)RFES : 3000~3499)
access—|ist <access—list HFE> { permit | deny } { any | <GE{E5T IPv6 7
L74vo x>} {any | <5B% IPv6 LT 4 v42 x>} [count]

IPV6 #RER 7 V2R A N (7O R R FES : 35600~3999) access—|ist
<access—|ist &FS> { [dynamic] permit | deny } <70 3 JLES> { any |
GEEFTT IPV6E TL T4 v o R> | [KR— REM> <TCP R— FEE>] [<FR— b+
B> <UDPR— +FES>] {any | BB IPv6 TL T4y ZX>} [ ICMPv6 &
147 1 [KR—rEM> <TCP R— +rHEBD] [<FRK— rEME> <UDP R— +&ESD]
[tep-flag {<tcp-flag-value>|<tcpflag-value:wildcard-mask>}] [traffic-
class <traffic-class-value>|dscp {<dscp-level>|<dscp—-name>}] [flow-
label <flow-label-value>][count]

| 85 A—4
KT A—E | BERE e HE EHEEDE
[Pv4 {2
1~99
N 1
1300~1999 :&JZXM
IPv4 YE3E
100~199
N 1
st | ZhEnOROEREEEL || :%xm
aﬁcess 1st S e & : %‘lﬂﬁ%ﬂ
= ES [Pv6 %
3000~3499 |77t AU A
S
IPv6 $L9E
3500~3999 |77t AU A
S
2533 1
. Y s e . THTAVS)
dynamic acfarEL dynamic N A=A
S ’ TN
{ permit | HFRTR M, R R AR | permit |FFATRME | B A AT
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Cisco’s GRE
gre .
tunneling
. [CMP (IPv4 #5795
L S VRN
ICMPv6 (IPv6 i
icmpv6 |HET 7B AU AR
: A==V AN P A =1 8=y 53] .
PA=IN=Y” . 4 S
BT pemirl T Gl
lipinip [P ko /1
ltep  |TCP
ludp  |[UDP
0~ |[FararHsxr
255  fBE
BT A=K (TR AR — Mk
any HRE) T 2T IERTET S |any -
BlX any"# N JLET,
EETLIPTR | e o . L PN
BIEIPTE e L asieLe T, [P 7RL B BT
- EEILT RLAZHEPAfEE 357
=lEn DIZ, Wildeard v A7 &5 ELE  [IPvd TRLAJBR N
Wildcard A% +
%0 L . .
ARIPTRY gyl aniseLET, P TRLAIBR EHAR AT
545 Wildeard 56507 RUAZHIPHTE E 35729
\Z, Wildcard v AZZfRELE  |IPvd TRLAER AMEAT]
<A
7
IPv4 JEAET 78 AV AT, {2
host TC/ ST R AL TRART KL |host -
AEFRET DH IO ET,
HEETC IPv6 7 |IEETC IPv6 TV T 4y I REARTE ; . ST PN
LT R L IPv6 7'V 7 47 AFEA HWEA ]
565 IPv6 7'V 5656 IPv6 7L o 7 AEFRIEL , SR P
Sy F IPv6 7'V 7 17 2 HWEA ]
g TED ICMP 24~
administratively—
prohibited
7' b2V 5 emp ZAREL |alterr1ate—address N
. . @ ICMP
ICMP 247 TG &, RRET S ICMP 2o |conversion—error ;5;7 C
TERBELET,
|dod—host—prohibited
|dod—net—prohibited
|echo
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|echo—rep1y

general—parameter—
problem

|host—isolated

host—precedence—
unreachable

|host—redirect

|host—tos—redirect

|host—tos—unreachable

|host—unknown

|host—unreachable

|information—reply

|information—re quest

|mask—reply

|mask—request

|m0bile—redirect

|net—redirect

net—tos—redirect

|net—tos—unreachable
|net—unreachable

|network—unknown

|no—room—for—option

|option—missing

|packet—too—big

|parameter—problem

|port—unreachable

|precedence—unreachable

|protocol—unreachable

|reassembly—timeout

|redirect

|router—advertisement

|router—solicitation

|source—quench

|source—route—failed

|time—exceeded

|timestamp—reply

|timestamp—request
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|traceroute

|tt1—exceeded

|unreachable

ICMP %A 7fi (0~255)

[CMPv6 # A7
(IPv6)

bV 5T iempve AR E
L72%3 eI, k535 ICMPvb
BAT R ELET,

ICMPv6 %4~

|address—unreachab1e

administratively—
prohibited

|dest—unreachab1e

|echo—reply

|echo—request

|erroneous—header—ﬁeld

hop-limit-exceeded—in—
transit

|multicast—listener—done

|multicast—listener—query

|multicast—listener—report

|neighbor—advertisement

neighbor—solicitation

AETD

no—route—to—destination

ICMPv6 # A
—

|packet—too—big

|parameter—problem

|port—unreachable

reassembly—time—
exceeded

|redirect

|router—advertisement

|router—solicitation

|time—exceeded

unrecognized—next—
header

|unrecognized—option

ICMPv6 4 A7t (0~
255)

N—NgE M

R— &2 #iPH THRET 5720
(2 AR—=NEMEEEELET,

D

e

ETOHOR—R
(LR E 7

fEEd oW —hE

L A

L)
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| [BErEg

HiE T B — M
It [BEOASE—R
B S

FRET R —hE
neq |HLSOR—IE
ERAVSE

AN—hOFIH A
ETD

range

TCP R—hE
=2

Fahm)L T ep AR ELTSS
12,552 ld5 TCP AR— & 5%
FBELET,

TCP R— & 5

|bgp

|chargen

|cmd

|daytime

|discard

|domam

|echo

|exec

|ﬁnger

o

|ftp—data

|gopher

|hoﬂname

hdent

hrc

|k10gin

lkshell

|login

lIpd

|nntp

|phn—auto—rp

|pop2

|pop3

|snnp

|sunrpc

|syslog

|tacacs

|tacacs—ds
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ltalk

|telnet

|time

|uucp

whois

e

TCP R—h&H (0~
65535)

UDP "R—h &
%

ZahzL T udp R E LT
BT, 5 ET 5 UDP R—h &
FEEELET,

UDP A — 1

Ibiff

|bootpc

|bootps

|discard

|dnsix

|domain

|echo

|isakmp

|mobile—ip

|nameserver

|netbios—dgm

|netbios—ns
|netbios—ss
4T UDP
|ntp ° =
R—N &=

|pim—auto—rp

|rip

|snmp

|snmptrap

|sunrpc

|syslog

|tacacs

|tacacs—ds

ltalk

|tftp

|time

|Who

|xdmcp

UDP 7K — 1 5 (0~
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165535) |

precedence—
value

precedence-value % ELFE T,

(e}

~T7

A WA AT

precedence—
named-value

precedence—named-value 5% &

l./i—gqo

routine(0)
priority(1)
immediate(2)
flash(3)
flash—override(4)
critical(5)
internet(6)

etwork(7)

il iy

BT

tos—value

|tos—value ERELET,

0~15

A WA AT

tos—named-—
value

tos—named-value ZX EL £,

|min—momentary—cost(1)

|max—reliabﬂity(2)

|max—throughput(4)

|min—delay(8)

normal(0)

BT

dscp-value

dscp-value ZFHELE T,

0~63

A WA AT

dscp—named-—
value

dscp—named—-value #F% EL £
ﬁ_o

ef(101110b)
bf{000000b)
af11(001010b)
af12(001100b)
af13(001110b)
af21(010010b)
af22(010100b)
f23(010110b)
af31(011010b)
af32(011100b)
af33(011110b)
af41(100010b)
af42(100100b)
af43(100110b)

L

A WA AT

ip—flag—value

ip—flag-value Z5% ELE£7 ",

0~3, HL<IE, 0~3:0~3
(DANKRTI—R~<A7)

WA

tep—flag—value

tep—flag-value Z% EL£7°,

0~63, HLLIE, 0~63:0

~63(TA IR I —R~A
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) |
traffic—class— B 0~-255, HL<UI, 0~
traffic—class—value ZFR ELE T, 255:0~255 (A /LR H— |EHIEAA]
value .
r<22)
flow-label |ﬂowﬁabel R ELET, |ON1048575
IR NTANEY L TRERBIZIS
TREY M (ITHL) Iy M LT
IR, TANE) T a g TANEN T
log FLERSIET, log a7 & ikl
dynamic ¥§EDHE ., FEHL- ¥ A,
FET ANy NNy
IXEEELEE A,
HMEHEHREL T74 L2V L
T3y Mg S A MR ERIRLUE
count 7 count PTAREAT
*dynamic FEEDHEE . FEH LI~ FH A,
FETANZIey LT Ty b
IFELERLER A,

BRTURE ip access—group CTREEAIT 7~ access—list IZX%FL T, &k 1024 = N EEE 4

T 1024 =R
ipv4, ipv6 @O X G| | B LA TR K 1024 =R

BAE—T7 2—AEDOHIRES, BB ESETHRAK 1024 =N

DHREZEITHEWES

access—list LU= GEA A H T A,

REE—F

HEARREET—N
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I ipv6 access—group

access—list AV R THRELIEZIANAN T T —R%  Z A AT 2—ATHHLET,
TANEN T T —21E, AL E T 2 — A TG LTy MIEA T 200/ F A 27 2— |
BT 5y MO AT 20058 ETHMBENRHDET,

refresh I~ RBICH NI Ha~ 2 RT1,

Deem 1 accesslist 1 THELET—4 %, LN EEBISERT 3

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 access-group 1 out

D2 access-list 2 THELET—4%. LD SOREBICERT S

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 access-group 2 in

|:v>p§ﬁ

ip access—group <access—list 5> {in | out }

B i52—5
INT A—4 BEAS JEEE | AHEREFOE
access-list |TANHV T DT —HuFRE LT 7B AUARD  |<3000-3499> |
i BB ELE T, <3500-3999>
A BT 2= ATDZAGHE (in) /AL HFT 2= AN e 51
{in | out} BOEEEE (out) DEBLLTTANZY T T LD Ou'f%j ;H# A REA ]

AHRELET,

foozesabuuse

M AL H T 2= ATIL P Ny b T4V HV T2 L EH A,
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l IP74LA1TIZDNT
FBELT Sy NUAMTFHEL 72N oW o 723912, B2 U7 iR kD72 il 3 HHERE T,

| B

PPPoE A2 27 = — AR EE—NR
LAN A2 BT = — AR EET—R

EWAN AL H 7 2 — AR EET—NR
R HNA BT 22— AR TEET—R
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I ip stateful max—sessions

HERTANBY DT =T OB ERELET
ZIZTRETHREL, IPv4/IPv6 TIEF 325 B 74V Z ) 7T —T LDk L7 F9,

Deen 5o 18U 07— TL% 1638y 3V HRET D

Router (config) #ip stateful max-sessions 16384

I:va%ﬁ

ip stateful max-sessions <tzw < 3> %>

|/\°3><—9
K5 A—~ BENE wEiE | LBEOE
ﬁyym@&??74w&m¢%*%ﬂw0%ﬁ&%$ﬁbiﬁo?%&V B

Loosrezabuuga

FHETYNA) T T —T VD RFREUE, 2048 12720 ET,

bexs—+¢

EAREE—F
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| 287100 —F10 5 DB E

I ipvé route

ARIEFED | IPv6 AXT 4o I NV—NEfRELET,

PPPoE ° EWAN fifi 42354 1%, Nexthop @D IP 7 RL AN INSIRN T —ANHNET DT,
Nexthop EL AL E T = —RAA4RETHIEL TEET,

Nexthop IZ [Pv6 7R A (AL FT7 2— A TIZR2W) AR E LI A 1%, T D5EIE~D AN v 7 fiti%
FeETHZENTEET,

T 7 ANV — R RET %A, ST 0/0 7 ZRELET,

refresh A< RRRICH /0B~ RTT,

ERFI1 3ffe:2::/64 58D Nexthop % 3ffe:3::1 & B1BE (AR woIXIEFELALLY)

Router (config) #ipve route 3ffe:2::/64 3ffe:3::1

[ ssemi2 3ffe:2::/64580) Nexthop %, PPPOEI £ 8 7z —REF B 1HA

Router (config) #ipv6 route 3ffe:2::/64 pppoe 1

IEEEWJ:& FIHILEIL—FrEPPPOE1 A4 B2 71 —RETBHES

Router (config) #ipve route ::0/0 pppoe 1

I REB 4 RAEZEIET BIL—H % nexthop (CHEET HHE

Router (config) #ipv6e route 0::/0 fe80:3::1 ewan 1

RA ZXE TN —IPEEBAAELT GG ThBEIRA BEL—ZVAN ELTRERLET
RA BEN—HVAREIE, AL FT7 = —ADT D ETRIRT HIENTETET,

I:7>P%K

ipv6 route <BBETL T4 w4 X> { NextHop> [K<4 2B T7x—RX%&>] lan | ewan
pppoe | [distance] }
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I
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INHFEIZ DD, B RA &

A—4
L Rk5A—4 | BENE | BREmE | AR
e s [RET AT N—T 4 T DFESE IPVE T (IPvA TRV AT |,
b v SNV Sy & AW AT
56 5E~FET 5728 D NextHop D IPv6 [IPv6 7KL AJE 4)\/§;7f -
NextHop FRL ot T I AV
ERHVET,
NextHop IZHELIZH /IS, £D GW 23 fan 1 NeXtHOI: ”
. . R - e |ewan 1~2 [Pv6 7KL A%
BT 2 —RE |\E DAL T 2 — AIFAET DDIREL | PR
P pppoe 1~24™! G IE T HILE N
© tunnel 1~32  |HVFET,
llan $i e ~BIET B DAL 57 =— AL [lan 1
ewan VC%ELE?D ewan 1~2
- |PPPoE ®J9IZ, NextHop ® IP 7RL A — R

pppes AT DN —ZIMEIET DY AT HEE L [pppoe 1~24%
7,
i AZT A9 —T 47 D distance fHZ
distance poil o255 !
RARTURE

F80/F100:256 = K) Qv —TF 4275 —7 )V BE1X 512 = R))
F1000:1024 =R’ QV—FT 4275 —7 )V B A1 2048 = RY))

% 1:F80 MFATX, 1~5
3%2:distance fEIZ 255 ZRELT-HE, TORBERITEIBRNERVET,

REZTHENEE

B

BT A I N—T 4 IR ESHE A,
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=1

| vTuED®E

! ipv6 mtu

AR T = —AD MTU EZEELET,

refresh A< R ITHNT/RDa~ T,

I E%EHI 1 LAN D MTU £ % 1400byte (29 5

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 mtu 1400

I:va%ﬁ

ipv6 mtu <MTU &>

I ING A=~
INTGA—4H BERNE 5% 7€ &0 B
Jan 1280~ 1500
. 1280~1492
MTU £ MTU 58 LET, bppoe

ewan 1280~1500
tunnel 1280~1500

cogesannuga

HESEFDE

BT

BAHT7 2= IV T DIV ES, W ITEEDOLENTHVEE A,

LAN: 1500

PPPoE : 1454
EWAN: 1454
Tunnel: 1460

|mu§tw?

MTU &% (Max Transfer Unit) O T, MTU £ &1, @5 . 1 237y TIESIEN
F(IP ~y & +1P NABm—R) DRIEZWVWET,

TEH PNy

B
LAN AU X7 2 — AR EET—NR
PPPOE A2 %7 = — AR EE—N

EWAN A X7 = — AR EE—NR
h PNA BT 2 — AR ETET—R
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I ipv6 mtu-receive—enable

HELTCNWDA L BZT = — AT, Z[ZLT- RA O MTU 7> ar THRESNTWD MTU 2 A %)
LT AGAICHEELET,

HRYEUTZEA . ZELIZ MTU B&, RESHZ MTU E42HEL ., /NSUVMEREBEOA 27 =
—AD MTU EELFET,

KR TEZITHEE L. ipvb nd receive—ra I~ ROER ENDMLIE T,

refresh I R IZA N/ Ha~< L R TT,

F100:V02.06(00) L& 7R—k
F1000:V02.06(00) LABEH7R—k

Baemn Bwi (25 72—2T BELERONUA TS 3 TRESh TV M EEEMET S

Router (config) #interface ewan 1
Router (config-if ewan 1)# 1pv6 mtu-receive-enable

|:7>F%ﬁ

ipvé mtu-receive-enable

I/\"%%—’Sl

INTA=FTHVERE A,

foozezabuige

ipv6 mtu I~ ROFR EIHEVET,

B

LAN A2 R T = — AR EE—R
EWAN AL HZ T = — AR EET—NR
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Iﬁu&—w—ﬁwyﬁ

/52<vJoxs

I class—-map

DIAR T E—RIBITL, NI 740 & 38T 5073 77 AT #EHRLET,

T2~ —RTClL, match ip HL<I%, match ipv6 a2~ RIZLo>ThT 7 47 D43 FESAEN
BRESNET,

B OGN ESNT-A . match—any DA ML~ T, HEDO 4D OR o725,
AND St &2 EESNET,

[Pv4/IPv6 DIEWNZ IR ESNIZa~ I RANGEYE LRI 813, e E SIS FT R S
DO TIE7e AL EHITESIVET,

refresh I~ RBICH 253~ KT,

F100:V02.00(00) LABEHR—bk

Dsss1 2523y TBEE— FABALET,

Router (config) #class-map video-class
Router (config-class-map) #

|:7>p§ﬁ

class-map <V S AT Y T4 >

IN%%—@
NS A—4 LERE S LREEDIE
D52 TH |05 R T AR R ELET, 16 TN TFS [ AR T

foozesabuuse

DIGA Y T LNCKDNT T 4 7 D FEEATOER A,

exs—r

AR EE—R
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I match-any

[f]— class—map W CH#EELD match TS I=HE OEMELFTREL£7,
W)Y 1 20 mateh {TIZ< T LA T class—map (2 & L2 & WL £,

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

Baen1 PPoexUR PO I00ESLFI0BICRYFTHRT T VI EHRET D

Router (config) # class-map video-class

Router (class-map video-class)# match-any

Router (class-map video-class)# match ip access-group 100
Router (class-map video-class)# match ip access-group 101
Router (class-map video-class) # exit

o> rest

match-any

|,<5x—9
e e E< Y

Loogesabanss

4 TO match Ty T LG A, 77 A~y TG LI L £77,

LT, BER] 1 T match—any 2 E LR ST GA XL FO X0 ET,
Router (config) # class-map video-class
Router (class-map video-class)# match ip access-group 100
Router (class-map video-class)# match ip access-group 101
Router (class-map video-class) # exit

ZOWE P T7ERIARD 100 FIZ~yT 030 101 B~y FTHNT 7007555l UET,

[ ]
ol

SEE—F

JIA YT HEET—NR

114



IPV6 JL—T 1 > T DRE

Imatch ip/ipv6 access—group

VIR TN Ty T THNT T 49 0%  IP T 7 RAVAMIIVEHELET,

KT 7 42795 IPv4 23 hOHEA | match ipvé I~ RIZRRRALEZRD ET, Wi hT 7 122728 [Pv6
Iy MDA mateh ip A~ RIIARRALE 2D E T,

HELD match WEZRINT-HA ., ERSNZIRICFHE SV ET,

[i]— class—map (2B T match—any 2MEESHTWOBEEITIE, WP D match FTICH T 7 0>
IPEE Lo T 34 T4 class—map ICITE A Lo Tmb D LS ET,

match—any 235 EZILTWORWEGEIZIE, WT IO match ITICN T 70w 703 & L > T-35
B YT 5 classmap [ZITE A Lo lcb DS ET,

T B AYARD log & count TR ILET,

refresh I~ RBICH /A~ R T,

F100:V02.00(00) LA&EHHR—k

DEem1 P7oERUR IO N0EETYFTE T T4 v ELTEET S

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #fmatch ip access-group 2000
Router (config-class-map) ffexit

| EESIN &

match ip access—group <ext—ipvd 74U X 1) X &S > [input-interface (<4 >
27T —RAE> [port <IR— FEHEE>]}

match ipv6 access—group <ext-ipv6 7o X)X +&EE > [input-interface [<A
VAT —RE> [port <FR— FHEB>]}

I NG A—7H
CRSA—H | BENE  REEEE | ARBEOME
. IIAR TN Ty T THNT T 47
ext-ipv4 , T 1100~199. 2000 | ,.
_ 7\] A S ~
T R A ia;:ie); ipvd 7B A ARG 5 CTHIE 92699 B AN AT
lan 1
ewan:1~2
_ . _ pppoe 1~24%" | R
;{ Ny > «w N ..
ALHT — 2K, f&?\jj/f/j?@ii;i—i;ﬁzgg“/y dialer 1~20%* fi@/]}/§7i
RAELET e linsecif 1~5007%
vlanif 1~16
tunnel 1~32
- LAN A5 7= —2A0YBR— S | LAN A2 57 =—
7 BHRELET, . ADH—NE

¥1:F80 MFAIX. 1~5 12207,
% 2:F100 DA ZIRATRE T,
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¥ 3:F80 MIFAIL, 1~32,
F100 DA 1%, 1~100 122V FET,

foozesabuuse

HM TG A2 NG T4 7T~y F LER A

BEE—F

ITAR Y T REET—R
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Imatch ip/ipv6 input—interface

U522y TNTRF T HNT T 40 0% ANAE7 2= AZIBEELET,

N7 42703 IPv4 237 D 54A | match ipv6 2~ U RIIAREALE/RD F97, Wil T 7 427 )3 [Pv6
Xy hOEA | match ip I RIIARRILE/RDE T,

HHD match WEFRSINIZGE . EFRSNNEISFHGESVET, [ class-map (23T
match-any 23§ E SN TOAEAITIE, WO match TTICH T 7407 80 A LR~ T- 54
7% 9% class—map [ZIF# & L7e o Tb DS E T,

match—any 25 ESIVTUVVRWE AL, WP o match ITICNT 7 4w 7 8 & LR~ 725
A7 5 class—map [T A Lo Tcb DESET,

refresh I~ RBICH D~ R T,

F100:V02.00(00) L& 7R—k

Bsthi FS5o/ v ENETEI LA T —REEIN 1 ELTHES S

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #match ip input-interface ewan 1
Router (config-class-map) fexit

o~ rest

match ip input-interface [input-interface <4 >2 7T —X%&> [port <IR— FHESD]
match ipv6 input-interface [input-interface <4 >4 7 x—X%£> [port <h— FFES>]

I NS A—4H
INS A—4H BHALNES 5% T #EH LERFFDIE
lan 1
ewan 1~2
BT Ay UIA2 TN Ty T THNTT 497 |pppoe 1~24% | &2 TOALHT =
EANNAHET 2—ATHRELET, |dialer 1~20% |—2
ipsecif 1~500%°
vlanif 1~16
e LAN A2 87 2 — AW ER — &5 N LAN A ¥ 7 = —
PR lemELEs port 14—

%1:F80 DAL, 1~5 12D ET,
%2:F100 DAEIRFTRE T,
X% 3:F80 MIFA 1L, 1~32,

F100 DA 1%, 1~100 1272V FET,

foozesabuuse
EUITA T INT T4 1 E~wyF LER A

| B

ITAR Y T REET—R
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REDEPACELY

I action-map

actionmap E—RI|ZBITL. NI 7402567 7 ar ez LET,

FEATHHNZ LS TR —RESINRNT 73 arR0, IPv4/IPv6 DIEWZIER ESN Iz~ RD3%
BLARWIIRGE  fRESNE=T 7 aidmiisn g,

refresh 2~ R ICH N /ba~ 2 R TF,

F100:V02.00(00) LL[&HR—k

Poen1 7os a2y IBEE—FABATS

Router (config) faction-map stream-action
Router (config-action-map) #

I:va%ﬁ

action-map <703y 7L >

|/\°3><—9

ING A=A RERE REEH HEEFRDIE
Trvarsy T |\Trvarvy T AERELET, |16 SCFLINOIFS] B G R]

fcozezabuige

T A iﬂé}kéhi@/}uo

exss—r¢

BABEE—F
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Iset ipv6 next—hop

TovarEL T ATy MR EERELE T (R ——T 1 7),

HhiekfeDo 5 | distance fE2YH - EH/NSWHFRRE RGNV ET,

HhieH kDB okt distance ED/ NSO HRESEAN A — distance E CHEBUFIET DA .
config /R Tl FORED W HAIIET,

distance fEDEIESNIZHE DT 74V MET 17 ELFET,

HHESE DN BIE AR RE e . T ORI SN ET,

i = DR N R TEGERERSE . bLUTRESH TRV S set {iplipv6inext—hop
default 2MEESILCODE AL, BHE ONL—T 1 73 TlebitET, fEESI TR nIGEI
1, 2y NI HERRE Sy RE LU CEEIESNLE T,

Ry RN IPvA D56 set ipvb [FEERIIVE T, W/ RS IPve OG5 set ip IZERE L
F9, Ko< R, I/F ZEROYF—E AR — LU CRESNZSGA L, B REEREO—E A
RV — L TRESNT G EIZOREZIERD | /F EEREO—E AR — LU GRESI- S
Al RSN ET,

refresh 2~ RBRICH NI Ha~ 2 RT1,

F100:V02.00(00) LA&EHHR—k

I SEFI 1 Ny oS £ 2002:1004::1 [ distance 10 THRET S

Router (config) #action-map stream-action
Router (config-action-map) #set ipv6 next-hop 2002:1004::1 distance 10

|:v>p§ﬁ

set ipv6 next—hop <IP7 KL R> [4 2% 7 x—RX*][distance (1-255)]
set ipv6 next—hop <A >% 7 x—R*2 [distance (1-255)]
set ipv6 next—-hop default

| K5 A—4
L k5 A—F | BENE | BEEE | SKEOE
} SIS
[P 7RL A HESED IP 7RV AR ELET, ?6 TRUAR AMEATT
~ lan 1
« INextHop {2V 27— H /LT R A% R ELT-%
N _XXI . ~ _
AT 2R g T e DI DL T, evan b=
pppoe 1~24
PPPOE A2 47 =—AD I, 555 ~EET S L~ 945
AL B 72— 25 [feib® NextHop O IP TRV A b |00 00 0 A AT
WA ELET, ¢
\distance FhkSED distance %R ELET 1~255 1
RV — =T 4 T ETOTIC, WHONL—T .
7 R
default BB 2L BWEA AT

%3:F80 MIFEIT, 1~5 TR0 E T,
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foozesabuuse

Tk SRR E I T b L EE A,

I (3E) 70O k3)LD distance {&

o7 mh=ar o distance fEIL, LLF DI/ >TOET,
JokralL FTIAILKME| HE

AZT AT 1 2 AR
B —b - AL SN
BGP (external) 20

BGP (internal) 200 A H A HE
BGP (local) 200

RIP 120 Z2 Al HE
OSPF (external) 110

OSPF (inter-area) 110 X BRI HE
OSPF (intra—area) 110

IKE /L—h 0 IR A T]
SA-up /L—h 0 75 W A HE
REDUNDANCY /L—h |0 X H AT HE
EventAction /L—Fh 1 ZE W RIHE
AutoConfig 0 ZE T A A]

exs—r

TIvar<y T REE—NR
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xus—<viozs

Iclass

DIA=y T T I ar ka7 T = a ST T T4 2R T v a k&
TExRLET,

DI TANER SN A VAT L OT INT 7 Xy MR B S, &I~y T Lic
JTANKET AT 7 ar DN EITSNET,

[Fl— 07T A<y T I LT, —2DT 7 aryDHFRIR TEET ([Al— 7T A~ 7 Ik T
E, B 7 ET),

refresh I< > RRRICH /0B~ RTT,

F100:V02.00(00) LAfEH7R—b

IEQEW'H 95X w7 (video—class) &74 < 327wy (streamaction) ZxtiEDI+5%

Router (config)# policy-map stream-service

Router (config-policy-map) # class video-class action stream-action
Router (config-policy-map) # class audio-class action stream-action
Router (config-policy-map) # exit

I:7>P%K

class <class-map—-name> action <action-map—name>

I/\"%;‘—’Sl

INDA—4H BHANES R EEEH HREEDE
class—smap—name |class—map—name ZiX EL£7, 16 SCTFLIND ST | AN A]
action—-map—name |action—map—name % &L E7, 16 SCTFLIND T4 | AN ]

foosesannuga
IFA YT ET v ar EORIRTERSNEE A,

| B

RN —<v 7 REET—K
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I policy-map
policy-map E—RIZBEITL, V7 TASY T ICES TN 7 40 712k T ED LS 72l %
TR ERLET,

CITHRELER) Y —=y T B NI T HITIE, KA H 72— A ET—R T, “service—policy
input/output”’ 2= N THEEKLF T,

Fio. HREEERI — L —T 4 73 B8, “service—policy local” 2~ R TEERLFT,

refresh I~ RGZICHENI/R o~ RTT,

F100:V02.00(00) L& 7R—k

Ren1 Kus—<o IBEE—F~BITTS

Router (config) #policy-map stream-service
Router (config-policy-map) #

|:7>F%ﬁ

policy-map <policy-map—-name>

I/\"%%—’Sl

ING A—7H BERE % 7 &0 HIREFDIE
policy-map—name |policy-map—name Z 5% &L FT, 16 XTF-LANDSLTH| | IEAS ]

foozesabuuse

RV =<y T DOREEATIENTEEE A,

fsxes—r

HAREE—F
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I statistics update

WRHE MDA T A EATOMEIDEFRELET,

refresh I~ R ICEN /2D~ R T,

REH 1 MEHEBOHY Y LEITS

F100:V02.00(00) L& 7R—k

Router (config)# policy-map stream-service

Router (config-policy-map) # statistics update enable

Router (config-policy-map) # exit

o~ rest

statistics update {enable|disable}

I/\"%;‘—’Sl

INT A—4H BREAR

enable | disable

disable ($#2h) 2 AR EL £77,

foozesabuuse

SEHE RO A7 N enable (A %h) F721%.

REHE  ERFFOE

enable

disable AW AT

FAHEWMDA T A NATVER A

RN —<o 7 REET—K
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I‘k') —Ib—T 4 T HF® NextHop B54R

I ipvé polling—interval
RUS —I—T 4 TR N2 PRSI E I E W9 572012, FEE ST ke 1ok LT
TR N5 T DB Ipvb BEAR X M(Neighbor Sohth%ﬂu Fﬁﬁm?ff? ELET,
ARP F7213RANDX ¥ 27 —T VDS IREITV, [Pv6 TIEKEE ND6_LLINFO REACHABLE
ND6_LLINFO_STALE, ND6_LLINFO_DELAY. } Ot ND6_LLINFO PROBE THASSIZH LN Th

LEHESNET,
FHLIANT, AR ThRWEHIESET,
B ThAHSE RV ——T 7 HRE

Z DRI AN R L £, AR TRV

DR EEITVVET,
TEEBHRDOV 7L vy 2 TIIAERETOBERL Sy MG #

“Vi\at ESNTHREE ORISR HLEHEL
A1X. set ip next hop I~ R TERESNIZK

EBESNISREDANERVET,

refresh 2~ RBICH NI/ A~ R T,
F100:V02.01(00) LA[&HHR—

Den 65y L ORENBE 0BIZT 5

Router (config) #ipvé6 polling-interval 10

| EEPAs =
ipv6 polling-interval < BSfR/\4 v hZE{ERIRR >

|/\°5><—9
BRERNE REEIE | ARREBEDIE

ING A—4 EXTE
ﬁ“’ﬁﬁ/\/fﬂ\ Ipv6 BS54 M(Neighbor Solicit) D215 Hl % S0 ‘fﬁf'aﬁ W&z 5 f
AJLH—bbij—«

wlEME [fEELETS

foosesannusga
Bl o ORI 5 BICROESET.

B
HEAREET—N
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| PV4 L —F12 T DB

| PrELzO8E

I ip address

AHT2—AD P TRVA, T Ry M~ AT EFRELET,

faEp1 PPPOE 10D IP 7 KL X% 192.168.0. 1IBET S

Router (config) #interface pppoe 1
Router (config-if pppoe 1)4#ip address 192.168.0.1

I ZEHI 2 EWAN1D IP7 RFLRZ192.168.0. 1, TRy kT RY % 255.255.255.0 [CEXTET B

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip address 192.168.0.1 255.255.255.0

| ERPAs =

ip address <IP7 KLA> <HTHRy FTRID>

I INTGA—4
INTA—4 BENE R | HBBEFDIE
P 7R % ;’;f7i—x@:%lm‘é’uf5 IP 7RLAZHREL ;;:é?b“vx ST
T ke 2 ;’Q‘{gbé:;;xaz%ﬂ@%15%7‘7\%7%7*% ;;V;;WX WA

¥PPPoE BL U —F NI A FT7 2—ATlX, 7T Ry bR DB EILTEER A,

fexes—r

LAN A2 X7 =— AR EET—R

EWAN A2 27 = — AR EET—NR

PPPOE A2 %7 = — AR EET—R

BAXNT T AR T 2 — AR TEET—R (F100 DIx)
VLAN A2 B 7 = — AR EE—R

=T IR I AT 2 — AR TET—R

KN RNA BT 2 — AR TEE—R
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I ip address dhcp

EWAN A #7 x—AT, DHCP 7747 > MEREZAE I+ A5 AR EL £,

ADSL &5 AT PPP ##&UiL EWAN fH/iZ DHCP TF RL 2& @A 55727 — A2, CATV A
VA —FyNE DHCP T RLAZEN Y TLHLT a A A Z L CODGETE, ZOF—RCEHAT
HZENHVET, AL TS ADSL, CATV A2 Z—Fy M —E AR L TEE N,

4 N

INTERNET (79 £ZHKA 2 R) m I,_
— /
—

ADSLE T L

N J

ZOFE—ROE4E  DHCP — 30517747 R ID G LI RAR, | OFE EZ e mEN58 4
MBHVET, ZOHEIE. a~v  ROF 7 ar LU THRRSNIENERZ R EL TTEE0,

Raems EWNA> 8z —RTDHP 954 7> Mgk EEAT S

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip address dhcp

o> rest

ip address dhecp client-id [[{ ascii | hex} < #5472k ID >]|[type < B4 F D]
| [hostname< 7RR +%& >]1]

IN%%—@
INSA—4 BHANES R B HREEEDIE
AT RID Z ASCI £721%. hex C
{ ascii | hex} REL T, ascii IIAT N ID AT
2547 R D |lascii [FK 63 SCF(ASCID) hex 7200
hex |FeoK 126 Hr(16 %D
AT RID M 0
) B ) ASCII D4
HAT IIAT UMD DEAT 4G ELET,  |0~255 - 8
IIAT MDD N !
hex OIS
AR, RANMGEFRELET, R 63 LT |[RARMZAT T 720
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Loogesabuiga
DHCP 7747 L MEREZ I TS EE A,

IDHCP HSAT MSREE L

DHCP 7mh=L ZF LT, IP 7RV RAEDFHAZEF Y TTHHW, ZONEIZLIZn3->TIP
WEEA1T72OKREZR . DHCP 7747 v MEREL VW ET,

FITELnet-F 2 U—X1%. LAN A %7 =— 2T DHCP $#— \ffeE£7/-1Z DHCP UL ——=— =
NMEEREDME I X . EWAN A2 Z 7 = —Z T DHCP 7547 MEREZ i TX £,

BEE— K

EWAN A2 X7 = — AR ET—R
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| RPICEET 25 %

! network

RIP % —E AZARME G A AL # T 2 — 2% [P TRLUAE 1T, A X T = — A TR ELET,

refresh A< R ITHNTRDa~ R T,

Raep1 192.168.0.024 04 > 5 72— TRIP £8AT 3

Router (config) #router rip
Router (config-rip)# network 192.168.0.0 255.255.255.0

Bep2  oovoel D125 72— TRIP £BAT 3

Router (config) #router rip
Router (config-rip) # network pppoe 1

| ERPAs =

network {KIP7 KL R> KRy bTRY> | 4102 T —R4E)

I NS A—4H
NS A—4 HREASR T | ARREEOE
. RIP #9272 — A% A X7 = |IPv4 P
PTRVA o kL acizELET Tiuaps [T
RIP &4 H A 2T =—2% P TRL A Pod
b~ AT ERV R AT DA TIRET S8 . L HBEAS AT
g TR AR
lan 1
ewan 1~2
~ 1
BT 22 [RIP AT B A 7 = AR L, [PPPOC 124 e

dialer 1~20%?

ipsecif 1~5007%

vlanif 1~16

¥1:F80 DBPATL, 1~512720F T,
% 2:F100 DAERFIRETT,
% 3:F80 MIFAIX, 1~32,
F100 DA 1%, 1~100 12720 F T,
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Loogesabuiga
ETDAET =—ATH RIP ZHEALEH A

| B

RIP % —E R EE—R
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Ineighbor

RIP DFEHET RLAEFSELET,

WE D RIP 1Z, Versionl TV 7 %y b7 o —RE42h(192.168.0.255 %%) %4, Version2 T~
JVFFx AR (224.0.0.9) 56 IZR(ELET N, RIP 28 5T A FERELIZWEEAIZ, 5658 T R A
ERRELET,

refresh I~ RBICH NI A~ KT,

l M1 RIP DFESEZE 192.168.100. 1 [ZFRET 3

Router (config) #router rip
Router (config-rip)# neighbor 192.168.100.1

|:7>P%ﬁ

neighbor <IP 7 KL X> [source-interface <4 >4 7t —X%£>]

I INTGA—4
54— BERE wEiE | ABEOE
NI )
P7RLZ  RIP 08 seade e L5 ?gTF‘X BT
RIP % (24 B0 {E e 7 FL AT
HALHE T 2— AT RV A,
EAE AL E T 2 —ADITEIL. K 128 — 1

VUL ET, 129 T RULL F L S E TA

AHT =—R B ewan 1~2 ERERITIEETD
~ N === - D 3B AR A
e VBT 2 — AR E LI NN A loopback 1 | {27 =—2

129 {4 B IO RUIZ DUV TIE, 2557t
TUNIDOFRTEN /0 EERITEET
HAVET 2—ADT KL AN, EE TR
AL ET,

X :F100 DA EIRFRET T,

dialer 1~20*

Loogesabanss
Versionl TIXHV 7 2y 7 —RF¥ A (192.168.0.255 %5) %4 . Version2 TlL~/LFF¥ A
(224.0.0.9) SBIZIEF L ET,

| B

RIP #—E A% EE—NK
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Iip rip receive version

PPPoE A2 #7 =—AD RIP /83— a> (1 or 2) R ELET,

refresh A< RRRICH /0B~ RTT,

B ssemi1 PPPOET TBET B RIP D/S— 3 L% Version2 &5 5

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip rip receive version 2

|:7>F%ﬁ

ip rip receive version {Z{E/\—C 32D

I ING A—4
INSA—4H BRERNSE EREEIR | ARREFDIE
PPPoE TE{E4 % RIP DX— a0 2FRELET,
ZAEN—Tary |VI/V2 Ol FEZET 55615, 12 DIl 5 A A AT
HBELET,

foozesabuusge

version IV R TIRELTZNN—Tar E0Ed,

|szan?

RIP version 2 1%, FREE~Z7 X T N2V Lat o REHIE 7 aha ¢,
RIP version 1 &%, L F O RN ERRDES,
EETABEDSEIET RL AN~ L F H¥ AR (224.0.0.9)
AT RN AR HIENTED
*NextHop #1RENTHIENTED
CREET — A E BT AN TE, FREET — 2N B2 B — NS DORRBEIE MITA I EL 720,

fsxes—r

LAN A2 H 7 2— A EET—R

EWAN A2 27 = — AR EET—R

PPPoE A2 27 = — AR EET—NK
HAXNT A RT 2— AR ETET—R (F100 DIr)
VLAN /L HT 2 — AR EET—R
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Iip rip send version

PPPOE A %7 =—A®D RIP i%{5/3—Var (1 or 2) #fRELET,

refresh A< RRRICH /0B~ RTT,

SREW 1 PPPoE1 TEET B RIPD/A—2 3% Version2 &35

Router (config) #interface pppoe 1
Router (config-if pppoe 1) 4#ip rip send version 2

|:7>F%ﬁ

ip rip send version GE{E/N—T 3D

I ING A—4
INSA—4H BRERNSE EREEIR | ARREFDIE
PPPoE TE(ET % RIP DX—2 a0 23R ELET, ]
EENR—=Vay |VI/V2 Ol FEEETLHHEE. 12 DIoHc2o 5 B A A]
HBELET,

foozesabunsgea

version IV R TIRELTZNN—Tar E0Ed,

IRIP2 Lixe

RIP version 2 1%, FREE~Z7 X T N2V Lat o REHIE 7 aha ¢,
RIP version 1 &%, L F O RN ERRDES,
EETABEDSEIET RL AN~ L F H¥ AR (224.0.0.9)
AT RN AR HIENTED
*NextHop #1RENTHIENTED
CREET — A E BT AN TE, BREET — 2N BB — NSO BEIE MITA I EL 720,

fsxes—r

LAN A2 H 7 2— A EET—R

EWAN A2 27 = — AR EET—R

PPPoE A2 27 = — AR EET—NK
HAXINT T A BT 2— A EE—R (F100 D L)
VLAN /L HT 2 — AR EET—R
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I ip rip authentication key—chain

key chain 5% & Cax &£ L7= key—chain £ Z5E L, PPPoE A2 %7 =—A®D RIP2 (/X AT — Rl {]
EATIRVNET,

key chain @& & TlX. key 71— key—chain A 72 A ETAZLENTEET,

ZDORRENTI D —H 1T, RIP2 TORBEAAEATIOZENTEE R A,

refresh I~ RBICH NI A~ KT,

Den 1 RIP2OBECEAT S key IS, “key—rin2 £AT 5

Router (config) #interface pppoe 1
Router (config-if pppoe 1)#ip rip authentication key-chain key-rip2

|:7>P%ﬁ

ip rip authentication key-chain <key-chain & %>

I NG A—4
NS A—4H BRERNSE R EEE HREEFDIE
key—chain 2 # |key chain @~ R CHeEL= key—chain £ Fr |- B WA AT

Loosezabuuga
RIP2 DREGERFT/RI T TEFH AL,

IRIP2 Lixe

RIP version 2 1%, FREE~Z7 2T N2V Lat o REHIE7 aha ¢,
RIP version 1 &1, A F DRV ES,
EETABEDSEIET RL AN~ L FH¥ AR (224.0.0.9)
T R A ERE BT DHIENTED
*NextHop #1135 LN TED
RGET A A RN T AN TE, WRAET —H NI DL — B ORI T A ZhE LR,

| RS

LAN A2 X7 2 — AR EE—NR

EWAN A2 X7 = — AR EE—R

PPPoE A> 27 =— AR EE—NR
HAXNT T A BT 2— AR EET—F (F100 D)
VLAN AL H T 2 — AR EET—R
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I ip rip authentication mode

PPPOE A %7 = —A|Z RIP2 %1515 35512, key chain X E CERK LT key 7L —RXEZDF
F (Simple Text) TIEET 50,/ mds T/ o 23 B LI DT —# (Unrecognized Authentication
Type) CEE T2 ERELET,

FOFFEETIHLE L text”, Ny aitB LB OT —4% (MD5 JERX) TEETH5E1
"md5 ERELET, ZOREN DN —Z LT, RIP2 TORBEAZIEFTIRIZENTEER A,

refresh I~ RBICH NI A~ R T,

Bstm1 RIPORET—5Z M HHET S

Router (config) #interface pppoe 1
Router (config-if pppoe 1)#ip rip authentication mode md5

|:7>P%ﬁ

ip rip authentication mode <EREFAHZ>

I/\"%;‘—’Sl

INT A=A BERE REEHE | AHEBEOE
RIP2 T, "RV —R 65 T & @R £,
B3 text |Simple Text TIE{ET A
md5  \MD5 JEATHEETD

text

nd5 B WA AT

foozesabunsge

Simple Text TiEfELET,

|Rw2a@?

RIP version 2 |%. FEEEZ7Z 7 LAV LEE O REHIE 7 ahar ¢4,
RIP version 1 &%, LA F O S8 720 F9,
EETABEDSEIET RL AN~ L FH¥ AR (224.0.0.9)
T R A ERE BT DHIENTED
*NextHop #1135 LN TED
GRRET A BT A E N TE, FRRET — 2N N — NS DRI HRIT A E LR,

| ERSs

LAN A2 27 =— AR EET—R

EWAN A2 %7 2 — AR EET—R

PPPoE A X7 2 — AR EET—N
HAXNT T A BT 2 — AR ET—F (F100 D)
VLAN AL H T 2 — AR EET—R
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I ip split-horizon

AL H 72— AT Split-Horizon filflZ1T720MEI0 &R ELET,

refresh A< RRRICH /0B~ RTT,

EEHI 1 PPPOE 4 &2 7 = — R T Split-Horizon §l# %1775

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip split-horizon enable

|:7>F%ﬁ

ip split-horizon < Split-Horizon #f#>

I NG A—7H
ING A—4 BHANES RTEEF | AIREEDE
Split-Horizon fill##14 enable (1T79) F7-1%. enable

Split-Horizon fill B WA AT

disabel (772 ) mEIa g ELET, disable

foozesabuuse
Split-Horizon #illf#lZ1TV ET,

| Split-horizon &I & (4 2

RIP ZE{FHlAE D LTI,

ZAELT- RIP OFE5e 84 RIP 22 E LA 27 =— KL TEET DN EIMN TR ELET,
Split-Horizon Hilf#lZ1T72535&1%, RIP 2 (E LT A0 X7 =— AT ELEFE A,

Split-Horizon #llf#1Z4T72 > TRV L —Z IR %y NI —27 FICHFAET D354 RIP TR LI-E#
ZRICA BT 2= ANSZAET D120 T DAL ET 2 —AMANTHRRIENEET DLW S, FEBR
WCEET DA A T 2—ADMEH AR A Lo ThH, EHLMDALZ T 2 — A TRRE P FETDHEE 2
b, T —HEEELTCLENET,

ZOREBEN WA T, BRI 22 T2 B A DI AEL R B R L7220 77,

Split-Horizon OYEIEMEHE T, Split—-Horizon with Poisonaous Reverse W HORSRENNHVD F4-,
ZOREREIL. Split-Horizon MIHIZ, RIP 525 LT-A ¥ 7 = —AIZ[RILSE e O HEH D RIP &
EELRWDOTIERL, ZOSEIDERDAN 7% 16 (BEARFE) ELT RIP 2455148 TT,

ZOOEREIC LD SHICREBMEN IR TEET,
AL 1L Split-Horizon with Poisonaous Reverse f#fga VAR —rL TOVER A,

B

LAN A2 Z 7 =— AR EET—R

EWAN A2 X7 = — A ET—R

PPPoE A2 # 7 = — AZ EE—R
HAXNT T AR T 2— AR ET—R (F100 D)
VLAN A2 X7 2— AL EE—R
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Ipassive—interface

RIP DZAZ DHEATV, EEIILRNA L ZT 2 — A& iR ELET,

refresh I~ R ICEN /2D~ R T,

Baen 1 BN 1252 —RiE RIPOBEOHERAS GEELEL) BE

Router (config) #router rip
Router (config-rip) #passive-interface ewan 1

|:7>F%ﬁ

passive interface <4 % 7z —X&ZH>

I ING A—4
NG A—%H BREAR Bar i HBEDIE
AL BT 2—A RIP DZAGDIEATIOA AT 2—AEIRE (A HTxz—A ST
2R LET, L

foozesabuusgea

RIP 244 BAL 27 = — ATl EZE TRV ET,

fsxes—r

RIP #—E AR EE—NK
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Ioffset—l ist

access—list THRE LTZ R B D 1EZAE RIP 12X LT fEED AN w7 EZINE L £9,
RIP BEE WL, RELT-AN v 7 EAINE%IC RIP #3421, RIP ZERHIRELIZAN v /A
IR R IR R TV E T,

refresh I~ RBICH NI Ha~ 2 RT1,

RERFI1 192.168.100.0/24 (27 v FF HHEERIFHD RIP REFFIC, A M) v {EIZ3 ZME
LTRIP F—J)LICEEET D

Router (config) #access-1list 10 permit 192.168.100.0 0.0.0.255
Router (config) #router rip
Router (config-rip)# offset-1list 10 in 3

|:v>P§ﬁ

offset-list <access—list&EE> { in | out } <ARYYWHE [41 2087 1—R4E]

| 85 A—4
INTGA—4H RERNE REEFH | ABEOE
( e AN ZEERNINR SR LT DT I ERYARDFE [1~99 ”
access-list &5 gy 1300~1999 HWEA AT
: in (ZAZHE) F721%, out GEERF) OEBLTAN [in .
fin] out BRI B ELE T, out Lok
AN 7 MNBEABAN) /AR ELE T, 0~16 BMEATR]
lan 1
ewan 1~2
. o THT A AT 2—ADA BT =— 2858 pppoe 1~24%1 | AL BT+
AT A FLET, dialer 1~20%? | —A5E
ipsecif 1~500%
vlanif 1~16

¥ 1:F80 DFEIL, 1~5 12720,
%2:F100 DAIEEFRETT,
3¥3:F80 MFA L. 1~32, F100 DAL, 1~100 12720 FE T,
ipsecif 737 A—Z|%. F80:V01.03(00). F100:V02.09(00). F1000:V02.09(00) A& YA —k

coserabuogea
RIP ZAFHFHIAN v 723 1 I SIVET,

exs—r

RIP % —E R EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iredistribute

RIP LI O FBE CHUS LT- R BB DY B, RIP CTHAE TR 2B IR LIS TARN v
EELZHELET,

AN 7 EEBIE LTS B0, "1 CReA L £,

72720, RS U2 LN NG S VI B ECAR 2 T oAU\ o | B INU 7o AR 16 A P Bl AR 3
AHI-8121X, clear ip rip redistribute T~ KA E{TL TZEW,

refresh I~ RBICH NI D2~ KT,

Dsem1 257y CBRLEBBERERIP CERHATS (A FUvs D)

Router (config) #router rip
Router (config-rip) #redistribute static

D seh2 B CHNE LA RRERE RIP THEAT 5. COLEA LY vIE3 ELTRAT D

Router (config) #router rip
Router (config-rip) #redistribute bgp metric 3

|:v>p§ﬁ

redistribute <BE 9 HIFHIFEHR> (metric <A +1) w7 {E>] [route-map <Route-map 44>]

B i52—5
INTG A=A BHANES B il HERFFDIE
RIP DIAO FB CHAS LR RO B RIP CTHUA
THLOERELET,
bep BGP IRt bep
— connected
connected IELHREIRS event—action
FHEATT 58 ||event—action | AT ar TIEINUTZREE G kernel o
B fE 5 local-brot1 B WA AT
i kernel kernel |2t NESIUAR IR ocarpro
el . local-prot2
0PI A Up /L — g ospf
local-prot2 static
ospf OSPF CHUSL7-#R K5 #t
AN 7l RIP CIAE T DD AN v /EEFRELET, 0~16 AR 7 fiE 1
Route-map 44 |[MEIZIGU T, 18 9% Route-map Zf5ELE T, - Boute*map z
L7
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IPvd Jb—7 1 > T DRE

DREZEITHEWES

RIP TZE LI~ E MBI SA-UP L—MERAEILELET,

BEE— K

RIP % —E AR EET—K
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Idefault—information originate

B %7 74/LhL—he LT, RIP TBENT A0EINEFEELET,

refresh A< RRRICH /0B~ RTT,

Ben1 o401 bL— L OEEERIP TRET S

Router (config) #router rip
Router (config-rip) #default-information originate

|:7>F%ﬁ

default-information originate

I/\"%%—’Sl

INTA=HIHVEE A,

foosesannusgea

HE %7 74/ —he L TT@mml £ A,

| B2

ZORTE, T 7 ANV =R DIFREFF > QRN EEIZ, RIP TF 74V ML — i@ i 5y

INDFEE T,

x&74/7&“Ef%“7wwzv~kéfaﬁﬁbﬂ 2D V=T T a bV K0T T v kL —

M2 B L QAT ZORTICEST T 74 /L LV —hD g% RIP TIRELET,

B

RIP % —E AR EE—R
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IPvAJL—T 17 20D

BRE

Iversion

FEEELUTERATDRIP ONN—Va BHRELET, A X7 2 —AEOFEIL ip rip

{send/receive} version &V E9,

refresh I< > RRRICH /0B~ RTY,

B Em1 RIP version 2 £/ 3

Router (config) #router rip
Router (config-rip)# version 2

|:7>F%ﬁ

version <RIP /N\—< 3 20

INTA—2 RERE
RIP D/8—Var 1 (R—var 1) 2(3—Var 2)

RIP /X" —g .
7 e ELET,

foosesannusga

B
axX

EEFH EREFOE

1
2

BT

N—=Tgr 2 L Ed,

| B

RIP ¥ —E AR EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Idefault—metr ic

ALEE AR LTRSS (static DIFE) %2 RIP TIAETABEOAN v/ liEa R ELET, 7277
L. T 74V ML—RD AR 712D TIE, static iR EL TWV2ELTH 1" TR ELET,

refresh I< > RRRICH /0B~ RTY,

REMI 1 FITELnet-F 2 —XTHREL=RE T4 vV IL— FDIEHZ RIP TEET HHRIE.
ALYy HfEES ET D

Router (config) #router rip
Router (config-rip) #default-metric 5

o> rest

default-metric <A ~1) v & {E>

I/ﬁ’%)‘-@
NS A—4 REAR REHHE | HEEFEOE
= o L— S \%: iE'A, 1] - ] .
AR i Xiif”’ b RIP CIRETOHEAOAN Y ZMH || T
R ELET,

fcozezabuige

AN 7l 1 CEHEL £,

|x Kywh ElE?

IP /4y NS B/ — 2 DA AN v 7 S DNET

RIP CIAET AN v/ EEIL, EDORIRIZEET D7D, EOLHNWDONL—HEREH L7 T
TRV EIIEL TOVET,

[Pvd Tl AR Z{EIE 1~15 £ TERDOBNTEY, 16 IZRERGELZERLET,

BHE V—ZX P Ty ML TR, IP S X NIZBHDARN) w7 7 41— )V ROfEZE 1IN L
T, ZOINZL T, AN ZEDIE S, 16 (278~ T-bFEISNET,

exs—r

RIP % —E R EE—R
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IPvd Jb—F 4 > O DRE

Itimers basic

RIP IZRT AL FOZA~EERELET,

refresh <K%l

R A= N G

T—IINLHEIRT 2FETORMZONET D

I REF 1 TEXERRZE 20 7. BIRFREENETHFTTORMEZ 120 B, FBEFE®RZ RIP

Router (config) #router rip
Router (config-rip)#timers basic 20 120 80

| EEPAs =

timers basic

CERLEERRR RIRFEREEME T S F TORRED
EBIFHREHIIRT 2 F TORRED

I/f%)‘—’)'l
NS A—4 BRERNR REEHE  HREFOE
TEHALE N RIP O EHEEMME (AL F) 2R ELET,  |5~2147483647 [ WEA AT
RIP DV AR A% 5 LI Ip o Tk, 151
SR e o 1o a W b3 2 ECTOREM (EAL: D) 245 7E
L e LETS o
A ez e L
o RERNEH LI LT | L —T (L T —T s
SITHIBRSNE T,
R 1 BRIKIE R A BN L LT, RIP 7 — 7 LB
T HETORR (BN D) 2R ELET, P
ﬁ%éi@]) ZOWRRETIL, RIP 77— /WZ AN v 7 16 TR 5~214T483647 R T

FFSIVCTRRE DN/ o T 2 I RELET,

foozesabuuse

24 TDAE T4 ME

3615 IR

?&@3%}

B

30

R R A eI HETOREM] 1180
BRI A HIBR T A ETOREE 120

RIP —E AR EET—NK
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I distance
[F U0 SE~ DR IR IE RO E AL LT3 . EOIERAE AN T A EIRE T DT80 DS
ERELET

BIZIX AZT 4o I N—T 47 TR ELTE®RE, RIP TRAE LR S # T, RICSE e DfE
DHST-HEIT, EBOEBIILTHEIDOREIHEHALET,
FITELnet-F 2V —XTlL, R EDFESITHL T, distance fE () 2 < DIZT D0 DFEES T
TFET, SBIT, EONL—ENBZ[E LT RIP 25 R T 00O EL TEET OL—ZDREI
access—list ZfE L £9),

distance fEIZ. (E2NV/NSUWNFE BN E IRV ET,

refresh I~ RBICH /A~ R T,

B 61 RIP O distance % 10 1<BET 5

Router (config) #router rip
Router (config-rip) #distance 10

fssemi2 192.168.0.0/24 #EREMEH % RIP THIE LI distance 8% 30 ISBET 5

Router (config) #router rip
Router (config-rip) #distance 30 192.168.0.0 255.255.255.0

FZEHI3  192.168.100.0/24 LDIL—E2 M 5345 L1= 192.168.0.0/24 D#FEXIFHIE distance
% 100 £ 55

Router (config) #faccess-1ist 1 permit 192.168.100.0 255.255.255.0

Router (config) #router rip
Router (config-rip) #distance 30 192.168.0.0 255.255.255.0 1

|:7>F%ﬁ

distance <distance &> [ <IP 7 KL R> {xwv k< AX%Y> <access—|ist HS> ]
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IPvd JL—T 1 > T DRE

I INS A—7A

KT A—F | BENE | BERE | ABBOE

‘distance fil ‘RIP @ distance fiZ+aELE T, |1~255 BWEAT]

P 7RL % distance EZ R ETHEEDIEIETRL  |IPvd TRLU A [T Lo distance

AEFRELET, e EEFRELET A,

A distance [EZ R TETAHI-OD | Fvh~<A |IPvd TRL A  [RIET Lo distance
7 IEEIRELET. 5" AR ELERA,

access—list |distance [HZRE T 5, RIP ={EL/L— [K1-99> BT Lo distance

iR AEFRELET, <1300-1999> [EZFRELFEA,

Loomezabuusgea

distance fEIZ. 110 TEMELE T,

I (%) 70 k3L distance fE

o7 bz o distance fEIZ. LT DO IHIZ 72> TWET,
. Joran FIALME #E
RET 1 2 AThE
L — ] - IS AT
‘BGP (external) ‘20
‘BGP (internal) ‘200 25 AT RE
IBGP (local) 1200
IRIP 1120 ZEFE AT
(OSPF (external) 110
(OSPF (inter-area) |10 25 AT e
‘OSPF (intra-area) ‘110
IKE L—F 0 25 AR A
SA-up /L—F 0 75 F AT HE
IREDUNDANCY /L —F |0 25 B A HE
‘EventAction L—h ‘1 75 AT RE
‘AutoConﬁg ‘O JE A A]

exs—r

RIP —E AR EET—NK
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Idistribute—list

RIP (&2 fZIT LTI NZY T DR EZATIRNVET

TV T4 ADT RUAERSYHS access—list 2~ KT permit |2~y F T DIEMRD B aZIF AND
ST AN, FITEE T 5, EE LN E VSTl AT/ ZENTEET,

Eo TGV T HIAEATIROTD DAL 27 2= AZARTE T HIEL TEET,

refresh 2~ RBICH NI A~ KT,

R 1 192 168 100.0/24 15X v F 2T L T 1 v Y ADHBER D

Router (config) #access-1ist 1 permit 192.168.100.0 0.0.0.255

Router (config) #router rip
Router (config-rip)# distribute-list 1 in

Reeme 192.168.100.0/24 15 9 F 3T LT 4 v 9 RDBERIELBL

Router (config) #access-1ist 1 deny 192.168.100.0 0.0.0.255
Router (config) #faccess-1list 1 permit any
Router (config) #router rip

Router (config-rip)# distribute-list 1 out

X EFFEOREXITOHA X, &7 access—list T~ RN C permit any ZiB1TAMERHYET,
permit any ZiBMML7eW\ e, R TOT 7 EAVANDE(GE T VZLTLENET,

Bems 192.168.100.0/24 15X v F T2 TL I v I RADAE, LN A DFRELEL

Router (config) #access-1ist 1 deny 192.168.100.0 0.0.0.255
Router (config) #access-1list 1 permit any
Router (config) #router rip

Router (config-rip)# distribute-list 1 in lan 1

Repa Fo40bL—F 0.0.0.0/0) ZRYFTETLIA VI RDHERIHITS

Router (config) #access-1ist 1 permit 0.0.0.0 0.0.0.0
Router (config) #router rip
Router (config-rip)# distribute-list 1 in

|:v>P§ﬁ

distribute-list <access—list&E> { in | out } [ >2 7 x—R4]
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IPvd Jb—F 4 > O DRE

foozesabuuse

BTCOT VT4 I AEEZELET,

I INTG A=A
INSA—4H BRERNE =% 7 & B ARREOE
1 NP A= -] =
access—list 5 2;;;5;;?/FT?EELK)X%$F 1~99 A WEAS AT
) A EEDOELLTIANZTENE |in:%[E e
in | out prE L, out: i%fEmE | AR
lan 1
ewan 1~2
. - WHTHA BT = —ADA BT =—A |pppoe 1~24% | AL BT 2 —2
AT =R et dialer 1~20% |-G
ipsecif 1~500%"
vlanif 1~16

#1:F80 DIFAIX. 1~51T0E S,
%2:F100 DA$EEREETY,
3¥3:F80 MEATT. 1~32, F100 DIFAIX. 1~100 122V ET,
ipsecif 7$F A—&%, F80:V01.03(00), F100:V02.09(00), F1000:V02.09(00) LK 3R —h

Srip distribute-list in,out £z
- access list (permit) CHESNTREIF RO L ZEZEDORHRELET,
- permit fEEVRVREFEBRITT X TI4NFLET,

| ERSs

RIP #—E AR EE—NK
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I route

RIP =2 N &AZT 47 TRERLET,
TITERELRBIE®RIL. RIP TRETA-OE I HENET, EEOAZT 47/ —h&
LCIEBESNFEFEADTEEL TIIEE N,

refresh I~ RBICH NI Ha~ 2 RT1,

Iz 1 192.168.200.0/24 AEREMERE RIP TEET 5

Router (config) #router rip
Router (config-rip) #route 192.168.200.0 255.255.255.0

oo rest

route <IP7 FLR> <Ry kT RT>

I ING A—4
INSA—4H BHANES REEIE | ARREOE
. . LA
IP7RVA  RIP CIAETHIP TRVAZRELET, ;;;V%Tb BWEAS ]
. > SRR A R N AT A IPvda TRLA |
R iiP(RIPz ) TINET DRI ATEFRTELE ﬁ;ﬁ?k R

foosesannusga

AT A7 ERITHVEE A,
redistribute Z< 2 ROFFEIB L OVFEE L7z RIP [FH DA% RIP TIRAELET,

| B

RIP ¥ —E AR EE—R
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Iunicastrip

unicastRIP DL AG &3 Al T D E IO EEITVET,

refresh <K%l

CHN AT RTT,

I a5eh 1 unicastRIP O BEEHALET.

Router (config-rip) # unicastrip
Router (config-rip) #

|:v>p§ﬁ

unicastrip

|/\°3><—9

INTA=BTHVERE A,

foosesrannusga

unicastRIP DEZEZTF I LEE A,

I unicastRIP OEEE M

unicastRIP ZiX(E. RET D AICHLELEN,

AR ATRESR

AR PTRESRM

exes—r

unicastrip EN I TV D,

network @< R CRIP V—E AZEESHEDLA L H—T =2 —AIFES

{2 L7~ unicastrip ® RIP /"—<7 3 > (RIP1, RIP2) &. HEH®RIP AN
— g VRTE (ip rip receive version(f4t) & L <% router rip O
version) 23— L TW5,

unicastrip {FILT RV ANDREEBR IV —T 4 > 77— T W E/IZAF
ELTWAD,

network =< RTCRIP h—ERZEESH LA ¥ —T7 = —RIFES
hfb\Z o

neighbor @< KCT®D unicastrip EE4T FL AZEREINL TV 5,
unicastrip EFHLT RV ASNOREDN—T 4 > 7T — T VZHFNATF
FELTW5D, RIP/N— = UF5E (ip rip send version %) )

RIP ¥ —E AR EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ikey chain

RIP2 DFREFE A LN T A= D key—chain E—RIZBITLET,
key—chain D% EIL, F—A L TEL TITRWET, key—chain E—R T, F—DEFREFHEL,
BALHT 2 —AD RIP2 IZET DR E T HH T4 et el ET,

Router (config)# key chain keyl
Router (config-keychainm)t ~— [_| 2T

I HEF 1 F—BHHkeyl" TH B key—chain E— FIZFETT S

Router (config)# key chain keyl
Router (config-keychain) #

|:7>P%ﬁ

key chain <*—&#>

I/\"%;‘—’Sl
NS A—%H BREAR REEIHE | ARREOE
RIP2 T 5% — (VAT —R) D4
=L | AH Tz ARET—RNTERITDILMRDOT, b |- BWEA ]

MR FT N RN LTLIEE N,
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IPvd Jb—7 1 > T DRE

| RIP2 DEBSEIZDINT

RIP2 T, iR iE— I LARREEATV, [ HH CE AN —EMED N —T 4 TR THHNE D)
%ﬁ%mﬂﬁ“é EMTEES,
ORI — N2 B RIP2 DRI, NV —T 4 T T —T B L EE A,

FERRD RIP2 IS NAFEREDEHIZIX, LT D 2 FEAHY E

-simple password (FXE Sz TFARDIEH)

‘MD5 digest (FRESNI=ZTF ARG MD5 TrESNZT —#)

AHEE T, RIP2 OFFFEE 58813, RIP2 2 450 F T = —ADA L HT = — AR TE
E—R®"ip rip authentication” 1< KT, key—chain TiXETHF —AMEtaET AL TR ELE
7

Router (config-if lan 1)#ip rip authentication key-chain keyl
—%—4E%

| B

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ikey <number> accept—Iifetime

X —DOZERAMIRZRELET,
ZITCRELIZREEIN THIUZL, RIP2 OFGEF—%2 A %L E T, <number>(Z, key <number>
key—string =~ >F. key <number> send-lifetime 1~ R BT LHEDTHE 5 TI,

refresh 2~ RBICH NI Ha~ 2 RT1,

I%EM1 number=1 D Z{EFFANHARE %"2008. 9.1 12:00:00 - 2008.12.30 11:59:59" &4 %

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 accept-lifetime 12:00:00 1 Sep
2008 11:59:59 30 Dec 2008

B2 nunber=1 O ZERAMMEBE2008.9.1 12:00:00 - R T3

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 accept-lifetime 12:00:00 1 Sep
2008 infinity

B ssema  nunber=1 OFEEAMMRE"2008.9. 1 12:00:00 - 100 BRI &7 5

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 accept-lifetime 12:00:00 1 Sep
2008 duration 100

o~ rest

key <key &5> accept-lifetime <HEZIEAMEEEZ { <EZHABRD | duration <H%HHA
B> | infinity }

IN%%—@

ING A=A BRENE Bk it il HBHREEDIE
key <number> key-string T~ K key 0~

key &5 <number> send-lifetime =~ RN &EiHE4 % 0147483647 HIEATT
BRDOF SR ELET

BRI |\ C OB I H T2 560, ARG (R4 87 H

Z R Z R ELET, H ——

- FHDOIBE

duration A7 = O#EZIZ AT LHAED. HHHE |1~ ol

AEARD> | CRALRD) AR ELET 2147483646 |/ L TRUEHEIE

2 H HALFD EPAS o 7 SR )

finit ZDOHEEZAZIE T D55 OB ZHAR infint

v & MRELET, ’
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CDREZEITHEWER

FACHE A ATRE T,

BEE—F

key—chain @ &€ —K
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ikey <number> send-|ifetime

X —DOEERAHIRZRELET,

ZZCRELERATHIIZE, RIP2 OFBFEF—%2 217 CEELE T,

<number>{Z. key <number> key-string =~ K key <number> accept-lifetime =t~/ &9~
LERDFEFH T,

refresh I~ RBICH NI A~ KT,

I%EM1 number=1 DEEFFANHARE %"2008. 9.1 12:00:00 - 2008.12.30 11:59:59" &4 %

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 send-lifetime 12:00:00 1 Sep 2008
11:59:59 30 Dec 2008

IEQ;"EW]Z number=1 DFEFRFH R % "2008. 9.1 12:00:00 - #ER" &3 5

Router (config) #key chain key-chain-1
Router (config-keychain)# key 1 send-lifetime 12:00:00 1 Sep 2008
infinity

B ems  nunber=1 diiERA MRS 2008.0. 1 12:00:00 - 100 A &5

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 send-lifetime 12:00:00 1 Sep 2008
duration 100

|:v>p§ﬁ

key <key &E> send-lifetime <HZIBAREZD { <ESHIE> | duration <EXhHARI>

| infinity }
fi52—5
INTA—4A BHANEN RSB HIREFDIE
key <number> key-string Z~K key 0~
key %75 <{number> accept-lifetime 1</~ L iHHES 9147483647 BMEA ]
LT FEFRELET
HEBAMERE | ZO#E X F I HT2560, A2RE (K48 H
A KR 2R ELET, H 4 —
5L
duration A7 | ORE I AT B A0 A |1~ PR
" R e 1 A TR E
PIRD | RAL D) ZFRELET, 2147483646 |4 b s
finit ZOREFEIME AT 55 O IR infinit
v A ERRELET ’
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CDREZEITHEWER

FACHE A ATRE T,

BEE—F

key—chain @ &€ —K
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ikey <number> key-string

X —U—ROXFINERELET,
<number>iE. key <number> accept-lifetime =<2 K key <number> send-lifetime =T~ K &i#HH#E

THBROESTT.

refresh I~ RBICH NI Ha~ 2 RT1,

I FEHI 1 number=1 OF—7T— FIZ"secret-secret” Z{/ET 5

Router (config) #key chain key-chain-1
Router (config-keychain) # key 1 key-string secret-secret

oo rest

key <key &E> key-string <F—7— k>

I INTGA—4
ING A—7H BRERNR BREHEHE | ARREFDE
key <number> key—string 2~ K, key <number> O~
key &% |accept-lifetime A~ NEHEETHEEDOEF S A EL BT
2147483647
E3ch
F—U—FK | F—U—KREEBRELET, - BT

foosesannusga

RIP2 DFEREZATIRO T TEEE A,

B

key—chain iX EE—K
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|o&¢t%¢é%i

! router-id

OSPF OJL—Z D Zi#%EL £,

refresh 2~ RRICH IR DT~ R TT,

F100:V02.00(00) LAB& 7 R—b

I EXFEHI 1 OSPF DJL—4 ID % 192.168.10. 1129 %

Router (config) # router ospf
Router (config-ospf) # router-id 192.168.10.1

I:va%ﬁ

router—id <JL—% D>

I/\"%;‘—’;‘l

INTGA—4H BRENE SR TE B HIREFDE
JL—%1D  |OSPF O/L—XF D % ELET, |[IPvd TRLAEA |[E AT

cozezabuige

PAET 2—AD P TRLADI L RKROLEDE/L—Z 1D LLET,

exss—r¢

OSPF #—E A EE—R
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I network

OSPF mUTIZ& ENH v T —/fHa R EL £,
U7V IP TR 2 L1 (0-4294967295) DE THELE7,

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

Baemi OSPFTuUFIcEFAE Ry hT—SEEE, 192.168.10.0/24 &£ LET

Router (config) #router ospf
Router (config-ospf) #network 192.168.10.0 0.0.0.255 area 0

|:7>F%ﬁ

network <xw kD —49 7 KL R> <X >area <T 7>

|m5x—9

INTA—4H BREANS REEH | ABEOE

ESANE4 ~ et e [Pv4d TRLA |,

PRl % OSPF IC& £ DRy N — & A e ELET . o BWEA ]

LA

w2y AR A—RREEL ST ;ZQTF W]
[Pv4d 7RL- A

27 |EVTEPTRUAZRE RIECHELET, | WA
4294967295

fcozezabuige
OSPF U7\ Z& ENH Ay M —7#iHZTEE L FH A,

exs—r

OSPF #—E A EE—F
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J oser zmsmos

Idefault—information originate

=T 4T T =T T 7 /L MRE(0.0.0.0/0)03 BT, FORFERE AS 4k LSA &L ChldAi4
HIDNTERELET,

refresh v REICH RN /25Tv L RTT,

F100:V02.00(00) LLf&HR—k

Raen Foru bL—bEASSLSA L LTERAT S

Router (config) #router ospf
Router (config-ospf) #default-information originate

I:va%ﬁ

default-information originate [ always] [ metric <0-16777214>] [ metric-
type {type-1|type-2}1 [ route-map <Route-map %£>]

L

~0
Jl
'S
I
\y

ING A—7 BRERNE E% T & B AHERBEDOE
=T 4T T =T AT 7 4V MR RO BEHZT 7+
always TFELRTH, B BE%ET 74V MNEK |always VMR ELTT
LLTT U ALET, 7 ALER A,
Of\.»
; SIS =Yy
metric ANV EE R ELET, 16777214 S E T
° i 1 /V}{ﬁﬂ%kbf?-ﬂ—-
metric-type (AN I HATHIRELET, 9 Wyibij}
Route—map 4 |Route—map 4 #+EL £9, g

Loosezabuuga
AR Z7{E 10
AR 72 AT type—2
72720, always 47 L ar NE B AIIAN o 7 ED T 7 4V ME 1 &0 E,

| B

OSPF #—E AR EE—F
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Idefault—metr ic

o/ —F 7T aha) L TEE U KA OSPF CHEATTABRD AN v /2R ELET,
refresh A< RGZICHENI/2Ha~ 2 RT1,

F100:V02.00(00) L& 7R—k

Bastehi 4 hyvsiEz30BESS

Router (config) #router ospf
Router (config-ospf) #default-metric 30

|:7>F%ﬁ

default-metric <2 k1) w4 &>

I/\"%%—’Sl
INTA—4H BRERNE REEFE | ERREBEOE
N S SELIE | IR R
AN MoON—F T aha)L CEE TR KE O~ 16777214 |\ EWs T

OSPF CHEMT T AEED AN v 7l R T L £,

Looszezabuuga

AR 7 fili% 20 ICER ELET,

| B

OSPF #—EAHEE—R
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I distance

OSPF @ distance fEZ & ELE7,
RICSE e~ DRI A 7D PR CHE LI A2, EOEMERA T2 0O/ T A—=2L7enET,

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

I st distance % 120 £ LET

Router (config) #router ospf
Router (config-ospf) #distance 120

|:7>F%ﬁ

distance <distance {&>

I/\"%%—’Sl

INTA—4H BREARE SREEF HIREEDOE
distance fi. |OSPF @ distance i ELF T, |[1~255 |[AHEAA]

Looszezabuuga
distance fE% 110 [Z%ELET,
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I (%) 70 k3L distance fE

o7 bz o distance fEIZ. LT DO IHIZ 72> TWET,
. Joran (FIALME #E
RET 1 2 AThE
L — ] - IS AT
‘BGP (external) ‘20
‘BGP (internal) ‘200 25 AT RE
IBGP (local) 1200
IRIP 120 ZEFE AT
(OSPF (external) 110
(OSPF (inter-area) |10 25 AT e
‘OSPF (intra-area) ‘110
IKE L—F 0 25 AR A
SA-up /L—F 0 75 AT HE
IREDUNDANCY /L—F |0 25 B A HE
‘EventAction L—h ‘1 75 AT RE
‘AutoConﬁg ‘O JE A A]

exss—r¢
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I distance ospf

external /L—h_ internal /L—, intra—area /L — 4% distance [EZ R ELE7,
RICSE e~ DRI A 7D PR CHE LI A2, EOEMERA T2 0O/ T A—=2L7enET,

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

I HEHFI 1 external L— kD distance {EZ 150 & LET

Router (config) #router ospf
Router (config-ospf) #distance ospf external 150

|:7>F%ﬁ

distance ospf {external <distance {i>|internal <distance {E>|intra-area
{distance {&>}

I/\"%%—’Sl
INTG A—4H BHARES BREEHE  ARREOME
t 1 /L—R, int 1 Jb—NR, intra- JL—hD e .
distance fi externa k. interna k. intra—area b | ~955 WA

£ distance fHZ R ELET,

Loosezabuuga

distance I~ R Ca&ELIMEIZ/RVET,
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I (%) 70 k3L distance fE

o7 bz o distance fEIZ. LT DO IHIZ 72> TWET,
. Joran (FIALME #E
RET 1 2 AThE
L — ] - IS AT
‘BGP (external) ‘20
‘BGP (internal) ‘200 25 AT RE
IBGP (local) 1200
IRIP 120 ZEFE AT
(OSPF (external) 110
(OSPF (inter-area) |10 25 AT e
‘OSPF (intra-area) ‘110
IKE L—F 0 25 AR A
SA-up /L—F 0 75 AT HE
IREDUNDANCY /L—F |0 25 B A HE
‘EventAction L—h ‘1 75 AT RE
‘AutoConﬁg ‘O JE A A]

exss—r¢
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Ineighbor

FANEHFELET,
priority Tl. RA/SOELSEEE | poll-interval TIERA/I~DR =Y 7 kg (B ) 248 ELE
‘a_o

refresh < R ICH N/ Hha~ 2 R CT,

F100:V02.00(00) L& 7R—k

D1 192.168.0.1 1S9 BBEEE 161295

Router (config) #router ospf
Router (config-ospf) #neighbor 192.168.0.1 priority 16

|:7>F%ﬁ

neighbor <ip-address>[ priority <{E%E>] [ poll-interval <FR—1) > S EkE>]

B i5x—5
INTA—4 BERAE BREEE | AREEOE
paddress  [XA/EBETS P TR AERELET. (T
B FANDEIEZFRELET, 0~255 0
ey T i;:*‘f\@n“wa‘/ﬁ‘F‘aﬁB%(%M:@)%?SEL 6555 0

cozezabuige

S0
A=V 7 [k 60 75

exss—r¢

OSPF #—E A EE—F
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Iredistribute

OSPF LSO FE: CHRUS LIRS IE DS 5 . OSPF CHELA 9™ DR 28R LILBEIZJE U TAR
Vo MBS AR ELET,

AN 7 EEA LT GE1E, "1 TR L £,

72720, RS U2 LN NG S VI B ECAR 2 T oAU\ o | B INU 7o AR 16 A P Bl AR 3
AHI-8121%, clear ip ospf redistribute T~ RZFEITL TZEW,

refresh I~ RBICH NI A~ R T,

F100:V02.00(00) LA&EHHR—k

D1 RIP CERB LA 1§ % OSPF THEAT 5

Router (config) #router ospf
Router (config-ospf) # redistribute rip

I:?yF%ﬁ

redistribute <BER#H T DEIEH> [metric<A +1) w2 1{E>] [route-map <Route-map £>]
[ metric—type <1|2>]

I INTGA—4
XS A—5 | BENE | BEHE | AREOE
OSPF LIS O FEE CHASG L7 IE #H D> H | OSPF TR
Bl DDA ELET,
Ibep IBGP THUSL /2R bep
‘connected ‘ RS connected
t—acti AN NT 7S 2 BT S 5 event—action
T ‘even action ‘ &} JT TR Forncl N
R ‘kemel ‘kemel 1 Z ey RSN R local-prot1 A WA AT
_ local-prot2
‘local prot1l .‘SA—UP o In(i)ca pro
local-prot2 ‘ p )
static
rip IRIP CHUEL 7= REB 5
ANl |OSPE TIEE 3 BH0 metric #HELET, 0~16777214 |E W5 ]
8 N e - . B Route—map %
Route—map 44 | B2 U Ciii FH 975 Route—map #45ELE7, SR
OSPF DAY 7 2 AT ASBR ISNERILV— o T R34 A
AT HEGEI, EHLONERELET,
] H AS N CAESNABIcaAMNE T 25 41%, |1
12 metric-typel Z+RELE7, 9 2
o [HASATRESHABRICIAMIBLA B &
1. metric—type2 Z 5 EL £,
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Lcogesabuiga

OSPF TG LIZIE RO A EAT L ET,

BEE—F

OSPF #—bE 2 EE—R
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I summary-address

PRI %A Aggregate LET, 2O KA OSPF CTIE4ELARWEA 1L not-advertise 245 EL £,
Fio, tag AR ETHIEL TEET,

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

I REHI 1 192.168.0.0/16 M#RIXIEH % Tag 0 T Aggregate 35

Router (config) #router ospf
Router (config-ospf) #summary-address 192.168.0.0 255.255.0.0 tag O

|:7>F%ﬁ

summary-address <ip—address> <netmask> [not-—advertise] [tag <0-4294967295>]

B i5x—5
INTA—7A BEAR & E# HBIRFFDIE
I % L AEEE NP N
i-address PRI A Aggregate 75 IP TRV AZFEE L F IPiv4~ TR AT
o JE=
, TREIE A Aggregate 775 [P TRLAD Ry~ |IPvd TRLA |
netmask L ET T AWEAT]
=i T
not-advertise |#%#&% OSPF CIAELRWGAIZHEELE T,  |not-advertise ﬂ&iﬁ% OSPEC
JIRETD
A== 0~
tag tag A BELET, 4994967295

foozesabuuse

PRIR I A Aggregate LEH A,

| B

OSPF #—E A EE—R
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foser = v 7

I area default-cost

AR T TN TNCT 7 ANV E T T AT BEROaAMEE R T LET,

refresh 2~ R ICH N Da~ R TF,

F100:V02.00(00) LAfEH7R—k

Bsemi Fo0 rEBETFIURTHBOIR MEZE 100175

Router (config) #router ospf
Router (config-ospf) #area 192.168.10.1 default-cost 100

I:va%ﬁ

area <T!J 7 ID> default-cost <2 X k&>

| IS A—4

NS A—4H BRERAR Bk i HHREEDE

TUT ID #EEHE 1L IP TRVATIELE  [0~4294967295 | ..
1 B MEAS

=7, P 7RL A | P
=7 L MR : by N .

A szr/ NEW AT T AT A O AMEE 0~16777215 R
RELET,

foozesabuuse

aAMEZE IR ELET,

| B

OSPF #—E A EE—R
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I area export-|ist

MOTITNZT I AT DI AETANZV T UET,
T IR A AN F L WKL T o AL ER A

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

Bsthi 05U T 28BEFILRAUR MER 1 THET D

Router (config) #router ospf
Router (config-ospf) #area 1 export-list 1

|:7>F%ﬁ

area <T' 7 ID> export-list <74 +ER) R +EE>

I INTG A=A
INTA—4H BREANS E% T & B AHERBEDOE
TUT D ZEHE T IP TRLATES  |0~4294967295 |,
1 MR AS
=7 D ELET, IPv4 7RL A HE AT
1~99
TANZ TR 2B UE T 7 2D ARE 1300~1999 .
-/—(] X '_L e <
TIRAYANE 2L TWLET, 10000~19999 | F AT
100000~199999
Looszezabuuga
TANHAIA T UER A

B

OSPF #—E A EE—F
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I area import-list

DT T NOT F U ARSI R E T ANZI T UET,
T 7R AV AN~ o F LIV RIS I ANLE R A,

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

Bsthi 05U T 28BEFILRAUR MER 1 THET D

Router (config) #router ospf
Router (config-ospf) #area 1 import-list 1

|:7>F%ﬁ

area <TY 7 ID> import-list <74 +ER) R +EE>

I ING A—4
INTA—4H BRERNE £% 7 & B AHEREDOE
U7 ID 8 E- 1L IP TRV AT (0~4294967295 N
1 MR AS
=7 D ELET, [Pv4 7RL A HE AT
1~99
TANA LT R A= e T 72 AU AR [1300~1999 .
-/—(] X '_L e <
TIRAYANE FBTLTOLET, 10000~19999 | P AT
100000~199999
Looszezabuuga
TANHAIA T UER A

B

OSPF #—E A EE—F
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Iarea nssa

OSPF U7 % NSSA (Not So Stub Area) [ZFZELET,

R | A= S N G

refresh <K%l

F100:V02.00(00) LA[&HHR—

RERFI 1 S ERIZEE A NSSA [CHEERfH LA LY

Router (config) #router ospf
Router (config-ospf) #area 1 nssa no-redistribution

|:7>F%ﬁ

area <T ') 7 ID> nssa [ translate-always|translate-never]

[ no-redistribution|default-information-originate|no-summary]

| NS A—4
INSA—4H RERNRE & T S HEREEDIE
U7 ID #HHFE 1T, IP TRLA [0~4294967295 | . .
] . ™~
=7 ID LS IPvd 7RL 2 JE5t BMEAH]
HATTLSA %X AT ST TH
translate— T DMEINERTELET,

translate—always
always|translate—

translate—always |1 f#9°%
HfEL 720

O HE R A NSSA IZFECAT L7220
Bl ELET,

translate—never
never

translate—never

no—redistribution no—redistribution

SASBR 73 NSSA ABR 3% 1L T
WBIGHE D &
Eii;mm- &4f%D%7jw$W%&%$ﬂjA$ﬁi;mm
. G AR ELET, .
originate originate

NSSA SEEALT TN T R ETDH
BIZHEELET,

no—summary no—summary

foozesabuuse

translate—always

ZATB5LSA &%
T A2 IGRP
REAETIT N
\ZHATTELT
BeATLET,

OSPF U7 % NSSA I[ZHELEE A,
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Pussa ez

PN IIN—=2 TN T2 NSSA LLTRIETHIENTEET,
TYTR—=HF =2 NSSA LU TEZELIZTY T NENDOTY TN T2 AS SRS s L
FHA,
NSSA Z7%E T HIZET, NSSA W TIETAR G HATH O L, /b—HF DI O AN BN DA fif
s 3 I/ N G=3= 3 B

exs—r

OSPF #—E A EE—R
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Iarea range

MO TR T F 7 AT BT ORI Z 1| SORKICEHLET,
refresh 2~ REIZHE NI 2 Ha~ R TT,

F100:V02.00(00) L& 7R—k

RERFI 1 EHTHERO IPT FLR%E 192.168.10.0/16 (29 5

Router (config) #router ospf
Router (config-ospf) #area 1 range 192.168.0.0 255.255.0.0

|:7>F%ﬁ

area <IT. ') 7 ID> range <summary-address><summary-address—mask>
[ substitute <substitute-address><substitute-address—mask>|not-advertise]

I INTG A=A
INSA—4H BRERAR 5% T BB HIREDIE
1 HRH - N = ~
U7 ID TU7 ID Z8EE-IL IP TRUATH  |0~4294967295 W

ELET, IPv4 7R AT,

34 RS N R ) y )
FATTORBED P TRVAGRIELE [ ) el st g

summary—address

—a—o
- 4B ERIE D Ty N — RIE . SR | PV
summary-address— [$5K)§ DR D R NI —I < A 2 E IPvd TRU AT |48 W]
mask LET,

HEHITHRBER DT RLATT 7
AFTDEHAD P TR AZRELET,

T HRBEROTRLATT F 7

AT DA DA NT =TI AV 5B |IPvd TRUATEA IS AT
giba—‘o

B TRIBEET T AL WA

not—advertise - -

HELET,

IPvd 7RLAGE B IE AR AT

substitute—address

substitute—address—
mask

Loosrezabuuga
R DHERNIIT O EE A,

bexs—+¢

OSPF #—E 2% EE—F
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I area shortcut
TUTDOva— Iy hE—RERELET,

$Cospf abr-type shortcut < REREFIZEREL T ABR ZA 7% shortcut E—RI{ZL TRIMLE
BHVET,

refresh I~ RIZICH b a~ R T,

F100:V02.00(00) L& 7R—k

Bemm oa—try bE—FEEDITS

Router (config) #router ospf
Router (config-ospf) #area 1 shortcut enable

|:7>F%ﬁ

area <T ') 7 ID> shortcut <> 3—hrAY FE—F>

I INTG A=A
INSA—4H BRERNSE 5% T iR HERBEDIE
| T ID ZRELEINL, IP TRUATHIE [0~4294967295 |, -
U7 D Lt IPvd 7RL A AMEA AT
va—hhyE—ROREEZRELET,
default v a—bMivhE—RET 741
]\&:)j:’é—a—%é\c:*aﬁzbjz—d—o def‘ault
va—hyhE—F disable ¥ a—hhyME—REMEL) 2T | |disable BMEAS ]
DA RELET, enable
¥ a— Iy hE—REA T
enable

L B IHRELET,

|:waﬁéﬁhmu%e
Ya— v hE—RE AL EE A,

bexs—+¢

OSPF #—E A EE—F
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Iarea stub

OSPF =7 % AR 7 TR ELET,
refresh 2~ R ICH NI /Da~ 2 RTF,

F100:V02.00(00) LA[&HHR—

Bemm1 ¥y A#RETTUFISTFHURLEL

Router (config) #router ospf
Router (config-ospf) #area 1 stub no-summary

|:7>F%ﬁ

area <T ') 7 ID> stub [no—summary]

I NS A=A
INTHA—4H RERNR =% 7 & AREFOIE
U7 ID 8 E -1 IP TR AT |0~4294967295
1
TITID e e IPva 7KL Ay [P R
1
Pl LSA 2247 ZYTICT S AL JolenEn
no—summary B AL no—summary Z 7 YTNCT T
- 7 ALET,

foosesannusga

OSPF =7 AX T 2T IZERELEE A,

lx@ﬁIUTt@?

AET TYTIZIL, INBRRE A5 %D LSA B iivER A,

ZD, ZOTITIZIE ASBR R ETHZLITTEET A,

F72 L AN MBI RN AT 2T O ABR X, 2O T NICT 74 /LML —hEeT )
AT DB RHNET,

exss—r¢

OSPF #—E A EE—F
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I ospf abr-type

TT BRIV —EZDIAT R ELET,
T azd, VTRV — O EOENMER 2D F T,

refresh I~ RBICH DA~ R T,

F100:V02.00(00) LA&EHHR—k

Bsem1 Tu7BRIL—50584 T% standard 125 3

Router (config) #router ospf
Router (config-ospf) #ospf abr-type standard

| ERSIN &

ospf abr-type IL—B %A T>

I/\"%J‘—’Sl

HEEFDIE

KT A—E | BENE e HEE

TUTEERN—FDIAT R ELET,

Ny IR— YT L TUNT, o3y
IIR—rxT7 D 1 BLLEDO/L—FE full A
T =B AL S TWDIGH Iy IR —r ]
TBION Yy =T O summary lsa &
FHE, ENLAMNI AT T O summary lsa &
FHELET,

NP R— YT IZBHEL T8y
IR—rx2 YT D 1 B EOL—HE full A
T BALIR S TWDIGEIT Ny 7R —r T
TEBION Yy h=U 7 O summary lsa %
§+%o FNLIAME A2 T O summary Isa & b
N—s i AT U Sk \ BT
Ny R— )T T, ANy 7R ==
V7D 1 B EON—FE full AT —F AL
STWAEEIZ summary LSA ZEHE, X7
A= Y7 PSSO TIZEAL UL LT D
YT T summary LSA Z3HHL,

QS Ny

=B PNy IR AR TU VK
“C,shortcut =—R7>3 disable PA# M (default or
enable) D7

+shorteut &—NR7)5 enable D=VU7

TRV — OFHFEL, Ry IR —r )T
standard |BELONT7 2w k) 7 (Virtual Link) TO Zx
summary LSA Z 315,

cisco

ibm cisco

standard

shortcut
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Loosezabunga

ABR DX A7 % standard IZER ELE T,

Leee—r

OSPF #—bE A EE—R
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IPvAJL—T 17 20D

BRE

Joser a0z

I area authentication

OSPF G REE AL £,
ReRIEF—(3. ip ospf authentication—key,ip ospf message—digest—key A~ FTRELE T,

refresh 2w RRIZETAR DT R T,

F100:V02.00(00) LL[&HR—k

BaeEp U7 D 1 oREARIC WS #EAT S

Router (config) #router ospf
Router (config-ospf) #area 1 authentication message-digest

I:va%ﬁ

area <T ') 7 ID> authentication [ message-digest]

| RS A—4
INTA—4 BHARES RSB HERFFDIE
U7 ID ZEEF 1T IP TRUATIEE  |0~4294967295 |,
] Z ™~
=I7 D L&, IPvd 7RLAJER A
message—digest OSPI RGIEIZ MD5 2B T 55 AR E message—digest AL MD5
BeTABOSE I g, BOTEES e L2

fcozezabuige

OSPF fBFEZITWER A,

exs—r

OSPF #—E R EE—R
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I ip ospf authentication

REL TWAA BT 2 — A TR RE A H T2 K0 EL £,
refresh A< RRRICH /0B~ RTT,

F100:V02.00(00) LA[&HHR—

ExEHI 1 EWANT OEEEEZ MDS T1T75

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf authentication message-digest

|:7>F%ﬁ

ip ospf authentication [FREFEXTE]

I INTG A—4

NIATE BRENE SRR | ABEOE

WAL EAE R ELET,

T . imple—password
B message—digest MD5 CTiilEZ TV ET o Sm}pA
EEEE ren message—digest G AT
simple—password CalaF% | [null N
null )

1TWET,

foosesannusgea

PR Z TV ER A,

REE—F

[ ]
ol

LAN A2 BT 2 — AR EE—NR

EWAN A2 X7 = — A TEE—NR

PPPoE A2 # 7 = — AR EE—NR

HAXNT T AL HT 2— AR ETET—R (F100 DIr)
VLAN AL H T 2 — AR EET—R

N—T NI AR T 2 — AR TET—R
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I ip ospf authentication-key

OSPF CHAGE#REA 256 OB — 2R ELE T,
refresh 2~ REIZHE NI 2 Ha~ R TT,

F100:V02.00(00) L& 7R—k

HEMF 1 FBEFX—% lospfpaswd] (295

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf authentication-key ospfpswd

|:7>F%ﬁ

ip ospf authentication-key <EBEf¥+—>

| NS A—~
INGA—4 HERR REEIFE | ARREBEOE
L OSPF CiliFEREZ AT 258 OGEy—% 8 LFLIND | .
R — N, e B A
T el ok A

foosesannusga
OSPF RAEHHE CHUT T 2RI —2REL £ A,

| B

LAN A2 BT 2 — AR EE—NR

EWAN A2 BT = — A TEE—NR

PPPoE A2 7 = — AR EE—NK

HAXNT T AL HT 2 — AR ETET—R (F100 DIr)
VLAN A AT 2 — AR ETET—R

=T IR AR T 2 — AR TET—N
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I ip ospf message-digest—key

OSPF C MD5 #RFFHEREZ 1 92356 D MD5 #8iFF — &% —ID 2% EL £,
refresh 2~ REIZHE NI 2 Ha~ R TT,

F100:V02.00(00) L& 7R—k

EXFEHI 1 MD5 EREEF—% ImdSpswdl . F—IDZ 11295

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip ospf message-digest-key 1 md5 md5pswd

|:7>F%ﬁ

ip ospf message—digest—key <F—ID>md5 <FRif¥—>

I NS A=A
NS A—4 BRERAR RESF | ARREEDE
L OSPF "C MD5 RGEAREA A 328555 ORBAET |16 SCFLA
EEEJ.T: . Lt TSN A >
R N Mot |
Sy i‘}gj Ve =t j;EIA — .
D OSPF T MD5 BEFEREE M T2/ B OF—ID | . R

RELET,

foosesrannusga

OSPF OZREFHEREIZ MD5 2l FH L 1A,

exs—r

LAN A2 X7 = — AR EET—R

EWAN AL HZ T = — AR EET—R

PPPoE A2 27 = — AR EE—R

HAXNT T A BT 2— AR EE—R (F100 DIH)
VLAN AL AT 2 — AR ETET—R

=T IR A BT 2 — AR TET—N
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axX

g

IOSPF A3 71—R

I ip ospf hello-interval

OSPF @ Hello interval Zi%EL£7,
refresh 2~ R ICH N Da~ R TF,

F100:V02.00(00) LAfEH7R—k

[ 25E51 1 0SPF @ Hello interval % 20 I3

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf hello-interval 20

I:va%ﬁ

ip ospf hello-interval <EERENR

I/\"%;‘—’;‘l

INTGA—5 RENE REFE | HEEFROE

EHME  [Hello Ay — O Wk (AL D) 2 EL £, |1~65535 | IEA AT

foozesabuuse

Hello Av&—% 10 BHFE CEHANZIEELET,

| B

LAN A2 27 = — AR EET—R

EWAN A2 27 = — AR EET—NR

PPPoE A2 27 = — AR EE—NR

HAXNT S AL BT 2 — AR EE—R (F100 D)
VLAN A2 R T 2— A EET—R

=T IR I AR T 2 — AR TET—R
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I ip ospf dead-interval

OSPF @ dead interval #3& ELE7,

T TERIELI-MERL]. OSPF @ Hello Z52{E L7phao 7834 . O Neighbor 27— 7 /LB HIERL
F7,

refresh I~ RBICH NI Ha~ 2 RT1,

F100:V02.00(00) L& 7R—k

s 1 OSPF o dead interval % 100 BI2F %

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf dead-interval 100

|:7>F%ﬁ

ip ospf dead-interval < dead interval >

I INTG A=A
INTG A—4H BHANES REER | AEREFDIE
. Neighbor %7 —7 /LB HI B9~ 2 B ] (FRA P
dead interval ) 2L £ 1~65535 |EHEAR]

Loosezabuuga

40 FLR Hello 23215 L7gh o 7= 5527 — 7 A bHIBEL £,

| B

LAN A2 BT 2 — AR EE—NR

EWAN A2 X7 = — A TEE—NR

PPPoE /v H# 7 = — AR EE—NK

HAYNT T A BT 2—ARTEE—FR (F100 D)
VLAN /o H T 2 — AR EET—R

N—T NI AR T 2 — AR TET—NR
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I ip ospf retransmit-interval

OSPF (Database Description 33T Link State Request ) O EMEE R ELET,
refresh A< RRRICH /0B~ RTT,

F100:V02.00(00) L& 7R—k

RERI 1 OSPF DFEERFER™ZE 100 #1295

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf retransmit-interval 100

|:7>F%ﬁ

ip ospf retransmit-interval <BE:iEfR>

I NG A—4
INTG A=A BHANES EREERE | ARREFDE
R Database Description 33JTF Link State Request /X7 365535 | MR

N PRI bE (FAL  F) 2k EL E47,

foosesannusga
5 BRI CRIFLET,

| B

LAN A2 BT 2 — AR EE—NR

EWAN A2 BT = — A TEE—NR

PPPoE /> # 7 = — AR EET—NR

BAXNT T AR T 2— AR TEET—NR (F100 DIx)
VLAN A2 &7 = — A EET—R

=T IR I AR T 2 — AR IET—FR
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I ip ospf transmit-delay

FELTNWDA X7 2 —AZC, LinkStateUpdate Z Hfkd 572010 A 2% ELET,
TITEHRELEN . LSA O Age [ZINESET,

refresh A< RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

[ s5E51 1 OSPF > transnit delay % 10123 %

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf transmit-delay 10

|:7>F%ﬁ

ip ospf transmit-delay <H##EIERFR>

|/\°5><—9
ING A=A BREANE SREEF | AEREDE
HELTVAA —AICT, L A
PR A KIEL QWAL AT 2—A 2T, LinkStateUpdate % 1~65535 |4 WA

Hfk g~ 2720 (2 DR (AL D) Zf e L £,

Loosezabuuga

PR AE R 1 1 RS0 T,

| B

LAN A2 BT 2 — AR EE—NR

EWAN Ao X7 2 — AR TEE—NR

PPPoE A2 7 = — AR EE—NK

BAXNT T AR T 2— AR TEE—R (F100 DIx)
VLAN A2 &7 = — A EE—R

=T IR I AR T 2 — AR TET—R
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I ip ospf cost
OSPF % 4 235D A 2T 2—AZE Y CHIAMEA R ELET,
refresh I~ RIEICHEN/0ha~w L R TT,

F100:V02.00(00) L& 7R—k

REHI1 EWANT [CEIY B THIR MMEZ 100129 B

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf cost 100

|:7>F%ﬁ

ip ospf cost <T X hE>

I/\"%%—’Sl

INTA—4H BRERNE REEIF HIREEDE
I AME AHT 2 —ADAAMBEZFHTELET, |1~65535 HHEA ]

Loosrezabuuga
OSPF = AMEZ 1 BHCEALET,

bexs—+¢

LAN A2 37 =— AR EE—NR

EWAN A2 27 = — AR EET—R

PPPoE A2 27 = — AR EET—NK
HAXINT T A BT 2— A EE—R (F100 D L)
VLAN A2 BT o — AR EET—NR

=T R AR T 2 — A ETET—NR
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I ip ospf database-filter all out

ZDAHT 2= A THL LSA OIE#RZZIT T 7220 I T 2558 I ELET,
refresh A< RRRICH /0B~ RTT,

F100:V02.00(00) L& 7R—k

REMB 1 FHLVLSADEREZFAFITLENESICTS

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf database-filter all out

|:7>F%ﬁ

ip ospf database-filter all out

I/\"%%—’Sl

INTA=RTHVERE A

Loosrezabuuga

FLO LSA DR @EZ T ET,

B

LAN A2 BT 2 — AR EE—NR

EWAN A2 A7 = — AR EET—NR

PPPoE A2 H# 7 = — AR EE—NK

BAXNT T AL HT 2 — AR ETET—R (F100 DIr)
VLAN A2 &7 = — AR EET—R

=T IR AR T 2 — AR TET—R
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Iip ospf disable all

ZDAHT =—AT OSPF i LW Icie e L £,

refresh I~ R ICEN /2D~ R T,

F100:V02.00(00) L& 7R—k

HEF1T ZDAUBTT—ATOSPFZFEALLEWLELSIZT S

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf disable all

|:7>F%ﬁ

ip ospf disable all

I NS A=A
INTA=HIHVFEEA

foosesannusga
OSPF Z L £,

B

LAN A2 BT 2 — AR EE—NR

EWAN A2 A7 = — AR EET—NR

PPPoE A2 H# 7 = — AR EE—NK

BAXNT T AL HT 2 — AR ETET—R (F100 DIr)
VLAN A2 &7 = — AR EET—R

=T IR AR T 2 — AR TET—R
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I ip ospf network

OSPF A2 X7 2—AD F "I —7 DI ZH RIS E LTV G Zoa~  RafE HLET,
refresh 2~ R ICH NI /Da~ 2 RTF,

F100:V02.00(00) L& 7R—k

HEF1 Ry hT—%4 R A T% non-broadcast multiple access % 4 FIZIEET S

Router (config) #interface ewan 1
Router (config-if ewan 1)# ip ospf network non-broadcast

|:7>F%ﬁ

ip ospf network <%xw kT —H 424 F>

|/\°5><—9
NS A=A BREARE 5% 7E & HIREFEDE
OSPF CHEAT 53 NI —I XA TR ELE
j‘o
broadcast #A 7 ELFE broadeast
broadcast +
° non—broadcast
F "I — broadeast |[FO™ broadcast multiple access "
ZAT HOWRROREERS Lt e EL £ point-to- An
point—to— point—to-multipoint ZA 7|23 | multipoint
multipoint TLET,
int-to-point
oint—to—point point—to—point #4712 EL PotEtoTpott
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Looszezabuugs

broadcast #A /IR ELET,

exss—r¢

LAN A2 H 7 2—AHEET—R

EWAN AL A7 = — AR EET—R

PPPoE A2 X7 = — A EE—R

HAXNT T A BT 2— AR EE—R (F100 DIH)
VLAN AL 2T 2 — A TEET—R

=T IR AT 2 — AR ET—NR
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Iip ospf priority
OSPF %At HJ- D e A5 ELE T,

refresh A< RRRICH /0B~ RTT,

F100:V02.00(00) L& 7R—k

Bamp1 OSPF &MY 3425 I —RDpriority £20153 %

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip ospf priority 20

|:7>F%ﬁ

ip ospf priority <{2%&cE>

I ING A—4
INTA—4 RERNR REEFE | AREEOE
OSPF %#{fi 45 A 2 X7 2 — ADES R E LET,
B ERAREWEEBILE Xm0 ET, 0~255 € N

F7-. 0 28T T %L DR/DBR ICiFA A,

Loosezabuuga
priority & 1 IZ5%ELE7,

| B

LAN A2 BT 2 — AR EE—NR

EWAN Ao X7 2 — AR TEE—NR

PPPoE A2 7 = — AR EE—NK

HAXNT T AL HT 2 — AR ETET—R (F100 DIr)
VLAN A2 &7 = — A EE—R
TN I AR T 2 — AR TET—R
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Ipassive—interface

Z ’“C?"”?L/t/l"/&7:%7\ﬁ & HELLO N7y hOEZFEATWVEE A

J—5 1D PEDBERDFHHE ORI G N OH RS ET

refresh <2 K%l

BB~ R,

F100:V02.00(00) LA[&HHR—

B EnANT CHELLO /<% v FORBEETHAEVESIST S

Router (config) #router ospf

Router (config-ospf) #passive-interface ewanl

|:7>F%ﬁ

passive-interface </ 2 7z —RX%>

INE%—Q

NS A—4 SEAR

0

n||||
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5 7E & HIREFDIE
I lan 1
HELLO /7y hDEZAZEATORWNA A N
N _X ~ Z I~
BT~ A Y ewan 1~2 ) B WEAS AT
pppoe 1~24*
% :F80 DFAIL, 1~5 IZRVE T,
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HELLO /7 hDOEZAEE1T,
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foser emomz

Icompatible rfc1583
AS FR DOV T, REC1583 A TENVET DIoa% EL£7,

refresh 2~ RRICH IR DT~ R TT,

F100:V02.00(00) LAfEH7R—k

Bsth1 ASSOEBISOL T, RFCISSI ERTHIET 545157 %

Router (config) #router ospf
Router (config-ospf) #compatible rfcl583

I:va%ﬁ

compatible rfc1583
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INTA=HIHVFEREA
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RFC 1583 IE AL CTEMEL £97,
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Iauto—cost reference-bandwidth

A BT 2—AD OSPF 2 AME%Z HEFHA T OO R —RA b laR ELET,
HN7IE Mbps T,

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

D1 OSPFax MEZEBEHET IBOS—REF S0 L LET

Router (config) #router ospf
Router (config-ospf) #auto-cost reference-bandwidth 80

|:7>F%ﬁ

auto—cost reference-bandwidth <X—X{E>

I ING A—4
INGA—4 HERNE R | ABROE
Ny OSPF aAMEA H @3 DBE D _R—R M HHE |1~ PO
SEAME e ey 1204967 | PR

Loosezabuuga

100Mbps I[ZERELET,
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OSPF #—EAHEE—R

194



IPvd Jb—F 4 > O DRE

Irefresh timer

LSAVZ Ly 2Dz @ LET, ®EITH~U LSA(¥ A7 3,4 ), AS #F LSA |

refresh I~ R ICEN /2D~ R T,

F100:V02.00(00) L& 7R—k

REHF 1 LSAYITLy L 1DREREZE 30T S

Router (config) #router ospf
Router (config-ospf) #refresh timer 30

|:7>F%ﬁ

refresh timer <LSA ') 7 L v < a1 DEkE>
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INTA—4H BREANE SREEFE | HIREFDE
LSAUZL oy o |LSAUZL v =OfEsisELET, 10~1800 |‘AR&ATA]
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Itimers spf

LSA O FZZZ 5L Thb, FEBRIZ SPF 55 A BT 2 F CTORMERER &, SPF 5 A1T>TH
BIRDEBIZADFE TCOR—INVREA LR TELET,

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) LA[&HHR—

EREHI 1 SPFETE 4BHIAT S E TOREERREZ 100 ¥, SPFEHEFT o THLRDETEIZAD
FTOR—ILKFEALZORIZLET,

Router (config) #router ospf
Router (config-ospf) #timers spf 100 50

|:7>p§ﬁ

timers spf <spf-delay> <spf-holdtime>

INSA—4H BHANES REEIE | ARREFDE
LSA O Fi a2 5L Thb, FEBRIZ SPF aH5R AR |0~
W HECORIER AR ELET, 4294967295

SPF #HHLZAT > CBIRDFHHRIZADETDR—/L [0~
RAALERELET, 4294967295

spf—delay BWEAS ]

spf~holdtime B MEAS T
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spf-holdtime: 10 7
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I log—adjacency—changes

OSPF RA DR BEEFE % slog (IZH ILET,

HATN R DIRAEERE A1 DAT — FB LR IEER L5 [ X I LIe A XU hNOFEFH T,
detail MR ESNIZH AL, B TOREEBEICH L ET,

detail 2MEESNRWEA 1L, FULL 27—k FULL AT — RIS D 2T — D[] OB N T A
LT R I ET,

refresh I~ RBICH NI A~ R T,

F100:V02.00(00) L& 7R—k

i1 OSPF R4 \OREBBE slog AT B

Router (config) #router ospf
Router (config-ospf) #log-adjacency-changes

|:7>F%ﬁ

|og-adjacency-changes
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Ivirtual—l ink DERE

Iarea virtual-Ilink

Virtual-link 27T AFF 0L —Z D #i8ELE T,

refresh 2~ R ICH N Da~ R TF,
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Bsen mEEUL2%ED IP7 FLRE 192.168.10.1129 3

Router (config) #router ospf
Router (config-ospf) #area 1 virtual-link 192.168.10.1

I:va%ﬁ

area <TY 7 ID> virtual-link <\)E—FJL—% ID>

I ING A=~
NS A—H BREARE SR E S HEEEDIE
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Iarea virtual-Ilink authentication

REL TWAA BT 2 — A TR RE A H T2 K0 EL £,
refresh A< RRRICH /0B~ RTT,

F100:V02.00(00) LA[&HHR—

EQE{E“ 1 MD_5 aits nIE*%ﬁE E1§Fﬁ L/ —C an.\nIE-g— %)

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2
authentication message-digest

o~ rest

area <T )7 ID> virtual-link <\JE&— kJL—4 ID> authentication [EREIE%7E]

I INTGA—4
NG A—4H BHARES 5% 7 & B HREDE
0~4294967295
1 HEK - S 2
D =)7 1D ERHETE, P TRVAIRT | 2 0 e
FRELET, .
=
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Iarea virtual-link authentication-key

Virtual-link CRBREHEREZ M 3558 OFSEr — 2% ELET,
refresh A< RRRICH /0B~ RTT,

F100:V02.00(00) LA[&HHR—

REH 1 FREEF—7% ospfpswd [ZERTET S

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2
authentication-key ospfpswd

o~ rest
area <T') 7 ID> virtual-link <\JE&— kJL—% ID> authentication-key </SXTJ— K>
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Iarea virtual-link dead-interval

OSPF @ dead interval #3& ELE7,

T TERIELHEIANIZ OSPE @ Hello 2522 L7eh »T-34 . D Neighbor 27— 7 /L7154l
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refresh I~ RBICH NI Ha~ 2 RT1,

F100:V02.00(00) L& 7R—k

D1 20BRtello #RELENSLET—TLDSHIBRT S

Router (config) #router ospf
Router (config-ospf) #farea 10.0.0.1 virtual-link 10.0.0.2 dead-interval 20

|:7>F%ﬁ

area <T!)7 ID> virtual-link <\J®E&— kJ)L—% ID> dead-interval <Z{EME=>
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JE—RL—%Z D ?ggi;gﬁ;‘fﬁﬁém?m Y pva FRL B AT
ST — R E R LR AETO

Sl Hello 7~y "ASZAE [Il@E (B F0) & [1~65535 BMEA ]
FBELET,
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Iarea virtual-link hello-interval

Hello /X7y bR RMRZ R ELE T,

refresh A< RRRICH /0B~ RTT,

REHN 1 Hellos/Ngy FDEERRZE 20 ICERET S

F100:V02.00(00) L& 7R—k

Router (config) #router ospf

Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2 20 hello-interval 20

|:7>F%ﬁ

area <T Y 7 ID> virtual-link <\)E&— FJL—% ID> hello-interval <E{EMER>
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Iarea virtual-link message-digest—key

Virtual-link ¢ MD5 RFEREREZR 9256 D MDb BGEF — &% ELE T,
refresh A< RRRICH /0B~ RTT,

F100:V02.00(00) LA[&HHR—

Bazsem1 192.168.0.0/16 D#EREIEHRE Tag 0 T Aggregate 35

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2 message-
digest-key 1 mdbmdSpswd

o~ rest

area <T!)7 ID> virtual-link <!)E&— kJL—% ID> message-digest-key <F—ID>
mdb <EREEF—>

I ING A—4
INSA—A BRERNE 2% 7€ & B HBIREFD(E
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Iarea virtual-link retransmit-interval

Virtual-Link ¢ OSPF (Database Description 3340 Link State Request) DT E[HfEEZFR EL F
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refresh A< RRRICH /0B~ RTT,

F100:V02.00(00) L& 7R—k

B ssth 1 0SPF oExEE 100 BISHETS S

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2
retransmit-interval 100
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area <T! 7 ID> virtual-link <\JE&— kJL—% ID> retransmit-interval <EX[ERE>
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Iarea virtual-link transmit-delay

Virtual-Link @ LinkStateUpdate & Hifltd 272D X0 DR Z R ELE T,
TITEHRELEN . LSA O Age [ZINESET,

refresh I< > RRRICH /0B~ RTY,
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I sEs 1 LinkstateUpdate /<4 v F DRRSEIERM £ 10 HIZT 5

Router (config) #router ospf
Router (config-ospf) #area 10.0.0.1 virtual-link 10.0.0.2
transmit-delay 10
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area <T!)7 ID> virtual-link <\)E— kJL—4& |ID> transmit-delay <{FR#¥EIERFRT
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FHEEIERFR] | LinkStateUpdate ZHfkd57-812h%> | 1~65535 B A A]

DIFH (B #D) 2B EL £

foosesannusga
PRERAERIRRIL | B0 ET

B

OSPF #—E A EE—F
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| soPicEag 25

I aggregate—address

A AL, TOEHEZ BGP CilaL£4, B 25%1%, PATH JBMEiZ, ATOMIC-
AGGREGATE &1, AGGREGATOR J@t: (Aggregator—Origin = FITELnet-F100) Z->F Ci@AL £
4, summary-only Z48E L7235 A%, % DORISIE MOz @l RS-
HMENFEFA,

refresh 3= RZIZH N/ Ha~ R TT,

EXEMHI 1 192.168.0.0~192. 168. 255. 0 M#EFRIFE % 192. 168.0.0/16 IZEKT 5

Router (config) #router bgp 100
Router (config-bgp) taggregate-address 192.168.0.0 255.255.0.0

Dsmpe mwp sl GELENEDT FLADHE BP TEMT )

Router (config) #router bgp 100
Router (config-bgp) #aggregate-address 192.168.0.0 255.255.0.0 summary-only

| ERPAs =

aggregate—address <IP 7RL A> <R ;< A7> [summary—only]

I ING A—4
INSA—4H BHALNES SR E g HBIREEDE
P 7TRLA ERBOIP TRLA IPvd 7RLUAIEZL A IS A Rf
SN A IE SN2/ IPvd TR A A REARA]

summarv—only TV RORBIEROSZ@IT D | HEHI BT ORI
O L ET R TN T

foosesannuga

Aggregate LEH A,

B

BGP % —EAFEEE—F
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IPvd Jb—F 4 > O DIRE

I bgp always—compare—med

2D ARV AT MR T HEED BGP E 7 D T B 72888 D MED O gz 7 VET,

refresh I~ R ICEN /2D~ R T,

Bssthi WED ISk BB BB DB EITH S

Router (config) #router bgp 100
Router (config-bgp) # bgp always-compare-med

|:7>F%ﬁ

bgp always—compare—med

I INTG A=A
INTA=HTHVER A,

Loosezabuuga
MED D EEBTAT/RVNVER A,

| B

BGP %—bE A EE—R
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Ibgp bestpath med missing—as—-worst

BGP D i #R 38 DO ERIZ I T, MED fE (MULTI-EXIT-DESCRIMINATOR) # & 5455412
FREL F7, missing—as—worst ZF5EL7-5 &1L, MED JBED 72V 2 e i LUV R &
F72UET (MED fil%& FEE ST (4294967295) L THLO) .

refresh I~ RBICH NI Ha~ 2 RT1,

fen1 WD EHOR SRS, FBEEBETS

Router (config) #router bgp 100
Router (config-bgp)# bgp bestpath med missing-as-worst

oo rest

bgp bestpath med missing-as—worst

I/\"%;‘—’;“l

INTA=HTHVER A,

foozrzabuige
MED BIED72V VKT . MED EOD El 34T/ WV ER A

| FITELnet-F < 1) — X () BGP S 4R B2 4R

FITELnet-F 2U—ZX® BGP TlX, LA FDONE Tl ik g DR E T2V ET,

Bk

oy =4 RES

NEXT HOP @ TR E S/~ NEXT_HOP ~DFIE /2N A
LTI &7

BGP B 7IZi E L7= WEIGHT fEIZXY, WEIGHT {ED K&
BGP E 7 Mo E HAMESL SIS

3 LOCAL_PREF @t |[LOCAL_PREF fE®D KX\ IR MBS SND

1 NEXT_HOP J&

2 WEIGHT i

4 LOCAL FITELnet-F 2V — X234 5 L7= BGP #R MBS SD
AS_PATH EDEUVREEOME SN D, 72721 bep bestpath as—

5 AS_PATH J@ Mk path ignore Z<= U RNERESITWAE AL, AS PATH £47%5
L7

6 ORIGIN J& ORIGIN J&MEDE L EE 1L IGP >EGP > incomplete

7 MED f#& MED ED/INSU VR MBS XD

8 E-BGP or [-BGP BGP OB T ¥ A7 DB L, E-BGP > I-BGP

NEXT HOP J& M T E X~ NEXT_HOP ~D AR 7l A3 /]

9 IGP AR > MR MBS
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IPvd Jb—F 4 > O DRE

7 D router—id fED/ NSRRI MBS LD, 72721 bgp

10 |irouter-id bestpath compare-routerid 235 EZIVTWDIG ARV ET,

BEE—F

BGP % —E A EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ibgp bestpath as-path ignore

BGP ORI DEIUZI N T, AS NADRSZZBELLRWGAITIRELET,

refresh Z< > RRRICH DT/ Da~< R TT,

Dsen 1 SESBOBRIC ASPAHEEEELAL

Router (config) #router bgp 100
Router (config-bgp) # bgp bestpath as-path ignore

|:7>F%ﬁ

bgp bestpath as—path ignore

I INTG A=A
INTA=HTHVER A,

foosesannusgea
AS-PATH EZZBLET

| FITELnet-F < 1) — X () BGP S 4% B4R

FITELnet-F 2U—ZX® BGP TlX, LA FDONE Tl ik g DR E{ T2V ET,

&%
g iz

B HNE
NEXT_HOP J& T ESI- NEXT HOP ~DOFIE 72 WA 1T
MR L7022

BGP 7 2R E L7= WEIGHT fi£i2 kv, WEIGHT fiLo> K&y BGP
ET B DOERNEEIND

1 NEXT HOP J&

2 WEIGHT i

3 EENEWFE LOCAL PREF fEORE R IMELSND
4 LOCAL FITELnet-F 2 —ZAMN 4 L7= BGP R EENMEESD

AS_PATH MBS MBS NS, 72721, bep bestpath as—
5 AS_PATH @ path ignore I~ RMNHREIN TWAEEA L. AS.PATH E4E&E

L720
6 ORIGIN J& ORIGIN J@&MED S EE 1% IGP >EGP > incomplete
7 MED f#& MED D /NS VR MEE e XD

8 E-BGP or I-BGP |BGP OB 7 XA 7 DS L%, E-BGP > I-BGP

NEXT HOP J&M: T ESI - NEXT_ HOP ~D AN 7B /NS

US
9 IGP AN »z B AL
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IPvd Jb—F 4 > O DRE

7 @ router—id fED /NSRS DME Je S D, 72721 bep

1 i R
0 router-id bestpath compare—routerid 23 E SV TWADIGE TRV ET,

BEE—F

BGP % —E A EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ibgp bestpath compare-routerid

BGP D i M OIRPUZ BN T, L—H ID 25 ETDHH AR ELET,

refresh A< RRRICH /0B~ RTT,

Baem1 segmomERc. L—4% DEEETS

Router (config) #router bgp 100
Router (config-bgp) # bgp bestpath compare-routerid

|:7>F%ﬁ

bgp bestpath compare-routerid

I INTG A=A
INTA=HTHVER A,

Loosezabuuga
N—2 1D BB LEEA

| FITELnet-F < 1) — X () BGP S 4% B4R

FITELnet-F 2U—ZX® BGP TlX, LA FDONE Tl ik g DR E{ T2V ET,

&%
g iz

B HNE
NEXT_HOP J& T ESI- NEXT HOP ~DOFIE 72 WA 1T
MR L7022

BGP 7 2R E L7= WEIGHT fi£i2 kv, WEIGHT fiLo> K&y BGP
ET B DOERNEEIND

1 NEXT HOP J&

2 WEIGHT i

3 EENEWFE LOCAL PREF fEORE R IMELSND
4 LOCAL FITELnet-F 2 —ZAMN 4 L7= BGP R EENMEESD

AS_PATH MBS MBS NS, 72721, bep bestpath as—
5 AS_PATH @ path ignore I~ RMNHREIN TWAEEA L. AS.PATH E4E&E

L720
6 ORIGIN J& ORIGIN J@&MED S EE 1% IGP >EGP > incomplete
7 MED f#& MED D /NS VR MEE e XD

8 E-BGP or I-BGP |BGP OB 7 XA 7 DS L%, E-BGP > I-BGP

NEXT HOP J&M: T ESI - NEXT_ HOP ~D AN 7B /NS

US
9 IGP AN »z B AL
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IPvd Jb—F 4 > O DRE

7 @ router—id fED /NSRS DME Je S D, 72721 bep

1 i R
0 router-id bestpath compare—routerid 23 E SV TWADIGE TRV ET,

BEE—F

BGP % —E A EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ibgp default ipv4-unicast

BGP BT L2 BT KL AT 73U —DF 74 /W% IPvd ELE T, IPv6 25 74 /L hET B8,
disable ZF ELE T,

disable 2% E LT85 E6 T, IPv4 ORRIEAHLA1T72955 A 14, neighbor activate enable 2= >R T
BGP B 7 Z4RE T HMENHVET,

refresh I~ RBICH NI/ Ha~ 2 RT1,

Bem1 BoPETLoRBEBTIALEE IPV6ETD

Router (config) #router bgp 100
Router (config-bgp) #bgp default ipv4-unicast disable

I:7>P%K

bgp default ipv4-unicast <7 KLRA 773 1)>

I ING A—4
NS A—4 HREAS REERE | ARREFODE
BGP B 7 LA AT RL A7 73U —DF 7 4 /LK
& IPv4 12T B ERELET, enable
TRVAZT Henable  [77 411 1Pva £ 95 disable | 7 EANET

disable [T 74/Vh% IPv6 £9°5

foozesabunsge

[Pv4 L =F v ANIATHATEET,

fexes—r

BGP H—E A EET—R
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IPvd Jb—F 4 > O DIRE

I bgp log-neighbor—-changes

DI AN, TE#Z slog (I ILET,
‘BGP BT LD TRy a WL SN HE
‘BGP BT LD TRy arBNkiEn-5H4
*BGP NOTIFICATION Ayt —U 2 EELZSBE
*BGP NOTIFICATION Ayt— %25 LT-5A

refresh I~ NG IZHENZ /2D~ RTH,
F80:V01.04(00) LAREH R—k
F100:V02.10(00) LLf§HR—k

Baem t@sqs ocnssmnts

Router (config) #router bgp 100
Router (config-bgp) # bgp log-neighbor-changes

|:7>F%ﬁ

bgp log-neighbor—changes

I NS A—4H
INTA=RTHVFE A,

cogesannuga
EREAA T TR A EITOVER A,

B

BGP % —E A EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ibgp router—id

BGP L —# ID % ELET,

refresh I~ R ICEN /2D~ R T,

Basem1 BePOL—% IDE10.11.1CHESS

Router (config) #router bgp 100
Router (config-bgp) # bgp router-id 10.1.1.1

|:7>F%ﬁ

bgp router—id <IP 7 KL X>

I/\"%%—’Sl

INSA—4H BRERNE Bk it ARREFEOE
IP7RVA [ BGP O/L—# D #I8ELET, [IPvd TRLUAFA A IEA ]

Loosrezabuuga

J—HE DAL R T 2= AT LA TR KDOLD% BGP /L—4% 1D SLET,

Br—spee

BGP THH . HEED ID T3, lH L. ZON—HDEZ) 1 DDA X T 2—AD [P TR AZE|
D %Ti‘?‘o

| B

BGP % —E A EE—F
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Ibgp default local-preference

LOCAL-PREF fE%Z 3% ELF 3, UPDATE Ayt — i1 A2 CORKIERICEAL T, 22T
& ELT- LOCAL-PREF fiZ > F Ci@mL£9°,

refresh I< > RRRICH /0B~ RTY,

| 5 1 LOCAL-PREF % 200 BT 5

Router (config) #router bgp 100
Router (config-bgp) # bgp default local-preference 200

|:7>F%ﬁ

bgp default local-preference <LOCAL-PREFERENCE {&>

I ING A—4
INSA—4H BHALNES REEER | AREEFODE
LOCAL- UPDATE Ayt — TN T 5850 LOCAL- |0~ WA
PREFERENCE {if |PREFERENCE %% &L %9, 4294967295

foozesabunsgea

LOCAL-PREFERENCE f# (% 100 [Z720F 3,

| LOCAL-PREF & (4 2

[FICSE ST V7 407 AR DI T, LOCAL-PREF fHAVKE W EREST S, LS E
‘3‘0

B

BGP % —EAFEEE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I bgp scan-time

% BGP #& D37 ARy 7 BT 535 nl GEMED B M7 A% v 21 THO M2 s B L E T,

refresh I~ R ICEN /2D~ R T,

Batem z%v o RmE5BISRES S

Router (config) #router bgp 100
Router (config-bgp) # bgp scan-time 5

|:7>F%ﬁ

bgp scan-time <X+ UEE>

|/\°5x—9

INTG A—45 REAR REHH EHEFOE
A3y IR | Ay AT I (AL FD) ik EL 4, [5~60 RS H]

Loosrezabuuga

A3y fEIIRIE 60 ISR ESILET

| EREs

BGP #—bE A EE—R
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I distance

KR ED BGP BT DT F 7 ZAZ TR 0 distance (B2 L £, distance [HIZ. [EA/INE
UNEE SN E LR ET,

refresh I< > RRRICH N /wBa~ R TY,

EREH 1 access-listBEBF1ITHEELE7Z FLANSRZIELT=192.168.100.0/24 o distance
EE1"ET 5

Router (config) #router bgp 100
Router (config-bgp)# distance 1 192.168.100.0 255.255.255.0 1

o> rest

distance <distance > <IP 7 FLR> <xw h<RX%> [ access-list BHEE ]

B i52—5
INT A—%H BENE % 7 E6 FH LBREEFDIE
distance fii |[FREL TWHREEE D distance fEAZFRELE T, |1~255 BWEA AT
P 7R % iiz;;%f;ﬁﬁféﬁ‘é%%ﬁ@ﬁ% P 7R ;l;;é'}?]‘\‘]/x WA
e nggi;ﬁ?j&Ea‘éﬁﬁé&%%%&@*%vxﬁ ;;v; TRLA WA
i ) - Ak - S
SR £Toscrey.

W%,

foozesabuuse

BGP OF 4 A% 2 ffi (distance bgp 2~ 'K THIE) IZ/EWVET,

fsxes—r

BGP %—bE A EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I distance bgp

EBGP,IBGP,/ 71— 21 LA AT DU C distance il 7% € L E T, distance I, 23/ NSV EE
B ENELRET,

refresh I< > RRRICH N /wBa~ R TY,

I %%l 1 E-BGP, |-BGP, O— A JLERER®D distance fEZ. ThZ 4 30,210, 250 [(CEXET B

Router (config) #router bgp 100
Router (config-bgp) #distance bgp 30 210 250

|:7>F%ﬁ

distance bgp <distance {E>

|/\°5x—9

INS A—4 BHANES R E SRR | HEREFDIE
external(EBGP), internal(IBGP), local ##1-E#LIZ-D

WC distance fEA R ELET, 1~255 | EHHEAHA]

distance ff

foozesabunsgea

b distance {&
E-BGP 20
[-BGP 200
— 71 LR 1200
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IPvd JL—T 1 > T DRE

I (B%) 70 k3L distance fE

o7 bz o distance fEIZ. LT DO IHIZ 72> TWET,

. Joran (FIALME #E

RET 1 2 AThE
L — ] - EZEN0)
‘BGP (external) ‘20
‘BGP (internal) ‘200 25 AT RE
IBGP (local) 1200
IRIP 120 ZEFE AT
(OSPF (external) 110
(OSPF (inter-area) |10 25 AT e
‘OSPF (intra-area) ‘110
IKE L—F 0 25 AR A
SA-up /L—F 0 5 AT
[REDUNDANCY /—H [0 5 Rl
‘EventAction L—h ‘1 |Z§Eﬁfﬁ'é
‘AutoConﬁg ‘O JE A A]
exss—r¢

BGP % —EAEEE—R
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I neighbor activate

FRELIP TRV 2522 BGP BT 24T AmE i s ELET,

refresh I~ R ICEN /2D~ R T,

Bem1 BPEF (100.0.1) 2EMET S

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 activate enable

|:7>F%ﬁ

neighbor <IP 7 KL RX> activate <BGP EF7&HE>

| NS A—4
NG A—4H BRERNSE EREEIR | HBREEFDE
NI )
IP 7KL A BGPE 7D IP 7RV AZFEELET, ;;Vftﬂ ~ BWEAST]
oopes |BGP BT Z A% (enable) &4 %7 %) (disable) |enable e
BGP &7 % & L A AL disable BMEASA]

Loosrezabuuga

BGP BT3BV ET,

B

BGP % —EAEEE—F
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Ineighbor default-originate

BGP B 7 %5 74 /L L —hEe L THED 20D T 74 /L L —h 0.0.0.0 & A NNTIEHZEEFF [T
DINEINERELET,

refresh I< > RRRICH /0B~ RTY,

faemi BoPEF (10.0.0.1) ISHLT. FI4L bL— FOWEHERD

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 default-originate

|:7>F%ﬁ

neighbor <IP 7 KL R> default-originate

I ING A—4
INSA—4H BHANES =% T & B HEREDOE
IP 7RLA BGPE 7D IP FRLAZEIEELET, [Pv4 TR A A WA A]

Loosezabuugea
T 7 AN M= ER L ER A,

| EREs

BGP %—bE 2 EE—R
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Ineighbor description

BGP B 724 B0t Bl O 7= O SC A5 E L ET,
ZORBREFTFA T LR TARTIUR T 2N EVDPRFIHDF A, DT WA FTZREL T
<TEEWY,

refresh I~ RBICH NI Ha~ 2 RT1,

faen1 BeP E7 (10.0.0.1) OBHE"IP-PNI"ET

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 description IP-VPN1

oo rest

neighbor <IP 7 KL RX> description <BGP E7 & #>

I ING A—4
INSA—4H BRERE 5% T iR ARREOE
IP 7RL A BGPET D IP 7RLAZFRELE T, [IPvd TR AJE HWEAA]
BGP 74 r [BGP BT DA AR ELET, 80 LFLAND LT | WE A B]

Loosrezabuuga

RERLERDET, BGP ORI HIEN I EIIH A,

B

BGP % —EAEEE—F
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I neighbor distribute-Ilist

BGP OBt L CIANZ I T DB EEITINET,
access—list A~V R THRELIZSEIEDIERD HaZ I F AND,/ ZF AR, F38(E5T5
EELRWEW STzl Z T2 ZENTEET,

refresh I~ RBICH NI Ha~ 2 RT1,

IE&EWH BGP E7 (10.0.0.1) Av>I&. 192.168.110.0/24 MIESEIERDH % 2 (+H11T 3

Router (config)# access-1list 1 permit 192.168.110. 0.0.0.255

Router (config) # router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 distribute-list 1 in

I EREHI2 BGP E7 (10.0.0.1) [ZIE. 192.168.110.0/24 MIEFEIFHRD A ZFEE LG

Router (config) # access-list 1 deny 192.168.110. 0.0.0.255

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 distribute-list 1 out

I:7>P%K

neighbor <IP 7 KL R> distribute-list <access—list HEE> <T 4R 5>

I ING A—4
NG A—H BRERNE REEE | AREOE
NZZS

IP7RLZ BGP E7 0 IP 7 RL A% 5L £ E;V;‘tﬂ WA
FRAEL VD BGPETISHLCL IMMET D/ |

TRV ARNE T |G L7 R E #afE BT A7 access— 1300~1999 BWEASB]
list HH AT LET,
FBEL TV BGP E 7522 (in) /48 E o

TANEN T LTU% BGP B 7 ~DE[EHF (out) DEHHT ot 2 N

TANR) T T HONEFRELET,

EZTOENEE

TOTV T4 I A EZAZLET,

Ka

oo

W

fsxes—r

BGP %—bE A EE—R
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Ineighbor dont-capability-negotiate

OPEN Ay t—y DA T v ar LU T A/SE YT AR DIF RN TIERE T 05 A I ELET,
ALEBEDTANEVT A W EATIRIBRIBA T 57 A YT 11X, LT,
*Multi Protocol Extension Capability (address—family ipv4 unicast/multicast)
*Route Refresh (old & new)

refresh I~ RIZICH b~ R T,

Deem1 BoPE7 (10.0.0.1) 1S, 74 /XE YT« EHEFEDLEL

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 dont-capability-negotiate

I:7>P%K

neighbor <IP 7 KL X> dont-capability-negotiate

I ING A—4
INSA—4H BHANES B it il HRREFEDOE
IP 7RL A BGPET D IP TRV AZFRELE T, IPv4d 7R ATE B IEAS ]

foozesabuuse

RIS TTANEVT A RWEATVET

| EENDERE 3 T Y

BGP Di{g D HIZIT729 OPEN Ayt —C, HE BNV R—hT54 7 T a die (RES 7 A
NEVT ) R ET,

ZHUE, FTLWVEBEC~ LT T e b SRR R E DORE N B HILAHZE TR TORE DAY |
B2 UPDATE Ay & —Y %555 T DM N 72725 A MindH D £ 9,

TAINENT AT DIRWE AL, B TOF T a B invie i (2D X572 UPDATE Ay
T—UIFEELN TRV ELTHb IV ET,

fsxes—r

BGP %—bE A& EE—R

226



IPvd Jb—F 4 > O DRE

I neighbor ebgp-multihop

BGP 773, E-BGP tvial ThY, HEEHSIL TN Ry NI — 2 ET D5 AR E
[/\i—g—o

refresh A< RRRICH /0B~ RTY,

Bsem1 BePE7 (10.0.0.1) 2. BEESIATLENRY FI—SEIZHY, EBP THB

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 ebgp-multihop

|:7>F%ﬁ

neighbor <IP 7 KL RX> ebgp-multihop [t v FT%]

I ING A—4
NS A—4H BHANES B it | HERBEDOE
IP 7RL A BGPET D IP TRV AZFRELE T, [Pv4 7RV AR G IS ]
© NN N A
ook 7 BGP BT EL Tyl a2t 457280 o -

RNy T BB ELET,

Loosrezabuuga
E-BGP DA, EHEHEHS N T B LI L ST,

b=
ebgp—multihop ZFEE L7 TIEUWMT720 BGP B 7 D84 13, R IEH T (RIP R0AZT 1
DI I—T A7) T, D BGP BT ~DRE KA B L TREMLERHDE T,
BAAL TOZRWEATE. BGP Oty al N5 EIL TEEE A,

exss—r¢

BGP % —EAFEEE—F
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Ineighbor max imum—prefix

BGP B 7 o T 57V 7 4o 7GR O e RKEE R ELE T,

refresh I~ R ICEN /2D~ R T,

Baem1 BPET (100.0.1) ABLOTLT 4 v RIEROBAKE 10 2BET S

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 maximum-prefix 10

|:7>F%ﬁ

neighbor <IP 7 KL R> maximum-prefix <&xKFTL T4 v A%

I NG A—4
INT A—A BREAE BREEE | ARREFOE
IP 7RLA BGPET D IP 7RLAEFEELET, I;;";t?m/x BIEAA]
E%j: . ?‘aib@\é BGP BT b2 {5 TE O K |1~ W
PAECZES Al S Ee e 4294967295

Loosrezabuuga

FrEDRANIT 2T VT 40 7 2B DOHIFRIFL EEA

B

BGP % —EAEEE—F
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I neighbor next-hop-self

ZD BGP BT IZx L TR & TR 5T 5856 . NextHop & B JEE [ EE 2 TULELET,

refresh I~ R ICEN /2D~ R T,

I REHI 1 BGP EF (10.0.0.1) NLEEY HIEMHIFERD NextHop Z BEEICEES|ATLEET D

Router (config-bgp) # neighbor 10.0.0.1 next-hop-self

|:7>F%ﬁ

neighbor <IP 7 KL X> next-hop-self

I INTG A—4
NG A—4H BRERAR % 7 &t HHEDIE
P 7RL A BGPE 7D IP 7RV AZIEELET, [Pv4d 7RL A AR Af

foozrzabuige
NextHop % H 2 (& I ZEE WX FH A,

bexs—+¢

BGP % —E A EE—F
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Ineighbor override-capability

OPEN Ayt —2 DA T v a AZE D75 ANV T 4 WO RE B F DO A /)T 4T EEXLE

9, refresh I~ RRICHEN 252~ RTT,

neighbor strict—capability-match S[RIFFIZERETHZEIETEEH AL

I%EM1 BGP E7 (10.0.0.1) M4 AXEY T4 1%, REBEEDT A /XE Y T 1 154

ZEEMZD

Router (config) #router bgp 100

Router (config-bgp) # neighbor 10.0.0.1 override-capability

|:7>p§ﬁ

neighbor <IP 7 KL X> override—capability

IN%%—@

N5 A—% BENE
[P7RLA  BGPET D IP TRLAZHRELET,

foozezabuuse

SRS HHEEEDIE
IPv4d 7RUATER A IEARTA]

TANENT 4% EEEZLEE A,

exss—r¢

BGP %r—E A EE—R
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Ineighbor password

TCP MD5 §8GEA4 7 2 a2 (RFC2385: Protection of BGP Sessions via the TCP MD5 Signature
Option) Z A ML ET,
Flo, NAT—RLFHNEUTEA T CFFN AR ELET,

refresh 2~ RBICH A2~ R T,

F80:V01.02(00) LA[&EH v —
F100:V02.08(00) LL[&HHR—

D1 SxT— K% secret-bepl & LT, TCP WD5 REEA TS 2 L EBHIT S

Router (config) #router bgp 100
Router (config-bgp) # neighbor 192.168.1.1 password secret-bgpl

| EEPAs =
neighbor <IP 7 KL X> password </8XX 77— K> [{secret | private}[encrypted]]

B i52—5
INTG A=A BHARES EREEIR | HREEFODE
[P7RLAZ  [BGPET®DIP TRLAZFELET, ;;;V;ETFVX B A AT
_o |TCPMD5 GBIEAT v ar THMT 55 AV —FE& (25 CFUN |,

P27 —R el g D LF HIEAT]

INAT— R AT AR I A i S A 35

N, HEEEAR ST AR EELE T, SRR
secret | cocret [k BLT BHRC I AT BHEHTT 5 | Socret L %
private private

(RS R (A I SR o TA
private
75

INAT — AT 2N EDERTELET,

ZOFT /3/73:H7Jl]‘§‘5\_ LD AT — R ISR —R %
encrvoted FEE AL ESNET, encrvoted kb7 —

P secret 721X, private LA A O TEH 572 P HELTH N
W, secret, private OFFEDIEEEE 13, encrypted FHA
T T AT EE A,

XK1:ZOF T aid, BRETHETITAERERD, RRT— RSN TRRIN
encrypted A7 al s B BIROICAHINIEIVET,
¥2: AT —RRBEICHE BALE DB AT, 204 TV ar ZRETHIVLENHVET,

Loomezabuusgea
TCP MD5 FBaEA 7 a2 L EE A,
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LasassvgERamaRonT

secret 47 /3/%?‘5%1:[/71 BlE. F ) — X MmO 2 - T 532 DIZ%F L, private
F T a BRELZSG AL, 4”&.4% DRl > TR 5L L ET,
%0)715?') private ﬁ‘7 Tariik secret F7ar iTL“C“IZ%:)T% E.ENFETHRSFREIZE
HEEDANEZRPNMBELIR ST BRENBEMOLEE #2208 HREE A,

| B

BGP #—bE A& EET—F
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I neighbor port
BGP B 7 MEA 425D TCP R— &S EfRELET,
AHLMEAS, BGP Dby al affgsr 3 2720IZ%15 9% BGP /3y M, ZOR—MEICEELE
‘a_o

refresh I~ RBICH NI Ha~ 2 RT1,

I EREHI1 BPGEF (10.0.0.1) TP R— FHESZE 179 FIZEET S

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 port 179

oo rest

neighbor <IP 7 KL R> port <TCP 7/Rh— +HBE>

I ING A—4
INT A—4H BRERNSE REEEE | HEREFDE
LA .
IP 7RLA BGPE 7D IP 7RL AZFEELET, ;;Vftﬂ BWEAS ]
BT A . N A /. f‘_‘ .
TCP e [[ELTVD BGPET BT D BCP A= |\ (ocar Lperony

N

Looszezabuuga
179 FZFEHALET,

B

BGP %—bE A& EE—R
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I neighbor remote-as

BGP 7 DETH AS B HEIEELET., HHD AS HHLEUEAIEL -BGP, B4 E-
BGP &720F4,

passive ZFRELIZHA 1L, FHTFD DD OPEN Ayt —U 08357233512, OPEN Ayt —3I% 1%
LT,

refresh I~ RBICH NI A~ KT,

fasem1 BoPEF (10.0.0.1) EBP v a s #HIT S GBFAS ESIE 100)

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 remote-as 100

I:7>P%K

neighbor <IP 7 KL X> remote—as <AS &FS> [passive]

I NS A—4H
INTG A—4H BRERNSE 5% T iR HREDE
NI’ )
[P 7RLA  [BGPET D IP 7RV AZIEELET, I;;’;éﬂ - BMEA AL
B A o == =g
AsEe  [WELTOVBBOPETOASESERE || (ooor Loper
LET,
T30 OPEN Ayt —T %52 Z5 L Th p
N L %1z D
passive 5, OPEN Ayt —U% k(5T DERIZIRE  |passive t@ﬁ{ﬁb - O%PEN 2
Lijﬁ Y’E%V%@'{Dfé

Looszezabuuga

BGP DR AT ENTEEE A,

B

BGP % —EAEEE—F
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I neighbor route-map

BGP BT IV —h<y 7 AL ET,

refresh A< RRRICH /0B~ RTT,

! REHI1 BGP EF (10.0.0.1) T, ZIEDMRIZ Route-map (JL— b=y T4 :mapl) #EAT S

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 route-map mapl in

|:7>F%ﬁ

neighbor <IP 7 KL RX> route-map <Route-map &> <T 4 ILZ ) 5>

I INTG A=A
NG A—4H BHANES REEIR | HREEFODE
L .

IP 7RLA BGPET D IP TRV AZFRELET, ;ﬁt?b ~ BMEAH]
b Z N . e

Route—map 4 1# 145 Route—map @ Route—map £ # 5 EL W
*7,
FEELCWD BPG BT b5 Z W (in) /fREL .

TANHEV T | TNA BPG BT ~DEERE (out) DEHHTT 4 out B WA \]

WAV T T HDNERRELET,

Loogxseabuiga
Route-map ilfHlZ1T72V VEH A,

exs—r

BGP % —EAEEE—F
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I|1eighbor shutdown

HRESN TS BGP B 7 &2 — A CEEh 2 U3,

refresh I~ R ICEN /2D~ R T,

D1 BoPE7 (10.0.0.1) Z—BMITEHI=T S

Router (config) #router bgp 100

Router (config-bgp) # neighbor 10.0.0.1 shutdown

|:7>F%ﬁ

neighbor <IP 7 K L R> shutdown

I/\°5)‘—’5¢

INTGA—AH BRERNE
[P 7RLA BGPET D IP TRV AZFRELE T,

Loosrezabuuga

=% T &R B HERBEDOE
IPvd 7RV AR BB A A]

FEELTWA BGP BT AN ET,

| EREs

BGP #—bE A EE—R
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Ineighbor soft-reconfiguration inbound

FANIPEZAE LRSI R —T 4 7T — T VST RN R L CRG /I ELET,

WD BGP Tl BGP E7IZx LT, UPDATE Ayt — 2B AL THHI AT =X L THY
FHA, 2OV REEETAZEICIY . BGP BT 7360 UPDATE Ayt —IJ 2 0 EE L7 B0
BEHRAERE L TRBLIENTEET,

728, Route—Refresh 73V T 1 %A 4 5L, UPDATE Ayt —Y DO IEEZERTHIENT
xFET,

refresh I~ RBICH NI/ D~ KT,

I ZEHI1 BGP EF7 (10.0.0.1) A5D UPDATE * v —CDRNBZERFT S

Router (config) # router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 soft-reconfiguration inbound

| ERPAs =

neighbor <IP 7 KL X> soft-reconfiguration inbound

I/\"%;‘—’Sl

NS A—4H BREAR SR E g HRFEDE
IP7RVA | BGPET D IP TRVAZIREELET, |IPvd TR AE WA AT

Loosezabuuga
TANGY T SN HIIRFF L EE A,

fsxes—r

BGP H—E A} EET—R
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Ineighbor strict—capability-match

OPEN Ayt =3 DA T2 a NZ8 D7 AV T A AZWWDBRIZ, FA/NINORY RN — DA T va
EZAG LTS AS, BEOIRET DA T a3 A\ ANen-T=54 1%, BGP 2%/ 3
VEMENL LW ELET,

neighbor override—capability &[RIRFICER ETAHZEILTTEER A,

refresh I~ RBIZA N/ Ha~< L R TT,

REH 1 BGP ETF (10.0.0.1) EDHTANE) T4 REN—BLEN>I=FEIL. BGP a5
a U EHEN LA

Router (config) # router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 strict-capability-match

I:va%ﬁ

neighbor <IP 7 KL X> strict-capability-match

|/\°3><—9

NS A—H BREAR R E S HHEEEDIE
IP7RLVA I BGPET D IP 7RV AZIRELE T, |IPvd TRLUAEA AR AT

cozezabuige

RYVR—=bDT ARV T 4% Z(ELTH, BGP a sy arafExriL£7,

exs—r

BGP %r—E A EE—R
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Ineighbor timers

REED BGP &7 D& FiAA~—%t v L ET,
KeepAlive 15{E R MIEHALIRTAET CORBOBREL . IRINA~DBEINTTHTOET,

refresh A< RRRICH /0B~ RTY,

EEMF 1 BGP EF (10.0.0.1) ITXHIET 5 KeepAlive MiEfEfEZ 10 2, BGP ET7 ALV 7
> THLRBIFEMZHIRT SFETORHEZE 0N ET D

Router (config) # router bgp 100
Router (config-bgp)# neighbor 10.0.0.1 timers 10 30

Reme BePE7 (10.0.0.1) [SHETHI4Y oA E 100 BISHET D

Router (config)# router bgp 100
Router (config-bgp)# neighbor 10.0.0.1 timers connect 100

|:7>F%ﬁ

neighbor <IP 7 KL ZX> timers { <KeepAlive ZE{ERE> <BRIEHREHIKRT
BHETOHER> | connect <Oy rR A< }

B i5x—5
NS A—4H REANR REHE HHEEOE
IP 7RLA BGPET D IP 7 RLUAZIEEL T, ;;V;éTFVX A ]
KeepAlive X5 HIE  |KeepAlive ;55 [RIME (AL #P) 25 EL£9°, |0~65535  |[ABEAT]
gﬁﬁﬁ%ﬁ%fé Zﬁ%ﬁiﬁiﬁﬂ%#éi@@uﬁaﬁ(@M:@)é) 0~65535 &M
ARy A~ BGP =%/ A~ (BN D) s ELET,  |0~65535  |EWEAH]

foozesabuuse

AL IDAE TI7A4ILNME
KeepAlive 3% b 60 &
PR AE A HIBR 5 E TORERH 180
connect 120 £

| B

BGP %—bE A EE—R
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Ineighbor transparent-as

AS PATH BPEICEE D AS B Z 2N IR ELET,

refresh I~ R ICEN /2D~ R T,

Bemi BePET (10.0.0.1) 2. BEDASBSEDHFHL

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 transparent-as

|:7>F%ﬁ

neighbor <IP 7 KL X> transparent-as

I/\°5)‘—’5¢

INSA—4H BREAR 2% T & B HERBEDOE
[P7RVA |BGPET D IP TRVAZIEELET, |IPvd TRV A EHEAR AT

Loosrezabuuga

HE D AS FEHBOIFHNET,

| EREs

BGP #—bE A EE—R
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I neighbor transparent—-nexthop

NEXTHOP J@& &2 FAXOT RUAT EEXLZRWIIICRELET,

refresh I~ R ICEN /2D~ R T,

EMFI1 BGP EF (10.0.0.1) 121X, BE % NextHop & L TEELAL (HHDIL—F 4 >
5T —TILIZH S NextHop Z#E40)

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 transparent-nexthop

EEASE

neighbor <IP 7 KL X> transparent—-nexthop

IN%%—@

NS A—H BREAR R E S HHEEEDIE
IP7RLVA I BGPET D IP 7RV AZIRELET, |IPvd TRLUAEA AR AT

foozesabuuse
H &% NextHop L CEAILET,

exs—r

BGP %r—E A EE—R
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Ineighbor update-source

BGP & ar OfifEsr. (OPEN Ayt —3) DS, BGP OXE T 7 KL AIZEN Y THIP TRL A%
FRETH-OIC, A BT 2— 25 ELET,

refresh I< > RRRICH /0B~ RTY,

Baenin BPE7 (10.0.0.1) LDBP/Y Y FOBETT FLRIZ, PPPEl OF FLREFIAT S

Router (config)# router bgp 100
Router (config-bgp) #neighbor A.B.C.D update-source pppoe 1

|:7>F%ﬁ

neighbor <IP 7 KL X> update-source <4 >4 7 T —X %>

|m5x—9
NS A—4 HEAR REEIE | AREBOE
VAW |

IP 7RLA BGPET D IP 7KL A%FETEL£9, IEPQM TRLAR BWEAT]
lan 1
ewan 1~2

BGP DXL T RV A5 %7~ |pppoe 1~24% |

N b__;( o % ~

AT T == A —ZAT7RL A, dialer 1~20% | PR
loopback 1
vlanif 1~16

Loosezabuugea
BGP /7o M EERICIME T DA H T =— R T2 ET,

fsxes—r

BGP %—bE A& EE—R
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Ineighbor version

BGP 7 LT 4% BGP 7 uhai N \— g 28 ELET,

refresh I~ R ICEN /2D~ R T,

Basem1 B EF (10.0.0.1) EDBP THATRA—SavE4 LTS

Router (config)# router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 version 4

|:7>F%ﬁ

neighbor <IP 7 KL RX> version <1N\—23 2>

|m5x—9
INTG A—4H BRERNSE EREEIF  ARREFOE
NI .
IPT7RLAZ  BGPETDIP TRLAEEELET, I;;:éﬂ ~ HBEAS ]
FEELTWABGPET D BGP O AA—a 26 7E
LET,
Ne—Tgy |4 BGP AA—Var 4 #EELET, 3 N B ]
ra
e BGP N—gy 4 < L F T ahaAmiERS
TMREFRELET,

foosesannusga
N=Var 4 L7e0ET,

| B

BGP %—bE A& EE—R
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Ineighbor weight

BGP BT ICEAT 2R TELET,
[RICSE e ~DEEER I ZFE LTG5, EOER (ED BGP BT b0D) 2 H8hET 5D
FHELTHRHLET,

refresh I~ RBICH NI Ha~ 2 RT1,

I EREHI1 BGP E7 (10.0.0.1) M WEIGHT fE% 765535 (BEEmE) "ICERET D

Router (config) #router bgp 100
Router (config-bgp) # neighbor 10.0.0.1 weight 65535

oo rest
neighbor <IP 7 KL X> weight Neight &>

I/\"%;‘—’Sl
NS A—4 BREAE BREEHE HEEOE
[P 7RLA  BGPET®DIP TRV AZRELET, ;;V;éTFVX AW AT
Jﬁﬁbﬂ\é BGP BT LD B IF OB 4+
et i {igjj; 0 (JRfEE) ~65535 (i) oo e |0 0000 [ AT
FET,

foozesabuuse

0> BGP "7 Zifi» CHFE LI TlET 7 4L D weight 1£ 0, m— L /L—H 2> THRK
SRR TIET 74/ RO weight 1Z 32768 127209,
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| FITELnet-F 1) — X () BGP S @2 15247
FITELnet-F > U—X BGP Ti&, LA F DIE TR AR OZARZF T2V ET,

Bk ‘ N
| A b

J e == . — "\X 5( § j:El/_\
1 NEXT HOP J& NEXT_HOP J@ T EZ 72 NEXT_HOP ~DfR K125

TR L7022
BGP E 72 E L7 WEIGHT fE(Z &Y, WEIGHT o> K E\ > BGP
ET LD R SND

2 WEIGHT &

3 %ﬂ;AL_PREF LOCAL_PREF fED REWIEEMEESND
4 |LOCAL FITELnet-F 2V —R734 L7 BGP &I/ MBS D

AS_PATH EN R DME /oS5, 72721, bgp bestpath as—
5 AS PATH JE&VE  |path ignore Z<> RN ESILTWDEA L, AS PATH E&E &

L72uy

6 |ORIGIN &M |ORIGIN BHEO B S 1% IGP>EGP > incomplete

7 |MEDf# MED 0/ NSRBI S S D

8 |[E-BGP or I-BGP [BGP OE 744~ DESEHEE, E-BGP > I-BGP
NEXT_HOP @M THRES {172 NEXT HOP ~D ARy 7B 73 /NS

9 IGP ANwZ b\ﬁ%ﬁ%;&ﬂf i

0 routerid 7 ® router-id 1@@4\?& VIR DM SRS AL D, 7272 L bgp bestpath
compare-routerid 23MEESICNDEEIZRYET,

bexs—+¢

BGP % —EAEEE—R
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I network

BGP ORIERIEMR LU CRET DT L T AT A AR T 497 Tk L £,

refresh A< RRRICH /0B~ RTT,

B sl 1 192 168.0.0/24 BRSNS E BEP THEMT S

Router (config) #router bgp 100

Router (config-bgp) # network 192.168.0.0 255.255.255.0

|:7>F%ﬁ

network <IP7 FLA> <fvy b XU

I ING A=A
INTG A—H REAR REEH HEREFDIE
. BGP #@HTH A #T72—R% A5 [IPVATRVR |, .
PTRVA S 2o P TRVATIRELET, B WA
BGP ZBMI oA 5725 IPTE |
HIPTAT VALK AT ODIBPEDETIET | o AT

HIELTEET

backdoor 7L ar B O BAIL. ZD
B AT — 7L BGP fRIgE L T E
4, o—H/L BGP # & distance flI%,
distance bgp A~ R TCHELFET

backdoor

Looszezabuuga

backdoor

External #&# ., LI
Internal £ &L THO,
(External/Internal 1%,
BGP T 2k%)

H 77 ORI a0 L £9 (redistribute <2 RONFIZHEWET, )

B

BGP % —EAFEEE—F
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Iredistribute

BGP LIS O FBE CHUS LT- R BB RO B, BGP TR D% 2 @R U4 B U Cll
4% Route—map ZfEELE T,

7720 RRBRAE MU LN NG S X R EAR DM T O\ 2 | JBINL 7R IR A% A Rl A 5
D= 121X, clear ip bgp redistribute 2~ R&2FE{TL TS0,

refresh I RBICH NI/ Ha~ L RC1,

D&eEm1 28749 CBRL-BRERE BP THEHT S

Router (config) #router bgp 100
Router (config-bgp) # redistribute static

D2 RIP cEig L1-1Bsi%E BOP THERT S

Router (config) #router bgp 100
Router (config-bgp) #redistribute rip

o> rest

redistribute <BEH T S#FHIEFHR> [route-map <Route-map 4>]

f i34
INTG A=A BRENE =% 7E i B HIREFDIE
BGP LSO FE TR LIRS EH DI H | BGP
THEAA TR TELET,
connected BRI donnected
event—action | AT I CIBNILT-REE IS |event—action
kernel
e RS ulj:‘
B kernel kemel | FRSIVTARRE R Iheal-prot1 P
e local-prot1 - :
AT TR ocal—pro SA-UP /L— M local-prot2
local—prot2 gspf
ospf OSPF CHELI-RR R T
rip RIP CHUSU7- R R
Route-map 44 |[#ZIZISU T, i H 9% Route-map #48ELET, |- Route-map &
SR . ’ AL
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Loogesabuiga

BGP CZAGLIZIE RO AEILELET,

| B

BGP %r—E A EE—R
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Loovsursons

I access—|ist

KEE DTy he 2Dy sOEME (Hflk or BEFE or FE 7 ANZV 7)) Z 4G ELE T, refresh
v U RRIZE N2 Ba~<w R T,

FBELI ATy NI LT OBRETHERLET,

« 7427 (ip access—group 2 RK)

T V27 (ip access—group 2 R)

A7y R AR (offset-list Z<K)

*RIP/BGP T&{E T2 AN v 7 E D45 E (distance =~ 2/K)

*BGP T3 T AR DR E (neighbor <IP-address> distribute-list @< K)

RIS OFE & (match ip address =< 2R)

*NextHop O#57E (match ip nexthop Z<K)

NAT ZHapi D7 KL AF5 7€ (ip nat inside 2= 2F)

AEHFEE TR R Ty hNEIEE LR, EidtkRE 5 E— R T fBELLET

IR AV ANE BEtRELE T,

refresh I~ RBICH NI A~ R T,

7 7 BAVAREZITONT
KAEEDOT 7B AV ANE FI1E L FOBERHVET,
TreRIANES A RENE

1~99, 1300~1999 [IPv4 BEYERRTE |IPv4 RE(F7E7 KL AR

IPv4 X5 L,/ S8 e 7T RUAFRE
100~199. 2000~2699 |IPv4 fLIEZR T FahaLE B E

EIETT/ si R — R SR E

3000~3499 1PV FEHERR T [PV 1%(5 7T,/ 58557 L ARRE
IPv6 55T 7 KL AR E
3500~3999 IPv6 fLIERR & TahaE ST

HETL SN —NE SRR E

BENT Y MOBEREIZDOUVT
BRI ATy Mkt G900 BEEERIRET 2R ELET, PRk SRET D551
permit, FEFEX R ET D61 deny ZFEELET,
ZOREDBVEIDIX, 74NV T/ RIETEROFEE,/ NextHop DI EDT=DIZT 7B AU AR
EIRETDHEDOHTT, OB THRE T 5541 permit ZH5EL TSV,
IP 7R AEBHIEE
T HBAVARTV R T IPvA 7RV AZRE T DA, v A7 (Wildcard v A7) LT 1 =k
UCTRUAHPHA R E T HIENTEET,
Wildcard ¥ A%, 7 Fy b A7 LIFERN RV ET O THEL TZEW, Wildcard v A7 &
A S NS &/ S M V7O | 1T NS Tl b = S
1) 24bit ~ A2 % Wildcard ¥ A7 CEBTHLGE L, 7 Ry b A7 TEBTHLE OEND
Wildcard ~ A2 D 34:0.0.0.255
W7 R b A7 DA 255.255.255.0
#12) AN Wildcard ~ A2 CRBLT DG L 7 Ry M A7 TRIETH5E DEN
Wildcard < A7 D#:4:0.0.0.0
BT Ry " AT DA 1 255.255.255.255
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R—IEEDIEE
[Pv4/IPv6 YEIERR & Tl TCP/UDP iR —hESE45ET52 &75)’(%&?“ ZOEEIX. T4
NWHEN T S FRT A NE) T DFRTEDT=DIZT 7B AV ANARTE T DG A R0 F7, fho
FRTHRETHHAIL., EHERETT 7 BEAVARMAEEL TLIEEN,

Bzzo 0500y

A B —F O F FEG T84, BF2UT 4L UG IRAE EHENTWE
R
BT V) T RERETIE, LAN IS DA U 2 — oy MEEGHI T DINE T —Z LUIIME T 4L 21
7 (BEEE) THZENTEET,
BT ANE) T REREE T DAL, INIINDDT 72 A (Web 28) (X CE /e Ed, (77
VAL AT HT RV AZRETHI LT TEET)
72720 \/PN MEDZFIZEAL UL T AN T EHATWVER A

AREEE T, FH TNV T T 55618, access-list 2= RO JEME T, “dynamic” 5 &
Lia“o

I BREFI1 IPVABEET VR X R, 192.168.100.0/24 #5%FE 9T 5 (Fral@t)

Router (config) # access-list 1 permit 192.168.100.0 0.0.0.255

REH 2 IPVAHRERT VX1 R M2, src=192.168.100. 0/24 dst=192.168.200.0/24 % %7€
9% (FEFRIEM)

Router (config)# access-1list 100 deny ip 192.168.100.0 0.0.0.255
192.168.200.0 0.0.0.255

BREHI3 IPV6IFEET VR R M, src=3ffe:110::/64 % dst=3ffe:111::/64 Z®ZET S
(FFrIE1E)

Router (config) # access-1list 3000 permit 3ffe:110::/64
3ffe:111::/64

mEF A IPV6IREE T Y R R M. src=any srcport=any dst=any dstport=80 ZiX%Ed 5
(REFRIEH)

Router (config)# access-1list 3500 deny tcp any gt 0 any eq 80

Bstms sEo sy s EEESTS (P

Router (config) # access-1list 100 dynamic permit ip any any
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ERSIN &

IPVAEET O LAY A+ (FOERAJRAFES : 1~99, 1300~1999)
access—|ist <access—list &8> { permit | deny } {any | GEETIP7 K
LR> GEfEFTWildeard w2 %4> } [log] [count]

IPVAYEsR 7 VR UR N (7O ERJR RES : 100~199, 2000~2699)
access—| ist <access—list &E> { [dynamic] permit | deny } <Z7A koL
EBE> [any | host GEEFTIP7RFLA> | GEREFT IP7RLR> GEETT
Wildcard ¥« x> } [KiR— FEM> <TCP 7R— FFEED>] [<FR— FEME> <UDP R
— r&ES>] {any | host <BEE IP7 KL R> | <3B% IP7 KL R> <FE%k
Wildcard < Xo> } [ ICMP # 4 7 1 [<R— REM> <TCP R— +FES>] [R

— FE> <UDP 7R— +FEE>] [[precedence {<precedence-

value>|<precedence-named-value>}] [tos {<tos-value>|<tos-named-
value>}1| [dscp {<dscp-value>|<dscp-named-value>}1] [ip-flag {<ip-
flag-value>|<ip-flag-value:wildcard mask>}][log] [count]

IPV6 i ZET7 VX)X b (7R X MEF : 3000~3499)
access—|ist <access—list HFE> { permit | deny } { any | <GE{E5T IPv6 7
L74vo x>} {any | <585k IPv6 LT 4 v42 X> } [count]

IPV6 5k 7O R R b (7O ERJR FES : 3500~3999) access—|ist
<access—|ist &FS> { [dynamic] permit | deny } <70 FaJLES> { any |
GEEFT IPVE TL 74w oR> ) [KiR— FEM <TCP R— F&EE>] [R—F
B> <UDP R— +FES>] {any | BB IPv6 TL T4y &>} [ ICMPv6 &
147 1 [KR—rEM> <TCP R— +rHEBD] [FK— FEME> <UDP R— &S]
[tep-flag {<tcp-flag-value>|<tcpflag-value:wildcard-mask>}] [traffic-
class <traffic-class-value>|dscp {<dscp-level>|<dscp—-name>}] [flow-
label <flow-label-value>][count]

IKE%—Q

CRTA—H

REANE

% e #EH

HEEFDIE

access—list

TNENDRMEDF FEIEEL
EX

1~99,
1300~1999

1Pv4 FEHE
TR A
8

100~199,
2000~2699

IPv4 YE3E
T A A
K

HWgA AT

3000~3499

[Pv6 4% ¥
T AY A
[N

3500~3999

IPv6 $L9E
T AY A
S

dynamic

T VBT HA TS A
BIZHRELET,

dynamic

e D)
N A=A
TiHZen
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252

{ permit | SEAT R, R AR |[permit [FFRT R P
deny } RUET, deny [ R7F AT B
Cisco’s GRE
8¢ ltunneli
unneling
) ICMP (IPv4 $E5E
P 2 2 )
ICMPv6 (IPv6 J&
icmpv6 |HET 7B AU AR
. A =139 % AN E A= =V S 53] ™,
% S
TRNVVES | s s P AR
lipinip [P ko /1
ltep  |TCP
ludp  |UDP
0~ A=Y e
255 ¥R
FrRTG A=K (TR AR — &
any FIeE) T & TERET5HY  |any -
Bl any" B AN LET,
BAE T S R - . L o
BIRLIPTE It xaieLe s, P 7RLAR BT
e B L7 R AZ (G RE T 27
= WIZ, Wildeard v A2 %48 ELE [IPvd 7RL AFBR BT
Wildcard < A7 +
il NI .
TRIPTEY lggriuamiieLa s, IPd7RVARR |
5 Wildeard SR T R AZHFHIR E T 5720
(2, Wildcard v A7 Z$5ELE  [IPv4d 7R A BMEAST]
~ A7
R
IPva §EBE T 7B AU ARNT, 3£
host TT/5E T RUAE L THRART KL |host -
AERET DL EICOTET,
EAEIL IPV6 7 |IEME T IPv6 7L T (v 7 AR TE . oz e
LT A LET IPv6 7'V 7 4o 7 AFE BIEAS ]
5345 IPv6 7L 5055 IPV6 L7 4o ARFEEL . ! e e
Sty iy IPv6 7L 7407 AR |[BIEARA]
R TED ICMP 247
bV %5 C icmp g EL ||administratively— N
ICMP 247 [=858017. %t5:232 ICMP % ||prohibited jff ICMP

TERELET,

|alternate—address
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|dod—host—prohibited

| dod—net—prohibited

|echo

|echo—reply

general—parameter—
problem

|host—isolated

host—precedence—
unreachable

|host—redirect

|host—tos—redirect

|host—tos—unreachab1e

|host—unknown

|host—unreachable

|information—reply

|information—request

|mask—reply

|mask—request

|mobile—redirect

|net—redirect

|net—tos—redirect

|net—tos—unreachable

|net—unreachable

|network—unknown

|no—room—f0r—option

|option—missing

|packet—too—big

|parameter—problem

|port—unreachable

|precedence—unreachable

|protocol—unreachable

|reassembly—timeout

|redirect

|router—advertisement

|router—solicitation

|source—quench
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254

|time—exceeded

|timestamp—reply

|timestamp—request

|traceroute

|ttl—exceeded

|unreachab1e

[CMPv6 Z A~
(IPv6)

bV K5 T iempve AR TE
L7=35A1T, X555 ICMPv6
BATHFRELET,

ICMPv6 51~

|address—unreachable

administratively—
prohibited

|dest—unreachab1e

|echo—reply

|echo—request

|erroneous—header—ﬁeld

hop-limit-exceeded-in—
transit

|mu1ticast—listener—done

|multicast—listener—query

|multicast—listener—report

|neighbor—advertisement

neighbor-solicitation

no—route—to—destination

|packet—too—big

|parameter—problem

|port—unreachable

reassembly—time—
exceeded

redirect

router—solicitation

|router—advertisement

time—exceeded

unrecognized—next—
header

|unrecognized—option

ICMPv6 &1 7 fE (0~
255)

4TD
[CMPv6 %A

o

7
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N—hrEE

R—PE S HH TR E T 57
DI, R—MEMEiRELET,

RS B — s
x5

eq

fRET RN —ME
FEOREVR—h
D4

gt

HE T o — 1R
It RO PSR —R
& B

ATOR—k
(LIBR E 7
L)

fRET R — M
FUSN DR —
Bt

neq

R—hOFIPHZE
ETD

range

TCP AR—F3%&

FuahaLTlep R ELTZSES
2, %5829 TCP R—h&E 5%
BELET,

ITCP A—1 &5

|bgp

|chargen

|cmd

|daytime

|discard

|domain

|echo

|exec

|ﬁnger

o

|ftp—data

|gopher

4CPh TCP
R E 5

|hostname

|ident

|irc

|k10gin

lkshell

|login

lIpd

|nntp

|pim—auto—rp

|pop2

|pop3
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|sunrpc

|syslog

|tacacs

|tacacs—ds

ltalk

|telnet

|time

|uucp

|whois

e

'TCP A— 1 5 (0~

UDP "R—h &

Zah=L T udp R E LT
Bl k&5 UDP AR—hE
FERELET,

UDP A — &

Ibiff

|bootpc

|bootps

|discard

|dnsix

|domain

|echo

|isakmp

|mobile—ip

|I’18.H1€SQI‘V€I’

|netbios—dgm

|netbios—ns

|netbios—ss

|ntp

|pim—auto—rp

|rip

|sr1mp

|snmptrap

|sunrpc

|syslog

|tacacs

|tacacs—ds

ltalk

|tftp

4Co UDP
N—h &=
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UDP RN —h& = (0~
65535)

precedence—
value™

precedence-value A% ELFE T,

0~7

WA

precedence—

named-value™

precedence—named-value %% &

LET,

priority(1)
@]
internet(6)

WA

tos—value™

|tos—value ERELET,

0~15

BWEAR A

tos—named-—
value™

tos—named-value Z5X ELFJ,

|min—momentary—cost(1)

|max—reliability(2)

|max—throughput(4)
|min—delay(8)

normal(0)

WA

dscp—value™

dscp—value ZF% ELF T,

0~63

BWEAR A

dscp—named-—
value™

dscp—named-value ZFR ELF
R

ef(101110b)
bf{000000b)
af11(001010b)
af12(001100b)
af13(001110b)
af21(010010b)
af22(010100b)
£23(010110b)
af31(011010b)
af32(011100b)
af33(011110b)
af41(100010b)
af42(100100b)
af43(100110b)

L

BT
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oo

ip-flag-value™ |ip—flag-value Z% EL £, ?;j}f)]\?f}\i;ings BMEAST]
tep-flag—value i 0~63. HLLIE, 0~63:0
s« tep—flag-value Z5% EL£9°, ~63(VANRI—R~<A  [EIEATA]
7)
traffic—class— - 0~-255, HL<HL, 0~
traffic—class—value ZE ELE T, |255:0~255(TA/LRKH— |EHEA ]
value .
R~ 22)
flow-label flow—label 27 L E7, 0~1048575 HWEA AT
IR NTANEY L TRERBIZIS
TREM M (AT HANL) Iy M LT
PN NS, T4V EY TR sz TANBY Y
log ek ET, log 17 Z Rkl
*dynamic f8E DA, FE L FHA,
FETANETeY NNy
IXEEE L EE A,
HaHEREL T7 oAy L
TNy Nk SA N EFRRLE
count 7 . count PRI
$¢dynamic ¥ EDHE ., FEHL- FHA,
FET4NBZe NNy
IR L EE A,

e K= N #Kip access—group CREEfTIT7= access—list 2% LC, K 1024 =K

IEEART 1024 =R

ipv4, ipv6 DX BIES | B 2R TR 1024 =2 K

BA LB —T 2 — ZEOH| RIS | T8 2R THOR 1024 =R

K INDDINTA=BETANG) T TR T 5FIITEEEA,

REZITHEWER

access-list Zff L7 HEREZBEH T EHA,

be=ss—r¢
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I ip access—group

access—list A~V R TIRELIZTZANAN T 5 —42% 4 (PPPoE, LAN, EWAN, # A Y /L7 v
IPsec) Ao X2 7 =—ACHHLET,

TANEV 7T —H1%, 4 (PPPoE, LAN, EWAN, # A ¥/ 7 v IPsec) 247 =—ATZIFL
=3y M 9200, % (PPPoE, LAN, EWAN, Z A Y /L7 7 Psec) Ao ZT7 =— ATk
Ty MO AT A0 E R ETHMLERHDE T,

refresh I~ R ICEN /253~ R T, (FAY LT w7 13RS

Deem 1 accesslist 1 THELET—4 %, LN EEBISERT 3

Router (config) #interface lan 1
Router (config-if lan 1)#ip access-group 1 out

D2 access-list 2 THELET—4%. LD SOREBICERT S

Router (config) #interface lan 1
Router (config-if lan 1) #ip access-group 2 in

|:v>p§ﬁ

ip access—group <access-list & 5> { in [interface | vpn]| out }

B i52—5
NS A—H BRERAE BREEHE  HREEOE
<1-99>
v g | TANVBVT DT = REBE LT 7R A AL K100-199> |
access-list &7 DE A E T <1300-1999> HREAT]

<2000-2699>

ALHT 2= ATOZAGEW (in) /A HT =—A
MEDIEEHE (out) DEHLLTT AN EN T4

DOERELET,
s ‘ ZAERHE, SHIZLL T OISR ENTEET, |
{ in[interface | - - - -~ in PN
vpn]| out } in access—list [ZHEV VI out AMEAT]
in vpn H %8 VPN 523 N il 4l
in H JR563E VPN x5 7o Ml

interface  |ff]

MLAN AV 27 2—RAB L IPsec A2 FT7 =—ATi, vpn ZBINTEILITTEERA,
in vpn BX W in interface ZRINL7-35E . #FH 75 access-list DFEIEIL, any T DLE
BHVET,
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foozesabuuse

AR T 2= AT, P N NI AR TR E A,

l IP 74 LR LTIZDNT

FRELIZ Ty FESMIFRE L2 eV o 723908, BF 2D T i b DTl - DHRE T,

BEE—

LAN A2 27 = — AR EET—R

EWAN A2 27 = — AR EET—NR

PPPOE A2 %7 = — AR EET—R

BAXNT T AR T 2— AR TEET—R (F100 DIx)
IPsec Ao X7 =— AR EET—R

VLAN A H T 2 — AR EET—R

"o RNA R T 2 — AR TEET—R
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BRE

I ip stateful max—sessions

HERTANBY DT =T OB ERELET
ZIZTRETHREL, IPv4/IPv6 TIEF 325 B 74V Z ) 7T —T LDk L7 F9,

Deen 5o 18U 07— TL% 1638y 3V HRET D

Router (config) #ip stateful max-sessions 16384

I:va%ﬁ

ip stateful max-sessions <tzw < 3> %>

|/\°3><—9

NS A—AH REAR RESHE | HEREBEOE
Yo al g |\ FEETANE T T =T D E KA ELET, |2048~16384 |E IEA ]

foosesannusga

LR TYNA) T T —T VD RFREUE, 2048 12720 ET,

B

EAREE—F
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| 287100 —F10 5 DB E

! ip route

ARIEFED | IPvd AXT 4o I NV—NEfRELET,

PPPoE 2 EWAN fifi 42354 1%, Nexthop @ [P 7 RL AR OS2 WAr —2ARNHDET DT,
Nexthop EL CA L H T 2 —AEARETHIELTEET,

Nexthop &L T EWAN A2 ¥ 7 =— A& 5 E TXHDIE, WAN HIOEH JEREN DHCP 7747 >k
DEEDHTT,

ZOWA . “nexthop” 1L DHCP $— 3 BEG L7 "default gateway @ IP 7RLR"E220 £,

refresh A< RRRICH /0B~ RTT,

ERFEHI 1 192.168.1.0/24 58D Nexthop Z 192.168.2. 254 &£ 9 Hi5&

Router (config) #ip route 192.168.1.0 255.255.255.0 192.168.2.254

D sehiz 192.168.1.0/24 580> Nexthop . PPPoEl £ 8 72— LT 51BE

Router (config) #ip route 192.168.1.0 255.255.255.0 pppoe 1

IEEEWJ:& FIHILEIL—FrEPPPOE1 A4 B2 71 —RETBHES

Router (config) #ip route 0.0.0.0 0.0.0.0 pppoe 1

I:?yF%ﬁ

ip route BEEARY FT—4> < RX4> { NextHop> | <4 B2 T —RXE>|
connected { ipsecif <1-500> | null 0 } lan <1-1> | ewan <1-2> | vlan
<1-16>} [<Kdistance>]
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REIZ OBV AR ELE T,

tunnel 1~32

I INTGA—=5

CRk5A—m BRENE | BRERIE | AMEEOIE

et o sy [ RETAVIIN—=T AT DI NT = [IPvA TRV |,

SESEHR Y NI —7 JrRL % st HIEAT]

. . LA

<Ay e NI — I\ B e T e
AHET2—A

NextHo SESE~EIFET HI2HD NextHop D IP T [IPvd TRLA | EHEETH

. FL2 k. WEBHE
R
5 S ~EIET DI DAL T = — 2K, ewagel;f
A2 7224 |PPPOE DEHIZ, NextHop @ IP 7 RLAZE 108

<1=1>

ELTHWET,

connected ipsecif B ~DFREEEL T, [Psec A2 Z7 =—A |ipsecif 1~
<1-500> EIRELET, 500%? NextHop @ IP
. TRUAZRE
connected null 0 |FEHEH D6 R EIERELET null 0 e
| = | THUENDY
connected lan $E5e% LAN A2 27 =—AD connected *4
lan 1~1 °

connected ewan
{1-2>

505 % EWAN A2 Z 7 =—AD connected
ELTHRWET,

ewan 1~2

connected vlan

%65 % VLAN A2 A7 =— AP connected

<1-16> LLTHROET, vian 116

AHT LI =T 4T D di .
distance ?Eyﬁ;fi/;: 747 D distance & 2~255% 1
BARTUNHK

F80/F100:256 =R QV—TF 4> 75— VB &IX 512 = K))
F1000:1024 =K Qv —FT 4275 —7 /v B 13 2048 = /R))

%1:F80 MIFEIE, 1~5
%2:F80 MIFETT, 1~32,

F100 O#HFAiE. 1~100 1Z/20E S,
%3 :distance fEIZ 255 ZERELTI-HE . TORKERITEHRANERVET,
% :Connected Route [ZBH9 5 E X, F100:V02.04(00) LAY —h

Loosezabunga
BT A TN —T 4 T IFRESHER A,
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I (%) 70 k3L distance fE

fd7ahzL® distance fElE, LLFD XS foCo'Cb\iT

. Joran ILME| &

RET \1 Q{Ewb

(L — - <A

‘BGP (external) ‘20

‘BGP (internal) ‘200 A A RE

IBGP (local) 1200

IRIP 120 ZEFE AT

(OSPF (external) 110

(OSPF (inter-area) |10 25 AT e

‘OSPF (intra—area) ‘110

IKE L—F 0 I ]

SA-up /L—F 0 AT AE

IREDUNDANCY /L—F [0

‘EventAction JL—h ‘1 A A RE

‘AutoConﬁg ‘O JE A A]
exss—r¢

AABET—F
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I)V—h?ijﬁﬁi

Iset ip next—hop

B IEER D nexthop R TELET,
BGP @356 1%, NEXT-HOP J& M L CRR EEZ @ a L £,

refresh 2~ RRICH IR Da~ R TT,

ZEHFI1 BGP E7(10.0.0.1) 1Z(&. NEXT-HOP EiE& LT, 192.168.100. 1 # D+ TEIET S
(Jb—b< v 7% mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#set ip next-hop 192.168.100.1
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

|:7>F%ﬁ

set ip next-hop <IP7 KL X>

I INS A—7H
INT A—A BHANES BREHE | AREFDE
. BGP @ Next-Hop JBMEIZRET D IP TRV A%5%  |IPvA TRLVA |
L : -
IP 7RLA =L Tt AMEAT]

Loosezabuuga
Next-Hop R PEAHRIEL £t A,

fsxes—r

Route—map % EE—NK
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Iset metric

RIS AE D metric fE, MED fEZ#Z ELE T,
BGP O34 1%, MULTI-EXIT-DISCRIMINATOR J@ 1L T EiEamen LU £7,

refresh I< > RRRICH /0B~ RTY,

[ sEm 1 BoP £ (10.0.0. 1) I=(x, MED fiE_(300) T UPDATE {64 % %154 %

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#set metric 300
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

|:7>F%ﬁ

set metric <A k1) w & {E>

I INTA—5
N A —5 HERNE REHE | EEEEROE
AR 13;; BGP TR HAN v 7B/ MED ABZFETE || 1001067005 [sms oy

fcozrzabuige
AR 2 (% Rl LA A

| B

Route-map F¢EE—F
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axX

g

I set aggregator

Z® Route-MAP |Z5Z Y4 LT R IETE D Aggregator J& M3 TN Aggregator AS,” Aggregator
Origin [P 7RL 2% 3% ELET,

refresh A< RRRICH /0B~ RTY,

ZEM1 BGP E7 (10.0.0.1) 21, Aggregator @i % D1+ T UPDATE [Fr %= %£{ET S
(AggregatorAS=100. Aggregator Origin=192.168.100. 1)

Router (config) #route-map mapl permit 1

Router (config-rmap mapl permit 1) #set aggregator as 100
192.168.100.1

Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

o rest

set aggregator as KASFE B> <IP7 KL X>

| K5 A—4
NS A—H BRERNBE Bk il HHREEDIE
AS &5 AggregatorAS ® AS BB AZHELET, 1~65535 B WA AT

[P 7RL A |Aggregator Origin @ IP TRV AZZEELET, |IPvd TRLAJER B TR 7]

foozesabuuse

Aggregator JEMEEZEIEL £ A,

| B

Route—map % &E—R
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Iset as—-path prepend

RSO AS-PATH @A BN £,

refresh I~ R ICEN /2D~ R T,

ZEM1T BGP EF (10.0.0.1) 21k, AS-PATH @& LT, 300 %D+ TEET S UL— kT
v 74 : mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set as-path prepend 300
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

o> rest

set as—path prepend <AS HF=S>

|,<5x—9

INTA—4 REAR REHE HIEFFDIE
AS &S |AS-PATH JBHEICAHINT 2 AS BEARELET, [1~65535 AW A

foozesabuuse

AS-PATH @A #EL £8 A

| B

Route—map % &E—R
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I set atomic-aggregate

P IE O ATOMIC-AGGREGATE B4 Bl £7,

refresh I~ R ICEN /2D~ R T,

I SREM 1 BGP E7 (10.0.0.1) 121k, ATOMIC-AGGREGATE B Z DITTEET S Ub—bkww
% : mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set atomic-aggregate
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

|:7>p§ﬁ

set atomic-aggregate

| RS A—4
25 A— T IEH A,

Loogesabuiga
ATOMIC-AGGREGATE Jg %8I 4 A,

| B

Route—map % &E—NR
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I set community

COMMUNITY B EZEeELET,

refresh A< RRRICH /0B~ RTT,

ZEHFI1 BGP E7(10.0.0.1) [Z(&. COMMUNITY Bt & L T no—export” 2% E3 5 (UL—F+<
v 74 : mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set community no-export
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

o> rest

set community <3 X 2=F 4 BHE>

|,<5x—9

INT A—45 REAR REHE HEEFEOIE
B o= 2=7 (B e R ELET

NO-EXPORT-SUBCONFED | |local-AS

local-AS B dvert;
- — g A=A no—advertise |, .
2= T 4 BMEAE exvort | FEANET
no—advertise [NO-ADVERTISE J& ZO expor
B
no—export  [NO-EXPORT J&4:
A:B a2 =T A EERE

foozesabuuse

A2 =T A B RIELEE A,

Route-map f¢ EE—F
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IPvd Jb—F 4 > O DRE

I set community-additive

BGP COMMUNITIES B2 % E L £7, set community 75, BGP COMMUNITIES J& D EH#a ¢
HHDIZXIL . set community—additive [ZIBINTHZENTEET,

refresh I< > RRRICH /0B~ RTY,

EEMH1 BGP EF7(10.0.0.1) [ZIX. COMMUNITY B & L T no-advertise” #8095 (JL—
k< w74 : mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#set community-addtive no-advertise
Router (config-rmap mapl permit 1)#exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

|:v>p§ﬁ

set community-addtive <2 X 2 =F 4 BHE>

~o
N
Y
|
fy

'

INT A—45 REAR REHE HEEFEOIE
B o7 a=7 (B e ELET

NO-EXPORT-SUBCONFED | |local-AS

local=AS =0 T A no—advertise
— e a— - AR -
aa=T 4 BMEAE Cexvort | B MEANET
no—advertise NO-ADVERTISE J& ZOBGXDOF
no—export  |[NO-EXPORT J&#: '
A:B A3 =T A EE R E

foozesabunsgea
SRa =T BIEEBILEE A,

Route-map f¢ EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iset local-preference

RS R LOCAL_PREF JE M3 OV LOCAL_PREF fHZ R EL 7,
BGP Tikig @4 2850, LOCAL PREF fEEZ20E7,

refresh I< > RRRICH /0B~ RTY,

IEQEW'H BGP £7(10.0.0.1) (ZI&. LOCAL_PREF (300) < UPDATE 1E#Rh%x #1595

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set local-preference 300
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

|:7>F%ﬁ

set | ocal-preference <LOCAL-PREF {&>

| NS A—4
NG A—4H BRERNE RTEEFE | BRREFOE
- f5ET5 BGP ou— iY77l AMEEER (0~ .
LOCAL-PREF {# ELET 4294967995 ) LNl

Loosrezabuuga
B—H LTV T 7L AMEEERELEE A,

| B

Route-map F¢EE—F
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Iset origin

Z® Route~MAP (2% Y Lo 1 #H > ORIGIN BEIEARELET,

refresh A< RRRICH /0B~ RTT,

I R 1 BGP E7(10.0.0.1) [I&. ORIGINEEE LTEGP " %#58E T S (UL— by T4 : mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set origin egp
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

|:7>F%ﬁ

set origin <ORIGIN B1&>

| NS A—4
INTG A—A BRERNE REEIFE W ARREBDE
BGP @ ORIGIN 7Rt =—htvhd 5
ORIGIN BMEERELET,
S, egp
ORIGIN JR#E | 8P EGP &8IET 5 igp B
igp IGPZRETDH incomplete

incomplete INCOMPLETE # 5% &4 5

foosesrannuga
ORIGIN @Mz LR A,

exss—r¢

e
fit
o)
[
-

Route—map
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Iset originator-id

Originator-ID v E7,
Originator-1D &1d, 7L 7 4w A HREA K LIV —Z D IP TRV AZ B LET,

refresh I< > RRRICH /0B~ RTY,

Bas 1 originator-ID Iz, 192.168.1.1 %4 v F¥ 5%

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set originator-id 192.168.1.1

|:7>F%ﬁ

set originator-id <IP 7 KL &X>

I NG HA—4
INTG A—4H BERAB % 7E &0 HIREFDIE
T B B
prrLx (OGP OriginatorIDASESMTD IPTEVAZ ) pe gt [
RELET,

foozesabunsgea

Originator-I1D ZZ&F L FH A,

fsxes—r

Route—map % &€ —NK
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Iset tag
AS FNER B DX T AR ELET,

refresh I~ R ICEN /2D~ R T,

F80:V01.03(00) LAREHR—k
F100:V02.09(00) LL[&H7R—k

Bsem Assmm@pBas s 150 & LET

Router (config) froute-map mapl permit 1
Router (config-rmap mapl permit 1) #set tag 150

I:va%ﬁ

set tag <4 4'BE>

I ING A=~
NG A—H BRERNBE 5% 7 & HBHEEDIE
X7 i AS SRR DB TR E LT, 0~4294967295 B WEASA]

foosesrannusga

External Route Tag 1213 . 0 SR ESNE T,

be=ss—r

e
i
o)
[
-

Route—map
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I set weight

BGP E7 5525 LT RR IR IE O weight fEZ R ELET,

refresh A< RRRICH /0B~ RTT,

Basem1 BoP EF (10.0.0.1) 0 Weight % 65535 (BB 1245

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #set weight 1
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

|:7>F%ﬁ

set weight <weight {&>

|m5x—9

NG A—H BRERNBE SREEFE | ERREFEDE
BGP @ Weight fElIc By N AEAZZTELET,

weight & WEIGHT fED KEU BGP B 7 b DOEMAME LS4 (0~65535 | IEAS AT
¥,

Loosrezabuuga
weight fiIZ 0 720 FF,

| B

Route-map F¢EE—F
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I match interface

REEE IR LT 2y MEEA L H T = — AT ELET,
DFETENL, RIP \ZX L THZhERDET,

@\3

(Y

refresh I< > RRRICH /0B~ RTY,

IE&EWH 28T 49— FZDNTENANT M DEET 2L DDHRIPESE b— kv T
% : mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #match interface ewan 1
Router (config-rmap mapl permit 1) #exit

Router (config) #router rip

Router (config-rip) #redistribute static route-map mapl
Router (config-rip) #exit

|:v>p§ﬁ

match interface <4 >3 7z —X%&>

B i52—5
INT A =4 BREAR REEE | AREFOE
lan 1
ewan 1~2

pppoe 1~24*!
dialer 1~20%?
ipsecif 1~5007%"
vlanif 1~16

ABT =24 BT DAL BT == AL R ELET, BIEASA]

3¥1:F80 MFAIE, 1~5 1272V E T,
¥ 2:F100 D AEIRFRETT,
%3:F80 MIFATX, 1~32,
F100 @A 1%, 1~100 (2720 ¥7,

fcozrzabuige
Py NEEA VBT 2 — ADRFEEATOEE s

REE—F

|
ol

Route—map g% ETE—NR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I match ip address

access—list(standard)|ZH5EL7Z [P TR AZ B ELE£7,
ZORRE, RIP BLOBCGP IZH L CTABIERDET,

refresh I< > RRRICH /0B~ RTY,

| EXR

BGP E'7 (10.0.0.1) IZ(&. "192.168.1. 0" DIEMDA#EIET S UL— k< v T4 : mapl)
Router (config) #access-1list 1 permit 192.168.1.0 0.0.0.255
Router (config) #route-map mapl permit 1

Router (config-rmap mapl permit 1) 4#match ip address 1
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100

Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out
| EES &

match ip address <access-list &>

I INTGA—4
INS A—4H BRENR EREHIE | ARREOME
. o |IP TRUVAIZ—E95 access-list HFHZFHTEL [1~99
access—list &5
E3R
exss—r¢

1300~1999 AT

Route—map % EE—R
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Imatch ip next—hop

Next-Hop Z5EL ., MK EFELE T,
ZOREILRIP BEXOBGP I L TAZE 2D £ T,

refresh I< > RRRICH /0B~ RTY,

<y 7% :mapl)

I EXEHI 1 BGP E7 (10.0.0.1) IZ(&. Next-Hop £%“192.168.10. 1" DIEFHD A#EET S (JL— b

Router (config) #faccess-1ist 1 permit 192.168.10.1 0.0.0.0
Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1)#match ip next-hop 1

Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #neighbor 10.0.0.1 route-map mapl out

I:va%ﬁ

match ip next-hop <access—|ist HS>

| RS A—4
INTGA—4H BHARNES 5% T BB HIREEDE
7 B ar o—lic =N - 1N99
access—list &5 E”I{g;lfﬁi; g@iﬁ;ﬁb list 5 F72 11300~ 1999 B Al
RS IPvd 7 RL 2JE 3t

Route-map F¢ EE—F
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I match metric

metric |2 — T AR A RFELET,
ZOFREIL, RIP BELOBGP IZH L THRIERVET,

refresh I< > RRRICH /0B~ RTY,

REH 1 BGP EF (10.0.0.1) 121E. A FY v Y E=83 TREL TLIBREBIEFEROAHEIET S
(J— <y 74 :mapl)

Router (config) #route-map mapl permit 1
Router (config-rmap mapl permit 1) #match metric 3
Router (config-rmap mapl permit 1) #exit

Router (config) #router bgp 100
Router (config-bgp) #redistribute connected route-map mapl

o rest

match metric <A k1) w7 {E>

|,<5x—9

NS A—H BRERAR REEEFE  HREBFDE
ANV 7 (AN I — BT DR AR E L £, 0~4294967295 |74 g A~ AT

B

Route—map X &E—R
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Luyrnozs

I ip hame—server

ALEE T, DNS UV LA ZENMESELHEIC. DNS — 30D [P TRL A& R ELET,

DNS U LR Ed, LD P TRV AZELS T HT281Z, DNS B — N2 = AN T HHEHET
j—o

DNS H— L, T4/ X URFRETEET, IV RTlE, 7T/~ -t h o XVDEIC
[P 7RLAZEANILET,

EH TS A7) DNS H—/80T xxx. xxx. xxx. 1. 724 1) DNS H— /[T xxx. XXx. Xxx. 2 &
BRET D

Router (config) #ip name-server xxx.xxxX.xxx.l
Router (config) #ip name-server xXXX.XxXX.XXX.2

| EES &

ip name-server <DNS 7 F L X>

I/\"%;‘—’Sl

INTG A—45 REAR

ol
Xa

7€ #5 F

(=

P e - ”
DNS 7KL % ?Eip THHTDHTTA<U DNS — D [P T Iil;vél TRV AE WA

BRIV 3 =N (ipv4,ipve T3 N))
3 DNS 7RV ADERE X, ANILZIBIZ3OETHMIZVET,
T TIZ, SOANENTWBIREE T4 B LR AL CHERE L ESLR0ET,
Lcogesabuiga

DNS UV N2 A3 TEER AL 72771, PPPoE <2 DHCP 7547 > ME&RE T, DNS @
[P 7R AZ 2B L CWDIATE, DNS UYL i ge 2 TE £,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| DNS 1) VJL/NE L - - -

FITELnet-F 3 U—XMMH6(E (i CIEZ7en) 7 —XIZBAL T, RANM MR ESIL TV DA,
DNS H— N ZIWE DO EI T MERE T,
FITELnet-F 2 V—XHiB(E 557 — X2, L FOFERHY F7,

*ping

*traceroute

-SMTP

-SNMP

+syslog

telnet 7747k
NHVET,
ping / traceroute ZFEITT LA T~ ROA T 22T, SMTP/SNMP DA 13— ROk E
ICRANML R EL Th., DNS UV LK REZ i FIL T IP 7RL RAZMRIEL , W{EZAT/RH LN TX

ESe
DNS UYL RTHAG L2 IP 7R A HIE, “show ip resolver—cache” 2~ R CHER T AZEMNT
=F7,

=

Router#ping www

Sending 5, 100-byte ICMP Echos to xxx.xxxX.xxxX.xxx, timeout is
2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
0/4/10 ms

Router#show ip resolver-cache

<resolver dns table>
1lth direction = [1] (name to addr)

IPv4 Address = [XXX.XXX.XXX.XXX]
Hostname = [www.xXXXxXxxX.ne.jp]
Router#

ip name—server {Z xxx.xxx.xxx.1,/ip domain—name (2 xxxxxx.ne.jp 235X ESILCWDE AT, ARA
M (www) 5680 ping & F1T79 A&, DNS P—3 (xxx.xxx.xxx. 1) IZHWE DR EI TV, BRAR,
(www.xxxxxx.ne.jp) 735 [P 7R A (xxx.xxx.xxx.xxx) ZfHEH L ping X ELFET,
show ip resolver—cache =~ R T, dIRAR (www.xxxxxx.ne.jp) 2% [P 7 F LA (xxx.Xxx.XXxX.Xxx) CTdb>
HIENHERTEET,
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I ip name-server source—interface

DNS U 3% 355550, DNS H— S~k 3 2%(EF 58 [P TRUVAEL T304
Tz — AL ERELET,

I BEH 1 DNS H—AAEET BEDREETT FLRIZIINA V2T 1—2D IP7 KLREE
|22 e )

Router (config) #ip name-server source-interface lan 1

I:7>P%K

ip name-server source—interface </ 3 Jx—RX%& >

I INTGA—4
INTA—4 BHARES EREEHBE | HRREEOME
lan 1
R - DNS P — R~ K E T ABEDEE LT R AT |ewan 1~2 |,
A ST =2 FHTHAEZT2—AT KL A loopback 1 AT
vlanif 1~16

foozesabuuse

DNS P — N~ IEE T DA F T =— R0 ET,

| B

EARBEE—K
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip domain-name

FITELnet-F 3+ J—XC, DNS )/“»A%@J{’Eéﬁéiﬁ/\a KA ZAT T D58 IR ELET,

DNS UV /LR bid, £ FRnsn 1P 7& L A% S84 572012, DNS Y — N2V 7 = AR a 4 AHERE T,

ZZTC KA EFRELIZEA . DNS ICTIP 7R vx%ﬁ@%f%ﬁf’%\ IRANG DI ZZCRRE
LTzRAA 2 %21F T, DNS 4%%/\& P/4==S~ N D=

i)

ip domain—name xxxxx.ne.jp EFXEL T, “ping xyz” L7285 DNS Y— 21, xyz.xxxxx.ne.jp
D P 7RV AZRER T HEHV 7 AN ET,

I EHEF DNS U VILNTERT B FAAL B ZE xxxxxx. ne. jp” [ZRET 5

Router (config) #ip domain-name xxxxxx.ne.jp

|:7>F%ﬁ

ip domain-name < KA A > %&>

I ING A—4
NG A—H BREAR B it | HREDIE
N DNS DY N STl 2812 AR AL (264 SCFLIND |, -
RAL 44 o 7 - AREAT]

foozesabuuse

DNS UV v MEHIRFIZ, RAAS 2 2N 22 8L CTEERE A,
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| DNS 1) VJL/NE L - - -

FITELnet-F U —ZXM5Hi8(E (FHECTIEARW) T —HIZBIL T, RAM MR ESN TWDIEE AT,

DNS H— VB EATROBERE T,
FITELnet-F 3V —XbikE 4257 —ZI2iE, LT ORERHDET,
*ping
*traceroute
«SMTP
+SNMP
+syslog
“telnet 7747 B
DHVET,

ping / traceroute ZFEIT T AT~ ROA 7L a0 T, SMTP/SNMP OA X — RO E
IZRANG AR TEL Th ., DNS UV L SESREAFE L T IP 7L AZ IR L BEAFT/IROZ LT

ESe
DNS UYL RTHAG L2 IP 7R A HIE, “show ip resolver—cache” 2~ R CHER T AZEMNT
=F7,

=

Router#ping www

Sending 5, 100-byte ICMP Echos to XXX.XXX.XXX.XXX,
2 seconds:

Success rate is 100 percent
0/4/10 ms

(5/5),

Router#show ip resolver-cache

<resolver dns table>

1th direction [1] (name to addr)
IPv4 Address [XXX . XXX . XXX XXX ]
Hostname [Www.XXXXXX.ne.jpl

Router#

timeout is

round-trip min/avg/max

ip name—server {Z xxx.xxx.xxx.1,/ip domain—name (2 xxxxxx.ne.jp 235X ESILCWDE AT, ARA
M (www) 5680 ping & F1T79 A&, DNS P—3 (xxx.xxx.xxx. 1) IZHWE DR EI TV, BRAR,

(www.xxxxxx.ne.jp) 735 [P 7R A (xxx.xxx.xxx.xxx) ZfHEH L ping X ELFET,

show ip resolver—cache =~ R T, dIRAR (www.xxxxxx.ne.jp) 2% [P 7 F LA (xxx.Xxx.XXxX.Xxx) CTdb>

HDTEDHER TEET,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip resolver—cache-time

AZLE T DNS VY AN EBIESE L5612, B L72 DNS fFia L TR 2R EL £,

Baem 1 ONSHEHERELCH<BEME N BIHET D

Router (config) #ip resolver-cache-time 30

I:va%ﬁ

ip resolver—cache-time <timeout FFfE]>

|/\°5><—9

ING A—%H BRERNBE RTEEF BREFDE
timeout W] [DNS {5 #R2 1R L TR () [0~3600 |4 I 7]

foozesabuuse
DNS [ #Z RFFLEE A,

| DNS 1) VJL/NE L - » -

FITELnet-F 3 U—XMMH6(E (i CIZ7e) 7 —XIZBAL T, RANM MR ESIL TV DA IZ,
DNS $— N2V E D EIT729MRE T,
FITELnet-F 2 U—XHi6(F 357 —ZIZiE, L FOREBRHVET,

*ping

*traceroute

*SMTP

*SNMP

syslog

‘telnet 7747 K
NHET,
ping / traceroute (T 9 AL AIEIa~ L ROA 7 a2 T, SMTP/SNMP O35E 13— SOR%E
WAL Z48EL T, DNS UV L NBEREZE L C IP 7TRL AR L ., {EZAT7/2H 2 LN TX

iﬁ‘o
DNS UV L ARTEASLZ I[P TR ZADE I, “show ip resolver—cache”a~ R TR HZENT
=FET,
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| Bl

Router#ping www

Sending 5, 100-byte ICMP Echos to0 XXX.XXX.XXX.XXX,
2 seconds:

Success rate is 100 percent
0/4/10 ms

(5/5),

Router#show ip resolver-cache

<resolver dns table>

1th direction = [1] (name to addr)
IPv4 Address = [XXX.XXX.XXX.XXX]
Hostname = [www.XXxXxXXX.ne.jp]

Router#

timeout is

round-trip min/avg/max =

ip name—server {Z xxx.xxx.xxx.1,”ip domain—name |2 xxxxxx.ne.jp 235X E IV CWDE AT, RA
;M (www) 5680 ping & F1T79 HE, DNS H— 3 (xxx.xxx.xxx. 1) IZ[EWE DB EITUV, AR

(www.xxxxxx.ne.jp) 735 [P 7R A (xxx.xxx.xxx.xxx) ZfFH L, ping Z X ELFET,

show ip resolver—cache =~ R T, BRAR (www.xxxxxx.ne.jp) 2% [P 7 R LA (xxx.xxx.Xxx.xxX) T

BLIHERTEET,
B
EAREE—R

287



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip resolver-retries

AREEE T, DNS UV NAREEESEDGE D, U NV AEEOV NI A B, VNI AT () . U
JEANIALT TN RD)  ZALTIN(BD) AR ELE T,

F|ERFI 1 DNS U VIILADEWEDEE, U FSAEKSE, U SAER2F. VIR H
BALTIRI0F, ZALTI M 20IZERET S

Router (config) #ip resolver-retries 5 interval 2 request-timeout
10 timeout 20

|:v>p§ﬁ

ip resolver-retries (1) F5 A4 E%) interval (1) b5 4 [EfE) request-timeout
(request-timeout B5fE) timeout (timeout EEfE)

B i52—5
INTG A=A BRENE SRESHE  AREBOE
U7 A%k U RS R R A R B L ET, 0~5 B WEAST]
UNZA TR U NSNS DR R ER ELET, 1~5 BMEAT]
request—timeout |V /LW E OBV T AN A LT IR TR E L oy e
s T 1~60 HIEA ]

timeout KFf#]  |UY AW EDEIA LT VMR ELET, 1~60 A A A

foosesannusga

URZA B 3 Bl UNT AR \ U7 T ARZALT TR 5§ ZALT UM 10 ITRELET,

| B

HAREE—F
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IPvAJL—T 17 20D

axX

g

| vTus

!ip mtu

AR T = —AD MTU EZEELET,

refresh A< R ITHNT/RDa~ T,

I %I 1 PPPoE1 0 MTU & % 1400byte IZ9 %

Router (config) #interface pppoe 1
Router (config-if pppoe 1) 4#ip mtu 1400

I:va%ﬁ

ip mtu <MTU £>

|/\°3><—9
INS A—4H BERNE 5% 7€ &0 B HEREEDIE

LAN:256~1500
PPPoE :578~1492
EWAN:256~1500

MTU £ MTU E4$ELET, |BRI:253~1500 (F100 D Zx) |4 s A]

VLAN:256~1500
[Psec:576~1500
Tunnel: 256~1500

Looszezabuuga

BAHT 2= A IV TFOIANT20ET, @ IIEEOLEITHYFHE A,

LAN:1500

PPPoE: 1454

EWAN: 1454

BRI: 1500 (F100 0> #)
VLAN: 1500
[Psec:1390

Tunnel: 1480
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Pmussie

MTU &1 (Max Transfer Unit) OB T, MTU E&id, @5, 1 23y N CESIENTES P 3y
RIP ~y & +1P RAB—R) DREZNWET,

| B

LAN A X7 22— A EE—R

PPPoE /v 27 = — AR TEET—NR

EWAN A2 X7 =— AR EE—R

BRI A2 # 7 2 — A EE—R (F100 D)
VLAN AL A7 2 — A EE—R

IPsec {2 AT = — AR TEET—N
RNARNAL R T 22— AR ET—R
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| TcP mss

Imss

AL BT = —AD MSS EEEELET,

FITELnet-F SV —RTlE, TCP ~v X A7 a i Fid MSS EE /o fiic EBxfz 52 L
NTEET,

ATy MTEDPITWDIE SR EME A L TSV OEIZLET,

refresh 3= RZIZH N/ Ha~ R TT,

EXEHI 1 LAN O MSS fEZ 1300byte 29 %

Router (config) #mss lan 1 1300

|:v>P§ﬁ

mss <4 >3 7 x—R%> <NSS &>
mss ipsec <MSS {E>

f i35
NG A—4A BRERNSE B il LREEFDIE
lan 1
ewan 1~2
. . - pppoe 1~24*" | |
AR T 2= | [ BT 2 —AERELET, o s [BWEARTAT
ipsecif 1~500
tunnel 1~32
vlanif 1~16%?
MSS 1@‘7’&?574'31/1?“
off ZHEE LI B A 1%, MSS 4 H L& o
MSS {1 A, (1);40 1460 HIEAT]

ipseif DA X, VPN L 27X D MSS iz
fRELEd, ™
3¥1:F80 MFPAIL, 1~5 1272V E T,
% 2:F80 MFA X, 1~32,
F100 @A 1. 1~100 (2720 £7,
3% 3:vlanif DFEE T, F80:V01.02(00), F100:V02.06(00) LAY —h,
$¢4:1Psec interface LAMZIRHEES LD VPN ELZ7H D MSS fEDIEE L2V ET,
%5 :ipsec, tunnel, pppoe D& EMD LRI, ipsec 1420, tunnel 1440, pppoe 1452 L720FET,
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foozesabuuse
BAL BT 2RI Iy MR BIBIC, TR Sy MBI T Bl Hl LTl
SWHOMEIZLET, B IIEEOSLEIHVEE A,

LAN interface: MTU £ -40

EWAN interface :MTU £ -40

PPPoE interface:MTU £ -40

[Psec interface :MTU £ —40

IPsec VPN selector: (3%/g IF @& MTU )-113
Tunnel interface: MTU & —40

VLANIF interface: MTU £ —40

Bussseixe
MSS (Maximum Segment Size)&i, TCP CT—EIRIETEAT — XD K, g KT AP A X,

exs—r

FEARREET—N
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I ProxyARPD % 5E

I ip proxy-arp
AL BT 2 —AT ProxyARP ZEIES 55 A IR ELET,

refresh I~ RBICHEN /253~ RTF, VLAN A2 27 2 —AFHET—R D)

Raem LN A28 52— ProyARP REETIES € 5

Router (config) #interface lan 1
Router (config-if lan 1)#ip proxy-arp

I:va%ﬁ

ip proxy-arp [include-default-route]

|/\°3><—9

ING A =5 RERE % 7€ 855 AHESEF DIE

e . T 7 ANV RDIRT
include— 7 7ANV IV Hgtjl\jﬁé%f%@,# include— by b BHTHA~D

default-route fojff;f%t;&f ProxyARP 247 default-route |ARP Request (ZxfL T
e ’ % ProxyARP L7240,

oul

cogesannuga
ProxyARP BEREDSEIEL 1A,

I ProxyARP #RE & (£ 2

H &2k ~ZFHFD P TRLRITHT 5 ARP 232 /5 LT=BRIC, AHICZ 0D ARP 124 2 D
HE% ProxyARP BEREENNET,

BRI A %7 =—AT, LAN LRl —H 7 %o hd IP 7R ZZ 3 H 55727 — 2Tl ProxyARP
T2 ERHVET,

exss—r¢
LAN A2 47 = — A EE—R
EWAN AL A7 = — AR EET—K
VLAN A2 57 = — AR EE—F

293



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| ARPHIEI D ER

! ip arp 802. Tp—priority

ARP /377 b (V7 22/VF 74 D, I 802.1p [EBGELET.
refresh A~ R RICHE N2 D~ RTH,

F80:V01.02(00) LLB&HR—hk
F100:V02.08(00) LAB&H7R—b

B ARP/<y v b 802 1p B 6 LT3

Router (config) #interface lan 1
Router (config-if lan 1)#ip arp 802.lp-priority 6

o> rest

ip arp 802. 1p-priority <802. 1p &>

IN%%—@

INSGA—4H BHALNES ERTEEIR | LRREFDE
802.1p f& ARP 4y N D 802.1p xR ELET, 0~7 HWEAT]

Loogesabuiga
ARP /7y M FIRED 802.1p fifi% 0 LLET,

| B

LAN A2 X7 2 — AR EET—K
EWAN AL AT = — AR EET—NR
VLAN Ao BT 2 — AR EET—NR
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Iip arp learning
ZAEL72 ARP 12XV, ARP 77— 7 Va2 Bk AN EIMNDOREEZLET,

refresh A< RRRICH /0B~ RTT,

F80:V01.02(00) LAREHHR—k
F100:V02.04(00) LAfEH7R—k

Rsxs e s—JLosgETLEL

Router (config) #interface lan 1
Router (config-if lan 1) #ip arp learning disable

I:va%ﬁ

ip arp learning <Z$R&%E>

| NS5 A—4

NS A—4 BERE SREEE | HREEDE
ZfZU72 ARP 12X, ARP 77— 7 L& 8454 5008
MOFEEEZLET,
enable ARP DX GE1TH Z?i;t

BEBOE  |[gisable  |ARP OB GRA{T DL request |1 AN ET
request  |ARP UZTANTO L ERETTH reply
reply ARP V7T A TD BB k1T

foozesabuuse
ARP U ANBEUF FCED ARP 7 —7 L OB REAT O E T,

| B

LAN A2 BT = — AR EET—R
EWAN AL AT 2 — AR EET—N
VLAN A A7 =— AR EE—R
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I ip arp reply

ARP U T ANZSE S D EINEFHELET,

ARP 7 —7 )V TCEBEIL TV DM FOL D RIGE T HHIEZ T Z LI X | E BN O AIN LD
T =K AT DR "I REIZ 220 F7,

refresh I~ RBICH NI Ha~ 2 RT1,

F80:V01.02(00) LAREHR—k
F100:V02.04(00) LLf&HR—k

fes ARPF—JLIZBHRINTLE PZFLANSD AP UITR MOBBET S

Router (config) #interface lan 1
Router (config-if lan 1) #ip arp reply authorized

I:va%ﬁ

ip arp reply <E&HE>

| RS A—4
INSA—4 HREAR REEFE | AREEOE
ARP VI T ANZIGE T DM EIMNEHELET,
enable ARP Reply #1595
disabl ARP Reply Z3£(Z L7280 enable
Sk sable ePly CIxlm disable BRG]

ARP 7 =7 JWITAFAET S IP 7Rl | |authorized
authorized | A0 ARP U7 ARNIOD Ix i 28
ERA)

foosesrannuga

2TDHD ARP VI ZANMIGELE T,

exs—r

LAN A2 BT =— AR EET—R
EWAN AL AT = — AR EET—N
VLAN Ao BT 2 — AR ET—N
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I ip arp request
BERLET,

ARP V7 T AN E(E T HNE IO
B TCONAKEAZT 47 ARP TEETHI57e85 513, ARP V7 ZARND EFE T/ E 232

BHTI,
refresh I~ RIZLICH b~ R T,

ARP 1) 9 TR kZEE LAY

F80:V01.02(00) LAFEHR—
F100:V02.04(00) LL[&HR—k

| B2

Router (config) #interface lan 1
Router (config-if lan 1) #ip arp request disable

| EEPAs =
ip arp request <iEIEFHZE>

I NG A—7H
INTG A—7H BERNSE EREERRE | ARREFDE
ARP UV AN IE(E T D0 EDNDIEEELET,
enable e
disable AT

ARP V7 = A 215515

LEBE enable
ARP VT AREE(E L7200

disable

foosesannusga
ARP U7 = AN (R D,

B
LAN AL BT 2 — AR EET—R
EWAN A2 47 = — AZEEE—R
VLAN AL 27 2 — AT —R
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I ip arp static

BT 427 ARP T 5. IP TRLAE MAC 7R ZDMAG B AR ELET,
refresh 2~ R ICH NI /Da~ 2 RTF,

F80:V01.02(00) LAREHHR—k
F100:V02.04(00) LAfEH7R—k

HESF O IP7RELR (192.168.10.1) EMACT FLR (XXXX. XXXX. XXXX) ZRAT 49
ARP (2 &§%9 %

Router (config) #ip arp static 192.168.10.1 XXXX.XXXX.XXXX

|:7>F%ﬁ

ip arp static <IP7 FLX> MAC7 FLR>

I INTG A=A
NG A—4 BHARES R B EREEFDIE
IPTRVA |27 4v2 ARP CHET S, IP 7RL AL IPvd TRUVATEA WA o
MAC 7KL % IMAC TRLVAZAEELET, MAC TR AR A I A Af

BARTUNE RN ERET (v NHE T 512 =R,

foozrzabuige

ABT A7 ARP B gk U EH A,
B
AR TR
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I ip arp timeout

ARP 7 —7 LD — 7 N2 ELE T,
ARP ZA LT MEZZE E# refresh L7ZFBR 1%, ARP = M A2 THIHLL £,

refresh I< > RRRICH /0B~ RTY,

F80:V01.02(00) LAR&HR—k
F100:V02.08(00)LLf&HR—k

faes RPOT—U7y£305LT3

Router (config) #ip arp timeout 30
Router (config) #

I:va%ﬁ

ip arp timeout <ARP & 4 L7 ™ MME>

|/\°3><—9
INT A=A BRERNE RESFH | ARBEOE
- . N,
ARP 24 17 Ml SFET TNDT—T Y MEM (EAL:47) & 1 ~60 W
ﬁX/:EL/i‘j«o

cogesannuga
ARP A LT UMEZ 20 77ELET

B

EAREE—F
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| 5 1LorTn—Fx et ORE

I ip directed-broadcast

AL BT 2= AD XY NI =7 T —RFY ANT RL 250 D Hifk Ny bz 7 u—REy ARy he
LTk 5B s ELET,

refresh 2~ RRICH IR Da~ R TT,

Baemi LNA> s Ts—RISHLT, ALY FTO—FErR FEITS,

Router (config) #interface lan 1
Router (config-if lan 1)#ip directed-broadcast

I:va%ﬁ

ip directed-broadcast

IN%%—@
PTG A— B FI ) EH A,

foosesrannusga
BT 2= ADFY NI =7 T B ANT RL RGOS M, BEFEL S,

5L on—Fxox bt iEe

ik STy MZBNT, A F T 2= ADRY N —7 70— RF Y ARNT KL RS8O/ e £ DA
VBT 2= ZDR T OURITH L T u— Ry Ak 6% X (L7 h 7 m—REFp AR
WET,

exss—r¢

LAN AL AT — AR ETE—R
EWAN A&7 =— AZEE—R
VLAN A X7 = — R ET—R
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| cvpPHiE DT

Iip icmp error—-ratelimit

AIEE N ICMP Zffi o TT7—2 25T 28D, 1 BRIEE T DR KEE /Sy Mg E R EL
T, 1 BEISEETH I NI R ER BB L7235 810, IRD 1 BETEEEMIELET,

0 AR ELT-HE . ICMP =5 — %yt —Y B LN REDIRECT Ayt — I3k EEanE A,

TT— Ny MY, T —ZBE DT ORI TLEIDEHERE T,

refresh 2~ R ICH N /Da~ 2 RTF,

F100:V02.00(00) LAfEH7R—bk

Bsthi T5—ry e BR300y H/BETS

Router (config) #ip icmp error-ratelimit 300

I:7>P%K

ip icmp error-ratelimit </84 vy FED

I ING A—4
NS A—4 REAR % 7E &5 5 HBEEDIE
IP ICMP T —% (5T 580 1 Bk
BT DI KB T MR ELET, 0~2147483647
Iy NER unlimit 248 E$52L T, ICMP =5 — Ayt limit. AWEAR ]
— 2B LU REDIRECT Avt— DL —Rg WM
[RZITUWVER A,

|:m$i§ﬁbmu%3
100 32 o b/ AR ESET,

fipicwkrs5—iry roiEs

IP ICMP =5 — %7y MZid, BLFORERHET,
Type AR
3 SAG LTy RSB IE~D Hf S TE720
4 BIFRAE D=8 7y N BESE
5 HRkSE 2 B DL — 2 AT L7 %l
11 Ry 7 BSHIIRZ B R 72728 | BRE TERUD
12 |IPvd ~o& (X Favzate) NEE . b LIRS

| B

HAREE—F
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I ip source—quench

ICMPv4 % L<1%. SourceQuench #3522 L7-FEIZ. TCP 4 RSN L3 B K9 a i &
[/jz—g—o

refresh I< > RRRICH /0B~ RTY,

F100:V02.01(00) L& 7R—k

I REMH 1 SourceQuench #Z{ELT-1HFE. TCP D4 > FOFlEIZ RIS S

Router (config) #ip source-quench enable

I:va%ﬁ

ip source—quench < 1 > Ko HI{ED>

| RS A—4
ING A—4 BREANE REEFE | ERREFOE
SourceQuench #5215 L72FEIZ, TCP w42 Rl
NS BT BN E I EIRELET, enable
VARl enable |TCP v RIS S5, disable Ll

disable |TCP 74 RO I SCBRLZ20 N,

Loosrezabuuga

SourceQuench 3 {2L Tt TCP w4 RN Sk L EH A,

B

EAREE—F
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Iﬁu&—w—ﬁwyﬁ

/52<vJoxs

I class—-map

DIAR T E—RIBITL, NI 740 & 38T 5073 77 AT #EHRLET,
T2~ —RTClL, match ip HL<I%, match ipv6 a2~ RIZLo>ThT 7 47 D43 FESAEN
BRESNET,

B OGN ESNT-A . match—any DA ML~ T, HEDO 4D OR o725,
AND St &2 EESNET,

IPv4/IPv6 DIEWZEDERESN Iz~ R Y L WIH G &3, faES ST mdE s
HOTIERL RRALEHESIVET,

refresh I~ RBICH 253~ KT,

F100:V02.00(00) LABEHR—bk
| EXR

DAY TREE—FABITTD

Router (config) #class-map video-class
Router (config-class-map) #

|:7>p§ﬁ
class-map <V SAT Y TE >
IN%%—@
NS A—A BERE B EhE LB DIE
52T L, U5 A~y T AR ELET, 16 SCFELAND SCF W TR AT
Loosezabuigea
TTAR T N KDBNT T 47 DIZFEEITUOER A,
exs—r
AR EET—R
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I match-any

[f]— class—map W CH#EELD match TS I=HE OEMELFTREL£7,
W)Y 1 20 mateh {TIZ< T LA T class—map (2 & L2 & WL £,

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

Baen1 PPoexUR PO I00ESLFI0BICRYFTHRT T VI EHRET D

Router (config) # class-map video-class

Router (class-map video-class)# match-any

Router (class-map video-class)# match ip access-group 100
Router (class-map video-class)# match ip access-group 101
Router (class-map video-class) # exit

o> rest

match-any

|,<5x—9
e e E< Y

Loogesabanss

4 TO match Ty T LG A, 77 A~y TG LI L £77,

&L T, BRER 1 T match-any 245 E L2027 B I3 T O IR ET,
Router (config) # class-map video-class
Router (class-map video-class)# match ip access-group 100
Router (class-map video-class)# match ip access-group 101
Router (class-map video-class) # exit

ZOWE P T7ERIARD 100 FIZ~yT 030 101 B~y FTHNT 7007555l UET,

[ ]
ol

SEE—F

JIA YT HEET—NR
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Imatch ip/ipv6 access—group

IR TNTYy T THNT T 40 0% P T7HEAVANIIVERELET,

N7 4w 7 D3 IPv4 23y SOGE | match ipv A~ U RIEARRALERVES, WHTNT 7 1773 [Pv6
Iy MDA mateh ip A~ RIIARRALE 2D E T,

[fl— class—map PN CHEELD match ip HL<IE match ipv6 DN EFEINT- A . EFe-NEIZEE
fisavET,

[F— class—map 2V T match—any 23MBEIILTWAEAIZIL. WD match 1 HIZH T 70
TDNEB LI T=235E . #%24 95 class—map (1T B L2 > 7=b DS ET,

match—any 2MEESIVTVRWIGEIZIX, WO match {TICNT 7 407 NG LR o125
B YT 5 classmap [ZITE A Lo lcb D LS ET,

T AYARD log & count IFIEMHIUET,

refresh I~ RZLICH NI /2D~ RTT,

F100:V02.00(00) LAREHHR—k

DEem1 P7oERUR IO N0EETYFTE T T4 v ELTEET S

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #fmatch ip access-group 2000
Router (config-class-map) #fexit

I:va%ﬁ

match ip access—group <ext—ipvd 74U X 1) X &S > [input-interface (<4 >
27T —RAE> [port <IR— FEE>]}

match ipv6 access—group <ext-ipv6 7o X)X +&ES > [input-interface [<A
R IT T —RE> [port <FR— F&ESD])
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I/\"%;‘—’Sl

INSA—4H BREAR SR E g HREEDE
IIA T INT T THNT T 407

~ipvd 77 A 7
ext=ipv4 77 % ext-ipvd 7/ AU AR ECHEE

100~199, 2000 |,,.
BT

S ~2699
YANE= e
lan 1
ewan 1~2
P Sy U5 Ay TN Ty FFTEHNF7 497 |pppoe 1~24% | TOALHT =
HANFAL AT =—ATELET, |dialer 1~20% |—=x
ipsecif 1~5007%
vlanif 1~16
N ‘—X N 7 \O___ = R 7 _
R—hE5 LAN A5 7 2= ADYER—NES |y LAN A2 %7 =

ZHEELET,

$¥1:F80 MBFAIE. 1~5I12720ET,
¥ 2:F100 DA BIRFIRETT,
¥3:F80 MPATE. 1~32,
F100 D34 1%. 1~100 IZ22VE T,

ADR— E 5

foozesabuuse

HM TG A2 FINT T4 7T~y F LER A

fexes—r

ITAR T REET—R
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Imatch ip/ipv6 input—interface

U522 TNTR T T HNT T 40 0% ANAE7 2—AZIBELET,

KT 7 42795 IPv4 23 hOHEA | match ipvé I~ RIZRRRALEZRD ET, Wi hT 7 122728 [Pv6
I RDOBEE | match ip I U RIXARESLE/RD £,

[fl— class—map PN CHEELD match ip HL<IE match ipv6 DN EFEINT- A . EFe-NEIZEE
fisavET,

[F— class—map 2V T match—any 23MBEIILTWAEAIZIL. WD match 1 HIZH T 70
IDNEA LRI %245 class—map ([ZITGE A Lieh o feb DS ET,

match—any 2MEESIVTVRWIGEIZIX, WO match {TICNT 7 407 NG LR o125
B, #2495 class—map (ZIXE S Lo 7= DESIVET,

refresh I~ RBICH /A~ R T,

F100:V02.00(00) LA&EHHR—k

Bsthi 5o/ v ERETEL LTI —REEIN 1 ELTHES S

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #match ip input-interface ewan 1
Router (config-class-map) ffexit

I:va%ﬁ

match ip input-interface [input—interface <4 >4 7 x—X%&> [port <h— FES]
match ipv6 input-interface [input-interface <4 % 7 x—X%£> [port <h— FHESD]

I ING A—7H
K5 A—4 BENE BERE | AKBOME
lan 1
ewan 1~2
S . - pppoe 1~24*" | .
BT e, ITA TN Ty T THNT T 407 dialor 190 ATOALHET =
%J\jj/l"/57::“*}<“€«]?§‘ﬁbiﬁ‘o . . %3 —A
ipsecif 1~500%*
vlanif 1~16
tunnel 1~32
R LAN A2 Z 7 = — ZADWYBR— &5 ort 1~4 LAN A2 H 7 x—
7 ZHEELET, b ADA— R

¥1:F80 MPAIE. 1~5 1272V ET,
¥ 2:F100 D AR FRETT,
%3:F80 MFATX, 1~32,
F100 @A 1%, 1~100 {2720 £ 7,
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Loogesabuiga

M T A NI T 4o 7T~y T LERA

| B

ITARY T REET—R
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REDEPACRLY

I action-map

actionmap E—RI|ZBITL. NI 7402567 7 ar ez LET,

EATHFTIC L TR —REN W T 73050, [Pv4/IPv6 DIEWICEDRESI-a~ U RN
BLARWIIRGE  fRESNE=T 7 aidmiisn g,

refresh 2~ REIZHE NI Ha~ R T,

F100:V02.00(00) LA[&HHR—

Poen1 7os a2y IBEE—FABATS

Router (config) faction-map stream-action
Router (config-action-map) #

| EEPAs =
action-map <703y 7L >

I/\"%;‘—’;‘l

INTA—4H BREANE £% 7 &t B AHRREDOE
Toarvwy L |\ TIvar~y I A EHRTELET 16 LFELIND SCFF] A A /]

fcozezabuige
T A iﬂé}kéhi@/}uo

exss—r¢
AT
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Iset ip next—hop

TovarEL T ATy MR EERELE T (R ——T 1 7),

HhiekfeDo 5 | distance fE2YH - EH/NSWHFRRE RGNV ET,

HhieH kDB okt distance ED/ NSO HRESEAN A — distance E CHEBUFIET DA .
config /R Tl FORED W HAIIET,

distance fEDEIESNIZHE DT 74V MET 17 ELFET,

HHESE DN BIE AR RE e . T ORI SN ET,

8 2 O FHESE N TREEARRER B S bLITFEESH TUORWEA . set {iplipv6} next-hop
default SFFESNTWDLH AT BH DNV —T 4 7P TRPIET,

FRESITORWGE ST, ™7y MNEFREAREE Sy R L TR IESNE T,

Ry RS IPvA DA set ipve IZEERSIVES, W Ty R3 [Pv6 DA set ip [FEEREHL

7
Aax R I/F ZEROP—E AR —L L TRESNZGE L, B REEROY—E AR

e

L TRIESNI G BICOHAERD | 1/F EFEROI —E AR — L TRIESHIZSG A
IFEHISNET,

refresh 2~ RBRICH NI Ha~ 2 RT1,

I EEFI1 /85y oS £ 192.168.100. 1 [ distance 10 THRET S

Router (config) #action-map stream-action
Router (config-action-map) #set ip next-hop 192.168.100.1 distance 10

|:v>p§ﬁ

set ip next-hop <IP 7 FL R> [distance (1-255)]

set ip next-hop <4 &% 7 x—X> [distance (1-255)]

set ip next—hop connected {ipsecif <1-4> | null <0-0>} [distance (1-255)]
set ip next-hop default

fi52—%
C RXTA—E BENS | BRE®E | AREOME
P 7R A paeo P ELEr, 0 e
ewan 1~2

PPPoE A2 27 = —AD XHZ, 584 ~F| L ~oq
Ao BT e—R  |EF B0 NextHop @ P 7RL 2738 [PPPO° BT

: O
RelZ e A I L, dialer 1~20
tunnel 1~32

SRS ~DREEEEL T IPsec A ZT7 2 —A

connected ipsecif Y ipsecif 1~5007%° |4 W&~ 7]

‘connected null ‘F’}Eﬁ)ﬂ DFERRIEIHFRELET, ‘null 0 BWEAA]
[distance PRkJED distance fEARRELET,  [1~255 KA
RV — N —T 4 TEATOTIC, BE D .
A f /, N
default N—T A T EBIRVET, ‘ﬁb A
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3¥1:F80 MPAIL. 1~5 IZRVE T,
X 2:F100 DA ERFRETT,
¥3:F80 MPA 1T, 1~32,

F100 DA 1. 1~100 12220k,

foozesabuuse

Tk SR E I T b EE A,

I (3E) 70O k3)LD distance {&

o7 mh=ar o distance fEIL, LLF DI/ >TOET,

Jakan TIHILME| &EE
AZT AT 1 2 AR
B —b - AL SN
BGP (external) 20
BGP (internal) 200 A H A HE
BGP (local) 200
RIP 120 ZR AT HE
OSPF (external) 110
OSPF (inter-area) 110 X BRI HE
OSPF (intra—area) 110
IKE /L —h 0 IR A H]
SA-up /L —Fh 0 22T Al HE
REDUNDANCY /L—h |0 RS AT HE
EventAction /L—Fh 1 ZE W RIHE
AutoConfig 0 ZE T A A]

| B

TIar<y T REE—NR
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| ks —<vinxs

I class
DIR2 T EeT I ay b ST, 77 T4 a SN T T 4 Z KT BT I arE
EFRLET,

EHDITANER SN A VTATY T L OTINT 7 Xy MR B S, I~y T Lic
DTN T DT 7 ar DI FEITSNET,

[[l— 27T 2~y I LT, — DT 7 ar DRk TEET (Al — VT A~y 416U T
VI, ERRLL 7D ET),

refresh 2~ R ICH NI /Da~ 2 R TF,

F100:V02.00(00) LAfEH7R—b

IEQEW'H 95X vy 7 (video—class) &74 < 327wy (streamaction) ZxtiEDI+5%

Router (config) # policy-map stream-service

Router (config-policy-map)# class video-class action stream-action
Router (config-policy-map)# class audio-class action stream-action
Router (config-policy-map) # exit

o~ rest

class <HSARAT Y TE> action <7H 3wy T4>

I/\"%;‘—’Sl
5 A—4 BENE wEnE | ABBOE
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I policy-map
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Router (config) #policy-map stream-service
Router (config-policy-map) #
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I statistics update
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Router (config)# policy-map stream-service
Router (config-policy-map) # statistics update enable
Router (config-policy-map) # exit
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I ip igmp access—-group [F100/F1000 o< > K]
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Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)4#ip igmp access-group 10
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Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp fast-leave

I:va%ﬁ
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I ip igmp group—membership-timeout [F100/F1000 a< > K]
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Router (config) #ip igmp group-membership-timeout 1500
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Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp last-membership-query-interval 10
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Router (confiqg) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp last-membership-query-interval dsec 5
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Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp proxy
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I ip igmp proxy-group [F100/F1000 o< > K]
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Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp proxy-group 10
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I ip igmp proxy—group—upstream [F100/F1000 o< > K]
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I ip igmp proxy non-querier—behavior [F100/F1000 a< > K]
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Router (config) #ip igmp proxy non-querier-behavior reject-report
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ip igmp proxy non-querier—behavior <Non-querier %X%>
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I ip igmp querier-timeout [F100/F1000 a<> K]
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refresh A< RRRICH /0B~ RTT,

F100:V02.07(00) L& 7R—k
F1000:V02.07(00) LAFEH7R—

Bsem  sms <mmzi0neyTs

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)4#ip igmp querier-timeout 100
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Router (config) #interface ipsecif 1
Router (config-if ipsecif 1) 4#ip igmp query-interval 100
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Router (config) #interface ipsecif 1
Router (config-if ipsecif 1) #ip igmp query-max-response-time 10
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Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp query-max-response-time dsec 5
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I ip igmp static-group [F100/F1000 a3 <> K]
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Router (config) #interface ipsecif 1

Router (config-if ipsecif 1)#ip igmp static-group 233.0.0.1
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ip igmp static-group <¥'IL—T7 FLZR>
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Router (config) #interface ipsecif 1
Router (config-ipsecif 1) #ip igmp source-interface ewan 1
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Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip igmp version 1
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Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)4#ip multicast ttl-threshold 10
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ip multicast ttl-threshold <TTL>
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Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set security-association selector bypass mcast
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fi52—%
INTGA—4 BERNE % 7 €0 LREBFDIE
N R
VT XX AT O S D I L I AR BT s iTQ/f//] VCM{Z
mcast PR B A L mcast VO BRBREATOT
B ’ (L E T

¥ :mcast 7T arid, F100 83X OF1000 D AFEEFTRETT,

fcozezabuige
BLIANTyF LRy MNIREES L E T,

exs—r

VPN L7 # & EET—R
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| UsFurdo—Fxext0EE

I ip limited-broadcast ttl

VTR 72 —REFv A (255.255.255.255) 560 1P /Ay hd TTLEZ R ELET,

refresh 2~ R ICH N Da~ R TF,

F80:V01.02(00) LLB&HR—hk
F100:V02.08(00) LAB&H7R—b

faeh1 UsFoEIo—FXrX bOTILEZE6412F 3

Router (config) #interface lan 1
Router (config-if lanl) #ip limited-broadcast ttl 64

o> rest

ip limited-broadcast ttl < TTL1{& >

|,<5x—9

NS A—4 RERE RERE | EREEROE
TTLiE U7 yRTe—R¥ v 2bo TTL HAHEELET 1~255  |[AWEARTA]

Loogesabuiga
VTR 7 a—RE v AR TTL I, 1 L7220 ET,

| B

LAN A2 X7 = — AR EE—R
EWAN Ao H T = — AR EET—NR
VLAN Ao H T 2 — AR EET—NR
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| IPsectpE DR TE

I IPsecEAROTR

Iip mtu

[Psec AL HF7——AD MTU E&FEELET,

refresh 2~ RRICH IR Da~ R TT,

I s5E5 1 IPsec @ NTU £ % 1400byte 293

Router (config) #interface ipsecif 1
Router (config-if ipsecif 1)#ip mtu 1400

I:va%ﬁ

ip mtu <MTU £>

I/\"%;‘—’;‘l

NS A—H BRERNE REEFE AREDE
MTU £ MTU EZ$5ELET, |576~1500 A HEA AT

foozrzabuige
1390byte L720 E9, @HFIFLHOMLEIH FH A,

fiusee

MTU &1 (Max Transfer Unit) OB T, MTU £&id, @5, 1 237y CESIENTES [P 3y
K(IP ~o & +1P A1 —R) DRSZ2WNET,
FEHERY 72 Ethernet Tit, MTU 1% 1500byte T,

exs—r

[Psec {2 X7 x— AR EELT—K
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I | inkdown—-detect

LAN A2 A —T == ADV L 7 X H i T DI EDM DR E I TVVET,

refresh I~ R ICEN /2D~ R T,

B 1

LANBlA B2 D —AD) ) F o &Rt d %

Router (config) #inter lan 1

Router (config-if lan 1) #linkdown-detect on

|:7>F%ﬁ

| inkdown-detect <) >4 & EE>

|/\°5x—9

RS A—4 BERE

WERAI7e LAN iIR— DV T 7 /2 b

LAN A2 H T 2= ADT 7 /77 ZH s S
ANENINDERTE AT
e T HINEIINDBEEATVVET, on

on |V rT T/ EY RS, off
off |V T/ F L EIEHEENIT D,

foozesabuuse

% E #EH

HEEEFDIE

BIEAA]

LAN A2 Z—7 == 2DV 727 Tl U EH A,

fexes—r

LAN A2 B 7 2 — AR ET—NR
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I vpn enable

[Psec #HEZfEH L7- VPN G 21705 AR ELET,

refresh I< 2 RRRICH /0B~ RTY,

HEMF 1 |Psec #pEEFAT S

Router (config) #vpn enable

I:va%ﬁ

vpn enable [ewan] [bri]

B/ i5x—%
INTA—4H BRERNS 5% 7€ &0 B AHEREDOE
BLIHRBOXMNGEET DAL H T 2 — AL %R LAN Z< 2o
‘ ELET, ewan 1~2 | (L HTz=—A)E
cwan ewan 1~2 [fEEL7 ewan DAEHALET, |lal LI RRBR DRI R L
all ewanl, 2 O H 1@ HLFET, 1RET,
y — A
, CUIBREOR G oA T, | PR =
bri e bri 1 YL I AR O%E
BRI A2 X7 =— A58 ELET, SHLUEHA

% :F100 DAIERFRE T,

Loosrezabuuga
VPN (IPsec) 3l CE £ R A,

B

EAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

vanlog enable

[Psec BEREZAH AL 72 VPN S@ISEh1EH (SA OFESL /f#HH) OO VPN 12 255§ iR STaV VpZe i
ELET,

refresh I< > RRRICH /0B~ RTY,

Ben1 shomws m@ms PN OJIcET

Router (config) #vpnlog enable

|:7>F%ﬁ

vpnlog enable

|/\°5><—9

INTA=FTHVER A,

foosesannusga

SA FESL/ FRIRD TG WA 7 IS EE A,

| FITELnet-F < 1) — X vpnlog & [ ?

FITELnet —F > U—X® [Psec #5212 A0/ C7,

SA ZRESL CTEIRD-T2IGEDFRIKNTEHC, WS A0 T FUEERILIZIGEIC, nZ 2R ITL
F7,

o) — )L LLIE TELNET Ta2 ' A LT, vpnlog DIFHRAEHZ R~ HEE 1L, show vpnlog 2~
REFEHLET,

exs—r

EAREE—F
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I Phasel 7R1)>—MDERTE

I authentication

Phasel MFRGFEHT RAFREL T, RFET UL, EAFEHZE (RSA) 773 Pre-shared key ™
2 jﬁ‘tb‘%@ %ﬂ%h?ﬁ%ﬁm nfh%?j—af]‘(lﬁ 97,)‘7’4_"‘]& /’jiﬂbi—é—o

refresh 2w RRIZHETARDTw R T,
$¥¢Pre-shared key- - —f¥H9IZ [ a4 TG MEHE LI TN E9,

REH 1 FREEAXZE. Pre-shared key (MREREREE/AZL) &9 5

Router (config)# crypto isakmp policy 1
Router (config-isakmp) # authentication prekey

| ERPA =
authentication <EBEFAz>

I/\"%;‘—’;“l

INTG A—4H BHANES REEIE | ARREFDE
Pre—Shared Key 1235 759 %7>, RSA signature

DFFAET DM, BIOVEIRRREEIT/20NEH) %
E?Rbi—j_o prekey

= ok prekey Pre—Shared Key #JalE - JLIEFYREZ2L | |prekeyxauth
AICMA.

prekeyxauth |Pre—Shared Key 8zl JLIEFRAEDHY rsasig
rsasigxauth

HHEA AT

rsasig RSA signature F2aiF - JEAEFRGIE/2 L
rsasigxauth |RSA signature 2« YLIRZRGEH Y

foosesannusgea
Pre—shared key (JEAEFRAEL 72\ A L £,

| B

IKE RY o —&EET—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I encryption

Phasel D557 /LA X L& ELET, FITELnet-F 2V — XDl 57 /L2 R ALZI%, DES
(56bit DES-CBC) &. 3DES (168bit DES) & AES (128bit, 192bit. 256bit) 23V E1,
DFXTENL, SA 2L THMHTLRICHR T THOMLENHYET,

refresh A< RRRICH /0B~ RTT,

Js5E51 1 Phasel QEESIEF LT Y K% AES(128bit) HET B

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #encryption aes 128

|:7>F%ﬁ

encryption <EESiE7ILT ) XL>

I ING A—4
INTA—A REAE R | ARREFODE
Phasel OBt T7 /LT X LAEFEELET,
des DES 5= des
- 3des
B2 (p 7 L=y % 2 || 3des 3DES J73 aes 128 |BWER T
aes 128 |AES 128bit aes 192

aes 192 |AES 192bit aes 256

aes 256 |AES 256bit

Loogesabauss

DES FR&EfHHLET,

| B

IKE RV —FREE—R
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Igroup

Phasel MD3= Y m—3 9 B2, Diffie-Hellman $EA#%-{# L 7= Oakley EFEIEILDET ST
AL ET,

Z D<Kk Diffie-Hellman Group Zf8EL £,

Diffie-Hellman Group (Z1%. 1(768-bit) &, 2(1024-bit)& . 5(1536-bit)?> 3 FEEENHY F9,

VPN B 7 LR EN B2 D5 51%, "Group 17 CEMEL £77,

refresh A~ RBIZE NN/ Da~ L RTT,

I HEHFI 1 Phasel ORI IT— 3 VBEFD Diffie-Hel Iman 4 )L—TF%&” Group2” &9 5

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #group 2

|:7>P%K

group <DH ' )L—T&EE>

I ING A—4
NS A—% BHANES R EEIR HIREFDE
1
DH 7 v — 7%= Diffie-Hellman 7 /L — 7 & EEIEELET, |2 BIEASH]

¥ F80 DA 1. V01.02(00) LA R—h

Loogesabuiga
"Group 1”7 % AL ET,

| B

IKE RV —FZEE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I hash

Phasel Oy a7 VIV A LE R ELET, FITELnet-F S U—ZAD o 27 /LAY XA,
MD5 L SHA-1 230 E1,
DX TENL. SA 2T THMHTLRICHR T THOHMLENHYET,

refresh I< > RRRICH /0B~ RTT,

B aeh 1 Phasel @y L a7 TURLESHACT LT

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #hash sha

|:7>F%ﬁ

hash </\w<a7)La1) XL

I ING A=A
INTA—4 BERNR BRTEERE AHEEEDE
My a T AFYR L [Phasel Dy 2T LAY R LEHEELET, 3}‘;5 WA

Loosrezabuuga

MD5 HFR A HLFT,

| B

IKE RV —fREE—F
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I idtype-pre
Aggressive BE—RC, i35 ID DI ETELET,

refresh A< RRRICH /0B~ RTT,

REMBI 1 Aggressive E— FT@EEHT S IDZE. FADNFEHX LT D

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #idtype-pre fgdn

| ERPAE =
idtype-pre <ID & A 7>

I NG A—7H
INT A—4H BHARES REEIR | ARREFDE
. Aggressive E—RTHH D ID ZBHTAHERDZ AT |fgdn R .
ID %A~ e 2 userfadn BIEAA]

Loogzsabuiga
userfqdn(UserFQDN)Zf L 9,

| FQDN/User-FQDN & [ 2

FQDN &1, Fully—qualified domain names OB Td, IRAR ML ETDOIFEREL DN AL DT
EEEWET,

User-FQDN B LT, & A— /LT RLAOEXEL THEASND 2 —F 4 @R A4 ) DEK
<7,

Aggressive &—R T, 195 ID OFF AR A 2EE TZIT AN RERL DL T DMERHY F
ﬁ—o
| B

IKE RY > —&EET—FR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I idtype-rsa

RSA signatures FAEDIFE T, Bt FICRALL THHI A H D ID XA T EHEELET,

ID %A 7°1Z1%, distinguished—name (DN) , KAS 4, B8 T A=V T RL AP T RUANRHYET,

distinguished—name (DN) DA 1%, peer—identity distinguished—name TR ELTZNE . KA 4
LEAA— /LT R ADEA L., peer—identity host TEXTELTZHNEA. IP TR ADHE 1L, peer—
identity address Ta%E LIZNAE LHHAH FOFE EICEDL N TODNEZ g L CRRAEZI TV E
R

refresh I~ RBICH NI/ D~ KT,

Rsem 1 RSA signatures BEEEMED ID 5 A JISEFA—LEHEAT D

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #idtype-rsa email

| ERPAs =

idtype-rsa <ID & 4 7>

I NG A—4
INTA—4 BAES BREEE | HREEDE
RSA signatures FREDOIH AN #i Al FIZFREAEL T
5HYEBE D ID XA T HFRIE,
dn
D 247 dn distinguished—name domilin AT
domain |FAA 4, el
1p
email FEFA—ILTRL A
ip IP 7RLA

foosesannuga

RAL %% 1D XA T L CHEGAE IR L £9,

B

IKE RY > —&EET—FR
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I ip vpn—-nat pool

VPN-NAT ZEH#A T DBED | 25tk D IP TRV AFPHZFRE L £ 97, NAT 24 (NAT+TId7ev) 9
D ENHRET AL ERHET,

ZOaw RT3, VPN-NAT 7 — L4 B 25 #1t% O IP 7 RL Z&iH (7 RL-A/Wildcard Mask) &
FEE L. ip vpn—nat inside source/destination 2~ >R C, #1792 VPN-NAT 7" — L4 # g E L F
R

refresh I~ RBICH NI A~ R T,

BRER ERBEOT RFLRELT, 192.168.100.0/24 #15% 95 (F—IL% : vpn-pool1)

Router (config) # crypto isakmp policy 1
Router (config-isakmp)# ip vpn-nat pool vpn-pooll
192.168.100.0 0.0.0.255

o> rest

ip vpn-nat pool <VPN F—)L&> <ZE##EDT7 FLRA> WNildcard ¥ X4 >

FA—5

NS A—4H BRERNE REEIE | ARREFDE
VPN-NAT — L D& Fra e ELET,

VPN-NAT ip vpn—nat inside source / destination D=~ K%

S, RIETHH AR ET D VPN-NAT 7 — L4 8L |- BT
THALETOT, b0 WAFRCL TS
Uy,
BEHALD P TRV ARG R ELET .
TR H 44 g ° s
ERROT gy xsmm e s casr, [0 T i
PENIIFEPHIR E T IEZ B IRL TIZE, ’
. BHI% DT L A& R E 3 572912, Wildcard .
=344 Y = N \‘l/ I
WY exopmmE . st smL |0 T e

TLIZEW,
RV RN$:2 =M (isakmp policy 45)3EE 24T 64 =)

foozesabuuse

VPN-NAT 2MEH TXEEA,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Jammesn

ip vpn—nat pool AR TIP 7RVAZIRET A6, A2 (Wildcard v A7) ZfFEHLT1 =
N TTRLU AR AR E T HIENTEET,

Wildcard wAZ1%, %7 3y h~w A7 LFEAN LRV ET O TEEL TLES, Wildcard v A7 &
WA SIS /4 s Sl WP VMV [ 211 braS s Y b =<
1) 24bit ~ A% Wildcard v A7 CRITIHGE L, V7 Ry b~ A7 TEETHIHEDEN

Wildcard =227 D54:0.0.0.255
W7 X b AT DA 1 255.255.255.0

F12)  HBANE, Wildcard v A7 CERELT DG L, 7 1o bR CRET D55 DEN
Wildcard < A7 D454 :0.0.0.0

Y7 R b A7 DAy 255.255.255.255

bexs—+¢

IKE RY o —&EET—FR
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I ip vpn—-nat inside source

BEfED 2y v —27 (LAN) [l % [Psec 12T VPN 4928, WD Ry NI —7 7R AN E
L TCWAEERHVET,

IPsec CIXFAIC Ry RT —2Z TRV AD LAN 8kt T 020N HeEH A,

ZD7=8  VPN-NAT ZHaA4THZ L TRNT O BEEZEREL | BEfFD %y T —2 0 [P FHE)
MTEFTHZER Psec ZZEBLLET,

LAN {7355 WAN i~ VPN-NAT Z#i/L— L2 R ELET,
NAT E—RDEFHEE NATHE—R (IP < AW L —NR) DA T, X EDO LB RN FET OCTHE
LTLIEENY,

3T A—HK"static-subnet " ZFEETHZEIZLY VPN-NAT OZEHL— LA | o N — 27 Bifr T
ETHIELTEET, (B—TINVT RV AY T Ry h<wAZ>THRELTZ2— /LT R R)pH T a—
INIVTRU R YT Ry b~ A7> THRIELIZZ 0— LT RUANOEW % <P T Ry b~ A>T
ELTZHAL C—fERELET,

refresh 2~ RBICH DA~ KT,

I EXFEI 1 NAT ZE#: (192.168.0.0/24 — 192.168.100.0/24)

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # ip vpn-nat inside source list 1 pool vpn-pooll
Router (config-isakmp) # ip vpn-nat pool vpn-pooll 192.168.100..0 0.0.0.255

Router (confiq) #access-list 1 permit 192.168.0.0 0.0.0.255 ~list 1 DEHDDERE
[fz3]
ip vpn—nat inside source <LAN O 7 R AHiH> <SWAN DT RLAFEHD> L7200 FE,
CLAN IO 7 RU 2Z& > 1, access—list I~ R CTIRELET,
<WAN 7 R A& PH> 1, ip-vpn nat pool <pool 4>~ R THELET,

Laemz AT/ (192.168.0.0/24 — A28 T71—RFFLZR)

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # ip vpn-nat inside source list 1 interface

Router (config) #access-list 1 permit 192.168.0.0 0.0.0.255 ~list 1 DERSTDERE
[##3i]

ip vpn—nat inside source <LAN IO T R Z&iFH> <WAN DT R AEGFED> L7220 F4,

LAN IO 7 RL 2§ 1L, access—list 2~ R THELET,

SWAN DT RLUZHFEAD L, A2 ¥ T = — AT RUAICER T 53413 interface” . Mode—

config HEREIZLV G L= T FLRIZER T 556 1L "modeconfig”, F5E L7 T L AIZEEL)

T A8 AL peer <ip—address>” EFRELFT,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

faehis NAT i (—3EZ) 158,000 00 xxx. 0/24——192. 168.100.0/24 [ZZH T B

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #ip vpn-nat inside source static-subnet
158 . xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

(i)
ip vpn—nat inside source static—subnet <EZ— /LY T Ry k> T a—r LY T Ry kD> TR
VAT LI ET,
77—V IP TRUVARET FAR—KIP TR ADE WO G IOEEALT 40 7 IZRD D’
EETWET,
NAT AZT Ao P EEEATIOGE X, ~ AV EFREL, | DO N THRETHIENTE
FI (BRI L) .

51) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 LR ELT-HE
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxx.255

I:7>F%ﬁ

[NAT ] ip—vpn nat inside source list <access-list &3> [ZEHAmTBH AR — &= [ HARITHL
TAHR—1rEE]] pool <7 —/V4> [ overload | [ Hatk BtAR —NEB [LHEK THR—NE
7111

[NAT+E§] ip—vpn nat inside source list <access-list & 5> [BIAAR —FE 5 (K& TR — G5
NAT+Z % DT R R overload | [ BIAAR —NEH %K THR—NES]] ]

[2%#F 4>277544] ip vpn—nat inside source static <T—# /LT KL A> <7 a—/ LT KL &>

[NAT 245 > (—FEZ5#4) ] ip vpn—nat inside source static—subnet <— /L3 7 R k> <7
=LY T Ry (YT Ry b AT

| K5 A—4
Kk A—m | BRENE | R HE HREEEO{E
ISR (m— LT RLR) 4 09
access—list &5 PHAZYEELT-T 78R A R BT
el 1300~1399
j:E /]:_L/jzﬁ—o
IR HAHIT 7 — N ° e
Egiﬁ?ﬁ;ﬁéﬁjwb IO TOP/UDP = ) 65535 P
OSSR e i) AR L E T st
R—hE5]
W% (Fa— LT RLR)
A
7= 4 FPHZFRE L2 VPN-NAT 7 [NAT 7 —/L-4 Eﬁgm{g fa?
— VA ERELET,
' EAEAH
X T x—AD
NAT+ERBO TR INAT+EH G OT L AEARE |[interface |10 o0 - | INAT+O 56
LA Li’a—o %;J;ﬁ bi‘é‘fﬂ%ﬂ?ﬁf
|modeconﬁg H‘E FbE|
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NUTHI
7=7RLA
(2
RETD
fi;ilp 7 PRz
(22
o M
overload R—NEHT DGR E  |overload ;; . hERL
A B —
%‘fﬁﬁfg;; At TCP/UDP R —1 || (oo A B)R—
D e B (#E) 2R ELET, ZE
R—F &)
TS HE T D T — S ™
bepaTRLR | RREIOR—IATRVAER L) el st B
TFLET,
P 5
S LT R ﬁfﬁ%&@ym IVVTRVAE |b 4 FRL 23 HWEAH]
:]:E/:El/jz\jﬁo
BRI DT — T VT R A%t
ELET,
o— LY 7 Rk | ¥static-subnet ZFEELTZHE  [IPvd TR ATER BT
B1E. host HHC 1 25 E L7
WTLTZENY,
BWit% D a— LT RL A%
. . o |FRELET,
— L 7w
fn IINTT R ¢static—subnet Z45E L= |IPvd TRL AT BT
B1E. host HhC 1 25 E L7
WTLTZENY,
. Bzt T Ry N A7 THRE . - "
2 A L s S A ~
FTANTAZ N Cwpre—prmeLgy, |7 RO e

BARTURNE: VAR 1 =M (isakmp policy &) EEEAET 32 =N
RET 47 512 TR (EEE 2 K)¥isakmp policy EDHIFRIZHVERA

Loomzzab

TGS

VPN-NAT 2ME ] CEEH A,

exs—r
IKE RU—fREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip vpn—-nat inside destination

BEfED 2y v —27 (LAN) [l % [Psec 12T VPN 4928, WD Ry NI —7 7R AN E
L TCWAEERHVET,

IPsec CIXFAIC Ry RT —2Z TRV AD LAN 8kt T 020N HeEH A,

ZD7=8  VPN-NAT ZHaA4THZ L TRNT O BEEZEREL | BEfFD %y T —2 0 [P FHE)
M THEITHZEMRL IPsec ZFEHLET,

WAN {735 LAN i~ VPN-NAT Z5H#a/L—/L 23 ELET,
NAT E—RDEFHEE NATHE—R (IP < AW L —NR) DA T, X EDO LB RN FET OCTHE
LCLIZENY,

23T A—A"static-subnet " Z R ETHIEITEYD VPN-NAT OZEHL— L& Fo T — 7 HA7 T
ETHIELTEET I B—ULT RL R YT Ry M AT THRELTZ /2 —/ LT RL AR
— VT RL R YT Ry b A>T ELIZa— LT R ANDO LWz YT Ry~ A7 >THE
L7- BN C— R ELE T,

refresh 2~ RBICH DA~ KT,

IEQEWH NAT 4 (RA T4 v &) 192.168.100. 1 58 TRIEL =5 192.168.0. 1 ITEHT B

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #ip vpn-nat inside destination static
192.168.100.1 192.168.0.1

(i)
ip vpn—nat inside destination static <(WAN | 7KL A> <LAN R 7R A> L7 F9,
IS DA b NAT 288172\ E5-A 1%, ip vpn—nat inside source I~ KA L T,
BRELET,

EREMF 2 NAT+ZEH: (RE T4 v o &8 192.168.100. 1: 78— &S 1500 TRIEL =5,
192.168.0.1:7/R— &S 80 (CE#T B

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #ip vpn-nat inside destination static
192.168.100.1 1500 192.168.0.1 80

(]
ip vpn—nat inside destination static CWAN fH] 7R A2 WAN 7R — R 5> <LAN I 7 RL-A
LAN IR —RE B> LRV ET,
IS D R NATHERLL - A1, ip vpn—nat inside source T~ R L T,
RELET,
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fsehis NAT 2 (—3EZH) 192, 168. 100.0/24——158. ok xxx. xxx. 0/24 [ZEHT B

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #ip vpn-nat inside destination static-
subnet 158.xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

(o]
ip vpn—nat inside destination static-subnet <7/ 17— 3)LH7 Ry k> <2— T T Ry by <A
TR AIIEIRVET,
Ja—sL [P TRV ALT FAR—R P 7RV AD BRI GO E AL T 1 7 RD DR
EEATVET,
NAT AZ T4 I EGBATIROGE L, v AV EFREL, 1 DOTU N THETHIENTE
FI (BRI ER) .

51) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 LR ELT-HE
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxX.255

I:?yF%ﬁ

[NAT 2% 57 ({BHFRT) ] ip vpn—nat inside destination list <access—list & 5> [BHAGR
—hES (B TAR—RE S]] pool <F'—v 44> [IR—FE 5]

[NAT 2% 427 (1 %7 1 Z8#4) NAT+AZ T (7] ip vpn—nat inside destination static <Z'&
— VT RUAS [BRAER—RE S [ TAR—REE]] (a—H TRV RS R—hE 5]

[NAT 2% v 7 (—FE25#4) ] ip vpn—nat inside destination static—subnet <Z'©1—/N/L%7 1
;> <= T R b BT Ry AT

I NS A—4H
k5 A—4 | BEARS | B LHEEDIE
AR (Za— LT R R) 1 ~99
access-list F 5 |[FHEIEE LT 7R AN 1300~1399 HWEA ]
L’:.E_’L/i—aAO
T EBEAYA
list <access— |FCHREL
list &5 72 IP 7Rl
" K |2 R H -
ra— LT R | EET O — )L T R AR ST PN
L2 ELET, AP FRLA> ;Elﬁ/bf [P | AT
modeconfig AT
NYTHIN
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- [veNET |
gjjm7* SRS
TREL=
‘L‘/ 3‘—‘ s ° °
fi;“;ft% ZHRAIO TCP/UDP F—MES || o AR—PEHL
%%] (fipH) 25 EL £, A
Jetfath (B—J VT RL2) %
A Z 4 FEE LI NAT 77— VA EFRTEL INAT 7' — 14, BMEAT]
i‘a‘o
. - D‘R ¢ . - =
Z ANT RV i‘ffgm ANTRUAZAE b 4 il 25 BT AT
N JiHat% 0 TCP/UDP R —hE & AR—PEHRL
TIEE g O o
IR D T — N )L T R A% 5
e [ELET
;ij}\ I Kstatic—subnet ZFRELT-HE  IPvd TR AJE BWEA ]
7 13, host BRI 1 ZHEE LN TS
720N,
EHath DO— BT KL A% FEIE
B LT,
i—l}\ NG T Kstatic—subnet ZFRELT-HE  IPvd TRL A BT
7 I3, host BRI 1 ZHEE LN TS
7280,
R I P 2 S =t——d ) Lo .
Ve AN Y/ jﬁgii%fggbiiﬁ’ib IPv4 7RL AT A REATT

HRTURNECG: VAR 1 =M (isakmp policy ) E 2T 32 =N
RET 497 512 T N GEE 24E) ¥isakmp policy EDOHIFRIZHVEHA

cogesannunga

VPN-NAT 2Mf H T EHA,

exs—r

IKE RV —EE—F
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I keepal ive

SA DMEEGES AL TN EIMDREFRZAT7297=D1Z KeepAlive Z4 7729 E I E iR ELE T,
AHEE TlrE. IKE (Internet Key Exchange security association) 7 2 hz1/L @ KeepAlive FERE. B X
OV ICMP (245 KeepAlive B¥REZ AR —RL TWVET,

AIEECIT THBRELZLRWEES . IKE O KeepAlive 247 F 9, IKE @ KeepAlive (%, SA %
T35 VPN E' 7% IKE O KeepAlive f§HEZ VR —RL TWOAMLENHY F9,

KIKE CT® KeepAlive 1Z. DPD (Dead Peer Detection) 38X OV H D 7 AR —F L CWOET,
KA OIEENEH LR —RL TWAEA 1L, DPD TEI{EL £,
SHEDIEENE B LD T KGR =R TORWEEATE, ICMP 2 H L7271 T 1o TLIEEW,
ICMP 1245 KeepAlive Z{To3E1%. 7> a2 iemp " ZELE T, ICMP 1215 KeepAlive

177298550 X. keepalive-icmp 2~ REFRE T HMENRHLH 7 — AL HVE T, KeepAlive #1772

DIRWEEIL, “disable” Z 5 ELET,

KeepAlive {2V, SA 2Mdi i CE7RVRBEIZ /2~ 72858138, SA 2R L9,

refresh 2~ RBICH NI Ha~ 2 RT1,

I REH 1 KeepAlive #{THHA L

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #tkeepalive disable

I REHI2  1CMP O KeepAlive 17745

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #keepalive icmp

I:va%ﬁ

keepalive { always—send | response-only | icmp [always—send|traffic—based
[always-send]]| disable}
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I/\°3

*A—4

INS A—4

response—only

icmp

always—send

traffic-based

disable

BREAR REEEHE | HIREFDE
INEEED BTV, H B Tl KeepAlive H3Rk /X
ro e ELEE A response—only
$DPD & LLIZ, diAl B DPD COAIETE Al HE
ICMP ZF| I L7= KeepAlive 24TV VE9, icmp
VPN 5 —Z R E[E X724 Th . #1Z KeepAlive

BEEL always—send |EMEAH]

PERIRRTIZEZY SA @ Inbound hF7 7 473
FEETA5E1201%. ICMP-KeepAlive M3k [traffic—based
A ELEE A,

KeepAlive #REZHE HL A, disable

% :traffic-based /$F7 A—HZiBIRKEIC ., always—send ZH5 T TEDDIE. F80:V01.02(00).
F100:V02.08(00) LA Y38 —h

cozezabuige

IKE @ keepalive TR = —a %7\ 0VEd,
XA O E LA B TE-BRIZ, XEMME T Phase2 SA T Inbound DT 7 w7 3N
Outbound DT 7 47 D3 DA keepalive D/ bk G L ET,

exss—r¢

IKE RV —iREE—F
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I keepal ive—icmp

SA DHERLS IV TN E I N DRERRELT7297-8 D KeepAlive % ICMP TIT7298 512,
KeepAlive D565 IP 7R AR L O KeepAlive /X7 D IRIETE IP TRL AZ R ELET,

$5c% VPN BT 5570 IP TRV AZIE(ETHA L HT7=—AD IP TRVARETHE51F, Z0=
VU RERTETHLEIIHES A,

ICMP 1245 KeepAlive (%, % @ ICMP Echo Zf# L TV EF DT, 5i 561X TCP/IP iBE 53T
IR Z DR THIUI N —HF TR THEMNFENER A, keepalive-icmp DX EEXEUELT- A 1350 0%
VPN E7IZ, BHETC I[P TRV A EME LIS A3 b kG5 TH A 2T =—AD [P TRL A%
EIETTI2 By Rz KeepAlive 247720 ET,

KeepAlive (Z&0, SA 23 I CEZRVRRBIZ Ao 7581, SA 2RI £7,

refresh I~ RZLICH N/ D~ RTT,

I E%EHI 1 ICMP D KeepAlive M5B Z. 192.168.0.1 129 %

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #keepalive-icmp peer-address 192.168.0.1

I SEEH 2 ICMP O KeepAlive 1S4 v FDRIETT FLRIZLIN A V8 T1—RD IPF7 RLR %
FART S

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #keepalive-icmp source-interface lan 1

|:7>P%ﬁ

keepalive—icmp peer—address <%E5E IP 7 KL X>
keepalive—icmp source-interface <f % Jx—R%& >

I INGA—5

NG A—H REAR RE E HEEFFDIE

. . ICMP @ KeepAlive Z1T729fHFD P T |IPvd T RL-A .

L% . ‘ E

e FLAZRELET, st Ve

ICMP 0 KeepAlive E£{5 7550, 86 |0 L S5 waN
AFT =24 LT RVACEAT DAL ST =A% | o (A 5T =
ELET, e A0 TP TRLA

loopback 1
% :F100 D HER AT HE
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Loosezabunga

keepalive icmp 23 % TSIV TCWDEA . 5655 IP TRV AIZ VPN E 7T D IP TRV AL, BE L IP T
RL AT EBIC AT B E T AN Z T2 —AD IP TRV AICARDET,

| B

IKE RV —FREE—R
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I keepal ive—icmp multi-path

1Psec Bfnf 43 BXFERESE FHIED ICMP @ keepalive aﬁﬁ:%ﬂ WET,

keepalive—icmp T~ KT, fEELTZ ICMP @ keepalive 1%, AREEE DB ORRIEITEHRIZNES TEE
SIVFET A, keepalive—icpm multi-path 2 79 25&, ICMP @ keepalive 734 D NextHop Z 8 7E
THZENTEES,

[Psec B0 HAEBEClE, 120 VPN B 7Tk L TR DR D SA Z ST 95725 ICMP D
keepalive 737y MBI ORISR E T AL ERNHDE T,

refresh I~ RBICH N/ A~ KT,

I EHI 1 ICMP @ KeepAlive @ Next Hop Z. 192.168.0.1 (29 3

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #keepalive-icmp multi-path address 192.168.0.1

Bemi2 100 0 Keephlive #3159 51 28 7z —R % EINI IZB%ET S

Router (config)# crypto isakmp policy 1
Router (config-isakmp) # keepalive-icmp multi-path interface ewan 1

| EEPAs =
keepalive—icmp multi-path { address <A.B.C.D>| <4 % Jx—RX%>}

| 85 A—4
NG A—H HREAR SRESFE | AIREFDE
address ICMP @ KeepAlive @ next hop (295 IP 7K |[I[Pvd TRL A VPN 7
<A.B.C.D> VAEBRELET N
ICMP @ KeepAlive Zi5{E 51 %7 2—A |ewan 1~
VHT x— A A
AT =2 ERELET, pppoe 1’v24X Aw

¥ F80 DFA L, 1~5 1220 ET,

Loogesabuiga
IPsec A B REZAE 2283 TEEE A

| B

IKE RV —FREE—R

357



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I keepal ive—icmp redundancy

[Psec TLEAERETAERED ICMP @ Keepalive i% EZ{ TV ET,

crypto map TILED R EIITORNEEIT, L —MERIZHES THEIE LT | keepalive SR
T SA N 7o 7= B E RO ET,

JEARFR ELL T, redundancy interface i BTN T R ESIVRT IRV FEH A,

F7-. ewan FEERF Ty D, /2 X —T 2 —AT LA ED manual D Z | redundancy address

RIEDLELETRDE,

refresh 2~ RBICH NI D~ KT,

I=§E1ﬂ]1 |CMP @ KeepAlive @ next hop . 192.168.50.3 (29 %

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # keepalive-icmp redundancy address 192.168.50.3

Bsemi2 100 0 Keephlive #3159 51 28 7z —R % EINI IZB%ET S

Router (config)# crypto isakmp policy 1
Router (config-isakmp) # keepalive-icmp redundancy interface ewan 1

o> rest

keepalive—icmp redundancy {address <A.B.C.D>| interface <4 >4 7 1 —X%>}

B i52—5
INTGA—4 BRANES % 7 E0 LREEFDIE
idAérBe'Sém gyif;eegg:? next hop IZFDIP p ) ey gt [ven £
o 572 [ICMP D KeepAlive {53 54257 = zgszel -~ f2 PR P —

—Z A= .
ERELET, dialer 1~20%2

% 1:F80 DFAIL. 1~512720F 3,
¥2:F100 DA ZIR FTRE

Loogesabanss

[Psec TURMEREAFEH 362N TEERA,

| B

IKE RV —FREE—K
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I key
Pre—Shared Key"Z g% ELF 7,
LA THRET D% E 13 ascii" 216 €., 16 L TIRE T 5% 613 "binary " &5 E L7214, Pre—
Shared Key 2% ELE T,
refresh I~ RRZIZAMN/2Da~ 2 RTT,

$¢Pre—Shared Key«« - — %2 [ Fraidea g [ g EOFRE N ET,

I ZEWH 1 Pre-Shared Key IZXFFH|D secretF100"s%E 3 5

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #key ascii secretF1l00

I k5l 2 Pre-Shared Key [ 16 ##10)"123456789abcdef” # 5% E T %

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #fkey binary 123456789%abcdef

|:7>F%ﬁ

key {ascii|binary} <Pre-shared Ke> [{secret | private} [encrypted]]
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I INTGA—4
1’5 A—4 | BEARS | BEEE | EEEOE
o Pre—shared Key % 74| (ascii) £ L CH#H7>, 16 i |ascii .
ascii | binary 4 (binary) EL TN ERRELET, binary WA
- ) = 4 R
pro-shared lpre-shared Key &RELET T e (B E
Pre-shared Key & /5{b 3 BRI AT I - gdA- i
T 250, EEBEAR SREEHT 0 EEELE
4, IR —R %
secret | = | |secret WAL
private ‘secret ‘H%%fKTéﬁﬁgﬂZiEﬁﬁ%%%%fﬁﬁafé ‘ private J;_‘Z
. 55 b3 DRI 2 i [ A T - g f
private
EEA
Pre—shared Key ZH S {LALEE 20 E A5 EL
F7, Sl
DFTarZfNd 5281280, AT —R Ik gié?[ﬁl%
encrypted | S LFEALHESNET, encrypted ;;,’C%&b\
secret F721Z., private A A HOETHEHT5H72 s
8. secret, private OFFE DN ENEA 1T
encrypted 5 & §HZLIT TR ER A,

X1:Z2DFFarii,

T encrypted A7 arH B BIAIZAEMERE T,
32 :Pre-shared Key DBEIZHE S LFEADBF AL, 20X T a2 ETHLERDVET,
X AT —RORES4kiZ. F80:V01.02(00), F100:V02.08(00) LAY AR —h

foozesabuusge

HETAETICEREY, Pre—shared Key 3 ELE L TERS

SA ZRENL TEER A,

fexes—r
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Ilifetime

Phasel SA OA&TFIE 22 ELE T,

refresh I~ R ICEN /2D~ R T,

B0 Phasel SA AESRIE 1200 BICHET

Router (config) #crypto isakmp policy 1
Router (config-isakmp)# lifetime 1200

|:7>F%ﬁ

lifetime <A7FBFRED

|/\°5x—9

NS A—=4 REANE REHE | EREEOE
AEAFRFH] |Phasel SA OAAFRFR] (F)) Z3¢ ELE7 . |60~4294967295 |45 WA H]

Loosrezabuuga
1000 #1272 £,

Py E7egenansgs
SA ZHENELEHEL TS VPN BT & AR OBEN B2 DG I, DI ET,

initiator OHEA AEEEOR EMER AL ET,
responder DI H FFENSORESNIEERHALET,
B

IKE RV —EE—F
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Imy—identity

Aggressive E—RTHHT25 50 H O ID % ELET,

refresh A< RRRICH /0B~ RTT,

Ben1 B30 DELT FIOERET S

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #my-identity F100

|:7>F%ﬁ

my—identity <B&® ID>

I NG A—4
NG A—4 BAEANES BREHE | ARREBOME
. Aggressive E—RTHATHHAOETD D |FK 64 CF |, .
? 1D . T, ~
H & . PR BIgAT]

foozesabuuse

2o VES S

| EREEA

PPPoE D JAIZ, IP TRV A% HEN CEIV Y THOND LR Ry NI — I % LTV DA VPN ET
D IP TRLUARFEICER ETERW=0 D 2R AL THFEA T TALENHES,

Lizv->C, BE/FFO ID #4535 Main T—FOEEE1T729281LTE T, Aggressive
—RCOBEEATROZEITRVET,

fezons

FHFAOFRTETIL, VPN ET 235195 ID DR T, 22 TR E T A GREHI 1 TIZ"F1007)
klﬂMu%&“ﬁbiﬁwa [Psec DRI EAT/2OZEITTEERE A,

FITELnet-F ' U—ZXEH5LDOHEA1T. peer—identity 2~ R TR ETAEEF L THAHLE R HY
i‘é‘o

bexs—+¢

IKE RV —iREE—F
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I nat-traversal

NAT-Traversal #8220 9 25& IR EL £9°, VPN B 7 EOiBEREE 112 NAT #fEE] 772
I —ZIFAET DE5E 1% NAT-Traversal #6E0N AT,

NAT-Traversal #$FEZ{# 5512, VPN BT KeepAlive 237y b X {Z T2 L BENH F
T, ZAUTREEE D NAT )L—% D NAT BT — 7 WG R ARSI EMICEE T — 4%
RASEDH-0HTT,

Fo, ZDav R TC, KeepAlive DEFFRHIEE TEET,

refresh I~ RBICH /A~ R T,

i1 NAT Keephlive Di{ERIE 20 & ¥ %

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #nat-traversal enable alivefreqg 20

|:7>P%ﬁ

nat-traversal enable [ alivefreq { off | <NAT KeepAlive SR> } ]

Kalivefreq 47T a v B off ZFRELT23A . NAT-Traversal BEREIZA 2 T9 23 KeepAlive
MERBIX NIV E T,

B i52—5
INT A—4H BRERNE REEIE | AREOE
. NAT KeepAlive D515 [0 (AL D) 245
?if{EFﬁJEQKeepAllve ELET, off R ETHE NAT KeepAlive iff 300 5
s EEELEE A,

Loogesabuiga
NAT-Traversal FEREZ L £ A,
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foosro b
NAT-Traversal #HE%415 355518, L FO#KIRRHY ET,
«Pre—shared key T VPN 55 D354 . Aggressive mode TOH R —RI/R0E,

Main mode |Z VAR —rL TWEH A,
RSA Signature T® VPN #55t D4 . Main mode TO VR —RI/20D FE,

Phase 1 (255132 ID #A 7L TIP TRVA 2RI 5283 C&EEEA,
ID #AT LU TR TEDDITLL T LRV ET,
+Distinguished name
*Domain name
+E-Mail address
*FITELnet-F 2V —X% responder {| L THEBESE2585A . VPN peer D IP 7R ADMfEE (NAT
ABT 4y TIZEVFIZ—E) LTNTHED [P TRUAZ R E LR TLIZEN,
center(config-isakmp)#peer—identity address 158.202.x.x —> X

center(config-isakmp)#peer—identity host f100nol —=> O
« WAN {7 RUADARE (7L v ADSL 7 RL ABIIEI Y 2) DA 121E VPN NAT (3 & E

NEVVR

fiezome
FHFH NAT-Traversal B§REA(# H T2 LB RHD ET,

exss—r¢
IKE RV —EE—F
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I negotiation-mode

IKE (Internet Key Exchange security association) Phasel D 3pdy m—1 a9 —RE2EF#L£7,
Phasel D33y T —3 9 —R|Z1%, Main ©—R& Aggressive T—R23H0FE T,

Main &—F, Aggressive T—ROHEIL, LLTDOERBYNTT,
HOBLUOHHTFO ID 2045 (H5(b) TH6ZENTEET, 72720 ID g5
EENTLEID T, ID IZKDMHFORFEEATIROZEN TEEE e BHVD
FIFORFEITEEE D [P 7 RVARIZRVEST DT, WAN (IO [P 7R AR E
DOIFRETIX, T HZEMTEEREA,

HEBIOMFED DI AFERELET, LIz23> T, WAN D [P 7
Aggressive B—F |[RLANREDEEETH ., VPN IBE AT/ ZEN TEET (E b o — 1T
FED P TRUANLE)

refresh 2~ RBICH N Ha~ 2 RT1,

Main E—R

faem1 WainE— FoEET2

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #negotiation-mode main

| EES &

negotiation-mode <A I IT—L 3 VEF— K>

I/\"%;‘—’Sl

INTDA—4H BERNR REHEIE | ARREFOME
Phasel 33y —3 9 F—K% Main ©—F
(main) . Aggressive ®&=—F (aggressive) HIER L
i—j—o

XA T —Tar
TR

main ey

aggressive

Loogesabuiga
ALHT 2 —AZIP TRUAD R ENEEF UL, aggressivemode TEMEL F9,

| B

IKE RV —FZEE—F

365



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ipeer—identity

VPN ET D IP 7RVA, KA AHLUTIBRANM R ELET,
RAMATE, Aggressive FE—R® Responder D3GA T, FHFENBAHIL T<H ID ELTEHLET,

refresh I< > RRRICH /0B~ RTY,

Bsstmi VPNEFD IP7ELRIZ, 192.168.100.2 #FET 3

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #peer-identity address 192.168.100.2

Reniz VP EZORR R E LT, “center #BET S

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #peer-identity host center

|:v>p§ﬁ

peer—identity address { WWNE7D IP7 KL X | KAAL % [v4h | v6] }
peer—identity host <VPN E7 DR F£&>

I INS A—4
INTGA—4H BRENE =% TE S HIEEEDIE
[Pvd 7RL-A
VPN 7D . . e iz e
PrFLR VPN E 7D IP 7RL AFHEELET, PG 7R BT
FE

VPN B 7 2R A4 THELET, KA T, BWEASA]

RAL 4%

o RAf 2 THREUS A, R | v V6 BB

T*“ﬂmﬁUM%mW@%wM%mmﬁ% . WG R T
TTIODMEETHIENTEET, WET,

VPN 7D Aggressive B—RCHEHTH550D |fK 64 3CF AT

HRAN VPN ET7D D Z% ELET, DI TR E

X1: IPv6 TRLAFERODIEEIL. F100/F1000 DAIZ/20ET,

K2 RAL LU TRRIE TEAILFL, 1271 XFEFTORILF A ~ 2), /NCF @~ 2).
FFE O~ 9. M7V ) RyM)DHBFEETEET, A2 DFRENIX. F80:V01.02(00),
F100:V02.06(00). F1000:V02.06(00) LA FEHR—

¥3:v6 DIEENL. F100/F1000 DZA:IZ720FE T, vpn enable 2720 TNVBAL AT 2—R T v4 & v6 I3
BHINT2o QBERTL. v4 & v6 DELLICA HIfRRSEDINEETALENRHVET,
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Loogesabuiga
VPN BT DT AT T AT AV ER A,

Jiazomz

Aggressive B—R Tt 9285 FHTFMIOFLETIiL, VPN BT 255195 ID OF%EIZ, 22T
R ETHMEGRER] 2 Tt center”) ERIUAEAZFRE L2V E [Psec DBIEEIT/RHIZ LI TEER A,
FITELnet-F S U—XEHL DAL, my-identity T~ R TR ETAHHEEFIC THALENHV E T,

|,1-\x RBIZDNT

ZDORAMG L, Aggressive “E—R T Responder DA, FHF 2@ EIL TLA ID L THEHE
i—a—o

Iszs—r

IKE RY o —&EET—FR
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Ipeer—identity distinguished-name

FHTFEDFEHED DN (distinguished name) #5% EL£7,

refresh A< RRRICH /0B~ RTT,

I EHF 1 HBEDDN & LT, C=JP, 0=furukawa, CN=honsya % F 9 %

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #peer-identity distinguished-name C=JP,
O=furukawa, CN=honsya

o~ rest

peer—identity distinguished-name <DN>

I NS A—4H
INS A—4H BHALNES R B LERFFDIE
DN MFO DN ZRELET, K 128 CFOEHT | EMEAA]

¥ peer—identity distinguished—name %%k 9 2K, XFFNDREIZAR—R%E AN TH
AL TRy AR—RBE WA TEREL TIZEN,

Loogesabanss

FF% DN TRGRET D2 LT TEEE A,

| B

IKE RV —FZEE—F
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I release security—association

WAN [E[#REIEIIREIZ, SA (Security Association) ZfET 50y, ZOEFFHRTNEXELET,

refresh I~ R ICEN /2D~ R T,

Bsen1 waANESEERICIE. SAZRKTS

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #release security-association

|:7>F%ﬁ

release security-association

I INTG A=A
INTA=HTHVER A,

Loosezabuuga
SA ZfRET, TOEFHRLET,

| B

IKE RY o —F&EET—F
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Irelease session addr—-changed

IKE /X7y DY — A7 KU ZABEALDOMEBZEAT, By al LRI L TR E e 7 R A
&L ZDDIEELEDEL TS IKE 7y hOEIE T T RV AR R e TG4 BIES 5 SA
(Phase 1. Phase 2 #£{2) 29 X CTHIBRL £,

A FUZEHE LT RUARE(L T 2 (TR ICIVREEIE R T DAk RR) ORFICHE AL E
R

refresh I~ RBICH NI A~ R T,

Raen1 KEAry bOY—R7 ELAZLOERETS

Router (config)# crypto isakmp policy 1
Router (config-isakmp) #release session addr-changed

| ERPAs =

release session addr—changed

I/\"%;‘—’Sl

INTA=HTHVERE A,

foozesabuuse

IKE 737 b — AT R AL DR EI T ER A,
F7- BELTE SA ITHIBRESNEY A,

fsxes—r

IKE RV —FZEE—F
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I source—-interface

PE(E IKE X7y hD P~ X NOEETT RV AR EAL A —T 2—ADT RV RITE T LTk
ETAED, A X T 2—AREEHEELET,

VRID Zf8ETHZEIZED, VRID (2w FF5H VRRP TRVAIZET L TEELET,

F72. VRRP 27 —# Z7 Master UAZN T, IKE 7o DR EET/20VET A

SA ZIES TWAIREE T virp AT — AN Master ISMIIERL LI-354 | Phasel,ll SA OHI&A4T
WET,

refresh I~ RBICH NI/ D~ KT,

Beem1 BET7ELRZEMN 1 A28—J2—207 FLRIZEBLTEET S

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # source-interface ewan 1

| ERPAs =

source—interface </ A2 71 —A> A B T2 —RES> [ WRID ]

I/\"%;‘—’;“l

INTG A—7A BRERNE
E(E IKE 7Sy RO [P~y & NOEE T

% 7 6 HIEFDIE

=111}

(BT e— A [ TRU ARG EET BHA 2 —T = — 25 e [TV R
vlanif
LET,
BEME IKE 2347y b [P~ X ANDELE T
AL BT —A |TRL 2% VRRP TRV RIZEFTBEED ., |ewan 1~2 -
Gz EWAN 721X VLANIF A 47 = — 25 |vlanif 1~16
EHRELET,
%1% IKE 7~ b D
PETR IKE #8575 hd P~ X I OREE T 1P~ # N DRENE
VRID TRVAZARTEA L S —7 == AL, VRID I - RNt
~vF 95 VRRP TRV RIZE T L CElE EWAN A5 —7 =
LET, RO
BLTEELET,

¥ :VRID O} EHFIL 1~255 TTA, 1 5DEBIZRETES VRID 1X32F TLARVET,
721U BAVET =2—RITRIETES VRID 1L, 20FTIZRVET,

fcozezabuige
VRRP #¥REAf L 7= IPsec #{EN CTEEF A,

3N
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I tunnel-route

[Psec BB T, AREEE Y Aggressive E=—R® Responder $72 o723 A2, VPN B 7 ~Di#%
HIEHRET — 7 RS D5 B ELET,

ZO¥A | VPN BT~ NextHop b A bHH THRELET,

tunnel-route MR E A LIT=3EE 1 crypto isakmp policy @ peer—identity distinguished—name % &%
T HE tunnel-route NEMEL EH A,

crypto security—association &—R T, 5X & 9 5 tunnel-route < NTEE T LI DO UIERE
TERVDIZHL T, Ra~ R, peer B\ CERE T HDIENTEET,
KRa<w U RPRESNAE . crypto security—association &—R Ta& EIL TV A tunnel-route 1</
REDESEICRI S ET,

refresh I RBIZA NN/ Ha~< L R TT,

I%EM1 VPN E7 ~DIRRIEIRE 28595 (NextHop [F 192.168.100.1 &9 %)

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #tunnel-route address 192.168.100.1

Dsthi2 VPN EFA~ORBEREZRT S (NextHop (% PPPoE#1 &7 5)

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #tunnel-route interface pppoe 1

|:v>P§ﬁ

tunnel-route { address <IP 7 KL X> | interface </ 2% 7 x—RXR&E#>}

IN%%—@
INSA—4H BREAR Bk it | HEFEFDIE
. VPN B 7 ~DfR ¥ 1 A 8k L . NextHop . o
NIVZS = L AT
[P 7R iy [Pv4 7R AR

ewan 1 A i A Al
pppoe™! 1~24
dialer’®? 1~20

AL BT z—A VPN BT ~OfE I AF & B8k L, NextHop
£ DAET = —AERELET,

¥1:F80 MIFA X, 1~51TR0ET,
¥2:F100 D= 7T hE
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foozesabuuse

Aggressive FE—R® Responder D354 T, VPN B 7 ~ORR BRI 2 Gk L £ A

Laorvomns-

Aggressive E—RTlL, IP TRV ATIE7< ID THRFETX 5728, Responder Tl [Psec DRI
T—ary DI ES TOBIAFD [P TRV ARDINDENY T — AR BN FT,
ZO%E T (VPN ET) D IP 7TRUVASORIZIL, (ZLO%E) T 74/ ML—RMZLizni->TL
FHTLIZRVET,

DA URITT, FZHODH7R0 VPN BT ~ORREEAE# D NextHop Z45EL TRBE, 77 4/LF
J— eI TEIRIE CHEE T/ M TEHINTRVET,

BEE— K

IKE RV —FZEE—F
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JUL =

ax JE

I Phase2 7R!) S —®D

I ipsec transform-set

Phase2 ARV —ELTC, L FOEHRERELET,
Phase2 OF 24t 7L T, DES/3DES/AES128, 192, 256/BF2{L L7 D
MHIEILET, VPN ET LFRICERE CHLLERHDET,

ZHEET7 /L= |Phase2 DFRFET /LAY R LEL T, HMAC-MD5/HMAC-SHA-1 O Hi7 53347 1L
2O E
FITELnet-F 2V — X%, #34® Phase2 WYL —ZFRE TEXET DT, £ Phase2 RV —IT13,
Phase2 R —Z Fpa ik ELET,
Z® Phase2 ARV —ZFRIL, EBRIZEDBL 7 XERITR L CEAT 20O IEALET O
T, DODORTWARREL TZEW,

R (W=

refresh A< RRRICH /0B~ RTY,

RXEH 1 Phase2 /K1) — (Phase2 7/R!) —4& %5 : P2-POLICY) &L T. BSEAR :
AES (256bit) . ERSF7 /LI XL : HMAC-SHA-1 £ %439 %

Router (config) #ipsec transform-set P2-POLICY esp-aes-256 esp-sha-hmac

|:7>P%ﬁ

ipsec transform-set <Phase2 7R L —&FF> <BEBILAX> GREE7I/ILT) XL

B i34
INT A—4H BRENR 5% 7€ & B HBIREFDE
Phase2 Phase2 R —& LT, O FT WA BER 16 STTF-LIND BT
RV —4Fr  |[ELET, BT
Phase2 OISt FXEFEELE T,
esp—des DES J5# esp-des
esp—3des 3DES 7 esp—3des
L st | espaes—128 [AES 128bit espraesTIZ8 g oy
- esp—aes—192
esp—aes—192 |AES 192bit esp-aes-256
esp—aes—256 |AES 256bit esp—null
esp—null b L7ev
Phase2 OFRFET VIV ALEFRELET,
Wik esp-md5-hmac [HMAC-MD5 7 /L)X |[esprmddhmac |y, oo
N &4
T I A L esp—sha—hmac

esp—sha—hmac |HMAC-SHA-1 7 /L3 Y X A
BRARTUR 64 =R
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foozesabuuse
i 54t )52 DES, 2R3F7 /LY X HMAC-MD5 CTEIMEL £4

| B

EARBEE—R
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I Mode—config® £% &

Iconfiguration mode (isakmp policy)

mode—config D RA L =— g2 8T, REQUEST/REPLY HllfHCEI{/Ed 257> SET/ACK HiIfH
TEIET A AR TELET,

refresh I~ REICH RN /25Tv L R TT,

[ s 1 REQUEST/REPLY I CHifES

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #configuration mode initiate

I:va%ﬁ

configuration mode <H|f1E— K> [skip]

~0
Jl
'S
I
\y

L

NG A—4H BRERAR RESEFH | AREOE
REQUEST/REPLY #il##l CEI{ET 57> SET/ACK
I CEMET A0 2R ELET,
. REQUEST/REPLY filf#lE—R CTEIE | |initi,

MIBE = At e, req AMELET cespond | FHEEE

oond SET/ACK #I#HE—R TEIfEL | set &
PPNt i =it 2 o,

i skip ZFE &9 HZ LT, mode—config AT HZ ki mode—config %
skip ENTEET, b FNET,

foosesrannuga

set—ack E—RTHEIEL . set DZEFFHELET,
Mode Config Z{# 423413, ip vpn—nat inside source =<2 F T modeconfig TEIV 4 THL7-
NAT BT DR EELITOMLERHVET,
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b=—raroso5s
E—Rar7471%, VPN #5321 TOBRIZ Peer [Rl L0 REZBTHTIETHY, tFHRAZHITIE
132 F—rBH0ET,
1) configuration mode initiate Z+8E L7355
$CF100 2B 2R L T ET,
AEEE T —Ray 7/ D= m—F LU TEIWEL £7,

AEEFENS, B—RaL T4 7 DL AR F T LT, Bk (Request) #EE LT, IRE
(Reply) 2 HE 7,

2) configuration mode respond Zf5 E L= &
#F100 Z BRIl TV,

AHEBITE—RaL 707 DL AR LU CEIELE9,
AIEEL, T—RaLr 747 OA = =58 (Set) 25211 T, #&FR (Ack) &KL

ESS AN
Fla
n Fet
Fek ,
respand

| B

IKE RV —f%EE—R
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Iconfiguration mode (security-association)

mode—config DRI T— 928 T, REQUEST/REPLY I CEIMES DA SET/ACK il
TEMET D ERELET,

refresh I< > RRRICH /0B~ RTY,

[ s 1 REQUEST/REPLY $IBITEIES %

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration mode initiate

|:7>F%ﬁ

configuration mode <Hl|{EHE— K>

I ING A—4

INSA—H BHANES REEIR | AREDE
REQUEST/REPLY #ilf#l C#){E4 %7~ SET/ACK
I CEMET A0 ERELET,
e REQUEST/REPLY Hillf#lE—RCTEIME | |initi

BT ) e i g £ELET, | boopon | AT

SET/ACK Hill##Ie—RCHEEL . set &

respond |

ZEFbELET,

foozesabunsge

set—ack BE—RTEIEL . set ODZEFRHELET,
Mode Config Zf#i -4 A3E 1%, ip vpn—nat inside source =< F T modeconfig TEIN Y4 THILT-
NAT BT DR ELATOLENDHYET,
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b=—raroso5s
E—Rar7471%, VPN #5321 TOBRIZ Peer [Rl L0 REZBTHTIETHY, tFHRAZHITIE
132 F—rBH0ET,
1) configuration mode initiate Zf§EL7-HE
XF100 ZHZF L CET,
AEEITE—RaL 747 DA = m—H LU CEIEL £,

AEEFENS, B—RaL T4 7 DL AR F T LT, Bk (Request) #EE LT, IRE
(Reply) 2 HE 7,

mitiaig

2) configuration mode respond Z¥EELT-HE
XF100 Z BRIl TVET,

AHEBITE—RaL 707 DL AR LU CEIELE9,
AIEEL, T—RaLr 747 OA = =58 (Set) 25211 T, #&FR (Ack) &KL

ESS AN
Fla
n Fet
Fek ,
respand

| B

[Psec &FRF%EE—R
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Iconfiguration mode application-version message

configuration mode ==~ K C initiate ZEIR L= BT, TV r—rar_"—var @izt ok
THEZEELET,
respond Z R L7550, FIALEH A,

refresh I~ RBICH NI Ha~ 2 RT1,

faen1 7Iur—varn—varoiEey b3

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration mode application-version
message fitel

I:7>P%K

configuration mode application-version message <Word>

I/\"%;‘—’Sl
85 A —5 BERE wEiE | LBEOE
Word i;;““yﬁ““ﬁéyﬁﬁmﬁﬂj%ﬁ%ﬁﬁ 127 SN B W ]

X AR—AL LFEEELTHYMENET,
#l:A B C DFPA. 5 LFLELTHYVRENET,

Loogesabaunss

EL LT FLET,

| B

[Psec 45 % EE—N
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Iconfiguration mode application-version push

=4

configuration mode application—version message I~ RDEXEDNHY ., 7>, configuration mode
1< R C initiate 235% EINTWAE5A 1T, configuration mode application—version message 1<
ROAyT—% v LT req 237y B ELET,

configuration mode application—version message T~ RDFR EDN2\ AT, configuration
mode application—version message I~ RDTF 7 4 /L MEZAFE L T req X7 v a5 ELE9,

refresh I~ RBICH NI D2~ KT,

Ben1 7Iusr—sasn—Uaviiigty b LT reauest 457 5

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration mode application-version push

|:7>P%K

configuration mode application-version push

I NS A—4H
INTA=HIHVFEREA

foozesabuuse

request /N7y DT IV — g0 " —U a0 W% null TEELET,

fsxes—r

[Psec &-FRAEEE—R
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I ip vpn—-nat inside source

BEfED 2y v —27 (LAN) [l % [Psec 12T VPN 4928, WD Ry NI —7 7R AN E
L TCWAEERHVET,
[Psec CTIXFICHRYRT —Z TRV AD LAN 28kt T HZ NS E R Ao,

ZD7=8  VPN-NAT ZHaA4THZ L TRNT O BEEZEREL | BEfFD %y T —2 0 [P FHE)
MTEFTHZER Psec ZZEBLLET,

LAN {7355 WAN i~ VPN-NAT Z#i/L— L2 R ELET,

NAT E—RDOHEE NATHE—K (IP v AL —R) DA T, X EDOLNTZN RN ET O THE
BLTEE N,

23T A—A"static-subnet " Z R ETHIEITEYD VPN-NAT OZEHL— L& Fo T — 7 HA7 T
ETHIELTEET, (B—TINVT RV AY T Ry h<wAZ>THRELTZ2— /LT R R)pH T a—
INIVTRU R YT Ry b~ A7> THRIELIZZ 0— LT RUANOEW % <P T Ry b~ A>T
ELTZHAL C—fERELET,

refresh 2~ RBICH DA~ KT,

I EXFEI 1 NAT ZE#: (192.168.0.0/24 — 192.168.100.0/24)

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # ip vpn-nat inside source list 1 pool vpn-pooll
Router (config-isakmp) # ip vpn-nat pool vpn-pooll 192.168.100..0 0.0.0.255

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255 <list 1 DEHD
=]

axX e

[fz3]
ip vpn—nat inside source <LAN |7 RL ZFiFH> <WAN IO T R AFFH> &2 £,
LANAHIOT RL AHEPH> 1L, access—list 2~ R THELET,
<WAN IO T KL 2&5 1> 1. ip—vpn nat pool <pool # >~ R CTHELET,

Laemz Aoz (192.168.0.0/24 — A28 T71—RFFLR)

Router (config) # crypto isakmp policy 1
Router (config-isakmp) # ip vpn-nat inside source list 1 interface

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255 ~list 1
DER DERTE
[##a]
ip vpn—nat inside source <LLAN |7 R L A&i[FH> <WAN IO T KL A& FH> 720 $£97,
LANAHIOT KU AHiPH> 1L, access—list 2~ R THELET,
WAN IO T R AFPAD I, A2 X7 =2 — AT R AICEK) T 555613 "interface” . Mode—config
BEREIC LV EBUS LI T L AICER T 5556 13 "modeconfig”, 5 ELIZT FLAIZENTH5E
1% peer <ip—address>” EFRELF T,
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faehis NAT i (—3EZ) 158,000 0o xxx. 0/24——192. 168.100.0/24 < B

Router (config) # crypto isakmp policy 1

Router (config-isakmp) #ip vpn-nat inside source static-subnet
158 . xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

[f##n]
ip vpn—nat inside source static—subnet <IZ— /L7 x> KT a—r3 LY T o b (YT Ky
N A>T ET,
Ta—r L P TRUVAETTAR—RIP TR ADOEWOM A DA AR T 4o 2\ 5%
EEITVET,
NAT AZT 4o D ERATIOGE X, ~ AV EFREL, 1 DO N THRETHIENTEE
T (EBRIRE R %) o

51]) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 LIFELT-H4
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxx.255

I:?yF%ﬁ

[NAT B¥]
ip-vpn nat inside source |ist <access-|ist &FE> [ZHAIEAATR— FES [ZH#AT
RTHR— +FES]] pool <F—JLE> [ overload | [ZE
kR~ — FES [(ERERTR—+ES]] ]

[NAT+B%]
ip-vpn nat inside source |ist <access-list FBS> [FER— FEFE [KRTHR—+E
511 NAT+ZEH#ZB D7 KL R overload | [Z#%EH
MR— FEE [E|RERTHR—FEE]] ]
(RET 14 v %EH)
ip vpn—nat inside source static <K<A—AJ)LT FLAR> G O—/\JLF7 FLRD
INNTRE T4 99 (—FEE#) ]
ip vpn-nat inside source static-subnet <O—H LB TRy k> T O—/\ LY TRy
k> TRy EIRTD

| "5 A—4

kT A4 | BENE | BRERE | AR
I ZEHART (m—A LT RLR) FFZFEEL |1~99 -

access-list =T 7 R AN ELET, 1300~1399 | ST

ISR b —

[f%%?gizifi% ZEHR D TCP/UDP AR —ME 7 (liPH) || oo | AEIR—D

e EiEELET It

&)

Sk, Btk (7o — VTRV R) #REZFEE NAT 77—/ INAT D55

L7= VPN-NAT " — AL 5 ELET, |4 1A NEAST]

Mﬂﬁm@%®7vaPMT@N@ﬁ@TPVX%%EbiﬁQ linterface NAT+D A

- ‘interface ‘%1%/]"//}771~20) ‘ modeconfig [T WEAS A]
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‘7]\*1/;45332@ peer <IP 7K
L A>
modeconfi FDLED L THR
& TR R AR
peer <IP 7RV [RETDIP TRLAIZ
A> 75 i
ST
overload N—MEWT DY B TR E overload A—hERL

VA

(2= 1% PG AN — 3k

h . ZEHL% D TCP/UDP 48— &5 (&) H @R —h
BOSHAS I T AR—R |2 1~
R TETT ey, 09955 lae
/j']'\' RN . - (o= >
L L TRL % RRAOR—ANTRUAGHRELE  |IPVATRLA | o
9, iV
/73< /4 A S { ~ =g N
P PRt D — N LT R AR ELE IPjvz% TRLA T
9, K
BT — LT RL A& ELE
- o 7+, [Pv4d TRL A |,
H—ANY T F b 2% static—subnet ZFRELT-HE1X. e WA
host ¥/IZ 1 ZFFE LRV TLTZEN,
EHAE DT a— LT RL AR ELE
R R . 4, [Pv4d TRLA | .
IR T F 2% static—subnet ZFRELT-HE1X. K WA
host H/IZ 1 ZFFE LW TLTZEN,
. LA T Xy b A7 THRIELIZHAL  [IPvd TRLA |
o = e K ) P ~
TTANTAT e mmEL T ok A

BRI VAR 1 =N (isakmp policy )BT 32 =N
AET 47 512 TN EERE ) Xisakmp policy BOHIRIZHVERA

Loosezabunga

VPN-NAT 2MEH TXEEA,

Pees—r
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| b —rigaEn s

Itunnel—route (FEEMD L RILIL— )

[Psec BB T, AREEE DY Aggressive E—R® Responder E72 o723 A2, VPN B 7 ~Di%
I WRET —7 MR T AR ELET,

ZDO¥A . VPN E 7~ NextHop H & THRELET,

tunnel-route MFX T E LT-3E1E 2 crypto isakmp policy @ peer—identity distinguished—name % 5%
B9 5L tunnel-route 2SEMEL £H A,

Dsmm 1 VPN E7~ORBEREBET S (NextHop & 192.168.100. 1 & ¥ 3)

Router (config) #crypto security-association
Router (config-crypto-sa) #tunnel-route address 192.168.100.1

L&ehz VPN E7~O@EHEHREEHRT 5 (Nexthop I3 PPPOE#T & ¥ 3)

Router (config) #crypto security-association
Router (config-crypto-sa) #tunnel-route interface pppoe 1

|:7>P%K

tunnel-route { address <IP 7 KL X> | interface </ 2 7 —XR&#> }

I ING A—4
NG A—%H BRERNE Bk il HBIEEDIE
. VPN B 7 ~Oif% 7 & B8k L. NextHop . st
[P 7R A gy IPv4 7RL A,
ewan 1 A WA Al

A HAT2—A VPN BT ~D R G A 2k L . NextHop

UYL !
Z2xs DAL R T = — A% ELET, pppoe 1~24

dialer 1~20%*?

%1:F80 DA, 1~5 12730 F S,
$%¢2:F100 DA ER AT HE

foozesabuuse

Aggressive FE—R ® Responder DA TH, VPN BT ~DRE I H A B EH L F8 A,
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Laorvoms-

Aggressive E—R L, IP 7R ATIH72< ID TERFETE 5729, Responder Tl [Psec DFRT
T—al BIRES TOBHTD IP TRLARDNLENY T —ARHVET, ZOH4E AT (VPN
ET) D IP TRUASNOREEIL, (ZLDGA) T 74V My—NILTER>TLEIZ LRV ET,

ZDaATURIZT, £ VPN B 7 ~ORR IS E D NextHop 245 EL TR, T 74V
=R TR CIB(E 2 T/ N TELINNTRDET,

exs—r

[Psec & iR EE—NR
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Itunnel—route (WWN EZBEHED FoRILIL—F)

[Psec BB T, AREEE Y Aggressive E=—R® Responder $72 o723 A2, VPN B 7 ~Di#%
HIEHRET — 7 RS D5 B ELET,

ZO¥A | VPN BT~ NextHop b A bHH THRELET,

tunnel-route MR E A LIT=3EE 1 crypto isakmp policy @ peer—identity distinguished—name % &%
T HE tunnel-route NEMEL EH A,

crypto security—association &—R T, 5% & 9 5 tunnel-route I< U NITEEITHF L1 DO UERE
TERVDIZHL T, Ra~ R, peer B\ CRE T ADIENTEET,

Ko< RPRERESNAE, crypto security—association B—R TR EIFL TV VA tunnel-route =<
UREOEERICRIASVET,

refresh I~ RZLICH NI/ D~ RTT,

I%EM1 VPN E7 ~DIRRIEIRE 28595 (NextHop 1 192.168.100.1 £ %)

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #tunnel-route address 192.168.100.1

Dsssic VPN E7~ORBESBEBHET 5 (NextHop (% PPPoE#T £ ¥ 3)

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #tunnel-route interface pppoe 1

|:v>P§ﬁ

tunnel-route { address <IP 7 KL X> | interface </ >%2 71 —RXE¥>
{ewan <1-2> | pppoe <1-24>}}

IN%%—@
INTA—4H BRERAS 5% 7€ 0 HEREEDIE
0 A (‘ ek 4 7&\,\
P 7KL % VEN 7 ~ORERT i L Pvd 7 RL AR

NextHop D7 RL AR ELET,
ewan 1 AW A

pppoe 1~24*!
dialer 1~20%*?

A BTz —A  [VPN BT ~DOFR IR IE WA AR L.
Eayi NextHop DAY BT = — A5 ELET,

¥1:F80 DAL, 1~5 120 ET,
¥2:F100 DA BIRFTHE
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foozesabuuse

Aggressive FE—R® Responder D354 T, VPN B 7 ~ORR BRI 2 Gk L £ A

Laorvomns-

Aggressive E—RTlL, IP TRV ATIE7< ID THRFETX 5728, Responder Tl [Psec DRI
T—ary DI ES TOBIAFD [P TRV ARDINDENY T — AR BN FT,
ZO%E T (VPN ET) D IP 7TRUVASORIZIL, (ZLO%E) T 74/ ML—RMZLizni->TL
FHTLIZRVET,
ZOaATURIZT, £2DMH2R0 VPN B 7 ~DORR I E# D NextHop ZfRE L THE, 7 74/L ML
—hElTEIRR I CHEEAT/R) e TEAHINT/ET,

BEE— K

IKE RV —FZEE—F
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| SA-UP)L— M EED R E

I sa-up route

SA-up /L—h® nexthop ZEX ELET,

Z2UZ XY IPsec SA DIESLINTZER. £ D ipsec access—list DSEYE IP TR ZADORKIEHA /N —T
ST T—T ) FIGEILET,

(SA D ELIZBIT, ZORKIGHRIIN —T 7T —T7 A BHIRENET)

FRIZ, B 272 E T 2 BREROEIITE DI TO% A AL CRIEHIEAZT 7oL —& (UL L3 A
AVFINTK L RIP D F A F I )—TF 4 7 T abm L A DRI D IR DT80 |2
HLET,

refresh I RRRICH N /eHa~ R TT,

J s 1 SA-up JL— 1> nexthop I 192.168.3.8 %45 LE T .

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #sa-up route address 192.168.3.8

|:7>F%ﬁ

sa-up route <nexthop> [ZA kaJL] [distance]

| RS A—%
NS A—4H BHANES Biar i HIREEDE
SA-up /L' —h® nexthop & [P 7R AFE- L, A
VHT 22— ATRELET, IP 7R ATE
- 1~2
. SA—up /L —h® nexthop Z7 KL | |eWan ) N
nexthop IPT7RLA ZCRELET pppoe 1~24™" 1S AT
dialer 1~20%?
AH T |SA-up /I/i R nexthop &A% ipsecif 1~5007
— 24, T —ACTRELET,
Sk R A NS T AT D7 ahaL 28R U E |local-protl rip C metric 1
9, local—prot2 TEMELET,
distance BELT DR BEAIE RO distance EEFEELET, |1~255 0

¥1:F80 MIFAIL, 1~5 12720k,
¥ 2:F100 D AR FRETT,
%3:F80 MFATX, 1~32,
F100 DAL, 1~100 220 E T,
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foozesabuuse

SA-up /V—MEREAF T 228N TEER A,

| B

VPN ®L 7 X5 EE—R
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| 0%

Iaaa enable

P Al B EOFEREID, *}J‘aﬁmunE(XaUtLO%TTOZ)‘EO%‘%;QELE‘@—
YEARFRGE (Xautw) 217585 503 FHFO 2 —H 4 « )RR —R% aaa peer-name I~ R TR EL
i—a—o

refresh I REICH RN /25Tv L R TT,

Bsoem msE@meiis

Router (confiqg) fcrypto isakmp policy 1
Router (config-isakmp) #aaa enable

I:va%ﬁ

aaa enable

INE%—Q
INT AR IHVFER A,

coserabuogea
PERFRREZATUVEE A,

| P

IPsec TlX., BBFAFFHEE213 Pre—shared key TOZRIFDIENIT, 22— 4, « RRAT— R OFRGFA
TTQ\—&j /C% ;ﬂ%*}l\bﬁwh HJtE‘l:l/\b \ijﬁ

exss—r¢

IKE RV —FREE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iaaa my—name

PRt FDILIRRERE (Xauth) SO E D, HH DA—FHENAT =R ELET,

refresh A< RRRICH /0B~ RTT,

B soeh 1 SRR T AEHOI— PR E FITELet-FI00", /SRT— K& FI00-pass” &5 3

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #aaa my-name FITELnet-F100 password F100-pass

| ERPAE =
aaa my-name <1—HL> </NRXTJ— K> [{secret | private}[encrypted]]

| RS A—4
NS A—4H BHANES REEIR | ARREFDE
g FHFDOLILERRAE (Xauth) SNASGE O F O — |5 K 64 X "
VA el ooy B
Sz FHFDOLILEFRRE Xauth) SNAEGE O FO /SR | K 64 3C |, .
DA A oy | DT
INAD — R &N AL T DR G R Sk fE 5
M, EEE AR ST AR ELET, SRR %
secret | ooret [ LT BBICHAMERREEATS || o o
private private
. S (A Y A AT SR R g U A Ta
private Z
IRAY—R % %ﬂ:ﬂf?&?‘émk INEFHELET,
ZOF T ar T HZEICEY, AT — Rk IRAT —R%
encrypted FlLEHESET, ™ encrypted I L7 —
p secret £721Z. private LA GO THEH 357 P HELU TR
W, secret, private OFFE N GA X, encrypted FHEA
FRRETAZLITHIEEA,

XK1:ZoATTaid, BETHEISITHERERY, RRT -G B LEN TR
encrypted 47 /3/73= BB mEnEd,

¥2: AT —RRBEICH BALE A DERIL, 204 T ar BHRETHIVLERHVET,

¥ AT —ROREBkiX. F80:V01.02(00), F100:V02.08(00) LAY R —h

foosesanuuga

PLRRERE TR 32 A H DA FIE AT —RIEZHV £ A,
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| P

IPsec Tl BB FAFFHEE-13 Pre—shared key TOZRIFDIENIT, 22— 4, « RRAT— R DOFRGFA
ITHTENTE, ZNAEPEIEFRGEE VN ET,

foosao b
MFEIRRGET 25 A RO —W 4, - XA —R L, “aaa peer-name 2~ R TR ELET,

fexes—r

IKE RV —FZEE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iaaa peer—name

*Hl%#‘aﬁwuuE(XaULh)V?Féi}%{H\@ *ﬁl@l’éqj‘%k/\xv%]‘ffpﬁﬁzbi—g—o

refresh A< RRRICH /0B~ RTT,

! REF 1 HRREREE CERT 2MFD I —H L %E"VPN-Peer1”, /SR T— K% "VPN-Peer1-pass” &3 %

Router (config) # crypto isakmp policy 1
Router (config-isakmp) #aaa peer-name VPN-Peerl password VPN-Peerl-pass

|:7>F%ﬁ

aaa peer—name {1—HE> XX T— K>

B i5x—5
NFA—=4 BERE REHLEE | EREEOE
s ﬁigbgﬁgfaMMén7% GOMHFO=L— jgi%ﬁ'é%$”
JR T?f};i%?ffg%iﬁ(Xduth) SNLYE OMFD/SAY gz):;%?; |

Loosrezabuuga
MFEYLRBIET DI LT TEEE A,

| B0

IPsec Tl BBFAFFHEE-13 Pre—shared key TOZRIFDIENIT, 22— 4, « RRAT— R DFRGFE
ITHTENTE, ZTNEYRERRREE VW ET,

foosro b

B MERRRES LA G, By D —H 4, « /RAT—R I, “aaa my—name 2~ RN TR TELE
T,

| B

IKE RV —FREE—K
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I configuration mode

mode—config D F=T L =— 9028 T, REQUEST/REPLY #IJ{fI CEI/ET 57> SET/ACK I
TEIET A ERELET,

refresh I< > RRRICH /0B~ RTY,

[ s 1 REQUEST/REPLY $IBITEIES %

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #configuration mode initiate

|:7>F%ﬁ

configuration mode {initiate | respond} [skip]

I INTGA—4

INT A—4H BREAR REEIE | HRREOME
. REQUEST/REPLY I —RCE)EL, A2 | "

initiate B roq ARIELET initiate  |EAWEA~A]
respond SET/ACK #llflI-& — R CEIMEL | set #2515 D% respond  [BHEA T

Liﬁ‘o

K skip ZFRE 9 HZET, mode—config ZEHMETHZE K mode—config %
S MCEET, P reET,

Loosezabuuga

set—ack E—RTHEIEL . set ODZEFFHELET,
Mode Config Zf# 453414, ip vpn—nat inside source =<K T modeconfig THI|) X THi
72 NAT BT DR EEATOLERHVET,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I%—P:>747®$E

F—Rar 7471, VPN IBIEZEITHOBRIC Peer [A DG MA AT HFRIETHY  FHRAHIT1E
132 E—H0ET,

1) configuration mode initiate Z+E ELT=HE
AEEEITE—RI T DA = =—H L TEMELE T,
AEEE NS, B—RAL T 47 DUVARAA TR LT, B3R (Request) #2545 LT, IR (Reply) 1% 5

\i‘éﬁo
F1ae
L, S
. Deply
witisig

2) configuration mode respond ZFE ELIZHEE
ARIEB LT —RaL 747 DL AR LU TEELE T,
AMEE L, B—Rar 747 DA =2 m—HBiE A (Set) 25217 T, KGR (Ack) ZIKLF 9,

F109
et
Mok
raspond
fexes—r

IKE RV —FZEE—F
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| VPNELYEDHRTE

Ianti—replay

[Psec iB1E&ATHOH AT, T2 EHRIREEIZ LD o O BIENAF A3 8112 T 5 L7 R RED3 %
T 5E, Replay Attack WELL Ty heBEREL TLEWD, AL—T" YOI F R AETHILEN
HVET,

show vpnlog =< RZFE{TL T, 27T Replay Attack 3F RENDLHTHNIE, Ao~ KT
disable Z5ET2HFIZLD, A —T Y ROUENRKNL G ERHVET,

BIERIITISU T disable [CEREL TLIEEWY,

refresh A< RRRICH /0B~ RTT,

F80:V01.02(00) LLB&HR—hk
F100:V02.04(00) LABEHR—bk

[ 25E51 1 Replay Attack BEMSREEBIEL T, 2 TO/SY v FERET S

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) fanti-replay disable

I:va%ﬁ

anti-replay <Replay Attack :Z%E>

f i35
INTG A=A BREANE REEFE | AREFDE
Replay Attack |Z7% 455/ 7 M liliEE+ 5
MEIPDRTEELET,
Replay Attack 3% & Replay Attack (Z5% X435/ 7wk egable BWEAS AT
enable EREEL £ disable

disable | 2 TONTry "N 5L ET,

Looszezabuuga
Replay Attack [Z5% %7 5/ ML £,

exs—r

VPN ZL 24 EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Icrypto map (EAZEE—F)

VPN BT LD I HERDO T N EFETDH 52, VPN BL X EET—RIIBITLET,
REDEIT, BLIEZFR, O —r o AR S Z B ELET,

refresh I< > RRRICH N /wBa~ R TY,

Baen1 PNELsSREE—F (LY 5 &% : Tokyo) (SBT3

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #

|:7>F%ﬁ

crypto map <LV AL <O—H U REE>

I/\"%%—’Sl

NG A—4 HEAR REEE | AREBFOE
VPN BL 72 D4ERRELET,
PPPOE A2 47 == AR EE—F/EWAN A2 27 K 16 3C |0,
EVIIRIE | re—lC WIS VAN KL o sk ok
ELETOT, DL T WL TLIEEN,
= AR TR ELET,
AT (BEIE LY — o A LRI R B A EEL  [1~2000% A IE AT
THERTHELURTRELT-NAEE EEELET,
XAz
F80:64 = KU
F100:128 =~V
F1000:2000 =R

| B

EARFREE—R
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Icrypto map (4R ITT—RABEFEE—F)

AL BT 2— AT A VPN 2L 22D MAP 4 %2 EFRLUET,
VPN L 27 #i%. crypto map 2~ R T, VPN BL 27X R EET—RIZBITL T, RELET,

refresh I< > RRRICH /0B~ RTY,

faem 1 ENANI 125 2z —RIz. WP & (Tokyo) OO VPN-£L%Y 8 &R TS

Router (config) #interface ewan 1
Router (config-if ewan 1)#crypto map mymap

|:7>F%ﬁ

crypto map <L 4 2 &F>

|m5x—9
INS A—4 BHANES R E SRR | HEREFDIE
YL BA TR ;rg}jto map AV N THELL BV Z2AMEEEL | W]

Loosezabuuga
ZDAL BT 2 —ATIE, VPN (IPsec) Zf L 1A,

fsxes—r

EWAN A2 27 = — AR EET—R

PPPoE A2 # 7 = — AR TEE—NR
HAXNT T A BT 2— AR EET—F (F100 DI)
[Psec A2 Z T = —AREET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ipsec access—|ist

[Psec DBV 7 X {EHREERLET,

refresh A< RRRICH /0B~ RTT,

BEF1 2TONT Y FEEEIET D

Router (config) #ipsec access-list 1 ipsec ip any any

IEQEW] 2 192.168.100.0/24 — 192.168.200.0/24 3EMD/\/7 v b #HEEILT D

Router (config) #ipsec access-1list 1 ipsec ip 192.168.100.0
0.0.0.255 192.168.200.0 0.0.0.255

Dzenia 1P 8ry rOHESIET S

Router (config) #ipsec access-list 1 ipsec tcp any any

Bsema 2o/ 7y FERSELAEL (bypass)

Router (config) #ipsec access-list 64 bypass ip any any

|:7>p§ﬁ

ipsec access—|ist <ipsec—access—|ist &FE> { ipsec | bypass | discard } <ZnO
FaJLES> { any | local | host GEET IP 7 FLR> | &
ETXIP7 FLR> GEfExWildcard v X4 > | [eq <TCP 7ih— +F&
£>] [eq <UDP R— +&ES>] { any | peer | host <FE%k IP 7 K
LAR> | <BBE IP7 FLR> <3E%k Wildcard ¥ X% > } [eq <TCP
R— FEE>] [eq <UDP R— FFHEED]
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I ING A—4
KT A—E | BENE B LB DIE
TNENOEMEOFSEEELET,
ipsecaccess— | L7z, ZOFEFIE, VPN BLIZ OB | s o
st L OIS ET (s [0 A
(FEEIEDEY)
isec I
b R
ipsec | bypass | i B bt G957, Fil (bypass) %F A s
;. P BT D, BEIHEX R ET D) EFEEL | |bypass e AWEASA]
iscard S 34
discard PEFERIRE
ERA
|icmp ‘ICMP
ip P
: Faban b, Taban & B s |lep  [TCP X
Fura S | B AT
R ET, fudp [UDP
0~ |[ararE
255 | BERIE
BTG A=K (TR AR —hFK 27
L) ¢, 2T ERETHHAIT any”
an EAILET, an -
Y VLo AEREL THFCE T a5 |
1%, IPaddr=0.0.0.0 Mask=0.0.0.0 i
AMLET,
. fRR S S ET A, [ )
oca “local”Z4gELE T, o
host BRI/ AT RLALLTRARTRL -
AR ETDH AT ET,
BILIP TR Lo mer b asteL T, Ped TRUATGR, EHRA
E(ETT e
. EIE LT R AZRFHIR E 3572012, N - "
\;\/ﬂdcard <A Wildeard < A2 545 L E-. IPv4d 7RL AT BMEAST]
TRIPTEV s sor v i L, Pvd FRUATER WA
564 Wildcard 56567 FL AZAPRHR E 57012, ot -
~ A7 Wildcard v A2 %245 ELET, Pvd 7RV A L]
VPN B 756 248 €9 D5 A1, “peer”
peer PHEELET, beet
TCP AR—hE |7 aha/LTltep 28 ELTZG /I, X [TCP AR—hE5 (0~ W T
Ea G LT A TCP R— I NEFFIEELE 65535)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

ﬁ—o
e [PRPEA T EEELES A, [
UDPARTRE et s UDp b L E |0 O ey
=) ¥ 65535)

X RKTUN
F80:64 —> KU
F100:128 —=>KJ
F1000:2000 —>~Y

Loogesabuiga

[Psec #EREZH A2 L3 T&EH A,

| B

AR EET—F
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Imatch address

B b5y MR ELET,
NI RDEAE TE 58 4E T R AL, ipsec access—list T~ R THEEL . match address Z< KT
1%, B9 % ipsec access—list ZH S AR ELET,

[Psec TLEZITHOTHIUL 1st/2nd) 472 a 12 TAL L VPN &30 77 7 VPN ik w2 L%
R
Ist/2nd @ 2 DO crypto map Z LR EL ., BL 7 X4F LR —DOF S E=BELET,

F7-. NETHEH T crypto map 1349, A X —7 = — A —RIZTREEAHT 2T bRT i
X720 F A,

[Psec BTy Ez4TH DO THIUE Imulti-path | 47> a2 EXZ L ET,

(RO T I  Tbalance | A7 arbfEHLET)

multi-path @ 2 -2® crypto map # 1R EL., VL7 X EFE FILA—OF 552 L FT,

F7-. AR ECCHE 5 crypto map (34T, A X —T = — AT — RN CRIEMT 21T/ 8
DE I ECAUES IR

refresh 2~ RBICH /A~ KT,

B s 1 192.168.100.0/24 <> 192.168.200.0/24 HEEBILT B/87 v b & LTHET S

Router (config) #ipsec access-list lipsec ip 192.168.100.0
0.0.0.255 192.168.200.0 0.0.0.255

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #match address 1 1st

| ERPAs =

match address <IPsec access—|ist &FB8> [1st | 2nd | multi-path [balance 0-10]]]
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I INTGA—4
INTGA—4H BHANES SR E g HREEDE
[Psec access—list |54 3%/ hE LT, [Psec access-list .
S 1~128 BWEA T
& FEARELET, A
IPsec TLEZITOYA 1T, 1st F/21E, 2nd %
BEIRLE T,
[Psec By A1 TH535A &, multi-path
balance {0-10}& 3R L £9°,
Lt [Psec JTRAERED A1 Bl AR Lst
Lst | 2nd | multi- ELET, ond [Psec TLEAHE
pth [olance [, psec TR 7T B | naticputn [
WERTELET, balance {0-10} - ‘
multi- |IPsec A i A TOGGTEEL
path [F7,

balance | faf /0 HUREIZ, 20D SA 12wk
{0-10} |ZRV T DEIGERELET,

X ERTUN
F80:64 —> KU
F100:128 =KV
F1000:2000 = FJ

Loosezabuuga
[Psec Zfli i CEEE A,

| ERs

VPN BL 7 Z3RET—R
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I sa-up route

IPsec JUREAERESH T BBEI1Z SA—up /L—h nexthop Z7% ELE T,

ZHUCIED [Psec SA MESIUVZER . F 0 ipsec access-list DFEIE IP 7 RL ADREE I Ha L —T (7
T—7 L FISEINMUET,

(SA DSVEELUIZBIT, 2 ORKIERIIV—T 40 7T —T ADBY RS ET)

KR, B 2AIZ2EC 2 BREROBESRITTREDITOWm A HAL CRRSHIEAI 7OV —& UL L3 A1
FINZXKFL RIP ZEDH A F 07 —T (27 7 aha Vil G i B EAE ROIRSE OT- DI AL £,

refresh I~ RBICH NI/ Ha~ 2 RT1,

B s 1 SA-up JL— 1> nexthop 1= 192.168.3.8 45 LE T .

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #sa-up route address 192.168.3.8

| ERPAs =

sa-up route {address <A.B.C.D> | interface <4 >% 7 x—X4%>} [local-
prot1]|local-prot2] [<distance>]

I INTGA—4
INTA—4 BRENE 5% T #h HREEFDIE
— L —hK S ATCERE ] R
address <A.B.C.D> S&;‘f /b0 nexthop ZTRVATEIE || ooy st [mern
ewan 1~2
SA-up /L —h® nexthop Z A Z#7=—A |pppoe 1~24% |
N —A _ . ~
A7 g THRELET, dialer 1~207*¢ GOl
ipsecif 1~5007
local-prot 1/local-prot2 BT NS AT 07 abhaL % local-protl rip C metric 1
P PrOY lssean g, local-prot2 | CEBUELET,
SERES ;X == : =8
distance ff;“ DREFS IO distance HAFRIE || _ oo 0

¥1:F80 MFAIX. 1~5 1220 E T,
$%2:F100 DAZEIRFTRE T,
¥ 3:F80 MIFAIL, 1~32,

F100 DF-Ei%. 1~100 2720 ET,

Loosezabuuga
[Psec JTURBEREZME I 52 LN TEER A,

| RS

VPN ® L7 X3 EE—NR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I set peer

RTELTUWA crypto map 73 SA N9 A VPN BT DT R AL/ ITHRANM AR EL 1,

refresh A< RRRICH /0B~ RTT,

I BEFI 1 BRELTLS crypto map @ VPN E7 %#7192.168. 1. 1"IZEXE T 5

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set peer address 192.168.1.1

I HEF 2 FHELTLS crypto map @ VPN E 7 % "vpnpeer 1”2 ET 5

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set peer host VPNl

o> rest

set peer address { WWNE7Z®DIP7RFLR | AL VS }
set peer host <VPN E7DHRR &>

B i34
B
INS A—4H BREAR B it | BED
fi&
VPN E 7D IP TRL A, F121ER A 45 %
VPNETDIP T f8ELET, [Pvd 7R AT e
RLA | RAS [IKERYS—REE—RTRELZ VPN ET  ([Pv6™ 7R ZJE A
4, D IP TRUA, FTIR AL LRIL THDHY |[RAL 47

EAHDET,

VPN B 7 D4 EFEELET,

IKE RV —REET—R TR ELZ VPN ET
D ID ERICTHLILERHDET,

K1 RAL UL BIOIPv6 TRUVAER O Eid. F100/F1000 D&AIZ/20ET,

VPN E'7 D7 A
N FR

K 64 XFOF B
oyt s AA]

K2:RAM LU TRETEDILFIL, 1271 IFFEFTORILFE (A ~ Z). /PXF (a ~ 2).
BFE O~ 9. N7 () FPODHRBHRETEET,
F80:V01.02(00), F100:V02.06(00), F1000:V02.06(00) A& AR —k

foosesannusga

IPsec i H T&xFEHA,
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l,-hx k&IZDNT

ZDRAML 1L, Aggressive & —RC Responder D12, AT @EIL TLA ID LLTHEHAEN
3

| B

VPN ® L7 X5 EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iset pfs

PES (Perfect Forward Security) Z17729B31Z. Diffie-Hellman #EAZ 4% L7~ Oakley SFEIEHU
LA AL ET,

ZDa~ R Oakley Group 5 ELET,

Diffie-Hellman Group (Z1%. 1(768-bit) &, 2(1024-bit)& . 5(1536-bit)?> 3 FEEENHY F9,

refresh I R IZA N/ Ha~< L RTT,

I EH 1 PFS EARED Oakley Group [Z. Group2 AT S

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set pfs group2

I:7>P%K

set pfs <DH #')L— >

I ING A—4
NG A—4H BRERNSE R EERR HRERFDE
groupl
DH 7' /L—7" |Diffie-Hellman 7/ — 7 & 5248 EL £ 9, |group? |AIEATA]
groupb

foozesabuusge

PFS i L EH A,

IPFS Lix?

Quick Mode F—23 SN D= NEH — D F A A FE3Rk 95 Internet Key Exchange (IKE)D T
BT, F/=, FDORRIZF—D KEX (Groupl or Group2) #FFELE T,
X2V T 4O TIEFRE S/ 0 F T3, F— DA HF 303D RSB ET,

FITELnet-F > U —X DO T T RRRBE L, PES 217722 W iR T2/ > CWVVET,

fsxes—r

VPN L 7 Z3RET—R
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I set redundancy

AA R CIRE N k727 o785 E 12 nexthop TRV A& LT, 7S 277 7 llZ crypto
map CRIE ST NG ELZ7ZEET | ﬂbfﬂ/*‘ MEHZ BN ET, 72721, crypto map % ewan
A-2ATHELTEAL, TRV AZ =27 /L TERIEL TWHD THIUX, redundancy address 5% iE
X LEETT N, dhep/pppoe/dialer DI EITHEHTFRE D MEITHYEH A,

%7~ delete message iR ETHIEICID R I T o T ERENO AL VARG /T 5L X1T, Ry
T T DOETIZHL T, Phasel,Phase2(In/Out)?® delete message Z 52 L £,

ZAFMIE 71X FITELnet-F 2V —XFRE T,

D Nvo 7y THISBHRT SEBIEBO next hop 7 KL A% 192 168.50 3129 %

Router (config) # crypto map 1
Router (config-crypto-map) # set redundancy address 192.168.50.3

|:7>P%ﬁ

set redundancy {address <A.B.C.D> | delete-message-send}

I INTGA—4
NG A—4 BHANES 5% B HIREFDIE
address NI T THLTIRHOFATFED IP TRV A% R IE  |IPvd TRV ATE WA
<A.B.C.D> |LET, 2y :
deletes delete—message Z1E5ELE9, delete” B IEAST]
message—send message—send

Loosezabuuga
IPsec TLRMREAHM T 5L CEERA,

I“*% S
VPN L7 ZRET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iset redundancy distance

AAY SA BEEREZ, N 7T w7 SA IZHPIRDABED /77 71K O distance HAZ R ELET,

REGI 1 NV O Ty THICEFET DERFMD distance fEZ 101295

Router (config)# crypto map 1
Router (config-crypto-map) # set redundancy distance 10

|:7>F%ﬁ

set redundancy distance <distance {E>

|/\°5x—9
INTG A—H BRERNSE ERTEEIR | ARREFDIE
distance ff I T T TR D distance [HZA X ELET, 1~255 BWEAT]

foosesannusga

NI T TR OB FE N Je 72> CLEI 72 | unicastRIP AKX T v 7L — b #EZh b7
Di‘é—o
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I (B%) 70 k3L distance fE

o7 bz o distance fEIZ. LT DO IHIZ 72> TWET,

. Joran (FIALME #E

RET 1 2 AThE
L — ] - EZEN0)
‘BGP (external) ‘20
‘BGP (internal) ‘200 25 AT RE
IBGP (local) 1200
IRIP 120 ZEFE AT
(OSPF (external) 110
(OSPF (inter-area) |10 25 AT e
‘OSPF (intra-area) ‘110
IKE L—F 0 25 AR A
SA-up /L—F 0 5 AT
[REDUNDANCY /—H [0 5 Rl
‘EventAction L—h ‘1 |Z§Eﬁfﬁ'é
‘AutoConﬁg ‘O JE A A]
exss—r¢

VPN BL /X EET—R
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Iset secur ity—-association always-up

SA DWESLIRBEAAERF T2 L0 E R ELE T,
ZOAaRUREBRELIGE ., —FEMESLUIZ SA ITHENL Ut £97, 77—, SA D3I L7356 3L
THETIMNALIUT T

[Psec @ Aggressive &—R Ci# 92412, Initiator ANIFRE L TRLENEMTT,
¥ Z ] FITELnet-F U —X ([EE IP) ——— HLASA) FITELnet-F U— X (&1 IP)
FREDOBREECILE E B 2D VPN TR TA T XA LZET SA OIEREZIT B
TANBIRIE M T A FE A

ZOa U REE T AT LTS I E I SA DSHENLS AT . B A D OIEE B AREELC
IRABZEIEIHVERT A

refresh I~ RZLICH NI/ D~ RTT,

Ben shzumpseys

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set security-association always-up

|:v>p§ﬁ

set security-association always-up

|,<5x—9

INTA=HTHVERE A,

Loogesabauss

feNE U7~ SA 1%, Lifetime O EIZIEWEIR L £,

| B

VPN ® L7 X3% g —NR
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Iset secur ity—-association ipsec—src—id

Phase2 ID A2 —F®D [P 7RV ABLIOT RL AV AV EZEZRLET,
NAT BHEE—R2Y nat 7 (1 %F 1 Z£#) 054 T, BHEZEOT RUABNERFIET 25512, &
DB DT RV A (FiH) #ZDa< R THRELET,

refresh I~ RBICH NI Ha~ 2 RT1,

L aoem 1 NAT T 7 K LRAS 192, 168.100.0/21 124 BIBA

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set security-association ipsec-src-id
192.168.100.0 0.0.0.7

|:7>P%ﬁ

set security-association ipsec—src—id <IP 7 KL X> Wildcard <X o>

I/\"%;‘—’Sl

INTA—4 BRERNB BREHE | HEREFDE
NAT ZH#it% D IP TRL-A IPvd TRL%

P 7RUA RGO T SRR CIRET 22 CEET, | N
AR FS T A IRLTUIEE N, ’

. LR DT KL Z%RPAE E 572812, Wildcard \

ldcard - T IPvd TRLA |

WY exoamE L s sl |07 e

TLIZEY,

Loosezabuuga
1L SOTRLABHCEL 2 A RELET,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Jammesn

set security—association ipsec—src-id <R T IP 7 RL RZFRET D56, A2 (Wildcard <A
N EFERL T = N TTRVAEHEZTRETHZENTEET,

Wildcard ¥ AZ71%, 7 Ry b= A7 LIFEAN RV ET O TEEL TTEEW, Wildcard v 27L&
YT Ry AL, 717 ET0 DB AR F T,

$111) 24bit ~AZ % Wildcard ¥~ A7 CHRITHIGE L, T X~ AT TRITHGHDOEND
Wildcard = A2 D#34:0.0.0.255
BT Fw b AT DA 255.255.255.0

#12) AR, Wildcard A7 CERBLT D55 L, 7 Ry b~ A7 TRELT DA OE

Wildcard < A7 D454 :0.0.0.0
YT X b AT DA 1 255.255.255.255

bexs—+¢

VPN BL /X EET—R
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Iset secur ity-association |ifetime

Phase2 SA OAE(FIFHAZHELET,
Phase2 SA OAETFFRFR I, FEf ik — X & CHRETHIENTEET,

refresh I< > RRRICH /0B~ RTY,

i1 Phase2 SA @2 7rEsRI % 3600 BISEEY B

Router (confiqg) #fcrypto map Tokyo 1
Router (config-crypto-map) #set security-association lifetime seconds 3600

Lethz Phase2 sAEmhgT—2 8% 1000byte SHRET S

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set security-association lifetime kilobytes 1000

|:v>p§ﬁ

set security-association |ifetime { seconds <AE7EEFfED | kilobytes <EFEH#FET—42 2> }

B i34
INTA—4 BRERNB BREEE  ARREFOME
R Phase2 SA DAAPHE () AROELET, 00> WA
A — A gtljseZ SA DAEAF kT — 42 i (KB) i EL & 312829?37295 T

X R LT —HOM G ERELIEATL, RSB LIZL LB E LT —ZBOBEN
1Tbh =354 GRICHE T LI2ZAI 7 T) I, Phase2 SA ZfERLET,
Lcogesabuiga

ETFIRERT I, 600 BT,
NANGETCOATFRFITIFAELEE A,

IWNE?&%EﬁEEé%%
SA ZHENTLLHEL TWVWA VPN BT & A AFRF OR E N BB 5-A1T. IRD IR0 ET,
initiator DA |HIEEORK EMERHLET,
responder MIGH | HIEBEORTEMEEFAFNODORESINIEZ LB L T /hNSW 2B AL ET,

fexes—r

VPN ® L7 X35 EE—R
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I set transform-set

ipsec transform—set I~ R TR E T 5 Phase2 OWF SAbLARU > —Z % nf T £97,

refresh I~ R ICEN /2D~ R T,

HmEFM1 ZDELYAIZBULTIL, ipsec transform-set THEE LI="policyl” DR o —%
I ER)

Router (config) #ipsec transform-set policyl esp-des esp-md5-hmac

Router (config) #crypto map Tokyo 1
Router (config-crypto-map) #set transform-set policyl

|:7>F%ﬁ

set transform-set <Phase2 /") > —&¥>

B i5x—5
ING A—A BANES BEEHE | AREROE
Phase2 ipsec transform—set CiX L 7= Phase2 RV — |16 SLFELAND W AT
RV —2 R |AHERRELET, BT :

foosesannusga

2k R DES., FAET L2V R A :MD5 CTEIEL £9-,

| B

VPN BL 7 Z3RET—R
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| =ramzicEyons

Icrl—optional

RERAEOFZ A CRL THER T2 LRV ERTELET,

Bsoem1 amzoamitssd (RLCHRT S

Router (config) #fcrypto ca identity
Router (config-ca-identity) #crl-optional must

I:va%ﬁ

crl-optional <CRL E%%E>
| RS A—4
ING A=A BRENE RESEF | HRREEDE
ZOFFHEIZEAL T, CRL 24 A0E 90 %8 7E

LEY,

N R EOH AL LT CRL CHRLET s |jmust |,
CRL %/ must  |CRL N HUF TERWIGEIT, TS HMIS | |notuse HEEA ]
nES,

notuse [fEFAEDOHZIMEE CRL THERL X A,

oosgesannuga

CRL ZHt#% (20 BPLAN) TEAUIREA EOA ML HERBL £9725, B CERT TR 21TV
EJ 0

B

EREAE (B & O D) FEET—K
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Iemail

FEAEY S AN 7 A N EODEAA—NT RL ZEHRELET, EFA—/VT KL ADEREE
WRWEAIT REDOMLEIIHVES A,

BREH 1 EEBAZEVI IR IF7AIICEDDIEFA—ILT FLREL T, F100@xxxxx. ne. jp
FERETD

Router (config) #crypto ca identity
Router (config-ca-identity) femail F100@xxxxx.ne.jp

|:7>p§ﬁ

email <EFA—ILT FLRA>

INTGA—5 RERE REHE | AREFOE

WA A=/ GERHEV AN T 7 A VTGO DEFA—ILT

FRL L2 E4 R 64 307 B IEART]

foozesabuuse

SEEEY 7 = AR T 7 AT E-Mail TRV 22 S0 5213 TEFET A,

exs—r

AR (11 5 0 ID) T — R
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I ip address

RERAEV Y AN T 7 A NG DD IP TRUVAEZFRELET, IP TR ADE#Z G DR IGETT,
REDMINIHVFER A,

Been amEU TR b I LIZEDE IPTFLRELT, 192.168.1.1 #8%ET 3

Router (config) #crypto ca identity
Router (config-ca-identity) #ip address 192.168.1.1

|:7>F%ﬁ

ip address <IP 7 KL X>

I/\"%%—’Sl

INSA—4H BHARES B it il HEREDOE
IP 7RLVA  FEBEY AN T 7 AN EHH P TRUA  |IPvd 7R ATER [ A A]

Loosezabuuga
AEAEY I = AN 7 A /U IP TRV AR GO L LT TEEE A,

| B

RN (5 0 D) e E—R
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I ip domain-name

AEAEY I AN 7 A N ED DR AL LI ERELE T, RAM U AHOERE G D720 E
I3, BREOLEITIHVER A,

I REF1 EBAEUIIRFIF7AILICEDD RAALEMEL T, xxxxx.ne. jp ZHRET 5

Router (config) #crypto ca identity
Router (config-ca-identity) #ip domain-name xXxxXxx.ne.Jjp

|:7>F%ﬁ

ip domain-name < KA A > %&>

INS A—4 HEAR REEFE | AHRREEDIE
KA FERAED S AN 7 A TGO DR AL AR K 64 SCF A A A]

foosesannusgea

SEHHEV I AN T 7 AT KA B G DA LT TEERE A,

| B

RN (5 0 D) e E—R
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Iname server

CRL % HTTP H— 2B TG A O4 BRI 351 — L — =D [P TRV A%
FELET,

Bemm1 f—Ly—10 IP7FLR%. 192.168.100. 1 [ZBET 3

Router (config) #crypto ca identity
Router (config-ca-identity) #name server 192.168.100.1

|:7>F%ﬁ

name server <fr—LHY—/\® I[P 7 KL X>

I/\"%%—’Sl
NS A—4H BRERNE REEIF | ARREBOE
. . |CRL & HTTP % — NIZHIZATIG B D4 RiifiE .
(B — X[ . . ) TFpva TRLUA | L
AR A ey S A R S e ALl PP e e
DIPTRVA | K

ELET,
| B

AL (20 D) FEE—R
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Iquery—ip

CRL % LDAP % — N |ZHIZATEEE D LDAP H— D [P TRL AZHRTELET,

I EXEHI 1 LDAP H—/dD IP7 FL X% 192.168.100. 2 [CERET 5

Router (config) #crypto ca identity
Router (config-ca-identity) #fquery-ip 192.168.100.2

|:7>F%ﬁ

query—ip <LDAP H—/\®D IP 7 KL &>

I INTG A=A
INTG A—4H BREAR SREERHE | HEREFDE
LDAP #—,3 |CRL % LDAP H— IZTIZT<E4 D [Pvd TRL-A ST
DIP TRV A |[LDAP H— 3D IP 7R 2ZHELET, TE=
fexes—r

AL (20 D) FEE—R
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LiPsecn s RIS 258
!multi—path [F1000 EFHa < > K]

slog |Z IPsec Bfaf 43 BX IR BEZ 7R (single—path £721%. multi—path) (B9 A/ Hae ForSE
LA ELET,

Reni1 IPsec 7o 2R UR 1 ICHT 2 BHAMOO S OHERET S

Router (config) #crypto ipsec-log
Router (config-ipsec-log) #multi-path eqg 1

multi-path {all | eq <1-2000> | gt <1-2000> | It <1-2000> | neq <1-2000> | range
<1-2000> <1-2000>}

| IS A—4
INTA—4H BREANS REEIE | BRREEDIE
all ATO IPsec T7HEAY AN RIEBELET, all
e <1-2000> ¥ET 5 IPsec 77 BARYANE S 2D/ SANKS
d BLinET,
(120005 [TRETD [Psec 77 RAYAME GLORENE
¢ BFE O SARKI BV ET,
P = N \ = fé\ﬂ]ﬁ/ﬁ Elf
It <1-2000> FBET 5 IPsec 77 BAVARNE L0/ hEWE = 1~2000

BRFO/NADRKIREIRET,

neq <1-2000> YEET 2D IPsec 77 BRI ARNE B LIS DT 54 F

DINANKIREIRDET,
range <1-2000> |[Psec 7 Z7& AU ArO#EFH A5 E LHIFHN O 5
<1-2000> TR XA G LR FET,

Loosrezabuuga

IPsec B faf 0 HROIRREFR I RICB T D07 2 FRn 52 LM TEEH A,
7272L, no-path {REEIT R/ & TR L ET,
$%:F80/100 [ZBEL Cik, T 74V CIRREEFRRICE T Ar/ 2R RLET,

bexs—+¢

IPsec B/ E—R
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I nolog-block-type-discard

vpnlog ® “block type discard ~"ZMifil DR EEITVVET,

ZAE LT N A3 2 E Il T 572012 B L 7 2R 23 D312, PRt o7t
W2 ERin SRS ET,
1) ~>F L7z ipsec access-list 2% discard 72 >7=35 4,
2) R ESIT- ipsec access—list [Ty T LR -T- 4

ZDavw R TEM T 07 M T 528120 a2 B9 <THIENTEET,

refresh I~ RBICH NI/ D~ KT,

I %7€ 1 block type discard @ vpnlog %9 55 EET 5

Router (config) #crypto ipsec-log
Router (config-ipsec-log) #nolog-block-type-discard

| ERPAs =

nolog-block-type-discard

I/\"%;‘—’Sl

INTA=RIHVEE A

| B

[Psec 27 & —RK
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I nolog-spi—-no—-match

”SPI no match ~"® vpnlog Z#ii| 2R ELITVET

A5 LT2 BSP /X "N B EEESEIZH DD T, 37y MK ANS LTS SA BN EEEEEHLT
2D SA T~y T Uil Az isnsue s L £9,

DA R TN T a7 AT 28I, on s AR TN TEET,

refresh I~ RBIZA N/ Ha~< L R TT,

IEQEWH “SP| no match ~"® vpnlog ZH#|d HEREETT S

Router (config) #crypto ipsec-log
Router (config-ipsec-1log) #nolog-spi-no-match

I:7>P%K

nolog—spi—no—-match

I NS A—4H
INTA=HIHVEREA

| B

[Psec m7E—R
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I vpnlog—detai |

IKE. IPSEC %= ® vpnlog &. keepalivefail @ vpnlog H /147 No.Z SR EL £,
F/-, ARa~v U RERET5HE. vpnlog enable < R CTRELTZNAENE N2 0FH A,

refresh I< > RRRICH /0B~ RTY,

I EZ7EHI 1 keepalivefail @ vpnlog HHEETRTT S

Router (config) #crypto ipsec-log
Router (config-ipsec-log) #vpnlog-detail all

|:7>F%ﬁ

vpnlog-detail [all | KEMH> <KET7EHE>]

I INT A—7H
INTGA—4H BHANES Biar i HIREEDE
T H S EEHCIREE T A0, R—NEMEE
FBELET,
all ETOETE TP ET,
FBETAE T H TEFF O/ AN}
%17
A I~900 g L prn g, all
" HETBET E B L kE s |29 1000
gt#21~499 gﬁoﬂxﬁiﬁ%&fwiﬁ gt 1~499 A 2%tIC
R - —lt2~500  |&ToORrZ
[t%192~500 FBETHETHE I/ NESWES neq 1~500 |FRLET,

RO/ SANRI R LIV ET, range 1~500

RET 2T/ FLSIOR 5% 1~500

><11N ! ) o
nea™ 1000 e skt g0,
%1
e TR RommRELGARD
1~500 B HaFFOSADPIRLILVET,

% 1:F80 MIFATX, HAMED 32 12720E T,
F100 D&% &1L, KRMED 100 (IZ720E T,

% 2:F80 MIFATX, HAMED 31 12720E T,
F100 O&%&E 1L, HKREM 99 12720ET,

B

[Psec B/ E—R

426
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I IPsecD&FEERTE

Ialive

[Psec SA @ KeepAlive &L "C, ICMP Zf#i 132355 DX A~/ i85 R S A2 R ELET,

REHFI 1 1[ED KeepAlive T4DD ICMP #EEL. ZD 55 3 DLULIGENENSTIHFEIC
SADEEELHLT

Router (config) #crypto security-association
Router (config-crypto-sa) #alive count 4 3

REF 2 1[EDKeepAlive TA4DD ICMP #EEL. D55 3 DLULEIGEAELMKEN 3 [
PLESEWNIBSIZSADEE L AHT

Router (config) #crypto security-association
Router (config-crypto-sa) #alive count 4 3 fail 3

Laehis 10 o Keephlive D5 A L7 FEMESHET S

Router (config) #crypto security-association
Router (config-crypto-sa) #alive timeout 3

I ssEs4 100 @ KeepAlive # 60 BRI TXIETS 5

Router (config) #crypto security-association
Router (config-crypto-sa) #alive freqg 60

I:va%ﬁ

alive count <ICMPX{E%%> <ICMP £Ba#> [fail <ICMPE#mkBR[E%0>]
alive freq GE{ERIME> [degraded-freq EIEREIED]
alive timeout <timeout FfE>
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I INTGA—4
L85 A—a BENE BEHE | AREOE
[OMP (5% ;E]L@ KeepAlive Tik[E3 % ICMP OFAREL 1~15 W

1 1D KeepAlive Ti&{E L7z ICMP £8D5 6 | fi]
ICMP Rl MBISE 252 T B2 o T BRI CREAR B S HIE |1~15 HWEAA]

THONERTELET,
ICMP JEERM |(TIEEEL T ICMP BERLC R 725 SA O || o !
%% CHETEINERELET,
e [EEED ICMP KeepAlive 0 {Z NG (B) 23% | -
S EEE ELES 5~1000 |HWEAT]
degraded—freq < [UFZAHED ICMP KeepAlive D EAZ IR (7)) & 5~1000 |60
E1E R RELET,
timeout Bl [ICMP KeepAlive IS B IR (79) 3~60  |[HWAT

foozesabuuse

ICMP #%{E% 4[]

ICOMP ik 3 [

ICMP SRR 1]

BSE{ 60 £

‘degraded—freq (5 60 b

‘timeout I FH] ‘3 ¥
exss—r¢

[Psec &R EE—R
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Ialways—up check-interval

SA OFESTARREZHEFF T DA O, always—up OERMREAHEELET,
ARz R4, set security—association always—up <> RC, SA DFETIRAEZHERF D% EICL
711—‘ Q@‘/ﬁ Xb(‘a_o

F80:V01.02(00) LA[&EH 7~ —
F100:V02.08(00) LA[&HHR—

Lasem 1 alvayswo oEERIGE 100 ET 5

Router (config) #crypto security-association
Router (config-crypto-sa) #always-up check-interval 10

I:va%ﬁ

always—up check—interval <EStR[EIf>

I/\"%;‘—’;‘l

NG A—4 RERNE REHE | HESFFDIE
BitAfbE  |always-up OBEHLMIG (B HAL) 23 EL £, 1~20 HWEAH]

Loogxsabuga
always—up OEEFIRIREIZ 20 FpE720FE9,

be=ss—r

[Psec BFEFEEE—R
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I am-3-encr

Aggressive BE—R|ZEARIT=— a0 3 % H D ISAKMP 27y Ml 2t T 585125 EL
F7,
VPN 775 CISCO3030 DA%, FRENLE T,

! HERFI 1 Aggressive E— FD3IFZFHD /N v FEREEIET 5

Router (config) #crypto security-association
Router (config-crypto-sa) #am-3-encr

|:7>F%ﬁ

am-3—-encr

|/\°5x—9

INTA=HIHVEE A,

Loosezabuuga

Aggressive E—RDO XTI —a30 3% H O ISAKMP X7y MM, B 5L EH A,

| B

[Psec &-FRAEEE—R
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I am-3-initcont

Aggressive E—RIZEH A= —1 a0 3 % H O ISAKMP 7347 MZ | INITIAL-CONTACT %
EHLET

IEEW1 3ZEB D Aggressive 73 M INITIAL-CONTACT i H 9 %

Router (config) #crypto security-association
Router (config-crypto-sa) #am-3-initcont

|:7>F%ﬁ

am-3-initcont

I/\"%%—’Sl
INTA=HTHVER A,

foosesannusga

Aggressive D58 T #1Z informational #3477k INITIAL-CONTACT A& HL £,

[ ]
=111}

REE—F

[Psec &-FRAEEE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I configuration mode

mode—config DRI T— 928 T, REQUEST/REPLY I CEIMES DA SET/ACK il
TENMET 2 ERELET,

refresh I< > RRRICH /0B~ RTY,

[ s 1 REQUEST/REPLY $IBITEIES %

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration mode initiate

|:7>F%ﬁ

configuration mode <Hl|{EHE— K>

I/\"%%—’Sl

INSA—H BHANES REEIR | AREDE
REQUEST/REPLY #ilf#l C#){E4 %7~ SET/ACK
I CEMET A0 ERELET,
o .. |REQUEST/REPLY ll#lE—NTEME |linitiate | ,.
BEE =TI L E @ req ZELET, | espond [P R
SET/ACK #If#l&—R CTEI/EL . set &

respond |

ZEFbELET,

foozesabunsge

set—ack E—RTHEIEL , set DZFRFHLELET,
Mode Config Z{#i 9" AE 1L, ip vpn—nat inside source =<K T modeconfig TEIN YL THIL
7o NAT BT D3 EEITHOMERHVET,

l%—P:>747®$%

F—Rar7470% VPN BEE1TIBRIC Peer [Rl O fE#HA LT 2 FIETHY | MHMAH 1%
X2 F—2BH0FET,
1) configuration mode initiate Z8ELI-HE
XF100 2B L TVET,
AEBITE—R T DA==—F L TEMELE T,
AREEENS, B—RaL T 47 DL AR TR LT, Bk (Request) 65 L T, IRE
(Reply) #HE7,
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F1ae
Eequegt

Eeplw

nitialg

2) configuration mode respond ZELTZRE
XF100 ZBNZRHAL TWET,
AIEBITE—RaL 747 DL AR Z LU TEELET,
AIEE T, B—Rar T4 DA = m—EHIEH (Set) 252 1) T, &R (Ack) KL F

7
F1a
» et
Bek -
regmand

exs—r

[Psec 45 % EE—N
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Iconfiguration mode application-version message

configuration mode ==~ K C initiate ZEIR L= BT, TV r—rar_"—var @izt ok
THM AR ELET, respond Z IR L7500, FIALER A,

refresh I< > RRRICH /0B~ RTY,

faen1 7Iur—varn—vaoiEey b¥s

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration application-version message fitel

|:7>F%ﬁ

configuration mode application-version message <Word>

I ING A—4
NS A—%H BREAR REEIRE HIREFDE
TV — g —Var By N AEERIEEL 127 XXF |
WOI"d i—a—o um ‘é ngm‘

X AR—AL WFEEELTHYMENET,
#:A B C DFPA. 5 LFELELTHYVRENET,

ol

Loogesabuiga
LA LB T L E T

| B

[Psec 45 g% EE—F
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Iconfiguration mode application-version push

N3

configuration application—version message 2~ RDEXEDN BV, 7>, configuration mode 2~/
RC initiate 23R E L TCUWVAIEEIZ, configuration application—version message <> KD At —
ThEy L TCreq X7V MEEELET,

configuration application—version message I~ > KD E N2 AL, configuration
application—version message 2~ RDF 74+ /LMEZ#FH AL T req 27 v ’MEELET,

refresh I R IZA N/ Ha~< L R TT,

HEF1 FITVHEr—aunN—2avZ{EERY LT request #i£ET S

Router (config) #crypto security-association
Router (config-crypto-sa) #configuration application-version push

|:7>P%K

configuration application-version push

I/\"%;‘—’Sl

INIA=AIHVEEA

foozesabuuse

request /N7y DT IV — g0 " —U a0 W% null TEELET,

BEE—F

[Psec &-FRAEEE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I crypto security—association

[Psec HERE X D | KFHL A~ HEEZ TR TE T HI2DIZ, [Psec FKFER EE—RIZBITLET,

REHI 1 IPsec HIBREE— FITBITI D

Router (config) #crypto security-association
Router (config-crypto-sa) #

|:7>F%ﬁ

crypto security—association

I/\°5)‘—’5¢

INTA=HIHVEE A,
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/Psec t#EEDRTE

I ikealive freq

IKE KeepAlive D4EMMEZ R ELET,

B s5E1 1 IKE KeepAlive 0i{ERIM % 30 BIZBRET 5

Router (config) #crypto security-association
Router (config-crypto-sa)# ikealive freg 30

|:7>F%ﬁ

ikealive freq GEIERINE>

NG A—H BRERNSE REER | HEREFDIE
FERIIE  |IKE KeepAlive 25 MMRZFEELET, [10~3600 F> WA Al

C DERFEETHIEVGE

EEHIFREIT 60 B TT,

bexs—+¢

[Psec & FER% EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ikeal ive retry max

IKE KeepAlive DY A a3 a % ELET,

i1 IKE KeepAlive @Y b5 1 E%E 3EIZHET S

Router (config) #crypto security-association
Router (config-crypto-sa) # ikealive retry max 3

|:7>F%ﬁ

ikealive retry max <\ <54 =%

I/\°5)‘—’5¢

NG A—H BHANES SR E IR HIREFDE
VT A 0% |IKE KeepAlive DU AR ZRTELET, [1~5 BWEAS ]

foosesannusga

UrZA1 503 1 BT,

bexs—+¢

[Psec & FER% EE—F
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/Psec t#EEDRTE

I ikealive retry timer

IKE KeepAlive DU A M @Zs% E L £,

B s5E51 1 IKE KeepAlive U 5 A RIFE 10 BIZRET 5

Router (config) #crypto security-association
Router (config-crypto-sa) # ikealive retry timer 10

|:7>F%ﬁ

ikealive retry timer <) bS5« RElR>

I/\°5)‘—’5¢

INTG A—4H BHANES SR E IR HIREFDE
UNZ ARG |IKE KeepAlive DUNIARIMRAZZELET, [2~60 Fb EIEA ]

Looszezabuuga
YR AR 20 BT

bexs—+¢

[Psec & FER% EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I i sakmp—negotiation

Phasel @ SA DT A7 XA LW T DRI, FTLV SA ZHESL T 5728912 Phasel D3I —

varwEBRLET,
RKa<w R Tl TA7 XA LD T T D EHIHT L SA D2 D3RIy m—a w350
ARTELET,

JEM 1 AKEA Initiator DFEF, A T2ALFBTD 100 BaETicrIT—Lav %
FIRd B

Router (config) #crypto security-association
Router (config-crypto-sa) #isakmp-negotiation initiate 100

o> rest

isakmp—negotiation { initiate <Initiator Bf(O R I T— 3 U EAMRERER |
respond <Responder BrdD I T — 3 VEITRRED |

| IS A—4
NS A—H BRENE RESEHE  AREOE
Initiator FFoD H & Initiator @ SA [ZDWT, TA T XA L
FAm—a BN T AR ENIHI L SA D72b D 3= |1~86400 [‘AIEAR AT
EliSa vrm—a i BlET A0

Responder FFoD H & 73 Responder @ SA [ZDOUWTC, TA 74 A

A= a Bl | L T T AR LY SA DT2HD R [1~86400 [ HEAF]

s e I —Tar eI o0

3 :Phasel @ SA <° Phase2 M SA Z#EBEICEH T 5L572 lifetime X EX° rekey X EIL. %
BAREEOLIERLBRVET O TITLRNTIIEIW,

cozezabuige

Initiator B XIS T — a9 BILAIE |90 FURT
Responder PO Ry m— a0 BAAGHEY] |30 FOH

exs—r

[Psec 45 % EE—N
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/Psec t#EEDRTE

I negotiation

ARLETE T, Phase2 @D SA DFATZA LD T3 DR, HLVY SA L3 572D I|Z Phase2
DFRA m—aZ B L ET,

KA RTIER, TAT7X2A L0 T T D ENZHT L SA D= DRI =—a G756
MR ELET,

ZOMEIL . ARLEE B 5 Initiator D& & Responder DIFE T, R EMEALEHE T AZENTEE
R

Raem 1 @ nitiator DIBAIE. SATEALHTONBRIFTL T2 3BT S

Router (config) #crypto security-association
Router (config-crypto-sa) #negotiation initiate 90

I REBI2  AFRIEED Responder DIFEIL, T4 72 A LimT D VMFNRITLIT—L 3 U #EIRT D

Router (config) #crypto security-association
Router (config-crypto-sa) #negotiation respond 30

o> rest

negotiation { initiate <Initiator BRI T— 3 VEIAEEI> | respond
<Responder BrD AT T — 3 UBABARERHER |

IN%%—@

NS A—4H BRERNBE REEIEH | HIREFDE
H & Initiator @O SA (Z2DWT, T4 7 XA

DN T T AMFPENZET LUV SA D= D |[1~255 B IEAT]
XA —al BT A0

H & Responder @ SA (Z2DW T, TAT7H

ALY T T DRVBICH LY SA D72 [1~255 A WEAA]
DI m— G T 5

Initiator FEDO RIS
— a2 BHAGIE A

Responder FoD 323
T — 3 a  BRIGFF

foozesabuuse

Initiator D T m— a2 BAAEIREE] 190 FOR(
Responder BfD 3T v m— a BAAGIEA |30 FORT

faee—r¢

[Psec 45 % EE—N
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I re—establish-sa rekey

Phasel @ SA @ Rekey I{EZITVVET,

refresh I~ R ICEN /2D~ R T,

B ssei1 Phasel o SA 0 Rekey BIEZ1T S .

Router (config) #crypto isakmp policy 1
Router (config-isakmp) #re-establish-sa rekey

|:7>F%ﬁ

re-establish-sa rekey

I/\°5)‘—’5¢

INTA=HIHVEE A,

Loosezabuuga

Phasel @ SA @ Rekey @i{EZI TV VEH A,

| B

IKE > —RET—
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/Psec t#EEDRTE

Iretry

ISAKMP (255 H B AL D FF LR (V37 A—4 ttimer) & Fe KFFEAIEL (/3T A—4 :max) &
RELET,

FRFEMH 1 ISAKNP I L 2 BEBIRRMOBERRE 200 &9 5

Router (config) #crypto security-association
Router (config-crypto-sa) #retry timer 20

Raemz ISAIP & 2 EBREROBABRENE (HET 2

Router (config) #crypto security-association
Router (config-crypto-sa) fretry max 1

o> rest

retry timer <@
retry max <&EXKiX{EEZD>

B i34
INTA—4 BRARES BREEE | HREEDE
N 1;/%};34; g;sté HBYEIAD ARG CHIL & || 0 e
R g;iw (28D A RORKFEEEAREL | e

foozesabuuse

S Ll 20 B
AR AR |1 [A]

| B

[Psec 45 g% EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I retry guard-time

IKE RARTy hOEZAFIZBNT, BEDEE L TND MO FRE Try M AFLATRES &
HETORFEZHRELET,

fe61 tRoER oy FOBFANAEEMNE S BISRET S

Router (config) #crypto security-association
Router (config-crypto-sa) #retry guard-time 5

|:7>F%ﬁ

retry guard-time <SZ{SHETRERFRT>

I/\"%%—’Sl

INS A—4 BREAR R EERR | HEREFDIE
IKE RT3 hOEZFIZB T, HEDREEFL T

A ATRERE] |DRF A D FF L Ny NS T AFVAREE T2 FTOREER]  |1~30 B WA ]
(HAL: D) 3 ELET,

foozesabuuse

AR ATREREHZ 1 RICRROEL £,

Iszs—r

[Psec & FER% EE—F
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/Psec t#EEDRTE

I retry rekey—-ipsec

[Psec—SA @ Rekey DUNTA [ (/37 A—% :timer) &, UNTA[BIH (V3T A—H 1max) 27X ELE T,

F80:V01.02(00) ARG H7R—Fk
F100:V02.08(00) LAfEH7R—k

fshi 1 Psec-SA D Rekey DU FSARIBE 0BT 3

Router (config) #crypto security-association
Router (config-crypto-sa) #retry rekey-ipsec timer 20

RERFI 2 IPsec-SAMD Rekey D) FSAEEEIEET S

Router (config) #crypto security-association
Router (config-crypto-sa) #retry rekey-ipsec max 3

|:7>F%ﬁ

retry rekey—ipsec timer <) b7 A [HIf@>
retry rekey—ipsec max {<Ur7A[E1H0 lifetime}

I/\"%%—’Sl
NS A—4H BHANES REEIRE | ARREFDE
_ = =R - Tl 2oS e
NS (B E;e;SA D Rekey DY T A [HlE (AL : 7)) 5% & 1~30 WA

U A0% |IPsec—SA @ Rekey DU NI Am#Z#RTLET, 1~20 B A AT

IPsec—SA @ Rekey DUKT A% lifetime Jiii | £ CTHiED

KLET, lifetime | WEAA]

lifetime

fcosezabuige

EERRE [retry timer I~ R CEREL-RMBIZ/RVET,
AL [retry max 2~ R TR ELZRIEIZR20ET,

exs—r

[Psec &A% EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iretry rekey—ipsec negotiation

[Psec—SA @ Rekey DUNTAF— 3 —1%  FJE Rekey HEEZTTOHEE D Rekey [BIEL (/T A—4
max) Z i ELET,

F80:V01.02(00) ARG H7R—Fk
F100:V02.08(00) LAFEH7R—k

B 61 IPseo-SA D Rekey DY b5 A A —/S—I=HE Rekey 475 EREIEET S

Router (config) #crypto security-association
Router (config-crypto-sa) #retry rekey-ipsec negotiation 3

I:va%ﬁ

retry rekey—ipsec negotiation {<Rekey [E%k>|!|ifetime}

B i5x—5
INT A—%H BHANE REER  HEREFDE
Rekey I oLt | 120w
lifotime [Psec—SA @ Rekey DUNTA A —s3—1%  lifetime fii T lifetime WA

F T Rekey HEREA#DIR L F97,

foozezabuuse

Rekey Z/TWFH A,

exss—r¢

[Psec 45 % EE—N
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IP in IP #BEDRE

| 1P in IPHEE
| P in PigAE
I ip address

AHT2—AD P TRVA, T Ry~ AT EFHELET,

Bsthi1 PPPOE 1D IP7 KL% 192.168.0.1 ISBES 3

Router (config) #interface pppoe 1
Router (config-if pppoe 1) #ip address 192.168.0.1

I EHI2 EWANTD IP7 FLRX%E192.168.0.1, Ty b< X4 % 255.255.255. 0 [ZEEE T
&

Router (config) #interface ewan 1
Router (config-if ewan 1) #ip address 192.168.0.1 255.255.255.0

I:va%ﬁ

ip address <IP7 FLAR> <H TRy FTRI>

I/\"%;‘—’;‘l
NG A—=4 BERAR BEEE | AREFOME
N - :qg N4 ~ Z én_.'—'—’ ~
P FRL 2 AL BT 2= R ZENYTHIP TRV AZ R TEL IP/V4‘A77FI/X s AT
EScpe T
~ __A\::él‘;v\/ \‘\\\\ /X > .
e jﬂfﬁi AZHI Y THY 7 Ry b A7 5% IP/V4‘A77M/X s AT
RELET, =

¥PPPoE BLUN—TF NI AV ET 2 —ATlE, BT RN RO BITTEXER A,

exs—r

LAN AL H T = — AR EE—R

EWAN AL AT = — AR ET—NR

PPPoE Ao 7 = — AR EET—NR
HAXNT AR T 2 — AR EET—R (F100 D)
VLAN /AT 2 — AR ET—NR

I—T IR AR T 2 — AR ET—NR

"o HNAL AT 2 — AR ET—N
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip address unnumbered

BELIEA A7 2= AT ESIV TS IP TRV AEMHLET,

FBELIALH T 2 —ADT RUANEE R ESIV TR WEEAIL, F A H T 2— A ZfH
THI LT kREEA,

ZDAHT 2= AIPLT — R R ETHUNERDHDLLGEIZ, BE T T RUVAELTHERALET,

Paeh INA2 872D IPFELRE VAL VS T2—RD7 FLRAIZERT S

Router (config) #interface tunnel 1
Router (config-if tunnel 1) 4#ip address unnumbered lan 1

|:7>F%ﬁ

ip address unnumbered <4 %2 7 T —X%&>

I/\"%%—’Sl

54 —4 RENE RERE | AREBOLE
lan 1
ewan 1~2
BELEALEZ T 2— AR ESN TS |pppoe 1~24%1
IP7RLVAZEAEHLET, dialer 1~20%*
vlanif 1~16
loopback 1

ABT = — AL, BIgAT]

% 1:F80 DFAIL. 1~512720F 3,
¥2:F100 DHEIR FTRE

foozesabuuse

AHT 2 —=ADT R A IEEILT RUAEL THEH LRV,

| B

N RNA BT 2 AR ET—R
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IP in IP #BEDRE

I tunnel destination

RV DFE ST RL A% IPvd TRUATER TR EL £,
tunnel source AV RDOFRTELET KL AT 72 S HETTZEN,

Raen1 ForuomET FLRE 192.168.100.1 55 5

Router (config) #interface tunnel 1
Router (config-if tunnel 1) #tunnel destination 192.168.100.1

|:7>F%ﬁ

tunnel destination <%E%&7 KL X>

I/\"%%—’Sl

NS A—=4 RERE REHE | EREOE
IPvd 7R AEA

i e SIS SV L QP ey ==
SESE TR NIV DSEIET RV AR ELET, IPv6 7 RL 2 JFst

BT

Loosrezabuuga
RV DSBS T R ZZFEELEH Ao

| EREs

RN AHT 2 — AR TEET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I tunnel mode

R L DE—R% ipip (IP in IP tunneling) IZE%ELFE T,

FEHI1 RURILDE—FZ ipip&T D

Router (config) #interface tunnel 1
Router (config-if tunnel 1) #tunnel mode ipip

|:7>F%ﬁ

tunnel mode ipip

I/\°5)‘—’5¢

INTA=HIHVEE A,

Loosrezabuuga

RARNA BT 2= 2% TEER A,

bexs—+¢

h RN AL BT 2 — AR ET—R
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IP in IP #BEDRE

I tunnel source

R RV DEETTT RU A% IPvd TRV AE AR E721L, IPv6 TRV AT EL £,
tunnel destination 2~ RDFRTEET RL A7 7 A5 TTZEN,

Besm R oRETT FLRE192.168.0.1 553

Router (config) #interface tunnel 1
Router (config-if tunnel 1) #tunnel source 192.168.0.1

|:7>F%ﬁ

tunnel source <EETT7 FLAD>

I/\"%%—’Sl

NG A—H BHALNES Bar i HBEDIE
[Pv4 7R A

[Pv6 7R A Al AT

EEILTRLUA P RIVDIEE LT R AZ R ELE T,

Loosrezabuuga

RNV DEE LT RV AZFRELEE A,

| EREs

RN AHT 2 — AR TEET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| NATHS8E

| NaTigae

I ip nat log-table-changes

NAT T —7 )V OVER/HIBRIFIZ, slog \IZH 1920 E 00D ETT,

refresh 2~ RRICH IR Da~ R TT,

D NAT 2187 — L IERL/BIBRES IS slog (SHAT B

Router (config) #ip nat log-table-changes

I:va%ﬁ

ip nat log-table-changes

|/\°3><—9

INTA=RIHVEE A

cozezabuige

NAT ZE#7 — 7 W OVERL/ HIBRIFIZ, slog IZH L EE A,

exs—r

EARBEE—R
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NAT #5E

I ip nat reserved-sessions

NAT ZEHAENEIZ3\ T, UPnP TERSNZAH L — /LB R EOBEDTD FHELE
oAl BT BT — T VR TR AL N TEET,

ZOREICEY NAT BT — T AN TLEST2HA T, UPnP TR —ME#E TR 18
{5<°. DNS [H&H50 A /A BE N ATREL/R0ET,

refresh I~ RBIZA N/ Ha~< L R TT,

Laen W zgs— oLz 0Ly a s3T5

Router (config) #ip nat reserved-sessions 10

|:7>F%ﬁ

ip nat reserved-sessions <tzw i 3>

I/\"%%—’Sl
INTA—4H BENR BREEE | AR DB
HENMEIC KT LT —7 D% )
st Nézf}ﬁ&%hm BOT, PRTOIEHT —T LD 1~100  |[&HRH
RELET,

Loosrezabuuga
BT =T IV OFRNIATOERE Ay

| B

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip nat max—sessions

NAT T — 7 NV O E AR ELET,

EREH NATEMT—TIILE 16384y 3 URnEBRET D

Router (config) #ip nat max-sessions 16384

I:va%ﬁ

ip nat max-sessions <tzw i 3 >

IN%%—@

NS A—AH REAR REEFE | AIREDE
Yo al B INAT 7T —7 VO KEEHELET, [2048~16384 A IEA 7]

foozesabuuse

2048

exss—r¢
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NAT #5E

I ip nat translation finrst-timeout

TCP @ FIN 7527 %7213 RST 777 MR E STy MI DWW T NAT/NAT+HAR T D551
SEEONERT —T W T —H e —U TN LR () 25 ELET,

Len FINRST DS om@Eantz/\ry FONTERE A LTS b & 0BICHET S

Router (config) #ip nat translation finrst-timeout 10

|:v>P§ﬁ

ip nat translation finrst-timeout <timeout FffE>

IN%%—@

INTA—4H BREARE SREEF  HEREEDE
FIN/RST 757 BEESIZ /Ny MZOWT D

NAT/NATH AT — 7 L0054 b W] () | 80400 A A FT

timeout FF[H]

Loosrezabuuga

60 FOMRESINET,

|HN757&@?

TCP a7y a T, axyarZd 5855012, FIN 797 %%y Uiz TCP 7y M d:{EL
7,

TCP o7 abhaL Tk, FIN #1%E L7= X FIN-ACK %#52{E 9524 T, TCP oy ar Off
ka4,

SFD, FIN 255 L7228 FIN-ACK 23215 T&E72o 72356 TCP a7 ar O ia11729
ZENTEEE A,

FITELnet-F 2V —X"C NAT #RE4E 3 5X9572354 . FIN OF —X3 TCP OfiEii THY, =
DHBZDARTar AL CT — G EATIO MBI T=D | T —2 2~ TNAT 7
— I N EEREL TBMLENBVET A, LIRS DT =230 2 A LT 0 M A2 5L
HELTBGERANREZLNET,

THEMOBREICEDE T RELEETRo TSN,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

IRST I55Ek?

TCP a2 ar T, 77U r—arOFEIZEY) TCP axryar Wi 55512, RST 77
T %y hUiz TCP 7y bk 5L E7,

FITELnet-F 2U—ATC NAT #¥REZ A 45 L5784 . RST OF —Z1% TCP O THhY., £
D% ZDOaARTvar AL T —2@BEEITRIM BN MOT —ZIZH~TNAT 7
— 7 N RHFHEEL CRMENHVEE A, LTER-T DT —2I0, XA L7 7 MERFZEL
FHEL TCTBGERNEALNET,

TEEHOBREICEOE T, RELE 2 T8> TIESN,

exss—r¢

RAABET—F
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NAT #5E

I ip nat translation icmp-timeout

ICMP (22T NAT/NAT+E#L T 285512, EEONTHT — 7 ML T — T — U TN DI
() #RELET,

I EXEH]  ICMP /87y D NAT R A LT b & 10 FIZERET S

Router (config) #ip nat translation icmp-timeout 10

I:va%ﬁ

ip nat translation icmp—timeout <timeout FFfE>

| RS A—4
INSA—4H REAR REEIF | HEREFDE
. [CMP 7347 MZOUWT D NAT/NATHZEEHL T — 7 )L (D& .
i ~ Z N
timeout MF[H] 1T NSRS () 1~86400 |‘E WA nl

Loosrezabuuga

60 FOMRESINET,

bexs—+¢
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip nat translation tcp—timeout

TCP T2V T NAT/NAT+EB T DG EIC, E DN T — T VLT —F = — VT U N D
W) ZRELET,

Baem TPy FOMTZEBRS (LTS M E 0BIZHET 2

Router (config) #ip nat translation tcp-timeout 10

I:va%ﬁ

ip nat translation tcp—timeout <timeout EFfE>

| IS A—4
NS A—AH BREAR REEFH | HIREFDE
. TCP 747 MZDWTOD NAT/NAT+E W T — 7 L DA .
i ~ ‘ S
timeout FFH] T N (F) 1~86400 |& WA A

Loosrezabuuga

3600 AN ESIET,

bexs—+¢
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NAT #5E

I ip nat translation timeout

NAT/NAT+ZE T A5 51 B OWNET — T NV TF — 2= — T I N AR () 235 E L
Ex

faen WT s L7y & OBICBEETS

Router (config) #ip nat translation timeout 10

I:va%ﬁ

ip nat translation timeout <timeout FFfEl>

IN%%—@

ING A—%H BRERNBE RELHE HEREFEDE
timeout B[] INAT/NATHZEHLT — T L DX A LT 7 MEFRE (7)) |1~86400 |4 W& A< ]

foosesannusga
86400 7SR ESILET

Jitoa<s ke
BB D/ NI T AHA LT I MR 2R E T DIENTEET,

-TCP (ip nat translation tcp—timeout)
*TCP(FIN/RST) (ip nat translation finrst—timeout)
-UDP (ip nat translation udp—timeout)
- ]CMP (ip nat translation icmp—timeout)

INBERRESILTODEHEIL, THEDAA~ITHEN, FFESIL TRV STy MIHOW TR, K=
VR OBREITHENET,

exss—r¢

EAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip nat translation udp—timeout

UDP (22U T NAT/NATHEH T 85512, EONE T — 7 T —He=—T T UM 51

] (B) s EL £

Bem WP/ <y o FOMTZEBRS (LTS & 0BIZHET 2

Router (config) #ip nat translation udp-timeout 10

I:va%ﬁ

ip nat translation udp-timeout <timeout EFfE>

IN%%—@

NTA—4 REANE
UDP 737 MZDOWTD NAT/NATHERLT — T )L DX A

timeout IRffH] LT REER (D)

Loosrezabuuga

REEHH | EREEOE

1~86400 |HHEAS AT

300 HoviRESET,

bexs—+¢
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NAT #5E

Iip nat inside source

ZDALHET 2= APLIFET D hDOEEITLT RV ADE WL — VR ELET,
NAT E—RDEEE NATHE—R (IP AN L —R) DA T, REDOULNT-NERDETOTH

BEL TSN,
8T A—4"static-subnet " &R E T HI LTI NAT OV — VA o NI — 7 BN CTHRET

HZELTEET,

refresh 2 RBICH NI/ A~ R T,

I EZEMH 1 NAT 42 (192.168.0.0/24 —  158. xxX. xxx. 2~158. xxx. xxx. 7)

Router (config) #interface lan 1
Router (config-if lan 1) #ip nat inside source list 1 pool pooll

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255
Tlist 1 DEHDERTE

Router (config) #ip nat pool pooll 158.xxx.xxx.2 158.xxx.xxX.7
T pooll MERHDERTE
[##31]
ip nat inside source <ZAHAFTDT R RAEFH> ZLHLfE DT R AEEFH> /R0 E,

CEHARTOT KL AFFHA> 1L, access-list 2~ R THRELET,
WL O T KU ZEFH> I, ip nat pool <pool 4 >a~ R THRELET,

Bseme NATezm (192.168.0.0/24 — {28 I2—ZT7 FLR)

Router (config) #interface ewan 1
Router (config-if lan 1)#ip nat inside source list 1 interface

Router (config) #access-1ist 1 permit 192.168.0.0 0.0.0.255
1list 1 OEHD

kg
it

[fz3]
ip nat inside source <ZHARTOT KL AFIH> <LEHHEOTRL AR > L0 E4,

EHAFTOT RUAFEPE> X, access—list 2~ R CIRELET,
BB DT RURFP 1L, A2 ZT7 2= AT RLAIZEMLET DT, “interface” LFEELET,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Boess wMizm 5749088

L2 1 DT 192.168. 0. 16158, xxx. xxx. 2 DA FEE L

Router (config) #interface lan 1

Router (config-if lan 1)#ip nat inside source static 192.168.0.1
158 .xxXx.xXx.2

Router (config-if lan 1)#ip nat inside source list 1 pool pooll
Router (config-if lan 1) #ip nat inside destination static

158 .xxx.xxx.2 192.168.0.1

Router (config) #access-1ist 1 permit 192.168.0.0 0.0.0.255

T1list 1 DEDDEE
Router (config) #ip nat pool pooll 158.xxx.xxx.3 158.xxx.xxX.7

1 pooll DERDERE

(L]

REFNETIZFCTY,
9 0L, ip nat inside source static T, NAT AXT 4w 7Bz CWAE AT CTT N, 2054
. ip nat inside source <EHRRATOTRLA> EHBEOT KL A L0 ET,

Z DA ip nat inside destination I REFEHL T, 7 o— U ll—a— VRO A Z T ¢
I EGREATIOMBERHET, (DDHEST)

I SZERFI4  NAT . (—FEZEHR) 192.168.100.0/24——158. x x x. x x x.0/24 [ZZEH#T B

462

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat inside source static-subnet
192.168.100.0 158.xxx.xxx.0 255.255.255.0

(&)

ip nat inside source static-subnet <ZEHARTODE(E TR NI —F T RUA> ZEHAE DG I8
KV RT =T TR A <Y T Ry h~w A7 LR ET,

71—, P TR RESFTAR—K P TR ADOE WD E D E AR T 40 7 L A%
EEATWET,

NAT AT 4o 7 AT A 21X, ~AZZFREL, 1 DO N THRETHIEN T
FI (BRI EL) o
f51]) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 ¥R ELT-H&
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxx.255



NAT #5E

I:?yF%ﬁ

[NAT B¥]
ip nat inside source |ist <access—list FE> [EHAIRAAAR— FES [EHRATRT
R— +&FES]] pool <F—)LE> [ overload | [ZHakBAtA
R—+ES [EREBEERTR—FES]] ]

[NAT+B%])
ip nat inside source |ist <access-list ®E> [BAR— B S [RTHR— FES]]
interface [ overload | [Z##%BAAR— +ES [k
BTHR—+rES]] ]

(RE T4 9O %)
ip nat inside source static <E#MAINDT FLRA> <EH|EDT FLR>

INNTRAE T4 w9 (—FEEH) ]
ip nat inside source static-subnet <ZE#EIDFY FT—U 7 FLAR> <EBREDFY
FJ—OF7 KLR> TRy hTRID>

RS A—4 | BENE  ORERmE | AREOE
P BHAFTOT RUAFH AR E LT 71 |[1~99 .
access—list &7 RYRANEHEEL T 1300~1399 BMEAT]
[ HRTBHAAR—NEB | HAR10D TCP/UDP "R—hE&5- (i) .
oS . o 1~65535 RS
e TR —NEE] B ELET HErR—hR
" ML DT RUARPHAFRELZ NAT |16 SCFLANGD INAT D41
TV ERRTELET, SCFH EREAST]
—_ (BT 2—ADT R AT NATHEEHAL terfe NAT+OEETT
mtertace i_j_o %\H]%Z_\.ﬂ
RN
overload IN—NERS DGR T overload 3‘\ ML
(WAL BMAR— &R |tk TCP/UDP "R— &5 (i) .
P . o e 1~65535 R—E
S TR B LT AR
. e . LA |
FEHAIOTRLA %@ﬂﬁhﬁémTva%%mLiﬁo;QETk WA
7
e . LA |
I DT RLA %@%@%éﬁi$vx%%mLi¢o;;§7k BWRT]
TR DG T A NI — I T R A%
EHWRTOFYNT—2T  FRELET, [Pvd TR A |
RLA Sstatic-subnet ZFEELT-HrA 1%, host |[TEZ
BRI 1 2R E L2 TIZEN Y,
TS DEE TRy NT— 7T KL A }
BHAL DA NT—I T ﬁ%ﬁ@u AT ITRVAE by TRLZ | .
e HRELET ot AT
Sstatic-subnet 28 E L7540 E. host |
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BRI 1 ZARELRVNTTESNY,
W7 Ry b A7 THRIELIZBAL  |IPvd TRLA
TR ELET, =
BRTUN RZT 47 512X N YRR 128 =R

X EE Ny MExd % NAT (ip nat inside source—+ip nat outside destination) D& EHERVET,

Y7 Fo kw2 WA

Loogesabuiga
TRVAZHIIATOER A

| B

LAN A2 27 = — AR EET—R

EWAN A2 27 = — AR EET—K

PPPoE A2 27 = — AR EET—NR

VLAN Ao BT 2 — AR TEET—R
HAXNT S AL BT 2 — AR EET—R (F100 D)
N INA L EHT 2= AR ET—R
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Iip nat inside destination

EDAET 2—ATZAGT BNy hDSE T RV AD I B — )V E iR ELET,

IRT A—H"static-subnet " A E T HI LY, NAT OEHL—)VE  Fv "D — T BN CTHRIET
AZELTEET,

refresh < R ICHE N/ Hha~ 2 RT1,

F80:V01.02(00) LLEEHHR—k

Raem WTZm (R570 0o B8R 1580000 25ETRHE L= > 192.168.0.1 ISE#8T 5

Router (config) #interface lan 1
Router (config-if lan 1) #ip nat inside destination static
158 .xxx.xxx.2 192.168.0.1

[fE7n]
ip nat inside destination static <ZEHARTDSEIET KL A> W D46 T R A> 70 E9,

BEF 2 NAT+ZEH: (RB T4 v Z88) 168 xxx. xxx. 2: 7 R— F&EE 1500 TREL= 5.
192.168.0. 1:7h— F &S 80 [ZEH#T B

Router (config) #interface lan 1
Router (config-if lan 1) #ip nat inside destination static
158.202.232.1 1500 192.168.0.1 80

[f##n]
ip nat inside destination static <EHARTDOEE LT KL A IR—hEF> <EHA% D5 TR
A R—IEFERNET,

I ETERI3  NAT ZTHh (—3EZTHE) 158, xxx. xxx. xxx. 0/24<192. 168. 100. 0/24 (= £ 9 B

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip nat inside destination static-subnet
158.xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

[#z7i]

ip nat inside destination static—subnet <ZEHARID R Y T —I T KL A> <L DX T —7
TRV (YT Ry b= A7 IR0 ET,

70—V [P T RUVALT TAN=R P TRV ADERDAR BT L AT T A 2R D DR
EEATVET,

NAT AT 4 7 BTG AL, ~AZEEL, | DO N TRIETHIENTE
F3 (AR B E) .
f51) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 SfRE L= &
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 <& 158.xxx.xxx.255
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| ERSIN &

(NAT R &2 T4 w9 (ERIEE) K]

ip nat

[INATREZT w9 (Ix1Z#) . NAT+R 2T 1 v T B

ip nat

inside destination |ist <access-list HFE> [FRTFR— FBES [ THR—Fk
#5511 pool <T—ILE> [R— FBEE]

inside destination static <ZH#RINDT7 FLR> [BaHR— F&EE [BRTHR—

FES]] <EHBBEOT FLR> [R— &S]

(NATRE2 T4 v9 (—EEH) ]

ip nat inside destination static-subnet <ZE#REID Ry FT—U 7 FLA> <Lt
BORY R T—OFT RFLAR> TRy k
IRI>
| "5 A—4
KNS A—5 | BENT | BEHE | AREBOE
[ THHIOT FUARPIAARELZT 7B R AL [1~99 .
access-list &5 SR ET 1300~1399 BIEAT]
[ - N = ~ oy N I
BHHIOTRLA IS LAk £ ;ﬁ;* * lgmr
[(BAARTR—IE 5 ¢ | ZSHiiioo TCP/UDP AR — s (RPR) ARREL || e [ PAHRL
THRMEE] (T a0
. Bt DT R ZFFHZIRE LI NAT 7—/L |16 SCFRLN |,
— ]/ 2 /, N
T P s I GO
LA
T T e T Iﬁivftﬂ WA
RN
R—I & JEHat% D TCP/UDP AN—MESZHELET,  |1~65535 ; \M@L
EHARTOSE e NI — I TR AEFETEL £
EHRIDOT Y T — |5, IPvd 7RLA |
JTRLA Sstatic—subnet ZHEELT=HA 1L, host #hI2 1 [JE A
ERELRNTIEE N,
PR DFE SRy NI — I T RL 2R E L £
TRtk DF T — |9, Pv4 7RL-Z WA
JTRLA Sstatic—subnet ZHEELT=HA 1L, host #hI2 1 [JE
HRELRNTEE N,
. PN T S M AT THREL-ZENT C—HE  |IPvd TRLA |
D X Aﬂ % ~
W SN o7/ S g it HMEAA]
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BRITUN : ZAZTF 47 5125 R VAR 64 =R

X ZAZ 8o NMIXk 5 NAT (ip nat inside destination—+ip nat outside source) DA EL20ES,




NAT #5E

Loogesabuiga
TRVAZEIIAT O ER A

fexs—r

LAN A2 H 7 2 — A ET—R

EWAN A2 A7 = — AR EE—R

PPPOE A X7 = — AR EET—NK

VLAN AL A7 = — A EET—R
BAXNT T A RT 2— AR EE—NR (F100 D)
N RNA T 2 — AR EE—R
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I ip nat outside source

EDAH—T 2= ATZET D/ MDIRETL T RV AD B WL — VR ELET,

IRT A—H"static-subnet " AR E T HZ LY NAT DLW —)VE  Fy T — BN CHRET
AHZELTEET,

refresh I~ RBICH NI Ha~ 2 RT1,

F80:V01.02(00) LLEEHHR—k

I EZEMH 1 NAT 42 (192.168.0.0/24 —  158. xxX. xxX. 2~158. xxx. xxx. 7)

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat outside source list 1 pool pooll

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255
Tlist 1 DEHDHRTE
Router (config) #ip nat pool pooll 158.xxx.xxx.2 158.xxx.xXxx.7
1 pooll MEHDDERTE
[f##n]
ip nat outside source <ZHARTDEAZ LT KL APH> <EHLE DR ETLT RL A& P> 720
7,
EHARTOEAE LT FL AR X, access-list 2~ R THELET,
IEHaS% D T T R AEPA> X, ip nat pool <pool # >~ R THELET,

IEQEWJZ NAT+ZE#: (192.168.0.1: ~80 — 192.168.0.1 : 8080)

Router (config) #interface ewan 1
Router (config-if ewan 1)#ip nat outside source static
192.168.0.1 80 192.168.100.1 8080

[F##n]
ip nat outside source static <ZHAFTDOE(Z LT RL A R—r B> BB DOEE TRV
A R—REFOERNET,
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SBEGI3 NATZEH: (RATo v o8 HEH 1 OHT192.168.0. 1158 xxx. xxx. 2 DHEITE L5

Router (config) #interface lan 1

Router (config-if lan 1)#ip nat outside source static
192.168.0.1 158.xxXx.xXXxX.2

Router (config-if lan 1)#ip nat outside source list 1 pool pooll
Router (config-if lan 1) #ip nat outside destination static

158 .xxx.xxx.2 192.168.0.1

Router (config) #access-1ist 1 permit 192.168.0.0 0.0.0.255 ~1list
1 DB DERTE
Router (config) #ip nat pool pooll 158.xxx.xxXx.3 158.XXX.XXX.7 «
pooll DERHD DEETE
(A&l

HEFILEZZERCTT,
9 SUX.L ip nat outside source static T, NAT AZT ¢ 7 25z L CWAREPT TN, 208
b,
ip nat inside source <ZEHARTODIRIZE LT FLA> <ZEHAME DIRIFILT FL-A>
LRV ET,
Z DA . ip nat outside destination I~ RZH L T, 7 o— Uil —a— D )UAR DAL T ¢
VI REREATIROEN BV ET, (DDHERSY)

REM 4 NAT £ (—FEZHE) 192.168.100.0/24——158. x x x. x x x.0/24 |ZZE#3 %

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat outside source static-subnet
192.168.100.0 158.xxx.xxx.0 255.255.255.0

[f##n]
ip nat outside source static—subnet <ZEHARTDIEIE TC R Y NT—I T KL R IEHal% D&,
FNT =TT R RS (BT R hwA7>E7e0F T,
=V [P TRUVARET FAR—KIP TRV ADE WO GO EAST 40 71D DR
EZITVET,
NAT A¥ T 4o 7 ZEATIOG AT, ~AZEFREL, | DO N THRETHIENTE
FI (I RIRPE )

I

Jt

il

i) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 L¥5ELI-H4
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxx.255
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| ERSIN &

[NAT B¥]

ip nat outside source |ist <access—list FE> pool <T—)L&>

[NAT+B¥]

ip nat outside source |ist <access—|ist HB> [ZEHpIRHIAR— FEES [ETHATR
THR—F&SB]] pool <T—)LE> (LR — +FES]

(RET4 v Y E#]

ip nat outside source static <ZTHEINDT FLR> [LTHFiBATR— FBES [THART
R— FEE]] <EHBEIOT7 FLR> [Tk R— FES]

[NATRAT 4wy (—HEEH#H) ]
ip nat outside source static-subnet <E#RIDR Y FT—UF7 RLR> <EBREDFRY
FI—OF7 LA TRy bR

|,<5x—9
KT A—% BERE BEEE | LBREOE
i . EHETOT RV AGMHEHEE LT 72X [1~99 .
access-list #> YANEHRELET, 1300~1399 | B WA
ARG — M5 | 2SRRI TCP/UDP R — g5 (M) & || (oo |ABIAR—IE
AR TAR—NES [fiELET, i
S, LMtk OT RLAHFAZ IR ELTZ NAT 7 |16 SCTLAN [NAT D54
— A ERRELET, DOXTH]  IFEWEA ]
WL B — &5 | B Hi% D TCP/UDP AN — & = (#a]H) % 1| ~65535 H @i — R
IR HE TIR—NE& (8 ELET, i
o . [ . SN
EHARTOT LA EHRTOEE T T R AR ELET, I;;\;é?]\ AMEAT]
NP . N
BRBEOTRLA B OEEET R AR ELET ﬁ%TF EWETT
U AT OEE I T RL AR ELET, .
s N2 |2 ;
?i%f;@Z/]\y 7 static—subnet Z45E L7235 E X, host I;;/jéY]\I/X BWEAS AT
HIZ 1 B ELARVTIESN, .
. R PR DEE LT RV AR ELE T, .
N ¢ 2 o 2 o
?i%/{i@Z/]\U 7 static—subnet Z45E L7235 E X, host I;;V}tT]\ - BWEAS A
I 1 B ELARVTIESN, .
TN 7 2 b~ AT THRELIZEALT |[IPvA TRV A |,
~Y A 7= N . % ~
K e e 3t AT

BRTUN : REZT 47 512% 2B YAk 64 = F)
X ZZE My MI%E3 A NAT (ip nat inside destination+ip nat outside source) D& 5+E720F 3,
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NAT #5E

Loogesabuiga
TRVAZEIIAT O ER A

fexs—r

LAN AL 87 = — AR EE—R

EWAN A > &7 =— A EE—R

PPPoE A2 27 = — AR EE—R

VLAN A2 X7 2— AR EE—R

FAXNT v T A BT 2—AFEET—R (F100 DIr)

B4

N RNA BT 2 — AR EET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip nat outside destination

EDAE—T 2= ATEZAGT DT DT RUAD LB — NV E R ELET,
IRT A—H"static-subnet " AR E T HZ LY NAT DLW —)VE  Fy T — BN CHRET
HZELTEET,

refresh I~ RBICH NI Ha~ 2 RT1,

faemin W2 (5710088 192.168.0.1 FTRIE LA b 158 00 o 2 IEH#T 5

Router (config) #interface lan 1
Router (config-if lan 1) #ip nat outside destination static
192.168.0.1 158.xxXx.xXXX.2

[fz35]
ip nat outside destination static <ZHARTOSEIET KL A> <EHFE DR T RL-A>
EIR0ET,

HERFI 2 NAT+ZEMHR (RE T4 v &8 168 xxx. xxx. 2:iRh— BB 1500 TZEL = 5.
192.168.0. 1:7R— &S 80 [ZZH#T B

Router (config) faccess-1list 1 permit 158.xxx.XXX..2
Router (config) #ip nat pool pl-1 192.168.0.1 192.168.0.1
Router (confiqg) #
Router (config) #interface lan 1
Router (config-if lan 1) #ip nat outside destination list 1 1500
pool pl-1 80
[f7ai]
ip nat outside destination static <ZEHAFIOSEIHT R A IR—hE 5> <EBHE O3 LT L
A IR—bET
LRVET,
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I EREBI3  NAT #h (—3EZT#2) 158, xxx. xxx. xxx. 0/24<192. 168. 100. 0/24 2T %

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat outside destination static-subnet
158.xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

(]

ip nat outside destination static—subnet <ZHARTDO Ry NI —7 T R 2> EHath D NT—
T RUAS (BT Ry M AIEIRVET,
71— [P TRV RET TAR—K P TRV ADLERDI B O E AL T 4 7RO D%

EEATVET,

NAT AZT 4 7B BIATIOB AR, ~ A7 EL. 1 DO N THRETAHAZENTEE

3 (BRI R 6%

511) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 LIFELT-H4
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxx.255

I:?yF%ﬁ

INNTRE T4 99 (BBEBUETE) BF)
ip nat outside destination list <access-|ist HFE> [ELFiFIATR— FES [EHERT
R— +EE]] pool <T—ILE> [EHfakR— FEE]

(NATRE T4 v (Ix1Z#)  NAT+R 2T 1 v VB
ip nat outside destination static <ZEHEIDT FLR> <EBREDT FLR>

INNTRE T4 99 (—EE#) ]
ip nat outside destination static-subnet <ZEIEFIDR Y FT—0F KL A> <E}ED
Y RIT—=9F KLR> TRy RIRYD

—g—O

A—4
CKkSA—E | BENS | BERIE | AREEOIE
i . EHRIOT RV AGFHEfRE L= 7 7EAY [1~99 =
access—list & & SRR L E 1300~1399 BMEA ]
Sz - N = - (= N 7N
BEHARTOT RV A |EHARTOSE ST RV AR ELE T, ;;?c??h - HWEAT]
PRARAR — 1B ¢ IO TCP/UDP R—hE 5 (M) & || o0 |F—PEHRL
TAHR—NEE FBELET, 720
. BB OT RUAGPFHEIEE LI NAT 77 |16 SLFLN |,
s A AAEEL T S I GO
NI
BEWHBOTRLA R 05T LA AR £ T e
IS 45 F—RE B e s
e B ZMtk D TCP/UDP R—MEFAIRELE || oo |[F—PEHL

VAR
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BRI DR Ry NI — I T R AR EL

%jﬁﬁﬁ@*‘yl\vb— i—a—o IPv4 7F\1/X %\H]&Z:ﬂ‘
ITRLA *¢static-subnet 25 E L7354 13, host # |JE a

(2 1 2R E LN TLIEEN,

T DB I F o NI — I TR ZAEFREL
PR ok SANVASHESc IPv4 7RL-A
TRV A static—subnet Z45EL7=HE X, host 3 |[TE

(2 1 2R E LN TLIEEN,

BWm YT Xy M A TRELZEALT  |IPvd TRLA
—FERELET, B
BRTUN :RZT 47 51252 M) YR 64 2R

X E(E /MR NAT (ip nat inside sourceip nat outside destination) D-&&E220ET,

AT

BT e b 2 BHEAR A

foozesabuuse

TRV AT T ER A,

| B

LAN A2 B 7 = — AR EET—R

EWAN A2 &7 =— AR EE—R

PPPoE A2 %7 = — AR EE—R

VLAN A2 BT = — AR EE—R
HAXINT T AR T 2— AR ETE—FR (F100 D)
"N A AT 2 — AR EET—N
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I ip nat pool

NAT a3 BB BHth O IP TR AFHA R E L E T, NAT ZH (NAT+TIHRW) 758
B ETLILERHVET,

ZDOaAZURTIE, = /VAFR- %D 1P 7 RUAGIPH (Start/End) 245 8 L, EERIC NAT Z i
THALET2— AT AT — VAR ELET,

CZTHRET AR L FEERIC NAT B 540 47 =2—AD [P TRLUANEBEL TWDHIEEIL.
NAT B CcxEH A,

refresh I~ RBICH NI Ha~ L RT1,

I SBER TEBEOT FLRE LT, 158 xxx. xxx. 2~158. xxx. xxx. ] #EF9d 5 (F—IL4 : pooll)

Router (config) #ip nat pool pooll 158.xxx.xxx.2 158.xxx.xxx.7

|:7>F%ﬁ

ip nat pool <F—JL&> <EH|BEDT FL R : k5B <EWBEDT LR : K&

INS A—4 BAEANES BREHE | AREBOME
TN OLERELET,
PPPoE A Y27 =— A ETE—R/EWAN A2
7 — L4 T — AR EE—R T NAT Da~v  REHRTET
LB ENHRETH T — L ELTHERLET O
T, ODDRT WA PRI TLTZEN,

A% OTR  INAT BHUZEIT D, BEEOT RUAZEFHTE  |IPvd TRL A

16 X5 LI

o I L

N Y Y et o A AT
AL OTR  NAT BHUZBIT D, Btk O T R AE#FHTE |[IPvd TRL A W
LR R aRAnRGEOTRL A .

ERT R :8 =N
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

INAT#%ﬁ‘étI:J:- -

LAN fillca—H /LT RUAZEIN Y T TCWAEE . FOFEEDOTRL AT

F—F v NE)IZHHET DT LT TEEE A

NIEDFINT—7 (2

ZDXEIRGAIT, a— LT RL AR 0 — )L T R AW T, A Z— Ry NI TE 555

129 H8HEDY NAT (Network Address Translation) Cd,

FITELnet-F 2 U—XTld, O T LU AIZEB T 280E% NAT #iE. 1 DOT7 RLAIZER TS

FEREZ NATHERELFEA TUNVET,

LUFICA A=Yz R LU E S, K PPPoE 24 9561 &72 > THOES 725, EWAN THRIERTY,

-
7 KL RZEH
o4 EaR © 158, XXX, XxX. 2 — E'A
INTERNET ~ 158. xxx. xxx. 7 192.168.0.2
P
@ y .168.0.3
[ ool =
ADSL/r—TJILET L

.168.0.4
.168.0.5

N

NAT #gE
-
PPPOETE#G L = — A
INTERNET 7 FLRI-ZH 15 192.168.0.2
<D y 168.0.
—
ADSL/ 77— T ILET L

168.0. 4
168.0.5

N

NAT+HRE
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o< ke

NAT #REZfE DA 27 = — AT, NAT BEHED X E (ip nat inside 22 R) 27729 LB B
DEF,
FOREENAT 2t DOT R AL LT, ip nat pool A~ R THEL- 7 — L4 &EELE1,

| B

HEARREET—N

477



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| DHCPH—/ \HihE

| DHCPH—/ Vi g

Iservice dhcp-server

DHCP #—Sgiea IR 455 Al e L £

| BRI T Ji e

Router (config) # service dhcp-server

| EEPAs =

service dhcp-server

|,<3x—9

INTA=BTHVERE A,

Loogesabauss

DHCP Y — \FREZfE ] T EH A,
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DHCP —/ i BE

|mw&—mm%a@?

e )
DHCPTIP7 KL EEIY XT3

|
I T T D

N Y

DHCP H— 3 ¥fES 1%, DHCP (Dynamic Host Configuration Protocol) Zf# fIL C. LAN EODi
KPOIZIP TRUVARE DG HEZFIN Y THHKEETT,

FITELnet-F >U—Z® DHCP $— $&RETlX, LA FOEHA @M T HIENTEET,

[P TRLVA S YT Ry b~ AT

‘DNS #—3D [P TRL-&

cF T g VN =T A D P TRL A

KA

FITELnet-F >U—XCi%, DHCP VL —x=— = MEREL 7R —RL TV E9, DHCP UL —x—
YU MERRIZ, B A DY — 2720 TiERL, AN D DHCP — R IZfnEboE L7t 31 EE
T, W DOFRENSNTODEA . DHCP VL —o— = MEREN A RN E1,

| B

FEARREET—N
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip dhcp pool

DHCP H— R EE—RNIZBITLET,
FITELnet-F /) — XD LAN/EWAN2 A&7 +—AT, FITELnet-F > J— X% DHCP #—/,3%&
L CHEAT 258 IIEREDRLETT,

DHCP #—/ 3#GEL, DHCP Vb —x=— U= U MERRIT T CEEH A, M FORENINTND
Y. DHCP UL —o— = U M fE %ﬁﬁéz}mi%

REH LN A 25 T —RTDHOP H—/ R Z AT H1=IZ, DHOP —/\EREE— FICREITI S

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #

|:7>F%ﬁ

ip dhep pool <A >R T xT—X%>

I NG A—4
NG A—4 BERE BREEHE | HEEEFOE
. o DHCP Y — MEREA 951> 47 = —2%  |lanl JO—
AT T 22 lanl F£771% ewan2 DO F9, ewan2 AW

foozesabuuse

DHCP #—/~BREZ il ]l T EH A,
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DHCP —/ i BE

|mw&—mm%a@?

4 )
DHCPTIPT KL R %EIY KT

|
I I IO D

N J

DHCP J— S ffES 1T . DHCP (Dynamic Host Configuration Protocol) 24 fIL C. LAN O
KPCIZIP TRVALREDIE AT Y CTHHEETT,
FITELnet-F > U—X® DHCP $— HEEETIL, L FDOIFREZ BN THIENTEET,

‘IP TRLVR /BT Ry bR

-DNS H—3D IP 7RL- &

T I F IV =R AD 1P TRL A

RAL 4

FITELnet-F > U —XTl%, DHCP VL —x=— = MEREL A8 — R L T EJ, DHCP UL —=x—
T MERRIEL, BB — 250 TiEe< | AN D DHCP H— NICR WSt Lie i 3 HRE
T, W DOFRENSNTNDHEEE . DHCP UL —o— = U MEREDN A N2 ET,

B

RAABET—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I doma in—-name

RAS 2 ELET,

Bz 1 DHOP TER#S % KA &I abe. con’ EHEET B

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #domain-name abc.com

|:7>F%ﬁ

domain-name < KA A 24>

I/\°5)‘—’5¢

INSA—4H BHANES Biar i AREFOIE
RASL 4%, |DHCP CilRENT DR AL ZHR |39 SCT-LAN D L4 A 1A A]

Looszezabuuga

DHCP TRAM £ &ML A,

bexs—+¢

DHCP #— 3R EE—RK

482



DHCP —/ i BE

I dns—-server

DNS = 3D [P TRV AZHELET, I R2FE TR ETX, DHCP TIAEHLET,

IEQEW'H T54 <) DNS H—/\[2192.168.1.100, +H %) DNS H—/\I12 192.168. 1. 101 ZEXET 5

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #dns-server 192.168.1.100 192.168.1.101

|:7>F%ﬁ

dns-server <FSATYDNST7KLA> <EAVHYDNS 7 KLRA>

I ING A—4
INSA—4H BRERNSE Bk il BHREDIE
774~VUDNS  |DHCP Ti#%13 25774~V DNS H— [I[Pv4 TRL A WA
TRLA O IP TRLA [z :
t 74U DNS |DHCP Cilifd 25441 DNS ¥ |[Pvd TRLA 2441 DNS Zfif
TRL A — XD IP TRV A F HL7Zau

cogesannuga
DHCP C DNS ¥ — "DIF A0 A L EH A,

IDNS H—NE (L7

DNS (& Domain Name System DT, ARAR S [P TRU A (F/1TF030) R UV AT 4
DZETT,

ZDOVAT LDTZDIT, RARL L IP TRV ADI A EE T —H_X—ADELEL, F DT —H X
—A%HORAND I L% DNS r— 3L VNET,

DNS H— [ F, R FOBRARE [P TR AR A E T —Z_X— 25 F> T Db Tidrel,
H DR TDHRA L DA B DEDIHERA L, DINOIRWVEAN DOV T AN ST 12551
> DNS H— N 2RV DD E WM A > TVET,

B

DHCP $— G iEE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I netbios—name-server

NetBIOS $— 3D [P 7RV AZFRELET, I K2MFE T E T, DHCP TIA&ELET,

EREBI 1 TS4 <) NetBIOS H—/X(2192.168.1.200, H >4 1) NetBI0S H—/\[Z
192.168.1.201 ZEXET 5

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #netbios-name-server 10.1.1.2 10.1.1.3

|:7>p§ﬁ

netbios—name-server <754 < 1) NetBIOS H—/37 KL A> <A 4&1) NetBI0S +

—N\T7 KLR>
| K5 A—4
INT A—4H ByARES SR TE E HEEDIE
7F 4~V NetBIOS  |DHCP T#@ZE14 5751~V IPv4d TR A BT
H— TR Z NetBIOS H—/ 3 IP 7KL % =
T H &Y NetBIOS  |DHCP Ti@azn4 5t h 41 [Pvd TRL A [ 2ZY NetBIOS
H— RFTRL A NetBIOS #— 3D [P 7 RL A i B L2 0

Loogesabanss

DHCP T NetBIOS #— 3z i@ L 8 A,

| B

DHCP H— @iz E—R
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DHCP —/ i BE

Idefault—router

FTF VN T A D [P ?h LV AGRELET,
fHL.0.0.0.0 ZRELI-HEA1E. LAN O IP TRV 2% F 7 4 )L NL—2 LU CRSHELET,

I;QE{&IH FIHIEF— A IP7KLZIZ10.0.0.1 £EET S

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #default-router 10.0.0.1

| ERPA =
default-router <IP 7 KL X>

I INTG A=A
ING A—4 BRERNE RTEEF | ABREEDE
Z
P 7R % EPXICPT BT AT 7NN — T2 AD P TR %113\:4‘7“/7\ WA

foosesannusga
DHCP TF 74 /W7 —hy oA DA @MU £ A,

Dzosntr—rozreige

=T AT T =T AT I D /Ny NG 05510, Rfke L TNy e id G35/
—R%&, T 7AWV = Tz EWVNET,

SE L AT —T 4T =T N E S TOERAD T, BT Ry ML T My
N, T 7 ANV = A2 EVET,

EWHERADE, TIANNT = M =2 APRESIL TRV Y a3 E, (1FEALE) Ry T —2
BEREZ A CERNZEITRV £ T,

| B
DHCP #— "R EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ioption

ARFEIZEY ALE D DHCP #EHeF 7  aL DO EEERITHZENTEE T,
hex DI 16 I TEE O LFHNERETHIENTEET,

F80:V01.02(00) ARG H7R—Fk

EWH X Window > RFL@ Display Manager # 73> (49) & LT. IP7KLR
192.168. 1.1 Z@E9 %

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #option 49 hex c0a80101

|:v>p§ﬁ

option <A T 32— K> hex <A T3 VAR

| RS A—4
NS A—%H BREAR SRR | ARREBOE

EETILA T ara—RERELET,

FATvara—R |4 mURILL FRRELES AL AT v ara—Ro [1~254 N N
INSWVIEIZ 4 = R BE I /20ET,
FETAHEYNE 16 EETHETELET,
PN 03 o Pt 3 THEEZ T |5

FTF o N BTOF T aEOEFEMN 312 CFEB 47~ [k 254 X WA

WAL, 254 CFUNTH> THBR -4 7 vay [ Fogs
gLy PA A

foozesabuuse

fEEDOF T aNIEE SN ET A,

BEE—FK

DHCP H— 3R EE—F
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DHCP ¥ —/ V4 E

I search—address

)Y TR FET R A% E EARVERCE_AIGEOFIA D ARP [ZEH4 5L FOE R &3 ELE

BEOEMAFETIL, BEEOLETHERA,

REMF T ARPEEMEZE (1)  FALTOME (1#) . ZFRLABRERNTY M (1
6) ICERET D

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #search-address 1 10 16

| EEPAs =

search-address <ARPZ{E@HED <2 A LT ME> <7 FLABRZE/N T v MO

IN%%—@
NS A—4 LENE BTEHE | LRREDE
ARP 2%1{E[E % ARP % %255 [E% 1~255  |BIEA T
=, Nz ] L - .
R HDY AL B0 0sABTIME [ o e

(BT 100m )
TRUARRFE Ny NI |1 [BIORREE TEE 5 ARP 2Ny MY 1~255 B WA AT

foozesabuuse

LUFCEIEL £,
AALTDAR &
ARP %Z15{5 9 5[E14K 1
F Y THEEL T D720 DA LT 7 ME (AL 100m £2) |10
TRV ZRRFE T MR 16
B

DHCP $— G iEE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I al locate—address

E) Y CTERIET R A SEEEE(DHCP 7 —RBRIA T RL-R), B0 Y CTHREZR IP 7R ADE %Kk
(DHCP 7wusr— &R ELET,
0.0.0.0 ZfEELIZHA 1L, RANT L ADSEFANLEN S TE 7,

EREHI1 192.168.0.1 o 254 DT FLAZEHT S

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #allocate-address 192.168.0.1 254

|:7>F%ﬁ

allocate-address <IP 7 FLRA> <7a4s— D

I ING A—4
INSA—4H BRERNSE SREERHE | HEREFDE
2D > 15!:4 Nz > ~
P 7R DHCP Ti#sn192% IP 7 RLAOE Y TRHAET R Hiv; TRL A W
LA K
Tur—ME | EDYTHREZ: [P TR ADEEL 1~255 255

Loosrezabuuga

JEHAME:0.0.0.0, 74—k 255 TEMEL £,

B

DHCP #— \g¥ & —k
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DHCP —/ i BE

I |ease

Bl 9% IP TRV AOA IR AZR E L ET, AR B J TRERT T3 6 U<kl RR
(infinite) ] CFREL 77,
no fRETHE, RELHIFRL, 7 74/ R EEICRLET,

HEF1 OU—REREF1BET1 1EE2 29128 ET S

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #lease 1 11 22

Dsxmz v 2uRsERRET 2

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #lease infinite

o> rest

lease <H> <FfED> <&H™
3L LLIE
lease infinite

| K5 A—4
NS A—4H BREAR Bk it HIREEDE
H DHCP CTEIV S CHHIFR (H) 0~365 BMEAT]
S S VA K== iEI.A e
i DHCP CEIDM CAMIR () |o~23 QU CLAERET 256134
WA TT)
o DHCP CTEIV 4 CHHIRR (43) 0~59 0
NG A—H BRERNBE E% 7 & B HEEEDIE
SE S Nz 4ﬂ£)
Infinite D’;;CP THIDETHOMRE MR infinite HBEATT

foosesannusga
infinite &720F 9,

bexs—+¢

DHCP $— G iEE—R

489



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I hosttable

DHCP Y—/MERETHIAT 5 IP 7RV AZui RIS U CE EEZ BT B72012, SRk d
MAC 7RLUALEATT5 IP TRV AR LA D258k ET,

IEQEWH MAC 7 KL X 00:80:bd:f0:01:23 M/RR ~IZIE, 10.0.0.1 Z&EIYHTS

Router (config) #ip dhcp pool lanl
Router (config-dhcp-pool) #thosttable 10.0.0.1 0080.bdf0.0123

|:7>F%ﬁ

hosttable <IP7 FLX> <MAC 7 KL X>

I ING A—4
NS A—4H BHARES Bk il ARREFOE
IP 7KL A |DHCP TEVYTAHIP 7RLA IPv4d 7R AR A REAS ]

MAC 7 RL-Z |DHCP TEI[V Y THHRARD MAC TR A IMAC 7 RL 2B A REAS /]

cozezabuige

EERNC [P T RLAZEID Y THILTTETEE A,

| EEEPADES

16 = KU

exs—r

DHCP #— e —R
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DHCP 1) L —T —=>1 > ~HERE

| DHCPYL—I—C z 2 MiEE

I DHCPY L—I— 1 Mk

Iservice dhcp-relayagent

DHCP VL —xz—V = MEREZ R H T D50 I ELET,
DHCP VL —x=— = MEREZ 3554 . DHCP Ny bzl —34 5 A 27 =—A(DHCP
PR ~D R H])T NAT BEREAfE 322 L3k F8 A,

| BN

Router (config) # service dhcp-relayagent

I:va%ﬁ

service dhcp-relayagent

| IS A—4
PTG A— BT EH A,

cosesannuga
DHCP VL —T—y = MEREZHE Tl CEEH A,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

|mwuv—1—§1>r%%a@

LAN ® DHCP 7947 6D E k% WAN 2V —L . WAN fllod DHCP H— 375E(0)
YT THHIERE T,
AT, ZIED LAN oD [P 7R A2 —$E CEHT A IH R e T,

4 N

DHCPO> 1) ¥ TR +

INTERNET WAN{E [ & B DHCPH—/\IZ =
YOIRbEY L— .
| |
LD =

ADSL/r—TILET L

B

EARET—
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DHCP 1) L —T —=>1 > ~HERE

I ip dhcp relay maxhops

DHCP Vb —x == MEREZ M 25812 TR SEETOY — N ETT /v A& #F Al 450>
ERELET,

I sem DHP 4—\FToBBEME 1055

Router (config) #ip dhcp relay maxhops 10

I:va%ﬁ

ip dhcp relay maxhops <HOP %>

|/\°3><—9

INTA—4H BRERNE REEF HEREFOE
HOP % MBS ETCOY—RETT I BAZIAT50 1~16 BWEA ]

foosesannusga
4 BRRESNET,

| DHCP J L—T— 1 M&EEE (X2

[ A

DHCP®) 1) TR b

INTERNET WANEIIZ % ZDHOPH—/31= | |
- DIIZARE)L— I
| A .

L —
N J

ADSL/r— T ILET L

LAN & DHCP 7947 " sbDE kA WAN {12 —L WAN {i]l> DHCP H— 37250
YT THHIEETT,
AR, ZED LAN | [P 7RV A% —fECE BT O A A Zh7atkie T,

| B

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip helper—-address

FITELnet-F 2 J—ATC, DHCP UL —x— = U MEREAH 9 5F5. UL—2%0 DHCP #—
PRERLET,
FITELnet-F 3V —XTlL, fix K& D>FTH DHCP ¥ — " EH G TExET,

4 )

DHCP® ' 7 T X +

—B

WANELI= 3 2 DHOP+ —/ 312

DHOP+H— VOTARE)L— — Q
=a «

Ll -_l’

XXX, XXX, 1

R EEImE
Router (config)#tinterface lan 1
Router (config-if lan 1)#ip helper-address 158. xxx. xxx. 1

I EREBI 1 DHOP 1) L—I—T x> hEEETRILVE O % DHOP H-—/812 192.168.100. 1 #E&E 9 5

Router (config) #interface lan 1
Router (config-if lan 1) #ip helper-address 192.168.100.1

| EESIN &

ip helper—-address <DHCP 4—/\® |IP 7 KL X> [source-interface <4 >4 7t —X4£>]
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DHCP 1) L —T —=>1 > ~HERE

I/\°3

*A—4

K5 A= BENE REHE | AREOME
DHCP s [PHCP Vb — ==V MERETUL — 55
. B U1L—2%: DHCP — 3D [P TR A |[IPv4 TRV AER, B IEA ]
DIP TRLA o
ZRRELET,
lan 1
ewan 1~2 (S
A2 Z7 2= IDHCP UL —§ 2BRDEEILT R [pppoe™ 1~24 N &n
loopback 1 -
vlanif 1~16

3%1:F80 MLFA I, 1~5 1220 ET,
% 2:F100 DA =R 7 jE

foozesabuuse

DHCP VL —x—y = MEREZH Fl CEEH A,

| B

LAN A2 B 7 2 — AR ET—NR
VLAN A2 Z 7 = — AR ET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| 5 ZDNSHAE

| msonsisoRE

I proxydns mode

AIEE DS DNS BheA i 957 ah=L (IPv4 or IPv6) 248 EL £,
W7 2AE 4 55513 both" 2R EL £ 7,

DseEmt lova PG /Sy RISEBU S TR MSH LIS ONS R £ (AT 3

Router (config) # proxydns mode both

Baepia 1P/ Mz BY 2 TR oS LTS NS #EEE RT3

Router (config)# proxydns mode v4

I:va%ﬁ

proxydns mode <70 k3 JL>

IN%%—@
INTG A—4 HERNR REEIE | BRREEDIE
49 55 DNS #ERRIC L CRIA Y 21T BRI E
A7 ko)L AR ELET,

" IPv4 737y M2 LD name DYZ7 =ANMIXIL || 4
A==V T, REEER/INEZT 5 v6 BWEART]
IPv6 /3 M2 X% name DVZ = AMI%L | |both
TRBER/IGEETD
1Pv4,/1Pv6 DT J5 >3/ T name DV

POth | XML, BRI AT

\

Loogxseabuiga
ProxyDNS BéHeZ# FH C&FE A,

exs—r
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B 5 DNS #5E

Iproxydns default domain-name

proxyDNS #§6EC. 3t DNS B — NIZRIWE DR BRI DT AR AL A B4R ELE T,
LAN {12360 DNS DU 27 = Ak (Query) ICR AL L L 3 DN TN o354 22 TR ELTZRA
AR FEOT T — WA D ET,

MEMBM 1 FAA2%IZ furukawa. co. jp ZRTET S

Router (config) # proxydns default domain-name furukawa.co.]jp

I:va%ﬁ

proxydns default domain-name < KA A > &>

I ING A=A
INTG A—7H BEEAR REEE | BREEFDIE
N DNS DUZ ZAMIR AL L4 IR DN TR0 T35 512D | o
RAL 4 FBR A4, AREAST]

cogesannuga
ProxyDNS fi HIFFIZ, KA A 2B WG DZ LT TEEE A,

bexs—+¢

EAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iproxydns default name-server

ProxyDNS #2254 0 DNS H— 13D [P TRLAZEELET,

F72. PPPoE /DHCP IZXY, DNS 7 RLZZ 3 E L TWAGE Tho>Th, A~ RIZEDE
DI ET,

[Pv4 1 DNS H—,3 /1Pv6 F D DNS T — %5 gk L £,

TRV AZEG L TCANTHEIZED, TT7A4~<Y, BH X UDNET DNS H—_ZELET, Bl
DT RV A% AT THELRIAN LT RLAIC EEEXESNET, B XV —DREFE LW A T,
RESNTNDBTTAITRL ZADHITHHT T Fiizlic e ZUTRL 2% AL TLIEEN,

IEQEWJ‘I IPvARD NS H—/NIZ, TS54<1) :192.168.200. 1./ H>41) : 192.168.200. 10 #E&FET

Router (config) # proxydns default name-server v4 192.168.200.1
192.168.200.10

IEQEW]Z IPv6 A DNS H—/\I2, T54<1) :2003:113::1 A2 H 1) : 2003:113::2 #E&FET 5

Router (config) # proxydns default name-server v6 2003:113::1
2003:113::2

|:v>p§ﬁ

proxydns default name-server {v4|v6}<FS54 <) DNST7 FLA>[tH>2%1)DNST7 KLX]

| "5 A—4

NS A—4H BRERAR SR TE S HBHREEDE
DNS Y — "R ET A7 aha/ LA SN L E
—a—o

valve [Pv4 7R AT DNS — &5 85854 Vg BMEAT]
123 va ZEL . IPv6 7RLATDNS H—  |”
NEARETHHEIIT v 2L £,

74~V |Proxy DNS T[4 %57F 4~V DNS #— |IPv4 7 RL ZJEZ W

DNS 7RL A |23 [P 7RL A IPv6 7R A

YU |Proxy DNS T 9%t 4%V DNS #— |[Pvd 7RV ZJER, [ 24U DNS

DNS 7RL & |23 [P 7RL & IPv6 7R AT |2 H L2

Loogesabanss

ProxyDNS #§REZ i Fl C&EH A, 72721, PPPoE X° DHCP 7747 > M#RE T, DNS @ IP 7R
RESEHUTODIE1E, ProxyDNS BBEA i TXE 9,

| B

HARBEET—F
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B 5 DNS #5E

Iproxydns default retrans—time

WA DE STy M HEL . ZIUTH T 2IR BRI 23 EL T,
JEBERHRFRIPEL THIGENRNG AT, FELET,

Baem 1 ProyDNs DR BEME 5 BISRET S

Router (config) # proxydns default retrans-time 5

I:va%ﬁ

proxydns default retrans-time <I5Z&FH B

B i52—5
NS A—5 RERAR REHE | EHEFOE
— IS DS I (BN D) 28T
e e Eis; AIPDOISERFHIR (R D) 247 || W T

Loosrezabuuga
3HLBDET

bexs—+¢

EAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iproxydns default retry

JSB T MEALT MR DS EZ ELET,

Basemi1 ProxyDNs iEEDEEZE 3EET S

Router (config)# proxydns default retry 3

I:va%ﬁ

proxydns default retry <) k54 [EI%0D

|/\°3><—9

NG A—H RERAR RTEEFHE HREFEDE
URZAE1%L |DNS H— "B D I E D3 7205 DY R A 014K 0~10 B WEA A]

foozesabuuse

2 [BIERDET,

exss—r¢
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B 5 DNS #5E

Iproxydns default cache-time

LAN I35 R 735 DNS DV = AR 52AZ L | proxyDNS #§REIZ ZDARIR L7 IFFRIZDOVW T, NEB
DT — 7 MARFR L TR 2R ELE T,

FE LT DNS EHIZOWT, ZZCTHRELRZR VY AN ZA G Leh o 7o 8 513, 5% DNS
TEHRAHIBRLET,

[ 2E51 1 PxoxyDNs OF — T L DREFE £ 60 HISBET S

Router (config) # proxydns default cache-time 3600

|:7>F%ﬁ

proxydns default cache-time <& ¥ v < 1 B:fED

B i5x—5
INT A=A BEABR BRTEEE | HEERFOE
o3 ProxyDNS D7 — 7 VARFFRFH] (1) ZREL £ |0~259200 |0,
T 2B L LR £ A, off HHEAT

3% timeout BFEIZ, 0 A ETHLEE LI- DNS B AR LT £,
off ZHRELIZHA L. 47 DNS Y —NICR WSO EITR20VET,

foosesanuuga
86400 #hL7eV £,

| B

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iproxydns default source-interface

ProxyDNS #HEIZ LD _EALOD DNS Y— 24 B0 o M s B0 4558 IP TR
LALU T AN AT 2 — 2% ELET,

Raen1 #ER7 FLRICIN 258

Router (config)# proxydns default source-interface lan 1

I:va%ﬁ

proxydns default source-interface <f >4 Jx—RX%&>

I/\"%;‘—’;‘l
INTG A—7H BHANES EEEHE | HRREOE
lan 1
. NV s . ewan 1~2 i
AL HT =R [EETT RV AELTIRETHA L H T =—A loopback 1 B WA A]
vlanif 1~16

foozrzabuige

BT B ETAAET=—AD [P TRV AIZARDET,

bexs—+¢

EAREE—F
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B 5 DNS #5E

| X1 &L ZDNSIRY S 1H

I proxydns domain

RAAL LB TREFZ DR AL TR T D DNS [P 7RV AE B GRLE T,
BOT RV A% AT HELIFIA T L= T RUAIC EEEEINET,

EXEHI 1 furukawa.co. jp KA A USEMDNS 1J U TX k&, 192.168.200.1 £ L < (&
2003:113::c0a8:c801 [CRALVEDHHE D

Router (config) # proxydns domain furukawa.co.jp v4 192.168.200.1
Router (config) # proxydns domain furukawa.co.jp v6 2003:113::c0a8:c801

I:7>P%K

proxydns domain <KA A >&> {v4 | v6 } <DNST7 FLR>

I ING A—4
NS A—4H BREAR Bt il HRFEDE
RAL 4 DNS V7 ZARDR AL 4, - HWEA ]
DNS $r— &R ETH/ ha/ L AR L F
To
va | v6 [Pv4 7R AT DNS = \ZHRETHH A Vg BMEAH]

1% va L., [Pv6 7RL AT DNS H—3% |V
FBETAHEAITIT v6 2 HL £,

[Pv4 7]\“1/7&%?? |

\‘I/X — X “I/X
DNS 7RL-Z [DNS #—/3 [P 7R IPv6 7RL AR

BART N8 =N

foosesannusgea
EDEH7RV 7 =ANTH  ATREED DNS H— NZVWGhEET,

B

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| AR 2HEDNS IPFRLR D&

I proxydns hosts

RANLFRE IP TRV RADOM A B OEEBGETHIENTEET, ARLEE | DNS ZR3k7=54 .
ZOVANEZ L TUNELET,

REMH 1 host. furukawa. co. jp @ IPv4 7 KL A% 192.168.100. 1.7 IPv6 7 KL X %
2003:113::c0a8:6401 [ZERTET S

Router (config) # proxydns hosts host.furukawa.co.jp v4 192.168.100.1
Router (config) # proxydns hosts host.furukawa.co.jp v6 2003:113::c0a8:6401

I:7>P%K

proxydns hosts <sRRA k&> {v4 | v6 } <IPZ FLR>

I NG A—4
INT A—A BEAS R EEH HIRFFDIE
RANG IP 7 RUAEM G DA EHEE - HREAT]
v et B A T o

BRTUNE:16 =R (FxyodaT—T VOB REIL 64 =)

foosesannusga

RANLFRET KL ADFM A DOEERT-T, £ TDNS VAT A% AL ET,

B

EAREE—F
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| #47=y/DNSHEkE
Lo

Iddns—server accept-fadn type [F100/F1000 o< > K]

K AF 7 DNS H— SBEEEA R, Z T ANEFF AT 5L 2 —ROWNE (FQDN, 7R A
W&, TIRANRAT =R La—ROIA 724 LEHELET,

ZITHRELIEVa—RERRDLZ A5y DNS HREZZ(EL THAEED DNS 7 —HF_X—R|Z
IS LER A,

728, X ATy 7 DNS H— \HEEEFIH 328551213, 227259 HTTP H— SEE RS KO 2
DNS Y — S REZ EES DI TSV,

refresh A< RRRICH /B~ RTT,

F100:V02.06(00) LAfEH7R—k
F1000:V02.06(00) LAf&HHR—k

ERSEHI 1 FADN (hostl. furukawa. co. jp) . Z{F7 KL RER| : IPv4, 7O ER/IRT—FK
“pass1”, BAxEFMEIZE 300 F LT B

Router (config) #ddns-server accept-fgdn type v4
hostl.furukawa.co.jp password passl lifetime 300
Router (confiqg) #

o~ rest

ddns—server accept—fadn type {v4|v6} <FQDN> password <SR — K> |ifetime <HEZhHFRD

| IRTA—4
INSG A=A HRERNE R EIH HEEEDE
FRET D FQDN IZXH T AT RLAD [P X—
2L EHEELET,
valv6 v BT
v4 [IPv4A 7R AT IE v6
v6 IPv6 7R A THE/E
FQDN  |GERa2i )5 FQDN 2aiEL £, Egﬁiﬁ@ W]
. ‘ . T 2 XFEFTCD |,
SAT—F oA E T ;g@ffc sy
R (e LT, AL R | ~86400 B

BERTUN#:100 =R

505



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

foozesabuuse

X AFIv7 DNS — BRI TEEE A,

| FQDN & %2

FQDN &%, IRAN R A4 DX E N ET,

D515 90 s y—rioms

ARIEEDH A F 27 DNS H— 3 F, HTTP @ GET U/ =A% /5L CGl TLa—R&8ek95
EELRDET,

CGl 7'mZZ 541%, "(V4) cgi-bin/ddns—v4.cgi, (V6) cgi-bin/ddns-v6.cgi” TJ,

La—R&BEET D720 CGl /8T A—=H T LI F L0 E T,

AE  [CGl /85 A—4 55
FQDN dn dn=host1.furukawa.co.jp
[Pv4d TR |i4 i4=192.168.0.1
IPv6 7R A |i6 i6=aaaa:bbbb::1
INAT—R  |pw pw=passl

YEE:i4,i6 OFEFBFEELR GET Y7 T AMDE AL, HTTP OXETLTRL A%, TR A
BRELTERELET,
EE2:14,16 DM FBTEETS GET UV ANT, =5— (403)L120F 7,

exs—r

FEARREET—N
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Iddns—server enable [F100/F1000 1< > K]

5437 DNS — SHRER AT B AL £
B AF 07 DNS Y— SHRE AR AT 35 011, 273 HTTP ¥ — SHAER L O 5) DNS
Y SRR B ESEHENITL TS,

refresh I< 2 RRERICH DT/ Da~< R TT,

F100:V02.06(00) LLf&H7R—k
F1000:V02.06(00) LAfEH7R—

Ren1 545500 NS H—/ MEEEENT S

Router (config) #ddns-server enable
Router (config) #

I:va%ﬁ

ddns—server enable

| IS A—4
PTG A— B FI) EH A,

foosesrannusga
FAFIv7 DNS I — MRREZ L TEEE A,

exs—r
AR
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Iddns—server logging address—-changes [F100/F1000 o< > K]

HAFIv7 DNS Y— SEEREZ R IE, [FIC FQDN IZX LT, TRVADEE RNH o= tmwns
(slog) \ICH 1T B5AIT, Ravwr REefRELET,

refresh I< 2 RRRICH DT/ BDa~< RTT,

F100:V02.06(00) L& 7R—k
F1000:V02.06(00) LAREH7R—

Ben B8y FLRZE0sEmNTS

Router (config) #ddns-server logging address-changes
Router (config) #

|:7>F%ﬁ

ddns—server logging address—change s

I/\"%%—’Sl

INTA=HIHVEE A,

foozesabuuse

ek RUAETE a7 L EE A,

fsxes—r

HAREE—F
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| 5472 M5 1+ Sy DNSEMED B )
! ddns—client

HAF 92 DNS IFAT UM BERER A £ — D2 R(F T oAU PR BENAEDREEI T
i—j—o

FE 1/F B—RD IPv4/IPv6 7R ADZEL., Link JREEZSAV A2 39735 http—client 3% &4 1%
RLUET,

F72. I/F TRV ZARBEZAL DI — TE D MR E B T DR AEALEE D% E M Y, — E MR A~
FRFEAELRWGEOERREEITHZELTEET,

refresh I< > RZIZH N/ Ha~ R TT,

F80:V01.02(00) ARG H7R—Fk
F100:V02.06(00) LABEHR—bk
F1000:V02.06(00) LAFEH7R—

I BEBI1T INA BT —ADT KLAIREEZLEHZ, httoclient E— F 1I1ZBER LA vt—U%%E(E

Router (config) #interface lan 1
Router (config-if lan 1)#ddns-client address ip action http-client 1

o> rest

ddns—client { address { ip | ipv6 }} action http—client <http—client E— K>
[ delay GEIEAIEERTE> 1 [ interval <EELXERR> ]

NS A—H RERNBE REERHE | HEREFDE
BERBE R A=V EFRTE I/F OT LA, %
721 Link JREEO AL DO EHETEET 20545

. address ip
address { ip | ELET W
1pv6 } IPV4 7]“/7\%“25#@33@1%'@'5%/5\ addl“eSS lp address 1pv6 N
IPv6 7KL 2L (5 B85 4 ﬁzws
—cli -+ " . NN N
PPN T i R p BRI A e — D EERUET I~16 | EWSRA
. ~ I/F 7R AARREZA L YW — € DR A 7%
R AR ~ 2
Ny P ey ) 060 ik
- _[rEm R FRU R A L R A EMEEE
HJ AL & e e s RO 10~864 p
FESPIREEIRING | ooty A s L, BT 0~86400 1o "y,
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Loogesabuiga

I/E TRV ADKREZA LRI Ay B —V AR ELEE A,

| B

LAN A2 47 = — AR EET—F

EWAN AL AT 2 — AR EET—NR

PPPoE A> 57 =— AR EE—R

HAXNT AL BT 2— AR EE—R (F100 D)
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| /517 Mgt (HTTPOSA 7 NZRIT 25 5%)

Idescription

http—client ™ Description Zi% ELF 7",
refresh A~ R RICHE N2 D~ RTH,

F80:V01.02(00) LLB&HR—hk
F100:V02.06(00) LABE 7 R—b
F1000: V02.06(00) LAB&HR—bk

I EHFI 1 http—client @ Description & HTTP-CLIENT1 &9 3%

Router (config) #http-client 1
Router (http-client 1) #description HTTP-CLIENT1

I:7>P%K

description <X=F>

I NG A—4
INT A—4H BRENE X EEE HIREFDE
pas http—client ™ Description Z5% ELE T, [FAELT, L5 AR

X1 :3EE 2564 SUFE T, AR—RATRYIBZEITEY 2033 XFETANARETT,
712U, show a2~ R(@y 747 DERERIDTRREINDLFEIL, ROID 254 L
FETERVET,

¥2:a T4 DFRTIL, 2033 XFEETHETREINET,

Loogesabaunss

http—client @ Description ##% EL £H A,

| B

HTTP 7947 FiX EE—F
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Ilogging

HTTP 7747 OBHEIZIBWT, 1 5ur7 OFfER%, LU O bR L ET,
s &L
T T—WEO IR T )T 5
c =T —IFTE Tl BRI s & 1975

refresh I~ RBIZA N/ Ha~< L R TT,

F80:V01.02(00) LAREHR—k
F100:V02.06(00)LLf&HR—k
F1000:V02.06(00) LAf&H7R—

Isxs1 2conszmnts

Router (config) #http-client 1
Router (http-client 1) #logging detailed

I:va%ﬁ

logging KA HALANILY

|/\°3><—9

INTG A—5 RERE REHE HIEFFDIE
n 7 AV~ VR E L a7 2@ R L £,

- o S detailed
137\["{"[7‘7[/“\“/1/ detailed |2 CHOar %d_ljj orror %\EH%/T\ )
error |TI—al OIxHH none

none (R AEHIILEREA

foozesabuuse

7=l DR IILET,

exs—r

HTTP 7947 hX EE—F
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I method

HTTP ® Request-Line Zf§E L3, HTTP @ Request-Line {%. A FOERLALDE T,

AR Request-URI HTTP /3 —g2

AIEE DO HTTP 7747 M Tl AR GET OAFRE A &720E9, Request-URI |, URL &
CGl AT varDIgEERET,

HTTP R =20 1.0 [EE &R0 £,

Request-URI DFRE S LT, L FO LB T,

F100 F72i%., F1000 OF AF 2 DNS H— 36 (2345 355514, [Pvd TR A THhALL
ddns—v4.cgi, IPv6 7KL ATH UL ddns—v6.cgi ZFEEL TTZEUY,

Request-URL <CGI A 7'>ar 1> K<CGl A7 >a il 1> KCGl A7 ar 2> KCGl A7 vafi
2% ees

7=&z0E. http://192.168.0.1/cgi—bin/ddns—v4.cgi 2. dn=abc.co.jp, pw=passl ZiE07-WGATL,
LT DI EITR0ES,

http://192.168.0.1/cgi~bin/ddns—v4.cgi dn abc.co.jp pw passl

refresh 2~ RBICH N Ha~ 2 RT1,

F80:V01.02(00) LLEEHR—k
F100:V02.06(00) LA&EHHR—k
F1000:V02.06(00) LAfEH7R—

EH 1 http://192.168.0. 1/cgi-bin/ddns—v4. cgi 1=, i4=192.168.200. 1 dn=abc. co. jp,
pw=passl %% %

Router (config) #http-client 1
Router (http-client 1)#method 1 get url http://192.168.0.1/cgi-
bin/ddns-v4.cgi dn abc.co.jp i4 $id pw passl

I:va%ﬁ

method <&EE> get ur| <EEFEKREL> [KCGl AT 32> 6l AT aviE - - -]
| 85 A—4
NS A—4 REAR REEFE | AREOE
B Sl AR 1~16 HREA ]
BRER TR DDNS $— 3D URL 2 A CHELE T, |1~254  |[HWEA AT
CCl AT ar bt Dfiz AX— A TR Y)
(CGL AT >av> STHRELET, B CIE - CANGIE ¢
(CCl AT va il |ZOMBEDITEEIEET HZLNT FBELEE A,
=FT,
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| 527 kLzosgss

HIENLUTZWT RLUADS PPPoE DX R ET KL AD A/ — AT, TRURE#RE L Tv o/ aikers
1TWET,

F100 THR—RLTWA~Z ek, LLFD 2 D T9,
$i6-+1Pv6 7 RL- A

$i4--1TPv4 7RL-A

722 1E . RED IPve TR A% X AF 7 DNS #EREZ R L CREANLIZWEE L, LLF D Loz
JELET,

Router (config) #http-client 1

Router (http-client 1) #method 1 get url http://192.168.1.1/cgi-
bin/ddns-v4.cgi dn abc.co.jp pw passl i6 $i6

EDALHT 2 —ADT KL A& T DM, reference-interface I~ F TR ELET,

| F100 CAAF 3 v % DNS H— R EFFo>TNBIBEDES

192.168.100.1 O T KL A%£FD F100 TH A F w7 DNS r— "Z8ESETWDIGAIE. LU T
DREEATIZE T, BEREREITHOLENTEET,

Router (config) #http-client 1

Router (http-client 1)#method 1 get url http://192.168.100.1/cgi-
bin/ddns-v4.cgi i4 10.1.1.1 pw passl dn F100.domain.co.]jp

foozesabuuse

HAF 27 DNS = N~ ERE R AT — U BB E L EE A,

| ERs

HTTP 7947 v FREE—R
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I reference-interface

method I~ R T, RET RLABRGED =D~V R GEAATHT2 BB/, EDOA L AT =2—AD
RAEZ S RTDONERELET,

refresh I< > RRRICH /0B~ RTY,

F80:V01.02(00) LAR&HR—k
F100:V02.06(00) LL[&HR—k
F1000:V02.06(00) LAf&HR—k

Dssn1 INA2 57— REBRERA v E—SDOT ELR_(Pv4/IPv6) BHESISSET S

Router (config) #http-client 1
Router (http-client 1) #reference-interface lan 1

I:va%ﬁ

reference—interface <4 >4 7t —X4%&>

f i35
NG A=A RENE REHE | HBEEFOE
BERIR A L —DOT KL (P /IPv) i [0
A BT =2—24 BB R DA =T == 2 R EL pppoe 1~24 AT

ESE dialer 1~20%

X :F100 DAFEEFRETT,

foosesrannuga

AET 2 —ADT RV A SR LUER A,

exs—r

HTTP 7947 Mk EE—F
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I request—timeout

ZAF 27 DNS Y — N L TEE LB E R A =V OIREZ EHLIFARH, BLO
UrIA Bz EL£T,
I TCHRELER IS EZZAE LR o T B ITU M A 2TV E T,

refresh I~ RBICH NI Ha~ 2 RT1,

F80:V01.02(00) LAREHR—k
F100:V02.06(00) LLf&HR—k
F1000:V02.06(00) LAFEH7R—

I REFI 1 BBRERAVE—VDLEZEFLEIALTINI0, ) b5 EEK 2 EICISERE

Router (config) #http-client 1
Router (http-client 1) #request-timeout 10 retry 2

I:va%ﬁ

request-timeout <EHBERRXA LTI L [ retry <) rSAEHD ]

| IS A—4
KNS A—4 BENE BEHE LBREOE
SRR FATFIy7 DNS H—/NTH U TE(E L7 B ER A
§}A7m\ S DD E LA LT YNSRI S ELE [1~60 MR
4, BNL: D
o |FAF T DNS PR LT R L B R R A AL E
] ~~
e N I >0 ler.

fcozezabuige
BERIRIA LT U108, UNFALARNCRESHET,

exss—r¢

HTTP 7947 Mk EE—F
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I source—-interface

BERB R A B — TV DOFEETLT RV AR A B —T =— A THEELET,
refresh A< RRRICH /0B~ RTT,

F80:V01.02(00) LAREHHR—k
F100:V02.06(00) LAfEH7R—k
F1000:V02.06(00) LAf&HR—k

Dsthi N2 81— 22BBERA v E—SORETT FLRET S

Router (config) #http-client 1
Router (http-client 1) #reference-interface lan 1

|:7>p§ﬁ

source—interface </ 42 Jx—RXR%&>

I INS A—4

INT A =4 BREAR REEE | AREFOE
lan 1
ewan 1~2

BERER AT — U DEE T T RLU A% AL |pppoe 1~24 | .
p 7 — A ) . ~
AFT =A% =T =24 CRELET, dialer 1~20% G

loopback 1
vlanif 1~16

X :F100 DAFEEFRETT,

Loosrezabuuga
source-interface 5 E ML TEIEL £7,

B

HTTP /A7 v hREET—R
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| BB o717 o+—ILigEe

| shsm o 0 s A

I remote—-access |imitation

NAT —REFREBRLL ERBER T2 XITT 7 AR T HMRED  /SAT — RV AT A%
[FB 7z ELET, 0 ZHRETDERNIET 72l 21707 </20ET,

Dsthi (xo—FBYHSERE 2ECBET S

Router (config) fremote-access limitation 2

B~ rest

remote-access |imitation </SX 7 — Fi8 U AR

| RS A—4
N5 A—4 BERE LEEE  EEBOE
RIET IV ATII RN E I 72§ /S AT — KRV TR
sap—pay [T o
e ZOBE FOBEORDH ST AL, RIET 7EAL R 0~5 BT
i KL, BT A 0T N ST e AR
nWEJ,

foosesannusga

3 &R ES,
4 [BIEL E/SAT—RZHIER DL, 10 7T 7 EAREELET,
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IfE7seaxngsrse

ARIET 7R ANFE T LI E50E, LLF #7722 Ed,
@ L A— /LI LD
B A=K, BEESEIC, RIET 7 BANRI o228 RIET 7B A56D [P TRV AZDE
WAEBEMLES,
B AV REDO R T mail 2~ RaEfEHLET,

[ J=S78\sVa)
slog |Z[ Security Emergency from xxx.xxx.xxx.xxxJ| (xxx.xxx.xxx.xxx [IRIET 7 E AL ED P TR
LAR) EFIRLET,
syslog DFRENSILTCWAIEGEAIE. mRHLOD syslog B—/NIZU T VA A LB INTHZELTEE
T

@7 /AL
RIET I BATNSDT 7 A% —EWREM 7T 72 2% HIRL £, 77 2AH BRI O E L
remote—access time IR TR ELET,

B

AT
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I remote—access time

INAT =R AR E R, ERER & ZITIET 7 B A T OMRED . 77 B AHIRIF AR EL
7,

fen1 FE7/LABEBOT 2 LRHBEME 5 HIHET S

Router (config) #remote-access time 5

I:va%ﬁ

remote—access time <7 % t X HIREED

I NG A=A
INTA—4H BRENE REEIF  HEREFDE
T A BRI RIET V7 BAOF TR LT, 77 ERHIEETT L ~60 W

IROWF] (43) ZRR ELE9

foosesannusga

10 73 &7 F£9,

| SRR AN T

RIET 7 EARFE R L2561, BLT OFIE 7200 ET,
@ L 7 A— /LTI DA
BT A—/MCEY | BEHESEIC, RIET VB APRI 57228, RIETZRATED [P 7RL 25D
Wa Bl ET,
A A—/VIEFERE DR E 1 mail 7~ FAfEHLE S,

@/ 77
slog |Z[Security Emergency from xxx.xxx.xxx.xxxJ (xxx.xxx.xxx.xxx |[IRET 7 EALED [P TR
LAR) EFRRLET,
syslog DR ENSIVTWDIG AL, EIRHIOD syslog h— N2V T VEA LT HEL TEE
7

@7/ EAERS

RIET IV BATLINEDT 78 A% —ERFE T 7B AZHIRLE 9, 7SRV —REOFFRREIE
remote—access limitation I~ N TR ELE T,

fsxes—r

HAREE—F
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| Zovsus i

I ipv6 access—group

access—list AV R CTHRELIZIANSAN T T —R% J A H T2 —ATHHLET,
TUNEN T TR B BT 2= AT Z LTy NCHE AT 200/ KA X T =— AT
EETH Ty MOEN T A0 EIRET AL ERHYET,

refresh I REICH RN /25Tv L R TT,

D1 access-list | THELLT—5%. LANAEHICEAT 3

Router (config) #interface lan 1
Router (config-if lan 1) #ipv6 access-group 1 out

I""*{b’llz access—list 2 THRELE=T—42%. LNMOSCDZERFITERT S

Router (config) #interface lan 1
Router (config-if lan 1)#ipv6 access-group 2 in

|:7>P%K

ip access—group <access—list 5> {in | out }

I INS A—7H
NS A=A BRERE REEEF | ARREFOE
access—list | TA4NHV T DT —HERE LT 7 BAYAROFE [<3000-3499> BWEAT]
iSRSy ERRELET, <3500-3999> "
in | out A HT 2= ATOZZAEIE (in) /A H 7 2= ANBDELE |in SR

F (out) DEBSTTIANA) T THDONEFEELET,  |out

foozesabuuse
EUAHT 2= ATIE P ATy TANBI T a LT A,

l IP74LRYLTIZDNT
N Dy AY/aA N Y BN e eb (YA TRV VA il i ) Nl = SR A7 s 0 | VDY A DY ) S A Y- A | =R G

bexs—+¢

PPPoE AL H# 7 = — AR ET—N
LAN A2 Z T 2 — AR EET—R

EWAN AL AT = — AR ET—NR
R A BT 2 — AR TEET—R
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I ip access—group

access—list A~V R TIRELIZTZANAN T 5 —42% 4 (PPPoE, LAN, EWAN, # A Y /L7 v
IPsec) Ao X2 7 =—ACHHLET,

TANEV 7T —H1%, 4 (PPPoE, LAN, EWAN, # A ¥/ 7 v IPsec) 247 =—ATZIFL
=3y M 9200, % (PPPoE, LAN, EWAN, Z A Y /L7 7 Psec) Ao ZT7 =— ATk
Ty MO AT A0 E R ETHMLERHDE T,

refresh I~ R ICEN /253~ R T, (FAY LT w7 13RS

Deem 1 accesslist 1 THELET—4 %, LN EEBISERT 3

Router (config) #interface lan 1
Router (config-if lan 1)#ip access-group 1 out

D2 access-list 2 THELET—4%. LD SOREBICERT S

Router (config) #interface lan 1
Router (config-if lan 1) #ip access-group 2 in

|:v>p§ﬁ

ip access—group <access-list & 5> { in [interface | vpn]| out }

B i52—5
NS A—4 BRERE REE | HEERFOIE
<1-99>
vt s |[JANVBV T DT =B EBELLT 7R AV AR [K100-199> |,
access-list &7 DE A E T <1300-1999> HREAT]

<2000-2699>

ALHT 2= ATOZAGEW (in) /A HT =—A
MEDIEEHE (out) DEHLLTT AN EN T4

DOERELET,
s ‘ ZAERHE, SHIZLL T OIS ENTEET, |
{ in[interface | - - -~ -~ in PN
vpn]| out } in access—list [ZHEV VI out AMEAT]
in vpn H %8 VPN 423 N il 4
in H JR563E VPN x5 o Rl

interface |{Hl

MLAN A2 Z2 7 2—AB L IPsec A2 ZT7 =—A T, vpn &R THILIXTEERA,
¥in vpn BX W in interface ZBINL7-5E ., #H 75 access-list DFEIEIL, any & T DHNE
BHVET,
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Loogesabanss

AR T 2= AT, P N NI AR TR E A,

l IP 74 LR LTIZDNT

FRELIZ Ty FESMIFRE L2 eV o 723908, BF 2D T i b DTl - DHRE T,

BEE—F

LAN AL Z 7 2 — AR ET—R

EWAN A2 %7 2 — AR EET—R

PPPoE AL H#7 = — AR ET—R
HAXINT T AR T 2 — AR ET—R (F100 D)
[Psec A2 Z T = —AREET—F

VLAN AL H T 2 — AR EET—R

RN RNA BT 2 — AR TEE—R
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I ip stateful max—sessions

FRTANT) T T —T VO R ELET,
CITHRETHREAT, IPv4A/IPv6 THEAT 2R 74 NH ) 7T —T VORI LR ET,

Deen 5o 18U 07— TL% 1638y 3V HRET D

Router (config) #ip stateful max-sessions 16384

I:va%ﬁ

ip stateful max-sessions <tzw < 3> %>

|/\°3><—9
5 A—% BERE worE | LEEOE
byt ek #ﬁ74»§m¢waswwu%ﬁ@%aﬁui¢of%;f SR

Loosrezabuuga

2048
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| o—Cc xR

I console exec—timeout

O =L TRIASITODIRET, MR EEARN 2R ELET, avy—Try (&,
ZDaw R TRELT-RE ML~ RO AN DN eh-2800%, BEicaZ 7oL ET,

Dsth 1 51479 BRIz 0HBES 280

Router (config) #fconsole exec-timeout 30

Bsem2 apnsrorsesigs

Router (config) #console exec-timeout off

I:va%ﬁ

console exec—timeout <timeout B>

|/\°3><—9

INTA—4H BRENE 5 7€ 801 HEEEDIE
=)V TRIAEN, AN —var MTo
N7 p o TLEBI TN AETORRE]  [1~60
(BN 43) 48 E L £, off
ol ZRETHEA BT T U RLUER A,

timeout IR BT

foosesannusga
60 3y CHBIS T UM L5 THET,

-, =
I FE!

A#Ehas 7o,/ BXEeas T NIH»bLT, 2 — VTR E LN AT FLERSIL QW ET,
Oz —H A TELNET TaZ A LT, save I~ RE AL, I LIS THERIER->TL
FUET,

BREZ BT TIED , JTTORBBITETITIL, load 2~ REFIHL THHRZ TR TIZENY,

exs—r

EAREE—F
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I ftp-server exec—timeout

FTP TuZ A SN TWHIRAE T, Md(ERE AR AR EL £,

FTP TR A S, ZOa<w R CRELERRMIL 2~ RO AT 03 7en-7=3561%, BEiTr

JTIRNET,

REBI1 B4 LT EREZE 0 DICKES SIS

Router (config) #ftp-server exec-timeout 30

Bexm2 sposrorsenige

Router (config) #ftp-server exec-timeout off

|:7>F%ﬁ

ftp—server exec—timeout <{timeout FFfE]>

| NS A—4
INS A—4 BHARNES R e HBHREDIE
FTP Tl A &, AL —arviMrbhi
7ol NS HE 4 A SDIE ~
timeout 2T TG AEIR S TN A CORERY 1~60 W]

(BT 4y) off
off IR ETHEH I TR ER A,

foozesabunsge

5 CHERZ TR A9 5CVVET,

fsxes—r

HAREE—F
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I ftp-server shutdown

FTPIZ&DT7 7 A ST AL AR ELET,

Ben1 FIPO7 256575

Router (confiqg) #ftp-server shutdown

|:7>F%ﬁ

ftp-server shutdown

I/\"%%—’Sl
INTA=HTHVER A,

foosesannusga
FTP \2LBT 7 e A% T £,

bexs—+¢

HAREE—F
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I telnet-server exec—timeout

TELNET TRZ A SIVTNODIREE T, Ml 5 BEAR R (AL 43) Z3% €L E£ 9, TELNET CTr/
AEN, ZOaw R CRELERER L2~ RO AN o7=35481%, BEcas 7o £7,

Bmm 5075 beRE 30 sIcRET 288

Router (config) #telnet-server exec-timeout 30

Bexm2 sposrorsenigs

Router (config) #telnet-server exec-timeout off

|:7>F%ﬁ

telnet-server exec—timeout <timeout EEFfE]>

I/\"%%—’Sl

NS A—4H BHANES B it | HERBEDOE
TELNET TrZ A&, AL —1ard T
DOINIpLIg>TILHEIR TR HETD |1~60
R (BT 5) off
off IR ETHEA I TR ER A,

timeout FRF[H] BWEAS A

Loosezabuuga
53 CHEMZ TUN LI >THET,

| E3E

HEa7 7ok EXH2a s 7o NMIhD5H T, TELNET TRELZHRILESN TV ET,

) — LR D —H 7 TELNET Ta/' A LT, save 2= Ra AL, HiE#L/-Ff T
HihliroTLENET,

REZABPTIED , TTOWREEIZRETIZIL, load =2 FEFIHL THHr s TR TLIEEE W,

| B

HAREE—F
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Itelnet—server shutdown

TELNET (2L 7 7 v AR T 558 1 ELET,

Ben1 TENT 072 £ EEET S

Router (config) #telnet-server shutdown

I:va%ﬁ

telnet—server shutdown

| IS A—4
PTG A— B FI) EH A,

Loogxseabuiga
TELNET \2LAT 7B AZZ T T £,

exs—r
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Ihttp—server authname [F80/F100 o< > K]

:@Fg [ IITTP &747%@ JL%.S DAl ZERREA %T&LT %réz@i%

refresh I< > RRRICH /0B~ RTY,

Bsstm 1 REALMMEZE TFITELNET) &9°5

Router (config) #http-server authname FITELNET

|:7>F%ﬁ

http-server authname <REALM {E&>

|m5x—9
—4 BREANR TR | AREEOE
REALM 1@ N—= w77 HEE&U\y/])/IX}\HLA HEH%‘: \—'f%ﬂzjj«é ﬁi;ﬁﬁ %\H%Iﬂ‘

REALM fEA+5EL £,

foozrzabuige

REALM fE %22 12720 F9,

bexs—+¢

BABEE—F
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Ihttp—server authtype digest [F80/F100 o< > K]
HTTP (Web % &) IZEDN— 0V iBREA TN L, X AT = ANRREE A I L ET,

refresh A< RRRICH /0B~ RTT,

E&ﬁ?_{ﬂ]‘l HTTP (Web E) 0)/\—*/ Jbulbnﬁémxﬂls Lz ’5"( “/IZ Fuu..nIEéﬁ)‘)J( Tza)

Router (config) #http-server authtype digest

I:va%ﬁ

http-server authtype digest

I INSA—4
INT A=A THVFER A,

foosesannusga
HTTP (Web /:E) 4255’4/17\}*;1.4 HE%@T‘)JJ L/\ “\—“/“/7%@:7%75’5]@1[/1”3‘0

B
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Ihttp—server digest-auth nonceage [F80/F100 o< > K]

B AY = ANRAERF A 972 <NONCE > O F B A E L E7,

refresh A< RRRICH /0B~ RTT,

Ex5Ef5 1 NONCE {E% 100 ¥ &9 %

Router (config) #http-server digest-auth nonceage 100

I:va%ﬁ

http-server digest-auth nonceage <NONCE {&>

!/\"5}—9
—4 HREAR RESH | HIREFDE
NONCE /i HAY = ANGBRERE A F -5 NONCE it > A5 %0 1 F I~180  |&meRT

(*/) %f:]: L/iTO

foozrzabuige

NONCE f{ililZ 60 #2720 E 9,

bexs—+¢

BABEE—F
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Ihttp—server shutdown [F80/F100 2<% > K]

HTTP (Web % E) ICLAT 7B AE LT AESICISELET,

refresh I~ R ICEN /2D~ R T,

REM 1 HITP (Web 3%7E) DTV EREERT D

Router (config) #http-server shutdown

I:va%ﬁ

http—server shutdown

!/\"5)‘—’5!

INTA=FTHVERE A,

foosesannusga

HTTP (Web iR ) I2LDT 78 A%Z 1T £,

B
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| TEHEE

| VRRPi#AE

I ip vrrp enable

JL—% &7 VRRP )L — 2L CEIET AN E AR ELET,
refresh 2~ RRICH IR Da~ R TT,

F100:V02.01(00) LAFEH7R—k

Raem WRPL—SeLTmEEES

Router (config) #ip vrrp enable

o> rest

ip vrrp enable

IN%%—@

INTA=BTHVERE A,

foozesabuuse

VRRP /L —X LU CTEMEL EH A,

| B

AR EE—R
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Ivrrp address

zti%‘/éw:»«xf%ﬁ{’Ea“én/%&ﬁ‘/wﬁ"@fﬁfg IP 7RVAZFRELET,

Owner ZHELT-HE1%. IP TRL 2%45 ﬁiﬂ'ﬁqéd‘é\gﬁ;d&?ﬂ) FH A,

H 4571 Master w»—&@b;}—/m\fa%of% HWOEIP TRLALEITRLAEZ 7 L—TORE P T
RUALLTHRELET,

refresh I~ RBICH NI A~ KT,

F100:V02.01(00) LA&HHR—

Bem1 EWAN O VRRP L—% 7 KL 2% 192.168.0. 254 IS8T 5

Router (config) #interface ewan 1
Router (config-if ewan 1) #vrrp 1 address 192.168.0.254

|:7>F%ﬁ

vrrp <vrid> address <VRRP JL—& 7 KL X>

I INTA—7B
AR HENE HEHE  ERREOE
i AALET =2 ACEES D VRRP L—=2D | e R

VRID #i% ELET,

RALVHT 2—AIZKLTD IP TRLVALYT
XNV AT R TELET,

RAL BT 2 —ADEFD [P TRL A
VRRP /L—#%7 |lowner | VRRP L—Z® IP 7RLZEL | |gwner*®
KL 2 THERALET, P 7L 2JEE B WEA AT

[fl— VRID fEZFf > AE—4 i
THEASNAIP TRV AEZZREL
F7

¥VRRP L —#7RLRIZEEL TiT. {548 IP 7va%8%bf<f:éu\

¥ 1:VRID O E&FIX 1~255 TT, 1 BEDEREITFRETES VRID 1X32FTERVET,
T2, KAV HF T 2 — AR E TES VRID 1%, 20FTIZRVET,

¥ 2:VRRP owner & EZHE T3 A121X, B VRID TEI{ET ALV H 72— T
owner X EEIToTITZEY,
¥7-. [FC VRID TEMETBHRALZ 72— AT—H L TWALERHVET,

IP 7L
A

BwRiD £

VRRP #¢RE Cffi S5, VRRP L—& 7 L —7F Ok B 1 C1,
VRID M [A—® VRRP /L —41%, RIUZ V— 1A R L ET,
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I Master JL—& &1 ?

VRID BRI NV—T"DH T, R~y "ORLIEEIT 25D Master TI,
DN —2T 7T 7 U TR L . Master (ZFEENIE AU TGS TR ER B | k& &
T,

foozesabunsgea

VRRP 7 RLAD R EEITWVER A,

| B

LAN A2 B 7 2 — AR ET—NR
EWAN A2 H 7 = — A ET—R
VLAN A Z 7 = — AR EET—R
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Ivrrp adver—interval

ARFGFRA L 2T 2 — ATEIWET S VRRP /L—& D ADVERTISEMENT 247 hD 3 E IR a 3 e L E 7,
refresh 2~ R ICH NI /ba~ 2 RTF,

F100:V02.01(00) L& 7R—k

! E%7EMI 1 ADVERTISEMENT /8% kDX {ERERRZE 3 BIZERET S

Router (config) #interface ewan 1
Router (config-if ewan 1) #vrrp 1 adver-interval 3

|:7>F%ﬁ

vrrp <vrid> adver—interval <E{ERIFR>

B i5x—5
INTGA—4 BERAB BREEE  HEEERDE
id Ti‘/&7l~xf‘@1%ﬁ@“é VRRP /L—%® VRID % I~o55%  |gmeRr
R ELET,
2 ﬁ({i\/;izisement 2Ny NOIEE R (AL 7D) 258 E 1~30 W]

3 :VRID O} E&EFHIL 1~255 TTH, 1RDERBICRE TESH VRID [I32F TV ET,
72U, BALET = —RITERETES VRID 1%, 290FTITRVET,

B ez~

VRRP HERE T &5, VRRP L—& 7 )L —F OB 1T,
VRID 73[A]—@ VRRP /L—# %, RU7 L —7 12| LET,

I ADVERTISEMENT /X4y R &1E?
Master /L—# N5 EHIFIZIEE SNA BN IEMER T O /3 r v T,

foozesabuuse

ADVERTISEMENT 4w b EERREE 1 IR ELET,

| B

LAN A2 27 = — AR EET—R
EWAN AL H T = — AR TEET—NR
VLAN Ao BT 2 — AR EET—NR
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I vrrp auth-type

ZIK fi%/ﬁ’7:%2“€@]f/ﬁﬁ“é VRRP /V—& OFRGIET7 15 M OG- niET’“&é’ RELET,
FRERATOH AR, Rl — 27 L —7 N TRICSAT—R 2 L2 7 — TR T 2 FH A,

KR ED text—password I, @7V VRRP o bmL D HHMEDT-D I B SINTZHOTHY, &
F 2T 4L ~L DM FICEHESTHLOTIEHY FH A, 5% 1E, auth-type none—auth TZH|HL7Z
YN

refresh I~ RBICH NI/ D~ KT,

F100:V02.01(00) LA&HHR—

I EREM 1 BEIAR % text-password & L. EBEE/NRXRT— K% vrrppass & LET

Router (config) #interface ewan 1
Router (config-if ewan 1)#vrrp 1 auth-type text-password vrrppass

o~ rest
vrrp <vrid> auth-type <FRBEE% A 7> <FBI/ART— K>

I NG FA—4
INTGA—4 BREAS BREEHE | AHREOE
i 3&&;;7:;5{;;@31%?6 VRRP /L—4 D |~ 55k WA
T MRS A T R ELET,
S none—auth ROREZATIRDIRN, none—-auth*? PP

— d 8 LT LINDTH AT —# | |[text—password
CXUPASSWON |t L CRRAEA AT,

PRFEA AN text—password” ZFRTELIZYG 8 LTLAND |,
R A NSy U TSy N
e A i e ST kil

¥1:VRID O EEFIT 1~255 T, 1BDEBICHRETES VRID 1332F TLET,
72120, HAVET7 2—R IR ETESD VRID X, 220FTIZ0ET,
X2 :FRFEHX A 1T none—auth ZBIRUIZIBANE. FREE SRV —RIZ A TEERA,
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BwRiD £

VRRP #§BE G S5 VRRP L—% 7 L —7F OB 1 C1,
VRID 23[A—@ VRRP b—X 1%, [RIC7 NV —71Cf L £,

foozesabuuse

none—auth 235% E SN FET,

fexes—r

LAN A2 B 7 2 — AR ET—NR
EWAN A2 X7 = — A ET—R
VLAN A Z 7 = — AR EET—R
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Ivrrp preempt

KiGFRA L 27 = — A TENET S VRRP /L —# D Preempt mode )& ELET,
refresh A< RRRICH /0B~ RTT,

F100:V02.01(00) L& H7R—k

SEH 1 VRRP JL—A @ Preempt mode ZH/XIZLET

Router (config) #interface ewan 1
Router (config-if ewan 1) #vrrp 1 preempt

|:7>F%ﬁ

vrrp <vrid> preempt

I NG A—7H
NS A—4 BHANES EREEF | BREEFDIE
N - S} U= - 2L .
wrid IRALHRT 2—ATEIWET D VRRP /L—4 D VRID %#7% 1~9255% | BT

/\’:.E_‘L/ij‘o

3 :VRID O EHEFHIL 1~255 TTH, 1RDEBICRE TEXS VRID (I32FTLDET,
722U, KAV Z T 2—R TR ETES VRID 1E, 22FTIZRVET,

IVRID Lixe

VRRP HERE Tl &5, VRRP L—& 7 )L—F ORI,
VRID 23[d—@® VRRP b—# 1%, AL Vv—7 12 )L £,

I Preempt mode &% ?

Master /L —HIZ[EENBAEL TR I T w7 N —2ZYIN DA<, Master /L—2D3MEHL
T\ I T T N—E2nbLY0 DA 5 OEWER TR ELET,
SOEENL7-RRIC, B OEEEEN —FmD->T 55 OMIEO#E
. iori VRTCER T LIS CHIWTL . BB D
S oo VTP priority v R CRELTE .
Preempt mode 2345172555 BV L —2 )8 Master JL—H &7 F4
Master /b —H|ZEE DKL NI T 7 /L—H 78 Master /L—
AN T2 T2 1412, e Master /L—2 B IHLT2E LT, vrrp
priority 2~ R Ca & LT J0 I BAfR 72 BIFED Master /L—
B (GE I T TN —5) PRFFSET,

Preempt mode NN HEZH DL E
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| VRRP & IPsec ;&g

EWAN ffi]C VRRP Z8I{/ESH | IPsec ZEMESELGE 1L, LT OEESLETT,
FITELnet-F100 72 @ CPE 7>, FITELnet-F1000 (ZxfL T IPsec Di@{EE1To8:4 . VRRP T
FRELUIAAR IP TR 2501212y = —a B THZ LN A HE T, 7272L. VRRP Ot L —#
ICBEENEAE LA STy P RID N —275 [Psec 815 Okl A R A £33, B a{bahi-
F =B E G T AT BT DIERIRND | BE LT AN TEEY A,
FITELnet-F1000 'C VRRP Zf L | [Psec DB 411955 A . CPE il T SA OB AL TOMLEE DS
HVEJ, FITELnet-F100 Ti%, DPD (Dead Peer Detection ) 72X @D SA BEHRMEREN AR —RE#T

WETOT, MTRETDHINCLTTES VN, 20D SA BEFEREIZED, SA U722 & 2785 T &,

FERITY T —al B THZENTEET,
%7-, FITELnet-F1000 0 Preempt (4&#]) E—R7% ON (2725 TV %, VRRP DEESEEEASE L VL

—ANERENTHZLIED, RFA—Z DU Z 34T 5728, [Psec D SA N—HFEITELET,

S ==

Preempt O EDEITEENNLIETT,

Looszezabuuigs

Preempt mode (X257 T,

exss—r¢

LAN A> X7 2— A EE—R
EWAN AL H# 7 = — AR TEET—NR
VLAN A 2T 2 —AFTEET—R

541



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ivrrp priority

Master /L —Z R E T AR E AR ELET, REWHTFIEEEIE T ER0ET,

OB FEIL, Master /L —Z | ZREE DA LTZGAIERN T 2IEF I SN ET,

PESERE MG Thho 73551 ADVERTISEMENT 2347y s D [P TR A1) T, e REV VA
BENLUT L —H N Master )L —Z 2720 FF,

refresh I~ RBICH NI A~ KT,

F100:V02.01(00) L& 7R—k

Bemn L—50BEEs 1208ET 3

Router (config) #interface ewan 1
Router (config-if ewan 1)#vrrp 1 priority 120

|:7>F%ﬁ

vrrp <vrid> priority <{g%&E>

B i5x—5
NS A—4 BENE BREEE | AR DB
: RALET 2= ATHIETSH VRRP L—2D VRID &% | oo e
vrid Y 1~255% | WEAA]

B Master router |ZEBR T D720 DB EAZRELET, |1~254 |[EHEAH

3 :VRID O E&EFHIL 1~255 T8, 15DERBICTRE TESH VRID [I32F TV ET,
72U, BALET =—RITERETES VRID 1%, 290FTITRVET,

IVRID Lixe

VRRP HERE G &5, VRRP L—& 7 L —F OB 1T,
VRID 23[d—@® VRRP b—#1%, AL V—7 12l £,

foosesannusga

JL—Z DS FER 100 ICFRELET,

exs—r

LAN A2 Z T 2 — AR EET—R
EWAN A # 7 = — AR TEE—NR
VLAN A 2T 2 —AFTEET—R
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| (~ob-7oas e
Do~or

I event—class

JL—2 TR MSHEIC BT D event—class & event—action D~ E LT AR ELET,

refresh 2~ RLICHN/ba~ R T,

Bseh1 ARUFISRESILEAALV 7S 3V BRI EEESHS

Router (config) #fevent-map
Router (config-event-map) # event-class 1 event-action 1

o rest

event-class </ N> r49 5 REE> event-action <A RV 7oL 3 08B

B i52—5
"5 A—% RERE RERE | SREOE
ANNITAE BRSNS TARBERELET.  [1~500% [EMeA o]
1T s o T s e B ERELET, |1~500% R R

$%:F80, F100 DA ik, 1~100 (2720 ET,

foozesabuuse

N—H IR TEEE A,

| B

ANV YT RIEE—R
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I check ip-icmp

L3ping 12X AEEMEZRD ICMP-CLASS &5 (56.5%) ik EAITVVET,

AR EHE B A EEER E LT 5E121E, ICMP-CLASS HE>0E—0b OB TiE RExeL,
{ICMP-CLASS & 5> D3 72 255 5 121E, BINER EL/2DE7,

BEOBRENE>T- 3 A1, ICMP-CLASS &5 T HEEZ ST ET,

B (1B RV — 500 LRV

refresh I~ RBICH NI A~ R T,

F100:V02.01(00) L& 7R—k

Deem 1 Loping =& 2TERRD IOIP-CLASS BEZ 1L 5

Router (config) #event-class 1
Router (config-event-class 1)# check ip-icmp 1

|:7>F%ﬁ

check ip—icmp <ICMP-CLASS &> [invert]

I/\"%%—’Sl

NG A—4H BHANES 2% T En B HBBREDIE
[.3ping (2L DR MR D ICMP-

[CMP-CLASS % & o e
B o Ass Fe i) RELET,

1~500 BIEAST]

. . H(true) A (false) DARFEA IS |, . E (true). 14 (false)%
fver Tl BT ELET, fver FOFEBRMUET,
Loosrezabuuga
TR T A,

| B

AN TAREET—R
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Icheck interface status

BELTAL AT = — ADIRBEEE R A TUVET,

AR EHEBAEBR T LS AICE. X7 2— AL BNE—OLOIZE LT EEXLL, A
BT 2 — AL BRI DG AT B EELET,

refresh I~ RBICH NI Ha~ 2 RT1,

F100:V02.01(00) L& H7R—k

Lo i onregmsss

Router (config) #event-class 1
Router (config-event-class 1) # check interface status ewan 1

|:7>F%ﬁ

check interface status <4 >4 7t —X%£&> [invert]

I INT A—7H
INTG A—4H BHANES B it | HREDE
lan 1
ewan 1~2
AR AFTHOA L Z T =— A% |pppoe 1~24%" |
: — . R
ATTEAH el gy dialer 1~00% [P
ipsecif 1~500%?
vlanif 1~16
ivert H(true) & {&(false) DR HER [ RS vert E(true), fA(false)%
T CEHTAGAICEELET, TOFFWMLET,

$1:F80 MBFAIX, 1~5 12720 E 9,
3% 2:F100 DAEIRNFAIEETT,
¥ 3:F80 MIFAIL, 1~32,
F100 DA 1E. 1~100 12720 E T,

foozesabuuse

JLRPEREIIME TS EE A,

Iszs—r

AN TAREET—
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Icheck vrrp status vrid

ABEREIZIY . B ELT- VRID O VRRP REEEE R A1 THZ LN TEXE T,
W O E T, Master DIFE N true, Master LIALDOIHE N false E720F 1,
invert 8¢ EDHE 1T (Master 2 false / Master LLFL23 true) .
refresh I~ RBICH NI Ha~ 2 RT1,
F80:V01.02(00) LAREH7R—b
F100:V02.03(00) LAB&H7R—

R 1 WRID 1 o) VRRP SREEER £ 17 5

Router (config) #event-class 1
Router (config-event-class 1)# check vrrp status vrid 1

I:va%ﬁ

check vrrp status vrid <VRID> [invert]

| 85 A—4
NS A—4 BRERNE REEEH HEEEDIE
VRID VRRP IRREEE A ZA1TS VRID 3% ELE T, |1~255% |AWEA ]
invert H(true) 4 (false) DARHE A I Hin S B Cilan ivert E(true). {4(false)%
THGAIHRELET, ZOFFBEMLET,

% :VRID D% E&LFIL 1~255 T, 15DOEBITRE TES VRID [I32FTE220ET,
72U, BALFT 2 —RITRETES VRID 1%, 290FTITRVET,

foozesabuuse

VRID @ VRRP IRIEESAR ATV ER A,

exs—r¢

AR TAREET—R

546



TURIEEE

Idampening disable

ARVNT T TR T = TREREE T A0 9D O EELET,
1 H DA R NTIESND AT LT 4fE1E 1000, =TT AEOHEMREIL 15 FT9,

refresh I< > RRRICH /0B~ RTY,

F80:V01.02(00) LAR&HR—k
F100:V02.03(00) LLf&HR—k

| B AR GAP P Pr PPEVL L X3 PSR

Router (config) #event-class 1
Router (config-event-class 1) # dampening disable

I:va%ﬁ

dampening disable

|/\°5><—9
PTG A— B EI) EH

Looszezabuugs
ARUNT T T H T = TREBRITE N T,

 EEAP PP PPEPYL 1 T

ARUNT ST T = TR LT AR ND 7T 7 (13T X)) R BB AR E AR
MZFLTNF T2 8128D, —BHEZADEZE DA N Z 2 HIEATOIRTE (true
or false) IZ[EE L., T NT4l%E FEIDZETHOA XU IOIRIEIC LD A B T IO T HkRE
T,

AR T AN TAT LIS TETHZENTEET,

exs—r¢

AR TAREET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I dampening-parameter

ARNT TG T HE T = T REBE DS TR B TWET,
refresh 2~ REIZHE NI 2 Ha~ R TT,

F80:V01.02(00) LAREHHR—k
F100:V02.03(00) LAfEH7R—k

I REGI 1 HERMZE 45 5. 75 EJRERIEZ 2000, 75 v EVJEIRREEZ 750 £ 95

Router (config) #event-class 1
Router (config-event-class 1) # dampening-parameter 45 2000 750

|:v>P§ﬁ

dampening—parameter <3EFEED <T75 v EVTIRERERE <75 v ELSEIRRIIE

I ING A=~
INTA—4 BRERNS SREEEE  AMEFDE
RINTAEDWDENE % _T T AEN531T .
A o ! o ~ 4 S
PR s com I eRELET, (i) |1 [HEERT
‘ Ty R N -
TS i 77‘\/;:74 EHS:J%;EZ § f:vafﬁf ‘AJ:/VT4 B
e |(DORUEE S TR EICT Ty e TRIBE R |1~-65535 AT
- S ) ERELET,
e [TV TRENDIE B LT BRI LT 4
777]:/711;' o — E‘ \‘;n_.,—'—.’ﬁ N —] EA A ,71_ ZIA
I R (RFNTAERREMELL T (FfEEETe) 12785 |1~65535 |[E WA ]

T=OHAIEIRER ) 2R ELET,

EThRNEE

it

L
i

onh

fco

_KF
=

AERERT 5 4y 7T MR BB G : 20000, 7T 7 1B IHRRE : 10000 L FE T,

BRI Pr PPEPY) 1 T

ARNT T T E T = TRERESIT, AR DT T 7 (IR0 Ik TT v av in %%
FTHDZEMIET DD DORERET T,
ARUROIRBEACIPI T AELTZ BRI T AT AEERFEL . 7Ty TIREF AR E 2 5L
FEDARUNEBZDIEATOREE (True H LI False) IZ[E E T 8T,
NPT AEERERE LSBT L, 77 IRIEE IBEEE TRIZE, O hotkEE
INEALT DIV ET, AEREIL, A XU N TATLICHETHIENTEET,

| B

AN TARIE TR
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TURIEEE

Idescription

£ event—action |Z Description ZiX EL £7°,

refresh I~ R ICEN /2D~ R T,

I EZEH 1 event-action IZ Description % description EVENT_ACTION 1 Main Route &3 %

Router (config) #event-action 1
Router (config-event-action 1)# description EVENT ACTION 1 Main Route

|:7>F%ﬁ

description <LINE>

I NG A—7H
ING A—4 BREAR R EERR HRERFDE
LINE £ event—action |Z Description Z5X ELE 7, - BWEAT]

SR TE XCFEL IR 0 F8- A3, show event—action T~ R TOFIRIL 256 SLFFTTT,

foozesabuuse

% event—action |Z Description Z 5% E L FH A,

| EREs

ARUNT I arHmEE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I event match-any

AR TN ESIVTNBA XU MEABER E D DD AT —Z AN True DA ITA Uk
TG AD AT —H A% true ELET,

refresh I< > RRRICH /0B~ RTY,

F100:V02.01(00) LA&HHR—

I SREMFI 1 L3Pingl & L3Ping2 M EL 5/ A true MEF event—class & true &5

Router (config) #event-class
Router (config-event-class

(

(c event match-any
Router (config-event-class

(

(

#

# check ip-icmp 1
# check ip-icmp 2
#

1
1
Router (config-event-class 1
1 exit

Router (config-event-class

o> rest

event match-any

|,<5x—9

INTA=RIHVEE A

Loogesabanss

4 TO match Ty T LG A, 77 A~y TG LI L £77,

FIEL T, BEH 1 T event match—any 5 E LR -T2 G 1 XL T OIIIZ720ET,

Router (config) #event-class 1

Router (config-event-class 1)# check ip-icmp 1
Router (config-event-class 1)# check ip-icmp 2
Router (config-event-class 1)# exit

Z DA L3Pingl 23 true. 7> 3Ping2 73 true DRf event—class 73 true E720F 9,

B

ARRITARET—NR
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I logging event state—change

Ko< RC, enable DR IEIILTVWHEHA . icmp—class, event—action, event—class D477 AD
R b AET I rd# L E7,
disable 721, KR E(T 74V DNOHGA T LEIN TR A,

refresh 2~ RBICH NI Ha~ 2 RT1,

DeEm 1 eventclass DREEEILARE LI BAN S ERET 2

Router (config) #fevent-class 1
Router (config-event-class 1)# logging event state-change enable
Router (config-event-class 1)# exit

I:7>P%K

logging event state-change <A %JE&E>
I INTGA—4
INTA—AH HREAR REHEE | AREFDE
I IZIY e ZRLdl T D EINEIRELE
e LK enable P
R ROE enable Hﬁ%?ﬂ%ﬁ‘é disable é AT

disable |77 ZFE# L 72\

Lcogesabuiga
KBS ZIEL THR E ML E A,

fsxes—r
ARV TAREET—NR
ARVNT 7 ay B EE—N
ICMP 7T A EE—NR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Imatch duration

ARV Z AT OFPRR E 2T HOH B ICRELE T,

from THE LML D, to THELZFREZIE T TRUE DIREEL £,

F72. range minute 47 L al HFRE T HIET, FHELIZREL D ORLIE R N % TRUE JIRREES T
LEHHRET,

refresh I~ RBICH NI A~ KT,

F80:V01.03(00) LAREHR—k
F100:V02.09(00) LLf&HR—k

B sotm 1 sBEEE 2 2008/02/01 0:0:0 ~ 2008/02/15 0:0:0 &£ ¥ %

Router (config) #event-class 1
Router (config-event-class 1)# match duration from 2008 2 1 to 2008 2 15

[ zem 2 semssse & 2008/02/01 12:10 05 12B5MIE T 5

Router (config) event-class 1
Router (config-event-class 1) # match duration from 2008 2 1 range minute 720

| ERPAs =

match duration from <&E><B> (B | A} <Ep <D toE>KA> (B | B
B} <BE> <% [invert]

match duration from <&> <A> { B | EER } <& <O range minute <54 [invert]

I ING A—4
INSG A—4H HRERNE 5% 7E & ARFOIE
P, E7-1% any ZARELET a "
F any ZAHSE BT AT L0 AR LT T iggg AT
A, F-E any ZFRELET, any .
g any FASET B A LT ET, |1~12 | AT
any
1~31
HICh/MER . ST any 248U 4, fli?n
- any a9 HZECI0 7 EL T ET, o
VIR ar st wtE s mo b ChkemET Bzt [ A
RS ved
° thu
fri
sat
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TURHERE

‘ ‘ ‘last

Wf, F720% any ZHRELET, any S .
s any ZHSET AT L L0 R LT, Jo~23 | D
Sy E L any HHEEELET an .
YAN TIN y o y . -
2 any FASET B LI S LT ET, J0~59 | P
O gy [PITCHIREL T g;moo BT
. E{(rue) LA (ls) DI AER SRS B CRAT 55 |, Flltrue), fAs(ialse)
invert e invert hZOEFBEIL
N o

Loosrezabuuga

AR IIT AL THEZN ORI EAI TV ER A,

bexs—+¢

AN TARTE TR
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| sesczzres

I icmp—class

ICMP /5 A ET—RIZBITLET,
refresh 2~ R ICH NI /ba~ R TF,

F100:V02.01(00) LAB& 7 R—b

Bsmm o ssxgee—FBiITS

Router (config) #icmp-class 1
Router (config-icmp-class 1)#

|:7>p§ﬁ

icmp—class <ICMP & S R&ES>

|,<5x—9

INTA—4H BRENE REEIEH HERFFDE
ICMP 77 A% 5 |ICMP 77 A& 5 &R ELET, [1~100 |EIEARFA]
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Iaddress

L3ping (ZXDBIEEMERR DS iR E 1T/ ET,

AR ENLIE— icmp-class N TIFEEER EEI T2 EIETEERE A,

source-interface DR ENHDIL AL, FRELTAL X7 =—AD IP TRL A% E{E5E IP TR
AELTEELET,

nexthop DR TEMNHLG AL, T BIEMNAL X7 2— A4 HLL, IP TRV AIZ I EEN D
FT, BB HD, A FT 2= AA DG EIT A FT = — A THRET DA F—T 2 — A
L3Ping DFEZATRNET,

refresh I~ RBICH NI/ Ha~ 2 RT1,

F100:V02.01(00) LAFEH7R—k

B st 1 192 168.1.1 52~ LAN 10D IP 7 KLR E3{E & LT, BN £ ¥ 5 7 1 —REHT-IET 5

Router (config) #icmp-class 1
Router (config-icmp-class 1) # address 192.168.1.1 source-
interface lan 1 nexthop ewan 1

| ERPAs =

address <IP 7 KL X> [source-interface < & 2 x—RX%&>] [nexthop KA %
T —RXE>|KIP 7 KLAD}H]

B i34
INTGA—4H HEAR % 7E &0 HREBFDIE
. Bl 2R H O L3ping 2155 3558550 1P . |
NLA . NZSiA N
IP 71 FRL AL £ IPv4 7'} B B AT
lan 1
ewan 1~2

pppoe 1~24%!

dialer 1~20%? AWEATT
loopback 1

tunnel 1~32

vlanif 1~16

A BT x2—A |L3ping ZiR(E T DAL ST = —AZIRTE
4 THEEITRELET,

¥1:F80 MIFA L. 1~51TR0ET,
%2:F100 D AEIRFTRE T,

foozesabuuse

JLRBEREIIEH TEEE A,

| B

ICMP 7 A EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I interval

L3ping DO E|ZEMMEZR EEITVET,
refresh (XA A~ ENE T LRS- EICBW UL, TNFETOHA~ELZ G| EE F97,

refresh I< > RRRICH /0B~ RTY,

F100:V02.01(00) L& 7R—k

I REHN 1 EEMRZE 1208, BIHERGIEZTORRBZE 0 ET D

Router (config) #icmp-class 1
Router (config-icmp-class 1)# interval 120 restoration 60

|:7>F%ﬁ

interval <INTERVAL> [restoration <REST-INTERVAL>]

I NG HA—4
NS A—4 BENS SR EEIR | BREEFODIE
INTERVAL  |L3ping OXfEHIMREHELET, ;(;)0000 BT
IP;IIETS;VAL I:;Opng NEIRLIZ LR T HETOMBERELE ;ONOOOOO R

/3T A—H restoration, 3L U KE(E IR (2000000 #>) DI EIZ., F80:V01.03(00),
F100:V02.09(00) LAY AR —k

Looszezabuuga

true I 30 5. false 5§ 30 #4812 L3ping fESRAITUVVET,

B

ICMP 7/ A EE—NR
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Itrial

L3ping (2B DIRREBE RS FCTOREEHELE T,

L3ping DIRBEM false FFIZiEHE L TCTRIAL-TIME> [l BB HEZA /2 > 7= S CHI IR BB true
LLET,

F7-. true REFE T L CT<FAIL- TIME>HEEUR4S& L\ E7p o T RE S CH IR RER: false ELET,

refresh X VHERRIFIFANE T LI ST 58 12B WX, FNETOXA~EEZ | ZHHREF4,

refresh I~ RBICH NI D2~ KT,

F100:V02.01(00) L& HHR—

Bstr 1 mEEs B kBEEK BERBERE TS

Router (config) #icmp-class 1
Router (config-icmp-class 1)# trial 1 fail 1

|:7>F%ﬁ

trial <TRAIAL-TIME> fail <FAIL-TIME>

I/\"%%—’Sl

NG A—%H BRERNE R EERF HRREFDIE
TRAIAL-TIME |BfiffifeiR e A7 3 E COMRRIE A% T L E T, 1~16 HIEA ]
FAIL-TIME | REGEEREATECOMRBREERELET, |[1~16 AR

fcosgesrannuga

TRAIAL-TIME: 3 8], FAIL-TIME: 2 [A]DOfER=I TV ET,

| B

ICMP 7/ A EE—NR
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Isize

L3ping D737y M A REAEELET,
FEELIZYARIE, ICMP-ECHO OF — XA 20 £,

refresh I< > RRRICH /0B~ RTY,

F100:V02.01(00) L& 7R—k

Bsmm 7y ry1x2256E792

Router (config) #icmp-class 1
Router (config-icmp-class 1)# size 256

|:7>F%ﬁ

size <INy R A XD

I/\"%%—’Sl

ING A=A RERE REH HEEFOE
Ny AR |L3ping D737y b AR IELET, |10~3000 | WA AT

foosesannusga

2R " A RE, 56 1270 ET,

| B

ICMP 7 A EE—NR
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I probe
L3ping Z 25 H T BB, BEAED ICMP Ayt — %L £,
BE Ty MEDIB 13y M CHL RO BB IVUT R S L £,
F7-. (Layerd Z A7 D) EDHIMitR 1. 70 37 v OB ELEE A,

refresh I~ RBICH NI Ha~ 2 RT1,

F100:V02.01(00) L& H7R—k

Bomm sy y b 5210692

Router (config) #icmp-class 1
Router (config-icmp-class 1) # probe 10

|:7>F%ﬁ

probe <PROBE PACKET>

I/\"%%—’Sl

INTGA—AH BRERNSE R EEER HRERFDIE
PROBE PACKET |L3ping @& 7y Mgz ELET, [1~10 BWEAST]

I:w%iiﬁbﬁu%%
2y ML, 2 120 ET,

| B

ICMP 7 A EE—NR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I timeout

L3ping DEF XA LT T RER (FY) O EEITVET,

L BRI R D1y O E(ED timeout 7% E R AFIBLIZHX A LT IR HIL £,

refresh |[CEA I ZIa~ RCTTH, MMENEF OEEIT, LLEIO XA LT 7 MEz M LK O
EEBENORR ESNIHA LT I NAERALET,

refresh I~ RBIZA N/ Ha~< L R TT,

F100:V02.01(00) L& 7R—k

Baen1 s1L79b52108ET5

Router (config) #icmp-class 1
Router (config-icmp-class 1)# timeout 10

|:7>F%ﬁ

timeout <2 A LT k>

I/\"%%—’Sl

NG A—H BHALEN SR EEIR HEREFDIE
HALT R |L3ping DG HA LTV NER (B) O EEITVET, |[1~10 BNEA AT

foosesannusgea
HZALT UM 3FPELET,

| B

ICMP 7 A EE—NR
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I logging event state—change

Ko< RC, enable DR IEIILTVWHEHA . icmp—class, event—action, event—class D477 AD
R b AET I rd# L E7,

disable F72i%, KX ET 7 AV NOBGEIFFLHS L ET A,

refresh I~ RIZICHEZNI /AT~ RT1,

F100:V02.01(00) L& H7R—k

Bem 1 eventclass DREEEILARE LI BAN S ERET D

Router (config) #event-class 1
Router (config-event-class 1)# logging event state-change enable
Router (config-event-class 1)# exit

I:7>P%K

logging event state-change <AYEZE>

I NG FA—4
INTA—4 BERE REEHE | AHEBEOE
WA IC Ve 7 25t o0 E0 a2 R EL £
R LK enable P
Dy X AE enable mﬁ%gﬂﬁ‘é‘é disab]e é Dz:ﬂ‘

disable |77 ZFE# L 72\

foozesabuuse

RIEDIALL CHRY BT E A,

| B

ARV TAHRTEE—R
ARNT I ar BEE—R
ICMP 7T A EE—NR
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Idescription

icmp—class @ Description % EL £9,
refresh A< RRRICH /0B~ RTT,

F100:V02.01(00) L& H7R—k

%EHI 1 icmp-class @ Description Z L3PING ICMP Class Description#tl &9 %

Router (config) #icmp-class 1
Router (config-icmp-class 1) # description L3PING ICMP Class Description#l

|:7>F%ﬁ

description <LINE>

I NG A—4
INTG A=A BHANES B i HIREDE
LINE icmp—class ® Description ZFRELE T, AR T. 05" |HEAR AT

1 ERE 254 LFFET, AR—RATRYIAZ LTI 2033 XFETANAETT,
727201, show a2~ K@ 747 DFEREERK2) TERINDILFHIT, HKAID 254 3L
FETLRVET,

X2:a 74 DFRFTIL, 2033 LFFTCERINET,

foozesabuuse

icmp—class @ Description Z i ELFH A,

| ERs

ICMP 7 A EE—NR
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I77>3>

Iadd ip route
R TEHMOBINEITVET

refresh I~ RRICH /257~ RTT,

F100:V02.01(00) LAFEH7R—k

I EXEMHI1 192.168. 1.0 255. 255. 255. 0 ~D#EE% % NextHop192.168.100.1 &9 %

Router (config) #event-action 1
Router (config-event-action 1)# add ip route 192.168.1.0
255.255.255.0 192.168.100.1

|:7>F%ﬁ

add ip route <BEFERY FT—%4> <R %> <NextHop> [<distance>] [onetime]

I NG A—7H
INTG A=A BREANE 5% 7E iR HIREFDE
SEIG ABT AT =T AT DI NI —7 S PN
N R \I/X ; /, N
R S IPvd 7RLAFEA WA AT
<A 504 Ry N — kT D~ Ay IPv4 7RU A B BEAS AT
IPv4 7R A
ewan 1~2
1~24%!
55 %6 ~EIET B D NextHop o IP 7k [PPPOC "
NextHop |, Sgrmis (s m—npifpLar, |ooPbackl o AR
dialer 1~20
ipsecif 1~500%"
tunnel 1~32
T D di -
distance ABT 47 N—T 47 D distance fHE 5 | ~955 ]

ﬁ—?b\i—a—()

true 2>0 false ~EFEREORRE L E HROHIBR

R N s true 2> false

IR
onetime |onetime BY/EREDEILHIMRITEREESE)  onetime wfﬁ;g
713, 3224 onetim 2 B L7 R &A1 $§£ﬁ5

ELAEFA S E = A Il RS ET,
¥1:F80 MIFA X, 1~51TR0ET,
%2:F100 D AEIRATRE T,
% 3:F80 MIFAIX. 1~32,
F100 ®D3F-A1%. 1~100 12720 E T,

563



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Loogesabuiga

SR EE A,
Leee—r

—~

ARNT I ar R ET—R
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Iclear ipsec—session isakmp-policy

FEE LT ISAKMP RV — & BT84 % Phase 1 SA & Phase 2 SA OB a2 E1,
true—false (272 o751, (AIBITWOVER A

refresh A< RRRICH /0B~ RTY,

F80:V01.02(00) LAREHR—k
F100:V02.03(00) LLf&HR—k

Paen 1 isakm-policy 10y 2V ERKT S

Router (config) #event-action 1
Router (config-event-action 1)# clear ipsec-session isakmp-policy 1

I:va%ﬁ

clear ipsec—session isakmp—policy <ISAKMP RV —F5>

|/\°3><—9

INSG A—A BREARNE L EEE | ARREFODIE
[SAKMP Yo ar BT ISAKMP R —3F& 5445
RV —F G |ELET,
X :F80 DA TX, 1~32,

F100 DF-A 1, 1~100 1Z720FE T,

1~500% | IEAH]

Looszezabuuga
Ty ar L EE A,

B

ARVNT I arEEE—R

565



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Idescription

icmp—class @ Description % EL £9,
refresh A< RRRICH /0B~ RTT,

F100:V02.01(00) L& H7R—k

%EHI 1 icmp-class @ Description Z L3PING ICMP Class Description#tl &9 %

Router (config) #icmp-class 1
Router (config-icmp-class 1)# description L3PING ICMP Class Description#l

|:7>F%ﬁ

description <LINE>

I NG A—4
INTG A=A BHANES 5% T BB HREDE
LINE icmp—class ® Description ZERELET, AT T. 555 |HEAR AT

31 EE 254 LFET, AR—ATREYIBZLIZED 2033 XFETAS AT,
727201, show a2~ K@ 747 DEREERK2) TERINDILFHIT, HKAID 254 3L
FETLRVET,

X2:ar T4 DFRRTIE, 2033 LFEFTHERINET,

foozesabuuse

icmp—class @ Description Z i ELFH A,

| ERs

ICMP 7 A EE—NR
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Ie—mai | body false-to-true

ARNT 7 ar L TR ETHE A A—NVORLEZELET,

BAA—VOARNE, BRI E/->TEY, RELTZANRIL. BRSO FTIZBMENET,
ZOFEIL, AR False—True E7 o723 8O T 7 ar OB E T,

refresh I~ RBICH NI Ha~ 2 RT1,

F80:V01.02(00) LAREHR—k
F100:V02.03(00) L& HR—k

IEQEWH BHT BDEFDAIZ VRRP status changes to Master. ZEN9 5

Router (config) #event-action 1

Router (config-event-action 1)# e-mail body false-to-true VRRP
status changes to Master.

|:7>F%ﬁ

e-mail body false-to-true<{A3>

INE%—Q
K5 4 —4 BENE BREHE | A OE
. False—>True DAV MIEDEFETHEFA—NVOR K254 |, -
A b s L EREL S, gy |[AEAT
Loogesabuiga

EMILDHFELES, ERSUE, LT OFALRET,

< ER A >
SysDescr : FITELnet-F100 Ver 01.30-052003 V02.03(00) 082905
IP Address : 192.168.2.254
Time : 2005/08/30(TUE) 12:45:18
sxs—r

ARVNT I arEEE—R

567
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Ie—mai | body true-to-false

ARNT 7 ar L TR ETHE A A—NVORLEZELET,
BAA—VOARNE, BRI E/->TEY, RELTZANRIL. BRSO FTIZBMENET,

ZOFEIL, AR True—False E7 T2 B O T 7 ar OB E T,

refresh 2~ RBRICH NI Ha~ 2 RT1,

F80:V01.02(00) LAREHR—k
F100:V02.03(00) L& HR—k

IEQEWH BHIT BDEFDARIZ VRRP status change to Backup. ! ZENd 5

Router (config) #event-action 1

Router (config-event-action 1)# e-mail body true-to-false VRRP
status changes to Backup.'!

|:7>F%ﬁ

e-mail| body true-to-false<{A&3>

NG A—% BRERNSE R E SR | HEREFDIE
i True—False DAXUMNIEVIEETDHEFA—INVDK  |FK 254

BN S | FTE R ELET, e (AR

oo

EMILDHFELES, ERSUE, LT OFALRET,

REETOEVVGE

on

< TE A5 >
SysDescr - FITELnet-F100 Ver 01.30-052003 V02.03(00) 082905
IP Address : 192.168.2.254
Time 1 2005/08/30(TUE) 12:45:18
| B

AT I arHEE—R
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Ie—mai | subject

ARUNT Ivar LT, B A NVBHEITOBROY 7 V= M ELET,
refresh A< RRRICH /0B~ RTT,

F80:V01.02(00) LAREHHR—k
F100:V02.03(00) LAfEH7R—k

I HEF 1 BHITBZEFNOY I H % VRRP status change 11&F 3

Router (config) #event-action 1
Router (config-event-action 1)# e-mail subject VRRP status change !!

I:va%ﬁ

e-mail subject <H Ty k>

|/\°3><—9
135 A—5 BERE e
STV sh T A AREE O T U L ET iﬁzm R

foosesrannusga

Event-action occurred on FITELnet-F100 (<LAN 1] [P 7 KL-A>) True—>False $ L<I%
False—>True (77 2> OB 22 LV )

B

ARVNT I arEEE—N
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I logging event state—change

Ko< RC, enable DR IEIILTVWHEHA . icmp—class, event—action, event—class D477 AD
R b AET I rd# L E7,

disable F721%, KX ET 74V NOLGEITREHSNET A,

refresh 2~ RBICH NI Ha~ 2 RT1,

F100:V02.01(00) L& H7R—k

Bem 1 eventclass DREEEILARE LI BAN S ERET D

Router (config) #event-class 1
Router (config-event-class 1)# logging event state-change enable
Router (config-event-class 1)# exit

I:7>P%K

logging event state-change <AYEZE>

I NG FA—4
INTA—4 BERE REEHE | AHEBEOE
R I/ Zia T 200 a e E L %
R LK enable P
D& X AE enable ﬂﬁ%%ﬂ%zﬁ‘%ﬁ disab]e é Dxﬂ‘

disable |77 ZFE# L 72\

foozesabuuse

RIEDIALL CHRY BT E A,

| B

ARV TAREE—R
AT I arHEE—R
[CMP 7T A EE—NR
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I igmp-proxy disable-upstream [F100/F1000 3 <> K]

RAVURERETHILIZID ARUNT 7o a BBIREIC 8 ELT2A v 27 =—ATIX IGMP
Proxy OEIEAZ NI LET,

refresh I< > RRRICH /0B~ RTY,

REF1T EWAN 1A 22T —RIZHLT, ARV ETH S 3 UiFEEEEIC IGMP Proxy MENE
=EMZT D

Router (config) #event-action 1
Router (config-event-action 1)# igmp-proxy ewan 1 disable-upstream

o> rest

igmp—proxy <A % Jx—RX4%Z> disable-upstream

| "5 A—4
ING A=~ BRENE =% 7E & HHEEEDE
AT 2 BB L IGMP Proxy O lea“ai L
BT 22 (BRI LA BT = — 2 e EL | . [EWE AT
F4 ipsecif 1~500
¢ vlanif 1~16

X: F100 MFATX, 1~100 (2720E T,

foozesabuuse

A2 BT = — AT IGMP Proxy OENMEZMEGNZL 8 A,

exss—r¢

ARVNT I arEEE—R
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I i gmp—-proxy non—querier  [F100/F1000 2 ~< > K]

KRa<w L RERETAHIENCID AT 7o a3 7- 1512 non—querier JRBEIZEITL £,

refresh I~ R ICEN /2D~ R T,

Bssemi1 EWAN 142 % 2z — 1= LT non-querier #iEE T B

Router (config) #event-action 1
Router (config-event-action 1)# igmp-proxy ewan 1 non-querier

|:7>F%ﬁ

igmp—proxy <4 >4 7 x—X4%&> non-querier

I NG A—7H
NS A=A BREAR REERE | HEREFDE
lan 1
_ . \ ‘-L\‘Iéz Z N - =g X
BT RS non—querier JRAEL T HA L X T = — AR E i 1 W

LT vlanif 1~16

Loosezabuuga
non—querier HENZ L EH A,

fsxes—r

ARUNT I armEE—R
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I send e-mai |

ARUNT IvarbLTC, BT A—VIBIEITINEID DR EEITVET,
A—)LIL A RO true—>false, false—>true DEHLDOEE THIEELET,
K< REEHTDI2E, B A= /WXL DEEBAHEEE (mail to 2~ R) 255 E T 20N
HVET,

F100:V02.03(00) LA[&HHR—

Baen1 ARvb7ooas et BFA—LBAERS

Router (config) #event-action 1
Router (config-event-action 1)# send e-mail

|:7>F%ﬁ

send e-mai |

I/\"%%—’Sl

INTA=BRTHVERE A

i

FA VTR EATOEE A,

B

ARUNT 7 ary REE—NR
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I send snmp-trap

KRa<w  REFRELIZS AL, AT —HF A activate B deactivate [ZIBEELTZERIZ, SNMP b7
T R ELET,

refresh A< RRRICH /0B~ RTT,

F80:V01.03(00) LAREH R—k
F100:V02.09(00) LLf§HR—k

Raen swWe rSyTERETS

Router (config) #event-action 1
Router (config-event-action 1)# send snmp-trap

I:va%ﬁ

send snmp—trap [description]

| RS A—4
INTG A=A BREANE B HRREFEOE
ARURNT 73 a 8 ET—RO description = SNMP b7
description |~ R THRELIZWNEA % SNMP 7y 7|25  |description |description %5
THATEDDIE, kWD 254 SLFFETTT, 720

3¢ FEMAIL. description I REZSBRLTTFE,

Looszezabuuga
SNMP h7» 72k BELER A,

B

ARVNT I arEEE—R
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Iset ipsec—status discard isakmp—policy

ARNT I ary DT I ar LU FEET D ISAKMP RYS—Z2F 3% SA % DISCARD kg

IZLET,
DISCARD fRHEEIZ72 D&, Bk L T D IPsec—SA /TKE-SA Zfi#f L. 8 EL7- SA LB ITAT
i oYAVANQAN) =S B

refresh I~ RBIZA N/ Ha~< L R TT,

F80:V01.02(00) LAREHR—k
F100:V02.04(00) LLf&HR—k

[ s5E5 1 SA 1 IPsec $kiEZ DISCARD &4 %

Router (config) #event—-action 1
Router (config-event-action 1)# set ipsec-status discard isakmp-policy 1

|:7>F%ﬁ

set ipsec—status discard isakmp—-policy <SA>

I ING A—4
NG A—H REAR RESRHE HREDE
SA [Psec JkHEZ DISCARD (295 SA 4R ELE£9, |[1~100 |[AIEATH]

cogesannuga

[Psec JfHEZ DISCARD ICLEH A,

B

ARVNT I arEEE—R
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I set policy-flag

FRELIRI—7F 74 ((EED T 64 SCTLIN) D757 % ON IZLET,
I DA N TR —T7 77 B ET 258 EOLA . £ TORBIZBWTRI—7 77773
OFF (272526812 OFF L7230 1-5Th ON OYREETFAET AU E121E ON &2,

FEELIZARI Y —7F 713, QoS HEBED /T A~ 7 CEALET,
FBELIZAR—T T 7 DIRFET, QoS DITAGFEATHITLENTEET,
RN —TF 7 %F LT QoS DT A551F I, match policy-flag 2~ R THELET,

ARav RBELWN, 772~y 7 R EE—RD match policy—flag” =2~ R T 5281280, A
URRRELTEGAELEL TORNGA T, QoS RN — b—T 4 7 Ol % B2 HZENAIFET T,

AL HT 2 —ADIRRERS, VRRP OIRFEZRE AL . ZREKIZ QoS iR —/L—T 7 Dl il %
B2 CEHTAIENTEET,

F80:V01.02(00) LLFEHR—k
F100:V02.03(00) LAfEH7R—

faenii POLII-FLAGD TS S & NIZT %

Router (config) #event-action 1
Router (config-event-action 1)# set policy-flag POLI1-FLAG

|:7>F%ﬁ

set policy-flag <Ry —27545 4>

I/\"%%—’Sl

NG A—H BHANES REEIE | ARREFDE
757 % ON T BRI —T7 77 4 %R TEL

RIS —T574, 4

K 64 307 BIEASA]

Loosezabuugea
777 % ONIZT BRI —T7 77 R ELER/ A,

| B

AT I arHEE—R
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I suspend icmp—-class

icmp—class I~ R TIRELTZ ICMP 77 ZAD R A42 IE LU F4,
IR UZBR IS, R AR OIRARE L Suspend JREELZAVET, 72720 MEHEROZU T 1387, ik
ML THTNUET,

suspend icmp—class v REfFEH T HZ LT, AREE DR EE AT LG A (VRRP
WZBTF DI T T N — B | TR A LT AZ e TEET,

refresh I~ RBICH NI/ D~ KT,

F80:V01.02(00) LABEH7R—k

Raen1 10P 5 S2ES 100 DRBEREELYS S

Router (config) #event-action 1
Router (config-event-action 1)# suspend icmp-class 100

o~ rest

suspend icmp—class <ICMP 2 5 X &5> [onetime]

I INTG A—75
NFA—4 RERAE X T #E HEEFFDIE
5 % e i =3 5 S AR E .
1c1\£P ITA  (REBERANTIET 5 ICMP 27 AR/ BEARIE || 05 WA
o LET,
onetime RESRROEF LEYEBEROTNE | o [FRESELOR L/
R PHAMRDIRLES,

¥1:F80 DFEIX, 1~32,
F100 DFA1E, 1~100 \Z20ET,
¥¢2:onetime /37 A—Z DI EIL. F100:V02.08(00) LAY R —h

Loosezabuuga

PR T IELLEE A,

| B

ARUNT I aryBEE—NR
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Ivrrp

vrid @ Priority OZE E 24TV VET,

refresh A< RRRICH /0B~ RTT,

SEM 1 vrrp: 10, track : 1. decrement : 120 & LET

F100:V02.01(00) L& H7R—k

Router (config) #event-action 1

Router (config-event-action 1)# vrrp 10 track 1 decrement 120

|:7>F%ﬁ

vrrp <vrid> track <track_no> decrement <priority>

I ING A—4
ING A—%H REAR RELH | HREFEDE
vrid PR\ vrid ZFEELET, 1~255 | HEAA]

track_no fHAZFK T LET,
VRRP @ priority JlE 234> F TR ETEET,

track_no tack 5 D EMEITHEN0ET, (EFEOHEW L

L))
Fo, 4L EDORERIT I LIV ET,

priority priority A& ELE T,

1~4 BMgA AT

1~255% | A REARA]

¥ :VRID O E&HIFHIL 1~255 T, 1 B5DEBICHRETES VRID (X32F TLARVET,

72170, AL ET 2—RITRETES VRID iL, 20FTIZRVET,

fcozezabuige

vrid @ Priority fEZZH L EH A,

exs—r

A RUNT Iy A R EE—R
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I7v5>7

I event-map

ANV YT REET—FIIBATLET,

Baen1 (~v b=y IBEE—FIBALET.

Router (config) #event-map
Router (config-event-map)

|:7>F§ﬁ

event-map <A R kv THES>

I INS A—4
INT A=A THVFER A,

fsxes—r

HAREE—F
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I event-class

JL— 2R EHEIZ BT D event—class & event—action D~y E L T AR ELFET,
refresh A< RRRICH /0B~ RTT,

F100:V02.01(00) L& H7R—k

BEB1 ARNVEISRBEB 1 EANV T3 ES 1 EHED TS

Router (config) #event-map
Router (config-event-map) # event-class 1 event-action 1

|:7>F%ﬁ

event—class <A R 9 S AE B> event-action <AV FT7H L 30FS

I NS A=A
INSA—4H BRERNE RESH HREDE
AT T AT BIE ST AR N TAFZ EERELET, 1~500% |4 WEAA]

i
AT 7 2 B MRS BASAT 7 2 B ERGELET, [1~500% [0 A T
% :F80, F100 MHFE 1%, 1~100 IZ720E T,

foosesrannusga

N—H I REREE A TEEE A,

be=ss—r

L~y FREE—R
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| QoS/CoStaE

Iéﬁxtvvjaﬁiﬁ

I class—map

IIAZ T E—RIIBATL, NI 740 BT D073 77 AT HERLET,

7T 2= E—RClL, match ip  L<IZ, match ipv6 2~ RIZLS> TR T 7 47 D43 FESAEN
BRESNET,

I DD R ESNT S E . match-any DA EIZE ST, BED MDY OR Fefh o,
AND SR{EE72 D MR ESIVET,

[Pv4/IPv6 DIEVNC VR ESNTZa~v U RS LW 75613, FRE SNSRI ERS L
HOTIE7e RESLEHESIVET,

refresh A< RRRICH /B~ RTT,

F100:V02.00(00) LAFEH7R—k

Ben1 s523y TBEE—FABILET,

Router (config) #class-map video-class
Router (class-map video-class) #

|:7>F%ﬁ

class-map <V S AT Y T4 >

I/\"%%—’Sl

INTG A—5 RERNE % E AHEREFF DIE
VIR T Y | TARY T AR ELET, 16 SCFLAN DT3[ WA AT

Looszezabuuga

ITAR T RNL DT T 407 DIVREATOERE A,

B

EAREE—F

581
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I match-any

[f]— class—map PN CHEELD match 1725 Rik SN 8HA OEMEEZ IR ELE T,
WD 1 D@ match {TIZ~yF LI3A 12 class—map (ZES L7 HIBIL £,

refresh I< > RRRICH /0B~ RTY,

F100:V02.00(00) L& 7R—k

Dsem P72 I DN0BEETYFTE T T4 v ELTHET B,

Router (config) #class-map video-class

Router (class-map video-class) #match-any

Router (class-map video-class) #match ip access-group 2000
Router (class-map video-class) #exit

|:7>p§ﬁ

match-any

IN%%—@

INTA=RIHVEE A

Loogesabaunss

ATO match {2y T LIz &I, 7TAy A E Lz W2

| B

UTAR YT REET—R
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Imatch ip/ipv6 access—group

IR TNTYy T THNT T 40 0% P T7HEAVANIIVERELET,

N7 4w 7 D3 IPv4 23y SOGE | match ipv A~ U RIEARRALERVES, WHTNT 7 1773 [Pv6
Iy MDA mateh ip A~ RIIARRALE 2D E T,

[fl— class—map PN CHEELD match ip HL<IE match ipv6 DN EFEINT- A . EFe-NEIZEE
fisavET,

[F— class—map 2V T match—any 23MBEIILTWAEAIZIL. WD match 1 HIZH T 70
TDNEB LI T=235E . #%24 95 class—map (1T B L2 > 7=b DS ET,

match—any 2MEESIVTVRWIGEIZIX, WO match {TICNT 7 407 NG LR o125
B YT 5 classmap [ZITE A Lo lcb D LS ET,

T AYARD log & count IFIEMHIUET,

refresh I~ RZLICH NI /2D~ RTT,

F100:V02.00(00) LAREHHR—k

Besm IP7oLxUR I D00 BETYFTE M5 T4 v E LTRET B

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #match ip access-group 2000
Router (config-class-map) #fexit

I:va%ﬁ

match ip access—group <ext—ipvd 74U X 1) X &S > [input-interface (<4 >
27T —RAE> [port <IR— FEE>]}

match ipv6 access—group <ext-ipv6 7o X)X +&ES > [input-interface [<A
R IT T —RE> [port <FR— F&ESD])
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I INTGA—4
INTA—4 BERNE % 7€ &0 HREEFDIE
ext-ipvd 77 ® | VT A TN Ty T THNT 740 0%  [100~199, AT
RYANES  lext-ipvd T/ HRYANME B CHELET, [2000~2699 )
lan 1
ewan 1~2
R _ . _ pppoe 1~24%*1 ™ .
ABT 2= | JFGASYTNTwyTFTHNTG T 400% A dialer 1~20% ETCDOAHT
4 A 5T = A TR ET, e =2
ipsecif 1~
500%3
vlanif 1~16
e . _ LAN A2 47 =
R ) ¥ —AD N = g o )
- ggggﬁ7l PR MERER | ot
: 5

¥1:F80 MIPAIL. 1~512RVET,
¥2:F100 DA EIRFIRET T,
¥3:F80 DIPAIL. 1~32,

F100 @A 1%, 1~100 1220V ET,

Loosezabunga

HM TG A2 FINT T4 7T~y F LER A

| B
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Imatch ip/ipv6 input—interface

U522 TNTR T T HNT T 40 0% ANAE7 2—AZIBELET,

KT 7 42795 IPv4 23 hOHEA | match ipvé I~ RIZRRRALEZRD ET, Wi hT 7 122728 [Pv6
I RDOBEE | match ip I U RIXARESLE/RD £,

[fl— class—map PN CHEELD match ip HL<IE match ipv6 DN EFEINT- A . EFe-NEIZEE
fisavET,

[F— class—map 2V T match—any 23MBEIILTWAEAIZIL. WD match 1 HIZH T 70
IDNEA LRI %245 class—map ([ZITGE A Lieh o feb DS ET,

match—any 2MEESIVTVRWIGEIZIX, WO match {TICNT 7 407 NG LR o125
B, #2495 class—map (ZIXE S Lo 7= DESIVET,

refresh I~ RBICH /A~ R T,

F100:V02.00(00) LA&EHHR—k

Bsthi 5o/ v ERETEL LTI —REEIN 1 ELTHES S

Router (config) #class-map video-class

Router (config-class-map) #match-any

Router (config-class-map) #match ip input-interface ewan 1
Router (config-class-map) ffexit

I:va%ﬁ

match ip input-interface [input-interface <4 >% 7T —RX%&> [port <h— FHESD]
match ipv6 input-interface [input-interface <4 % 7 x—X%£> [port <h— FHESD]

fi52—%
INTGA—%H BHANE RSB LREEFDIE
lan 1
ewan 1~2

T Ay TN T~y T THMT7 4 |pppoe 1~24%1 | : B
ABT2—AL | AJAH T 2—ATHRIEL |dialer 1~20% ECDAST =

A
7, ipsecif 1~
5007%
vlanif 1~16
Fe LAN A2 Z 7 =—ADO WA —k ort 1~4 LAN A2 X7 x— R
7 FRAEELET, P DA — N

¥1:F80 MPAIE. 1~5 1272V ET,
¥ 2:F100 D AR FRETT,
%3:F80 MFATX, 1~32,
F100 @A 1%, 1~100 {2720 £ 7,
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Loogesabuiga

M T A NI T 4o 7T~y T LERA

| B

ITARY T REET—R
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Imatch policy-flag

QoS BHHDO 777 Ny hEN TS, bLUTEY RS TWARWIES O class ELTEIELET,
ARURNT 72 aiphOBAD 1 ELRVIRIETIL, RV —7F7 % OFF ELCTHRWET,

refresh I< > RRRICH /0B~ RTY,

F80:V01.02(00) LAR&HR—k
F100:V02.03(00) LLf&HR—k

D1 QS EFRIS 5D class 2 POLII-FLAG & ¥ 5,

Router (config) # class-map video-class
Router (class-map video-class) # match policy-flag POLI1-FLAG set
Router (class-map video-class) # exit

|:7>F%ﬁ

match policy-flag <7R') L —27 545 &> {set|unset}

I/\"%%—’Sl

INSA—4H BHANES EREEIH | ARREBOE
RIS —T7F74 |QoSEHHT7F7 D class L TWLET, |Frk 64 L5 AREAT]
QoS EHHT7Z 7 3y hSiTWALLL
I, SNTUVRWE R ERIRELET,

set

set|unset set RV —=TZ7 By hEH T AW ]

B et
unset  ARUT—TT7 DBy RS T
TN A

Loosezabuuga
REEITHOTCORWGEEIL, ZOT7F77 DIEHRIZZ T ADITOEREL T HLET A,

fexes—r

ITAR T REET—R
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I V= VEOPLIOY X

I action-map
action-map E—RIZITL, NI 740 2ICkd 27 7 armERLET,
BITHATIC Lo THR—FENNWT 7 a0%0, [Pv4/IPv6 OEWT LD
BLARWIIRGE  fBESNE=T 7 aidmiisn g,

RESNTZa~ RN

refresh 2w RRIZHETAR D3R T,
F100:V02.00(00) LARGHR—

Paen 7roavyIREE— KBTS

Router (config) faction-map stream-action
Router (action-map stream-action) #

I:va%ﬁ

action-map <723y IE >

IN%%—@
INTGA—4 BRERNE RTEEE | ARREOIE

16 LU |
DL B WA

R
i)
i
4t
c%_

Tovarww I | TIvarwy T b

fcozezabuige
T NIERINET A

exss—r¢

HARET—F

588



QoS CoS #EBE

Idrop

T arEL T, ANy NEEARELET,
[Fl—7 7 ar~<y A IOa~< RRRESILTNTYH, KRav i RRELESNnET,

refresh I< > RRRICH /0B~ RTY,

Ben 7ooaveLwsiry bERERET S

Router (config) #action-map stream-action
Router (action-map stream-action) #drop

|:7>F%ﬁ

drop

|/\°5x—9

INIA=AIHVEEA

Loosrezabuuga

ATy MIEESEE A,

| EREs

TIvar<y TR EET—NR
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Iset ip dscp

TIarL T IPVE S~y RIS T A — X SRR ELET,

KGR WS IPVA 23y NI To s i | AR E XS ET,

prec & tos 1A HOETHWAZENTEET M, dsep SITHEE 720 F T,

AT AT RIRAFATOMILL LT, dsep 235X ESIINCWDEGE 1S dsep 7% EDME /LI prec
L tos DR EITESH /2D ET,

dscp D3RR IESALTUVVRWIGE D prec & tos DR ENH NIV ET,

T ar PRESIE ST~y Z T 4— AR, v —F o T ENTICE O EFIRBEINET,

refresh I~ RBICH NI/ Ha~ 2 RT1,

Ben1 P~y SFIHTBT—FL UL LT, dsoplcef #BET D

Router (config) #action-map stream-action
Router (action-map stream-action) #set ip dscp ef

| ERPAs =

set ip dscp {<dscp-value>|<dscp—named-value>}

I NG A—4
INTA—4H HEAR 5% € & B LERFFDIE
dscp-value dscp—value % ELE 7, 0~63 AMEA AT

ef{101110b), bf000000b)

af11(001010b), af12(001100b)

af13(001110b), af21(010010b)
dscp—named-value ZiR ELE7, af22(010100b), af23(010110b) |4E WA~ AT

af31(011010b), af32(011100b)

af33(011110b), af41(100010b)

af42(100100b), af43(100110b)

dscp—named-—
value

|:m$i§ﬁbmu%e
< —X LTI RbIVER A,

| ERSs

TIvar<y S REET—NR
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Iset ip next—hop

TarEL T Ty MR EERELET (R ——T 42 7),

BN kIEDH B | distance fH2YE - &L/ NSWHIREE NG 220 E T,

BN eHHEIEDIE | Hobd distance EAY/ NSV HHESEASE — distance 6 CHEEIFIET 2855,
config F/R Tl FORRENHEHAINET,

distance [EDNEMEINI-BEDT 74V NI 17U ET,

e DB ARG S £ ORBITERSLET,

8 2 O FHESE N TREEARRER B S bLITFEESH TUORWEA . set {iplipv6} next-hop
default FEESIVTCODL AL, W DONV—T 4 T M TIbivET,

FRESN TN AT, 7y NI EAREE o hE L CBEIESNE T,

2y RN IPvA D56 set ipvb IXBERISILE T, W2/ X7 by IPv6 DA set ip IFIEMS
3

ARa= KL, I/F ZERFOT—E AR —L L TRESNZHE L, BREEROY —ERRY
V=L TR ESN G AICDO B EZNERD | I/F EEREO Y —E AR — LU TR ESN AT
RS ET,

refresh 2~ RBRICH NI Ha~ 2 RT1,

I EEFI1 /85y oS £ 192.168.100. 1 [ distance 10 THRET S

Router (config) #action-map stream-action
Router (config-action-map) #set ip next-hop 192.168.100.1 distance 10

o> rest

set ip next-hop <IP 7 FL RX> [distance]

set ip next-hop <4 >% 7 x—X> [distance]

set ip next—hop connected {ipsecif <1-500> | null <0-0>} [distance]
set ip next-hop default

| RS A—4
55 A —4 BENE R e éﬁ?”
P 7RL% kSO IP T RLAZ R ELET, 1Pvd 7 RLRJE (WA 7]
PPPOE A2 %7 =—AMD XH\Z . 5 S ~F i ewagelff%%l
Ax 57z [ FHIHO NextHop © P TRLAZWRE [PP000 70 L R
A T el er
tunnel 1~32
. B DORREREL T IPsec /X T 2—R% | s ||
connected ipsecif Fe L 4 ipsecif 1~500 BT
‘connected null ‘})}Eﬁﬁﬁ DFE AR IEFRELET, |null 0 BWEAS A
\distance kSO distance TR ELET, 1~255 AW AT
RV = =T 4 T HATIOTI, WH DL ' .
\ 7 R
default AR L BWEA AT
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¥1:F80 MIPAIL. 1~512RVET,
¥2:F100 DA EIRFIRET T,
¥3:F80 DIFA L. 1~32,

F100 DAL, 1~100 12720k,

foozesabuuse

Tk SR E I T b EE A,

I (3E) 70O k3)LD distance {&

o7 mh=ar o distance fEIL, LLF DI/ >TOET,
JokralL FTIAILME| HE

AET A7 1 2 AR
EHL—h - ZEEAH]
BGP (external) 20

BGP (internal) 200 2 AIRE
BGP (local) 200

RIP 120 22§ R RE
OSPF (external) 110

OSPF (inter—area) 110 25 W ] HE
OSPF (intra—area) 110

IKE /L—h 0 A
SA-up /L —Fh 0 22T Al HE
REDUNDANCY /L —F |0 25 W ] HE
EventAction /L —F 1 R A RE
AutoConfig 0 ZE T A A]

| B

TIar<y T REE—NR
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Iset ip prec

TIarL T IPVE S~y RIS T A — X SRR ELET,

KGR WS IPVA 23y NI To s i | AR E XS ET,

prec & tos 1A HOETHWAZENTEET M, dsep SITHEE 720 F T,

AT AT RIRAFATOMILL LT, dsep 235X ESIINCWDEGE 1S dsep 7% EDME /LI prec
L tos DR EITESH /2D ET,

dscp D3RR IESALTUVVRWIGE D prec & tos DR ENH NIV ET,

T ar PRESIE ST~y Z T 4— AR, v —F o T ENTICE O EFIRBEINET,

refresh I~ RBICH NI/ Ha~ 2 RT1,

I EREF 1 O IPVAANYAICRT HI—F 2S5 E LT, preclTroutine #RET S

Router (config) #action-map stream-action
Router (action-map stream-action)#set ip prec routine

|:7>P%ﬁ

set ip prec {<precedence-value>|<precedence—named-value>}

I INTGA—4
INS A—4H BHALNES R B HREEFDIE
s;lejjdence— precedence-value Zix ELF 7, 0~7 B REAT]
routine(0),
priority(1)
immediate(2),
precedence- flash(3)

HHEA ]

d - d-val RE 5
precedence—named-value Z X €L F 7~ flash—override(4)

critical(h),
internet(6)
network(7)

named-value

Loogesabuiga
v =R A

| B

—~

TUvar<y T REET—N
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I set ip tos

TIarL T IPVE S~y RIS T A — X SRR ELET,

KGR WS IPVA 23y NI To s i | AR E XS ET,

prec & tos 1A HOETHWAZENTEET M, dsep SITHEE 720 F T,

AT AT RIRAFATOMILL LT, dsep 235X ESIINCWDEGE 1S dsep 7% EDME /LI prec
L tos DR EITESH /2D ET,

dscp D3RR IESALTUVVRWIGE D prec & tos DR ENH NIV ET,

T ar PRESIE ST~y Z T 4— AR, v —F o T ENTICE O EFIRBEINET,

refresh I~ RBICH NI/ Ha~ 2 RT1,

I HBEF 1 IPVAAYFIZHT BT—F 245 & LT, tos 2 min-momentary-cost #:&F 9 %

Router (config) #action-map stream-action
Router (action-map stream-action)#set ip tos min-momentary-cost

| ERPAs =

set ip tos {<tos—value>|<tos—named-value}

I INS A—7H
INTG A—4H BRERNE £ TE 0B HREEDE
tos—value tos—value Z % EL£7 ", 0~15 B WEA T

min—-momentary—cost(1)
max—reliability(2)
max—throughput(4),
min—delay(8) ,normal(0)

EHE T

tos—named-value |tos—named-value ZFXELFE T,

foozesabuuse

=X TRbIER A,

| RS

TIvarwy TR EE—NR
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Iset ipv6 dscp

T arL T IPVE S~y F IS T oY — X T ERELET,

KIG Ny SN IPVE 2Ny NCIER o T L AR EITIER SV E T, traffic—class & dscp &I
HEfhL 720 E9,

AL T4 FIRIAFATOMEREL | dscp DR ESAVTWDIG A dsep i EDMESESAU traffic—
class DX TIFEEN T2V FES,

dscp D3ERESILTUWDRWG A D A traffic—class DR ENA DT /R0FET,

T ar PRESIE ST~y Z T 4— AR, v —F o T ENTICE O EFIRBEINET,

refresh I~ RBICH NI/ Ha~ 2 RT1,

l BEB1 IPV6AYHITHTBY—FU T E LT, dsoplef ZRET 5.,

Router (config) #action-map stream-action
Router (action-map stream-action) #set ipve dscp ef

| ERPAs =

set ipv6 dscp {<dscp—value>|<dscp—named-value>}

I INS A—7H
INS A—4H BHALNES 5% T #h HREEFDIE
dscp—value |dscp—value ZE% ELET, 0~63 BAWEA T
ef(101110b), bRAOOOO0Ob)
af11(001010b), af12(001100b)
af13(001110b), af21(010010b)
dscp—

. dscp—named-value ZiX ELF 7, |af22(010100b), af23(010110b) & WA 7]
af31(011010b), af32(011100b)
af33(011110b), af41(100010b)
af42(100100b), af43(100110b)

named-valu

|:m$i§ﬁbmu%e
< —X LTI RbIVER A,

TIvar<y S REET—NR
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Iset ipv6 next—hop

TovarEL T ATy MR EERELE T (R ——T 1 7),

HhiekfeDo 5 | distance fE2YH - EH/NSWHFRRE RGNV ET,

HhieH kDB okt distance ED/ NSO HRESEAN A — distance E CHEBUFIET DA .
config /R Tl FORED W HAIIET,

distance fEDEIESNIZHE DT 74V MET 17 ELFET,

HHESE DN BIE AR RE e . T ORI SN ET,

{iEl % DR NETRIEARE RS A . b LU ESN TORWIEA ., set {iplipvbnext-hop default
PHRESITODG AT, B DN —T 1 7 DM TiebivET,

FRESITORWEGE ST, ™7y MNEFREAREE Sy R L TR IESNE T,

RSN IPvA DA set ipvb [FEERSIVE TS, W/ RS IPve OG5 set ip IZERE L
F7, Ra~vURiE, IV/F ZEROV—E AR —LL TRESN-SHE L, B REERFOV—E 2
RV — L TRESNT G EIZOREZIERD | /F EEREO—E AR — LU GRESI- S
Al RSN ET,

refresh 2~ RBRICH NI Ha~ 2 RT1,

F100:V02.00(00) LA&EHHR—k

I SEFI 1 Ny oS £ 2002:1004::1 [ distance 10 THRET S

Router (config) #action-map stream-action
Router (config-action-map) #set ipv6 next-hop 2002:1004::1 distance 10

|:v>p§ﬁ

set ipv6 next—hop <IP7 KLR> [4 2% 7 x—X*][distance]
set ipv6 next-hop <4 % 7 = —R*? [distance]
set ipv6 next—-hop default

f i34
k54 —5 | BERR | BEHE  4REOE
1P 7RL% kD IP T RLAERELET, 1PV 7 RL A [0 o]

lan 1

Py e NextHop |2V 7 —H /L7 RL AR E LT |ewan 1~2
PO AL AT 2—ADFRENMLE T, |pppoe 1~24%
tunnel 1~32

PPPoE A2 X7 =—ADXH\Z, SE 5 ~F|E4
AL BT 2= 57280 NextHop @ IP 7RUANAMEIC Sy pppoe 1~24%% |G IE A~ w]
MNERWEAICRELET,

\distance kSO distance TR ELET, 1~255 i
RV — V=T 4 T AT, @ DL .
‘ 7 B
default AR oL BREATT

%3:F80 MIFEIT, 1~5 TR0 E T,
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Loogesabuiga
PSS RE AT DR A,

I (3E) 70O k3)LD distance {&

o7 mh=ar o distance fEIL, LLF DI/ >TOET,
JokralL FTIAILME| HE

AET A7 1 2 AR
EHL—h - ZEEAH]
BGP (external) 20

BGP (internal) 200 2 AIRE
BGP (local) 200

RIP 120 22§ R RE
OSPF (external) 110

OSPF (inter—area) 110 25 W ] HE
OSPF (intra—area) 110

IKE /L—h 0 A
SA-up /L —Fh 0 22T Al HE
REDUNDANCY /L —F |0 25 W ] HE
EventAction /L —F 1 R A RE
AutoConfig 0 ZE T A A]

| B

TIar<y T REE—NR
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Iset ipv6 traffic-class

T arL T IPVE S~y F IS T oY — X T ERELET,

KIG Ny SN IPVE 2Ny NCIER o T L AR EITIER SV E T, traffic—class & dscp &I
HEfhL 720 E9,

AL T4 FIRIAFATOMEREL | dscp DR ESAVTWDIG A dsep i EDMESESAU traffic—
class DX TIFEEN T2V FES,

dscp D3ERESILTUWDRWG A D A traffic—class DR ENA DT /R0FET,

T ar PRESIE ST~y Z T 4— AR, v —F o T ENTICE O EFIRBEINET,

refresh I~ RBICH NI/ Ha~ 2 RT1,

I HEF 1 OIPVEAYHIZXTBY—F 5L LT, traffic—class DEZE 5 IZRET S

Router (config) #action-map stream-action
Router (action-map stream-action) #set ipve traffic-class 5

| ERPAs =

set ipv6 traffic—class <traffic—class—value>

I INS A—7H
INTG A—4H BHANES EREEIE | ARREBOE
traffic—class—value [traffic—class—value ZEXEL F3, 0~255 HWEAA]

foozesabunsge

V=X TR EE A,

fexes—r

TIvar<y S REET—NR
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I set queuing

T arL T, CBQ & LLIE PRIQ 12 J» THESTHIESoBs H M 21 T2\ VvET,
FBELIEF2— A NERSINTORWGEES | R ETT—E70 BEINET,

refresh I< > RRRICH /0B~ RTY,

I ZEHFI 1 stream-action [Z stream—que ZERET S

Router (config) #action-map stream-action
Router (action-map stream-action) #set queuing stream-que

|:7>F%ﬁ

set queuing <que-name>

I NG A—7H
INT A=A BRERNE B it il HERBEDOE
gue—name |que—name ZiXELET, 16 SLTFLIND T4 | AN ]

foozesabuuse

B A T R A,

Iszs—r

TIvar<y TR EET—NR
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Iset 802. 1p priority

77 g LT, Ethernet ~># 802.1p Priority |29 A~ —F VAR ELET,

T ar RESNE ST 6 . v —F 0 SN TICE DO FFIESNET,

H 1A #7 2— A7 Ethernet A2 %7 =—A(EWAN <1 LAN) $, L<|Z PPPoE LI4t T o7-
LA, AR EITERSNET,

refresh I~ RBIZA N/ Ha~< L R TT,

Dasem 1 @sm7c. 802.1p Priority ISHTBY—F T £BET S

Router (config) #action-map stream-action
Router (action-map stream-action)# set 802.1lp priority 7

I:7>P%K

set 802.1p priority <{B%&E >

I INS A—7H
NS A—4 BRERNSE R E SRR | HEREFDIE
e Ethernet ~># 802.1p Priority (Zx}45~—F 27 D N P
o 0~7 (AR

foozesabuuse

V=X T b EE A,

fexes—r

TIvar<y S REET—NR
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| tyo—=vinxs

Iclass

DIA=y T T Iar ket T, 77 T = a ST T T4 2R T v as k&
EFRLET,

EHDITANER SN A VTATY T L OTINT 7 Xy MR B S, I~y T Lic
DTN T BT 7 ar DB NFEITINET,

[Fl—7 T A~y 742X LTt — 2D T 7 arDOAitib TEET ([l — 7T A~y P4 Ik LT
E, B 7 ET),

refresh A< RRRICH /0B~ RTT,

F100:V02.00(00) LAf&EH7R—

Iﬁiﬂ1 95X vy 7 (video—class) &74 < 327wy (streamaction) ZxtiEDI+5%

Router (config) #policy-map stream-service
Router (policy-map stream-service) #

I:va%ﬁ

class <class-map—name> action <action-map—name>

B i52—5
NS A—4 BERNE REHE | AERREOE
class—map—name class—map—name Z X ELFT, g?ggjm B WA
action—-map—name action—map—name ZFX EL E£7, éf;(;;i\lj\] BMEA ]

Looszezabuugs
IIGARyTET I ar LOSIGTERSILEE A,

exss—r¢

RN ==y T REE—F
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I policy-map

policy-map E—NRI{ZBITL., V7A=Y S IZELo THFELTIZN TG 740 712 LT ED XD 7t %

IO ERELET,

refresh I< > RRRICH /0B~ RTY,

Raen1 Kus—<o IBEE—F~BITTS

F100:V02.00(00) L& 7R—k

Router (config) #policy-map stream-service

Router (policy-map stream-service) #

|:7>F%ﬁ

policy-map <R o—< v T4&>

| RS A—4
ING A—7H BRENE SREEFE | BRREFOE
o . ) - 16 LN |
R —=<w 74 |policy-map—name X ELET, DL AREAT]

foosesannusgea

R =<y T DOREEATIENTEEE A,

| B

HAREE—F
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Istatistics update
HAHERDO DT NEATIINEIDEFRELET,

refresh A< RRRICH /0B~ RTT,

F100:V02.00(00) L& 7R—k

REH 1 MEHEBOHY Y LEITS

Router (config)# policy-map stream-service
Router (config-policy-map) # statistics update enable
Router (config-policy-map) # exit

o~ rest

statistics update <hry > FERTED
I INS A—7H
NS A—4 BRERNSE RTEEIRE | ARREEDIE
HEHTERO DT NATOIME IR ELET,
B NRTE enable HEHE RO T N 1T enable B WA A]

disable
disable [FEEHMEWMO AT NATOIRN

Loosezabuuga
FRHEROAT L MATVEE A,

fexes—r

KUY —y TREE—R
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| Kuo—~vinimEr1—0ES

I gos frame-length-offset

CBQ IZ&» THIHIEN T b A5 A . Hrikit "  CHEHA 7L — 2RO IEMA IR EL £
7,

WAL, EHAT A 27 2= AT LI TFOEDLN- 7L —MEE R E L Cf e Ed
BT ULHBEE—HL2WGERHDT-0, LEISU TR RIZES THEZIT2VWET,

WIEL RN EH T A X T 2 — AT LIZ T D ED LN T/ NI L — AP A X% FRl-T-5 4
/NI — LA XS IET, e/ N7 L — AT A RO, FRedD /7L —h AR
WL TUAZRLTTREV,

refresh I< > RRRICH /0B~ RTT,

fen 1 SEagcEAT I L—LEE 04 Ty bEHED

Router (config) #interface ewan 1
Router (config-if ewan 1)# gos frame-length-offset increment 20

|:7>F%ﬁ

qos frame-length-offset {increment<# 7+t v FE> | decrement<# 7+t v ME>}

I/\"%%—’Sl

INTG A—4H BHANES REERH HIREFDE
increment |7 —ARAZHINNSELGAOA 7 MEZRELE T, [0~127  |EIEATA]
decrement |[ZL—AEEWAOSEDHOA 7By MEEZRRELE T, |0~128 B WA H]

Looszezabuugs
T — LRAERATRVER A,
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|20 —syrxizmLT

« [Psec-IF D4
SIF NI R B + Fr/h 71— A (64bytes) — FCS(4bytes)

- DIALER-IF O34
DIALER W% E il

« ERLISA D IF O%E
PIF Wi Ml + F/ 71— A E(64bytes) — FCS(4bytes)

AL HT =AM PPP 2RI AT 586 PPP B 7 B NAVALERD BRI Z = A — T LR )M T 7o iU E
T8, WHETRLL PPP 4 72 LETNCA T b DT | A — T LB D% B IEFE AR IE 3
HZEIFTTEERE A,

7233, PPPoE 1 7B /AL TIE T A — 7B Tibi/e iz 2O X5 7l RIS AL 1
Ao

bexs—+¢

LAN A2 X7 2 — AR EE—NR

EWAN A2 27 x— AR EE—R

PPPoE A2 X7 = —AZEEE—R

HAXNT T AR T 2— AR TET—F (F100 D)
VLAN A2 72— A EE—R

o RNAHT 22— AR TEET—R
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Iqos output bandwidth

ALHT 2= AT TEDHILB LN, QoS D HFRXEFEELET,
H, B E LRI AR B L CLIEE,
QoS I, CBQ (Class-Based Queueing) /PRIQ (Priority Queueing) DEHHMNEEIRLE£7,

refresh < R ICH N/ Hha~ 2 RT1,

Raen1 NS> 5T c—202#EE 100Mbp s &L, QS DHEE B ET

Router (config) #interface lan 1
Router (config-if lan 1)# gos output bandwidth 100M cbg

oo rest

qos output bandwidth <BEX{EASE> <QoS HE>

INSA—H BEAR EREEHP  ARREFDME
BELTCWAAL LA T 2— AT RO BIRNE (AT :
bps) Za% ELET,

CEEIE A AT e — AR E AR TELET,

kbps 2R T HA X "K” . Mbps Z7R T3 51X "M )

i TEET,

1) 100kbps—"100K”, 50Mbps—"50M”

QoS DI AEFRELET,

B CBQ(Class—Based Queueing) /7 XZFRELE | |chq
QoS X E cbq +

HHMEEL | E IS AT

. B WEA AT
priq

prig |PRIQ (Priority Queueing) i &g EL £,

foozesabuuse

QoS HliHZF T2 72 (IR AR T 3 — ), #HIEI I FRA L 27 = — AR,

| RS

LAN A2 27 = — AR EET—R

EWAN A2 27 = — AR EET—NR

PPPoE A2 27 = — AR EE—NR

BAXNT T AR T 2— AR TEET—R (F100 D)
VLAN A2 B 7 2 — AR EE—R

"o RNA BT 2 — AR TEE—R
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I gos—que chq

QoS HEREIZIWT, CBQ THEMA T = —2ERLET,

Fa—E, T ar~o Il BW TR a—4 R E T ARSI ET,

Bandwidth C. qos bandwidth =~ R TIRELIZHFIE O]/ R—T L "N ZDF 2 — | ZED 4 THIE
FEELET,

borrow 2MEESIVTCWDIGAIL, BIF 2 — ORISR B HLOREX, TOHIBRAEFIH C&HZ L%
RLET,

Priority 135 = —230/ 37y M5 T ABOE L L TR IS, 7T D@ E e 0 D3RR
FEELIRET

Fo—F 1T qlimit TIRESN, HSNT2 3y MNIBEIESNET,

red (Random EarlyDetection) 238 E SV CW\5I5H, TCP Oy M EEEKL ., H55 LRI
DEEFETT A NMIBEFEDMTIRbIVET,

default ZF5ETHE, KX 2—NT 74NV I a—THHIE%ERL, action-map THo—EES
g oTz o ryNinF a— A 7SN ET,

parent |Z"NULL 287 5& ROOT queue 2R T HDELET,

delay DEESILCNDE A, T Fa—SN 2R bR ERFM 2 2 TR — I E0He T 723
TyNIBEREINET,

delay ¥5ENRWIGATX EFEO IO ZREME, REf Ty M BEEET HEIEIX TOILER A,

refresh 2= RGIZAE N /2ha~< RTT,

I EEM 1 root-que M 10%% video—que D& & L THERAT S

Router (config) #interface ewan 1
Router (config-if ewan 1)# gos-que cbg video-que bandwidth 10
parent root-que

|:7>P§ﬁ

gos—que cbq <F a1 —%£> bandwidth <&EE{FERZE> parent <xa1—%> [EXE][qlimit
{Fa—Ff>] [delay <GKELZRRED>] [borrow] [red] [default]

I/\"%%—’;‘l
RS A—4 | BENE | BERE | LRREOE
Xak  |CBQ O AHERELET gigﬁwq%%mﬁ

[RTRR A 45 0 0D 7 3B L %9~ i ko fl FH =38 (B
f7:%) R ELET,

e ([[Psec AU BT == AITH U THHRIHIZA T~ 725
BlE, HEREIZ EWAN Rl oD 3k il 81 3 FH S v
7, IPsec A+ %7 = —A—EWAN DJEIZ 2B 2
WS E T,

1~100 HWgEA AT

BREAIREELET, BERENENT TR,
BT FEDARNT TR 26 AL O IRFH 2348 % &
7,

o

~7 0
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COERKRENEE BT E<RET,

- = = NEEAIE B AT - 7]y %ruﬂ—»
%kgﬁﬁ%:;va®ﬁkﬁiﬁ%@ﬂmuiﬂ%xmbiIN%%% 0
Fa—R  [Fa—RERELET. 1~200 |50

B AR R TR ETERWIGAIC, Bl T RZ28 &N T ADE;
borrow HIVULEOR AR T 2087 EfELET,  |borrow kAR HL

ZFOHHA R T 585 1%, borrow ZFFELE T, 20

Fa— o7 7EH )72, RED (Random Early

Detection) 21 H 328512, red 45 ELFET,

RED Zff L2V G A1, Fa— Ny 7700

\ :Kfoﬁofﬁ\f:'/\/{‘ya}fiﬁﬁﬁ (Tail-Drop) L’iﬁ” ) RED % /1]
red M. RED ZEHL725A1E. F2—H 51U LD red Lzais

RN AT DN T Z M FEE BRI T 5729,

TCP DI T 4y 7 BB TEDHIH 7 b=

T, KRR CTEHOT, BE 2N T

FHENRNELI2DET,

T I AN TADGEIEELET, T 74NN T .
default AT ISR BL T BE R £ default default LIk

cogesannuga

Fa—ldERSLEEA,

priority D7 7 /LM 0. qlimit ©F 7 4L R 50,

B
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LAN A2 X7 =— AR EE—NR

EWAN AL H7 = — AR ET—F

PPPoE 4> #7 = — AR EET—K

HAXNT T A BT 2— AR EET—R (F100 D L)
VLAN A2 BT =— AR EET—R

hoFNA BT 2 — AR ET—R
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I gos—que priqg

QoS BEREIZIH VT, PRIQ TR T 0F a—Z2ERLET,

Fa—AE, TI7var vy NI B N TR a—&2fEET AR MENET,

Priority 1ZF¥ 2—1H/ 7y MG T ABROELEL L TSI, 7 Dm0 DSl
FEELIET,

Fo—RIT dlimit TIRTEIL, 5Ny MIFE#ESILET, RED (Random EarlyDetection)
PHRESNTWDEE . TCP Oy MEEEZERL, HSNDOLRTOBIE TT U DMIREFEI TR
DIET,

default ZFEETHE, AFX 2—NT 74N 2 —THHIEERL, T/ ar <y Tra—RNE
TESIVRINS T NI IR a— A T SIET,

refresh 2~ RBICH NI/ A~ KT,

D1 voice-que DEEEE 0. F2—K%E K0 ICHES S

Router (confiqg) #interface ewan 1
Router (config-if ewan 1)# gos-que prig voice-que priority 0 glimit 50

I:7>P%ﬁ

gos—que prig <Fa—%& > priority <EBEE> [qlimit <Fa1—F&>] [default] [red]

I ING A—4
1’5 A—4 | BERR | BEHE | AREOIE
B B e 16 SCFEAN |y
¥ao—%  |CBQ OFa—4HERELET, s [EHRT
AR L E T,
» BRI F 2 — O Ty MBI, BEED |
BRE g S ol an s m bz |0 0
Ao ZOMEMMKEVIEE BT &m0 ET,

Fa—F  |[Fa—RERELET. 1~200 50
Fo— w7 7E AU, RED (Random Early
Detection) ZfE T 55512, red ZfEELE T,
RED ZfE HILZRWNGEIE, Fa— Sy 7 7R
(2725 ThB/ N7y Nl HE (Tail-Drop) LE 725,
red RED ZfE FHL7=3E1%., F 22— 5L HMEEE)Y  |red
AT DHANIT o MEFEAFRAET 5725, TCP O
FIRNT T 4o BB TEDHIOR T a2V T, K
D B R AN TEAHD T, MERIE TR R
NELRVET,

default ‘?7%/%7 FTADGENRELET, |default ‘default LIgk

RED %%
L7
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Loogesabuiga

Fa—TERINEEA,

| B

BT 2 AR TET—R
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Iservice—pol icy

4’/57:%1@7&&7‘3/\/7/1\ RLTC, U — t;m“) U—EEALET,

P ARV —DRREFRZ THOTY, WERTEEBNPAELIZOL WD E ., 7 — Ayt —T%
elog IZH L, @R EldE St A,

AL BT 2—ADH S Vr M T B —E ARV — 2B WL, LT T 7 aidmfEn
T, I ET,

refresh I~ RBICH NI A~ R T,

I REB 1 ARy R LT, RY—<w T4 pre-service #@AT S

Router (config) #interface ewan 1
Router (config-if ewan 1)# service-policy input pre-service

| EESS &
service-policy KAHARE> <KD o—< v T8>

I NS A—4H
INTA—A HREAR REERR | HREEEOE
. AJ3 (input) | 7748 (output) DEHHIZ  |input P .
AHDIRE P —E ARV —Z i HTHNRELET,  |output AT
K)o TH RIS — T 2R LT 16 UL e
DT

Loozesabanss
P AR S — S EE A

Isee—r

B BT 2 — AR TEE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iservice—pol icy local

HREE/ My ML T, —E AR —ZTm L £,
P ARV —DRREFRZ THOTY, WERTEEBNPAELIZOL WD E ., 7 — Ayt —T%
elog \ICH L, BREITEASNEE A,

refresh I~ RBICH NI Ha~ 2 RT1,

I REH 1 BREE/NYTY MR LT, R >—< v T4 local-service #&EHT 5,

Router (config) #service-policy local local-service
Router (config) #

oo rest

service-policy local <R —< v T& >

I/\"%;‘—’Sl
INSA—4H BRERNSE REEH | ARREOE
e e e 16 SCTFLIN |, -
R —~<v 74 R —<o T U EHELET DL AREAT]

foozesabuuse

P—E AR — TS EE A,

fsxes—r

HAREE—F

612



L2 QoS #EEE

| L2 QoSHsE

I L2 QoSHégE

Ipriority classification

L2 QoS Z#EIESH LY A IR ELET,

L2 QoS &ld, &5 T —X D 802.1p G, 7 — X &AB S0/ B D RIBIZI TV DF RIS
T — B ARSI 9 AR RE T,

EAEHIEZT T8 S 1X, priority queuing 2~ ROFREN LI TI,

LAN A 27 == A TIESELZENAHET T,

refresh I< > RRRICH /0B~ RTT,

F100:V02.00(00) LAf&EHR—

fen1 mmEK— 2T L2 QS BifEEITS

Router (config)#line lan 1
Router (config-line lan 1) priority 2 classification

I:va%ﬁ

priority <port-number > classification

|/\°3><—9

NS A=A BRERNSE R EERR | HEREFFDE
port—number |L2 QoS ZEIESH AW IR — EEFEfEELET, 1~4* BWEAS ]

% :line lan DIFE X 1~4, line ewan DAL 1 &2V ET,
%77, line ewan D EIL. F80:V01.02(00), F100:V02.08(00) LA A —k

Looszezabuuga
B el B E T A,

B

Ethernet i% €€ —NK
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Ipriority default-priority

ZASLI-7L—208 802.1Q VLAN ZZ 32N T o 7=354 . 802.1p A\ > THET 5
MERELET,

802.1p A ZEH I HZLICIVBILE AR E T HIENTEET, 802.1p EHAKRZIWEEBIAEN
<7 ET,

refresh < R ICHE NN/ Ha~ 2 RTT,
F100:V02.00(00) LAf&HR—k

BEF 1 AR—F2Hh5DFIETL—LIZ802.10 VLAN 2 FHAMFLNTUWVEA > 2B &I,
802. 1IpfEZ 7 &9 %

Router (config) #line lan 1
Router (config-line lan 1) #priority 2 default-priority 7

o> rest

priority <port-number> default-priority <802. 1p {&>

f i34
INTG A=A BERAR REEIE | BRREFDE
B RELIZAR—MES T 802.1p fEZ V< OTEIfESE | o |
port—number BAEEEL E 1~4 BMEA AT

802.1Q VLAN X7 NN TR T840
802.1p HAHETELET,

¥ :line lan DA 1T 1~4. line ewan DAL 1 2720 FET,
%7~ line ewan DR EIZ. F80:V01.02(00), F100:V02.08(00) LARE YR —b

802.1p fi&r 0~7 AMEAST]

Loogesabanss

802.1p IEDZE FA1TUWER A,
802.1p fEHIZ"0"E L TR ET,
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L2 QoS #EEE

|mzmﬁw@ﬁ§tﬁbr

802.1p fEIL, BICEA 0~T7 THETHILNTEET,

802.1p DT TAA VT AL~ YLE, LUF 8B ESH TVET,

B5E 802. 1pfE| T34 ) T4 LRILODAR

7

P
-

FR« « <« — — — — I

<
-

6
5
4
3
2
1
0

| EREs

T

DR~ VT AT AT

HiliEz BT 7 r—ar
IVTATNT TV r—ar
EAERY IR AR — 2

NI TTTUR

=

Ethernet i & E—NR
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Ipriority queuing

L2 QoS DFFHIHEZITHOR— MR ELET,

EEIRFIT, B/ FRESE OB T BT — X BB E L ET,

L2 QoS OEEHIEZFTH A X, priority classification T~ RO GG LB T,
refresh I~ RBICH NI Ha~ 2 RT1,

F100:V02.00(00) L& 7R—k

R aem 1 mmi— b 2TL2 08 OREHNESS

Router (config)#line lan 1
Router (config-line lan 1) priority 2 queuing

|:7>F%ﬁ

priority <port-number> queuing

I/\"%%—’Sl

INTG A—45 REAR REHHE HIEFFDIE
port-number L2 QoS D¥EHIMEATOR—MARELET, |1~4%  |[EIEAH

¥ :line lan DAL 1~4. line ewan DESIT 1 L7220 E T,
F7~. line ewan M EIL. F80:V01.02(00). F100:V02.08(00)LAREHA48—h

foozesabuuse

L2 QoS DE{FHIE ATV ER A,

fsxes—r

Ethernet i & E—NR
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L2 QoS #EEE

Ipriority threshold

BT — 2L L CEIET B3y b4, 802.1p fECHREL £,
802.1p fEA KEUVNEE S EE N ELIR0ET,

refresh I~ RIZIZH N/ Ha~ 0 RTH,

F100:V02.00(00) L& 7R—k

Paen1 BEF—5LLTHOn5/ry hE802 105 LTS

Router (config) #line lan 1
Router (config-line lan 1) priority threshold 5

|:7>F%ﬁ

priority threshold <802. 1p &>

| NS A—4
INSA—4 BRERAR RELHE  AREBOE
BT —2 U CEMET 53 e, 802.1p fE T
FELET,
TITHELIAELL L 802.1p A>T — &%
(B - - by e fobe s Y m |
802.1p i BT —% ZZCTHRRELTEARE O 802.1p A+ 07 ST

DT —REIERT — L LT ET,

LAN A2 27 = — A2 ET BT, EEF=a—D
P T — A EET B AL, FHE S —2
HREE SN EE A,

Loosezabuuga
802.1p fiEiL 4 LL CEIEL £,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

|wzmﬁw@ﬁ§cﬁbt

802.1p fEIL, BICEA 0~T7 THETHILNTEET,
802.1p DT TAA VT AL~ YLE, LUF 8B ESH TVET,

B%EE 802. 1pfE| 7544 T4 LRILOAR
7 TR

P
-

6 =

5 D2 L F AT 4T

4 T A MBS DTV r—ar
3 IVTAINT TV r—ay

2 EHERY 7R AR — 2

1 NPT TR

0 NRARET F—

FR« « <« — — — — I

<
-

B

Ethernet 3% & —NR (line lan E—R D7)
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UPnP gk

| UPnP #8E
| uPrP e

Iupnp—server access—group [F80/F100 o< > K]

UPnP BEREAFIH I REZ R AR %, 77 B AU ANE B CHIIRL £9,

permit &2 STZHiEAR D A, UPnP BEREIZXI T 27 7 B ARA N M E DN AT REIC RV £ T,

212U, VT XX AMIED T T A Ay —0F, AR ELIZBMRZRL, 73y NI AT RE 4 [
DEIHARNZIETHIENTEET,

refresh I< > RZIZH N /2Ha~ RTT,

I REH THOERES I BDIRKD UPnP HEEZFHIR Y S

Router (config) #upnp-server access-group 90

I:va%ﬁ

upnp-server access—group <access—|ist FE>

|/\°3><—9
INTG A=A BRENE =R T & HRREFOE
R o [UPnP #EEEDOFIHAHIR T 28 KA R EL |1~99 (IPv4 £EYE | ,
access—list &5 . P RYAR) AREAS ]

fcozezabuige
UPnP I 9 23 HITRL £ A,

exss—r¢

EAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iupnp—server enable [F80/F100 o< > K]

UPnP BEREZ 425 B IR EL T

refresh I< 2 RRRICH /0B~ RTY,

REM  UPnP #EREZEEAT S

Router (config) #upnp-server enable

I:va%ﬁ

upnp-server enable

!/\"5}—9

INTA=RTHVERE A

foosesannusga

UPnP Biea 52 L3 CTEEH A,

B
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UPnP gk

Iupnp—server target-interface [F80/F100 o< > K]

UPnP #§REZAE 3 A1 X7 = —AZFRELET,
UP L CWAA L HZT 2—ADHE priority D ch/NSWA L Z T 2 — A% L ET,
7272 L. [AC priority DAL, config IZF/RINAINEE 2V FE T,

refresh 2~ RBICH NI/ Ha~ 2 RT1,

D PPPoE 1 % UPrP igtE s AT 51 L 8 T 1 —RISHET B

Router (config) #upnp-server target-interface pppoel

|:7>F%ﬁ

upnp-server target—interface <4 >42 7z —X%> [<priority>]

| NS A—4
NS A—AH BREANE 5% 7E &0 HHEEEDIE
e o - s |ewan 1~2 .
© dialer 1~20%?
s 2 — 5
priority UPnP H§BEZfE F 3 DAL 27 = — ADMEE 0~100 50

BEEfEELET,

¥1:F80 DIFEIE, 1~5 TR0 E T,
%2:F100 DAFEERRETY,

Looszezabuuga

WEEL TV RWNAL AT =— AT, UPnP BREA i FH T FEH A

BTCDAHET 2— A% TR EL TWRWEA 1, Connection Y—E AL down JRBEE 72 L F9,

| B

HAREE—F
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| BRIEEZ 2—)LEH#BOEIR

I BRIEZ 12— )LEEDEIR

| cased-line [F100 Emawy K]

BRI A7 —7 =2 A ZADEMET—REZEHRICT 255 IR ELET,
KRB ENROEASIL ISDN E—R TEIEL £,

D1 BRI A2 57— 2% HSD(128Kbps) & LTREAY 3

Router (config) #interface bri 1
Router (config-if bri 1) #leased-line 128

|:7>P%ﬁ

leased-line {64128}
no leased-Iline

IN%%—@

INTA=BTHVEE .

Looszezabuugs

ISDN E—R{Z720FEF,

exs—r¢

BRI A %7 2 — AR ET—R (F100 D)
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g1 VILT v THEE

| 14w L7y T ise
| 51vn7oTigee

I anonymous—-cal | accept [F100EHa< > K]
FAEEFZ S IEBINDERE EZ T T DNEIDNDOFREELET,

refresh 2~ RRICH IR Da~ R TT,

Dsen 1 sE=ESEBNOBRELRIHIS

Router (config) #interface dialer 1
Router (config-if dialer 1) #anonymous-call accept

|:7>P%ﬁ

anonymous—cal | accept

I NG A—=4A
INTA=HIHVFEREA

fcozezabuige

dialer map. caller DWW T NNTEZEE 5 ORENHLL AL, BEFFZ FIFRMOEE IS
Lij‘o
B

HAXNT T A BT 2— AR EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I auto connect [FI00 EEHa <Y K]
T ML, XAV T w7 RO B E R TONE IO R EEZLET,

Bexn amswescus

Router (config) #interface bri 1
Router (config-if bri 1) #auto connect on

|:7>Pmﬁ

auto connect {on | off}

I/\"%%—’Sl
K5 A—5 BENE B E ARE O
T HFEREC. BT D (on) B BERELTE [on |re
on [off 1\ (o gzt L4 o [T

foosesannusgea
F— BRI S AT T RO By BTV T,

| B

BRI A2 %7 2— AR EE—F (F100 D)
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Ical lback [F100 EAa~< > K]

=T DREELET,

T )L e G ppp 1AL, FRIEFHF SR A, dialer |OBERSILIZE 5 DOV T AL B EIR
L\i—a—o

TR U RNBESNDL . a— L U ST TR AR ET,

F7o MP EEft L O 3702813 TEER A,

ISDN [BFR N BEREIRIE DI CER TEA AL refresh L72354G . R IR E S E .

refresh I~ RBICH NI/ D~ KT,

112U, FRROIRIEDH AL, refresh 2~ N FATTHT LATE A,
ey s FAT

i

AR

Bl o

BseEm1 a—u v %EBESE oo BN DRIRT B

Router (config) #interface dialer 1
Router (config-if dialer 1) #callback permit ppp

I:l?‘/ Rz

cal lback {request {id | ppp | dialer} | permit {id | ppp | dialer}}

| "5 A—4
IRTA—4 | BENE BEHE | AREOE
T LN I I TGAT U R U TCORERER /X T A— )0
IR ET,
. |ppp ‘CBCP I— NI ELTNET, DD
request {id ||| DRy TR B A RIEE T wmm T id B AT
ppp | dialer} |[id et dialer
dinlor CBCP Oa—/)LoXw &4 TWET, HHFICHE
AR EE A,
=)L 7= N U TORERER /3T A— 4B EER
L/ij‘o
- a— LR I e 5% CBCP B IS L
permit {id | R ?dpp BT
ppp | dialer} ||. I— NN\ B FEIREEFZ TIBEITH |
id . dialer
FELET,
dialer a— )L 7 e A% dialer map | ZE GRS
NI=F AT NHLEISLFET,
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foozesabuuse

I )L TR EAT WV ER A,

BEE—FK

HAYNT T AL HT 2 — A EET—R (F100 DFx)
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I cal Iback requestnumber [F100 EFHa < > K]

D= LR T IFAT MW T, CBCP Ta— by 7 e R E T AR ELET,

refresh I< 2 RRRICH /0B~ RTY,

D1 CBOP ca—L/Ny s F HEEE 0312345678 (SRET B

Router (config) #interface bri 1
Router (config-if bri 1) #callback requestnumber 0312345678

|:7>Pmﬁ

cal Iback requestnumber <dial-string>

I NG A —4
INTA—4H BERAB % 7€ &0 HIREFDIE
— R AE RE
dial-string E;_BCP AT SRR S EREL S 10 HT AN DT A WA A]

foozesabuuse
CBCP THZZEML £t A,

| EREs

BRI A2 %7 2 — AR EE—F (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I cal Iback-responsetime [F100 EEFHO < > K]

T LR I FR BT TIND, 3=\ 75 BlG T AE TORER 23 ELET,
ISDN [EIER N EEEIRBE DR IZ R E A L refresh L7 E . #EFIRBEI IR EF S E1,

refresh I< > RRRICH N /wBa~ R TY,

Bemm a—uysemBT 2 ETORERME 0 BISRET S

Router (config) #interface dialer 1
Router (config-if dialer 1) #callback-responsetime 10

|:7>Pmﬁ

cal Iback-responsetime <EIERFRI>

I INTG A=A
INSA—H BRERNSE R E SRR | HEREFDIE
AR :;;/w%‘y7%ﬁﬂ‘?1ﬁéa%ifm#ﬁaﬂ(iﬁ:@)%@%ﬁb 1~60 WA

foozesabunsgea

=L BRD 10 FPRICa— N\ UET,

fsxes—r

HAXNT T AR T 2— AR ET—R (F100 D)
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I cal Iback-waittime [F100 EFHa~< > K]

T LRI TR IFE LTS, = 3ba— L SNHFE TCORFLRHEZRELF T,
ISDN [EIER N EEEIRBE DR IZ R E A L refresh L7 E . #EFIRBEI IR EF S E1,

refresh I< > RRRICH N /wBa~ R TY,

Besm1 a—L v snrEToOREBME RBISRET D

Router (config) #interface dialer 1
Router (config-if dialer 1) #callback-waittime 12

|:7>Pmﬁ
cal lback-waittime <fFH&BERS>

I ING A—4
NG A—H BRERNSE R E SRR | HEREFDIE
. P DHI— NNy VSO ETORFHIER (AL | P
FRR IR ] ) Bz 1~60 BWEA ]

foozesabunsgea
A= NI SNHETORFLIFHZ 12 IZRELET,

fsxes—r

HAXNT T AR T 2— AR ET—R (F100 D)

629



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ical led idle-timeout [F100 EHa <> K]

HAXNT v 7 Bkt (3515) C. ISDN [aI#R O @15 BEAR R (B)) 2% @ L £ 9,
ZAUCEY, ZAY T T B T — A BAE O BB (G R A3E% 8 RERT 28 2 72 B 12 ISDN [al#
ZITLFE9,

KT — AR - ZEOT LRI RITRET,

Dsem 1 maEREnms 0 BICRET S

Router (config) #interface bri 1
Router (config-if bri 1) 4#called idle-timeout 60

| ERSASE

called idle-timeout {off | <1~3600>}

I/\"%;‘—’Sl
NS A—4 BREARNE =% T & B AREFOIE
SR e ff | HE(EEEH A T2
off| <1~3600> |HEREMINEREL S |of HBIERAET BT
R 1~3600

foozesabuuse

AR IFO M@ (S B A 2 60 FIZERELET,

fsxes—r

BRI A2 # 7 2— AR EE—F (F100 D)
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Ical ler [FI00 EERHa~< Y K]

S OB FHE S ERELET,
ISDN [EI#EAN G R A D IE 2 3%

—pX

EZ L refresh L7856 BERIRBIIRRFSIVET,
refresh 2~ REIZE NI Ha~ L RTT,

Bees1 s1vLFzvs I aRnEBOBEESERET D

Router (config) #interface dialer 1

Router (config-if dialer 1)#caller 0398765432

| ERASE

caller <BEEB> [KHT7 KL RD]

I INTG A=A
INSA—4H BHANES B it il HIRBEDIE
A T KIS EOBEE R T AR ELET, 32 HILAN O A REA ]
PR iﬂ;ﬂflﬁ@%ﬁﬁé EOYT TR AZRE

19 M LA D E

foosesannusga

dialer map (ZFF DR TENIENIGAIL, BIE1255 ISDN B2 H65 T 528X TEEE A,
dialer map (2T SR ING A, HEICELAER O A FHETT,
Fo. RIERICRIEER S BANICLAIMFEOMREITHIZENTEERA,

B

HAXNT T AR T 2— AR ET—R (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ical | ing—number [F100 EAa <> K]

HAX VT 7 Hg Ot g E ~ BT 5 H ROEFEFEZRELET,

T UME ST R 5B ek U5 6. O E RIRE 52 @amL £7,

K EL, BERETIHGEDORNEE S XAT VAL DR ELNRET,

YT TR REZ R E T HEE L, * TR Y- Tldial-string> D HUZERIR L T7ZEW,
BRBETSTEHEETIL AT, XA YNVEFERICRRE T, 7 TRV RO AR L E T,

Deer 1 2uEBScRETALSCBETS PITZFLREL)

Router (config) #interface bri 1
Router (config-if bri 1)# calling-number on

Dsen 2 2uEEscBETLL3CBETS HITFLRHAS)

Router (config) #interface bri 1
Router (config-if bri 1)# calling-number *1234

Dsths sS4 v TRIETHESICHETD WITFLRALL)

Router (config) #interface bri 1
Router (config-if bri 1)# calling-number 0398765432

Dsems SAvLA TRIETHEICBETD W IT FLRIEE)

Router (config) #interface bri 1
Router (config-if bri 1)# calling-number 0398765432 1234
Router (config-if bri 1)# calling-number 0398765432*1234

I:l?‘/ Rz

cal ling-number {on | off | <dial-string> [*<subaddress>]}

B i34
INS A—4 HEAR R B HREEFDIE
HROFSEBEMTH0E %% |on  [BRITD
on | off e
ELET, off AL
<dial-string>I% 32 H1LL
{dial-string> . o2 e N OEF PN
[*<{subaddress>] BT SR ROFE S ERELET {subaddress>I% 19 #1LA HEA AT
NOET
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Loogesabuiga
B RO S EBILET,

| B

BRI AL H T = — A EE—R (F100 D7)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Idialer flets [FIO0EAHa~< > K]

FAXNT 7 ki 7L ISDN HICERELE7,
ISDN [FIRR e R BE D IR IC 3R EA A L refresh LT84, k0L BBI TSR SNV E T,

refresh I< > RRRICH N /wBa~ R TY,

Dsem sqvi7yTEEILY Y ISINAICBES S

Router (config) #interface dialer 1
Router (config-if dialer 1) #dialer flets

|:7>Pmﬁ

dialer flets

I/\"%%—’Sl

INTA=HIHVEE A,

Loosrezabuuga

7L ISDN R T A2 LN TEER A,

| EREs

HAXNT T AR T 2— AR ET—R (F100 D)
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Idialer interface [FIOOERa<T > K]

BAXYNT TR ANE T oA 27 2= A2 ELE T,
ARHEAPRESNTRNE, ZAYNVT v TR TEEE A,
AR EZHIBRL C refresh L7286, 7% 24 9% ISDN [BI#RANEE e 1 O 35-G 1 X5R I Gl L £,

refresh 2~ RBICH NI/ Ha~ 2 RT1,

Ben1 S0 7 o TG ISNEREERT 5

Router (config) #interface dialer 1
Router (config-if dialer 1) #dialer interface bri 1

| ERSASE

dialer interface bri 1

I NS A—4H
NG A—% BRERNSE R EEEE | HRREFODIE
N R o fﬁ\ﬂE - Z N . gruﬂ—. ) . )
i 1 i;;/v7/7?ﬁ; WA T AA BT 2 — AT TE bei 1 ST

Loosezabuuga
SAYNT 7 e, R TEEE A,

fsxes—r

HAXNT T AR T 2— AR ET—R (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Idialer map [F100 EEa~< > K]

Pt HF O [P TRV A, RS EREE . A 78al T 2560 ID 3 ELET,
XA —RIZBH LTl username 2~ R TR EL F1,
%2495 ISDN [RIRA G HF O A 1 X5R | I L £,

refresh 2~ RBICH NI/ Ha~ 2 RT1,

Den 1 meETo P7 FL. BEID. XTEEFEERET S

Router (config) #interface dialer 1
Router (config-if dialer 1)#dialer map ip 10.1.1.1 name tokyo 0312345678

Bsem2 swmsss IP7 ELRERYSTTLELSBEOREET S

Router (config) #interface dialer 1
Router (config-if dialer 1)#dialer map name tokyo-ap 037777777

I:l?‘/ Rz

dialer map [ip {<ip 7 KL RA> | broadcast}] [name <username>] [<dial-string>

[<subaddress>]]
f i34
NG A—%H BHANES R E HREEFDIE
ip <ip 7RL-2> gvfgfﬁx
ip Kip 7RLVR> | |[#6EHI T 1P 7 RL A% 3% = |
broadcast} ELET, RO IP TR
ip broadcast |[LVAZIEELE
H A,
4 e <
name <username> fiﬁ%wb TSRO D % 20 SLFLAN DT -
RELET,
<dial-string> IS EE B AR ELE [<dial-string> (% 32 HILAINOET |
[<subaddress>] |97, <subaddress>( % 19 HTLAN DT

Loogesabanss

HAXYNT TR T OV EE A,

| B

HAXNT T A BT 2 — AR ET—F (F100 D)
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Iforced disconnect time [FIO0 EEFHa < > K]

FAXNT T s D@l GIWr 2 A~ @ E L ET,
EfE ey AEE R E 5T HZLITdb,

SNy

X e

el [ R R R B €7 gl X111 151 = S
B2 7= %A0, mail to I RERETHIEICIVE ALV TR TLHIELTEET,
MP #35t L TODRIE, 5T haivET,

refresh I~ RBICH NI A~ KT,

NERERETICREELZELT refresh LIZIRE . A <IIFDOETERTFENT T,
Fz, BHEIE D Z A< REREM/EB L TVEEE. Bt fRIh Ed,

Den1 mmmsy s 5EE 60 HIBET S
Router (config) #interface dialer 1

Router (config-if dialer 1) #forced disconnect time 600

| EkeANE

forced disconnect time {off | <60~1439>}

I INTA—7B
KT A—% RERR RERE | ABFHOIE
FAXNT T BRI A~ DRI,
off
off | <60~1439> ¢ SRFEIAAT O A,

e K ™~
60~1439 LR
60~1439 | XA~ EEFTELET, (HNAL:57)
Lcogesabuiga

$UE e T

K23 600 3 A lB R T2 B\ XAV VT > 7 A s I L £9,

HAXNT T A BT 2 — AR ET—F (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip address [F100 <> K]

H 3D ISDN AR—MAID [P 7R A& ELET,

PEGAH T BT RLAZEVIR > THHO 55 14 Inegotiated | Z R EL £,

refresh I RRRICH NI/ Da~ 2 RTT, #4295 ISDN BB O35 & 13RI B L
*9,

Fo L MEHRLAETELET,

refresh I~ RBICH NI A~ R T,

Bsstmi P7RLRZE 10111 $T%y YR Y % 255.255.255.0 IS ET B

Router (config) #interface dialer 1
Router (config-if dialer 1)#ip address 10.1.1.1 255.255.255.0

|:7>P%K

ip address {negotiated | <IP7 KL R> <HTHxy kT RID)

I INGFA—A
INTG A=A BREAR R EEH HEREFDIE
PR T 0 1P
. ZAYNT v TGOl | negotiated [T RLAZEIDHR
negotiated | <IP e 52 1SDN E— Ml STHLMEE ||
TRUA> <7 . s AMEAT]
Sobwzys [PTRVAZRELE P 7RLA> < |IPvd TRLATS
EE FT FHobvA | RCRET DS
7> B

foozesabuuse

ISDN [Al#R A FH U= A Y VT o 7 Bl a4 TOZEMTEER A,
REEITOIRWEEA L, ip address negotiated &L THEFEL £9-,

| B

HAXNT T A BT 22— AR ET—F (F100 D)
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g1 VILT v THEE

I ip access—group [F100 EFHa< > K]

access—list A~ R CTIRELIZT7ANEI T 5 —H % dialer {0 Z 72— ATHMALET,
TANRN 7T —H 1, dialer /X7 2—A TG LTy Mg H 3200/ dialer 227
= —RTEET DTy NMTE T 200 EHE T D2NERHVET,

Bsem1 access-list 1 TRELET—4 %, dialer! EEBICERT S

Router (config) #interface dialer 1
Router (config-if dialer 1) #ip access-group lout

Deem2 access-list 2 TiELET—5 %, dialerl H D OREBISHAT 3

Router (config) #interface dialer 1
Router (config-if dialer 1)4#ip access-group 2 in

o> rest

ip access—group <access—list ZE> { in [interface | vpn] | out }

B i34
INT A=A BEAS RERE | ARREFDE
<1-99>
e TANBN T DT =B E LT 78 A [K100-199> |,
access-list &7 YA OE B £ <1300-19995 BT
<2000-2699>
AL BT 2= ATOZIERE (in) /A 27
= —ANBDEIFRF (out) D
ELLTIANEI TS HONERRELE
j—o
{in [interface | vpnl| |ZAZHHE, SHIZLL FOINTRENTE |in: ZI5H; R
out } E35 out : FAFKf il

in: access-list (ZHEV Vil )

in vpn: B JR%a VPN f 82 s il 1)
in interface: B Ji%EFE VPN %53k
Ze 1) 1)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

foozesabuuse

R EL TS dialer £ 27 =— AT, [P XTIy NN 7oL ER A,

l IP 74 LR LTIZDNT

FRE LT Ty RESMEPREL 22 SV o 7o dDIZ, B 2D T 458 b D720 4 HHERE T,

BEE—

HAXNT T A BT 2 — AR ET—F (F100 D)
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Iip nat inside destination

FEDAET 2—ACTZAGT BNy DS T RV AD IR — VAR ELET,

BT REDOLNENRRZVETOTHEEL TLIESN,

23T A—A"static-subnet"Z R ETHIEITED NAT OZEHL— )L % o NI — 7 BN T ET
HIEHLTEET, = VLT R AT Ry b AT>TIRE LT 01— )L T KL A —7
LT RL AT Ry b= 27> THELIZO— LT RLANOZE WA 7 Ry b~ 27> THRIELE
BN C—ERELE T,

refresh I~ RBICH NI/ D~ KT,

Baem 1 WT B (554 9288 158 00 0 2 FUTRIE L5 192.168.0.1 [SZH#T 5

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat inside destination static
158 .xxx.xxx.2 192.168.0.1

[f##n]
ip nat inside destination static <Z"®@— L7 KL &> <a— AUl 7 KL A> E72p &9,

=

LIS DR N NAT B HAL 72 5-A 14, ip nat inside source 2~ Raf AL T, R EL
\ij—o

HEBI 2 NAT+ZEHR (RE T 4 v &EF) 158, xxx. xxx. 2:/R— BB 1500 TZHEL = 5.
192.168.0. 1:7h— &S 80 [ZZEH#T B

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat inside destination static
158.202.232.1 1500 192.168.0.1 80

[fz3]
ip nat inside destination static <7 @—/L{l|7 KL A7 m— 7 LIZR — R > <a— 71U
TR AR —HNAIR = E B> LR ET,
TSN DR b NATHERAL 720 5E 10X, ip nat inside source I~ R LT, ZEL
ESce

I SREFIS  NAT ZE#h (—3EZEHR) 158, xxx. xxx. xxx. 0/24<192.168. 100. 0/24 |2 LT %

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat inside destination static-subnet
158.xxx.xxx.xxx.0 192.168.100.0 255.255.255.0

[f##n]
ip nat inside destination static—subnet <Z'm— /)L %7 R k> <@ — AL T R > PTX
VAL ET,
Ja—sL [P TRV ARET TAR—K P TRV ADBEHROIM A G D EALT 4 7R D D%
EEATWVET,
NAT AZT 4o 7 5B EBATIROM AL, v AV EEEL. | DO N THRETHIENTEE
9 (EERIRE R %) o

51) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 SFRELT-HE
192.168.100.0 & 158.xxx.xxx.0
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxx.255

I:?yF%ﬁ

INNT X2 T4 w9 (BBEIEE) BF]
ip nat inside destination |ist <access-list 5> [FHAR— FE S [BTHR—+F

211 pool <T—)L%&> [R—

INA\TRE2 T 499 (Ax1ZEH) ( NAT+RE2 T 1 v I B
ip nat inside destination static <#'B—/\)L7 KL R> [BtaR— FES BTHR
—rEE]] <B—HLT FLR> [R— +ES]

INNT X2 T4 99 (—fEE#H) ]
ip nat inside destination static-subnet <Z'A—/\)LH TRy k> <O—AJLHTXR
Y R> YTy FIRYD

I/\°3

&S]

642

A—%
L RXTA—F | BENR BEHE | AREOME
e |EERT (7B LT RLR) fiEEELE T [1~99 .
access st &S|,y )= hatrEL £, 1300~1399 | PR
TR o ra—suriuasigELEr, )T e
LA B
PRAATR — 5 | AT TCP/UDP AR — g5 (R 28 || ... R —PEHL
TR—NEE LET, 72
5 etk (m—A VT R R) FPHEFRE LT NAT (16 UL |,
— I/ B Z N
T paEELET oy AR
— VT KL LA
PTANTRY g pn—n TRy e ELET Pvd TRVA e wy
2 B
R—Ig5
Rb5 D TCP/UDP R—MERRIELET, [1~63535 |1
NI o |BHARTDZ m— VT RL AR ELET, .
;:\ A7 Hstatic—subnet ZF5E L7245 1E, host #HIZ 1 I;;Vjé'f}\ .. HWEAT]
7 BAEELZRN TS, -
B .. [EHEOo—HL TR AR ELET, .
BT Bistatio-subnet &L, host e 10T aw e
7 ARV TS, -
>3 LM 7 Ky b= A7 THRELICHAL TG |IPvd TRLA |,
SUNS- ¥/ B
YT Ry RT . it HWEA ]

BRTUN  RET 47 512 =R URE 64 =R




g1 VILT v THEE

CDHREETHEWNGES
WELTNAT T — LA 2T 2 — A TlE NAT RZ T 407/ NAT+ARE T ¢ 7B RE 28 4
LT TEEE AL

BEE—FK

LAN A2 BT 2 — AR EE—NR

EWAN AL X7 = — AR EET—NR

PPPOE A v # 7 = — AR ETET—K

VLAN AL 2T 2 — AR EET—R
HAXNT S AL BT 2 — AR EET—R (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Iip nat inside source

FEDAET 2—ANHIRET DT D EFITLT RV ADE RN — VERELET,

NAT “E—RDE L NATHE—R (IP < AW L —R) DA T, X EDO LR R0 FT O T
BEL TSN,

INT A—H"static-subnet " FFRETAHZ LD NAT OB — L& Ry "D — 7 HEAT THRE T
HIELTEET, K@= BT RL AR YT Ry A7 THRELIZE— /LT KL 2B a—s3N 1
TRU AT R0 b~ AZ>THRELIZZ 0= LT RUAND W T Fo b~ 27> THRELT-
HALC— R ELET,

refresh I~ RBICH NI Ha~ L RT1,

IEQEWH NAT Z542 (192.168.0.0/24 — 158 xxx. xxx. 2~158. xxx. xxx. 7)

Router (config) #interface lan 1
Router (config-if lan 1) #ip nat inside source list 1 pool

pooll

Router (config) #access-1ist 1 permit 192.168.0.0 0.0.0.255
~list 1 DEHDEEE
Router (config) #ip nat pool pooll 158.xxx.xxx.2 158.xxXxX.xXxXX.7
— pooll DEHNDERTE
G|
ip nat inside source <E— /L RIDO T RUZEIPH> <7 a— LB T R APH> 7200 £,
<LAN HIO7T R A#PH> X, access—list 2~ R THRELET,
<Ta— RO T R L AEPHA> I, ip nat pool <pool # >~ R THELET,

Ig&i{ﬁdZ NAT+ZE4#2 (192.168.0.0/24 — A B TJx—RF7 KL2R)

Router (config) #interface ewan 1
Router (config-if lan 1)#ip nat inside source list 1 interface

Router (config) #access-1list 1 permit 192.168.0.0 0.0.0.255
~list 1 OEHDEE
(A&l
ip nat inside source <E—/LIDOT RV AHPH> <Za— WO T R AGFH> L7220 F9,
LAN JIOT RLAHPA> X, access-list v R THELET,
=D T R AHPA T, A2 F 72— AT RLAEKILET DT, “interface” LHEE
LET,
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g1 VILT v THEE

EEHS NATEHR (RET 4 vo B8 HEF1OPT 192.168.0. 16158, xxx. xxx. 2 DHEFE Lt

Router (config) #interface lan 1

Router (config-if lan 1)#ip nat inside source static 192.168.0.1
158 .xxXx.xXx.2

Router (config-if lan 1)#ip nat inside source list 1 pool pooll
Router (config-if lan 1) #ip nat inside destination static

158 .xxx.xxx.2 192.168.0.1 L[]

Router (config) #access-1ist 1 permit 192.168.0.0 0.0.0.255 ~list
1 DED DERTE
Router (config) #ip nat pool pooll 158.xxx.xxx.3 158.xxXX.xXXX.7 «
pooll MERHD DERTE
[f7ai]
FEFITEFIERL T,
9 0L, ip nat inside source static T, NAT AXT 4w 7Bz CWAE AT CTT N, 2054
% ip nat inside source <E—HLRHIOT KL 2> <7 a— )L JOT R 2> £4,
Z DA ip nat inside destination 2> REFHL T, 72—l = — 2 LI D AT 1+
IEREATIROME N DV ET, (DDOESY)

SZERFI4  NAT . (—FEZEHR) 192.168.100.0/24——158. x x x. x x x.0/24 [ZZEH#T B

Router (config) #interface lan 1
Router (config-if lan 1)#ip nat inside source static-subnet
192.168.100.0 158.xxx.xxx.0 255.255.255.0

[##a]
ip nat inside source static—subnet <Z—H/LH 7 Fo > < Fa— LB T Ry kD BT Rk
NAIYEIRET,
77—/ IP TRUVARET FAR—KIP TRV ADE WO G OEE AL T 4o 7 IZRD D%
ExE{TWET,
NAT AZ T 4o 7 &EEATIOL AR, AV EFRTEL, 1 DO N TIRETHIENTEE
9 (BRI R %) o

i) local=192.168.100.0 global=158.xxx.xxx.0,255.255.255.0 L5 LI-H54
192.168.100.0 & 158.xxx.xxx.0
192.168.100.1 & 158.xxx.xxx.1

192.168.100.255 < 158.xxx.xxx.255
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I:?yF%ﬁ

[NAT ]
ip nat inside source list <access-list HS> [ZEH#AIFABRAR— FES [EHATRT
R— b ZFESB]] pool <T—)L&> [ overload | [ZEH#kFAtA
R— B [EMERTHR—FES]] ]
[NAT+B%])
ip nat inside source list <access-list HFE> [FAAR— +EES [RTHR— FES]]
interface [ overload | [ZE##&HRKR— +ES (L
#BERTHR—FES]] ]
(RE T4 v E#]
ip nat inside source static <A—AIIFT KLA> S O—N\ILF7 KLRA>
[NATRA T4 w9 (—FEEH) ]
ip nat inside source static-subnet <O—AJLH TRy k> FO—NILH TRy kD
HTRYy IR

| K5 A—4
KT A—4 | BRENE | BT AREOME
I ARG (m— VT RLRA) fiHZ+E |1~99 P
access—list &5 LT AR L ET 1300~1399 BT
AP — N 5 | ZERATO TCP/UDP A—ME & (il || ooc HBR—E
AR TAR—NES ) 2B TELET, i
BH% (T a— L T RLR) #iH s o
S %iﬁ@é AT ;o_/v; . ;;%E‘E:i 16 SCFLIN INAT D8
s OXFH [ TEMRA
interface AT T 2= ADT REAIZNATHE interface NAT+D 56
#alE9, €y L N)
s
overload RN—NEWT DGR E overload ;;/\}\Ribﬁb
AL PRI — M5 (RO TCP/UDP AR — MBS (B || oor HER— A
BRI TAR—NES  |[F)EHEELET, i
IR Bt . Q === >
B TR % i;%‘ﬁ&ﬁu@rl JINVT R AR ELE ;;v:t'fb A e
TR it 42 ST N N Epa. o
a— LT RL A ;ﬁ&{ﬁwy n—/3 LT RLAZFEEL ;?;tﬂ LA WA
BHETOO— VTR A ELE
. o [Pvd 7RLA |
RAAYTEIE e atic-subnet ZHERELISA L. Bk AT
host #HIZ 1 ZFEE L2V TLIEENY,
B DT a— LT R REFEEL
R . . £, IPvd 7RLA |
TR SAFTIIR e tatio-subnet ZHEE LIS AL, Bk AT
host #8IZ 1 ZFEE LW TLIEEN,
. PHpa Y7 X b AT TIRELIZH |IPvA TRV A |,
K (T AE L E T st AT
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BRTUN  RET 47 512 =R VAR 128 =R

foozesabuuse
HELTWDa— A 27 2— ATl NAT,/ NATHEREA 52813 TEEH AL

| B

LAN A2 27 =— AR EET—R

EWAN A2 27 = — AR EET—K

PPPoE A2 27 = — AR EE—NR

VLAN Ao BT 2 — AR EET—R
HANXNT S AL BT 2 — AR EET—R (F100 DIx)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I lcp maxtimes [F100 EFa< > K]

LCP ORI ORELZLET,

Btmi LoPomxESE s BIHET S

Router (config) #interface bri 1
Router (config-if bri 1) #lcp maxtimes 5

|:7>Pmﬁ

lcp maxtimes <E.[EI%0>

I INS A—4
NG A—H BREAR B it | BHREDIE
EEReSEIEx LCP ORI AR ELET, 0~255 BWEAS ]

Looszezabuuga

LCP O EIEZE 10 B ELET,

bexs—+¢

BRI A2 %7 2— AR EE—F (F100 D)
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I lcp restart [F100 EFa< > K]

LCP @Y A% —KiE] (10msec) DR EEL E1,

BsEm1 LeP oy x5 — RESRIE 1000msec (25T B

Router (config) #interface bri 1
Router (config-if bri 1)#lcp restart 100

|:7>Pmﬁ

lcp restart <) R4 — FEFRED

I INS A—4
INTA—4H BRERNSE Bk il HREDE
AL — N LCP ®DURAK — R AR ELET, 100~6000 AREAT]

foosesannusga

LLCP DY 24— % 1000msec IR ELET,

bexs—+¢

BRI A2 %7 2— AR EE—F (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Imax—cal | [FIOOEAa~<> K]

5’4’?/1/7/74’2%fﬁf) A REMET A1 STV ORI OR EEX L ET,
R EMABZT-%5E 1%, mail to :3“\7/]\ BRETDHIEICIVEAA—/LTHENTHIEH TEXET,
REEZEHTLT refresh Lzt U2 D8I EL TOGUERRERL . Ao 2P asi 7 EnEd,

refresh I~ RBICH NI Ha~ 2 RT1,

Ben1 Usosnmas 1 BMsEYOBBERE 10 EICHET 5

Router (config) #interface dialer 1
Router (config-if dialer 1) #max-call 100

| ERSASE

max—call <\ 2 v A NEET HEED

I ING A—4
INGA—4H BRERNR ERTEEF | HIREFDE
- . HAXNT 7 B TR ZRNEHET 5, 1 H7=0D D
Ia SHhE+ 2 ~
g%&ﬁ@W¢@ R AR A L ST L1000 g
off IR ET DL, Bt DB HAZITWER A,

cogesannuga

FAYNT 7 ke CIIy Z 03 TES D 1R H 7= DB Bz 40 [EITHIRL £,

B

HAXNT T AL RT 2— AR ET—R (F100 D)
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g1 VILT v THEE

I ppp authentication [F100 EFEa <> K]

&v/],’\?ﬂ/7 /70}§%if/lf,l'fin JAO)HLA uﬂ:%jﬂé/bfib \O)EQZJ.:%L/E—I}* if\_ ATy uE—aﬂé%{j\@wu uljj
IEARRELET, ISDN B EERCIRREDIFIZER E AL H L refresh L7286 #5p0IRBITRFRS
j/l/i—éﬁo

refresh 2~ RBICH NI/ Ha~ 2 RT1,

D&enm1 S4vL7y IBGORIESEE chap ISBET 3

Router (config) #interface dialer 1
Router (config-if dialer 1) #ppp authentication chap

| ERSASiE
ppp authentication <GREFA>

I ING A—5
NG A—4 BERNR BREEHE | HEEEFOE
FAYNT v 7 EERORRET D/ L2 WO EZ
ITWET, o, BEET 256 O kLA ELE
R pap
RallS7 2 pap |pap R CRRGEL£T chap A WA
off

chap |chap FzUCREAELET
Ol"r mh ui[bi@/\/

foozesabuuse
FAYNT T DEEBIAEATVEE A,

fsxes—r

HAXNT T AR T 2— AR ET—R (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ppp bap holdtime [F100 EEHa < > K]

MP R BEICRATL Thr, 2= N THRIE LIZRE RN RIBRO M I RIZHD 05, MP 4
Bk RBAHERFL £,
R AE R FH) O B IR (RV AN 2 CO A Al 6E) T4, BRI CORALITYIVIE TR0 ET,

REHN 1 MPEEGRICHITL TH o, 60 FOfE NP ERIKRE T HEFF B

Router (config) #interface bri 1
Router (config-if bri 1) #ppp bap holdtime 60

|:7>Pmﬁ

ppp bap holdtime <MP i&fm#f R

I/\"%%—’Sl

INT A—5 REAR REHE | HREFROE
MP R RRBICBATL Thb, e E L7IFIR]I
MP HGeHERFRERH] |[IBREEH ZRIZD ) D512 MP i Ff L 10~2550 | IEAS AT
£,

foozesabunsgea

MP #5HERREICREAT L TOB IR R0 57 160 FRIE, MP B&fgia#ERF L 97,

fsxes—r

BRI A2 %7 2— A EE—F (F100 D)
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Ippp bap threshold [F100 A< > K]

MP BEREIRF DA i 3 BEGREDRE ELE T,
ppp bap threshold 0 0 THRFERFIZIL, FIZ 2b i AZEMTEET, 7272L, ZORETH 1b 72
JTEBLEG AR B0 2 KEEZRMETHAZLIITEERA,

REM 1 EHREAREAD 0% E#E A 1155 WP HEfthii. 60%KiE T WP HEifE1t 9 5

Router (config) #interface bri 1
Router (config-if bri 1) #ppp bap threshold 90 60

|:7>Pmﬁ

ppp bap threshold <BfHEREH>

I/\"%%—’Sl

INTGA—5 REAR REHH HHEFFOE

MP BEEREO B 3 B P E L 5, MP Bt
B BORAE (E BT DU, MP HEREA P LT DM IRONE (0~90  EREATT
TRELET

Loosezabuuga
[EIRGE P 90%T MP HEEDHA, [ A 5 60%T MP Bz (1L 5,

fsxes—r

BRI A2 # 7 2— AR EE—F (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ppp hostname [F100 EEFHO < > K]

HAXNT T Pifgi TA L X7 =— AT bri Z3BIR LTG50, Bl TR E 95 8 0 OF8GEH
a—Ph NRT—REHRELET,
ISDN [EIER N EEGEIRBE DR IZ R EA L refresh L7285 E . #EFIRBEI IR E S E,

refresh 2~ RBICH NI/ Ha~ 2 RT1,

Dees 1 seaTcRETs. RER1I—YE. SRT—FERETS

Router (config) #ppp hostname tokyo password eigyou

| ERASE

ppp hostname <hostname> password <password> [{secret | private} [encrypted]]

| RS A—%

NS A=A BREARE REEFE  AREBFOE
EAYNT v 7T HaRi A FiEE 35, B0 — 127 L5704 |,

hostname ey 0D S| B AN AT
EAXNT TR FEET5, B OB/ SA 32 3CFLL | .

password |\, amr 3, e Ok
INAT— R 5T AR A R B e 35
M, SEE E AR BT a0 E R ELE T, INAT —R%

secret | secret WL

private secret H%%'ft?éﬁ%‘ \—/\ﬁﬁ %ﬁ%fﬁﬁﬁ—é—é private *@_EI‘Z
private (5t T DBRI I E E A R 5 8a i 35
IRAT—R % %ﬂ:ﬂf?&?‘émk INEFETELET,
ZOF T ar T HZEICEY, AT —RITH; AT —R%

encrvoted FLFE AP ESNE T, encrvoted e A

p secret £721Z. private LHLAFHOETEH 4 57= e HEL TR

¥, secret, private OFFEN I GA T, encrypted FHA
HIRETHIEE S EE A,

X1:ZOFTvaid, RETHLTITER LY, "RV —RBEF(LEN TRRSN
encrypted A7 T ar i B BRI AINSHET,

¥2: AT —RRBEICHE BALE DB AT, 204 TV ar ZRETHIVLERHVET,

¥ RT—RDOREE{Li, F100:V02.08(00) LAY —k

foosesannusga
BEREAR AT, Bl — ¥ ID, SR — &R ELEE A,

exss—r¢

AABET—F
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g1 VILT v THEE

Ippp multilink [FI00 EEHa < > K]

ISDN [El#f% 1b DA E 50, MP 8t 3202 fEL £,
MP ¥ THER A 21 TO8S 5 1E. ppp authentication TEEEE T A& 49 pap I3 EL TEEW,

XMP il — L\ ZHEREE OF 22 LT TE £ A,

Bsem 1 ISNEB WP EsCcERT S

Router (config) #interface bri 1
Router (config-if bri 1)#ppp multilink

|:7>Pmﬁ

ppp multilink

I/\"%%—’Sl
INTA=HTHVER A,

|_w EEETDLNVES
P H&ta BV ER A,

Iszs—r

BRI A2 %7 2 — AR EE—F (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Irecvidletimer [FI00 EEHa <> F]

called idle— Umeout O~ RTC, XAYIVT w7 6 (515) . ISDN AR 0 M@ 5 B AR IR (7))
AR TELTZBRC, EmR{E AR R T ISDN S DZAE M r o bR Al ELET,

L1 1sONfih B OBIE Y FERBEREARS DT

Router (config) #interface bri 1
Router (config-if bri 1)# recvidletimer on

|:7>Pmﬁ

recvidletimer on

I/\"%%—’Sl

INTA=HIHVEE A,

foosesannusga

ISDN DD RZAZ /Sy by BB {E BE e R EL £ T,

bexs—+¢

BRI A2 %7 2— A EE—F (F100 D)
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g1 VILT v THEE

I username [F100 EAHa <> K]

HAXNT T ot CA X T 2— AT bri B R U726, Bl TARRRE T AR I 92
i HE)EH:L'_“H‘% INAT — N }E’DX ﬁ:bi—gﬁo
ISDN [EIFRNEEBEIRBEDIFIZ R EA W L refresh L7236, BRIk ABI IR EFSNVE T,

refresh 2~ RBICH NI/ Ha~ 2 RT1,

IE&EWH BT ERATARICERY S, RAEAL—HFR, NRT—FZRETD

Router (config)# username osaka password shiten

| ERASE

username <username> password <password>

I INTA—4H
K5 A—4 BERNE SEEE  AREOE
vomame [P ATNT YT B CHBHR T AT B 20 TFUNO [
\—/{%mﬁéuu Mi 1_—&%% H/Eﬂ[_/iﬁ Xi&”
wovord | [PATRT T B CHBH R T ERGET B 32 CFRNO [
P WA AT B AT — R A LS, SCF S

BARTUN#:20 =R

foosesannusga
& 4’\7/1/7/7 *%%JLT*%@L*H %’:uu HIE%TTI/ \i“@‘/\/

B
EAREE—N
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| HSDIEE 9 BHkE

| HspizEa T 2ihE
| o address [F100 #maw K]

HAEED HSD A5 7 2 —2AD [P TRL AR ELET,
unnumberd A2 #7 =— AL T 55513 LAN O7 RLALFUEEZRELE T,

refresh I< 2 RRRICH /0B~ RTY,

ZEF 1 IPF7RLRZE10.1.1.1, TRy kTR % 255.255.255. 0 IZERFET B

Router (config) #interface dialer 1
Router (config-if dialer 1)#ip address 10.1.1.1 255.255.255.0

B2 unnunbered 1257 x—2EF% (AN IP 7 KL : 192.168.0.1/24)

Router (config) #interface dialer 1
Router (config-if dialer 1)#ip address 192.168.0.1 255.255.255.0

I:7>P%K

ip address {negotiated | <IP7 KLRAR> < TRy k<TRXID}

I/\"%;‘—’Sl

INTGA—AH BHANES REEIE HREFDE
HSD A2 27 2—AD IP TRL AR ELET,
P FD D [P TRLR negotiated

negotiated ‘ <IP negotiated

TRL RS < ZEVIRSTHEEI5 G |Ipvd TRL A [EIEAR ]
FYIVAZ> AP TRV BT |1Pva TRL A TR GE | U
Kb A 55,

foozesabuuse

HSD 2 L2 —T 4 T ZATOZENTEERE A,

| B

HAYNT T AL HT 2 — AR EE—R (F100 D)
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HSD IZB5 5 & EEaE

I ip access—group [F100 EFHa< > K]

access—list A~ R CTIRELIZT7ANEI T 5 —H % dialer {0 Z 72— ATHMALET,
TANRN 7T —H 1, dialer /X7 2—A TG LTy Mg H 3200/ dialer 227
= —RTEET DTy NMTE T 200 EHE T D2NERHVET,

Bsem1 access-list 1 TRELET—4 %, dialer! EEBICERT S

Router (config) #interface dialer 1
Router (config-if dialer 1) #ip access-group lout

Deem2 access-list 2 TiELET—5 %, dialerl H D OREBISHAT 3

Router (config) #interface dialer 1
Router (config-if dialer 1)4#ip access-group 2 in

o> rest

ip access—group <access—list ZE> { in [interface | vpn] | out }

B i34
INT A=A BEAS RERE | ARREFDE
<1-99>
e TANBN T DT =B E LT 78 A [K100-199> |,
access-list &7 YA OE B £ <1300-19995 BT
<2000-2699>
AL BT 2= ATOZIERE (in) /A 27
= —ANBDEIFRF (out) D
ELLTIANEI TS HONERRELE
j—o
{in [interface | vpnl| |ZAZHHE, SHIZLL FOINTRENTE |in: ZI5H; R
out } E35 out : FAFKf il

in: access-list (ZHEV Vil )

in vpn: B JR%a VPN f 82 s il 1)
in interface: B Ji%EFE VPN %53k
Ze 1) 1)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

foozesabuuse

R EL TS dialer £ 27 =— AT, [P XTIy NN 7oL ER A,

l IP 74 LR LTIZDNT

FRE LT Ty RESMEPREL 22 SV o 7o dDIZ, B 2D T 458 b D720 4 HHERE T,

BEE—

HAXNT T A BT 2 — AR ET—F (F100 D)
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HSD IZB5 5 & EEaE

I lcp keepalive [F100 EFHa <> K]

HSD [a#48 R, FH T —H ORI E MR T 572612, LCP Echo (215 KeepAlive #1794
BITHRELET, KeepAlive 2170720 5A | Ml T/ — 2 NEIRMIEE I Z L0 EF L7 l2o T2 581,
ARIEE DFH T — A N2 T o T2 2B B TEZRWN 2 HSD 127 — 4 &k 5L CLEN
F7,

HSD DFEERHZIL, BRI CFEIT DL AT DT D81%. ZOREETT-> LT
S,

refresh I RBICH NI Ha~ 2 RT1,

[ 25E51 1 LOP Echo =4 KeepAlive %475

Router (config) #interface dialer 1
Router (config-if dialer 1)# lcp keepalive

| ERPASE
Icp keepalive <iE{EREIMRE> retry <EEEED

I/\"%;‘—’Sl

NS A—4 BRERNE EREEIF | HIREFDE
E(EMME  |LCP Echo 7L —AME(5 MR (HAL: D) ZF5 EL£7 [10~120 |60 FP[H kR
LCP Echo DIGEMNIRWGEITATO R ED RIEA 5 E
LET, ZZCTHRELERIBISE Do T2 51X, F8
FIL—HDEE LR HSD A2 47 = — A% AR
AfELET,

EEReSEIEx 0~10 2 [=]

foozesabunsge
[.CP Echo 1245 KeepAlive 24TV EH A,

| RS

HAXNT T AR T 2— AR ET—R (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I lcp maxtimes [F100 EFa< > K]

LCP ORI ORELZLET,

Btmi LoPomxESE s BIHET S

Router (config) #interface bri 1
Router (config-if bri 1) #lcp maxtimes 5

|:7>Pmﬁ

lcp maxtimes <E.[EI%0>

I INS A—4
NG A—H BREAR B it | BHREDIE
EEReSEIEx LCP ORI AR ELET, 0~255 BWEAS ]

Looszezabuuga

LCP O EIEZE 10 B ELET,

bexs—+¢

BRI A2 %7 2— AR EE—F (F100 D)
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HSD IZB5 5 & EEaE

I lcp restart [F100 EFa< > K]

LCP @Y A% —KiE] (10msec) DR EEL E1,

BsEm1 LeP oy x5 — RESRIE 1000msec (25T B

Router (config) #interface bri 1
Router (config-if bri 1)#lcp restart 100

| ERASE
lcp restart <) R4 — FEFRED

I INS A—4
NS A—4H BHANES EREEIF | ARREDE
1 24— Y LCP OYAZ— A E L ET, 100~6000 |& WA AT

Looszezabuuga
LCP MY A% —hFff]% 1000msec (23X ELE T,

bexs—+¢

BRI A2 %7 2— AR EE—F (F100 D)
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| EEER, B

| SNMPI— 1o M gE

I snmp—-server community

SNMP = 32— IO ERIZIGE T O AR ELET,

Beem1 osa=7/ &z publiccBET S

Router (config)# snmp-server community public

Baepz osa=7 &% pwblic’ ISR, Read-Only £33 (SET U5 TR MIFHELELY

Router (config) # snmp-server community public ro

BREH3 aIa=T &% public”Read-Only IZEREL. 7V ERZEHATEHHKR ME
access—list BEE 1245

Router (config) # snmp-server community public ro 1

o> rest

snmp—server community <A 3Xa2=F 44> [ ro | rw ] <access-|ist HFE>

f i34
INS A—4 BREAR 5% 7€ & B HREBFDIE
. e o 32 CFLAND |
IRX2=T 14 |SNMP OBEEITRIBROAI2=T 14 jc?fﬁﬂ as BMEAT]
| Read Only(ro)t, L<IE Read/Write(rw)Z |ro
o BET 5, rw o
TR AEFF A HRANARE T D70
\ZHRETHT 7B A ANE & 1 ~99 BIRARNSD
access—list &5 Pvd 7L % [1~99 3000~3499 EERAP'???%Z;KHJ
HE

IPv6 7 RL-A 3000~ 3499
BRT N5 =N
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PEZEHE - BAIERE

foozesabuuse
snmp-server host I~ R TFEELT- SNMP ¥~ 32— ¥ LIS DRAR)NHD SNMP I ZITISELFEE A,

| B

EARBEE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Isnmp—server enable traps

EE95 SNMP by 7 OFEEZFRELE T,
SNMP ~ R =V R R DRI DO T v 7 %5 LI A1, snmp—server host 2~ R T, 1%
18 T570 7 %8 ELET,

Bawn BersyTonkETs

Router (config) # snmp-server enable traps snmp

I:va%ﬁ

snmp-server enable traps [ 5 v TMiELE]

I NG A—4
INTGA—H RERNE REEH | AREEROfE
FET DTy 7 ORSEZIRELET,
snmp  [BEMENT T ERELET, snmp P -
7w 7 DR e config %E@]\7/7 “
config  [HLAEET YT HIEIELET, ovent™ BELET,

event ARVIT YT EBEELET
¥ :event /37 A—#[%, F80:V01.03(00), F100:V02.09(00) LAY AR —bk

foozesabuuse
N7 B RIE TE R A,

exs—r

EAREE—F

666



PEZEHE - BAIERE

I snmp-server host

NI T ORGBHRERELET,
EEIL. SIFETHRETHIENTEET,
7o 7wk E T HI21E, 8T snmp-server enable traps 2~ ROEREL NI T,

BEHIT LSV TDEEKXE10.0.0.1 &L, AT a=FsH/Fpublic, N—=TavE2L
LThrSyTEEETD

Router (config) #snmp-server host 10.0.0.1 public v2c

oo rest

snmp—server host <kS v TMEEK> <AZa=F 18O\ —2a V][ bS5y TDiESE]

| K5 A—4
INS A—4H BREAR Bina 1| HIREFDIE
NP DEESE (N T ORE AR ELET, RANMGER AT
I Ny IR T D32 =T A EFREL (32 XU | -
:(\:LVAT/],%I i‘@‘o 0)):(?&” ‘é H]%/[ Flj
SNMP DAR—g AR ELE T,
PRI vl |SNMPv1 V; SNMPv1
v4c
v2¢ |SNMPv2 (Community Based)
EETHNT T OMEEEELET,
snmp 1?@}*?‘)700);9\%{%?6 STmp snmp—server enable
T 7 DFEE P Ry fi )
YT ORI ot [y 7 D2 5 ijnfx traps DRRENHED

event [TV T DIHRIKETD

¥ :event /37 A—#[%, F80:V01.03(00), F100:V02.09(00) LA AR —h
ARTU N8 =R

fcozezabuige
N TR METHILITTEEE A,

exs—r

BAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Isnmp—server source—interface

SNMP Do 7 a2 T AEEDEETL IP TRV AL CHEH T A AT = — AL B FEELET,

HEB1 SNMPD RSy TEEHTHIEDEETT FLRIZIWNAVEZ 7 —AD IPF7RL
AEFERT S

Router (config) #snmp-server source-interface lan 1

I:7>P%K

snmp-server source—interface <f 42 7 x—X%& >

I/\"%;‘—’Sl
INT A—H HEAR REEIE | HEEDIE
%MP@HM?%%&#@%@%éﬁnwﬂ‘g;lwz
A BT =A% VAL TEH T A0 27 2— AT RL A% | BIEAT]
4 oopback 1
= ° vlanif 1~16

foozesabuuse
SNMP D77 e FZBSNIBETHAL H T 2—AD [P TRV AN ET,

| B

HARBEET—F
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PEZEHE - BAIERE

Isnmp—server name

ZOHEEDL LR ELET,
WIS T AN, system 7 /L—7"D sysName [ZERESIVET, EE DL FRIL 32 LFEET
T—a—o

Bsem1 coEBOAEETITELnet-FI0041"ISBRET 3

Router (config) # snmp-server name FITELnet-F100#1

I:va%ﬁ

snmp-server name <(EENDLZRIIETE >

!/\"5}—9

INTG A—5 RERE e g AHESEF DI
WREOAFHEE |[ZOWEBDOAREIRELEY, (32 LFUND LTS | B WA AT

Loosrezabuuga
FRERLICRDETS,

bexs—+¢

EAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I snmp-server contact

ZOEEDEBREERELET,
WIS T= T AN, system 7 /L—7'? sysContact IZEX ESNET, BWHIHEL I 32 CFEET
T—a—o

Bain1 ComEQEEEE rootifitelnet-f100"(CHET 5

Router (config)# snmp-server contact root@fitelnet-£f100

I:va%ﬁ

snmp-server contact <EIEHELZ>

!/\"5%—9

INTG A—5 RERNE REEH HEFF DB
BHES | ZOWEOEFHEEEZFELET, 32 LFLURNDILFH] B UEASA]

Loosrezabuuga

FRERLIZRDET,

bexs—+¢

EAREE—F
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PEZEHE - BAIERE

I snmp-server location

ZOEEORELGTZRELET,
WININT= T AN, system 7 /L —7'® sysLocation IZER ESINET, R ESAT4 I 64 7=
TTY,

Bsem 1 S@BISH £ Honsha (K4 ISRET S

Router (config) # snmp-server location Honsha

I:va%ﬁ

snmp-server contact <FZEISFE >

INTA—7 RERE e g AHEGEFFDIE
RESGITHEE | ZOEBEBORBES AR ELET, 64 XTFLUAOLTS] | IEARA]

Loosrezabuuga
FRERLICRDETS,

bexs—+¢

EAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| SYSLOGD A 0D f&E =38 N 44 e

Ilogging—level elog

elog % syslog TiEETAEEDO, u/ DL~V EFRELET,
elog # syslog TEELIZWEEIE, Ao~ R T, syslog level 2~ R CIRELIZL~LLL EooL
~NUUEEZRELE T,

refresh I REICH RN /25Tv L R TT,

Raemi elogmbnLALES ERR) 35

Router (config)# logging-level elog 3

I:va%ﬁ

logging-level elog <HALAN)LED>

IN%%—@
INTA—4 BREARE ERTEEEHE HREFDE
“_‘ljj]//\“/l/ﬂﬁ‘ elog @Lujjl/f\“ﬂ/ﬂﬁ%ﬁxu_bi'@] 0~7 %\B]%Ziﬂ‘

72, none ZEE T HE elog ZIXELEHT A,

foozezabuuse
elog ZL~LAWARNING) THI L E T,
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BEZE . BAEFE

fienzs—LAnee

syslog D Ay—Tld, LUV WY EEGN R ESILTUOVET,
BHEIX A=V FLIEEBE N, EOIORBEMEDOH DA E— V72 O0EET 520

RILET

syslog DL~UUE, 7'Bh=2) UKV LL FSE T ES N CVET,
LALE [LALES AYE—SORE - BAE
[EMERG |0 AT LHI T It (BN BAEA &)
ALERT |1 [ RATRIE LA TR bR
CRIT |2 AR E
[ERR 3 =T — g R
WARNING |4 EED L
INOTICE |5
N 15 8
IDEBUG |7 TS A=

IFITELnet—F SY—ZMelog 147

xﬁﬁfﬁibfwé¢/%£®m?—%%@%y@—yfﬁo

ZDAy =N AELTGA T REE LG TRy N — VB A TR 720,

a2 — )Lt LI TELNET Tﬂﬁ AL LT, elog DIFHEF T HEE 1L, show elog 2v 2 R%&
EHLET,

| B

FARBEET—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ilogging—level slog

slog % syslog TIEETDEED, v/ LNV ERELET,
slog % syslog TEELIZWEA L, Ko~ R T, syslog level 2~ R TIRELZL~ULLL FoL
NIMEERELET,

refresh 2~ RBICH NI/ Ha~ 2 RT1,

faen1 slog DlEALALE AWARNING £F 5

Router (config) # logging-level slog 4

|:7>F%ﬁ

logging—level slog <HALAN)JLED

I INTA—F
N A—=4 BEERAR REHE HREOME
WL oL [Slog PHAVSVIBERTEL T 0~17 W]

F7=. none ZFEE T HE elog ZIEFELEHE A,

foosesannusgea

slog ZL~UL5(NOTICE) T AL £,
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BEZE . BAEFE

| BRI

syslog D Ay—Tld, LUV WY EEGN R ESILTUOVET,
BHEIX A=V FLIEEBE N, EOIORBEMEDOH DA E— V72 O0EET 520

RILET

syslog DL~UUE, 7'Bh=2) UKV LL FSE T ES N CVET,
LALE [LALES AYE—SORE - BAE
[EMERG |0 AT LHI T It (BN BAEA &)
ALERT |1 [ RATRIE LA TR bR
CRIT |2 AR E
[ERR 3 =T — g R
WARNING |4 EED L
INOTICE |5
N 15 8
IDEBUG |7 TS A=

IFITELnet—F SY—ZMslog &£

AZERE D slog Tld, AZEREIZ TELNET =2 FTP T 7B AN H -T2 A DIFHWe, A F 7 = —
2D UP/DOWN {5 #4% @f/t»—“/“fw“o

a2 — 4 L% TELNET T/ A LT, slog DIE#RAZ R 17T DEE 1. show slog <2 R%
EFHLET,

| B

FARBEET—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ilogging—level flog

flog % syslog TIXETDEED, v/ L~V ZgR ELE T,
flog % syslog TIEELIZWEAIL, Ao~ R T, syslog level 2~ R THRELIZL~LLL EoL
NIMEERELET,

refresh 2~ RBICH NI/ Ha~ 2 RT1,

Raen1 floepmALALES ERR) T3

Router (config)# logging-level flog 3

|:7>F%ﬁ

logging—level flog <HALANILED

|m5x—9
INTG A—4 BREANS REEIF  ARREBEDIE
s 108 ORI ALAfERELET o PR

F7=. none ZFEE T HE elog ZIEFELEHE A,

Loosezabuuga

flog % syslog TEELER A,
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PEZEHE - BAIERE

fienzs—LAnee

syslog D Ay—Tld, LUV WY EEGN R ESILTUOVET,

HWEIT, A=V EZEUIEEE N, EOIORBEMEOHLAE— 7O EERE T 57280
WIZRIAHLET,

syslog DL~Li3, 7B bW Z XD PL TSR ESIL TV ET,

LRNLE (LRLES Ayt—CDANE - BRE

EMERG |0 VAT AR TERL g o T (KHWER R EY)
ALERT |1 FAITRHE L2 TE R B2

CRIT 2 LFSNIN

ERR 3 T —JEIRAE

WARNING (4 HEEPVE

NOTICE |5 BEISHRLE

INFO 6 15

DEBUG |7 TR T Ay —

| FITELnet—F < 1) — X flog &£ ?

KRIEFE T, log A7 > afrExo7 72 A (dynamic 52 EDHDILRL) TTZA4NEZI T 5f Gl
Tl 3y eaX 7 (Filtering Log) TAZENTEET,

bexs—+¢

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ilogging—level tlog

tlog % syslog TiEET DD, v/ L~V EHELET,
tlog % syslog TIEELIZWEEIL. Ka~< R, syslog level 2~ R THELZL~ULEL EoL
~NVEERELET,

refresh 2~ RBICH NI/ Ha~ 2 RT1,

fen1 togomALALE2 QRID £T5

Router (config) # logging-level tlog 2

|:7>F%ﬁ

logging—level tlog <HALANILED

I INTA—F
N A—=4 BEERAR ST | HEEOE
WAL oL f 108 PRI SUBEZIELET, 0~17 WA

F7=. none ZFEE T HE elog ZIEFELEHE A,

foosesannusgea

tlog ZL UL 3(ERR)TH AL £,
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BEZE . BAEFE

| BRI

syslog D Ay—Tld, LUV WY EEGN R ESILTUOVET,
BHEIX A=V FLIEEBE N, EOIORBEMEDOH DA E— V72 O0EET 520

RILET

syslog DL~UUE, 7'Bh=2) UKV LL FSE T ES N CVET,
LALE [LALES AYE—SORE - BAE
[EMERG |0 AT LHI T It (BN BAEA &)
ALERT |1 [ RATRIE LA TR bR
CRIT |2 AR E
[ERR 3 =T — g R
WARNING |4 EED L
INOTICE |5
N 15 8
IDEBUG |7 TS A=

| FITELnet-F 1) — X tlog &£ ?

VN ’C%EEL“@%EV@I7—TH$§®X/?~/Tﬁ‘

ZDAY U NIELT- T, AREEA G TRy N — VBB A TR TSV, o, BN
S, ﬁ%ﬁ%ﬁﬁ%ﬁé%@@%&b«tém

g — L LLIE TELNET T2 A LT, tlog DIFHAForT 584 1%. show tlog 2~ R%
fERLET,

B

BARBEET—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ilogging—level vpnlog

vpnlog % syslog T[T DD, v/ L~V aRELET,
vpnlog % syslog TEAELI-W AL, Ao~ KT, syslog level 2w R TCIRELIZL~ULLL E
DLUEZRELET,

refresh I~ RBICH NI Ha~ 2 RC1,

IEQEWH vpnlog DAL AJLES (NOTICE) &3 3

Router (config) # logging-level vpnlog 5

|:7>F%ﬁ

logging—level vpnlog <HFALR)L{E>

|/\°5x—9
INTG A—4 BREANS RTEEE | AREBFOIE
L [VP0lo8 PHL S VRERUEL £ 0~7 BT

F7=. none ZFEE T HE elog ZIEFELEHE A,

Loosezabuuga

vpnlog ZL YL B(INFO)TH ILET,
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B

B AT BE

| BRI

syslog DAY —TlE, LoUL SV BN R ESILTCOVET,

WEIEL, A=V UIEBE R EOIORBRMEDH DAY &=V ONEAR T D720

Lﬂ:_l )EH [_/jzjﬂo

syslog DL~ UL, 7 abha/ LIz 0PI TS EIZ R E i1 TUVVvET,

LALE [LALES

A YE—CORE -

REE

[EMERG |0 AT LHI T It (BN BAEA &)
ALERT |1 [ RATRIE LA TR bR

CRIT |2 AR E

[ERR 3 =T — g R

WARNING |4 EED L

INOTICE |5

N 15 8

IDEBUG |7 TS A=

| FITELnet—F < 1)— X vpnlog & £ ?

REEFE D [Psec HERE
SA HWESL TEIpoT255

REfHALES,

BEE—F

[l Y= T A G
BORNTEHRC, US A 720 T U EERALIZSES
F9°, SA ORENT, /i fit% vpnlog (Z5% 935612, vpnlog enable 2~ RAFRELE T,
22— LLIE TELNET TrZ' A2 L C, vpnlog DIE#HAE R R TH5GE 1T

2, aZ w370

. show vpnlog =2~>~

BARBEET—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I syslog sending

syslog B — N7 G RERETHNEIDERELET,

refresh I~ R ICEN /2D~ R T,

SEHI 1 SYSLOG H—N Iz OSSR A @ET B

Router (config)# syslog sending

I:va%ﬁ

syslog sending

!/\"5%—9

INTA=FTHVERE A,

fcozrzabuige

/& | syslog — NI ELEHE A,
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PEZEHE - BAIERE

Isyslog level

7 G A syslog THENTDERD HAJHIIRL~L (0~T) 2@k ELET,
ZITRELILNUEL EOBRREZS SL L Dul {§H% syslog — NT@MLE T,

refresh I< > RRRICH N /wBa~ R TY,

DEm 1 Debug() LALLEORBEE L DO S ERE SYSLOG THEAT B

Router (config)# syslog level 7

|:7>F%ﬁ

syslog level K<LRJLES>

I/\"%%—’Sl

INTG A—5 RENE REH | HEEFFOE
L~ULk s |syslog THENIT DEROH I IRT ~V A, |0~7 HWEA ]

cogesannuga

LV TIZR0ET,

| SYSLOG ) L AJL & £ 2

syslog DL~IL LT Bl Ayt —Y DBRAKERFRLET,
RFC3164 TiL, L FOI ITHESNTOET,

LRNLE LRLES AytE—COANE - BRE

EMERG |0 VAT LHFIH TERLR ST (CHWERREE D )
ALERT |1 FAITKHEL 22 TE R B2

CRIT 2 BTkRE

ERR 3 T —3EIRAE

WARNING |4 RS

NOTICE |5 BHIDHEFLE

INFO 6 15

DEBUG |7 TR T Ay —
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

|Fnath>u—X®u&»ﬁ$E

AIEECIT, K (elog/slog/tlog/vpnlog) FEIZ L~ Ul AR ELET,
BFEO T DL~ O ENL. logging level 1<~ R T T2 vET,

| B

AR EE—F
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PEZEHE - BAIERE

Isyslog server

syslog r— SR ARD [P TRV AZRELE T,

refresh I~ R ICEN /2D~ R T,

Bssemi1 SYSLOG+—/8i=. 192.168.100.1 £S5

Router (config)# syslog server 192.168.100.1

I:va%ﬁ

syslog server <SYSLOG H—/\>

I ING A=A
INTGA—H REAR REE AHESEF DIE
SYSLOG . . . e (IPVATRLAEA |,
e syslog ZIBHIT LY —/ D IP TRUAZARE | FRL 2JH B A AT

BRTUNE:1 =R
¥:IPv6 TR ZDFEIL. F80:V01.02(00), F100:V02.08(00)LARE YR —

Loosezabuuga
1§ #%  syslog ¥—/NTRFELEE A

| B

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Isyslog facility

7 g% syslog THANTDEROT 72 VT 42 —FE 5 (0~23) ZiRELET,

refresh I~ R ICEN /2D~ R T,

Baen1 SYSLGDT7oUTFABE” local0"IZBET 3

Router (config) # syslog facility 16

I:va%ﬁ

syslog facility <7 7> V7 a—R&E 5>

!/\"5)‘—’5!

NS A—AH BRERNBE
TN TF 4 a—RE R |syslog D77 UTFAEETEELET,

Loosrezabuuga

IR

X B EL
0~23

HESFF DB
HWEA AT

TV T a— RS 1 IZR0ET,
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IEZEE - BABERE

=

o

|w&m®77>U%4tw?

syslog D77 VT &%, v Ay —V OFAAZFRLET,

— I, EOIDI R R AL EE TR S L THRESNET,
RFEC3164 CiX, L FOINTHESNTOET, (OSIZEVHBZ T NFRICIOINCRZ A7 72V

AMELHVET)
1&;‘ I7LUT A :;;‘ S DODES
‘ 0 ‘kernel message ‘ 12 ‘NTP subsystem
’ 1 ‘user—level messages ’ 13 ’10g audit
‘ 2 ‘mail system ‘ 14 ‘log alert
‘ 3 ‘system daemons ‘ 15 ‘clock daemon
‘ 4 ‘security/authorization messages ‘ 16 ‘local use 0 (local0)
’ 5 ‘messages generated internally by syslogd ’ 17 ’local use 1 (locall)
‘ 6 ‘line printer subsystem ‘ 18 ‘local use 2 (local2)
‘ 7 ‘network news subsystem ‘ 19 ‘local use 3 (local3)
‘ 8 ‘UUCP subsystem ‘ 20 ‘10cal use 4 (local4)
‘ 9 ‘clock daemon ‘ 21 ‘local use 5 (localb)
’ 10 ‘security/authorization messages ’ 22 llocal use 6 (local6)
‘ 11 ‘FTP daemon ‘ 23 ‘1ocal use 7 (local7)
syslog ZIEALT 6 V—MUTIET 7S VT ATRAFT DT 7 AN ELZ DEND LI 78
FiEG P REERDET,
| B

AR EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Isyslog format bsd

AIEE N EH TS syslog Ay —2 D7 4 —~ k% BSD #47 (PRI 5. HEADER 5. MSG #B72>
BRLT7 77—y ELET,

74—~ i, (facilityx8)+level CHEIHIND T TAA VT AE, XA LAZ LT IRANG, 0 DX
AT VAT Ty T HAL, TID, v D, Avt—Y AKIRDNEIZ2D FT,

Ra< R, elog Avt— flog Av—7, slog Avt— tlog Ayt — vpnlog Ayt —
DR LRV ET,

refresh I~ RBICH NI/ D~ KT,

F80:V01.02(00) ARG H7R—Fk
F100:V02.08(00) LAFEH7R—k

Ram1 SYSL06 A v e—SDT+—< v FEBDEA TET D

Router (config)# syslog format bsd

I:va%ﬁ

syslog format bsd

IN%%—@
PTG A— B FI) EH A,

foosesannusa

syslog Ay &=V D7 4=~y NI, TTAXVT A, =L A Ty T EA L FALAI T
TID, B2 ID, Ay &— Y AREDNRIZ/RDET,

exs—r

BAREE—F
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PEZEHE - BAIERE

Isyslog source—interface

syslog X7y FEHDOBSDEE TG IP TRL AL L TEH T A A0 27 2— A4 R ELET,

refresh I~ R ICEN /2D~ R T,

D1 SYSLOG #EBORERTT LRI, INA V8 Ix—ZD IP7 FLREHEAT S

Router (config)# syslog source-interface lan 1

I:va%ﬁ

syslog source-interface <4 42 7z —X%&>

I ING A=A
INTG A—4H BRERNSE REERE  ARREDE
lan 1
. o syslog BT DB Ny hOEE T TRV A lewan 1~2 |,
AT T == A WFER T A4 27 2— AT KL A loopback 1 AT
vlanif 1~16

foosesannusgea
syslog 7\ " FEBSICIE(E T DA X7 =— A TR0 FET,

| B

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| 27— nicszEmmmsa

I mail server

mail EERENTE F A— NV ZEIE T DD A= N — R ELE T, HEIT A1 THZ8I12IY
3OFETAHR, 4 L RidmEHENET,

FICAD Ul — "B sivET, AL — NFRAR E [P TRV ARG E CTEET,
A=/ T FONEEZBATHIENTEET,

TARIET 7B ARHST-5HE

TUEMERE CRIEARRE B IR Z ML= 6

-FEZIFEEY By MEREIC KV EE O RN E T2 E

-ISDN H BB aE N EENE LT IRBE I~ T 5 6

D1 A—Lg—1 0 IP7 LR % 192.168.100. 1 IZB%ET 5

Router (config) #mail server 192.168.100.1

I:va%ﬁ

mail server <SMTP 9-—/\®D IP 7 KL X>

B i52—5
NS A—=4 RENE B il HRFOE
IPv4 7R A
SMTP #—/3D IP 7 |8+ A=V &[5 457200 IPv6 7L AJE A W]
L% SMTP #—230 [P 7 RL-A RARLTE A
DVFHH

BARTUN#:3 =Y

Looszezabuuga

BT A= EDBAEL TRV ER A,

BrE7sEx8137

FITELnet-F J—XTl%, TELNET $£7/71% FTP ([2Xha s Ao S bEEc, BIERRLL F 32
U—RBOBRALIS G, RIET 7 EALHBILE T
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BEZE . BAEFE

besmeez-

FITELnet-F 2V —XTCi&, EEOEFEFHL T, N7 v T EREEZ TR T HIENTEET,
1)

WL FTTH 2L, FTTH I Cil{E 2 T p o2 85E 12, ADSL [BI#RIC B 2 CilfE 4
Do

FITELnet-F 3 V—XTlL, ZO L0772 L CORiE 2k T oihe2 T T EEEI L
VWVET,

Beswmey ey pigiee g

FITELnet-F 3V —XCl%. FTP C’RESETAT 7 7 A V%D L12k0 . "RESETAT 77 A /L NIZ
LSV OV DR ERZN IR E A FRE T A2 TEET,
1)
2003.4.1 12:00:00 |Z SIDE-A O 77— A7 =7 /SIDE-A O ET 7 AL CH#) T 554
!
RESETAT 77 A/WUiZ, LL FDXHIZE R L T, FITELnet-F U —XIZ FTP TiXE1%
reset at 12:00 1 Apr 2003 SIDE-A.frm SIDE-A.cfg

| ISDN B EnEiikas & (% 2

FITELnet-F100 (BRI A4 ~7"> a>) Tid, ISDN [RIFRIZEAL T, RS2 H<HREE L T, e
e FPAR T WM - 1 KRBT DI (E CEATFR B AT E L., FEERR/ [BIE L E ORI S
HBEIE., WS A LT AREREN DV £,

ZOARBEIZ 72 7= (TEED) S5 A 3 L OB R/ [B1 5k D 90% % 8 % 7= (45) A2, B A—/LCil
HMLET,

| EEERRAS TRl
[(RETZ7E2D5E]
Subject: [RAAS] Illegal Connect Request on FITELnet-F100(Z& (& D [P 7 RL-A)
SysDescr  [#EEAFR N—Tmr
IP Address |2£@E D I[P 7 RL-A
Application | RIET 78 A& LT=T 7V /r—a
Sender ARIET IRV AZATIR T2 RARD [P TR A
Time RIET 78 A% 5 T 1= IR¢ ]
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

[FEZFE BV By MERED 4]
Subject: [RAAS] Auto Reset on FITELnet-F100(£E D 1P 7KL A)
SIDE-A.frm, SIDE-B.frm® 5%
VALID/INVALID : fifi F rJ 58/ HARA 7] (BEAL T D)
ACTIVE/INACTIVE i i O7 77— 20 =7 /T O7 77— L0 =T
KT 7 — LT T DON—a G

SIDE-A.cfg., SIDE-B.cfg D1
SIDE-A/SIDE-B |ACTIVE/INACTIVE : fifi Fi Fh O 3% i 1F 8/ F5H8% th O 3% 2 175 3
LAST SAVE: i IR IFS 7= H I

reset at AT BT B - 7 7 — = 7 - R E

SIDE-A/SIDE-B

[ISDN H &I EE D54 ]
Subject: [RAAS] Call Limitter Started on FITELnet-F100C& & D IP 7RL-R)

‘SysDescr ‘%E%?fﬁ Ne—gy
1P Address HEREOD 1P 7R R
‘Target Name ‘ SEIRTIL Ry EESAE AN
Target ISDN Address | B BIETL7=FH F-0D ISDN &4/~ T RL %
‘Limitter Mode ‘ B B o FE¥E (FEfE] (Continuance) or [A13% (Calling count) )
[Current \fﬁf@%fﬁﬁ#la%u ES R
‘Status M/E@J (bomberd) or #%#4 (Warning)
Time BN AR I AR L7 R

k., AL OZEH AN (From: ) X, WL/ —ATH, "Router Auto Administration System”

LIRVET,

| B
FEARREET—N

692



PEZEHE - BAIERE

Imai | from

A=V DEETT R AL R ELET,

I EREFI 1 A—LDEETT KL R E LT F1000xxxxx. co. jp” FI8ET 5

Router (config) # mail from F100@xxxxx.CO.Jp

I:va%ﬁ

mail from GEETA—ILT FLAR>

|/\°3><—9

INT A —4 RERE

E(RTEA—ATRLEA From (ZAFLHA—/LT KL A

foosesannusga

A—/VIBAKRE CIEE T DEFA—/LD

REHE  EBREFOE

HWgA AT

From |21, G ESIVER A
ZDFEF, A=/ TORMEREL B EE A,

bexs—+¢
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Imail to

A= NVDIRE T RV ALTGE /RERUE T,
BEAT AT HZEIEY 5 DETHREWRETT,
Fo, BAA—/VRABERE Tl DMHE LU T O FNbEIRL £,

. EE | BFA—LEEEAIVY ATvay
jf{:?i‘t RET I VAL T LT-F AT invader
‘ B A e ‘77~A17:7® HEIfFEENIZ o727 ‘ﬁlemaintenance
ISDN A& |HERH/ R EDOREHESL 3> Te o DN fmiter
L JRERER/ 815D 90% 7% BB 2 DIEMHESL D3~ T X A7
[Psec U |[BRIENEERAL AT T v T I~ - 7= redundanc
ke B R AL L QU AR OME IR LIV o 7= Y
IPsec Afif  |#REEIEEFEAE L T2y ultiooath
SYWHSRE  RER AV AL 72 P
AT 7 a BEHED T 7 a NZA— LB E TS EL, F 0D
AT T | T I a NS T oA N hOIRBEL SR A LTS A, event-action
VNS AT 7 q  FERED A— L@ AN DUV T, send e—mail =
<~ U RESMLUTLTEEN

X1:F100 DAENFEETT,

REF 1 A—ILDIEET KL R % admin@xxxx. co. jp IZSRTETT S GEEFEH . FE7I X,
IPsec TLRHERE)

|Router(config)#mail to admin@xxxx.co.jp invader redundancy ‘

|:7>P§ﬁ

mail to <BEFEA—ILT7 FLAR> [ BFA—ILDFELE ]
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PEZEHE - BAIERE

I INS A—7A
INTA—4 BN R EEEH LBREEFDIE
SESEA—IL | A LIEAERE CRE T DE A | W
TR A —/LD To IZANHDA—/LT RL-A
invader
filemaintenance
Gl BT A i B A — limiter J_;CODE%E@
DR DR redundancy A— )L %180
- = multi—path T5

X :F100 D AERFRETT,
AR5 =Y

Loogesabauss

event—action

DOV NG LT

B AT EDBEH TRV ER A

| B

HARBEET—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I mail server

mail JBEREBE N B A— L Z KB TAEDA— LY —_ZiELET, EEITA+52812k0
3OFTHL, 4 DLl RIZEHEINET,
FIIC AT LT — MBS E T, A=V — TR AN E [P TRV AZ R ETEET,

BEF 1 A—ILY—/DIPF7 KL X% 192.168.100. 1 IZEEFET B

Router (config) #mail server 192.168.100.1

I:va%ﬁ

mail server <SMTP 9-—/\®D IP 7 KL X>

§i52—%
NS A—AH BREANE 5% 7E & AHERBEDOE
IPv4d 7R AJE
SMTP =D [P 7 [ A— IV EEETH720OD IPv6 7R A MR
KL A SMTP H— 30D [P 7R % RANGTE
DU

R RE3 =R

Looszezabuuga

BT AR DRENEATIANER A

| B

HAREE—F
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PEZEHE - BAIERE

I mail source—interface

SMTP 7y b HOBRDEE T IP TRV AREL TE+ A A 27 = — AL e ELET,

! EREFI1 SMTP /N7y FDEEFETXTT KLRAICLAND IP7 FLRAZERY S

Router (config)# mail source-interface lan 1

I:va%ﬁ

mail interface <4 >3 Jx—RXR%&>

| 85 A—4
NS A—4 REAR RESF | ARREEDE
lan 1
SMTP 237y hOEETLT RL AL LT AHA |ewan 1~2 |,
. o -
57 = g2 VAT A loopback 1 HIEAET
vlanif 1~16

cogesannuga

B B ETAHAET2—AD [P TRV AIZARDET,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| NTPH#8E

| SNTPHSA 7> Mhe

Isntp retry

HA DA — NS D BN 2T 55 DU NI AR B L O N A IMER AR ELET,
U7 A1 sntp retry interval”@ <> R T, UNTABIERER X sntp retry keepalive”2~ > KT

refresh A< RRRICH /0B~ RTT,

Bsemi SNPoy RS ARIFE 100 BISBET 3

Router (config) #sntp retry interval 100

Dsemz NP oy kS5 BEERMZE 105 (6008) ISBET S

Router (config) #sntp retry keepalive 600

faens s\PoyrsqELAL

Router (config) #sntp retry interval off

|:7>F%ﬁ

sntp retry interval <\ +5 4 @
sntp retry keepalive <) b5 A1 B>
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NTP #5E

I INS A—7A
NG A—H BRERNE EREEHIE HRREFDE
SNTP 3 —/ SISDIRE DD ST e QYN ARG | oo
VNI | RN ) 28 ELE T, UNTIA &7 WA, off BMEAST]
off ZFEELE T,
U T A ks e W), ZORFERGE L5, VNI A& .
U RS j/g;g?g;fﬁaﬁ () OB LT=6, VT A8 64~1024 WA T

fooszesabuusge

VT A [E0E (64 7
UNT AR 11024 7
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I sntp schedule

PF— IS DA a— LR ELET,
ZITHRETHAT Y 2—Li%, LT OEE T,
cARIEE OB ZBEINE DR EITIRINEIN 2
AT B E WA DR EIT2290 AR W E A1 T7290 2

AAEEEBIRH NG DEEITR9 %A 1E. boot ZFRELET,
WRIZHINEDEZATRO RIS LT O E 1T "interval "b LI "time " TRRAEL £

refresh I~ RBICH NI Ha~ L RT1,

IEEEWH AZEQEFFICHVEOEZTL. EBRE I KRS ESISHVEDHES

Router (config) #sntp schedule boot interval 1

IEEEWJ 2 AKEOEBFICIIMVEHOEEITAOT. EBREIER 12200 ISAWEHEEITES

Router (config) #sntp schedule time 12:00

I:7>P%K

sntp schedule [boot] interval hour < [V GioE MG >
sntp schedule [boot] interval sec < fVNE>H[E IR >
sntp schedule [boot] time < V&L >
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NTP #5E

INSA—4

| BENE

R E #a

| AREOME

boot

LR E BRI SNTP TREZI O Gbt:
EATIROMEIDATIRIYEIT, boot R IE
B

boot

T L B IR 2 L R
G TRbRN

EiAYE Y sEca
Giltz!

SNTP H— 2R 2 OGS o 2 [T
(HEAT - IR FE)

hour 8 E DA X, 1~65534

sec FEEDEETX, 16~16384

¥O F2UX, off ZFEELHE AT, RIWE
DEEITWERA,

Shour BEW sec ZE ML A1, BT
;] (hour) 720 E9,

off(Vh7A
L720)
HLLIE
0~65535

WA ]

EiAYE Y sEca
1537

SNTP H— N ZREZ % VS R B IR
(K2 47)

7 HZOWEZNT, 1T SNTP H— 2L %
Fnﬂb‘é\b‘ﬁ:}:)

¥0:0 IR ELTES A, BWEbEa,T
WEE A,

0:0~23:59

WA ]

fcosezabuige

BRI ApE L7V
AR |1 R

| B

FEARAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Isntp server

Ve T AR ALY — (T A=Y B Z))D P TR AR ELET,

refresh I~ R ICEN /2D~ R T,

EREBI 1 SNTPH—/\ (TS54<1) :192.168.100. 1, £H A1) : 192.168.100.2) %RXET S

Router (config) #sntp server 192.168.100.1 192.168.100.2

IEQEWIJZ SNTP H—/X (TS5 4 <) : 3ffe:b80:bf::1, £h 4 1) : 3ffe:b80:bf::2) ZE/ET S

Router (config) #sntp server 3ffe:b80:bf::1 3ffe:b80:bf::2

|:7>F%ﬁ

sntp server <754 <) SNTPH—/> [KtEH &1 SNTP H—/3>]

|/\°5x—9

INTG A—5 REAR R E L HESEF DB

54~V SNTP [Pv4d 7R ZJEE

T4V SNTP H— %4578 HREA AT

H— [Pv6 7R AHE
BHHVSNTP |, pene [IPVATRLAER ALY SNTP
s EHTVDSNIP Y= SEARE |6 FhL gk |— Sz L

¥ :IPv6 TRV ZRDOFEEIL, F80:V01.02(00), F100:V02.08(00) LA Y48 —h

Loosrezabuuga
SNTP HREZ I CEEE A,

B
HAR TR
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NTP #5E

I sntp source—interface

SNTP EHDBEDEE T IP TRUVALL THEHATHA L H 7 = — AL R ELET,

refresh I~ R ICEN /2D~ R T,

Dasen1 NP £%54 BBOBERT FLRIZLNA V5 I x—20 IP 7 FLREERT 3

Router (config) #sntp source-interface lan 1

I:va%ﬁ

sntp source-interface </ 27z —R%& >

I ING A=A
NG A—4 BHANES BREEHE  ARREOME
lan 1
R o SNTP /X7 hDEE LT RV AIE 3514 lewan 1~2 | .
A FT =2 BT 2= AT R A loopback 1 HIEA T
vlanif 1~16

foosesannusgea

SNTP #HEBREE T DAL X T = — AN ET,

| B

HAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| NTPH—/ \t&hE

I ntp-server enable

NTP H— SREE 4 o5 BT EL £,

NTP H— SEREIX, AL NTP P — SipBIZIE a5 5 L QO CO R ATRE T3, IpA)
DFGEE DAL E DRI OREE LR > TLEI T2 SNTP 7747 L MERBED R EZT/2\, I
i NTP H— 3 bRpIE iz 325 90801 TSV,

refresh A< RRRICH /0B~ RTT,

F80:V01.02(00) LAfE H R —
F100:V02.05(00) LABEH 7R —

| B R L X e J e

Router (config) #ntp-server enable

|:7>p§ﬁ

ntp-server enable

|,<5x—9

INTA=RIHVEE A

foozesabuuse

NTP W — Breafi H cxEt A,

| B

HARBEET—F
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NTP #5E

I ntp-server stratum

ARHEE T NTP H—MEBEA 9 2BE 0 Stratum HA R ELET,
Stratum fEE 1%, NTP — _OEE 2774 H DT, Stratum] 235 EAZOREIZ/20E9,

refresh I< > RRRICH /0B~ RTY,

F80:V01.02(00) LAR&HR—k
F100:V02.05(00) LLf&HR—k

R aoem1 stratunim® 2 %3

Router (config) #ntp-server stratum 2

| EEPs =

ntp-server stratum <stratum {E>

IN%%—@

ING A=A BRENE RESHE HREFDE
stratum flE INTP @ Stratum fEZfEELEd, [1~15 AMEAST]

cozezabuige

Stratum fEZ 1L FET,

exs—r¢

AR EE—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| SSHY—/\Highe

| SSHH—/ \HaE

Iip scp server enable

Secure Copy DEEREA AL FE T,

KRILED SCP Y —MERBEAE 328, 77— LU =T 77 AN/ RIET 74/ % 5 kL Tia
PETAHIENTEET,

SCP H— e A 9 AB%1X. ssh-server enable AT,

refresh 3= RZIZH N/ Ha~ R TT,

REHI 1 SCPHEEEZ AT S

Router (config) #ip scp server enable

I:va%ﬁ

ip scp server enable

Loosezabuuga

SCP ¥ —t A TEEL A

| B

HAREE—F
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SSH Y —/ ViEE

I ssh—server access—group

AMEEZT 7B AT D SSH 7TAT U e A RE LT 7B AV ANIHENT ANZ )T L ET,
permit &#ULﬁéz}’Lﬁk%@ﬁ77“{ZX%ﬁTbi'§ﬁ

212U BRIEDRWEEA . M OGE YL T 7B R ARV EIE 74V 2 7k RE B R )M
?T@T&ﬁx%ﬁTbiﬁ“o

refresh I~ RBICH NI A~ KT,

Rapi1 192.168.0.0/24 D% v FI—9 DER FHDDT I LADHEHTY B

Router (config)# access-1list 10 permit 192.168.0.0 0.0.0.255
Router (config) # ssh-server access-group 10

Laeme sffe110 /60 0%y FI—9 DA FHEDT I LXOHEHTT S

Router (config) # access-1list 3000 permit 3ffe:110::/64
Router (config)# ssh-server ipv6 access-group 3000

o> rest

ssh-server [ipv6] access—group <7HU X)X +E B>

| "5 A—4

NS A—H BRENE Bk il HHEEEDIE

IPv6 77t AU AR
] =] iEIA\ e == .
iov6 [Pv6 77 B RV ANE AT 0% A I EL " P
7

i,

TIRAYAN | TURAYANT, TV 8AEIFA[T% SSH 751 |1~99 ST

Fies TUNEREL, FDEFEIITIHRELET 3000~3499
3 IPv6 78T A—F1X, F80:V01.04(00), F100:V02.10(00) LARE YR —k

foozesabuuse
T _TCO SSH 778 A% LET

| B

HEARREET—N
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ssh—-server authentication-retries

SSH DFBFERIEOY N A a2 e e L £,

Bssth 1 SSHORIARBOY F5( 25 AETHET D

(config) #ssh-server authentication-retries 5

I:va%ﬁ

ssh-server authentication-retries <) k54 [@%>

I/\"%;t—/;c
18545 LENE mrEE | AREOE
égxi E & NS %7‘_\‘<7D” DY i
Do s |SSH OBAERIISOURI AR AT DEEAAEEL [ ey

iTo

foosesannusga

SSH REREV T A [B1%% - 3 [A]
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SSH Y —/ ViEE

Issh—server enable

SSH $r— "ZEIESE D55 I ELET,

AZEET SSH version]l D&AZEFR—RLTWET, 2, K557 VTV R AL, DES-CBC,/
3DES-CBC #H#R—RLTCNET,

F72. generate key ssh CARARNEGHEZ LKL CTRIMLERHYET,

refresh I~ RBIZA N/ Ha~< L R TT,

Raem ssHy—nemiEzes

Router (config) #ssh-server enable

|:7>F%ﬁ

ssh-server enable

| NS A—A
PTG A— B EI) EH

cogesannuga
SSH H—/SBEREITENMEL £ A,

bexs—+¢

EAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ssh—-server exec—-timeout

e (5 RE LR ] (AL 20) ZREL 9, BB 7w MeSEeWGai3 0 oafaELET,

refresh I~ R ICEN /2D~ R T,

REH 1 TELNET TlE, 5 SEIAANLZNGRIFZBEOSI 7O T 5

Router (config)# ssh-server exec-timeout 5

I:va%ﬁ

ssh-server exec—timeout <ZE@{SEStRRERE>

B/ i5x—%
NG A—5H BRERNE RTEEF | AIREDE
M 5 RS AR (BT - 43) o
B :: S =—d :H\ 7L e ;71\ j:ElA . ~ .
3 (% A TR ELT-RFEIZ2IZH ATID 2 W0EGATE, |[1~60 T

HEca 7 7oL £, off
off ZFEET AL A B T NS L E T,

foosesannusgea

5 ARG BT T UL ET

| B

HAREE—F
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SSH Y —/ ViEE

I ssh-server response-timeout

SSH O3y m—2 a2 8B\, SSH 77 AT M DSBS B R R 2% E L £,

refresh I~ R ICEN /2D~ R T,

Bemn1 BMEENELSEE £y 3L EUHT

Router (config) # ssh-server response-timeout 60

I:va%ﬁ

ssh-server response—timeout <4 4 L7 FEFRED

INE%—Q
INT FA—A BRERNE REEHE | HEEFOE
s pgioh [SSHZTAT U MPLOISERF BN (AL ) o
o CITRELFEEEEI AT VRS DISEDN 20N [1~120 |[EIEA T

A SSH By a2 UET,

cogesannuga
SSH ZA LT 7 M : 120 5

bexs—+¢

EAREE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| Ethernetigak

I EthernettégE

Ihardware macaddress conventional

ATOR—FCRE—D MAC TR ZA%&fEH 3370 Da< R TF,
ALEF 1T, B MAC TRLA(MAC TRV A 1) L2 EITRNCE D) —2D MAC TR A (MAC
TRUR2) WNEDYTHILTWET,

F80:V01.01(00) ARG H7R—Fk
F100:V02.05(00) LAB& 7 R—b

Dsxm1 2<or—tcA-—OMC 7 FLREFERT 2

Router (config) # hardware macaddress conventional
Router (confiqg) #

|:7>p§ﬁ

hardware macaddress conventional

IN%%—@

INTA=BTHVERE A,

foozezabuuse

LAN & EWAN2 (Z MAC 7RL- 21, EWANL IZ MAC 7RL A 2 NEV Y ThHET,

% :PPPoE [ZBL Tid, N NEESIFH 7z EWAN AR—hD MAC 7RV RIZZ20E T,

exs—r

AR EE—F
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Ethernet #5E

Iline

Ethernet A2 %7 =—AZ2OWC, M/ 7 27127 Z/MDI/MDI-X D% E %1772 Ethernet 7%
EE—RICBITTD-0Da~< R TT,

B B £— roBEEAR S E— FISBT S

Router (config)# line ewan 1
Router (config line ewan 1) #

|:7>F%ﬁ

line <A 227 T —R>

I/\"%%—’Sl

INTGA—5 REAR REHE  EREFFOE

B R lan 1
o | REEATIROMBEA L ZT =— A% lan 1, ewan P
WERAHT =2 1. ewan 2 O R L F T, ewan | AW AT

| B

BARBEET—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I | inkdown—-detect

W7 LAN R—DU L 77 /B L LAN A BT 2= ADT 7|27 i S AL
IO EEITVET,

interface Ina 1 C linkdown—detect on &% E T HZEICLY, LAN IR—hAf#E 425 VLAN A2 27
T —AIZH IO ENEASNET,

refresh 2~ RBICH N/ A~ R T,

WEMAZLAINA VB2 T —RADT v T/ FOVELNR— DY O Ty T/ T

REH A
EESED

Router (config) #inter lan 1
Router (config-if lan 1) #linkdown-detect on

I:va%ﬁ

| inkdown—-detect <\ >4 & o VEEE>

|/\°5><—9

NS A—4H BREAR REEHE | AREOE
W7 LAN R—1DU L 77 7 /X b
LAN AL BT 2—ADT 7 /77 ZHE S5
. ~ AINENIND R TERLT .
U‘/7§'7\/ﬁ§<hi Q7j &975 ] X/:Eicfffj*l‘/\ijdo OE‘ /éﬂ]%z:ﬂ‘
on |(ULrTYT/E T EEEEED, ©

off NI T v/ H IR EN TS,

foosesannusga

WELH 7 LAN IR—1sDV 777 /2 AT BT LAN A X7 = — AL E T v 7 IREEE 7
NET,

7-77L. lip vrrp enable | SR ESNTEY . 72 LAN £721% LAN OR—RE U TE 4% VLAN

AL BT 2—AIZ VRRP DR ENHLEE L W2 LAN R—bDV 777 /27 LEdE L E
ﬁ—

B

LAN A2 57 2— AR EE—F
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Ethernet #5E

Imac access—|ist

MAC 7RV RIZEDTANEV o T EATHE D MAC 77 B AV ARDBREEATVVET,

fERAFEIL, FTARa<RTMAC TRVAZFEE LT mac access—group 2~ R CHEL
MAC 7 7B AYANE S a R ELE T,

mac access-list (%, FHNEIZ# SN ET,

FE7z, [FUFE 5D mac access—list ITEEATOREL LG AL, Lo rb@EHILET,

refresh I~ RBICH NI A~ R T,

F80:V01.03(00) LAREHR—k
F100:V02.09(00) L& HR—k

BEH 1 NMACT7HOERIJR K, MAC7 KL X 1122.3344. 5566 Z#EFal@1E & L TERET 5

Router (config) # mac access-list 1 permit 1122.3344.5566

Paehi2 MCFoERUR P, 2TOMC T FLR EFHARME LTRET S

Router (config) # mac access-list 1 deny any

|:7>F%ﬁ

mac access—|ist <mac access—list HFS> remark<{a X > k>
mac access—|ist <mac access—list HES> permit <MAC 7 KL X> [log] [count]
mac access—|ist <mac access—list HEE> deny {<KMAC 7 KL X>|any} [log] [count]

I INTG A=A
INSA—A RERNR REERE | ARREBOE
liot B 1 2Atew
malc;l access—list [FXTETH MAC 77 v AVANE ZHEELE [ ~512 AT
T 7,
) RIET D MAC 7 78R ANIFF A g% 5 . o
permit 2B AIHE L ST, permit | EHEA
FRETDHMAC 77 B AYANMIAE A @M% o
deny 5 B ONAREL T dony  |[HRETH
MAC 7R 2% HH.H O THRELET, MAC
MAC 7RL A MAC TRV AN, 11.22.33.44.55.66 OFE FRL 2 A WA A
15, 1122.3344.5566 720 £, -
deny ZF8ELT=HA1E, MAC TRL Z0{H
any IT any ZHEETHZEIZLED, &2 THO MAC 7 |any BMEAT]
RLAZFGETHIENTEET,
PN NT A VE Y THEREIZ RN TRE Y S TANE)
log ATHNL) IZey LIy RS, 74 V27 |log 07 ikl E
/Rl S IVE T, A,
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

count HEHEBREL TTAA Ty MU oM | AT NEAT
SRR FRLET, A,
— 240 LT E
DZRNZA A v
Ak I\;l_AC T AYANMIAFT AR A NFEELE piptcopotl I
° e

foozesabuuse

MAC 7 RLRIZXB T4 NEZV T EATOER A,

| B

BARBEET—F
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Ethernet #5E

IlﬂaC access—group

mac access—list A~V R CTIRELTZTANEN T T — 2% KA ZT72—ATHALET,

TANEN T T —2E, KA H T 2—ATZAG LTy M T 200/ F A 27 2—A |
BT 5y MO AT 20058 ETHMBENRHDET,

refresh I~ RBICH NI Ha~ 2 RT1,

F80:V01.03(00) LAREH R—k
F100:V02.09(00) LLf§HR—k

D5 1 ma access-list | THELET—5%. BN |{ERICERT S

Router (config) #interface ewan 1
Router (config-if ewan 1) #mac access-group 1 out

faem2 mac access-list 2 THEELLT—5 %, EIN | A\ > OFEHISEAT S

Router (config) #interface ewan 1
Router (config-if ewan 1) #mac access-group 2 in

o~ rest

mac access—group <mac access—listZES> { in | out }

I ING A—4
INGA—4 EBEANS RTEEH ABEOE
mac access—list |74 /VZV T F—2EFHELIZ MAC 77 AU A o
Fa DE SEiSELET [~512 R
A BT 2= ATOZAEWRF(in) /AL HT =—AN5 |,
{in | out } DILER (out) DEBETTANE) L T T HDNE mut WA T
seEL 2T, ’

Loosezabuuga
MAC 7RV RIZEDTANEN L T EATOER A,

fsxes—r
LAN A2 57 2— AR EE—F
EWAN A > 27 = — AR EET—NR
VLAN A 57 2 — AR EE—F
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I shutdown

BRI IR — et LS A AR ELET,
Raw R TR —MAEESETGE Y TR NI Ty Ll ET,

refresh I< > RRRICH /0B~ RTY,

Isth1 N 801 —20K—F 12U o7y TLELREST S

Router (config)#line lan 1
Router (config-line lan 1) #shutdown 1

Baem B2 A28 0z—REY O T Y TLEVREICT S

Router (config) #line ewan 2
Router (config-line ewan 2) #shutdown 1

|:7>p§ﬁ

shutdown <AR"— +HES>

| "5 A—4
NS A—4H BHALNES RESIE ARREDIE
LAN A ZT7 2 —AZ1E 4 DDOR—RRHAHDT, %
R—hEE | DEFEREELET, 1~4 B WA AT

EWAN A2 Z7 = —2DE50E, "1 & ELE 1T,

foozesabuuse

LAN BENEWAN A2 H 7 = — AWM Al T,

| B

Ethernet i% &£ —K
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Ethernet #5E

I speed—dup | ex

Ethernet OIBFIHE /T 27 Ly 7 A (L T or Y- H) 2% ELET,

refresh A< RRRICH /0B~ RTT,

!EQEWH LAN GR— FBE4) OESEEE. 100Mps/Full T2 TLvHR (RZE) ZBET S

Router (config) #line lan 1
Router (config-line lan 1)# speed-duplex 4 100-full

|:7>F%ﬁ

speed-duplex <f V2 71 —REB>  BEEEELETaAITLYIR D>

I ING A—4
NS A—4H BAARES REEF | HEREFDE
LAN A X7 2— AL, 4 DDR— D3 HHD
. T, ZOFFERELET 1~4 )
N T = N o I N
AT = AE T EWAN A 27 =—2ZDE13, "1I" 2 ELE |1 HRAH
j‘@
PR ELTCU5 Bthenet A H7 = —AD (5 1H
B/ T a7 Lol ARRTELET,
10~full  |[10Mbps/Full &= 7L v7 A 10*fulll
. o — 10-half
WEHELT 27 |[10-half  |10Mbps/Half & =271 w7 % 00-full |G
L7 A I
100—~full | 100Mbps/Full & =71 w7 A 100~half
100-half |100Mbps/Half &= 7L w27 A auto
auto AUTO ;2 m—3 g0

Loosezabunga
AUTO Ry m—a CEIfELET,

| B

Ethernet i &E—NR
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I Sw

Ethernet ™ MDI/MDI-X % EL £ 7,

refresh A< RRRICH /0B~ RTT,

!EQEWH LAN (R—+&EE4) &, DI-XIZHET D

Router (config) #line lan 1
Router (config-line lan 1)# sw 4 mdi-x

|:7>F%ﬁ

sw <7R— R &ES> DI Z5E>

I INTG A=A
INTG A—4 HREAR SRS | AREFOE

LAN A X7 2— AL, 4 DDOR— D3 HLHDT,

A—rEE |[FOFEEBERELET, 1~4 B WA ]
EWAN A2 27 = —ADEAE, "1 &R ELET,
T LTS Ethernet A2 %7 =—AMD MDI/MDI-
X &#HELET, )

- ~ mdi

MpI g  |mdi  MDIA—h mdi-x  [EHEA A

mdi—x MDI-X 7R —Fh auto

auto EETRTIE

Loosrezabuuga
A B CHBIEL T,

IMDI/MDI—X Llx?

Ethernet IR —MZIWT, DTE L TEEH 758 —Ra"MDI A8 —R”, DCE L TEH 358 —Fa
"MDI-X AR—R"EVnET,

WO NIC 13 MDI AR—h, HUB IZ MDI-X AR—F i@ ST ET,

AR —Nr—T NV EERT 586 . fH T MDI THhAH%E X H /31 MDI-X, #1528 MDI-X T
HHEAITHE ST MDI T TR EH A

e F05 B B U RO ZEE O5A 13, ARLEE CILE BT L2V DI L TIEENY,
Ethernet 23 F CX72 WA NRHVET,

exs—r

Ethernet i% €€ —NK
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VLAN #5E

| VLAN#S#E

| vianigse

Ibr idge—-group

RELTWAVLAN AL X7 2—ATHHT L7V N — T HSERBELET,
ZOREICED VLAN A2 2T 22—, TV TN —TDOGNTELTHIZENTEET,

F100:V02.00(00) LAFEH7R—k

Dsem WA 80— 2RI Iy OIL—TE 1 BET S

Router (config) #interface vlanif 1
Router (config-if vlanif 1) bridge-group lan 1 1

I:va%ﬁ

bridge—group lan 1 <T Y v HIL—THE>
bridge-group ewan <1-2>

|/\°3><—9

INTGA—4H BRENE ERESIE HRREFDE
TV T N—THT | TV N —TFFERTELET, [0~15 BIEAS ]

foosesannusga
A G T 2= 2T HIENTEEE A,

exs—r

VLAN AL 2T 2 —AFEET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

I ip access—group

access—list A~ R TIRELIZT7ANEZ) 7T —H% VLAN A2 X7 2— AT AL £,
TANAEN 7T —21F VLAN A H T 2— A TZAZ LIy M 45070/ VLAN A 27
T —AEET BNy NI T 200 ERETHLERHVET,

refresh I~ RBICH NI Ha~ 2 RT1,

faem 1 accesslist | TiELET— 4%, VLAN S#ERISERT 3

Router (config) #interface vlanif 1
Router (config-if vlanif 1) #ip access-group 1 out

D2 access-list 2 THELLT—5%. VLAV A D> ORERISEAT S

Router (config) #interface vlanif 1
Router (config-if vlanif 1)4#ip access-group 2 in

|:v>p§ﬁ

ip access—group <access—list&EE> { in | out }

IN%%—@
NS A—H BREANE SRESFE | AIREFDE
<1-99>
accesslist |TANLV T DT —ZEFELIZT 7 EAVARD  [<100-199> |
&5 HTERELET, <1300-1999>
<2000-2699>
AL BT 2= ATOZAER (in) /AL BT =— A
S f= 3 s N2/ y i s B E
(in | out ] HOEFIR (out) DEBLLTTZ 4 NAZV T FTHDN |in: 5215 Ff WA

HHRELET, out : &[5 HF
ZERIT. SHICUL TOIICHRENTEXET,

Loogesabanss

FREL TS VLAN A X7 2—ATL P X sV Z ) T2 AL EY A,

|W74»9U>7uour

FRELIZ Ty FESMIFRE L2 eV 2723918, BF 2D T i b D7Dl - DHERE T,

fexes—r

VLAN A Z 7 = — AR EET—R
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VLAN #5E

I ip address

VLAN A2 27 2—AD P TRU ALY T Foh~ 27548 E L £,

faeh WMNA2 87220 IPF FLRE 158 x x x. x x x. 1 IZBET S

Router (config) #interface vlanif 1
Router (config-if vlanif 1)#ip address 158.202.232.2 255.255.255.0

| ERPAs =

ip address <IP7 KLA> <HTHRy FTRI>

I ING A—4
INSA—A HEAR REERE | AREBOE
. (BT 2 — R ZHYSCTAHIP TRLUREZRE |IPva TRUA |
\I/ Z ™~
IP 7RL A L st AREAT]
I IPvd TRLA |,
e Al e VA TEVA e gon

i

fexes—r

VLAN A Z 7 = — AR EET—R
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ivlan bridge—group

TV TN —TFEERELET, ZORTIZED, WEHR—RET VoD 7 N —TOObIT %
ITHZENTEET,
LAN IR —hDHIEETHIENTEET,

F100:V02.00(00) L& 7R—k

Bamn1 VNS TERT AMEA—F 1 BE, TYySTL—T5BEVLRITD

Router (config) #line lan 1
Router (config-line lan 1) vlan 1 bridge-group 5

|:7>F%ﬁ

vlian <iR— FHEED bridge-group <T Y wSHIL—THEE>

|/\°5x—9
INSA—4H ERE REEIF ARREEDIE
HK—IE Wy ERAS— bﬁbm ELET, 1~4 B

TV T N—THT | TV N —TFFERTELET, [0~15 BWEASA]

foozezabuuse

TV I N—TH5=0 TEMELET,

exss—r¢

Ethernet i% €€ —NK
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VLAN #5E

Ivlan egress—tagging

EETL—ATHL T, 802.1Q TAG ~vZ NS RESEDINEFRELET,
802.1Q TAG ~y X ZAHINL72W 54| tagVLAN B§REZ a2 LT T EH A,
B ZIET7L—AIZBEL T, 802.1Q TAG ~vZ &5/ 7ULICEOL T Z{ET 2N TEET,

F100:V02.00(00) L& 7R—k

Bamem1 VAN AK— R I A DRETHTL—AIHLT80210 TAGA Y FEAMLET

Router (config) #line lan 1
Router (config-line lan 1) vlan 1 egress-tagging always

|:7>F%ﬁ

vlan <ik— FFEB> egress—tagging <TAG FZE>

I NG A—7H

NS A—4 BHANES REEE | HRREFDIE

. L WEUR—RE S % LAN R—hOHA 1~4, EWAN o

= I~4 AR
BEICER 7 AN 50, LIRWIEfRELET,
always IR NS E 2 7 AL TR L & 1

TAG BE EE AWAYS g R AT

never

AR AN -5 /-2y | AN AN G S
/fg Li—a—o

never

foosesannusga
BTO/ YN, 27 e ESIIRIECREShET,

bexs—+¢

Ethernet i% €€ —NK
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

Ivlan—id

TDAET 2 —ATHRHZ T T — A ID EEIEELET,
ZOMEIL. BEi AR T (L2 AT 72 8) LRIC THAMLERHD FT,

F100:V02.00(00) LAfEH7R—k

Baep #ETBULN-DEIELET

Router (config) #interface vlanif 1
Router (config-if vlanif 1) vlan-id 1

|:7>F%ﬁ

vlian—id <VLAN-ID &>

|m5x—9
INTA—4H RERNE REEIE | ERREEDIE
ST == ATEAET B -ID %R TE \
VLAN-ID fi AUHT 2 — A TIEETHEED VLAN-ID ZF5 €L 1~4094 s

ij«o

fcozrzabuige

ABT 2= AT HIENTETEE A,

bexs—+¢

VLAN A 2T = —AFTEET—R
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VLAN #5E

Ivlan port-vlan

AR—bk VLAN 2 9295 &, VLAN-ID 248 ELE T,
AR—R VLAN TfE 354 TAG ~u X DONTUWVRNTF — 2 A2 E LT84 1T R EL-
VLAN-ID &L TC VLAN A2 %7 =—AZF AL E7,

F100:V02.00(00) L& 7R—k

Baem1 Kb VAN £ERT 2K~ EWEA—F 1B UMN-IDE 10 ELET

Router (config) #line lan 1
Router (config-line lan 1) vlan 1 port-vlan 10

|:7>F%ﬁ

vlan <ix— F&EE> port-vlian <VLAN-ID &>

I/\"%%—’Sl
K5 A—4 BERE REHE GO
KB 5 R — I E S E LT, n L e

VLAN-ID fii |78 —h VLAN T 4% VLAN-ID 235 ELE£7, [1~4094 |[EW&A ]

foosesrannusga

RN—K VLAN 2l 452 LN TEER A,

be=ss—r

Ethernet i% €€ —NK
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[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

| 79ERUXE

| 77£zU2F

I access—1list

KEE DTy he 2Dy COEME (Fflk or BESE or FE 7 ANZV 7)) Z48ELE T, refresh
AU RRIZE N2 Ba~<w R T,

FBELI ATy NI LT OBRECTHERLET,

« 7427 (ip access—group 2 K)

T V27 (ip access—group 2 R)

A7 R AR (offset-list 2= K)

*RIP/BGP T&{5 T2 AN w7 EH D45 E (distance =~ 2K)

*BGP T3 T AR DR E (neighbor <IP-address> distribute-list =< K)

RIS EROFETE (match ip address T R)

*NextHop ®#57E (match ip nexthop Z<K)

-NAT ZEHag(i D7 RL A8 7E (ip nat inside 2<2K)

AEA B, TR UR TR E LT, EidkiE 235 —RFC, fBELET
I A ARG 5 EFRELET, refresh I~ RIZICHENC /B~ KT,

7 7B AVAREZITONWT
KAEEDOT 7B AV ANE 1T L FOBERHVET,
TreRIANES A RENE

1~99, 1300~1999 [IPv4 HEHERRE |IPvd 24(5 0 7 L AFRE

IPv4 X5 L,/ S8 e T RUAFRE
100~199. 2000~2699 |IPv4 fLIEZR T FahaLE B E

IS T SR — R SR E

3000~3499 1PV FEHERR T [PV 14(5 7T/ 58567 FL ARRE
IPv6 ZFHE LT RLRFEE
3500~3999 IPv6 YLaRRR E FubhoL K S E

HEIL SN —NE SRR E

BENT Y IOBEREEIZ OV T
FRE LIy N Pkt Gr 570, BEFERI G e T D a e E L E3, Tkt BT 5855813
permit, FEHEXI R ET DAL deny ZFETELET,
ZOREDPVEIDIX, 74NEV T/ RIETEROFEE, NextHop DI EDT=DIZT 7B AU AR
ERETHHEDOHRTT, O HRTHRIE T 55413 permit ZHEL TEEW,

IP 7R 2AEBHIEE
T IRAVARAZ R T IPvA TRVAZRE T D856, v A2 (Wildcard v A7) 2 H LT 1 =k

UCT RV AKHE IR ET HIENTEET,

Wildcard < A7, Y7 Fy b A7 LEEXDR RV ET O TEREL TLIZEW, Wildcard < A7 L4

A SANS 7 S74 = S WPV Ok =1 11P/hP i) R = S

#il1) 24bit ~ A% Wildcard v~ A7 CEITIHELEL, 7 Ry b~ A7 TRIT LA DEN
Wildcard ~ A2 D$:4:0.0.0.255
YT R M AT DA 1 255.255.255.0

f12) AN Wildcard A7 CRBLT D5 L, 7 Ry b~ A7 TRITH5E DEN
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FOEXYX F

Wildcard A7 D54 :0.0.0.0
W7 Ry b A7 DA 1 255.255.255.255

R—FEEDRE
IPv4/1Pv6 HEIERR E Tl. TCP/UDP iR — ESARETHIENTEET, ZOIREIL. 7+
NENL T ST VBN T DIREDT-DOITT 7B A AN E T D SIS N H £, o
R THRETHH AL EHERETT 7 BEAVARAEEL TLIEEN,

| R DPY

AL — 2 D F R T 255 X 2T 4L QBRI BEIC IS HENTVVE
R
BT V) T RERETIE, LAN IS DA 22—y MEGHI T DINE T —Z LUIIMET T 4L 21
7 (BEEE) T HZENTEET,
FET ANV TERE R T DA, MDD T 77 A (Web Z5) 13 TEK0ET, (T2
Y REHTEHT RV AZRETHIEILTEEY)
72720, VPN 235D BL T T ANV ZY o T E4T O ER A,

K"t%“C FRT A NE) T E R AT AE AL, access—list I RO BT, “dynamic” A5 E
LET,

I EREHI 1 IPVAREET VR ) R M, 192.168.100.0/24 #5%FE T 5 (FFrIEMH)

Router (config) # access-list 1 permit
192.168.100.0 0.0.0.255

BREF 2 IPVAIRERT V2R R RZ, sre=192.168.100.0/24 dst=192. 168. 200. 0/24 % E%3E
9 o (FEFRIEM)

Router (config) # access-1list 100 deny ip
192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255

BREHI3 IPV6IEET VR R NI, src=3ffe:110::/64 % dst=3ffe:111::/64 #{%ET D
(FFrIEME)

Router (config) # access-1list 3000 permit
3ffe:110::/64 3ffe:111::/64

EMHA  IPV6YEEET Y R R M. src=any srcport=any dst=any dstport=80 ZiX%Ed 5
(FEFulIET)

Router (config)# access-1ist 3500 deny tcp any gt
0 any eg 80

WEPIS FETANZ) T EARE TS (IPv4)

Router (config) # access-list 100 dynamic permit ip
any any

|:7>F%ﬁ
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IPVAZEET O LAY A+ (FOERAJRAFES : 1~99, 1300~1999)
access—|ist <access—list &FB> { permit | deny } {any | GEIET IP7 KL A> L
EIEFTWildcard <X 4> } [log] [count]

IPVAYEsR 7 VR R N (7O ERJR RES : 100~199, 2000~2699)

access—|ist <access—list &8> { [dynamic] permit | deny } <Z7A ko )L&EB>
{any | host GEETT IP7FLR> | GAEFT IP7 FLR> GEfE Wildcard ¥ X4
>} [GR—rEH> TP R— +FES>] [KR— FEM> <UDP R— r&ES>] { any |
host <385 IP7 KL R> | <5385k IP7 KL R> <5@%k Wildcard < X%> } [ ICMP &2 4
71 [KR— rEM <KTCP /R— F&EB>] [KiR— FEM> <UDP R— FFESD]
[[precedence {<precedence-value>|<precedence-named-value>}] [tos {<tos-
value>|<tos-named-value>}]| [dscp {<dscp-value>|<dscp-named-value>}1] [ip-
flag {<ip-flag-value>|<ip—flag-value:wildcard mask>}]1[log] [count]

IPV6 2T VR R b (7R X MEF : 3000~3499)
access—|ist <access-list B> { permit | deny } { any | GE{EFT IPv6 L 7 «
w2 Z> ) {any | <% IPV6 L T4 v RX>} [count]

IPV6 55k 7V R R N (7O ERJR FES : 3500~3999) access—|ist <access—
list &FS> { [dynamic] permit | deny } <70 raJLES> { any | GE{ET IPv6 7
L7414 v 9 R>} [KiR—FEM> <TCP R— +EB>] [(R— rEM> <UDP R— +HFES
>] {any | BB IPv6 TL T4 v o ZX>} [ ICNPv6 24 T 1 [<7FR— REMED> <TCP 7R
— +&EB>] [KiR— FEM> <UDP /R— +FEB>] [tep-Tlag {<tep-Tlag-
value>|<tcpflag-value:wildcard—-mask>}] [traffic-class <traffic-class-
value>|dscp {<dscp-level>|<dscp-name>}] [flow-label <flow-label-

value>] [count]

|/\°5x—9
k5 A—E | BEARR | BT #E LIEEDIE
[Pv4 FEUE
1~99
> !
1300~1999 :742%)7\
IPv4 Ji5E
100~199
> !
ENENOBEORBEEEL | Zwmx
list %3 PR ERE BT
access—lis ks iﬁ‘o IPv6 1‘?@
3000~3499 |77 EARYA
k
IPv6 $iL5E
3500~3999 |77t ARYA
k
2535 Ny £ FETAVEY
dynamic iﬁ;ﬁié{;y EHT 55 dynamic NP ENAN))
SR ° TR
7 D AN P g - | .
{ permit | deny } ?;Ef’;?ﬁ REF AR 2R ‘permit EaEIN=T R ‘ BWEA AT
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‘deny |K§$EU§T$|
. Cisco’s GRE
sre tunneling
) ICMP (IPv4 $E5E
P 2 2 )
ICMPv6 (IPv6 f&
icmpv6 |HET Z7& AU AR
. A =13= 2 AN E A= N= Vi 15D e
% N
AEIN=Y 52 BN T ‘ip |IP BMEA AT
lipinip [IP kb
tep  |TCP
udp  [UDP
0~ PARIN=I: =
255 ¥R
NG A=K (TR ARR—
any HRE) T 2T EBET S |any -
Bl any"E A ILET,
\;é Ebp L M= — - = > <~ —p I
BIREPTI mrriustizLat, [P 7RUARR EWR A
% 5% Wildeard EE LT L AR R E 3572
e IT. Wildecard v 22245 ELE [IPvd 7RL 2T BT
<A
R
5% 1P TRLA 5357 RL AR ELET, IPv4 7KL AJE B A
o ) SEET R AEHFFTEE 5729
;Ejﬁ Wildeard = - \\ildeard = 22245 ELE  [1Pva 7RL 2JE BT AT
j‘o
IPv4 §EEET 7B AU ARNT, 242
host T/ BT R AL LU THRART R |host -
LVAEIRET DL IO ET,
BB IC IPv6 7L |E(BIT IPV6 T L7 4w AR E . ! s |l
TN LET IPv6 7'V 7 4o 7 AFE BIEAS AT
%0, e %0, e I A FETE o e .
SE5E IPv6 7L |BE5E IPve L7 o 7 AZFREL IPv6 FLT s 2 MR
AT A ES
HEETED ICMP 247
administratively—
. o PR prohibited
FuhzLEK ST iemp FFEEL 2T ICMP
ICMP 247|748z, %#5:29% ICMP % | [alternate-address oy
70;8#573—’L’ij‘0 ‘COHV@I‘SiOl’l_eI‘I‘OI‘
\dod-host-prohibited
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‘echo

‘echo—reply

general-parameter—
problem

‘host—isolated

host—precedence—
unreachable

’host—redirect

‘ho st—tos—redirect

‘host—tos—unreachable

‘host—unknown

’host—unreachable

‘information—reply

‘information—re quest

‘mask—reply

‘mask—request

’mobﬂe—redirect

‘net—re direct

‘net—tos—redirect

‘net—tos—unreachable

‘net—unreachable

’network—unknown

‘no—room—for—option

‘option—missing

‘packet—too—big

’parameter—problem

‘port—unreachable

‘precedence—unreachable

‘protocol—unreachable

‘reassembly—timeout

’redirect

‘router—advertisement

‘router—solicitation

‘source—quench

‘source—route—failed

’time—exceeded
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‘timestamp—request

‘traceroute

‘ttl—exceeded

‘unreachable

ICMPv6 Z A~
(IPv6)

b))% 5T icmpve &R E
L7258, 5L 3% ICMPv6
AATHIRELET,

ICMPv6 51~

’address—unreachable

administratively—
prohibited

‘ dest—unreachable

‘echo—reply

’echo—request

‘erroneous—header—ﬁeld

hop-limit-exceeded-in—
transit

‘multicast—listener—done

‘multicast—listener—query

’multicast—listener—report

‘neighb or—advertisement

neighbor—solicitation

no—route—to—destination

‘packet—too—big

’parameter—problem

‘port—unreachable

reassembly—time—
exceeded

‘redirect

‘router—advertisement

’router—solicitation

‘time—exceeded

unrecognized—next—
header

‘unrecognized—option

ICMPv6 ZA 7 fiti (0~
255)

4TD

ICMPv6 #A

7

N—NaE M

R—rFEEH#HFHATHRET 57
DIz, K=Ktz ELET,
et It AT 254, fHET

o [ETBE=b
RIS

ETOR—K
(ARERRE 72

L)
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134

DI — P TR BRI F
nNEEA,

gt

friE B —
BEYRE E—
ME B4

EET A
FEO/PE i~k
FEN A

neq

FeiE T B —
BLSOR—1E
BAAR

range

A—bhOHHER
ET D

TCP R—h &5

ZFabha)L T ltep AR ELTE A
2, X5 ETAH TCP AR—hE =
HEELET,

'TCP H— & &

‘bgp

‘ chargen

’cmd

‘ daytime

‘discard

‘domain

‘echo

IGXGC

‘ﬁnger

o

‘ftp—data

‘ gopher

’hostname

‘ident

‘irc

‘klogin

lkshell

‘login

Ipd

‘nntp

‘pim—auto—rp

’popZ

‘popB

‘smtp

‘sunrpc

‘syslog

2TO TCP
K
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‘tacacs

‘tacacs—ds

talk

‘telnet

’time

‘uucp

‘whois

‘ WWW

TCP AR—hE&7 (0~
65535)

UDP R —h& 5

ZahmyLCudp R E LT
BT, X535 UDP AR—1E&
FERELET,

UDP R—h& 5

Ibiff

’bootpc

‘bootps

‘discard

‘dnsix

‘domain

’echo

‘isakmp

‘mobﬂe—ip

‘nameserver

’netbios—dgm

‘netbios—ns

‘netbios—ss

‘ntp

‘pim—auto—rp

’rip

‘snmp

‘ snmptrap

‘sunrpc

‘syslog

’tacacs

‘tacacs—ds

talk

‘tftp

’time

‘who

4T UDP
R—NE 7=
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136

xdmep

UDP R —hE = (0~
65535)

precedence—
value™

precedence-value Z % ELFET,

o

~T7

B WA AT

precedence—

named-value™

precedence—named-value %% /&

L/ij‘o

routine(0)
priority(1)
immediate(2)
flash(3)
flash-override(4)
critical(5)
internet(6)
etwork(7)

il iy

B WA AT

tos—value™

tos—value Z % ELFET,

0~15

BN TT

tos—named-value

tos—named-value X EL £79,

’min—momentary—cost(l)

‘max—reliability(Z)

‘max—throughput (4)

‘min—delay(8)

B WA AT

dscp-value™

dscp—value Z#% ELET,

BN TT

dscp—named-—
value™

dscp—named-value 3% EL £
£

ef(101110b)
b000000b)
af11(001010b)
af12(001100b)
af13(001110b)
af21(010010b)
af22(010100b)
£23(010110b)
af31(011010b)
af32(011100b)
af33(011110b)
af41(100010b)
af42(100100b)
af43(100110b)

B T

BT

ip—flag-value™

ip-flag-value Z3& ELE7 ",

0~3, HL<IE, 0~3:0~3

(DANK T —R~<A7)

BN AT




FOEXYX F

oo

0~63, HLLIE, 0~63:0

T2 BT AN Ry Uy

MIFRERLEE A,

tep—flag-value™ |tep—flag-value Z&% EL£7, ~63 (VAWK —R~A | HIEARA]
7)
e 0~255, HLLIL, 0~
;c;&iﬁec class t;afﬁc class—value X E L% 955:0~255 (T A /LR —  |[BHEA ]
’ RN~ 22)
flow—label ‘ﬂow—label ERELET, ‘0’\*1048575 A A AT
PN NTANE) T RERBIZES
TREY M ITHAALD) Iy R LT
INTIRII, TANEZN o Tas T TANEY T
log oSN ET, log a7 % siEkL
¥ dynamic f8EDH G, FHEL ES VN
T B T AN 2 ey N LTy
MIFEERL A,
HEHEHREL T74 2L
T N SANS R TR RLE
count bk count AT
¥ dynamic f8EDL G, FHEL FH A,

xR REL ip access—group TRIEEATIT 72 access—list IZXL T, &K 1024 =RV
SEE SR T 1024 =N
ipv4, ipv6 DX FIEL | EB 2K THRK 1024 =K

A —T7 = —AEOHKIRES | EE LA THRRK 1024 =N

XK INODNRIA—FETANZY T THERT LRI TEEEA,

REZITHEWER

access—list 2 L7 EZ A FH T A,

be=ss—r¢

HEARREET—N
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Iaccess—l ist remark

TR AVANMIRI LT, AN REIR T HIENTEET,
SR L= AT show access—list THERSNET,

refresh I< > RRRICH /0B~ RTY,

F80:V01.02(00) LA[EH v —
F100:V02.06(00) LA[&+HHR—

192.168.100. 1 Ao DT7 VLR ZEEELTWDHA A U L EMFITD

| EXdR
Router (config) faccess-1list 100 remark Reject access from 192.168.100.1

Router (confiq)

| ERPAs =
access—|ist <access-list &FS> remark <3XF>

B i52—5
INT A—4 BEABR % 7E &6 HBRERFDIE
AANNERT BT 7 RAYAMEGEAREL || 000 WA

access—list T S
T aA N AN LET, 2493?111?2* A WA AT
T, i

% :access-list FA DX ESFICEL TlX, access—list v RESHL TZEWN,

| B
HAREE—N
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N—T/INw o428 Tt —IDHTE

| V=910 80— ADRTE

| v —Fvoqos01—208%

I interface loopback

N—=T R I A BT 2= AR TEET—RIZBITLET,

Baen1 v—TnNvs1 s s—RBEE—FIBALET.

Router (config) #interface loopback 1
Router (config-if loopback 1)#

EESAN &

interface loopback 1

IN%%—@
PTG A— B FI) EH A,

bexs—+¢

EABET—R
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I ip address

N—T NI A BT 2—AD IP TR A ELET,
P72y b~ 2A71% . HEIFIIC 255.255.255.255 | ZER ESHLET,

Besm L —F R ys0 IP7FLRE192.168.0. 1 18%T 5

Router (config) #interface loopback 1
Router (config-if loopback 1) #ip address 192.168.0.1

|:7>F%ﬁ

ip address <IP 7 KL X>

I NG HA—4
INTA—4H BEAR BREEE | HEEREOE
. ABT 2= ZEYTHIP TRUAEZHREL [IPva TRV A |
P 7RLA Iy o BMEATA]

Loosrezabuuga

J—T R AR T 2 — AT P T RUARE) Y THILEE A,

| EREs

=T N TA AT 2 — AR ET—N
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N—TIWNw o422 TT—ID

i—d

2R AE

I ipv6 address

T IR AT 2—AD [Pv6 TR A (T a—r3 LU a—hV) AR ELET,

Vo ra—d VT R AZFRE LT3 51%. EU-64 TGV 7a— AL T RUZR HE TRRES
nEI,

FITELnet-F S U—RTliE, 1ODALEZ T =—AT4>D 7 a— )L T RUREFEET AT LN TXET,

D FLor oo R 200211004 /64 EUI-64 A TIEET %

Router (config) #interface loopback 1
Router (config-if loopback 1)#ipv6 address 2002:1004::/64 eui-64

Bstme Uooo—nL7 FLRE, fe80: 1 ISBET D

Router (config) #interface loopback 1
Router (config-if loopback 1) #ipv6 address fe80::1 link-local

o> rest

ipv6 address { <IPv6 7 KL-A> link-local | <IPv6 L 71 w4 ZX> [eui-64] }

B i34
INS A—4H BRENR R B HREBFDIE
17> - I/ ~ I:n—‘—.: ~ ;
IPv6 TRL % IPv6 V27— /LT RL A ELE IE}/G TRUAE BT
T 2V

, Vo ra— AT RLATHhHEAE | "
link—local %Li'ﬂ—o VT OGS link—local BAWEA T
IPv6 7' L7 4 . i IPv6 7L 74y |

%% A . N
e IPv6 7 V7 47 AERRELET, DA HMEA ]

BUELIH AT R

. EUI-64 T/ a— )L T RL A% ‘ — LT RLAELT
eur ot e AR ELET eui~64 EALEEA, RAT
AX D7l T (—TH 5 JA%¢57QI/74)‘\/7
ANZDIFEHLET,

BRIV 30 =N (FEELE)

foozesabuuse

=T IR I A BT 2= ATIE, IPv6 TRUANEIN Y THNFEE A, 72720, PD ZfEHL CTA
H— R "G T A AT RTEOLEIIHVET A,

fsxes—r

=T N JA AT 2 — AR ET—N
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| 20 tDHEE

| cLoERIcET 318

Ialias

KT T Ha~ R, RS TCANNIA o~ R, alias <0 R CHEE L TBERL CTREET,
ZOa=w Rt ANGE T LIRS THEGNTRDE4,

IEQEWH show interface lan 1a< > KM alias &%, “shlan”" &9 %,

Router (config) # alias shlan show interface lan 1

B~ rest

alias <alias &> <a<w v k>

| K5 A—4
INSA—4H BREAR RESEE | HEREFDIE
alias 44 av U REM LT D04 R - B WA ]
o< R BT~ R - 255

foozesabuuse

A< ROEMIIEH TEEE A,

lescozsnm
HE1: FITELnet-F 2V —XDa~F# alias 4 (2 H LN TLTEE 0,
[REEL TV 720
alias save save /var/cardla/config/boot.cfg
“save” LV )WL R4 FITELnet-F LV —RADa<w R ThhHT, ZOIINTFHEEL TUIWT7R0,

HE2: 9 CITREL THD alias D~ R4 % alias £ 1M FH L7aWTLTEEW,
[FRELTITWT 20 ]
alias aaa bbb
alias bbb aaa

“bbb” LUV R4 LT TIT alias BERSNTNDT2D |, ZOIDNTHEL TUIWT20Y,
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D DHEFE

Idescription

A BT 2 — A K LT, AANERRIR T AZENTEET,
SR L= 1T show interface THEIRSNVET,

refresh I< > RRRICH /0B~ RTY,

F80:V01.02(00) LAR&HR—k
F100:V02.06(00) LL[&HR—k
F1000:V02.06(00) LAf&HR—k

Dsss1 S1vL7vT1v 8R4 M ERTS

Router (config) #interface dialer 1
Router (config-if dialer 1) #description backup line

I:va%ﬁ

description <3XF>

f i35
IS A—~ BRERE SRR HEEEEDIE
S A MEANLET, [240 THFETO N 5T, 05 [EWR T
B

LAN A2 R 7 = — AR EET—R

PPPoE A2 27 = — AR EE—R

EWAN A2 Z 7 = — AR EET—R

VLAN AV BT = — AR EET—R

HAXNT T AR T 2 —AFKTEET—F (F100 D L)
[Psec A2 X7 =— AR EET—R

J—T N I AT 2 — AR TET—R

R HNA BT 2 — A ET—R
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I shutdown

REERLIZEETALE T 2 — AEAZ LSS B ITRRELET,

refresh 2~ R ICH N2 Ha~ 2 R TT, (VLAN AL X7 2— AR EE—RDHR)

Baasemii AN A8 D — 2RI TE A UMRRECT S

Router (config) #interface lan 1
Router (config-if lan 1) #shutdown

|:7>F%ﬁ

shutdown

I/\"%%—’Sl

INTA=HIHVEE A,

Loosezabuuga

AET = —ADME I ATRE T,

| B

LAN AR 7 =— AR EET—N

EWAN A2 X7 = — AR EET—R

PPPOE A2 27 = — AR EET—R

BRI A2 # 7 2— A EE—R (F100 D &)
HAXNT T AR T 2— A TETE—R (F100 D)
VLAN A2 BT = — AR EE—NR

N RNA BT = — AR EET—R

744
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I hostname

Tuar TN ELET,
ZOa<w Rt ANGET LIRS CHENTR0 4,

refresh I< > RRRICH /0B~ RTY,

| B P A Al M v

Router (config) #hostname F100#1
F100#1Router (confiqg) #

|:7>F%ﬁ

hostname <70 > 7 FXF5>

| NS A—A
INT A—4 BHARES R B HBHREDIE
o o D o o ™ =L L O) I -
Tar TN | T ar I NE T AT AR ELET, f;;j g B NEAT]

foozesabunsgea
"Router” &720 7,

| RN

HAREE—F

145



[Psec iy 70— F/x> F)L—4% FITELnet-F =) —X"

R RDEY 1

flow-cache ip

I NHREE | flow vyt 2 O CERIZFITLET,

refresh 2~ RRICH IR DT~ R TT,

Bamm flowrvysazgmLay

Router (config) #flow-cache ip disable

|:7>p§ﬁ

flow-cache ip <Fx v v 18&E>

B i52—5
NG A—H BRERAE BEEE  HEEOE
flow %> 220 EIN DI EELET,
FyviaZkE |lenable |flow ¥y aZFGRTTD Zl'qal;lle BWEAS AT
isable

disable |flow ¥y 2% W35

foozesabuuse

flow i’\’"\?‘yt\/lé{ﬁﬂﬂ Lij_‘o

exs—r

AR EE—F
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E ]
A

aaa enable......................... 391
888 MY NAME. . o vttt 392
444 PEeTr—NaMe. .. ....ooviveneennnnn. 394
access—list............... 96, 249, 728
access—list remark................. 738
action—map........... 27, 118, 309, 588
add ip route.......... . ... 563
address......... ... . . i .. 555
address—pool enable................. 60
address—pool ipv6............... 18, 61
aggregate—address.............. 95, 206
alias.. ... ... . 742
alive. ... ... 427
allocate—address................... 488
always—up check—interval........... 429
AN 37@NCT . vt ettt e 430
am—3—initcont...................... 431
anonymous—call accept.............. 623
anti-replay........... ... .. 397
area authentication................ 179
area default—cost.................. 169
area export—list................... 170
area import—list................... 171
ATEA NSSA. .ttt eiii e it 172
area TaNge. .. ..ot 174
area shortecut...................... 175
area stub.......... ... ... ... ..., 176
area virtual-link.................. 198
area virtual-link authentication... 199
area virtual-link authentication—key
................................ 200
area virtual-link dead-interval.... 201
area virtual-link hello—interval... 202
area virtual-link message—digest—key
................................ 203
area virtual-link retransmit—interval
................................ 204
area virtual-link transmit—delay... 205
authentication..................... 339
auto connect.........uiiiiiiiina.. 624
auto—cost reference—-bandwidth...... 194
B
bgp always—compare—med............. 207
bgp bestpath as—path ignore........ 210
bgp bestpath compare-routerid...... 212

bgp bestpath med missing—as—worst.. 208

bgp default ipv4-unicast........... 214
bgp default local-preference....... 217
bgp log—neighbor—changes ........... 215
bgp router—id........ ... ... ... .. 216
bgp scan—time...................... 218
bridge—group......... ... ... 721
C
callback........... ... ... . ... ..... 625
callback requestnumber ............. 627
callback—responsetime .............. 628
callback-waittime.................. 629
called idle—timeout ................ 630
caller.... ... 631
calling—number ..................... 632
check interface status............. 545
check ip—diemp......... ... 544
check vrrp status vrid............. 546
class............ .. 121, 312, 601
classmap............ 26, 113, 303, 581
clear ipsec—session isakmp—policy .. 565
compatible rfelb83 ................. 193
configuration mode ............ 395, 432
configuration mode application—version
MESSALCEC. e eeeenn 380, 434
configuration mode application—version
push....... ... . 381, 435

configuration mode(isakmp polcy) ... 376
configuration mode(security-

association)............ ... 378
console exec—timeout............... 525
crl-optional .......... .. ... .. 417
crypto ca identity.................. 34
crypto ipsec—log.................... 38
crypto isakmp policy................ 35
cryptomap................ 36, 398, 399
crypto security-association.... 37, 436
D
dampening disable.................. 547
dampening—-parameter ................ 548
ddns—client ........................ 509
ddns-server accept—fqdn type....... 505
ddns—server enable................. 507

ddns-server logging address—changes 508

default—information originate . 92, 140,
159

default-metric................ 142, 160

default-router..................... 485
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description.... 511, 549, 562, 566, 743

dhcp—client retries infinitely...... 54
dialer flets......... ... ... ... ... 634
dialer interface................... 635
dialer map......... ... 636
distance............ 144, 161, 219, 220
distance ospf....... ... ... 163
distribute-list................ 89, 146
dns—server.............. i, 483
domain—name........................ 482
drop. v oo 589
E

email.......... i 418
email body false-to—true.......... 567
email body true-to—false.......... 568
e-mail subject..................... 569
eNCTYPLION. v vttt ettt e 340
event match-any.................... 550
event—action.......... ..., 23
event—class............... 22, 543, 580
eVeNtMaAD. v v v ettt e e et 24, 579
F

flow—cache ip.......cvviivnnno. .. 746
forced disconnect time............. 637
ftp—server exec—timeout............ 526
ftp—server shutdown................ 527
G

o8 o010} o 341

hash...... ... .. i 342
hostname...............ciiiiin.n. 745
hosttable.......... ... ... ... ..... 490
http—client........ ... ... ... . ... ... 40
http—server authname............... 530
http—server authtype digest........ 531
http—server digest—auth nonceage... 532
http—server shutdown............... 533
/

iecmp—class...... oo, 25, 554
idtype—pre......oouiiiinnn. 343
idtype=—rsa.....covviiiii 344
igmp—proxy disable—upstream........ 571
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