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1. V—=H0SDA L HTx—R « AT THRE
JL—2% QS T. container enable =° container-use O 7 4 FREEITWET, Litry hU— %
AIZB DR AREED a7 4 TR FITRLET,

|

container enable —aAVTFTDH—ERZHHICTBHERE
|

ip route 0.0.0.0 0.0.0.0 100.1.1.1 <—FTI7A4ILFIL—FZCGWIZEETE
ip nat list 1 172.1.1.0 0.0.0.255 «172.1.1.0/24 % list 1 LEE
ip nat list 2 11.1.1.2 0.0.0. 255 —11.1.1.0/24 ZF list 2 L
|

interface GigaEthernet 1/1

vlan—id 1

bridge—group 1

channel-group 1

exit

!

interface Port—channel 1

ip address 172.1.1.1 255.255.255.0

exit

!

interface GigaEthernet 1/1.1

vlan—id 11

bridge—group 11

channel—-group 11

container-use —aAVTFHIHREBAUATI—REHTE
exit

!

interface Port—channel 11

ip address 11.1.1.1 255.255.255.0

exit

!

interface GigaEthernet 1/4

vlan—id 8

bridge—group 8

channel-group 8

exit

!

interface Port—channel 8

ip address 100.1.1.2 255.255.255.0

ip nat inside source list 1 interface —list 1. list 2 [CEENBDEETTRLAE
ip nat inside source list 2 interface AR ITI—ADTELRIINATE#R T S
exit
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end
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JL—%4 0S8 @ CLI LT [container start] =~ REFEITL, 27 FEREL #4721, [container
attach] =2~ FTa T FTRENDO Y =L 2ifd) L £,

2-2) Ry NU—IRET 7 A N Otk
o 7 BB Clete/metwork 7 4 VAP ROy MU — VR IET 7 A /L (interfaces) it L, /L —%
OS MO E THAR EN7="eth11ICT7 FLAREEZITVET, U FICHRERZ 7L ET,

auto eth0
iface ethO0 inet dhcp
auto ethlt —)L—R0SEIDHZRETCERINTI-HEIF
iface eth11 inet static
address 11.1.1.2 —IP address&11.1.1. 212 &
netmask 255.255.255.0
gateway 11.1.1.1 —gatewayZ )L—420S(11.1. 1. 1) I[ZERF

2-3) BOEB
X E . [lete/init.d/metworking restart] =~ R CERELE NI H T X0,
=2 T FREOEE) HFIEOFEMIEI = v 7 PRHRRE O HiE]o[1.4.2 7 FEREEOEE)] & [1.5.1.
v VRS & RESEOFMIT [1.6.a T FREORy b=V 8RE] 2 TBBMIIES 0,

L

3. /L—% 0OS ® port monitor container &% IE
JL—% 0OS T port monitor DFEZITV, E=F U 7 R— % container I[ZFE L £7,
AFEOFER TiL Gigal/d # X 7 — L ET DT, [port-monitor mirrored gigaethernet 1/4] T3 77— —
k DFE Z 1TV, [port-monitor monitor container] TE=4 U 7 /R— K % container |Zi%E L £79°,
E L7215 HIE [show port-monitor)] THEE TE £,

#port-monitor mirrored gigaethernet 1/4

#port-monitor monitor container

#

#show port-monitor

[Current state]
mirrored port(ingress): 1/4
mirrored port(egress) : 1/4
monitor port: container
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softflowd A% — |k
B/ NT A =2 Z4RE LT softflowd Z&E) L £, Bl iE, NetFlow D=2 a2 %9, b7 I
MHRDA X T 2 —A% eth0, 2L 7 ZDIP T R A% 200.1.1.1, A— & 5% 5141 ([T E L TEMES
L5 E. WOFIREZAIT-> T TEENY,
4-1) /etc/init.d/ 7 7 LA ICBEI L T 2 &0,
4-2) v, -i, nOA T a EDIFT softflowd ZHE L T 72 S0y,
softflowd -v 9 -1 ethO -n 200.1.1.1:5141

EEf%, =775 Gigal/d A— R & #EH L T NetFlow /X7 > NOBUEDRBGSNET, 2L 27 X T

ZETETWVDOINTHER T IV,

softflowd 1% S
lete/init.d 7 A /VABL R CRiLOa~ 2y REFATLTC, BHERTHZ N TEET,
softflowctl statistics - #HEHEM A MR TE £,
softflowetl dump-flows: -+ expire FHDO 7 B —DIFREZHERTEET, K70 —IFROKBICR RS
L 5”EXPIRY EVENT for flow xx in xxxx seconds”?’ expire &£ TOF% Y K¢
<9,
softflowd (£ 7 7 —®D%{g~NetFlow /X7 > h & LTa L 7 Z~EETLHE T, TiOOO@DIRIZALEE %
TWET, Eita~vry FORRTENENTRRO L O IZEL £,

softflowd #LEH avr FORMR

O 7u—%F=%1Y 7K | -softflowctl statistics”®”Number of active flows” % I
— hKVEE - softflowctl dump-flows (Z 7 v —{f#H & £~

@ 7u—7—%%Xv v | - softflowctl statistics”®”Number of active flows” % £ £F
= (expire ¥ 5H) - softflowctl dump-flows (27 v —{FH &2 T~ (fikke)

@ Z7u—F—X) expire L | - softflowctl statistics”®”Number of active flows” % J& 4
725, NetFlow /37 v k| - softflowctl statistics”?”Flows expired” % 1%
ELTavry s - softflowctl statistics”?®”Flows exported” % NN

- softflowct]l dump-flows 7> 5 7 7 —{& i % Hl bR
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/etc/init.d # softflowct| statistics

softflowd[954]: Accumulated statistics since 2020-02-27T708:47:34 UTC:
Number of active flows: 6

Packets processed: 26986255

Fragments: 0

Ignored packets: 16 (16 non-IP, 0 too short)

Flows expired: 10 (0 forced)

Flows exported: 10 (10 records) in 6 packets (0 failures)
Packets received by libpcap: 26986327

Packets dropped by libpcap: 0

Packets dropped by interface: 0

Expired flow statistics: minimum average max i mum
Flow bytes: 272 858996850 2147492100
Flow packets: 1 1738861 4347150
Duration: 0.00s 399. 74s 1187. 06s
Expired flow reasons:
tep = 0 tecp.rst = 0 teop.fin = 0
udp = 6 icmp = 0 general = 0
max|ife = 0
over 2 GiB = 4
maxflows = 0
flushed = 0
Per—-protocol statistics: Octets Packets Avg Life Max Life
Unknown (6) : 8589966424 17388596 741.91s 1187. 06s
Unknown (17): 2080 10 171.62s 260. 665

/etc/init.d # softflowct! dump—flows

softflowd[954]: Dumping flow data:

ACTIVE seq:15 [20.1.1.10]:34449 <> [158.202.233.239]:5141 proto:17 octets>:164 packets>:1
octets<:0 packets<:0 start:2020-02-27T09:23:01.002 finish:2020-02-27T09:23:01.002 tcp>:00
tcp<:00 flowlabel>:00000000 flowlabel<:00000000 vlian>:1 vlan<:0 ether:00:80:bd:f0:5a:c2
EXPIRY EVENT for flow 15 in 210 seconds

ACTIVE seq:16 [15.1.1.1]1:34449 <> [158.202.233.239]:5141 proto:17 octets>:164 packets>:1
octets<:0 packets<:0 start:2020-02-27T09:23:01.002 finish:2020-02-27T09:23:01. 002 tcp>:00
tcp<:00 flowlabel>:00000000 flowlabel<:00000000 vlian>:0 vlan<:0 ether:00:80:bd:f0:5a:b8
EXPIRY EVENT for flow 16 in 210 seconds

ACTIVE seqg:4 [0.0.0.0]:68 <> [255.255.255.255]:67 proto:17 octets>:10846 packets>:34
octets<:0 packets<:0 start:2020-02-27T08:48:23.187 finish:2020-02-27T09:23:34. 478 tcp>:00
tcp<:00 flowlabel>:00000000 flowlabel<:00000000 vlian>:0 vlan<:0 ether:ff:ff:ff:ff:ff:ff
EXPIRY EVENT for flow 4 in 243 seconds

ACTIVE seq:2 [15.1.1.1]1:1 <> [30.1.1.3]:1 proto:6 octets>:1336592582 packets>:2705653
octets<:0 packets<:0 start:2020-02-27T08:47:34.610 finish:2020-02-27T09:24:31.070 tcp>:12
tcp<:00 flowlabel>:00000000 flowlabel<:00000000 vlian>:0 vlan<:0 ether:00:80:bd:f0:5a:b8
EXPIRY EVENT for flow 2 in 3600 seconds

ACTIVE seq:11 [15.1.1.11:1 <> [30.1.1.2]:1 proto:6 octets>:1862284658 packets>:3769807
octets<:0 packets<:0 start:2020-02-27T09:07:21.666 finish:2020-02-27T09:24:31.070 tcp>:12
tcp<:00 flowlabel>:00000000 flowlabel<:00000000 vlian>:0 vlan<:0 ether:00:80:bd:f0:5a:b8
EXPIRY EVENT for flow 11 in 3600 seconds

ACTIVE seq:14 [15.1.1.11:1 <> [30.1.1.1]:1 proto:6 octets>:1577078204 packets>:3192466
octets<:0 packets<:0 start:2020-02-27T09:17:15.194 finish:2020-02-27T09:24:31.070 tcp>:12
tcp<:00 flowlabel>:00000000 flowlabel<:00000000 vlian>:0 vlan<:0 ether:00:80:bd:f0:5a:b8
EXPIRY EVENT for flow 14 in 3600 seconds
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6. expire FFfijDOZH
7 —%%{E L THhD expire 75 F TORRIZ N7 v MEBEBEIZT 740 E TFREO L D IZRE ST
WET, ZNODfEIFtF Ty a L TRELEFETHZENTEET,
/etc/init.d # softflowct!| timeouts
softflowd[954]: Printing timeouts:
TCP timeout: 3600s
TCP post-RST timeout: 120s
TCP post—-FIN timeout: 300s
UDP timeout: 300s
ICMP timeout: 300s
General timeout: 3600s
Maximum |ifetime: 604800s
Expiry interval: 60s
2% F T2, Maximum lifetime % 60 FHIZE R T 555 IXRO FIEEZIT-> T E W,
6-1) /ete/init.d/ 7 7 L FICBEIL T X0,
6-2) softflowd shutdown =~ KT softflowd Z =1 LT 72& W (7. softflowd &1 ] DIHEA ZH ML
7ZEW),
6-3) softflowd -v 9 -i ethO -n 200.1.1.1:5141 -t maxlife=60 % 4T L . softflowd Z#EH L T 72 &\,

7. softflowd {5 ik
letc/init.d/ 7 4+ /L X B C [softflowctl shutdownl) =~ K&3179 25 Z & T softflowd #1=1E5 25 Z & 23
TEET,
*softflowd & &) L7214, BIDOSMETHE softflowd =~ > FEFATT D551, FFEATHIIC softflowd %
EIEL TR EW, BEIEETIC5ITT 5 & softflowd BN IEFEME L2 25 FHEMER H D 97,

2% . softflowd (https:/manpages.debian.org/unstable/softflowd/index.html)
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