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container enable

1

access—list 111 deny ip any any
access—list 121 spi ip any any

1

ip route 0.0.0.0 0.0.0.0 100.1.1.1

l

ip dhcp server—profile DHCP_SERVER_PROF
address 192.168.1.2 192.168.1.101
lease—time 3600

dns x.x.x.x

gateway 192.168.1.1

exit

I

ip nat list 1 192.168.1.0 0.0.0.255
1

logging buffer level informational

1

interface GigaEthernet 1/1

vlan—id 1

bridge—group 1

channel-group 1

container—use

exit

!

interface GigaEthernet 2/1

vlan—id 21

bridge—group 21

channel-group 21

ip access—group 111 in

ip access—group 121 out

exit

!

interface Port—channel 1

ip dhcp service server

ip dhcp server—profile DHCP_SERVER_PROF
ip address 192.168.1.1 255.255.255.0
exit

!

interface Port—channel 21

ip address 192.0.2.2 255.255.255.0
ip nat inside source list 1 interface
exit

!

end
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container configuration —AVTTEREE—FABIT

dns x.x.x.x —aAVTFIZEEET AINSH—NT7 FLRZEIETE
! BEKIZEDLE TINSH—NFEELTTIL
interface 1 (xxxxDEP5)

bridge—group 1 —Gigal/1EarTFethiBAEDIF 5N B

ip address 192.168.1.254 255.255.255.0 —IP address#192. 168. 1. 254[Z 5% TF

ip gateway 192.168.1.1 —gatewayZGigal/1(192.168.1. 1) [Z5&RE
exit

!
exit

!
end

3. Squid OFRE & FLE)

PLFOFNET Squid DR E & BN 21TV E T,

1) a7 FREA~BAT
JL—% 0S @ CLI ET [container attach] =2~ R Ca T HRENO Y = LV ZEEIL 9,

2) Squid FHZITT KL A/R— M E
2 27 FERER Tlete/squid 7 4 VA B F DR E T 7 A /L (squid.conf) % L. “http_port 3128” & 7L
FHENTWAEFTZ, “http_port 192.168.1.254:3128”(CE&#az £9, 29952 LT, squid 87 7
AT b DY 7 2R MR ST R ALR— )Y 192.168.1.254:3128 ICXE SN ET,

(HTTP. HTTPS ¢ b Z D7 KL AR — FEETRBLZIT AlHE

# And finally deny all other access to this proxy
http_access deny all

# Squid normally listens to port 3128
http_port 192.168.1.254:3128 —aVTF7 KL XR(192.168.1.254) %BEC

# Uncomment and adjust the following to add a disk cache directory.
ttcache_dir ufs /var/cache/squid 100 16 256

3) Squid EZ#E
[service squid start] =2~ K C squid Z&EE L £7,
Squid |32 & ENFIL stop RETT O T, HEEFEEICa 7 T FEHE) L7-FBIE [service squid start]
A~y FCHERE AL L 720 £7,
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5. Squid 7 7tEAr
o 7 BB Clvarflog/squid 7 # /L ZBE KD accesslog N7 7 A 72720 £9, squid L TT 7
ALK, 727 B A A MEOKERNFERINTOET,

" # cat /var/log/squid/access.log

1624520116.876
1624520117.370
1624520117.900
1624520117.975
1624520117.976
1624520117.977
1624520118.432
1624520118.436
1624520118.439
1624520118.929
1624520118.929
1624520118.930
1624520118.930

21 192.168.1.101 TCP_MISS/200 345 GET http://detectportal.firefox.com/success.txt? — HIER_ DIRECT/34.107.221.82 text/plain
1545 192.168.1.101 TCP_TUNNEL/200 5470 CONNECT mtalk.google.com:443 — HIER DIRECT/108.177.97.188 -
0 192.168.1.101 TCP_DENIED/403 3839 CONNECT mtalk.google.com:5228 — HIER NONE/- text/html
60 192.168.1.101 TCP_MISS/500 388 HEAD http://qzrppjbjgh/ — HIER. NONE/- text/html
60 192.168.1.101 TCP_MISS/500 388 HEAD http://omdwyemykabkk/ — HIER.NONE/~ text/html
61 192.168.1.101 TCP_MISS/500 388 HEAD http://ozxwfraoaabopx/ — HIER_.NONE/~- text/html
37 192.168.1.101 TCP_MISS/500 388 HEAD http://kydatsnvet/ — HIER NONE/- text/html
40 192.168.1.101 TCP_MISS/500 388 HEAD http://toszxbbjyi/ — HIER_NONE/- text/html
42 192.168.1.101 TCP_MISS/500 388 HEAD http://fxknfsvfayz/ — HIER.NONE/- text/html
863 192.168.1.101 TCP_TUNNEL/200 859 CONNECT fonts.gstatic.com:443 — HIER DIRECT/216.58.220.131 —
1028 192.168.1.101 TCP_TUNNEL/200 3375 CONNECT www.furukawa.co jp:443 - HIER DIRECT/18.176.183.51 —
1029 192.168.1.101 TCP_TUNNEL/200 19224 CONNECT www.furukawa.co.jp:443 — HIER_ DIRECT/18.176.183.51 —
624 192.168.1.101 TCP_TUNNEL/200 1485 CONNECT www.google—analytics.com:443 — HIER DIRECT/172.217.175.46 -

6. Squid 28k rTEE/ R Y A4 T b

Squid IX. T 7 #/V DO E T 192.168.0.0/16 7% localnet E WHIXLRTT 7 AU A M BEEINTE
Y . "http_access allow localnet”®7 C localnet TH&k X417 192.168.0.0/16 # Z e A NN T 7 AT 5
ZEEFHFALTVWET (THO, @), T07® 192.168.0.0/16 DX T —2 DU T4 T o k&P
HGEICIERFICREDBIMETL /2 7 7 B ANAHETT, £72, http(F— F &5 80)X° https(K— ~ &5 443)
DT T EALT 74N P THARRLEZRS>TVET (FTRO, @ZH),

PR DR A MR — FEFZIRE, F72IEFF v O % LT 726 i3 ete/squid 7 #+ /L ZBL N O IE 7
7 A/ (squid.conf) ZEXMZ DI L THIGT DI ENTEET, RELF%IL, [service squid restart]
TREZKBELTFIV,

~ # cat /etc/squid/squid.conf

#

# Recommended minimum configuration:

#

# Example rule allowing access from your local networks.
# Adapt to list your (internal) IP networks from where browsing
# should be allowed

acl localnet src

0.0.0.1-0.255.255.255 # RFC 1122 “this” network (LAN)

acl localnet src 10.0.0.0/8 # RFC 1918 local private network (LAN)
acl localnet src 100.64.0.0/10 # RFC 6598 shared address space (CGN)
acl localnet src 169.254.0.0/16 # RFC 3927 link—local (directly plugged) machines

acl localnet src

172.16.0.0/12 # RFC 1918 local private network (LAN)

lacl localnet src

192.168.0.0/16 # RFC 1918 local private network (LAN)

acl localnet src fc00::/7
acl localnet src fe80:/10

acl SSL ports port 443

C 4193 local private network range
# RFC4291 link—local (directly plugged) machines

(1)192.168.0.0/16%localnetD BT

TR A SR

[acl Safe_ports port 80 | # http
acl Safe_ports port 21 ‘N
lacl Safe_ports port 443 |« H#-hdt

@3E S R—k &ELT80(http)X2443(https) %

T TTLLYS

acl Safe_ports port 70
acl Safe_ports port 210

# gopher Safe_ports D ZFTT IR A& TR

# wais
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acl Safe_ports port 1025-65535 # unregistered ports

acl Safe_ports port 280 # http—mgmt

acl Safe_ports port 488 # gss—http

acl Safe_ports port 591 # filemaker

ac| Safe_ports port 777 # multiling http

#

# Recommended minimum Access Permission configuration:
#

# Deny requests to certain unsafe ports
[http_access deny !Safe_ports | «——— 3)Safe_ports ZERLUSN DR—b 7ot X %HI R

# Deny CONNECT to other than secure SSL ports
http_access deny CONNECT !SSL _ports

# Only allow cachemgr access from localhost
http_access allow localhost manager
http_access deny manager

# We strongly recommend the following be uncommented to protect innocent
# web applications running on the proxy server who think the only

# one who can access services on " localhost” is a local user

#http_access deny to_localhost

#
# INSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS
#

# Example rule allowing access from your local networks.

# Adapt localnet in the ACL section to list your (internal) IP networks

# from where browsing should be allowed

|http_access allow localnet |<— @localnet ZEFRA DT U A%EFH
http_access allow localhost

# And finally deny all other access to this proxy
http_access deny all

# Squid normally listens to port 3128
http_port 192.168.1.254:3128

# Uncomment and adjust the following to add a disk cache directory.
#cache_dir ufs /var/cache/squid 100 16 256

# Leave coredumps in the first cache dir
coredump_dir /var/cache/squid
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#

# Add any of your own refresh_pattern entries above these.
#

refresh_pattern “ftp: 1440 20% 10080
refresh_pattern “gopher: 1440 0% 1440
refresh_pattern =i (/cgi-bin/[¥?) 0 0% 0
refresh_pattern . 0 20% 4320

T #

7. Squid X— v 7 FEEE
TREOBREEITH>ZET, 7747 8 PC o077 AR L Squid TX— v 7i8GEEITH 2 & %
TEET,
1) squid.conf (ZX—3 v 7 FREFRE & 180
a7 FEREE Tlete/squid 7 4 VX ELTFOIE 7 7 A /v (squid.conf) Z#EE L. ” http_access allow
localnet” & Flak S AL TV DATORNE FRERE LB L £,

# Example rule allowing access from your local networks.

# Adapt localnet in the AGL section to list your (internal) IP networks

# from where browsing should be allowed

auth_param basic program /usr/lib/squid/basic_ncsa_auth /etc/squid/passwords
acl authenticated proxy_auth REQUIRED —EXTEEM
http_access allow authenticated
http_access allow localnet
http_access allow localhost

2) N—Vy IHAHADOT B NIRRT — REFRE
AT FTRETUTFTOavy REFIT L, X—Y o ZRGEHO T I o M RAT—REZRELET,
WBITIET T FE"test” & L/RA T — K& 7secret’ il L CWET,)

~ # htpasswd —c¢ /etc/squid/passwords test —test&ELNDITHO U MEERL
New password: —secret EA N

Re-type new password: —351E secret EA S
Adding password for user test

T #

“test’ LNV T AT Y RAMERR STV A TR~ KT passwords 7 7 A VOHH ZRER L ET,

" # cat /etc/squid/passwords —THAIVEDEETE SN T-HhFEER
test:$apr1 $B.kOHWcF$IrwNJyGZiZFY OpjxxBVAZz0 —testELNDITHOUIDBERLEINTLNVS
~#

3) squid FFELHE)
[service squid restart] =~ KT squid ZHEE L £7,
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04
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3-2
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