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1_Jaccess-list 100 permit udp any eq 500 192.0.2.1 0.0.0.0 eq 500 VPNTREAT 5/ e REFAIT 5T EBIT DEE
2 |access-list 100 permit 50 any 192.0.2.1 0.0.0.0 VPNTEAT 5/ v ZEHRAIT BT/ 3 T DEE
3 |access-list 111 deny ip any any FEILIIBIVTDERTE
4 |access-list 121 spi ip any any SFBEINE) T DETE
5 |t
6 |ip route 0.0.0.0 0.0.0.0 192.168.0.1 Default#Z ER(FW#E H)
7 |ip route 192.168.1.0 255.255.255.0 tunnel 2 Hl g3 L ANSE T Static#RE&( IPsec Tunnel#2E )
8 |ip route 192.168.1.0 255.255.255.0 null 0 250 IPsec TunnelZ DU BFICHLELANSE T/ b EFEE T HERE
9 |1
10 |hostname CENTER
11 |t
12 _|crypto ipsec policy P2-POLICY IPSECTRY S —DERE
13 | set pfs group14
14 | set security—association lifetime seconds 28800
15 | set security—association transform—keysize aes 256 256 256
16 [ set security—association transform esp—aes esp—sha256—hmac

All Rights Reserved, Copyright(C) FURUKAWA ELECTRIC CO., LTD. 2020


https://www.furukawa.co.jp/fitelnet/product/f220/technical/detail/FITELnet_LBO_lecture.pdf

17 | set mtu 1454

18 | set ip df-bit 0

19 | set ip fragment post

20 |exit

21 |!

22 |crypto ipsec selector SELECTOR VPNtELYEDRTE

23 | src 1 ipv4 any

24 | dst 1 ipv4 any

25 |exit

26 |!

27 |crypto isakmp keepalive KeepAlivet#aeE L TS HDPDDEXTE
28 |logging level informational VPNEEEER DML O EETHRE

29 |crypto isakmp log sa

30 [crypto isakmp log session

31 |crypto isakmp log negotiation—fail

32 |crypto isakmp tunnel-route ip interface tunnel 1 VPNE 7~ DR R {EIRE Tunnel 1R 1T IZEERT BT R RILIL—EEE )
33 [!
34 |crypto isakmp policy P1-POLICY ISAKMP /RS —DHBE

35 | authentication pre—share

36 [ encryption aes

37 | encryption—keysize aes 256 256 256

38 [ group 14

39 | lifetime 86400

40 | hash sha-256

41 | initiate—-mode aggressive

42 |exit

43 |1

44 [crypto isakmp profile PROF0001 ISAKMPFOO7 (LD ERTE

45 | match identity user id-kyoten

46 | local-address 192.0.2.1

47 | set isakmp—policy P1-POLICY

48 | set ipsec—policy P2-POLICY

49 | ike—version 1

50 [ local-key SECRET-VPN

51 |exit

52 |!

53 |orvpto map KYOTEN ipsec—isakmp AEDVPNETED LI ABRD IR —

54 | match address SELECTOR

55 | set isakmp—profile PROF0001

56 |exit

57 |!

58 |interface GigaEthernet 1/1 GigaEthernet /2271 —XIZ, port—channel >4 4t1+

59 | vlan-id 1

60 | bridge—group 1

61 | channel-group 1

62 [exit

63 |! _
64 |interface GigaEthernet 2/1 PPPoE BIETHRATA2MEBALFTIT—ADERTE
65 [ vlan—id 2

66 | bridge—group 2

67 | oppoe enable

68 |exit

69 |!

70 |interface Port—channel 1 Port—channel ICLANIIP7 KL R %% E

71 | ip address 192.168.0.254 255.255.255.0

72 | mss 1300

73 |exit

74 |1

75 inter‘Face Tunnel 1 Tunnel 12871 —X (PPPoE) D&%

76 | description FLETS

77 | ip address 192.0.2.1 255.255.255.255

78 | ip access—group 100 in

79 | ip access—group 111 in

80 | ip access—group 121 out

81 | tunnel mode pppoe profile PPPOE_PROF

82 | pppoe interface gigaethernet 2/1

83 |exit

84 | Tunnel 128 7x—X (IPsec) DERTE

85 inter‘Face Tunnel 2

86 | tunnel mode ipsec map KYOTEN

87 | link—state sync—sa

88 |exit
89 |!
90 |pppoe profile PPPOE_ PROF PPPoEDERTE
91 | account abc012@*¥*.k**.ne.jp xxxyyyzzz
92 |exit
93 |!
94 |end
# S BIFITELnet D E
S8 5E Bl
1_Jaccess-list 100 permit udp 192.0.2.1 0.0.0.0 eq 500 any eq 500 VPNTERY &/ \ 7V EREFHAT 574130 T DRFE
2 |access-list 100 permit 50 192.0.2.1 0.0.0.0 any VPNTERT 5/ Vb EZEFAIT 5T4L8) 0T DERGE
3 |access-list 111 deny ip any any FEIINEI)T DERE
4 |access-list 121 spi ip any any PEIINE) VT DEE
5 |!
6 |ip route 192.0.2.1 255.255.255.255 tunnel 1 2 APPPoEIF~ D X R (PPPoEFR HR)
7 _|ip route 0.0.0.0 0.0.0.0 tunnel 2 Default#Z #(IPsec TunnelfX )
8 |ip name—server 192.168.0.100 DNSH—/A\7FL XM E&EE( endpoints.office.comD 7KL AR )
9 [ip name-server source-interface port—channel 1 DNSH—~DEWVEDLEHDEETTFLADERE
10 [ip nat list 1 192.168.1.0 0.0.0.255 NATDE&E
11 !
12 |ip dhcp server—profile lant DHCP H—/\#aExFIFHT 2% FE
13 | address 192.168.1.1 192.168.1.200 EHIP7 L A DEEE
14 | lease—time 28800 DHCP!)— X #iRA(#)
15 [ dns 192.168.0.100 F54<JDNSH—/\IPFZRL R
16 | gateway 192.168.1.254 TI24ILEIL—EDIPFEL R
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17 |exit

18 [!

19 [crypto ipsec policy P2-POLICY IPSECTRY > —DFRE

20 | set pfs group14

21 | set security—association always—up

22 | set security—association lifetime seconds 28800

23 | set security—association transform-keysize aes 256 256 256

24 | set security—association transform esp—aes esp—sha256—hmac

25 | set mtu 1454

26 | set ip df-bit 0

27 | set ip fragment post

28 |exit

29 |!

30 |crypto ipsec selector SELECTOR VPNtLYEDRTE

31 | src 1 ipv4 any

32 | dst 1 ipv4 any

33 |exit

34 |

35 |crypto isakmp keepalive KeepAlivet# gt &L T HDPDD R TE

36 |logging level informational VPNBIEESETDEMEOY ZETHRTE

37 |crypto isakmp log sa

38 |crypto isakmp log session

39 |crvpto isakmp log negotiation—fail

40 |!

41 |hostname KYOTEN

42 |!

43 |crypto isakmp policy P1-POLICY ISAKMP /RS —DBRE

44 | authentication pre—share

45 | encryption aes

46 | encryption—keysize aes 256 256 256

47 | group 14

48 | lifetime 86400

49 | hash sha-256

50 | initiate—mode aggressive

51 |exit

52 |!

53 [crypto isakmp profile PROF0001 ISAKMPT B I7 4 L DERTE

54 | self-identity user—fadn id-kyoten

55 | set isakmp—policy P1-POLICY

56 | set ipsec—policy P2-POLICY

57 | set peer 192.0.2.1

58 | ike—version 1

59 [ local-key SECRET-VPN

60 |exit

61 |!

62 |crypto map CENTER ipsec—isakmp T ADVPNETF EDEL Y RERD T R)—

63 | match address SELECTOR

64 | set isakmp—profile PROF0001

65 |exit

66 |!

67 [interface GigaEthernet 1/1 GigaEthernet 4247 —XIZ, port-channel !> 91+

68 | vlan—id 1

69 | bridge—group 1

70 | channel-group 1

71 |exit

72 |!

73 |interface GigaEthernet 2/1 PPPoE BIETHERTAMBALITI—ANETE

74 | vlan-id 2

75 | bridge-group 2

76 | pppoe enable

77 |exit

78 |!

79 linterface Port-channel 1 Port—channel [CLANIIP7 FL R %% %

80 | ip address 192.168.1.254 255.255.255.0

81 | ip dncp service server DHCPH—/\#EexH 1k

82 | ip dhcp server—profile lan1 DHCPH—/\ R THRT 57077 ILDIEE

83 | mss 1300

84 |exit

85 |!

86 [interface Tunnel 1 Tunnel /2471 —X (PPPoE) D&%

87 | description FLETS

88 | ip access—group 100 in

89 | ip access—group 111 in

90 | ip access—group 121 out

91 | ip nat inside source list 1 interface

92 | tunnel mode pppoe profile PPPOE_PROF

93 | pppoe interface gigaethernet 2/1

94 |exit

95 |!

96 [interface Tunnel 2 Tunnel 128271 —X (IPsec) D%

97 | tunnel mode ipsec map CENTER

98 | dns—snooping enable dns—snoopingiBEF B $N LT HERTE

99 |exit

100 |!

101 [pppoe profile PPPOE PROF PPPoED & TE

102 | account abc345@k** k%*.ne.jp zzzyyyxxx

103 [exit

104 |!

105 |local-breakout enable A—hAILITLAITINEITSERE

106 |local-breakout LBO1 tunnel 1 A—AINITLA DT IR E Tyt Dehff e 555 TE

107 |!

108 |Ibo-profile LBO1 LBOAT7 4/ JLERFE
O—ALTLAITIERENST 199 ELTMicrosoft 365D 571w 0%

109 [ 0365 enable BEMES BT

110 | dns=snooping enable dns—snoopingtREE H N & T HRTE

111 [exit

112 !

113 end
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