NGN(IPv6) BB T, JLFRA U SAZFI LB ARBIEET IR ERTT .
TILFRAVISAD MBI DOEELTIL. FERRUVIETHERIZEL,
TILFRAUb SAIZDNT DR E

REEHDTILFRAISAY—/ERTE (L2 IEETE) [, F220/F221(V01.03L0 M%) THIARIAETY
TILFRAVISADSAT U NRTE BLABIERTE) (X, F70/F71(V01.01LAR%) . F220/F221(V01.03LL%) TRIAAHETY .
* F220/F221(V01.02) [ JLFRA U FSAKEEIZ R EL THYET A, VPNE 7 DDONSERREF BRIV S HhEEITHAE =D, KREHIDEREIZT

VPNIER TELLRBEBYES
RREBIERATDICIE, TLvYv6F TLav TR—LDOBRHABETT,

FL NTTRAXSNTTEAR OKLSICHRAL)7EEBALr—LAADREEETIZLETEER A,

REEHE. TILFRAUSAY—/ 2B TEERELTEYET,

179

TIFRAVISAY—/ NI ETERATDIHE L. £ 2LANBIDRouter(eBGPE P)IEFRETY , AR REFDEIHICIFE | LRHEDOH DT URIE

FELBYFET,

T 74 JUMEEEF Router [ [ ZER T

* BGP#F I D Attributel =&Y
[T REIMARRI IR ELED &SRR

——

I I 192.168.0.0/24

2

+/2A:1PsecGW1

.254

t2/ 3 B: IPsecGW2
NoF T

loopbackl loopbackl
172.16.0.1 FITELnet t FITELnet 172.16.0.2
\ eBGP  eBGP '
F—LY—ER \W
/
YA\
Center-AD =+ — L E R 7 L/ Y/ Jﬁﬂ
(NGN)

fitelnet1234-1.30i.flets-east.jp
Center-BD % — L, B 4%
fitelnet1234-2.a0i.flets-east.jp

AV

+

>A°Q

ver IPsec(MPSA)Hdn

loopbackl iBGP (over IPsec) loopbackl
172.16.0.101 172.16.0.102
Kyoten-A Kyoten-B “
192.168.101.0/24 | ! | | \ | 192.168.102.0/24
L
— — — —

INSA—GEEH

ISAKMP7R1) S —

IKE/A—3> 2

E—F 2

REALAR ESIEL T VakaN
BESEA AES 256E wk
Ny aFR SHA-256
Diffie-Hellman Group 14
FATEA L 86400%)
IPsec’R!J>—

PFS Group 14
BESEA AES 256Ek
NyaBR SHA-256
SAI54 L 28800%)

IS5 Ak RRRIST AV

X ERUNDNTA—RFTFRICEDETEYET,
https://www furukawa.co.jp/fitelnet/product/f200/setting/detail /gr:

oupsa_1.html

v FEREH

T AABIFITELnet M EXTE

X A BBR TR ERTISI AR LB TLVET,

BEF (£R) BE
1 |access-list 4000 permit icmp6 any any neighbor-advertisement IPv67 7t X)X (NASFA])
2 |access—list 4000 permit icmp6 any any neighbor—solicitation IPv67 VR X (NSEFTA])
3 |access-list 4000 permit icmp6 any any router-advertisement IPv67 7t X! R (RAZFH])
4 |access-list 4000 permit udp any any eq 546 IPv6 7Y+ R!) R+ (DHCPV6EFA)
5 |access-list 4000 permit udp any eq 500 any ea 500 IPv67 7t R X (IKEFFH])
6 [access-list 4000 permit 50 any any IPv67 7t R!) R (ESPEFH])
7 |access-list 4009 deny ipv6 any any IPv67 7t RYRNEIER)
8 |access-list 4010 spi ipv6 any any IPv6 7 VR X (SPI)
9 |!
10_|ip route 172.16.0.2 255.255.255.255 192.168.0.2 1\ 7v7 (£22%B) fllLoopbackf # T T—RA 7 FL RFEDEERE & =
11 !
12 |ipv6 route ::/0 dhcp port-channel 2 IPv6T 74 LR IL—bERTE (T 74 )L JL—F%EDHCP port-channel 238 %)
13 |!
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14 |ipv6 dhcp client—profile ipvBdns_client DHCPv6954/47>bTOT7 ()L

15 | option-request dns—server DNSH—/\—ERETFE

16 | retries infinity DHCPv6Ayt—L DRIEN HEHETHEZE T HERE

17 |exit

18 |!

19 |logging buffer level informational

20 |!

21 |hostname IPsecGW1

22 |!

23 |crypto ipsec replay—check disable

24 |crypto ipsec seaquence—overflow disable

25 |

26 |crypto ipsec policy IPsec POLICY

27 | set pfs group14

28 | set security—association rekey always

29 | set security—association lifetime seconds 28800

30 | set security—association transform—keysize aes 256 256 256

31 | set security—association transform esp—aes esp—sha256—hmac

32 | set ip df-bit 0

33 | set ip fragment post

34 | sa—up route

35 |exit

36 |

37 |crypto ipsec selector SELECTOR1

38 | src 1ipv4 any

39 | dst 1 ipv4 any

40 |exit

41 |! -

e g = ° o3 3 = =)

42 |crypto ipsec group—security policy GSA_POLICY %;l’ T8 IPsecREE—RADIBIT (RILFRAVSAY —/\HEREICREET 5%

43 | set security—association transform esp—aes esp—sha256—-hmac

44 | set security-association transform—keysize aes 256

45 | set security—association lifetime seconds 600

46 | set security—association softlimit seconds 60

47 | rollover 30 30 RIVFRA L SAD B R LR FE D 2] TE
TILFRAVRSADSPIDFEEEEE
“RIVFRAVRSAY— \'ﬁl:§73%>3i5l:?&i’éﬁaf(f:"gb\ (7&%&?@;6[3:\ t

48 | spi mask hex frofffff 00200000 L/\';;gg‘ﬂuﬂ bitB#0, £V ABOTI21bitB &1, ERDLIITENENRELT
st - R R THET S ASALEB LA KSI1Z, Tz22bit B £%1(0x00200000)&
EREIIEREEITOTIEELY

49 |exit

50 |

51 :‘?gi';c;sgl;o;zp]—zzcgrity server ha local-address 172.16.0.1 remote— TILFRAVRSAY— DT EHEEE AT DT =

52 |crypto group—security server ha keepalive=interval 10 TILFRA U RSAY—/\TL R DKeepalive Ay — DEEHERD R E =

53 |crypto group—security server ha keepalive-timeout 20 TILFIRALRSAY—/NTTE DKeepalive Ay E—T D EA LT I REERI D 5% =

54 |crypto group—security server priority 254 RIVFRAVISAY— DR RBEETHEAT 29—/ \BEEDEE =

55 |crypto isakmp keepalive interval 60 always—send

56 |crypto isakmp log session detail

57 |crypto isakmp log negotiation—fail

58 |crypto isakmp log gsa TIVFRAUSAKE B - HIBR-BERSE T OOY HA%E

59 |!

60 |crypto isakmp policy ISAKMP_POLICY

61 | authentication pre—share

62 | encryption aes

63 | encryption—keysize aes 256 256 256

64 | group 14

65 | lifetime 86400

66 | hash sha—256

67 |exit

68 |

69 |crypto isakmp profile ISAPROF _1

70 | self-identity fadn IPsecGW1.example.ip AEBDHBRI S %% R E GRRSAID-TYPE=FQDN))

71 | set isakmp—policy ISAKMP_POLICY

72 | set ipsec—policy IPsec POLICY

73 | set group—security—policy GSA POLICY TULFRAVSAYSAT UM T HIILFRAUISAKRY S — R DR TE

74 | ike—version 2 IKEV2EZ BT HE%E

75 | local-key SecretKey

76 |exit

77 |

78 |crypto session release ipsec—lost-time 1

79 |crypto session release reset delete-send

80 [

81 |crypto map MAP_1 ipsec—isakmp dynamic FAFIVIELIZELTEMESE BT

82 | match address SELECTOR1

83 | set isakmp—profile ISAPROF_1

84 |exit

85 |

86 |interface GigaEthernet 1/1 WA 2—T—R (LANFH)

87 | vlan-id 1

88 | bridge—group 1

89 | channel-group 1 LAN{ 38 A > 27— R (Port-channel) &#ft 1+

90 |exit

91 |

92 [interface GigaEthernet 2/1 WA A—T—R (WANF)

93 | vlan-id 2

94 | bridge—group 2

95 | channel-group 2 WAN{IEREE A > 2T —X (Port-channel) &R 1+

96 | ipv6 access—group 4000 in IPv67 2R 1) R MR (permit)

97 | ipv6 access—group 4009 in IPv67 R X MR (deny)

98 | ipv6 access—group 4010 out IPv6 7Vt R1) R MR A F (SPI)

99 |exit

100 |!

101 [interface Loopback 1 Loopbackl /> 27T —RADERTE

102 | ip address 172.16.0.1 (B RERIMEEBIE. COTRLRATBGP Y avERELLET)

103 [exit

104 |!

105 |interface Port—channel 2 RIEA 2 A—DJz—R (WAN{E])
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106 [ ipv6 enable IPv6') 70—A)LFEL RRTE
107 | ipv6 address autoconfig IPv6 7 FL R TE (RADL T RFL RAERL)
108 | ipv6 nd receive-ra RAZIEEKE
109 | ipv6 dhcp service client DHCPv6Y 517 &
110 | ipv6 dhcp client-profile ipv6dns client DHCPv6Y5 17+ T7O 771 LR 1H 1+
111 | mtu 1500 MTUERE
112 [exit
113 |!
114 |interface Port—channel 1 R4 A—T—X (LANfE])
115 [ ip address 192.168.0.1 255.255.255.0
116 [exit
17 !
118 |router bgp 65000
119 | bgp router—id 172.16.0.1 BGPJL—4IDERTE
120 | bep log—neighbor-changes BGPEEﬁDﬁ'I%jE@HﬂjJ
i 5 N — Q 5 ey ST
121 | bgp listen range 0.0.0.0/0 peer—group PEER_GROUP_1 %gg‘BGP&{MEE#a?%* IRI—ITFLADHE (ETTL—T DRI —%
122 | neighbor 192.168.0.254 remote-as 65001 BGPE7 DASE-S D% 5E (eBGP) -3
123 | neighbor PEER_ GROUP_1 passive AEKEMNOBCP Y a R EREXE LBV EIITRE
124 | neighbor PEER GROUP_1 remote-as 65000 BGPE7 DASES D% 5E (iBGP)
125 | neighbor PEER_GROUP_1 update-source loopback 1 BGPL i a I DBEDEETTRLRADE
126 | neighbor PEER GROUP_1 peer—group RLBGPARY L —#H DB DBGPETEETJ L—TELTEHE
127!
128 | address—family ipv4 unicast
129 | neighbor 192.168.0.254 route-map RMAP_LAN_LOCPRF SET in BGPE 7 [Zroute-mapZ @A ¢ B (RIEFFIZEA) 3
130 | neighbor 192.168.0.254 route-map RMAP_PE_ MED_SET out BGPE 7 [Zroute-map% @AY SR TE GE{ERFICEA) 3
131 | neighbor PEER GROUP_1 route-reflector—client BGPI::?%)L:|~_'|)7|/797547’/|~«’:?’6§QE . -
132 | neighbor PEER.GROUP_1 disable-nexthop-validation B%;%ﬂ’“’*% LB ONexthop 2 IEF 1y S EATHT  RBEAMLHES
i HEF Zipes - - 3 =
133 | redistribute connected route-map RMAP_LAN_LOCPRF_SET ?Eﬁ;ﬁg@ﬁ;ﬁiﬁf_;ﬁ%ﬁ?ﬁg Iroute-map @) 3
134 | exit
135!
136 |exit
137 |!
138 |route—map RMAP_LAN LOCPRF SET permit 1 route-maps% E E—RF~DH1T =
139 | set local-preference 200 route-map|ZFZ 4T AR KIFRDLOCAL-PREFIED R TE (EAKXEVVALEE) |FE
140 |exit =
141 |!
142 |route—map RMAP_PE MED _SET permit 1 route-maps% E E—RF DT =
143 | set metric 100 route-map|Z5% K Y DRI IFHD AL v I EDRTE FEA /NS AMESE) F=E
144 |exit =
145 |!
146 [end
+ > ZBRIFITELnet D% E
XM EBR TR ELTISIRE | LRHBLTVES,
EEH (2F) BE X
1 [access—list 4000 permit icmp6 any any neighbor—advertisement =
2 |access-list 4000 permit icmp6 any any neighbor—solicitation =
3 |access-list 4000 permit icmp6 any any router—advertisement =
4 |access-list 4000 permit udp any any eq 546 =
5 |access—list 4000 permit udp any ea 500 any eq 500 =
6 |access—list 4000 permit 50 any any FrE
7 |access-list 4009 deny ipv6 any any =
8 |access-list 4010 spi ipv6 any any =
9 |! =
10_[ip route 172.16.0.1 255.255.255.255 192.168.0.1 A (224A) flLoopbackf 4T —R T RL RFEDE I E L TE Z‘;
11 ! &N
12 |ipv6 route ::/0 dhcp port—channel 2 =
13 |! =
14 |ipv6 dhcp client—profile ipv6dns_client =
15 [ option-request dns—server =
16 | retries infinity =
17 [exit =
18 |t T=E
19 [logging buffer level informational =
20 |t 3
21 |hostname IPsecGW2 =
22 |1 T=E
23 |crypto ipsec replay—check disable =
24 |crypto ipsec sequence—overflow disable =
25 | =
26 |crypto ipsec policy IPsec_POLICY =
27 | set pfs group14 =
28 | set security—association rekey always =
29 | set security—association lifetime seconds 28800 =
30 | set security—association transform—keysize aes 256 256 256 =
31 | set security—association transform esp—aes esp—sha256—hmac =
32 | set ip df-bit 0 T=E
33 | set ip fragment post =
34 | sa-up route =
35 |exit =
36 |! T=E
37 |crypto ipsec selector SELECTOR1 =
38 | src 1 ipv4 any =
39 | dst 1 ipv4 any =
40 |[exit =
41 |1 rE
42 |crypto ipsec group—security policy GSA_POLICY =
43 | set security—association transform esp—aes esp—sha256—hmac =
44 | set security—association transform—keysize aes 256 =
45 | set security—association lifetime seconds 600 =
46 | set security—association softlimit seconds 60 =
47 | rollover 30 30 =
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TILFRAUSADSPIDEEEZ IR E
. 7}L9‘ﬂ<°*£>l~$A'U‘—/ i‘ﬁl:i’:ﬁé{il:?ﬁﬁ*&ﬁof(fi?b\ (RBEBITIE, &
48 | spi mask hex ffFFFF 00300000 L/\;/i’g;?mm bitB %0, TV ABDTI21bitB %1, LBHEIITENENRELT F=
LAY R TS SAL BB LA K512, Tiz22bit B £%1(0x00200000)&
ALK EEIT TS
49 |exit =
50 [ =
51 :%it:f:o;zp]—z%c:mty server ha local-address 172.16.0.2 remote— TILFRAURSAY— DT EMBEET T =T DT =
52 |crypto group—security server ha keepalive—interval 10 =
53 |crypto group—security server ha keepalive—timeout 20 =
54 [crypto group—security server priority 253 TILFRAVRSAY—N\OREBETHEAT 29—/ \BEAEDETE T
55 |crypto isakmp keepalive interval 60 always—send =
56 |crypto isakmp log session detail =
57 |crypto isakmp log negotiation—fail =
58 |crypto isakmp log gsa =
59 | =
60 [crypto isakmp policy ISAKMP_POLICY T=E
61 | authentication pre—share =
62 | encryption aes =
63 | encryption—keysize aes 256 256 256 =
64 | group 14 =
65 | lifetime 86400 =
66 | hash sha-256 3
67 |exit =
68 |! T=E
69 |crypto isakmp profile ISAPROF 1 =
70 | self-identity fadn IPsecGW2.example.ip REBE OB E%HE ((RRA M4 (ID-TYPE=FQDN)) =
71 | set isakmp—policy ISAKMP_POLICY =
72 | set ipsec—policy IPsec POLICY =
73 | set group-security—policy GSA POLICY =
74 | ike—version 2 =
75 | local-key SecretKey =
76 |exit =
77 | rE
78 |crypto session release ipsec—lost-time 1 =
79 |crypto session release reset delete—send =
80 |! T=E
81 |crypto map MAP_1 ipsec—isakmp dynamic =
82 | match address SELECTORI 3
83 | set isakmp—profile ISAPROF 1 =
84 |exit =
85 |! =
86 |interface GigaEthernet 1/1 YEA L Z—T—X (LANfE) =
87 | vlan-id 1 =
88 | bridge—group 1 =
89 | channel-group 1 LANI @ A > 2T — R (Port-channel) &l 1+ =
90 [exit =
91 | =
92 |interface GigaEthernet 2/1 WA 5 —T 12— (WANSED) 3
93 | vlan-id 2 =
94 | bridge-group 2 3
95 | channel-group 2 WANIEREE A > 2T —X (Port-channel) &R £ (F rZ
96 | ipv6 access—group 4000 in =
97 | ipv6 access—group 4009 in =
98 | ipv6 access—group 4010 out =
99 |exit =
100 |t 3
101 |interface Loopback 1 Loopbackl 1 27T —XDEXE =
102 | ip address 172.16.0.2 (Lo BERIWREBIL, COFFLRATBGP Y avERILET) T=E
103 |exit =
104 |t 3
105 |interface Port—channel 2 M4 A—TJx—R (WAN{EI) =
106 | ipv6 enable T=E
107 | ipv6 address autoconfig =
108 | ipv6 nd receive-ra =
109 | ipv6 dhep service client =
110 | ipv6 dhcp client-profile ipv6dns_client 3
111 | mtu 1500 =
112 [exit T=E
113 |! =
114 |interface Port—channel 1 WAL A—T7T—X (LANfE) =
115 | ip address 192.168.0.2 255.255.255.0 =
116 [exit T=E
17 ]! rE
118 |router bgp 65000 =
119 | bgp router—id 172.16.0.2 BGPJL—AZIDE&E =
120 | bgp log—neighbor-changes =
121 | bgp listen range 0.0.0.0/0 peer—group PEER GROUP _1 =
122 | neighbor 192.168.0.254 remote—as 65001 =
123 | neighbor PEER GROUP _1 passive =
124 | neighbor PEER_GROUP_1 remote—as 65000 =
125 | neighbor PEER_ GROUP 1 update—source loopback 1 =
126 | neighbor PEER_GROUP_1 peer—group T=E
127 |! rE
128 | address—family ipv4 unicast =
129 | neighbor 192.168.0.254 route-map RMAP_LAN LOCPRF SET in BGPE 7 [Zroute-mapZ @AY & TE (RISFITEA) =&
130 | neighbor 192.168.0.254 route-map RMAP_PE_MED_SET out BGPE7 [Zroute-map% @A 5% E GE{ERIHE ) 3
131 | neighbor PEER GROUP 1 route-reflector—client =
132 | neighbor PEER_GROUP_1 disable-nexthop—validation =
133 | redistribute connected route-map RMAP_LAN_LOCPRF SET RIRIEREBILET 558 E (connectedfE #&[“route-mapZ # ) =
134 | exit T=E
135 | ! =
136 [exit T=E
137 |! =
138 |route—-map RMAP_LAN_LOCPRF_SET permit 1 route-mapE% EE—F DT =
139 | set local-preference 100 route-maplZ5% 4 SRR IERDLOCAL-PREFIED R TE (EAKELVANEE) ?%
140 [exit >
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141 ]! =
142 |route—-map RMAP_PE_MED_SET permit 1 route-map R EE—F~ADBIT =
143 | set metric 200 route-map|ZF% 4 J SR ERIERD AL VI ED R TE FEA NSV AL MESE) =
144 |exit 3
145 |! rE
146 |end =
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X A BBR TR ERTICIAE | LB TLVET,
R X

1 [access—list 4000 permit icmp6 any any neighbor—advertisement
2 |access-list 4000 permit icmp6 any any neighbor—solicitation
3 |access-list 4000 permit icmp6 any any router—advertisement
4 |access-list 4000 permit udp any any eq 546
5 |access—list 4000 permit udp any ea 500 any eq 500
6 |access—list 4000 permit 50 any any
7 |access—list 4009 deny ipv6 any any
8 |access-list 4010 spi ipv6 any any
9 |
10_[ip route 172.16.0.1 255.255.255.255 tunnel 1 A (222A) fllLoopbackf 2T —R T KL RASEDEIEELTE
11 _|ip route 172.16.0.2 255.255.255.255 tunnel 2 A4 (229B) fllLoopbackf 2T —R T RL RFED#EHE IR TE
12 !
13 [ipv6 route ::/0 dhcp port—channel 2
14 !
15 |iov6 dhep client—profile ipvBdns_client
16 | option—request dns—server
17 | retries infinity
18 |exit
19 [t
20 [logging buffer level informational
21 |!
22 |hostname kyoten—a
23 |!
24 |crypto ipsec security—association softlimit initiate seconds 90
25 |crypto ipsec security—association softlimit respond seconds 90
26 |crypto ipsec replay—check disable
27 |crypto ipsec seauence—overflow disable
28 |!
29 |crypto ipsec policy IPsec POLICY
30 | set pfs group14
31 | set security—association always—up
32 | set security—association rekey always
33 | set security—association lifetime seconds 28800
34 | set security—association transform—keysize aes 256 256 256
35 | set security—association transform esp—aes esp—sha256—-hmac
36 | set ip df-bit 0
37 | set ip fragment post
38 |exit
39 |!
40 |crypto ipsec selector SELECTOR1
41 | src 1 ipv4 172.16.0.101 255.255.255.255
42 | dst 1 ipv4 any
43 |exit
44
45 |crypto isakmp keepalive interval 60 always—send
46 |crypto isakmp log session detail
47 |crypto isakmp log negotiation—fail
48 |crypto isakmp log gsa
49 cryptg isakmp negotiation retry timer 10 limit 3 timer—-max 30 guard—

time
50 |crypto isakmp negotiation expire—time 90
51 crypto isakmp negotiation always—up—params interval 100 max—initiate

10 max—-pending 1 delay 1
52 |!
53 |crypto isakmp policy ISAKMP_POLICY
54 | authentication pre—share
55 [ encryption aes
56 | encryption—keysize aes 256 256 256
57 | group 14
58 | lifetime 86000
59 | hash sha—256
60 |exit
61 |!
62 |crypto isakmp profile ISAPROF_1 tUAARITDISAKMPT O D7 A L%
63 | match identity host IPsecGW1.example.ip VPNE'F D83 75 %% 5% 7€ (7R R 4 (ID-TYPE=FQDN))
64 | self-identity user—fadn kyoten—a@example.ip REBEDHAFEERTE (A—H RID-TYPE=User-FQDN))
65 | set isakmp—policy ISAKMP_POLICY
66 | set ipsec—policy IPsec_ POLICY
67 | set peer domain fitelnet1234-1.aoiflets—east.ip v6 VPNET7ER ALV B THEET 5 (DNSIZEBRSh - R—LEIEE)

;z;ﬂ:’:rbptl?gaaér?%tbt TILFRAVRSAH — /D ST LFRARSA
. . . ZiEVRE %Q
68 | group—security client spi mask hex ffdfffff 00200000 REEIETILFIRAUISAY—/IN—2B8DEKT BV ILFRAULSAZZIETHER
SPILL O LT B ENRETY

69 | ike—version 2 IKEV2EZ BT HE%E
70 | local-key SecretKey
71 |exit
72 |!
73 |crypto isakmp profile ISAPROF 2 F#kI<. £ 2BA T DISAKMPT OO 74/ )LERE r=E
74 | match identity host IPsecGW2.example.ip =
75 | self-identity user—fadn kyoten-a@example.ip =
76 | set isakmp-policy ISAKMP_POLICY T=E
77 | set ipsec—policy IPsec POLICY =
78 | set peer domain fitelnet1234-2.aoi flets—east.ip v6 =
79 | aroup-security client spi mask hex ffdfffff 00200000 =
80 | ike—version 2 =
81 | local-key SecretKey =
82 |exit =
83 |!
84 |crypto session release ipsec—lost-time 1
85 |crypto session release reset delete—send
86 |!
87 |crypto map MAP_1 ipsec—isakmp U BARITOVPNE7EDELIAERDIUN)ZHRE
88 | match address SELECTOR1
89 | set isakmp—profile ISAPROF 1

All Rights Reserved, Copyright(C) FURUKAWA ELECTRIC CO., LTD. 2020




BEIIICT) i x|

90 |exit

91 |

92 |crypto map MAP_2 ipsec—isakmp £ ABAITOVPNE7EDELIAERDIUN)ZHRE TZ
93 | match address SELECTORI 3
94 | set isakmp—profile ISAPROF 2 =
95 |exit =
96 |

97 |interface GigaEthernet 1/1 WIEA 2 Z—T—X (LANFEI)

98 | vlan-id 1

99 | bridge—group 1
100 | channel-group 1 LANI®EE A > 2T —R (Port-channel) &l 1+
101 [exit
102 |!
103 |interface GigaEthernet 2/1 WA 5 —T 12— (WANSED)
104 | vlan-id 2
105 | bridge—group 2
106 | channel-group 2 WANIEREE A > 2T —X (Port-channel) &R £ (F
107 | ipv6 access—group 4000 in
108 | ipv6 access—group 4009 in
109 | ipv6 access—group 4010 out
110 [exit
11
112 |interface Loopback 1 Loopbackl 1 27T —XDERXE
113 | ip address 172.16.0.101 (B2 EBMREEBF. COFFLRATBGPEY IV ERILEY)
114 [exit
115 |
116 |interface Port—channel 2 M4 A—TJx—R (WAN{EI)
117 [ ipv6 enable
118 | ipv6 address autoconfig
119 [ ipv6 nd receive-ra
120 | ipv6 dhcp service client
121 [ ipv6 dhcp client—profile ipvBdns_client
122 | mtu 1500
123 [exit
124 |!
125 |interface Port—channel 1 WAL 2—T7T—X (LANfE)
126 | ip address 192.168.101.1 255.255.255.0
127 [exit
128 |!
129 [interface Tunnel 1
130 | tunnel mode ipsec map MAP_1
131 [exit
132 |!
133 [interface Tunnel 2 =
134 | tunnel mode ipsec map MAP_2 =
135 [exit 3
136 |!
137 [interface Tunnel 3
138 | tunnel mode ipsec
139 | crypto group—security map MAP_1 TILFIRAUESAY—I\W ST IILFIRAULSAZZIET 5%
140 | crypto group-security map MAP_2 (RILFRAUESAY—/ O REREZE AT 55 E (EEBIEE) =
141 [exit
142 |!
143 |router bgp 65000
144 | bgp router—id 172.16.0.101 BGPJL—AZIDE&E
145 | bgp log—neighbor-changes
146 | neighbor 172.16.0.1 remote-as 65000 BGPEF DASES D% 5E (iBGP)
147 | neighbor 172.16.0.1 update-source loopback 1 BGPt v a BN DIEDEETLTFL AN
148 | neighbor 172.16.0.2 remote—as 65000 =
149 [ neighbor 172.16.0.2 update—source loopback 1 T2
150 | !
151 [ address—family ipv4 unicast
152 | neighbor 172.16.0.1 disable—nexthop—validation g . _—
153 | neighbor 172.16.0.1 encap endpoint ipv6 interface port-channel 2 iq‘;%?&[;ﬁi%'}étgaﬁéﬁgiiZf%gfﬁéﬂ'éﬁﬁ[:?&‘E
154 | neighbor 172.16.0.1 encap type ipsec-tunnel BOPETISHY SnT L ibhAZRIE .

eienbor 175155 P type P REBETLFRAVISAISATUREL THESE HIBAIZHE
155 [ neighbor 172.16.0.2 disable—nexthop—validation =
156 | neighbor 172.16.0.2 encap endpoint ipv6 interface port-channel 2 =
157 | neighbor 172.16.0.2 encap type ipsec—tunnel T2
158 | redistribute connected BRREREBLET ST
159 [ exit
160 | !
161 [exit
162 |!
163 |ip name-server :1 DNSH—/N\—RE (BEBEY—/\—IZKRTE)
164 |!
165 ) R VPNE7 D7 RL AN EHEZEITIDONS Y —N—RE(BEBEFH—/\—I
crypto ip name-server :1 )
166 |!
167 |dns—server ipv6 enable DNSv6+H—/\—Z% 5 (ProxyDNSHEREZ HXN(ZF 5)
168 |!
169 |proxydns domain 1 any * any dhcp ipv6 port—channel 2 proxyDNS JIE5|Z 5% 7€ (IPv6 DNS / any)
170 |proxydns address 1 any dhcp ipv6 port—channel 2 proxyDNS #5|Z 5% 5E (IPv6 DNS / any)
171 |!
172 |end
L S BRIFITELnet D E%E
X A BB CTELRTISITEILRBELTVES,
BERGA BE B ]

1 [access—list 4000 permit icmp6 any any neighbor—advertisement

2 |access-list 4000 permit icmp6 any any neighbor-solicitation

3 |access-list 4000 permit icmp6 any any router—advertisement

4 |access-list 4000 permit udp any any eq 546

5 |access-list 4000 permit udp any eq 500 any eq 500

6 |access—list 4000 permit 50 any any

7 |access-list 4009 deny ipv6 any any
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8 |access—list 4010 spi ipv6 any any

9 !

10 iD route 172.16.0.1 255.255.255.255 tunnel 1

11 [ip route 172.16.0.2 255.255.255.255 tunnel 2

12 !

13 |ipv6 route ::/0 dhcp port—channel 2

14 |1

15 |ipv6 dhcp client—profile ipv6dns_client

16 | option-request dns—server

17 | retries infinity

18 [exit

19 [t

20 |logging buffer level informational
21 |!

22 |hostname kyoten—b

23 |!

24 |crypto ipsec security—association softlimit initiate seconds 90

25 |crypto ipsec security—association softlimit respond seconds 90

26 |crypto ipsec replay—check disable

27 |crypto ipsec sequence-overflow disable

28

29 |crypto ipsec policy IPsec_POLICY

30 | set pfs group14

31 | set security—association always—up

32 | set security—association rekey always

33 | set security—association lifetime seconds 28800

34 | set security—association transform—keysize aes 256 256 256

35 | set security—association transform esp—aes esp—sha256—hmac

36 | set ip df-bit 0

37 | set ip fragment post

38 |exit

39 |!

40 |crypto ipsec selector SELECTORI

41 | src 1 ipv4 172.16.0.102 255.255.255.255

42 | dst 1 ipv4 any

43 |exit

44 |1

45 |crypto isakmp keepalive interval 60 always—send

46 |crypto isakmp log session detail

47 |crypto isakmp log negotiation—fail

48 |crypto isakmp log gsa

49 crypto isakmp negotiation retry timer 10 limit 3 timer—-max 30 guard—
time 0

50 [crypto isakmp negotiation expire—time 90

51 crypto isakmp negotiation always—up—params interval 100 max—initiate
10 max—pending 1 delay 1

52 |!

53 |crypto isakmp policy ISAKMP_POLICY

54 | authentication pre—share

55 | encryption aes

56 | encryption—keysize aes 256 256 256

57 | group 14

58 | lifetime 86000

59 | hash sha-256

60 |exit

61 |!

62 |cryoto isakmp profile ISAPROF 1 U AARITDISAKMPT O 7 A LERTE

63 | match identity host IPsecGW1.example.ip

64 | self-identity user—fadn kyoten-b@example.ip

65 | set isakmp—policy ISAKMP_POLICY

66 | set ipsec—policy IPsec POLICY

67 | set peer domain fitelnet1234—1.aoi.flets—east.jp v6

TILFIRAUISAGSATUREL T, RILVFRAVRSAY — A DRILFRAURSA
HRASTHEET HRTE
AREEETILFRAUISAY—/R—2B8DEKT BT ILFRAULSAE RIS HEL
SPILUULT BIENRETT

68 | group—security client spi mask hex ffdfffff 00200000

69 | ike—version 2

70 | local-key SecretKey

71 |exit

72 |!

73 |crypto isakmp profile ISAPROF 2 FE#kIZ. £ 2BRAITDISAKMPT O 7 A LEERE 3
74 | match identity host IPsecGW2.example.ip =
75 | self-identity user—fadn kyoten—-b@example.jp =
76 | set isakmp—policy ISAKMP_POLICY £
77 | set ipsec—policy IPsec POLICY =
78 | set peer domain fitelnet1234-2.aoi.flets—east.io v6 =
79 | group—security client spi mask hex ffdfffff 00200000 =
80 | ike—version 2 =
81 | local-key SecretKey =
82 |exit =
83 |!

84 |crypto session release ipsec—lost-time 1

85 |crypto session release reset delete-send

86 [

87 |crypto map MAP_1 ipsec—isakmp

88 | match address SELECTOR1

89 [ set isakmp—profile ISAPROF_1

90 |exit

91 |!

92 |crypto map MAP_2 ipsec—isakmp =
93 | match address SELECTORI T=E
94 | set isakmp—profile ISAPROF 2 =
95 |exit =
96 [

97 |interface GigaEthernet 1/1 WIEA L Z—T—X (LANFEI)

98 | vlan-id 1

99 | bridge—group 1

100 | channel-group 1 LAN{I®EE A > 2T —R (Port-channel) &l 4 1+

101 [exit
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102 |!
103 |interface GigaEthernet 2/1 WA 5 —T 12— (WANSED)
104 | vlan-id 2
105 | bridge—group 2
106 | channel-group 2 WANIEREE A > 2T —X (Port-channel) &R £ (F
107 | ipv6 access—group 4000 in
108 | ipv6 access—group 4009 in
109 | ipv6 access—group 4010 out
110 [exit
111 ]!
112 |interface Loopback 1 Loopbackl 1> 27T —XDERXE
113 | ip address 172.16.0.102 (B 2EBHAEEBF. COFFLRATBGPEY IV ERILEY)
114 [exit
115 |!
116 |interface Port—channel 2 M4 A—TJx—R (WAN{EI)
117 [ ipv6 enable
118 | ipv6 address autoconfig
119 [ ipv6 nd receive-ra
120 | ipv6 dhcp service client
121 [ ipv6 dhcp client—profile ipvBdns_client
122 | mtu 1500
123 [exit
124 |!
125 |interface Port—channel 1 RIEA 2 A—T—X (LANFE)
126 | ip address 192.168.102.1 255.255.255.0
127 [exit
128 |!
129 [interface Tunnel 1
130 | tunnel mode ipsec map MAP_1
131 [exit
132 |!
133 [interface Tunnel 2 =
134 | tunnel mode ipsec map MAP_2 =
135 |exit 3
136 |!
137 [interface Tunnel 3
138 | tunnel mode ipsec
139 | crypto group—security map MAP_1 TILFIRAURSAY—I\W ST ILFIRAULSAZZIET SR
140 | crypto group-security map MAP_2 (RILFRAUESAY—/ O REREZE AT 55 E (EERIEE) =
141 [exit
142 |!
143 |router bgp 65000
144 | bgp router—id 172.16.0.102 BGPJL—AZIDE&E
145 | bgp log—neighbor-changes
146 | neighbor 172.16.0.1 remote—-as 65000 BGPEF DASES D% 5E (iBGP)
147 | neighbor 172.16.0.1 update-source loopback 1 BGPtzy a I DEDEETTFL AN
148 | neighbor 172.16.0.2 remote—as 65000 =
149 [ neighbor 172.16.0.2 update—source loopback 1 T2
150 | !
151 [ address—family ipv4 unicast
152 | neighbor 172.16.0.1 disable—nexthop—validation g . _—
153 | neighbor 172.16.0.1 encap endpoint ipv6 interface port-channel 2 iq‘;%;[;ﬁiﬁ')\i/‘/ﬁ:)slk@;?;iian'%gfﬁéﬁéigﬁ[:%&‘E
154 | neighbor 172.16.0.1 encap type ipsec-tunnel BOPETIHY SnT it AAZRIE .

eienbor 175155 P type P REBETLFRAVISAISATUREL THESE HIBAISHE
155 [ neighbor 172.16.0.2 disable—nexthop—validation =
156 | neighbor 172.16.0.2 encap endpoint ipv6 interface port-channel 2 =
157 | neighbor 172.16.0.2 encap type ipsec—tunnel =
158 | redistribute connected
159 [ exit
160 | !
161 [exit
162 |!
163 [ip name-server ::1
164 |!
165 [crypto ip name-server :1
166 |!
167 [dns—server ipv6 enable
168 |!
169 [proxydns domain 1 any * any dhcp ipv6 port—channel 2
170 |proxydns address 1 any dhcp ipv6 port—channel 2
171 |!
172 [end
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