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!
access-list 100 permit udp ${vpn-ip1} 0.0.0.0 eq 500 any eq 500
access-list 100 permit 50 ${vpn-ip1} 0.0.0.0 any
access-list 100 permit udp ${vpn-ip2} 0.0.0.0 eq 500 any eq 500
access-list 100 permit 50 ${vpn-ip2} 0.0.0.0 any
access-list 111 deny ip any any
access-list 121 spi ip any any
! VPN@BE LA v Z—Fy bbDISENT v bOBEFHFAT L7200, 7 4 NVIRETT,
!
ip route 0.0.0.0 0.0.0.0 tunnel 1
!
ip nat list 1 ${customer-lan-ip-wildcard}
! VPN bR Z DR, A 0 F =3y METOBEZITHIHEIC, FETLT FL2%
' Za—sUb 7 RV AIZZEHS 5720 O nat-list T,
! ${customer-lan-ip-wildcard}iZ, LAN ®F v kU —2 7 KL RIZJE U TRRE
I BREWLET, #1213 192.168.10.0/24 THiLiE, “192.168.10.0 0.0.0.255" % A )< 7230y,
!
logging level informational
!
crypto isakmp log sa
crypto isakmp log session
crypto isakmp log negotiation-fail
!
interface GigaEthernet 1/1
vlan-id 11
bridge-group 11
channel-group 11

exit
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interface GigaEthernet 2/1
vlan-id 21
bridge-group 21
pppoe enable
exit
!
Interface Port-channel 11
ip address ${customer-lan-ip}
#$lcustomer-lan-ipHZ X LAN il % v R U —Z(ZBT 57 FLAZIREL &,
exit
!
interface Tunnel 1
ip address $icpePublicIpAddress}
ip access-group 100 in
ip access-group 111 in
ip access-group 121 out
ip nat inside source list 1 interface
tunnel mode pppoe profile PPPoE_PROF
pppoe interface gigaethernet 2/1
exit
!
pppoe profile PPPoE_PROF
account [PPP account] [pass]
exit
!

end

3.2 ISAKMP & IPsec D227 4 7

!

crypto ipsec policy $tipsecPolicy}
set pfs groupb
set security-association transform-keysize aes 256 256 256
set security-association transform esp-aes esp-sha-hmac

exit
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!

crypto ipsec selector ${selector}
src 11ipv4 any
dst 1 ipv4 any

exit

!

crypto isakmp keepalive

|

crypto isakmp policy ${isakmpPolicy}
authentication pre-share
encryption aes
encryption-keysize aes 256 256 256
group 5
hash sha

exit

!

crypto isakmp profile ${lisakmpProfile1}
local-address $icpePublicIpAddress}
set isakmp-policy $tisakmpPolicy}
set ipsec-policy $tipsecPolicy}
set peer $ivpn-ipl}
ike-version 1
local-key ascii ${sharedSecret1}

exit

!

crypto isakmp profile ${lisakmpProfile2}
local-address ${cpePublicIpAddress}
set isakmp-policy $tisakmpPolicy}
set ipsec-policy ${ipsecPolicy}
set peer ${vpn-ip2}
ike-version 1
local-key ascii ${sharedSecret2}

exit

!

crypto map $imapl} ipsec-isakmp

match address ${selector}
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set isakmp-profile $tisakmpProfilel}
exit
!
crypto map ${map2} ipsec-isakmp
match address $iselector}
set isakmp-profile ${isakmpProfile2}
exit
!
interface Tunnel ${tunnelNumber1}
tunnel mode ipsec map $imap1l}
ip address $icustomer-interface-ip1}
exit
!
interface Tunnel ${tunnelNumber2}
tunnel mode ipsec map $imap2}
ip address $icustomer-interface-ip2}
exit

!
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3.3 #®WHIN—tD=T4T

'
ip route $tvenCidrBlock}! Tunnel ${tunnelNumberl}
ip route $tvenCidrBlock} Tunnel ${tunnelNumber2}

!

34 BGPODavr747/

!
router bgp ${customer-bgp-asn}
bgp router-id $irouter-id}
bgp log-neighbor-changes
neighbor ${oracle-interface-ip1} ebgp-multihop 10
neighbor ${oracle-interface-ip1} enforce-multihop
neighbor ${oracle-interface-ipl} remote-as $ioracle-bgp-asnl}
neighbor ${oracle-interface-ip1} update-source tunnel $itunnelNumber1}
neighbor ${oracle-interface-ip2} ebgp-multihop 10
neighbor ${oracle-interface-ip2} enforce-multihop
neighbor ${oracle-interface-ip2} remote-as $ioracle-bgp-asn2}
neighbor ${oracle-interface-ip2} update-source tunnel $itunnelNumber2}
!
address-family ipv4 unicast
redistribute connected
exit
exit

!
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