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[PsecDiRTED CEleLTRIC

F220 F200
crypto isakmp profile PROFO001 crypto isakmp policy 1
match identity address 10.11.0. 11 peer—identity address 10.11.0.11

set peer 10.11.0. 11

self-identity user-fqdn kyoten0001 my-identity kyoten0001
set ipsec-policy P2-POLICY P2-POLICYZIBTE(RN—2)

set isakmp-policy P1-POLICY 1-POLICY%I5TE

ike-version 1 > J )L h(dv2

local-key SECRET-VPN key ascii SECRET-VPN
exit
crypto isakmp policy P1-POLICY

authentication pre—share authentication prekey
encryption aes encryption aes 256

encryption—keysize aes 256 256 256

group 2 group 2

lifetime 86400 lifetime 86400

hash sha-256 hash sha-256

initiate-mode aggressive negotiation-mode aggressive
exit exit

» IPsec:&TE (Eprofile(P1)/map(P2) &policy[CHhMNTWLET
v profile/map(FIDVHEEZHRELERT
v policy 3B 7L TV XLEZHRELUET
« profile & policyDff{F1F (& set isamkp-policy TITWET
« 1D®DpolicyzE#Dprofile(CiR{F D ENAIEET T
(policy &profileZz 1:N(CHRAT I FB]BE
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[PsecDE%TEQ CEleLTRIC

F220 F200

crypto ipsec selector SELECTOR ipsec access—|ist 1 ipsec ip any any
src 1 ipv4 any

dst 1 ipv4 any

exit

F220TIEIEE77)LT U X A (dpolicy N TIEET S ipsec transform-set TRANS esp-aes-256 esp-sha256-hmac
crypto map KYOTENOOO1 ipsec—isakmp crypto map KYOTENOOO1 1
match address SELECTOR match address 1

set isakmp-profile PROF0001 Profile(P1)ZiEET S
exit
crypto ipsec policy P2-POLICY P2-POLICY(JprofileNTIEE =MD

set pfs group2 set pfs group2

set security-association |ifetime seconds 28800 set security-association |ifetime seconds 28800
set security-association transform esp-aes esp-sha256-hmac set transform-set TRANS

encryption-keysize aes 256 256 256

set mtu 1454 737"2)MI:?%@MTUﬂE%HEE?é(pre—fragment F200C(ZIFICIEET 3

Tl BE. YIBIFOMTUERICEICULET)

set ip df-bit 0 F200C(Jouterddf(EFE(C0

set ip fragment post F200 T (dipsecif EESPANMEE SN DIFDMTUIC K DRESTND
exit exit

interface Tunnel 1 interface ipsecif 2

tunne| mode ipsec map KYOTEN00O1 Map(P2)ZIEEY S crypto map KYOTENOOO1

exit exit

+ profile&policy™iR{T 17 (S set ipsec—policy (crypto isakmp profileE— R)TITLET
« 1DDpolicyZEEDmap(Cil{TF D Z EHAJEET I (policy EmapZz 1:NICHRT (7 B]EE
¢ JL—IR=XZBHYR-KULTHED. RUS—R=X(IERXKYR—rTT

(BB RLUATSAZRELUET ., R— MESTSAZRET D EETEELA)
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[PsecDiRTER CEleLTRIC

F220 F200
(vpn enable(dF220(C (3L, & TEIPsech'E#ET D) vpn enable
(ipsec access-listdDbypassH' < THF220(FFEX =BT, ipsec access-list 128 bypass ip any any

ExziB U <IRVBE. access-listTdenyZiRET D)

crypto log isakmp negotiation-fail (IKE=J45B20 % H77) vpnlog enable
crypto log isakmp sa (SAEYZ/fRIOT & HH)
crypto log isakmp session (tZw > 3 WYL /fROD = H )

crypto ipsec-log

(block-type-discardO7 (D =720 nolog-block-type-discard
(spi-no-matchOJ (FH -3 E=N7aLY) nolog-spi-no-match
exit
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IPsecdD TS A > AT (pre-fragment) i

HTtIAE#E(C set mtu HE
BT ERBEDICETELT

{8 |IPHdr ¥ |
( ISOAT |
IPHdr XD IPHdr EXQ
; - ! L KT SIAS MO
: l ! | BUCRBESHEENET
( ESIL/H 7L | ; |
IPHdr EEXO IPHdr EEXQ

set mtu BE@EUT —>

K“———— set mtu BEMB/UTFT

o DTCIUERIIC T ST A I B HER%Epre-fragmentESUVVET

« ESPREAITUTZLEIILTBIRENEL, BLADTSTA NV hNEESTESB1IE8H.
ZEAOBEE/NESLKTEIAUY MHDET

« 2EUEE Y RDIP Headerd®DF(Don't Fragment) 0 TH3MENSH D E T,
DFMM1THT I (Cset mtuB &72 3154, ICMP D Fragumentation needed and DF
setZ XM= (TRIE U FE I (Path MTU DiscoveryDENE)

« F220TI(Z. set ip fragment post (crypto ipsec policyE— K) DR ESNTULVRUVMESI(C
pre-fragment& /2D FET

s HTTIUEBRDOMTUfEZ set mtu (crypto ipsec policyE— K) TIEEULZET
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IPsecdD TS50 X > AT (post-fragment) i

Z{EEF: |[PHdr e vg

( s=h DT

IPHdr EEr

g TSR~

IPHdr EEXO IPHdr ESXQ

e 4
’

“———— set mtu BEMEUTF set mtu ERTEMBUAT —>

o BTCIULRICT ST A I D5 Zpost-fragmentEENVET
o JT5UOA RESNBIBETHBESPEZREUIEIPsecGWAU 77> TILLTH\SES I B8, =FRHI(IC
IA—INHMEITBEN) Ty MITSITAS hENBaIEECEND AU Y MG DET
« FEUREEY Y RDIP HeaderdDFHAOTEITHE TSI A NEJEETT
« F220TCld. FEE2 DZHE(MAWE)T D & Tpost-fragment 7D FERT
set ip fragment post

set ip df-bit O

« set ip df-bitld. HTILEDODHEZARDDEECTT . RTEMEEUTIETFENHDDET,
0: DFZ0IC9 3
1: DFZ1(C9 3D

copy: FEUEEXDDFEZ Hh Tt EICOE—T3
DT IUBEDESP/\ oW METSTAS RESNTWVDBDT,. DF=0ERRDINENSDET
. BTIUELEDOMTUEZRset mtuTIBELET
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F200(DIPsecd TS X > N T FURUKAWA

pre-fragment(ipsecif OMTUZ/N&E< F3B)

(S8 [IPHdr X |
IPHdr O IPHdr X

< E?gwt E% ipsecif @ mtu sZEMBELUT H

IPHdr IBEEXO IPHdr ESX@

< ipsecif M mtu HEMBUT %:

post-fragment(ipsecif OMTUZ K=< U, ¥IBE/R— bOMTUZ/NESLKL T B)

mtu EREMBEUT

RAERF: |IPHdr T2
@%éfb/bj’t)wt
IPHdr | iA=Rve |
. .
<§}gx>h§ -
IPHdr | Ei=p 4 IPHdI:\ E1=p%40)
; < MR- Newan/pppoeE)D !

: YPIER— ~(ewan/pppoess)D
:é ! mtu SREMBEUT
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RS —R— ZIPsecRTEN S DT i

« F220TIFIRYZ—~R—XIPseczHR— hLTHEDFEE A
F200T/RY S —~R—XIPsece CFIAVVEEWZHERR(C T, F220NDUT L —RZTHERETWZIEL
HBald. IRV —R=X(CEDETZIL— bAR—XIPsecDFRENNEEIRDFET,
T, sz sRBNnTZUET,

F220 (JL—bhA~R—XIPsec) F200 (7RU>—~—XIPsec)
IPseciRZHTET DIF IPsech>RILA>2HFTT—R WANfll-1>452J1—X
ES{0/IERESETRDIEE  ip routeDHFRICTIEE IPsectzL 25 THEE (ipsec/bypass)
IPseczLO5FDF TV RU (I AL SEME) »h
MIFER—HSE XEECLOEER (FIRHD)  KEE(CKDEEART]

« KERTEIPsecdmAIARY = —R—XIPsecxHA U TWVWBIBEDF220 TREKRDR L = —~R— X IPsec
RTENSIL— hR— X IPseciEENBITI DABDRTEDRA > MTDWTHESRUET .

@ : lB2MbE{E (IPsec) FADRIERTED KFEESLBEER (1/>45—xRv hE) HAORIRRTE &
IPsecb>RILA > AT T —RAHEICDLNT

@ : A EDIPsec b RIUKRHTA > —FR Y MERZEITDIHBEDRIRETE (CDULT

B~@ : E—VPNE 7#E#1Psec SAMEBRIFDESTE(CDULNT

~@ : FE—VPNEJ7##IPsec SAHBRRIFDTE L/RU S —)L—F« > JHEE E DHAIC DN T

@

o ITFDOON> RICDWTORRRIFEIRE L THENFEI DT, profile(P1) &policy(P1/P2) E(CDULTIE.
AERD [1PsecDisED~Q)] ZBRULTZEW
- crypto ipsec policy
- crypto isakmp policy
- crypto isakmp profile

o IR T(IPPPOEZFIFHT D1 >4 J 1T — A% interface Tunnel 1000 & UTWLWET
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MU —X—XIPseciSENSDEH (1) =i

s IPseczL OFDF T v I(CDLT
F200CI(&IPsec SAEYIBFDSAD L U EHk EESP/ 4w MESILIEDIXETT/FEIDTF T W I % 1TL)\,
TLOSBIRIC—EURWN\TY NZEREREZEITIFEERO>THENEFT GRECKDIZE(IAA) ,

F220CIFRETELIIF TV IDEML/EMENEEREETH D T IAILREMEE L TEEL O
FIvOFENEUTEMEL. UTOWITNHADEETEMNMET D EN AT,

- crypto ipsec selector-check (REBEWHTLZL OFF TV IZBEMNELT D)
- set selector-check enable (IPsechU< —&(CtLOSF TV IEEMNET D)

212U F220C L OAF TV IMBEZBIME TEBADIF4DETOFIBENGH D, 5D LEDIPsectzL 2
SEMAITRIGEEELIFF TV IMETENICLTIIEEU,

XABERTEEUT, IPseczFIFAT D Tunnel IFXEN TES{LEDIXETT/FE5E (X U Taccess-list(C K
274U TEITDSZEIFEEETT,

1)

access-list 110 permitip 192.168.2
access-list 120 permitip 192.168.1
access-list 199 deny ip any any

|

interface Tunnel 1

ip access-group 110 out

ip access-group 120 in

ip access-group 199 out

ip access-group 199 in

tunnel mode ipsec map CENTER00O01
exit

55 192.168.
8

.0 0.0.0.2 1.0 0.0.0.255
.0 0.0.0.255 192.168.2.0 0.0.0.255
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RS —R— XIPseciSTENDSDZEIRQD) FURUKAWA

~IPseciRZNTE I DIFRTE R TEDFBITIC DL T~ ELECTRIC
F220 (JL—bh~—XIPsec) F200 (/RYU>—~_—XIPsec)
ip route 0.0.0.0 0.0.0.0 tunnel 1000 IFIES{ERIBER ip route 0.0.0.0 0.0.0.0 pppoe 1
ip routez%iE B L SRBEBIFES{EHNREE(EX) BT T A)L MREE
FIFATS

ip route 192.168.1.0 255.255.255.0 tunnel 1 Hﬁ£%4biﬁ?ﬂﬂ§ﬁ§ﬁﬁ
ip routes%E

crypto ipsec selector SELECTOR ipsec access—|ist 1 ipsec ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0. 255
src 1 ipv4 192.168.2.0 255. 255. 255.0 /_‘I'\U :/—/\“—X_IPse;‘g&tﬂ‘éﬁftiﬂ‘%‘%b‘ﬁEE‘%N:%T%&D"E
ipsec access-list TIEE I D
dst 1 ipv4 192.168.1.0 255. 255.255.0 ipsec : BES{EXI5R
. bypass :FEIES{CITER(FEX)
exi

bypassFidcrypto ipsec selectorf$iE(FAE
(ipsec access-listDbypassH' < THF220(FFEXZIET .
ExziEUZ<RVMGE. access-listTdenyZi&KET D)

ipsec access—|ist 128 bypass ip any any

interface Tunnel 1 interface pppoe 1

tunnel mode ipsec map KYOTENOOO1 crypto map KYOTENOOO1

exit WANEIIF & (FB(CIPsec b > &) VIFESENNE exit WAN/IIF(Ccrypto maps%EZ 1T\ \IPsecIRZIEE

IPsec b>2JLIF(Ccrypto mapi&EZ T\ IPsec i REIETE

crypto map KYOTENOOO1 ipsec—isakmp crypto map KYOTENOOO1 1

match address SELECTOR match address 1

set isakmp-profile PROF0001 set peer address 192.0.2.1
exit

« RUS—R—RIPsecEEEXD)L— bR—XIPsecT(d. BSILIMERIEEZIp routes¥ECIBELEXT
« WANI->45 T 1 —XEFRICIPseczF AT BADIPsec b RILA AT T —ARENMETY
- profile(P1)&policy(P1/P2) BRE(CDWTIE. AERID [1PsecDsuiED~B ] ZEBRU T IZE0)
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RS —R— ZIPsecESTEMNSDZEIRQ
~172>AIPsec h>RIVEREATA > 5 —RY MERZTOHE~

FURUKRAWA
ELECTRIC

F220 (JL—bkA~—XIPsec)

ip route 192.0.2.1 255.255. 255. 255 tunnel| 1000

IPsecxiEdMVPN E 7FEDFEEE
IKE*I>IT—>3>H ip routei&E

ip route 0.0.0.0 0.0.0.0 tunnel 1 £7C(any)DFEF/\DFELE

B SIEER ip routes%iE

crypto ipsec selector SELECTOR
src 1 ipv4 192.168.2.0 255. 255. 255.0
dst 1 ipv4 any

exit

interface Tunnel 1

tunnel mode ipsec map KYOTENOOO1
WANIIF & (EBI(CIPsec b > RIVIFERENNE

B IPsec k> 2%JLIF(Ccrypto mapi&EZ1TU\IPsec i REIETE

crypto map KYOTENOOO1 ipsec—isakmp
match address SELECTOR
set isakmp-profile PROF0001

exit

o JL— MRX—XIPsec CTHLEAINMtEZ> S EDIPsec b RIEREHATA > —R Y MNMERZITOSBE

F200 (/RYU>—~_—XIPsec)

ip route 0.0.0.0 0.0.0.0 pppoe 1

BESERBEGIFESIERRTERE(FEX)ET I A4/l MMEIRZE
FIFAY B (IPsecMDVPNE 7SEDRBEEFND)

ipsec access—|ist 1 ipsec ip 192.168.2.0 0.0.0.255 any

2 HRAlEDIPseciERATA > —FR Y MERZTDHAE
ETCOREZES(EIRET DR, JEtZany TIEE

interface pppoe 1
crypto map KYOTENOOO1
exit WANIIF(Ccrypto maps%EZ 1T\ IPseci Rz IEE
crypto map KYOTENOOO1 1

match address 1

set peer address 192.0.2.1

a. T IAIBNL—b

W TRIKERIS I —2 3 M7 RVLE. T2 ARIOVPNE PO SRR ENNETT
+ Responder& Rtz ARIDEET. HLBIDIPAEDISEIIUTD SRV — MEENMNETT,
[crypto isakmp tunnel-route] U< (E [tunnel-routel

 profile(P1) &policy(P1/P2) i

SECDVNTIE. KERID [IPseciETED~Q) ] Z&RB LT ZEL
All Rights Reserved, Copyright© FURUKAWA ELECTRIC CO., LTD. 2019
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RS —R—ZIPseciEEN B DZIR) FURUKAWA
~FE—VPNE 7#21Psec SAZFIFT BIEE(1/2)~ ELECTRIC

IPsecxmEIDLAN(CEE DI A > bHB BT — X TlE, MERDRY S —~R—XIPsecT(FR—VPNE 75t
L THEHDIPsec SAZHEII ST T, &t A> ME(Cipsec access-list TiX{ETT/FELEIETE I DNENH D E
Ui,

F220CHERDR = —~R—XIPsec LD ICE—VPNE (X U TEZDIPsec SAZIEI S BE(F.
match addressiSTEDHTESENEN DI, LT THREDRA > MTDWTHESRLUE T,
XIKEV1ODOHFIFEBRIEGE TS

F220 (JL—h~—XIPsec) F200 (/RUS—~—2XIPsec)
ip route 0.0.0.0 0.0.0.0 tunnel 1000 IEREE L SIBER ip route 0.0.0.0 0.0.0.0 pppoe 1
ip routes%E B DFEHRNDESEHFRBEGIFESEHFBE(FX)E
TIAI NMEBZEFIFATS

ip route 192.168.1.0 255.255. 255.0 tunne| 1 FES{CAZEE1A
ip routessE

ip route 192.168.10.0 255. 255. 255. 0 tunnel 2 EES{EXISUEE2H
ip routes%iE

crypto ipsec selector SELECTOR_001 ipsec access—|ist 1 ipsec ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0. 255

src 1 ipvd 192.168.2.0 255.255. 255. 0 ES{ESBIS 1 DIX(STT/5E5EZ ipsec access-list THEE

dst 1 ipv4 192.168.1.0 255.255.255.0

exit
crypto ipsec selector SELECTOR_002 ipsec access—|ist 2 ipsec ip 192.168.2.0 0.0.0.255 192.168.10.0 0.0.0. 255
src 1 ipv4 192.168.2.0 255. 255. 255.0 BES{LXISBIE20D1X(E7T/5E5E% ipsec access-list TIEE

dst 1 ipv4 192.168.10.0 255. 255. 255.0

exit

o IPsecdEMAl(CHEEDLANT I A > MHEIE T DIBE. IL— bAR—RIPsecT(IFBHEE (CIRIBEENVETT

- profile(P1)&policy(P1/P2) BRE(CDWVWTIE. AERID [[PsecDsuiE D~B ] ZERU T IZE0)

« [E—VPNEJ7#E£80D1IPsec SAFIAEFDcrypto ipsec selectors&E &map(P2):%E & DEEFT 1T 55E(E
IRDNR—ZTHRFUET
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RS —R—XIPseciSTEN B DZEHG@ FURUKAWA

~[aE—VPNE J7#E#1Psec SAZFIE T BDIHE(2/2)~ ELECTRIC
F220 F200

interface Tunnel 1 interface pppoe 1

tunnel mode ipsec map KYOTENOOO1 match address SELEGTOR_001 crypto map KYOTENOOO1

exit exit

interface Tunnel 2

tunnel mode ipsec map KYOTENOOO1 match address

exit

crypto map KYOTENOOO1 ipsec—isakmp crypto map KYOTENOOO1 1

—match—address—SEEECTOR— match address 1
set isakmp-profile PROF0001 set peer address 192.0.2.1
exit
E—VPNE 7 (Zxt U THERDIPsec SAZEIISE B HE(E crypto map KYOTENOOO1 2
crypto map s&EM T (& match addresss FRE(FAE
¥ match address BE(F&Tunnel(>45J T —XBETIEEIT D match address 2
XIKEV1DHF) AR EE

set peer address 192.0.2.1

« IRUS—~—2XIPsecTIE. #EEDIPsec SAZMHII S EBIHBEBWANRIERB1DDA>SFTIT—AT
IPseciBENFIATIEETLIEN. JL— hR—XIPsecTIld. IPsec SAE(CIPsec h>RILA>FTT—R
RENMMETY

- profile(P1)&policy(P1/P2) &EICDWTIE. RERID [1PsecDisiED~B) | ZZBULTIZE0)

« BE—VPNE (X U TEEDIPsec SAZIEYI S EDIHE. crypto map(P2)sSE(IELHERE I DNE(FIR L.
&IPsec Tunnel-f >4 J 1 —AFRERN Tmap&iia il (C U CRE 17T, match addressi&ES(CFIFET S
IPsectL OS5 ZIEELEXT

s RR—ZDFEBREISIEITE0N
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FURUKAWA
[B—VPNE J7#E21Psec SAIERKIFDFE = ELECTRIC

& E—VPNE 7{E#IPsec SABRKIFDTE =
- IKEv1DHFFEE]8E
- crypto ipsec selectorlA#+DIPsec/ S A —F(FRA—&EZFIHIT D&
- IPsecResponder& UCTHIFET BI/BEIC. IPsectzL U5 DEET/FENBERRICRANT &

OK7251

crypto ipsec selector SELECTOR_001
src 1 ipv4 192.168.2.0 255.255.255.0
dst 1 ipv4 192.168.1.0 255.255.255.0
exit

crypto ipsec selector SELECTOR_002
src 1 ipv4 192.168.2.0 255.255.255.0
dst 1 ipv4 192.168.10.0 255.255.255.0
exit

NG7251

crypto ipsec selector SELECTOR_001
src 1 ipv4 192.168.2.0 255.255.255.0
dst 1 ipv4 192.168.1.0 255.255.255.0
exit

crypto ipsec selector SELECTOR_002

src 1 ipv4 192.168.2.0 255.255.255.0

dst 1 ipv4 192.168.0.0 255.255.0.0 %SELECTOR_001Ddst & BERRICHD
exit
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RS —~R—IPseciRTEN S DZHA®) FURUKAWA
~E—VPNE F#IPsec SA+7R S —JL—F ¢ /I HEEDHE(1/3)~ ELECTRIC

JL— hR—RIPsecT (FIESL T ROIEAE (CRIGRTENMETIH . B—VPNE 7 I(CH L TEEDIPsec SAZEHEL
T2 ER TEEDOLANAICIER DI A> "B D5 — A TIIES{EHREEDIBLRFEOEENREELTULED
BENSDET,

F220 THERDRU S — R —XIPsecD L SI(C. BSILHRIBEDXIETT/FEHKICK D TERAT BIPsec > RILZEIRD
DFBICERIERY S —IL—F 1 D THEEEDHBNNEERDZ A, UTFTTRUS —)L—F o DTREDRA > MMC
DWTCHRERUE T,

F220 (JL—h~R—XIPsec) F200 (7/RUS>—~—XIPsec)
ip route 0.0.0.0 0.0.0.0 tunnel 1000 SRS (SRS ip route 0.0.0.0 0.0.0.0 pppoe 1
P ToHReRIE (27T /RS PR < BES L RBE SIS L RBE(TEX)E
SIESACHRBERADIP routelBERTS EFRsERIEDEENFTA L FT4)L MEBEEFIR TS

TUZEDA. ip routesSE(FTHRL\,
ip routes¥EDRNDD (CRUS —)L—F o > J#EEFIA L T,
access-lisERETRIS —IL—FT« DI WREIBEIT D (&ih)

crypto ipsec selector SELECTOR_001 ipsec access—list 1 ipsec ip 192.168.2.0 0.0.0.255 192.168.1.0
0.0.0.255 EE{LRSRE(E 1 DX{E7T/585E (& ipsec access-list TIEE
src 1 ipv4d 192.168.2.0 255. 255. 255.0

dst 1 ipv4 192.168.1.0 255. 255.255.0
exit
crypto ipsec selector SELECTOR_002 ipsec access—list 2 ipsec ip 192.168.20.0 0.0.0.255 192.168.1.0

0.0.0.255 IS X SRBIE2MiX{ET/585% (S ipsec access-list TIEE
src 1 ipv4d 192.168.20.0 255.255.255.0

dst 1 ipv4 192.168. 1.0 255. 255.255.0

exit

E—VPNE 7182 dD1Psec SAFIARF, LANMICHEIDLANT I A > MO FET DIRIE T, BSIEHRBEDE
N E USE (SRS TE (FATHO/R0

profile(P1) &policy(P1/P2) 5REICDLTIE. RERID [1PseciwiED~B) | Z#ZBUL T IZE0)
RUS—)L—F 4 DIBECDNTIIROR— TR UET

All Rights Reserved, Copyright® FURUKAWA ELECTRIC CO., LTD. 2019 16



RS —R— ZIPseciRTEN S DZEIAG) FURUKAWA

~[B—VPNE J7#E#11Psec SA+RUS —)L—F« 2T BEEDHA(2/3)~ ELECTRIC
F220 F200
access—list 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 ipsec access—|ist 1 ipsec ip 192.168.2.0 0.0.0.255 192.168.1.0
0.0.0. 255 0.0.0.255
access—list 102 permit ip 192.168.20.0 0.0.0.255 192.168.1.0 ipsec access—|ist 2 ipsec ip 192.168.20.0 0.0.0.255 192.168.1.0
0.0.0.255 0.0.0.255

PBR_Tunne|_01

atch ip access—group 101

PBR_Tunnel_02

o access—group 102

class-map

exit

class—-map

po | icy-route-map PBR

class(PBR_Tunnel_01

count

action nexthop tunnel 1

cIass‘HHH!IIHI!I!H!’
count

action nexthop tunnel 2
exit

!

exit

ip routes®¥EDARID D (Caccess-listERETRUS —)L—F 1 >4
TR E T BDIRET/FARZEIBEL TRUS —)L—F 1 2 TEED
class-map Tmatch ip access-groups%iE EFHD1F3

IS SES1H : access-list 101 HHfksE Tunnel 1

IES M SRES2 : access-list 102 HfksE Tunnel 2

RUS—)L—F+ TRE
LANI#IEBIF (GigaEthernet 1/x) policy-route inputi%iE DT D RFEIEE

class-mapi&iE EclasssSEZE DTS

COUNtERTE(C K DR S —)L—F« > ([Cmatch UTeiks BRI HER AT B8
show policy-route statistics interface gigaethernet 1/1

MU —IL—F« 2D E LT

tunnel 1Z1E%E

class-mapi&iE &classsSEZE DTS

MU —)L—F« 2T D E LT
tunnel 2= 18%E
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RS —~R—IPseciRTEN S DZEIAT) FURUKAWA
~E—VPNE 7##IPsec SA+7R S —JL—F ¢ /I HEEDHE(3/3)~ ELECTRIC

F220 F200

interface Tunnel 1 interface pppoe 1

tunnel mode ipsec map KYOTENOOO1 match address SELEGTOR_001 crypto map KYOTENOOO1

exit exit

interface Tunnel 2

tunnel mode ipsec map KYOTENOOO1 match address SELEGTOR_002

exit

crypto map KYOTENOOO1 ipsec—isakmp crypto map KYOTENOOO1 1

set isakmp-profile PROF0001 match address 1

exit set peer address 192.0.2.1

interface GigaEthernet 1/1 inte(ﬁﬁﬁifﬂgaEthernet 1/1~1/8 crypto map KYOTENOOO1 2
THIBEERTE

vian-id 1 match address 2

bridge-group 1 set peer address 192.0.2.1

channel-group 1
licy-route input PBR NI —IL—F« 2 OHEEZFIMAT S
poticyTroute ined LANBIIEEIF (GigaEthernet 1/x) T
policy-route-mapz%iE S DT D& FR
=I8TE
exit

- FEEBITIE. LANBIWIRIF(GEL/1) TS 9 d&Faccess-list TIBTE UTe & (C—EUEBENRU S —)L—
FA T DHRERDET,
- 3X{E7T : 192.168.2.0/24. %B5L : 192.168.1.0/24 (CE%HT DiEE(LIPsec Tunnel 1/\Hfik
- X{E7T 1 192.168.20.0/24. %E5C : 192.168.1.0/24 (C3%H 9 BiE(S(FIPsec Tunnel 2/\Hf}
+ policy-route iNpUtiREZHRE CEDDIEIIDDA I T T —RAICDE1DIEIFTT
« profile(P1)&policy(P1/P2) BRE(CDWTIE. AERD [[PsecDisEO~B ] ZZRUL T ZEW
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PPPOEMDERTE (NAT/FBFiltering/ProxyDNS)  FElecTRic

F220 F200
ip route 0.0.0.0 0.0.0.0 tunnel 1 pppoeldtunnel(CZE ip route 0.0.0.0 0.0.0.0 pppoe 1
ip nat list 1 192.168.0.0 0.0.0. 255 access—|ist 1 permit 192.168.0.0 0.0.0. 255

ist 111 deny ip any any access—|list 111 deny ip any any
cess—list 121 spi ip any anyF& 7 LYY > (ddynamic—spi access—|ist 121 dynamic permit any any
pppoe profile PPPOE_PROF

account user@xxxx.ne. jp secret

exit
PPPOED 77> b
&#R(Eprofile TIBE

tunnel mode pppoe profile(PPPOE_PRO!

interface tunnel 1 interface pppoe 1

. pppoe account user@xxxx.ne. jp secret
InARBUERE: SXEAE
(BEFEIPDIZE. ip addressTEXTE) PPpoe type host
FU4TgE . 0 S
¢ gigacthernet 2/1 LANZYESE: ip unnumberedZ i%7E
ip nat list&SZ187E

pppoe interface ewan 1

ip nat inside source |lis Interface ip nat inside source list 1 interface
ip access—group 111 in ip access—group 111 in
ip access—group 121 out ip access—group 121 out

exit exit

interface GigaFthernet 2/1 %2+ > %50 T —ADIETE(IIWA

vlan-id 2

bridge-group 2

pppoe enable

exit

dns—server ip enable IPv4MDDNSH —)(#EEDEE proxydns mode v4

proxydns domain 1 any * any ipcp tunnel 1 tunnel 1(CipcpTEBAIEN/ZDNSH—/\IPF KL X%&U L —5E(CER
(BHOVUL —%N o356, BEEZIETERRE. COHITIHELERL)
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LANDZETE (DHCPH—/\) FURUKAWR

F220 F200
interface GigaEthernet 1/1
vlan-id 1
bridge-group 1
channel—-group 1
exit
interface GigaEthernet 1/2
vlan-id 1
bridge-group 1
channel—group 1
exit
GigaEthernet 1/1~1/8% CRIRDIEE
interface Port-channel 1 interface lan 1
ip address 192.168.0.1 255. 255. 255.0 ip address 192.168. 0.1 255. 255. 255.0
ip dhop service server DHCPH —/) VERME(IFE(CFRTE)

ip dhcp server—profile
profileZ 18T

exit exit
service dhcp-serverDHCPH—/UEZM{E(3=ERAK)
ip dhcp server—profile lant ip dhcp pool lan 1 IF&AZIETE
address 192.168.0.101 192.168.0. 254 At LI L ADEHEZIEE allocate-address 192.168.0.101 154 FALLI7 FLADIEHE & IETE
dns 192.168.0. 1 . _ - dns-server 192.168.0. 1
%dns, gateway(Z0.0.0.08E (X TEEEA
gateway 192.168.0. 1 default-router 192.168.0. 1
lease-time 28800 #AH L D7 RL X B3NS ZEFVEI CIEE lease-time 0 8 A L D7 RL X BE%FHEZE <H><BF><M>TIEE
exit exit
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snmp(MIB/Trap)& KUsntp 75177~ b FURUKAWA

F220
snmp—server
snmp—-server
snmp—server
snmp—-server
snmp—server
snmp—-server
!

sntp server

community public ro
contact admin

name FITELnet-F220-1
location Tokyo
enable traps

host 192.168.0.150 public v2c

192.168. 0. 100

sntp p0| |-interval 86400 SntpCDF'nEJL\’%Dt’%ﬂfﬁ’i@%{ﬁfiﬁﬁ

All Rights Reserved, Copyright© FURUKAWA ELECTRIC CO., LTD. 2019

(F220(3w 9 EEREIFICHVEDEZT S
J=&. F2000Dboots £E UEMETY)

F200

snmp—-server community public ro
snmp-server contact admin

snmp—-server name FITELnet-F200-1
snmp—server location Tokyo

snmp—-server enable traps

snmp-server host 192.168.0. 150 public v2c
I

sntp server 192.168.0. 100
sntp schedule boot interval 24 Sntp@ﬁ:ﬁb\ébﬁFﬂﬁB%&H%Fﬂﬁ$4ﬁt;gi
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O 5% E (syslog/PRIEB/ Cw T 7) CelecTrIC

« F220C(EOJVDERFLICITTFENSD. BERICHIEHT DS ENTIEETY
logging host (syslogbt—/\(CHi 1., F200CHBHIRTEE
logging buffer (F220IEB/\w J 7 (CHH. F200T(dLelog,vpnlogFiERI®E(CH D eMt. F220T(E—D)
logging console (OA>Y—JLICH I, F200T(FHIAT])
logging telnet (telnet(CHi/I. F200 Tl AAT])

* syslogCXEESNBD T 7> UFT 4 (CDLT
F200 : syslog facilityCIEEUMETEEETNE I (T T AJL MIEL)
F220 : OJBICT7SUTANMNERDEIT (N2 7ILDAY—K(CEEE)
logging fixed-facility CF200EHRICIBEE LB TIXETDCENTEXET

+ syslog TIXESNDLANILICDNT
F200 : logging-level <% #&HI>THExl(elog,vpnlogHF)B(ICL NI ZEETEET
F220 : OJE(ICLANILAERRDFET (AvT—TFK(CREH)
H LSBT logging (host|buffer|console|telnet) level THEIATNBLANILZEETEET. CODRENEN
#%& (& logging buffer THRESNICETEMELE I . T I A4J)L MBI errors(3) TY

F220 F200

logging host 192.168.0.3 syslog server 192.168.0.3

syslog level 6 jnformational(6) O %&syslogH—/IAHH
27 ) -7 T = N -

I (F200AEB) \w T 7 ANIELAN)LICEHRIR S (CHA)

informational(6) A E(LNILES N\ oOd=H9 3

IPsecfERAE (informational = #E LZE 9,
SAREY - IO HlinformationalD/zsH T,
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TLEER (EHRR) FELECTRIC

1921682024

192 168.1.0/24 ,«"'\\
[. 192021
__ —l//

INTERNET

|-

200

FMZl 2., #SMos o b —2 rethopd LT,
LenfBlcmi435 07 B LA 192 168 1 S FIEELE T
Tk, WFELT I T A E LT,
@15 < L3 B Lo 192,168, 1 2547
EETLoENTEET.
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TURBR(tZ> 45— 13%) FURLKAWR

event-action 1 F200(Zclass/action/map(ca M TULELEM, F220(Fevent—actionA(Cevent/actionm 7358 E LE T
event interface tunnel 1 down eventZi5E(tunnel 1 AldownUL7z5)

. e PPPOEN'DownLTz5
action 1.0 interface gigaethernet 1/1 down actionzf57E(gigaethernet 1/1 ZdownEstE3) ——— GE1/1%downate.

VRRPiRREMYinitialize £ 78D

exit

event-action 2 PPPOERTUPLTZ5
event interface tunnel 1 up eventZ#87E(tunnel 1 HupL7z5) GE1l/1%&upat.
action 2.0 interface gigaethernet 1/1 up actionz#§7E(gigaethernet 1/1 Zup=t3) / VRRP%%@E%S%HC@D_C
exit

interface Tunnel 1 PPPOE>45TJ1—X

tunnel mode pppoe profile PPPOE_PROF

pppoe interface gigaethernet 2/1

exit
interface GigaEthernet 1/1

channel—-group 1

exit
ip vrrp enable VRRPH#gEZ BN
interface Port-channel 1

ip address 192.168. 1. 251 255. 255. 255. 0

vrrp 1 address 192.168. 1. 254 VRRP{RAE)” kL R ZIETE
vrrp 1 priority 200 VRRPEFEZIETE

vrrp 1 preempt preempt:%iE

exit
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TEBR (> 5 —f 2%) FURUKAWR

FRIE s
interface Tunnel 1 PPPOE1 >4~ 1 —X
tunne| mode pppoe profile PPPOE_PROF (profile(d#g)

pppoe interface gigaethernet 2/1

exit
interface GigaEthernet 1/1

channel—group 1

exit
i bl VRRPHEEZBIE R
1P VIR enable ¢ LRDVRRPIREERinitialize & 723 = & T.
interface Port-channel 1 2% MDVRRPIAEEN master & 723
ip address 192.168. 1. 252 255. 255.255.0
vrrp 1 address 192.168. 1. 254 VRRP{RAET” kL X %Z45 e B
o 1RMDVRRPIREEN Master(CRS &.
vrrp 1 priority 100 VRRPETEZIEE 2R MDVRRPIREED backup & 72> T
vrrp 1 preempt preempts%iE tIhR3
exit
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LB (HLR)

FURUKRAWA
ELECTRIC

E

ip route 192.168.1.0 255.255.255.0 null 0 150

ip route 192.168.1.0 255.255. 256. 0 tunnel 2 survey name(t2_ICHP)

ip route 192.168.1.0 255.255.255.0 tunnel 3 100
survey 192.168.1.251 name t2_ICMP

port—channel 1 nexthop tunnel 2 interworking E
survey-map [CMP-Kanshi

retry 2 interval 10000
frequency every 10000

stability 2 interval 10000
exit

interface Tunnel 2

tunnel mode ipsec map CENTER
exit

interface Tunnel 3

tunnel mode ipsec map CENTER_BK
| ink-state sync—sa

exit

fiRs

tunnel 2,3downks, > FFEDBENFEX THRVKSIC null )L— b ZEERE
surveyt¥ge S BB LItz ATED A1 AR T LT

T2 BTEDI\Y T77 Y THEREHTE

interface Tunnel 2iFATEZ> FAIDOLANAIIPY KL X ZICMPEERR L T,
"interworking"&1E8E 9 S Z & CTICMPEERODFERICEK D Ttunnel 1 >5J 1 —X
Dup/downZz[EHA

ICMPODEEHNEMES . BiX% 10,0002 1) 7R C2EEE
10,0002 V) ®EMR TEREEE

surveyhSDOWNIREE DR, 10,000 = ') #RE1FE T 2B ICMPES (R ASR N L f= S UPIREE L 12 5

A A I (1R) DIPsec b JL

Ny 7w TR Q2R)DIPsec kR IL
IFDup/downZ . SAREITIREEL EBISH B
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QoS(CBQIC & 2 &gl @ FURUKAWA

T2 N

1:“..,.....,.....,.....,.....,.....,.....,....

Band Prof fip 37500kbps
- - . Port Prof Ge? 50000kbps

Band Prof Default 10000kbps
Band Praf contral 2500kbos

50,000kbps ZHigHl# (C{#EH — Port_Prof_Ge2

FTPA(C 37,500kbps Z &I D %T — Band_Prof_ftp
ICMPAIIC 2,500kbps Z &I DX T — Band_Prof_control
EEBHAMZ 10,000kbps ZEI DX T — Band_Prof_Default
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QoS(CBQIC XDl @

FURUKRAWA
ELECTRIC

E

traffic—-manager network

port profile Port_Prof_Ge2_

shape pir 50000 pbs 3072
exit

port scheduler gigaethernet 2/1d

Port_Prof_Ge

bandwidth profile Band_Prof_control

shape cir 2500 cbs 1024
exit

RR—=TTEBEINd

bandwidth profile Band_Prof_ftp

shape cir 37500 cbs 1024 borrow

priority 3
exit

RR—TTEREND

bandwidth profile Band_Prof_Default

shape cir 10000 cbs 1024 borrow

exit
exit

RR—=2TEREND

e

MR—hRET2a1—5 TOT7AILCTS T —ETREEETE
S T—E>4L—k 50,000 kbps. /t—Z kX 3,072 bytes

GE2/1(Cx L 7R— R R =1 —3 Port_Prof_Ge2 =i8%E
bandwidth24o =1 —5 FO7 7 1 )L%&TE (control-classF)
{REEL-— & 2,500 kbps., /\—X ~F-r X 1,024 bytes

bandwidth2o =1 —5 JFOJ 71 IL%ZKE (ftp-classF)

{RSEL— b 37,500 kbps. /\—XZ -1 X 1,024 bytes
borrowlC KD, FIEL— hZEBRIC bS D« W IOZRREFLTIXE

RT2a1—SDB%E%R 3 ([TEE(T I AL KZ0)

bandwidth2&o =1 —=5 JO7J 7 )L%&ETE (class-defaultFl)

{R5EL-— b 10,000 kbps. JX\—XZ -1 X 1,024 bytes
borrowlCKD. FIEL— hZEBRIC bS D« W IOZRKEFLTIXE

All Rights Reserved, Copyright© FURUKAWA ELECTRIC CO., LTD. 2019
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FURUKAWAR

QOS(CBQ(:J:%%EJZ%MEH)GD ELECTRIC

E

access—list 100 permit tcp any any eq ftp
access—list 100 permit tcp any any eq ftp—-data

access—|ist 120 permit 1 any any

class—-map

match ip access—group 100

exit

class-map

match ip access—group 120

exit

poli cy—map

class ftp-class
bandwidth profile Band_Prof_ftp

exit

class ccontrol-class

bandwidth profile Band_Prof_control

exit
class class—-default

bandwidth profile Band_Prof_Default

exit
exit
interface GigaEthernet 2/1

service—-policy outputftp—policy

exit

e

DSAIY I TIN Y S =558 (ftp-class)
QOSH I ZR(Cftp(TCP 21),ftp-data(TCP 20)%187E

SRR YT TIN Y S&E533E (control-class)
QOoS¥ZR(CICMP(protocol 1)%&387E

RIS =V I TEISAICbandwidth RT3 —SHEEIDHT

ftp-class (C Band_Prof_ftp R4 L2 —5%E|Y LT

control-class (C Band_Prof_control R4 < a—5%EYHT

EDTSRICEBBETRWVNWIO—(CHT BRI —ZRTE
class-default (C Band_Prof_Default R4 < a—5%#&YHT

All Rights Reserved, Copyright© FURUKAWA ELECTRIC CO., LTD. 2019 29



=i FURUKAWA
Snatl ELECTRIC
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https://www.furukawa.co.jp/fitelnet/product/setting/index.html

https://www.furukawa.co.jp/fitelnet/product/f220/setting/index.html
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