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CPUREFIR - X EUERRORR FURUKAWR

ELECTRIC
CPUfER=x
#show processes cpu
HIfEHFECPUMDCPU{ERHZR
N CP
Xy NDO—oT7OtvY CPUO utilization for five seconds: 15%/25%; one minute: 15%; five minutes: 16%
(NP)DAEFSR NP

CPU1 utilization for five seconds: 0%/0%; one minute: 0%; five minutes: 0%

_ ~ o App
FDCPUEFR o . . . . .
o7 4 f CPU2 utilization for five seconds: 1%/0%; one minute: 1%; five minutes: 1%

CPU3 utilization for five seconds: 1%/0%; one minute: 1%; five minutes: 1%

CP: 4REREIA. IKEXL2TPED PID RT ST CSW b5sec 1min Smin PRI TT Process
3. CLIZOMB%TS (msec) (msec) (times) (%) (%) (%)

NP: /Wy hepikZEiTS
< CPENP TN TINS =8, 1 0 4040 92595 0.00 0.00 0.00 20 ? init

i EEIMER TEHHAD 2 0 40 1312 0.00 0.00 0.00 20 ? kthreadd

CPICEE(EIHDEB Ao (chER)

XEUFERS=
#show processes memory GERAXEUS SEAXEUS

JTotal. 3665452 kByte, Used: 1524432 kByte, Free: 2141020 kByte
EAEVUE 238M Act, 161M Inact, 26M Exec, 133M File

PID TT %MEM Real Virt Text Data Stac Peak Process
(%)  (KB) (KB)  (KB) (KB) (KB) (KB) Process

1 ? 0.0 1260 1836 32 180 132 1836 init

2 ? 0.0 0 0 0 0 0 0 kthreadd

4 ? 0.0 0 0 0 0 0 0 kworker/0:0H

6 ? 0.0 0 0 0 0 0 0 mm_percpu_wq
(FEZ)
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FANEIMFIRRE - RiERE CEleLTRIC

ELECTRIC
#show environment
EQUIPMENT INFORMATION:
Name Serial Model Firm Ver/ROM Ver
F221 00000147  F221 01.00(00) [0]00.00.0
00070-g16236cedab
EQUIPMENT STATUS
Name Status Alarm/Severity Boot status
F221 ready normal /none software reset
——— ; : : '
FANDIRRR r FAN1 normal normal /none
TEMP SENSOR STATUS:
EENIRE , , , , ,
IRTERE . .
%iiﬁﬁim;j Sensor Cu/Pk/Th Temp/Sever ity Last clearing of Pk Last recorded Pk
Th: 775 — LAFERBHE } } } } } }
\ L TEMP1 35/ 42/ 64 normal/none Never 2019/09/28 15:57:43
Dy SURE TEMP2 29/ 35/ 56 normal/none Never 2019/09/28 15:58:03
TEMP3 38/ 49/ 99 normal/none Never 2019/09/28 15:59:23
SFPHmREE [: } } } } ;
(FPER)
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JN\—3>  BEIFESTE D 7 1I)VIERRE e

— AT
JN\—=3>|&#R | #show version

R . present-side
U252 [TF221  Version 01.01(00) [0J00.00.0 [2019/10/01 15:00]

WET=re other-side
REEED SrF221 Version 01.00(00) [0]00.00.0 [2019/09/24 15:00]

FeEisERE D 7 1L

REBIRLE
EFoDFCENHE L . .
LT next-boot-side: present-side

R EER —config : /drive/config/20191007.cfg
J7 1)

#tshow boot

B ] . 28 L CH SO 01>
#show uptime (6E1285/129%3) I1-H#
e | N
18:18:50 up 6 days, 2:29, 1 users, load average: 1.24, 1.32, 1.43
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250 1 —XIEFIRIDER— )

FURUKRAWA
ELECTRIC

#tshow interface gigaethernet 2/1

GigaEthernet 2/1 is up, line protocol is up
Hardware is GigaEthernet, address is 0080. bd4c. 9792

Description:

IP address is 158.202.235.81/21 (Port-channel 21)
Broadcast address is 158.202. 239. 255 Port-channel
Bridge—group 21 o - (GRIER— MBS
VLAN is 1 bridge-group&E=

Ether MRU is 4018 bytes

Encapsulation ARPA, Duplex full, speed 100Mb/s, media metal
EEE: Disable

MDI: MDI

Flow control: send off, receive on

ARP type: ARPA, ARP Timeout 00:20:00

Since: Sep 28 15:50:24 2019

SNMP [ ink-status trap: Enabled

300BFH AL S
EvhL—h

300 seconds input rate 21449 bits/sec 17 packets/sec

L; Last clearing of “show interface” counters never

300 seconds output rate 668 bits/sec 0 packets/sec
Statistics:
7047939 packets input
968629672 bytes input, O errors input, O dropped
—— unicasts, 4008005 broadcasts, 2257779 multicasts
0 CRC errors, 0 overrun, O undersized, 0 oversized
0 pause frames
4499 packets output
4051349 bytes output, O errors output, O dropped
—— unicasts, 12 broadcasts, 6 multicasts
0 pause frames
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12501 —XIEIHRGRER— )

FURUKRAWA
ELECTRIC

#show interface port-channel 21

Port-channel 21 is up, |ine protocol is up

YDHER—
5k

{

BiIElMDshow & DE
NMSETEUIEALS
Ev kL—b

r(

Description:
IP address is 158.202.235.81/21
Broadcast address is 158.202.239. 255
MTU is 1500 bytes
Encapsulation ARPA, loopback not set, not point-to-point |ink
No. of active members in this channel: 1
Member 1 : GigaEthernet 2/1 is up, line protocol is up
Since: Oct 3 17:07:07 2019
Last clearing of “show interface” counters never
—— seconds input rate 27048 bits/sec 21 packets/sec
—— seconds output rate 152 bits/sec 0 packets/sec
SNMP | ink-status trap: Enabled
Statistics:
7050133 packets input
4034 unicasts, 4007868 broadcasts, 1128120 multicasts
4554 packets output
4512 unicasts, 12 broadcasts, 6 multicasts
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IPsec SAIE#k

FURUKRAWA
ELECTRIC

#tshow crypto sa

ISAKMP SA
Mode : <I> Main
Local IP : 192.0.2.1/500
Local ID : 192.0.2.1 (ipv4)
Remote IP : 192.0.2.10/500
Remote ID : 192.0.2.10 (ipv4)
Authentication method : Pre-shared key
Encryption algorithm : aes256-chc
Hash algorithm : hmac-sha256-128
Diffie-Hel Iman group : 2 (1024 bits)
Initiator Cookie : 01864f35 9061322¢c
Responder Cookie : 88f0f6c4 d2655beb
Life time : 261/86400 sec
DPD : on

(BERIZHE <)
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IPSEC SA <I>

Selector :
0.0.0.0/0 ALL ALL <—> 0.0.0.0/0 ALL ALL

Interface : tunnel 2

Peer IP : 192.0.2.10/500

Local IP : 192.0.2.1/500

Encryption algorithm : AES-CBC/256

Authentication algorithm : HMAC-SHA2-256

Life time : 261/28800 sec

PFS @ on (group 2) ESN : off

IN
SPI : 744bfa39
Packets
Octets
Replay error
Auth error
Padding error :
Rule error

ouT
SPI : 1c147a89
Packets -0
Octets -0
Seq lapped : 0

OO OO OO

Total number of ISAKMP SA 1
Total number of IPSEC SA 1




IPsec =i&Efia 5

FURUKAWAR

ELECTRIC
#show crypto statistics
Global Counters
Last clearing of “show crypto statistics global” counters never
ESP packets
IN
Decrypted : 9234920
Replay error : 0
Auth error 0
Padding error : 0O
Rule error 0
ouT
Encrypted : 9234920
Overflow error: 0
Seq lapped : 0
Trigger Packets : 0
Policy-manager Counters
Last clearing of “show crypto statistics policy-manager” counters never
IKEv1
PHASE1
active : 0
succeeded/failed : 0/0
retry : 0/0
(LAFHER)
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OJFR(-1 >~ T 1T —X Down/Up) FURUKALWA

ELECTRIC

GE2/1 DownbBsopO2,
— #81t < Port-channel2 1 R CDown

#show logging buffer

(hHER)

Oct 4 20:29:50 F220-1 nsm: %LINEPROTO-UPDOWN: Line protocol on Interface Port-channel 21, changed state to down

Oct 4 20:29:50 F220-1 linktrapd: %LINEPROTO-UPDOWN: Line protocol on Interface GigaEthernet 2/1, changed state to down
0ct 4 20:29:53 F220-1 nsm: %LINEPROTO-UPDOWN: Line protocol on Interface Port-channel 21, changed state to up
\Oct 4 20:29:53 F220-1 linktrapd: %LINEPROTO-UPDOWN: Line protocol on Interface GigaEthernet 2/1, changed state to up

E— GE2/1 UpEopO14,
#H13 < Port-channel2 1 EREEF(CUp
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(00 FRN(SAMEIL - HIBR)

FURUKRAWA
ELECTRIC

SAHEST - YRR DO

@% logging butter © 20 @6 [ EFOFKLRA-k | [ (P1($L4E4S)F€I’1(ﬁl\0)37§a?) ]
A T
Sep 24 20:54:27 F220-1 isakmpd: |PT1{(1/A){R)N) 192.0.2.10:500 M:CENTER S:4f57c4e7/f6c26c33
Sep 24 20:54:27 F220-1 isakmpd: |P2{(1/{A){R)N) 192.0.2.10:500 M:CENTER S:ddceb477/4c156be8
Sep 24 20:54:27 F220-1 isakmpd: [Se|(1/A)R/-) 192.0.2.10:500 M:CENTER
Sep 24 20:55:33 F220-1 isakmpd: |P2({(1/{D)R)N) 192.0.2.10:500 M:CENTER S:ddceb477/4c156be8
Sep 24 20:55:33 F220-1 isakmpd: [Se|(1/D}Ry/-) 192.0.2.10:500 M:CENTER R: Exec clear command
Sep 24 20:55:33 F220-1 isakmpd: |P1{(1/D}R)N) 192.0.2.10:500 M:CENTER S:4f57c4e7/f6c26c33
N | [ crypto map# | | touEes
O~ DRk
P1 ISAKMP SA(IKEv1)/IKE_SA(IKEv2)
(s Ao%gu) P2 IPSEC SA(IKEv1)/CHILD_SA(IKEv2)
Se v 3>
® 1 IKEv1
(IKE/ (—=3 >) 2 IKEV2
® A L
(WE3Z or HIBR) D WilER
@ I Initiator
(Initiator or Responder) R Responder
® N R
(¥71AR or Ux+—) R U—
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(04 TR (IKER T 5B FURUKAWA

Initiator or (P1(;¢4\*43F€iﬁ|\@aﬂ%—) ]
Responder [ E7D7 RLZR— ] 5 "
6N ©)

v N\
Sep 9 09:24:39 F220 isakmpd: {IIB_F (F{) 10.0.1.12:500 S:5a2916982/98da57e2 R: No proposal chosen (14)

OIKE=J7ER!
© =K @ =k
1P Identity Protection (Main Mode) IS IKE_SA_INIT
AG Aggressive IA IKE_AUTH
XA Configuration mode(Xauth) CcC CREATE_CHILD_SA(CHILD)
MC  Configuration mode(Mode-cfqg) CI CREATE_CHILD_SA(IKE)
QM Quick Mode ST RI>I—>3>RtREs

QIKER T KBIBH(BICEH DFET)

Ayt— fiRsh
No proposal chosen TOR—ILAR—EL
Encryption algorithm mismatch encryption77)L T U X LHVERTE & R—ER
Integrity algorithm mismatch Integrity 77)L U X LAWERTE EA—EK
DH group mismatch DHIL—THEETE EA—E
IKE transform attr mismatch Transform SubstructurefRdTransform AttributesHVi%E &A—E
Remote psk not found I)E— hdDpre-shared keyNsEEF(CRDMSRRL
Peer IP address mismatch Peerd7 RL ZAHERTE EAR—EL
Local IP address mismatch O—7JUIPT RLADEE A
Remote ID mismatch UE— NDAEEEA—E
Authentication failed IKEDFREEREL
TS unacceptable cS D4 votLOSR—E
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S Al - FURUKAWA
EEDOL|EHROEIS ELECTRIC

® show report-al | OV RICKD, BREEE U TCREICHFEFESNTULDIRE. BRUWETE
i - OV BHREDZIEBFRZTEE CETET

® 1—HE—RTEEITAIBETIN., CDIHE. HEEOBGE TCHERBRIIFRRESNEZADT.
enable N> RCHFEIL—H —F— RARBITUIE L Tshow report-al IEfTZ2HFEVNLET

® FIEICDVVTOBBWVWEDERFIC(E. BERFEEFDshow report-al lFERZEUS U TULNIETZLT
£ &, ABEZEDPIIRDET (LD, EEFOEDEHDEMMNDET)

o S5OEEDRFEIZHUNT. show report-al BHRZE2EEUSUVNEREITET & EERADOELE
EIETDCENTE., BN DIZENHSDET

e JOURNEERT UIRBEICOT7 I 7AIL(Is corefilesTRIRSNFI)NERNET .
RSN TULEISE, TNBEMIEITE T ERERICETICIRIDIZENSDET

® [BERZCLIICERRUTCEUS I DHEDEMNC. T7AILICEZTAATEIEI D AENSDDET

CLIEmI(CRAR U TCTIEEHENE I 35 (F200 & [EHR) T7AIICESAALTFTPTREBI 5%

1. BEB(COJVA>93 1. BEBCOJA>93

2. enable V> REEITUT/IRT—READL, FHEI1— 2. enable ANV REETULT/I\RDT—RZADL. $HEI1—
HE-RICBITIBD(CTOT MV #(CRDET) HE—RCBITID(TOCT MV #(CRRDET)

3. show report-al | Z=E{T9 3B 3. show report-all /drive/F220_repall ZE{T793

(F220_repal | (T 7AILBTIDTEERRETTY)
MXIRVEHR_ ETDtelnet®sshTHNIE, DA TETUEIN. 4. IHERNMNSFIPTREICOTII>TD
OV =)L TIIIERCEBMNDET (B0 TIEFZTUERA) 5. /drive/F220_repall.gz (CEREIBHRNSHDEFIDT. B
ULTCFEULN(gzCEMBSNTULET)
6. A7 T7AILIERKRSNTULDIES /drive/core DTFI(Cd
DEIDT. ZNEEUS U TTEF T 0N
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