F220 EAP-WSCHAPVZ Loca ik Sae Bl BE

1 |access—list 111 permit udp any host 10.0.0.1 eq 500
2 laccess—list 111 permit udp any host 10.0.0.1 eq 4500
3 laccess—list 111 permit icmp any host 10.0.0.1
4 laccess—|ist 121 spi ip any any
5 |1
6 |ip route 0.0.0.0 0.0.0.0 192.168. 0. 254
IWWHL7 FLRZEEET Bnul B ( /24 )
8 e : — . s
7 lip route 192.168.1.0 255.255.255.0 null 0 %ié%‘%k;%i??"c’@.a?’éStatlc.‘ﬁ%ﬂ%( /) ETIHINNT— I TAITRET S
KOARESIRF CHN LN SN D7 RLRBBTUSN DNy R EEELET,
. 7 RLRT—ILERTE
8 |ip local pool POOLT 192.168.1.1 192. 168. 1. 254 ¥Configuration PayloadlSk VL7 FLRADL Y U EIRTE
9 |
EENBNY I 7AHNTHO0T LALEREE
10 |logging buffer level informational X"show logging buffer” CHEIRAIAE
¥1Psecd O Y ZHNT HIHE(E" informational "&£ 457E
11 !
12 |aaa authentication ike-client AUTH1 local-group LOCALT HiEZIEE ( Loc )
13 |aaa authorization network CP1 |ocal-group CONFIGI O UAEEEE
i i
15 [aaa local group LOCALI BA—=ANT =3 A—R&
16 | username user1 password passi PasswordZ 157
17 | username user2 password pass2
18 [exit
1977 i
20 |hostname IPsecGi hostname$&
21 |1
22 |crypto ipsec udp—encapsulation nat-t keepalive interval 60 NAT-TE%1t
23 |1
24 lcrypto ipsec policy IPsec POLICY IPsec7R ) 2 —Z& 7€ ( Phase2 SAD/NZ5 A —R ZI5TE )
25 | set security-association |ifetime seconds 3600 Lifetime (F)) #57%E
. - " - EEAE7ILT ) XL ( AES ) DY A XEIRTE
26 | set security-association transform-keysize aes 128 256 256 Xé;(‘flﬁifﬁ_ﬁ'_fi_ﬁzﬂ"r Z\(Dssi/l\f_ﬁ\ Hsijtfﬁ lnitiator?%%ﬂ%w%{%ﬁ{ﬁ
27 | set security-association transform esp-aes esp-sha-hmac BEEAEZILTY XL (AES ) E/Ny S a7)LT ) X ( SHAT ) 235
28 | set mtu 1500 ESLEONTUEZHEE ( default: 1500 Bytes )
X EEHRDBRECEHLETHESELLET,
29 | set mss 1360 MSSIEZIEE. X BEROBECENE CHESBLLET,
30 | set ip df-bit 0 ESP/S4 v RDDFE v %70
31 | set ip fragment post RARISTAY MERE
- SA-UPkE iR %
32 | sa-up route XConfiguration Payloadic & HUMELT FLARTORBESRLET,
33 lexit
34!
35 |crypto ipsec selector SELECTOR LI ARE
36 | src 1 ipvd any EETXTELY 2 (VA EIEE
37 | src 2 ipv6 any - 15 E
38 | dst 1 ipvd any BEL LY A (v4) &
39 | dst 2 ipv6 any SEL LY A (v6) &4
40 lexit
41 1
42 |crypto isakmp keepalive interval 30 o
43 [crypto isakmp log sa detail SYSLOGIZSAREL - LT O Y ZH A
SYSLOGI=Sessionf3L - YD O Y & H 5
44 [crypto isakmp log session detail XIKE SA, CHILD SAWEAHESLEF(—SessionfEiL. £ 5 LHIBRS NT-FEISessiont]if&
BYFES,
45 |crypto isakmp log negotiation-fail detail SYSLOGIZIKER T T—a v EBOO/ #HA
46 |crypto isakmp tunnel-route ip address 10.0.0.2 SAREM (S ) E— hAlIPsec#in 7 L R3E T DB EIEE L Tznexthop TE 8
47 11
48 |crypto isakmp client configuration group CONFIG1 Gonfiguration PayloadlS & B3hL H LEY
49 | pool POOL1 TZELRT—ILIETE
50 [exit
517 )
52 |crypto isakmp policy ISAKMP_POLICY ISAKMP7R 1) & —2& % ( Phasel SAD/N5 A —A %15 )
53 | authentication rsa-sig
54 | encryption aes EEAETILT ) XLZIRTE (AES )
) ) EEETILT ) XL ( AES ) DY A XERTE
55 | enoryption-keysize aes 128 256 256 X2 ARG Y 1 ZOR/ME, BAJE, InitiatoriRERO R
56 | group 2 5 14 15 DHY L —T%E (2, 5 14, 15)
57 | lifetime 86400 Lifetime (#) #1587
58 | hash sha sha-256 sha-384 sha-512 Ny AT IV XL EIETE ( SHAT, SHA2-256, 384, 512 )
59 lexit
60 |!
61 |crypto isakmp profile PROF1 ISAKMPZ 0 7 7 A JL 5%
62 | local-address 10.0.0.1 O—HJLEIDIPseciin 7 KL R ZI8E
O—AhJLBIDOIKE ID%$E5E (FADN)
p Eeadiniibie P . vy A L
63 | self-identity fadn IPsecGl. example. com E%E(Dnﬂiﬂﬁlgkaihé Subject Alternative Name"&—EH L TWARENHY F
; Windowsifi ok & #4659 53548 (& Common Name” & —BESETTF Sy,
64 | set isakmp-policy ISAKMP_POLICY ISAKMPR 1) & — %35 7E
65 | set ipsec—policy IPsec_POLICY IPsecik ) & — %35
66 | ca trustpoint CAl CA:i 5
67 | client authentication |ist AUTH1 HEERE
68 | client authentication type eap-mschapv2 FA1TRIZEAP MS-CHAPV2 %35 7E
69 | client authentication eap-identity request EF(CEAP IDZER
70 | client configuration address respond Configuration Payloadi=&k %7 KL RV LAEZIEE ( Request/Reply A= )
71 | isakmp authorization Iist CP1 Configuration Payload|c & %LU\ LIEHRZEIETE
- o SERAEXRHU R FF v OEME
72 | pki revocation-check none XCRLEIET BB or|”, £1-13"or| none” £IEELTFALY,
13 lexit
74 !
75 |crypto session identification address YE-FQIPZ RLATE Y avZEEAILET,
76 |!
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F220 FAP-MSCHAPv2 Loca|S2EF E&5E{) HE

17 |crypto map MAPT ipsec—isakmp dynamic CRYPTO v 7%9_7@

78 | match address SELECTOR L2 ERE

79 | set isakmp-profile PROF1 ISAKMP 'O 7 7 A )L & $R AT 1T
80 |exit

81 |!

82 |interface GigaEthernet 1/1

83 | vlan-id 2

84 | bridge-group 2

85 | channel-group 2

86 lexit

87 !

88 |interface GigaEthernet 2/1
89 | vlan-id 1

90 | bridge-group 1

91 | channel-group 1

92 | ip access—group 111 in

93 | ip access—group 121 out

94 |exit

95 |!

96 interface Port-channel 1

97 | ip address 10.0.0.1 255. 255. 255. 252

98 | mtu 1500

99 | mss 1360

100 |exit

101 ]!

102 interface Port-channel| 2

103 | ip address 192.168.0.1 255. 255. 255. 0

104 [ mtu 1500

105 [ mss 1360

106 |exit
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