F220 EAP-MSCHAPv2 RADIUSRERIRF h o> T« v B&EH

1 |access—list 111 permit udp any host 10.0.0.1 eq 500
2 |access—|ist permit udp any host 10.0.0.1 eq 4500
3 |access—|ist permit icmp any host 10.0.0.1
4 |access-|ist spi_ip any any
5
6 |ip route 0.0.0.00.0.0.0 192.168.0. 254
HhELT FI{ZEEﬁzénullﬂ‘éﬁ( /24) _ A .
7 |ip route 192.168.1.0 255.255.255.0 null 0 LT LR EART BSttc R (/2 ETI LM b T O IRET
XSAREMBFICHALNH SN DT FLRGBTUND /Ay FEERELET,
8 1!
EERENY 77 AENTEOTLALEER
9 |logging buffer level informational X"show logging buffer” CHeFRTIAE
X1PsecD O ZH A1F 515 A" informational " Z155E
10 |!

1

éaa authentication ike-client AUTH1 group RADIUSI

12 |aaa accounting network ACCT1 start-stop group RADIUSI
13 [!
14 |aaa group server radius RADIUST RADIUSH—/\ER 7
15 | server-private 192.168.0.251 key secret auth-port 1812 acot-port 1813 @2?333E§<7*”1‘*ﬁ&‘ﬁﬁm'7ﬁ7/74/7m$_*ki)x
NS 3§ E =T < = 5
16 | server-private 192.168.0.252 key secret auth-port 1812 acct-port 1813 ﬁ%lf‘;;;?_a"i\( 7 FLR, AR, RIEA - THOYT 4 Y TRR—MEE ) X
17 | changeback-time 1 TZ7ARN Y= ~DOYYRYBEZEE( 7 )
18 | nas-ip-address 192.168.0. 1 RADIUSH—/NISBANS HNAS IP7 KL RIETE
19 lexit
20 |!
21 |hostname I1PsecGI hostname$& &
22 |!
23 |crypto ipsec udp-encapsulation nat-t keepalive interval 60 NAT-THEZHE
74
25 [crypto ipsec policy IPsec POLICY IPsec7R 1) & —ZR7E ( Phase2 SAD/NZ A —A ZIETE )
26 | set security-association |ifetime seconds 3600 Lifetime (7)) Z155E
& 7 o
27 | set security-association transform-keysize aes 128 256 256 Egﬁ;ﬁ;éé%%f;&%ﬁ@%ﬁg InitiatoriE BB O BB
28 | set security-association transform esp-aes esp-sha-hmac BEEEZIT) XL (AES ) vy a 7T X4 ( SHAL ) Z#IBTE
S OMTUEZ$EE ( default: 1500 Bytes )
29 | set mtu 1500 *BEROESEIC A bt TREHE
0 | set mss 1360 MSS{iE % 15 DR
1 | set ip df-bit 0 ESP/S4 s R DDFE 'y RE"0"IZERE
2 | set ip fragment post RRARIZT A2 METE
33 | sa-up route SA*UP-%.E%?&‘E _ R
XConfiguration PayloadiZ &k B3V LT LR THORBEEHZLES
34 lexit
35 |!
36 |[crypto ipsec selector SELECTOR T
37 | src 1 ipv4 any 98 (v8) FIETE
38 | src 2 ipv6 any EIETE LY 2 (v6) #IETE
39 | dst 1 ipv4 any ALY 2 (VA) ZIETE
40 | dst 2 ipv6 any EL LY 2 (v6) ZIETE
41 lexit
42 1!
43 [crypto isakmp keepalive interval 30 1 NEWME SIS, DPDA v+ —T %30 ERT
44 |crypto isakmp log sa detail SYSLOGICSAHEL - DA/ #H A
SYSLOGIZSessionkEL - LIMTD B Y & H A
45 [crypto isakmp log session detail ;<IKE¥S§6 CHILD SARAHEILEF(ZSessionFESL. £H 5 HHIBRS MizFEIZSessiontlli &
&Y .
46 |crypto isakmp log negotiation-fail detail SYSLOGIZIKER TS IT—3 3 v kBOO T EH A
47 |orypto isakmp tunnel-route ip address 10.0.0.2 % L fznexthop T& £k
48 |1
49 |crypto isakmp policy ISAKMP_POLICY
50 | authentication rsa-sig i1
51 | encryption aes BET7ILIY XA LEEE(AES )
; ; BESE 7L T 1) XL ( AES ) DEEY A XEHEE
52 | encryption-keysize aes 128 256 256 MEFANARLEY A Z0BME, BAE, InitiatoriEEBOBEEE
53 | group 2 5 14 15 DHY )L—J#¥6E (2, 5, 14, 15)
54 | |ifetime 86400 Lifetime (F) #1587
55 | hash sha sha-256 sha-384 sha-512 Ny a7 XLEIRTE ( SHAL, SHA2-256, 384, 512 )
56 |exit
571!
58 [crypto isakmp profile PROF1 ISP T O 2 7 A JLERTE
59 | focal-address 10.0.0. 1 O—H)LEID [Pseciin 7 KL AFIRTE
O—AJLEIDIKE ID’&?E‘ESFQDN) . R
60 | self-identity fqdn IPsecGl. example. com ?%E(l)aﬁﬂﬁgl‘ﬁihé Subject Alternative Name”&—H L TWARBRENHY F
XWindowsti R & #4915 (L "Common Name” & —BE#TFELY,
61 | set isakmp—policy ISAKMP_POLICY ISAKMPIR 1) & —Z 38T
62 | set ipsec-policy IPsec POLICY IPseciRl) ¥ — %18
63 | ca trustpoint CAl =
64 | client authentication |ist AUTH1
65 | client authentication type eap-mschapv2 e
66 | client authentication eap—identity request
67 | client configuration address respond Configuration PayloadlZ& %7 KL R$LULVH L A% %5 ( Request/Reply A= )
68 | accounting ACCT1 THIVT AT HEERTE
; ; SERAERM U R R F v Y DEME
69 | pki revocation-check none XORLEEET BB (4 or| ", Fi=ld"or] none” £15E LTF &L,
70 lexit
!
72 |crypto session identification address YE—FUDIP7 FLATEY Y a v EHNLET,
131!
74 [crypto map MAP1 ipsec—isakmp dynamic CRYPTOw v 7%
75 | match address SELECTOR LI AEIETE
76 | set isakmp—profile PROF1 ISAKNP 7 00 7 7 o JL & 41 15
77 lexit
18 |!
79 |interface GigaEthernet 1/1
80 | vlan-id 2
81 | bridge-group 2
82 | channel-group 2
83 lexit
84 |!
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5 |interface GigaEthernet 2/1

vian-id 1

>

7 | bridge—group 1

channel-group 1

ip access—group 111 in

ip access—group 121 out

Xit

nterface Port-channel 1

ip address 10.0.0. 1 2bb 955 955 955

mtu_1500 REICAHET
mss_1360 RICEHET
exit

©ioiNimicns

interface Port-channel 2

100 | ip address 192.168.0.1 255.255.255.0

101 ‘mtu 1500 WUEZEEx BERDEE CAhtE Tk
el

102 [ mss 1360 S EABEROBRIRICEHET

103 |exit

All Rights Reserved, Copyright(C) FURUKAWA ELECTRIC CO., LTD. 2020




