F2500 EAP-MSCHAPv2 LocalZBfE EX5EHI

1 |access—list 111 permit udp any host 10.0.0.1 eq 500
2 laccess—list 111 permit udp any host 10.0.0.1 eq 4500
3 laccess—list 111 permit icmp any host 10.0.0.1
4 laccess—|ist 121 spi ip any any
5 |1
6 |ip route 0.0.0.0 0.0.0.0 10.0.0.2
7 |ip route vrf VRF1 0.0.0.0 0.0.0.0 192.168.0. 254
HWWNHL7 FLREEST Hnul 112 ( /24 ) R N .
8 |ip route 192.168.1.0 255.255.255.0 null 0 %;é%‘%k;&i?;"&E’.é‘?’éStatlc.ﬁﬁ%( [A)ETIAINRT— I TAIZRET D
MSARESLBFICILLNVH SN DT FLRGBTUND/ ATy FEBRELET,
9 |ip local pool POOLT 192.168.1.1 192.168. 1. 254 7 Fl/.xjo_).l'?’t . s
Configuration Payloadlc &k 2LLVHL 7 RLADL VU EIETE
10 !
11 |ip vrf VRF1 VREEZ
127 rd 17 RDfE % 155
13 [exit
14 |1
EERNHNNY I 7AHATE0T LANLERE
15 [logging buffer level informational % “show logging buffer” CHEFRRHE
XIPsecD O J #H DT B15&13" informational " #157E
16 [!
17 |aaa authentication ike—client AUTH1 local-group LOCALI lhiRBAL A5 1eE ( Local SR5E )
18 |aaa authorization network CP1 local-group GONFIG1 FELAILWH LAEZFIEE
19 [!
20 |aaa local group LOCALI O—HIT—AA—REE
21 | username user1 password passl Password%}g
22 | username user2 password pass2
23 lexit
547 )
25 |hostname IPsecGW hostnamefg
26 [!
27 |crypto ipsec udp-encapsulation nat-t keepalive interval 60 NAT-TEZ1E
28 |1
29 |crypto ipsec policy IPsec POLICY IPsec7R ) 2 —Z2 5% ( Phase2 SAD/NZ A —AR HIETE )
30 | set security-association |ifetime seconds 3600 Lifetime () #357%E
o A Ty
31 | set security-association transform-keysize aes 128 256 256 ;g?g;ﬁ;ﬁéég;gig@”ﬁg{X%Ejz?g Initiator =B ORELIE
32 | set security-association transform esp-aes esp—sha—hmac BEAETZILTY XL (AES ) E/Ny a7 )L 1) XU ( SHAT ) Z355E
33 | set mtu 1500 S OMTUEZ $55E ( default: 1500 Bytes )
*BEROBECAEHE CERESBVOLES,
34 | set mss 1360 MSSIEZIETE. X BERDEFEICEHE T ALLET,
35 | set ip df-bit 0 ESP/34y RODDFE w R Z"07IZERE
36 | set ip fragment post RARTST A MEE
37 | sa-up route Sh UPEERRELE
XConfiguration PayloadlCk ALV L7 FLRASETORBEEZHZLET,
38 lexit
39 !
40 |crypto ipsec selector SELECTOR =
41 | src 1 ipv4 any L2 (v4) ZIRTE
42 | src 2 ipv6 any x93 (v6) ZIETE
43 | dst 1 ipv4 any BELLY A (VA ZIEE
44 | dst 2 ipv6 any BEL LY A (V6) ZIHE
45 lexit
46! .
47 |crypto isakmp keepalive interval 30 BIENESEIC, DPDA v t— T %30 ERE
48 |crypto isakmp log sa detai | ISSARESL - GBI D O Y ZH A
SYSLOGI=Sessionf3L - LD O Y &5
49 |crypto isakmp log session detail IKE SA, CHILD SATEAHEILRFICSessionfil. &6 5 LHEIBR S NF-BRICSessiontIlf &
BYFES
50 [crypto isakmp log negotiation—fail detail SYSLOGICIKER T I— 3 kB y #HAh
51 |1
52 |crypto isakmp client configuration group CONFIG1 Gonfiguration PayloadlS &k B3hL H LEX
53 | pool POOL1 TZELRT—ILIETE
54 lexit
55| )
56 |crypto isakmp policy ISAKMP_POLICY < —:2R% ( Phasel SAD/NS A —R ZHE )
57 | authentication rsa-sig AL Z IR
58 | encryption aes BEEE7ZILOY XLEFE ( AES )
) . EEETILT ) XL ( AES ) DY A XERTE
59 | encryption-keysize aes 128 256 256 izgl'l')\hﬁlﬁ_; 4 ZOBIME, BAIE, Initiator REBOR
60 | group 2 5 14 15 DHZ L— T %35 2, 5 14 15)
61 | lifetime 86400 Lifetime (#) #1587
62 | hash sha sha-256 sha-384 sha-512 Ny AT )L XA EIETE ( SHAT, SHA2-256, 384, 512 )
63 lexit
64 |!
65 |crypto isakmp profile PROF1 ISAKMPZ B 7 7 A JLE%
66 | local-address 10.0.0.1 O—HJLEID IPseciin7 KL R ZIEE
n—H LB IKE D% HE5E (FODN) ) o
67 | self-identity fadn IPsecGl. example. com Ei—ﬁfid)ﬁﬁﬂ%l-ﬁihé Subject Alternative Name”&—H L TWARENHY F
Windowsifi ok & #4659 5358 (& Common Name” & —BESETTF Sy,
68 | set isakmp-policy ISAKMP_POLICY ISAKMPR 1) & — %35 5E
69 | set ipsec—policy IPsec_POLICY IPsecih ) & — %355
70 | ca trustpoint CAl CA:i 5
71 | client authentication Iist AUTHI HEERE
72 | client authentication type eap-mschapv2 A1 IZEAP MS-CHAPV2 35 7E
73 | client authentication eap-identity request EF(CEAP IDZER
74 | client configuration address respond Configuration PayloadiZk 27 FL AL LAE#EHETE ( Request/Reply A= )
75 | isakmp authorization Iist CP1 Configuration PayloadIc & %LU\ LIFHRZIETE
- - SERAEXRHU R FF v OEMDE
76 | pki revocation-check none XCRLEEUET 5IBAIE or ", F1-I3"0r] none” AHELTFAL,
17 |exit
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18 [!
19 |crypto session identification address JECFEQIP7 FLATEy S a v E#a LES,
80 |!
81 |crypto map MAP1 ipsec—isakmp dynamic CRYPTO= v 7§QE
82 | match address SELECTOR LI REIRE .
83 | set isakmp-profile PROFI ISAKMP 701 7 7 A )L & 4R 4 (1
84 | vrf VRF1 VREZIEE XXMM EBIVRFZEELET,
85 lexit
86 |!
87 |interface GigaEthernet 1/1
88 | ip access—group 111 in
89 | ip access—group 121 out
90 | channel-group 1
91 [exit
92 |1
93 |interface GigaEthernet 1/2
94 | channel-group 2
95 |exit
96 |!
97 |interface Port-channel 1
98 | ip address 10.0.0.1 255. 255. 255, 252
99 | mtu 1500 NMUEZIEEXBEROBREICENET
100 | mss 1360 MSSEZIEEX BERDEFICAHE T
101 |exit
102 !
103 |interface Port-channel 2
104 [ ip vrf forwarding VRF1
105 | ip address 192.168.0.1 255. 255. 255. 0
106 | mtu 1500 NMUEZIEEX BEROEEZICAHET
107 | mss 1360 MSSIEZ IEEABERDEEICENET
108 [exit
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