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1 |access—list 111 permit udp any host 10.0.0.1 eq 500
2 |access—|ist permit udp any host 10.0.0.1 eq 4500
3 |access—|ist permit icmp any host 10.0.0.1
4 |access-|ist spi_ip any any
5
6 |ip route 0.0.0.0 0.0.0.0 10.0.0.2
7 lip route vrf VRF1 0.0.0.0 0.0.0.0 192.168. 0. 254
HhELT FI{ZEEﬁzénullﬂ‘éﬁ( /24) _ A _
8 [ip route 192.168.1.0 255.255.255.0 nul | 0 LT LR EART Bt R (/2 ETI LM b T O ISRES
XSAREMBFICHALNH SN DT FLRBBTUND /Ay FEERELET,
9. !
10 [ip vrf VRF1 VRFE%
11 ] rd 1:1
12 |exit
13 [!
EBANBNY I7AHATHOTLANLEEE
14 |logging buffer level informational X"show logging buffer” CHESRTIAE
XIPsecD O ZH AT 515 A(L" informational " Z155E
i5 i )
16 |aaa authentication ike-client AUTH1 group RADIUSI L5 FiE%4EE ( RADIU )

17 |aaa accounting network ACCT1 start-stop group RADIUS1 THEERE
181!
19 |aaa group server radius RADIUST RADIUSH—/\ER 7
20 | server—private 192.168.0.251 key secret auth-port 1812 acct-port 1813 R B (7 FLR, SR, BELR - 7H D271 YIRR—MEE ) X
21 | server-private 192.168.0.252 key secret auth-port 1812 acct-port 1813 'E%%ZU@%/E\( 7 RULR, A5 REM - THILT TR MEE ) X
35" | "changeback-time i FI2AR IO YRBMERE ()
23 | ip vrf forwarding VRF1 VRFZ$EE XRADIUSH—\AEESM TSRy FT—INEIVRFEIEELET,
24 | nas-ip-address 192.168.0. 1 RADIUSH—/NIZiEEN - HNAS IP7 K L RIETE
25 lexit
26 |1
21 |hostname IPsecGW hostnamet& &
28 |!
29 |crypto ipsec udp—encapsulation nat-t keepalive interval 60 NAT-TH#h1E
30 |!
31 |crypto ipsec policy IPsec POLICY IPseciiR 1) ¥ —E%7E ( Phase2 SAD/NT A —AR #IEFE )
32 | set security-association |ifetime seconds 3600 Lifetime () #3157
o L - . BESE 7L 1) XL ( AES )@ﬁiﬂ(x’%hi
33 | set security-association transform-keysize aes 128 256 256 NEFANARE Y A XOEIME _ InitiatorR R ORBENE
34 | set security-association transform esp-aes esp-sha-hmac e 7L a ) XL (AES Y ENy a7 R (SHAT ) & 1%
35 | set mtu 1500 S % ONTUE 5% ( default: 1500 Bytes )
*h@ﬁ@ht‘“k bﬁ’c;ﬁibﬁﬁt\bi?u
36 | set mss 1360 M
37 | set ip df-bit 0 ESP/X v FODDFEw R % O'L
38 | set ip fragment post RARIST AV MEE
39 | sa-up route SA-UPHERRRR 2
XConfiguration PayloadiZ & 23V L7 FLRABTHEBERZLETS
40 lexit
41 !
42 |crypto ipsec selector SELECTOR t LY REEE
43 | src 1 ipv4 any L2 (v4) EI85E
44 | src 2 ipv6 any BETELY 2 (6) ZIEE
45 | dst 1 ipv4 any BEELY A (VA) ZIETE
46 | dst 2 ipv6 any BEELY 2 (v6) ZIETE
47 lexit
48T
49 |crypto isakmp keepalive interval 30 MENMEEI(Z, DPDA v+ —T#30F R T
50 |crypto isakmp log sa detail SSAREN - YD O EH
SYSLOGI=SessionFEL - LIETD A4S & H A
51 [crypto isakmp log session detail XIKE SA, CHILD SAMAREILEFIZSessionfEiL., £H b HHIR S hi=FRIZSessiont]lr &
BYET
52 |crypto isakmp log negotiation-fail detail SYSLOGICIKER T I —L 3 vkBnos #HAh
537
54 [crypto isakmp policy ISAKMP_POLICY R “/—ﬁi Phasel SAD/SS A —A #IBTE )
55 | authentication rsa-sig
56 | encryption aes ﬂ“v—ﬂb?}b:l YALEIEE (AES)
. . BT LT Y XL (AES ) DY A XEIBE
57 | encryption-keysize aes 128 256 256 X2 AN ATRES ﬁﬂvfxo)g‘%ll\ﬂ‘é BAM, InitiatoriR BB OREBEIE
58 | group 2 5 14 15 .5 14, 15)
59 | lifetime 86400 Lifetime (F) Z153E
0 | hash sha sha-256 sha-384 sha-512 Ny a7 I X L%EIETE ((SHAT, SHA2-256, 384, 512 )
exit
!
crypto isakmp profile PROFI ISAKWP T 7 7 A JLERE
4 | local-address 10.0.0.1 O—AJLEID Pseciin 7 KL RAZIETE
a—#JLEIDIKE 1DZ 55 (FADN)
SR NETEE B . vy N A
65 | self-identity fqdn IPsecGW. example. com EKEQ"EmE[‘Eihé Subject Alternative Name”& —H L TLOBENHY F
XWindows#i R & #4559 535S (L Common Name” & £ —BESETTF &L,
66 | set isakmp—policy ISAKMP_POLICY ISAKMP7R 1) 3 — %387
67 | set ipsec—policy IPsec_POLICY IPsec?t'\'J —HIEE
68 | ca trustpoint CAl 15
69 | client authentication |ist AUTH1
70 | client authentication type eap-mschapv2
71 | client authentication eap-identity request
72 | client configuration address respond Configuration Payloadl=&k %7 KL RILULVH L A% %R ( Request/Reply A= )
73 | accounting ACCTi THIVTA VI HEEEE
) ) EABEH YR FF vy DRI
74 | pki revocation—-check none XORLATIS T BB A or |, -2 cr| none” £IEE L TFELY,
75 lexit
76 |!
77 |crypto session identification address YE—FEDIPZ FLATEY a3 Vv EHNLET,
78711
i CRYPTOw v TEE
80 | match address SELECTOR LI 2 ERE
81 | set isakmp-profile PROF1 ISAKMPj’Dj?’f}L’&ﬂH‘TH’
82 | vrf VRF1 VRF% 15 5
83 lexit
84 ]!
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5 |interface Gigakthernet 1/1
6 | ip access—group 111 in
7 | ip access—group 121 out
channel-group 1
Xit
nterface GigaEthernet 1/2
channel-group 2
Xit
4
5 linterface Port-channel 1
6 | ip address 10.0.0.1 255.255. 255. 252
7 | mtu 1500 MUEZEE Xk BERDREISELET
8 | mss 1360 NSSE BISEHET
9 [exit
100 |!
101 |interface Port-channel 2
102 | ip vrf forwarding VRF1
103 | ip address 192.168.0.1 255.255. 255. 0
104 mtu 1500 MU EEE kB aEOEE S &hET
105 | mss 1360 S EXBEROBREICEHET
106 |exit
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