EtherlP&vlan-id anyZ{E AL T, BLEDEH DRI T—I DD, £ ADY— /NIRRT 5O DREFTT .

-vlan-id anyE¥ B 1To7=Gigaf 2T —X Tl&, VLANZS B BLET (VLANZST DI 5/ BREZITVERA) . R TVLANZY (FETL—LEHRHLEN
BAIFTRERRDESIZL2SWEREBEL T, L2SWTVLANAY D5 /BREEZTICEABETT,

“VLANAY & TL— LERDOEGREFITELnet SE# T 5158 [&. Gigad V2T —RICvlan-id any TIFAELFEDVLAN-IDZIEE . H D
tagging transparentZ§ 3 5L IZLTLEEELY, FITELnet AN % Gigaf VAT — A TRIELI=TL—LE MDA 27— RIZERERFICVLANA S 244 5,
MO LEKGigad VA TT—ANDEIETHIL—LHNBVLANZT ERELET,

*FITELnet®LANA > A7t —X (Gigal/1~1/8) IZT. E— DVLAN-IDDFYRL bk (L ATEETT HY. EASDVLAN-IDDIFTYRLFMIETEEE A,

RB=TYyS T I —TIZBEDEMDVLAN-IDE R FE L1158 & Ovlan-id anyE RE LI5S O PMEVEIC DN TIE, TR BAZOVLANEEEDE

(Toridge#E BIVLAN#ERE) £ TS B,
https://www.furukawa.co.ip/fitelnet/f/man/220/pdf/kinou.pdf

S AREREHITIE, EARFEEE—FD vlan—id any <VLAN-IDJE> AXUFTTHERET HVLAN-IDIEZFIEELET . HRETHVLAN-IDEIEELLE WG E (L.
1-4094DEVLAN-IDAR RITHRYET A BRERBICHBHBEOHMEZELES,

) VLANZ S 75L
] VIANES SRR Y N\ Jomm
—— < T |
LREE Giga 2/1 Giga 1/1 vian-id 10

Giga 1/1 [PsecSA

PPPOEZFL AT E

vlan-id any UfAR1| 192.168.1.1/24

FITELnet 12

vlan-id 20

EtherlP

FITELnet auw
() Tunnel 3 g Iy A2 192.168.2.2/24
v

loopback 1: 10.0.0.1[

vlan-id any
H‘ i Tunnel 3[

BYUVIANEREL T,
TRLREERITS
vlan-id 10: 192.168.1.10/24
vlan-id 20: 192.168.2.10/24

Tunnel 3(EtherlP), Giga 1/1
%[ —bridge-grouplZ5¥ &

loopback 1: 10.0.0.2

Giga 1/2
vlan-id any

Lzsw\ Vanid 10 | R3] 192.168.1.3/24

m
i o0 | AR4| 192.168.2.4/24

Tunnel 3(EtherlP), Giga 1/1,

Gigal/2% Rl —bridge-groupl 3% & VIANST DR S ELUREETS

ISAKMP7R1) & —

IKE/N\—> 3y 1

E—F Aggressive E—F
BEEAR ESIES T Pk
ESEA AES 256E vk
Ny akR SHA-1
Diffie—Hellman Group 14
PRPLEPN 86400F)
IPSECR!Y > —

PFS Group 14
fESEA AES 256E vk
Ny ahR SHA-1

FATEA L 28800F)

IST Ak RRRIST AL

avvFEkEH

> 2BIFITELnet D& E
B TE
1 [access-list 100 permit udp any eq 500 192.0.2.1 0.0.0.0 eq 500 VPNTERT 5\ T yhEZEHAT 594 ILEI T DRE
2 |access-list 100 permit 50 any 192.0.2.1 0.0.0.0 VPNTERT 5\ 2 EHAT LT3 T DR
3 |access-list 111 deny ip any any FEI(NAR) T DERTE
4 |access-list 121 spi ip any any FEI(NIWEBI)VTDERTE
5 |t
6 |ip route 0.0.0.0 0.0.0.0 tunnel 1 Default#Z #&(PPPoE#Z H)
7 _|ip route 10.0.0.2 255.255.255.255 tunnel 2 EtherlPxt A2 & DIPF FL R (Loopback) 58~ D IZFE(IPsec Tunnel#F )
8 |
9 [hostname CENTER

10 |!

11 |erypto ipsec policy P2-POLICY

IPSECRYS —DEETE

12 | set pfs group14

13 | set security—association lifetime seconds 28800

14 | set security—association transform—keysize aes 256 256 256

15 | set security—association transform esp—aes esp—sha—hmac

16 | set mtu 1454

17 | set ip df-bit 0

18 | set ip fragment post

19 |exit

20 |

21 |orvpto insec selector SELEGTOR

VPNELIZDEETE

22 | src 1 ipv4 any

23 | dst 1 ipv4 any

24 |exit

25 |!

26 |crypto isakmp keepalive

KeepAlivet#gE& L TEAY HDPDD X

27 |logging level informational

VPNE S BN h DO 2559 5k

28 |crypto isakmp log sa

29 |crypto isakmp log session

30 |crypto isakmp log negotiation—fail

31|

All Rights Reserved, Copyright(C) FURUKAWA ELECTRIC CO., LTD. 2020


https://www.furukawa.co.jp/fitelnet/f/man/220/pdf/kinou.pdf
https://www.furukawa.co.jp/fitelnet/f/man/220/pdf/kinou.pdf

Bl

32

crypto isakmp policy P1-POLICY

ISAKMP RS —DERTE

33

authentication pre—share

34

encryption aes

35

encryption—keysize aes 256 256 256

36

group 14

37

lifetime 86400

38

hash sha

39

initiate—mode aggressive

40

exit

4

1

42

orvpto isakmp profile PROF000T

ISAKMPTOJ7 A LD ERTE

43

match identity user id—kyoten

44

local-address 192.0.2.1

45

set isakmp—policy P1-POLICY

46

set ipsec—policy P2-POLICY

47

ike—version 1

48

local-key SECRET-VPN

49

exit

50

51

crypto map KYOTEN ipsec—isakmp

BEDVPNETEDELHBERD IR —

52

match address SELECTOR

53

set isakmp—profile PROF0001

54

exit

55

1

56

vlan—id any 10 20

VLAN—IDZANY (1~4094) [Z}E7E .
KR ET BVLAN-IDEZ R AR EE—F Dvlan-id anya YR TR E AT 8E, 35 7E
LAEWEE1F1-4094D LVLAN-IDA RIZH S A, FHERILICHMEET S,

57

58

interface GigaEthernet 1/1

GigaEthernet (1/1) /2871 —RIZ, EtherlPb R ILE) VO 1T

59

vlan—id any

VLAN—IDZANY (1~4094) [Z}E5E .
KR ET BVLAN-IDEZ R AR EE—F Dvlan-id anyaI YR TR E AT 8E, 35 7E
LALMEE1E1-4094D LVLAN-IDA RIZHSH, FHERILICHREET S,

60

bridge—group 1

T)wTT I—TZEE EtherlPDTunnel > A—Jt—XTHERT S
bridge—group&EHHE 3

61

exit

62

1

63

inter‘face GigaEthernet 2/1

PPPoE BIETHEATHIMEANLEITI—RADHTE

64

vlan—id 2

65

bridge—group 2

66

pppoe enable

67

exit

68

1

69

inter‘face Loopback 1

Loopback 1237 T—RADEHFE

70

ip address 10.0.0.1

"

exit

72

1

73

interface Tunnel 1

Tunnel /2471 —X (PPPoE) DX TE

74

description FLETS

75

ip address 192.0.2.1 255.255.255.255

76

ip access—group 100 in

77

ip access—group 111 in

78

ip access—group 121 out

79

tunnel mode pppoe profile PPPOE PROF

80

pppoe interface gigaethernet 2/1

81

exit

82

1

83

interface Tunnel 2

Tunnel 4287 1—X (IPsec) DE{TE

84

tunnel mode ipsec map KYOTEN

85

exit

86

87

interface Tunnel 3

Tunnel 42871 —X (EtherlP) DR TE

88

tunnel mode ether—ip tunnel-profile etherip—prof

Tunnel 12871 —XTHRIZT BEtherlPTOT 7/ ILERTE

89

bridge—group 1

TNwST IL—T%EE LANIA> 27— (GigaEthernet 1/1) TERT %
bridge-group&EHH S

90

exit

91

92

ether—ip tunnel-profile etherip—prof

EtherlPFOJ7 AL DERTE

93

tunnel source 10.0.0.1

EtherlPr> L ZHEL S % B 2B (Loopback) IP7 L R DR TE

94

tunnel destination 10.0.0.2

EtherlPQ & {E% ¢ HHL s A1 E (Loopback) IP7 L X D%

95

exit

96

97

bDDoe profile PPPOE_ PROF

PPPoED ERTE

98

account abc012@**x*.*%¥*.nejp xxxyyyzzz

99

exit

100

101

end

S BIFITELnet D ER TE

Bl ______#ik
1 [access-list 100 permit udp 192.0.2.1 0.0.0.0 eq 500 any eq 500 VPNTERAY 9/\ 7Y ERIEFFAIT 271130 T DERE
2 |access-list 100 permit 50 192.0.2.1 0.0.0.0 any VPNTHEAT 5/ V7 v EREHTS 2745 T DERTE
3 |access-list 111 deny ip any any FEILINE) T DERE
4 |access-list 121 spi ip any any RS LRT DERE
5|
6 |ip route 0.0.0.0 0.0.0.0 tunnel 1 DefaultfX B (PPPoE#Z FH)
7_|ip route 10.0.0.1 255.255.255.255 tunnel 2 EtherlPxt A% & DIP7 L R (Loopback) B D#EER(IPsec Tunnel#%H)
8 |!
9 |hostname KYOTEN
10
11 |crypto ipsec policy P2-POLICY IPSECTRY S —DERTE
12 | set pfs group14
13 | set security—association always—up
14 | set security—association lifetime seconds 28800
15 | set security—association transform—keysize aes 256 256 256
16 | set security—association transform esp—aes esp—sha—hmac
17 | set mtu 1454
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18

set ip df-bit 0

19

set ip fragment post

20

exit

21

1

22

crypto ipsec selector SELECTOR

VPNELJZDEETE

23

src 1 ipv4 any

24

dst 1 ipv4 any

25

exit

26

27

crypto isakmp keepalive

KeepAlivel gt L TR HADPDDRTE

28

logging level informational

VPNE{E BN R ¥l O 2559 3R

29

crypto isakmp log sa

30

crypto isakmp log session

31

32

crypto isakmp log negotiation—fail
1

33

crypto isakmp policy P1-POLICY

ISAKMP RS —DERE

34

authentication pre—share

35

encryption aes

36

encryption—keysize aes 256 256 256

37

group 14

38

lifetime 86400

39

hash sha

40

initiate—mode aggressive

4

exit

42

43

crypto isakmp profile PROF0001

ISAKMPF O 7/ L DERTE

44

self-identity user—fadn id-kyoten

45

set peer 192.0.2.1

46

set isakmp—policy P1-POLICY

47

set ipsec—policy P2-POLICY

48

ike—version 1

49

local-key SECRET-VPN

50

exit

51

1

52

crypto map CENTER ipsec—isakmp

BEDVPNETFEDELIAERD IR —

53

match address SELECTOR

54

set isakmp—profile PROF0001

55

exit

56 |!

57

vlan any 10 20

vlan-id any TxXHEF HVLAN-IDIEZFIEE,

SRR TR L. BB S>-RTES> OLIITANT S,

1) %8 £ BVLAN-IDHY12344 £ 112000-2005D 154 :
vlan-id any 1234 2000-2005

58 |!

59

interface GigaEthernet 1/1

GigaEthernet (1/1) /2871 —RIZ. EtherlPb U RILE) VO 1

60

vlan—id any

VLAN—IDZANY (1~4094) [Z$E5E .
KR ET BVLAN-IDE R AR EE—R Dvlan-id anya YV R TR E AT 8L, $57E
LALMEE131-4094D £ VLAN-IDAS R RT3 B A%, SR E RBLICEMZET 5.

61

bridge—group 1

TS T IL—T%$ETE :EtherlPD Tunnel{ 3—Jz—XTERT S
bridge—group&EhHh %

62

exit

63

1

64

interface GigaEthernet 1/2

GigaEthernet (1/2) {237 —RIZ, EtherlPb > RILEY S

65

vlan—id any

VLAN—IDZANY (1~4094) [Z}E7E,
XX R ET HVLAN-IDEEAREHZTE E—F Dvlan-id anyaT U R TIREATEE, 18
LZLMEE131-4094D £ VLAN-IDASH RITH B A%, B2 E RBRICEMZET B,

66

bridge—group 1

TS5 L—T%ETE EtherlPDTunnel { VA—Jz—ATERT S
bridge—grouptBH S

67

exit

68 |!

69

interface GigaEthernet 2/1

PPPoE BETHEATHMEALFIIT—IADERE

70

vlan-id 2

71

bridge—group 2

72

pppoe enable

73

exit

74 |!

75

interface Loopback 1

Loopback 123 7T—RADHE

76

ip address 10.0.0.2

71

exit

78

79

interface Tunnel 1

Tunnel /2% 71—A (PPPoE) DERFE

80

description FLETS

81

ip access—group 100 in

82

ip access—group 111 in

83

ip access—group 121 out

84

tunnel mode pppoe profile PPPOE_PROF

85

pppoe interface gigaethernet 2/1

86

exit

87 |!

88

interface Tunnel 2

Tunnel 12871 —X (IPsec) DEETE

89

tunnel mode ipsec map CENTER

90

exit

91

92

interface Tunnel 3

Tunnel /2871 —2X (EtherlP) DR E

93

tunnel mode ether—ip tunnel-profile etherip—prof

Tunnel 12371 —ATHRMIZT BEtherlPTAT7AILERTE

94

bridge—group 1

TS T IL—T%IEE  LANIA > 2T 1—R (GigaEthernet 1/1) THEAT S
bridge-group&EHH %

95

exit

96

97

ether—ip tunnel-profile etherip—prof

EtherlPTOJ7 (L DEHRTE

98

tunnel source 10.0.0.2

EtherlPh> R JLEFEIL S % B & B (Loopback) IP7 FL A DERTE

99

tunnel destination 10.0.0.1

EtherlPQE{E% S 5tz 215 E (Loopback) IP7 FL A DERTE

100

exit

101

102

.DDDOe profile PPPOE PROF

PPPoED R E

103

account abc345@x¥*f¥*.ne.jp zzzyyyxxx

104

exit

105

106

end
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