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1 |ip route 0.0.0.0 0.0.0.0 pppoe 1
2 |
3 |access—list 99 permit 192.168.0.0 0.0.0.255
4 !
5 [vpn enable
6 |vpnlog enable
7 [
8 |ipsec access—list 1 ipsec ip 192.168.0.0 0.0.0.255 192.168.1.0 0.0.0.255
9 [ipsec access-list 64 bypass ip any any

10 |ipsec transform—set P2-POLICY esp—aes—256 esp—sha—hmac
1

12 interface lan 1

13 | ip address 192.168.0.254 255.255.255.0

14 |exit

15 |interface pppoe 1

16 | crypto map CENTER

17 | ip nat inside source list 99 interface

18 | pppoe server FLETS-ADSL

19 | pppoe account abc345@kkk.k%k.ne jp zzzyyyxxx

20 | pppoe type host

21 [exit

22 |!

23 |crypto isakmp policy 1

24 | authentication prekey

25 | encryption aes 256

26 | group 14

27 | hash sha

28 | idtype—pre userfqdn

29 | key ascii SECRET-VPN

30 | lifetime 86400

31 | my-identity id—kyoten

32 | negotiation—-mode aggressive

33 | peer—identity address 192.0.2.1

34 [exit

35 |crypto map CENTER 1

36 | match address 1

37 | set peer address 192.0.2.1

38 | set pfs group14

39 | set security—association lifetime seconds 28800

40 | set security—association always—up

41 | set transform—set P2-POLICY

42 |exit

43 |!

44 |end

All Rights Reserved, Copyright(C) FURUKAWA ELECTRIC CO., LTD. 2020




F220D R FE
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1 Jaccess-list 100 permit udp any eq 500 192.0.2.1 0.0.0.0 eq 500 VPNTREAT /T yFEREHFAT 57130 T DERE
2 |access-list 100 permit 50 any 192.0.2.1 0.0.0.0 VPNTERAT /3 v %3 TR BTN E) T DERTE
3 |access—list 111 deny ip any any PEIINAE) T DETE
4 |access-list 121 spi ip any any FEIAIIEBITDEE
5 [!
6 |ip route 0.0.0.0 0.0.0.0 tunnel 1
7_|ip route 192.168.0.0 255.255.255.0 tunnel 2 F60DLANF YLD —I ~DTunnel (IPsec) 1 Bk % & 5%
8 |ip nat list 1 192.168.1.0 0.0.0.255
9 |
10 |logging level informational isakmpOF Z 83T A=HIZOTLRILERTE
11|
12 |crypto ipsec policy P2-POLICY IPsecih ) —ERTFE (X HEFE)
13 | set pfs group14
14 | set security—association lifetime seconds 28800
15 | set security—association transform—keysize aes 256 256 256
16 | set security—association transform esp—aes esp—sha—hmac
17 | set mtu 1454
18 | set ip df-bit 0
19 | set ip fragment post
20 |exit
21 |!
22 [crypto ipsec selector SELECTOR0001 BLOSETE (AL E BICEEE)
23 | src 1 ipv4 192.168.1.0 255.255.255.0 EETELIEEF220DLANR YR T —UE X RICERTE
24 | dst 1 ipv4 192.168.0.0 255.255.255.0 SEEEL VU FEFODLANSYET —HE M RITERTE
25 [exit
26 |!
27 |crypto isakmp keepalive
28 |crypto isakmp log sa
29 |crypto isakmp log session
30 |crypto isakmp log negotiation—fail
31 !
32 |crypto isakmp policy P1-POLICY ISAKMPRY S —E8 T (EHRE)
33 | authentication pre—share
34 | encryption aes
35 | encryption—keysize aes 256 256 256
36 | group 14
37 | lifetime 86400
38 | hash sha
39 | initiate—mode aggressive
40 |exit
41 |!
42 |crypto isakmp profile PROF0001 ISAKMPF O 77 1 JLERTE (Bl 3R FF)
43 | match identity user id—kyoten
44 | local-address 192.0.2.1
45 | set isakmp—policy P1-POLICY
46 | set ipsec—policy P2-POLICY
47 | ike—version 1
48 | local-key SECRET-VPN
49 [exit
50 [!
51 |crypto map KYOTEN0OO1 ipsec-isakmp CRYPTO MAPERFE (xf [A1 L = £ 5] 5E )
52 | match address SELECTORO0001
53 | set isakmp—profile PROF0001
54 |exit
55 |!
56 |interface GigaEthernet 1/1
57 | vlan-id 1
58 | bridge—group 1
59 | channel-group 1
60 [exit
61 [!
62 |interface GigaEthernet 2/1
63 [ vlan-id 2
64 | bridge—group 2
65 | pppoe enable
66 [exit
67 [!
68 [interface Port—channel 1
69 | ip address 192.168.1.254 255.255.255.0
70 | mss 1300
71 |exit
72 |!
73 |interface Tunnel 1
74 | description FLETS
75 | ip address 192.0.2.1 255.255.255.255
76 | ip access—group 100 in
77 | ip access—group 111 in
78 | ip access—group 121 out
79 | ip nat inside source list 1 interface
80 | tunnel mode pppoe profile PPPOE_PROF0001
81 | pppoe interface gigaethernet 2/1
82 [exit
83 [!
84 |interface Tunnel 2 Tunnel(IPsec) {371 —R{E (B A EIZHE)
85 | tunnel mode ipsec map KYOTENOOO1
86 |exit
87 |!
88 |pppoe profile PPPOE_PROF
89 | account abc012@%** x¥*.nejp xxxyyyzzz
90 [exit
91 !
92 |end
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