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access—list 100 permit udp any eq 500 200.200.200.1 0.0.0.0 eq 500

VPNTIERT A/\TYrEREFHA T 570IL3) T DERTE

access—list 100 permit 50 any 200.200.200.1 0.0.0.0

VPNTREFIT 2/ ERIEHTT 5L AT DBRE

access—list 101 permit udp any eq 500 100.100.100.1 0.0.0.0 eq 500
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access—list 101 permit 50 any 100.100.100.1 0.0.0.0

VPNTERT 5/ \ Y ZEF T 57432 T DETE

access—list 111 deny ip any any

FEI1INE) T DERTE

access—list 121 spi ip any any

FEI1INEI) T DERTE

ip route 192.168.2.0 255.255.255.0 tunnel 2 50
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crypto ipsec policy P2 POLICY_BACKUP

set pfs group14

set security—association lifetime seconds 28800

set security—association transform—keysize aes 256 256 256

set security—association transform esp—sha256—hmac

set mtu 1454

set ip df-bit 0

set ip fragment post

exit

crypto ipsec policy P2_ POLICY_MAIN

set pfs group14

set security—association lifetime seconds 28800

set security—association transform—keysize aes 256 256 256

set security—association transform esp—sha256—hmac

set mtu 1454

set ip df-bit O
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set ip fragment post
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29 |exit
30 [!
31 |crypto ipsec selector SELECTOR_ BACKUP
32 | src 1 ipv4 any
33 | dst 1 ipv4 any
34 |exit
35 [!
36 [crypto ipsec selector SELECTOR_MAIN_0001 SA-UpfRBBE T 5O/t 2DV T—UFBELET
37 | src 1ipv4 192.168.1.0 255.255.255.0
38 [ dst 1ipv4 192.168.2.0 255.255.255.0
39 |exit
40 |!
41 |crypto isakmp log sa
42 |crypto isakmp log session
43 |crypto isakmp log negotiation—fail
44 |
45 |crypto isakmp policy P1-POLICY
46 | authentication pre—share
47 | encryption aes
48 | encryption—keysize aes 256 256 256
49 | group 14
50 | lifetime 86400
51 | hash sha—256
52 | initiate—mode aggressive
53 |exit
54 |!
55 |crypto isakmp profile P1_PROFILE_1
56 | match identity user Kyoten_1@furukawa.co jp
57 | local-address 200.200.200.1
58 | keepalive interval 10 DPD KeepAlive}g5E (A2 —/\JL10FD)
59 | set isakmp—policy P1-POLICY
60 | set ipsec—policy P2_ POLICY_MAIN
61 | ike—version 1
62 | local-key secret
63 | tunnel-route ip interface tunnel 101
64 |exit
65 [!
66 |crypto isakmp profile P1_PROFILE_2
67 | match identity user Kyoten_2@furukawa.co jp
68 | local-address 100.100.100.1
69 | keepalive interval 10 DPD KeepAliveg i€ (£ >2—7\)L10F))
70 | set isakmp—policy P1-POLICY
71 | set ipsec—policy P2 POLICY BACKUP
72 | ike—version 1
73 | local-key secret
74 | tunnel-route ip interface tunnel 102
75 |exit
76 |!
77 |crypto map CryptoMap_1 ipsec—isakmp
78 | match address SELECTOR_MAIN_0001
79 | set isakmp—profile P1_PROFILE_1
80 |exit
81 [!
82 |crypto map CryptoMap_2 ipsec—isakmp
83 | match address SELECTOR BACKUP
84 | set isakmp—profile P1_PROFILE_2
85 |exit
86 |[!
87 linterface GigaEthernet 1/1
88 | vlan—id 11
89 | bridge—group 11
90 | channel-group 11
91 |exit
92 |!
93 linterface GigaEthernet 2/1
94 | vlan—id 21
95 | bridge—group 21
96 | pppoe enable
97 |exit
98 |[!
99 linterface GigaEthernet 3/1
100 | vlan—id 31
101 | bridge—group 31
102 | pppoe enable
103 |exit
104 |!
105 |interface Port—channel 11
106 | ip address 192.168.1.254 255.255.255.0
107 |exit
108 |!
109 |interface Tunnel 1
110 | tunnel mode ipsec map CryptoMap_1
111 [exit
112 |!
113 |interface Tunnel 2
114 | tunnel mode ipsec map CryptoMap_2
115 |exit
116 |!
117 |interface Tunnel 101
118 | ip address 200.200.200.1 255.255.255.0
119 | ip access—group 100 in
120 | ip access—group 111 in
121 | ip access—group 121 out
122 | tunnel mode pppoe profile PPPoE_MAIN
123 | pppoe interface gigaethernet 2/1
124 |exit
125 |!
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126

interface Tunnel 102

127

ip address 100.100.100.1 255.255.255.0

128

ip access—group 101 in

129

ip access—group 111 in

130

ip access—group 121 out

131

tunnel mode pppoe profile PPPoE_BACKUP

132

pppoe interface gigaethernet 3/1

133

exit

134

135

pppoe profile PPPoE_BACKUP

136

account user2@xxxx.ne jp secret2

137

ncp ipcp

138

exit

139

|

140

pppoe profile PPPoE_MAIN

141

account user1@xxxx.ne jp secretl

142

ncp ipcp

143

exit

144

145

!

146

end
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access—list 100 permit udp 200.200.200.1 0.0.0.0 eq 500 any eq 500

VPNTRERT /37 R IEF I 271300 DFRTE

access—list 100 permit 50 200.200.200.1 0.0.0.0 any

VPNTERT A/ \ T YrEZIEHFATEI0IL2) T DERTE

access—list 101 permit udp 100.100.100.1 0.0.0.0 eq 500 any eq 500

VPNTEEAT 5/ \ v a BT 502 DETE

access—list 101 permit 50 100.100.100.1 0.0.0.0 any

VPNTERY 5/ Vb EZEFHF AT 2743 T DFRTE

access—list 111 deny ip any any

FEIINEIYT DERTE

access—list 121 spi ip any any

FEI1INE) T DERTE

ip route 100.100.100.1 255.255.255.255 tunnel 102

Ny Ty T DIPsecE 7 G R IR

© |0 NO G WIN—

ip route 192.168.1.0 255.255.255.0 tunnel 1 50

A2 DIPseckE S 1L BIERARE  event trackZ B LT A=-OT A ARV R{EEZKEL
LET

ip route 192.168.1.0 255.255.255.0 tunnel 2 event—track event_track 10

NI T T DIPseckE S LB IE AFREE  event_track upB [CERNZHYFET

A DIPsectE 7Ef £ IF I

ip route 200.200.200.1 255.255.255.255 tunnel 101
]

event—track event_track

event trackB &R ELET

1

survey 192.168.1.254 name survey survey—map survey_map source port—
channel 11 nexthop tunnel 1

survey (ICMP) [CEY A/ R REEERLET

!

survey—map survey_map

survey (ICMP) DEHZERELET

ttl 255

hop-limit 255

retry 3

'J+Z43[g]

frequency every 10000

& HA EE R w1 0%

exit

event—action 1

ARNVRTOLAVERTE 1

event survey survey down

ARk :servey down

action 1.1 event—track event_track up

T332 event track up

exit

1

event—action 2

ARVRT I AVERTE 2

event survey survey up

ARk servey up

action 1.1 event—track event_track down

741,32 :event track down

exit

crypto ipsec policy P2_ POLICY_BACKUP

set pfs group14

set security—association lifetime seconds 28800

set security—association transform—keysize aes 256 256 256

set security—association transform esp—sha256—hmac

set mtu 1454

40

set mss 1300

IPsech RILDFEDRARMBIEIESNI-DFE YR DEDTCP/ 4y HPPPoE
B CHESNTLEILIGY—REZELT. AV FT—DOMTUR LU TIZHES
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41

set ip df-bit 0

42

set ip fragment post

43

exit

44

45

crypto ipsec policy P2 POLICY_MAIN

46

set pfs group14

47

set security—association lifetime seconds 28800

48

set security—association transform—keysize aes 256 256 256

49

set security—association transform esp—sha256—hmac

50

set mtu 1454

51

set mss 1300

52

set ip df-bit O

53

set ip fragment post

54

exit

55

56

crypto ipsec selector SELECTOR_MAIN

B Tsa-upiR B ZE AT D HOHR/ L 2DV T —IZHEELET

97

src 1 ipv4 192.168.2.0 255.255.255.0

58

dst 1 ipv4 192.168.1.0 255.255.255.0

59

exit

60

1

61

crypto ipsec selector SELECTOR_BACKUP

62

src 1 ipv4 any

63

dst 1 ipv4 any

64

exit

65
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66

crypto isakmp log sa

67

crypto isakmp log session

68

crypto isakmp log negotiation—fail

69

70

crypto isakmp policy P1-POLICY

Al

authentication pre—share

72

encryption aes

73

encryption—keysize aes 256 256 256

74

group 14

75

lifetime 86400

76

hash sha—256

71

initiate—mode aggressive

78

exit

79

|

80

crypto isakmp profile P1_PROFILE_1

81

keepalive interval 10

DPD KeepAlivefgE (£ >2—/\)L10F))

82

self-identity user—fqdn Kyoten_1@furukawa.co.jp

83

set isakmp—policy P1-POLICY

84

set ipsec—policy P2_ POLICY_MAIN

85

set peer 200.200.200.1

86

ike—version 1

87

local-key secret

88

exit

89

|

90

crypto isakmp profile P1_PROFILE_2

91

keepalive interval 10

DPD KeepAliveig % (A2 —7\)L10F))

92

self-identity user—fqdn Kyoten_2@furukawa.co.jp

93

set isakmp—policy P1-POLICY

94

set ipsec—policy P2_ POLICY_BACKUP

95

set peer 100.100.100.1

96

ike—version 1

97

local-key secret

98

exit

99

100

crypto map CryptoMap_1 ipsec—isakmp

101

match address SELECTOR_MAIN

102

set isakmp—profile P1_PROFILE_1

103

exit

104

|

105

crypto map CryptoMap_2 ipsec—isakmp

106

match address SELECTOR_BACKUP

107

set isakmp—profile P1_PROFILE_2

108

exit

109

|

110

interface GigaEthernet 1/1

111

vlan—id 11

112

bridge—group 11

113

channel-group 11

114

exit

115

|

116

interface GigaEthernet 2/1

117

vlan—id 21

118

bridge—group 21

119

pppoe enable

120

exit

121

|

122

interface GigaEthernet 3/1

123

vlan—id 31

124

bridge—group 31

125

pppoe enable

126

exit

127

|

128

interface Port—channel 11

129

ip address 192.168.2.254 255.255.255.0

130

exit

131

|

132

interface Tunnel 1

133

tunnel mode ipsec map CryptoMap_1

134

exit

135

136

interface Tunnel 2

137

tunnel mode ipsec map CryptoMap_2

138

exit

139

|

140

interface Tunnel 101

141

tunnel mode pppoe profile PPPoE_MAIN

142

ip access—group 100 in

143

ip access—group 111 in

144

ip access—group 121 out

145

pppoe interface gigaethernet 2/1

146

exit

147

148

interface Tunnel 102

149

tunnel mode pppoe profile PPPoE_BACKUP

150

ip access—group 101 in

151

ip access—group 111 in

152

ip access—group 121 out

153

pppoe interface gigaethernet 3/1

154

exit

155

|

156

pppoe profile PPPoE_BACKUP

157

account user2@yyyy.ne jp secret2

158

ncp ipcp

159

exit

160

!
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161 |pppoe profile PPPoE_MAIN

162 | account user1@yyyy.ne jp secretl
163 | ncp ipcp

164 |exit

165 [!
166 |!
167 |end
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