176

EBSIVERTRLTWAER T, KU —IL—T42 7 &R =I5 AL TRAFARETIHDREHTT .
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FIHIEIL—FDERFEE, BEITHECTWANEIA V2T —RIZE B T ILZONATO R EE1To TS,

IRSA—SEER

ISAKMP7R1 S —
IKE/N\—23Y 1
£—F Aggressive E—F
PALAT FarkaRAR
BEEAR AES 256E vk
NyaBR SHA-256
Diffie—Hellman Group 14
FATEA L 864007}
IPsecik! ) —
PFS Group 14
BEEAR AES 256E vk
NyaBR SHA-256
SATEA L 28800%)
IS5 A0k IRRART ST Ak
avURERESI
+ 21 RFITELnet DR TE
EREH (£R) e
1 [access-list 100 permit ip 192.168.0.2 0.0.0.0 any EET7FLADIRAB., ZEENETDIAILIRE
2 |access-list 110 permit udp any eq 500 10.0.0.1 0.0.0.0 eq 500 VPNTHEAT 5/ v ZIEFRIT 5T/ 3 T DT
3 |access-list 110 permit 50 any 10.0.0.1 0.0.0.0 VPNTERT 2/ b ZIEHA T 57420 T DERE
4 |access-list 111 deny ip any any access-list 110N EZEERTH/RE (A 2—FRIEDEDTAYIRHL)
5 |
6 |ip route 100.0.0.1 255.255.255.255 10.0.0.254 VPNDpeerfE iR HRE%E
7 lip route 192.168.1.0 255.255.255.0 192.168.0.253 50 INVITITRBRTE . AR BREB KT IEOTARIVAEERELT S
g |1p0route 192.168.1.0 255.255.255.0 tunnel 1 survey name main_point AURBRE A VBRBROEEEFOLIESESICEALEY
9 |ip route 192.168.1.253 255.255.255.255 192.168.0.253 /g‘-y97‘y7’§#iﬁia)ﬁﬁﬁﬁﬁ s o s EeaE <
10 |ip route 192.168.1.253 255.255.255.255 null 0 200 afc Z;%;g?&;%ﬂz;‘:%g%gs” SO MM ELTBAIS, B Vb
11 |ip vrrp enable VRRP HEEEH
12 |1
survey 192.168.1.252 name main_point survey—map survey_map source N "
13 port—channel 1 nexthop tunnel 1 AR
14 |1
15 [survey—map survey map survevSE R TE
16 | ttl 255 TTLIERE
17 | retry 3 bS5/ EI%IEE
18 | frequency every 10000 E R X E MRS E (msec)
19 [exit
20 |
21 |crypto ipsec policy P2 POLICY
22 | set pfs group14
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23 | set security—association lifetime seconds 28800
24 | set security—association transform—keysize aes 256 256 256
25 | set security—association transform esp—sha256—-hmac
26 | set ip df-bit 0
27 | set ip fragment post
28 |exit
29 |
30 |crypto ipsec selector SELECTOR
31 | src 1 ipv4 any
32 | dst 1 ipv4 any
33 |exit
34 |t
35 |crypto isakmp log sa
36 |[crypto isakmp log session
37 |crypto isakmp log negotiation—fail
38 |!
39 |crypto isakmp policy P1-POLICY
40 | authentication pre—share
41 | encryption aes
42 | encryption—keysize aes 256 256 256
43 | group 14
44 | lifetime 86400
45 | hash sha—256
46 | initiate-mode aggressive
47 |exit
48 |!
49 |crypto isakmp profile P1_PROFILE 0001
50 | match identity user Kyoten A@furukawa.co.jp
51 | local-address 10.0.0.1
52 | keepalive interval 10 DPD KeepAlivet&3E (1 %—/3)L10%)
53 | set isakmp—policy P1-POLICY
54 | set ipsec—policy P2_ POLICY
55 | ike—version 1
56 | local—key secret
57 |exit
58 |!
59 [crypto map CryptoMap_0001 ipsec—isakmp
60 | match address SELECTOR
61 | set isakmp—profile P1_PROFILE_0001
62 |exit
63 |!
64 [interface GigaEthernet 1/1
65 | vlan-id 1
66 | bridge—group 1
67 | channel-group 1
68 | policy-route input PBR RS —IL—REETE (ZIE/ X7 vb)
69 |exit
70 |!
71 Jinterface GigaEthernet 2/1
72 | vlan-id 2
73 | bridge-group 2
74 | channel-group 2
75 | ip access—group 110 in
76 | ip access—group 111 in
77 |exit
78 |!
79 |interface Port—channel 1
80 | ip address 192.168.0.252 255.255.255.0
81 | vrrp 1 address 192.168.0.254 =25 L—T DIRIBEIPVATFL A DR E
82 | vrrp 1 priority 100 VRRPIL—ADBEEDHE (AEVWHFIEEBEEFEHEYEY)
83 | vrrp 1 adver-interval 10 ADVERTISEMENT/f#‘ytmfgjffiiﬁibij i 5
vrrp priorityAY R TERELT= ETHEL, BIZBEEDSLIL—
84 | vrrp 1 preempt hMaster)L—RELET
85 |exit
86 |!
87 |interface Port-channel 2
88 | ip address 10.0.0.1 255.255.255.0
89 |exit
90 |!
91 |interface Tunnel 1
92 | tunnel mode ipsec map CryptoMap_0001
93 [exit
94 |!
95 |class—map Backup HS5ATYTH
96 | match ip access—group 100 T4V AERELET
97 |exit
98 |!
99 |policy-route-map PBR RUS—IL—hEHERE
100 | !
101 | class Backup DSRAIVTBERELET
102 [ count IYF LIz Ty EAIRLET
103 | action nexthop 192.168.0.253 EERERELES
104 | watch 192.168.1.253 source port—channel 1 survey-map survey map [/ \wo 7y TR EDEREZ TV ERLISSICEALET
105 | exit
106 | !
107 [exit
108 |!
109 Jend
U H2RFITELnet DL TE
R EH (22 F) R
1 Jaccess-list 110 permit udp any eq 500 20.0.0.1 0.0.0.0 eq 500 VPNTEERT 5/ 37 & ZIEFFAI T 2711V 3) 0T DERTE
2 |access-list 110 permit 50 any 20.0.0.1 0.0.0.0 VPNTHERT 2/ e 2B 57430 T DR
3 |access-list 111 deny ip any any access—list IO ERIEET T HERE (AU F—RyDLDTHYIRALE)
4 !
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5 [ip route 200.0.0.1 255.255.255.255 20.0.0.254 VPNDpeer3E e Aty &
6 |ip route 192.168.1.0 255.255.255.0 tunnel 1
7 |io vrrp enable
8 |
9 |crypto ipsec policy P2 POLICY
10 | set pfs group14
11 [ set security—association lifetime seconds 28800
12 | set security—association transform—keysize aes 256 256 256
13 [ set security—association transform esp—sha256—hmac
14 | set ip df-bit 0
15 [ set ip fragment post
16 |exit
17 !
18 [crypto ipsec selector SELECTOR
19 [ src 1ipv4 any
20 | dst 1 ipv4 any
21 |exit
22 |!
23 |crypto isakmp log sa
24 |crypto isakmp log session
25 |crypto isakmp log negotiation—fail
26 |!
27 |crypto isakmp policy P1-POLICY
28 | authentication pre—share
29 | encryption aes
30 | encryption—keysize aes 256 256 256
31 | group 14
32 | lifetime 86400
33 | hash sha—256
34 | initiate—-mode aggressive
35 |exit
36 |!
37 |crypto isakmp profile P1_PROFILE 0001
38 | match identity user Kyoten B@furukawa.co.jp
39 | local-address 20.0.0.1
40 | keepalive interval 10 DPD KeepAlivetg i€ (1> Z2—/\JL10%))
41 | set isakmp—policy P1-POLICY
42 | set ipsec—policy P2 POLICY
43 | ike-version 1
44 | local-key secret
45 |exit
46 |!
47 |crypto map CryptoMap 0001 ipsec—isakmp
48 | match address SELECTOR
49 | set isakmp—profile P1_PROFILE 0001
50 [exit
51 |
52 |interface GigaEthernet 1/1
53 | vlan-id 1
54 | bridge—group 1
55 | channel-group 1
56 |exit
57 |
58 |interface GigaEthernet 2/1
59 | vlan-id 2
60 | bridge—group 2
61 | channel-group 2
62 | ip access—group 110 in
63 | ip access—group 111 in
64 |exit
65 |!
66 [interface Port—channel 1
67 | ip address 192.168.0.253 255.255.255.0
68 | vrrp 1 address 192.168.0.254 =25 L—T DRIBIPVATEL A DERE
69 | vrrp 1 priority 50 VRRPIL—ADEREDHRE (REVHFFEBEEIBAYET)
70 | vrrp 1 adver—interval 10 ADVERTISEMENT/f#‘yFD%EFsﬁ[ﬁiﬁﬁibij
vrrp priority AY R CEREL-BEETHIEL., BIZBEEDELIIL—42
71 [ vrre 1 preempt hMaster)L—RELET
72 |exit
73 |!
74 |interface Port-channel 2
75 | ip address 20.0.0.1 255.255.255.0
76 |exit
77 |!
78 |interface Tunnel 1
79 | tunnel mode ipsec map CryptoMap_0001
80 |exit
81 |!
82 |end
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1 [access-list 100 permit ip any 192.168.0.2 0.0.0.0 EERNET, EEENTABI FLADIAILFHE
2 |access-list 110 permit udp 10.0.0.1 0.0.0.0 eq 500 any ea 500 VPNTERT 5/ v & ZEFFRI T 5 T1L2) ) DERGE
3 |access-list 110 permit 50 10.0.0.1 0.0.0.0 any VPNTHERT 2/ e 2B 574300 DR
4 |access—list 111 deny ip any any access—list IO ERIEET T HERE (AU F—RyDLDTHYIRALE)
5 |
6 |ip route 10.0.0.1 255.255.255.255 100.0.0.254 VPN(DpeerdEfE#a& E
7 |io route 192.168.0.0 255.255.255.0 192.168.1.253 50 NI TYTRBRTE . AU BRREBKT DI-OTAREVREEZRET D
8 i1p0route 192.168.0.0 255.255.255.0 tunnel 1 survey name main_point ALUBERE A UEEOEEE TV EEASACEALET
9 |ip vrrp enable
10 |
19 [survey 192.168.0.252 name main_point survey—map survey_map source AL ARREEE
port—channel 1 nexthop tunnel 1
survey 192.168.0.253 name backup_point survey—map survey_map Sw . 5=
12 source port—channel 1 nexthop 192.168.1.253 13T VT RBER
13 !
14 [survey-map survey map survey 4R E
15 | ttl 255 TTLIEE
16 | retry 3 S AEREETE
17 | freauency every 10000 TEH£ E RIS RE (msec)
18 |exit
19 [t
20 |event-action 1 ARVRT YL aVERTE
21 | event survey backup_point down ARUMEE. N\ T v TER M downL 1= 15 & I-EA
22 | action 1.1 cli exec command policy—flag 1 unset TO ARE . R)—2—I55 Funsetl ZBH T B
23 | action 1.2 syslog message EVENT-ACTION NO1 IS FINISH. TYULaVIETE. syslogZ L8R T B (EIEAVE—UEIBET B)
24 |exit
25 |!
26 |event—action 2 ARURT YL aVERTE
27 | event survey backup_point up ARUMEE. NI T v TER M ulL 115 E @A
28 | action 1.1 cli exec command policy—flag 1 set TO aAERRE. R)—2—055 FsetlZBBT S
29 | action 1.2 syslog message EVENT-ACTION NO2 IS FINISH. TYULaVIRTE, syslogZ L8R T B (EIEAVE—UZIBET B)
30 [exit
31 !
32 |crypto ipsec policy P2 POLICY
33 | set pfs group14
34 | set security—association lifetime seconds 28800
35 | set security—association transform—keysize aes 256 256 256
36 | set security—association transform esp—sha256—hmac
37 | set ip df-bit 0
38 | set ip fragment post
39 |exit
40 |!
41 |crypto ipsec selector SELECTOR
42 | src 1 ipv4 any
43 | dst 1 ipv4 any
44 |exit
45 |!
46 |crypto isakmp log sa
47 |crypto isakmp log session
48 |crypto isakmp log negotiation—fail
49 |!
50 [crypto isakmp policy P1-POLICY
51 | authentication pre—share
52 | encryption aes
53 | encryption—keysize aes 256 256 256
54 | group 14
55 | lifetime 86400
56 | hash sha—-256
57 | initiate—-mode aggressive
58 |exit
59 |!
60 |[crypto isakmp profile P1_PROFILE_1
61 | local-address 100.0.0.1
62 | keepalive interval 10 DPD KeepAlive& 7 (128 —/\)L10%)
63 | self-identity user—fadn Kvoten A@furukawa.co.ip
64 | set isakmp—policy P1-POLICY
65 | set ipsec—policy P2 POLICY
66 | set peer 10.0.0.1
67 | ike—version 1
68 | local-key secret
69 |exit
70 |!
71 _|crypto map CryptoMap_1 ipsec—isakmp
72 | match address SELECTOR
73 | set isakmp—profile P1_PROFILE 1
74 |exit
75 |!
76 |interface GigaEthernet 1/1
77 | vlan—id 1
78 | bridge—group 1
79 | channel-group 1
80 | policy-route input PBR RS —IL—REETE (ZIE/ X7 vb)
81 |exit
82 |!
83 |interface GigaEthernet 2/1
84 | vlan-id 2
85 | bridge—group 2
86 | channel-group 2
87 | ip access—group 110 in
88 | ip access—group 111 in
89 |exit
90 |!
91 |interface Port—channel 1
92 | ip address 192.168.1.252 255.255.255.0
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93

vrrp 1 address 192.168.1.254

IL—3T L—T DRBIPVATEL ADERTE

94

vrrp 1 priority 100

VRRPL—EDBEEDHE (KAEVWKFEEBEEIEAYEY)

95

vrrp 1 adver—interval 10

ADVERTISEMENT/ 7y b DX ERIREERELES

96

vrrp 1 preempt

vrrp priority AY R CERELI-EBELEETHEL. BICTBEEDSWVIIL—4F
HMaster)L—2ELFET .

97

exit

98

99

interface Port—channel 2

100

ip address 100.0.0.1 255.255.255.0

101

exit

102

103

interface Tunnel 1

104

tunnel mode ipsec map CryptoMap_1

105

exit

106

107

class—map Backup

HS5RTYTEE

108

match ip access—group 100

TAIBERELES

109 | match policy—flag 1 set RUS—D55 hsetDIBEISEALES
110 [exit
111 ]!
112 [policy-route-map PBR RS —IL—EHERE
13 ]!
114 | class Backup DSRIYTBERELET
115 | count IYF LIz Ty EAIRLET
116 | action nexthop 192.168.1.253 EExREREELES
117 | exit
18| !
119 [exit
120 |!
121 [end
PR 2RFITELnet DERXTE
T BE
1 Jaccesslist 110 permit udp 20.0.0.1 0.0.0.0 eq 500 any eq 500 VPNTIERT 2/ \TUFE 2Rt a3 5 I1LE)T DRE
2 |access-list 110 permit 50 20.0.0.1 0.0.0.0 any VPNTERT 5/ V& ZIERFRIT 5T 1L2) 0T DERGE
3 [access-list 111 deny ip any any access—list 110N ERIEIET T HHE (A 3—RVENEDT 2V IRLE)
4 !
5 |ip route 20.0.0.1 255.255.255.255 200.0.0.254 VPNDpeerfB iR iR E
6 |ip route 192.168.0.0 255.255.255.0 tunnel 1
7 |ip vrrp enable
8 |
9 |crypto ipsec policy P2 POLICY
10 | set pfs group14
11 | set security—association lifetime seconds 28800
12 | set security—association transform—keysize aes 256 256 256
13 | set security—association transform esp—sha256—hmac
14 | set ip df-bit 0
15 | set ip fragment post
16 [exit
17 !
18 [crypto ipsec selector SELECTOR
19 | src 1 ipv4 any
20 | dst 1 ipv4 any
21 |exit
22 |!
23 |crypto isakmp log sa
24 |crypto isakmp log session
25 |crypto isakmp log negotiation—fail
26 |
27 |crypto isakmp policy P1-POLICY
28 | authentication pre—share
29 | encryption aes
30 | encryption—keysize aes 256 256 256
31 [ group 14
32 | lifetime 86400
33 | hash sha-256
34 | initiate—mode aggressive
35 |exit
36 |!
37 [crypto isakmp profile P1_PROFILE_1
38 | local-address 200.0.0.1
39 | keepalive interval 10 DPD KeepAlivet&iE (1 %—/3)L10%)
40 | self-identity user—fadn Kyoten B@furukawa.co.ip
41 | set isakmp—policy P1-POLICY
42 | set ipsec—policy P2 POLICY
43 | set peer 20.0.0.1
44 | ike-version 1
45 | local-key secret
46 |exit
47 |
48 |[crypto map CryptoMap_1 ipsec—isakmp
49 | match address SELECTOR
50 | set isakmp—profile P1_PROFILE 1
51 |exit
52 |
53 [interface GigaEthernet 1/1
54 | vlan-id 1
55 [ bridge—group 1
56 | channel-group 1
57 |exit
58 |!
59 [interface GigaEthernet 2/1
60 | vlan—id 2
61 [ bridge—group 2
62 | channel-group 2
63 | ip access—group 110 in
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64 | ip access—group 111 in
65 [exit
66 |!
67 [interface Port—channel 1
68 | ip address 192.168.1.253 255.255.255.0
69 | vrrp 1 address 192.168.1.254 =3 N—T DRIBIPVAT L ZADEEE
70 | vrrp 1 priority 50 VRRPIL—2DEBEEDRE (AEVHFIEEBEEFELYET)
71 | vrrp 1 adver—interval 10 ADVERTISEMENT/ A vh D% EMRERELES

72

vrrp 1 preempt

vrrp priority YR CEREL-EBAETHEL, BITBEEOSLIL—4
hMaster)L—RELET

73

exit

74

75

interface Port—channel 2

76

ip address 200.0.0.1 255.255.255.0

71

exit

78

79

interface Tunnel 1

80

tunnel mode ipsec map CryptoMap_1

81

exit

82

83

84

end
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