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1 |access—list 100 permit udp any eq 500 192.0.2.1 0.0.0.0 eq 500 VPNTERT A/ N\ YbEZEHFAT 57143200 DERTE
2 |access-list 100 permit 50 any 192.0.2.1 0.0.0.0 VPNTERT 5/ N7 b ZEHRT 5742 T DEETE
3 |access-list 111 deny ip any any FEILIR)T DERTE
4 |access—list 121 spi ip any any PEILILR)TDETE
5 !
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B (23) e
6 [ip route 0.0.0.0 0.0.0.0 192.168.0.1 Default#Z BR(FWHEH)
7 |ip route 192.168.1.0 255.255.255.0 tunnel 2 Pl 55 LAN%E T Static#RB&( IPsec Tunnel#¥H )
8 |ip route 192.168.1.0 255.255.255.0 null 0 250 IPsec Tunnel¥ D B ITHLELANSE T/A R EIRET SR TE
9 [!
10 |[hostname CENTER
11 |!
12 |crypto ipsec policy P2-POLICY IPSECRIL—MDEEE
13 | set pfs group14
14 | set security—association lifetime seconds 28800
15 | set security—association transform—keysize aes 256 256 256
16 | set security—association transform esp—aes esp—sha256—hmac
17 | set mtu 1454
18 | set ip df-bit O
19 | set ip fragment post
20 |exit
21 !
22 |crypto ipsec selector SELECTOR VPNELI2DERTE
23 | src 1 ipv4 any
24 | dst 1 ipv4 any
25 |exit
26 |[!
27 |crypto isakmp keepalive KeepAlivetige s L T{ER T HDPDDEERTE
28 |logging level informational VPNEEEEF DTN %9 RTE
29 |crypto isakmp log sa
30 |crypto isakmp log session
31 |crypto isakmp log negotiation—fail
32 |crypto isakmp tunnel-route ip interface tunnel 1 VPNE7Z N DRBRBIGFEHRZ Tunnel 1[RIFIZEEZ T HHRTE( M RILIL—REEE )
33 [!
34 |crypto isakmp policy P1-POLICY ISAKMP R —DERTE
35 | authentication pre—share
36 | encryption aes
37 | encryption—keysize aes 256 256 256
38 | group 14
39 | lifetime 86400
40 | hash sha—256
41 | initiate—mode aggressive
42 |exit
43 |!
44 |crypto isakmp profile PROF0001 ISAKMPZR77 A/ ILDERTE
45 | match identity user id—kyoten
46 | local-address 192.0.2.1
47 | set isakmp—policy P1-POLICY
48 | set ipsec—policy P2-POLICY
49 | ike—version 1
50 | local-key SECRET-VPN
51 |exit
52 |!
53 |crypto map KYOTEN ipsec—isakmp EDVPNETFEDELIZEHRODIUN)—
54 | match address SELECTOR
55 | set isakmp—profile PROF0001
56 |exit
57 |!
58 linterface GigaEthernet 1/1 GigaFthernet 4/>227 11— XI[Z. port—channel Z!)> 94t (+
59 [ vlan—id 1
60 | bridge—group 1
61 | channel-group 1
62 |exit
63 |[!
64 |interface GigaEthernet 2/1 PPPoE BIETHERT 2MEBEA L FTTI—RADEKE
65 | vlan—id 2
66 | bridge—group 2
67 | pppoe enable
68 |exit
69 |[!
70 |interface Port—channel 1 Port—channel [CLANIIP7FL X% E&E
71 | ip address 192.168.0.254 255.255.255.0
72 | mss 1300
73 |exit
74 |!
75 |interface Tunnel 1 Tunnel 123271 —X (PPPoE) Mi%E
76 | description FLETS
77 | ip address 192.0.2.1 255.255.255.255
78 | ip access—group 100 in
79 | ip access—group 111 in
80 | ip access—group 121 out
81 | tunnel mode pppoe profile PPPOE_PROF
82 | pppoe interface gigaethernet 2/1
83 |exit
84 |[! Tunnel 12371 —X (IPsec) DEXTE
85 |interface Tunnel 2
86 | tunnel mode ipsec map KYOTEN
87 | link—state sync—sa
88 |exit
89 |!
90 |pppoe profile PPPOE_PROF PPPoEMERTE
91 | account abc012@%*k*k *** ne jp xxxyyyzzz
92 |exit
93 [!
94 |end

All Rights Reserved, Copyright(C) FURUKAWA ELECTRIC CO., LTD. 2020



FITELnetE%5E{5 LBO:Microsoft365

LS AIFITELnet DR E

3/4R—%

RER G @
access—list 100 permit udp 192.0.2.1 0.0.0.0 eq 500 any eq 500 VPNTERT A/ \TUrEZEHRT 57430 DRE
access—list 100 permit 50 192.0.2.1 0.0.0.0 any VPNTERT 5/ N7 b ZEHRT 57420 T DEERE
access—list 111 deny ip any any FEILIR)T DERTE
access-list 121 spi ip any any FEIAILZ) T DERE

ip route 192.0.2.1 255.255.255.255 tunnel 1

1t BPPPoEIF~ D Z & (PPPoEfZH)

ip route 0.0.0.0 0.0.0.0 tunnel 2

DefaultfZ#&(IPsec Tunnel#ZH)

ip name—server 192.168.0.100

DNSH—/\7KL XD E%7E ( endpoints.office.comD 7KL Xf&R A )

ip name—server source—interface port—channel 1

DNSH—/\~DEWEHLERDOEETTEFLAD

= —]

=

ip nat list 1 192.168.1.0 0.0.0.255

NATDEETE

ip dhcp server—profile lan1

DHCP H—/\#5e % FIFA 9T 5% E

address 192.168.1.1 192.168.1.200

BRMIP7RL XD EFH

lease—time 28800

DHCP!)—X EAREI(#)

dns 192.168.0.100

T54<)DNSH—/NIPFKRL X

gateway 192.168.1.254

TIAILFIL—EDIPFEL R

exit

|

crypto ipsec policy P2-POLICY

IPSECRY) S —DE&RE

set pfs group14

set security—association always—up

set security—association lifetime seconds 28800

set security—association transform—keysize aes 256 256 256

set security—association transform esp—aes esp—sha256—hmac

set mtu 1454

set ip df-bit 0

set ip fragment post

exit

crypto ipsec selector SELECTOR

VPNELIEDEETE

src 1 ipv4 any

dst 1 ipv4 any

exit

|

crypto isakmp keepalive

KeepAlivet#RE& L TS HDPDDERTE

logging level informational

VPNREEEF DFMEO) EFE Y RE

crypto isakmp log sa

crypto isakmp log session

crypto isakmp log negotiation—fail

|

hostname KYOTEN

|

crypto isakmp policy P1-POLICY

ISAKMP 7R —MDE&E

authentication pre—share

encryption aes

encryption—keysize aes 256 256 256

group 14

lifetime 86400

hash sha—256

initiate—mode aggressive

exit

|

crypto isakmp profile PROF0001

ISAKMPZ7ODJ74 )L DERTE

self-identity user—fqdn id—kyoten

set isakmp—policy P1-POLICY

set ipsec—policy P2-POLICY

set peer 192.0.2.1

ike—version 1

local-key SECRET-VPN

exit

|

crypto map CENTER ipsec—isakmp

U RDVPNETZ ED L IRERD I N —

match address SELECTOR

set isakmp—profile PROF0001

exit

|

interface GigaEthernet 1/1

GigaFthernet />4 —XIZ, port—channel Z!)> 91t 1+

vlan—id 1

bridge—group 1

channel-group 1

exit

|

interface GigaEthernet 2/1

PPPoE BIE THERT 2MBA AT —ADEHRE

vlan—id 2

bridge—group 2

pppoe enable

exit

|

interface Port—channel 1

Port—channel [CLANIIP7FL X% EXTE

ip address 192.168.1.254 255.255.255.0

ip dhcp service server

DHCPH—/\#4Ee% B %1t

ip dhcp server—profile lant

DHCPH—/\#EETHERTHTOT7MILDIEE

mss 1300

exit
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FREH (BLm) fHE
86 |interface Tunnel 1 Tunnel 123271 —X (PPPoE) Mi%E
87 | description FLETS
88 | ip access—group 100 in
89 | ip access—group 111 in
90 | ip access—group 121 out
91 | ip nat inside source list 1 interface
92 | tunnel mode pppoe profile PPPOE_PROF
93 | pppoe interface gigaethernet 2/1
94 |exit
95 [!
96 |interface Tunnel 2 Tunnel 12371 —X (IPsec) DEXTE
97 | tunnel mode ipsec map CENTER
98 | dns—snooping enable dns—snoopinghé e B 3h&T BETE
99 |exit
100 |!
101 |pppoe profile PPPOE_PROF PPPoEMEX*E

102 | account abc345@***.¥**.ne jp zzzyyyxxx

103 |exit

104 |!

105 |local-breakout enable O—AILT LAY T IREFTOERTE

106 [local-breakout LBOT1 tunnel 1 O—AHILT AT IR YD RHEEESETE

107 |!

108 |lbo—profile LBO1 LBOZAT77AILETE

109 | 0365 enable A—ALTLATT7IMHERIST 499 EL TMicrosoft 365D 5719 0%
BHNET HERTE

110 | dns—snooping enable dns—snoopingtBEZ B NET DR TE

111 [exit

112 |!

113 |end
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