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ip route 0.0.0.0 0.0.0.0 192.168.0.1

e
Default#ZER(FW#E H)

ip route 192.168.1.0 255.255.255.0 tunnel 2

B 53 L ANSE T Static#2E&( IPsec Tunnelf&H )

IPsec Tunnel¥ B CHLRLANSE T/ A\ R EIEE S DR TE

ip route 192.168.1.0 255.255.255.0 null 0 250
[
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hostname CENTER

11 [t

12 [crypto ipsec policy P2-POLICY

IPSECTRY S —DERTE

13 [ set pfs group14

14 | set security—association lifetime seconds 28800

15 | set security—association transform—keysize aes 256 256 256

16 | set security—association transform esp—aes esp—sha256—hmac

17 | set mtu 1454

18 | set ip df-bit 0

19 [ set ip fragment post

20 |exit

21 |1

22 |crypto ipsec selector SELECTOR

VPNELYEDERE

23 | src 1 ipv4 any

24 | dst 1 ipv4 any

25 |exit

26 |!

27 |crypto isakmp keepalive

KeepAlivetft & L T 3 HDPDD R TE

28 |logging level informational

VPNBIEBEh D MO £ T 5

29 |crypto isakmp log sa

30 |crypto isakmp log session

31 |crypto isakmp log negotiation—fail

VPNEZ7 ~ D#ZEBEIEIRZ Tunnel 117 1H1= &8k T D5 F( b RILIL—MHEEE )

32 |crypto isakmp tunnel-route ip interface tunnel 1
33 [!

34 [crypto isakmp policy P1-POLICY

ISAKMP K1) > —DERTE

35 | authentication pre—share

36 | encryption aes

37 | encryption—keysize aes 256 256 256

38 | group 14

39 | lifetime 86400

40 | hash sha-256

41 | initiate—mode aggressive

42 |exit

43 |1

44 |crypto isakmp profile PROF0001

ISAKMPF A7/ LD RE

45 | match identity user id—kyoten

46 | local-address 192.0.2.1

47 | set isakmp—policy P1-POLICY

48 | set ipsec—policy P2-POLICY

49 | ike—version 1

50 [ local-key SECRET-VPN

51 |exit

52 |!

53 |orvpto map KYOTEN ipsec—isakmp

BEDVPNET EQ L Y FERD TN —

54 | match address SELECTOR

55 | set isakmp—profile PROF0001

56 |exit

57 |!

58 |interface GigaEthernet 1/1 GigaFthernet 42271 —X[Z, port—channel &)+
59 | vlan—id 1

60 | bridge—group 1

61 | channel-group 1

62 |exit

63 |!

64 |interface GigaEthernet 2/1 PPPoE @{E CHERATAMEBALFTT—RADEE
65 | vlan—id 2

66 | bridge—group 2

67 | pppoe enable

68 |exit

69 |!

70 |interface Port—channel 1

Port—channel [ZLANIIP7Z KL R ZE&TE

71 | ip address 192.168.0.254 255.255.255.0

72 | mss 1300
73 |exit
74 !

75 |interface Tunnel 1

Tunnel 1227 —X (PPPoE) M

BE

76 | description FLETS

77 | ip address 192.0.2.1 255.255.255.255

78 | ip access—group 100 in

79 | ip access—group 111 in

80 | ip access—group 121 out

81 | tunnel mode pppoe profile PPPOE_PROF

82 | pppoe interface gigaethernet 2/1

83 |exit

84 |1

Tunnel 1271 —R (IPsec) DERTE

85 |interface Tunnel 2

86 | tunnel mode ipsec map KYOTEN

87 [ link—state sync-sa

88 |exit

89 |!

90 ;mooe profile PPPOE PROF

PPPoEDERTE

91 | account abc012@+kk*¥¥*.ne.jp xxxyyyzzz

92 |exit

93 |!

94 |end
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access—list 111 deny ip any any

FEIANEI YT DFRE

access—list 121 spi ip any any

FEIANEIT DH

iD route 192.0.2.1 255.255.255.255 tunnel 1

12> ZPPPoEIF~ D #Z & (PPPoE#Z H)

ip route 0.0.0.0 0.0.0.0 tunnel 2

Default#2 #&(IPsec Tunnel#ZH)

ol@ @ Nogal w M=

ip name—server 192.168.0.100

DNSH—/\7FL XD &7 ( endpoints.office.comD T FL R 2R )

ip name—server source—interface port—channel 1

DNSH—/A~DRIWVE L EBDEETTFLRADHETE

ip nat list 1 192.168.1.0 0.0.0.255

NATDE%

N

w

ip dhcp server—profile lant

DHCP H—/\#EeZFIFAT 55 E

ES

address 192.168.1.1 192.168.1.200

BRfRIP7 FL X D ERFH

o

lease—time 28800

DHCP') — R #Fs] ()

o

dns 192.168.0.100

754<DNSH—/\IPPRL R

~

gateway 192.168.1.254

T I+ IEIL—EDIPFTRELR

©

exit
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crypto ipsec policy P2-POLICY

IPSECTRY S —DEETE

N

set pfs group14

N
N

set security—association always—up

N
w

set security—association lifetime seconds 28800

N
iN

set security—association transform—keysize aes 256 256 256

N
[

set security—association transform esp—aes esp—sha256—-hmac

N
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set mtu 1454

N
~

set ip df-bit 0

N
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set ip fragment post

N
©

exit
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crypto ipsec selector SELECTOR

VPNELYEDETE

w
N

src 1 ipv4 any

w
@

dst 1 ipv4 any

w
S

exit

w
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crypto isakmp keepalive

KeepAlivetaeE L TS HDPDD % 7E

w
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logging level informational

VPNEEENE R DN £ R E

w
©

crypto isakmp log sa

w
©

crypto isakmp log session

N
o

crypto isakmp log negotiation—fail

S

N
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‘hostname KYOTEN

N
w

S
ES

crypto isakmp policy P1-POLICY

ISAKMP RS —DERE

'S
[

authentication pre—share

N
=)

encryption aes

N
~

encryption—keysize aes 256 256 256

S
3

group 14

FN
©

lifetime 86400

3]
o

hash sha—256

3]

initiate—mode aggressive

a
)

exit
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crvpto isakmp profile PROFO00]

ISAKMPF O 74/ L DR TE

3]
o

self-identity user—fadn id—kyoten

3
P

set isakmp—policy P1-POLICY

3]
~

set ipsec—policy P2-POLICY

@
=3}

set peer 192.0.2.1

a
©

ike—version 1

=23
o

local-key SECRET-VPN

=]

exit

@
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crypto map CENTER ipsec—isakmp

EUADVPNETZ EDEL Y ZER/RDITUR)—

=3
S

match address SELECTOR

=2
@

set isakmp—profile PROF0001

=23
=

exit
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interface GigaEthernet 1/1

GigaEthernet 42427 —XIZ. port—channel Z')> 9 {F1+
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©

vlan—id 1

~
o

bridge—group 1

-

channel-group 1

~
N

policy—route input PRMap_Teams

Giga 1/1DBAALI=/Nr Ik RYS—IL—T 4% (PRMap_Teams) Z il

(Microsoft Teams®DLBOIZ TAE)
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w

exit
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interface GigaEthernet 2/1

PPPoE BIETHEAT MBI I TI—ADEE
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=

vlan—id 2

~
~

bridge—group 2

~
©

pppoe enable

~
©

exit
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interface Port—channel 1

Port-channel [ZLANIIP7 KL R Z & TE

0
N

ip address 192.168.1.254 255.255.255.0

©
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ip dhcp service server

DHCPH—/ \#REFH 1L

©
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ip dhcp server—profile lant

DHCPH —/\#RETHEAT 5 TH 7ML DIETE

©
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mss 1300
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exit
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interface Tunnel 1

Tunnel 12471 —2X (PPPoE) DERFE

89

description FLETS

90 | ip access—group 100 in

91 [ ip access—group 111 in

92 | ip access—group 121 out

93 | ip nat inside source list 1 interface

94 | tunnel mode pppoe profile PPPOE PROF

95 | pppoe interface gigaethernet 2/1

96 |exit

97 |t

98 |interface Tunnel 2 Tunnel 12871 —X (IPsec) DERTE
99 | tunnel mode ipsec map CENTER

100 | dns—snooping enable dns—snoopingtéBEEZ BN ET HERTE
101 |exit

102 |!

103 |pppoe profile PPPOE_PROF PPPoEM %

104

account abc345@kkk.Fkk.ne.jp zzzyyyxxx

105

exit

106

107

local-breakout enable

A—hIILAITIREITSHRE

108

O—ANTLAIT IEREINT b D #EERTE

109

local-breakout LBO1 tunnel 1
1

110

ibo*profile LBO1

LBOZOJ7AILE%

11

0365 enable

O—HILTLA I T IR RIS T 494 EL TMicrosoft 365/Microsoft Teams®D ;5
219V EBANET HRE

112

dns—snooping enable

dns—snoopingtREZ HXNET BRTE

113

exit

114

115

Class—map CMap_101

HS5RATYTERTE (Microsoft TeamsDLBOIZTIHE)

116

match ip access—group 101

access—list 101&#R D+

117

exit

118

119

Policy—route—map PRMap_Teams

RYS—IL—h YT R TE (Microsoft TeamsDLBOIZTHE)

120

1

121

class CMap_101

122

count

123

action nexthop tunnel 1

124

exit

class—map CMap_101 (access—list 101) [CE T 5/ vbETunnel/ 271 —R 1
1Z8Ri%

125

1

126

exit

127

end
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