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12 [crypto ipsec policy P2-POLICY

IPSECTRY S —DERE

13 [ set pfs group14

14 | set security—association lifetime seconds 28800

15 | set security—association transform—keysize aes 256 256 256

16 | set security—association transform esp—aes esp—sha256—hmac

17 [ set mtu 1454

18 | set ip df-bit 0

19 [ set ip fragment post

20 |exit

21 !

22 |crypto ipsec selector SELECTOR

VPNELYEDERE

23 | src 1 ipv4 any

24 | dst 1 ipv4 any

25 |exit

26 |!

27 |crypto isakmp keepalive

KeepAlivetftE & L T 3 HDPDD R TE

28 |logging level informational

VPNBIEBMER D MO £ T 5%

29 |crypto isakmp log sa

30 |crypto isakmp log session

31 |crypto isakmp log negotiation—fail

VPNE 7 ~ DR ERIEIRZ Tunnel 11 (FIZ B8R T DR TE( bR ILIL—IEEE )

32 |crypto isakmp tunnel-route ip interface tunnel 1
33 [!

34 |[crypto isakmp policy P1-POLICY

ISAKMP 7RIS — D%

35 | authentication pre—share

36 | encryption aes

37 | encryption—keysize aes 256 256 256

38 | group 14

39 | lifetime 86400

40 | hash sha-256

41 | initiate—mode aggressive

42 |exit

43 |1

44 |crypto isakmp profile PROF0001

ISAKMPF A7 ILDRTE

45 | match identity user id—kyoten

46 | local-address 192.0.2.1

47 | set isakmp—policy P1-POLICY

48 | set ipsec—policy P2-POLICY

49 | ike—version 1

50 [ local-key SECRET-VPN

51 |exit

52 |!

53 |crypto map KYOTEN ipsec—isakmp

BEDVPNET EQEL Y FERD TN —

54 | match address SELECTOR

55 | set isakmp—profile PROF0001

56 |exit

57 |!

58 |interface GigaEthernet 1/1 GigaFthernet 412271 —X[Z, port—channel &)+
59 | vlan—id 1

60 | bridge—group 1

61 | channel-group 1

62 |exit

63 |!

64 |interface GigaEthernet 2/1 PPPoE @{E CHERATAMEBALFTT—RADEE
65 | vlan—id 2

66 | bridge—group 2

67 | pppoe enable

68 |exit

69 |!

70 |interface Port—channel 1

Port—channel [ZLANIIP7Z KL R ZE&TE

71 | ip address 192.168.0.254 255.255.255.0

72 | mss 1300
73 |exit
74 !

75 |interface Tunnel 1

Tunnel 12871 —X (PPPoE) DERTE

76 | description FLETS

77 | ip address 192.0.2.1 255.255.255.255

78 | ip access—group 100 in

79 | ip access—group 111 in

80 | ip access—group 121 out

81 | tunnel mode pppoe profile PPPOE_PROF

82 | pppoe interface gigaethernet 2/1

83 |exit

84 |1

Tunnel 12 71—R (IPsec) DERTE

85 |interface Tunnel 2

86 | tunnel mode ipsec map KYOTEN

87 [ link-state sync-sa

88 |exit

89 |!

90 ;)Dooe profile PPPOE PROF

PPPoEDERTE

91 | account abc012@#¥*¥¥*.ne.jp xxxyyyzzz

92 |exit

93 |!

94 |end
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FEBEIL :Windows Update / Microsoft Update #LBOT B1=-DIZHBELRETY .

BEH HE
1 |access-list 100 permit udp 192.0.2.1 0.0.0.0 eq 500 any eq 500 VPNTHERAT 5/ v R{EHAIT 571130 DETE
2 |access-list 100 permit 50 192.0.2.1 0.0.0.0 any VPNTEAT 5/ b ZIEHRI T BT0IL3) T DERE
3 |access-list 111 deny ip any any FEIAINE)TD
4 |access-list 121 spi ip any any FEILIILR)TD
5
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B #wE
6 [ip route 192.0.2.1 255.255.255.255 tunnel 1 t2 ZPPPoEIF~ D#EER(PPPoE#Z )
7 |ip route 0.0.0.0 0.0.0.0 tunnel 2 Default#® B (IPsec TunnelfX )
8 |ip nat list 1 192.168.1.0 0.0.0.255 NATDERE
9 |!
10 [ip dhcp server—profile lan1 DHCP H—/\#Re4FIAJ 5%
11 | address 192.168.1.1 192.168.1.200 BELfIP7 L R D#EE
12 | lease-time 28800 DHCP) — R #ARE (#)
13 [ dns 192.168.0.100 FS54<DNSH—/\IPPELR
14 | gateway 192.168.1.254 TIAIWEIL—EDIPTEL R
15 [exit
16 |!
17 |ecrypto ipsec policy P2-POLICY IPSECTRY L —DERE
18 | set pfs groupl14
19 [ set security—association always—up
20 | set security—association lifetime seconds 28800
21 | set security—association transform—keysize aes 256 256 256
22 | set security—association transform esp—aes esp—sha256—-hmac
23 | set mtu 1454
24 | set ip df-bit O
25 | set ip fragment post
26 |exit
27 |!
28 |[crypto ipsec selector SELECTOR VPNELYEDERTE
29 | src 1 ipv4 any
30 | dst 1 ipv4 any
31 |exit
32 |t
33 |crypto isakmp keepalive KeepAliveti gL TIE 9 ADPDDERTE
34 |logging level informational VPNBESEPOEMLEANTERTHE
35 |crypto isakmp log sa
36 |crypto isakmp log session
37 |crypto isakmp log negotiation—fail
38 |!
39 [hostname KYOTEN
40 |!
41 _[crypto isakmp policy P1-POLICY ISAKMP 7R —DERTE
42 | authentication pre—share
43 | encryption aes
44 | encryption—keysize aes 256 256 256
45 | group 14
46 | lifetime 86400
47 | hash sha-256
48 | initiate—mode aggressive
49 |exit
50 |!
51 [crypto isakmp profile PROF0001 ISAKMPZ B 74 )L D%
52 | self-identity user—fadn id-kyoten
53 | set isakmp—policy P1-POLICY
54 | set ipsec—policy P2-POLICY
55 | set peer 192.0.2.1
56 | ike—version 1
57 | local-key SECRET-VPN
58 |exit
59 |!
60 |crypto map CENTER ipsec-isakmp TUADVPNET LD LY LERD T —
61 | match address SELECTOR
62 | set isakmp—profile PROF0001
63 |exit
64 |!
65 |interface GigaEthernet 1/1 GigaEthernet /227 —2XIZ. port-channel &) >4t 1+
66 | vlan—id 1
67 | bridge—group 1
68 [ channel-group 1
69 |exit
70 |!
71 |interface GigaEthernet 2/1 PPPoE BIETHEMAT MBS I TT—RADEE
72 | vlan—id 2
73 | bridge—group 2
74 | pppoe enable
75 |exit
76 |!
77 [interface Port-channel 1 Port-channel [CLANIIP7 FL X% 5% %
78 | ip address 192.168.1.254 255.255.255.0
79 | ip dhcp service server DHCPH—/ \#REFH 1L
80 | ip dhcp server—profile lant DHCPH—/\HEETHEAT2TAT7MILDIEE
81 | mss 1300
82 |exit
83 |!
84 |interface Tunnel 1 Tunnel 128271 —X (PPPoE) D& TE
85 | description FLETS
86 [ ip access—group 100 in
87 | ip access—group 111 in
88 | ip access—group 121 out
89 | ip nat inside source list 1 interface
90 | tunnel mode pppoe profile PPPOE_PROF
91 | pppoe interface gigaethernet 2/1
92 |exit
93 |!
94 |interface Tunnel 2 Tunnel 128271 —X (IPsec) DX
95 | tunnel mode ipsec map CENTER
96 | dns—snooping enable dns—snoopingtREZ HXNET BRTE
97 |exit
98 |!
99 |pppoe profile PPPOE_PROF PPPoEM %
100 | account abc345@k¥*.¥¥*.ne.ip zzzyyyxxx
101 |exit
102 |!
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BREH WE
103 [local-breakout enable O—hILILAIT IREFTSEE
104 [local-breakout LBO1 tunnel 1 A=A ILAITIERE Ny DR SEZERTE
105 |!
106 |Ibo—profile LBO1 LBOTAT7A)LE%
107 | dns—snooping enable dns—snoopingtBEZH LT SR
108 | dns—snooping expire 86400 dns—snooping [S&Y EERLI-IRRDENHARE L E
109 | domain update.microsoft.com O—HIWILAIT IECRHERAEHRTE

110

domain *.update.microsoft.com

111

domain download.windowsupdate.com

112 [ domain *.download.windowsupdate.com
113 | domain download.microsoft.com

114 | domain *.download.microsoft.com

115 | domain windowsupdate.com

116 | domain *.windowsupdate.com

117

domain ntservicepack.microsoft.com

118

domain login.live.com

119 | domain mp.microsoft.com

120 | domain *.mp.microsoft.com

121 | domain *.do.dsp.mp.microsoft.com

122 | domain *.dl.delivery.mp.microsoft.com
123 [ domain *.emdl.ws.microsoft.com

124 | domain *.prod.do.dsp.mp.microsoft.com
125 | domain emdl.ws.microsoft.com

126 | domain *.delivery.mp.microsoft.com
127 | domain adl.windows.com

128 | domain tsfe.trafficshaping.dsp.mp.microsoft.com
129 [exit

130 |!

131 [end

All Rights Reserved, Copyright(C) FURUKAWA ELECTRIC CO., LTD. 2020



	設定例xxx

