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access-list 4001 permit udp ##IPv6 VPNE 7 7 KL R##/128 eq
500 any eq 500

VPNTERY 5/ V7 yhEZEHFT 20 L3U 0T DRTE

access-list 4001 permit 50 ##Pv6 VPNE 7 7KL R##/128 any
|

VPNTERY 5/ V7 yhEZEHFT 243U T DRTE

no ip route 0.0.0.0 0.0.0.0 tunnel 1

VdoverV6h2 3 LR EH DT 74 )L MEEEREHIBR

ip route 0.0.0.0 0.0.0.0 tunnel 2
1

VPNIEHTT 74 ILhERBESRTE

local-breakout enable

A—HAINIT LAY T IEEITIRE

local-breakout proxy—server ip any port #LBOXt /4y kD FE &
R—rES#

O—ALITLAIT7IEREDTOFLFEEEDR—IEEEZHRTE
(BESNI=R—EEZERLTLBORENESIADFIVIETVET)

local-breakout LBO tunnel 1

A—HILITLA DT IR R Ty D il 5% % E (V4 over V6 Tunnel)

local-breakout http—snooping source—interface port—channel
##LAN Port—channel &S ##

A—HALITLA YT IERERINT b DEETT FL ZAELANDPort-channel D7 KL X[
B (MAPAANATHERA D= ICHELRETT)
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Ibo—profile LBO

LBOZFOI7MILERE

http—snooping enable with-route

http—snoopingtéBEE AN ET DERTE » with-routeA T avIZky, TCPIERTRFIZ5E 5%
TRLRZEZBIERELTEIEL T, TCPLUSI DLBOARIBEL Y ET .

domain *sample.com

D—é]}bjl/'f77'7|~ﬁ§domain§§§i(71/477'7|~ﬁ§0)8aa5l2‘3‘1’)'\2‘"[§§ib
TLEEELY)

exit
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crypto ipsec replay—check disable
1

crypto ipsec policy IPsec_POLICY

set security—association always—up

set security—association lifetime seconds 28800

set security—association transform—keysize aes 256 256 256

set security—association transform esp—sha512-hmac esp—aes

exit
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crypto ipsec selector SELECTOR

src 1 ipv4 any

src 2 ipv6 any

dst 1 ipv4 any

dst 2 ipv6 any

exit
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crypto isakmp keepalive always—send interval 35

crypto isakmp log sa

crypto isakmp log session

crypto isakmp log negotiation—fail

crypto isakmp negotiation always—up—params interval 100 max—
initiate 1 max—pending 1 delay 3
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crypto isakmp policy ISAKMP_POLICY

authentication pre—share

encryption aes

encryption—keysize aes 256 256 256

group 15

lifetime 86400

hash sha-512

exit
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crypto isakmp profile PROF

match identity host IPsec.example.com

local-address source—interface port—-channel 1

self-identity user—fqdn CPE@IPsec.example.com

set isakmp—policy ISAKMP_POLICY

set ipsec—policy IPsec_POLICY

set peer ##IPv6 VPNE 7 7 KL R ##

ike-version 2

local-key key

exit
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crypto map MAP ipsec—isakmp

60 | match address SELECTOR
61 | set isakmp—profile PROF
62 [exit
63 |!
64 |interface GigaEthernet 2/1
65 | ipv6 access—group 4001 in IPv6 72+t X1 ARSI+ (VPNEFT])
66 [exit
67 |!
68 [interface Port-channel ##LAN Port-channel & S##
MSS%EERTE : LANE#RDMSSZELBOEI#R &Y H/NSULMEIZFREL TS
69 | mss 1350 KLANA U ZTT—RDMSSDAHKELE, TCPty ay FifT— T JLVERLEFIC
BEUFIVITIS—LTERT—IIIERSALBNIELNHYFET .
70 | http—snooping enable http-snoopingZ T3 1= DERXE
71 |exit
72 |!
73 |interface Tunnel 2
74 | tunnel mode ipsec map MAP
75 |exit
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