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XO5 AID//INA)—FK (& test/test TG,

e Bl BE
1 access—list 100 permit udp host ##Tunnel#1_Outside_IP(Virtual_Private_Gateway)## eq
500 any eq 500 VPNTERAT 5/ vhERIEHF AT 5003V DERE
2 access—list 100 permit udp host ##Tunnel#2_Outside_IP(Virtual_Private_Gateway)## eq
500 any eq 500 ##Tunnel#1_Outside_IP(Virtual_Private_Gateway)#i :
) i i , ) ##Tunnel#2_Outside_IP(Virtual_Private_Gateway)## :
3 |access-list 100 permit 50 host ##Tunnel#1_Outside IP(Virtual_Private_Gateway)## any VPC DR (aws_console vpe.pdf) DEJIE10THE 9 O—KLT=
T7AILICTTRERRLIZELY
4 |access—list 100 permit 50 host ##Tunnel#2_Outside_IP(Virtual_Private_Gateway)## any
5 J|access—list 111 deny ip any any Uy o ZRm
_ L Internet@] ITEE T4 ILAY T DERTE
6 |access—list 121 spi ip any any
7 |
8 |ip route 0.0.0.0 0.0.0.0 tunnel 3 T 74 ILMEER (PPPoEREH)
9 |ip nat list 1 192.168.100.0 0.0.0.255 Internet[®l [TNATERTE
10 |!
11 |crypto ipsec policy IPSECPOL 001 IPsec7R!) & —E% 7 (Tunnel#1)
12 | set pfs group14
13 | set security—association always—up
14 | set security—association rekey always
15 | set security—association lifetime seconds 3600
16 | set security—association transform—keysize aes 256 256 256
17 | set security—association transform esp—aes esp—sha256—hmac
18 | set mtu 1454 Outer®MTUER : PPPoEDMTUIZ & H B T1454% R E
19 |exit
20 |!
21 |crypto ipsec policy IPSECPOL_002 IPsec7R!) L —E&%E (Tunnel#2)
22 | set pfs group14
23 | set security—association always—up
24 | set security—association rekey always
25 | set security—association lifetime seconds 3600
26 | set security—association transform—keysize aes 256 256 256
27 | set security—association transform esp—aes esp—sha256—hmac
28 | set mtu 1454 OuterMMTUE : PPPoEDMTUIZEHE T1454% X TE
29 [exit
30 |!
31 |crypto ipsec selector SELECTOR_1 VPNt L Y2E&TE (Tunnel#1,#2)
32 | src 1ipv4 any
33 | dst 1 ipv4 any
34 [exit
35 |!
36 (erypto isakmp log 52__ crypto isakmp log TR T, VPN EMAED S BHER T £312L TS
37 |crypto isakmp log session LY,
38 [crypto isakmp log negotiation—fail
39 [crypto isakmp negotiation retry timer 10 limit 3 timer—max 30 guard—time 0
40 crypto isakmp negotiation always—up—params interval 1000 max—initiate 10 max—pending
10 delay 1
41 |!
42 |crypto isakmp policy ISAPOL_001 ISAKMP7R!) & —E& 5 (Tunnel#1)
43 | authentication pre—share
44 | encryption aes
45 | encryption—keysize aes 256 256 256
46 | group 14
47 | lifetime 28800
48 | hash sha—256
49 | initiate—mode main
50 [exit
51 |!
52 |crypto isakmp policy ISAPOL_002 ISAKMP7R!) & —E% 7 (Tunnel#2)
53 | authentication pre—share
54 | encryption aes
55 | encryption—keysize aes 256 256 256
56 | group 14
57 | lifetime 28800
58 | hash sha—-256
59 [ initiate—-mode main
60 |exit
61 |!
62 |[crypto isakmp profile ISAPROF_001
63 | match identity address ##Tunnel#1_Outside_IP(Virtual_Private_Gateway)##
64 | keepalive interval 10 ISAKMPZ O 274 JLERTE (Tunnel#1)
65 | set isakmp—policy ISAPOL_001 ##Tunnel#1_Outside IP(Virtual Private Gateway)## :
66 | set ipsec—policy IPSECPOL_001 ##Tunnel#1_Pre—Shared_Key##:
67 | set peer ##Tunnel#1_Outside IP(Virtual_Private_Gateway)## VPC DX FE (aws_console_vpe.pdf) DFIR10THE o O—kLT=
68 | ike=version 1 T7AIVIZTTRESRLFE &L
69 | local-key ascii #Tunnel#1_Pre—Shared_Key##
70 |exit
71 |
72 |crypto isakmp profile ISAPROF_002
73 | match identity address ##Tunnel#2_Outside IP(Virtual_Private_ Gateway)##
74 | keepalive interval 10 ISAKMPZA 774 JLERTE (Tunnel#2)
75 | set isakmp—policy ISAPOL 002 ##Tunnel#2_Outside_IP(Virtual_Private_Gateway)## :
76 | set ipsec—policy IPSECPOL_002 ##Tunnel#2_Pre—Shared_Key##:
77 | set peer ##Tunnel#2_Outside IP(Virtual_Private_Gateway)## VPC®M % 5E (aws_console_vpc.pdf) DFE10TH HAO—KLT=
78 | ike—version 1 T7 A TIHERR 23
79 | local-key ascii ##Tunnel#2_Pre—Shared_Key##
80 |exit
81 |!
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82

crypto map MAP1 ipsec—isakmp

VPNE7E,EDELIAERD IR DERTE (Tunnel#)

83

match address SELECTOR_1

84

set isakmp—profile ISAPROF_001

85

exit

86

87

crypto map MAP2 ipsec—isakmp

VPNET7ZEDELIZERD TN DERTE (Tunnel#2)

88

match address SELECTOR_1

89

set isakmp—profile ISAPROF_002

90

exit

91

92

logging buffer level informational

logging levelE% 7€ : informationalZFEX E L TS

93

94

aaa authentication login default local

95

aaa authorization exec default local

96

97

username test privilege 15 password 2 $1$LAruCQ4A$T3069MOhXaiNub6xoHNsG1

98

99

.hostname FITELnet

100

101

interface GigaEthernet 1/1

GigaEthernet 1/1 IZ Port—channel 1 &) {F I+

102

vlan—id 1

103

bridge—group 1

104

channel-group 1

105

exit

106

107

interface GigaEthernet 2/1

GigaEthernet 2/1 IZTPPPoEZEXIIZT 5

108

vlan—id 2

109

bridge—group 2

110

pppoe enable

111

exit

112

113

interface Port—channel 1

Port-channel 1 [ZLAND 7KL A& &5

114

ip address 192.168.100.1 255.255.255.0

115

mss 1350

116

exit

117

118

interface Tunnel 1

o RILA R TT—RERTE (VPN: Tunnel#1)

119

ip address ##Tunnel#1_Inside IP(Customer_Gateway)##

120

tunnel mode ipsec map MAP1

121

link—state sync—sa

122

exit

123

124

interface Tunnel 2

FoRILA BT —RERTE (VPN: Tunnel#2)

125

ip address ##Tunnel#2_Inside IP(Customer Gateway)##

126

tunnel mode ipsec map MAP2

127

link—state sync—sa

128

exit

129

130

interface Tunnel 3

R RILA BT T—RERTE (PPPOE)

131

ip access—group 100 in

132

ip access—group 111 in

133

ip access—group 121 out

134

ip nat inside source list 1 interface

135

tunnel mode pppoe profile PPPOE_PROF0001

136

pppoe interface gigaethernet 2/1

GigaEthernet 2/1(Z) 2041+

137

exit

138

139

router bgp 65000

140

bgp router—id 192.168.100.1

141

bgp log—neighbor—changes

142

neighbor ##Tunnel#1_Inside_IP(Virtual_Private_Gateway)## remote—as 64512

143

neighbor ##Tunnel#1_Inside_IP(Virtual_Private_Gateway)## timers 10 30

144

neighbor ##Tunnel#2_Inside_IP(Virtual_Private_Gateway)## remote—as 64512

145

neighbor ##Tunnel#2_Inside_IP(Virtual_Private_Gateway)## timers 10 30

146

147

address—family ipv4 unicast

148

neighbor ##Tunnel#1_Inside IP(Virtual Private_Gateway)## activate

149

neighbor ##Tunnel#2_Inside IP(Virtual_Private_Gateway)## activate

150

network 192.168.100.0 255.255.255.0

151

exit

152

153

exit

BGPE&E
Amazon VPCOD#ZIRIESR (10.0/16) {5 . M DOHLELAND IR K
15¥R (192.168.100/24) L& 51=6HIZBGPEFEALET,

bgp log—neighbor-changes A< R X EL TBGPO O IEH%E
B LOICLTLZELY,

##Tunnel#1_Inside_IP(Virtual_Private_Gateway)##
##Tunnel#2_Inside_IP(Virtual_Private_Gateway)##
VPC M %5 (aws_console_vpc.pdf) D FIE10TH H>aO—KLT=
T7AIVICTTHERRLZE

network AV F CHLELAND R RIFHREHRTELEF T,

154

195

pppoe profile PPPOE_PROFO0001

PPPoEZAJ7AILERTE

156

account user@xxxx.ne jp secret

157

exit

158

159

end
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