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EAP-NSCHAPv2 LocalEESF 285245

udp any host 10.0.0.1
0.0.1

1 |access-list 111 permit eq 500
2 |access—list 111 permit udp any host 10. eq 4500
3 |access—list 111 permit icmp any host 10.0.0.1
4 laccess—list 111 permit 50 any host 10.0.0.1
5 |access—list 121 spi ip any any
6 |!
7 lip route 0.0.0.0 0.0.0.0 10.0.0.2
8 |ip route vrf VRF1 0.0.0.0 0.0.0.0 192.168.0.254
IULHLT F‘I{X"é@ﬁz%null.ﬁ%(/ﬂ ) B . .
9 |ip route 192.168.1.0 255.255.255.0 nul| 0 KILDHLT ELAZAET SStaticRi(/24)ET T4 T —bY A ISRES
SRR ( L—TRLL )
XOARESIBF SV SN BT FLRBTUNDIT Y FERELFET .
. 7 LR T—LEE
10 [ip local pool POOLT 192.168.1.1 192.168.1.254 ¥Configuration Payloadic &k 23ILLVHELT7 FLRADL VD EIRE
11!
12 |ip vrf VRF1 VRFE &
13 | rd 1:1 RD{E % & %
14 Jexit
15 |!
HEBRNH/NY T 7~AHNTBHATLALEEE
16 |logging buffer level informational X“show logging buffer” CHESERIAE
¥IPsecD AT #H AT B15&IE" informational “ZIE%E
17 |!
18 |aaa authentication ike-client AUTH1 local-group LOCAL1 RAREREE A A F 6 E ( Local FR5F )
19 |aaa authorization network CP1 local-group CONFIGI 7 RELRILWH LAZEERE
20 |!
21 |aaa local group LOCAL1 WARZBMAA—HILT—IR—RBE
22 | username userl password passl EAP® 1D/Password & 15 %
23 | username user2 password pass2
24 lexit
25 |!
NTPH —/NEBHIRIB T HEE
26 |ntp server A.B.C.D K BEHROBRBEICEHLETHRESBLOLET, REBIIVRFOA 042 7 2 —XTIXEZ
F#MCTEELANT, TEELESL,
27 |1
28 |hostname IPsecGW hostname$& &
29 [!
30 |crypto ipsec udp-encapsulation nat-t keepalive interval 60 NAT-TH Zh1E
31 [!
32 [crypto ipsec policy IPsec POLIGY IPsec7K 1) & —3& 5 ( Phase2 SAD/SS A —A ZHEFE )
33 | set security-association |ifetime seconds 3600 Lifetime (7)) #18%E
: ot ! BEETILTY XL (AES ) DY A XEHRTE
34 | set security-association transform-keysize aes 128 256 256 XB(FANTEEARRY A ZOBIME. BAME. Initiator BEEOBEBLE
35 h;:}; security-association transform esp-aes esp-sha-hmac esp-sha256 EE(TIL T XL AES ) Enw o TS XL ( SHAT, SHAZ56 ) 455
5 SL % ONTUE % $55E ( default: 1500 Bytes )
36 | set mtu 1500 * BEHEOBBCADE TRESENLET.
37 | set mss 1360 MSSIEZIETE k BEHRDREFEICEDOE THRESBLLES .
38 | set ip df-bit 0 ESP/S4 vy RDDFE w b #"07IZERTE
39 [ set ip fragment post RRARITSHTAVMEE
40 | sa-up route SA_UP&%EQE N
Configuration PayloadlS& AWV LT7 FLRETHORBEERZLET.
41 |exit
42 |1
43 |crypto ipsec selector SELECTOR LY IBRE
44 | src 1 ipv4 any REET LIS (vA) ZIEE
45 | src 2 ipv6 any REET LY S (v6) ZIEE
46 | dst 1 ipv4 any BEELY R (V) FIEE
47 | dst 2 ipv6 any EEELY R (V6) FIEE
48 lexit
49 |!
50 [crypto isakmp keepalive interval 30 BENEWMESIC, DPDA v+ — P #I0RIRTEE
51 |crypto isakmp log sa detail SYSLOGICSARESL - YIBrD O FH B
SYSLOGI=Sessionf#sL - GIMiD O Y & HH
52 |crypto isakmp log session detail XIKE SA, CHILD SAMAREILEFICSession®EiL. &£5 5 4 HIBR S M i=FRIZSessiont]
ERYET
53 |crypto isakmp log negotiation-fail detail SYSLOGICIKER T IT—>a v kBonOsEHAH
54 |1
55 [crypto isakmp client configuration group CONFIGT Configuration Payloadi= &k %$hULVH LERTE
56 | pool POOL1 7 RLRT—LIEE
57 [exit
58 [!
59 [crypto isakmp policy ISAKMP _POLICY ISAKMP7R 1) S —E% 5 ( Phasel SAD /S5 A —42 %5 )
60 | authentication rsa-sig RSAZREL % 1B %E
61 | encryption aes BEEE7IILTY XLERE (AES )
! : BEAETILTY XL ( AES ) DY A XEHRTE
62 | encryption-keysize aes 128 256 256 KB AN R LRY A KOB/ME. BAM. InitiatoriERs 0 BEEE
63 | group 2 5 14 15 DHY L—T #¥gE (2, 5. 14, 15)
64 | lifetime 86400 Lifetime (#) Z18%E
65 | hash sha sha-256 sha-384 sha-512 Ny aF)IT) XLEHRE ( SHA1, SHA2-256, 384, 512 )
66 [exit
67 [!
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HE

68 [orypto isakmp profile PROFI TSAKIP 7 O 7 7 { LB
69 | local-address 10.0.0.1 O—HI)LBID Psec#l i 7 FLREIRE
Oo—A LD IKE 1D%$E7E (FQDN)
p : _ P . vy N
70 | self-identity fadn IPsecGl. example. com Eéﬁo)nﬁlﬁgkﬁihé Subject Alternative Name”&—BL TWABENHY F
XWindowsifi K & #9535 A 13X Common Name” & H—HE B TF &L,
71 | set isakmp—-policy ISAKMP_POLICY ISAKMPAR ) & — %457
72 | set ipsec—policy IPsec POLICY cih ) V—%IRE
73 | ca trustpoint CAl BHEZEIEE
74 | client authentication list AUTHI1 AAEERETE
75 | client authentication type eap-mschapv2 A IZEAP MS-CHAPV2 % $55E
76 | client authentication eap-identity request SREERFICEAP IDZER
77 | client configuration address respond Configuration PayloadiZ& 57 KL RILLVE LAEZEIETE ( Request/Reply A= )
78 | isakmp authorization list CP1 Configuration PayloadiZ &k 3L LIEHREIEE
: : SEBAZEXRHY R FF vy DEME
79 | pki revocation-check none XORLAEBY BIB A4 or |”. 1=(2"cr| none” £15E LTF& LY,
80 [exit
81 |!
82 [crypto session identification address YE—HFIDIPF FLRTEY I VEHAILES,
83 [!
84 [crypto map MAP1 ipsec—isakmp dynamic CRYPTO= v T/ E
85 | match address SELECTOR LB ERE
86 | set isakmp—profile PROF1 ISAKMP T 0 2 7 A )L & 1 1+
87 | vrf VRF1 VRFZ 15 XEBILREABIVRFZIHEELET .,
88 [exit
89 [!
90 |interface GigaEthernet 1/1
91 | ip access—group 111 in
92 | ip access—group 121 out
93 | channel-group 1
94 [exit
95 !
96 |interface GigaEthernet 1/2
97 | channel-group 2
98 [exit
99 !
100 |interface Port-channel 1
101 | ip address 10.0.0.1 255.255. 255. 252
102 | mtu 1500 NMUEZEEXBEHROBREICELE THRESBLLES,
103 | mss 1360 MSSTEZIEE X BEHRDBREICELE THRESBLLES,
104 [exit
105 |!
106 |interface Port-channel 2
107 | ip vrf forwarding VRF1
108 | ip address 192.168.0.1 255.255.255.0
109 | mtu 1500 MUEZEEXBEHROBREICELE THRESBLLES,
110 | mss 1360 MSSTEZIEEX BEHRDBREICELE THRESBLLES,
111 Jexit
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