F70 F220 EAP RadiusZBil&T7Hh V> 74 » &

xHIEE : FITELnet F70/F71/F220/F221/F220 EX/F221 EX

EAP-NSCHAPv2 RADIUSERNRR P h o> T« >4 BEH

access—list 111 permit udp any host 10.0.0.1 eq 500

access—list 111 permit udp any host 10.0.0.1 eq 4500

access—list 111 permit icmp any host 10.0.0.1
access—list 111 permit 50 any host 10.0.0.1

access—list 121 spi ip any any

||| [eo|ro|—

ip route 0.0.0.0 0.0.0.0 192, 168.0. 254

8 [ip route 192.168.1.0 255.255.255.0 null 0

HOWHLT7 FLRZEEY Hnul 1#EEE( /24 )

KILWNH L7 FLREEET HStaticBi&( /24 ) ET 74U M — b Iz AISHRETS B
AR ( JL— TRk )

KSARESLBFICHLVVHEN BT FLRBTUND /Ty FERELET .

9 |!

10 |logging buffer level informational

EBENENY T7AHANTEOTLALEERRE
%“show logging buffer” CHEFRATAE
XIPsecD A J ZH N T 15E (L informational " Z15E

11!

12 |aaa authentication ike-client AUTHI group RADIUSI

B3R EBEE Y i % H5 3 ( RADIUSERSE )

THhOVT 4 VT HEERE

13 |aaa accounting network ACCT1 start-stop group RADIUST
1

15 |aaa group server radius RADIUS1

RADIUSH—/\Z&5E

16 | server—private 192.168.0.251 key secret auth-port 1812 acct-port 1813

RADIUSH—/\ig (7 LR, &8, RitA - 7 A9 074 VI RR— MR ) %7
SA2YH—

17 | server—private 192.168.0.252 key secret auth-port 1812 acct-port 1813

RADIUSH—/ N85 ( 7 FL R, #A#, RERA - 7Hho o7+« VIRAKR—MEE ) Xt
HoFYH—R

18 | changeback-time 1

TIARNVY—N~DEYRYBMEEE( 5 )

19 | nas-ip-address 192.168.0.1

RADIUSH—/NIZiEENS HNAS IP7 KL RIEFE

20 Jexit
21 |!
NTPH—/NE B ZIRET B3R E
22 |ntp server A.B.C.D * BEFOBRI-ADY TRESENLET,
23 |!
24 |hostname [PsecGi hostnamet& &
25 |!

26 |crypto ipsec udp-encapsulation nat-t keepalive interval 60
1

NAT-TH %1t

28 érvoto ipsec policy IPsec POLICY

IPseciR 1) & —3%3E ( Phase2 SAD/SS A —R FIETE )

29 | set security-association |ifetime seconds 3600

Lifetime () &%

30 | set security-association transform-keysize aes 128 256 256

EEE7 LT XL (AES ) DERY A XERTE
KFRTANFAREGRY A XOR/NME, RAfE. InitiatoriBEBOREEE

31 | set security-association transform esp-aes esp-sha-hmac esp-sha256-hmac

BELZI T Y XL (AES ) vy 2 a7 ILT1) X (SHAT, SHA256 ) Z3EE

32 | set mtu 1500

&S L EDNTUEZEE ( default: 1500 Bytes )
*BEHDRKFICAELOE TRESBELLET,

33 | set mss 1360

MSSTEZIEE K BEHROBBRICEHE THRESELLET,

34 | set ip df-bit 0

ESP/%4 v FODFE v k%707 23 E

35 | set ip fragment post

KRR TS T * Y MEE

36 | sa-up route

SA-UP#Z BRE&
¥Configuration PayloadlS& B3 VELT FLRABTORBEERLET.

37 fexit

38 |!

39 |crypto ipsec selector SELECTOR

LY BERE

40 | src 1 ipv4 any

RETELIZ (VA ZH

BIE
41 | src 2 ipv6 any EETELY 2 (v6) EIETE
42 | dst 1 ipv4 any EELY S (vh) ZIETE
43 | dst 2 ipv6 any SR LY % (v6) HIETE
44 lexit
45 |!

46 éryoto isakmp keepalive interval 30

BENFENMEEC, DPDA v+ — Z30M R TIEE

47 |crypto isakmp log sa detail

SYSLOGIZSARESL - LMD O 5 % A

48 |crypto isakmp log session detail

SYSLOGI=Sessionf#1L - LIMTD O Y % H A
XIKE SA, CHILD SAFESHELEFI-SessionfsL, &5 5 HHIRSMi=RI<SessiontIli& 4
YFES,

49 |crypto isakmp log negotiation—-fail detail

SYSLOGIZIKER T T—> 3 v kBoas A

50 |crypto isakmp tunnel-route ip address 10.0.0.2

SARESIESIC 1) E— HAIIPsec#Rifi 7 K L RFET DRI EIEE L fonexthop TEER

51 |1

5 érybto isakmp policy ISAKMP_POLICY

ISAKMP7R 1) 2 —E& 7€ ( Phasel SAMD/S5 A —#A ZiEFE )

5. authentication rsa-sig

RSASREE & 155

54 | encryption aes

BELTILT Y XLEIEE (AES )

55 | encryption-keysize aes 128 256 256

BEALTILT Y XL (AES ) DY A XEIEE
KR FTANTAREGRY A AOR/NME, RAfE. InitiatoriREMORBAELE

56 | group 2 5 14 15

DHYL—T%$EE (2, 5 14, 15)

57 | lifetime 86400

Lifetime () Z35%E

58 | hash sha sha-256 sha-384 sha-512

Ny aFIT Y XLEIETE (SHA1, SHA2-256, 384, 512 )

59 Jexit

60 |!

61 |orypto isakmp profile PROF

ISAKNP T B0 0 7 A JLERTE

62 | local-address 10.0.0.1

O—A LD IPsec#in 7 K LR ZETE

63 | self-identity fadn IPsecGW. example. com

O—AJLBIDIKE D% $E7E (FQDN)
BEBOIBABICEEN S Subject Alternative Name” & —H L TWEREAHYET,
¥Windowsifi R & 3459 515 E (L Common Name” & £ —H S TTELY,

set isakmp—-policy ISAKMP_POLICY

ISAKMP7R 1) & — & &5

set ipsec—policy IPsec_POLICY

Psec7i ) L —Z IR

ca trustpoint CA1

Slo|ols

CASEEAE R Z167E

client authentication list AUTH1

#ik HEIRE

68 | client authentication type eap-mschapv2

A RIZEAP MS-CHAPV2 % 35 €

69 | client authentication eap-identity request

SREERFICEAP IDZEEER

70 | client configuration address respond

Configuration PayloadlZ&k 37 KL R#LLVH L A% %R ( Request/Reply A= )

71 | accounting ACCT1

ThOUT 4 VT EHRERE

72 | pki revocation-check none

ABELAMYR M F v OENL
XORLZERG S 15 E(E cr |, FfzlE"crl none”ZI/EL TF LY,

73 fexit

74 |!

YE—FEIDIP7 FLRATEY 3 Vv EHBRILET .

75 érypto session identification address
1

71 érypto map MAP1 ipsec-isakmp dynamic

CRYPTO= v TE&%E

78 | match address SELECTOR

LU BERE

79 | set isakmp-profile PROF1

ISAKMP 701 7 7 A )L & R4 1T

80 |exit
1

All Rights Reserved, Copyright(C) FURUKAWA ELECTRIC CO., LTD. 2020

1/2



F70 F220 EAP RadiusZBil&T7Hh V> 74 » &

EAP-MSCHAPv2 RADIUSER S
82 |interface GigaEthernet 1/1

~

83 | vlan-id 2

84 | bridge-group 2

85 | channel-group 2

86 |exit

87 |!

88 interface GigaFthernet 2/1

89 | vlan-id 1

90 | bridge-group 1

91 | channel-group 1

92 | ip access—group 111 in

93 | ip access-group 121 out

94 |exit

95 |!

96 |interface Port-channel 1

97 | ip address 10.0.0. 1 255. 255. 255. 252

98 | mtu 1500

MTUEZIEE X S BHROBRICEHE TERESELLET,

99 | mss 1360

MSS{E £ 45k BEHRDRFICEOE THRESBMOLET,

100 |exit

101 ]!

102 | inter face Port-channel 2

103 | ip address 192.168.0. 1 255. 255. 255. 0

104 [ mtu 1500

MTUEZIEE X S BHROBRICEHE TERESELLET,

105 [ mss 1360

MSS{E £ 45k BEHRDIRFEICEOE THRESBMOLET,

106 fexit
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