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EAP-MSCHAPv2 RADIUSEBRF&F ho v T4 v 4 REH

access—list 111 permit udp any host 10.0.0.1 eq 500
access—list 111 permit udp any host 10.0.0.1 eq 4500
access—list 111 permit icmp any host 10.0.0.1
access—list 111 permit 50 any host 10.0.0.1

ccess—list 121 spi ip any any

oo|~t|on o | feo[no|—

p route 0.0.0.0 0.0.0.0 10.0.0.
0.0.0.

2
ip route vrf VRF1 0.0.0.0 0 192.168.0. 254

9 |ip route 192.168.1.0 255.255.255.0 null O

HWWHL7 FLREAES dnul B8 ( /24 )

MILWWVHLT7 FLRZEEY SStaticRi&( /24 )ET 7AW MF— b DT AITHRE
T BRI ( L—THLE )

KSARETH TV EIN D7 FLRABTUND/y Y FERELFET,

10 |!

11 |ip vrf VRF1 VRFE &

1 rd 1:1 RD{E % $&5 %
exit

14 ]!

15 |logging buffer level informational

HEERNBNAY I 7AHEATHOTLARLERE
X“show logging buffer” CREEET HE
XIPsecn O Y EH AT 515 &3  informational " ZIETE

|

6 |!
17 |aaa authentication ike-client AUTHT group RADIUS1

i 3R 325 75 % % 48 % ( RADIUSEREE )

THIVT A VT HERERE

aaa accounting network ACCT1 start-stop group RADIUST
!

aza group server radius RADIUST

RADIUSH —/\E&

21 | server—private 192.168.0.251 key secret auth-port 1812 acct-port 1813

RADIUSH—/\$8%E ( 7 FL R, #ER, REA - 7HY T+ TAKR— MEE )
XIS4T HY—=n\

22 | server-private 192.168.0. 252 key secret auth-port 1812 acct-port 1813

RADIUSH—/\{8%E( 7 FL R, #ER. REA - 7HO T4 v TAKR— MEE )
XA HE )=

23 | changeback-time 1

TI3ARNVY—R~DOYRYERMEERE( 5 )

24 | ip vrf forwarding VRF1

VRFZ$EE XRADIUSH —AABRBEA TSRy FI—IHNEIVRFEEELE T,

25 | nas—ip-address 192.168.0. 1

RADIUSH —/NIZi@409 HNAS IP7 F L RIERE

26 |exit

27 |!

28 |ntp server A.B.C.D

NTPY —/\ & B IR %R E
*BEHROBRRICEODE TRESBVLET, ZEBRBRFOA 08 72 —XTRE
ZIAYPTEFELADT, TEBLLESL,

29 |!

30 |nostname IPsecGl

hostname# &

crypto ipsec udp-encapsulation nat-t keepalive interval 60

NAT-TH %11t

34 érypto ipsec policy IPsec_POLICY

[PsecR 1) —E& % ( Phase2 SAD/SS5 A —Z #I8TE )

35 | set security-association |ifetime seconds 3600

Lifetime () #1E%E

36 | set security-association transform-keysize aes 128 256 256

BESE 7T Y XL (AES ) DY 1 XEIEE
KE2IFANAELRY A XOK/ME, RKAME, InitiatoriREEDRELE

37 | se

+

security-association transform esp-aes esp-sha-hmac esp-sha256-hmac

BB 7T Y XL (AES ) Eny a7 )T XL ( SHAT, SHA256 ) ZiRTE

38 | set mtu 1500

K S L% OMTUE % 155 ( default: 1500 Bytes )
A BEROBRBICELETCRESBLLES,

39 | set mss 1360

MSSEZHEE *BEHROBRKEICELE THRESELLES,

40 | set ip df-bit 0

ESP/S4 v FDDFE v k& 0"ICEETE

41 | set ip fragment post

RRARISTAV MEE

42 | sa-up route

SA-UP#E R 3% 3
XConfiguration PayloadlZk 23WVWH L7 FLRAGBTORBEEHZLET .

exit

|

érynto ipsec selector SELECTOR

src 2 ipv6 any

il el

REETELY

1 [k e

dst 1 ipv4 any

3
4
5
6 | src 1 ipv4 any
7
8
9

dst 2 ipv6 any

h

(i |t o |

mer (mer | A

(
A (
BEELY 2 (v4
FEELI 2 (V6

50 |exit

51 |!

52 érypto isakmp keepalive interval 30

BIENEMESI(C, DPDA vt —D 2307 RFE TEE

53 |crypto isakmp log sa detail

SYSLOGIZSAHESL - IEiD O T % H A

54 |crypto isakmp log session detail

SYSLOGI=Session®&3L - YIMTD O & HiH
XIKE SA, CHILD SAMIARESLEF(CSessionfEIL. £ 5 L HIBR S hi=MEICSessiont B
EBYES

55 |crypto isakmp log negotiation-fail detail

SYSLOGIZIKER T T—Y 3 v kBOOT & A

56 |!

57 brvpto isakmp policy ISAKMP_POLICY

ISAKMP7R 1) & —E& 5 ( Phasel SAD /N5 * —A ZIRTE )

58 | authentication rsa-sig

RSASREE % 16 &

59 | encryption aes

RS 7IIL D) XLEHEE (AES )

60 | encryption-keysize aes 128 256 256

BESE7ILTY XL (AES ) DEY A XEIRE
KEZITANTARLREY A XOK/NME, KAME, InitiatoriREEDRELE

group 2 5 14 15

DHYL—T#4EE (2, 5 14, 15)

lifetime 86400

Lifetime () #1E%E

hash sha sha-256 sha-384 sha-512

Ny aF)T ) XLEIETE ( SHA1, SHA2-256, 384, 512 )

4 lexit

5 !

6 |crypto isakmp profile PROF1 ISAKMP B 7 7 4 JLERTE

67 | local-address 10.0.0. 1 O—HILBIDIPsec#if 7 KL X EHE

68 | self-identity fadn IPsecGW. example. com

O— A JLEID IKE 1DZ%#55E (FQDN)
BEBOIEAEZICEEN S "Subject Alternative Name” & —HB L TWEARBENRHY F
5

Windows 243k & 12459 5354 14 Common Name” & % — R = # TF XL,

69 | set isakmp-policy ISAKMP POLICY

ISAKMPR ) & — % 15 5E

70 | set ipsec—policy IPsec_POLICY

IPseciR ) — % 1RTE

71 | ca trustpoint CAl CASEFHER Z1EE
72 | client authentication |ist AUTHI HEREBA S A FIEE
73 | client authentication type eap-mschapv2 SREFA X IZEAP MS-CHAPV2 3R

74 | client authentication eap-identity request

BFIEAP D% 3R

75 | client configuration address respond

Configuration PayloadiZ& 57 FL XL LA %EHEE ( Request/Reply A= )

76 | accounting ACCT1

THOOT 4 VT HEERE

77 | pki revocation-check none

SMBEEAMURRF VI OEME
XORLZEHRIG S BIHE T cr1”. Ff(E"crl none”ZI/EL TF &L,

18 lexit

79 [!

80 érypto session identification address

YE—FEIQIP7 FLATEY a3 VEBRAILET .

81 |!
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EAP-MSCHAPv2 RADIUSEZFF&
82 |crypto map MAP1 ipsec—isakmp dynamic

S

Hi

TRYPTION v J &=

83 | match address SELECTOR

t LU B EEE

84 | set isakmp-profile PROF1

ISAKMP T8 7 7 1 JL L 4113

85 | vrf VRF1 VRFZHEE XEESILHENEIVRFEZIEELET .
86 |exit
87 |!

88 |interface GigaEthernet 1/1

89 | ip access—group 111 in

90 | ip access—group 121 out

91 | channel-group 1

92 |exit

93 |!

94 [interface GigaEthernet 1/2

95 | channel-group 2

96 |exit

97 |!

98 [interface Port-channel 1

99 | ip address 10.0.0.1 255. 255. 265. 252

100 [ mtu 1500

MUE 5 E X BEHRDBREGICEHOE TRESBALLET .

101 ) mss 1360

MSSIEZIEE X SEHROBEICALE TCHRESBLILET .

102 |exit

103!

104 [interface Port-channel 2

105| ip vrf forwarding VRF1

106 | ip address 192.168.0.1 2565. 255. 255.0

107 [ mtu 1500

NMUEZIEEX S EHROBEICALECERESBLNLET.

108 | mss 1360

MSSEZIEEX BEHRDBERICEHOE TRESBELNLET .

109 Jexit
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