IKEV2EEEAE R ITFIEE

2020568 #hR

OpenSSLOCARBIZ&AS. CAEFBAZ B K UFITELnetZEESIBAZ D HE T FIEEZCHBALET .

(FIiZ]

- AFIEZTIL. CABEL TLinux(Ubuntu 14.045 LTS) Z{EALET .

*OpenSSLMD AT 4% (openssl.enf) [, LTFAEZRESNTLNDIREEELET,

openssl.cnf

T 74 )LD openssl.enf MHEDEBEFTILUUTE TS B0,

T 74 )Lk Dopenssl.enfhM S D E B F i

1) ROFIET, CABEILTTLIEELY,
1-1) FEEavor%
furukawa@ubuntu:/etc/ssl$ sudo /usr/lib/ssl/misc/CA.sh —newca

XCAFEFAZE D EMHRZ L EF I 5155 1L. CAsh DCADAYSEHREL TH

EITLTEELY,

({51: CADAYS="—days 7300”)

1-2) BEGEBEADLTILZSLY,

C :JP

ST : Kanagawa
0 : Furukawa

CN : CA1

1-3) CAFEFAEMNERIN TSI EFFERL TSN (LT %),
furukawa@ubuntu: /etc/ssl$ |Is =1 /etc/ss|/demoCA/

total 28

-rw-r—r——
-rw-r—r——
drwxr—xr—x
drwxr—xr—x
-rw-r—r——
drwxr—xr—x
drwxr—xr—x

1
1
2
2
1
2
2

root
root
root
root
root
root
root

root 4248 May
root 952 May
root 4096 May
root 4096 May
root 0 May
root 4096 May
root 4096 May

25
25
25
25
25
25
25

18:
18:
18:
18:
18:
18:
18:

16
16
14
14
14
14
14

cacert. pem¥
careq. pem
certs

d

index. txt
newcerts
private

S o=

LET

LTLEZELY,
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https://www.furukawa.co.jp/fitelnet/product/setting/detail/openssl.cnf
https://www.furukawa.co.jp/fitelnet/product/setting/detail/openssl-changed.pdf

(CAshDETHI: FIEI-NEFIB1-2)DRTHTT )

furukawa@ubuntu:/etc/ss|$ sudo /usr/lib/ssl/misc/CA. sh —newca
CA certificate filename (or enter to create)

Making CA certificate ..

Generating a 2048 bit RSA private key
+++

writing new private key to './demoCA/private/. /cakey. pem’

Enter PEM pass phrase:

Verifying — Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Kanagawa

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Furukawa
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:CAl

Email Address []:

Please enter the following "extra’ attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:
Using configuration from /usr/lib/ssl/openssl.cnf
Enter pass phrase for ./demoCA/private/./cakey. pem:
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number: 10171089557646302467 (0x8d26f8105e315d03)
Validity
Not Before: May 29 02:07:37 2020 GMT
Not After : May 24 02:07:37 2040 GMT

Subject:
countryName = JP
stateOrProvinceName = Kanagawa
organizationName = Furukawa
commonName = CAl

X509v3 extensions:
X509v3 Subject Key Identifier:
9B:67:7A:E6:B2:66:62:AE:B9:CD:B7:F7:D8:15:D5:7C:77:4C:69:06
X509v3 Authority Key Identifier:
keyid:9B:67:7A:E6:B2:66:62:AE:B9:CD:B7:F7:D8:15:D5:7C:77:4G:69:06

X509v3 Basic Constraints:
CA:TRUE
Certificate is to be certified until May 24 02:07:37 2040 GMT (7300 days)

Write out database with 1 new entries
Data Base Updated
furukawa@ubuntu: /etc/ss!$
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2) FITELnetFEIZT, RSABANT7ZAEML. SEFAERITEREMERL TIZELY,
2-1) FITELnetZEEIZTRSABRT7EE L TLESWLVATDIATUREETT),
[PsecGW# crypto pki key generate rsa label k|1 modulus 2048

2-2) FITELnetZEEICTIHAERTEREZERL TEESVWUATDATUREETT),
[PsecGW# crypto pki enroll kl1

2-3) WHELRHEHREA DL TS,
fgdn . IPsecGW. example. com
subject name : C=JP, ST=Kanagawa, O=Furukawa, CN=IPsecGW.example. com
XFITELnetZEIZLLT DIKE ID U REITIEE T Y —/\B) BNERESNTLVDETHRTY .
self-identity fgdn IPsecGW. example. com

(FITELnetEBIZH 17537V FRTHI: FIE2-2)EFIE2-3)DERITHITT ,)

[PsecGW# crypto pki enroll ki1

[Pv4 address:

[Pv6 address:

fadn: IPsecGW. example. com

user—fqgdn:

subject name:C=JP, ST=Kanagawa, O=Furukawa, CN=IPsecGW. example. com
Signature Algorithm [sha256|sha384|shab12|shal]:sha256

abcdefghi jk ImMQAWUTELMAKGATUEBhMCS | AXETAPBgNVBAgTCGE thbmFnYXdhMREw
DwYDVQQKEwhGdXJ1a2F 3YTEcMBoGATUEAXMTaHJOLXNndzEuZmbzYy5 jby5qcDCC
ASTwDQYJKoZ I1hvcNAQEBBQOADggEPADCCAQoCggEBAMKPsScDvPkcQfWe2gkGyD0c
FtJiydMTz1W9e1LS/ehDmmxphReJ3bW2zuV0z6E1818SF5B4g | vRD2678P+uNal10
HMkwF qCM+abXXb+3 154p9,/6W7trhbbCKF2aMuQH1+al TvyBgisI99RVWEXGOMIP
MPdt jDQGR jDmLKZ4t3ufA9uHCkw3zFa67gYC7qrzt jm3DOmGYMAuBgE4w7FbcQNX
yBmg7SRLyh IHJVFS1a1fMv4T9/4W+7+ANnvE2L/V1Tr /htOUnzWxPIUgNVwRkuHR
IN7Lz4YJi5LmRoYSIFBX/wssCxczN7Gw I kK47eSNKdgV4Zz+skwubyyoVHJIK 1 y8C
AWEAAaA+MDWGCSgGS Tb3MIAJD jEXMCOwWCwWYDVROPBAQDAgWgMB4GA1UJEQQXMBWG
E2hydC1zZ3cxLmZuc2MuY28uanAwDQYJKoZ IhvcNAQEFBQADggEBAKwhF fCxHUX 1
h8dm+FEVAuOAoTgKnigV3xCNrpTXaE/W2RBhn+xBn93h jp j3EzXaUSRHXgkXf [ Mk
F3UEDNDEtRNi fTaiNxeyGQC5DYaZdgOyHRaYkusX77BaFGO | kc4EWEKQqGxkAWsP
D257 i dmN2GICW2d1CAsvWR7zabBBD46xuW7 j8gq2zNStB8yoi3+t5T9TUSh7uxpY
JmnO0 jFThx IFFVG72qlgf/ jmdWnTk jp+FFZP10kMSLAIRmFgmVyRkP4iyG56v7gqY
mKyEUJgEBKWJScpSErpOy jP65f jRUSKESDsMf7dJspM jP+zo8tfuXd4K01234567
[fOLrKgl70c=

[PsecGWit
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3) FITELnetFREDFEAEZRITLTIIZELY,
3-1) 2 THASNI=EERAEZERITERZFtext 77 A ILIZERY FITTCABIZE LN TLIEELY,
(text77AILDEZIHZFTIE /etc/ssl TY )

(CARIZHIT DT REITHI:
FE3-1)EITERIZ. SIAZRTERDtext 771 )L(gw.csr) DABEZRRLI-IREETT )

furukawa@ubuntu:/etc/ss|$ cat gw. csr

abcdefghi jk ImMQAWUTELMAKGATUEBhMCS | AXETAPBgNVBAgTCE thbmFnYXdhMREw
DwYDVQQKEwhGdXJ1a2F 3YTEcMBoGATUEAXMTaHJOLXNndzEuZmbzYy5 jby5qcDCC
ASTwDQYJKoZI1hvcNAQEBBQADggEPADGCAQoCggEBAMKPsScDvPkcQfWe2gkGyD0c
FtJiydMTz1W9e1LS/ehDmmxphReJ3bW2zuV0z6E1818SF5B4g |1 vRD2678P+uNa10
HMkwF qCM+a5XXb+3 154p9,/6W7trhbbCKF2aMuQH1+al TvyBgisI99RVWEXGEMIP
MPdt jDQGR jDmLKZ4t3ufA9uHCkw3zFa67gYC7qrzt jm3DOmGYMAuBgE4w7FbcQNX
yBmg7SRLyh IHJVFS1a1fMv4T9/4W+7+ANnvE2L/V1Tr /htOUnzWxPIUgNVwRKuHR
IN7Lz4YJi5LmRoYSIFBX/wssCxczN7Gw | kK47eSNKdgV4Zz+skwubyyoVHJIK | y8C
AwEAAaA+MDWGCSqGS Tb3MIAJD jEXMCOWCwYDVROPBAQDAgWgMBAGA1UdEQQXMBWG
E2hydCG1zZ3cxLmZuc2MuY28uanAwDQYJKoZ IhvcNAQEFBQADggEBAKwhF fCxHUX 1
h8dm+FEVAuOAoTgKnigV3xCNrpTXaE/W2RBhn+xBn93h jp j3EzXaUSRHXgkXf | Mk
F3UEDNDEtRNi fTaiNxeyGQC5DYaZdgOyHRaYkusX77BaFGO | kc4EWEKQqGxkAWsP
D25ZidmN2CICW2d1CAsvWR7zabBBD46xulW7 j8gq2zNStB8yoi3+t5T9TUSh7uxpY
JmnO0 jFThx IFFVG72q1gf/ jmdWnTk jp+FFZP10kMSLAIRmFgmVyRkP4iyG56v7gqY
mKyEUJQEBkWJScpSErpOy jP65f jRUSKESDsMf7dJspM jP+z08tfuXd4K01234567
[ fILrKgl7o0c=

furukawa@ubuntu: /etc/ss!$

3-2) SEBAEHRITERICERALFITELnetEBE DIIBAZE X HITLTIESLY,
furukawa@ubuntu: /etc/ss|$ sudo openss| ca —in gw.csr —out gw. cer
HKew.cerDEEBAELL TH ASNFET(HE HIGEFRIE /etc/ssl TH),

4) FITELnet#ZE{&IZCAR EFITELnetit B MEIBAEH &L T,
4-1) FITELnetZEIZCARDIIAEZZHFL TIESWLW (U TDIATUREET),
[PsecGWi crypto pki add ca certificate CAl1 1
1) THEMEINT= cacert.pem [CEFENBPENT +—< v S ZFBYFFET,

4-2) FITELnetZ&{&(ZFITELnetZEE DIIFAZEZF EHL TSV (AT OIATUREELT),
[PsecGW# crypto pki add certificate certl kl1
¥X2) TEREISNT-RSASER7 kl1 LEFEAZE certl ##{TITET,
X3) THER NI gw.cer ITEENSPENT +—< v FER ZBEY S ITET,

(FITELnetEEIZHFHARUFRITH: FlIE4-DEFIE4-DDRTHITY )

[PsecGW# crypto pki add ca certificate CA1 1
Input certificate data(Finally please input <CR>)

[PsecGW# crypto pki add certificate certl ki1
Input certificate data(Finally please input <CR>)

All Rights Reserved, Copyright(C) FURUKAWA ELECTRIC CO., LTD. 2020



5) VPNISATUREBIZTUTODFIEET{T>T., CASEBAZZE L TIESLY,
Windows10IZCASERRZE AV A= LT 575 %
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