HFEH IPsecTLE : VRRP priorityifdi EIVE 2 1/IR—

E~VRRPISAA )T+ BETYYEZ

AR IZLANBIDFWE T A LT —k A ELE T, LA NS DVPNIEGEN{THh D&, HLE (VPNE7) DR IRIEEHREWANBI /2T —R
RIFIZEEFRKLT (b RILIL—RERE) . VPNEYL AU ZREIILET,

LU AAIESRIEIVRRPTT R ELE T, 2B A TWANERE (PPPoE Tunnel) B34 ™ LT=EE(ZIL. VRRP PriorityE R E LT, £ 2140/ 3v4
7Y T MVRRP Masteré/E b LG HTIY B ZEITOET,

LS B3R (F 2 BRI AL DLANSEIZICMPES 1] (survey) Z24TL), ICMPEEFRIREEA A H U &1 T-1B8 & 1Z1% . VPNERE U 2A1I/\wo 7y T2
PYBzET,

19216820524

19216810724 =~

7 "
/ VRRP A [ 192.0.2.1 | _il
— A : .
! :* a51 —L’f ——
;' ' INTERMET
[ 254 ML 2
!ﬁ l,‘ 192 168.3.0/24
252 [
200 ! [4\
= \ Y, | 192022 | .
M 954
=L

FUZl . Mamer o F =0 ~Dnexcthopd LT
LaBmf3e o L2 192,188, 1. 284 FIEELE .
sl almARDT atill P b el B T,
[E]10 < LATBD R 07 1 L2 E 192, 168.1.254%F
BEETLENTEERT,

INTA—FEEH

ISAKMP7R!) L —

IKE/N\—>3Y 1

EF—F Aggressive E—F
B W FarEEHREAK
E=EAR AES 256E vk
Nwa AR SHA-256
Diffie-Hellman Group 14
SA78A L 86400F)
IPseciR!)S—

PFS Group 14
EEEAR AES 256E vk
Nwa AR SHA-256
SAT9A L 28800F)

D355 Ak IRRART ST AUk
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% EHl IPsecTLf : VRRP priorityi EIWE Z

O REREHI

TUREIA O DEE

2/IR—

BEH (£5)

access—list 100 permit udp any eq 500 192.0.2.1 0.0.0.0 eq 500

_ #RE
VPNTRERT 2/ \TYFEZEHAIT 2743 TD

access—list 100 permit 50 any 192.0.2.1 0.0.0.0

X TE
VPNTERY 5/ Vb EZ SRS 5742 )T DRTE

access—list 111 deny ip any any

FEIIZIT DERTE

access—list 121 spi ip any any

FEI1IE)T DEERTE

ip route 0.0.0.0 0.0.0.0 192.168.1.200

DefaultfF#&( FW#EH )

ip route 192.168.2.0 255.255.255.0 192.168.1.252 100

EEEIERICEU2DSANEIL T HETOREBELE)

ip route 192.168.2.0 255.255.255.0 tunnel 2

H =1 LANSE T Static#ZI&( IPsec Tunnel#FH )

ip route 192.168.3.0 255.255.255.0 192.168.1.252 100

PEEEIRRICE IDSANEIL T HFETDREBHLE2)

ip route 192.168.3.0 255.255.255.0 tunnel 3

#L A2 LANSE T StaticiR & ( IPsec Tunnel#&H )

ip vrrp enable

VRRP #REXHE M

PPPoEMIRREEVRRPMDIKREZ B HE S SR, PPPoED 7 FL A% EI 1R

track 10 ip host 192.0.2.1 reachability delay—up 30
]

hostname CENTER1

crypto ipsec policy P2-POLICY

IPseciR') S —E&TE( Phase2 SAD/NTGA—R%EIETE )

set pfs group14

set security—association lifetime seconds 28800

set security—association transform—keysize aes 256 256 256

set security—association transform esp—aes esp—sha256—hmac

set mtu 1454

set ip df-bit O

set ip fragment post

exit

crypto ipsec selector SELECTOR

wLIBERTE

src 1 ipv4 any

dst 1 ipv4 any

exit

wlw (NN N IR NN NN == o= =
LSO |omudo N SololwlolanlnNn=o© RN O wWN =

w
N

hardware—fault—detection action reboot

N—R 7 HEZRELROESEEEE( REFES )

w
w

w
~

logging level informational

wW
($]

crypto isakmp keepalive

wW
[=2]

crypto isakmp log sa

wW
~

crypto isakmp log session

w
oo}

crypto isakmp log negotiation—fail

wW
©

crypto isakmp tunnel-route ip interface tunnel 1

VPNE7Z DI 1EHRZ Tunnel 1[AIFIZEEFRT HRTE( o RILIL—REEEE )

I
o

N
—

crypto isakmp policy P1-POLICY

ISAKMPAR) S —E%F( Phasel SAD/INSA—AEIETE )

42 | authentication pre—share

43 | encryption aes

44 | encryption—keysize aes 256 256 256

45 | group 14

46 | lifetime 86400

47 | hash sha—256

48 | initiate—mode aggressive

49 [exit

50 [!

51 |crypto isakmp profile PROF0001 Bl 1 ~DISAKMPT O 7 A JLE& E

52 | match identity user id—kyoten1

53 | local—address 192.0.2.1

54 | set isakmp—policy P1-POLICY

55 | set ipsec—policy P2-POLICY

56 | ike—version 1

57 | local-key SECRET-VPN

58 |exit

59 |!

60 |crypto isakmp profile PROF0002 HE2ADISAKMPZOJ7 4 JLERTE
61 | match identity user id—kyoten2

62 | local-address 192.0.2.1

63 | set isakmp—policy P1-POLICY

64 | set ipsec—policy P2-POLICY

65 | ike—version 1

66 | local-key SECRET-VPN

67 [exit

68 |!

69 |crypto map KYOTEN_1 ipsec—isakmp #g51 ~DCRYPTO MAPE%TE
70 | match address SELECTOR

71 | set isakmp—profile PROF0001

72 |exit

73 |!

74 |[crypto map KYOTEN_2 ipsec—isakmp P 2~DCRYPTO MAPERTE
75 | match address SELECTOR

76 | set isakmp—profile PROF0002

77 |exit

78 |!

79 linterface GigaEthernet 1/1 WA 27— X( LANE )
80 | vlan—id 1

81 | bridge—group 1

82 | channel—group 1

83 [exit

84 |!

85 |interface GigaEthernet 2/1 WIEA 27— X( WAN{EI S¢PPPoE )
86 | vlan—id 2

87 | bridge—group 2

88 | pppoe enable

89 [exit

90 |[!
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% EHl IPsecTLf : VRRP priorityi EIWE Z

3/IR—Y

B

91

BREH (3
interface Port—channel 1

WIS HTT—RERTE(LANM Giga 1/154R1F(T)

92

ip address 192.168.1.251 255.255.255.0

93

mss 1300

94

vrrp 1 address 192.168.1.254

IW—ET IL—TDRIEIPVATRL ADEERE

95

vrrp 1 priority 200

VRRPIL—EDEFLEEDHRE (KEVWHFIFEREEISLYES.)

96

vrrp 1 preempt

vrrp priority AY VR CTREL-EBEAETHIEL., BEIZBEEOSWIIL—3
HMaster)L—A2ELET,

97

vrrp 1 track 10 decrement 110

bovRTERMICL, BEENOGBET HRE

98

exit

99

100

interface Tunnel 1

Tunnel/ 2371 — A% FE( PPPoE )

101

description FLETS

102

ip address 192.0.2.1 255.255.255.255

103

ip access—group 100 in

104

ip access—group 111 in

105

ip access—group 121 out

106

tunnel mode pppoe profile PPPOE_PROF

107

pppoe interface gigaethernet 2/1

108

exit

109

110

interface Tunnel 2

Tunnel/ 2371 —RAERFE( IPsec Tunnel #lE1[@ITF)

111

tunnel mode ipsec map KYOTEN_1

112

link—state sync—sa

113

exit

114

115

interface Tunnel 3

Tunnelf2 271 —RAETE( IPsec Tunnel #lm 2@ 1F)

116

tunnel mode ipsec map KYOTEN_2

117

link—state sync—sa

118

exit

119

120

pppoe profile PPPOE_PROF

PPPoEZOTJ7 A ILERTE

121

account abc012@kk* x** ne jp xxxyyyzzz

122

exit

123

124

end

RN TITDERTE

G (2 3)

___ ®WE

access—list 100 permit udp any eq 500 192.0.2.2 0.0.0.0 eq 500

VPNTRERT /37 R IEF I 2 71L3)0 T DFRTE

access—list 100 permit 50 any 192.0.2.2 0.0.0.0

VPNTERT A/ \TYMEZIEHFATEI0IL2) T DERTE

access—list 111 deny ip any any

FEI1IE) T DERTE

access—list 121 spi ip any any

FEI1INEI)T DERTE

ip route 0.0.0.0 0.0.0.0 192.168.1.200

Default#Z#&( FW#EH )

ip route 192.168.2.0 255.255.255.0 tunnel 2

H =1 LANSE T Static#EI&( IPsec Tunnel#FH )

ip route 192.168.3.0 255.255.255.0 tunnel 3

52 LANSE TStatic#R #&( IPsec Tunnel#®H )

ip route 192.168.2.0 255.255.255.0 null 0 250

IPsec TunnelZ DU BRIZHLE 1LANSE T/ NN E T 5%

ip route 192.168.3.0 255.255.255.0 null 0 250

E
IPsec Tunnel¥ 9 B ICHLA2LANSE T/ AR E T AR TE

ip vrrp enable

VRRP #EEEZ B %N

hostname CENTER2

crypto ipsec policy P2-POLICY

IPseciR') S —E%TE( Phase2 SAD/\NTA—R%EIETE )

set pfs group14

set security—association lifetime seconds 28800

set security—association transform—keysize aes 256 256 256

set security—association transform esp—aes esp—sha256—hmac

set mtu 1454

set ip df-bit O

set ip fragment post

exit

crypto ipsec selector SELECTOR

L YFERE

src 1 ipv4 any

dst 1 ipv4 any

exit

hardware—fault—detection action reboot

N—RT7HEZRELEBROEEEEE( REBIELE )

logging level informational

crypto isakmp keepalive

crypto isakmp log sa

crypto isakmp log session

crypto isakmp log negotiation—fail

crypto isakmp tunnel-route ip interface tunnel 1

VPNE7Z DI 1EHRZ Tunnel 1[AIFTIZEEFRT HRTE( o RILIL—REEE )

crypto isakmp policy P1-POLICY

ISAKMPAR) S —E%F( Phasel SAD/INSA—AEIETE )

authentication pre—share

encryption aes

encryption—keysize aes 256 256 256

group 14

lifetime 86400

hash sha—256

initiate—mode aggressive

exit

crypto isakmp profile PROF0001

BLE1~DISAKMPZ7 O 77 A JLERTE

match identity user id—kyoten1

local-address 192.0.2.2

set isakmp—policy P1-POLICY

set ipsec—policy P2-POLICY

ike—version 1

local-key SECRET-VPN

exit

gl 01 O1O1 A1 B A A A S B B DB 01010100 (00100 10000 NN NN INININININ N === = b b b = = = o (g [ (o (o[ o [N —
NG WN—=OOOONO G WN—=OOWOONOSO O WN—=OOOO NSO RAWN—=OOO®ONOS O A~AWN—=O
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% EHl IPsecTLf : VRRP priorityi EIWE Z

4/1R—

BEH (D)

58 |[crypto isakmp profile PROF0002

HE2ADISAKMPZ7OD 74 JLERTE

59 | match identity user id—kyoten2

60 | local-address 192.0.2.2

61 | set isakmp—policy P1-POLICY

62 | set ipsec—policy P2-POLICY

63 | ike—version 1

64 | local-key SECRET-VPN

65 |exit

66 |!

67 |crypto map KYOTEN_1 ipsec—isakmp

L1 ~DCRYPTO MAPERTE

68 | match address SELECTOR

69 | set isakmp—profile PROF0001

70 |exit

JAN

72 |crypto map KYOTEN_2 ipsec—isakmp

B2~ DCRYPTO MAPERTE

73 | match address SELECTOR

74 | set isakmp—profile PROF0002

75 |exit

76 |!

77 linterface GigaEthernet 1/1

MR R2 7 —X( LAN{E )

78 | vlan—id 1

79 | bridge—group 1

80 | channel—group 1

81 |exit

82 |!

83 linterface GigaEthernet 2/1

MIRA 27 —X( WAN{EI ¢PPPoE )

84 | vlan—id 2

85 | bridge—group 2

86 | pppoe enable

87 |exit

88 |!

89 |interface Port—channel 1

REBAATT—RERTE( LANE Giga 1/1 &8 4F1T)

90 | ip address 192.168.1.252 255.255.255.0

91 | mss 1300

92 | vrrp 1 address 192.168.1.254

=BT IV —T DREIPVATRL R DERE

93 | vrrp 1 priority 100

VRRPIL—SDEBEEDHETE (KEVWKFIFERAEEISLYES )

94 | vrrp 1 preempt

vrrp priority AV VR TEREL-BEAETHIERL., BICBEEOSIIL—4
HMaster/)L—2ELET,

95 |exit

96 |!

97 linterface Tunnel 1

Tunnelf 2371 — A% FE( PPPoE )

98 | description FLETS

99 | ip address 192.0.2.2 255.255.255.255

100 | ip access—group 100 in

101 | ip access—group 111 in

102 | ip access—group 121 out

103 | tunnel mode pppoe profile PPPOE_PROF

104 | pppoe interface gigaethernet 2/1

105 |exit

106 |!

107 |interface Tunnel 2

Tunnel/ 2371 —RAEEFE( IPsec Tunnel #lE 1M (F)

108 | tunnel mode ipsec map KYOTEN_1

109 | link—state sync—sa

110 |exit

111 |!

112 |interface Tunnel 3

Tunnelf2 271 — R E(IPsec Tunnel #l = 2[R ()

113 | tunnel mode ipsec map KYOTEN_2

114 | link—state sync—sa

115 |exit

116 |!

117 |pppoe profile PPPOE_PROF

PPPoEZOJ7AILERTE

118 | account abc123@*** *** ne jp yyyxxxzzz

119 |exit

120 |!

121 |end
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% EHl IPsecTLf : VRRP priorityi EIWE Z

=

2

S
Kia
Fh

5/1R—Y

ERE Bl (B )

access—list 100 permit udp 192.0.2.1 0.0.0.0 eq 500 any eq 500

I )

VPNTIERT 0/ \ 7 v RIS AT 67412207 DRTE

access—list 100 permit 50 192.0.2.1 0.0.0.0 any

VPNTEAT 5/ \ryhaZEHT 574200 DETE

access—list 100 permit udp 192.0.2.2 0.0.0.0 eq 500 any eq 500

VPNTERY 5/ b EZEFF AT 274V 3T DRTE

access—list 100 permit 50 192.0.2.2 0.0.0.0 any

VPNTERT A/ \TYMEZIEHFATE70IL2) T DERTE

access—list 111 deny ip any any

FEI1INE) T DERTE

access—list 121 spi ip any any

FEI1INEI)T DERE

ip route 0.0.0.0 0.0.0.0 tunnel 1

DefaultfZI%( PPPoE#EXH

)

OO N O O WN | —

ip route 192.168.1.0 255.255.255.0 null 0 150

IPsec Tunnel® O BRZEALANSE T/ Ny AR E S HETF

o

ip route 192.168.1.0 255.255.255.0 tunnel 2 survey name t2_ICMP

1 ALANSE T AL AR IE( IPsec Tunnel#RH ). ICMPESfRFE R L EBISE S

—_
-y

ip route 192.168.1.0 255.255.255.0 tunnel 3 100

t 2 BLANSE T/ AV 7y TR IK( IPsec Tunneli&H ). T4 A2 A100Z R FELTAS
URBEVLELEEFRTS

—_
N

ip nat list 1 192.168.2.0 0.0.0.255

NATEMH RET DEETTFLRAEE R

—_
w

N

survey 192.168.1.251 name t2_ICMP survey—map ICMP-Kanshi source
port—channel 1 nexthop tunnel 2 interworking

Tunnel 2B TEA2EIOLANBIIP7RL AZEICMPEEFRL T, “interworking” 2§ E 9

AT ET, ICMPEEIREE R ETunnel 2D up/downZz B HiEE 5

—_
($]

—_
[=2]

survey—map ICMP-Kanshi

survey—mapi% £ ( ICMP&S

RINGA—FZEHETE )

—_
~

retry 2 interval 10000

—_
o)

frequency every 10000

—_
©

stability 2 interval 10000

N
o

exit

N
J—y

N
N

hostname KYOTEN1

N
w

N
~

crypto ipsec policy P2-POLICY

IPseciR') L —E%TE( Phase2 SAD/\NTA—A%EIETE )

N
()]

set pfs group14

N
(=2]

set security—association always—up

N
~

set security—association lifetime seconds 28800

N
[ee)

set security—association transform—keysize aes 256 256 256

N
©

set security—association transform esp—aes esp—sha256—hmac

w
o

set mtu 1454

31

set mss 1300

IPsech> RILDFEDRASMNSIEIESNI=-DFE Y DEDTCP/ N4y HPPPoE
EE CHEINTLEILIGT—REEZELT. 1V FT—DOMTURLUTIZHS
FIITMSSHEZTMZRELTITLVET,

TUA—BRATAUA—RYb EDY—NEBEEITILIGESIC. K

L/ij-o

=1 —

ax &

32

set ip df-bit 0

33

set ip fragment post

34

exit

35

36

crypto ipsec selector SELECTOR

L YFERE

37

src 1 ipv4 any

38

dst 1 ipv4 any

39

exit

40

41

hardware—fault—detection action reboot

N—R 7 HEZRELROESEEEE( EEBES )

42

43

logging level informational

44

crypto isakmp keepalive

45

crypto isakmp log sa

46

crypto isakmp log session

47

crypto isakmp log negotiation—fail

48

49

crypto isakmp policy P1-POLICY

ISAKMPAR) S —E%F( Phasel SAD/INSA—AEIETE )

50

authentication pre—share

51

encryption aes

52

encryption—keysize aes 256 256 256

53

group 14

54

lifetime 86400

55

hash sha—256

56

initiate—mode aggressive

57

exit

58

59

crypto isakmp profile PROF0001

LRI AL ADISAKMPT A7 A JLERTE

60

self-identity user—fqdn id—kyoten1

61

set isakmp—policy P1-POLICY

62

set ipsec—policy P2-POLICY

63

set peer 192.0.2.1

64

ike—version 1

65

local-key SECRET-VPN

66

exit

67

68

crypto isakmp profile PROF0002

BN T T~DISAKMP T A7 1 JLERTE

69

self-identity user—fqdn id—kyoten1

70

set isakmp—policy P1-POLICY

JA

set ipsec—policy P2-POLICY

72

set peer 192.0.2.2

73

ike—version 1

74

local-key SECRET-VPN

75

exit

76

717

crypto map CENTER ipsec—isakmp

2SI A1 ~DCRYPTO MAPERE

78

match address SELECTOR

79

set isakmp—profile PROF0001

80

exit

81

|

82

crypto map CENTER _BK ipsec—isakmp

2 REI/ NI T YT ~DCRYPTO MAPEEE

83

match address SELECTOR

84

set isakmp—profile PROF0002

85

exit

86
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% EHl IPsecTLf : VRRP priorityi EIWE Z

6/1R—>

B2 5 Bl (B iz
87 |interface GigaFthernet 1/1 WIRA 27T —X( LANE] )
88 | vlan—id 1
89 | bridge—group 1
90 [ channel-group 1
91 [exit
92 |!
93 |interface GigaEthernet 2/1 WIEA 27— X( WAN{EI S¢PPPoE )
94 | vlan—id 2
95 | bridge—group 2
96 | pppoe enable
97 |exit
98 |!
99 |interface Port—channel 1 MIBA AT —RAEHTFE( LANE Giga 1/1 &84T )
100 | ip address 192.168.2.254 255.255.255.0
101 | mss 1300
102 |exit
103 |!
104 |interface Tunnel 1 Tunnel/ 2271 — A FE( PPPoE )
105 | description FLETS
106 | ip access—group 100 in
107 | ip access—group 111 in
108 | ip access—group 121 out
109 | ip nat inside source list 1 interface
110 | tunnel mode pppoe profile PPPOE_PROF
111 | pppoe interface gigaethernet 2/1
112 |exit
113 |!
114 linterface Tunnel 2 Tunnelf 2271 — A E( IPsec Tunnel ‘|:"/’5‘1ﬂ|])"f‘/|'ﬁ']!'f)
KICMPES(RFER LEFH I 578, link-state sync—saldERELALY
115 | tunnel mode ipsec map CENTER
116 |exit
117 |!
118 |interface Tunnel 3 Tunnel/ 2271 —RE&E( IPsec Tunnel A28/ \vH 7y T[T
119 [ tunnel mode ipsec map CENTER_BK
120 | link—state sync—sa
121 |exit
122 |!
123 [pppoe profile PPPOE_PROF PPPoE A7 A JLERTE
124 | account abc345@%kk k** ne jp zzzyyyxxx
125 |exit
126 |!
127 |lend
PE20DHTE
s (B R ) e
1 [access-list 100 permit udp 192.0.2.1 0.0.0.0 eq 500 any eq 500 VPNTERT 6/ N7 YREZEFHAIT6T71/ILR)T DETE
2 |access-list 100 permit 50 192.0.2.1 0.0.0.0 any VPNTEEAT 5/ \ryhEZEHT 5742 DETE
3 |access-list 100 permit udp 192.0.2.2 0.0.0.0 eq 500 any eq 500 VPNTERT 5/ b ZEHRT 574320 T DEERTE
4 laccess—list 100 permit 50 192.0.2.2 0.0.0.0 any VPNTERT A/ N\ yhEZEHTTEHI4ILAIT DERTE
5 |access-list 111 deny ip any any ST LAY T DEETE
6 [access-list 121 spi ip any any ST ILAY T DERTE
7 |
8 |ip route 0.0.0.0 0.0.0.0 tunnel 1 DefaultfZ I&( PPPoE#ZH )
9 |ip route 192.168.1.0 255.255.255.0 null 0 150 IPsec Tunnel¥ 9 BV BLANSE T/ N A E T 5] E
10 |ip route 192.168.1.0 255.255.255.0 tunnel 2 survey name t2 ICMP ‘lZ“J’)"LAN?E'C)"f‘/i'ﬁ%EﬁéOIPseC Tunnel#FH ). ICMPEEtR#E R L EFIS B S
. T BLANSE T/ NI 7y T8 IPsec Tunnelf®H ). T4 RABU A100Z R ELTA
11 |ip route 192.168.1.0 255.255.255.0 tunnel 3 100 AR LU B EA T B
12 |ip nat list 1 192.168.3.0 0.0.0.255 NATEKRET HEETTRL AT E R
13 |!
14 [survey 192.168.1.251 name t2 ICMP survey-map ICMP—Kanshi source |Tunnel 2B TEUAEIOLANAIIP 7KL AZICMPESFRL T, “interworking” 5 €3
port—channel 1 nexthop tunnel 2 interworking HZ LT, ICMPEEREE R L Tunnel 2D up/downZRIEASE 5
15 |!
16 |survey—map ICMP—-Kanshi survey—mapi% E( ICMPES tH/\SA—A%ETFE )
17 | retry 2 interval 10000
18 | frequency every 10000
19 | stability 2 interval 10000
20 [exit
21 !
22 |hostname KYOTEN2
23 |!
24 |crypto ipsec policy P2-POLICY IPseciR') S —E&TE( Phase2 SAD/\NTA—AR%EIETE )
25 | set pfs group14
26 | set security—association always—up
27 | set security—association lifetime seconds 28800
28 | set security—association transform—keysize aes 256 256 256
29 | set security—association transform esp—aes esp—sha256—hmac
30 [ set mtu 1454
IPsech RILDFEDHRRMMBEESNTDFE YR DEDTCP/ 4y HPPPoE
E#R CHESNTLEILI G —REZBBLT. 1V FT—DMTURLUTIZES
31 | set mss 1300 FIIMSSOEZFMARELTITLFET .
T A—RBEHTAUA—R I LD —NEBEEITOILIGIEEIC. KR TELHLE
L/ij-o
32 | setip df-bit O
33 | set ip fragment post
34 [exit
35 [!
36 [crypto ipsec selector SELECTOR tLOFEKTE
37 | src 1 ipv4 any
38 | dst 1 ipv4 any
39 [exit
40 |!
41 |hardware—fault—detection action reboot IN—FOx7HEERBL-BROEELZIEE( EEHILE )
42 |!
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% EHl IPsecTLf : VRRP priorityi EIWE Z

1/IR—2

e (L)

43

logging level informational

44

crypto isakmp keepalive

45

crypto isakmp log sa

46

crypto isakmp log session

47

crypto isakmp log negotiation—fail

48

49

crypto isakmp policy P1-POLICY

ISAKMP7R1) L —E% %E( Phasel SAMD/\SA—R%IEE )

50 | authentication pre—share

51 | encryption aes

52 | encryption—keysize aes 256 256 256

53 | group 14

54 | lifetime 86400

55 | hash sha—256

56 | initiate—mode aggressive

57 |exit

58 [!

59 |[crypto isakmp profile PROF0001 B A A~DISAKMPT A7 1 LERTE

60 | self-identity user—fqdn id—kyoten2

61 | set isakmp—policy P1-POLICY

62 | set ipsec—policy P2-POLICY

63 | set peer 192.0.2.1

64 | ike—version 1

65 | local-key SECRET-VPN

66 |exit

67 |!

68 |crypto isakmp profile PROF0002 B AN T ITADISAKMPZOJ7 4 JLERTE
69 | self-identity user—fqdn id—kyoten2

70 | set isakmp—policy P1-POLICY

71 | set ipsec—policy P2-POLICY

72 | set peer 192.0.2.2

73 | ike—version 1

74 | local-key SECRET-VPN

75 |exit

76 |!

77 |crypto map CENTER ipsec—isakmp T AR AL ~DCRYPTO MAPERE

78 | match address SELECTOR

79 | set isakmp—profile PROF0001

80 |exit

81 [!

82 [crypto map CENTER_BK ipsec—isakmp A1\ T T~DCRYPTO MAPEEE
83 | match address SELECTOR

84 | set isakmp—profile PROF0002

85 |exit

86 |!

87 |interface GigaEthernet 1/1 ML 27— A( LANHI )

88 | vlan—id 1

89 | bridge—group 1

90 | channel-group 1

91 [exit

92 |!

93 |interface GigaEthernet 2/1 WIB A 27— RX( WAN{EI S¢PPPoE )
94 | vlan—id 2

95 | bridge—group 2

96 | pppoe enable

97 [exit

98 [!

99 |interface Port—channel 1 MIBA AT —RAEHTFE( LANA Giga 1/1 &84T )
100 | ip address 192.168.3.254 255.255.255.0

101 | mss 1300

102 |exit

103 |!

104 [interface Tunnel 1 Tunnelf 23271 —X 5 5E( PPPoE )
105 | description FLETS

106 | ip access—group 100 in

107 | ip access—group 111 in

108 | ip access—group 121 out

109 | ip nat inside source list 1 interface

110

tunnel mode pppoe profile PPPOE_PROF

111

pppoe interface gigaethernet 2/1

112

exit

113

114

interface Tunnel 2

Tunnel/ 2271 — A FE( IPsec Tunnel TR BIAL 2 [ET)
NICMPES L R L EF I A8, link-state sync—salZE&RELALY

115

tunnel mode ipsec map CENTER

116

exit

117

118

interface Tunnel 3

Tunnelf 2271 —RE&E( IPsec Tunnel A1/ \vH 7T M)

119

tunnel mode ipsec map CENTER_BK

120

link—state sync—sa

121

exit

122

123

pppoe profile PPPOE_PROF

PPPoEZOTJ7 A ILERTE

124

account abc678@kxk* k%% ne jp yyyzzzxxx

125

exit

126

127

end
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