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GateD, Release 3.Copyright (c) 1990, 1991, 1992 by Cornell University. All rights
reserved.

Redistribution and use in source and binary forms are permitted provided that the above
copyright notice and this paragraph are duplicated in all such forms and that any
documentation, advertising materials, and other materials related to such distribution
and use acknowledge that the software was developed by Cornell University and its
collaborators. The name of the University may not be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED "AS IS™ AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE.

GateDaemon Project

Information Technologies/Network Resources
143 Caldwell Hall

Cornell University

Ithaca, NY 14853-2602

GateD is maintained and developed by Cornell University and its collaborators.

_r""';ss‘" Contains SSH IPSEC technology (pat.pending).
o SSH is a registered trademark of SSH Communications Security Ltd.

(http://www_ssh_fi)
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description: 'I NFONET- VP100' A VO01. 00 1999. 12. 03 (00: 00: Oe: 87: c0: 0f)
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manager : root
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#dat e
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manager UCLOOODOOO0ODCOCOOOD O ODOOOOODOODOO
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date DOOOOOODDCOOOODODOODD ODODOODOODOODOOD
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Smin000COCO000COCO00 OO0 500000 cpuO 0O O 0%
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<IP>
in packetJ00CCOOODD DOOwpOOOOO
in discard packet 00 DO OD0OO00OOO0OOO

in header errors packet
oononopponopponoppoo p D0 D O0O0O0O0ODOO DO

in address error packet

oononopponooponoopoDp 0000 00Q0Oooooooa

out request packet!ll ODDOOODOOOOO

out discard packetll OO0 OODUOO0ODOODOOODOOODOOOOOOO
forward packet /I DODODOO0OOOOOO0OOOO0DOOOOOOOO

no route packetI10 DO OOOO0O0OO0O0OOO0OOOOOO0OOO0DOOO

<ICMP>
in message packet U] OO ICMPOODOOOOOO0DOOOO
in error packet U000 DO ICMPO ODOOODOODO

out message packetl OO ICMPODOUOOOOOOO0ODOODO
out error packetJ00 OO IcMPOO0D0OCOOO

<UDP>

in datagram packet 0 OO upPO OO OOOO

in error packet 0000 ODOOOOuwWPOOOOOOOODLOOO0DLOOOOOOOO
no port packet 0000 ODOODOOuUWPLOOOOODOOO0ODOOOOOOOO

out datagram packet ] OO uppO OO DO ODOO

<TCP>
in segment packet 00 OO TCPOODOOO

out segment packet!!l OO TCPODOODODOO
in error packetIl00 OOOOOTCPOODOOODOODODOOOOODOOOO
passive open count ]l OO OOOODOOOO

<RIP>
in packet I0IDOCOOODD DO RIPOOOODO

sent packet IILOCDOD OO RIPOODOOO

out request packet] OO RIPOOODOOOO

in reply packetlI000 OO RIPOODOODOOOOO
flash update packet!] O triggered update O 00O O
send error packet Il O OOOODOOOOO

bad receive packet I DO ODOOODOOO
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P1 send packet ICO000000 Phase 1 O OO OOOO

PI receive packet UJ000I0 Phase | OO OOOO0O

Pl discard packet UL0I000 Phase 1 O OO OOOO

P1 decrypt error packet ] Phase | DUO0OO0O0OO0OOOO
P1 hash error packet [l Phase | DUO0OUODOOOOOOOO
Pl exchange fail DDCOOOOO IKE SA DO OD0OO0O

P1 exchange success 10 IKE SA OO0

xauth send packetCLUIDID ODOO0O ODOODODOODO
xauth receive packet Il 0000 OOOODOOO
xauth discard packet Il 0000 OOOOOOO
xauth exchange error (000 OO OO0 O0OO
xauth exchange success!J 00O OO0 OOO

P11 send packet CLUCDOOOD Phase 11 DO O DOOOO

P11 receive packet UL Phase 1l OO OOO0O0O0

P11 discard packet U000 Phase 11 DO OOO0O0O0

P11 decrypt error packet Phase Il DUODO0OO0OO0OD0OOO
P11 hash error packet [0 Phase Il DO DO0OOO0OOO00OO0OO
P11 exchange fail ULODJOCD IPsec SA DO O OO0

P11 exchange success 0 IPsec SA OO0

notify send packet JULLDO Notify O OO OO 4O
notify receive packet IUI Notify OO OO OO QOO
other ISAKMP send packet OO0 DO ISAKMP O OO OODODO

other ISAKMP receive packet
DODo0ooCoCoopoDoDononoo oo oo iIsAkve D DD OOOO

VPN discard packet (OO VPNO O OO OOOOOOODOOOOOOODOO
ESP send packet CLOLDOOOD ESPOODOOODOO

ESP receive packet [0JULID ESPOOOOOONO

ESP discard packet 00000 ESPOODOOODOO

ESP replay error packet

oononopnonoononopnonopnD eSPO 000 000000000000

ESP auth error packet Il ESPOOOOOODOODODO

ESP send error JUDCCOOODO ESPO OO OO
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#st channe

<private>

al i gnment error frames: 0
FCS error frames
col l'i sion count : 0
<publ i c>

al i gnment error frames: 0
FCS error franmes
col I'i sion count : 0

#

#

#stip

<| P>

i n packet : 338029 in di scard packet

i n header error packet: 0 i n address error packet :
out request packet : 1486 out di scard packet

forward packet : 1091 no route packet

<| CVP>

i n message packet 122 in error packet 0
out nessage packet : 101 out error packet : 0
<UDP>

i n dat agram packet : 336435 in error packet . 236737
no port packet : 0 out dat agram packet : 3
<TCP>

in segnent packet : 381 out segnent packet : 287

in error packet : 0 passi ve open count : 61

<RI P>

i n packet : 9969 sent packet : 2

out request packet : 2 in reply packet : 99669
flash update packet : 0 send error packet : 0
bad receive packet : 0
#

#

#vpnst at

Pl send packet

Pl receive packet

Pl di scard packet

Pl decrypt error packet

Pl hash error packet

Pl exchange fai

Pl exchange success

o

o

N O O O

O O O o o oo
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xaut h send packet
xaut h recei ve packet
xaut h di scard packet
xaut h exchange error
xaut h exchange success

Pl I send packet

Pl I receive packet

Pl I discard packet

Pl I decrypt error packet
Pl I hash error packet
Pl I exchange f ai

Pl I exchange success

notify send packet
notify receive packet
ot her | SAKMP send packet

ot her | SAKMP recei ve packet :

VPN di scard packet

ESP send packet

ESP recei ve packet

ESP di scard packet

ESP replay error packet
ESP auth error packet
ESP send error

o O O O O O O O o o o o O O O o
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PRIVATE/PUBLIC (00000000000 0000000000 Oup or downD ORIPOO OO D IPO
O00000000000000000000000000
0o
oo.no.o ooooooonnn

gooboboboooTEINTOOODDDOOO0O0O00O0OooLOObOO0000obDbbooOoo
gboobobobobooboobooboobo

Uooobogo iapinterface0000000O0DOOO0OOOO0DO0O

#i pi nterface

<PRI VATE>

up broadcast

address: 192. 168. 100. 1 subnet: 255. 255. 255. 0 broadcast: 192. 168. 100. 255
<PUBLI C

up broadcast
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uboooooooooobd O other , local , rip O
other UNDUCOOOCOOOCDDOE DO DO
local LUNDCDOODOODDOODD O OOOOOOO
rip DOO0COO0000000000oD RipPO O O

gbwoobogwpboooooo
DoooCooooonoonotooppoooo obooboobobooboboobooboooawprbOobo

goobbobooogg g godbDbO direct , indirect O
direct LU0DODDODDCDODDD O O0DOOOODOODOODODOO
indirect JJ00I00COOODOD O OOO0OOOODOOOO

oo.o.on ooooooooon
ubooooobog T TeEINTOODOO00O00O000O00b000O0bOO00O000O00O000OO0DO
oboobooobooboobooog
gooobodgdiaprouted 0000000 O0O0DOOOOOOOO

#i prout e
rip 0.0.0.0 0.0.0.0 192. 168. 100. 1 private indirect
ot her 127.0.0.1 255. 255, 255. 255 127.0.0.1 private direct

rip 192.168. 100. 25 255. 255. 255. 255 192.168.100.1 private indirect
rip 192.168.100. 11 255. 255. 255. 255 192.168.100.1 private indirect
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Sponoonoonocpopoonoooc o oboobooboboobooobwba

MACO O DO notonooonotonocp000DOO0OOCODOOO wPOOO0 MACODODOO

IPOO0O0O DDOCooooonooocccwp Do OObOOOPD OO0

oo.o.g ooooooooon

ooboboDoo TelNeT DO OOODODODOOO0OODHCP UODDDOOOOODDOOOOO
goobooboboooooooooo

DHCPO O OODOdhepstat U OO DO OOOODOOOOOOOOOO

#dhcpst at
S XX:XX:XX: XX: XX: XX 192.168.100. 10
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NAT'ODOODOO0OO0DO0OO

goooogo

private
IP address DUODOODCOODDD DO O wpOODOO

port DOOODOOO0O0ODOCODODD O ODOOOO00

global port DOCDODO0OOODDODDD OOOOODOOOO

remote
IP address DDOO0DCCOOOCC OO PO OO0

port DOOO0O0OOOODOOOODOD O OOOO0O0

protocol DODODOOO0DOCODODDD OOOOOOOOOO0OO

timer DODO0OOCODO0OODDDODONATO D OO OOOOOOODOOOODOOO

ooooug ooooooooon
OooOoOoOoOoO TeENETOOOOCODOOODOOONTOOOOOODOOOOOOOOODOO
ooooooooboooooo
NAT'O O OO Onatinfo natpO0O00O0OOOOOOCOOOODOODODO

#nat i nfo natp
private gl obal renote
no (IP address port) port (IP address port) protocol timer(sec)
e L o S R —— [ S —
1 192.168. 138. 200 256 256 192.168. 2. 200 256 | awP 60
2 192.168. 138. 200 1532 1532 192.168.2.2 23 TCP 3495
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oooobooboobo
gboodgbogoDOvpnecertinfo cert UDO00OO0O0O0OO0O0O0OO0ODOOO

#vpncertinfo cert
[ 1] Subj ect : xxx ~0ooooo(oooooon)
| ssuer : xxx ~gono
Serial Number: xxx ~0o0oogo
Validity: yyyy.mmdd hh:mmss - yyyy.mm dd hh: nm ss
1 0gooag
Dormai n Name: XXX ~dooooooooooo
| P Address: X. X. X. X ~000D0oooiIPOOOO
CRL Di st Poi nt: xxx ~CRLOOO(CRLOOOOODOOn)
Key Usage: xxx ~goooog
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#vpncertinfo crl

[1] | ssuer: xxx ~00ono
Thi s Updat e: xxx ~0ooo
Next Updat e: xxx ~0o0oogo
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LAY 1T
! —— IKESADDOOOODOOOOO
Ooooooo
0000 000000000000000007 IKE SAD O 0 100 peer addr peer name 00000000

gooooo

oo.oo.g ooooooooon
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#vpnsai nfo i ke

[ 1] 192.168.100.1 ~gopooooo
<-->192.168.1.1 ~0oooo
<R> Mai n Mode upP pre-shared key DES MX»
Li feti nme: 1000secs 0000 IKeE sSAO0ooooo

CQurrent: 409secs, 1kbyt es ~00ooooooooood
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IPSEC SAD OO DODOOwvpnsainfo ipsacU U0 O0OO0O0000OO0O0OO0O0O00OO

#vpnsai nfo i psec
1

[ 578] 192.168.100. 10, 255. 255. 255.255 ALL ALL-O0O0O0OOO
<--> 192.168. 200. 2, 255. 255.255. 255 ALL ALL-O0000000

peer: 192. 168. 100. 1
<R> UP ESP DES HVAG MX% PFS: of f

Li fetine: 600secs

O SPI: Ox7fedf fff Current : 432secs, Okbyt es
out packet :0 error packet :0

| - SPI : Oxc4c92f cf CQurrent : 432secs, 72kbyt es
i n packet : 35 aut h packet :35
decrypt packet :35 di scard packet :0
repl ay packet :0 auth error packet :0

ogooooon
peer 100000000000000000C VPNO OO O OO

Lifetime D00OOODOOOOOOOOD 1Psec 0 OO OOO0O0OOOO
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error packet L0000 ODOOODOODODO
I-SPIC00O0000000E0000000 Inbounf SA (U UODUOOOOOOO0OOO SA) sPIO
<Inbound>
Current00I00CCOCDOD sADOO0OOOO0OOO0O0OO00DOOODOODO KbytesU
in packetIDLDOCOOODD ODOODODO
auth packetlII0OCOOD ODODOOOOOOODOOOO
decrypt packet 000 DOOOOOODOODO
discard packet U000 OO OO0ODOODO

replay packet 000000 OOOOOO0OOOOO0DOOOOO

auth error packet I OO0 OO0O0D0OO0O0O0OOD0OOO
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#el og

seq uptinme dat e tid logid ecode

000 0000: 00: 00. 00 99/12/01 (wed) 16:51:31 0 00000000 00000000
#P_ON[ V0O0. 03- 113099]

001 0000: 00: 00. 00 99/12/06 (rmon) 10:50:35 0 00000000 00000000
#Reset [ VOO. 03- 113099]

002 0000: 00: 00. 00 99/12/07 (tue) 18:49:17 0 00000000 00000000
#Reset [ VOO. 03- 113099]

003 0000: 00: 00. 00 99/12/09 (thu) 16:22:19 0 00000000 00000000
#Reset [ VO1. 00- 120399]
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gogoboobooogooooo
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#1 1 og
seq uptinme dat e channel ecode

000 0000: 00: 00. 00 99/12/01 (wed) 16:51:31 PRI VATE 00000000
#P_ON[ V0O. 03- 113099]

001 0000: 00: 00. 00 99/12/06 (nmon) 10:50: 35 PRI VATE 00000000
#Reset [ VOO. 03- 113099]

002 0000: 00: 00. 00 99/12/07 (tue) 18:49:17 PRI VATE 00000000
#Reset [ VOO. 03- 113099]

000 0000: 00: 00. 00 99/12/01 (wed) 16:51:31 PUBLIC 00000000
#P_ON[ V0O. 03- 113099]

001 0000: 00:03.78 99/12/01 (wed) 16:51:35 PUBLIC 08050200
Et hernet Tx error

002 0000: 00: 00. 00 99/12/06 (non) 10:50:35 PUBLIC 00000000
#Reset [ VOO. 03- 113099]
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#vl og

seq uptinme dat e tid logid ecode

000 0000: 00: 00. 00 99/12/22 (wed) 10:10:32 0 00000000 00000000
#P_ON[ VO1. 02- 122199]

001 0000: 00: 00. 00 99/12/22 (wed) 22:15:38 0 00000000 00000000
#Reset [ VO1. 02- 122199]

002 0000: 35:51.60 99/12/22 (wed) 22:51:29 10 00000000 00000000
telnet login fail from 192.168. 138. 200

003 0000: 36: 01. 60 99/12/22 (wed) 22:51:39 10 00000000 00000000
tel net | ogi n success from192. 168. 138. 200
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VeNOOODOvpnlogOODOOOOOOOOOOOOOOOO

#vpnl og
seq uptinme

000 0009: 35: 46.

001 0009: 35: 47.

002 0009: 44: 17.

003 0009: 52: 49.

004 0009: 52: 50.

13

37

06

99/ 12/ 23

99/ 12/ 23

99/ 12/ 23

99/ 12/ 23

99/ 12/ 23

tid logid ecode
(thu) 07:51:24 27 1b000321 00000000
#P_ON[ V0O. 03-113099]
(thu) 07:51:25 27 1b000221 00000000
| PSEC SA is created. 192.168.150.1
(thu) 07:59:55 27 1b000221 00000000
| PSEC SA is created. 192.168.150.1
(thu) 08:08:27 27 1b000321 00000000
IKE SA is created. 192.168.150.1
(thu) 08:08:28 27 1b000221 00000000
| PSEC SA is created. 192.168.150.1
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#cl og
seq date
000 00/08/18 (fri) 16:23:54
#Reset [V03.00-080700]
001 00/08/18 (fri) 16:24:37
RECV publi c,
TCP(S):158. 202. 234. 171: 1494- >158. 202. 232. 6: 80
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#f1 og
seq date
000 00/08/18 (fri) 16:23:54
#Reset [ V03. 00-080700]
001 00/08/18 (fri) 16:24:37
RECV recv from public,
| CMP; 192. 168. 100. 1->192. 52. 150. 100, type 8, code 0
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#f1 og
seq date
000 00/08/18 (fri) 16:23:54
#Reset [ V03. 00-080700]
001 00/08/18 (fri) 16:24:37
RECV recv from public,
| CMP; 192. 168. 100. 1->192. 52. 150. 100, type 8, code 0
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seq date
000 00/08/18 (fri) 16:23:54
#Reset [ V03. 00-080700]
001 00/08/18 (fri) 16:24:37
RECV recv from public,
| CMP; 192. 168. 100. 1->192. 52. 150. 100, type 8, code 0
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ping0 000000000

U00d0b00o00 TEMNeETOOO0O0O00O00O00O0pingO0O000O00O0O0O0O0O0O0O0000
gbooobgooooon

pingUO000000O0O0O0O0OOmwOOOOOO0O0O0O00O0

O0000O<IP address>

gooon
IP addressI0INCCOOOOOND OODOODOOO0OOOODOOPODOOODOOODODOO

gooobogoooboboo

#ping 192.168.100.1
64 bytes from 192.168. 100. 1: icnp_seq=0.

---- PING Statistics ----
1 packets transnitted, 1 packets received,
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goooboboooboobon
traceroute 1 0000000000000 OOODOOOOCODOOOOOOODOOOOC

0000000000 [-m<max_ttl>] [-p <port#>] <IP address>

googno

-m<max_ttI> 00000000000t 0oooobooooooooobooooooooood

oooobooobooboboobooo

obooood 32000

-p <port#>[000C0OOCOOOCD DOOOODOOOOO0OOOOODOOOOOOO0OOO00O0

gooon

gooooboooboo
obo0oo0g 33434000

IP address I0OO00O0O0OOOOD ODOOOOwpOOOO

gooobogooooboo

a b~ WON PP

192.
192.
192.
192.
192.

#traceroute 192.168. 224. 2

168.232.6 14 nms 7 ns 13 ns
168.50.1 2 ns 18 ns 2 ns®
168.48.127 5 ns 4 nms 25 ns
168.160. 254 219 ns 260 ns 218 ns
168.224.2 348 nms 224 ms 291 s
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